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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Ir|1ternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, PartP.

Tlhe main task of the joint technical committee is to prepare International Standards. BPraft Intdrnational
Standards adopted by the joint technical committee are circulated to national bodies for yoting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting-a vote.

>

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent
ghts. ISO and IEC shall not be held responsible for identifying any or all such,patent rights.

—

BO/IEC 11889-2 was prepared by the Trusted Computing Group (TCG) and was adopted, under |the PAS
rocedure, by Joint Technical Committee ISO/IEC JTC 1, Information teChnology, in parallel with its|approval
y national bodies of ISO and IEC.

oo

BO/IEC 11889 consists of the following parts, under the gé€neral title Information technology — Trusted
latform Module:

-

— Part 1: Overview

— Part 2: Design principles

— Part 3: Structures

-+ Part 4: Commands
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Introduction

Part 1

Trusted Platform Overview

Figure 1

Part 2
Trusted Platform Design
Principles

Part 3
Trusted Platform Structures

. TPM Main Specification Road@’éf

ISO-15408 Common Criteria Protection Profile

N

Start of{informative comment

ISO/IEC

specification 1.2 version 103.

not mat

11889 is from the %@% Computing Group (TCG) Trusted Platform Module (TPM
e part numbers for ISO/IEC 11889 and the TCG specification d
nclusion of the Overview document that is not a member of the TC(

ch. The reason is

part numbering. The m
ISO Reflerence Q‘Q
Part 1 Qverview, ?‘

Part 2 O

es%?ﬁnciples
Part 3 S1t:q§ res

g between the two is as follows:
TCG Reference
Not published
Part 1 Design Principles
Part 2 Structures

U O <—

Part 4 Commands

Part 3 Commands

End of informative comment

viii
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2009(E)

Information technology — Trusted Platform Module —

Part 2:
Design principles

Scope
IBO/IEC 11889 defines the Trusted Platform Module (TPM), a device that enables

omputing platforms in general. ISO/IEC 11889 is broken into parts to make“the role
ocument clear. Any version of the standard requires all parts to be a complete_standard.

TPM designer MUST be aware that for a complete definition of all requirements nece
uild a TPM, the designer MUST use the appropriate platform specifie specification to ung
Il of the TPM requirements.

art 2 defines the principles of TPM operation. The base operating modes, the algorithms
hoices, along with basic interoperability requirements make* up the majority of the n
atements in part 2.

1 Key words

he key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SH
“SHOULD NOT,” “RECOMMENDED,” “MAY,”>and “OPTIONAL” in this document’s n
atements are to be interpreted as describedin RFC-2119, Key words for use in RFCs to
equirement Levels.

.2 Statement Type

lease note a very important distinction between different sections of text throughout this dg
ecause most of the text/in-this specification will be of the kind normative statements, the
ave informally defined(it;as the default and, as such, have specifically called out text of
informative comment They have done this by flagging the beginning and end of each inf

omment and highlighting its text in gray. This means that unless text is specifically mark
the kind informative comment, you can consider it of the kind normative statements.

or example:

tart of informative comment

trust in
of each

5sary to
lerstand

and key
brmative

OULD/”
brmative
Indicate

cument.

ou will encounter two distinctive kinds of text: informative comment and normative staiements.

authors
the kind
brmative
pd as of

hisdscthe first paragraph of 1—n paragraphs containing text of the kind informative comment ...

his’is the second pnrngrnph of text of the kind informative comment

This is the nth paragraph of text of the kind informative comment ...

To understand the standard the user must read the standard. (This use of MUST does not require

any action).
End of informative comment

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the

kind normative statements ...

To understand the standard the user MUST read the standard. (This use of MUST indicates a

keyword usage and requires an action).
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2. Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

ISO/IEC 8825-1|ITU-T X.690: Information technology — ASN.1 encoding rules: Specification
of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions’ S
Part 3: Dedicated hash-functions, Clause 9, SHA-1

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms
Part 3, Block ciphers, Clause 5.1 AES

IEEE P1363, Institute of Electrical and Electronics Engineers: Standard Specifications Fd

Public-Key Cryptography

IETF RFC 2104, Internet Engineering Task Force Request for Comiments 2104: HMA(:

Keyed-Hashing for Message Authentication

IETF RFC 2119, Internet Engineering Task Force Request foik Comments 2119: Key word

for use in RFCs to Indicate Requirement Levels

PKCS #1 Version 2.1, RSA Cryptography Standard-\This document is superseded by

P1363, except for section 7.2 that defines the V1.5 RSA signature scheme in use by th
TPM.

=

[

D

2 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=3aed962ea391ba805a62864a730b23c5

3. Abbreviated Terms

ISO/IEC 11889-2:2009(E)

Abbreviation

Description

AACP Asymmetric Authorization Change Protocol
ADCP Authorization Data Change Protocol
ADIP Authorization Data Insertion Protocol
K| Attestation ldentity Key
MC Audit Monotonic Counter
PIP Time-Phased Implementation Plan
uthData Authentication Data or Authorization Data, depending on the context
CD Binary Coded Decimal
10S Basic Input/Output System
A Certification of Authority
DI Controlled Data Item
MK Cerifiable/Certified Migratable Keys
RT Chinese Remainder Theorem
RTM Core Root of Trust Measurement
TR Counter-mode encryption
[|)AA Direct Autonomous Attestation

Data Integrity Register

Disk Operating System

Digital Signature Algorithm

[I)SAP Delegate-Specific Authorization Protocol
CB Electronic Codebook Mode
K Endorsement Key
T ExecuteTransport or Entity Type
IPS Federal Information Processing Standard
EPI0 General Purposé,l/O
+|1MAC Hash MessageAuthentication Code
+|1W Hardware Interface
B Internal Base
Ifo Input/Output
IV Initialization Vector
H Key Handle
EAP Lightweight Extensible Authentication Protocol for wireless computer networks
iy toaded Rey
LOM Limited Operation Mode
LPC Low Pin Count
LSB Least Significant Byte
MA Migration Authority/Authorization
MIDL Microsoft Interface Definition Language
MSA Migration Selection Authority
MSB Most Significant Byte
NV Non-volatile
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Abbreviation

Description

NVRAM Non-Volatile Random Access Memory
OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer
OIAP Object-Independent Authorization Protocol
(o][] Object Identifier
OSAP Object-Specific Authorization Protocol
PCR Platform-Configration-Register
PI Personal Information
Pll Personally Identifiable Information
POST Power On Self Test
PRIVEK Private Endorsement Key
PRNG Pseudo Random Number Generator
PSS Probabilistic Signature Scheme
PUBEK Public Endorsement Key
RNG Random Number Generator
RSA Algorithm for public-key cryptography. The letters R, S, and A represent the initials of the first public describers of the algorithm.
RTM Release to Manufacturing/Ready to Market
RTR Root of Trust for Reporting
RTS Root of Trust for Storage
SHA Secure Hash Algorithm
SRK Storage Root Key
STF Self Test Failed
TA Time Authority
TBB Threading Building Blocks
TCG Trusted Computing Group
TCV Tick Count Value
TR Tick Increment Rate
TIS TPM Interface Specification
TNC Trusted Network Connect
TOE Target of Evaluation
TOS Trusted Operating System
TPCA TrustedPlatform Computing Alliance
TPM Trusted Platform Module
TPME Trusted Platform Module Entity
TSC Tick Stamp Counter
TSC_ TPM Software Connection, when used as a command prefix
TSN Tick Session Name
TSR Tick Stamp Reset
TSRB TickStampReset for blob
TSS TCG Software Stack
TTP Trusted Third Party/Time-Triggered Protocol
TS Tick Stamp
uTC Universal Time Clock
VPN Virtual Private Network
4 © ISO/IEC 2009 — All rights reserved
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ISO/IEC 11889-2:

4. Conformance

4.1 Introduction
Start of informative comment

The Protection Profile in the Conformance part of the specification defines the threats

2009(E)

that are

re5|sted by a platform. ThIS sectlon Protectlon descrlbes the propertles of selected capabilities

ructures in part Il define the shielded locations.

| A protected capability is one whose correct operation is necessary in order for the ope
the TPM Subsystem to be trusted.

| A shielded location is an area where data is protected against interference and
independent of its form.

I

that must be trustworthy. Trust in the TPM depends critically en the protected capabilities.
dapabilities that are not protected capabilities must (of course) work properly if the TPM Su
$ to function properly.

IBO/IEC 11889 uses the concept of shielded locations, rather than the concept of “shieldg
While the concept of shielded data is intuitive, it is extraordinarily difficult to define becaug
imprecise meaning of the word “data.” For eéxample, consider data that is produced in
Ipcation and then moved into ordinary storage: It is the same data in both locations, but in
hielded data and in the other it is not. ‘Also, data may not always exist in the same fq

xample, it may exist as vulnerable, plaintext, but also may sometimes be transforme
Ipgically protected form. This data caontinues to exist, but doesn't always need to be shieldg
the vulnerable form needs to be shielded data, but the logically protected form does not. If a

dified by

bcations
he data

ration of

prying,

SO/IEC 11889 uses the concept of protected capabilities so as\to distinguish platform capabilities

Platform
Dsystem

d data.”
e of the

a safe
one it is
rm. For
l into a
d data -
specific

form of data requires protection against interference or prying, it is therefore necessary to say “if the

ata-D exists, it must exist.only in a shielded location.” A more concise expression is “thg
ust be extant only in a shielded location.”

ence, if trust in the FPM Subsystem depends critically on access to certain data, that dat

e extant only in a@&hielded location and accessible only to protected capabilities. When no

uch data could-pbe erased after conversion (using a protected capability) into anoth

ructure. Unless the other data structure was defined as one that must be held in a
Ipcation, it need not be held in a shielded location.

nd of<informative comment

1. “The data structures described in ISO/IEC 11889-3 MUST NOT be instantiated in a TPM,

data-D

h should
t in use,
er data
shielded

except

as data in TPM_Shielded-| acations

2. The ordinal set defined in ISO/IEC 11889-3 and ISO/IEC 11889-4 MUST NOT be instantiated in

a TPM, except as TPM_Protected-Capabilities.

3. Functions MUST NOT be instantiated in a TPM as TPM_Protected-Capabilities if they do not

appear in the ordinal set defined in ISO/IEC 11889-3 or ISO/IEC 11889-4

© ISO/IEC 2009 — All rights reserved
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4.2

Threat

Start of informative comment

This section, “Threat,” defines the scope of the threats that must be considered when considering
whether a platform facilitates subversion of capabilities and data in a platform.

The design and implementation of a platform determines the extent to which the platform facilitates
subversion of capabilities and data within that platform. It is necessary to define the attacks that
must be resisted by TPM_Shielded-Locations and TPM_Protected-Capabilities in that platform.

The ISQ/IEC 11889 standard defines the attacks that are resisted by the TPM. These attacks mus$
be congidered when determining whether the integrity of TPM_Protected-Capabilities and data’i

TPM_S

whether there is a backdoor method of obtaining access to TPM_Protected-Capabilities and data i

TPM_S

TPM_Protected-Capabilities have undesirable side effects.

End of
1. For

congidered when determining whether the TPM facilitates subvetsion of TPM_Protected-
Cappbilities or data in TPM_Shielded-Locations SHALL include

a.

b. Al methods that require execution of instructions in axcomputing engine in the platform

4.3

Start of{informative comment

A TPM [Protected-Capability must be used to_modify TPM_Protected-Capabilities. Other method
must rlot be allowed to modify TPM_Protected-Capabilities. Otherwise, the integrity ¢

TPM_P
End of

1. A TPM SHALL NOT facilitate’ the alteration of TPM_Protected-Capabilities, except by
TPM_Protected-Capabilities:

4.4

Start of{informative comment

TPM_P
informa
TPM_S
that ma

End of

1. AT
ISO

The methods inherent in physical attacks that fail if the ZPM complies with the “physical
protection” requirements specified by ISO/IEC 11889

—

nielded-Locations can be damaged. These attacks must be considered when deténminin

P I (O e

nielded-Locations. These attacks must be considered when determining whethe

nformative comment

the purposes of the “Protection” section of the standard, the \threats that MUST bg

Protection of functions

—-

otected-Capabilities is unknown.

nformative comment

Protection ofinformation

-

Iotected-CapabiIitieS must provide the only means from outside the TPM to acces
ion represented by data in TPM_Shielded-Locations. Otherwise, a rogue can reveal data i
nielded=Locations, or create a derivative of data from TPM_Shielded-Locations (in a waly
ntains some or all of the information content of the data) and reveal the derivative.

nformative comment

PM SHALL NOT export data that is dependent upon data structures described in part 3 of
/IEC 11889, other than via a TPM_Protected-Capability.
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4.5 Side effects

Start of informative comment

An implementation of a TPM_Protected-Capability must not disclose the contents of TPM_Shielded-
Locations. The only exceptions are when such disclosure is inherent in the definition of the
capability or in the methods used by the capability. For example, a capability might be designed
specifically to reveal hidden data or might use cryptography and hence always be vulnerable to
cryptanalysis. In such cases, some disclosure or risk of disclosure is inherent and cannot be

avoided. Other forms of disclosure (by side effects, for example) must always be avoided.

End of informative comment
1. The implementation of a TPM_Protected-Capability in a TPM SHALL NOT| facili

except by means unavoidably inherent in the TPM definition.

4.6 Exceptions and clarifications
§tart of informative comment

hese exceptions to the blanket statements in the generic “protection” requirements (ab
Llly compatible with the intended effect of those statements.“These exceptions affect

f TPM resources by vendor-specific commands in particular circumstances.

interpretations of the requirements.
End of informative comment

1. A Shielded Location is a place. (memory, register, etc.) where data is protected
interference and exposure, independent of its form

. A TPM_Protected-Capabilityis:an operation defined in and restricted to those identified
and 4 of ISO/IEC 11889

. A vendor specific comimand or capability MAY use the standard ISO/IEC 11889 owner/
authorization mechanism

N

[@%)

4. A vendor specific command or capability MAY utilize a TPM_PUBKEY structure store

ISO/IEC #1889 authorization mechanism.

N

commands. The command MUST propagate the locality used for the call to the used
11889 commands or capabilities, or set locality to O.

ate the

disclosure or the exposure of information represented by data in TPM-shielded—Igcations,

pve) are
SO/IEC

1
fi

11889-data that is available as plain-text outside the TPM and ISO/IEC 11889-data thafl can be
Ysed without violating security or privacy. These exceptions‘are valuable because they appfove use
q
T
I

hese clarifications to the blanket statements of the)generic “protection” requirements (ahove) do
ot materially change the effect of those statements, but serve to approve specific lggitimate

against

n part 3

Dperator

] on the

TPM so long-as the usage of that TPM_PUBKEY structure is authorized using the gtandard

. A vendor specific command or capability MAY use a sequence of standard ISO/IEC 11889

SO/IEC

ations to

6—A-vendor-specific-command-or-capability-that takes-advantage-of-exceptions-and-clarific
the “protection” requirements MUST be defined as part of the security target of the TPM

vendor specific command or capability MUST be evaluated to meet the Platform Spec
and System Security Targets.

7. If a TPM employs vendor-specific cipher-text that is protected against subversion to the

. Such a
ific TPM

same or

greater extent as internal TPM-resources stored outside the TPM with ISO/IEC 11889-defined

methods, that vendor-specific cipher-text does not necessarily require protection from

physical

attack. If a TPM location stores only vendor-specific cipher-text that does not require protection
from physical attack, that location can be ignored when determining whether the TPM complies

with the "physical protection" requirements specified by ISO/IEC 11889.
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5. TPM Architecture

5.1 Interoperability

Start of

informative comment

The TPM supports a minimum set of algorithms and operations to meet ISO/IEC 11889 standard.

Algorithms

RSA, nd

SHA-1, hormative statements in section 5.2.6

HMAC,

The alg
protoco
included

The rea
properti
protoco

End of

5.2
Start of
The folld

rmative statements in section 5.2.2.1

hormative statements in section 5.2.4

[®N

prithms and protocols are the minimum that the TPM supports. Additional @lgorithms an
s may be available to the TPM. All algorithms and protocols available in the*TPM would b
in the TPM and platform credential.

oD

son to specify these algorithms is two fold. The first is to know and understand the security
bs of selected algorithms; identify appropriate key sizes andensure appropriate use ih
S. The second reason is to define a base level of algorithms for interoperability.

nformative comment

Components
informative comment

pwing is a block diagram Figure 5:a shows the major components of a TPM.

Co: 1/0
Cl:
chpptograph'c - €2: Key
Rl :\— Generation
C3: HMAC
Engine Ry C4:RNG
C5: SHA-1 Engine Nmi—f  C0: POWET
=l Detection
C7: Qp¥in — C8: Execution
a\ ¢ Engine
y (&R II\\TAon-VoIaUIe C10: Volatile
X i Memaory

Figure 5:a - TPM Component Architecture

End of informative comment
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5.2.1 Input and Output

Start of informative comment

2009(E)

The 1/0O component, Figure 5:a CO, manages information flow over the communications bus. It
performs protocol encoding/decoding suitable for communication over external and internal buses. It

routes messages to appropriate components. The I/O component enforces access

policies

associated with the Opt-In component as well as other TPM functions requiring access control.

ISO/IEC 11889 does not require a specific 1/O bus. Issues around a particular 1/O bus

are the

H £ Latf, H H H
Urvicw Ul a piallultTl opTUITL SPTUITTLallUlT.

nd of informative comment

The number of incoming operand parameter bytes must exactly match the requiremen
return TPM_BAD_PARAMETER.

2.2 Cryptographic Co-Processor
tart of informative comment

he cryptographic co-processor, Figure 5:a C1, implements cfyptographic operations w
PM. The TPM employs conventional cryptographic operations in conventional ways
perations include the following:

symmetric key generation (RSA)
symmetric encryption/decryption (RSA)
ashing (SHA-1)

andom number generation (RNG)

he TPM uses these capabilities to perform generation of random data, generation of asy
eys, signing and confidentiality of stored data.

he TPM may symmetric encryption for internal TPM use but does not expose any sy
Igorithm functions to general users of the TPM.

he TPM may implement_additional asymmetric algorithms. TPM devices that implement
Igorithms may have different algorithms perform the signing and wrapping.

If the TPM uses RSAwith the required key length (2048 bits for storage keys), the outp
ommands for key-Or data blob generation (e.g., TPM_CreateWrapKey, TPM_Seal, TPV
PM_Makeldentity) consists of only one block. However, if the TPM uses other asy
Igorithms that_result in more than one output block for these commands, the integrity of tk
ust be protected by the TPM (by means of appropriate chaining mechanisms).

nd of‘informative comment

s of the

command ordinal. If the command contains more or fewer bytes than required; the TPM MUST

thin the
Those

mmetric

mmetric

different

ut of all
| Sealx,
mmetric
ne blobs

.c.The TPM MAY implement other asymmetric algorithms such as DSA or elliptic curve.

a. These algorithms may be in use for wrapping, signatures and other operations. There is no
guarantee that these keys can migrate to other TPM devices or that other TPM devices will

accept signatures from these additional algorithms.

b. If the output key or data blob generated with a storage key consists of more than one block,
the TPM MUST protect the integrity of the blob by means of appropriate chaining

mechanisms.

2. All storage keys MUST be of strength equivalent to a 2048 bits RSA key or greater. The TPM

SHALL NOT load a storage key whose strength less than that of a 2048 bits RSA key.
3. All AIK MUST be of strength equivalent to a 2048 bits RSA key, or greater.

© ISO/IEC 2009 — All rights reserved
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5.2.21 RSA Engine

Start of informative comment
The RSA asymmetric algorithm is used for digital signatures and for encryption.

For RSA keys the P1363 standard provides the implementation details for digital signature,
encryption and data formats.

There is no requirement concerning how the RSA algorithm is to be implemented. TPM
manufacturers may use Chinese Remainder Theorem (CRT) implementations or any other method.
Designgrs should review P1363 for guidance on RSA implementations.

ISO/IEQ 11889 retains support for 512-bit keys only for the purposes of backwards compatibility
with leg@cy applications.

End of {nformative comment
1. The[TPM MUST support RSA.
2. The|TPM MUST use the RSA algorithm for encryption and digital signatures.

3. The|TPM MUST support key sizes of 512, 1024, and 2048 bits. The-TPM MAY support othe
key pizes.

a. The minimum RECOMMENDED key size is 2048 bits.
4. The|RSA public exponent MUST be e, where e = 2'%+1.

TPM devices that use CRT as the RSA implementation MUST provide protection and detection
of failures during the CRT process to avoid attacks on the private key.

=

5.2.2.2 Signature Operations
Start of{informative comment

The TPM performs signatures on both internaliitems and on requested external blobs. The rules fq
signatures apply to both operations.

=

End of {(nformative comment

1. The[TPM MUST use the RSA algorithm for signature operations where signed data is verified by
entities other than the TPM that performed the sign operation.

2. The| TPM MAY use .othéer asymmetric algorithms for signatures; however, there is np
requirement that other PM devices either accept or verify those signatures.

3. The|TPM MUST use P1363 for the format and design of the signature output.

For authentication and transport sessions, the mandatory mechanism is a pseudo one-time-pad with
XOR. The mechanism to generate the one-time-pad is MGF1 and the nonces from the session
protocol. When encrypting authorization data, the authorization data and the nonces are the same
size, 20 bytes, so a direct XOR is possible.

For transport sessions the size of data is larger than the nonces so there needs to be a mechanism
to expand the entropy to the size of the data. The mechanism to expand the entropy is the MGF1
function from P1363. This function provides a known mechanism that does not lower the entropy of
the nonces.
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AES may be supported as an alternate symmetric key encryption algorithm. The mode of use for

AES in the TPM is counter mode and the actions for an operation define what the starting
value is.

counter

Internal protection of information can use any symmetric algorithm that the TPM designer feels

provides the proper level of protection.
The TPM does not expose any of the symmetric operations for general message encryption.

End of informative comment

5224 Using Keys

tart of Informative comments:

[ds)

(eys can be symmetric or asymmetric.

\s the TPM does not have an exposed symmetric algorithm, the TPM is only-a generator,

torage and protection of the symmetric key would be provided by the BIND and SEAL ca
f the TPM. If the caller wants to ensure that the release of a symmegiric key is not expos
NBIND/UNSEAL on delivery to the caller, the caller should{ use a transport sess
onfidentiality set.

or asymmetric algorithms, the TPM generates and operates-on RSA keys. The keys can
nly by the TPM or in conjunction with the caller of the TPM. If the private portion of a key
utside of the TPM it is the responsibility of the caller ahd user of that key to ensure the prg
f the key.

ntities off of the TPM.
nd of informative comments.

=_m O Jd O 0O O T O 0O (nHnO I =

. A secret key is a key that is a private -asymmetric key or a symmetric key.

Data SHOULD NOT be used_-as;a secret key by a TPM_Protected-Capability unless t
has been extant only in a shielded location.

. A key generated by a TRM_Protected-Capability SHALL NOT be used as a secret ke
that key has been extant only in a shielded location.

N

Q)

4. A secret key obtained by a TPM_Protected-Capability from a Protected Storage blob Sk
extant only in a‘shielded location.

rd.|

.2.3 Key Generation

tart of informative comment

[ds)

storage

evice and protector of symmetric keys. Generation of the symmetric key would use the TPJ)VI RNG.

abilities
ed after
on with

be held
S in use
tections

he TPM has provisions to indicate if a key is held exclusively for the TPM or can be shared with

hat data

unless

1ALL be

c keys.

The Key Generation component, Figure 5:a C2, creates RSA key pairs and symmetn
I

SO/EC 11889 places no minimum requirements on key generation times for asymnretric or

A~
VALLLL ICtI IL RTYOS.

End of informative comment
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5.2.3.1 Asymmetric — RSA

The TPM MUST generate asymmetric key pairs. The generate function is a protected capability and
the private key is held in a shielded location. The implementation of the generate function MUST be
in accordance with P1363.

The prime-number testing for the RSA algorithm MUST use the definitions of P1363. If additional
asymmetric algorithms are available, they MUST use the definitions from P1363 for the underlying
basis of the asymmetric key (for example, elliptic curve fitting).
5.2.3. Nonce Creation

The cregtion of all nonce values MUST use the next n bits from the TPM RNG.

5.2.4 | HMAC Engine

Start of{informative comment

=h

The HMAC engine, Figure 5:a C3, provides two pieces of information to{ the TPM: proof ¢
knowledqge of the AuthData and proof that the request arriving is authorized and has np
modificgtions made to the command in transit.

-

The HMAC definition is for the HMAC calculation only. It does not specify the order or mechanisn
that trarjsports the data from caller to actual TPM.

[/

The creption of the HMAC is order dependent. Each command;has specific items that are portion
of the HMAC calculation. The actual calculation starts with the definition from RFC 2104.

RFC 2104 requires the selection of two parameters to_properly define the HMAC in use. Thes|
values are the key length and the block size. ISO/IEC 41889 will use a key length of 20 bytes and
block sige of 64 bytes. These values are known in the RFC as K for the key length and B as th
block size.

D D

The badic construct is
H(K]XOR opad, H(K XOR ipad, text))
where
H = the [SHA1 hash operation
K = the key or the AuthData
XOR = the xor operation
opad = the byte 0x5C_ repeated B times
B = the plock length
ipad = the byte 0x36 repeated B times
text = the message information and any parameters from the command

End of mformative comment

The TPM MUST support the calculation of an HMAC according to RFC 2104.
The size of the key (K in RFC 2104) MUST be 20 bytes. The block size (B in RFC 2104) MUST be
64 bytes.

The order of the parameters is critical to the TPM’s ability to recreate the HMAC. Not all of the fields
are sent on the wire for each command for instance only one of the nonce values travels on the
wire. Each command interface definition indicates what parameters are involved in the HMAC
calculation.

12 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=3aed962ea391ba805a62864a730b23c5

ISO/IEC 11889-2:2009(E)

5.2.5 Random Number Generator
Start of informative comment

The Random Number Generator (RNG) component, Figure 6:a C4 is the source of randomness in
the TPM. The TPM uses these random values for nonces, key generation, and randomness in
signatures.

The RNG consists of a state-machine that accepts and mixes unpredictable data and a post-
processor that has a one-way functlon (e. g- SHA-1). The idea behlnd the deS|gn is that a TPM can

he state-machine can have a non-volatile state initialized with unpredictable random.data during
PM manufacturing before delivery of the TPM to the customers. The state-machine’ can a¢cept, at
dny time, further (unpredictable) data, or entropy, to salt the random number. Such’data comes from
ardware or software sources — for example; from thermal noise, or by monitoring’random kieyboard
gtrokes or mouse movements. The RNG requires a reseeding after each reset of the TPM. A true
ardware source of entropy is likely to supply entropy at a higher baud rate'than a software $ource.

hen adding entropy to the state-machine, the process must ensucte that after the addjtion, no
dutside source can gain any visibility into the new state of the state-machine. Neither the Qwner of
the TPM nor the manufacturer of the TPM can deduce the state of-the state-machine after shipment
df the TPM. The RNG post-processor condenses the output ofithe state-machine into data that has
Jufficient and uniform entropy. The one-way function should“use more bits of input data than it
droduces as output.

Qur definition of the RNG allows implementation of a:Pseudo Random Number Generator |(PRNG)
dlgorithm. However, on devices where a hardware source of entropy is available, a PRNG need not
e implemented. ISO/IEC 11889 refers to both“RNG and PRNG implementations as the RNG
echanism. From a user standpoint, the difference between a RNG and a PRNG is nongxistent.
owever, from a designer standpoint the difference between an RNG and PRNG will dictatg various
plementation choices. The ISO/IEC 14889 specification does not distinguish between |the two
pes as the specification does not deal'with implementation issues.

he TPM should be able to provide 32 bytes of randomness on each call. Larger requests |may falil
ith not enough randomness being available.

nd of informative comment

= m. < - = =

The RNG for the TPM,will consist of the following components:
a. Entropy source‘and collector

b. State register

c. Mixing{function

The RNG capability is a TPM_Protected-Capability with no access control.

N

(&%)

The RNG output may or may not be shielded data. When the data is for internal use by {he TPM
(e.g., generation of tpmProof or an asymmetric key), the data MUST be held in a shielded
location. The RNG output for internal use MUST not be known outside the TPM. In particular, it
MUST not be known by the TPM manufacturer. When the data is for use by the TSS or another
external caller, the data is not shielded.
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5.2.5.1 Entropy Source and Collector
Start of informative comment

The entropy source is the process or processes that provide entropy. These types of sources could
include noise, clock variations, air movement, and other types of events.

The entropy collector is the process that collects the entropy, removes bias, and smoothes the
output. The collector differs from the mixing function in that the collector may have special code to
handle any bias or skewing of the raw entropy data. For instance, if the entropy source has a bias of
creatin 5 i tars it
before gending the information to the state register.

End of {(nformative comment

1. Thel|entropy source MUST provide entropy to the state register in a manner that “provide]
entrppy that is not visible to an outside process.

[

or compliance purposes, the entropy source MAY be outside of the.TPM; howevef,
ttention MUST be paid to the reporting mechanism.

2. Thelentropy source MUST provide the information only to the state register.

—

a. The entropy source may provide information that has a bias, ;se-the entropy collector mus
;Ezmove the bias before updating the state register. The biasremoval could use the mixing
nction or a function specifically designed to handle the bias of the entropy source.

=h

b. The entropy source can be a single device (such as hardware noise) or a combination ¢
vents (such as disk timings). It is the responsibilityyof the entropy collector to update th
tate register whenever the collector has additional,entropy.

D

5.2.5. State Register

Start of{informative comment

The stafe register implementation may usé-two registers: a non-volatile register rngState and
volatile fegister. The TPM loads the volatile register from the non-volatile register on startup. Eacj
subsequient change to the state registerfrom either the entropy source or the mixing function affect
the volatile state register. The TPM'saves the current value of the volatile state register to the nor
volatile register on TPM power-down. The TPM may update the non-volatile register at any othg
time. THe reasons for using two-registers are:

= 1 O o0

To handle an implementation in which the non-volatile register is in a flash device;
To avoid overuse of the\flash, as the number of writes to a flash device are limited.
End of {nformative.comment

1. Thelstate register is in a TPM shielded-location.

a. Thestate register MUST be non-volatile.

b. Theupdate function to the state regisier is a I PM protected-capability.
c. The primary input to the update function SHOULD be the entropy collector.

2. If the current value of the state register is unknown, calls made to the update function with
known data MUST NOT result in the state register ending up in a state that an attacker could
know.

a. This requirement implies that the addition of known data MUST NOT result in a decrease in
the entropy of the state register.

3. The TPM MUST NOT export the state register.
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5.2.5.3 Mixing Function

Start of informative comment

2009(E)

The mixing function takes the state register and produces output. The mixing function is a TPM

protected-capability. The mixing function takes the value from a state register and creates t

he RNG

output. If the entropy source has a bias, then the collector takes that bias into account before

sending the information to the state register.
End of informative comment

Each use of the mixing function MUST affect the state register.

a. This requirement is to affect the volatile register and does not need to affect theinor
state register.

.2.5.4 RNG Reset

tart of informative comment
he resetting of the RNG occurs at least in response to a loss of power{o the device.

hese tests prove only that the RNG is still operating properly; they-do not prove how much

ccur before the addition of more entropy.
nd of informative comment
The RNG MUST NOT output any bits after a system reset until the following occurs:

a. The entropy collector performs an update>on the state register. This does not inc
adding of the previous state but requires.at least one bit of entropy.

b. The mixing function performs a selfctest. This self-test MUST occur after the loadin
previous state. It MAY occur before‘the entropy collector performs the first update.

.2.6 SHA-1 Engine

tart of informative comment

he SHA-1, Figure 5:a €5, hash capability is primarily used by the TPM, as it is a
implementation of a hash;algorithm. The hash interfaces are exposed outside the TPM to
easurement taking/during platform boot phases and to allow environments that have
apabilities accessto a hash functions. The TPM is not a cryptographic accelerator. ISO/IE
oes not specify‘minimum throughput requirements for TPM hash services.

nd of informative comment

The TPM MUST implement the SHA-1 hash algorithm as defined by ISO/IEC 10118-3
9.

-volatile

entropy

in the state register. This is why the self-test checks only after'the load of previous state and may

ude the

g of the

trusted
support
limited
C 11889

Clause

The output of SHA-1 is 160 bits and all areas that expect a hash value are REQU

RED to

support the full 160 bits.

3. The only commands that SHALL be presented to the TPM in-between a TPM_SHA1Start
command and a TPM_SHA1Complete command SHALL be a variable number (possibly 0) of

TPM_SHA1Update commands.

a. The TPM_SHA1Update commands can occur in a transport session.

4. Throughout all parts of the specification the characters x1 || x2 imply the concatenation of x1

and x2

© ISO/IEC 2009 — All rights reserved
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5.2.7 Power Detection
Start of informative comment

The power detection component, Figure 5:a C6, manages the TPM power states in conjunction with
platform power states. ISO/IEC 11889 requires that the TPM be notified of all power state changes.

Power detection also supports physical presence assertions. The TPM may restrict command-
execution during periods when the operation of the platform is physically constrained. In a PC,
operational constraints occur during the power-on self-test (POST) and require Operator input via
the key )Uclld. Thc TP:V: Illiyht cl“UVV dlUUT oo tU bcltd;ll bUIIIIIIaIIdD VVh“G iII a bUIIDtId;IIUd c}\cbutiu
mode of boot state. At some critical point in the POST process, the TPM may be notified of state
change$ that affect TPM command processing modes.

End of {nformative comment

5.2.8 | Opt-In

Start of{informative comment

The Opt-In component, Figure 5:a C7, provides mechanisms and protections'to allow the TPM to be
turned gn/off, enabled/disabled, activated/deactivated. The Opt-In compenent maintains the state ¢
t and volatile flags and enforces the semantics associated with'these flags.
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physical-presence. The guiding principle is that no remote_.entity should be able to change TP
status without either knowledge of the TPM Owner or theyOperator is physically present at th
platform. Physical presence may be asserted during, a period when platform operation i
constraipned such as power-up.

[}

Non-Volatile Flags:
Physica|PresencelLifetimelLock
PhysicalPresenceHWEnable
PhysicalPresenceCMDEnable
Volatile [Flags:
PhysicalPresenceV

The following truth table explains the conditions in which the PhysicalPresenceV flag may b
altered:

D

Persistent|/ Volatile P P P V
Control|Flags S o %
e 2 i >
£ L
13 = Lt
z & 8 3
a | & o 2
5| 8 5 &
‘B 2 i)
> = >
@ o @
Volatile Access F F
Semantics to No access to PhysicalPresenceV flag.
Physical Presence F T T
Flag T F Access to PhysicalPresenceV flag through TCS_PhysicalPresence command enabled.
T - - Access to PhysicalPresenceV flag through hardware signal enabled.
T T F Access to PhysicalPresenceV flag through hardware signal or TCS_PhysicalPresence command
enabled.
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Persistent Access T F F . ;
Semantics to = F - T Access to PhysicalPresenceV flag permanently disabled.
Physical Presence
Flag

Exclusive access to PhysicalPresenceV flag through TCS_PhysicalPresence command
permanently enabled.

_|
-
—
-

T T 7 - Exclusive access to PhysicalPresenceV flag through hardware signalpermanently enabled.

U U U 3 permanently enabled.

Access to PhysicalPresenceV flag through hardware signal or TES_PhysicalPresence comfnand

Table 5:a - Physical Presence Semantics

SO/IEC 11889 also recognizes the concept of unambiguous physieal presence. Conceptu
se of dedicated electrical hardware providing a trusted path to.the Operator has higher pre
nan the physicalPresenceV flag value. Unambiguous physical presence may be used to
hysicalPresenceV flag value under conditions specified by, platform specific design conside

I

J

t

¢

Additional details relating to physical presence can be:found in sections on Volatile and Non
memory.

E

nd of informative comment

.2.9 Execution Engine

rd.|

tart of informative comment

[ds)

he execution engine, Figure 5:a:C8; runs program code to execute the TPM commands
om the I/O port. The execution(engine is a vital component in ensuring that operations are
egregated and shield locatians-are protected.

m_wn =

nd of informative comment

rd.|

.2.10 Non-Volatile Memory

tart of informative comment

[ds)

lon-volatile.memory component, Figure 5:a C9, is used to store persistent identity a

Q qQ —=>

nd useby entities authorized by the TPM Owner.

|

he,TPM designer should consider the use model of the TPM and if the use of NV stor:

ally, the
cedence
override
rations.

-volatile

eceived
properly

nd state

ssociated with the TPM. The NV area has set items (like the EK) and also is available for ajlocation

hge is a

N\ L 4 pu | la |H H A H 4 ol H 4l N\ L 4 H o ol ]
FTCCITTT. TNV olUITayT UUTO TIaveT a TITTNCU TITS altu usiityg Uic NV otUTay’T 1Tt a TiyrT VUIUTTIT UoS

may prematurely wear out the TPM.

End of informative comment
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5.3 Data Integrity Register (DIR)

Start of informative comment

The DIR were a version 1.1 function. They provided a place to store information using the TPM NV
storage.

In 1.2 the DIR are deprecated and the use of the DIR should move to the general purpose NV
storage area.

The TPM must still support the functionality of the DIR register in the NV storage area.

End of {nformative comment
1. ATPM MUST provide one Data Integrity Register (DIR)

a. The TPM DIR commands are deprecated in 1.2
b. The TPM MUST reserve the space for one DIR in the NV storage area
c. The TPM MAY have more than 1 DIR.

2. The|DIR MUST be 160-bit values and MUST be held in TPM shielded-locations.
3. The|DIR MUST be non-volatile (values are maintained during the power-off state).

TPM implementation need not provide the same number of BDIRs as PCRs.

5.4 Platform Configuration Register (PCR)

Start of{informative comment

A Platform Configuration Register (PCR) is a 160-bit storage location for discrete integri
measuréments. There are a minimum of 16 PCR registers. All PCR registers are shielded-location
and are|inside of the TPM. The decision of whether'a PCR contains a standard measurement or |f
the PCR is available for general use is deferred to the platform specific specification.

A large jnumber of integrity metrics may be.méasured in a platform, and a particular integrity metr
may change with time and a new valuesmay need to be stored. It is difficult to authenticate th
source ¢f measurement of integrity metriés, and as a result a new value of an integrity metric canngt
be permitted to simply overwrite an_existing value. (A rogue could erase an existing value that
indicatep subversion and replaceyit with a benign value.) Thus, if values of integrity metrics a
individually stored, and updates of integrity metrics must be individually stored, it is difficult to plac
an upp€gr bound on the size of)memory that is required to store integrity metrics.

is designed to-hiold an unlimited number of measurements in the register. It does this
using a eryptographicthash and hashing all updates to a PCR. The pseudo code for this is:

PCRi New = HASH ( PCRi Old value || value to add)

There are two salient properties of cryptographic hash that relate to PCR construction. Ordering
meaning updates to PCRs are not commutative. For example, measuring (A then B) is not the sam
as measuring (B then A).

The other hash property is one-way-ness. This property means it should be computationally
infeasible for an attacker to determine the input message given a PCR value. Furthermore,
subsequent updates to a PCR cannot be determined without knowledge of the previous PCR values
or all previous input messages provided to a PCR register since the last reset.

End of informative comment
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The PCR MUST be a 160-bit field that holds a cumulatively updated hash value

The PCR MUST have a status field associated with it

The PCR MUST be in the RTS and should be in volatile storage

The PCR MUST allow for an unlimited number of measurements to be stored in the PCR
The PCR MUST preserve the ordering of measurements presented to it

A PCR MUST be set to the default value as specified by the PCRReset attribute

. A TPM implementation MUST provide 16 or more independent PCRs. These PCRs are
identified by index and MUST be numbered from 0O (that is, PCRO through PCR15.are required
for ISO/IEC 11889 compliance). Vendors MAY implement more registers for general-purpose
use. Extra registers MUST be numbered contiguously from 16 up to max — 1, Where max is the
maximum offered by the TPM.

8. The ISO/IEC 11889-protected capabilities that expose and modify the PCRs use a 32-hit index,
indicating the maximum usable PCR index. However, ISO/IEC 11889 reserves register indices
230 and higher for later versions of the specification. A TPM implementation MUST NOT]| provide
registers with indices greater than or equal to 230. In ISO/IEC 44889, the following terminology
is used (although this internal format is not mandated).

. The PSS MUST define at least define one measurement that the RTM MUST make [and the
PCR where the measurement is stored.

o a0~ wh =

©

10. A ISO/IEC 11889 measurement agent MAY discarda duplicate event instead of incorpgrating it
in a PCR, provided that:

11. A relevant ISO/IEC 11889 platform specification explicitly permits duplicates of this type |of event
to be discarded

12. The PCR already incorporates at least\one event of this type

13. An event of this type previously ineorporated into the PCR included a statement that quplicate
such events may be discarded: ;This option could be used where frequent recording pf sleep
states will adversely affect the lifetime of a TPM, for example.

14. PCRs and the protected ‘capabilities that operate upon them MAY NOT be used until power-on
self-test (TPM POST) has completed. If TPM POST fails, the TPM_Extend operation|will fail;
and, of greater importance, the TPM_Quote operation and TPM_Seal operatigns that
respectively reportand examine the PCR contents MUST fail. At the successful compjetion of
TPM POST, all-PCRs MUST be set to their default value (either 0x00...00 or OxHF...FF).
Additionally; the UINT32 flags MUST be set to zero.

© ISO/IEC 2009 — All rights reserved 19


https://standardsiso.com/api/?name=3aed962ea391ba805a62864a730b23c5

ISO/IEC 11889-2:2009(E)

6. Endorsement Key Creation

Start of

informative comment

The TPM contains a 2048-bit RSA key pair called the endorsement key (EK). The public portion of

the key

is the PUBEK and the private portion the PRIVEK. Due to the nature of this key pair, both

the PUBEK and the PRIVEK have privacy and security concerns.

The TP

2. Accs

a.

3. The
TPM

ailable to authorized entities.

The public portion of the key is the PUBEK
The private portion of the key is the PRIVEK
The PRIVEK SHALL exist only in a TPM_Shielded-Location.

The protected capabilities MUST require® TPM_Owner-Authentication or operator physical
presence

The external generation MUST result in an EK that has the same properties as an internall
generated EK

The external generation process MUST protect the EK from exposure during the generatio

M has the EK generated before the end customer receives the platform The Trusted

nformative comment
EK MUST be a 2048-bit RSA key

ss to the PRIVEK and PUBEK MUST only be'via TPM_Protected-Capabilities

generation of the EK ,may use a process external to the TPM and
_CreateEndorsementKeyPair.

<

=

and insertion of the.EK

\fter insertion\vof the EK the TPM state MUST be the same as the result of the
PM_CreateEndorsementKeyPair execution

he process MUST guarantee correct generation, cryptographic strength, uniqueness,
privacy, and installation into a genuine TPM, of the EK

properly generated the EK and mserted |t mto the TPM

f. The process MUST be defined in the target of evaluation (TOE) of the security target in use
to evaluate the TPM

20
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6.1 Controlling Access to PRIVEK

Start of informative comment

Exposure of the PRIVEK is a security concern.

The TPM must ensure that the PRIVEK is not exposed outside of the TPM

End of informative comment

1. The PRIVEK MUST never be out of the control of a TPM_Shielded-Location

.2  Controlling Access to PUBEK

tart of informative comment

D

[ds)

here are no security concerns with exposure or use of the PUBEK.

rivacy guidelines suggest that PUBEK could be considered personally identifiable information (PIl)
it were associated in some way with personal information (PI) or associated with other|PII, but
UBEK alone cannot be considered PII. Arbitrary random numbers_de-not represent a threat to
rivacy unless further associated with Pl or PIl. The PUBEK is an arbitrary random number {hat may
e associated with aggregate platform information, but not personally’identifiable information.

=T -

= =X O T

wner/user should be notified of personal informyation that might be added to an AIK crgdential,
hich could result in AIK being considered PIt. The owner/user should be able to evalliate the
nechanisms used by an attestation entity to protect PUBEK-AIK associations before disclosure
ccurs. No other entity should be privy te owner/user authorized disclosure besides the intended
ttestation entity.

QA 0 3 O 0

everal commands may be used to negotiate the conditions of PUBEK-AIK digclosure.
PM_Makeldentity discloses PUBEK-AIK in the context of requesting an AIK credential.
PM_Activateldentity ensures ‘the owner/user has not been spoofed by an interloper, These
nterfaces allow the owner/user to choose whether disclosure is acceptable and control the
ircumstances under which disclosure takes place. They do not allow the owner/user the ability to
ptain control of PUBEK-AIK subsequent to disclosure except by traditional means of trugting the
ttestation entity teabide by an acceptable privacy policy. The owner/user is able to asso¢iate the
ccepted privaey, policy with the disclosure operation (e.g. TPM_Makeldentity).

QA QO =S O = - (p

persistent <flag called readPubek can be set to TRUE to permit reading of PUBEK via
PM_ReadPubek. Reporting the PUBEK value is not considered privacy sensitive begause it
annot be associated with any of the AIK keys managed by the TPM without using TPM pnotected-
apabilities. Keys are encrypted with a nonce when flushed from TPM shielded-Iqcations,
Pryptanalysis of flushed keys will not reveal an association of EK to any AIK.

OO0 0 3

The command that manipulates the readPubek flag is TPM_DisablePubekRead.
End of informative comment
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7. Attestation Identity Keys

Start of informative comment
See 12.4 Attestation Identity Keys.
End of informative comment

22
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8. TPM Ownership

Start of informative comment

Taking ownership of a TPM is the process of inserting a shared secret into a TPM shielded-location.
Any entity that knows the shared secret is a TPM Owner. Proof of ownership occurs when an entity,
in response to a challenge, proves knowledge of the shared secret. Certain operations in the TPM
require authentication from a TPM Owner.

Certain operations also allow the human, with physical possession of the platform, to assert TPM
Qwnership rights. When asserting TPM Ownership, using physical presence, the operations must
ot expose any secrets protected by the TPM.

I
The platform owner controls insertion of the shared secret into the TPM. The platform owher sets
the NV persistent flag ownershipEnabled that allows the execution of the TRM "TakeOwnership
dommand. The TPM_SetOwnerlnstall, the command that controls the valueCownershipknabled,
requires the assertion of physical presence.

ttempting to execute TPM_TakeOwnership fails when a TPM already has an owner. To refnove an
wner when the current TPM Owner is unable to remove themselves, the human thHat is in
ossession of the platform asserts physical presence and executes TPM_ForceClear which
bmoves the shared secret.

=T 0O T

The insertion protocol that supplies the shared secret has the fallowing requirements: confidentiality,
integrity, remoteness and verifiability.

To provide confidentiality the proposed TPM Owner encrypts the shared secret using the PUBEK.
This requires the PRIVEK to decrypt the value. As\the PRIVEK is only available in the TPM the
gncrypted shared secret is only available to the intended TPM.

1

i

he integrity of the process occurs by the TRM providing proof of the value of the sharefl secret
inserted into the TPM.

y using the confidentiality and integrity,)the protocol is useable by TPM Owners that are rgmote to
ne platform.

he new TPM Owner validates the“insertion of the shared secret by using integrity response

he TPM MUST ship with-no Owner installed. The TPM MUST use the ownership-control |protocol

B
t
1
End of informative comment
1
(OIAP or OSAP)

fa'a)

.1 Platform Ownership and Root of Trust for Storage

tart of inforimative comment

[ds)

he semantics of platform ownership are tied to the Root-of-trust-for-storage (RTH). The
PM, {FakeOwnership command creates a new Storage Root Key (SRK) and new tpmProof value
henever a new owner is established. It follows that objects owned by a previous owner will not be
hherited by the new owner—Objects that should be-inherited must be transferred by deliberhte data

migration actions.

= s 1

End of informative comment
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9. Authentication and Authorization Data
Start of informative comment
Using security vernacular the terms below apply to the TPM for this discussion:

Authentication: The process of providing proof of claimed ownership of an object or a subject's
claimed identity.

Authorization: Granting a subject appropriate access to an object.

Each TPM abije hat does not allow "public" acce ontains a 160-bit shared secre his shared
secret is enveloped within the object itself. The TPM grants use of TPM objects based onhe
presentation of the matching 160-bits using protocols designed to provide protection of the share{
secret. This shared secret is called the AuthData.

Neither |the TPM, nor its objects (such as keys), contain access controls for its ©bjects (the
exceptign to this is what is provided by the delegation mechanism). If an subjeciipresents the
AuthDafa, that subject is granted full use of the object based on the object's capabhilities, not a set gf
rights off permissions of the subject. This apparent overloading of the concepts of authentication an(d
authorization has caused some confusion. This is caused by having two similarly rooted but distingt
perspedtives.

From the perspective of the TPM looking out, this AuthData is its sole mechanism for authenticating
the owner of its objects, thus from its perspective it is authentication data. However, from thg
applicatlon's perspective this data is typically the result of other functions that might perfor

authentications or authorizations of subjects using higher levelymechanisms such as OS login, filg
system l|access, etc. Here, AuthData is a result of these functions so in this usage, it authorizes
access o the TPM's objects. From this perspective, i.e., therapplication looking in on the TPM angd
its objegts, the AuthData is authorization data. For this réason, and thanks to a common root withi

the English language, the term for this data is chosen'to be AuthData and is to be interpreted qr
expanded as either authentication data or authorization data depending on context and perspective|

The term AuthData refers to the 160-bit value used to either prove ownership of, or authorization tp
use, an|object. This is also called the object's’shared secret. The term authorization will be use(d
when rdferring the combined action of verifying the AuthData and allowing access to the object qr
function| The term authorization session applies to a state where the AuthData has bee
authentication and a session handle established that is associated with that authentication.

A widefrange of objects use AuthData. It is used to establish platform ownership, key usg
restrictions, object migration andto apply access control to opaque objects protected by the TPM.

AuthData is a 160-bit shared-‘secret. The assumption is the shared-secret and some randomness
are mixed using SHA-1-digesting, but no specific function for generating AuthData is specified bj
ISO/IEQ 11889.

ISO/IEQ 11889 command processing sessions (e.g. OSAP, ADIP) may use AuthData as a
initializaltion vector when creating a one-time pad. Session encryption is used to encrypt portions ¢f
commamnd messages exchanged between TPM and a caller.

The TPMcstores AuthData with TPM controlled-objects and in shielded-locations. AuthData is nevegr
in the clear, whe anagea Dy B PV—except i jetded=tocations—oOnlty PV orotected-
capabilities may access AuthData (contained in the TPM). AuthData objects may not be used for
any other purpose besides authentication and authorization of TPM operations on controlled-
objects.

Outside the TPM, a reference monitor of some kind is responsible for protecting AuthData.
AuthData should be regarded as a controlled data item (CDI) in the context of the security model
governing the reference monitor. ISO/IEC 11889 expects this entity to preserve the interests of the
platform Owner.

There is no requirement that instances of AuthData be unique.
End of informative comment
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The TPM MUST reserve 160 bits for the AuthData. The TPM treats the AuthData as a blob. The
TPM MUST keep AuthData in a shielded-location.

The TPM MUST enforce that the only usage in the TPM of the AuthData is to perform
authorizations.

9.1 Dictionary Attack Considerations

Start of informative comment

Tre—deecisten—to—providepre 6 acrainst-dictionary—-attac

is—dae—tothe-irabiityof-the; TPM to
duarantee that an authorization value has high entropy. While the creation and authprization
drotocols could change to support the assurance of high entropy values, the changes would be
drastic and would totally invalidate any 1.x TPM version.

ersion 1.1 explicitly avoided any requirements for dictionary attack mitigation.

ersion 1.2 adds the requirement that the TPM vendor provide some assistance against dictionary
dttacks. The internal mechanism is vendor specific. The TPM designer should review the
requirements for dictionary attack mitigation in the Common Criteria.

he 1.2 specification does not provide any functions to turn on thedictionary attack prevention. The

Jpecification does provide a way to reset from the TPM response.to’ an attack.

o avoid all potential dictionary attacks the AuthData should be’of high-entropy. If the AuthData is of
Ipw entropy, version 1.2 provides limited protection to the/AuthData (see [ChenRyan08] L. Chen and
. D. Ryan, A solution for TCG TPM resistance to offline dictionary attacks on weak authgrization
data. Presented at Future of Trust in Computing, Berlin, 30 June — 2 July 2008]). Th¢ limited
drotection is the protection from online dictionary attacks described in this section.

By way of example, the following is a way to implement the dictionary attack mitigation.

he TPM keeps a count of failed authorization attempts. The vendor allows the TPM Ownerto set a
threshold of failed authorizations. When the count exceeds the threshold, the TPM locks| up and
does not respond to any requests for a-time out period. The time out period doubles each time the
dount exceeds the threshold. If the(TPM resets during a time out period, the time out perigd starts
dver after TPM_Init, or TPM_Stantup. To reset the count and the time out period the TPM Owner
dxecutes TPM_ResetlLockValue. If the authorization for TPM_ResetLockValue fails, the TRM must
lpck up for the entire time<out period and no additional attempts at unlocking will be sug¢cessful.
Hxecuting TPM_ResetLockValue when outside of a time out period still results in the resetting of the
dount and time out period.

End of informative-comment

he TPM SHALL incorporate mechanism(s) that will provide some protection against exhalistive or
dictionary attacks on the authorization values stored within the TPM.

his version of the TPM specification does NOT specify the particular strategy to be used. Some
dxamples might include locking out the TPM after a certain number of failures, forcing @ reboot

nder some combination of failures, or requiring specific actions on the part of some actors|after an
aftack has been detected. The mechanisms to manage these strategies are vendor specific at this
time.

If the TPM in response to the attacks locks up for some time period or requires a special operation
to restart, the TPM MUST prevent any authorized TPM command and MAY prevent any TPM
command from executing until the mitigation mechanism completes. The TPM Owner can reset the
mechanism using the TPM_ResetLockValue command. TPM_ResetLockValue MUST be allowed to
run exactly once while the TPM is locked up.
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10. TPM Operation

Start of

informative comment

Through the course of TPM operation, it may enter several operational modes that include power-
up, self-test, administrative modes and full operation. This section describes TPM operational states
and state transition criteria. Where applicable, the TPM commands used to facilitate state transition
or function are included in diagrams and descriptions.

The TPM keeps the information relative to the TPM operational state in a combination of persistent

and volatile flags. For ease of reading the persistent flags are prefixed by pFlags and the volatile

flags pr
The foll
diagram
and the

The stale diagrams use the following notation:

Composite
o o

< [text]
pre-con

< /name

event names.

@
@®.

=1

transitio

The ending point.for state diagrams. Perpetual state systems may not have an endin
indicatof.

fixed by vFlags.

pbwing state diagram describes TPM operational states at a high level. Subsequent stat
s drill-down to finer detail that describes fundamental operations, protections on,operation
transitions between them.

btate

- Signifies a state.

- Transitions between states are represented as a single headed arrows.

Circular transitions indicate operations that don’t result in a transition to another state.

ecision boxes split state flow based on a logical test. Decision conditions are called Guard
identified by bracketed text.

> Bracketed text indicates transitions that' are gated. Text within the brackets describes th
dition that must be met before state transition may occur.

> Transitions may list the events.that trigger state transition. The forward slash demarcate

ne starting point for reading state diagrams.

%

-Fhe collection bar consolidates multiple identical transition events into a singl
N arrow.

(24

[4%

[2)

D

I > - The distribution bar splits transitions to flow into multiple states.

@ - The history indicator means state values are remembered across context switches or power-

cycles.

End of informative comment
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10.1 TPM Initialization & Operation State Flow

Start of informative comment

D
Power off .\

state ITPM_Init

{ Initialization }

| /TPM_Startup

h

Operational state ‘\ { Initial subset }

includes numerous
modes that the TPM ‘““—
operates under ¥

{ Operational W

{Continue Selftest

SaveState not l =
mandatory power may

be removed without

performing the save

{TPM_SaveState

DP P001 Rev 01

Higure 10:a - TPM Operational States
End of informative comment

10.1.1 Initialization

tart of informative comment

g
TPM_Init transitions the: TPM from a power-off state to one where the TPM begins an initiglization
grocess. TPM_Init.could be the result of power being applied to the platform or a hard reset.
TPM_Init sets an-internal flag to indicate that the TPM is undergoing initialization. The TRM must
domplete initialization before it is operational. The completion of initialization requires the rg¢ceipt of
the TPM _Startup command.
The TPMis not fully operational until all of the self-tests are complete. Successful completign of the
self-tests allows the TPM to enter fully operational mode.

|||Iy npnraﬁnnal does not imply that all functions of the TPM are available. The TPM needslto have
a TPM Owner and be enabled for all functions to be available.

The TPM transitions out of the operational mode by having power removed from the system. Prior to
the exiting operational mode, the TPM prepares for the transition by executing the TPM_SaveState
command. There is no requirement that TPM_SaveState execute before the transition to power-off
mode occurs.

End of informative comment
1. After TPM_ Init and untili receipt of TPM Startup the TPM MUST return

TPM_INVALID_POSTINIT for all commands. Prior to receipt of TPM_Startup the TPM MAY
enter shutdown or failure mode.

|
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10.2 Self-Test Modes

Start of informative comment

Power raceived by
platform or hard reset

recognized “initialization commands”:

TPM_SHA1Start, TPM_SHA1Update, TPM_SHA1Complete,

TPM_SHA1CompleteExtend, TPM_Extend,

TSC_PhysicalPresence, TSC_ResstEstablishmentBit, and

TPM has completed, as guickly as possible, selftest of
internal resources required to execute ISONEC 19780

The set of commands ISONEC 19730 recognizes as
“inifialization commands” plus any other commands that do
not use TPM resaurces ather than the initialization
commands

TPM receives TPM_GetCapability (TFM_CAP_FROF_DURATION) -
TPM_Init signal ¥ S
/ ._J/TPM in Limited Operation
[PM in Limited Self-Test i i ) | B1-NOTE: When caller gets this return
mode TEM ives TPM * d code from TP, the TPM is still in Limited %
v almt L Operation mode. Caller MUST send
TPM recaives part TPM_ContinueSelfTest (for exampleAL\_)
TPM_Htartup caller is BIOS) or TPM_SelfTestFull fo
command TPM before caller re-sands TP "

Limited Salf-
Test and
TPM_Startup
successiul?

Mo resource test

C
TPM_SalTestFull
[(OPTIOMAL})

Perform DoSelfTest
Request Complate A

TPM_Continue

B =TPM_* that requires internal

TPM_* while

L

command it most recently septtoihé
TPM

B1 - Return
TFM_NEEDS SELF

andling of

in LOM

B2 - Retul 24

TPM_DQING:,%L EST
e

power down

TPM is in Sell-Test Failuga, )\ Fower down
Mode

., p.

. 4

TPM_GefTesiRasult

or 5
Limifed TPM_GetCapability
STF

Return DoSelfTest Immediate
Result Ratum
Yes Return
Y TPM_SELFTEST
( @m DoSeifTest FAILED
Return S
TPM_SUCCESS
B2 - NOTE: Caller Execute TPM_"
will have to send cammand return
TPM_* command arror code from
Perform DoSeliTest again, once TPM command
gets inta fully-tested
Operational Mode.
Seffest ™. Ye5 TPM in fillystested,
Successful? Op"siﬂtm. Mode TPM may force this
1o always be TRUE
Power down or
No TPM_SaveState + Request for

ContinuaSalfTast

complete?

MNa

LOM — Limited Cperational Mode
STF — SeliTest Failure Mode
FOM - Fully-tested Operational Mode

Revision 24 Oct 2008

Figure 10:b - Self-Test States
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After initialization the TPM performs a limited self-test. This test provides the assurance that a
selected subset of TPM commands will perform properly. The limited nature of the self-test allows
the TPM to be functional in as short of time as possible. The commands enabled by this self-test
are:

TPM_SHA1xxx — Enabling the SHA-1 commands allows the TPM to assist the platform startup
code. The startup code may execute in an extremely constrained memory environment and having
the TPM resources available to perform hash functions can allow the measurement of code at an
early time. While the hash is available, there are no speed requirements on the 1/0 bus to the TPM

ronthe TPMitself so use of this fi mr\ﬁnnalify may not meet plnh‘nrm startt TaWa=Yal lirements.

PM_Extend — Enabling the extend, and by reference the PCR, allows the startup codéte|perform
neasurements. Extending could use the SHA-1 TPM commands or perform the hash uging the
nain processor.

PM_Startup — This command must be available as it is the transition command from the initial
nvironment to the limited operational state.

PM_ContinueSelfTest — This command causes the TPM to complete the self-tests on gll other
PM functions. If TPM receives a command, and the self-test for.that command has not been
ompleted, the TPM may implicitly perform the actions of the TPM_CeontinueSelfTest command.

PM_SelfTestFull — A TPM MAY allow this command “after initialization, but [typically
PM_ContinueSelfTest would be used to avoid repeating the limited self tests.

PM_GetCapability — A subset of capabilities can be read.in the limited operation state.
he complete self-test ensures that all TPM functionality is available and functioning properly.
nd of informative comment

= m = J JJd O JJd OO J = I

. At startup, a TPM MUST self-test all* internal functions that are necessary| to do
TPM_SHA1Start, TPM_SHA1Update,, TPM_SHA1Complete, TPM_SHA1Complet¢Extend,
TPM_Extend, TPM_Startup, TPM_ContinueSelfTest, a subset of TPM_GetCapability, and
TPM_GetTestResult.

. The TSC_PhysicalPresence and TSC_ResetEstablishmentBit commands do not opgrate on
shielded-locations and have no requirement to be self-tested before any use.

. The TPM MAY allowSFPM_SelfTestFull to be used before completion of the agtions of
TPM_ContinueSelfTest:

4. The TPM MAY .implicitly run the actions of TPM_ContinueSelfTest upon receipt of a command
that requires uhtested resources.

N

Q)

(n

. The platform/specific specification MUST define the maximum startup self-test time.

10.2.1 - Operational Self-Test

tart of informative comment

[ds)

Tha? camplation  of calf toct o ifnitiotad by, TDM OCandin ~nQ A Tact Tha TDRM  RAY allow
e UUIII'JIULIUII T DU IUOol o mnmiaatecu U_y LI IVI_UUIILIIIUGUGII LIAYZ>T] LILELAYZ LIL

TPM_SelfTestFull to be issued instead of TPM_ContinueSelfTest.

TPM_ContinueSelfTest is the command issued during platform initialization after the platform has
made use of the early commands (perhaps for an early measurement), the platform is now
performing other initializations, and the TPM can be left alone to complete the self-tests. Before any
command other than the limited subset is executed, all self-tests must be complete.

TPM_SelfTestFull is a request to have the TPM perform another complete self-test. This test will
take some time but provides an accurate assessment of the TPM’s ability to perform all operations.
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The original design of TPM_ContinueSelfTest was for the TPM to test those functions that the
original startup did not test. The TCG contracted with a set of FIPS-140-2 laboratories to evaluate
the specification and one specific requested change was for TPM_ContinueSelfTest to perform a
complete self-test. The rationale is that the original tests are only part of the initialization of the TPM;
if they fail, the TPM does not complete initialization. Performing a complete test after initialization
meets the FIPS-140-2 requirements. The TPM may work differently in FIPS mode or the TPM may
simply write the TPM_ContinueSelfTest command such that it always performs the complete check.

TPM_ContinueSelfTest causes a test of the TPM mternal functlons When TPM ContlnueSeIfTest is

command and there has been no_testing of the underlying functionality. If the TPM implements this
implicit |self-test, it may immediately return a result code indicating that it is doing self-tes}.
Alternatfvely, it may do the self-test, then do the command, and return only the,result code of the
commarld.

Progranmpmers of TPM drivers should take into account the time estimates for self-test and minimizg
the polling for self-test completion. While self-test is executing, the TPM- may return an out-of-banfd
“‘busy” signal to prevent command from being issued. Alternatively, the TPM may accept the
command but delay execution until after the self-test completes: ‘Either of those alternatives maly
appear ps if the TPM is blocking to upper software layers. Alternatively, the TPM may return a
indicatign that is doing a self-test.

Upon the completion of the self-tests, the result of the self-tests are held in the TPM such that g
subsequent call to TPM_GetTestResult returns the self-test result.

In versipn 1.1, there was a separate command to’Create a signed self-test, TPM_CertifySelfTes}.
Version|1.2 deprecates the command. The new use model is to perform TPM_GetTestResult insid
of a trarjsport session and then use TPM_ReleaseTransportSigned to obtain the signature.

D

O

continug. The TPM_GetTestResult willoperate in failure mode so an outside observer can obtaih

If self—t;sts fail, the TPM goes into failuré state and does not allow most other operations t
information as to the reason for the self-test failure.

A TPM may take three courses-of-action when presented with a command that requires an untestefd
resource.

1. The|TPM may returnn"JPM_NEEDS_SELFTEST, indicating that the execution of the command
requires TPM_ContindeSelfTest.

2. The|TPM may implicitly execute the self-test and return a TPM_DOING_SELFTEST return codg,
cauging the.gexternal software to retry the command.

3. The|TPMymay implicitly execute the self-test, execute the ordinal, and return the results of the

ordinal:
The foIIoI‘—I_ﬁﬁﬂﬂTl_rh—h—m—l—Mg example SNOWS how Software can detect either mechanism with a single piece of co

1. SW sends TPM_xxx command
2. SW checks return code from TPM
3. If return code is TPM_DOING_SELFTEST, SW attempts to resend

a. If the TIS times out waiting for TPM ready, pause for self-test time then resend

()

b. if TIS timeout, then error
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4. else if return code is TPM_NEEDS SELFTEST
a. Send TPM_ContinueSelfTest
5. else
a. Process the ordinal return code
End of informative comment
1. The TPM MUST provide startup self-tests. The TPM MUST provide mechanisms to allow the

4. The TPM MUST complete the startup self-tests in a manner and timeliness that allows ]he TPM

to be of use to the BIOS during the collection of integrity metrics.

3. The TPM MUST complete the required checks before a given feature is in use..If'a funclion self-
test is not complete the TPM MUST return TPM _NEEDS’ SELFTEST or
TPM_DOING_SELFTEST, or do the self-test before using the feature.

4. There are two sections of startup self-tests: required and recommended. The recommended
tests are not a requirement due to time constraints. The TPM manufacturer should pefform as
many tests as possible within the time constraints.

The TPM MUST report the tests that it performs.

g§. The TPM MUST provide a mechanism to allow self-test to execute on request|by any
challenger.

n

1. The TPM MUST provide for testing of some operations during each execution of the operation.
8. The TPM MUST check the following:
a. RNG functionality

b. Reading and extending the integrity’ registers. The self-test for the integrity regigters will
leave the integrity registers in a known state.

c. Testing the EK integrity, if it exists

i. This requirement specifies that the TPM will verify that the endorsement key pair can
encrypt and decrypt-a known value. This tests the RSA engine. If the EK hag not yet
been generatedthe TPM action is manufacturer specific.

d. The integrity of.the protected capabilities of the TPM

i. This means that the TPM must ensure that its “microcode” has not changed, and| not that
a test must be run on each function.

e. Anydtamper-resistance markers

i~The tests on the tamper-resistance or tamper-evident markers are under progrgmmable
control. There is no requirement to check tamper-evident tape or the status of epoxy
surrounding the case.

9. The TPM SHOULD check the following:

a. The hash functionality

i. This check will hash a known value and compare it to an expected result. There is no
requirement to accept external data to perform the check.

ii. The TPM MAY support a test using external data.
b. Any symmetric algorithms

i.  This check will use known data with a known key or a random key to encrypt and decrypt
the data
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c. Any additional asymmetric algorithms
i. This check will use known data to encrypt and decrypt.
d. The key-wrapping mechanism

i. The TPM should wrap and unwrap a key. The TPM MUST NOT use the endorsement
key pair for this test.

e. Any other internal mechanisms
10. Self{FestFaiure

a. Yhen the TPM detects a failure during any self-test, the TPM MUST enter shutdown modg.
This shutdown mode will allow only the following operations to occur:

=3

it Update. The update function MAY replace invalid microcode, providing that-the” parts ¢
the TPM that provide update functionality have passed self-test.

ij. TPM_GetTestResult. This command can assist the TPM manufacturer in determining the
cause of the self-test failure.

Iu TPM_GetCapability may return limited information as specified in the ordinal.
iv. All other operations will return the error code TPM_FAILEDSELFTEST.

b. [The TPM MUST leave failure mode only after reeeipt of TPM_Init followed by
TPM_Startup(ST_CLEAR).

11. Priof to the completion of the actions of TPM_ContinueSelfTest the TPM MAY respond in tw
ways

a. The TPM MAY automatically invoke the actions:of TPM_ContinueSelfTest.
it The TPM MAY return TPM_DOING_SELFTEST.

ij. The TPM may complete the self-test, execute the command, and return the commangd
result.

b. The TPM MAY return the error code TPM_NEEDS_SELFTEST

O

The Clegar option-informs the TPM that the platform is starting in a “cleared” state or most likely
complete reboet.The TPM is to set itself to the default values and operational state specified by th

and continue operation from the saved state. The platform prewously made the TPM SaveState
request to the TPM such that the TPM prepares values to be recovered later.

The Deactivated state informs the TPM that it should not allow further operations and should fail all
subsequent command requests. The Deactivated state can only be reset by performing another
TPM_Init.

End of informative comment
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10.4 Operational Mode
Start of informative comment
After the TPM completes both TPM_Startup and self-tests, the TPM is ready for operation.

There are three discrete states, enabled or disabled, active or inactive and owned or unowned.
These three states when combined form eight operational modes.

[81 Enabled — Active - Owned ]

52 Disabled — Active - Owned

53 Enabled - Inactive - Owned

54 Disabled — Inactive - Owned

56 Disabled — Active - Unowned

57 Enabled — Inactive - Unowned

58 Disabled — Inactive - Unowned

[ |
[ J
[ ]
{85 Enabled — Active - Unowned ]
[ J
{ ]
| |

DP P003 Rev 01

o |

igure 10:c - Eight Modes of Operation

1 is the fully operational state where all TPM, functions are available. S8 represents a mode where
Il TPM features (except those to change the state) are off.

Q (p

biven the eight modes of operation, the TPM can be flexible in accommodating a wide fange of
sage scenarios. The default delivery state for a TPM should be S8 (disabled, inaciive and
nowned). In S8, the only mechanism available to move the TPM to S1 is having physical agcess to
ne platform.

wo examples illustrate thepossibilities of shipping combinations.
xample 1

he customer does ‘not want the TPM to attest to any information relative to the platform. The
ustomer does net\want any remote entity to attempt to change the control options that the platform
wner is setting,~For this customer the platform manufacturer sets the TPM in S8 (disabled,
eactivated and unowned).

o change the state of the platform the platform owner would assert physical presence and enable,
ctivaterand insert the TPM Owner shared secret. The details of how to change the varioug modes
$ jn subsequent sections.

Q 4 O 0 0O J m Jd = c cC M

I RIS particular sequence gives maximum control 1o the cusiomer.
Example 2

A corporate customer wishes to have platforms shipped to their employees and the IT department
wishes to take control of the TPM remotely. To satisfy these needs the TPM should be in S5
(enabled, active and unowned). When the platform connects to the corporate LAN the IT
department would execute the TPM_TakeOwnership command remotely.

This sequence allows the IT department to accept platforms into their network without having to
have physical access to each new machine.

End of informative comment
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The TPM MUST have commands to perform the following:

1. Enable and disable the TPM. These commands MUST work as TPM Owner authorized or with
the assertion of physical presence

2. Activate and deactivate the TPM. These commands MUST work as TPM Owner authorized or
with the assertion of physical presence

3. Activate and deactivate the ability to take ownership of the TPM
4. Assert ownership of the TPM.

10.4.1] Enabling a TPM

Informdative comment

A disabled TPM is not able to execute commands that use the resources of a TPM-While somg
commands are available (SHA-1 for example) the TPM is not able to load keys>and perform
TPM_Se¢al and other such operations. These restrictions are the same as for an inactive TPM. The
differenge between inactive and disabled is that a disabled TPM is unable to execute thge
TPM_TakeOwnership command. A disabled TPM that has a TPM Owneris“not able to execute
normal TPM commands.

—)[ TPM Disabled ]

TPM_OwnerSetDisable or

["F'ag_s_i_t;l']‘é;isab"’d [ ITPM_PhysicalEnable

[ D O

[pFlags.tymDisabled {TPM_OwnerSetDisable or
3 FALSE] TPM_PhysicalDisable

—)[ TPM Enabled ]

pFlags.fpmDisabled contains the current enablement status. When set to TRUE the TPM is
disabled, when FALSE-the TPM is enabled.

Changing the setting. pFlags.tpmDisabled has no effect on any secrets or other values held by th
TPM. No keys{ ymonotonic counters or other resources are invalidated by changing TP

DP P004 Rev 01

The TPM=OwnerSetBisable—command—ecan—be—used—to—transition—in—eithe rabled—er—Disabled
states. The desired state is a parameter to TPM_OwnerSetDisable. This command requires
TPM_Owner-Authentication to operate. It is suitable for post-boot and remote invocation.

An unowned TPM requires the execution of TPM_PhysicalEnable to enable the TPM and
TPM_PhysicalDisable to disable the TPM. Operators of an owned TPM can also execute these two
commands. The use of the physical commands allows a platform operator to disable the TPM
without TPM Owner authorization.
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TPM_PhysicalEnable transitions the TPM from Disabled to Enabled state. This command is
guarded by a requirement of operator physical presence. Additionally, this command can be invoked
by a physical event at the platform, whether or not the TPM has an Owner or there is a human
physically present. This command is suitable for pre-boot invocation.

TPM_PhysicalDisable transitions the TPM from Enabled to Disabled state. It has the same guard
and invocation properties as TPM_PhysicalEnable.

The subset of commands the TPM is able to execute is defined in the structures document in the
persistent flag section.

isuse of the disabled state can result in denial-of-service. Proper management of Ownef AuthData
nd physical access to the platform is a critical element in ensuring availability of the system

nd of informative comment

The TPM MUST provide an enable and disable command that is executed“with TPM Owner
authorization.

The TPM MUST provide an enable and disable command this is exeCuted locally using physical
presence.

0.4.2 Activating a TPM

Informative comment

deactivated TPM is not able to execute commands that’use TPM resources. A major difference
etween deactivated and disabled is that @& ‘deactivated TPM CAN execyte the
PM_TakeOwnership command.

eactivated may be used to prevent the.(obscure) attack where a TPM is reaglied for
PM_TakeOwnership but a remote rogue mahages to take ownership of a platform just bgfore the
enuine owner, and immediately has use.of the TPM’s facilities. To defeat this attack, a [genuine
wner should set disable==FALSE, ownership==TRUE, deactivate==TRUE, [execute
PM_takeOwnership, and then set deactivate==FALSE after verifying that the genuine ownkr is the
ctual TPM owner.

ctivation control is with both persistent and volatile flags. The persistent flag is never| directly
hecked by the TPM, rather.it is the source of the original setting for the volatile flag. During TPM
itialization the value of pFlags.tpmDeactivated is copied to vFlags.tpmDeactivated. When the TPM
xecution engine checks-for TPM activation, it only references vFlags.tpmDeactivated.

oggling the state“of pFlags.tpmDeactivated uses TPM_PhysicalSetDeactivated. This command
requires physical-presence. There is no associated TPM Owner authenticated command as the
PM Owner~Hcan always execute TPM_OwnerSetDisabled which results in the sanje TPM
perations.{Fhe toggling of this flag does not affect the current operation of the TPM but requires a
reboot of the platform such that the persistent flag is again copied to the volatile flag.

he< volatile flag, vFlags.tpmDeactivated, is set during initialization by the value of
Flags.tpmDeactivated. If vFlags.tpmDeactivated is TRUE the only way to reactivate the TPM is to
reboot the platiorm and have pFlags reset the vilags value.

If vFlags.tpmDeactivated is FALSE, running TPM_SetTempDeactivated will set
vFlags.tpmDeactivated to TRUE and then require a reboot of the platform to reactivate the platform.
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.—)@—)[ pFlags.tpmDeactivated ]

I

[ vFlag.Deactivated ]

[vFlags.tpmDeactivated [vFlags.tpmDeactivated
= FALSE] ¢ = TRUE]

A

v N

TPM Activated }T ‘ TPM Deactivated

‘ TPM_SetTempDeactivated ‘
@
&/

Figure 10:d - Activated and Deactivated States
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-

TPM agtivation is for Operator convenience. It allows the operator o deactivate the platforr
(temporfrily, using TPM_SetTempDeactivated) during a user session when the operator does ng
want to[disclose platform or attestation identity. This provides operator privacy, since PCRs coul
provide |cryptographic proof of an operation. PCRs are inacéessible when a TPM is deactivated.
They cannot be used for authorization, nor can they be read:~The reboot required to activate a TPI
also resgts the PCRs.

Q. —

=Y

The subset of commands that are available when the TPM is deactivated is contained in th
structurgs document. The TPM_TakeOwnership .cdmmand is available when deactivated. Th
TPM_Extend command is available when deactivated so that software (e.g. a BIOS) can run th
command without the need to handle an errof.) The PCR extend operation is irrelevant, since th
resulting PCR value cannot be used.

M (D O D

End of {nformative comment

1. The|TPM MUST maintain a non-volatile flag that indicates the activation state

(2]

2. The|TPM MUST provide for the setting of the non-volatile flag using a command that require
physical presence

The[TPM MUST sets avolatile flag using the current setting of the non-volatile flag.
The|TPM MUST_provide for a command that deactivates the TPM immediately

Thelonly meghanism to reactivate a TPM once deactivated is to power-cycle the system.

10.4.3] Faking TPM Ownership
Start oftinformative-ecomment

The owner of the TPM has ultimate control of the TPM. The owner of the TPM can enable or disable
the TPM, create AIK and set policies for the TPM. The process of taking ownership must be a tightly
controlled process with numerous checks and balances.

The protections around the taking of ownership include the enablement status, specific persistent
flags and the assertion of physical presence.

Control of the TPM revolves around knowledge of the TPM_Owner-Authentication value. Proving
knowledge of authentication value proves the calling entity is the TPM Owner. It is possible for more
than one entity to know the TPM_Owner-Authentication value.
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The TPM provides no mechanisms to recover a lost TPM_Owner-Authentication value.

Recovery from a lost or forgotten TPM_Owner-Authentication value involves removing the old value
and installing a new one. The removal of the old value invalidates all information associated with the
previous value. Insertion of a new value can occur after the removal of the old value.

A disabled and inactive TPM that has no TPM Owner cannot install an owner.

To invalidate the TPM_Owner-Authentication value use either TPM_OwnerClear or
TPM_ForceClear.

End of informative comment
1. The TPM_Owner-Authentication value MUST be 160-bits
The TPM_Owner-Authentication value MUST be held in persistent storage

N)

3. The TPM MUST have no mechanisms to recover a lost TPM_Owner-Authentication valu

10.4.3.1  Enabling Ownership

Informative comment

[

The state that a TPM must be in to allow for TPM_TakeOwnetship to succeed is; enahled and
fFlags.OwnershipEnabled TRUE.
1
t

he following diagram shows the states and the operational.checks the TPM makes before pllowing
ne insertion of the TPM Ownership value.

e

[Disabled] %

[Ownership Not Allowed]

[Enabled]

[Inactive]

[Active]
[Ownership Allowed]

[Owned] ¥ [Unowned]

Operational

-—[ Take Ownership ](—
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|

he TPM-.checks the disabled flag and then the inactive flag. If the flags indicate enabled then the
PM checks for the existence of a TPM Owner. If an Owner is not present the TPM then checks the
PwnershipDisabled flag. If TRUE the TPM_TakeOwnership command will execute.

o=

thitethe TPMthas o Owner but s emabted—andactive there s a timitedsubset of commmands that
will successfully execute.

The TPM_SetOwnerinstall command toggles the state of the pFlags.OwnershipDisabled.
TPM_SetOwnerlnstall requires the assertion of physical presence to execute.

End of informative comment
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10.4.4 Transitioning Between Operational States
Start of informative comment

The following table is a recap of the commands necessary to transition a TPM from one state to
another.

State TPM Owner Auth Physical Presence Persistence
Disabled to Enabled TPM_OwnerSetDisable TPM_PhysicalEnable permanent
Enabled to Disabled TPM OwnerSefDisable | TPM PhysicalDisable permanent
Inactive to Active TPM_PhysicalSetDeactivated permanent
Active to Infictive TPM_PhysicalSetDeactivated permanent
Active to Infictive TPM_SetTempDeactivated boot cycle

End of {nformative comment

10.5 (Clearing the TPM

Start of{informative comment

Clearing the TPM is the process of returning the TPM to factory defaults. It is possible the platforr
owner Will change when in this state.

)

=h

The commands to clear a TPM require either TPM_Owner-Authentication or the assertion ¢
physical presence.

The clear process performs the following tasks:

D

Invalidaie the SRK. Once invalidated all informatien*stored using the SRK is now unavailable. Th
invalidation does not change the blobs using the 'SRK rather there is no way to decrypt the blob
after invalidation of the SRK.

Invalidaje tpmProof. tpmProof is a value.that provides the uniqueness to values stored off of the
TPM. BY invalidating tpmProof all off TRM blobs will no longer load on the TPM.

Invalidaje the TPM_Owner-Authentication value. With the authentication value invalidated there ar]
no TPM|Owner authenticated commands that will execute.

[72)

[

Reset vplatile and non-volatite,data to manufacturer defaults.

The clear must not affect the EK.
Once cleared the TPMwill return TPM_NOSRK to commands that require authentication.

The PQR values~are undefined after a clear operation. The TPM must go through TPM_Init tp
properly set the-PCR values.

Clear aythéentication comes from either the TPM owner or the assertlon of phyS|caI presence. As the

place dlsabllng the clear commands

Disabling TPM_OwnerClear uses the TPM_DisableOwnerClear command. The state of ability to
execute TPM_OwnerClear is then held as one of the non-volatile flags.

Enablement of TPM_ForceClear is held in the volatile disableForceClear flag. disableForceClear is
set to FALSE during TPM_Init. To disable the command software should issue the
TPM_DisableForceClear command.

During the TPM startup processing anyone with physical access to the machine can issue the
TPM_ForceClear command. This command performs the clear operations if it has not been disabled
by vFlags.DisabledForceClear being TRUE.
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The TPM can be configured to block all forms of clear operations. It is advisable to block clear
operations to prevent an otherwise trivial denial-of-service attack. The assumption is the system
startup code will issue the TPM_DisableForceClear on each power-cycle after it is determined the
TPM_ForceClear command will not be necessary. The purpose of the TPM_ForceClear command
is to recover from the state where the Owner has lost or forgotten the TPM Owner-authentication-
data.

The TPM_ForceClear must only be possible when the issuer has physical access to the platform.
The manufacturer of a platform determines the exact definition of physical access.

The commands 1o clear a TPM require either TPM_Owner-Authentication, TPM_OwnerCIedr, or the
ssertion of physical presence, TPM_ForceClear.

Q)

nd of informative comment

= M

The TPM MUST support the clear operations.
a. Clear operations MUST be authenticated by either the TPM Owner orphysical presepce

b. The TPM MUST support mechanisms to disable the clear operations

N

The clear operation MUST perform at least the following actions
a. SRKinvalidation

b. tpmProof invalidation

TPM_Owner-Authentication value invalidation

Resetting non-volatile values to defaults

Invalidation of volatile values

- o a o

Invalidation of internal resources

Q)

The clear operation must not affect the EK.
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11. Physical Presence
Start of informative comment

ISO/IEC 11889 describes commands that require physical presence at the platform before the
command will operate. Physical presence implies direct interaction by a person — i.e. Operator with
the platform / TPM.

The type of controls that imply special privilege include:

* Cledring an existing Owner from the TPM,
» Temporarily deactivating a TPM,
* Temporarily disabling a TPM.

Physical presence implies a level of control and authorization to perform basic administrative taskis
and to hootstrap management and access control mechanisms.

Protectipn of low-level administrative interfaces can be provided by physical and electrical methods;
or by spftware; or a combination of both. The guiding principle for designers is the protectio
mechanjsm should be difficult or impossible to spoof by rogue software.)Designers should tak
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TPM_PhysicalEnable,
TPM_PhysicalDisable,
TPM_PhysicalSetDeactivated,
TPM_ForceClear,
TPM_SétOwnerlnstall,

In ordef to execute these’commands, the TPM must obtain unambiguous assurance that the
operatign is authorized. by physical-presence at the platform. The command processor in the /O
o
y

—

TPM designers should take precautions to ensure testing of the physicalPresenceV flag value is ng
mask-ableFor example, a special bus cycle could be used or a dedicated line implemented.

There is an exception to physical presence semantics that allows a remote entity the ability to assert
physical presence when that entity is not physically present. The TSC_PhysicalPresence command
is used to change polarity of the physicalPresenceV flag. Its use is heavily guarded. See sections
describing the TPM Opt-In component; and Volatile and Non-volatile memory components.

The following diagram illustrates the flow of logic controlling updates to the physicalPresenceV flag:
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o PhysicalPresenceV O
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TSC_PhysicalPresence() —

igure 11:a - Physical Presence Control Logic
his diagram shows that the vFlags.physicalPresenceV flag may be updated either by a H
pck. Observe, the reverse logic surrounding the use of TSCyPhysicalPresence comman

ne physicalPresenceCMDEnable flag is set and the physicalPresenceCMDEnableV is not
ne TSC_PhysicalPresence command may execute.

he physicalPresenceV flag may be overridden by, unambiguous physical presence. Conc
recedence than the physicalPresenceV flag value. Implementers should take t
onsideration when implementing physical presence indicators.

nd of informative comment

=_m O T = oh ot = o 1 T

physical mechanism.

N

execution of software on-the platform.

(V pin or

nrough the TSC_PhysicalPresence command, but gated by persistent control flags and a femporal

1. When
set, and

bptually,

ne use of dedicated electrical hardware providing a trusted path to the Operator hag higher

nis  into

The requirement for physical presence MUST be met by the platform manufacturer using some

It SHALL be impossible to intercept or subvert indication of physical presence to the TPM by the
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12. Root of Trust for Reporting (RTR)

Start of informative comment

The RTR is responsible for establishing platform identities, reporting platform configurations,
protecting reported values, and providing a function for attesting to reported values. The RTR
shares responsibility of protecting measurement digests with the RTS.

The |nteract|on between the RTR and RTS is a critical component The deS|gn and |mplementat|on

of the i
messaggs. It is strongly encouraged that the RTR and RTS |mplementat|on occur in the sam
package such there are no external observation points. For a silicon based TPM this would impl
that the

End of
Ani

a.

1.

The RTR is a cryptographic identity used to distinguish and authenticate an individual TPM. The
TPM usgs the RTR to answer an integrity challenge.

In the TPM, the Endorsement Key (EK) is the RTR. The EK is cryptographically unique and boungd
to the TPM.

Prior to[any use of the TPM, the RTR must be instantiated. Instantiation may occur during TPM
manufa
how a specific TPM and platform is initialized with the EK.

As the
circumstances due to privacy concetns. The EK is only available for two operations: establishing th
TPM OWwner and establishing -Attestation Identity Key (AIK) values and credentials. There is p
prohibitipn on the use of the EK-for any other operation.

End of
The

a.

1.

42

b.

12.1

Start of{informative comment

b.

The cryptographic identity of the RTR is the Endorsement Key (EK).
The

a.

< O (D

RTR and RTS are in the same silicon package with no external busses.
nformative comment
nstantiation of the RTS and RTR SHALL do the following:

Be resistant to all forms of software attack and to the forms of physical @ttack implied by th
platform’s Protection Profile

[4)

Pupply an accurate digest of all sequences of presented integritydnetrics

Platform Identity

cturing or platform manufacturing. The business issues and manufacturing flow determines

[N

RTR is cryptographically unique, the use of the RTR must only occur in controlle

[4%

nformative commeént

RTR MUST have a cryptographic identity.

EK MUST be
Ptatistically unique

i. When the TPM is in FIPS mode, the EK MUST be generated using a random number
generator that meets FIPS requirements.

ii. Difficult to forge or counterfeit

Verifiable during the AIK creation process

The EK SHALL only participate in

a. TPM Ownership insertion

b. AIK creation and verification
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12.2 RTR to Platform Binding

Start of informative comment

When performing validation of the EK and the platform the challenger wishes to have knowledge of
the binding of RTR to platform. The RTR is bound to a TPM hence if the platform can show the
binding of TPM to platform the challenger can reasonably believe the RTR and platform binding.

The TPM cannot provide all of the information necessary for the challenger to trust in the binding.
That information comes from the manufacturing process and occurs outside the control of the TPM.

End of informative comment
1. The EK is transitively bound to the Platform via the TPM as follows:

a. An EK is bound to one and only one TPM (i.e., there is a one to one, corresppndence
between an Endorsement Key and a TPM.)

b. A TPM is bound to one and only one Platform. (i.e., there is a one te one corresppndence
between a TPM and a Platform.)

c. Therefore, an EK is bound to a Platform. (i.e., there is a one to*0ne correspondence between
an Endorsement Key and a Platform.)

12.3 Platform Identity and Privacy Considerations

Start of informative comment

The uniqueness property of cryptographic identities taises concerns that use of that identity could
result in aggregation of activity logs. Analysis of the aggregated activity could reveal personal
information that a user of a platform would not otherwise approve for distribution to the aggregators.

oth EK and AlK identities have this property.

B

To counter undesired aggregation, TCG\encourages the use of domain specific AIK keys and
restricts the use of the EK key. The platform owner controls generation and distribution of AIK public
Keys.

a digital signature was performed by the EK, then any entity could track the use of the EK| So use
f the EK as a signature is cryptographically sound, but this does not ensure privacy. Thegefore, a
nechanism to allow verifiers® (human or machine) to determine that the TPM really signed the
nessage without using the-EK is required.

m S 3 0 =

nd of informative.¢omment

12.4 Attestation Identity Keys

Start of informative comment

An Attestation Identity Key (AIK) is an alias for the Endorsement Key (EK). The EK cannot|perform
Jignatures for security reasons and due to privacy concerns.

PM can

The TPM Owner controls all aspects of the generation and activation of an AIK. The TPM Owner
controls any data associated with the AIK. The AIK credential may contain application specific
information. The AIK must contain identification such that the TPM can properly enforce the
restrictions placed on an AlK.

The AIK is an asymmetric key pair. For interoperability, the AIK is an RSA 2048-bit key. The TPM
must protect the private portion of the asymmetric key and ensure that the value is never exposed.
The user of an AIK must prove knowledge of the 160-bit AIK authorization value to use the AlK.
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An AIK is a signature key, and is never used for encryption. It only signs information generated
internally by the TPM. The data could include PCR, other keys and TPM status information. The AIK
must never sign arbitrary external data, since it would be possible for an attacker to create a block
of data that appears to be a PCR value.

AIK creation involves two TPM commands.

The TPM_Makeldentity command causes the TPM to generate the AIK key pair. The command also
discloses the EK-AIK binding to the service that will issue the AIK credential.

A

The TPM Ar"ri\m’rpldnn’ri’ry command unwraps a session kpy that allows for the dpr‘ryp’rinn of the Al

credential. The session key was encrypted using the PUBEK and requires the PRIVEK to perfor
the deciyption.

)

Use of the AIK credential is outside of the control of the TPM.
End of {nformative comment

1. The[TPM MUST permanently mark an AIK such that, for all subsequent uses of the AIK, the AIK
resttictions are enforced.

2. An AIK MUST be:
a. $tatistically unique
b. Difficult to forge or counterfeit
c. VYerifiable to challengers
3. For |nteroperability the AIK MUST be
a. An RSA 2048-bit key
4. The|AIK MUST only sign data generated by the TPM

12.4.1] AIK Creation

Start of{informative comment

As the AIK is an alias for the EK. The AIK creation process requires TPM Owner authorization. The
process|actually requires two TPM @wner authorizations; creation and credential activation.

The AIK credential creation process is outside the control of the TPM. However, the certificatio
authority (CA) will attest (with the AIK credential) that the AIK is tied to valid Endorsement, Platforr
and Conformance credentijals-

- D

Without|these credentials) the AIK cannot prove that PCR values belong to a TPM. An owner ma
decide o trust any,key generated by TPM_Makeldentity without activating the identity (e.g
becauseg he is an administrator in a controlled company environment). In this case, the owner need
no credential. Another challenger can only trust that the AIK belongs to a TPM by seeing th
credential of a-trustworthy CA.

<

D & <

End of {nformative comment
1. The TPM Owner MUST authorize the AIK creation process.
2. The TPM MUST use a protected function to perform the AlIK creation.

3. The TPM Owner MUST indicate the entity that will provide the AIK credential as part of the AIK
creation process.

4. The TPM Owner MAY indicate that NO credential will ever be created. If the TPM Owner does
indicate that no credential will be provided the TPM MUST ensure that no credential can be
created.
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5. The TTP MAY apply policies to determine if the presented AIK should be granted a credential.

6. The credential request package MUST be useable by only the Privacy CA selected by the TPM
Owner.

7. The AIK credential MUST be only obtainable by the TPM that created the AIK credential
request.

12.4.2 AIK Storage
ftart of informmative comment

[d))

he AIK may be stored on some general-purpose storage device.

1
When held outside of the TPM the AIK sensitive data must be encrypted and integrity protected.
End of informative comment

1

. When held outside of the TPM AIK encryption and integrity protection"MUST protect|the AIK
sensitive information

. The migration of AIK from one TPM to another MUST be prohibited

N
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13. Root of Trust for Storage (RTS)

Start of

informative comment

The RTS provides protection on data in use by the TPM but held in external storage devices. The
RTS provides confidentiality and integrity for the external blobs.

The RTS also provides the mechanism to ensure that the release of information only occurs in a
named environment. The naming of an environment uses the PCR selection to enumerate the

values.

Data protected by the RTS can migrate to other TPM.

End of
1. The

nformative comment

storage available on the platform

2. The

number and size of values held by the RTS SHOULD be limited only by the)volume ¢

TPM MUST ensure that TPM_PERMANENT_DATA -> tpmProof is only inserted into TP
intefnally generated and non-migratable information.

—

-

13.1 |Loading and Unloading Blobs
Start of{informative comment
The TPM provides several commands to store and load RTS controlled data.
(lass Command Analog Comment
1 [pata / Internal / TPM TPM_Makeldentity TPM¢Activateldentity Special purpose data
2 [Yata / External / TPM TSS_Bind TPM_Unbind
3 )ata / Internal / PCR TPM_Seal TPM_Unseal
4 [)ata / External / PCR
5 Hey / Internal / TPM TPM_CreateWrapKey. TPM_LoadKey
6 Hey / External / TPM TSS_WrapKey TPM_LoadKey
7 Hey / Internal / PCR
8 Hey / External / PCR TSS/WrapKeyToPcr TPM_LoadKey
46 © ISO/IEC 2009 — All rights reserved
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14. Transport Sessions and Authorization Protocols
Start of informative comment

2009(E)

The purpose of the authorization protocols and mechanisms is to prove to the TPM that the
requestor has permission to perform a function and use some object. The proof comes from the

knowledge of a shared secret.

AuthData is avallable for the TPM Owner and each entity (keys for example) that the TPM controls.

gther entities are held W|th the entlty

.
the TPM does not immediately allow all operations — the TPM Owner is not a “super us
ddditional AuthData must be provided for each entity or operation that has protection.

he TPM treats knowledge of the AuthData as complete proof of ownership.of the entity. |
hecks are necessary. The requestor (any entity that wishes to execute,a command on the
se a specific entity) may have additional protections and requireménts where he or sh
aves the AuthData; however, the TPM places no additional requirements.

here are three protocols to securely pass a proof of knowledge of AuthData from reqy
PM; the “Object-Independent Authorization Protocol” (OIAP); the “Object-Specific Auth
rotocol” (OSAP) and the “Delegate-Specific AuthorizationsProtocol” (DSAP). The OIAP
nultiple authorization sessions for arbitrary entities. The,;OSAP supports an authentication
Dr a single entity and enables the confidential transmission of new authorization informat
SAP supports the delegation of owner or entity authorization.

lew authorization information is inserted by the“AuthData Insertion Protocol” (ADIP) dy
reation of an entity. The “AuthData Change Protocol” (ADCP) and the “Asymmetric Auth
thange Protocol” (AACP) allow the changing of the AuthData for an entity. The protocol de
llow expansion of protocol types to additional ISO/IEC 11889 required protocols and
pecific protocols.

he protocols use a “rolling nonce’paradigm. This requires that a nonce from one side b
nly for a message and its reply-“For instance, the TPM would create a nonce and send t
eply. The requestor would. receive that nonce and then include it in the next request. T

his mechanism is in place to prevent replay attacks and man-in-the-middle attacks.

he basic protocols-do not provide long-term protection of AuthData that is the hash of a p
r other low-entropy entities. The TPM designer and application writer must supply a
rotocols if protection of these types of data is necessary.

he designY criterion of the protocols is to allow for ownership authentication, comma3
arameter-authentication and prevent replay and man-in-the-middle attacks.

= T - T 0O - Jd< = 0O Jd O QO N0 =z =3 TmJdd O cCc O

he“passing of the AuthData, nonces and other parameters must follow specific guidelineg

Data for

he TPM Owner AuthData allows the Owner to prove ownership of the TPM. Proving owngrship of

ter’” and

No other
TPM or
e (or it)

estor to
Drization
Supports
session
on. The

ring the
Drization
finitions

vendor

B in use
hat on a
he TPM

ould validate that the correct nonce was in the request and then create a new nonce for the reply.

hssword
dditional

nd and

so that

ommands coming from different computer architectures will interoperate properly

End of informative comment

1. AuthData MUST use one of the following protocols

a. OIAP
b. OSAP
c. DSAP
2. Entity creation MUST use one of the following protocols
a. ADIP
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3. Changing AuthData MUST use one of the following protocols

a. ADCP

b. AACP

The TPM MAY support additional protocols to authenticate, insert and change AuthData.
5. When a command has more than one AuthData value

a. Each AuthData MUST use the same SHA-1 of the parameters
6. Keys MAY specify AuthDataUsage -> TPM_AUTH_NEVER

a. If the caller changes the tag from TPM_TAG_RQU_AUTH1_xxx to TPM_TAG_RQU XX
e TPM SHALL ignore the AuthData values

b. If the caller leaves the tag as TPM_TAG_RQU_AUTH1

it The TPM will compute the AuthData based on the value store in the AuthData locatio
within the key, IGNORING the state of the AuthDataUsage flag.

c. Users may choose to use a well-known value for the AuthData when setting AuthDataUsag
TPM_AUTH_NEVER.

If a key has AuthDataUsage set to TPM_AUTH_ALWAYS but is received in a command wit
e tag TPM_TAG_RQU_COMMAND, the command MUST return an error code.

7. For pommands that normally have 2 authorization sessions,\if the tag specifies only one in th
pardmeter array, then the first session listed is<iignored (AuthDataUsage must b
TPM_AUTH_NEVER for this key) and the incoming session data is used for the second aut
sesgion in the list.

8. Key$ MAY specify AuthDataUsage -> TPM_AUTH._PRIV_USE_ONLY

a. If the key used in a command to read/access the public portion of the key (e.g.
TPM_CertifyKey, TPM_GetPubKey)

if If the caller changes-:\the tag from TPM_TAG_RQU_AUTH1 xxx tp
TPM_TAG_RQU_XXX the TPM SHALL ignore the AuthData values

ij. If the caller leaves the tag'as TPM_TAG_RQU_AUTH1

iji. The TPM will compute the AuthData based on the value store in the AuthData location
within the key, IGNORING the state of the AuthDataUsage flag

b. ¢lse if the keyCused in command to read/access the private portion of the key(e.g.
TPM_Sign)

if Ifthetagis TPM_TAG_RQU_COMMAND, the command MUST return an error code.

A

=

[4%

o
>

- O O

14.1 |Authorization Session Setup
Start ofLinformative comment

The TPM provides two protocols for authorizing the use of entities without revealing the AuthData
on the network or the connection to the TPM. In both cases, the protocol exchanges nonce-data so
that both sides of the transaction can compute a hash using shared secrets and nonce-data. Each
side generates the hash value and can compare to the value transmitted. Network listeners cannot
directly infer the AuthData from the hashed objects sent over the network.

The first protocol is the Object-Independent Authorization Protocol (OIAP), which allows the
exchange of nonces with a specific TPM. Once an OIAP session is established, its nonces can be
used to authorize the use of any entity managed by the TPM. The session can live indefinitely until
either party requests the session termination. The TPM_OIAP function starts the OIAP session.
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The second protocol is the Object Specific Authorization Protocol (OSAP). The OSAP allows
establishment of an authentication session for a single entity. The session creates nonces that can
authorize multiple commands without additional session-establishment overhead, but is bound to a
specific entity. The TPM_OSAP command starts the OSAP session. The TPM_OSAP specifies the
entity to which the authorization is bound.

Most commands allow either form of authorization protocol. In general, however, the OIAP is
preferred — it is more generally useful because it allows usage of the same session to provide

authorization for different entities. The OSAP is, however, necessary for operations that set or reset
AuthData

IAP sessions were designed for reasons of efficiency; only one setup process is reqlllired for
otentially many authorizations.

n OSAP session is doubly efficient because only one setup process is required for patentially
any authorization calculations and the entity AuthData secret is required- only onge. This
inimizes exposure of the AuthData secret and can minimize human interaction in the case [where a
erson supplies the AuthData information. The disadvantage of the OSAP is that a distinct|session
eeds to be setup for each entity that requires authorization. The @SAP creates an ephemeral
ecret that is used throughout the session instead of the entity AuthData secret. The ephemeral
ecret can be used to provide confidentiality for the introduction of-new AuthData during the [creation
f new entities. Termination of the OSAP occurs in two ways: Either side can request|session
termination (as usual) but the TPM forces the termination 6D an OSAP session after usg of the
phemeral secret for the introduction of new AuthData.

or both the OSAP and the OIAP, session setup..is. independent of the commands that are
uthorized. In the case of OIAP, the requestor sends the TPM_OIAP command, and with the
response generated by the TPM, can immediately, begin authorizing object actions. The QSAP is
ery similar, and starts with the requestor sending a TPM_OSAP operation, naming the entity to
hich the authorization session should be bound.

he DSAP session is to provide delegated authorization information.

Il session types use a “rolling nonce™ paradigm. This means that the TPM creates a ney nonce
alue each time the TPM receives.a-command using the session.

xample OIAP and OSAP sessions are used to illustrate session setup and use. The fictitious
ommand named TPM_Example occupies the place where an ordinary TPM command might be
sed, but does not have-command specific parameters. The session connects to a key objet within
the TPM. The key contains AuthData that will be used to secure the session.

here could be as~many as 2 authorization sessions applied to the execution of a single TPM
ommand or as . few as 0. The number of sessions used is determined by ISO/IEC 11889 1.2
ommand Specification and is indicated by the command ordinal parameter.

It is also<possible to secure authorization sessions using ephemeral shared-secrets. Rather than
sing AuthData contained in the stored object (e.g. key), the AuthData is supplied as a para({;neter to

SAP'session creation. In the examples below the key.usageAuth parameter is replaced by the
phemeral secret.

End of informative comment
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14.2 Parameter Declarations for OIAP and OSAP Examples
Start of informative comment

To follow OIAP and OSAP protocol examples (Table 14:c and

Table 14:d), the reader should become familiar with the parameters declared in Table 14:a and
Table 14:b.

Several conventions are used in the parameter tables that may facilitate readability.

The Param column (Table 14:a) identifies the sequence in which parameters are packaged into
command or response message as well as the size in bytes of the parameter value. If this entry).i
the row|is blank, that parameter is not included in the message. <> in the size column means.tha
the sizg of the element is variable. It is defined either explicitly by the preceding parameter, ¢
implicitly by the parameter type.

= ~+ - Q

The HMAC column similarly identifies the parameters that are included in HMAC calculations. Thi
column plso indicates the default parameters that are included in the audit log. Exceptions are note
under the specific ordinal, e.g. TPM_ExecuteTransport.

[©NNp)

The HMAC # column details the parameters used in the HMAC calculation. ‘Rarameters 1S, 2S, etg.
are corlcatenated and hashed to inParamDigest or outParamDigest,- implicitly called 1H1 anfg
possiblyl 1H2 if there are two authorization sessions. For the first session; 1H1, 2H1, 3H1, and 4H
are corjcatenated and HMAC’ed. For the second session, 1HZ; 2H2, 3H2, and 4H2 are
concatehated and HMAC’ed.

In genefal, key handles are not included in HMAC calculations{ This allows a lower software layg
to map|[the physical handle value generated by the TPM\to a logical value used by an upps
softwarg layer. The upper layer generally holds the HMAC key and generates the HMAC. Excludin
the key|handle allows the mapping to occur without breaking the HMAC. It is important to use
differen{ authorization secret for each key to prevent a man-in-the-middle from altering the ke
handle.

—

< DO 5 =

The Type column identifies the ISO/IEC 11889 data type corresponding to the passed value. An
encapsylation of the parameter type is not part of the command message.

The Name column is a fictitious variable_ name that aids in following the examples and descriptions.

The doyble-lined row separator distinguishes authorization session parameters from comman
paramefers. In Table 14:a the JTPM_Example command has three parameters; keyHandle
inArgOrle and inArgTwo. The tag, paramSize and ordinal parameters are message header value
describing contents of a command message. The parameters below the double-lined row are OIAP
OSAP /DSAP or transport-authorization session related. If a second authorization session wer|
used, the table would<show a second authorization section delineated by a second double-lined row.
The authorization séssion parameters identify shared-secret values, session nonces, session diges
and fla

DO — O 7 Q

—

In  thi example, a single authorization session is used signaled by the
TPM_TAG_RQU_AUTH1_COMMAND tag.

For an OIAP or transport session, the TPM_AUTHDATA description column specifies the HMAC
key.

For an OSAP or DSAP session, the HMAC key is the shared secret that was calculated during the
session setup, not the key specified in the description. The key specified in the description was
previously used in the shared secret calculation.
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Param HMAC
Type Name Description
# | Sz # Sz
1 2 TPM_TAG tag TPM_TAG_RQU_AUTH1_COMMAND
2 4 UINT32 paramSize Total number of input bytes including paramSize and tag
3 4 1S 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_Example
G — FPM—KEYTHANBLE keyHardte Hamdteofzrfoededkey:
5 1 2S 1 BOOL inArgOne The first input argument
6 [ 20 3S 20 ] UNIT32 inArgTwo The second input argument.
7| 4 TPM_AUTHHANDLE authHandle The authorization handle used for keyiandle authorizatio.
2H1 20 | TPM_NONCE authLastNonceEven Even nonce previously generated By/TPM to cover inputs
8 | 20 § 3H1 | 20 | TPM_NONCE nonceOdd Nonce generated by system associated with authHandle
9 1 4 H1 1 BOOL continueAuthSession The continue use flag forthe authorization handle
(1) 20 TPM_AUTHDATA inAuth 1’2; LﬁL:geD:f:ath(_ﬁgw for inputs and keyHandle. HMAC key:
Table 14:a - Authorization ProtocolInput Parameters
Param HMAC
Type Name Description

Sz # Sz

2 TPM_TAG Tag TPM_TAG_RSP_AUTH1_COMMAND

4 UINT32 paramSize Total number of output bytes including paramSize and tag

4 1S 4 TPM_RESULT returnCode The return code of the operation. See section 4.3.

2S 4 TPM_COMMAND_CODE ordinal Command ordinal, fixed value of TPM_Example
4 3S 4 UINT32 outArgOne Output argument
20 | 2H1 [ 20 § TPM_NONCE nonceEven Even nonce newly generated by TPM to cover outputs
3H1 | 20 | TPM_NONGE nonceOdd Nonce generated by system associated with authHandle
1 4 H1 1 BOOL continueAuthSession Continue use flag, TRUE if handle is still active
20 TPM_AUTHDATA — T 1’2; lf;uatgglitﬁh(_jigeSt for the returned parameters. HMAC kqy:
Table 14:b - Authorization Protocol Output Parameters
End of informative comment
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14.2.1
Start of

Object-Independent Authorization Protocol (OIAP)

informative comment

The purpose of this section is to describe the authorization-related actions of a TPM when it
receives a command that has been authorized with the OIAP protocol. OIAP uses the TPM_OIAP
command to create the authorization session.

Many commands use OIAP authorization. The following description is therefore necessarily

abstract

. A fictitious TPM command, TPM Example is used to represent ordinary TPM commands.

Assumeg
that us¢
(key.us3
authoriz
need to
selectio

For the

command. The following table shows the commands executed, the parameterstreated and the wir

formats

<inParamDigest> is the result of the following calculation: SHA1(ordinal, inArgOne, inArgTwo).

<outPar
inAuthS
nonceO
order: n

There 4
TPM_O
argume

that a TPM user wishes to send command TPM_Example. This is an authorized comman
bs the key denoted by keyHandle. The user must know the AuthData for keyHandl
geAuth) as this is the entity that requires authorization and this secret is used"in th
ation calculation. Let us assume for this example that the caller of TPM_Example ‘does nd
authorize the use of keyHandle for more than one command. This use model(points to th
n of the OIAP as the authorization protocol.

D ~

[4%

TPM_Example command, the inAuth parameter provides the authorization to execute th

[4%

of all of the information.

amDigest> is the result of the following calculation: SHA1(retdrnCode, ordinal, outArgOne).
etupParams refers to the following parameters, inCthis order: authLastNonceEven,
dd, continueAuthSession. OutAuthSetupParams refers to the following parameters, in thi
bnceEven, nonceOdd, continueAuthSession

[2)

D

re two even nonces used to execute TPM_Example, the one generated as part of th
AIP command (labeled authLastNonceEven below) and the one generated with the outpt
nts of TPM_Example (labeled as nonceEven-below).

—
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Caller On the wire Dir TPM
Send TPM_OIAP TPM_OIAP > Create session
Create authHandle
Associate session and authHandle
Generate authLastNonceEven
Save authLastNonceEven with authHandle
Save authHandle, authLastNonceEven authHandle, < Returns
FuthtastiNorceEvem
Generate nonceOdd
Cpmpute inAuth = HMAC
(Key.usageAuth, inParamDigest,
inAuthSetupParams)
Shve nonceOdd with authHandle
Send TPM_Example tag > TPM retrieves key.usageAuth (key musthave been previously logded)
paramSize Verify authHandle points to a valid-session, mismatch returns
ordinal TPM_E_INVALIDAUTH
keyHandle Retrieve authLastNonceEvenfrem internal session storage
inArgOne HM = HMAC (key.usageAuth, inParamDigest, inAuthSetupParamp)
inArgTwo Compare HM to inAuth-If they do not compare return with
TPM_E_INVALIDAUTH
authHandle
Execute TPM_Example and create returnCode
nonceOdd . :
) : Generate nonceEven to replace authLastNonceEven in session
continueAuthSession :
) Set resAuth = HMAC( key.usageAuth, outParamDigest,
inAuth olUtAuthSetupParams)
Shve nonceEven tag < Return output parameters
HM = HMAC( key.usageAuth, paramSize If continueAuthSession is FALSE then destroy session
ofitParamDigest, outAuthSetupParams) | rat;mCode
mpare HM to resAuth. This verifies outArgOne
rdturnCode and output parameters.
nonceEven
continueAuthSession
resAuth

RUE.

= ] J 0O Jd7T N

uppose now that the TPMsuser wishes to send another command using the same session
urposes of this example,/we will assume that the same example command is used (drdinal =
PM_Example). However, a different key (newKey) with its own secret (newKey.usageAuth
perated on. To re=use the previous session, the continueAuthSession output Boolean

he previous example shows the command execution reusing an existing authorization
he parameters created and the wire formats of all of the information.

For the

is to be
must be

Session.

17

n this ‘case, authLastNonceEven is the nonceEven value returned by the TPM with th¢ output
garameters from the first protocol example.
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Caller On the wire Dir TPM

Generate nonceOdd

Compute inAuth = HMAC

(newKey.usageAuth, inParamDigest,

inAuthSetupParams)

Save nonceOdd with authHandle

Send TPM_Example tag > TPM retrieves newKey.usageAuth (newKey must have been
paramSize previously loaded)
ordinal Retrieve authLastNonceEven from internal session storage
keyHandle HM = HMAC (newKey.usageAuth, inParamDigest,
inAraOne inAuthSetupParams)
; Y Compare HM to inAuth. If they do not compare return with
inArgTwo TPM_E_INVALIDAUTH
nonceOdd Execute TPM_Example and create returnCode
continueAuthSession Generate nonceEven to replace authLastNonceEven in session
inAuth Set resAuth = HMAC(newKey.usageAuth, outParamDigest,

outAuthSetupParams)

Save nonceBjen tag < Return output parameters

HM = HMAC( newKey.usageAuth, paramSize If continueAuthSession is FALSE then destroy session

outParamDigpst, outAuthSetupParams) retunCode

Compare HN[to resAuth. This verifies outArgOne

returnCode ahd output parameters.
nonceEven
continueAuthSession
resAuth

The TPM user could then use the session for further authorization sessions. Suppose, however, tha
the TPM user no longer requires the authorization session. There are three possibilities in this case

The usdr issues a TPM_Terminate_Handle command to the TPM (section 5.3).

The inppt argument continueAuthSession ean“be set to FALSE for the last command. In this case

the outgut continueAuthSession value willkbé FALSE.

In som¢g cases, the TPM automatically terminates the authorization session regardless of the inpy
value of continueAuthSession. Insthis case as well, the output continueAuthSession value will b

FALSE.

When gn authorization session is terminated for any reason, the TPM invalidates the session’

handle and terminates the Session’s thread (releases all resources allocated to the session).

End of {nformative comment

—

—

[4%
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OIAP Actions

1.

The TPM MUST verify that the authorization handle (H, say) referenced in the comman

2009(E)

d points

to a valid session. If it does not, the TPM returns the error code TPM_INVALID AUTHHANDLE

The TPM SHALL retrieve the latest version of the caller's nonce (nonceOdd) and
continueAuthSession flag from the input parameter list, and store it in internal TPM memory with

the authSession ‘H'.

The TPM SHALL retrieve the latest version of the TPM’'s nonce stored with the authorization

N

©

H L1 L 4l l A0 1 | AY toal ol H +la H 1 g | pu |
STOSIVUIT TT (dUllNLASUNUTNUTLVTIT) CUTTTPULTU UUTITTY U1T PIcviUusly TATULULTU LUTTHTIArIU.

The TPM MUST retrieve the secret AuthData (SecretE, say) of the target entity. The)e
its secret must have been previously loaded into the TPM.

The TPM SHALL perform a HMAC calculation using the entity secret data, ordin
command parameters and authorization parameters according to previously-specified n
regarding HMAC calculation.

The TPM SHALL compare HM to the AuthData value received in the’ input parameters
are different, the TPM returns the error code TPM_AUTHFAIL if the“authorization sessic
first session of a command, or TPM_AUTH2FAIL if the authorization session is the
session of a command. Otherwise, the TPM executes the command which (for this €
produces an output that requires authentication.

The TPM SHALL generate a nonce (nonceEven).

The TPM creates an HMAC digest to authenticate the return code, return vall
authorization parameters to the same entity secret according to previously specified n¢
regarding HMAC calculation.

The TPM returns the return code, output'parameters, authorization parameters and A
digest.

. If the output continueUse flag is, FALSE, then the TPM SHALL terminate the session

references to H will return an error.

ntity and

bl, input
brmative

. If they
bn is the
second
xample)

es and
brmative

uthData

. Future
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14.2.2 Object-Specific Authorization Protocol (OSAP)

Start of informative comment

This section describes the actions of a TPM when it receives a TPM command via OSAP session.
Many TPM commands may be sent to the TPM via an OSAP session. Therefore, the following
description is necessarily abstract.

The OS
session
using a

Assumgq that a TPM user wishes to send the TPM_Example command to the TPM. The keyHand|
signified that an OSAP session is being used and has the value “Auth1”. The user must know th
AuthDafa for keyHandle (key.usageAuth) as this is the entity that requires authorization and thi
secret ig used in the authorization calculation.

Let us gdssume that the sender needs to use this key multiple times but does net wish to obtain th

key sec
passwo

For the

commannd. The following table shows the commands executed, the parameters created and the wir

formats

<inPara

<outParamDigest> is the result of the following calculation: SHA1(returnCode, ordinal, outArgOne).

inAuthS
nonceO
order: n

In addit
that are
shared

56

AP session is initialized through the creation of an ephemeral secret which is used to protect
£ ££: C occaolon o rootad 1ot TDAM - _OCAD cpopara o T o ol of oo OO AD
aUdailu. YOOoOoIVITO AT UITdAaloyu UOIIIU aire Ti IVI_\J\)I‘\I CUITITTIATIU. TTITTOo OCTULIVIT TIMTUOLULITAlUT o UJUM\|

fictitious command called TPM_Example.

o O O

[N

ret more than once. This might be the case if the usage AuthData weré derived from a type
d. This use model points to the selection of the OSAP as the authorization protocol.

TPM_Example command, the inAuth parameter provides the ‘authorization to execute th

O O

of all of the information.
mDigest> is the result of the following calculation; ‘SHA1(ordinal, inArgOne, inArgTwo).
etupParams refers to the following parameters, in this order: authLastNonceEven,

dd, continueAuthSession. OutAuthSetupParams-refers to the following parameters, in thi
bnceEven, nonceOdd, continueAuthSession

[2)

on to the two even nonces generated by the TPM (authLastNonceEven and nonceEver
used for TPM_OIAP, there is a third,.labeled nonceEvenOSAP that is used to generate th
becret. For every even nonce, thereiis also an odd nonce generated by the system.

~

1)
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Caller On the wire Dir TPM

Send TPM_OSAP TPM_OSAP > Create session & authHandle
keyHandle Generate authLastNonceEven
nonceOddOSAP Save authLastNonceEven with authHandle

Save the ADIP encryption scheme with authHandle
Generate nonceEvenOSAP

Generate sharedSecret = HMAC (key.usageAuth, nonceEvenOSAP,
nonceOddOSAP)

Save keyHandle, sharedSecret with authHandle

Shve authHandle, authLastNonceEven authHandle, < Returns
nerate sharedSecret = authLastNonceEven
HMAC (key.usageAuth, nonceEvenOSAP, nonceEvenOSAP

npnceOddOSAP)

Shve sharedSecret

denerate nonceQdd & save with
apithHandle.

Cpmpute inAuth = HMAC (sharedSecret,
nParamDigest, inAuthSetupParams)

Send TPM_Example tag > Verify authHandl€ points to a valid session, mismatch returng
paramSize TPM_AUTHRAIL
ordinal Retrieye authLastNonceEven from internal session storage
keyHandle HM=HMAC (sharedSecret, inParamDigest, inAuthSetupPargms)
inArgOne Compare HM to inAuth. If they do not compare retum with
) TPM_AUTHFAIL
inArgTwo
Execute TPM_Example and create returnCode. If TPM_Exarpple
authHandle requires ADIP encryption, use the algorithm indicated when the
nonceOdd OSAP session was set up.
continueAuthSession Generate nonceEven to replace authLastNonceEven in sessjon
inAuth Set resAuth = HMAC(sharedSecret, outParamDigest,
outAuthSetupParams)
Shve nonceEven tag < Return output parameters
HM = HMAC( sharedSecret, paramSijze If continueAuthSession is FALSE then destroy session
ofitParamDigest, outAuthSetupParams) returiCode
Cpmpare HM to resAuth. This verifies outArgOne
rdturnCode and output parameters.
nonceEven
continueAuthSession
resAuth

=

able 14:c - Example OSAP Session

uppose now that the TPM user wishes to send another command using the same segsion to
perate onthe same key. For the purposes of this example, we will assume that the same grdinal is
D betvused (TPM_Example). To re-use the previous session, the continueAuthSession output
oelean must be TRUE.

o=0 n

he Tollowing table shows the command execution, the parameters created and the wire formats of
all of the information.

In this case, authLastNonceEven is the nonceEven value returned by the TPM with the output
parameters from the first execution of TPM_Example.
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Caller On the wire Dir TPM

Generate nonceOdd

Compute inAuth = HMAC (sharedSecret,

inParamDigest, inAuthSetupParams)

Save nonceOdd with authHandle

Send TPM_Example tag > Retrieve authLastNonceEven from internal session storage

paramSize HM = HMAC (sharedSecret, inParamDigest, inAuthSetupParams)
ordinal Compare HM to inAuth. If they do not compare return with
keyHand|e TPM_AUTHFAIL

inArgOne Execute TPM_Example and create returnCode

inArgTwo Generate nonceEven to replace authLastNonceEven in session
nonceOdd Set resAuth = HMAC(sharedSecret, outParamDigest,
continueAuthSession outAuthSetupParams)

inAuth

Save nonceBven tag < Return output parameters

HM = HMAC( sharedSecret, paramSize If continueAuthSession is FALSE then destroy session

outParamDigpst, outAuthSetupParams) returnCode

Compare HN[to resAuth. This verifies outArgOne

returnCode apd output parameters. e

continueAuthSession
resAuth

Table 14::d - Example Re-used OSAP Session

The TPM user could then use the session for further authorization sessions or terminate it in the

ways thiat have been described above in TPM_OIAP. Note.that termination of the OSAP sessioh

causes the TPM to destroy the shared secret.

End of [nformative comment

OSAP Actions

1. The|TPM MUST have been able to retrieve, the shared secret (Shared, say) of the target entity
wheh the authorization session was established with TPM_OSAP. The entity and its secret must
have been previously loaded into the . TPM.

2. The|TPM MUST verify that the authorization handle (H, say) referenced in the command points
to avalid session. If it does not;-the TPM returns the error code TPM_INVALID _AUTHHANDLE

3. The|TPM MUST calculate’the HMAC (HM1, say) of the command parameters according to
previously specified normative regarding HMAC calculation.

4. The|TPM SHALL cempare HM1 to the AuthData value received in the command. If they arp
different, the TPMdreturns the error code TPM_AUTHFAIL if the authorization session is the firgt
sesdion of a command, or TPM_AUTH2FAIL if the authorization session is the second session
of d command., the TPM executes command C1 which produces an output (O, say) that
reqyires atthentication and uses a particular return code (RC, say).

5. The|TPM SHALL generate the latest version of the even nonce (nonceEven).

6. The TPM MUST calculate the HMAC (HMZ2) of the return parameters according o previously

10.

58

specified normative regarding HMAC calculation.

The
The

TPM returns HM2 in the parameter list.
TPM SHALL retrieve the continue flag from the received command. If the flag is FALSE, the

TPM SHALL terminate the session and destroy the thread associated with handle H.

If the shared secret was used to provide confidentiality for data in the received command, the
TPM SHALL terminate the session and destroy the thread associated with handle H.

Each time that access to an entity (key) is authorized using OSAP, the TPM MUST ensure that
the OSAP shared secret is that derived from the entity using TPM_OSAP.

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=3aed962ea391ba805a62864a730b23c5

ISO/IEC 11889-2:

14.3 Authorization Session Handles

Start of informative comment

2009(E)

The TPM generates authorization handles to allow for the tracking of information regarding a

specific authorization invocation.

The TPM saves information specific to the authorization, such as the nonce values, ep
secrets and type of authentication in use.

he TPM may create any internal representation of the handle that is appropriate for thg
esign. The requestor always uses the handle in the authorization structure to indicate -auth
ructure in use.

he TPM must support a minimum of two concurrent authorization handles.;Fthe use
andles is to allow the Owner to have an authorization active in addition to andactive auth
Dr an entity.

0 ensure garbage collection and the proper removal of security information, the requesto

nat the handle should be terminated.

ermination of a handle instructs the TPM to perform garbage:collection on all AuthData. ¢
ollection includes the deletion of the ephemeral secret.

nd of informative comment
The TPM MUST support authorization handles. See Section 24 Session pool.

The TPM MUST support authorization-handle termination. The termination includes
deletion of all authorization session information.

N

1
h
fi
1
terminate all handles. Termination of the handle uses the continue-uséflag to indicate to the TPM
t
1
Q
E
1

hemeral

b TPM’s
prization

pf these
Drization

I should

5arbage

secure
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14.4 Authorization-Data Insertion Protocol (ADIP)

Start of informative comment

The ADIP allows for the creation of new entities and the secure insertion of the new entity AuthData.
The transmission of the new AuthData uses encryption with the key based on the shared secret of
an OSAP session.

The creation of AuthData is the responsibility of the entity owner. He or she may use whateve
prOCGSS BAARY, STHEe—YASTIEeS: € SaSHSSIO—™10 Rre—Adthbats oM € “vav“ O € ]
requirey confidentiality and integrity. These requirements assume the insertion of the AuthBDat
occurs pver a network. While local insertion of the data would not require these measurés; th
protocol is established to be consistent with both local and remote insertions. The confidentiality ¢
the transmission comes from the encryption of the AuthData. The integrity comes from\tie OSA
session|HMAC.

When the requestor is sending the AuthData to the TPM, the command requires the authorization (¢
the entily parent. For example, to create a new TPM identity key and set its AuthData requires th
AuthDafa of the TPM Owner. To create a new wrapped key requires the:AuthData of the parer
key.

US DO =

—~ D =

—

The creation of a new entity requires the authorization of the entity owner. When the requesta
starts the creation process, the creator must establish an OSAP session using the parent of the ne
entity.

For the Jmandatory XOR encryption algorithm, the creator builds an encryption key using a SHA-
hash off the OSAP shared secret and a session noncé;. The creator XOR encrypts the ne
AuthData using the encryption key as a one-time pad and sends this encrypted data along with th
creation| request to the TPM. The TPM decrypts the AuthData using the same OSAP shared secret
and seskion nonce.

The XOR encryption algorithm is sufficient for.almost all use models. There may be additional us
models where a different encryption algorithm-would be beneficial. The TPM may support AES
an additional encryption algorithm. The kéy and IV or counter use the OSAP shared secret an
session|nonces.

The creator believes that the OSAR creates a shared secret known only to the creator and the TP
The TPM believes that the creator is the entity owner by their knowledge of the parent enti
AuthDafa. The creator believes’ that the process completed correctly and that the AuthData is
correct because the HMAC-will only verify with the OSAP shared secret.

In the fopllowing example; we want to send the previously described command TPM_EXAMPLE tp
create 4 new entity.-In.the example, we assume there is a third input parameter encAuth, and thz
one of the input parameters is named parentHandle to reference the parent for the new entity (e.g
the SRK and itsehildren).

—
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Caller On the wire Dir TPM
Send TPM_OSAP TPM_OSAP > Create session & authHandle
parentHandle Generate authLastNonceEven
nonceOddOSAP Save authLastNonceEven with authHandle
Save the ADIP encryption scheme with authHandle
Generate nonceEvenOSAP
Generate sharedSecret = HMAC(parent.usageAuth,
nonceFvenQSAP, nonceQddQSAP)
Save parentHandle, sharedSecret with authHandle
Spve authHandle, authLastNonceEven authHandle, < Returns
nerate sharedSecret = authLastNonceEven
HMAC(parent.usageAuth, nonceEvenOSAP
npnceEvenOSAP, nonceOddOSAP)
Shve sharedSecret
denerate nonceOdd & save with
apithHandle.
Cpmpute input parameter encAuth = XOR(
eftityAuthData, SHA1(sharedSecret,
afithLastNonceEven))
Cpmpute inAuth = HMAC (sharedSecret,
inParamDigest, inAuthSetupParams)
Send TPM_Example tag > Verify.authHandle points to a valid session, mismatch returng
paramSize TFRM_AUTHFAIL
ordinal Retrieve authLastNonceEven from internal session storage
parentHandle HM = HMAC (sharedSecret, inParamDigest, inAuthSetupParpms)
inArgOne Compare HM to inAuth. If they do not compare return with
) TPM_AUTHFAIL
inArgTwo . .
Execute TPM_Example: decrypt encAuth to entityAuth, creat entity
encAuth and build returnCode. Use the ADIP encryption scheme indicated
authHandle when the OSAP session was set up.
nonceOdd Generate nonceEven to replace authLastNonceEven in session
continueAuthSession Set resAuth = HMAC(sharedSecret, outParamDigest,
inAuth outAuthSetupParams)
Spve nonceEven tag < Return output parameters
HM = HMAC( sharedSecret, paramSize Terminate the authorization session associated with authHarydle
ofitParamDigest, outAuthSetupParams) retunCode
Cpmpare HM to resAuth. This verifies outArgOne
rdturnCode and output parameters;
nonceEven
continueAuthSession
resAuth

=

able 14:e~ Example ADIP Session
End‘of informative comment
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. The TPM MUST enable ADIP by using the OSAP or DSAP

a. The upper byte of the entity type indicates the encryption scheme.

b. The TPM internally stores the encryption scheme as part of the session and enforces the

encryption choice on the subsequent use of the session.

c. When TPM_ENTITY_TYPE is used for ordinals other than TPM_OSAP or TPM_DSARP (i.e.,
for cases where there is no ADIP encryption action), the TPM_ENTITY_TYPE upper byte

MUST be 0x00.

2. The[TPM MUST destroy the session whenever a new entity AuthData is created.
3. The[TPM MUST encrypt the AuthData for the new entity.

a. The TPM MUST support the XOR encryption scheme.
b. The TPM MAY support AES symmetric key encryption schemes.
it If TPM_PERMANENT_FLAGS -> FIPS is TRUE

c. [ncrypted AuthData values occur in the following commands
it TPM_CreateWrapKey
ij. TPM_ChangeAuth
iji. TPM_ChangeAuthOwner
iv. TPM_Seal
TPM_Sealx
i. TPM_Makeldentity
ii. TPM_CreateCounter
iii. TPM_CMK_CreateKey
ixk. TPM_NV_DefineSpace

1. This ordinal contains.a special case where no encryption is used.

TPM_Delegate_CreateKeyDelegation
i. TPM_Delegate-CreateOwnerDelegation
If the¢ entity type indicates XOR encryption for the AuthData secret

a. Create X1.he SHA-1 of the concatenation of (authHandle -> sharedSecret

authLastNonceEven).
b. Create-the decrypted AuthData the XOR of X1 and the encrypted AuthData.

c. lfthe command ordinal contains a second AuthData2 secret (e.g. TPM CreateWrapKey)

1. All encrypted authorizations MUST use a symmetric key encryption scheme.

i. Create X2 the SHA-1 of the concatenation of (authHandle -> sharedSecret || nonceOdd).

Create the decrypted AuthData2 the XOR of X2 and the encrypted AuthData2.

5. If the entity type indicates symmetric key encryption

a. The key for the encryption algorithm is the first bytes of the OSAP shared secret.

62

E.g., For AES128, the key is the first 16 bytes of the OSAP shared secret.
There is no support for AES keys greater than 128 bits.
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b. If the entity type indicates CTR mode

i. The initial counter value for AuthData is the first bytes of authLastNonceEven.

2009(E)

1. E.g,, For AES128, the initial counter value is the first 16 bytes of

authLastNonceEven.

i. Ifthe command ordinal contains a second AuthData2 secret (e.g.

TPM_CreateWrapKey)
1. The initial counter value for AuthData2 is the first bytes of nonceOdd.

= 1 N

Q

iii. Additional counter values as required are generated by incrementing the count
as described in 32.1.3 TPM_ES_SYM_CTR.

tart of informative comment

he method of incrementing the counter value is different from that used by.some standar

braries (e.g. openSSL, Java JCE) that increment the entire counter value.” TPM users sk

ware of this to avoid errors when the counter wraps.

nd of informative comment

br value

d crypto
ould be
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14.5 AuthData Change Protocol (ADCP)

Start of informative comment

All entities from the Owner to the SRK to individual keys and data blobs have AuthData. This data
may need to change at some point in time after the entity creation. The ADCP allows the entity
owner to change the AuthData. The entity owner of a wrapped key is the owner of the parent key.

A requirement is that the owner must remember the old AuthData. The only mechanism to change
the AuthData when the entity owner forgets the current value is to delete the entity and then
recreatgq it.

To protgct the data from exposure to eavesdroppers or other attackers, the AuthData uses the. sam
encryptipn mechanism in use during the ADIP.

Changing AuthData requires opening two authentication handles. The first handle authenticates th
entity oyner (or parent) and the right to load the entity. This first handle is an OSAP)and suppli
the datg to encrypt the new AuthData according to the ADIP protocol. The second handle can b
either an OIAP or an OSAP, it authorizes access to the entity for which the /AuthData is to b
changed.

The AuthData in use to generate the OSAP shared secret must be the AuthData of the parent of th
entity to|which the change will be made.

When dhanging the AuthData for the SRK, the first handle OSAP must be setup using the TP
Owner AuthData. This is because the SRK does not have a parent, per se.

=Y

If the SRKAuth data is known to userA and userB, userA.can snoop on userB while userB i
changing the AuthData for a child of the SRK, and deduce the child's newAuth. Therefore,
SRKAuth is a well known value, TPM_ChangeAuthAsymStart and TPM_ChangeAuthAsymFinis
are preferred over TPM_ChangeAuth when changing‘AuthData for children of the SRK.

This applies to all children of the SRK, including TPM identities.

End of (nformative comment

6. Chapging AuthData for the TPM SHALL require authorization of the current TPM Owner.
7. Chapging AuthData for the SRK.SHALL require authorization of the TPM Owner.

8. If SRKAuth is a well known(value, TPM_ChangeAuth SHOULD NOT be used to change the
AuthData value of a child of-the SRK, including the TPM identities.

9. All agther entities SHALLrequire authorization of the parent entity.

= —H N
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14.6 Asymmetric Authorization Change Protocol (AACP)

Start of informative comment

This is now deprecated. Use the normal change session inside of a transport session with
confidentiality.

This asymmetric change protocol allows the entity owner to change entity authorization, under the
parent’s execution authorization, to a value of which the parent has no knowledge.

!1 contrast, the TPM_ChangeAuth command uses the parent entity AuthData to create thg shared
ecret that encrypts the new AuthData for an entity. This creates a situation where the-pargnt entity
ALWAYS knows the AuthData for entities in the tree below the parent. There may| be instances
here this knowledge is not a good policy.

W

This asymmetric change process requires two commands and the use of an authorization sgssion.
End of informative comment

1. Changing AuthData for the SRK SHALL involve authorization by the. TPM Owner.

If SRKAuth is a well known value,

a. TPM_ChangeAuthAsymStart and TPM_ChangeAuthAsymFinish SHOULD be Wysed to
change the AuthData value of a child of the SRK, including the TPM identities.

. All other entities SHALL involve authorization of the parent entity.

N

Q)
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15. ISO/IEC 19790 Evaluations

Start of informative comment

The ISO/IEC 19790 program provides assurance that a cryptographic device performs properly. It is

appropr

iate for TPM vendors to attempt to obtain ISO/IEC 19790 evaluations.

The TPM design should be such that the TPM vendor has the opportunity of obtaining a successful
ISO/IEC 19790 evaluation.

There i
purpose
evaluati

End of

15.1
Start off

FIPS m
changes
determi

Key cre

TPM_Lc
or load

changed to disallow TPM_AUTH_NEVER.

End of
1. Wh¢
each

cap4

no requirement for a TPM implementation to obtain an ISO/IEC 19790 certification, th
of this information is to inform the implementer of any issues when attempting to obtain\th
DN.

D ©®

nformative comment

TPM Profile for successful ISO/IEC 19790 evaluation

informative comment

pde, a term defined to indicate a more restrictive mode of operation, does require som
b over the normal TPM. These changes are listed here such thatsthere is a central point ¢
ning the necessary changes for a successful evaluation.

=+ D

ation and use

adKey, TPM_CMK_CreateKey and TPM_CreateWrapKey changed to disallow the creation
ng of TPM_AUTH_NEVER, legacy and keys less than 1024 bits. TPM_Makeldentity

nformative comment

n the designers of a TPM are attempting t6“obtain external certification, like ISO/IEC 19790,
TPM Protected Capability MUST be-designed such that some profile of the capability i
ible of obtaining the external certification

[
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16. Maintenance
Start of informative comment

The maintenance feature is a vendor-specific feature, and its implementation is vendor-specific. The
implementation must, however, meet the minimum security requirements so that implementations of
the maintenance feature do not result in security weaknesses.

There is no requirement that the maintenance feature is available, but if it is implemented, then the

rl\ﬂll;rl\ml\l’\"‘ﬂ muct ba ot
GO CTTICTItO T ST T TTIC T

he maintenance feature described in the specification is an example only, and not“the only
echanism that a manufacturer could implement that meets these requirements.

aintenance is different from backup/migration, because maintenance provides for ‘the migration of
doth migratory and non-migratory data. Maintenance is an optional TPM fuhtction, but iff a TPM
dnables maintenance, the maintenance capabilities in ISO/IEC 11889 are“mandatory — mo other
igration capabilities shall be used. Maintenance necessarily involves the manufactufer of a
ubsystem.

hen maintaining computer systems, it is sometimes the cdse' that a manufacturer or its
representative needs to replace a Subsystem containing a TPM."Some manufacturers congider it a
requirement that there be a means of doing this replacement without the loss of the non-migratable
deys held by the original TPM.

he owner and users of ISO/IEC 11889 platforms neéd assurance that the data within protected
jtorage is adequately protected against interception by:third parties or the manufacturer.

his process MUST only be performed between two platforms of the same manufacturer angd model.
If the maintenance feature is supported, this se¢tion defines the required functions defined at a high
level. The final function definitions and entire* maintenance process is left to the manufagturer to
define within the constraints of these high.level functions.

Any maintenance process must have, certain properties. Specifically, any migration to a replacement
Jubsystem must require collaboration between the Owner of the existing Subsystem fand the

anufacturer of the existing Subsystem. Further, the procedure must have adequate safegpards to
drevent a non-migrational key being transferred to multiple Subsystems.

he maintenance capabilities TPM_CreateMaintenanceArchive and TPM_LoadMaintenancgArchive
gnable the transfer of all Protected Storage data from a Subsystem containing a first TPM (TPM;) to
4 Subsystem contajning a second TPM (TPM,):

A manufacturer places a public key in non-volatile storage into its TPMs at manufacture time.

he Owner 6f~-TPM; uses TPM_CreateMaintenanceArchive to create a maintenance archive that
dnables the migration of all data held in Protected Storage by TPM;. The Owner of TPM; must
drovide-xhis or her authorization to the Subsystem. The TPM then creates the
PM _MIGRATE_ASYMKEY structure and follows the process defined.

The additional random data provides a means to assure that a maintenance process cannot subvert
archive data and hide such subversion.

The random mask can be generated by two methods, either using the TPM RNG or MGF1 on the
TPM Owners AuthData.
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The ma
that the

nufacturer takes the maintenance blob, decrypts it with its private key, and satisfies itself
data bundle represents data from that Subsystem manufactured by that manufacturer. Then

the manufacturer checks the endorsement certificate of TPM, and verifies that it represents a
platform to which data from TPM; may be moved.

The manufacturer dispatches two messages.

The first message is made available to CAs, and is a revocation of the TPM; endorsement
certificate.

The secand message is sent ta the Qwner of TPM, _which will communicate the SRK. ’rpmprnnf an

the man

The Ow|
the exis
and ove

Note
TPM_C
block m

It is req
This ma

For the
manufa
a CA ur
blob is f

End of
1. The
Mair
Mair
2. Any
of b
man
satis
prov
desq

The

TPM
Owr

TPM
TPM

ufacturer’s permission to install the maintenance blob only on TPM,

her uses TPM_LoadMaintenanceArchive to install the archive copy into TPM,, and overwrite
ting TPM,-SRK and TPM,-tpmProof in TPM,. TPM, overwrites TPM,-SRK with TRM;-SRK,
rwrites TPM,-tpmProof with TPM;-tpmProof.

that the command TPM_KillMaintenanceFeature prevents the n ‘@peration of
eateMaintenanceArchive and TPM_LoadMaintenanceArchive. This enables an Owner to
hintenance (and hence the migration of non-migratory data) either to or from a TPM.

hired that a manufacturer takes steps that prevent further access ofymigrated data by TPM.
y be achieved by deleting the existing Owner from TPM;, for example.

manufacturer to validate that the maintenance blob is, coming from a valid TPM, the
cturer can require that a TPM identity sign the maintenaneelblob. The identity would be from
der the control of the manufacturer and hence the manufacturer would be satisfied that the
rom a valid TPM.

nformative comment

maintenance feature MUST ensure that the information can be on only one TPM at a timg.
tenance MUST ensure that at no timezthe process will expose a shielded location.
tenance MUST require the active participation of the Owner.

migration of non-migratory data protected by a Subsystem SHALL require the cooperation
pth the Owner of that non-migratory data and the manufacturer of that Subsystem. That
ufacturer SHALL NOT cooperate in a maintenance process unless the manufacturer is
fied that non-migratory data will exist in exactly one Subsystem. A TPM SHALL NO[
ide capabilities that support migration of non-migratory data unless those capabilities are
ribed in the ISO/IEC 11889 specification.

maintenance feature MUST move the following

| KEY for SRK)The maintenance process will reset the SRK AuthData to match the TP
ers AuthData

 PERMANENT_DATA -> tpmProof

Owner’s authorization

68
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16.1 Field Upgrade

Start of informative comment

2009(E)

A TPM, once in the field, may need to update the protected capabilities. This command, which is
optional, provides the mechanism to perform the update.

End of informative comment

The TPM SHOULD have provisions for upgrading the subsystem after shipment from the
manufacturer. If provided the mechanism MUST implement the following guidelines:

N

Q)

N

1.

. The upgrade process can only change protected-capabilities.

. The upgrade process can only access data in shielded-locations where this data is nece

. The TPM MUST conform to the ISO/IEC 11889 specification, protection profiles and

. The security target used to evaluate this TPM MUST include this command in the TOE.

The upgrade mechanisms in the TPM MUST not require the TPM to hold a global seq
definition of global secret is a secret value shared by more than one TPM.

upgrade. The TPM MUST NOT use the endorsement key for identification)or encryptig
upgrade process. The upgrade process MAY use a TPM Identity (AIK) to deliver
information to specific TPM devices.

validate the TPM Owner, validate the TPME and manipulate the blob

targets after the upgrade. The upgrade MAY NOT de¢rease the security values from the
security target.

ret. The

. The TPM is not allowed to pre-store or use unique identifiers in the TPM for the|purposé¢ of field

n in the

Lpgrade

ssary to

security
original
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17. Proof of Locality

Start of informative comment

When a platform is designed with a trusted process, the trusted process may wish to communicate
with the TPM and indicate that the command is coming from the trusted process. The definition of a
trusted process is a platform specific issue.

The commands that the trusted process sends to the TPM are the normal TPM commands with a

a¥a hao ad _nro a¥a A and DN an a¥al
- i Cl Cl C—pPTro - - - v,

command as coming from the trusted process merely because the modifier is set. The TPM itselbis
not resg
verify the validity of the modifier.

The defjnition of the modifier is a platform specific issue. Depending on the platform;‘the modifigr

the modifier to the TPM requires more than just a simple hardware attack, but would requi
expertise and possibly special hardware. One example would be special cycleson the LPC bus that
inform the TPM it is under the control of a process on the PC platform.

To allow for multiple mechanisms and for finer grained reporting, the/IPM will include 4 locali
modifiers. These four modifiers allow the platform specific specification'to properly indicate exactly
what is pccurring and for TPM'’s to properly respond to locality.

End of {nformative comment

1. The|TPM modifies the receipt of a command and indicates that the trusted process sent th
command when the TPM determines that the modifier is on. The modifier MUST only affect th
indiyidual command just received and MUST NOT affect any other commands. Howevef,
TPM_ExecuteTransport MUST propagate the madifier to the wrapped command.

D P

2. A TPM platform specific specification MAY-\indicate the presence of a maximum of 4 local
modifiers. The modifier indication uses the TPM_MODIFIER_INDICATOR data type.

The(received modifier MUST indicate:asingle level.
The(definition of the trusted source is’in the platform specific specification.

For gase in reading ISO/IEC 41889 the indication that the TPM has received any modifier will b
LOGAL_MOD = TRUE.

[
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18. Monotonic Counter
Start of informative comment

The monotonic counter provides an ever-increasing incremental value. The TPM must support at
least 4 concurrent counters. Implementations inside the TPM may create 4 unique counters or there
may be one counter with pointers to keep track of the pointers current value. A naming convention
to allow for unambiguous reference to the various components the following terms are in use:

directly

dccessible by any outside process.

fxternal Counter — A counter in use by external processes. This could be related {o the main
dounter via pointers and difference values or it could be a totally unique value.‘The valge of an
dxternal counter is not affected by any use, increment or deletion of any other external counter.

ax Value — The max count value of all counters (internal and external). So'if there were 3 |external
dounters having values of 10, 15 and 201 and the internal base having a value of 201 then Max
alue is 201. In the same example if the internal base was 502 then Max:Value would be 50p.

here are two methods of obtaining an external count, signed or( unsigned. The external|counter
ust allow for 7 years of increments every 5 seconds withoutZ¢ausing a hardware failfre. The
dutput of the counter is a 32-bit value.

he TPM may create a throttling mechanism that limits the“ability to increment an external| counter
ithin a certain time range. The TPM must support an inerement rate of once every 5 seconds.

o create an external counter requires TPM Owner.authorization. To increment an externall counter
the command must pass authorization to use the counter.

fExternal counters can be tagged with a short text string to facilitate counter administration.
anufacturers are free to implement the monotonic counter using any mechanism.

o illustrate the counters and base, the following example is in use. This mechanism uses two
daving values (diff and start), however this is only an example and not meant to indicate any| specific
plementation.

Internal Base 32 bits
\)

External Counter 1 Diff 32 bits Start 32 bits Auth
External -.Cf;i:;u;at‘er 2 Dift 32 bits Start 32 bits Auth
Fternal-Cow 2 B3> b Start32b —cpith
External Counter 4 Diff 32 bits Start 32 bits Auth

The internal base (IB) always moves forward and can never be reset. IB drives all external counters
on the machine.
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The purpose of the following example is to show the two external counters always moving forward
independent of the other and how the IB moves forward also.

Starting condition is that IB is at 22 and no other external counters are active.
Start external counter A

Increment IB (set new Max Value) IB = 23

Assign start value of A to 23 (or Max Value)

IB ig now 28
Request current A value

Return 28 = 28 (I1B) + 23 (difference) — 23 (start value)

Coupter A has gone from the start of 23 to 28 incremented 5 times.
TPM_S{artup(ST_CLEAR)

Save A difference 28 = 23 (old difference) + 28 (IB) — 23 (start'yalue)
Increment IB (set new Max Value) IB = 29
Set ptart value of B to 29 (or Max Value)
Assign difference of B to 29
Assign handle for B
Incremgnt B 8 times
IB i now 37

Store B difference/3#)

Loadl A start value of 37

IncrementJB.to 38
Return ;A value

(aYal QO /10N o D0 /L AV [aY
Returm29—=-38«(1B)+28(difference)=3

Notice that A has gone from 28 to 29 which is correct, while B is at 37. Depending on the order of
increments A may pass B or it may always be less than B.

End of informative comment
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1. The counter MUST be designed to not wear out in the first 7 years of operation. The counter
MUST be able to increment at least once every 5 seconds. The TPM, in response to operations
that would violate these counter requirements, MAY throttle the counter usage (cause a delay in
the use of the counter) or return the error TPM_E_COUNTERUSAGE.

The TPM MUST support at least 4 concurrent counters.

The establishment of a new counter MUST prevent the reuse of any previous counter value. |.E.
if the TPM has 3 counters and the max value of a current counter is at 36 then the establishment
of a new counter would start at 37.

4. After a successful TPM_Startup(ST_CLEAR) the first successful TPM_IncrementCounter sets
the counter handle. Any attempt to issue TPM_IncrementCounter with a different-handle MUST
fail.

TPM_CreateCounter does NOT set the counter handle.

N
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19. Transport Protection
Start of informative comment

The creation of sessions allows for the grouping of a set of commands into a session. The session
provides a log of all commands and can provide confidentiality of the commands using the session.

Session

establishment creates a shared secret and then uses the shared secret to authorize and

protect commands sent to the TPM using the session.
After establishing the sessmn the caller uses the session to wrap a command to execute. The user

of the tfa
transpo

The log
count. T

protoco
and non

For confi

the coni
nonceE

There ig
session

losses tf

of the T

For an attacker to successfully break the encryption the attacker must be able to determine from

few bits
attacker
attacker
provide

TPM ExecuteTransport

74

t sessions.

of executed commands uses a structure that includes the parameters and current tic
he session log provides a record of each command using the session.

en. A symmetric key encryption algorithm can also be specified,

no explicit close session as the caller can use the continueSession flag set to false to end
The caller can also call the sign session log, which also ends the session. If the call

PM resources.

will know some bits is that the commands_are in a known format. This then allows th

to determine what the XOR bits were. Knowledge of 159 bits of the XOR stream does ngt

any greater that 50% probability of knowing the 160™ bit.
xO

C: TPM Quote

Stream

encCmd
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This picture shows the protection of a TPM_Quote command. Previously executed was
establishment. The nonces in use for the TPM_Quote have no relationship with the nonces
in use for the TPM_ExecuteTransport command.

End of informative comment

1. The TPM MUST support a minimum of one transport session.

2009(E)

session
that are

2. The TPM MUST NOT support the nesting of transport sessions. The definition of nesting is

attempting to execute a wrapped command that is a transport session command.

[@%]

The TPM MUST ensure that if transport logging is active that the inclusion of the tick-cou
session log does not provide information that would make a timing attack on,the op
using the session more successful.

4. The transport session MAY be exclusive. Any command executed outside of the ¢
transport session MUST cause the invalidation of the exclusive transport session.

a. The TPM_ExecuteTransport command specifying the exclusive‘tfansport session is
command that does not terminate the exclusive session.

n

It MAY be ineffective to wrap TPM_SaveState in a transport session. Since the TH
include transport sessions in the saved state, the saved state MAY be invalidated
wrapping TPM_ExecuteTransport.

19.1 Transport encryption and authorization

tart of informative comment

[ds)

he confidentially of the transport protectiontis provided by a encrypting the wrapped co
ncryption of various items in the wrapped command makes resource management of]
possible. For this reason, encryptiomof the entire command is not possible. In additio
ncryption issue, there are difficulties” with creating the HMAC for the TPM_ExecuteT
uthorization.

m=i

he solution to these problems is to provide limited encryption and HMAC information.

he HMAC will only include two areas from the wrapped command, the command
information up to the handles, and the data after the handles. The format of all TPM comn
uch that all handles. are in the data stream prior to the payload or data. After the data co
uthorization informyation. To enable resource management, the HMAC for TPM_ExecuteT
nly includes the,erdinal, header information and the data. The HMAC does not include han
the authorizatien handles and nonces.

he exception is TPM_OwnerReadlInternalPub, which uses fixed value key handles
included.in the encryption and HMAC calculation.

So for
not be

nt in the
erations

xclusive

the only

M MAY
by the

mmand.
a TPM
h to the
ransport

header
nands is
mes the
Fansport
jles and
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ExecuteTransport

Header Ordinal and header
information

Key and other handles

Wrapped

Data @)

Authorizations
ExecuteTransport
Trailer

ET HMAC
calculation

+
A more gxact representation of the execute trane&)rt command would be the following
***k***************************&***************

* TAGet | LENet | ORDet | w @{Eeded | AUTHet =*

**************************@ kkhkkkkhkkkkhkkhkkhkkkhkkkkk*x

-

wrappedCmd looks like O®

Rk Ik bk b bk O b b Rk Rk b O b o O S bk O R Ik kO bk bk O b Sk O I

* TAGw | LENw | QRQQM HANDLESw | DATAw | AUTHl1w (o) | AUTH2w (o) *

*khkkphkhkkkkhkkkkkkk*%x \ kkhkhkkkhkkhkkkhkhkkhkkhhkkhkkhhkkhkhhkkhhkhkkhkhkhkkhhkkhkkhhkhkkhhkk,hkhkk,kkkkk,kkk,kkk,kk,kkx**x*%x

A more exact repres

on of the execute transport response would be the following

*kkphkkhkkkkk*x kkhkhkkkhkkkhkkhhkkhkhkkkhhkkhkkhhkkhkkhkhkkhkkhhkk,kkkkhkkkk,kkx*%

* TAGet é Net | RCet | wrappedRsp | AUTHet *
***k**iv*************************************

wrappedl@p looks like

kkhkkhkkkhkhkkhkkhkhkkhkkhhkkhkkhhkkhkhhkkhhkhkhkhkhkhhkkhkhhkkhkhhkkhhhkkhhkhkdhhkkhkhhkkhkdhhkk,hkhkk,kkk,kk,kkhkk,kk,k,k*k*xk,k*x*%

* TAGw | LENw | RCw | HANDLESw | DATAw | AUTHl1w (o) | AUTH2w (o) *

kkhkkhkkkhkhkkhkkhkhkkhkhhkkhkkhhkkhkhhkkhhhkhhkhkhhkkhkhhkhkhhkkdhhkkhhkhkdhhkhkhkhkhkdhhkdhkkk,kk,kk,hkk,kk,kkk,kk,k*k*x*,*x*%

The calculation for AUTHet takes as the data component of the HMAC calculation the concatenation
of ORDw and DATAw. A normal HMAC calculation would have taken the entire wrappedCmd value
but for the executeTransport calculation only the above two values are active. This does require the
executeTransport command to parse the wrappedCmd to find the appropriate values.
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The data for the command HMAC calculation is the following:

H1 = SHA-1 (ORDw || DATAw)

inParamDigest = SHA-1 (ORDet || wrappedCmdSize || H1)

AUTHet = HMAC (inParamDigest || lastNonceEven(et) || nonceOdd(et) || continue(et))
The data for the response HMAC calculation is the following:

H2 = SHA-1 (RCw || ORDw || DATAw)

AUTHet = HMAC (outParamDigest || nonceEven(et) || nonceOdd(et) || continue(et))

[DATAw is the unencrypted data. wrappedCmdSize and wrappedRspSize ares the @ctual size of the

[DATAw area and not the size of H1 or H2.
End of informative comment
he TPM MUST release a transport session and all information related te-the session when:
TPM_ReleaseTransportSigned is executed
TPM_ExecuteTransport is executed with continueTransSession)set to FALSE
. Any failure of the integrity check during execution of TPM_ExecuteTransport

If the session has TPM_TRANSPORT_LOG set and.the' TPM tick session is interrupted
reason. This is due to the return of tick values without the nonces associated with the se

The TPM executes some command that deactivates the TPM or removes the TPM Q
EK.

9.1.1 MGF1 parameters
Start of informative comment

MGF1 provides the confidentiality for the transport session. MGF1 is a function from P13
function provides a mechanism fo,distribute entropy over a large sequence. The sequence
d value to XOR over the message. This in effect creates a stream cipher but not one
dvailable for bulk encryption:

Transport confidentiality.uses MGF1 as a stream cipher and obtains the entropy for each n
ffom the following three parameters; nonceOdd, nonceEven and session AuthData.

illustrates how, the sequence changes for each message (both input and output).
1Input =N2, N1, sessionSecret)

10utput — N4, N1, sessionSecret)

for any
Esion.

wner or

53. This
brovides
that is

lessage

is imperative that'the stream cipher not use the same XOR sequence at any time. The fpllowing

2lpput — N4, N3, sessionSecret)

M20Output — N6, N3, sessionSecret)

There is an issue with this sequence. If the caller does not change N1 to N3 between M1QOutput and
M2Input then the same sequence will be generated. The TPM does not enforce the requirement to

change this value so it is possible to leak information.

The fix for this is to add one more parameter, the direction. So the sequence is now this:
M1Input — N2, N1, “in”, sessionSecret)

M10Output — N4, N1, “out”, sessionSecret)

M2Input — N4, N3, “in”, sessionSecret)
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M2Output — N6, N3, “out”, sessionSecret)

Where “in” indicates the in direction and “out” indicates the out direction.

Notice the calculation for M1Output uses “out” and M2Input uses “in”, so if the caller makes a
mistake and does not change nonceOdd, the sequence will still be different.

nonceEven is under control of the TPM and is always changing, so there is no need to worry about
nonceEven not changing.

End of informative comment

19.1.20 HMAC calculation

Start of{informative comment

The HMAC calculation for transports presents some issues with what should and should not be i
the caldqulation. The idea is to create a calculation for the wrapped command and @dd that to th
wrappel.

(O]

So the data area for a wrapped command is not entirely HMAC’d like a normal command would be.

The progess is to calculate the inParamDigest of the unencrypted wrapped 'command according t
the norrpal rules of command HMAC calculations. Then use that value@sthe 3S parameter in th
calculatfon. 2S is the actual wrapped command size, and not the size 6f inParamDigest.

DO O

using a wrapped TPM_LoadKey command

e the SHA-1 value for the TPM_LoadKey command {ordinal and data) as per the normal
HMAC fules. Take the digest and use that value as 3S_for the TPM_ExecuteTransport HMAC
calculation.

End of {nformative comment

19.1.3| Transport log creation

Start of{informative comment

D

The log|of information that a transport session creates needs a mechanism to tie any keys in us
during the session to the session. As“the HMAC and encryption for the command specifically
exclude|handles, there is no directaway to create the binding.

When cfeating the transport input’log, if the handle(s) points to a key or keys, the public keys ar
digested into the log. The session owner knows the value of any keys in use and hence can stfl
create g log that shows thé-values used by the log and can validate the session.

— D

End of {nformative comment

19.1.4 Additional Encryption Mechanisms

Start of{informative comment

The TPM-can optionally implement alternate algorithms for the encryption of commands sent to the
TPM_Executelransport command. The designation of the algorithm uses the
TPM_ALGORITHM_ID and TPM_ENC_SCHEME elements of the TPM_TRANSPORT_PUBLIC
parameter of the TPM_EstablishTransport command.

The anticipation is that AES will be supported by various TPMs. Symmetric algorithms have options
available to them like key size, block size and operating mode. When using an algorithm other than
MGF1 the algorithm and scheme must specify these options.

End of informative comment

1. The TPM MAY support other symmetric algorithms for the confidentiality requirement in
TPM_EstablishTransport
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19.2 Transport Error Handling
Start of informative comment

With the transport hiding the actual execution of commands and the transport capable of generating
errors, rules must be established to allow for the errors and the results of commands to be properly
passed to TPM callers.

End of informative comment

1. There are 3 error cases:

4. C1is the case where an error occurs during the processing of the transport packagecatithe TPM.
In this case, the wrapped command has not been sent to the command decoder. Errors
occurring during C1 are sent back to the caller as a response to the TPM_ExecuteTfansport
command. The error response does not have confidentiality.

Q)

C2 is the case where an error occurs during the processing of the wrapped command. This
results in an error response from the command. The session returns the error rgsponse
according to the attributes of the session.

4. C3 is the case where an error occurs after the wrapped command has completed prgcessing
and the TPM is preparing the response to the TPM_ExecutéTransport command. In tHis case,
where the TPM does have an internal error, the TPM has ro choice but to return the erfor as in
C1. This however hides the results of the wrapped,command. If the wrapped c¢mmand
completed successfully then there are session nonces that are being returned to the caller that
are lost. The loss of these nonces causes the caller to be unsure of the state of the TPM and
requires the reestablishment of sessions and keys.

19.3 Exclusive Transport Sessions

tart of informative comment

[ds)

he caller may establish an exclusive 'session with the TPM. When an exclusive session is funning,
xecution of any command other then TPM_ExecuteTransport or TPM_ReleaseTranspoftSigned
argeting the exclusive session eauses the abnormal invalidation of the exclusive transport session.
hvalidation means that the handle is no longer valid and all subsequent attempts to use th¢ handle
bturn an error.

S — @

he design for the exclusive session provides an assurance that no other command exeguted on
ne TPM. It is not a‘ock to prevent other operations from occurring. Therefore, the galler is
esponsible for ensufing no interruption of the sequence of commands using the TPM.

he TPM only supports one exclusive session at a time. There is no nesting or other copnmands

1
t
E
One exclusive session
1
gossible:The TPM maintains an internal flag that indicates the existence of an exclusive segsion.
1

SSdresponsibilities

IListhe responsibility of the TSS (or other controllingsoftware) to ensure that only commands using
the session reach the TPM. As the purpose of the session is to show that nothing else occurred on
the TPM during the session, the TSS should control access to the TPM and prevent any other uses
of the TPM. The TSS design must take into account the possibility of exclusive session handle
invalidation.
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Sleep states

Exclusive sessions as defined here do not work across TPM SaveState and
TPM_Startup(ST_STATE) invocations. To have this sequence work properly there would need to be
exceptions to allowing only TPM_ExecuteTranport and TPM_ReleaseTransportSigned in an
exclusive session. The requirement for these exceptions would come from the attempt of the TSS to
understand the current state of the TPM. Commands like TPM_GetCapability and others would
have to execute to inform the TSS as to the internal state of the TPM. For this reason, there are no
exceptions to the rule and the exclusive session does not remain active across a TPM_SaveState
command

End of {nformative comment
1. The|TPM MUST support only one exclusive transport session

2. The|TPM MUST invalidate the exclusive transport session upon the receipt of anyycommangd
othgr than TPM_ExecuteTransport or TPM_ReleaseTransportSigned targetingthe exclusiv
sesgion.

D

a. Invalidation includes the release of any resources assigned to the session

19.4 [Transport Audit Handling

Start of{informative comment

[

Auditind of TPM_ExecuteTransport occurs as any other command that may require auditing. Therg
are two |entries in the log: one for input and one for output. Thelexecution of the wrapped comman
can cregqte an anomaly in the log.

[®N

Assumgq that both TPM_ExecuteTransport and the wrapped commands require auditing, the audit
flow woulld look like the following:

TPM_ExecuteTransport input parameters

wrapped command input parameters

wrapped command output parameters

TPM_ExecuteTransport output parameters
End of {nformative comment

1. Aud|t failures are reported-using the AUTHFAIL error commands and reflect the success qr
failure of the wrapped ecommand.

19.4.1] Auditing’of wrapped commands
Start of{informative comment

Auditind provides information to allow an auditor to recreate the operations performeq.
Confideptiality on the transport channel is to hide what operations occur. These two features are ip
conflict.|[A€c¢ording to the TPM design philosophy, the TPM Owner takes precedence.

For a command sent on a transport session, with the session using confidentiality and the command
requiring auditing, the TPM will execute the command however the input and output parameters for
the command are ignored.

End of informative comment

1. When the wrapped command requires auditing and the transport session specifies encryption,
the TPM MUST perform the audit. However, when computing the audit digest:

a. For input, only the ordinal is audited.

b. For output, only the ordinal and return code are audited.
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20. Audit Commands

Start of informative comment

To allow the TPM Owner the ability to determine that certain operations on the TPM have been
executed, auditing of commands is possible. The audit value is a digest held internally to the TPM
and externally as a log of all audited commands. With the log held externally to the TPM, the
internal digest must allow the log auditor to determine the presence of attacks against the log. The
evidence of tampering may not provide evidence of the type of attack mounted against the log.

he TPM cannot enforce any protections on the external log. It is the responsibility of the|external
Ipg owner to properly maintain and protect the log.

he TPM provides mechanisms for the external log maintainer to resynchronize the internal digest
nd external logs.

he Owner has the ability to set which functions generate an audit event.and to change which
flnctions generate the event at any time.

he status of the audit generation is not sensitive information and so.the’command to deterfnine the
atus of the audit generation is not an owner authorized command(

It is important to note the difference between auditing and the 16gging of transport sessiqns. The
udit log provides information on the execution of specific commands. There will be a very limited
umber of audited commands, most likely those commands‘that provide identities and contnol of the
PM. Commands such as TPM_Unseal would not be atidited. They would use the logging flunctions
f a transport session.

he auditing of an ordinal happens in a two-step process. The first step involves auditing th¢ receipt
f the command and the input parameters; the second step involves auditing the responge to the
ommand and the output parameters. This:-two-step process is in place to lower the amount of
emory necessary to keep track of the audit while executing the command. This two-step [process
akes no memory requirements on .2 TPM to save any audit information while a command is

here is a requirement to enable ,verification of the external audit log both during a power|session
nd across power sessions and to enable detection of partial or inconsistent audit logs thoughout
the lifetime of a TPM.

TPM will hold an internal record consisting of a non-volatile counter (that increments gnce per
ession, when the first’audit event of that session occurs) and a digest (that holds the digept of the
urrent session).-Mest probably, the audit digest will be volatile. Note, however, that ngthing in
IBO/IEC 11889 prevents the use of a non-volatile audit digest. This arrangement of coupter and
igest is advantageous because it is easier to build a high endurance non-volatile countey than a
igh endurance non-volatile digest. This arrangement is insufficient, however, becalise the
truncation*of an audit log of any session is possible without trace. It is therefore necegsary to
erferm an explicit close on the audit session. If there is no record of a close-audit event in jan audit
ession, anything could have happened after the last audit event in the audit log. The essehce of a
typical’ TPMaudit recording mechanism is therefore:

The TPM contains a volatile digest used like a PCR, where the “integrity metrics” are digests of
command parameters in the current audit session.

An audit session opens when the volatile “PCR” digest is “extended” from its NULL state. This
occurs whenever an audited command is executed AND no audit session currently exists, and in no
other circumstances. When an audit session opens, a non-volatile counter is automatically
incremented.
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An audit session closes when a TPM receives TPM_GetAuditDigestSigned with a closeAudit
parameter asserted. An audit session must be considered closed if the value in the volatile digest is
invalid (for whatever reason).

TPM_GetCapability should report the effect of TPM_Startup on the volatile digest. (TPMs may
initialize the volatile digest on the first audit command after TPM_Startup(ST_CLEAR), or on the first
audit command after any version of TPM_Startup, or may be independent of TPM_Startup.)

When the TPM signs its audit digest, it signs the concatenation of the non-volatile counter and the
volatile digest, and exports the value of the non-volatile counter, plus the value of the volatile digest,
plus the[value of the signature.

If the apdit digest is initialized by TPM_Startup(ST_STATE), then it may be useless to audit-th
TPM_SaveState ordinal. Any command after TPM_SaveState MAY invalidate the saved- state.
authorization sessions are part of the saved state, TPM_GetAuditDigestSigned will-mest likel
invalidate the state as it changes the preserved authorization session nonce. It may/therefore b
impossible to get the audit results.

O 4 D

—

The system designer needs to ensure that the selected TPM can handle the specific environmer
and avojd burnout of the audit monotonic counter.

End of {nformative comment
1. Audft functionality is optional

a. If the platform specific specification requires auditing, the-specification SHALL indicate ho
e TPM implements audit

<

2. The|TPM MUST maintain an audit monotonic count that.is'only available for audit purposes.

a. The increment of this audit counter is under theso6le control of the TPM and is not usable fa
other count purposes.

-

b. This monotonic count MUST BE incremented by one whenever the audit digest is “extended
from a NULL state.

3. The[TPM MUST maintain an audit digest.

a. This digest MUST be set to all zefos upon the execution of TPM_GetAuditDigestSigned wit
@ TRUE value of closeAudit provided that the signing key is an identity key.

b. This digest MAY (be’ set to all zeros on TPM_Startup[ST_CLEAR] ¢
TPM_Startup[ST_STATE].

c. When an audited eommand is executed, this register MUST be extended with the digest ¢
that command<

=

=

=h

-

4. Each command-ordinal has an indicator in non-volatile TPM memory that indicates if executio
of the command will generate an audit event. The setting of the ordinal indicator MUST be undsg
control ofithe TPM Owner.

5. Updpting of auditDigest MAY cease when TPM_STCLEAR_FLAGS -> deactivated is TRUH.
This is because a deactivated TPM performs no useful service until the
TPM_Startup(ST_CLEAR), at which point TPM_STCLEAR_FLAGS -> deactivated is
reinitialized.

-
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20.1 Audit Monotonic Counter

Start of informative comment

The audit monotonic counter (AMC) performs the task of sequencing audit logs across audit
sessions. The AMC must have no other uses other than the audit log.

The TPM and platform should be matched such that the expected AMC endurance matches the
expected platform audit sessions and sleep cycles.

Given the size of the AMC it is not anticipated that the AMC would roll over. If the AMC were to roll
ver, and the storage of the AMC still allowed updates, the AMC could cycle and start at Q-again.

q
End of informative comment
1. The AMC is a TPM_COUNTER _VALUE.

The AMC MUST last for 7 years or at least 1,000,000 audit sessions, whichever occlrs first.
After this amount of usage, there is no guarantee that the TPM wilk Continue to properly
increment the monotonic counter.

N
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21. Design Section on Time Stamping
Start of informative comment

The TPM provides a service to apply a time stamp to various blobs. The time stamp provided by the
TPM is not an actual universal time clock (UTC) value but is the number of timer ticks the TPM has
counted. It is the responsibility of the caller to associate the ticks to an actual UTC time.

The TPM counts ticks from the start of a timing session. Timing sessions are platform dependent
events ; Hetde-with At A—Star esstens—he—fea 3!

differenge is the availability of power to the TPM. In a PC desktop, for instance power could-be
continually available to the TPM by using power from the wall socket. For a PC mobile platfor
power may not be available when only using the internal battery. It is a platform designer s decision
as to when and how they supply power to the TPM to maintain the timing ticks.

a a O aa aV¥a) atla' a Fa LV aV¥a BLV a) a¥a aVa' O
Cl - - O O C v o 1c ortc o O - - O

The TPM can provide a time stamping service. The TPM does not maintain an ‘internal secur
source o¢f time rather the TPM maintains a count of the number of ticks that have occurred since thg
start of @ timing session.

D

D

On a P, the TPM may use the timing source of the LPC bus or it may have @ separate clock circuif.
The anﬂicipation is that availability of the TPM timing ticks and the tick-resolution is an area of
differentiation available to TPM manufactures and platform providers.

End of {nformative comment

=

1. ISOJIEC 11889 makes no requirement on the mechanism required to implement the tick countg
in the TPM.

2. ISOfIEC 11889 makes no requirement on the ability for the TPM to maintain the ability t
incrgment the tick counter across power cycles or,in-different power modes on a platform.

O

21.1 [Tick Components

Start of{informative comment

The TPM maintains for each tick session the following values:
Tick Colnt Value (TCV) — The count.of ticks for the session.

Tick Increment Rate (TIR) — The._rate at which the TCV is incremented. There is a set relationship
between TIR and seconds, the-relationship is set during manufacturing of the TPM and platfornj.
This is the TPM_CURRENT.-TICKS -> tickRate parameter.

Tick Session Nonce (TSN) — The session nonce is set at the start of each tick session.
End of {nformative comment

1. The|TCV MUST be set to 0 at the start of each tick session. The TPM MUST start a new tick
sesgion ifithe TPM loses the ability to increment the TCV according to the TIR.

2. The|TSN MUST be set to the next value from the TPM RNG at the start of each new tick
session. When the TPM loses the ability to increment the TCV according to the TIR the TSN
MUST be set to all zeros.

3. If the TPM discovers tampering with the tick count (through timing changes, etc.) the TPM
MUST treat this as an attack and shut down further TPM processing as if a self-test had failed.
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21.2 Basic Tick Stamp

Start of informative comment

The TPM does not provide a secure time source, nor does it provide a signature over some time
value. The TPM does provide a signature over some current tick counter. The signature covers a
hash of the blob to stamp, the current counter value, the tick session nonce and some fixed text.

The Tick Stamp Result (TSR) is the result of the tick stamp operation that associates the TCV, TSN
and the blob. There is no association with the TCV or TSR with any UTC value at this point.

nd of informative comment

1.3 Associating a TCV with UTC

tart of informative comment

n outside observer would like to associate a TCV with a relevant time value-The following shows
ow to accomplish this task. This protocol is not required but shows how to‘accomplish the job.

ntityA wants to have BlobA time stamped. EntityA performs TPM/TickStamp on BlobA. This
reates TSRB (TickStampResult for Blob). TSRB records TSRBTCV,,the current value of the TCV,
nd associates TSRBTCV with the TSN.

ow EntityA needs to associate a TCV with a real time, value. EntityA creates blob TS which
ontains some known text like “Tick Stamp”. EntityA performs TPM_TickStamp on blob TS [creating
SR1. This records TSR1TCV, the current value of the TCV, and associates TSR1TCV with the
SN.

ntityA sends TSR1 to a Time Authority (TA). TA ereates TA1 which associates TSR1 with YTC1.

ntityA now performs TPM_TickStamp on TA1:-This creates TSR2. TSR2 records TSR2TCV, the
urrent values of the TCV, and associates. TSR2TCV with the TSN.

nalyzing the associations

ntityA has three TSRs; TSRB the-TSR of the blob that we wanted to time stamp, TSR1 the TSR
ssociated with the TS blob and TSR2 the TSR associated with the information from the TA| EntityA
ants to show an association between the various TSR such that there is a connection between the
TC and BlobA.

rom TSR1 EntityA knows that TSR1TCV is less than the UTC. This is true since the TA ig signing
SR1 and the creatignof TSR1 has to occur before the signature of TSR1. Stated mathematically:

TSR1TCV < UTCA1

rom TSR2 EntityA knows that TSR2TCV is greater than the UTC. This is true since the| TPM is
igning TATwhich must be created before it was signed. Stated mathematically:

TSR2TCV > UTCA1
ntityA now knows TSR1TCV and TSR2TCV bound UTC1. Stated mathematically:
TSRITCV <UTCT <TSR2TCV

This association holds true if the TSN for TSR1 matches the TSN for TSR2. If some event occurs
that causes the TPM to create a new TSN and restart the TCV then EntityA must start the process
all over again.

EntityA does not know when UTC1 occurred in the interval between TSR1TCV and TSR2TCV. In
fact, the value TSR2TCV minus TSR1TCV (TSRDELTA) is the amount of uncertainty to which a
TCV value should be associated with UTC1. Stated mathematically:

TSRDELTA = TSR2TCV — TSR1TCV iff TSR1TSN = TSR2TSN
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EntityA can obtains k1 the relationship between ticks and seconds using the TPM_GetCapability
command. EntityA also obtains k2 the possible errors per tick. EntityA now calculate DeltaTime
which is the conversion of ticks to seconds and the TSRDELTA. State mathematically:

DeltaTime = (k1 * TSRDELTA) + (k2 * TSRDELTA)

To make the association between DeltaTime, UTC and TSRB note the following:
DeltaTime = (k1*TSRDelta) + Drift = TimeChange + Drift
Where ABSOLUTEVALUE(Drift)<k2*TSRDelta
(1) TSRATCV < UTC1 < TSR2TCV
Trug since you cannot sign something before it exists

(2) TSRATCV < UTC1 < TSR1TCV + TSR2TCV-TSR1TCV <= TSR1TCV + DeltaTime (= TSR1TCyY
+TimeChange +Drift)

True Hecause TSR1 and TSR2 are in the same tick session proved by the’same TSN. (Note
TimeChgnge is positive!)

(3) 0 <WTC1-TSRITCV < DeltaTime

(Subtract TSR1TCV from all sides)

(4) 0> TSR1TCV - UTC1 > -DeltaTime = -TimeChange - Drift

(Multipjy through by -1)

(5) TimgChange/2 > [ TSR1TCV - (UTC1-TimeChange/2)} > -TimeChange/2 - Drift

(add TimeChange/2 to all sides)

(6) TimgChange/2 + ABSOLUTEVALUE(Drift) > [[TSR1TCV - (UTC1-TimeChange/2)]
> -TimefChange/2 - ABSOLUTEVALUE(Drift)

Making the large side of an equality bigger;*and potentially making the small side smaller.
(7) ABJOLUTEVALUE[ TSR1TCV - (UTC1-TimeChange/2)] < TimeChange/2 +
ABSOLUTEVALUE(Drift)

(Definition of Absolute Value, ‘and TimeChange is positive)

(@)

From which we see~that TSR1TCV is approximately UTC1-TimeChange/2 with a symmetri
possiblg error of Time€hange/2 + AbsoluteValue(Drift)

We can|calculaté this error as being less than k1*TSRDelta/2 + k2*TSRDelta.

EntityA how has the ability to associate UTC1 with TSBTSV and by allow others to know that BlobA
was signed at a certain time. First TSBTSN must equal TSR1TSN. This relationship allows EntityA
to assert that TSRB occurs during the same session as TSR1 and TSR2.

EntityA calculates HashTimeDelta which is the difference between TSR1TCV and TSRBTCV and
the conversion of ticks to seconds. HashTimeDelta includes the same k1 and k2 as calculated
above. Stated mathematically:

E = k2(TSR1TCV — TSRBTCV)
HashTimeDelta = k1(TSR1TCV — TSRBTCV) + E
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Now the following relationships hold:

(1) UTC1 — DeltaTime < TSRBTCV — (TSRBTCV - TSR1TCV) < UTC1

(2) UTC1 — DeltaTime < TSRBTCV + HashTimeDelta + E < UTC1

(3) UTC1 — HashTimeDelta — DeltaTime — E < TSRBTCV < UTC1 — HashTimeDelta + E
(4) TSRBTCV = (UTC1 — HashTimeDelta — DeltaTime/2) + (E + DeltaTime/2)

This has the correct properties

N DT e aToWs S5-00as e BrTor Barforthe UneaTE ity o et me—asSocator

As the difference between the time of the measurement and the time of the time stamp’gfows, so
does the E as a function of E is HashTimeDelta

Bnd of informative comment

21.4 Additional Comments and Questions
Start of informative comment
ime Difference

If two things are time stamped, say at TCVs and TCVe (for TCV, at'start, TCV at end) then apy entity
dan calculate the time difference between the two events and will get:

TimeDiff = k1*|TCVe — TCVs| + k2*|TCVe — TCVs]|

his TimeDiff does not indicate what time the two:events occurred at it merely gives the time
Hetween the events. This time difference doesn’t require a Time Authority.

hy is TSN (tick session nonce) required?

ithout it, there is no way to associate a Time Authority stamp with any TSV, as the TSV fesets at
the start of every tick session. The TSN preoves that the concatenation of TSV and TSN is unlique.

ow does the protocol prevent replay attacks?

he TPM signs the TSR sent to the TA. This TSR contains the unique combination of TSV and

SN. Since the TSN is unique‘to a tick session and the TSV continues to increment any attempt to
recreate the same TSR willsfail. If the TPM is reset such that the TSV is at the same value, the TSN

ill be a new value. If the TPM is not reset then the TSV continues to increment and will not [repeat.

ow does EntityA know that the TSR1 that the TA signs is recent?

If doesn't. EntityA-checks however to ensure that the TSN is the same in all TSR. This ensyres that
the values argfall related. If TSR1 is an old value then the HashTimeDelta will be a large value and
the uncertainty of the relation of the signing to the UTC will be large.

hy does-associating a UTC time with a TSV take two steps?

hististbecause it takes some time between when a request goes to a time authority and when the
response comes. The protocol measures this time and uses it to create the time delfas. The
relationship of TSV to UTC is somewhere between the request and response.

Affect of power on the tick counter

As the TPM is not required to maintain an internal clock and battery, how the platform provides
power to the TPM affects the ability to maintain the tick counter. The original mechanism had the
TPM maintaining an indication of how the platform provided the power. Previous performance does
not predict what might occur in the future, as the platform may be unable to continue to provide the
power (dead battery, pulled plug from wall etc). With the knowledge that the TPM cannot accurately
report the future, the specification deleted tick type from the TPM.
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The information relative to what the platform is doing to provide power to the TPM is now a
responsibility of the TSS. The TSS should first determine how the platform was built, using the
platform credential. The TSS should also attempt to determine the actual performance of the TPM in

regards

to maintaining the tick count. The TSS can help in this determination by keeping track of the

tick nonce. The tick nonce changes each time the tick count is lost. By comparing the tick nonce
across system events the TSS can obtain a heuristic that represents how the platform provides
power to the TPM.

The TSS must define a standard set of values as to when the tick nonce continues to increment

across
The foll

clock or] a specific platform.

TICK_INIC - No TPM power battery. Clock comes from PCI clock, may stop from time to-time due tp

clock st

TICK_P
S3+.

TICK_S

source ¢omes either from a system clock that runs during S3 or from crystal/internal TPM source.

TICK_S
is plugg

is availgble or from crystal/internal TPM source.

TICK_ALWAYS - TPM power battery. Clock source comes: either from a battery powered system

clock th
End of

88

vstem events
4

bwing are some PC implementations that give the flavor of what is possible regarding-th

D

bpping protocols such as CLKRUN.

OWER - No TPM power battery. Clock source comes from PCI clock, always runs except i

-

=

TSTATE - External power (might be battery) consumed by TPM\ during S3 only. Cloc

TCLEAR - Standby power used to drive counter. In desktop, miay be related to when syster
ed into wall. Clock source comes either from a system clock that runs when standby powg

= =

at crystal/internal TPM source.

nformative comment
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22. Context Management
Start of informative comment

The TPM is a device that contains limited resources. Caching of the resources may occur without
knowledge or assistance from the application that loaded the resource. In version 1.1 there were
two types of resources that had need of this support keys and authorization sessions. Each type
had a separate load and restore operation. In version 1.2 there is the addition of transport sessions.
To handle these situations generically 1.2 is defining a single context manager that all types of

ot VAV P-P-N
r LQUUTUVUOU O Illay UOoL.

he concept is simple, a resource manager requests that wrapping of a resource in a-marner that
Jecurely protects the resource and only allows the restoring of the resource on the same T|PM and
during the same operational cycle.

Consider a key successfully loaded on the TPM. The parent keys that loaded)the key mpy have
required a different set of PCR registers than are currently set on the TPM.For example, the end
result is to have key5 loaded. Key3 is protected by key2, which is protected by key1, which is
drotected by the SRK. Key1 requires PCR1 to be in a certain state, key2 requires PCR2 to load and
dey3 requires PCR3. Now at some point in time after key1 loaded-key2, PCR1 was extengled with
ddditional information. If key3 is evicted then there is no way to-reload key3 until the plgtform is
rebooted. To avoid this type of problem the TPM can execute _context management routines. The
dontext management routines save key3 in its current state and allow the TPM to restore the state

ithout having to use the parent keys (key1 and key?2).

here are numerous issues with performing context ‘management on sessions. These issues
revolve around the use of the nonces in the session:If‘an attacker can successfully store, attack, fail
dnd then reload the session the attacker can repeat the attack many times.

he key that the TPM uses to encrypt blobs may be a volatile or non-volatile key. One mefhanism
ould be for the TPM to generate a new keyon each TPM_Startup command. Another would be for
the TPM to generate the key and store it.persistently in the TPM_PERMANENT _DATA area

he symmetric key should be relatively the same strength as a 2048-bit RSA key. 1284bit AES
ould be appropriate.

End of informative comment
1. Context management(is)a required function.

Execution of thescontext commands MUST NOT cause the exposure of any TPM_Shielded-
Location.

The TPM MUST NOT allow the context saving of the EK or the SRK.

The TPM-MAY use either symmetric or asymmetric encryption. For asymmetric encryption the
TPMMUST use a 2048 RSA key.

. A wrapped session blob MUST only be loadable once. A wrapped key blob MAY be reloadable.

here is

7. All external session blobs (of type TPM_RT_TRANS or TPM_RT_AUTH) can be invalidated
upon specific request (via TPM_FlushXXX using TPM_RT_CONTEXT as resource type), this
does not include session blobs of type TPM_RT_KEY.

8. External session blobs are invalidated on TPM_Startup(ST_CLEAR) or on TPM_Startup(any)
based on the startup effects settings

a. Session blobs of type TPM_RT_KEY with the attributes of parentPCRStatus = FALSE and
isVolatile = FALSE SHOULD not invalidated on TPM_Startup(any)
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xternal session invalidate automatically upon installation of a new owner due to the setting
new tpmProof.

10. If the TPM enters failure mode ALL session blobs (including keys) MUST be invalidated

a. |

nvalidation includes ensuring that contextNonceKey and contextNonceSession will change

when the TPM recovers from the failure.

11. Attempts to restore a wrapped blob after the successful completion of TPM_Startup(ST_CLEAR)
MUST fail. The exception is a wrapped key blob which may be long-term and which MAY restore

vt fad|

aftera—Fh

12. The
1.1.

a.

o o o

TPM_AuthSaveContext
TPM_AuthLoadContext
TPM_KeySaveContext
TPM_KeyLoadContext

A it " /(OT EAR)
LI IVI_ULGI Lup\u I_UI_I_I_\I \}.
save and load context commands are the generic equivalent to the context commands ip
\Version 1.2 deprecates the following commands:

90
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23. Eviction

Start of informative comment

The TPM has numerous resources held inside of the TPM that may need eviction. The need for
eviction occurs when the number or resources in use by the TPM exceed the available space. For
resources that are hard to reload (i.e. keys tied to PCR values) the outside entity should first
perform a context save before evicting items.

, _ A o : ; - w-command
et uses the resource types defined for context saving and creates a generic command|that will
vict all resource types.

€
End of informative comment
1. The TPM MUST NOT flush the EK or SRK using this command.
. Version 1.2 deprecates the following commands:

a. TPM_Terminate_Handle

b. TPM_EvictKey

c. TPM Reset

N
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24. Session pool
Start of informative comment

The TPM supports two types of sessions that use the rolling nonce protocol, authorization and
transport. These sessions require much of the same handling and internal storage by the TPM. To
allow more flexibility the internal storage for these sessions will be defined as coming from the same
pool (or area).

two trarlsport sessions and one authorization session. While this is an unrealistic.model for actual
executign there will be no requirement that the TPM prevent this from happening: A model of how |t
could o¢cur would be when there are two applications running, both using 2\transport sessions and
one authorization session. When switching between the applications if the requirement was that
only 2 tfansport sessions could be active the TSS that would provide the-context switch would havge
to ensure that the transport sessions were context saved first.

Sessions can be virtualized, so while the TPM may only have 3loaded sessions, there may be an
unlimited number of context saved sessions stored outside the“TPM.

End of {nformative comment

1. The[TPM MUST support a minimum of three (3) concurrent sessions. The sessions MAY be anly
mix pf authentication and transport sessions.

92 © ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=3aed962ea391ba805a62864a730b23c5

ISO/IEC 11889-2:2009(E)

25. Initialization Operations
Start of informative comment

Initialization is the process where the TPM establishes an operating environment from a no power
state. Initialization occurs in many different flavors with PCR, keys, handles, sessions and context

blobs all initialized, reloaded or unloaded according to the rules and platform environment.

Initialization does not affect the operational characteristics of the TPM (like TPM Ownership).

om unauthorized use and must allow for the possibility of changing Owners. The clear
bquires authorization to execute and locks to prevent unauthorized operation.

- = —h

he clear functionality performs the following tasks:

ierarchy. The areas below are not destroyed they just have no mechanism\{o'be loaded an

Il TPM volatile and non-volatile data is set to default value except the ‘endorsement key ¢
lear includes the Owner-AuthData, so after performing the clear, the \FPM has no Owner. T
alues are undefined after a clear operation.

ne TPM must go through a power cycle to properly set the PCR values.
he Owner has ultimate control of when a clear occurs.

he Owner can perform the TPM_OwnerClear command using the TPM Owner authorizatiq
Dwner wishes to disable this clear command and’require physical access to perform the c
Dwner can issue the TPM_DisableOwnerClear*cemmand.

uring the TPM startup processing anyoene with physical access to the machine can ig
PM_ForceClear command. This command performs the clear. The TPM_ DisableFo

he purpose of the TPM ForceClear command is to recover from the state where the Ow
pst or forgotten the TPM Ownership token.

=0 J0 O Jdr "o Jd = J < 0O I T =

he manufacturer'of-a platform determines the exact definition of physical access.

nd of informative comment

= __m =

The TRM"MUST support proper initialization. Initialization MUST properly configure the
execute in the platform environment.

N

initialized, reloaded or invalidated according to the platform environment

llear is the process of returning the TPM to factory defaults. The clear commands needprotection
process

nvalidate SRK. Invalidating the SRK invalidates all protected storage areaselow the SRK in the
more.

air. The
he PCR

he TPM shall return TPM_NOSRK until an Owner is set. After.the execution of the clear command,

n. If the
ear, the

sue the
ceClear
isables the TPM_ForceClear command for the duration of the power cycle. TSS startup cpde that
oes not issue the TPM_DisableForceClear leaves the TPM vulnerable to a denial of servicg attack.
he assumption is that the TSS(startup code will issue the TPM_DisableForceClear on eagh power
ycle after the TSS determinges that it will not be necessary to issue the TPM_ForceClear command.
ner has

he TPM_ForceClear must only be possible when the issuer has physical access to the platform.

TPM to

Initialization MUST ensure that handles, keys, sessions, context blobs and PCR are [properly

3. The description of the platform environment arrives at the TPM in a combination of TPM_Init and

TPM_Startup.
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26. HMAC digest rules

Start of informative comment

The order of calculation of the HMAC is critical to being able to validate the authorization and
parameters of a command. All commands use the same order and format for the calculation.
A more exact representation of a command would be the following

kkhkkhkkkhkhkkkhkhkkkhhkkhkkhkhkkhkhhkkhhhkkhhkhkdhhkkhkhkhkhkkhhkkhhhkhkhkhkkhhkkhkhhkhkkhhkkhhkkkhkhkdkk,kk,kkk,kk,kk,k*x**

* TRG | LEN | ORD | HANDLES | DATA | AUTHI (o) | AUTH2 (o) *

kkhkkphpkhkhkkkhkhkkhkkhhkkhkkhhkhkhhkkhhhkhhkhkdhhkhhhkhkhhkkhhhkhhkhkdhhkhdhhkhkkhhkkhhkhkhhkd,hkkhkd,kk,kk,kk,kx*x*%

The tex{ area for the HMAC calculation would be the concatenation of the following:
ORD || DATA

End of {nformative comment

The HMAC digest of parameters uses the following order

1. Skip tag and length

2. Include ordinal. This is the 1S parameter in the HMAC column for each~eommand
3. Skip handle(s). This includes key and other session handles
4

Inclyde data and other parameters for the command. This starts with the 2S parameter in the
HMAC column for each command.

5. Skip all AuthData values.
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27. Generic authorization session termination rules
Start of informative comment

2009(E)

These rules are the generic rules that govern all authorization sessions, a specific session type may

have additional rules or modifications of the generic rules

End of informative comment

1. A TPM SHALL unilaterally perform the actions of TPM_FlushSpecific for a session upon any of

the following events
a. “continueUse” flag in the authorization session is FALSE

b. Shared secret of the session in use to create the exclusive-or for confidentiality
Example is TPM_ChangeAuth terminates the authorization session. TPM-ExecuteT
does not terminate the session due to protections inherent in transport'sessions.

c. When the associated entity is invalidated

d. When the command returns a fatal error. This is due to.efrror returns not s
nonceEven. Without a new nonceEven the rolling nonces.sequence is broken he
TPM MUST terminate the session.

e. Failure of an authorization check at the start of the command
f. Execution of TPM_Startup(ST_CLEAR)

N)

events
a. Execution of TPM_Startup(ST_STATE)

of data.
ransport

etting a
nce the

The TPM MAY perform the actions of TPM_FlushSpecific for a session upon the following
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28. PCR Grand Unification Theory

Start of informative comment
This section discusses the unification of PCR definition and use with locality.

The PCR allow the definition of a platform configuration. With the addition of locality, the meaning of
a configuration is somewhat larger. This section defines how the two combine to provide the TPM
user information relative to the platform configuration.

These gre the issues regarding PCR and locality at this time

Definitipn of configuration

A configuration is the combination of PCR, PCR attributes and the locality.
Passing the creators configuration to the user of data

For many reasons, from the creator’s viewpoint and the user’s viewpoint, the configuration in use b
the creator is important information. This information needs transmitting to the user with the dat
and with) integrity.

L

)

The corffiguration must include the locality and may not be the same configuration that will use th
data. This allows one configuration to seal a value for future use and'the end user to know th
genealogy of where the data comes from.

D

Definitipn of “Use”

See thg definition of TPM_PCR_ATTRIBUTES for the attributes and the normative statements
regarding the use of the attributes. The use of a configuration is when the TPM needs to ensure that
the proper platform configuration is present. The firstcexample is for Unseal, the TPM must only
release [the information sealed if the platform configuration matches the configuration specified by
the seal creator. Here the use of locality is implicitdn the PCR attributes, if PCR8 requires locality P
to be present then the seal creator ensures that locality 2 is asserted by defining a configuration that
uses PCRS.

The crdation of a blob that specifies a.configuration for use is not a “use” itself. So the SEAL
command does is not a use for specifying the use of a PCR configuration.
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Platform PCR 0 Attributes read, extend locality 0 no reset
PCR 8 Atfributes read, extend locality reset 4

BIOS Trusted

Configuration 1 PCRO = 123

Configuration 4 PCR8 = ABC

Locality Locality Configuration 2 PCR8 = 456
0 4 Configuration 3 PCR0 = 789
TPM

Blob1 sealed by config1 for config1

Blob2 sealed by config1 for config2

Blob3 sealed by config2 for config2
Blob4 sealed by config2 for config1

Old style

(mul

y using the

(@)

Blob1 dac = 123 dar = 123
Blob2 dac = 456 dar = 456
Blob3 dac = 456 dar = 456
Blob4 dac = 123 dar = 123

New style

Blob1 dac = 123 dar=123 locO
Blob2 dac = 123-dar = 456 locO
Blob3 dac = 456 dar = 456 locd
Blob4 dac =456 dar = 123 loc4

Distinguish
between
Blob2 and 3
creator

flac = digestAtCreation
dar = digestAtRelease

“‘new style” or TPM_PCR_INFO_LONG structure the user can determine that
ifferent that Blob3.

Platform

BIOS Trusted Configuration 1 PCRO = 123

Locality
0

= Configuration 2 PCRS8 = 456
% KA \ Configuration 3 PCRO = 789
Configuration 4 PCRS = ABC

Blob1 sealed by config1 for config1
Blob2 sealed by config1 for config2

PCRU Blob3 sealed by config2 for config2
Blob4 sealed by config2 for config1

Linseal Blob1 by config1 OK Blob1 dar = config1

Lnseal Blob2 by config1 FAIL Blob2 dar = config2 but PCRS requires locd modifier

Blob2 is

mo o F

Unseal Blob2 by config2 OK Blob2 dar = config2 loc4
Unseal Blob3 by config2 OK Blob3 dar = config2
Unseal Blob4 by config1 OK Blob4 dar = config1 and PCRO has no locality req

Old style does not allow trusted the information
necessary to distinguish Blob2 from Blob3

dac = digestAtCreation
dar = digestAtRelease

Case B is the only failure and this shows the use of the locality modifier and PCR locality attribute.
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Additional attempts are obvious failures, config3 and config4 are unable to unseal any of the 4
blobs.

One example is illustrative of the problems of just specifying locality without an accompanying PCR.
Assume Blob5 which specifies a dar of config1 and a locality 4 modifier. Now either config2 or
configd can unseal Blob5. In fact there is no way to restrict ANY process that gains access to
locality 4 from performing the unseal. As many platforms will have no restrictions as to which
process can load in locality 4 there is no additional benefit of specifying a locality modifier. If the
sealer wants protections, they need to specify a PCR that requires a locality modifier.

Defininj Tocality modifiers dynamically

This feature would enable the platform to specify how and when a locality modifier applies to aPCR.
The curfent definition of PCR attributes has the values set in TPM manufacturing and staticfor 4
TPM in b specific platform type (like a PC).

O

Definind dynamic attributes would make the use of a PCR very difficult. The sealerowould have
have sgme way of ensuring that their wishes were enforced and challengers would have to pa
close attention to the current PCR attributes. For these reasons the setting of the PCR attributes i
defined jas a static operation made during the platform specific specification.

N <

End of {nformative comment

28.1 |Validate Key for use
Start of{informative comment

The follpwing shows the order and checks done before the use of a key that has PCR or locality
restrictigns.

—

Note that there is no check for the PCR registers on . the DSAP session. This is due to the fact tha
DSAP dhecks for the continued validity of the PCR:that are attached to the DSAP and any chang
causes fhe invalidation of the DSAP session.

[2)

D

The chgcks must validate the locality of the, DSAP session as the PCR registers in use could hav
locality festrictions.

End of {nformative comment

1. If th¢ authorization session is,DSAP

—

a. If the DSAP -> localityAtRelease is not Ox1F (or in other words some localities are ng
llowed)

it Validate that-TPM_STANY_FLAGS -> localityModifier is matched by DSAP -> pcrinfo -
localityAtRelease, on mismatch return TPM_BAD_LOCALITY

b. If DSAP ->digestAtRelease is not 0
it Calculate the current digest and compare to digestAtRelease, return TPM_BAD_PCR oh

V

mismatch
c. Ifthe DSAP points to an ordinal delegation
i. Check that the DSAP authorizes the use of the intended ordinal
d. If the DSAP points to a key delegation
i. Check that the DSAP authorizes the use of the key
e. If the key delegated is a CMK key

i. The TPM MUST check the CMK_DELEGATE restrictions
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2. Set LK to the loaded key that is being used
3. If LK -> pcrinfoSize is not 0
a. If LK -> pcrinfo -> releasePCRSelection identifies the use of one or more PCR

i. Calculate H1 a TPM_COMPOSITE_HASH of the PCR selected by LK -> pcrinfo ->
releasePCRSelection

i. Compare H1 to LK -> pcrinffo -> digestAtRelease on mismatch return
TPM_WRONGPCRVAL

b. If localityAtRelease is NOT 0x1F

i. Validate that TPM_STANY_FLAGS -> localityModifier is matched by LK)>> p¢rinfo ->
localityAtRelease on mismatch return TPM_BAD_LOCALITY

4. Allow use of the key
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29. Non Volatile Storage

Start of informative comment

The TPM contains protected non-volatile storage. There are many uses of this type of area;
however, a TPM needs to have a defined set of operations that touch any protected area. The idea
behind these instructions is to provide an area that the manufacturers and owner can use for storing
information in the TPM.

The IS
The TPI

The NV
under T

A defing
manufa

To loca
area in

The ar€g
availabl

The sto
not revi

NEC 11889 will define g limited set of-information that it sees a need of storing-inthe TPM.

M and platform manufacturer may add additional areas.

storage area has a limited use before it will no longer operate Hence the NV commands ar
PM Owner control.

d set of indexes are available when no TPM Owner is present to allow TPMyand platforr
cturers the ability to fill in values before a TPM Owner exists.

e if an index is available, use TPM_GetCapability to return the index-and the size of th
Ise by the index.

a may not be larger than the TPM input buffer. The TPM will teport the maximum siz
b to allocate.

rage area is an opaque area to the TPM. The TPM, other,than providing the storage, doe
w the internals of the area.

To SEAL a blob, the creator of the area specifies the use of PCR registers to read the value. This
the exa¢t property of SEAL.

To obta

with log
that the
There ig
may ha
for the
attribute

The norf
a manulf
logically]

End of
1.

The
the ]

The

To 1
com

n a signed indication of what is in a NV store area’the caller would setup a transport sessio
pjing on and then get the signed log. The log shows the parameters so the caller can validat
TPM holds the value.

=}

@

-

[

ndle data storage differently based.on-the write scheme attribute that defines the expecte
index. Whenever possible the NV memory should be allocated with the write schem
set to update as one block and.not as individual bytes.

-volatile storage described.here is defined by TPM_NV_DefineSpace. Other structures tha
acturer might decide to_store in non-volatile memory (e.g., PCRs, keys, the audit digest) ar
separate and do not affect the space available for the NV indexed storage described here.

nformative comment

TPM MUST support the NV commands. The TPM MUST support the NV area as defined b
[PM_NV_INDEX values.

TPM MAY) manage the storage area using any allocation and garbage collection scheme.
emove-an area from the NV store the TPM owner would use the TPM_NV_DefineSpac]

an attribute, for each index, that defines the expected write scheme for the index. The TPVE

D —~

D

mand with a size of 0. Any authorized user can change the value written in the NV store.

The

TPM MUST treat the NV area as a shielded location.

a. The TPM does not provide any additional protections (like additional encryption) to the NV
area.

If a write operation is interrupted, then the TPM makes no guarantees about the data stored at
the specified index. It MAY be the previous value, MAY be the new value or MAY be undefined
or unpredictable. After the interruption the TPM MAY indicate that the index contains
unpredictable information.

a. The TPM MUST ensure that in case of interruption of a write to an index that all other

100

ndexes are not affected
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Minimum size of NV area is platform specific. The maximum area is TPM vendor specific.

7. A TPM MUST NOT use the NV area to store any data dependent on data structures defined in
Part 1l of the TPM specifications, except for the NV Storage structures implied by required index

values or reserved index values.

29.1 NV storage design principles

Start of informative comment

realization that the current design made use of NV storage but not necessarily efficiently.|
BIT and other commands placed demands on the TPM designer and required areas-th
dllowing for flexible use reserved space most likely never used (like DIR for locality A).

he following are the design principles that drive the function definitions.

1. Provide efficient use of NV area on the TPM. NV storage is a very limited resource &
gtored in the NV area should be as small as possible.

4. The TPM does not control, edit, validate or manipulate in any manter the information in
gtore. The TPM is merely a storage device. The TPM does enforce\the access rules as sg
PM Owner.

. Allocation of the NV area for a specific use must be under control of the TPM Owner.

4. The TPM Owner, when defining the area to use, will set'the access and use policy for t
he TPM Owner can set AuthData values, delegations,”PCR values and other controlg
dccess allowed to the area.

3. There must be a capability to allow TPM and platform manufacturers to use this area
PM Owner being present. This allows the manufacturer to place information into the TPM

was the
he DIR,
at while

nd data
the NV
t by the
he area.
on the

ithout a
without

dn onerous manufacturing flow. Information*in this category would include EK credential and

dlatform credential.
. The management and use of the NViarea should not require a large number of ordinals.

. The management and use of the_ NV area should not introduce new operating strategies
PM and should be easy to implement.

Bnd of informative comment

29.1.1 NV Storage use models
Start of informative ’comment

his informative section describes some of the anticipated use models and the attributes 3
the storage.area would need to set.

Owner-authorized for all access

into the

user of

PM_NV_DefineSpace: attributes = PER_OWERREAD || PER_OWNERWRITE

WriteValue(TPM Owner Auth, data)
ReadValue(TPM Owner Auth, data)

Set AuthData value

TPM_NV_DefineSpace: attributes = PER_AUTHREAD || PER_AUTHWRITE, auth = authValue

WriteValue( authValue, data)
ReadValue( authValue, data)
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Write once, only way to change is to delete and redefine
TPM_NV_DefineSpace: attributes = PER_WRITEDEFINE
WriteValue( size = x, data) // successful

WriteValue(size = 0) // locks

WriteValue(size = x) // fails

TPM_SJartup(ol_uear) 77 Does not affectiock
WriteValue(size = x, data) // fails

Write uptil specific index is locked, lock reset on Startup(ST_Clear)
TPM_NV_DefineSpace: index = 3, attributes = PER_WRITE_STCLEAR
TPM_NV_DefineSpace: index = 5, attributes = PER_WRITE_STCLEAR

WriteValue( index = 3, size = x, data) // successful

WriteValue( index = 5, size = x, data) // successful
WriteValue(index = 3, size = 0) // locks
WriteValue( index = 3, size = x, data) // fails

WriteValue( index = 5, size = x, data) // successful

TPM_Startup(ST_Clear) // clears lock
WriteValue( index = 3, size = x, data) // successful

WriterIue( index = 5, size = x, data) // successful

Write uptil index 0 is locked, lock reset by Startup(ST_Clear)
TPM_NV_DefineSpace: attributes ¥ PER_GLOBALLOCK, index = 5
TPM_NV_DefineSpace: attributes = PER_GLOBALLOCK, index = 3
WriterIue( index = 3, size-= x, data) // successful

WriteValue( index = 5).size = x, data) // successful

WriteV

WriteValue(index = 0) // sets SV -> bGlobalLock to TRUE
qlue( index = 3, size = x, data) // fails

WriteValue( index = 5, size = x, data) // fails

TPM_Startup(ST_Clear) // clears lock
WriteValue( index = 3, size = x, data) // successful
WriteValue( index = 5, size = x, data) // successful
End of informative comment
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29.2 Use of NV storage during manufacturing
Start of informative comment

The TPM needs the ability to write values to the NV store during manufacturing. It is possible that
the values written at this time would require authorization during normal TPM use. The actual
enforcement of these authorizations during manufacturing would cause numerous problems for the
manufacturer.

The TPM will not enforce the NV authorization restrictions until the execution of a

TEAM AN oL Q shla Ll o | £ TOOMA AN/ INICNEN/ | AL/
I IVI_INV_ DCTTITICOPAUT WILTT UTC TIAalriulc Ul TTIVI__INV _ TINUL/A_ LUUTN.

=]

he 'D' bit indicates an NV index defined (typically) during manufacturing and then locked. While
vLocked is FALSE, indices with the 'D' set can be defined, deleted, or redefined as‘desired. Once
vLocked is set TRUE, the 'D' bit indices are locked. They cannot be defined, deleted or redefined.

o Bl |

vLocked has the lifetime of the endorsement key.

=

End of informative comment

1. The TPM MUST NOT enforce the NV authorizations (auth values, PCR etc.) priof to the
execution of TPM_NV_DefineSpace with an index of TPM_NV_INDEX LOCK

a. While the TPM is not enforcing NV authorizations, ,the/TPM SHALL allow thel use of
TPM_NV_DefineSpace in any operational state (disabled, deactivated)
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30. Delegation Model

Start of informative comment

The TPM Owner is an entity with a single “super user” privilege to control TPM operation. Thus if
any aspect of a TPM requires management, the TPM Owner must perform that task himself or
reveal his privilege information to another entity. This other entity thereby obtains the privilege to
operate all TPM controls, not just those intended by the Owner. Therefore the Owner often must
have greater trust in the other entity than is strictly necessary to perform an arbitrary task.

This deglegation model addresses this issue by allowing delegation of individual TPM Owne
privileggs (the right to use individual Owner authorized TPM commands) to individual entities,whic
may be frusted processes.

-

Basic rdquirements:

Consurmer user does not need to enter or remember a TPM Owner password!\This is an easge
of use pnd security issue. Not remembering the password may lead to bad security practices
increasgd tech support calls and lost data.

-

Role bgsed administration and separation of duty. It should be possible)to delegate just enoug
Owner privileges to perform some administration task or carry out someduty, without delegating 4l
Owner privileges.

TPM should support multiple trusted processes. When a platform has the ability to load an
execute|l multiple trusted processes then the TPM should be abl€ to participate in the protection ¢f
secrets [and proper management of the processes and their.secrets. In fact, the TPM most likely
the roof] of storage for these values. The TPM should enable the proper management, protectio
and distribution of values held for the various trusted proeesses that reside on the same platform.

Trusted processes may require restrictions. A fundamental security tenet is the principle of least
privilege, that is, to limit process functionality to only the functions necessary to accomplish the task.
This de]egation model provides a building block that allows a system designer to create singl
purposg processes and then ensure thatithe process only has access to the functions that it
requireqy to complete the task.

Maintain the current authorization'structure and protocols. There is no desire to remove th
current TPM Owner and the protogols that authorize and manage the TPM Owner. The capabiliti
are a delegation of TPM Owner responsibilities. The delegation allows the TPM Owner to delega
some of all of the actions that,.a TPM Owner can perform. The TPM Owner has complete control
to when|and if the capability,delegation is in use.

End of {nformative comment

30.1 [Table Requirements

Start of{informative comment

No ocepn front property in table — We want the table to be virtually unlimited in size. While we
need some storage, we do not want to pick just one number and have that be the min and max. This
drives the need for the ability to save, off the TPM, delegation elements.

Revoking a delegation, does not affect other delegations — The TPM Owner may, at any time,
determine that a delegation is no longer appropriate. The TPM Owner needs to be able to
ensure the revocation of all delegations in the same family. The TPM Owner also wants to
ensure that revocation done in one family does not affect any other family of delegations.

Table seeded by OEM — The OEM should do the seeding of the table during manufacturing. This
allows the OEM to ship the platform and make it easy for the platform owner to startup the first time.
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The definition of manufacturing in this context includes any time prior to or including the time the
user first turns on the platform.

Table not tied to a TPM owner — The table is not tied to the existence of a TPM owner. This
facilitates the seeding of the table by the OEM.

External delegations need authorization and assurance of revocation — When a delegation is held
external to the TPM, the TPM must ensure authorization of the delegation when loading the
delegation. Upon revocation of a family or other family changes the TPM must ensure that
prior valid delegations are not successfully loaded.

0% case, no need for external store — The normal case should be that the platform>does not
eed to worry about having external delegations. This drives the need for some NV storage to hold
minimum number of table rows.

nd of informative comment

0.2 How this works
tart of informative comment

he existing TPM owner authorization model is that certain TPM commands require the
uthorization of the TPM Owner to operate. The authorization. value is the TPM Ownerg token.
sing the token to authorize the command is proof of TPM Ownership. There is only one token and
nowledge of this token allows all operations that require proof of TPM Ownership.

his extension allows the TPM Owner to create a new AuthData value and to delegate some of the
PM Ownership rights to the new AuthData value.

he use model of the delegation is to create an_authorization session (DSAP) using the d¢legated
uthData value instead of the TPM Owner token. This allows delegation to work without change to
ny current command.

he intent is to permit delegation of selected Owner privileges to selected entities, be they|local or
remote, separate from the current_software environment or integrated into the current goftware
nvironment. Thus Owner privileges: may be delegated to entities on other platforms, to| entities
(frusted processes) that are part of the normal software environment on the Owner’s platform, or to
minimalist software enviropment on the Owner’s platform (created by booting from a CDROM, or
pecial disk partition), for example.

rivleges may be delegated to a particular entity via definition of a particular procesg on the
wner’s platform (by.dictating PCR values), and/or by stipulating a particular AuthData value. The
resultant TPM_DELEGATE_OWNER _BLOB and any AuthData value must be passed by th¢ Owner
tp the chosen entity.

elegation te-an external entity (not on the Owner’s platform) probably requires an AuthData value
nd a NULL PCR selection. (But the AuthData value might be sealed to a desired set of PCRs in
that remote platform.)

elegation to a trusted process provided by the local OS requires a PCR that indicates th¢ trusted
OS has
no means to safely store the authorization token without sealing that token to the PCR that indicates
the trusted process. It is suggested that the value 0x111...111 be used.

Delegation to a specially booted entity requires either a PCR or an authorization token, and
preferably both, to recognize both the process and the fact that the Owner wishes that process to
execute.

The central delegation data structure is a set of tables. These tables indicate the command ordinals
delegated by the TPM Owner to a particular defined environment. The tables allow the distinction of
delegations belonging to different environments.
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The TPM is capable of storing internally a few table elements to enable the passing of the
delegation information from an entity that has no access to memory or storage of the defined
environment.

The number of delegations that the tables can hold is a dynamic number with the possibility of
adding or deleting entries at any time. As the total number is dynamic, and possibly large, the TPM
provides a mechanism to cache the delegations. The cache of a delegation must include integrity
and confidentiality. The term for the encrypted cached entity is blob. The blob contains a counter
(verificationCount) validated when the TPM loads the blob.

An Owrjer uses the counter mechanism to prevent the use of undesirable blobs; they increment
verificatjonCount inside the TPM and insert the current value of verificationCount into selected tabl
elements, including temporarily loaded blobs. (This is the reason why a TPM must still loadya’blo
that hag an incorrect verificationCount.) An Owner can verify the delegation state of his| platfor:
(immediately after updating verificationCount) by keeping copies of the elements that have just bee
given thr current value of verificationCount, signing those copies, and sending them to,a third party

Verificalion probably requires interaction with a third party because acceptable table profiles will
change |with time and the most important reason for verification is suspicion of the state of a TOS i
a platform. Such suspicion implies that the verification check must be done*by a trusted securi
monitor|(perhaps separate trusted software on another platform or separate trusted software o
CDROM, for example). The signature sent to the third party must include a freshness value, t
prevent|replay attacks, and the security monitor must verify that, alresponse from the third par
includeg that freshness value. In situations where the highest confidence is required, the third pa
could provide the response by an out-of-band mechanism, such' as an automated telephone servic
with spgken confirmation of acceptability of platform state andfreshness value.

[

—

A challenger can verify an entire family using a single transport session with logging, thg
increments the verification count, updates the verification count in selected blobs, reads the table
and obtdins a single transport session signature ovefiall of the blobs in a family.

[72)

If no Owner is installed, the delegation mechanisms are inoperative and third party verification of th
tables i impossible, but tables can still be administered and corrected. (See later for more details.)

To perform an operation using the delegation the entity establishes an authorization session an
uses the delegated AuthData value for/all HMAC calculations. The TPM validates the AuthDat
nd in the case of defined. environments checks the PCR values. If the validation i
ul, the TPM then validates)that the delegation allows the intended operation.

There can be at least two delegation rows stored in non-volatile storage inside a TPM, and thes
may be [changed using Owner privilege or delegated Owner privilege. Each delegation table row is
member of a family, and-there can be at least eight family rows stored in non-volatile storage insid
a TPM. |An entity belonging to one family can be delegated the privilege to create a new family an
edit the rows in itsi@wn family, but no other family.

In additfon to tying together delegations, the family concept and the family table also provides th
mechanjism.for-validation and revocation of exported delegate table rows, as well as the mechanis
for the glatform user to perform validation of all delegations in a family.

End of informative comment

30.3 Family Table
Start of informative comment
The family table has three main purposes.

1 - To provide for the grouping of rows in the TPM_DELEGATE_TABLE; entities identified in
delegate table rows as belonging to the same family can edit information in the other delegate table
rows with the same family ID. This allows a family to manage itself and provides an easier
mechanism during upgrades.
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2 - To provide the validation and revocation mechanism for exported TPM_DELEGATE_ROWS and
those stored on the TPM in the delegation table

3 - To provide the ability to perform validation of all delegations in a family

The family table must have eight rows, and may have more. The maximum number of rows is TPM
vendor-defined and is available using the TPM_GetCapability command.

As the family table has a limited number of rows, there is the possibility that this number could be
insufficient. However, the ability to create a virtual amount of rows, like done for the
TPM_DELEGATE TABLE would create the need to have all of the validation and revocation
mechanisms that the family table provides for the delegate table. This could become ayrecursive
rocess, so for this version of the specification, the recursion stops at the family table.

he family table contains four pieces of information: the family ID, the family Jabel, the family
erification count, and the family flags.

he family ID is a 32-bit value that provides a sequence number of the families’in use.

he family label is a one-byte field that family table manager software would use to help idgntify the
nformation associated with the family. Software must be able to map the‘-numeric value asgociated
ith each family to the ASCII-string family name displayable in the userinterface.

he family verification count is a 32-bit sequence number that identifies the last outside vefification
nd attestation of the family information.

nitialization of the family table occurs by using the TPM< Delegate Manage command with the
PM_FAMILY_CREATE option.

¢
T
v
1
1
i
W
1
3
I
1
The verificationCount parameter enables a TPM to eheck that all rows of a family in the delegate
table are approved (by an external verification process), even if rows have been stored off-TPM.
1
t
R
F
F
F
F
E

he family flags allow the use and administration-of the family table row, and its associated ¢lelegate
hble rows.

ow contents

amily ID — 32-bits

ow label — One byte

amily verification count — 32-bits

amily enable/disable use/admin flags — 32-bits
nd of informative comment

30.4 Delegate Table

tart of informative comment

rd

[ds)

he delegate table has three main purposes, from the point of view of the TPM. This table holds:

1
Thedist of ordinals allowable for use by the delegate
.

he idpn’ri’ry aof a process that can use the aordinal list
The AuthData value to use the ordinal list

The delegate table has a minimum of two (2) rows; the maximum number of rows is TPM vendor-
defined and is available using the TPM_GetCapability command. Each row represents a delegation
and, optionally, an assignment of that delegation to an identified trusted process.

The non-volatile delegate rows permit an entity to pass delegation rows to a software environment
without regard to shared memory between the entity and the software environment. The size of the
delegate table does not restrict the number of delegations because
TPM_Delegate CreateOwnerDelegation can create blobs for use in a DSAP session, bypassing the
delegate table.
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The TPM Owner controls the tables that control the delegations, but (recursively) the TPM Owner
can delegate the management of the tables to delegated entities. Entities belonging to a particular
group (family) of delegation processes may edit delegate table entries that belong to that family.

After creation of a delegation entry there is no restriction on the use of the delegation in a properly
authorized session. The TPM Owner has properly authorized the creation of the delegation so the
use of the delegation occurs whenever the delegate wishes to use it.

The rows of the delegate table held in non-volatile storage are only changeable under TPM Owner
authorization.

The delggate table contains six pieces of information: PCR information, the AuthData value for tht
delegated capabilities, the delegation label, the family ID, the verification count, and a profilecef-th
capabilifies that are delegated to the trusted process identified by the PCR information.

Row Elements

ASCII Igbel — Label that provides information regarding the row. This is not a sensitive-item.

Family ID — The family that the delegation belongs to; this is not a sensitive item:

Verificafion count — Specifies the version, or generation, of this row; version\validity information is i
the family table. This is not a sensitive value.

=)

Delegatked capabilities — The capabilities granted, by the TPM Owner, {0 the identified process. Thi
is not a pensitive item.

[2)

Authorization and Identity

The crdator of the delegation sets the AuthData value.and the PCR selection. The creator i
responsgjble for the protection and dissemination of the AuthData value. This is a sensitive value.

[2)

End of {nformative comment

1. The|TPM_DELEGATE_TABLE MUST have atleast two (2) rows; the maximum number of table
rowg is TPM-vendor defined and MUST~be reported in response to a TPM_GetCapability
command

2. Thel|AuthData value and the PCR selection must be set by the creator of the delegation

30.5 PDelegation Administration Control

Start of{informative comment

—

The delggate tables (both“family and delegation) present some control problems. The tables mus
be initiglized by the platform OEM, administered and controlled by the TPM Owner, and reset 0
changes of TPM Ownership. To provide this level of control there are three phases of administratio
with different functions available in the phases.

- D

—

The thrge phases’of table administration are; manufacturing (P1), no-owner (P2) and owner preser
(P3). These three phases allow different types of administration of the delegation tables.

Manufacturing (P1)

A more accurate definition of this phase is open, un-initialized and un-owned. It occurs after TPM
manufacturing and as a result of TPM_OwnerClear or TPM_ForceClear.

In P1 TPM_Delegate_Manage can initialize and manage non-volatile family rows in the TPM.
TPM_Delegate_LoadOwnerDelegation can load non-volatile delegation rows in the TPM.

Attacks that attempt to burnout the TPM’s NV storage are frustrated by the NV store’s own limits on
the number of writes when no Owner is installed.
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No-Owner (P2)

This phase occurs after the platform has been properly setup. The setup can occur in the platform
manufacturing flow, during the first boot of the platform or at any time when the platform owner
wants to lock the table settings down. There is no TPM Owner at this time.

TPM_Delegate_Manage locks both the family and delegation rows. This lock can be opened only by
the Owner (after the Owner has been installed, obviously) or by the act of removing the Owner
(even if no Owner is installed). Thus locked tables can be unlocked by asserting Physical Presence
and executing TPM_ForceClear, without having to install an Owner.

P2, the relevant TPM_Delegate_xxx commands all return the error TPM_DELEGATE (LOCKED.
his is not an issue as there is no TPM Owner to delegate commands, so the inability to;ehange the
tables or create delegations does not affect the use of the TPM.

wned (P3)

this phase, the TPM has a TPM Owner and the TPM Owner manages the’ table as th¢ Owner
ees fit. This phase continues until the removal of the TPM Owner.

oving from P2 to P3 is automatic upon establishment of a TPM.@wner. Removal of the TPM
wner automatically moves back to P1.

he TPM Owner always has the ability to administer any table, The TPM Owner may delegate the
bility to manipulate a single family or all families. Such delegations are operative only if delegations
re enabled.

nd of informative comment
. When DelegateAdminLock is TRUE the TPM MUST disallow any changes to the delegatfe tables
. With a TPM Owner installed, the TPM Owner.MUST authorize all delegate table changes$

0.5.1 Control in Phase 1

tart of informative comment

he TPM starts life in P1. The TRM has no owner and the tables are empty. It is desirabl¢ for the
EM to initialize the tables to ‘allow delegation to start immediately after the Owner defides to
nable delegation. As the setup may require changes and validation, a simple mechanism qf writing
tp the area once is not a valid option.

PM_Delegate_Manage and TPM_Delegate_LoadOwnerDelegation allow the OEM to fill tIe table,
read the public parts-of the table, perform reboots, reset the table and when finally satisfied as to the
ate of the platféerm, lock the table.

Alternativelyithé OEM can leave the tables NULL and turn off table administration leaving {he TPM
in an unloaded state waiting for the eventual TPM Owner to fill the tables, as they need.

Hlow te load tables

Default values of DelegateAdminLock are set either during manufacturing or are the fesult of
TPM—_OwnerCiear or T PM_ForceClear:.

TPM_Delegate_Manage verifies that DelegateAdminLock is FALSE and that there is no TPM
Owner. The command will therefore load or manipulate the family tables as specified in the
command.

TPM_Delegate_LoadOwnerDelegation verifies that DelegateAdminLock is FALSE and no TPM
owner is present. The command loads the delegate information specified in the command.

End of informative comment
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30.5.2 Control in Phase 2

Start of informative comment

In phase 2, no changes are possible to the delegate tables. The platform owner must install a TPM
Owner and then manage the tables, or use TPM_ForceClear to revert to phase 1.

End of informative comment

30.5.3 Control in Phase 3

Start of{informative comment

The THM_DELEGATE_TABLE requires commands that manage the table. These command
include filling the table, turning use of the table on or off, turning administration of the tableon or off,
and using the table.

The commands are:

TPM_De¢legate_Manage — Manages the family table on a row-by-row basis: creates a new family,
enablesfdisables use of a family table row and delegate table rows that shate the same family I0),
enables{disables administration of a family’s rows in both the family table~and the delegate table
and invglidates an existing family.

TPM_De¢legate_CreateOwnerDelegation increments the family verification count (if desired) an
delegates the Owner’s privilege to use a set of command ordinals; by creating a blob. Such blob
can be lised as input data for TPM_DSAP or TPM_Delegate <boadOwnerDelegation. Incrementin
the verffication count and creating a delegation must bexan atomic operation. Otherwise n
delegatipns are operative after incrementing the verificatiori.count.

CQ O O

TPM_Delegate_LoadOwnerDelegation loads a delegate blob into a non-volatile delegate tabl
row, ins|de the TPM.

TPM_De¢legate_ReadTable is used to read from the TPM the public contents of the family an
delegate tables that are stored on the TPM.

D

[N

TPM_Delegate_UpdateVerification sets.the verificationCount in an entity (a blob or a delegatio
row) to the current family value, in order that the delegations represented by that entity will continu
to be agcepted by the TPM.

TPM_Delegate_VerifyDelegation’ loads a delegate blob into the TPM, and returns success ¢
failure, gdepending on whether the blob is currently valid.

-

D

=

TPM_DBAP - opens a-deferred authorization session, using either an input blob (created b
TPM_Delegate_CreateOwnerDelegation) or a cached blob (loaded b
TPM_Delegate LoadOwnerDelegation into one of the TPM’s non-volatile delegation rows).

<K<

End of {nformative comment

30.6 [Family Verification
Start of informative comment

The platform user may wish to have confirmation that the delegations in use provide a coherent set
of delegations. This process would require some evaluation of the processes granted delegations.
To assist in this confirmation the TPM provides a mechanism to group all delegations of a family into
a signed blob. The signed blob allows the verification agent to look at the delegations, the
processes involved and make an assessment as the validity of the delegations. The third party then
sends back to the platform owner the results of the assessment.

To perform the creation of the signed blob the platform owner needs the ability to group all of the
delegations of a single family into a transport session. The platform owner also wants an assurance
that no management of the table is possible during the verification.
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This verification does not prove to a third party that the platform owner is not cheating. There is
nothing to prevent the platform owner from performing the validation and then adding an additional
delegation to the family.

Here is one example protocol that retrieves the information necessary to validate the rows belonging
to a particular family. Note that the local method of executing the protocol must prevent a man-in-
the-middle attack using the nonce supplied by the user.

The TPM Owner can increment the family verification count or use the current family verification
count. Using the current family verification count carries the risk that unexamined delegation blobs
ermit undesirable delegations. Using an incremented verification count eliminates that.rijsk. The
ntity gathering the verification data requires Owner authorization or access to a delegation that
rants access to transport session commands, plus other commands depending-on [whether
erificationCount is to be incremented. This delegation could be a trusted process'that can|use the
elegations because of its PCR measurements, a remote entity that can use the delggations
ecause the Owner has sent it a TPM_DELEGATE_OWNER BLOB and AuthData valug, or the
ost platform booted from a CDROM that can use the delegations because of its PCR
neasurements, and TPM_DELEGATE_OWNER _BLOB and AuthData ,value submitted| by the
Dwner, for example.

erification using the current verificationCount

he gathering entity requires access to a delegation that grants access to at least the ordinals to
erform a transport session, plus TPM_Delegate ReadTable ahd TPM_Delegate VerifyDelg¢gation.

he TPM Owner creates a transport session with the “hovother activity” attribute set. This |ensures
otification if other operations occur on the TPM during the validation process. (If other operations
0 occur, the validation processes may have been subverted.) All subsequent commands listed are
erformed using the transport session.

PM_Delegate ReadTable displays all publicivalues (including the permissions and PCR values) in
ne TPM.

PM_Delegate VerifyDelegation loads-each cached blob, with all public values (including the
ermissions and PCR values) in plaifytext.

fter verifying all blobs, TPM_ReleaseTransportSigned signs the list of transactions.

he gathering entity sendssthe log of the transport session plus any supporting informatign to the
alidation entity, which evaluates the signed transport session log and informs the platform ¢wner of
ne result of the evaluation. This could be an out-of-band process.

erification using antincremented verificationCount

= < St L > D 2] O T T s MDD OO0 <O 0T

he gathering €ntity requires Owner authorization or access to a delegation that grants accg¢ss to at
past the ordinals to perform a transport session, plus TPM_Delegate CreateOwnerDelegation,
PM_Delegate_ReadTable, and TPM_Delegate_UpdateVerification.

he TPM Owner creates a transport session with the “no other activity” attribute set.

= ] =

ToD increment the count the TPM Owner (or a delegate) must use
TPM_Delegate_CreateOwnerDelegation with increment == TRUE. That blob permits creation of
new delegations or approval of existing tables and blobs. That delegation must set the PCRs of the
desired (local) process and the desired AuthData value of the process. As noted previously,
AuthData values should be a fixed value if the gathering entity is a trusted process that is part of the
normal software environment.

If new delegations are to be created, TPM_Delegate CreateOwnerDelegation must be used with
increment == FALSE.

If existing blobs and delegation rows are to be reapproved, TPM_Delegate UpdateVerification must
be used to install the new value of verificationCount into those existing blobs and non-volatile rows.
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This exposes the blobs’ public information (including the permissions and PCR values) in plain text
to the transport session.

TPM_Delegate ReadTable then exposes all public values (including the permissions and PCR
values) of tables to the transport session.

Again, after verifying all blobs, TPM_ReleaseTransportSigned signs the list of transactions.

End of informative comment

30.7 Use of commands for different states of TPM

Start of{informative comment

Use the|ordinal table to determine when the various commands are available for use

End of {nformative comment

30.8 PDelegation Authorization Values
Start oflinformative comment

This segtion describes why, when a PCR selection is set, the AuthData value may be a fixed valug,
and, when the PCR selection is null, the delegation creator must select an’AuthData value.

—

A PCR yalue is an indication of a particular (software) environment in'the local platform. Either thg
PCR value indicates a trusted process or not. If the trusted process is to execute automatically,
there is|no point in allocating a meaningful AuthData value. (The only way the trusted process could
store the AuthData value is to seal it to the process’s PCR values, but the delegation mechanism is
already [checking the process’s PCR values.) If execution of the trusted process is dependent upon
the wishes of another entity (such as the Owner), the~AuthData value should be a meaningfil
(private) value known only to the TPM, the Owner,.and that other entity. Otherwise the AuthData
value should be a fixed, well known, value.

If the dglegation is to be controlled from a remote platform, these simple delegation mechanism|
provide [no means for the platform to verify.the PCRs of that remote platform, and hence access t
the delegation must be based solely upon-knowledge of the AuthData value.

O &

End of {nformative comment

30.8.1| Using the authorization value

Start of{informative comment

To use |a delegation the),TPM will enforce any PCR selection on use. The use definition is an
command that uses,the delegation authorization value to take the place of the TPM Owne
authorization.

PCR Selectiondefined

In this ¢aseé, the delegation has a PCR selection structure defined. Each time the TPM uses the
delegatipn-authorization value instead of the TPM Owner value the TPM would validate that the
current PCR settings match the settings held in the delegation structure. The PCR selection
includes the definition of localities and checks of locality occur with the checking of the PCR values.
The TPM enforces use of the correct authorization value, which may or may not be a meaningful
(private) value.

PCR selection NULL

In this case, the delegation has no PCR selection structure defined. The TPM does not enforce any
particular environment before using the authorization value. Mere knowledge of the value is
sufficient.

= <

End of informative comment
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30.9 DSAP description

Start of informative comment

The DSAP opens a deferred auth session, using either a TPM_DELEGATE_BLOB as input
parameter or a reference to the TPM_DELEGATE_TABLE_ROW, stored inside the TPM. The
DSAP command creates an ephemeral secret to authenticate a session. The purpose of this section
is to illustrate the delegation of user keys or TPM Owner authorization by creating and using a
DSAP session without regard to a specific command.

legation
drocess. Assume that a restricted usage entity should only be allowed to execute a subset or a
gingle functions denoted as TPM_Example, within the specific use model ofya’key (e.g. dllow the
Usage of a TPM_IDENTITY_KEY only for Certifying Keys, but no other funetion). This usg model
oints to the selection of the DSAP as the authorization protocol to execute the TPM_kExample
ommand.

s

Q

To perform this scenario the delegation creation entity must know the AuthData for [the key
(key.usageAuth). It then has to initiate the delegation by creating-a TPM_DELEGATE_KEY_ BLOB
via the TPM_Delegate CreateKeyDelegation command. Asca* next step the delegation |creation
gntity has to pass the TPM_DELEGATE_KEY_BLOB and the delegation AuthData
('PM_DELEGATE_SENSITIVE.authValue) to the restricted usage entity. The specificatign offers
the TPM_DelTable ReadAuth mechanism to perfortn this function. Other mechanisms [may be
ysed.
1
.
F
Q
fi

he restricted usage entity can now start an TPM_DSAP session by using the
PM_DELEGATE_KEY_BLOB as input.

or the TPM_Example command, the inAuth parameter provides the authorization to exefute the
ommand. The following table shows thie. commands executed, the parameters created and|the wire
prmats of all of the information.

dinParamDigest> is the result (of "the following calculation: SHA1(ordinal, inArgOne, inArgTwo).
qoutParamDigest> is the result-of the following calculation: SHA1(returnCode, ordinal, outArgOne).
inAuthSetupParams refers~to the following parameters, in this order: authLastNoniceEven,
ronceOdd, continueAuthSession. OutAuthSetupParams refers to the following parameterg, in this
drder: nonceEven, nenceOdd, continueAuthSession.

Ih addition to the two even nonces generated by the TPM (authLastNonceEven and nongeEven)
that are used foryTPM_OIAP, there is a third, labeled nonceEvenOSAP that is used to gengrate the
ghared secret. For every even nonce, there is also an odd nonce generated by the system.
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