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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance-are
depcribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the
different types of document should be noted. This document was drafted in accordance withrthe editofial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may. be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any orall 'such patent rights.
Details of any patent rights identified during the development of the document'will'be in the Introductjon
anf/or on the ISO list of patent declarations received (see www.iso.org/patents):

Anly trade name used in this document is information given for the cenvénience of users and does hot
cofstitute an endorsement.

For an explanation on the meaning of ISO specific terms)and expressions related to confornity
asgessment, as well as information about ISO's adherence to the WTO principles in the Technical
riers to Trade (TBT), see the following URL: Foreword *-8Supplementary information.

ISQ/IEC 11889-1 was prepared by the Trusted Computing Group (TCG) and was adopted, under the
PAS procedure, by Joint Technical Committee ISOAEC JTC 1, Information technology, in parallel with|its
approval by national bodies of ISO and IEC.

Thjs second edition cancels and replaces the first edition (ISO/IEC 11889-1:2009), which has bgen
teghnically revised.

ISQ/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
Plgtform Module Library:

— Rart 1: Architecture
—Rart 2: Structures
—PRart 3: Commands

—Rart 4, Supporting routines
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Introduction

Collectively the four parts of ISO/IEC 11889 specify the architecture, data structures, command interface
and behavior of a Trusted Platform Module (TPM). A properly constructed platform that incorporates a
TPM meeting the requirements may enable establishing trust in platform scenarios involving security and
privacy.

TPMs require hardware protections to provide three roots of trust: storage, measurement, and reporting.
Basing TPM roots of trust in hardware is an improvement over software based solutions whose
protections are vulnerable to malicious software. The architecture defines a TPM that is a passive
component that receives commands and returns responses. The commands defined have meticulous
d:Fcriptions and perform primitive actions on data confidential to the TPM. Typical implementations

integrate a TPM in the context of a platform like a laptop or a mobile device. By sending commands.io p
TRAM and processing the responses, security benefits accrue for the platform as a whole. Properly:
copstructed platforms with a TPM can provide hardware based roots of trust for storage, measurément
ang/or reporting.

The root of trust for storage consists primarily of creating, managing and protecting ‘eryptographic keys
anfl other data values. Artifacts protected by or associated with encryption-keys, like passworfs,
ceftificates or other credentials, can be used for authentication and manyJother security scenarips.
Cryptographic keys can be created with restrictions on their use or management.

EXAMPLE 1 Cryptographic keys can be created that require a password tp be-used, have a single purpose (¢.9g.
signing), or cannot be exported elsewhere.

Separate from cryptographic key management, the root of trust fon storage also allows data values to|be
stqred in a TPM so they are protected from unauthorized madification or can only be changed in defined
walys.

EXAMPLE 2 A data value protected by the TPM might be~defined so it can be incremented but not decrementef.

Typical use cases can include storing security>policy information that can only be updated by |an
authorized entity or incrementing a value to keep, track of failed password entry attempts.

The root of trust for measurement is intended:to reflect what software is running on a platform in a trusted
wady. This root consists of the TPM~and other components of a platform that start a chain| of
megasurements. Before software runs; its measurement is calculated and stored in the TPM by sending a
cojmmand. Later software can add more measurements, but cannot erase its own measurement that was
regorded before it started running:\ If the measurement process unconditionally starts when a platform is
povered on, the TPM ends up ‘*holding an accurate measurement of all the software running on the
system from each power-on._Across power cycles, the same software running on a platform results in the
same measurements being ‘present in the TPM. Combining the root of trust for measurement with the
rogt of trust for storage;it is possible to create keys or store data using the TPM that only software with
specific measurements can use. The result is specific software on a platform can maintain its own kelys,
copfidential data-or.security policy information that is not accessible and not able to be tampered with|by
other softwaresthat may run on the platform.

The root of trust for reporting helps entities external to a platform establish trust in platform software
megasuréments or cryptographic keys by proving the values exist in a TPM. TPMs have Endorsemgnt
Kelys-that are essentially unique identities for a TPM. Through commands the TPM provides, i is
po Esible ta prove I(Q\JIQ existina TPMwith a Qpnr‘ifir‘ Endorsement Key Fcfnhliqhing that a |(P\JI exists in a
TPM permits services external to the TPM to trust a key is protected by a TPM’s root of trust for storage.
Also, if a key is known to be in a TPM, and the key is used to sign measurements of software, evidence of
what software is running on a platform can be shared with an external entity in a trusted way. This
enhances privacy protections as the need to share the TPM’'s Endorsement Key identity directly with a
remote verifier can be avoided, resulting in a platform that can anonymously prove to a remote verifier
what software is running.

Not all privacy and security use cases enabled by this International Standard are relevant for all
platforms. For this reason, this International Standard is defined as a generic library of commands,
cryptographic algorithms and capabilities for which a subset can be used to meet the needs of a specific
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platform or implementation, with the flexibility to meet diverse and even contradictory global requirement
sets. To address the needs of platform types, market segments, regulations, assurance criteria,
certification programs, etc., the structure allows complimentary materials to be developed by interested
parties constraining the generic library to address specific requirement sets. To promote product
interoperability, implementers are encouraged to consult existing specifications augmenting this
International Standard with domain specific considerations for specific applications and platform types. A
platform specific context is able to articulate scenarios, functionality, relevant security and privacy goals,
implementation considerations and methods of assurance. Because of the generic nature of this
International Standard, certification programs are likely to be based on additional specifications that
further define platform specific implementations and security characteristics. Having a single TPM library
thgt implementations across different platforms types can use to add security and privacy benefits lowgrs
complexity and permits reuse of software and security analysis across the trusted computing ecosystem.

EXAMPLE 3 Opt-in versus secure by default are examples of contradictory requirements for TPM ‘provisioning
that are both supported by this International Standard.

This International Standard is useful for a variety of audiences. Two key audiences are TIPM
implementers and adopters. Clauses 6 and 7 in this part of ISO/IEC 11889 are_useful to orientate
aufliences to the organization of the four parts and how they are used to build a complignt
implementation. Implementers will need to use all four parts to build a.&gmpliant implementatipn.
Adopters can benefit from the architectural concepts in this part of ISOAEC 11889 when develop|ng
sce¢narios and incorporating a TPM into a platform design. ISO/IEC 11889-2 and ISO/IEC 11889-3 are
bepeficial for adopters to understand the syntax and semantics of using<individual TPM commands.

Implementers and adopters of this International Standard need to carefully assess the appropriatenesg of
coptrollability, security and privacy capabilities and algorithms implemented for satisfying their goals. | In
asgessing algorithms, implementers and adopters should, diligently evaluate available informatipn.
Solutions involving cryptography are dependent on the solution architecture and on the properties| of
cnyptographic algorithms supported. Over time, cryptographic algorithms can develop deficiencies [for
reasons like advances in cryptographic techniques or.increased computing power. Solutions that supgort
a diversity of algorithms can remain durable when subsets of supported algorithms wane in usefulnegs.
Therefore, implementers intent on providing robustSolutions are responsible for evaluating both algorithm
appropriateness and diversity.

The International Organization for Standardization (ISO) and International Electrotechnical Commissjon
(IHC) draw attention to the fact that it4s.claimed that compliance with this document may involve the Use
of A patent.

ISO and IEC take no position Concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licenges
either free of charge or-under reasonable and non-discriminatory terms and conditions with applicapts
thrpughout the world=In this respect, the statement of the holder of this patent right is registered with 150
anf IEC. Information may be obtained from:

Fujitsu Limited
1

|, Kamikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microsoft Corporation

One Microsoft Way, Redmond, WA 98052

Enterasys Networks, Inc

50 Minuteman Road, US-Andover, MA 01810

XVi © ISO/IEC 2015 — All rights reserved



https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

Lenovo

1009 Think Place, US-Morrisville, NC 27560-8496

Advanced Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735

Hewlett-Packard Company

P.

Box 10490, US-Palo Alto, CA 94303-0969

In]

An

fineon Technologies AG - Neubiberg

n Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menlo Park, CA

10

Network Circle, UMPK10-146, US-Menlo Park, CA 94025

IB
Ng

M Corporation

rth Castle Drive, US-Armonk, N.Y. 10504

In

fel Corporation

5200 Elam Young Parkway, US-Hillsboro, OR 97123

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO andZIEC shall not be held responsible for identifyjng
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patentS-iec.ch) maintain on-line databases of patents relevant
to ftheir standards. Users are encouraged to~consult the databases for the most up to date informatjon
cohcerning patents.
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Information technology — Trusted Platform Module Library —

Part 1: Architecture

1

Scope

E)

This part of ISO/IEC 11889 defines the architectural elements of the Trusted Platform Module (TPM), a
device which enables trust in computing platforms in general. Some TPM concepts are explained
adequately in the context of the TPM itself. Other TPM concepts are explained in the context of how a

T
co
Hg

Th
thr]
im
gu

THM requirements in this part of ISO/IEC 11889 are general, covering concépts like integrity protecti

isa
IS
thd

sp

Mhetps estaptisTtrostima computing piatformT, —Whenmdescribinmg ow a TPV helps estabtistrtrost T
mputing platform, this part of ISO/IEC 11889 provides some guidance for platform requirenten
wever, the scope of ISO/IEC 11889 is limited to TPM requirements.

s part of ISO/IEC 11889 illustrates TPM security and privacy techniques in the context of a platfg

blemented by a TPM. The scope of ISO/IEC 11889 does not include cryptographic analysis
dance about the applicability of different algorithms for specific uses cases.

lation and confidentially. Defining a specific strength of function or assurance level is out of scope
D/IEC 11889. This approach limits the guarantees provided by ISO/IEC 11889 itself, but it does all
TPM architectural elements defined to be adapted to meet diverse implementation and platfg
beific needs.

1a

pugh the use of cryptography. It includes definitions of how different cryptographic{téchniques are
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

e |ISO/IEC 9797-2, Information technology -- Security techniques -- Message Authentication Codes
(MACSs) -- Part 2: Mechanisms using a dedicated hash-function

e | ISO/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2: Structures
o [ ISO/IEC 11889-3, Information technology — Trusted Platform Module Library — Part 3: Commands

e | ISO/IEC 11889-4, Information technology — Trusted Platform Module Library — Part4: Supporting
routines

e | TCG Algorithm Registry, available at
<http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry>
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Terms and definitions

r the purposes of this document, the following terms and definitions apply.

3.1

an

cestor

E)

<object loaded in a Trusted Platform Module> Storage Key that needs to have been loaded prior

to

oading an object

3.9
au

ocC

No

3.3
a

di

C

¢

3.4
bo

au

forn the authorization session

3.5
ca

da

No

3.6

bit

3.7

co

digcrete_Frusted Platform Module function that is exposed externally and recognizable by

Tr

CYEAR

fhValue
et string containing a value that is used for access authorization

e 1to entry: The value is used as a password or to derive a key for an Hash Message “Authentication C
calculation.

thPolicy

est value produced by an execution of policy commands and used for access authorization

und
thValue of the Object is not included in the Hash>Message Authentication Code authorizati

nonical form
ta structure in the format used for.transport to and from the Trusted Platform Module

e 1to entry: See clause 3.25.

with a value of zero)(0), or the action of causing a bit to have a value of zero (0)

mmand

de

Platform Module to indicate the operation to be performed

Istéd ‘Platform Module’s command processor as well as the values sent to the Trustled

3.8

Cco

nu

©

mmandCode

meric identifier of the operation to be performed by a Trusted Platform Module
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3.9
context

collection of data that provides qualifying information about a data object to differentiate it from

others of the same type or to differentiate one version of a data object from another

3.10
cpHash

hash of the command code, Object names, and parameters of a command

3.11
degcendant

<Ytorage Key> Object whose loading is conditional on the Storage Key having been previou

logded

3.12
digest

result of a hash operation

3.13
duplicate

allpwing a Protected Object created by a Trusted Platfoim Module to be used on a different

Trysted Platform Module

3.14
EQDH

Diffie-Hellman secure secret sharing process using elliptic curve operations

3.15
Eplhemeral Key

kel created as part of a protocol that is not used again after the protocol is complete

3.16
ElptyAuth

Empty Buffer used-as an authorization value

3.17
Empty Buffer

sized”array with no data, indicated by a size field of zero followed by an array containing
elgments

3.18
Empty Point

Elliptic curve cryptography point with Empty Buffers for both the x and y coordinates
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3.19
Empty Policy

Empty Buffer used when a policy value is required

Note 1 to entry: As a policyValue, an Empty Buffer will satisfy no policy

(E)

Note 2 to entry: No policy can be satisfied by an Empty Policy because an Empty Policy has zero length but a

policyDigest is the size of a hash digest and a digest is never zero length.

20

3.26
Erjdorsement Authorization

Authorization using either endorsementAuth or endorsementPolicy

3.21
Extend
Extended

opgration that replaces the current value of a digest with the hash of< buffer constructed
cohcatenating new data to the current value of the digest

Note 1 to entry: See clause 11.4.7
Nofe 2 to entry: The new data concatenated is normally a digest.

3.32
External Object

by

ORject that can be loaded into a Trusted Platform{Module without being a member of a specffic

higrarchy

3.43
Fajlure mode

mq@de in which the Trusted Platform Module returns TPM_RC_FAILURE in response to
commands except TPM2_GetTestResult() or TPM2_GetCapability()

3.44
import

operation that allowsDa Protected Object not created by a Trusted Platform Module to
ingorporated into_a-hierarchy of the Trusted Platform Module

3.5
internal form

dafa structure using a layout that is specific to an implementation that might or might not be
same’as the canonical form

all

[Ihe

3.26
Lockout Authorization

authorization using either lockoutAuth or lockoutPolicy
3.27

non-volatile

data that is retained even when power is removed
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3.28
NULL

<pointer> context-sensitive value that is a system-defined value indicating that the pointer does

no

t reference data

3.29
NULL

<structure identified by an algorithm identifier> TPM_ALG_NULL value indicating that no

ad

HH [ Py H &
nuTtar udia 15 I ot

3.30
NULL Password
NULL Auth

au
is

h fixed sequence of 9 octets of 40 00 00 09 00 00 00 00 0045

3.31
NULL Signature

Si

It

nature with the TPM_ALG_NULL signature scheme that contains no data

3.32
NULL-terminated

se

3.33

uence of non-zero values followed by a value containing zero

NULL Ticket

tic
an

Ket structure with tag set to a value that.s correct for the context, hierarchy is TPM_RH_NU
d digest is an Empty Buffer

3.34

ke
of

Ohject

y or data that has a public portion and, optionally, a sensitive portion and which is a memfi
a hierarchy

3.35

ocC

fet

a group ofeight adjacent bits

No

e 14o entry:  On most modern computers, this is the smallest addressable unit of data.

fhorization where the authorization value is the Empty Buffer resulting in anrauthorization that

L,

er

[S

URCE: [S0O/IEEE 110/5-30500:2004(en), 5.1.20]

3.36
orderly shutdown

when the Trusted Platform Module has completed TPM2_Shutdown() before power to the
Trusted Platform Module is removed or _TPM_Init is asserted
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3.37
ordinary key

key produced with a seed taken from the Trusted Platform Module random number generator

3.38
Owner Authorization

authorization using either ownerAuth or ownerPolicy

3.3
Pd

on

3.4
PQ
hal

3.4
PQ
c

c
alg

o O

3.4
PQ
di

!

3.4
Pe

Tr
No
3.4

Pel
Tr

3.4

9
R

e or more platform configuration registers each containing a digest

0
R.alg

5h algorithm associated with a specific platform configuration register

1
R bank

lection of platform configuration registers identified by a $iash algorithm, with each platfg
nfiguration register in the bank containing a digest computed using the bank identifier's hg
orithm

2
R.digest

est value associated with a specific platform,configuration register

3
rmanent Entity

Isted Platform Module resource'with an architecturally defined handle that does not change

e 1to entry: The value of a Pérmanent Entity can change

4
Isistent Object

5

Pl

tferm Authorization

E)

rm
sh

isted Platfopm Module resource created by a Protected Capability that persists in Trusted
Platform Module memory across power cycles and Trusted Platform Module resets

au

thorization using either platormAuUth or plattormpPolicy

3.46

po

licyDigest

digest uniquely representing an ordered set of policy commands and operands used to determine
if a policy authorizing an action has been satisfied
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3.47

po

licySession—cpHash

policy session context value that, if not the Empty Buffer, is the cpHash value that the authorized
command needs to have for the authorization to be valid

3.48
platform firmware

code added to the platform by its manufacturer that is needed for booting and proper platform

op

No

3.4

n
Tatiur]

e 1to entry: Commonly, but not exclusively, referred to as BIOS or UEFI or SMM code

9

Primary Key

ke

3.5

y derived from a Primary Seed that is associated with the hierarchy of the Primary Seed

0

Primary Object

Pr
fro

3.5
pri

en

3.9

mary Key or a data blob with a sensitive area that is encrypted using a symmetric key deriy
m the public area of the object and a Primary Seed

1
vate area

crypted and integrity protected blob that contains.the sensitive area of an object

2

Primary Seed

larn
Pr

3.5
Pr

op
to

3.9
Pr

(@]
Md

mary Objects are derived

3
ptected Capability

pration performed by the Trusted Platform Module on data in a Shielded Location in respon
A command sent to-the Trusted Platform Module

4
ptected Qhject

ject with~'an encrypted sensitive portion, the sensitive portion of which the Trusted Platfo
dule will only decrypt when it is in a Shielded Location

ge random value contained within ‘@-Trusted Platform Module from which Primary Keys and

rm

3.55
Random Access Memory
RAM

memory that can be accessed in any order and which has no endurance limitations
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.56

reset interval

E)

period between two successive Trusted Platform Module Resets and the interval during which
the resetCount is not changed

3

.57

response

values returned by the Trusted Platform Module when it completes processing of a command

3

Rgsume PCR

P

Rgsume sequence

3

Rdgot of Trust

co

b

N

3.
rpHash

h

3.
Sejaled Data Object

nerypted, user-defined, data blob(that is associated with a hierarchy and loaded using
THM2_Load() or TPM2_CreatePrifmary()

e

3.

S

c
p

3
S

transient’data structure used to hold hash state that has a handle and can be context swapped

N

3
S

.98

l[atform configuration register with a value that is preserved over a Trusted Platferm Mod

.89

e|detected

ofe 1 to entry: The complete set of Roots of Trust has at least the minimum+set of functions to enable a descripf
of the platform characteristics that affect the trustworthiness of the platform.

q0
ash of the response code and the parameters of‘a response

g1

g2
ehsitive area

ohtains the confidential or secret parts of an object that need to be encrypted and integi
roptected when notiin'a Shielded Location on a Trusted Platform Module

.63
efjuence Object

e

mponent that needs to always behave in the expected manner because its misbehavior canfot

ion

ity

ote—1-to nr\fr\ll' See clause 30

.64
ession

transient Trusted Platform Module structure that maintains the state associated with a sequence

(o]

f authorizations or an audit digest
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3.65
SET

bit with a value of one (1), or the action of causing a bit to have a value of one (1)

3.66
Shielded Location

location on a Trusted Platform Module that contains data that is shielded from access by any
entity other than the Trusted Platform Module and which can be operated on only by a Protected
Capabitity

3.47
Shiutdown(CLEAR)

abpreviated form of the command TPM2_Shutdown() with the startupType parameter set|to
THM_SU_CLEAR

3.648
Shiutdown(STATE)

abpreviated form of the command TPM2_Shutdown() with the startupType parameter set|to
THAM_SU_STATE

3.69
sizeof(x)

opgrator that returns the number of octets in the operand 'x'
3.10
Startup(CLEAR)

abpreviated form of the command TRM2_Startup() with the startupType parameter set|to
THM_SU_CLEAR

311
Startup(STATE)

abpreviated form of thé command TPM2_Startup with the startupType parameter set |to
THM_SU_STATE

3.12

Stoprage Key

kel that can have descendant keys
3.13

Telporarn Obicect
\San=s o3

ChHrpoTrary INA A

object that become unusable after a Trusted Platform Module Reset and that cannot be
converted into a Persistent Object

3.74
temporary resource

data object created during the execution of a command that does not persist in TPM memory
after the command completes
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3.75
TPM_GENERATED_VALUE

32-bit number FF 54 43 47, used to tag structures that are generated by a Trusted Platform
Module

3.76
TPM Reset

resetting of all Trusted Platform Module internal state to default values due to Startup(CLEAR)

E)

3.7

THM Resource Manager

TR

SO
ne
Md

3.9

St
Tr

TFLM Restart

7

M

tware executing on a system with a Trusted Platform Module that ensures thatthe resourg
cessary to execute Trusted Platform Module commands are present in the Trusted Platfo
dule

8

rtup(CLEAR) that initializes all platform configuration registers but preserves most otl
Isted Platform Module state from the previous Shutdown(STATE)

3.7

THAM Resume

9

es
'm

er

Startup(STATE) that initializes some platform configuration registers but preserves most Trusted

Pl

3.9
trg

ob
m{

Ma@dule memory when the Trusted Platform Module is initialized (TPM2_Startup())

tform Module state from the previous Shutdown(STATE)

0
nsient resource

ect or session that can be explicitly loaded and unloaded from Trusted Platform Mod
mory by the Trusted Platform Medule Resource Manager and is cleared from Trusted Platfo

e

3.41

Truisted Platform Module

TAM

implementation-0f AISO/IEC 11889

3.42

usgr-installable software

anly‘software that can be installed on a platform other than platform firmware
3.83

volatile data

data that is lost when power is removed

3.84

Zero Digest

non-zero-length digest with all octets set to zero

©

ISO/IEC 2015 — All rights reserved
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4 Symbols and Abbreviated Terms

4.1 Symbols

For the purposes of this document, the following symbol definitions apply unless the text is in the
Courier font.

Al B concatenation of B to A

[X] the length of x in bits

[x] the smallest integer not less than x

[xJ the largest integer not greater than x
A = assignment of the results of the expression on the right (B) to the parametet-on the left
A=B equivalence (A is the same as B)

{A} an optional element
A D B bitwise exclusive OR of elements

A&B logical AND of elements

A|B the logical OR of elements
(A | B} selection of elements
(A : B} an inclusive range of elements between A and\B

<A, B, ...> an ordered list of elements (a tuple)

0...0 a context-sensitive number of octets of zero
F() denotes a function F
F(p==x) denotes a function or TPM comimand F with parameter p set to value x
H() denotes the hash function
[nP multiplication of point P-by the integer value n
A*B multiplication of twe.integer values A and B
A—B denotes a reférence to element B within structure A

A mod B A modulus-B

Tekt in the Cour ien font indicates code written according to the C language standard.
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For the purposes of ISO/IEC 11889, the following abbreviations apply.

Abbreviation

Description

_TPM_ Prefix for an indication passed from the system interface of the
TPM to a Protected Capability defined in ISO/IEC 11889

AK Attestation Key

BIOS Basic Tnput/Output System

CA Certificate Authority

CFB Cipher Feedback mode

CPU Central Processing Unit

CRTM Core Root of Trust for Measurement

CTR Counter mode

D-RTM dynamic RTM

DA dictionary attack

DoS Denial of Service

DRBG Deterministic Random Bit Generator

DSA Digital Signature Algorithm

EA Enhanced Authorization

EAL evaluated assurance leyel

ECC Elliptic Curve Cryptogtaphy

ECDAA ECC-based Direct'/Anonymous Attestation

ECDH Elliptic Curve Diffie-Hellman

EK Endorsement Key

EPS Endorsement Primary Seed

FIPS Federal Information Processing Standard

FUM Field Upgrade mode

GPIO General Purpose I/0

HMAC Hash Message Authentication Code

I/O Input/Output

Y4 Initialization Vector

KDF key derivation function

LPC Low Pin Count

LSb Least Significant bit

LSO Least Significant Octet

MSb Most Significant bit

MSO Most Significant Octet

NIST National Institute of Standards and Technology

NP new parent

© ISO/IEC 2015 — All rights reserved
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Abbreviation Description
NV non-volatile
NVRAM Non-Volatile Random Access Memory
OAEP Optimal Asymmetric Encryption Padding
OEM Original Equipment Manufacturer
OIAP Object-Independent Authorization Protocol
[@]1p)] Ohject Identifier in ASN 1 format
OSAP Object-Specific Authorization Protocol
PCR platform configuration register(s)
POST Power on Self-Test
PP Physical Presence
PPS Platform Primary Seed
PRF pseudo-random function
PRNG pseudo-random number generator
PSS Probabilistic Signature Scheme
ON Qualified Name
RNG random number generator
RSA Rivest, Shamir and Adleman
RTM Root of Trust for Measurerent
RTR Root of Trust for Repartirig
RTS Root of Trust for Storage
S-RTM static RTM
SHA Secure Hash Algorithm
SMM Systen~Management mode
SPS Storage Primary Seed
SRK Storage Root Key
TBB trusted building block
TCB trusted computing base
TCG Trusted Computing Group
TPM Trusted Platform Module
TPM2_ Prefix for a command defined in ISO/IEC 11889
TSS TCG Software Stack
UEFI Unified Extensible Firmware Interface
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Conventions

5.1 Bit and Octet Numbering and Order

An integer value is considered to be an array of one or more octets. The octet at offset zero within the
array is the most significant octet (MSO) of the integer. Bit number O of that integer is its least significant

bit

EX

and the is the least significant bit in the last octet in the array.

number 31. Bit zero of this 32-bit integer is the least significant bit in the octet at offset [3\in
array.

NQTE 1 Array indexing is zero-based.

AMPLE A 32-bit integer is an array of four octets; the MSO is at offset [0], and the most significant bitig| bit

the

NQTE 2 This definition does not match the “network bit order” used in many IETF docuntents, such as RFC

Th

4034. In those documents, the most significant bit of a datum has the lowest bit number. |
conventional practice to send that bit first when using a serial network-protocol, and the bits
numbered in the order in which they are sent. ISO/IEC 11889 numbers bits_according to the powe

for bit numbering in hardware registers that hold integer values rather'than fixed-point numbers.

b first listed member of a structure is at the lowest offset within the structure and the last listed mem

is @t the highest offset within the structure.

Fo

wn

I a character string (letters delimited by “), the first character of'the string contains the MSO.

5.1 Sized Buffer References

IS
fie

Th
str
11
fol

d followed by an array of octets equal in numbétito the value in the size field.

e structure will have an identifying name. When ISO/IEC 11889 references the size field of
Licture, the structure name is followedy “.size” (a period followed by the word “size”). When I1SO/I
B89 references the octet array of(the’ structure, the structure name is followed by “.buffer” (a per
owed by the word “buffer”).

is
are
of

two to which they correspond within a datum. This numbering corresponds to the normal convention

per

D/IEC 11889 makes extensive use of a data structure called a sized buffer. A sized buffer has a sjze

he
=C
od

© ISO/IEC 2015 — All rights reserved
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5.3 Numbers

Nu

mbers are decimal unless a different radix is indicated.

Unless the number appears in a table intended to be machine readable, the radix is a subscript following
the digits of the number. Only radix values of 2 and 16 are used in ISO/IEC 11889.

Ra

dix 16 (hexadecimal) numbers have a space separator between groups of two hexadecimal digits.

EXAMPLE 1 40 FF 12 3446

R4

EX

Fo
EX
EX

EX

A
for|

EX

5.4

Sp
lah
ex
in

dix 2 (binary) numbers use a space separator between groups of four binary digits.

AMPLE 2 0100 1110 0001,

AMPLE 3 20,6 is a hexadecimal number that contains exactly 8 bits and has a decimal value of 32.
AMPLE 4 10 0000, is a binary number that contains exactly 6 bits and has a de¢imal value of 32.

AMPLE 5 0 2046 is a hexadecimal number that contains exactly 12 bits and-has a decimal value of 32.

mat, the number of digits is not always indicative of the number-ef-bits in the representation.

AMPLE 6 0x20 is a hexadecimal number with a value of 82, and the number of bits is determined by
context.

] KDF Label Parameters

ecific strings representing octets of data are, 'used normatively in this International Standard as
el parameter for key derivation functions« ‘The octets are represented as quoted ASCII characters &
haustively listed in Table 1 with their length and values to disambiguate them from regular words us
Juotes.

Table 1 — KDF Label Parameters

I numbers using a binary radix, the number of digits indicates the number of bits in the reépresentation.

nhumber in a machine-readable table may use the “Ox” prefix to ‘denote a base 16 number. In this

the

he
nd
ed

16

Sequence

Label size Octet data
“ATH” 4 41 54 48 0046
“CEBY 4 43 46 42 0016
‘BDUPLICATE" 10 44 55 50 4C 49 43 41 54 45 0015
“IDENTITY” 9 49 44 45 4E 54 49 54 59 0015
“INTEGRITY” 10 49 4E 54 45 47 52 49 54 59 0016
“OBFUSCATE” 10 4F 42 46 55 53 43 41 54 45 0016
“SECRET" 7 53 45 43 52 45 54 0016
“STORAGE” 8 53 54 4F 52 41 47 45 0016
“XOR” 4 58 4F 52 0016
NOTE gge clause 11.4.9.3 for justification for the terminating octet of

16-
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6 ISO/IEC 11889 Organization

ISO/IEC 11889 defines the Trusted Platform Module (TPM), a device that enables trust in computing
platforms in general. It is broken into parts to make the role of each part clear. All parts are required in
order to constitute a complete standard.

For a complete definition of all requirements necessary to build a TPM, the designer will need to use the
appropriate platform-specific specification to understand all of the requirements for a TPM in a specific
application or make appropriate choices as an implementer.

Thpse wishing to create a TPM need to be aware that ISO/IEC 11889 does not provide a complete
pigture of the options and commands necessary to implement a TPM. To implement a TPM the designer
negds to refer to the relevant platform-specific specification to understand the options and/ settings
required for a TPM in a specific type of platform or make appropriate choices as an implementer.

EXAMPLE The number of platform configuration registers and their attributes are not definedyin ISO/IEC 118J89.
Those values would be specified by a platform specific specification or alternatively determined| by
an implementer.

ISQ/IEC 11889 contains four parts, as follows:
Part 1. Architecture

Thjs part of ISO/IEC 11889 contains a narrative description of the_properties, functions, and methods df a
THAM. Unless otherwise noted, this narrative description is jnformative. This part of ISO/IEC 11889
coptains descriptions of some of the data manipulation routines that are used by ISO/IEC 11889. The
nofmative behavior for these routines is in C code in ISOAEC 11889-3 and ISO/IEC 11889-4. Algorithms
anfl processes specified in this part of ISO/IEC 11889 may be made normative by reference from ISO/IEC
11B89-2, ISO/IEC 11889-3 or ISO/IEC 11889-4.

Part 2: Structures

ISQ/IEC 11889-2 contains a normative description of the constants, data types, structures, and unions|for
thg TPM interface. Unless otherwise nated: (1) all tables and C code in ISO/IEC 11889-2 are normatiye,
anfl (2) normative content in ISO/IEC(11889-2 takes precedence over any other part of ISO/IEC 11889

Part 3: Commands

ISQ/IEC 11889-3 containss, (1) a normative description of commands, (2) tables describing the commgnd
anfl response formatsgand (3) C code that illustrates the actions performed by a TPM. Within ISO/IEC
11B89-3, command@nd response tables have the highest precedence, followed by the C code, followed
by(the narrative déseription of the command. ISO/IEC 11889-3 is subordinate to ISO/IEC 11889-2.

A TPM need™not be implemented using the C code in ISO/IEC 11889-3. However, any implementatjon
shpuld provide equivalent or, in most cases, identical results as observed at the TPM interface|or
demonstrated through evaluation.

Part 47 Supporting routines

ISO/IEC 11889-4 presents C code that describes the algorithms and methods used by the command
code in ISO/IEC 11889-3. The code in ISO/IEC 11889-4 augments ISO/IEC 11889-2 and ISO/IEC 11889-
3 to provide a complete description of a TPM, including the supporting framework for the code that
performs the command actions.

Any ISO/IEC 11889-4 code may be replaced by code that provides similar results when interfacing to the
action code in ISO/IEC 11889-3. The behavior of ISO/IEC 11889-4 code not included in an annex is
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normative, as observed at the interfaces with ISO/IEC 11889-3 code. Code in an annex is provided for
completeness, that is, to allow a full implementation of ISO/IEC 11889.

NOTE ISO/IEC 11889 does not provide code for lower-level cryptographic algorithms and use of external
libraries is required for a complete implementation.

Extensive modification of the code provided in ISO/IEC 11889-4 annexes is expected for any TPM
implementation. Modifications are required in order to interface the TPM code with actual TPM hardware
rather than the simulation framework provided. In addition, modifications of the code in ISO/IEC 11889-4
annexes would be necessary in order to meet the needs of applicable evaluation regimes.

18 © ISO/IEC 2015 — All rights reserved
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Compliance

E)

Unless the ISO/IEC 11889-3 general description of a command indicates that the command is mandatory,
a compliant TPM need not implement the command. However, if implemented, the command is required
to have the behavior defined in ISO/IEC 11889- 3. A platform-specific specification will indicate the
commands from ISO/IEC 11889 that are required to be implemented in order to be compliant with that
platform-specific specification.

The code in ISO/IEC 11889 is the reference implementation that describes required TPM behavior as

ob
im
iS ¢

Ev
SO
an
int
11

NO

Th
by
pe
res
res

Ca
ca
a
im
T
ret

EX
EX
EX

NO

served from the TPM Interface. The C-code may be reorganized or rewritten In any desi
blementation language and remain compatible with ISO/IEC 11889 as long as the observable béhay
pguivalent.

en though the code in the reference implementation has undergone extensive testing(it’is likely t
me errors exist and one or more of those errors could lead to a TPM failure or expleoit) Regardless
y other statement about normative behavior, one should not assume that a TPM exploit or failure is
pnded behavior. It is not necessary to reproduce such a behavior in order to be-compliant with 1ISO/I
B89.

TE 1 Please report bugs in the reference code to the TCG (admin@trustedcomputinggroup.org) so t
the reference code may be brought into compliance with ISO/IEC 11889.

P response codes in ISO/IEC 11889 are normative. An implementation performing a check prescril
ISO/IEC 11889 is required to return the indicated error if the check fails. The order in which checks
formed is not normative. This means that a command, with multiple errors could return differ

ponse code used to indicate the specific failure.

be, the same error would not occur in the samecsituation. However, these differences should not cat
ifferent response code to be returned when“the nature of the error is the same as in the referer
lementation. ISO/IEC 11889-4 containssmajor subsystems that may change for each instance o
M. When the subsystem is rewritten,;an equivalent interface should be provided, and the err
urned are required to match thoseof the reference implementation.

AMPLE 1 An example wherena TPM implementation might not return the same error as the refere
implementation(7is,"one with more memory which might be able to satisfy a request where
reference implementation would have returned an error.

AMPLE 2 Examplestef TPM capacities are the amount of nonvolatile storage space, the number of keys t
maybessimultaneously loaded, the number of PCR, the number of PCR banks supported, etc.

AMPLE 3 The/ NV subsystem of the reference implementation is not representative of the act
implementation of most physical NV implementations but is a crude analog.

TE 2 A constraint on the design of the TPM was the process of compliance-testing of different T
implementations. If a TPM implementation has modularity similar to the reference implementati
then TPM tests that assume a modular design will be able to produce reliable test results on e

ed
ior

hat

of
an
EC

hat

ed
hre
bnt

ponse codes on different TPMs. However, the response.code returned is required to be the normatjve

pacities and algorithms of a TPM implementation\may vary from the reference implementation; in this

se
ce
f a
DI's

hce
the

hat

ual

PM
on,
hch

TPM implementation.

The reference implementation uses static and stack-based allocation of resources and does not do
allocations on a heap. However, a TPM implementation may use heap-based memory management in
which case some error conditions and codes will differ. These differences are limited, and the allowed
response codes and error conditions are defined in 39.3.
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TPM compatible with ISO/IEC 11889 need not be compatible with ISO/IEC 11889 (first edition).
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Changes from Previous Versions

is version of ISO/IEC 11889 introduces these additional features to the TPM family:

Definition of an interface that allows variability of underlying cryptographic algorithms — ISO/IEC
11889 (first edition) is constrained by its data structures to using RSA and SHA1. The ISO/IEC 11889
structure and interface defines support for a wide range of hash and asymmetric algorithms along
with limited support for use of various block, symmetric ciphers. Of particular note is the addition of

support for the elliptic curve (ECC) family of asymmetric algorithms.

Unification of authorization methods — ISO/IEC 11889 (first edition) has different schemeés

framework for using authorization capabilities so they may be combined in unique ways o, prov
more flexibility.

Expansion of authorization methods — ISO/IEC 11889 allows authorization with cledi-text passwo
and Hash Message Authentication Code (HMAC). It also allows construction of an.arbitrarily comp
authorization policy for an object using multiple authorization qualifiers.

Dedicated BIOS support — ISO/IEC 11889 adds a Storage hierarchy contrélied by platform firmwg
letting the OEM benefit from the cryptographic capabilities of the TPM\ regardless of the supp
provided to the OS.

Simplified control model — ISO/IEC 11889 needs no special previsioning process to be useful
applications. Although objects on which the TPM operates may have limitations, all commands
available all the time. This lets application developers rely)on TPM capabilities being availal
whenever a TPM is present.

D/IEC 11889 defines the operations a TPM performs and the structures used for communicat
ween the TPM and the host system. It does:riot define an electrical interface to the TPM, nor doe
bcify which subset of ISO/IEC 11889 commands and resources are required for a specific platfo
ase refer to platform-specific specifications-for this information.

authorize the use, delegated use, and migration of objects. ISO/IEC 11889 provides a~uhifgrm

hre
ble

on
5 it
m.
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9 Trusted Platforms

9.1 Trust

In the context of Trusted Computing Group (TCG) specifications, “trust” is meant to convey an
expectation of behavior. However, predictable behavior does not necessarily constitute behavior that is
worthy of trust.

EXAMPLE We expect that a bank will behave like a bank, and we expect that a thief will behave like a thief.

In order to determine the expected behavior of a platform, it is necessary to determine its identity. ap it
relptes to the platform behavior. Physically different platforms may have identical behavior. Ifjthey are
copstructed of components (hardware and software) that have identical behavior, thenstheir trpst
properties should be the same.

The TCG defines schemes for establishing trust in a platform that are based on identifying its hardware
anfl software components. The Trusted Platform Module (TPM) provides methads for collecting gnd
reporting these identities. A TPM used in a computer system reports on the hardware and software in a
way that allows determination of expected behavior and, from that expectation, éstablishment of trust.

9.2 Trust Concepts

9.4.1 Trusted Building Block

A frusted building block (TBB) is a component or collection.'of components required to instantiate a Rpot
of |Trust. Typically platform-specific, a TBB is part .of<a Root of Trust that does not have Shielded
Logations.

EXAMPLE One example of a TBB is the combination of the CRTM, the connection between CRTM storage &nd
a motherboard, the path between~-CRTM storage and the CPU, the connection between the TPM &nd
a motherboard, and the path between the CPU and the TPM. This combination comprises the Rfoot
of Trust for Reporting (RTR).

A TBB is a component that is expected to behave in a way that does not compromise the goals of trusted
pldtforms.

9.4.2 Trusted Computing Base

A frusted computing-base (TCB) is the collection of system resources (hardware and software) that is
regponsible for maintaining the security policy of the system. An important attribute of a TCB is that it|be
able to prevent itself from being compromised by any hardware or software that is not part of the TCB.

The TPMsdissnot the trusted computing base of a system. Rather, a TPM is a component that allows|an
independent entity to determine if the TCB has been compromised. In some uses, the TPM can hp
prevent the system from starting if the TCB cannot be properly instantiated.

8
o

9.2.3 Trust Boundaries

The combination of TBB and Roots of Trust form a trust boundary, within which measurement, storage,
and reporting may be accomplished for a minimal configuration. In systems that are more complex, it may
be necessary for the CRTM to establish trust in other code, by making measurements of that other code
and recording the measurement in a PCR. If the CRTM transfers control to that other code regardless of
the measurement, then the trust boundary is expanded. If the CRTM will not run that code unless its
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measurement is the expected value, the trust boundary remains the same because the measured code is

an

expected extension of the CRTM.

9.2.4 Transitive Trust

Transitive trust is a process whereby the Roots of Trust establish the trustworthiness of an executable
function, and trust in that function is then used to establish the trustworthiness of the next executable
function.

Tr@nsiive tTrust may be accompllslied erner By: ((8) Rnowmg fhat a function enforces a trust pollcy befor
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bws a subsequent function to take control of the TCB, or (2) using measurements of subsequ
ctions so that an independent evaluation may establish the trust. The TPM may support eitherof the
thods.

5 Trust Authority

entity that created the TBB. For typical systems, this is the platform manufacturer. In other words,
nufacturer is the authority on what constitutes a valid TBB, and its reputation is what allows someg
rust a given TBB.

the system transitions to code outside the CRTM, the transitive trust chain is maintained

asurement of that code. If execution of that code is conditional on its measurement, then the autho
that code remains unchanged. That is, if the platform manufacturer's CRTM does not run code outs
CRTM unless that code has a specific measured valuejthen the platform manufacturer remains
5t authority regardless of who provided that code.

Mmodern architectures, where firmware and software components come from many different suppliers
bften not feasible for platform manufacturers.to;know the signers of all code that runs on a platfo
erefore, they may not remain the authority on-platform state for very long. The measurements record

o different methods allow evaluation of the trust authority for a platform.

Code is measured (hashed),.and its value is recorded in the RTS. If the code is run regardless of
measurement, then the authority for the trust is the digest of the code reported by the RTR. That
the measurements speak for themselves, and the verifier needs either to have knowledge of
measurements that ‘constitute trustworthy code or knowledge of the measurements that indica
malicious or vulnerable code.

Code is signed so that the identity of the authority for the code is known. If this identity is recorded
the RTS, thelevaluation can be changed. Instead of being based on knowing the digest of the code
can be_based on identities of the signers of the code.

causectrusted sources of code may sometimes produce code with security vulnerabilities, support
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oeation is often required. To allow revocation of specific code modules, it is often necessary to us

hybrid solution where both authorities and details are recorded. ThiS SImplifies the process of determining
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ether a module from a specific vendor has been revoked.
TE If the code is measured (hashed) and not signed, it is harder to know if a specific measurement is
valid unless there is a centralized database of all known digests of revoked code. When the identity
of the authority is known, one can contact the vendor to determine if it has revoked code with a
given hash.
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9.3 Trusted Platform Module

A TPM is a system component that has state that is separate from the system on which it reports (the
host system). The only interaction between the TPM and the host system is through the interface defined
in ISO/IEC 11889.

TPMs are implemented on physical resources, either directly or indirectly. A TPM may be constructed
using physical resources that are permanently and exclusively dedicated to the TPM, and/or using
physical resources that are temporarily assigned to the TPM. All of a TPM'’s physical resources may be
located within the same Inhycir‘al hnunrlary or different phyQir‘aI resolrces may be within different

physical boundaries.

Some TPMs are implemented as single-chip components that are attached to systems (typically, a RC)
using a low-performance interface. The TPM component has a processor, RAM, ROM,“and Flash
magmory. The only interaction with the TPM is through the LPC. The host system cannatdirectly charjge
thg values in TPM memory other than through the I/O buffer that is part of the interface.

EXAMPLE An example of low performance interface is the Low Pin Count or LPC.

Anpther reasonable implementation of a TPM is to have the code run on/the'host processor while the
prgcessor is in a special execution mode. For these TPMs, parts of systen memory are partitioned|by
hafdware so that the memory used by the TPM is not accessible by the host processor unless it is in this
special mode. Further, when the host processor switches modes, it always begins execution at spedific
enfry points. This version of a TPM would have many of the‘same attributes as the stand-algne
component in that the only way for the host to cause the TPM to modify its internal state is with well-
defined interfaces. There are several different schemes fer achieving this mode switching includjng
Sygtem Management Mode, Trust Zone™, and processor virtualization.

Deffinition of the interaction between the host and the- TPM is the primary objective of ISO/IEC 11889.
Prescribed commands instruct the TPM to perferm prescribed actions on data held with the TPM] A
primary purpose of these commands is to allow~determination of the trust state of a platform. The ability of
a TPM to accomplish its objective depends ef_the proper implementation of Roots of Trust.

9.4 Roots of Trust

9.4.1 Introduction

TAG-defined methods relyyon Roots of Trust. These are system elements that must be trusted because
migbehavior is not detectable. The set of roots required by the TCG provides the minimum functionality
negessary to describe)characteristics that affect a platform’s trustworthiness.

While it is notypossible to determine if a Root of Trust is behaving properly, it is possible to know hpw
rogts are implemented. Manufacturers can provide assurances that the root has been implemented in a
way thatrenders it trustworthy.

EXAMPLE A certificate may identify the manufacturer and evaluated assurance level (EAL) of a TPM.

A certification can provide confidence in the Roots of Trust implemented in the TPM. In addition, a
certificate from a platform manufacturer may provide assurance that the TPM was properly installed on a
machine that is compliant with TCG specifications so that the Root of Trust provided by the platform may
be trusted. See 9.5.2 for more information on certification.

The TCG requires three Roots of Trust in a trusted platform:

e Root of Trust for Measurement (RTM),
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Root of Trust for Storage (RTS), and
Root of Trust for Reporting (RTR).

Trust in the Roots of Trust can be achieved through a variety of means including technical evaluation by
competent experts.

9.4.2 Root of Trust for Measurement (RTM)

Th

e RTM sends in’rpgrify-rplp\/nnf information (mpncnrpmpnrq) tothe RTS Tylnir‘nIIy, the RTM is the C
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htrolled by the Core Root of Trust for Measurement (CRTM). The CRTM is the first set of instructig
pcuted when a new chain of trust is established. When a system is reset, the CPU begins executing

TM. The CRTM then sends values that indicate its identity to the RTS. This establishes the start
nt for a chain of trust. See 9.5.5 for a more detailed description of integrity measurement.

3 Root of Trust for Storage (RTS)

e TPM memory is shielded from access by any entity other than the TPM.Beeause the TPM can
Sted to prevent inappropriate access to its memory, the TPM can act as an RTS.

me of the information in TPM memory locations is not sensitive and the’ TPM does not protect it fr
closure. Other information is sensitive and the TPM does not allowyaccess to the information with
per authority.

AMPLE 1 An example of non-sensitive data is the current centents of a platform configuration register (P
containing a digest.

AMPLE 2 An example of sensitive data in a Shielded\lreeation is the private part of an asymmetric key.

metimes, the TPM uses the contents of one Shielded Location to gate access to another Shielg
Cation.

AMPLE 3 Access to (use of) a private key for signing might be conditioned on PCR having specific values.
4 Root of Trust for Reporting (RTR)

}.4.1 Description

e RTR reports on thescontents of the RTS. An RTR report is typically a digitally signed digest of
htents of selectedivalues within a TPM.

TE Not all Shielded Locations are directly accessible.

AMPLE-LY The values of the private part of keys and authorizations are in Shielded Locations
ich the”TPM will not report.The values on which the RTR reports typically are
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CVidUllbU Uf =} pidtfullll CUI |fi9watiun iII PCR,
audit logs, and

key properties.

EXAMPLE 2 An example of a command providing evidence of platform configuration is TPM2_Quote().
EXAMPLE 3 An example of a command providing audit logs is TPM2_GetCommandAuditDlgest ().
EXAMPLE 4 An example of a command providing key properties TPM2_Certify().
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The interaction between the RTR and RTS is critical. The design and implementation of this interaction
should mitigate tampering that would prevent accurate reporting by the RTR. An instantiation of the RTS
and RTR will

e Dbe resistant to all forms of software attack and to the forms of physical attack implied by the TPM’s
Protection Profile, and

e supply an accurate digest of all sequences of presented integrity metrics.

9442 Idpn'ri'ry of the RTR

The TPM contains cryptographically verifiable identities for the RTR. The identity is in the~form| of
asymmetric aliases (Endorsement Keys or EKs) derived from a common seed. Each seed value and|its
aligses should be statistically unique to a TPM. That is, the probability of two TPMs having the 'same EK
shpuld be insignificant. (See clause 14 for more information about primary seeds.)

The seed may be used to generate multiple asymmetric keys, all of which would represent the same TiPM
anf RTR.

9.4.4.3 RTR Binding to a Platform

The TPM reports on the state of the platform by quoting the PCR values. For assurance that these PCR
values accurately reflect that state, it is necessary to establish.the binding between the RTR and the
pldtform. A Platform Certificate can provide proof of this binding./The Platform Certificate is assurarce
from the certifying authority of the physical binding between the platform (the RTM) and the RTR.

9.4.4.4 Platform Identity and Privacy Considerations

The uniqueness of an EK and its cryptographic. verifiability raises the issue of whether direct use of that
idgntity could result in aggregation of activity-\logs. Analysis of the aggregated activity could revgal
pefsonal information that a user of a platform would not otherwise approve for distribution to the
agpregators.

To| counter undesired aggregation, “TCG encourages the use of domain-specific signing keys gnd
regtrictions on the use of an EK.The Privacy Administrator controls use of an EK, including the procesg of
birlding another key to the EK(

NQITE Privacy Administrator's control of the EK differs from Owner control of the RTS providing separation
of the seeurity and identity uses of the TPM.

Unlless the EK is‘certified by a trusted entity, its trust and privacy properties are no different from any

other asymmetri€ key that can be generated by pure software methods. Therefore, by itself, the pulblic
poftion of the EK is not privacy sensitive.

9.1 Basic Trusted Platform Features

95.1 Introduction

At a minimum, a trusted platform provides the three Roots of Trust described previously. All three roots
use certification and attestation to provide evidence of the accuracy of information. A trusted platform will
also offer Protected Locations (see 9.5.4) for the keys and data objects entrusted to it. Finally, a trusted
platform may provide integrity measurement to ensure the trustworthiness of a platform by logging
changes to platform state; this is done by recording logged entries in PCR for later validation as being
correct and unaltered. These basic TPM concepts are now described in detail.
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9.5.2 Certification

The nominal method of establishing trust in a key is with a certificate indicating that the processes used
for of creating and protecting the key meets necessary security criteria. A certificate may be provided by
shipping the TPM with an embedded key (that is, an Endorsement Key) along with a Certificate of
Authenticity for the EK. The EK and its certificate may be used to associate credentials (certificates) with
other TPM keys; this process is specified in 9.5.3.3. When a certified key has attributes that let it sign
TPM-created data, it may attest to the TPM-resident record of platform characteristics that affect the
integrity (trustworthiness) of a platform.

NO

9.5

9.1

Trusted platforms employ a hierarchy of attestations:

1)

2)

3)

4)

TE The EK does not have to be installed when the TPM is shipped. At the factory, an EK could

3 Attestation and Authentication

generated from the Endorsement Seed and a Certificate of Authenticity created for that EK. The
does not have to be permanently installed in the TPM. When the TPM is in possession 0
customer, the customer could, at their discretion, have the TPM use the Endorsement Seed
recreate the EK for which they have a Certificate of Authenticity.

.3.1 Types of Attestation

An external entity attests to a TPM in order to vouch that the TPM is genuine and complies W
ISO/IEC 11889. This attestation takes the form of an asymmefric key embedded in a genuine TH
plus a credential that vouches for the public key of that pair.

NOTE 1 A credential that is used to vouch for the{'embedded asymmetric key is commonly called
"Endorsement Certificate."

An external entity attests to a platform in order.teivouch that the platform contains a Root-of-Trust-f
Measurement, a genuine TPM, plus a trusted“path between the RTM and the TPM. This attestat
takes the form of a credential that vouchgs for information including the public key of the asymme
key pair in the TPM.

NOTE 2 A credential used to voeuch for the platform is commonly called a "Platform Certificate."

An external entity called an.“Attestation CA” attests to an asymmetric key pair in a TPM in orde
vouch that a key is protected by an unidentified but genuine TPM, and has particular properties. T|
attestation takes the formyof a credential that vouches for information including the public key of
key pair. An Attestation CA typically relies upon attestations of type 1 and 2 in order to prodd
attestation of type\3:

NOTE 3 The credential created by the CA is commonly called an "Attestation Key Certificate."

A trusted platform attests to an asymmetric key pair in order to vouch that a key pair is protected b
genuine but unidentified TPM and has particular properties. This attestation takes the form o
signature signed by the platform’s TPM over information that describes the key pair, using
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attestation-key protected by the TPM. plus attestation of type 3 that vouches for that attestation-key.

5)
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NOTE 4 This type of attestation is done using TPM2_Certify().

A trusted platform attests to a measurement in order to vouch that a particular software/firmware state
exists in a platform. This attestation takes the form of a signature over a software/firmware

measurement in a PCR using an attestation-key protected by the TPM, plus attestation of type 3 o
for that attestation-key.

NOTE 5 This is type of attestation is commonly called a "quote" and is done with TPM2_Quote().
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6) An external entity attests to a software/firmware measurement in order to vouch for particular
software/firmware. This attestation takes the form of a credential that vouches for information
including the value of a measurement and the state it represents.

NOTE 6 This is commonly called "third-party certification."

Attestation of types 3 and 4 entail the use of a key to sign the contents of Shielded Locations. An
Attestation Key (AK) is a particular type of signing key that has a restriction on its use, in order to prevent
forgery (the signing of external data that has the same format as genuine attestation data). The restriction
is that an AK may be used only to sign a digest that the TPM has created. If an AK is known to be
prgtected by a TPM (by virtue of attestation of type 3 or 4), it may be relied on to report accurately |on
Shielded Location content, and not sign externally provided data that appears to be valid apd~THM-
prgduced but is not.

Platform Attestation

measurements software

Attestation Key
(certified by
Attestation CA)

platform

TPM

R

Figure 1 — Attestation Hierarchy
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9.5.3.2 Attestation Keys

When the TPM creates a message to sign from internal TPM state, a special value
(TPM_GENERATED_VALUE) is used as the message header. A TPM-generated message always
begins with this value.

EXAMPLE 1 TPM2_Quote() is an example of a command where TPM creates a message to sign from internal
TPM state.

When the TPM digests an externally provided message, it checks the first few octets of the message to
enfure that they do not have the same value as TPM_GENERATED_VALUE. When the digesi is
copmplete, the TPM produces a ticket that indicates the message did not start -with
TAM_GENERATED_VALUE. When an AK is used to sign the digest, the caller provides the ticketso that
thg TPM can determine that the message used to create the digest was not a possible forgery of TiPM
attestation data.

—

NOITE The digest in the ticket must match the digest being Ipresented to [he
AK for signing.

EXAMPLE 2 If an attacker produced a message block that was identical to a TPM-generated quote, that message
block would start with TPM_GENERATED_VALUE to indicate that-it\is a proper TPM quote. Wihen
the TPM performs a digest of this block, it notes that the.first octets are the same |as
TPM_GENERATED_VALUE. It will not generate the ticket indiCating that the message is safd to
sign, so an AK cannot be used to sign this digest. Similarly, an entity checking an attestation made
by an AK can check that the message signed begins with"\TPM_GENERATED_VALUE in ordef to
verify the message is indeed a TPM-generated quote.

Values signed by an AK may be assured to reflect TPM state, but AKs may also be used for gengral
signing purposes.

An[ AK does not have much value to a remote challenger if the AK cannot be associated with the platfgrm
that it represents. This association is made using th&identity certification process.

9.%.3.3 Attestation Key Identity Certification

Any TPM user that can create a key-on~a TPM can create a restricted-use signing key. The key cregtor
mgy then ask a third party to provide ‘a’certificate for it. The third party may request that the caller prov|de
some evidence that the key being\eertified is a TPM-resident key.

EXAMPLE 1 An example (ofy an entity that might provide a certificate for a key is an attestation Certificate
Authority (CA).

Evjdence of TPM reSidency may be provided using a previously generated certificate for another key|on
thg same TPM. AA EK or Platform Certificate may provide this evidence.

NQTE 1 There is no requirement that certificates come only from a attestation CA. The method descrilped
above is an example of a scheme that could be used when privacy is required.

If a certified key may sign, it may be used to certify that some other object is resident on the same THM.
This_allows the new AK to he linked to_a certified l(py A _CA may use the certification from the TPM to

produce a traditional certificate for the new key.

If the certified key is a decryption key and may not sign, then an alternative method is used to allow the
new key or data object to be reliably certified. For this alternative certification, the identity of the Object to
be certified and a certificate for the decryption key are provided to the CA. From the certificate, the CA
determines the public key for the decryption key. The CA then produces a conditional certificate for the
Object to be certified.

EXAMPLE 2 An EK is an example of a decryption key that may not sign.
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The certificate is made conditional by performing some operation on the credential to produce a value
that is required to be known before the credential can be used. This process produces a credential
qualifier that is given to the TPM containing both the certified decryption key and the key to be certified.

EXAMPLE 3 Symmetrically encrypting a credential is an example of an operation to make its use conditional.

NOTE 2 A common credential qualifier would be a symmetric key that was used to encrypt the credential.
Another option for the credential qualifier would be for it to be all or a portion of the signature of the
certificate. Other options are possible.

The—ctedential—aualifier—is—protected—using—methods—that are—dependent-on—the-tvneof the certified
| L g g o4

defryption key. The general method is specified in clause 24. Additional methods appropriate toVRFA
keys are specified in A.9.4 and additional methods appropriate to ECC key are in B.5.4. The pretectjon
prgcess produces an encrypted blob, an HMAC over the blob, and a secret value that can-only |be
regovered by the certified decryption key.

THM2_ActivateCredential() is used to access the credential qualifier. The TPM recoversithe secret vajue
anfl uses it to generate the keys necessary to decrypt and validate the HMAC and encrypted blob. If the
cregdential qualifier is recovered successfully, and the key being certified by the credential is loaded on the
TRM, then the contents of the credential qualifier are returned to the caller. Theymay then use that vajue
to pomplete the key certification.

NQTE 3 The protection process used for credential qualifiers is almost identical to the process used for key
import. In order to make sure that there is no misuse of the encrypted structures, an applicatipn-
specific value is used in the key recovery process. In.the case of a credential qualifier, the Igbel
“IDENTITY” is used in the KDF that generates the keys,(symmetric and HMAC) from the seed value.
(See clause 5.4 for the definition of the label.)

TRAM2_ActivateCredential() associates a credential with any object. The choice of attributes for an Objpct
to pe certified is at the discretion of the CA. Becauseraunique identifier for the Object is included in the
integrity hash, the TPM enforces the credential’s accessibility only if the Object matches the criteria set|by
thg CA as expressed in the object identifier.

9.3.4 Protected Location

W:[:en the sensitive portion of an objegt is not held in a Shielded Location on the TPM, it is encryptgd.
When encrypted, but not on the TPM, it is not protected from deletion, but it is protected from disclostre
of [ts sensitive portions. Whereveriit is stored, it is in a Protected Location.

Oljects in long-term protected storage need to be loaded into the TPM for use. The application that
crgated the objects manages their movement from long-term storage to the TPM.

=

Since a TPM haS_limited memory, it may be unable to hold all objects required by all applicatigns
simultaneously. The TPM supports swapping of object contexts by a TPM Resource Manager (TRM)[so
that the TPM\can service these multiple applications. The object contexts are encrypted before bejng
returned to-the TRM by the TPM. If the object is needed later, the TRM can reload the context into the
TPAM ptoviding a cache-like behavior.

Encryption of Protected Locations uses multiple seeds and Keys that never leave the TPM. One of these
is the Context Key. It is a symmetric key used to encrypt data when it is temporarily swapped out of the
TPM so that a different working set of objects may be loaded. Other sensitive values that never leave the
TPM are the Primary Seeds. These seeds are the root of the storage hierarchies that protect objects that
are retained by applications. A Primary Seed is a random number used to generate protection keys for
other objects; these objects may be Storage Keys that contain protection keys that are then used to
protect still more objects.

Primary Seeds may be changed, and when they are changed, the objects they protected will no longer be
usable.
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EXAMPLE The Storage Primary Seed (SPS) creates the Storage hierarchy for owner-related data, and t

seed changes when the owner changes.

9.5.5 Integrity Measurement and Reporting

hat

The Core Root of Trust for Measurement (CRTM) is the starting point of measurement. This process
makes the initial measurements of the platform that are Extended into PCR in the TPM. For
measurements to be meaningful, the executing code needs to control the environment in which it is
running, so that the values recorded in the TPM are representative of the initial trust state of the platform.
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hower-on reset creates an environment in which the platform is in a known initial state, with the(m
U running code from some well-defined initial location. Since that code has exclusive control of
tform at that time, it may make measurements of the platform from firmware. From these ini
asurements, a chain of trust may be established. Because this chain of trust is created once when
tform is reset, no change of the initial trust state is possible, so it is called a static RTM(S*RTM).

alternative method of initializing the platform is available on some processor architectures. It lets
U act as the CRTM and apply protections to portions of memory it measures.(This process lets a n

5 method is called dynamic RTM (D-RTM). Both S-RTM and D-RTM may take a system in an unkno,
te and return it to a known state. The D-RTM has the advantage of-not requiring the system to
ooted.

integrity measurement is a value that represents a possible €hange in the trust state of the platfo
e measured object may be anything of meaning but is often

a data value,
the hash of code or data, or

an indication of the signer of some code or data.

e RTM (usually, code running on the CRU) makes these measurements and records them in R
ng Extend. The Extend process (see17.2) allows the TPM to accumulate an indefinite number
asurements in a relatively small amgount of memory.

e digest of an arbitrary set eflintegrity measurements is statistically unique, and an evaluator mi
pw the values representing_particular sequences of measurements. To handle cases where P
ues are not well known, the RTM keeps a log of individual measurements. The PCR values may
pd to determine the accuracy of the log, and log entries may be evaluated individually to determin
change in system state indicated by the event is acceptable.
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peifications, provide additional insight into specifying platform configuration and representation as W
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independent process may evaluate the integrity states and determine an appropriate response.

© ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

10

10

ISO/IEC 11889-1:2015(

TPM Protections

.1 Introduction

E)

This part of ISO/IEC 11889 describes the protections provided by the Trusted Platform Module. This
clause describes the properties of selected capabilities and selected data locations for a TPM that has
been evaluated according to a Protection Profile and a TPM that has not been modified by physical
means.

TRM protections are based on the concepts of Protected Capabilities and Protected Objects. A Proteg
Capability is an operation that must be performed correctly for a TPM to be trusted. A Protected Objec
daja (including keys) that must be protected for a TPM operation to be trusted. Protected Objects in
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M reside in Shielded Locations; the TPM may manipulate the contents of Shielded Locations only
ng Protected Capabilities. Protected Objects outside Shielded Locations have theirintegrity &
hfidentiality protected cryptographically.

ce a Protected Object may reside outside of Shielded Location protections, thé definition of “access
Protected Object denotes disclosure of its contents, not modification. SuchObjects are not protec
hinst loss or tampering. However, before loading a Shielded Location withyan outside object, the T
use a secure hash function to validate that the object was properly.protected and not altered. If
pgrity check fails, the TPM returns an error and does not load the object.

£ only operations on Shielded Locations of a TPM are the Protected Capabilities defined in 1ISO/I
B89 and the vendor-specific operations that meet the requirements of 10.4.

2 Protection of Protected Capabilities

Protected Capability may be modified only by other Protected Capabilities in the same TPM. Thus,
cess of updating TPM firmware is required to\be a Protected Capability.

3 Protection of Shielded Locations

noted, access to any data on a TPM requires use of a Protected Capability. Therefore, all informat
a TPM is in a Shielded Locatien. The contents of a Shielded Location are not disclosed unless

closure is intended by the (définition of the Protected Capability. A TPM is not allowed to export d

In a Shielded Location other than by using a Protected Capability.

TE Data in-an 1/0 buffer that can be modified by the host is not “on” the TPM, even though the
bufferymay be shielded from access while the TPM is processing a command or generatin
response.

4 Exceptions and Clarifications

ndor-specific operations may access and modify Shielded Locations on a TPM under the follow,
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Cumstances.

A vendor-specific operation may use the standard TPM authorization mechanism.

A vendor-specific capability may read any TPM-resident structure that is not required to be in a

Shielded Location at all times if the usage of that structure is authorized per the structur
authorization mechanism.

EXAMPLE A vendor-specific command could use the public portion of a key. If the key is a user key,
authorization would be required.

© ISO/IEC 2015 — All rights reserved

e’s

no

31


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

NOTE Among other things, the exception above enables access to a Shielded Location so the structure’s

access authorization can be checked.

Vendor-specific operations may use a sequence of Protected Capabilities.

Vendor-specific operations may use the standard TPM command interface or use a vendor-defined

interface.

These clarifications serve to approve specific legitimate interpretations of the requirements.

A \Innrlnr-epnrifin nlr_\nrn'rinn that takes nd\/:\nf:\gn of nvrnpfinnc and clarifications-to the “prnfnr‘fi

n

requirements should be defined as part of the security target of the TPM. Such a vendor-speg
command or capability should be evaluated to determine whether it meets Platform-specific TRPM 3
System Security Targets.

If a TPM stores vendor-specific cipher-text that is protected against subversion to the same or grea
extent as internal TPM-resources stored outside the TPM with TCG-defined methods, then t
cipher-text does not require protection from physical attack. If the TPM stores only vendor-speg
cipher-text that does not require protection from physical attack, that location.may be excluded fr
analysis when determining whether the TPM complies with the “physical protection” requireme
specified by TCG.

If a TPM uses external memory for non-volatile storage of TPM state”(including seeds and pr
values), movement of the TPM state to and from the NV memory constitutes a vendor-defir
operation that is allowed by ISO/IEC 11889. The protection prafile of that TPM should include
description of the protections of that data to insure confidentiality and integrity of the data and
mitigate against rollback attacks.
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11 TPM Architecture

11.1 Introduction

This clause describes the overall operation of the TPM and the functional units required for its operation.
The major elements of the architecture are shown in

Data communication path

11.4.4 Asymmetric Engine(s)

11.4.8 Key Generation

11.4.2 Hash Engine(s}

11.4.10 RNG

11.4.6 Symmetric Engine(s)

11.8 PowerDetection

12 & 13 Management

Execution Engine
(Parts 3 & 4)

11.5 Authorization

11.6 Volatile Memory

e PCR Banks
11.7 Non-Volatile Memory* « Keys in use
¢ Platform Seed e Sessions
e Endorsement Seed o Etc.
e Storage Seed
e Monotonic counters
¢ Efc.
NOTE; NV memory may be provided by a system chip with the data

going to/from NV in a protected form. What is kept in the
“TPM” in that case is a cached copy of the NV contents.

Figure 2 — Architectural Overview

11.2 TPM Command Processing Overview

Figure 3 is a high-level flow diagram for a TPM command. The figure shows only the normal flow for a
command that executes successfully. The tabs on a box indicate the name of the module performing the
operation. Additional details for each of the modules shown in Figure 3 are in
clauses 11.4.2, 11.4.4, 11.4.6, 11.4.8, 11.4.10, 11.5, 11.6, 11.8, 12, 13 and ISO/IEC 11889-3 and
ISO/IEC 11889-4.
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The partitioning of functions in Figure 3 is illustrative and not normative.

The flow assumes that the command has been placed in an input buffer that is accessible to the Execute
Command module (this name is used because of its similarity to the ExecCommand() function in the
reference code that performs the functions illustrated here).

NOTE 1 The mechanism for getting the command into the TPM buffer and providing the command-available
indication is specific to each physical interface and is defined in interface-specific documents.

The command structure includes a standard header (see clause 17.10) that Execute Command validates.
It then determines if the command requires access to any Shielded Location that is identified by a handle.
If $0, it calls the Handle module to verify that the handle references the right type of resource for'the
conmand and that the resource is currently loaded on the TPM.

When control returns to Execute Command, it checks the tag parameter in the commard header| to
defermine if authorization values are provided. If so, Authorizations is called to validate that each of the
authorizations is correct. The authorizations are associated with a handle value sg ‘the authorizatior] is
specific to a particular entity.

After validating the authorizations, Execute Command calls Command,-Dispatch to unmarshal the
remhaining command parameters and validate that the required parameters of the required type are
present. All parameters are validated to meet the requirements of its, data type as defined in ISO/IEC
11B89-2 even if the parameter will subsequently be discarded, because of optional behavior of a
conmand.

After unmarshaling the parameters, Command Dispatch calls the command-specific library function| to
exgcute the specific command. Additional parameter chec¢king may be required in the command-spedfic
actions.

The command processing is structured so that changes to the TPM state do not occur until the TPM g¢an
validate that the command parameters are carrect and that the resources necessary to complete the
cojnmand are available. Only then will it make irreversible changes to the TPM state. This structurjng
ensures that when the TPM returns an-error, the TPM will be in the same state as before commgnd
actions modified the data in any Shielded-Location.

NQTE 2 Requiring that the IPM retain its state minimizes the interference between applications and hdglps
prevent system instability due to careless use of the TPM by applications.

There are several classes of-eperations that return an error but may change TPM state.

¢ | An authorizationfailure may update the dictionary attack mechanism.

e | The self test:-mechanism has state that is considered to be different from the command execution
state.

EXAMREE 1 Which algorithms have been tested might be part of the self test mechanism'’s state.

Changes to this state may occur regardless of the command return code.

EXAMPLE 2 An implicit self test invoked to test an algorithm required by the command might mark the algorithm
as tested.

o If a self test fails, the TPM will go into Failure Mode.
When the command actions are complete, the Command Dispatch marshals response parameters into

the output buffer. If the command had authorizations, Acknowledge is called to construct acknowledge
session values for the response.

34 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

If the command encounters an error, the response packet will contain a code that is characteristic of the
error and, when possible, an indication of whether the error was associated with a handle, an
authorization session, or a command parameter. No additional qualifying data is present. In most cases,
the error code and parameter location value suffice to isolate the problem.

NOTE 3 In the case of a self-test failure, the TPM response code is not sufficient to diagnose the problem.
Therefore, a reporting scheme is provided so that the failure cause can be read. However, error
report contents vary by vendor and are not standardized. There is thus no need to standardize self-
test response codes because no standard remediation is possible for most self-test failures.

After r\nncfrnr\fing the rncpnncn' inr\luding nrlznn\mlnrlgn coccinnc, the-TPM-indicates-to-the-interface-that

thg response is ready to be returned.

The TPM command/response structure is specified in Clause 17.10. See clause 19 for a description| of
thg methods for creating the values that authorize use of a TPM Shielded Location and.Clause 39 [for
regponse code formatting information.

During the processing of these commands, the TPM uses other modules that the following parts| of
clguse 11 will describe.
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Command Received

A\ 4

m
x
Validate Command Header 3
e Correct type (tag)? = Execute Command module does operations
e Correct size (commandSize)? 3 that are common across commands but which
e Command implemented g may have some variation by command
{commandCode)? 3
\ 4 'J

Deces command use Yes
handles to reference ¢

TPM objects? { Handle \
For each handle:

No e [s handle valid for the command?
e |s referenced object present in theTPM?

i
<

\ 4

Are authorizations
Yes

required to use referenced
cbjects? + (Authorization\

For easfhauthorization:

No ¢ Iscauthorization the right type for command?
¢ [s authoerization valid for object ?

Decrypt first parameter if it is encrypted

A

# (Command Dispatch\

In command-specific manner:

¢ Unmarshal (unpack) command parameters

o Call function to perform command-specific
actions

o Marshal (pack) response parameters

Were authorizations Yes

péesent iné};e * (Acknowledge\
ommand?

o [f requested, encrypt first parameter

e e For each authorization in the command,
generate an acknowledgement

e Update any audit values

A

Create Response Header

A\ 4

Response Out
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Figure 3 — Command Execution Flow

.3 /O Buffer

The I/O buffer is the communications area between a TPM and the host system. The system places
command data in the I/O buffer and retrieves response data from the buffer.

A description of the physical processes used to move /O buffer data to/from the system is beyond the
scope of ISO/IEC 11889. Platform-specific working groups within the TCG produce the specifications for
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physical nterfaces 1o the TPNM on thelr platforms. ThoSe speciications detail the Interactons Detw
stem software and the TPM 1/O buffer.

ere is no requirement that the 1/O buffer be physically isolated from other parts of the system.'t can

shared memory. However, when processing of a command begins, the implementation/must ens

t the TPM is using the correct values.

AMPLE If the TPM performs a hash of the command data as part of the authorization processing, the T|
it needs to be protected from modification. Before the data is modifiedy/it- needs to be in a Shiel
Location.

4 Cryptography Subsystem

4.1 Introduction

e Cryptography subsystem implements the TPM'’s cryptographic functions. It may be called by
mmand Parsing module, the Authorization Subsysteny; or the Command Execution module. The T
ploys conventional cryptographic operations in conventional ways. These operations include

hash functions,

asymmetric encryption and decryption,

asymmetric signing and signature vetification,

symmetric encryption and decryption,

symmetric signing (HMAC)-and signature verification, and

key generation.

e remainder of clause 11 describes some algorithms usually found in a TPM to show how they
ndled. These descriptions illustrate, but do not limit, the choice of available algorithms.

4.2 Hash Functions

sh functions may be used directly by external software or as the side effect of many TPM operatio
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needs to protect the validated command data from modification. That is, before the data is validated,
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e FPM uses hashing to provide integrity checking and authentication as well as one-way functions,

as

needed (such as, KDF).

A TPM should implement an approved hash algorithm that has approximately the same security strength

as

its strongest asymmetric algorithm.

EXAMPLE 1 An ECC with a 384-bit key has a security strength of 192 bits. SHA384, with 192 bits of security,
would meet the preceding requirement above.
NOTE The TCG could create sets of algorithms that do not have the same security strength for the hash

and asymmetric algorithms.
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A hash function will be denoted by Hagorienm() With the algorithm subscript indicating the hash algorithm or
the parameter that contains the hash algorithm identifier. In some cases, the algorithm subscript is
missing, in which case the algorithm will be determined by context.

The Command Dispatch module will use the hash function when validating certain types of
authorizations. Hash functions are also used in support of other operations in the TPM.

EXAMPLE 2 PCR Extend is a TPM command that relies on a hash function.
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TPM uses asymmetric(algorithms for attestation, identification, and secret sharing. A TPM may supp
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e TPM implements the Hash Message Authentication Code (HMAC) algorithm specified in\ISO/I
D7-2. Per clause 11.5, support for HMAC is mandatory, making ISO/IEC 9797-2 indispensable for
blementation of this International Standard.

HMAC is a form of symmetric signature over some data. It provides assurance thatprotected data w
modified and that it came from an entity with access to a key value. To have usefulness in protect
a, the key value needs to be a secret or a shared secret.

D/IEC 9797-2 defines the HMAC operation as:
HMAC(K, text) = H((K @ OPAD) || H((K 6 IPAD) || text))
TE See ISO/IEC 9797-2 for a description of parameters.
rforming the HMAC computation requires selection of a hash algorithm. ISO/IEC 11889 modifies

ation from ISO/IEC 9797-2 to be:
HMAChaShmg (K, text)
ne algorithm subscript is not present, the hash'algorithm is implied by the context.

e Command Dispatch module may_.use the HMAC function to validate an authorization. The HM
ction may be used by the Command,Execution module in support of its operations.

4.4 Asymmetric Operations

y asymmetric algorithm to which the TCG has assigned an identifier. Because the algorithms suppor

bd to be assigned-an identifier by the TCG in the TCG Algorithm Registry, the TCG Algorithm Regis
ndispensable-for/an implementation of this International Standard. An asymmetric algorithm identi
indicate a family of algorithms and methods that are used with that algorithm.

e methods for using an asymmetric algorithm are found in algorithm-specific annexes to this part
D/|IEC 11889. Currently, the only supported asymmetric algorithms are RSA (specified in Annex A ) 3
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C7using prime curves (specified in Annex A ).

A TPM is required to implement at least one asymmetric algorithm.
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11.45 Signature Operations

11.4.5.1 Signing

E)

The TPM may sign using either an asymmetric or a symmetric algorithm. The method of signing depends
on the type of the key. For an asymmetric algorithm, the methods of signing are dependent on the
algorithm (RSA or ECC). For symmetric signatures, only the HMAC signing scheme is currently defined. If

a key may be used for signing, then it will have the sign attribute.

P3S).

with the key. When a key has this restriction, the TPM will not use the key to sign message digests t
thg TPM did not compute.

Any attestation message produced by a TPM will have a header (TPM_GENERATED_VALUE) to iden
thg data as being produced within a TPM. If a restricted key is used to sign this,data, then a relying pg
cah have assurance that the message data came from a TPM.

To| allow a restricted key to sign an externally generated message, the)TPM is used to produce
message digest. When the TPM computes the digest, it will validate that the message does not begin W
TRAM_GENERATED_VALUE. If it does, then the TPM will not produce the special certification (a ticK
that indicates that the digest was produced by the TPM and is safe'to sign with a restricted key.

A key designated as a signing key may be used in any,cemmand that uses a signing key. For so
cofnmands, the signing scheme may be specified in the command. Not all schemes are valid for all ke
anfl the TPM generates an error if the scheme is not allowed with the indicated key type.

EXAMPLE 1 The RSASSA-PKCS1-v1_5 signing schreme is not valid with an ECC key.

EXAMPLE 2 A key that has the "restricted" attsibute can only be used with one signing scheme. If it is limiteg
be used with RSASSA-PSS,.it cannot be used with RSASSA-PKCS1-vl_5.

A rfestricted signing key is required ta_ have a signing scheme specified in the key definition and that is
only signing scheme that is allowed.to be used with the key. For an unrestricted key, the key definit
mgy contain a signing scheme_Selection or the signing scheme may be determined when the key is us
To| defer the signing scheme ‘selection, the key would be created with TPM_ALG_NULL as the sign
scheme selection.

11}14.5.2 SignatureZVerification

TAM2_VerifySignature() validates a signature. The command takes a handle of a public key, a dige
anfl a block(that contains the signature over the digest.

The TRM validates that the signature scheme is compatible with the selected key. Any combination
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haghes and non-anonymous signature schemes that a TPM supports for signing is also supported

for

signature verification.

If the signature is valid, the TPM will produce a ticket.

11.4.5.3 Tickets

A ticket is an HMAC signature that uses a proof value as the HMAC key.

NOTE Hierarchy proof values are specified in detail in 14.4.
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e TPM uses tickets for two purposes:

re-signing data. After checking an asymmetric signature, the TPM re-signs the digest using a TPM

symmetric key. The TPM can later re-verify a signature without having to load the asymmetric k
and

ey:

expanding state memory. When hashing an external message, the TPM has some state that indicates
the message did not start with TPM_GENERATED_VALUE. This state information cannot be retained

indefinitely in the TPM. A ticket allows this state to be stored off of the TPM in a way that is easy

for

the TPM to validate. When a digest is later presented to the TPM to be signed, the ticket is provided

I : 4l A A TFOR DAY Ry ) N P H [ S H
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b proof value used for a ticket will minimally have a number of bits equal to the size of the)dig
duced by the hash algorithm.

AMPLE 1 A proof value of 256 bits is needed for a SHA256 ticket.
pre are five different ticket types:

TPMT_TK_CREATION - this ticket type is produced when an object is.created (TPM2_Create()
TPM2_CreatePrimary()). The ticket is used in TPM2_CertifyCreation() so that the TPM can cer
that it created a specific object and the environmental parameters (PCR) that were extant when
object was created. This avoids having the digest of the creation\data be a permanent part of
object’s data structure.

TPMT_TK_VERIFIED - this ticket type is produced hy “TPM2_VerifySignature() and used
TPM2_PolicyAuthorize(). If a signature is signed by anrasymmetric key, the signature verificat
might be time consuming. If the same authorization<is" going to be used many times, there is
performance advantage to having the asymmetric authorization converted so that it uses symme
cryptography which is usually faster. This ticket is'the symmetric equivalent authorization.

EXAMPLE 2 An authorization for TPM2_PolieyAuthorize() is an example of an authorization that might
used many times.

TPMT_TK_AUTH - this ticket is produced by TPM2_PolicySigned() or TPM2_PolicySecret() &
used in TPM2_PolicyTicket(). A policy authorization can be tied to a specific policy session or allow
to be used in any policy. When it'can be used in any policy, it has a time at which it expires (wh
can be some arbitrary time in the future). The long lived authorization may be given
TPM2_PolicySigned()/TRM2_PolicySecret() and a ticket is produced that is used to verify
authorization parameters/(what was authorized) and the time in the future when the authorizat
expires. This ticket-is-then processed by TPM2_PolicyTicket() and, until the ticket expires, will hé
the same effect pn.the policyDigest computation as the original authorization.

NOTE If produced by TPM2_PolicySigned(), the ticket will use the TPM_ST_AUTH_SIGNED struct
tag and if produced by TPM2_PolicySecret(), the ticket will use the TPM_ST_AUTH_SECK
structure tag. TPM2_PolicyTicket() will use this tag to indicate which command code to
(TPM_CC_PolicySigned/TPM_CC_PolicySecret) when extending policyDigest.
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TRMT_TK_HASHCHECK - This ticket is used to indicate that a digest of external data is safe to s

gn
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by

the TPM. If the digest was produced from externally provided data, there needs to be an indication
that the data did not start with the same first octets as are used for data that is generated within the
TPM. This prevents “forgeries” of attestation data. This ticket is used to provide the evidence that the
data used in the digest was checked by the TPM and is safe to sign. Assuming that the external data

is "safe", this type of ticket is produced by TPM2_Hash() or TPM2_SequenceComplete() and used
TPM2_Sign().
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NULL Ticket — A NULL Ticket is produced when a response has a ticket, but no ticket is produced. A
NULL Ticket may also be used as an input parameter when the command requires a ticket but no

ticket data is available.

EXAMPLE 3 A NULL Ticket can returned by TPM2_PolicySecret() with an expiration time of zero. It does
produce a ticket because, since the expiration time was zero, the authorization expi
immediately.

11.4.6 Symmetric Encryption

not
res

11}14.6.1 Introduction

The TPM uses symmetric encryption to encrypt some command parameters (typically, authenticatjon

information) and to encrypt Protected Objects stored outside it. Cipher Feedback mode (CEB)'is the only

bidck cipher mode required by ISO/IEC 11889. CFB is defined ISO/IEC 10116:2006, making ISO/IEC
10[L16:2006 indispensable for an implementation of this International Standard.

Anly symmetric block cipher supported by a TPM may be used for parameter encryption. Additionally, a

TRAM should support XOR obfuscation, which is a hash-based stream ciphefxXOR obfuscation may [be

used only for confidential parameter passing.

When paired with an asymmetric key — as in an ECC decrypting key~~— a symmetric key is required to

haye as many bits of security strength as the asymmetric key with Which it is paired.

EXAMPLE 1 SP800-57 classifies 2048-bit RSA as providing 112"hits of security. AES with 128- or 256-bit kgys
provides adequate symmetric security for pairing with a 2048-bit RSA key.

EXAMPLE 2 A prime-modulus ECC key has a security stkeéhgth that is half the size of the prime modulus. AES
with 128- or 256-bit keys is suitable for pairing with a 256-bit ECC key, but AES with 128-bit keys$ is
not recommended for pairing with a 384:hjt ECC key.

When a symmetric key is used for data encryption, the encrypted data has an HMAC. This HMAQ is

checked before the data is decrypted. Verification that the decrypted data is properly associated with the

symmetric key is intended to make it moretdifficult to perform power analysis. To defeat the protectiong, it
wduld be necessary to defeat two different families of protection rather than one as would exist if the
integrity protection were applied to theclear text rather than the cipher text.

11}14.6.2 Block Cipher Modes

The block cipher modgs-teferenced in ISO/IEC 11889 are defined in ISO/IEC 10116:2006. That standard

allpws parameterization of most of the modes. In a TPM implementation, the parameters are fixed, |as

defined in Table 2:

Table 2 — Block Cipher Parameters
Mede Common Name Parameter Comments
CTR Counter j=n size of the plaintext variable
OFB Output Feedback j=n size of the plaintext variable
CBC Cipher-block Chaining m=1 interleave factor
r=n size of feedback buffer
CFB Cipher-feedback k=n size of feedback variable
j=n size of plaintext variable
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ECB Electronic Code Book none

NOTE n is the input block size of the cipher.

.4.6.3 Cipher Feedback (CFB) Mode

CFB is used when a symmetric block cipher is chosen as the encryption algorithm associated with a
session. When used for parameter encryption, the key and Initialization Vector (IV) are derived from a
per-session key so that reuse of the same key and |V is statistically unlikely.

NQITE ISO/IEC 10116:2006 uses the term Start Variable instead of Initialization Vector (1V).
CHB is also used for symmetric encryption of the sensitive area of an object when the object is net stofed
in A Shielded Location. When used in this way, the key and IV are derived from a secret. In.some casgs,
thg IV is set to zero.
11{4.6.4 XOR Obfuscation
XQAR obfuscation resembles Counter mode (CTR) block encryption, but it-uses a KDF as the pseugo-
rapdom function instead of a symmetric block cipher.
XAR obfuscation reduces to one (a hash) the number of algorithms that a caller needs in common with
thg TPM in order to use the TPM with some level of confidentiality-ahd authentication.
The XOR scheme in ISO/IEC 11889 differs from that usedyin ISO/IEC 11889 (first edition): it uses a
different formulation for input into the hash function.
When ISO/IEC 11889 calls for use of XOR obfuscation, it uses a function reference. The functjon
prgtotype is:
XOR(data, hashAlg, key, contextU, contextV) (3)
where
data a\ariable-sized buffer containing the data to be obfuscated
hashAlg the hash algorithm to be used in the KDF
key a variable-sized value containing a secret key
contextU a variable-sized value used to qualify one of the parties to the operatjon
(often a nonce value)
contextV a variable-sized value used to qualify one of the parties to the operatjon
(often a nonce value)
TheXOR() function uses the hash, key, contextU, and contextV parameters in a call to KDFa()| to
produce-amaskvalae:
mask = KDFa (hashAlg, key, “XOR”, contextU, contextV, data.size » 8) 4)

Se

Th

42

e clause 5.4 for the definition of the third parameter in (4).

e octets of mask are then XOR'd with the octets of data.buffer.
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11.4.7 Extend

The Extend operation is used to make incremental updates to a digest value. It is useful for
updating PCR, auditing, and constructing policy. Extend uses a hash function to combine new
data with an existing digest. Its notation is:

digestuew *= Hpashaig (digestoa || datanew) (5)
where
digestnew the value of the digest (such as, a PCR) after the Extend operation
EXAMPLE 1 A PCR is an example of a digest.
Hhashaig the hash function using a context-specific algorithm
EXAMPLE 2 The hash algorithm associated with a specific bank of PCR.
digest,ia the value of the digest before the Extend operation
datanew a variable number of octets of data that are t0 be hashed with the initial

value of digest,q to produce Extend results

The Extend operation may also apply to an NV Index that has the TPMA _NV_EXTEND attribute.

11{4.8 Key Generation

Kely generation produces two different types of keys, The first, an ordinary key, is produced using the
radom number generator (RNG) to seed the computation. The result of the computation is a secret key
value kept in a Shielded Location.

The second type, a Primary Key, is derived from a seed value, not the RNG directly. The RNG usually
geherates the seed that is persistently stored on the TPM. Generation of a Primary Key from a seed is
baged on use of an approved key derivation function (KDF). The KDF from SP800-108 is widely used in
ISQ/IEC 11889.

ISO/IEC 11889 places no upper limit on the time allowed to generate a key. Platform-spedific
spgcifications may limit the timée for generating various key types.

Degpending on the application, the TPM may generate a key by

e | using bits frontthe RNG, or

¢ | derivingthg key from another secret value.

There aré~many ways to generate keys; these methods are specified in detail in each clause where
gepetation of a key is required.

11.49 Key Derivation Function

11.4.9.1 Introduction

The TPM uses a hash-based function to generate keys for multiple purposes. ISO/IEC 11889 uses two
different schemes: one for ECDH and one for all other uses of a KDF.
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The ECDH KDF is from SP800-56A. The Counter mode KDF, from SP800-108, uses HMAC as the
pseudo-random function (PRF). It is referred to in ISO/IEC 11889 as KDFa().

11.4.9.2 KDFa()

With the exception of ECDH, KDFa() is used in all cases where a KDF is required. KDFa() uses Counter
mode from SP800-108, with HMAC as the PRF.

As defined in SP800-108, the inner loop for building the key stream is:

wh

NO

ere

TE

K(i)
HMAC()
Ki

[i]2
Label

Context

[L]2

K(i) == HMAC (K;, [i]z || Label || 0016 || Context || [L]2)

the i" iteration of the KDF inner loop

the HMAC algorithm using an approved hash algorithm

the secret key material

a 32-bit counter that starts at 1 and increments on each iteration
a string indicating the use of the key preduced by this KDF

a binary string containing information relating to the derived key|
material

a 32-bit value indicating the number of bits to be returned from the KD

Equation (6) is not KDFa(). KDFa() is the\function call defined below.

After each iteration, the HMAC digest data is congatenated to the previously produced value until the g

(6)

ze
he

(7)

D

ext

of the concatenated string is at least as large.as the requested value. The string is then truncated to
depired size (which causes the loss of some“of the most recently added bits), and the value is returned,
When ISO/IEC 11889 calls for use (of;'this KDF, it uses a function reference to KDFa(). The funct
prgtotype is:
KDEa (hashAlg, key, label, contextU, contextV, bits)
where
hashAlg a TPM_ALG_ID to be used in the HMAC in the KDF
key a variable-sized value used as K|
label a variable-sized, null-terminated string
contextU a variable-sized value concatenated with contextV to create the Cont|
parameterusedn-equation{6)above
contextV a variable-sized value concatenated to contextU to create the Context
parameter used in equation (6) above
bits a 32-bit value used as [L]z; and is the number of bits returned by the

function

The values of contextU and contextV are passed as sized buffers and only the buffer data is used to
construct the Context parameter used in equation (6) above. The size fields of contextU and contextV are
not included in the computation. That is:

44
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Context = contextU.buffer || contextV.buffer

E)

8)

The 32-bit value of bits is in TPM canonical form, with the least significant bits of the value in the highest
numbered octet.

Us

ing the parameters from the call to KDFa() in equation (6) results in the inner loop being:

K(i) == HMAC(key, [i]z || label || ContextU.buffer || ContextV.buffer || bits)

9)

Th
no
an
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an even multiple of 8, then the returned value occupies the least significant bits of the returned"od
ay, and the additional, high-order bits in the 0™ octet are CLEAR. The unused bits of the m

tet
hSt

significant octet (MSO) are masked off and not shifted.

EXAMPLE If KDFa() were used to produce a 521-bit ECC private key, the returned valué}would occupy
octets, with the upper 7 bits of the octet at offset zero set to 0.

11{4.9.3 Note on Labels

As| shown in equation (6), there is an octet of zero that separates Label\from Context. In SP800-1

Lapel is a sequence of octets that may or may not have a final octet that:is zero. ISO/IEC 11889 use

NU

11

Pr

L

(A

wh

Th
thd

LL-terminated string for Label so that an additional octet of zero is ot required.

4.9.4 KDFe for ECDH

pducing a symmetric encryption key for an ECC-protected object uses “One-Pass Diffie-Hellman, Q
ECC CDH)” from SP800-56A, 6.2.2.2. The KDF used’is the “Concatenation Key Derivation Funct

bproved Alternative 1)”. The inner loop of that KDF uses:
digesti*= H(counter || Z || OtherInfo) (

ere

digest; the digest generated on the i iteration of the loop (i starts at 1)

H() an approved hash function

counter a 32-bit counter that is initialized to 1 and incremented on each iteratio

Z the X coordinate of the product of a public ECC key and a differ

private ECC key

Otherlnfo a collection of qualifying data for the KDF defined below

e 32-bit-counter value is included in TPM canonical form, with the least-significant bit of the counte

highest numbered octet.

66
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er each Iteration, digest; IS concatenated to the previously produced digests (MSO ot digest;tollows

he

LSO of digesti;). The number of iterations is determined by the number of bits to be produced and the
size of the digest produced by the hash function. In the returned octet string, the MSO of the returned

val

ue is the MSO of digest;.
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In SP800-56A, OtherInfo i

s specified as:

OtherlInfo := AlgorithmlD || PartyUlnfo || PartyVInfo {|| SuppPublinfo} {|| SuppPrivinfo}  (11)

where
AlgorithmID a bit string that indicates how the derived keying material will be parsed
and for which algorithm(s)
PartyUlnfo public information contributed by party U (the initiator)
PartyVinfo public information contributed by party V (the responder)
SuppPublinfo public information known to both U and V (optional)
SuppPrivinfo private (secret) information known to both U and V (optional)

ISO/IEC 11889 requires that OtheriInfo be constructed as:

where

Use

PartyUlnfo.buffer
PartyVinfo.buffer

The x-coordinates of the p

buffer that follows). The buffer data issused in the KDF but the size field is not.

When ISO/IEC 11889 cal
prgtotype is:

Otherlnfo = Use || PartyUlnfo.buffer || PartyVinfo.buffer 12)

a null-terminated string indicating the(use of the key. (See clause 5.4 [for
the definition of these values.) Ahis field satisfies the requirements| of
SP800-56A since the parsing’of/keying material is determined by the
use.

EXAMPLE 1 Example(values of null-terminated strings indicating the usq of
the key.are “DUPLICATE”, “IDENTITY”, “SECRET", etc.

the x-coordinate.@f the public point of an ephemeral key

the x-coordinate of the public point of a static TPM key

ublic points.are-sized buffers (that is, integers indicating the size in octets of the

Is foryuse of this KDF, it uses a function reference to KDFe(). The functjon

KDFe(hashAlg, Z, Use, PartyUlnfo, PartyVInfo, bits) 13)
where
hashA4lg the hash algorithm to be used as H() in equation (10) above
Z the product of a public point and a private x-coordinate
Lse a-pull-terminated-string-indicating-the useof- the key—(Sea clause 5-41far
the definition of these values.)
EXAMPLE 2 Example values of null-terminated strings indicating the use of
the key are “DUPLICATE”, “IDENTITY", “SECRET", etc.
PartyUlnfo the x-coordinate of the public point of an ephemeral key
PartyViInfo the x-coordinate of the public point of a static TPM key
46
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bits a 32-bit value indicating the number of bits to be returned

The implied return from this function is an octet string containing bits/8 octets. If bits is not an even
multiple of 8, the return value is the least-significant bits of the return value, and the additional high-order
bits in the 0™ octet are CLEAR. The unused bits of the MSO are masked off and not shifted.

NOTE The function prototype in (13) is not a C-language prototype but, rather, a prototype to illustrate the
parameters of the KDF for specific uses. The C-language prototype will include an extra parameter
that will be the buffer to receive the key material generated by the KDF.

11{4.10 Random Number Generator (RNG) Module

11{4.10.1 Source of Randomness

The RNG is the source of randomness in the TPM. The TPM uses random values for_nonces, in key

geperation, and for randomness in signatures.

The RNG is a Protected Capability with no access control. It nominally consists of

¢ | an entropy source and collector,

¢ | a state register, and

¢ | a mixing function (typically, an approved hash function).

The entropy collector collects entropy from entropy sourcessand removes bias. The collected entropy is

thgn used to update the state register providing input texthe mixing function to produce the randpm

numbers.

The mixing function may be implemented with a pseudo-random number generator (a PRNG). A PRING

mgy produce numbers that are apparently random from a non-random input. Combining an approved

PHNG with an input that has considerably mefe entropy than a counter yields an RNG with properties|no

warse than the underlying PRNG and possibly much better.

EXAMPLE An example of non-random*input is a counter.

The RNG should meet the certification requirements of the intended market.

The TPM should provide_ sufficient randomness for each use by an internal function. When accessed|by

an| external call, it should be able to provide 32 octets of randomness. Larger requests may fail if

indufficient randomness-is available.

Ealch RNG accéss produces a new value regardless of the data’s use. There is no distinction betwgen

acgesses farinternal versus external purposes.
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11.4.10.2 Entropy Source and Collector

A TPM should have at least one internal source of entropy, and possibly more. These sources could
include noise, clock variations, air movement, and other types of events.

As noted, the entropy collector is the process that collects the entropy from various sources and removes
bias.

EXAMPLE If the entropy source has a bias of creating 60 percent 1s and only 40 percent Os, then the collector
design corrects the bias before sending the information to the state register.

The entropy source and collector should provide entropy to the state register in a manner that.is’pot
vigible to an outside process or other TPM capability.

The entropy collector should regularly update the state register with additional, unbiased entropy.

Entropy
Source

4__
entropy

R Entropy Proteéted Capability
random

bits TPM2_StirRandom()

<__
random
numbers DRBG Protected*Capability

RNG Protected Capability

Figure 4.~ Random Number Generation

Any Protected Capability that reguires an unpredictable number obtains it from a Random Number
Ggnerator (RNG) Protected Capability in the same TPM. The RNG Protected Capability assembjes
random bits from a Deterministic Random Bit Generator (DRBG) Protected Capability in the same THM.
The DRBG Protected Capability obtains entropy from the entropy Protected Capability in the same TIPM
ang the TPM2_StirRandom() Protected Capability can be used to add additional information. The entrgpy
Protected Capability 0btains entropy from an entropy source in the same TPM.

NQTE 1 The "additional information" added by TPM2_StirRandom() could be entropy gathered from other
sources but the TPM has no way of determining if the value has any entropy or not. A$ a
consequence, it is just deemed to be "additional information."

NQTE-2 The DRBG Protected Capability of a non-FIPS TPM could consist of a DRBG mechanism that
complies with NIST Recommendation SP800-90 A; except it does not comply with its Clause 11.

NOTE 3 The DRBG Protected Capability of a FIPS TPM could consist of a DRBG mechanism that complies
with NIST Recommendation SP800-90 A.

The DRBG mechanism security should be at least as strong as the security strength of the strongest
cryptographic algorithm implemented in the TPM.

The DRBG Protected Capability should be reseeded using entropy from the entropy Protected Capability
when:
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o aflagis SET indicating that reseeding is required;
e TPM2_StirRandom() is executed;
o after the TPM has failed a self-test; or

o before the SPSis replaced.

It may be reseeded at other times, as well.

NOTE 4 Each TPM could be seeded during TPM manufacture, via a manufacturer-specific method, using a

1 £ £ £ tha DODC ot @ £ tath £ £ Ath
pefrSofarTattot—Stihg—Totr—rt—ror~ootT

rs T D04 l
at-is-speeiie-te-the-mantfaetirereand-the-type—eofFPM—ptas a

manufacturer-provided nonce that is specific to the individual TPM.

1114.10.3 Nonce Creation

The RNG module provides the bits used in any TPM-generated nonce.

11{4.11 Algorithms

11{4.11.1 Algorithm Identifiers

The structures and commands in ISO/IEC 11889 are constructed with minimal reliance on algorithm
defaults.

In most cases, an algorithm identifier identifies a family of algorithms followed by qualifiers. This differs
from ISO/IEC 11889 (first edition), which often included"the key size in the algorithm identifier
(TPM_ALG_AES128). ISO/IEC 11889 only uses the ISO/IEC 11889 (first edition) form of algorithm
idgntifiers for hash algorithms.

Since ISO/IEC 11889 depends on being able to.discern the hash output size from the algorithm ID,|its
hagh algorithm identifiers imply a digest size.
EXAMPLE 1 Some of the hash algorithm identifiers are TPM_ALG_SHA256, TPM_ALG_SHA384, nd

TPM_ALG_SM3_256.

Algorithm identifiers for symmetric, and asymmetric encryption identify the family. For these algorithms,
supplementary information is required to define parameters.

EXAMPLE 2 Examples/ofialgorithm families are RSA, ECC, AES, etc.

EXAMPLE 3 Somé~family algorithm identifiers are TPM_ALG_ECC, TPM_ALG_RSA, TPM_ALG_SM4, and

TPM"ALG_AES.

11{4.11.2 <Algorithm Support

ISO/IEC¥11889 does not require implementation of any specific set of algorithms. When determinjng
aldorithms or algorithm sets supported, implementers should carefully consider factors such as yse
cases, strength of function, interoperability, backward compatibility, algorithm diversity, etc. TCG
recommends using TCG platform-specific specifications that reflect industry best practices.

NOTE 1 It is anticipated that support for ISO/IEC 11889 (first edition) compatible algorithms will be retained
unless support for the ISO/IEC 11889 (first edition) algorithms (RSA 2048 and SHA1) would prevent
that TPM from being sold.

TCG will specify sets of algorithms to be incorporated by various platform-specific specifications. Each set
includes a minimum of one hash algorithm, one symmetric encryption algorithm with approved
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parameters, and one asymmetric encryption/signing algorithm with approved parameters. Without a
complete set of algorithms, the TPM would be unable to support all necessary functions.

A TPM may support algorithms in addition to the required sets. These do not need to be part of any set.

EXAMPLE The TPM might include an additional hash algorithm without including an additional asymmetric or

symmetric algorithm.

It is possible, and very likely given the multitude of algorithms supported by the TPM, that key-size
support will differ between TPM implementations. In addition, keys created by outside software may
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TPM may only implement algorithms that have a TCG-assigned algorithm ID.

atly increase the number of key sizes that are possible to load.

I'PM will not create or load an object that uses an algorithm that is not supported by the TPM. WH
ating an object, the TPM checks the template for the object being created and when loading-an obj
TPM checks the public area of the object. In both cases, the TPM validates that it supports all of
icated algorithms, parameters, and key sizes.

e strength of at least one algorithm set supported by a TPM should be at least 112 bits. Ot
orithms and algorithm sets may be supported in any combination.

TE 2 A set’s strength is normally determined by the number of bits in a~key of the symmetric algorithm.
exception is Suite B, Top Secret, where the strength is consideted to be 192 bits even though
symmetric algorithm has 256-bit keys.

pwed but discouraged.

TE 3 Support for smaller keys is allowed so that legacy keys can continue to be supported. Use of K
sizes less than 1024 bits is strongly discouraged.

blatform-specific specification may mandate support for algorithms or algorithm sets. It may select o
se algorithms for which the TCG has assigned.algorithm identifiers.

5 Authorization Subsystem

e Authorization Subsystem(i§ called by the Command Dispatch module at the beginning and end
mmand execution. Before_the command may be executed, the Authorization Subsystem checks t
per authorization for use of each of the Shielded Locations has been provided.

me commands,access Shielded Locations that require no authorizations; access to some locatig
y require a single-factor authorization; and access to other Shielded Locations may require use of
horization_policy of arbitrary complexity.

e only,cryptographic functions required by the Authorization Subsystem are hash and HMAC.
mmetric algorithm may be required if TPM2_PolicySigned() is implemented.

TPM supports RSA, it should support a key size of 2048 bits orlarger. Support for smaller key size$ i
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The details of the different methods of authorization are provided in Clause 19.
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11.

ISO/IEC 11889-1:2015(
.6 Random Access Memory

6.1 Introduction

E)

Random access memory (RAM) holds TPM transient data. Data in TPM RAM is allowed, but not required,
to be lost when TPM power is removed. Because the values in TPM RAM may be lost, in ISO/IEC 11889
they are referred to as being volatile, even if the data loss is implementation-dependent.

When ISO/IEC 11889 refers to a value that has both volatile and non-volatile copies, they may be kept in
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TPM may maintain multiple banks of PCR. A PCR bank is a collection of PCR that are Extended W

SINgIe focation as fong as that focation nas Ihe properties of allowing random access and hav,
imited endurance.

t all values in TPM RAM are in Shielded Locations. A portion of TPM RAM contains the /@ buffer w
perties that are specified in 11.3.

6.2 Platform Configuration Registers (PCR)

R are Shielded Locations used to validate the contents of a log of meaSurements. The nomi
navior of a trusted platform is to maintain, in a log, a record of the events'that affect the security st
the platform, at least through the boot process while it is establishing-the TCB. When additions

de to the log, the TPM receives a copy of the log entry or the digest.of data described by the log. T
a sent to the TPM is included in an accumulative hash in a PCR. The TPM may then provide
bstation of the value in the PCR, which, in turn, verifies the contents of the log.

5 possible for a single PCR to record all log entries. However, this would make it difficult to evaluate
erent stages of platform evolution as it boots into the operating system. Normally, multiple PCR
vided in a TPM to allow simplification of the evaluation:

platform-specific specifications determine the number of PCR and their attributes in a TPM.

R may also be used to gate access.ta an object. If selected PCR do not have the required values,

same hash algorithm. PCR_banks are identified by the hash algorithm used to Extend the PCR in t
nk.

ltiple banks may handle situations where one hash algorithm is required for legacy or compatibility
b set of applications, while a different hash algorithm is required to meet the security needs of anot
plication. Within-a bank, all PCR updates use the same hash algorithm. Not all banks need to have
me number, of PCR, but the attributes of all PCR with the same index, other than hash algorithm,
samedn:all banks.

\MPLE If PCR[0] has an attribute that allows it to be reset by TPM2_PCR_Reset(), then that attrib

AMPLE A TPM intended for a PC could haye-a*PCR dedicated to recording measurements of the BIOY,
PCR dedicated to the boot ROM _anhadd-in cards, and a PCR dedicated to the OS loader. T
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applies to PCRJ[0] in all banks.

NO

TE 1 Since banks may have different numbers of PCR, a PCR index value might not be valid for all banks.

The allocation of PCR could also be changed by TPM2_AllocatePCR() using Platform Authorizati
Changing the PCR allocation does not change the attributes of the PCR.

on.

The contents of a PCR may be modified or reported. The two ways to modify a PCR are to reset it or
Extend it. Reporting on a PCR may be accomplished through simple reading, inclusion in an attestation,
or inclusion in a policy.
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Although listed in clause 11.6.2, PCR need not be maintained in RAM. They may be kept in non-volatile
memory. If kept in non-volatile memory, consideration must be made for the possible impact on TPM
performance during the critical boot phase, when many measurements are recorded.

A TPM is required to implement a PCR bank for each supported algorithm. However, a PCR bank may be
defined such that it contains no PCR.

NOTE 2 The requirement that a PCR bank be implemented for each hash algorithm allows the unmarshaling
to be based on the implemented algorithms rather than the implemented PCR.

The TPM may support Resume PCR that retain their state across a TPM Resume sequence but are pet
to their default initial value on TPM Reset or TPM Restart.

11{6.3 Object Store

TPAM RAM holds keys and data that are loaded into the TPM from external memory, 'l most cases, [an
oblect may not be used or modified unless it was first loaded into TPM RAM with one of the object Iqad
commands: (TPM2_Load(), TPM2_CreatePrimary(), TPM2_LoadExternal(), or TRM2_ContextLoad()).

NOITE TPM2_Create() does not automatically load the object. After creation, the object needs to|be
explicitly loaded with TPM2_Load(), to load both the public~and private portions, or With
TPM2_LoadExternal() to load just the public portion.

The structure used for keys may be generalized for use on data objects if the access properties used [for
keys are suitable for access to these objects.

EXAMPLE A data blob can be defined so that access requites that some set of PCR has defined values, orlan
authorization value is needed for access. Such a data blob, called a Sealed Data Object| is
managed in the same way that a key is managed. That is, the Sealed Data Object is loaded befpre
being accessed, and the loaded blob could\be context saved.

The TPM operates on other structures that are“passed as parameters in specific commands. Thgse
structures are transient and are not stored in the TPM as identifiable entities after the command has
conpleted.

—

Items loaded in the TPM are given handles to let them be referenced in subsequent commands.

11|/6.4 Session Store

The TPM uses session$ to control a sequence of operations. A session may audit actions, provjde
authorizations for actiens) or encrypt parameters passed in commands.

A pession maycsbe“created as needed using one of the session creation commands. The session is
assigned a hahdle at that time.

A TPM may be designed so that the RAM used for sessions is from a memory pool shared with the objpct
stgre.’Itimay also be designed so that the session store and object store are separated and dedicated.

—
@]

11.6.5 Size Requirements
Random access memory (RAM) should be large enough to handle the transient state, sessions, and
objects needed for completion of any implemented command. The minimums for the worst-case
command in ISO/IEC 11889 are:

o two loaded entities (two keys, a key and a Sealed Data Object, or a hash/[HMAC sequence and a
key);
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three authorization sessions;

E)

an input buffer able to accommodate the largest command or an output buffer required for the largest

possible response;

NOTE The largest command or response depends on the algorithms supported by the implementation.

any vendor-defined state required for operation; and
all defined PCR.
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TPM capability indicates if the TPM-is.using Transient Object resources when a command reference

7 Non-Volatile (NV) Memory

e NV memory module stores persistent state associated with the TPM. Some NV memory_is ldvaila
allocation and use by the platform and entities authorized by the TPM Owner.

ptected Capabilities.

SO/IEC 11889 is not explicit about storage of a parameter, that parameter.may be in either RAM
, according to vendor preference.

tten to an NV memory location is the same as that currently stored and not perform the NV write if t
the same.

b OS or the platform may define a special NV data structure (an NV Index) in order to store persist
a values. NV memory may also be used persistently to,store a loaded object. When a persistent obj
referenced in a TPM command, the TPM may move that object into an object slot so it may

cessed more efficiently. The TRM needs to ensure that sufficient object memory RAM is available
bw this movement.

TE The movement occurs transparently.

'sistent object. If so, the TRM needs to ensure that a Transient Object slot is available for eg
'sistent object so referenced.

8 Power Detection~Module
s module managées,TPM power states in conjunction with platform power states.

platform-specific TCG specifications that define the binding of the TPM to the platform should incly
pquirementithat the TPM be notified of all power state changes.

e TRM supports only the ON and OFF power states. Any system power transition requiring the RTM
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reset also causes the TPM to be reset (_TPM_lInit). Any system power transition that causes the T

PM

to

pe reset will also cause the RTM to be reset.

NOTE In most cases, the RTM will be a host CPU.
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12

12

TPM Operational States

.1 Introduction

This clause describes TPM operational states and state transitions.

12

.2 Basic TPM Operational States
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TRM without resetting the RTM. It should-not be possible to reset the RTM without resetting the TPM.

EX

While in the Initialization state,the TPM performs basic initialization functions in preparation for accept
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AF:Ixardware TPM is in the Power-off state when reset is being asserted or when no power is applied to

2.1 Power-off State

M. The TPM may internally generate reset by detecting low power, or reset may be provided by
ernal source.

e.

TE Uncontrolled transitions to this state are not shown in diagrams/descriptions because they wo
add unnecessary clutter and provide no additional understandings

2.2 Initialization State

e TPM is placed in its initialization state when it receives the _TPM_lInit indication. _TPM_Init
vided in a platform-specific manner. For a hardware TPM;‘the _TPM_Init is normally signaled by
assertion of the TPM'’s reset signal. It may also be sijgnaled by an interface protocol or setting. Fo
tware implementation, _TPM_Init may be a dedicated-procedure call.

gardless of how it is generated, _TPM_lInit- should coincide with a reset of the Roots of Trust
asurement for which the TPM is the Root of Frust for Reporting. After _TPM_Init is indicated, the R
buld begin executing the Core Root of Trust for Measurement. It should not be possible to reset

AMPLE If the TPM is a component on the PC’s motherboard, _TPM_Init should coincide with a reset of
processor and chipset.

mmands on the TPM interface. These functions are implementation dependent but, minimally, the T
puld perform validation of the TPM firmware necessary to execute the expected command. If the T
n Field Upgrade made (FUM), the expected command is TPM2_FieldUpgradeData(). If the TPM is
UM, the expected command is TPM2_Startup().

er compléting the initializations, the TPM waits for the next command and, if the command is not
pected first command, the TPM will return an error indicative of the mode. If the TPM returns an erro
continue to wait for the expected first command.

an

5 possible to transition to the Power-off state from any other state because power can be lost at any

uld
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e 1 IT The TFPM 1s nol in FUM, 1T returns TPFM_RC_INTTTALIZE. I the TFM 1s In FUM, 1T ret
TPM_RC_UPGRADE.

ns

NOTE 2 If TPM2_Startup()/TPM2_FieldUpgrateData() is not the first command to the TPM, it indicates failure

of the system to properly enter the CRTM, and the reliability of TPM measurements are not assured.
While it is possible to define a special failure mode that prohibits just PCR-related operations, it is
expected to be infrequent enough not to warrant such a mode and, as shown in Figure 5, the TPM
does not enter Failure Mode, if the first command is not TPM2_Startup().

When the TPM receives TPM2_Startup(), it becomes operational and is able to process other commands.
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NOTE 3 For compliance with other standards, such as FIPS 140-2, it could be necessary for the TPM to
validate the firmware associated with a command’s execution before that command is executed. This
includes the code associated with TPM2_Startup() and TPM2_FieldUpgadeData(). This validation

could require use of a digital signature or message authentication code.

Occasionally, some TPM state may need to be retained over a power transition. This might occur if the
platform is entering the Suspend state, where the preponderance of system state is retained. To allow the
TPM to reflect this condition, system software may issue TPM2_Shutdown(TPM_SU_STATE) to the TPM.

TPM2 Shutdown() initiates an orderly shutdown of the TPM. The command’s startupType parameter

12

hsiderably more information retained when TPM_SU_STATE is indicated.
2.3 Startup State

2.3.1 TPM2_Startup()

TPAM2_Startup() transitions the TPM from the Initialization state to an Operatignal state. The comma

ing

ludes information from the platform to inform the TPM of the( platform’s operating sts

TRM2_Startup() has two options: TPM_SU_CLEAR and TPM_SU_STATE)The operating state of a T

aft

12

Th

Th
op

1)

2)

3)

br TPM2_Startup() is dependent on how the TPM was shut down and.the selected startup option.

2.3.2 Startup Types
e following terms are used to refer to the different startup*and shutdown operations:

Startup(CLEAR) means TPM2_Startup(startupType== TPM_SU_CLEAR);
Startup(STATE) means TPM2_ Startup(startupType == TPM_SU_STATE);
Shutdown(STATE) means TPM2_Shutdown(startupType == TPM_SU_STATE); and
Shutdown(CLEAR) means TPM2_Shutdown(startupType == TPM_SU_CLEAR).

e combinations of Shutdown() and~Startup() provide three unique methods of preparing the TPM
bration:

TPM Reset is a Startup(CLEAR) that follows a Shutdown(CLEAR), or a Startup(CLEAR) for wh
there was no preceding Shutdown() (that is, a disorderly shutdown). A TPM Reset is roug
analogous to a reboet of a platform. As with a reboot, most values are placed in a default initial st3
but persistentvaldes are retained. Any value that is not required by ISO/IEC 11889 to be kept in

memory is feinitialized. In some cases, this means that values are cleared, in others it means t
new randomi-values are selected.

TPM_ Restart is a Startup(CLEAR) that follows a Shutdown(STATE). This indicates a system tha
restoring the OS from non-volatile storage, sometimes called “hibernation”. For a TPM Restart,
TPM restores values saved by the preceding Shutdown(STATE) except that all the PCR are sef

M2 Shutdown(TPM SU CLEAR) the amount of data saved to NV memory is relatlvely small Wi

nd

PM

for

ch
hly
te,
NV
hat

is
he
to

their default initial state. This allows the TPM to record the boot sequence to ensure that the TCB is

properly instantiated while allowing continued function of the restored OS.

TPM Resume is a Startup(STATE) that follows a Shutdown(STATE). This indicates a system that is
restarting the OS from RAM memory, sometimes called “sleep.” For sleep, the expectation is that the

CRTM will perform the minimal actions required to make the system functional and then “return”

the running OS rather than rebooting it. TPM Resume restores all of the state that was saved
Shutdown(STATE), including those PCR that are designated as being preserved by Startup(STAT
PCR not designated as being preserved, are reset to their default initial state.
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NOTE 1 The PCR are designated in a platform-specific specification.

If the TPM receives Startup(STATE) that was not preceded by Shutdown(STATE), then there is no state
to restore and the TPM will return TPM_RC_VALUE. The CRTM is expected to take corrective action to
prevent malicious software from manipulating the PCR values such that they would misrepresent the
state of the platform. The CRTM would abort the Startup(State) and restart with Startup(CLEAR).

NOTE 2 The startup behavior defined by ISO/IEC 11889 is different than ISO/IEC 11889 (first edition) with
respect to Startup(STATE). An ISO/IEC 11889 (first edition) device will enter Failure Mode if no
state is available when the TPM receives Startup(STATE). This is not the case in ISO/IEC 11889. It
is up to the CRTM to take corrective action if it the TPM returns TPM_RC_VALUE in response to
Startup(STATE).

The TPM is required to validate the integrity of any NV values before those values are used before that
stgte is used. This includes the state saved by TPM2_Shutdown(STATE) (see 12.2.4). When-the TiPM
defermines that some NV value required for proper TPM operation is not valid, the TPM wilk'enter Faillire
Maqde.

It is not specified when the validation of state specific to TPM Resume is to be checked. This giyes
implementation options that may be specified by a platform-specific specification” or determined by the
vepdor.

The startup sequences are illustrated in Figure 5.
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Figure 5 — TPM Startup Sequences
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12.2.4 Shutdown State

TPM2_Shutdown() is used to prepare the TPM for loss of power. As with TPM2_Startup(),
TPM2_Shutdown() has two options: TPM_SU_CLEAR and TPM_SU_STATE.

TPM2_Shutdown(TPM_SU_STATE) preserves the majority of the TPM operational state so that it may be
restored on a subsequent TPM2_Startup(). TPM2_Shutdown(TPM_SU_CLEAR) preserves a minimal
amount of state, mostly to ensure continuity of the TPM timing functions.

NOTE 1 The timing functions are specified in Clause 36.

The TPM preserves state data in NV memory. Data is copied from RAM into NV memory so that.it\s pot
logt when power is removed from the TPM. The amount of data copied to NV memory(is-largely
implementation-dependent, but ISO/IEC 11889 indicates the state data that is required to be.preserved.
This state data is recovered in a subsequent TPM2_Startup(). The type of startup determines what pgrts
of the saved state data is restored and what is discarded.

A shutdown is “orderly” if the TPM receives TPM2_Shutdown() before power is lgst and if the state is hot
subsequently modified by a TPM command before the next _ TPM_Init.

=

These commands will invalidate saved TPM state:

NOTE 2 This is not an inclusive list:

e [ TPM2_Clear(), TPM2_ChangeEPS(), TPM2_ChangePPS() "+ these commands invalidate sayed
contexts in the hierarchy. TPM2_Clear() invalidates preserved contexts in both the storage dnd
endorsement hierarchies.

o | TPM2_ContextSave() — context variables are modified by context save. Saving a session context
changes the session context ID and its tracking state (saved or in memory). Saving an object context
changes the object context ID.

e | TPM2_ContextLoad() for a session — the-context ID and tracking state (in TPM or context saved) [for
each active session should be retained across a TPM Restart or TPM Resume sequence. Saving or
loading a session context changes.the context ID or its tracking state. Saving or loading an object
context need not invalidate a presefved context.

¢ | Any command that modifies ‘a, PCR — regardless of the implementation, any change to a Resume
PCR will invalidate the saved state. If the TPM implements TPM2_PolicyPCR() and uses a PCR
generation counter, any(PCR modification will change this counter value.

EXAMPLE If_ a-Shutdown(STATE) occurs but, prior to Startup(STATE), a TPM2_PCR_Event() is executed
selecting a Resume PCR, then the preserved state is no longer valid, and Startup(STATE) is
not valid until another Shutdown(STATE) occurs.

¢ | Any command that modifies Clock or returns the value of Clock.

A | TEM><implementation may invalidate a preserved context on any command except
TF’IMZ_GetCapabiIity().

12.2.5 Startup Alternatives

The description of the startup process above was given in terms of a command interface. In some
systems, the TPM code is run in a special processor mode that provides the required isolation between
the TPM state and any other program state. For these implementations, TPM2_Startup() may not be a
command that is actually implemented. That is, the platform initialization may boot, validate the TPM
code, and place the TPM in a state that is functionally equivalent to having run TPM2_Startup() on a
discrete TPM component.
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12.3 Self-Test Modes

If a command requires use of an untested algorithm or functional module, the TPM performs the test and
then completes the command actions. When performing a self-test on demand, the TPM should test only
those algorithms needed to complete the command. See Figure 6.

NOTE 1 It is preferable for the TPM to perform self-tests on untested algorithms and functional blocks as a
background task to increase the likelihood that algorithms are tested before they are needed.

Operational

—

v ﬁ
//Wa it Fox

Test Required
\ Command | Functions

Command uses

untested Y= N
functions?
Y I / ,
N I ‘/ Return \‘
‘1 \__ TPM_RC_FAILURE /
Process
Command
| Return ResUlt )
Y
Failure
Mode

Figure 6 — On-Demand Self-Test

After sending TPM2_Startup(), the system may wuse either TPM2_SelfTest() |or
TRAM2«IncrementalSelfTest() to cause the TPM to perform tests of untested algorithms. TPM2_SelfTest()
mgayCoeptionally cause the TPM to perform a full self-test of all algorithms and functional blocks. Ornce

these co ands a Ued, PIVITetar? —RC_ rany command that requ of
any testable function until all requested tests are completed.
NOTE 2 FIPS 140-2 requires that all power-on self-tests be complete before the TPM returns any value that

depends on the results of a testable function. If compliance with FIPS 140-2 is required, any
command that requires use of an untested function causes the TPM to operate as if
TPM2_SelfTest(fullTest = NO) was received. The TPM returns TPM_RC_TESTING and continues to
return TPM_RC_TESTING until all tests are complete. Alternatively, it could complete all tests and
then complete the command. It could also return TPM_RC_NEEDS_TEST.
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NOTE 3 Authenticated tests could be generated by attaching an audit session to TPM2_GetTestResult() and
then using TPM2_GetSessionAuditDigest() to obtain the signature.

If any self-tests fail, the TPM goes into Failure mode and does not allow execution of any Protected
Capabilities except TPM2_GetTestResult() and TPM2_GetCapability(). The TPM exits Failure mode
when it receives _TPM_ Init.

12.4 Failure Mode

If
TAM_RC_FAILURE in response to any command except TPM2_GetTestResult()~|or
TAM2_GetCapability() (See Figure 7). While in Failure mode, the TPM is only required to previdg a
limited number of property values. They are all in the set of TPM_.properties
(TPM_CAP_TPM_PROPERTIES):

e« | TPM_PT_MANUFACTURER

e | TPM_PT_VENDOR_STRING_1

e | TPM_PT_VENDOR_STRING_2

e | TPM_PT_VENDOR_STRING_3

« | TPM_PT_VENDOR_STRING 4

e | TPM_PT_VENDOR_TPM_TYPE

e | TPM_PT_FIRMWARE_VERSION_1
e | TPM_PT_FIRMWARE_VERSION_2

NQITE An implementation could return other property values.
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12

12

ISO/IEC 11889 describes optional Protected Capabilities for upgrading the TPM firmware. The methd
specified in ISO/IEC-11889 would allow the upgrade process to be handled in a standard way on TP

fro
for
fie
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co

Figure ¥.— Failure Mode Behavior
5 Field Upgrade

5.1 Introduction

m multiple vendors. The methods described here should not be viewed as limiting the vendor's optig
implementation of their own, vendor-specific methods for upgrading the TPM firmware. However,
d upgrade methods chosen by the vendor should not be less robust than the methods specified
D/IEC.11889. In particular, the authorizations for the upgrade should be the same as the field upgr3
mmands in ISO/IEC 11889.

ds
Ms
ns
he

in
de

12.5.2 Field Upgrade Mode

ISO/IEC 11889 describes two optional upgrade methods: full and incremental. These terms do not refer
to how much of the firmware in the TPM changes, but to how the upgrade is applied.

©

For a full upgrade, the TPM stores in Shielded Locations all blocks of the firmware update. It makes
no change to the executing firmware unless all the blocks are confirmed to be correct. The upgrade

process may be interrupted or abandoned without affecting TPM functionality.
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e For an incremental upgrade, firmware updates may be applied as each block is received. The TPM
may not be fully functional if the upgrade process is abandoned.

The field upgrade process starts when the TPM receives a properly authorized
TPM2_FieldUpgradeStart(). See Figure 6. That command contains the digest of a first block of the
upgrade. If the next command is TPM2_FieldUpgradeData() and the digest of the data parameter
(fuData) of the command matches the signed digest in TPM2_FieldUgradeStart(), the TPM accepts
fuData as containing the upgrade data.

The IBPM may huffer firmware |1pdmp blocks and not r‘h:-mgp the firmware until its buffer is full \When a
copsequential change to the running firmware is made, the TPM enters Field Upgrade mode (FUM)-dnd
dogs not accept any command but TPM2_FieldUpgradeData() until the update is complete. See Figurg 7.
Before the TPM enters FUM

¢ | it may accept other commands, and

¢ | the update sequence may be abandoned by sending a zero-length upgrade data buffer. The TPM
acknowledges that it has abandoned the field upgrade by returning TPM_ALG- NULL for nextDigest.

When the field upgrade process is complete, the TPM may either return to.nermal operation or entef a
mqde that requires _TPM_Init before normal TPM operations resume. The TPM vendor should determ|ne
if 4 reboot is required after the firmware update and cause the TPM to setthie mode appropriately.

If the TPM is reset (_TPM_lInit) while in FUM and the TPM is not,akle to revert to normal operation, thfee
pogsibilities exist for recovery. The choice is determined by the digest of the first upgrade block provided
to the TPM after _TPM_Init. The TPM may retain up to three-digest values that it uses for comparison:

1) | the digest of the first upgrade block of the current seéquence to be used when the intent is to restart
the current upgrade sequence from the start (called Digest C in Figure 8);

2) | the digest of the first block of the firmware thatwas being replaced (called Digest P in Figure 8) to|be
used when the intent is to abort the upgrade-and restore the previous firmware; and

3) | the digest of the first upgrade block of the factory installed firmware (called Digest F in Figure 8) | to
restore the TPM to its factory state.

To|enable option 2) above, the TRM-may support TPM2_FirmwareRead() so that the software performjng
thg upgrade can save a copy ofthe current TPM firmware in case the upgrade fails.

NQITE TPM2_FirmwareRead() might not be supported on a TPM even if the TPM can perform a fleld
upgrade-

If |TPM_Init is received while the TPM is in FUM, then TPM Reset is required after the field upgrgde
copletes, regdrdless of the nature of the firmware changes. This reset is required because the TPM
dogs not accept TPM2_Startup() while in FUM, and the TPM will not reflect the state of the platform.
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Figure 8 — Resuming FUM after _TPM_Init
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Figure 9 — Field Upgrade Mode

12.5.3 Preserved TPM State

A field upgrade may not cause exposure of any data that is specific to a TPM instance. This includes:
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Primary Seeds;

Hierarchy authValue, authPolicy, and proof values;
lockoutAuth and authorization failure count values;
PCR authValue and authPolicy values;

NV Index allocations and contents;

Persistent object allocations and contents; and

In particular, if the TPM supports TPM2_FirmwareRead(), the returned data is not allowed to comtain §

da

Af

12

The method described above for management of a TPM field upgrade is intended for use in a TPM tha|
implemented as stand-alone component (that is, when the TPM iscmanufactured and sold as
coponent that is added to a platform). When the TPM is not a stand-alone component, other methods

TOokT

a that is unique to the TPM instance.

eld upgrade should not cause the loss of any data that is specific to a TPM instance.

5.4 Field Upgrade Implementation Options

field upgrade are possible and are not precluded by ISO/IEC 11889,

If d

ther methods are used, the security of that method is the responsibility of the platform manufacturer

iny

[ is

of
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13 TPM Control Domains

13.1 Introduction

Three entities control the TPM: the platform firmware, the platform Owner, and the Privacy Administrator.
The Owner and Privacy Administrator are often the same entity. This control does not give these entities
the ability to access user keys or data, but it does give them the ability to control selected TPM resources.

Each-of the three entities has its own domain of control \Within that domain are TPM resources reserved

to fthat entity. Each entity exercises its control over its domain by use of domain-specific authorizatjon
values.

The NV space defined by the platform firmware has an additional control, phEnableNV. When SET, NV
space defined by the platform firmware is accessible. When CLEAR, it is inaccessible;> This pernjits
independent control of the platform firmware hierarchy and its NV space.

EXAMPLE The platform hierarchy can be disabled while still permitting access to platform firmware NV spacg.
13}2 Controls
The platform firmware, platform Owner, and Privacy Administrator each-have an authorization value gnd

an|authorization policy to control some portion of the TPM, including a specific Primary Seed (see clayse
14). The authorizations, policies, and Primary Seed for each domain are:

>

o | platformAuth/platformPolicy/PPS for platform firmware;
¢ | ownerAuth/ownerPolicy/SPS for the Owner; and

¢ | endorsementAuth/endorsementPolicy/EPS for the Privacy Administrator.

Aspociated with each hierarchy is a logical-switch (that is, an “enable”) that determines whether the
hidrarchy is enabled. These enables are phEnable, shEnable, and ehEnable.

When the enable for a hierarchy is ;SET (1) and ISO/IEC 11889 indicates that an action may |be
authorized with an authorization value, the corresponding policy is also allowed.

EXAMPLE When phEnable.is’ SET and platformAuth is allowed, platformPolicy can also be used.

When the enable for a hierarchy is CLEAR, neither the corresponding authValue nor authPolicy may
authorize operations:

The interaction Of-the two authorization types (value and policy) and the associated hierarchy enable are
intended to proyide a flexible set of controls. Table 2 shows the control combinations.

Taple 3'shows the authValue as either being "Known" or "Unknown". These correspond to the enabled
anf disabled states for an authValue. When the authValue is known, it can be used for authorization byt it
cahnet-beused-when-theauth\alde—isunrknewn—Since—a—zere-length-string{(Empty Buffern-is—a—valid,
knowable authValue; the way to make the authValue unknown, and disable its use, is to set it to a large
random number and then discard that number. Table 3 shows the authPolicy as either being "Set" or
"Empty". These also correspond to the enabled and disabled states for an authPolicy. An authPolicy will
have to match the value of a digest (policyDigest) in order for it to be a valid authorization. Since no
digest has a zero length, setting the authPolicy to an empty buffer will disable use of the authPolicy. It is
also possible to disable use of the authPolicy by setting it to any value that does not represent a known
policy but the conventional way to disable use of authPolicy is to set it to an empty buffer (see 19.7 for the
description of policyDigest generation and use).
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Table 3 — Hierarchy Control Setting Combinations

hierarchy
enable authValue | authPolicy | Description

SET Known Set The hierarchy is enabled, and objects in it may be loaded. Either
authValue or authPolicy may manage resources related to the
hierarchy.

SET Unknown Set The authValue may be made unknown by setting it to a random value
and then discarding the value. This prevents the authValue from béi
used. This combination is useful for keeping the hierarchy enabled byt
using a policy-based delegation scheme for managing hierarctiy-
related resources.

SE Known Empty When the authPolicy is empty, it cannot match any policyDigest valug
so the use of authPolicy is disabled. This combination-is most
analogous to the control scheme of ISO/IEC 11889\(first edition),
where an authValue (ownerAuth) is used to manage the resources of
the single hierarchy supported by an implementation of ISO/IEC
11889 (first edition).

CLEAR N/A N/A When an enable is FALSE, the correspending authValue and
authPolicy may not be used to autheriZze any TPM action.
KAMPLE An example of using hierarchy enable SET, an unknown) ‘authValue, and authPolicy SET |is

delegating control of creating Primary Objects in a hierarchy to one entity while delegating contrpl
of related NV resources to a different entity.

m

TRAM2_HierarchyChangeAuth() may change the authValue\associated with a hierarchy but only if the
higrarchy is enabled. Either the authPolicy or the authVialue of a hierarchy may be used to authoriz¢ a
ch@ange to the authValue.

133 Platform Controls

The platform firmware has overall control_of the TPM and the availability of the TPM to the platfdrm
Owner or Privacy Administrator. Thelplatform firmware is assumed to be provided by the platfgrm
mgnufacturer and performs the management of the hardware in preparation for use by an operatjng
system (the operating system may, be provided by a different vendor). In some systems, platform firmware
runs after the OS is loaded. Often‘this firmware is required to ensure the safety of the system.

EXAMPLE Some systems have thermal properties that, if not managed properly, could lead to destructior] of
the system,-and could even lead to the system becoming a fire hazard.

If the firmware is crueial to the safety of the system, the platform manufacture may design in a firmware
upplate process<that ensures that only firmware approved by the manufacturer for a specific maching is
allpwed to be.Joaded on the system. This firmware may use cryptography to validate the firmware update
before it is\loaded. The TPM has cryptographic functions that are similar or identical to the functigns
nepded \by the platform firmware for its management of the system. Rather than replicate thgse
ptographic capabilities, the platform firmware is given its own set of TPM resources for its use. Reyse

The platform manufacturer decides if it is possible to disable use of the TPM by the platform. The method
for disabling use of the TPM by the platform is platform-manufacturer specific.

The properties of the TPM required by the platform manufacturer need not match those of the Owner.

The platform manufacturer decides what cryptographic algorithms are required to safeguard the platform.
These algorithms may differ from the algorithms use by the Owner or the Privacy Administrator.
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Platform controls allow the following operations not available to an ordinary TPM user:

e allocation of TPM NV memory;
e PCR configuration;
e control of the availability of any key hierarchies; and

e change of the PPS, SPS, and EPS and reset of associated authorization values and policy.

NOTE 1 This is not a comprehensive list. The uses of the platform controls are specified in ISO/IEC 11889-3.
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(TPM_RH_PLATFORM) indicates that the command accepts platformAuth or pIatformPollcy

phEnable gates use of both platformAuth/platformPolicy and the PPS hierarchy, as specified”in the
previous clause. When phEnable is CLEAR, a _TPM_Init is required to SET it.

Orlany _TPM_Init, phEnable is SET to ensure that the platform may use the TPM during-its initialization.

Onl TPM Reset or TPM Restart, platformAuth is set to an EmptyAuth, and platfoarmPolicy is set to |an
Enppty Policy.

NQTE 2 Platform controls are reset on TPM Restart because the BIOS goes through a full initialization and
has no memory of any previous authorization values.

A platformAuth/platformPolicy may be used in TPM2_HierarchyControl() to SET or CLEAR shEnable| or
ehEnable.

134 Owner Controls

The TPM controls available to the Owner are a subset of those available to the platform. These inclyde
thg

e | allocation of TPM NV memory, and

¢ | control of the availability of any storage"hierarchies.
The shEnable gates use of both awnerAuth/ownerPolicy and the SPS hierarchy, as specified in 13.2.

The shEnable is SET on each-TPM Reset, TPM Restart, or when the SPS is changed (TPM2_Clean)).
The shEnable may be CLEAR (TPM2_HierarchyControl()) using either Lockout Authorization or Platfdrm
Authorization. When shEnable is CLEAR, it may only be SET (TPM2_HierarchyControl()) if Platfdrm
Authorization is provided.

The ownerAuth_and ownerPolicy values are persistent. They are set to standard initialization values when
thg SPS is<hanged (TPM2_Clear()): ownerAuth is set to an EmptyAuth, and ownerPolicy is set to|an
Enppty Policy. They may be explicitly changed by designated commands.

135 ~Privacy Administrator Controls

The Privacy administrator has control over the Endorsement Hierarchy and reporting of privacy-sensitive
data.

The Privacy Administrator uses endorsementAuth and endorsementPolicy to exercise its control. The
Privacy Administrator has a more limited domain of control than those of the platform firmware and the
Owner. The cases when endorsementAuth or endorsementPolicy are required are:

e when creating Primary Objects in the Endorsement hierarchy, and
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¢ when controlling the availability of the Endorsement hierarchy.

Other actions that may be considered to be privacy-sensitive require use of objects in the Endorsement
hierarchy. The privacy administrator of the TPM is expected to manage the creation of objects in the
Endorsement hierarchy to ensure that the use of those objects is in accordance with their privacy policy.

EXAMPLE Certification of a TPM object by the TPM produces a data structure that has data that could allow
cross-correlation of the objects. This data is obfuscated unless the certifying key is in the
Endorsement hierarchy.

XU > = cla y e i
in [L3.1. It also gates use of the vendor-specific handles TPM_RH_AUTH_00 to TPM_RH_AUTHUFF.
Additionally, when the SPS changes, the objects in the EPS hierarchy are flushed from the TPM,‘and new
S objects (that is, Primary Objects) must be created.

NQTE 1 Clearing the hierarchy is necessary to ensure that the new Owner cannot abuse objeets created by a
previous one and so that objects belonging to the previous Owner cannot compremise the new ong.

NQTE 2 TPM2_HierarchyControl() will SET or CLEAR ehEnable if the.proper authorization is provided.

endorsementAuth and endorsementPolicy values are()persistent. They are set to standard
ifialization values when the SPS (TPM2_Clear()) or :EPS (TPM2_ChangeEPS()) are changgd:
enflorsementAuth is set to an EmptyAuth, and endorsementPolicy is set to an Empty Policy. They may|be
explicitly changed by designated commands.

13{6 Primary Seed Authorizations

Use of a Primary Seed to create a Primary*Object requires use of the authorization associated with that
Primary Seed: Platform Authorization for the PPS, Owner Authorization for the SPS, and Endorsement
Authorization for the EPS.

13l7 Lockout Control

A TTPM is required to implement a lockout mechanism to protect against so-called “dictionary attacks,
where an attacker tries-numerous authorization values until one succeeds. Dictionary attack protection is
common for security~devices that use human input for authorization. A human source of authorizatjon
likgly has too little_entropy to protect against an automated attack, so logic that prevents high-spged
gugssing of thevalues is required.

EXAMPLE Smartcards are an example of a security device that uses human input for authorization.

When-the dictionary attack lockout is engaged, preventing use of some resources, it is helpful to have a
segmmmme as fockoutATtiT. —Altermativety, a policy

(lockoutPolicy) can be used to reset lockout.

17

NOTE 1 The primary attack model for the dictionary attack begins when a system falls into the hands of a
thief. The thief tries to recover data on the system by guessing the password used to protect a disk’s
encryption keys. The dictionary attack logic defeats this attack by preventing the thief from making
many guesses before the TPM locks out further attempts. When/if the system is returned to its
rightful owner, that owner can enter the lockoutAuth value or satisfy lockoutPolicy, access the disk
encryption keys, and return to normal operation.
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NOTE 2 Unfortunately, dictionary attack logic is not forgiving of poor typing or a short memory. If someone
types his or her password incorrectly due to clumsiness or poor memory, the dictionary attack logic
might not differentiate this from an attack, so it locks the TPM. Lockout Authorization allows
recovery from this situation.

The lockoutAuth value is reset to EmptyAuth and lockoutPolicy to the Empty Buffer when TPM2_Clear() is
executed.

NOTE 3 TPM2_Clear() changes the SPS rendering all previously-created user objects inaccessible. There
are, therefore, no keys for the dictionary attack logic to protect.

The lockoutAuth value may be changed (TPM2_HierarchyChangeAuth()) only when its current valug is
prgvided. LockoutPolicy may be changed using TPM2_SetPrimaryPolicy().

=

Gdqnerally, dictionary attack protection is not applied to objects associated with the PPS or to\NV Indexes
defined using Platform Authorization. The platform firmware is expected to select a high=€ntropy vajue
when setting the platformAuth after a TPM reset. Additionally, since Platform Authorization does pot
pravide access to user data protected by the TPM, disclosure of platformAuth dpes not expose user
segrets.

See 19.11 for full details on setting of parameters associated with dictjenary attack logic and other
aspects of the dictionary attack protection.

13{8 TPM Ownership

13(8.1 Taking Ownership

Taking ownership of a TPM is the process of insérting authorization values for the ownerAdth,
enforsementAuth, and lockoutAuth.

A [TPM that has been cleared (TPM2_Clear())\has its ownerAuth, endorsementAuth, and lockoutAuth
values set to EmptyAuth and its ownerPolicy;endorsementPolicy, and lockoutPolicy values set to Empty
Buffers. Different options exist for setting the Values.

EXAMPLE 1 After the TPM is cleared, an OS could change the authorization and policy values and manage them
on behalf of the platform Owner..

EXAMPLE 2 Platform firmware)could provide a utility for the platform owner to directly set the authorization and
policy values(after the TPM is cleared.

The platform may preyent access to the hierarchies associated with Owner Authorization gnd
Endorsement Authorization and prevent use of the TPM’s persistent storage by the operating system gnd
user applications; \TPM cryptographic capabilities would still be available, and these could be used ap if
thg TPM wereta.software cryptographic library.

13|8.2, VReleasing Ownership

TPM2Clear0—clears—the—current—Owner—from—the —TPM A parsistent —TPM— conliol
(TPMA_PERMANENT.disableClear) controls whether TPM2_Clear() is functional. If disableClear is
CLEAR, then TPM2_Clear() may be authorized using either Platform Authorization or Lockout
Authorization. If the control is SET, then TPM2_Clear() is not functional.

NOTE TPMA_PERMANENT.disableClear could be SET or CLEAR using platformAuth/platformPolicy, giving
the platform the ability to enable execution of TPM2_Clear() when needed.

TPM2_Clear() instructs the TPM to:
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o flush any transient or persistent objects associated with the SPS or EPS hierarchies (PPS objects are
not affected);

e release any NV Index locations that do not have their TPMA_NV_PLATFORMCREATE attribute SET;
e setshEnable and ehEnable to TRUE;

e set ownerAuth, endorsementAuth, and lockoutAuth to an EmptyAuth;

e set ownerPolicy, endorsementPolicy, and lockoutPolicy to an Empty Policy;

e replace the existing SPS with a new value from the RNG; and

e | recompute shProof, and ehProof.
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14 Primary Seeds

14.1 Introduction

A Primary Seed is a large, random value that is persistently stored in a TPM; it is never stored off the
TPM in any form. Primary Seeds are used in the generation of symmetric keys, asymmetric keys, other
seeds, and proof values.

A Primary Seed generates Primary ODbjects using the methods specified in Clause 27.5.Tn brief, the caller
prgvides the parameters of an object to be created, and the TPM uses these parameters and the Primary
Sefed in a key derivation function (KDF) to produce an object of the desired type. After the TPMgenerales
a Rrimary Object, it uses the parameters of that object and the Primary Seed to generate a symmietric key
to encrypt the sensitive portion of the object (that is, the private data and authorizations)(lt’then retufns
thg public portion and name of the object to the caller. The Primary Object may then-be context saved
anfl loaded like any other object. It may be stored persistently in the TPM's NV mempry
(TPM2_EvictControl()).

Primary Seeds generate only Primary Objects. All other objects use the random number generator of the
TRM as the source of entropy for generating secrets in the object.

1412 Rationale

The algorithm flexibility provided by ISO/IEC 11889 makes ‘it possible for the TPM to support magny
different asymmetric key types. ISO/IEC 11889 (first edition)*supported only the RSA algorithm with a
limited number of commonly used parameters. The addition of ECC support significantly increases the
number of parameters because curve parameters maywary based on application.

Endorsement Keys (EKs) and EK certificates. As mentioned in 9.4.4.2, an EK is an identity for the Roof of
Trist for Reporting (RTR), and algorithm agility creates the possibility of having many identities for the
same RTR, with each identity based on a-different set of cryptographic algorithms.

WFIe this flexibility is a major benefit of ISO/IEC,11889, it creates new challenges for managing TPM

Orle possible approach for handling many EKs and their associated certificates would be for the TPM
mgnufacturer to have the TPM ¢reate EKs for many key parameters and store them on the TPM; in this
way, a key with the correct parameters would be available in most situations. The TPM vendor could then
crgate one or more certificates for those keys. However, this approach would require a prohibitive amopnt
of NV memory to store‘all the key pairs and associated parameters. The approach taken in ISO/IEC
11B89 allows certification of a large number of EKs with different parameters without requiring that any of
thgm be stored in persistent TPM memory.

The mechanismiof ISO/IEC 11889 uses a persistent, randomly generated seed value from which EKs @re
defived. The\derivation process lets the TPM generate a different EK for each set of key parameters. |As
lorlg as the'seed value does not change, the same key parameters generate the same EKs.

Th f\]/pinnl use of this EK gnnnrnfinn :\pprn:mh is_as follows: The TPM manufacturer or the plnffhrm

manufacturer has the TPM create a new Endorsement Primary Seed (EPS) and then generate key pairs
based on sets of input parameters and that EPS. The TPM retains the generated keys. Combinations of
key parameters should be chosen to ensure that likely TPM users would find a combination to suit their
needs. The manufacturer then generates one or more certificates for the generated public keys and then
ships the TPM/system with no EK pair stored on it. The system owner decides which key types are
needed, and the parameters for those types are entered into the TPM. If the parameters are the same as
those used by the manufacturer, the TPM generates the same key pair. The system owner then has an
EK with its certificate. A Primary Key does not leave the TPM so the owner has a choice to make. They
may either re-create the EK whenever it is needed or tell the TPM to save the EK in persistent memory.
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The seed key concept may be applied to two other TPM key hierarchies: one used by platform firmware,
and one used for the owner's Storage hierarchy. The Endorsement Keys (EK) are generated from the
Endorsement Primary Seed (EPS), platform keys from the Platform Primary Seed (PPS), and Storage
Root Keys (SRK) from the Storage Primary Seed (SPS). Each seed value has a different life cycle, but
the way it seeds the associated hierarchies is approximately the same.

This approach allows multiple storage hierarchies with differing security properties, as needed by various
applications, without requiring that all of the SRKs occupy persistent TPM memory. An SRK may be made
persistent in TPM NV memory if required by the application.

Thjs scheme is also used in support of the Platform hierarchy for implementation simplicity.

14{3 Primary Seed Properties

14(3.1 Introduction

A Primary Seed is required to have at least twice the number of bits as the &ecurity strength of gny
symmetric or asymmetric algorithm implemented on the TPM.

EXAMPLE 1 RSA2048 is considered to have a security strength of 112 bits, (f-it"were the strongest algorithm|on
the TPM, then the size of an associated Primary Seed would be ‘at’least 224 bits.

EXAMPLE 2 If AES256 were implemented, the Primary Seed would _be’ 512 bits even if: (1) the desired secufity
strength is 196 bits, and (2) AES256 is used only for cnvenience, as is the case with Suite B.

A flifferent authority controls each Primary Seed. In normaliuse, Primary Seeds are expected to hgve
different lifetimes.

14{3.2 Endorsement Primary Seed (EPS)
The EPS is used to generate EKs and is the basis of the RTR’s identity.

The TPM creates an EPS whenever it:is_powered on and no EPS is present. TPM2_ChangeEPS() may
ch@ange the EPS (replace it with a new EPS), but this requires authorization by Platform Authorization.

The TPM manufacturer may inject*an EPS and, under controlled conditions, compute the asymmetric HKs
thgt the TPM would generate given specific input parameters. Only the TPM vendor may inject an EPS

When an EPS is replaeed, all objects in the Endorsement Hierarchy are invalidated, and certificates
asgociated with theEKs generated from that EPS are no longer useful. This means that certificates [for
nev EPS-based-EKs may be needed. The environment in which this process occurs may not provjde
asgurance that'the EKs are generated from a genuine TPM. To support recertification in such [an
enyironment, \ythe TPM allows cross certification of keys between the Platform hierarchy and the
Endorsement hierarchy under control of the platform firmware. Cross certification allows a chain of trusg to
be|maiftained as the seeds are changed.

When a platform enters the distribution channel, it Is expected to have a certificate for at least one EK for
the TPM on that platform.

Either endorsementAuth or endorsementPolicy is required to use the EPS for creation of a Primary Object
in the Endorsement hierarchy.
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14.3.3 Platform Primary Seed (PPS)

The PPS is used to generate the hierarchy controlled by platform firmware. The hierarchies derived from
this seed are for exclusive use by platform firmware and should not be made available to user-installable
software.

EXAMPLE An example of user-installable software is an OS and applications.

NOTE 1 The platform firmware may be changed because of actions by a person with possession of the
platform, but that is not included in the definition of user-installable software.

The TPM creates a PPS whenever it is powered on and no PPS is present. TPM2_ChangePPS() may
change the PPS (replace it with a new PPS), but this requires authorization by Platform Authorization.

A IPPS may be injected but only by the TPM manufacturer.

P

atform Authorization is required to use the PPS to create a Primary Object in the Platférm hierarchy.

The authorization for use of objects in the PPS hierarchy should use a policy centaining a reference to

pldtformAuth and not be based on a key-specific authorization value.
NQTE 2 The TPM does not enforce this imperative.
NQTE 3 A simple way to achieve this control is to create apolicy that references platformAuth ip a

TPM2_PolicySecret(). If the only component of the~p@licy is TPM2_PolicySecret() referending
TPM_RH_PLATFORM, the policy could be the samersfor.all objects in the Platform hierarchy and|for
all platforms that implement the chosen policy hash.

14{3.4 Storage Primary Seed (SPS)

The SPS is used to generate hierarchies controlled-by the platform owner. This seed generates the keys
thgt serve as Storage Root Keys for normal OS_and application use.

The TPM creates the SPS whenever it isqpowered on and no SPS is present. TPM2_Clear() may be uged
to change the SPS if the TPM owner wants to ensure that no previously generated keys in the Storgge
higrarchy may be used in the future.

Changing the SPS invalidates,\all objects in the Storage Hierarchy and they cannot be recreatgd.

Changing the SPS also invalidates all objects in the Endorsement Hierarchy and only the Primary Objects
in the Endorsement Hierarchy may be recreated.

14|13.5 The NuiSeed

The Null Seed(is set to a random value on every TPM reset. The Null Seed can be used to generate
higrarchies (primary objects and children of primary keys) that are only usable until the next TPM reset.

Onjectstin the null-hierarchy cannot be made into persistent objects. However, in other respects objects

this-hierarchy-behave like-objects-in-the-otherhierarchy-

n

14.4 Hierarchy Proofs

The TPM uses a proof value to prove that it created or checked an externally provided value. A proof
value is associated with a hierarchy and is statistically unique. The proof values are used in tickets. The
tickets use the hierarchy-specific proof values. A ticket may not be used when its associated hierarchy is
disabled.
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AMPLE 1 The TPM can validate asymmetrically signed data. After doing so, it produces a ticket that is an
HMAC over the signed data, with the HMAC key being a proof value. This proves to the TPM that it
has already checked the asymmetric signature so it does not have to do so again. Subsequently,

when the TPM needs to check that the data was properly signed, it can use symmetric cryptogra
(a hash) rather than asymmetric cryptography to validate the signature.

AMPLE 2 When the TPM performs TPM2_ContextSave() on an object in the Storage hierarchy, it can incl

phy

ude

the Storage hierarchy proof (shProof) in the object’s integrity value. When the SPS is changed,

shProof will change so that the saved contexts cannot be reloaded.

A Platform hierarchy proof (phProof), used for objects associated with the Platform hierarchy. phProof

charges—whenr—the—PRS—changes—An—shPreef—usedfor—the—Storage—and—Endersement—hierarehies

ch@anges when the SPS changes.

NQTE 1 It is possible to create objects in the Endorsement Hierarchy that are not Primary Objects. These
Ordinary Objects are considered to belong to a specific TPM Owner. A change of the 'SPS indicdtes
a change of Owner for the TPM. Inclusion of shProof in the protection of Ordinafy\‘Objects in fthe
Endorsement Hierarchy insures that those Objects will be deleted when the Ownef/changes.

A proof is a value that may be kept in permanent storage on the TPM or it may be regenerated from the

PHS or SPS on each boot or as needed. A proof value is never stored off the TPM.in any form. Hierarghy

prgof values are only used as an HMAC key if the result of the computation’is stored off the TPM

hig

no

EX

Th

EX

NO

leave the TPM.

AMPLE 3 Saved contexts and tickets are examples of hierarchy pfoofvalues used as HMAC keys when
result of the computation is stored off the TPM.

e TPM should produce proof values that are the larger of éither

the size of the largest digest produced by any hashalgorithm implemented on the TPM, or
twice the size of the largest symmetric key supperted by the TPM.

AMPLE 4 If the TPM implements SHA384 and"AES256, the proof value will have a size of 512 bits.

TE 2 According to SP800-57, the Security strength of SHA256 in an HMAC function equals 256 bits. Si
security strength is notN\improved when the key size is larger than the digest size,

balanced algorithm_sets. A TPM using SHA256, ECC256, and AES128 is balanced, and the p
value is 256 bits.

rarchy proof value may be used in other computations as long as the result of the computation dges

the

hce
the

recommendation for proof size provides the appropriate strength when the TPM is implemen{ing

oof
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15 TPM Handles

15.1 Introduction

TPM resources are referenced by handles that uniquely identify a resource that occupies TPM memory —
either RAM or NV. A handle is a 32-bit value. Its most significant octet identifies the type of referenced
resource. At any given instant, its low-order 24 bits identify a unique resource of that type. The actual
resource identified by the low-order 24 bits may change with time.

A gpecific handle value may refer to only one TPM-resident resource at a time.

152 PCR Handles (MSO=001¢)

To| reduce confusion, PCR are assigned handles that have the same values as in ISQ/[EC 11889 (fjrst
ed|tion). A PCR handle is an index into an array of PCR. A PCR’s index and handle value are the same|.

15{3 NV Index Handles (MSO=01,¢)

An[NV Index is associated with a persistent TPM resource created by TRM2 NV _DefineSpace().

15{4 Session Handles (MSO=02;5and 0315)

The TPM assigns session handles when an authorization session is started (TPM2_StartAuthSession()).
An[HMAC session is assigned a handle with an MSO of 0235 and a policy session is assigned a hanflle
with an MSO of 0346. Each authorization session handle is associated with a unique context that may
exist in only one place at a time: either on the TPM*ip a Shielded Location, or in a saved context a$ a
Protected Object. The handle remains associated with the session as long as the session exists and dges
nof change when the session is context-saved and-reloaded.

The low order 3 octets of each session handle are unique. They are assigned interchangeably to HMAC
or policy sessions but to only one at a time.

=

EXAMPLE 1 If a policy session has a value of 03 00 00 01,4, then an HMAC session with a value of 02 00 00 41,6
will not be assigned\at the same time.

NQTE 1 The policy and session handles are assigned from a common pool of handle values.

When TPM2_GetCapabhility() is used to obtain a list of sessions that are currently loaded on the TPM, the
caller would use a handle with an MSO of 02,5. While this would normally be an HMAC handle referenge,
thg TPM will respond with a list that includes both HMAC and policy sessions. The handles will [be
retprned in ascending order of the low-order three octets.

EXAMPLE 2 A list of loaded handles returned by the TPM in response to a TPM2_GetCapability(capability =
TPM_CAP_HANDLES, property = 02 00 00 00;5), the TPM might return the list: 02 00 00 0P,
03 00 00 04,6, and 02 00 00 0546.

When TPM2_GetCapability() is used to obtain a list of sessions that are active but not on the TPM, the
caller would use a handle with an MSO of 03,6 which normally would reference a policy session. The
TPM will respond with a list of session handles that are in use, but not on the TPM. Since the TPM does
not keep a record of whether the saved session context was an HMAC or policy session, all of the
handles in the list will have an MSO of 024.

The TPM is required to maintain a list of all, currently assigned session handles as well as the correct
"version number" for any saved session contexts.
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NOTE 2 the "version number" is how the TPM prevents replay of an authorization.

When an authorization session is no longer needed, TPM2_FlushContext() may be used to delete all
context associated with the session from TPM memory (see 30.6). The session handle for this command
may use an upper octet of either 02,4 or 034.

NOTE 3

associated with that context and invalidates the version number of any saved context.

NOTE 4 An alternative method of flushing a session context exists that is not available for other entities.

All

rernain valid until a TPM Reset.

15
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(TPM2_EvictControl()). Transient objects in TPM RAM have handles with an MSO of 80,4; they may h3
a dlifferent value for the three LSOs each time the Qhjeet is used. This is because the Object’'s cont|
mgy have been swapped out and the TPM assigned:a new handle when the object was swapped back
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logded context to be flushed.
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T
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Mgking an Object{persistent requires either Platform Authorization or Owner Authorization.

When the TPM changes a Transient Object to a Persistent Object, the caller indicates the handle to

as
bit
au

Hed resource handles refer to Shielded Locations that are always associated.with the same handle.

the last use of the sessijon, the caller may indicate (in one of the session attributes) that the ses

Flushing a session context deletes any data in the TPM relating to the context and frees the handle

On
ion

is no longer needed. If the command completes successfully, the TPM will complete the respo
computations for the session and delete the session context from TPM memory (see 18.6.4).

session contexts in TPM memory are flushed on any TPM2_Startup(). The saved sessionconte

5 Permanent Resource Handles (MSO=405)

AMPLE Examples of these resources are Owner, Platform, and End@rsement hierarchy controls. Th
resources have handles with an MSO of 404s.

6 Transient Object Handles (MSO=80;5)

e TPM assigns Object handles when an Object is loaded-or when the Object’s persistence is chang

e TRM ensures that the handle references the correct object.

Transient Objects are flushed from TPM:memory on any TPM2_Startup(). A loaded Transient Obj
ntext may be flushed from TPM memary-using TPM2_FlushContext() and indicating the handle of

7 Persistent Object Handfes (MSO=815)

M2_EvictControl() may-make a Transient Object into a Persistent Object. A Persistent Object, plag
he TPM’'s NV memary;-is not cleared by a TPM2_Startup().

bigned to-the Persistent Object. The MSO of the handle is required to be 81,5. The next most signific
is required to be CLEAR if the authorization is provided using Owner Authorization and SET if
horization is provided using Platform Authorization. If the handle is not already in use, and space
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ditabte, a persistent topy of the Objectis Treatedandassignedthe trandte provided by thecatter—T
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handle always references the same Persistent Object as long as it remains persistent. The handle
assigned to a Persistent Object may be assigned to a new Persistent Object if the first Object is deleted

fro

m persistent storage.
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16 Names

The Name of an entity is its unique identifier. The handle associated with an object may change due to
context management (TPM2_ContextSave() / TPM2_ContextLoad()), but the Name of an object remains
constant. The Name associated with an NV Index will change based on changes to the attributes of the
Index.

EXAMPLE 1 When an NV Index is initially defined, it will have a Name for an Index with TPMA_NV_WRITTEN
CLEAR. After the Index is written, the Name will change to reflect that TPMA_NV_WRITTEN is SET
for the Index

When an NV Index becomes locked (TPMA_NV_WRITELOCKED or TPMA_NV_READLOCKED-s"'SHT),
thg Name of the NV Index changes. This has two implications:

1. The caller should read the NV public area and calculate the Name before-using it in [an
HMAC authorization calculation.  Otherwise, an invalid authorization‘/may trigger the
dictionary attack protection depending on TPMA_NV_NO_DA

2. The TPM must check access control before checking authorization;

EXAMPLE 2 The TPM ought to reject a read to a read loecked NV Index before doing |an
authorization check that might trigger the dictionary,-attack protection.

The method of computing the Name for an entity varies according.te@ the entity type that is the MSO of the
hapdle. Table 3 shows the method and the handle’s MSO for different entity types.

When the computation of a Name uses a hash algorithm, the algorithm identifier is included in the Name
strpcture. If the Name is a handle, the Name is only the liandle value.

—

Table 4 — Equations foft€omputing Entity Names

MSO of
Handle | Entity Type Equation fof_ Computing the Name
0016 PCR
0P16 HMAC Session Name := handle
Poli - No hash is performed on the handle to produce the name and the name is onl
s olicy Session the size of the handle.
4016 Permanent Values
Name = nameAlg || Huameaig (handle—nvPublicArea)
where
nameAlg algorithm used to compute Name
(0) BT NV-Index . .
Hiameaig hash using the nameAlg parameter in the NV Index
location associated with handle
nvPublicArea  contents of the TPMS_NV_PUBLIC associated with
handle

78 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

MSO of
Handle | Entity Type Equation for Computing the Name
Name := nameAlg || H 1o (handle—publicArea
8016 Transient Objects™ 9 11 Hoameass P )
where
nameAlg algorithm used to compute Name
i i Huameaty hash using the nameAlg parameter in the object

811 Persistent Objects associated with handle

publicArea contents of the TPMT PUBLIC associated with handle
NOTE The Name of a sequence object is an Empty Buffer (see 32.4.5).

When an object is created, a "template" for the public area is used to define the properties for the n
object. That template has the structure of an object's public area. The Name of a publicarea template

computed in the same way as the Name of a Transient Object.

ew
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17 PCR Operations

17.1 Initializing PCR

All platform configuration registers (PCR) are reset to their default initial condition on TPM Reset and
TPM Restart. Some PCR may be designated as being preserved by TPM Resume. Those that are
preserved are restored to the state that they had at the last TPM2_Shutdown(STATE) operation. When
TPM2_Startup() completes successfully, PCR that are not designated as being preserved by TPM

Resume will be in their default initial condition

If allowed by its attributes, a PCR may also be reset by TPM2_PCR_Reset() or by a Dynami¢-Roo{ of
Tryst (D-RTM) sequence (see 34.2). PCR attributes are defined in a platform-specific specification. They
determine the reset value of a PCR as well as the localities required to perform the reset.

A PCR'’s default initial condition may be either all bits CLEAR, all bits SET, or an-indicator the fjrst
magasurement came from an H-CRTM.. Other platform types may use other means of identifying the
lodality of the access. A platform-specific specification should indicate, for each defined PCR, the optjon
that applies.

EXAMPLE 1 A platform-specific specification might designate that the default-initial condition for PCR[0-16] ig all
zeros, and for PCR[17-20], it is all ones.

EXAMPLE 2 A platform-specific specification might designate that the”default initial condition for PCR[0] is [the
locality indicator and that PCR[1-16] have an initial condition of all zeros.

NQITE The locality indicator is an integer value between.,'0 and the maximum locality implemented oph a
TPM. Currently, the maximum hardware locality\is’4. In a TPMA_LOCALITY, a locality of four would
be represented by the octet 0001 0000,. Whén encoded for a PCR initial value, locality 4 would|be
represented by the octet 0000 0100,.

EXAMPLE 3 A virtual TPM might use a unique idéntifier for each of the software entities that might access if. If
specific software is associated with\a specific PCR, then the reset value of that PCR could be [the
unique identifier of the software that is allowed to change it.

TRAM2_PCR_Reset() requires that the proper authorization be provided for the operation (see 17.7).

172 Extend of a PCR

Other than reset, described._above, the only way to change a PCR value is to Extend it. The Extgnd
opgration on a PCR is defined as

After each Extend, the PCR value is unique for the specific order and combination of digest values that
were Extended.

Exgept for D-RTM, authorization is required to extend a PCR (see 17.7).

17.3 Using Extend with PCR Banks

TPM2_PCR_Extend() has a handle to indicate the PCR to Extend and the data to be Extended. Extended
data is a structure that contains one or more digests along with the algorithm identifier for the digest(s).
Each digest is Extended to the PCR bank that has the same algorithm. If no digest data is provided for
one of the PCR banks, no change is made to the PCR in that bank.

The TPM should perform the following operation for each algorithm in which pcrNum is defined:
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PCR.digest[pcrNum][alg]new == Hajy (PCR.digest[pcrNum][alg]lowa || digest) (15)
where
Hay hash function using the algorithm associated with the PCR instance
PCR.digest digest value in a PCR
pcrNum PCR numeric selector
alg PCR algorithmic selector
digest digest part of the list entry that has the same algorithm identifierras’the
PCR bank
EXAMPLE If a TPM supports three PCR banks (such as, SHA-1, SHA256, and SHA512){ then an Extend to
PCR[2] with a SHA-1 digest and SHA256 digest would be Extended to PCR[2]'in the SHA-1 bank,
and the SHA256 digest would be Extended to PCR[2] in the SHA256,bank. There would be|no
change to any PCR in the SHA512 bank.
174 Recording Events
An| alternative way to record log entries is to input the full log entry to ‘the TPM rather than performing the
digests outside the TPM. This performs a hash on the log .entry for each of the hash algorithms
asgociated with a PCR bank. Events no larger than 1024 octets“may use TPM2_PCR_Event(). Evepts
exgteeding 1024 octets may use the sequence “gommands: TPM2_HashSequenceStant(),

TAM2_SequenceUpdate(), and TPM2_EventSequenceComplete()).

TAM2_PCR_Event() and TPM2_EventSequenceComplete() return a list of tagged digests. The dige

arg

EX

TRAM2_EventSequenceComplete() requires that proper authorization be provided (see 17.7).
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Sp
ch
Ev
du
Sp
aft
an

the digests of the event data using the hash algorithm of each bank.

AMPLE For a TPM implementing two banks (such as, SHA256 and SM3), the event commands return a
of two tagged digests.

cording of an event may also occur as the result of
PM_Hash_Start/ TPM_Hash’/ Data/ TPM_Hash_End sequence (an H-CRTM Event Sequence). T

receipt of _TPM_Hash’ Start, the TPM will created an Event Sequence context. If no object cont|
hce is available when the TPM receives _TPM_Hash_Start, the TPM will flush a context (vendd
bice) in order ta Create the Event Sequence context. TPM_Hash_Data is used to update the H-CR
ent Sequencédcontext and _TPM_Hash_End completes the sequence. The digest or digests compu

peific specification. A platform-specific specification may allow an H-CRTM Event Sequence before
er TPM2_Startup(). An H-CRTM Event prior to TPM2_Startup() affects PCR[0]. After TPM2_Startu

Sts

list

a
he

ications for the H-CRTM sequence come from the TPM interface and not through the command bufier.

Xt
r's
'™
ed

fing the HFCRTM Event Sequence will be extended into the PCR designated by the relevant platfoim-

or

(),

H-ERTM Event affects PCR[17].

17

.5 Selecting Multiple PCR

TPM2_PCR_Event() implicitly selects all PCR with the same index. Some commands allow the selection
of multiple PCR in different banks. When a command allows multiple PCR to be selected, a list of
selectors is used. Each entry in the list consists of an algorithm ID followed by a bit array. Each bit in the
bit array corresponds to one PCR. If a bit is SET, then the indicated PCR in the bank corresponding to the
algorithm ID is selected.
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EXAMPLE 1 TPM2_PCR_Read(), TPM2_Quote(), and TPM2_PolicyPCR() are commands allow the caller to make
arbitrary selections of PCR in multiple banks.

The bit correspondence to PCR is that the bit corresponding to PCR[n] is the (n mod 8) bit in the
| n/8] octet of the array.

EXAMPLE 2 An array to select PCR[0] and PCR[13] in a TPM with 16 PCR would be 01 20,¢. The bit for PCR[0]
is the 0 mod 8 = 0" bit in the L0/8] = 0™ octet (the octet with the 015 value) and the bit for PCR[13]
is the 13 mod 8 = 5™ bit in the | 13/8] = 1* octet (the octet with the 20,6 value).

Thetistef-selectorsis-processedin-order—Fhe-selected PCR are-concatenatedwith-the lowestaumbered
PdR in the first selector being the first in the list and the highest numbered PCR in the last selector bejng
thg last.

TRAM2_PCR_Read() returns a list of PCR values that correspond to the PCR selected in the, selector |jst.
TRAM2_Quote() and TPM2_PolicyPCR() digest the concatenation of PCR.

It is not an error for the PCR selection to indicate a PCR that is not implemented in\a bank. No valug is
indluded in the concatenation of PCR for an unimplemented PCR. It is an error ifithe algorithm ID selects
a hash algorithm that is not implemented.

17}6 Reporting on PCR

17|16.1 Reading PCR

TRAM2_PCR_Read() reads the current values of a selection of PCR. For this command, the caller
indicates a list of PCR to be read using a PCR selection structure. This structure is an array of lists. Each
arrfay entry has a hash identifier and a bit field. The hash identifier indicates the bank of PCR, and the|bit
field indicates the PCR being selected in the bank.

In the response, the TPM provides a PCR selection structure and a list of PCR values. The PCR selectjon
strpcture indicates the PCR that are present.n the return structure. The size of the requested return data
structure may not fit in the available TPM output buffer. In that case, the list of PCR values is truncatgd,
anfl the response PCR selection structure indicates the PCR that were returned. If the returned structtre
dops not contain all of the PCR, thecaller may modify the selection structure and make another rgad
request to get additional PCR values.

Since the PCR may change\between the calls to collect the full set of PCR of interest, the TPM returnf a
copinter that increments’ on most invocations of TPM2_PCR_Extend(), TPM2_PCR_Event(),
TRAM2_EventSequenceGomplete(), or TPM2_PCR_Reset() (see 17.9 for exemptions). If this courter
value changes between calls, the sequence may need to be repeated until the desired PCR are|all
returned with na_éhange to the counter value.

17(6.2 _‘Attesting to PCR

In Béme cases, it is necessary for selected PCR to be in a specific state. When indicating that state, if is
not desirable to have to list the contents of each PCR. Instead, a digest of a concatenation of PCR (a
composite PCR digest) will indicate the current contents of all of the PCR of interest.

The PCR to be included in the composite digest are selected by the same type of structure used for
TPM2_PCR_Read(). The selection structure is first filtered so that unimplemented PCR are not in the
selection structure. Then, a composite digest of all of the selected PCR is created. Finally, the filtered
selection structure and the composite digest are hashed to create the final digest value. That digest may
be compared to a required digest (TPM2_PolicyPCR()) or returned in an attestation (TPM2_Quote()).
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17.7 PCR Authorizations

17.7.1 Introduction

TPM2_PCR_Reset(), TPM2_PCR_Extend(), TPM2_PCR_Event(), and TPM2_EventSequenceComplete()
require authorization for the PCR being modified. The type of the authorization may differ based on the
PCR being modified. A PCR may be defined as having a fixed, EmptyAuth; a variable authValue; or a
variable authPolicy.

ThE authorization (authvalle or authPolicy) Tor a PCR may apply 10 a Set ol PCR. That 15, several, PLR
mgy be designated as using the same authorization value so that changing the authorization\ Value
(aythValue or authPolicy) of any PCR in the set will change the value for all PCR in the set. A set.of PCR
that are authorized by an authValue are in an authorization set. A set of PCR that are authgrizéd by|an
authPolicy are in a policy set.

The type of authorization associated with each PCR is fixed by a platform-specific speécification. For egch
sef, the platform-specific specification defines the PCRs that are in the set. A PCR should not be in mpre
thgn one policy set or one authorization set.

A PCR may be in both a policy set and an authorization set. If it is in-both, the only way to use the
authValue of the authorization set is with a policy that contains” TPM2_PolicyAuthValue() | or
TRAM2_PolicyPassword().

An| indication of the PCR in an authorization set may be readyusing TPM2_GetCapability(capability [==
TAM_CAP_PCR_PROPERTIES, property == TPM_PT_PCRMAUTH) and the PCR in a policy set may|be
re3d using TPM2_GetCapability(capability == TPMJCAP_PCR_PROPERTIES, property [==
TAM_PT_PCR_POLICY).

NQTE 1 The reference implementation only provides support for one set of each type. If additional sets pre
needed, the property types for TPM:CAP_PCR_PROPERTIES could be extended.

NQTE 2 If a PCR is in multiple policy onauthorization sets, the TPM will use the policy or authorization of the
lowest numbered set. That s, the set with the Ilowest TPM_PT_PCR_POLICY | or
TPM_PT_PCR_AUTH property.

Tolauthorize a PCR, the correct authorization type is required, which will depend on the authorization et

of p PCR. In all cases, The EmptyAuth value may be provided in either an HMAC session using a z€ro-
lerjgth authValue in the HMAC-calculation or as a zero length password.

17|7.2 PCR Not in‘a@)Set

If the PCR is in pe'set, then the authorization may only be with an EmptyAuth value.

17|7.3 Authorization Set

If 1
se
required.

he PCR is in an authorization set, then the authValue of the PCR is provided either with an HMAC

O O a PasSSWwotra—vv a as—a ca; ptyAttn—varae;—a attino ation o

When a PCR has a variable authValue, that authValue is reset to an EmptyAuth on each
STARTUP(CLEAR). It is preserved across STARTUP(STATE). A variable authValue may be changed
using TPM2_PCR_SetAuthValue() by an entity with knowledge of the authValue.
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17.7.4 Policy Set
An authPolicy for a policy set has both a hash algorithm and a digest value.

If the hash algorithm for the authPolicy is TPM_ALG_NULL, the policy has not been set. This uninitialized
policy set will use an EmptyAuth.

If the digest algorithm for the policy is not TPM_ALG_NULL, then the policy set is an initialized policy set.
If the PCR is in an initialized policy set, then the authorization may only be given with a policy session.

The hash algorithm for all policy sets is set to TPM_ALG_NULL by TPM2_ChangePPS(). The algarithm
anfl authPolicy associated with a PCR may only be changed using TPM2_SetAuthPolicy() by an ‘entity
with knowledge of the Platform Authorization.

If an HMAC session or a password is used for a PCR in an initialized policy set, then the,TPM will retyirn
an|error (TPM_RC_AUTH_TYPE). If a policy session is used for a PCR that is not in,aninitialized policy
sef, then the TPM will return an error (TPM_RC_POLICY_FAIL). Neither of these two failures wopld
cauise an update of the dictionary attack protection.

17{7.5 Order of Checking

When determining the correct type of authorization for a PCR, the TRM will use the authorization typd. If
thg authorization is a password or HMAC session, The TPM will check to see if the PCR is in|an
authorization set.

1718 PCR Allocation

A [TPM may support reallocation of the PCR by the”platform. To change the allocation of PCR, the
pldtform would use TPM2_PCR_Allocate(). The,allocation structure has a PCR selection for each
implemented hash algorithm. To allocate a PCR"in a bank, the corresponding bit would be SET in the
selection for that bank.

The TPM2_PCR_Allocate() chapnges to PCR allocation take effect upon the npxt
TRAM2_Startup(TPM_SU_CLEAR) and-persist until the next TPM2_PCR_Allocate().

NQTE 1 Because of RAM \imitations, an implementation might not allow arbitrary allocation of PCR withip a
bank. This dgesmot create a deployment issue as the platform is expected to be able to manage [the
TPMs thatwould be attached to that platform.

An| allocation may net\be made for PCR if the attributes for the PCR are not defined by the platfofm-
specific specification 'of that TPM.

NQITE 2 The attributes for a PCR include the Startup() initialization value, the locality for reset, and [the
locality for extend.

There’is ‘a requirement that a bank exists for each hash algorithm but there is no requirement that the
bapk‘have any PCR (that is, all selection PCR selection bits for the bank may be CLEAR).

It is a valid implementation for the TPM to ship with a specific PCR allocation that is not changeable. If the
TPM does not allow the changing of the allocation, it would not implement TPM2_PCR_Allocate().

17.9 PCR Change Tracking
To support the use of PCR in policy the TPM maintains a pcrUpdateCounter. In general, this counter is

incremented each time a PCR is modified (either extended or reset). This counter is used when a policy
requires that PCR have a specific value (see 19.7.6.6).
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A platform-specific specification may designate that updates of selected PCR will not cause a change to
pcrUpdateCounter.

A bitmap of the PCR that can be updated without changing pcrUpdateCounter can be read with
TPM2_GetCapability(capability == TMP_CAP_PCR_PROPERTY, property == TPM_PT_PCR_NO_INCREMENT).

17

The PCR-related commands defined in this library cover common use cases.

spm [cations derme attributes that control this benavior and describe how Should be use
exiernal software.
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.10 Other Uses for PCR

AMPLE 1 Example use cases supported by PCR-related commands in this library are logging of ‘compone
during boot or a runtime-switch in the TCB.

wever, PCR are designed for more generalized representation of platform state, and platform-speg
peifications may define additional PCR behaviors that capture this. Generally, a platform specificat

y define a PCR to represent any value that is authoritatively known by the TRM or has been secur
mmunicated to the TPM. ISO/IEC 11889 demands no particular behavior @rdvalue-semantics for su
R.

AMPLE 2 A TPM for a “trusted lock” might define a PCR that has value' of zero to indicate that a doo
closed, and one to indicate that a door is open.

AMPLE 3 A virtual-TPM specification might define a PCR that_hds,a value that represents some characteri
of the virtual machine that is issuing the TPM command..

TE A PCR can "represent" a value either by having the PCR set to that value or by having the P|
extended with the value. In the case of thel'trusted lock," it is more likely that the PCR wo
contain either a zero or one to represent the state of the lock than that each change to the lock
extended to a PCR.

s does not mean that the platform-specific working groups are allowed to define new commands

brate on PCR.

Platform-specific
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18

18

TPM Command/Response Structure

.1 Introduction

A command is a TPM Protected Capability that indicates an operation to be performed by the TPM. It
contains from one to five components, in the following order:

1) a command header that indicates the overall size of the command, the command code, and a tag

indir:\fing whether the Authorization Areais. r\rnennf;

2) | a command-dependent number (zero to three) of handles identifying the Shielded Locations withfon

which the command (Protected Capability) operates;

3) | a 32-bit value indicating the size of the Authorization Area;

4) | an Authorization Area containing one to three session structures; and

NOTE 1 Components 3 and 4 always occur together. The authorization size parameter is not present if
there are no sessions in the Authorization Area.

5) | a command-dependent parameter area containing qualifying information for the command.

A lesponse contains

1) | a response header that indicates the overall size of the résponse, the response code, and a tag

indicating whether the Authorization Area is present;

2) | a command-dependent number (zero or one) of handles identifying the Shielded Locations withfon

which the command (Protected Capability) operates;

3) | a 32-bit value indicating the size of the parametey, area,;

4) [ a command-dependent parameter area containing the values produced by the TPM; and

5) | an Authorization Area containing one to’three session structures.

NOTE 2 Components 3 and-5always occur together. That is, if the Authorization Area is empty, the B2-
bit value for the parameter size will not be present.

As|with the command, the formats for the remaining areas of the response are dependent on the valug of

thg associated command cade. The session and parameter area order are reversed in a response.

The ordering of authorization structures and command-dependent parameters is intended to minimjze

THAM complexity. In @ command, the authorization structures are first in order that the TPM can generate

its| authorization~digests from the command-dependent parameters as they arrive. In a responge,

cojnmand-dependent parameters are first in order that the TPM can use the output buffer to assemble the
cojnmand-dependent parameters prior to generating its authorization digests.

NQTE 3 In traditional implementations, all of the octets of a command are available at the same time|so
skipping around in the data structure was not an issue. In some anticipated implementations, this
will nat he the case and the r\rnr‘n:cing of a command ar response will need to he mare linear
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For tables in ISO/IEC 11889, the separators indicating the demarcations between the header, handle,
authorization, and parameter components are shown in Table 5.

Table 5 — Separators

Separator

Meaning

This type of separator is followed by one or more handles.

In a command. this type of separator is followed by a 32-bit

Fig
ex

value indicating the number of octets in the Authorization Area.

In a response, it is followed by a 32-bit value indicating the
number of parameter octets (present only if tag for
command/response is TPM_ST_SESSIONS).

This type of separator is followed by one or more session
structures (present only if tag for command/response is
TPM_ST_SESSIONS).

This type of separator is followed by one or mere‘parameters

ure 10 and Figure 11 show the basic layout of a TPM command and response (see 18.9 for a detai
hmple command and 18.10 for a detailed example response).

NOQITE
also be used for audit or parameter encryption.

header

{ handles }
Number of handles is command-dependent
and may be zero

{ authorizationSize}

{ AuthorizatignjArea }

One or maore) sessions
_
{(parameters }

Contents,are.commandCode-dependent
Figure\10 — Command Structure

Not all sessions in the Authorization Areasare’required to be used for authorization. Sessions n

header

{ handles }

Number of handles is command-dependent
and may be zero

{ parameterSize }
P

{ parameters }
Contents are commandCode-dependent

{ Authorization Area}
One or more sessions

Figure 11 — Response Structure
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18.2 Command/Response Header Fields

18.2.1 Introduction

A command or response header always contains three values, displayed in Figure 12.

tag

commandSize or responseSize

commandCode or responseCode

Figure 12 — Command/Response Header Structure

18[2.2  tag

A fag is present in all commands sent to the TPM and in responses received from the TPM. The fag
indicates whether a command is formatted according to ISO/IEC 11889 (first edition) or ISO/IEC 11889. If
thq latter, the tag indicates if any session data is present.

Tabple 6 lists the tag values used for commands and response defined in JSO/IEC 11889.

NQITE The tags for commands defined in ISO/IEC 11889 indicate enly whether the command uses onqg or
more sessions, and do not indicate the number of sessions present in the Authorization Area. E@qch
session structure that uses a variable session hapdle/follows the same format, which could|be
parsed to find the start of the next session.

Table 6 — Tag, Values

Value Description

TRM_ST_NO_SESSIONS This value indicates that the command or response is formatted according
to ISO/IEC 41889 and that the Authorization Area is empty. It is used in a
responselifithe command used this tag or if the command did not complete
successfully.

TRM_ST_SESSIONS Fhis'value indicates that the command or response is formatted according
teISO/IEC 11889 and that the Authorization Area contains one or more
authorizations. It indicates that the authorizationSize value is present; in g
response, it indicates that the parameterSize value is present.

18[2.3 commandSizeffesponseSize

The commandSize/responseSize value indicates the total number of octets of this command/responge,
stdrting with thefirst octet of tag.

18/2.4 +commandCode

The_eommandCode appears only in the command to the TPM. It indicates the operation that the TIPM
should perform and the formats of the handle and parameter areas for the command and response. The
commandCode parameter is included in the command parameter hash (cpHash) and the response
parameter hash (rpHash).

18.2.5 responseCode

The responseCode appears only in the response from the TPM. A responseCode of
TPM_RC_SUCCESS (zero) indicates that the TPM has successfully completed the command and,
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depending on the command format, that the handle, parameter, and authorization components are
present.

A non-zero responseCode indicates an error or fault. In this case, tag will be TPM_ST _NO_SESSIONS,
and responseSize is 10, indicating that no octets follow the responseCode. No handle, parameter, or
session response components are present.

18

is 1
EX
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A tlesponse may have handles only if the responseCode is TPM)RC_SUCCESS.

Th
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NO

18
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NO

.3 Handles

0 manipulate. That is, the handle identifies the Shielded Location with/on which a Protected Capab
0 operate. Some TPM commands require no handles.

AMPLE 1 TPM2_Startup() is a command that requires no handles.
e number of handles in the command and in the response is implied by the commandCode. It a

horization in an associated authorization session are listed ahead of handles that do not have
bociated authorization session.

AMPLE 2 TPM2_ObjectChangeAuth() has two handles, one (objectHandle)that uses an authorization sessi
and one (parentHandle) that does not. The standard command syntax dictates that objectHan
occur first.

b architectural limit for the number of handles in the handle area is seven. This limit is determined
error-reporting scheme.

TE No currently defined command uses meore‘than three handles.

4 Parameters

e commandCode indicates the structure of the optional handle and parameter areas. The contents
se parameter areas differ for 'eemmands and responses. Some TPM commands require
rameters.

AMPLE 1 TPM2_Clear() isan example of a TPM command that requires no parameters.

parameter values andthe commandCode are included in the cpHash or rpHash. authorizationSize
included in the cpHash, and parameterSize is not included in the rpHash.

TE 1 If a parameter is encrypted, it is included in the cpHash/rpHash after encryption.

A

Th

esponse-may have parameters only if the responseCode is TPM_RC_SUCCESS.

architectural limit for the number of parameters in the handle area is 15. This limit is determined

icates the command handles that have an associated authorization session. 'Handles that requi

nd
lity

SO

an

on,
dle

by

of
no

by

theerror-reporting Scheme:

NO

TE 2 This is the limit of parameters in the parameter list, not the number of values that may be in

the

parameter area. If a command needs more than 15 parameters, a new structure could be defined

that encapsulates two or more of those parameters into a single structure, which may then
unmarshaled as a unit. The only loss is that error reporting might not provide as much detail whe
compound parameter has an error.

be
na

As specified in clause 21, for a command or response parameter to be encrypted, it must be the first
parameter and it must be a TPM2B type.
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NO

EXAMPLE 2 The TPM2B_SENSITIVE_CREATE is the first parameter to TPM2_CreatePrimary().

18

TE 3
single parameter.

In order to encrypt more than one parameter, they are encapsulated in a TPM2B making them a

The data member,

TPMS_SENSITIVE_CREATE, has two members, a TPM2B_AUTH and a TPM2B_SENSITIVE_DATA.

The encapsulation of them in the TPM2B_SENSITIVE_CREATE permits both to be encrypted.

.5 authorizationSize/parameterSize

These values are only present if the tag of the command/response is TPM_ST_SESSIONS.

In
the
au

NO

NO

In
do

au
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18
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h command, the authorizationSize indicates the number of octets in all of the authorization structures
Authorization Area of the command. authorizationSize does not include the four octets®of
horizationSize value. The minimum value for authorizationSize is 9.

TE 1 The maximum value depends on the size of the largest digest produced by any hash implemented|
the TPM.
TE 2 The driver and the TPM use the authorizationSize field to determine the" number of authorizati

After authorizationSize bytes have been processed, there are no more duthorizations.

A response, parameterSize indicates the number of octets in the parameter area of the response 3
bs not include the four octets of the parameterSize value. parameterSize‘may have a value of zero.

horizationSize is not included in cpHash, and parameterSize is.fiot included in the rpHash.

6 Authorization Area

6.1 Introduction

sent, the Authorization Area will contain:

zero, one, or two authorizations (session or password);

an optional session used for decrypting data sent to the TPM;

an optional session used foffencrypting data sent by the TPM; or
an optional session used_ for auditing.

ng is TPM_ST_SESSIONS, then the Authorization Area will have at least one but no more than th
horization/sessier:blocks. If tag is TPM_ST_NO_SESSIONS, then there is no Authorization Area.

e Authorization Area is present in a command.@nly if tag for the command is TPM_ST_SESSIONS.
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The number of authorization sessions that a command will have is indicated in the command schematic in
ISO/IEC 11889-3. If a handle in the handle area has the "@" decoration, then an authorization session is
required be present (an authorization session being either a password, a policy session, or an HMAC
session).

The authorization sessions occur in the order of the associated entity handles. That is, the first handle
with an "@" decoration will be associated with the first session in the Authorization Area.

Other sessions may be added to the Authorization Area. Those sessions may be designated as being for

en

"rylntinn1 rlnr‘rypfinn, or audit;in any combination in any order However_in a Qingln command,

ly

on

b session is allow to have the encrypt attribute, one session is allowed to have the decrypt attribute-g

nd

hat
Ve
ng
[is

pve

ong session is allowed to have the audit attribute.
A sgingle session may be used for authorization, encryption, decryption, and audit at the same-time. T
is, |if a session has one handle with the "@" decoration, the associated authorization session may ha
thg encrypt, decrypt, and audit attributes all set. A password authorization may not bewused for anyth
but authorization and the TPM will return an error (TPM_RC_ATTRIBUTES) if encrypt, decrypt, or audi
SHT in a password authorization.
NQTE 1 If an authorization session has encrypt, decrypt, and audit all SET/then the command can only h
one authorization session.
The combinations of attributes allowed for each session are summayrized in Table 7
Table 7 — Use of Authorization/Sgssion Blocks
Position password authorization | ‘encryption | decryption audit
authorization®® | session®®~4 session® | session” | session®
1 v v v v v
2 v v v v v
3 v v v
NOTE 1 A password authorization can not be used for encryption, decryption, or
audit.
NOTE 2 An HMAC authorization session can be also be used for encryption,
decryption, and audit and a policy authorization session can also be used
for encryption and decryption.
NOTE 3 Only one session can be designated as being used for encryption.
NOTE 4 Only one session can be designated as being used for decryption.
NOTE 5 Password authorization sessions and policy sessions cannot be used for
audit.
NOTE 6 Authorization sessions come before sessions used only for encryption,
decryption, or audit
© ISO/IEC 2015 — All rights reserved 91


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

In ISO/IEC 11889-3, the schematic for each command will indicate if it has handles and if use of those
handles requires authorizations. If there is an at symbol ("@") character in front of the handle name, then
use of the TPM resource associated with the handle requires authorization and an authorization (session
or password) will be present. An authorization will be present for each TPM resource that requires
authorization (each handle with an "@"). An additional indication that a handle requires authorization is
that, in the "Description” column of the command schematic, each handle has an "Auth Index:" entry. If
that entry says "None", then no authorization is required. If that entry is followed by a number, then the

number indicates the order of the associated authorization in the list of authorizations.

NOTE 2 Currently, no command requires more than two authorizations.

If |]a command requires authorizations, then those authorizations will be first in the-llist
authorizations/sessions. They may then be followed by other sessions used for encryption, decryption
augit.

If the responseCode is TPM_RC_SUCCESS, the response has the same number ofysessions in
same order as the request. Otherwise, no authorization or audit sessions are present.

18|6.2 Authorization Structure

18[6.2.1 Command

In p command, each authorization structure has the format showp-it\Figure 13.

A four-octet value indicating the session number associated with this

session handle data block (will be TPM_“RS_PW for a password authorization)

size field A two-octet valuetindicating the number of octets in nonce
nonce If present, an'octet array that contains a number chosen by the caller
session attributes A single ©ctet with bit fields that indicate session usage
size field A two-octet value indicating the number of octets in authorization

iipresent, an octet array that contains either an HMAC or a password,

authorization depending on the session type

Figure 13 — Authorization Layout for Command

18/6.2.2 Respansege

In B responsg€;) each session structure has the format shown in Figure 14.

o A two-octet value indicating the number of octets in nonce (will be zero
size field L
for a password authorization)
nonce If present, an octet array that contains a number chosen by the TPM
session attributes A single octet with bit fields that indicate session usage
size field A two-octet value indicating the number of octets in acknowledgment
acknowledgment If present, an octet array that contains an HMAC

Figure 14 — Authorization Layout for Response
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Clause 19.6.7 describes the methods for creating an authorization session.

18.6.3 Session Handles

E)

Session handles are specified in 15.4. They identify the session being referenced by a specific session
structure.

For a given command, the handle associated with a specific HMAC or policy session may occur only once
in the Authorization Area. The handle representing a password authorization (TPM RS PW) can occur

my

18

Eal
the

[tiple times.

6.4 Session Attributes (sessionAttributes)

ch session has a sessionAttributes octet to indicate how the session is to be applied. Fable 8 expla
meaning of the fields in this octet.

Table 8 — Description of sessionAttributes

ns

At

ribute

Meaning

comtinueSession

This attribute is used to indicate to the TPM if the session is toreémain 'active' when the command

completes. If this attribute is CLEAR in the command and:the command completes successf
(TPM_RC_SUCCESS), then the session will be flushed from TPM memory and the associa
session handle will be available to be assigned to new-sessions.

When the TPM responds, it will echo this attribute t@'indicate that the session remains open.

Lilly
ted

The primary purpose of this attribute s\ to eliminate having to do explicit flushes

(TPM2_FlushContext()) of a session when it is-ho longer used. Having this bit CLEAR on the
use of the session will end it and reclaimth&TPM resources assigned to this session.

For a password authorization, this attribute has no effect, as there are no TPM resour

ast

Ces

associated with a password authefization. This attribute will always be SET in a respomse

associated with a password authorization.

If the audit attribute is SET, thén this attribute should also be SET since the audit data will be
if the session is flushed.

oSt

de

rypt

This attribute is used to indicate to the TPM that the secrets associated with the session are to
used to decrypt the first parameter of the command (the session-based encryption scheme
defined in clausé\ 21). The parameter will be decrypted after the HMAC computations
successfully completed.

This attribute may only be SET in a command that has a sized buffer as its first parameter.

This attribute is required to be CLEAR in a password session. If SET in a password session, then

the TRM will return an error because there is no session key for the decrypt operation
This attribute is echoed by the TPM in the corresponding session in the response

iThis attribute may only be SET in one session per command. A session with this attribute d
not need to be associated with an entity identified in the handle area. That is, the session may
added just for using the session's secret for parameter decryption.

This attribute can be SET in combination with any other session attribute and any session ty
including TPM_SE_TRIAL.

bes
be

e,
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Attribute

Meaning

encrypt

This attribute is used to indicate to the TPM that the secrets associated with the session are to be
used to encrypt the first parameter of the response (the session-based encryption scheme is
defined in clause 21). The parameter will be encrypted before the TPM performs the HMAC
computations for any of the sessions.

This attribute may only be SET in a response that has a sized buffer as its first parameter.

This attribute is required to be CLEAR in a password session. If SET in a password session, then
the TPM will return an error because there is no session key for the encrypt operation.

This attribute is echoed by the TPM in the corresponding session in the response.

This attribute may only be SET in one session per command. A session with this attributer dpes
not need to be associated with an entity identified in the handle area. That is, the session imay|be
added just for using the session's secret for parameter decryption.

This attribute can be SET in combination with any other session attribute and anysession type,
including TPM_SE_TRIAL.

audlit

This attribute indicates that the session is being used for audit. A digest issmaintained in the
session context and is updated each time the session is used with a command and audit is SET.

This attribute does not need to be SET in every use of the session but'the TPM will only update
the audit data when the session is used with this attribute SET.

This attribute has no meaning for a password authorization and is-redquired to be CLEAR.

This attribute is not allowed to be SET in a policy or trial poelicy session. This is because the
context of the policy session would have to increase in ordersto hold the additional audit digest.
This is significant overhead and, rather than require the,additional memory in policy sessions, lise
of audit is restricted to HMAC sessions.
After an HMAC session is started (TPM2_StartAuthiSession(sessionType = TPM_SE_HMAC), this
attribute may be set in any subsequent use of the session. On the first use of the session with this
attribute set, the TPM will initialize the auditcdigést to 0...0 and then extend the cpHash for the
command and then extend the rpHash for the command.

This attribute will be echoed by the TPMxin the response.

This attribute may be used in combination with any other session attributes but only one sesgion
in each command may have this attribute SET.

audlitExclusive

This attribute is use to restrict(use of an audit session. When this attribute is SET, the TPM will
validate that the session has beéen used for all auditable commands since the audit sequence Was
started.

If the session was used)for all auditable commands, then it is said to be "exclusive"(see 20.2|for
explanation of exclusive audit sessions).

If this attribute~iIStSET and the session is exclusive, then the command will execute. Otherwise,
the TPM will-fail'this command to indicate to the caller that some TPM actions were not inclugled
in the audit sequence.

Evaluation’of the exclusive status is done at the start of the command. A session does not obfain
the~exclusive status until the end of the command (this prevents a session from becomjing
exelusive if the command fails). The implication of this processing is that, if this attribute is SET in
the command that starts the audit sequence, the command will fail because the session has hot
yet become exclusive.

In a response, this attribute will be SET if the session has exclusive status. When a session is first
used as an audit session this attribute will be SET in the response as no command has executed
without this session since the start of the sequence.

This attribute may only be SET when the audit attribute is SET which excludes this attribute fjom

being SET on a password authorization or a policy session.

94
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Attribute Meaning

auditReset

been used for audit. If the associated command completes successfully, the TPM will initialize
session audit hash with 0...0 before Extending the cpHash and the rpHash. The response
have the exclusive attribute SET.

This attribute may only be SET if audit is SET.
The TPM will echo this attribute in the response.

This attribute allows the caller to restart an audit sequence with a session that has previously

the
will

NOTE 1 For the continueSession attribute, "echo" means that the value of a session attribute will be the same in the respo

as it was in the command.

nse

NOJTE 2 For the auditExclusive attribute, an audit sequence is started when the audit digest is reset to 0...0. The audit dige

set to 0...0 when the session is first used as an audit session and when the audit digest is reset (see the descriptio
the auditReset attribute above).

tis
h of

18

7 Command Parameter Hash (cpHash)

The command parameter hash (cpHash) is used in the computation of a command authorization HMAC
anfl is included in the digests of session and command audits (depending on the policy, the cpHash may
aldo be used in the authorization). The cpHash is computed from the parameéters of the command|as
follows:

cpHash = Hgessionalg (commandCode {|| Namel {|| Name2 {|| Name3 }}} {|| parameters}) (16)
where

Hisessionalg hash function using the algarithm selected for the session when it was

initialized

commandCode command code for the-command

Namel unique identity ofthe entity associated with the first handle

Name2 unigue identity of the entity associated with the second handle

Name3 unique-identity of the entity associated with the third handle

parameters remaining command parameters
18{8 Response Parameter-Hash (rpHash)
The response parameter,hash is used in the computation of a response acknowledgment HMAC and is
indluded in the digestof session and command audits. The rpHash is computed from the parameterq of
thg response as follows:

rpHash = Hgessionaig (responseCode || commandCode {|| parameters }) a7

where

Hisessionalg hash function using the algorithm selected for the session when it was

initialized

responseCode command result code

commandCode the commandCode from the command

parameters response parameters
The contents of the handles area of the response are not included in the rpHash.
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NOTE An rpHash needs to be computed only when the responseCode is TPM_SUCCESS, which means
that it is redundant to include the response code. It is retained for legacy reasons.

18.9 Command Example

Table 9 shows an example of a command schematic used in ISO/IEC 11889. The command has two
object handles (handleA and handleB). The "@" on the handleA name indicates that use of the entity
associated with the handle requires authorization. The command has at least one session to authorize
use of handleA. It will not have a session for use of handleB. The Authorization Area may have an
additional audit session and a session used nnly for parameter pnr‘rylnfinn Since one session is rnnlllir:\d,

tag is TPM_ST_SESSIONS, and the authorizationSize field is present.

Although they are not shown in the command schematic, the authorizationSize value |and the
Authorization Area would be present in the command buffer, and be located between handleB gnd
dataSize.

NOTE: The Authorization Area is not shown with the command schematic because ho Single representation
is possible.

The command and response tables have three columns.
1) | Type — This column indicates the data type of the parameter passed’to the TPM in a command,) or

received from the TPM in a response.

2) | Name — This column indicates the name of the parameter. This name is referenced in the descriptjon
of the command that precedes the command table and in\the detailed actions of the command that
follows the response table.

3) | Description — This column provides a limited description of the parameter and indicates the possip
options for the command.

e

EXAMPLE 1

Table 9 — Command Layout for Example Command

Type Name Description
TPM_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_Example

handle to use for one object of
the command

Auth Index: 1
Auth Role: USER

FPM_HANDLE @handleA

handle to use for the second
TPM_HANDLE handleB object

Auth Index: None
|

UINT32 dataSize example data size

OCTET data[dataSize] example data
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Table 10 illustrates all command octets for the command in Table 9. In this example, the nonce size is 20
octets and the authorization HMAC is computed using SHA256. The values in shaded cells are not shown
in the ISO/IEC 11889-3 schematic of the command but are included in the command data sent to the
TPM.

EXAMPLE 2
Table 10 — Example Command Showing authorizationSize
Offset Size | Parameter Value
0 2 fag TPM_ST_SESSIONS
2 4 commandSize 209 < size in octets of the command >
6 4 commandCode TPM_CC_Example
10 4 handleA < avalid TPM resource handle>
14 4 handleB < avalid TPM resource handle>
18 4 authorizationSize 61 < size of the authorization session.>
22 4 authHandle < avalid TPMI_SH_AUTH_SESSION >
26 2 nonceCallerSize 20 < size of nonce >
28 20 nonceCaller < a 20-octet random value>
48 1 sessionAttributes (continueSession=1)
49 2 hmacSize 32 <size of HMAC>
51 32 HMAC < a 32-octet HMAC value based on SHA256>
= |
83 2 dataSize 32 < size of the buffer >
85 124 data[dataSize] < 124 octet buffer >
209
18{10 Response Example
Taple 11 shows an example schematic as it would appear in ISO/IEC 11889-3. The example is fof a
regponse sent from the TPM after successful completion of the example command in Table 9. The
regponse has the same numbgrof sessions in the same order as did the command.
EXAMPLE
Table 11 — Response Layout for Example Command
Type Name Description
TPM_TAG tag TPM_ST_SESSIONS
UINT32 responseSize
TPM_RC responseCode response code of the operation
l

UINT32

dataSize

I
TPM_HANDLE handle not included in the rpHash

size in octets of the following data

OCTET

data[dataSize]

a returned block of information

© ISO/IEC 2015 — All rights reserved

97


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

Table 12 illustrates the full response for the command in Table 9. As in the command, the nonce size is
20 octets and the acknowledgment HMAC is computed using SHA256. The values in shaded cells are not
shown in the ISO/IEC 11889-3 schematic of the response but are present in the response data from the

TPM.

Table 12 — Example Response Showing parameterSize

Offset Size Parameter Value
0 2 tag TPM_ST_SESSIONS
2 4 S 202 =z =Y tat £+l
2 4 respenseSize 203-<-size-i-oeteis-ef-the-respense
6 4 responseCode 0 < success >
10 4 handle < avalid TPM_HANDLE >
14 4 parameterSize 128

18 4 dataSize 124

22 124 data[dataSize] < 124 octet buffer >

146 2 nonceTpmSize 20

148 20 nonceTPM < a 20-octet random value >

168 1 sessionAttributes (continueSession=1)

169 2 hmacSize 32

171 32 HMAC < a 32-octet HMAE value based on SHA256 >
203
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19 Authorizations and Acknowledgments

19.1 Introduction

E)

Many commands to the TPM reference TPM-resident structures, and use of these structures may require

authorization. This authorization is provided in structured data that follows the command data. When
authorization is provided to a TPM, the TPM will provide an acknowledgment.

an

To| provide flexibility in how the authorizations are given to the TPM, ISO/IEC 11889 defines <th
authorization types:

1) | password;
2) | HMAC; and
3) | policy.

Dgpending on the command, zero, one, or two authorizations may be requited. In a command,
authorizations follow the handles and in a response, the authorization| replies follow the respor
pafameters. The command definition indicates how many authorizations-aré required.

1912 Authorization Roles

For each object and NV Index, there is a set of operations that can be performed on or with that object
NV{ Index. The operations are divided into groups, based én.the impact of the operation on the object.
pefform an operation with or on an object in a group, the authorization specific to that group must
provided. When performing an operation in one of the groups, the caller is acting in a specific role
regpect to that object.

The TPM supports three different authorization,roles:

1) | USER - this authorization role is.used for the normal uses of a key. Methods are defined to all
USER role authorization to be provided either with an authorization value (authValue) or a policy
userWithAuth is SET then USER role authorization may be provided with a password authorization
an HMAC session. If userWithAuth is CLEAR, then a password and HMAC authorizations may not
used to provide USER role“authorizations. A policy session that satisfies the authPolicy of the en
may be used regardless.of the setting of userWithAuth.

EXAMPLE 1 Examples of normal use of a key are signing with a signing key or loading the child of a Stor
Key.
NOTE 1 For USER role, an authPolicy is satisfied when the policyDigest of a policy session matches

value of the authPolicy value of the object.

NQTE 2 If use of an object is to be gated based on PCR values, a policy session is used (see 19.7
the intent is that different Users have access to the object but only if the PCR are correct, t

se

or
To
be
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oW
i
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ge
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en

it is likely that authorization with the authValue will be disabled: otherwise the caller ¢

uld

circumvent PCR protections simply by providing the authValue.

2) ADMIN - the object Administrator controls the certification of an object (TPM2_Certify() and

TPM2_ActivateCredential()) and controls changing of the authValue of an obj
(TPM2_ObjectChangeAuth()). When an action requires ADMIN role authorization, that authorizat

ect
ion

may be provided using the authValue of the object if the adminWithPolicy attribute of the object is

CLEAR. As with USER role authorization, ADMIN role may always be provided with a policy sess
as long as the policy session satisfies the authPolicy of the object.
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NOTE 3 For ADMIN role, an authPolicy is satisfied when policySession—policyDigest matches the value
of the authPolicy value of the object and policySession—-commandCode matches
commandCode for the authorized command.

EXAMPLE 2 If the adminWithPolicy attribute of an object is SET, and if no branch in the object's policy
equation contains TPM2_PolicyCommandCode(TPM_CC_Certify), then certification of that key
cannot occur.

3) DUP - this authorization role is only used for TPM2_ Duplicate(). If duplication is allowed,
authorization must always be provided by a policy session and the authPolicy equation of the object
must contain a command that sets the policy command code to TPM_CC_Duplicate.

19{3 Physical Presence Authorization

Authorization for some commands requires that it be provided with Platform Authorization. Authorizatjon
for| some other commands allows use of either Platform Authorization or Owner Autharization (Mos{ of
thgse commands cause persistent state change of the TPM). For these commandspit is possible| to
require that authorization be augmented with an out-of-band method.

Fof commands that require Platform Authorization and commands that require @ hierarchy authorizatipn,
it is possible to require an out-of-band authorization. This may take any nGmber of forms. Whatever the
form, the out-of-band authorization is referred to in ISO/IEC 11889 as Physical Presence (PP). This dges
nof mean that the signaling requires a human to be physically present in order for the indication to|be
prgvided. The term is used in ISO/IEC 11889 because it was useddn ISO/IEC 11889 (first edition) to rgfer
to A similar concept.

EXAMPLE Examples of forms of out of band authorization ate*a dedicated pin in the TPM, a special signaling
method through the TPM interface, or any desiréd-alternative.

The TPM maintains a table of the commands that.require that PP be asserted to authorize commagnd
execution. Only certain commands may be includedhin this table. If, in ISO/IEC 11889-3, the schematic|for
a ¢ommand has TPM_RH_PLATFORM in the\"Description" column for one of the handles, then that
command can be added to the list of commands that require PP. Otherwise, it may not.

X

NQTE 1 In the "Description" colum,JTPM_RH_PLATFORM will be followed by +PP if assertion of Physjcal
Presence is required of "+{PP}" to indicate that assertion of Physical Presence could be required if
indicated by the table.

NQTE 2 A platform-specific specification could require that the table be initialized in a specific way. It cquld
even require thatthe table have certain commands defined to require PP confirmation even though a
PP interface is"not provided on the TPM. This would serve to disable the use of that command| by
the platform/

When the authorization handle is TPM_RH_PLATFORM, the TPM checks the table to see if the
conmand requifés” confirmation with PP. If so, PP is checked before the TPM performs any other
authorization.checks.

TAM2_PP-Commands() is used to change the contents of the table of commands that reqyire
copfirmation with PP authorization. Authorization of the command TPM2_PP_Commands() requires that
PRbhelasserted and TPM2 PP (“nmm:mdc() may-not be remaoved from the list of commands that regl ire

PP.

NOTE 3 This constraint on TPM2_PP_Commands() prevents setting or modification of the table if no PP
interface exists on the TPM.

The contents of the table may be read wusing TPM2_GetCapability(capability ==
TPM_CAP_PP_COMMANDS).
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.4 Password Authorizations

E)

A plaintext password value may be used to authorize an action when use of an authValue is allowed. A
plaintext password may be appropriate for cases in which the path between the caller and the TPM is
trusted or when the authorization value is well known. For these instances, encryption of parameters or
the hiding of authorization values in an HMAC is not required.

NO

TE 1 While it may seem relatively easy for a caller to perform an HMAC, there are situations where

the

caller is resource-constrained and unable to do so. This is especially true when the calling software
does not support the hash algorithms implemented in the TPM. Additionally, authentication using a
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A F]eserved authorization handle (TPM_RS_PW) indicates that the authorization is a password.

M_RS_PW is always available, and a separate action to create an authorization session is
uired. A password authorization does not use nonces.

password authorization lets the caller send more or fewer octets than are present in the obje
horization field. The TPM truncates any octets of zero on either of the twol values before they
mpared.

present, a password authorization is always associated with a «cgmmand handle that requi
horization as there is no session context associated with a passward, that would allow it to be used
Cryption or command audit.

like other handles for other session types, the TPM_RS .PW session handle may be used for m
n one authorization.

ssword authorization data sent to the TPM has the . farmat shown in Table 13.

Table 13 — Password(Authorization of Command

hot

ot's
are

es
for

pre

Type Name Description
R required to be the reserved authorization session
TPMI_SH_AUTH_SESSION | authHandlé handle TPM_RS_PW
TPM2B_NONCE nonce required to be an Empty Buffer
TPMA_SESSION sessionAttributes only continueSession may be SET
ThM2B AUTH password authorization compared to the authValue of the TPM
— entity
Taple 14 illustrates the format of a password authorization in a response. This structure is provided to
engure a one-to*Qne correspondence between the sessions in the command and in the response.
NQTE 2 This structure is used to provide symmetry between password and other response sessions.
Table 14 — Password Acknowledgment in Response
Type Name Description
TPM2B_NONCE nonceTPM zero-length for a password authorization
TPMA SESSION sessionAttributes copy of the flags from the password authorization in the
- command
TPM2B_AUTH hmac zero-length buffer for a password authorization
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19.5 Sessions

A session is a collection of TPM state that changes after each use of that session. When an object
context is loaded into the TPM, multiple copies of the object context may exist both on the TPM and in
saved contexts (see clause 30). When a session context is created, only one copy of that context may
exist either on the TPM or as a saved context. The context of a session changes on each use.

A session has a handle that is assigned by the TPM when the session is created. That handle will always
refer to the same session until the session is closed. If a handle is re-assigned to a subsequently created
session the session context data will contain a TPM-gpnpratpd nonce that makes the new instance of the
segsion unique, even though the handle may have been used previously. This nonce will change{egch
time the session is used so that previous instances of the same session can be distinguished from“egch
other (i.e., the nonce prevents reuse of stale session contexts).

There are three uses of a session:

1) | authorization — A session associated with a handle is used to authorize use oftan’ object associated
with a handle. If it is not a password authorization, it may also be used to provide keys for encryptjon
of command or response parameters. A policy session used to authorize may not also be used as|an
audit session. An HMAC session used to authorize may be used as an audit session.

2) | audit — An audit session collects a digest of command/response parameters to provide proof that a
certain sequence of events occurred. An audit session may, alSo be used to provide secrets [for
encryption of command or response parameters and may belused for authorization of an HMAC
session.

3) | encryption — A session that is not used for authorizationvor audit may be present for the purposq of
encrypting command or response parameters. If an.encryption-only session exists, it will follow the
authorization sessions and may come before or aftéra session used only for audit.

A command may have as many as three autharization blocks. Password blocks may only be used [for
authorization so the maximum number of password blocks is equal to the number of authorizatigns
required by the command.

1916 Session-Based Authorizations

19|6.1 Introduction

Session-based authorizations are used both for protocols that require confidentiality for the authorizatjon
value and for audit_se€Ssions that require tracking of a sequence of commands sent to the TPM. |An
authorization sessien-also provides a means of linking the uses of the session.

There are twotypes of session-based authorization: HMAC and policy. Both types of session are initiajed
using TPM2\ StartAuthSession(). That command establishes the parameters that will be used for the
authorizations. The sessionType parameter determines if the session will be an HMAC or policy sessipn.
Whenr the session is started, the hash algorlthm and TPM nonce size used in the session are specmed by
K ny
The parameters of each session are mdependent from the parameters of any other session and are
limited only by the capabilities of the TPM. When TPM2_StartAuthSession() completes successfully, the
TPM returns a handle for the session as well as the initial nonceTPM value.

Once an authorization session is established, it may be used to authorize actions in multiple commands.
The session is not ended until explicitly closed or flushed.

The secret values of a session are determined by the handles used when the session is started. The
command for starting a session allows selection of up to two object handles. One handle indicates a TPM
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object that is used to encrypt a salt value that is sent when the session is started. A second handle
indicates an object containing a shared secret. The salt value and the shared secret are combined with a
nonce provided by the caller to create the session secrets.

19.6.2 Authorization Session Formats

For a session-based authorization session, the authorization structure for a command is as shown

in Table 15.
rapte Is — Session-Based Authorization of command

Type Name Description
TPMI_SH_AUTH_SESSION authHandle the handle for the authorization session
TPM2B_NONCE nonceCaller tzk;erocaller-prowded session nonce;size may be
TPMA_SESSION sessionAttributes the flags associated with the session
TPM2B_AUTH hmac the session HMAC digést value

In p response, the format for the acknowledgement is as shown in Table .16

Table 16 — Session-Based Acknowledgment'in Response

Type Name Desgription
ThM2B NONCE nonceTPM the. TPM-provided session nonce. Size is as
- specified when the session was started.

the flags associated with the session. This

TPMA_SESSION sessionAttributed attribute should be the same as the values in the
command except continueSession may be
CLEAR.

TPM2B_AUTH hmac the session HMAC digest value

19|6.3 Session Nonces

19
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6.3.1 Overview

e primary use of a@aence in a session is to prevent an authorization from being reused. When
Esion is started by TPM2_StartAuthSession(), the caller indicates, among other things, the size of
hces to be used.in the authorization HMAC and an initial nonce value (nonceCaller). After establish
session, thel TPM returns a handle to identify the session and a TPM-generated random nor
nceTPM). The TPM stores this nonceTPM in the context of the session.

ch time the session is used for authorization, the caller performs an HMAC using, along with ot

pa

he
he

ng
ce

ner

rameters, the last nonceTPM for the session and a new nonceCaller for the session. The TPM th

en

uses the received nonceCaller and the saved nonce TPM to validaie the HMAC. For a response, the T
uses the last nonceCaller and a newly generated nonceTPM in the HMAC. The caller then uses the
received nonceTPM and the saved nonceCaller to validate the HMAC in the response.

M

A nonce has a size field indicating the number of octets in the nonce followed by the nonce data. The
nonce size is not included in the HMAC computation.
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19.6.3.2 Session Nonce Size

When an authorization session is created, the caller provides an initial nonce (nonceCaller). The size field
of nonceCaller is retained by the TPM and used to determine the size of all nonces generated by the TPM
(nonceTPM) in the subsequent uses of the session. The minimum size for nonceCaller in
TPM2_StartAuthSession() is 16 octets.

After the initial session setup, the caller may use any size for a nonceCaller in each use of the session.
The nonceCaller size may vary from zero (0) up to the size of nonceTPM (the initial nonceCaller size).

NQITE A TPM implementation could allow larger nonce sizes but the caller should not expect a TRM to
accept a nonce size larger than the initial nonceCaller size.

The maximum size that may be requested for nonceTPM is the size of the digest produced by the
authorization session hash.

EXAMPLE For SHA-1 the maximum size for nonceTPM is 20 octets and for SHA256 it is 32 octets.

When a session nonce is used in the authorization session HMAC, the size-field of the nonce is hot
indluded in the authorization computation. If the nonce size field is zero (O))\then the nonce does pot
affect the authorization HMAC value.

1916.3.3 Guidance on Nonce Size Selection

The size of the nonce should be chosen to provide a reasonable guarantee that a TPM-generated norce
value will not be used twice with the same sessionKey. The\choice of nonce size is not related to the
number of uses of a specific authorization session but is refated to the number of uses of the sessionKay.

An HMAC sessionKey is derived from the authValue“kept in an object and that authValue may hav¢ a
lor{g lifetime. To prevent replay attacks on a long-lived authValue, use of large nonces is recommended.

NQTE 1 The combined nonceCaller plus(honceTPM are what determine the anti-replay protection providled
by the nonces. Making the _combined size larger than the block size of the session hash is |not
particularly useful. If the calter does not have a good source of entropy for an RNG, then making fthe
nonceTPM the size of the\digest of the session hash is recommended, so that a nonceCaller siz¢ of
zero would be satisfactory.

NQTE 2 When using a session for encryption, if a parameter is encrypted in a response to one command §nd
a parameter js ‘encrypted in the request of the next command, and they both use the same sesgion
for encryption,_then the caller would provide a nonceCaller in order to prevent the use of the sgme
encryption Key on the input and output. A nonce of length 1 with a value of zero would suffice.

19(6.3.4 Nonce Binding

A ¢ommand-nay have sessions other than those required for authorization. One use of an extra sessjon
is fo encryptva command or response parameter. If an extra encrypting session were removed by |an
attacker);the TPM would not properly encrypt/decrypt the data and could, as a result, fail to encrypt a
regponse parameter. To prevent removal of extra encrypting sessions, the nonceTPM of each of these

ses iopnaic ineliidnd 1 tha LINMAC ~amanidatinn Af thin firat aritharioatian cnccinn Af o nd If an A tra
-.)-.)I\JII-.) IE= BRI RAVI AV AV AW Ry ) I B 4 ) ) vy l LLAAAN"JRAv IR N HULMI.I\JII VT LT TITIOU TUAULTTUTTZTUTUTT D0 Oo0TVUTT Ut M \.t\.lllllllul LA FLLEZ L2

session is removed by an attacker, the first authorization will fail and the command will not be executed.

—

To simplify the logic in the TPM, the nonceTPM of any session used for encryption of command or
response data is included in the HMAC computation for the first session even if the encrypt or decrypt
session is also an authorization session.

NOTE If the first session is a password authorization, then the path to the TPM is trusted and there is no
need to guard against the extra session being removed, also there is probably no need for
parameter encryption when a trusted path is present.
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ISO/IEC 11889-1:2015(
6.4 Authorization Values

.6.4.1 Overview

E)

An object may have a value used to authorize various actions on the object. An authorization session is
the mechanism through which a caller proves knowledge of the authorization value (authValue) needed to
allow an action.

An authValue may be sent as a password that does not provide confidentiality (see 19.4), or in an HMAC-

bafed authorization session that can provide confidentiality of the authvalue.

19|6.4.2 authValue Size

Anf authValue may be as small as zero octets but not larger than the digest size of the algorithm used to

compute the Name of the object.

EXAMPLE If the Name algorithm for an object is SHA256, then the largest authValue™for the object would be| 32
octets.

19{6.4.3 Authorization Size Convention

When an authValue is based on a password or passphrase, then the authValue should be the

pagsword/phrase as long as the password/phrase is no larger thian‘the digest produced by the nameflg

of the object.

EXAMPLE If the passphrase is “This is a sample passphrase”, and nameAlg is TPM_ALG_SHA256, then fthe
authValue is 27 octets long containing the value “This is a sample passphrase”.

Trailing octets of zero are to be removed from any string before it is used as an authValue.

If the password/phrase, with trailing zeros removed, is longer than the digest produced by the nameAlq of

thg object, then the password/phrase — with*trailing octets of zero removed — is hashed using nameflg

anfl the resulting hash given to the TPM.as the authValue for the object.

NQITE Compliance with various security standards (such as, FIPS) could require that the object cregtor
provide an authValue that has a size that is at least L/2 where L is the size of the hash algorifhm
digest. There is'n@“TPM enforcement of this requirement.
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19.6.5 HMAC Computation

The HMAC computation for all session types is the same. A sessionKey value is concatenated to an
authValue to create the key that is used in the computation of the HMAC in a command or response. If
sesssionkey and authvalue are both the Empty String, see 19.6.5.

authHMAC = HMACsessionalg ((sessionKey || authValue),
(pHash || nonceNewer || nonceOlder
{ || nOHCQTPMdecrypt} { ” nonceTPMencrypt}

Ll : Atdarl £ ) L 8
[T SCSSTUTIATLTITUULES J) \ )

where

HMA Csessionalg the HMAC function using the hash algorithm specified when the sessjon
was started

sessionKey a value that is computed in a protocol-dependent.way, using KDFa().
When used in an HMAC or KDF, the size field, for this value is pot
included.

authValue a value that is found in the sensitive area\of an entity. This value is|an
EmptyAuth if the HMAC is being computed to authorize an action on the
object to which the session is bound~Fhe size field for this value is pot
included in any KDF or hash function.

NOTE 1 For policy sessions, the authValue is not included in the HMAC
calculation unless the policy session inclugled
TPM2_PolieyAuthValue() and it was not superceded |by
TPM2_PglicyPassword().

D

NOTE 2 Trailing zeros are always removed from an authValue beforg it
is'used in an authorization computation.

pHash digest of the'command (cpHash) or response parameters (rpHash) usjng
the session-hash algorithm.

nonceNewer a value 'that is generated by the entity using the session. A new nonce is
generated on each use of the session. For a command, this will |be
nonceCaller and for a response, nonceTPM. The nonce size field is pot
included in the HMAC.

nonceOlder a value that was received the previous time the session was used. Fgr a
command, this will be nonceTPM and for a response, nonceCaller. The
nonce size field is not included in the HMAC.

noncelPMaecrype in the HMAC computation for the first authorization session off a
command, if a different session is being used for parameter decryptipn,
then the nonceTPM for that session is included in the HMAC of the fjrst
authorization session; but only in the command (see 19.6.3.4). The
nonce size field is not included in the HMAC.

NOTE 3 The decrypt session is used by the TPM to decrypt a parameter in
the command.

NOTE 4 The nonce of the decrypt session is included even if that session is
also used for authorization.

nonceTPMencrype in the HMAC computation for the first authorization session of a

command, if a different session is being used for parameter encryption,
then the nonceTPM for that session is included in the HMAC of the first

106 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

authorization session; but only in the command (see 19.6.3.4). The

nonce size field is not included in the HMAC.

NOTE 5 The encrypt session is used by the TPM to encrypt a parameter in
the response.
NOTE 6 The nonce of the decrypt session is included even if that session is
also used for authorization.
sessionAttributes an octet indicating the attributes associated with a particular use of the
session
With the exception of sessionAttributes, all the values are large numbers, typically with sizes of 20, octets
or more.
In [the HMAC computation equations shown below, the possibility that the HMAC computation may
indlude nonceTPM ecryp: OF nonce TPMencryp: is indicated by “nonceOlder*"” (asterisk added).
19(6.6 Note on Use of Nonces in HMAC Computations
In lequation (18), and the HMAC computation equations that follow, all;-of the nonce values are| in
TRAM2B_NONCE data structures. In the HMAC computations, the noncesentries should all be read af if
thay had the .buffer suffix indicating that only the data portion of a-honce is ever used in an HMAC
conputation.
19(6.7 Starting an Authorization Session
TRAM2_StartAuthSession() is used to start an authorization session. The parameters of this command
m3y be chosen to produce sessions with different properties.
Table 17 — Schematic of TPM2_StartAuthSession Command
Type Name Description
TPM_ST tag
UINT32 commandSize
TPM_CC commandCode | TPM_CC_StartAuthSession
handle of a loaded key used to encrypt salt
TPMI_DH_OBJECT+ tpmKey may be TPM_RH_NULL
Auth Index: None
entity providing the authValue
TPMINDH_ENTITY+ bind may be TPM_RH_NULL
Auth Index: None
e |
TPM2B_NONCE nonceCaller Ln:tplzil!nnhonceCaller, sets nonce size for the
TPM_SE sessionType |nd!cates the type of session (HMAC or
policy)
tpmKey algorithm-dependent secret
TPM2B_ENCRYPTED_SECRET |encryptedSalt |if tpmKey is TPM_RH_NULL, this shall be an
Empty Buffer
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the algorithm and key size for parameter

TPMT_SYM_DEF+ symmetric encryption

may select TPM_ALG_NULL

hash algorithm to use for the session; and
TPMI_ALG_HASH authHash shall be a hash algorithm implemented on the

TPM and not TPM_ALG_NULL

The two values that determine the session protection values are tpmKey and bind. Both of these hand
cap reference TPM_RH_NULL or a TPM entity. The tpmKey parameter references the key that is.useg
engrypt a salt value that is used in the computation of the sessionKey. The bind parameter reference
TRAM entity that may provide an authValue to the computation for the sessionKey. The four variations
tpmKey and bind give sessions with different properties.

Table 18 — Handle Parameters for TPM2_StartAuthSession

tpmKey

bind

session properties

TPM_RH_NULL | TPM_RH_NULL

Unbound session

TPM_RH_NULL | TPM entity

Bound session

TPM key

TPM_RH_NULL

Salted’session

TPM key

TPM entity

Salted and bound session

19(6.8 sessionKey Creation

A sessionKey value is used in the HMAC compudtation as shown in equation (18). If both tpmKey and b
ar¢ TPM_RH_NULL, then sessionKey is set. to an Empty Buffer. Otherwise, the sessionKey is created

follows:

where

sessionAlg
authValde

salt

nonceCaller, bits)

a TPM_ALG_ID for a hash that was chosen by the caller when

session was started

sessionKey := KDFa(sessionAlg, (authValue || salt), “ATH", nonceTPM,

if bind is not TPM_RH_NULL, a TPM2B_AUTH.buffer that is found in
sensitive area of a TPM entity; otherwise, an Empty Buffer

if tpmKey is not TPM_RH_NULL, then the salt value recovered fr
encryptedSalt; otherwise, an Empty Buffer

es

5 a
for

as

9)

he

he

pm

ATH
nonceTPM

nonceCaller

108

a four-octet label value (see clause 5.4 Tor the deftinition of this fabel)

a TPM2B_NONCE that is generated by the TPM when the session was

started

a TPM2B_NONCE that is provided by the caller when the session was

started.
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bits the number of bits returned is the size of the digest produced by
sessionAlg
NOTE When an authorization failure occurs, the TPM will check to see if the use of the object is exempt
from dictionary attack protection. If it is exempt, the response code is changed from
TPM_RC_AUTH_FAIL to TPM_RC_BAD_AUTH and no increment of the failed authorization counter
occurs (see 19.11).
19.6.9 Unbound and Unsalted Session Key Generation
In [this session key generation method used by TPM2_StartAuthSession(), tpmKey and bind are. bpth
TRAM_RH_NULL. This results in the session having no sessionKey (it is an Empty Buffer). The session is
nof bound to any object.
NOQITE This session type is similar to the OIAP session in ISO/IEC 11889 (first edition).
A [session started using this format can be used for parameter encryption while-executing TIPM
cojmmands. However, during these commands, the key used to encrypt the parameter will only use the
aufhValue of the object being accessed by the commands in the key generation,/so the strength of the
engryption will be no better than the entropy in the authValue of the object.
When computing the HMAC, the authValue of the referenced entity is used:
authHMAC = HMACsessionalg (authValueensie,. buffer,
(pHash || nonceNewerduffer || nonceOlder*.buffer
|| sessionAttributes)) (20)
If the size of authValue is zero, then the caller may omit.the HMAC from the authorization (see 19.6.15).
Table 19 — Format to Start;:Unbounded, Unsalted Session
Type Name Description
TPM_ST tag
UINT32 commandSize
TPM_CC commandCode |TPM_CC_StartAuthSession
TPMI_DH_OBJECT+ tpmKey TPM_RH_NULL
TPMI_DH_ENTITY+ bind TPM_RH_NULL
TPM2B_NONCE nonceCaller initial nonceCaller, sets nonceTPM size for the session
TPM2B_ENCRYPTED SECRET encryptedSalt 00 0016
TPM_SE sessionType indicates the type of the session (HMAC, policy, or trial)
TPMT Sy DEE+ symmetric will normally bg TPM_ALG_NULL for an unbound and
~ - unsalted session
hash algorithm to use for the session; required to be a hash
TPMI_ALG_HASH authHash algorithm implemented on the TPM and not
TPM_ALG_NULL
NOTE When sessionType is TPM_SE_TRIAL, there is no benefit in using any other version of

TPM2_StartAuthSession() as a trial session is not allowed to be used for authorization. This means
that the sessionKey of the session will never be used so there is no point in having the TPM
generate it.
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19.

6.10 Bound Session Key Generation

In this session key generation method used by TPM2_StartAuthSession(), tpmKey is TPM_RH_NULL

indicating that no salt value is present but bind references some TPM entity with an authValue.
NOTE 1 This session type has properties that are similar to an OSAP session in ISO/IEC 11889 (f
edition).

irst

The sessionKey is computed using the authValue from bind and an Empty Buffer in place of the salt

val

ue.

NQTE 2 If handle references a TPM resource that has an EmptyAuth, the sessionKey is stillCemputed.

When performing an HMAC for authorization, the HMAC key is normally the concatenation of the entit

au
au
ke

Th
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en
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(@]

NO
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ing

NO

sessionKey := KDFa (sessionAlg, authValueping, “ATH”, nonceTPM, nonceCaller,
bits) (4

hValue to the sessions sessionKey (created at TPM2_StartAuthSession). See (22). However, if
. See (23). When a policy requires that an HMAC be computed, it is always done according to (22).

authHMAC = HMACsessionaig ((SessionKey || authValueensiy) ,
(pHash || nonceNewer || nonceOlder || ,seéssionAttributes)) (4

authHMAC = HMACsessionalg (SessionKey,
(pHash || nonceNewer || nonceOlder* || sessionAttributes)) (4

complished when the session is started by recording, in the session context, the Name of the b
ity. For an NV Index or persistent handle, the>FPM is required to also record the authorization va
sociated with the entity.

TE 3 Recording of the NV Index-authorization is needed to prevent an attacker from "squatting" on
Index. This would be accomplished by creating an NV Index that has properties that are identica
an NV Index that is expected to be created, but with an authorization value known to the attach
The attacker would then“start an authorization session bound to the NV Index and delete the
Index. When the NV Index to be attacked is created, the attacker would have an authorizaf
session bound te.an index with the same Name and could access to the NV Index even though
actual authorjzation value is unknown.

a command, the TRM.will check to see if the authorization is being used for the entity to which it W
Lind. If so, then the authValue of the bound entity is not used in the HMAC computation. The TPM

ord the fact that\the authValue was not used in the HMAC computation of the authorization and
lude it in the IMAC computation on the response.
TE 4 This allows the session to remain bound to an NV Index for the duration of the first command {

writes to the Index even though the Name of the Index changes during the command processi
The session will not be bound to the Index when the command completes. The session can conti

1

y's

he

horization is for the entity to which the session is bound, the authValue is notsincluded in the HMAC

2)

3)

e TPM is required to keep track of the entity to~which the session is bound. This is nominally

nd
ue

an

to
er.
NV
ion
the

as
il
not

hat
ng.

ue
the

to be used, but it, in effect, is no longer bound because there is no longer a TPM entity with

correct Name

For a persistent object, the authorization value is included so that authorization can be revoked. If the
administrator for a persistent object changes the authorization, sessions bound to the old authorization
should no longer be valid.

11
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NOTE 5 To change the authorization of a persistent object, TPM2_ObjectChangeAuth() would be called. It
would return a new sensitive area. The current persistent object would be deleted
(TPM2_EvictControl()) and the object with the new authorization loaded (TPM2_Load()). Finally, the
loaded object would be made persistent (TPM2_EvictControl()). It is only required that the old object
be deleted if the new object is to have the same handle or if it is desired to revoke the old
authorization.

The noDA attribute of the bind object is recorded in the session context. For a description of the rationale,
see clause 19.11.7.

Table 20 — Format to Start Bound Session

Type Name Description

TPM_ST tag

UINT32 commandSize

TPM_CC commandCode |[TPM_CC_StartAuthSession
TPMI_DH_OBJECT+ tpmKey TPM_RH_NULL

TPMI_DH_ENTITY bind entity providing the auth¥alue to which the

session is bound and not"TPM_RH_NULL

initial nonceCallef; Sets nonceTPM size for

TPM2B_NONCE nonceCaller .
- the session

TPM2B_ENCRYPTED_SECRET | encryptedSalt 00 0016

indicates'the type of the session (HMAC,

TPM_SE sessionType policy, or trial)

if the session is to be used for parameter
TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key

size

hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm

implemented on the TPM and not
TPM_ALG_NULL
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19.6.11 Salted Session Key Generation

In this session key generation method used by TPM2_StartAuthSession(), bind is TPM_RH_NULL,
indicating that no entity is referenced to provide an authValue, but tpmKey is present and indicates a key
used to encrypt the salt value. The sessionKey is computed with an Empty Buffer in place of the

authValue.
sessionKey := KDFa (sessionAlg, salt, “ATH", nonceTPM, nonceCaller, bits) (24)
Because-bind-is TDI\II_DI—I_I\II JLL. the session is not bound to any nnfify \When-the session-is-used to
acgess any entity, the HMAC will use the sessionKey and the authValue of that entity.
authHMAC = HMACessionaig ((SessionKey || authValueensy),
(pHash || nonceNewer || nonceOlder*
|| sessionAttributes)) (25)

Table 21 — Format to Start Salted Session

Type Name Description

TPM_ST tag

UINT32 commandSize

TPM_CC commandCode | TPM_CC (StartAuthSession

TPMI_DH_OBJECT tpmKey handle of‘a loaded key used to encrypt salt

TPMI_DH_ENTITY+ bind TPMRH_NULL

TPM2B_NONCE nonceCaller iﬂzizler;(;?c)cneCaller, sets nonceTPM size for
conveys a secret value used to generate

TPM2B_ENCRYPTED_SECRET | encryptedSalt the sessionKey — method of conveying this

value is dependent on the type of tpmKey

TPM_SE

sessionType

indicates the type of the session (HMAC,
policy, or trial)

if the session is to be used for parameter

TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key
size
hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm

implemented on the TPM and not
TPM_ALG_NULL
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19.6.12 Salted and Bound Session Key Generation

This version of TPM2_StartAuthSession() creates a session that has properties that are similar to the
OSAP session type of ISO/IEC 11889 (first edition) but also allows salting. For this version of the
command, bind is used to provide an authValue, tpmKey encrypts the salt value and the sessionKey is
computed using both.

sessionKey := KDFa (sessionAlg,
(authValueping || salt), “ATH", nonceTPM, nonceCaller, bits) (26)

If the session is an HMAC session:

Because bind is present, the session is bound to that entity. That is, when the session-is-used| to
authorize use of the bound entity, the HMAC will use sessionKey but not the authValue.

authHMAC = HMA Csessionalg (SessionKey,
(pHash || nonceNewer || nonceOlder*
|| sessionAttributes)) 27)

If the session is a policy session:

The session is not bound to that entity. That is, when the session is used to authorize use of any
entity, the HMAC (if required) will use the sessionKey and the authValue.

authHMAC = HMACsessionaig ((SessionKey || authValueeriiy ),
(pHash || nonceNewer || noncéQlder || sessionAttributes)) (28)

The noDA attribute of the bind object is recorded in thesession context. For a description of the rationg
seg clause 19.11.7.

e,

Table 22 — Format to, Start Salted and Bound Session

Type Name Description

TPM_ST tag

UINT32 commandSize

TPM_CC commandCode |TPM_CC_StartAuthSession
TPMI_DH_OBJECT#+ tpmKey handle of a loaded key used to encrypt salt
TPMI_DH_ENTITY bind entity providing the authValue and to which

the session is bound

initial nonceCaller, sets nonceTPM size for

TPM2B _NONCE nonceCaller .
— the session

contains a secret value used to generate the
TPM2B_ENCRYPTED_SECRET | encryptedSalt sessionKey — method of encrypting this
value is dependent on the type of tpmKey

indicates the type of the session (HMAC,

TPM_SE sessionType policy, or trial)
if the session is to be used for parameter
TPMT_SYM_DEF+ symmetric encryption, set this to an algorithm and key

size

hash algorithm to use for the session;
TPMI_ALG_HASH authHash required to be a hash algorithm implemented
on the TPM and not TPM_ALG_NULL
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.6.13 Encryption of salt

19.6.13.1 Overview

The salt parameter for TPM2_StartAuthSession() may be symmetrically or asymmetrically encrypted

us

ing the methods specified in clause 19.6.13.

The value produced by the secret exchange process using salt should be the size of the digest produced
by the authHash of the session. For ECC, the size of the seed is limited because it is an ECC point; but

fo

When the value of salt is determined, it is used in the computation of sessionKey as  shown

€q

19

Th
Th

19

When tpmKey is an XOR key, the operation used for removing the @bfuscation from salt is:

XOR(encryptedSalt, hashAlg, key, nonceCaller, nullNonce) (

wHere

encryptedSalt the parameter in TRM2_StartAuthSession()

hashAlg the hash algorithm use to compute the Name of tpmKey

key the symmetric secret HMAC value in the object referenced by tpmKey

TPM2. StartAuthSession()

nonceCaller the parameter from TPM2_StartAuthSession()

nullNonce the Empty Buffer
NOTE 1 XOR obfuscation is defined in 11.4.6.4.
NQITE 2 NonceTPM is not used in this call as it had not yet been generated when the caller had to comp]

th€ XOR mask.

Alllof the bits-of'salt are used as sessionKey.

19

RSA, AUK, and AES, The siZe Of salt may vary.

Liation (19).

6.13.2 Asymmetric Encryption of Salt

e methods of encrypting the salt and producing the session secret differ for each asymmetric algorith
e methods are specified in the algorithm-specific annexes to this part of ISO/IEC 11889.

6.13.3 XOR obfuscation of Salt

6.13.4 Symmetric Block Cipher Encryption of Salt

n

m.

Do)

n

ute

If tpmKey Is a symmetric block encryption key, CFB-mode encryption Is used. The seed value is CFB-
encrypted using nonceCaller as the Initialization Vector (V). If nonceCaller is larger than the block size of
the cipher, it is truncated (high-order octets retained). If it is smaller than the block size, it is padded to the
right (least-significant end) with octets of zero. All of the decrypted octets are used as sessionKey.

11
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19.6.14 Caution on use of Unsalted Authorization Sessions

If an authValue has low entropy, confidentiality of the value may not be preserved if the authValue is used
in an unsalted authorization session. For an unbound, unsalted session, the HMAC computation for the
response from the TPM is:

authHMAC = HMACsessionalg (authValue,
(rpHash || nonceTPM || nonceCaller
|| sessionAttributes)) (30)

If elm attacker can read the response from the TPM, then the only values unknown to the attackefare
authValue and noncecCaller. An attacker may be able to determine nonceCaller by reading the commdnd
as|it is sent to the TPM. If the attacker has all the variables but authValue, they could perform an.”off-line"
attack on the authValue using trial versions of authValue until one is found that produces a matchjng
authHMAC.

NQTE 1 In this context, an "off-line" attack means that the attacker can perform computations that do |not
involve the TPM meaning that the protections that the TPM provides agdinst authValue attacks has
no effect.

It is important to note that this vulnerability only occurs if an attacker has'‘access to both the commgnd
anfl response of a successful command using the authValue. If a user has a password protecting a key
anfl the system is lost or stolen, the key is protected because the attacker will not be able to observe the
leditimate owner of the key perform a successful operation with the Key.

Fof a bound session without salt, the attack is a bit more cemplicated. The HMAC computation for the
regponse is:

authHMAC = HMACsegsionaig ((sessionKey || duthValueensiy),
(pHash || nonceNewer J[sionceOlder || sessionAttributes)) (31D)

If the attacker observes a TPM2_StartAuthSession() command and response and the authValue for the
birld entity has low entropy, then they wguld have all of the components of sessionKey except for the
authValue of the bind entity. Then, by-observing another successful transaction, an attacker could knpw
everything but the two authValues and.they could again perform an offline attack.

<

NQTE 2 If the successful-@peration is on the bind entity, then only one authValue is unknown.

As| with the unbound and, unsalted session, the vulnerability for a bound session only occurs if the
atthcker is able to observe successful command response sequences.

—

Salting provides,a.mechanism to allow use of low entropy authValues and still maintain confidentiality [for
thg authValue.JtiS also possible to use a high entropy authValue to protect the confidentiality of a lgw-
enfropy value:

EXAMPLE If the bind entity authValue has high-entropy, then there would be greater computational complekity
in guessing sessionKey || authValueeniy. Depending on the authValue and salt sizes, a bodind
session could have a sessionKey that is as difficult to guess as does a salted session..

19.6.15 No HMAC Authorization

For a session-based authorization, both HMAC and policy, an authHMAC value is computed as shown in
equation (18) and that value is used as hmac in an authorization or acknowledgement as shown in Table
15 and Table 16 respectively. If an authorization session is started with bind and tpmKey both set to
TPM_RH_NULL, then sessionKey in equation (18) will be an Empty String. If the authValue in
equation (18) is also an Empty String, then the HMAC key will be an Empty Buffer. When this situation
exists, the caller has the option of either providing the results of the authHMAC computation, or not.
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If authHMAC is provided, it will be computed as shown in equation (18) with an Empty Buffer as the
HMAC key and the TPM will validate that the value in hmac matches the internally calculated value.

If authHMAC is not provided, the size of hmac (see Table 15) will be zero and the TPM will accept this
value of hmac as providing valid authorization for the object.

For an HMAC session, authValue in equation (18) will only be an Empty String if the authValue of the
authorized object is an EmptyAuth.

Fora Inr'slir‘y session -two situations will result in authValue hning an Empty ering'

1
2

~

the authValue of the authorized object is an EmptyAuth, or

~

the policy does not use the authValue of the object (that is, the evaluated policy does\not conta
TPM2_PolicyAuthValue())(see 19.7.6.6).

n

For these two cases, hmac is allowed to be either a valid authHMAC or an Empty String.

The TPM will use the same formulation in the response as was in the command’,/This is, if hmac was npn-
zefo in the command, the TPM will compute authHMAC as shown in equation(18) and use the result|as
hmac. If hmac was an Empty Buffer in the command, it will be an Empty Buffer in the response.

19(6.16 Authorization Selection Logic for Objects
Ealch object has two attributes in its public structure to indicate ‘how use of the object is authorized.

1) | userWithAuth — If this attribute is SET, then USER role authorization for an object may be provided
with an HMAC session or a password. If this attribute’is CLEAR, then the authValue may not be uged
for USER role authorization, meaning that authorization may not be done using an HMAC session| or
a password. USER role authorizations with- a’policy are always allowed regardless of the setting of
this attribute.

2) | adminWithPolicy — If this attribute is SET, then ADMIN role authorization for an object may only|be
provided with a policy session. If thisiattribute is CLEAR, then authorization may be provided with a
policy session, with an HMAC session, or with a password.

When authorization is with a~policy session and ADMIN role authorization is being provided, the
command code value of the policy session must match the command code for the command bejng
authorized.

Fof TPM_RH_OWNER, TPM_RH_ENDORSEMENT, and TPM_RH_PLATFORM); userWithAuth gnd
adminWithPolicy-are always SET.

For an NV Index, NV index attributes (TPMA_NV) determine authorization selection.

NOITE For TPM_RH_OWNER, TPM_RH_ENDORSEMENT, and TPM_RH_PLATFORM); userWithAuth and
adminWithPolicy do not have to be implemented as separate attributes. The code may simply
assume that the attributes are SET and act accordingly.

19.6.17 Authorization Session Termination

The TPM will terminate a session (authorization or audit) and clear all associated context under the
following circumstances:

e when TPM2_FlushContext() selects the session;
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e if sessionAttributes.continueSession is CLEAR in the command, the TPM will CLEAR the

continueSession flag in the response and perform TPM2_FlushContext() actions;

NOTE When sessionAttributes.continueSession is CLEAR in the command but the command does not

return success, then the session is not terminated.

e when the TPM executes TPM2_Startup(TPM_SU_CLEAR), all authorization sessions are terminated;

and

e when the TPM executes TPM2_Startup(TPM_SU_STATE), authorization sessions in TPM memory

will be terminated but sessions stored off the TPM will remain active

1917 Enhanced Authorization

19(7.1 Introduction

Enhanced authorization is a TPM capability that allows entity-creators or administratoers'to require spedific

tegts or actions to be performed before an action can be completed. The specific policy is encapsulated
a alue called an authPolicy that is associated with an entity

When an HMAC session is used for authorization, the authValue of the éntity is used to determine if the
authorization is valid. When a policy session is used for authorization, the authPolicy of the entity is us€d.

n

Mgny TPM entities have or may have an associated authPolicy. A policy defines the conditions for usg of

an|entity.

EXAMPLE 1 A policy might limit the use of a key unless selected PCR have specific values.

EXAMPLE 2 A policy might not allow use of a key after‘a specific time.

EXAMPLE 3 A policy might require that authorization to change an NV Index be provided by two different entities.

EXAMPLE 4 ﬁ policy might limit a particular\signing key to attest to PCR values but not to certify another TPM
ey.

A policy may be arbitrarily complex. However, the policy is expressed as one (statistically unique) digest

called the authPolicy.

The digest representing a particular policy may be included in an Object or NV Index when the Object
NV Index is created (the ‘digest representing a policy is created using the methods specified
subsequent parts of clause 19.7). In order to use the Object or Index, a policy session is created and th
thg TPM is given_a-Sequence of policy commands that modify the digest in the policy session. Af
executing all ofythe commands of the policy, the TPM will have computed a digest value that

or
n
en
ter

is

characteristic 0f<the policy. The policy session is then used as an authorization session. If the digest
ac¢umulated_in the policy session matches the policyDigest of the entity (and certain other optiopal

copditions are true) then the command is authorized.

Aftera policy session is used for authorization, policySession—nonceTPM is changed to a new, randpm
value; policySession—startTime is set to the current time; and the other values of the policy session

context are initialized to the state they had when the session was first created
TPM2_StartAuthSession() (see 19.7.7).

The mechanisms of policy creation and evaluation are explained in the remainder of clause 19.7.
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19.7.2 Policy Assertion

An assertion is a statement that something is true. In an authorization policy, an assertion is a statement
of something that must be true before the policy is satisfied. The list of all policy assertions defined by
ISO/IEC 11889 is in 19.7.6.6.

EXAMPLE An assertion might be that a set of PCR must have specific values to allow an object to be
authorized for use in a specific command..

A combination of one or more assertions is used to construct an authorization policy.

19|7.3  Policy AND

A policy may be expressed in an equation as a set of assertions that must all be satisfied\before the
policy is valid.

EXAMPLE 1 A policy that requires that 4 assertions be true could be written as:

a&b&cé&d (B2)

A possible implementation of the policy logic in the example above would;be to have all the assertigns
evaluated at the same time to determine if the policy is satisfied. This approach would require that the
TRM resources scale with the number of assertions that would need to-be evaluated for the policy.

The alternative use in the TPM is to evaluate the expression ane“assertion at a time with each assertjon
ANDed with the results of the previous evaluation.

EXAMPLE 2 A policy example requiring the TPM to evaltate the expression one assertion at a time with e@ach
assertion ANDed with the results of the previous evaluation could be written as:

(((1 88)&b) &c) &d (B3)
In the example above, the (1 & a) term means that assertion a is ANDed with an initial TRUE. This allows

eafh assertion to be just the AND of a néw assertion with the results of the previous assertion evaluatipn.
A pictorial representation of the policy evaluation is in Figure 15.

Figure 15 — A Policy Evaluation

Any number of assertions can be combined in this way using a fixed set of TPM resources.

The logic of a TPM policy cannot actually be expressed as a simple 1 or 0. For the policy to be valid, not
only does it need to evaluate to "TRUE" but it also has to be the correct policy.

EXAMPLE 3 Two policies may both evaluate to the same logic value (TRUE), but they do not represent the same
policies.
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A pictorial representation of the example above is in Figure 16.
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Figure 16 — Two Different Policy Expressions

that it can differentiate (a & b) from (x & y) in Figure 16, the TPM will update & running digest value
Ch assertion that is added to the policy. The final digest value indicates the policy that was evaluated

en the policy session is started (TPM2_StartAuthSession()).»Then, as each policy assertion
hluated, the policyDigest is updated.

policyDigestnew := H(policyDigestsia)|| PolicyAssertion) &
TE 1 This equates to the Extend operation.

e policyDigest will only be updated if a policysassertion is valid (TRUE) (see 19.7.9 for except
hting to trial policies). This gives an alternative possibility for interpreting the output of one of the po
D gates. Instead of simply being a 1 (TRUE) or 0 (FALSE), the output of the gate is current value
policyDigest. Using this perspective, the four-term policy is shown in Figure 17:

d
Cc
a b ) \\ \\}7
/ \ \

D3

D4

D2

D1

Figure 17 — A Four-Term Policy

P running digest value is called the policyDigest. The policyDigest is initialized to a Zero Digest (0...

for

0)
is

)4)

icy
of

where
0...0 the initial value of the policy digest
D1 H(0...0 ]| a)
D2 H(D1 || b)
D3 H(D2 || ¢)
D4 H(D3 || d)
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NOTE 2 In these illustrations, the parameters for the Extend operations are simple parameters (*a", "b", etc.).
The actual parameters for the Extend are more complex but including the details in the illustrations
would add complexity without adding clarity.

19.7.4  Policy OR

If the only type of policy assertion was an AND, then the policies that could be evaluated by the TPM
would be of limited value. To make the policies more flexible, an OR policy assertion is defined. As with a
logic OR gate, the OR policy assertion will be valid if any of the inputs is valid.

A simple policy using an OR might be written as:

(a&b)[(x&y) ($5)

or ps

(((0..0) & a) &b) | (((0..0) &%) &y) (86)

Evpluating the AND branches individually, the left side evaluates to:
Diere == H(H(0...0 || a) || b) ®7)

a

>

d the right side to:

Drighe := H(H(0...0 || ] }y) (88)
Then, the output from a 2-input policy OR operation will be defined to be
policyDigestneyis H(Diete || Dright) (89)

Ndtice that the OR operation replaces the policyDigest with a new value instead of Extending it as is dgne
in 4in AND operation.

Pi

gtorially, a policy with an OR is shown:in Figure 18:

Figure 18 — Policy with an OR

The TPM processes the OR by comparing the current value of policyDigest with a list of digest values
provided by the caller. If policyDigest is on the list, then the TPM will digest the concatenation of all of the
digests in the list.
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EXAMPLE 1 To perform the OR operation above, assume that the TPM has processed (a & b) producing Die.
Then the TPM would be given a list of digests (Dier, Drign:). Because the policyDigest is on the list,
the TPM computes Dog = H(Diert | Diight) and replaces policyDigest. If the TPM had processed (c &
d) to compute Dygn, and was then given the same list of digests (Dien, Drignt), the resulting
policyDigest would be the same.

When processing a policy that has an OR, only one branch of the policy needs to be evaluated.

EXAMPLE 2 If C and D assertions were valid, then only the right branch would need to be evaluated.

Diest is Nnot computed ——

~ (Drefty Dright)

e
/

3}7
0 o

Figure 19 — Policy where only one OR Branch+is Evaluated

The list given to the TPM for a TPM2_PolicyOR() is limited to 8 digests. However, the effective size of the
lis§ can be expanded indefinitely by using cascading OR.

EXAMPLE 3 Figure 20 illustrates one of the many ways.to'construct a 12 input OR.

: I:)OR.A

(DOR.AI DOR,B: DOR.C)

I:)OR.B

: DOR.C

Figure 20 — A 12-input OR Policy

When the OR list can contain 8 digests, 64 different branches can be ORed in just two levels.

The result of an OR operation may be an input to an AND assertion allowing construction of arbitrarily

complex policies.
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19.

7.5 Order of Evaluation

Because the TPM uses digests, the order of evaluations is important. For policy evaluation, (A & B) is not
the same as (B & A). In addition, when performing an OR operation, the same list of digests (same
number in the same order) must be given to the TPM each time. The list (Diet;, Drignr) Will not give the same
result as (Drightu Dleft) or (Dleftl Drighty Dother)-

19.

7.6 Policy Assertions (Policy Commands)
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TRAM2_Policyxxx() where "xxx" is an indicator of the type of policy assertion.
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7.6.1 Introduction

ISO/IEC 11889-3 the set of policy assertions are the commands with names offthe fg

AMPLE 1 TPM2_PolicySigned() is a policy assertion that an authorization was signed by aspecific entity
AMPLE 2 TPM2_PolicyPCR() is an assertion that a selected set of PCR have a spegific value.
rmally, each policy command will cause the policyDigest to be changed in a‘different way which is w

y are different commands. In some cases, the policy command will alse-cause other changes to

icy session context.

AMPLE 3 TPM2_PolicyLocality() modifies the policy state that indicates the locality that is allowed when
policy session is used for authorization.

AMPLE 4 TPM2_PolicyCommandCode() changes the policy state so that the policy may only be used
authorize a specific command.

e details of the policyDigest computation performed by each policy command are provided in

policy state that is modified.

P assertions fall into three different groups:immediate, deferred, and combined.

7.6.2 Immediate Assertions

I an immediate assertion, (the input values are validated and the TPM will return a failure and
Hate the policyDigest if the.assertion is not valid.

AMPLE An example of an immediate assertion is TPM2_PolicyNV(). For this assertion, the TPM validg
the legical or arithmetic relationship between an input value and an NV Index. If the specif
redlationship is not valid, the TPM returns an error and the policyDigest is not modified. If
relationship is valid, then the policyDigest is updated with the Index Name and the relationship
was validated.

7.6:3/Deferred Assertions

hy
he

the

neral Description clause of each command found'in ISO/IEC 11889-3. The description also indicates

ot

tes
ied
the
hat

Fo

a deferred—assertion,the—TPMwittupdate—thepoticyDigest based-omthe—input-vatuesand-—rec

rd

some parameters in the policy session's context. These parameters are checked when the policy is used

for

authorization.

EXAMPLE An example of a deferred assertion is TPM2_PolicyCommandCode(). For this assertion, the inpu

122

a TPM command code. The policyDigest will be wupdated to record the fact that

tis
the

TPM2_PolicyCommandCode() was executed and the commandCode value that was specified. The

TPM also directly records the commandCode parameter in the policy session context. When

the

policy is used for authorization, the TPM will verify that the command being authorized is the same
as the command in the policy and the authorization (and command) will fail if they are not the same.
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.7.6.4 Combined Assertions

For a combined assertion, the TPM will validate some condition of the input and record or modify some
parameters in the policy session's context.

EXAMPLE An example of a combined assertion is TPM2_PolicySigned(). For this assertion type, the T

validates that the parameters of the command have been signed by the indicated key. If so, it
update the policy session context based on the input parameters. One of the context values t
may be updated is the cpHash of the session. If the cpHash of the authorized command is not
same as the authorized cpHash then the command will not be authorized.

PM
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7.6.5 Repetition of Assertions

mpatible with previous assertions.

AMPLE 1 An example of an incompatible set of assertions is two occurrences of TPM2_RglicyCommandCod
that specify different command codes.

e TPM will return an error if an assertion is incompatible with a previous assettion. It is possible that

ed assertion is incompatible with an assertion of a different type.

AMPLE 2 For example, a TPM2_PolicyCpHash() may be incompatible. with a TPM2_PolicySigned(). If t
specify different values of policySession—cpHash, then the TBRM will return an error.

TE When referring to an element of the policy context, the notation policySession—element is used
denote a particular member of the policy context.

7.6.6 List of Assertions

e assertions listed in clause 19.7.6.6 will all .update the policyDigest of the policy session be
brated on if the assertion condition is met. Thiey may also cause a change to other policy sessi
htext values (the list of policy session context values is in 19.7.7) as indicated in the brief description
Ch assertion.

general, any policy assertion may occur multiple times within a policy as long as the,assertion i

ng
bn,
for
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e TPM2_PolicyAuthorize() — valid if policySession—policyDigest has the value authorized by the
selected key. This is an immediate assertion and is specified in more detail in 19.7.10.

e TPM2_PolicyAuthValue() — valid if authValue of the authorized entity is provided when the policy
session is used for authorization. This deferred assertion will SET
policySession—isAuthValueNeeded. When the policy is used for authorization, the TPM will check
policySession—isAuthValueNeeded. If it is SET, then the TPM performs an HMAC check on the
session as if it were an HMAC session. This HMAC validation will only succeed if the caller is able to
prove knowledge of the entity's authValue by computing the correct HMAC.

e TPM2 PolicyCommandCode() — valid when the authorized command has the specified command
code. This deferred assertion sets policySession—~commandCode.

e | TPM2_PolicyCounterTimer() — valid when an portion of the TPM’'s TPMS_TIME_INFO stru¢ture has
the desired numerical relationship with another value. This is an immediate assertion. If thelselected
subset of the TPM's TPMS_TIME_INFO structure does not have the specified relationship with the
input data, then the TPM will return an error and not change the policyDigest.

36.1 describes use cases.

e | TPM2_PolicyCpHash() — valid if the cpHash of the authorized command has)a specific value. This
deferred assertion modifies policySession—cpHash.

e | TPM2_PolicyDuplicationSelect() — valid if the handles of the authorized command reference
specific objects and the command code is TPM2_Duplicate(). <This deferred assertion modifies
policySession—cpHash and policySession—commandCode.

e | TPM2_PolicyLocality() — valid if the command being authorized is being executed at one of the
allowed localities. This is a deferred assertion that modifies¢olicySession—locality. For localities 0-4,
the input locality parameter is a bit field that indicates the allowed localities. If an execution of this
assertion would result in no locality being allowed, then the TPM will return an error. For extended
localities, policySession—locality is set to the-“locality parameter of the command if the
policySession—locality was not previously set. Qtherwise, the locality parameter is required to be the
same as the current value of policySession—locality.

e | TPM2_PolicyNameHash() — valid if the, handles of the authorized command reference spedific
objects. This deferred assertion modifies policySession—cpHash.

o | TPM2_PolicyNV() — valid if the contents of NV have the desired relationship with another value. This
is an immediate assertion. If the’/selected portion of the NV Index does not have the specifled
relationship with the input data, then the TPM will return an error and not change the policyDigest.

e | TPM2_PolicyOR() — valid.if policySession—policyDigest is on a list of digests. This is an immediate
assertion. If policySession—policyDigest is not on the list of digests, then TPM returns an ertor.
Otherwise, policySession—policyDigest is replaced with the digest of the list.

e | TPM2_PolicyRPassword() — valid if the authValue of the authorized entity is provided when the
session is used for authorization. This deferred assertion will SET
policySession—isPasswordNeeded. When the policy is used for authorization, the TPM will check
policySession—isPasswordNeeded. If it is SET, then the TPM performs a password check on the
session-as if it were a password session. . This password validation will only succeed if the callef is
able'to prove knowledge of the entity's authValue by providing the correct value as the password.

NOTE T A SESSION canm Use TP M2Z_PofityAuthvatue() —and—TPM2_PoticyPassword()—imterctrangeanty.  If
TPM2_PolicyAuthValue() and TPM2_Policy Password() are both used, then TPM will perform the
check according to the last one used in the policy.
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TPM2_PolicyPCR() — valid if the selected PCR have the desired value. This assertion may be either
an combined or a deferred assertion. If the caller provides a digest, the TPM validates that the current
values of the PCR match the input value and return an error (TPM_RC_VALUE) if not. If this
command completes successfully, the policyDigest will have been updated with the digest of the
selected PCR. The TPM will also record that the PCR have been checked. If the PCR are changed

after they are checked but before the policy is used for authorization, then the policy will fail.

NOTE 2 The reference implementation provides this assurance by maintaining a PCR update counter t

hat

increments each time the PCR are modified. The update counter is saved in the policy session

context. If the update counter does not change between the check of the PCR and the use of
policy session for authorization, then the PCR are the same

the

19

A policy session context contains the'state and tracking information for evaluation of a policy. The cont
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TPM2_PolicyPhysicalPresence() — valid if the physical presence is asserted when the authoriz
command is executed. This deferred assertion sets policySession—isPPRequired.

TPM2_PolicySecret() — valid if the knowledge of a secret value is provided. This assertion is
immediate and possibly also a deferred assertion. Based on the input parameters,)this comm3
may modify policySession—cpHash and policySession—timeout.

NOTE 3 The secret value will be the authValue of some TPM entity.

TPM2_PolicySigned() — valid if the parameters are properly signed. This assertion is an immedi
and possibly also a deferred assertion. Based on the input parameters, this command may mog
policySession—cpHash and policySession—timeout.

TPM2_PolicyTicket() — valid if the ticket is valid. This assertion is an immediate and possibly als
deferred assertion. Based on the input parameters, this command may moc
policySession—cpHash and policySession—timeout.

TPM2_PolicyNvWritten() — valid when the TPMA_ NV WRITTEN attribute of the specified NV ing
has the desired value. This deferred assertion sets\policySession—checkNvWritten and the state
policySession—nvWrittenState.

7.7 Policy Session Context Values

ues are set to their default yalues when the session is created and again each time the session
ccessfully used to authorizeajcommand.

e values may be changed by a policy assertion. The policy assertions are listed in 19.7.6.6 with
ication of the policy<Session context values that they modify. The policy session context values

Scribed further hergl

policyDigest — digest that is updated by each assertion. The default value for policyDigest is a Z

value,of zero).
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Digest+(a buffer with a length equal to the digest size of the hash algorithm with all octets having a

n

nonceTPM - set from the RNG and is sized according to the size of nonceCaller
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change when the policy session is used for authorization.

es

cpHash — set by an assertion that limits the authorization to a specific set of command parameters. If
an assertion would set policySession—cpHash and a previous assertion has set

policySession—cpHash to a different value, then the assertion will fail. The default
policySession—cpHash is an Empty Buffer.

for
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e nameHash - set by TPM2_PolicyNameHash() and indicates the combination of Name values for a
command. This context parameter occupies the same location as policySession—cpHash. If an
assertion would set policySession—cpHash and a previous assertion has set cpHash to a different
value, then the assertion will fail. The default for policySession—nameHash is an Empty Buffer.

e startTime — set to TPMS_TIME_INFO.clockInfo.clock when policySession—nonceTPM changes. No
assertion changes this value. It is updated to the current value of clock by TPM2_StartAuthSession()
and when the session is used for authorization.

e timeout — the time when the policy session expires. Its default setting is an implementation-specific
value corresponding to “never expires.” This value is updated if an assertion has a non-zero
expiration time that is sooner than the current setting of policySession—timeOut. An assertion,.may
only decrease the value of policySession—timeout.

¢ [ commandCode — set by an assertion that limits the policy to a specific command but does/not limit
the command parameters (TPM2_PolicyCpHash() limits the command and its parameters). If [an
assertion sets policySession—~commandCode and a previous assertion’ has pet
policySession—commandCode to a different value, then the TPM will return an errar. The default [for
policySession—commandCode is an implementation-specific value that indicates.that it has not bgen
set.

e | pcrUpdateCounter — set by TPM2_PolicyPCR(). The TPM maintains-a pcrUpdateCounter thaf is
incremented each time a PCR changes (with a few exceptions as specified in 17.9). When it executes
TPM2_PolicyPCR(), the TPM will copy pcrUpdateCounter to policySession—pcrUpdateCounter.
When the policy session is used for authorization()*the TPM will verify that
policySession—pcrUpdateCounter matches pcrUpdateCountefiA match provides assurance that the
PCR values still match the values evaluated by TPM2_PolicyRCR().

e [ commandLocality — indicates the locality required for the command being authorized by the policy.
The default for policySession—commandLocality is any’locality. Each locality that is not enabled in
TPM2_PolicyLocality(locality) is disabled in policySeéssion—commandLocality. If the result of this
operation would result in there being no locality at' which the policy would be valid, the TPM will retlirn
an error and not change policySession—compmiandLocality. If commandLocality is set to an extended
locality (greater than 31), then the locality cannot be change by subsequent TPM2_PolicyLocality()

e | isPPRequired — SET by TPM2_PolicyPhysicalPresence() to indicate that presence is required to|be
asserted when authorized commands-executed. The default value is CLEAR.

e | isAuthValueNeeded — SET by TPM2_PolicyAuthValue()to indicate that the authValue of the
authorized entity will need te, be provided when the policy session is used for authorization. The
authValue is required to be~intluded in an HMAC. The default value is CLEAR. It will also be CLEAR
by TPM2_PolicyPassward()

e | isPasswordNeeded\= SET by TPM2_PolicyPassword() to indicate that the authValue of the
authorized entity.'will need to be provided when the policy session is used for authorization. The
authValue is required to be provided as a password. The default value is CLEAR. It will also |be
CLEAR by TRM2_PolicyAuthValue().

e | isTrialRolicy — SET to indicate that policySession—policyDigest is to be updated even if the
assertion’is not valid. The session may not be used for authorization.

o | checkNvWritten — SET to indicate that the TPMA_NV_WRITTEN attribute of the authorized NV
[ndex must be compared with nvWrittenState

e nvWrittenState — SET when TPMA_NV_WRITTEN is required to be SET in the NV Index being
authorized. This attribute has no meaning when checkNvWritten is not SET.

19.7.8 Policy Example
In ISO/IEC 11889 (first edition), the basic policy for use of a key was limited to a combination of an

authorization value and PCR state. This policy was built in to each key. In ISO/IEC 11889 there is no
built-in policy. An ISO/IEC 11889 policy that is the same as the ISO/IEC 11889 (first edition) policy is:
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TPM2_PolicyPCR() & TPM2_PolicyAuthValue()

Note This policy could also be written as

TPM2_PolicyAuthValue() & TPM2_PolicyPCR()

This policy would have a different policyDigest because the order of evaluation affects the digest.

E)

To associate this policy with a key, evaluate the policy to determine the policyDigest that it would
generate. Then create the key with this digest as the authPolicy and CLEAR the userWithAuth attribute.
When userWithAuth is CLEAR, USER mode actions for the key will require use of the key's authPolicy.
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"brjittleness. That term suggests that the policy is easy to break (make unusable). This brittleness co
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7.9 Trial Policy

e policy evaluation to determine the value for the authPolicy may be done in software that does
me policyDigest computation as the TPM. Alternatively, a trial policy session may be uséd; A trial po
Esion is created and used in a sequence of policy commands just like a normal policy session. T

Hated accordingly. The policyDigest value computed in the trial policy can be(read from the TPM &g

bd as an object's authPolicy. Since the assertions in the trial policy do notirieed to be valid, the t
Esion may not be used for authorization.

7.10 Modification of Policies

Ime policies may be altered directly by changing the authPolicy, value. Policies associated with Obje
0 NV Indices may not be directly altered. The reason that.thése policies may not be altered is that
icy can affect the trust that someone places in the use aof.that entity.

AMPLE 1 Examples of policies that can be altered, ‘directly by changing the authPolicy value are th
associated with the hierarchies.

AMPLE 2 A key may only be trusted if it may_ ‘only be used when the PCR have a specific set of values. If
policy could be changed, then the PCR check could be removed and the key would no longer
trusted. There would be no wayfor the trusting entity to know if a version of the key exists where
PCR are not checked.

en though there is no way to directly change a policy, it can be indirectly changed. The command t

bws this is TPM2_PolicyAuthorize(). When this command is included in a policy, it allows a designa
ity (an "authority") to authdrize a policyDigest to be included in the policy. This is best described w
example.

AMPLE 3 It is cammon to seal a data value to PCR values so that the data value can only be recovered if
platform has booted in a known way. A problem with this is that if there is a BIOS update, the P
will shiange and the sealed data value can no longer be retrieved and some kind of recovery proc
is.necessary.

the example above, the inability of a policy to accommodate changes to PCR values is cal

a-preblem with ISO/IEC 11889 if the policy was completely fixed.
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EXAMPLE 4

evaluation checks to see if the current policyDigest is authorized by a signing key — that is, did

Figure 21 illustrates the use of TPM2_PolicyAuthorize() to implement a flexible policy. This assertion

an

authorizing entity sign a digest indicating that a specific value of policyDigest represents a known
set of PCR values. If the policyDigest value was signed, then policyDigest is replaced by a digest of
the Name of the key that was used for authorization and policyRef (see 19.7.11). An example of
how of this assertion type may be used to avoid PCR brittleness is shown in Figure 21. This shows

the example policy in 19.7.8 but with the ability to satisfy the policy with different PCR values.
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As shown, a PolicyPCR assertion is followed by PolicyAuthorize(). If there is an authorization signed
by KEY for the current policyDlgest (in this case, Dpcr.a), then the result of the PolicyAuthorize() will
be Dgey. This is the same output that would be produced if the input to the PolicyAuthorize() were
Decre and there was an authorization sighed by KEY for Dpcrg. That is, in TPM2_PolicyAuthorize(),
if the key authorized the current policyDigest, policyDigest is replaced by (not extended with) the
Name of the key. The policyDigest value Dgey no longer reflects the previous value (Dpcr.a OF
DPCR.B)-

In the case of a BIOS update that changes PCR, the platform OEM could provide a signature for the
PCR values created by the new BIOS. Now, if the policy of the sealed data includes a
TPM2_PolicyAuthorize() from the OEM, then the BIOS can be updated and no recovery process
would be needed to deal with the new PCR values. That is, with either authorized set of PCR, Dggy

NO

NO

NO
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D wittbethesameevermrthougtr Drcr 2 amd Decr s are different:

Other information is included with the Name of the key when the new policyDigest is computed in
order to indicate that the Name was included as the result of a TPM2_PolicyAuthorized() opgratio.

This example purposefully avoids using terms that would indicate that the sighing entity dpes
anything other than indicate that the PCR values are the expected values. In partictular, the signing
entity does not have to certify that the PCR values are safe. The signing entitylcould provide other
assurances but, in the case of PCR, it is not necessary to warrant anything lether than that the PICR
values are expected.

The actual authPolicy in the authorized entity would contain (PolicyAuthorize & PolicyAuthValue).

Figufe)21 — Use of TPM2_PolicyAuthorize() to Avoid PCR Brittleness

7.11 TRM2_PolicySigned(), TPM2_PolicySecret(), and TPM2_PolicyTicket()

P sét of assertions discussed in clause 19.7.11 have properties that enable a number of authorizatjon
bnarios. Among these are:

ability to give an authorization that can persist for a specific amount of time (in many protocols,
access to a resource (such as, a network) is granted for some time interval), and

ability to associate an authorization with a policy of the authorizing entity (in many instances, the
authorizing entity may use the same key or secret for different purposes).

TPM2_PolicySigned() and TPM2_PolicySecret() convey an authorization by signing a set of parameters
that indicate the nature of the authorization. With TPM2_PolicySigned() the signature is with a key value

12

8
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(symmetric or asymmetric) and with TPM2_PolicySecret() the signature is with an HMAC using an
authValue in the HMAC key

These commands use a common set of parameters.

e nonceTPM - if the caller chooses to limit the authorization to a single policy session, they would
include this value in the signed data structure. If this is not part of the signed authorization, then
this parameter should be set to the Empty Buffer.

parameters, they would include this value in the signed data structure. Use of this paramgter
allows the caller to provide an authorization that is similar to the HMAC authorization. That\typg of
authorization is only valid for a specific command and set of command parameters. If this
parameter is not part of the signed authorization, then this parameter should be set {o-the Empty
Buffer.

e policyRef — in some circumstances, it is desirable to have an authorization convey some
information relating to the authorizing entity. The TPM includes this valte)in the policyDigest. If
this parameter is not part of the signed authorization, then this parameter should be an Empty
Buffer.

EXAMPLE 1 A fingerprint reader might have a signing key that it uses to verify when it has recognized a
fingerprint regardless of whose fingerprint it might'be. This type of authorization would|be
difficult to use if it were not possible to indicate whose fingerprint was scanned. The
policyRef parameter would allow the fingerptit/reader to provide this indication. Becayise
the TPM includes the policyRef value in the{policyDigest, this means that the policyDigest
would only have the correct value if the fingerprint reader scanned a finger from the corfect
person.

e expiration — this parameter is used to place*a time limit on an authorization. If this value is hot
zero, then expiration is the number of sec@nds before the authorization expires. The expiratjon
time is measured from the time that nonceTPM was created for the policy session.

If expiration is a positive number, then the authorization may only be used as long as there i§ a
policy session with the indicated.nonceTPM. If expiration is a negative number, it indicates that
the authorization is not specific to a policySession->nonceTPM and may be used with other
policies, until the authorization expires.

NOTE 1 A peliey’ session is not flushed when the session is used to authorize a commalnd.
However, the nonceTPM for the session is changed in order to prevent replay. The policy
session is still valid but, since the nonceTPM has changed, any TPM2_PolicySigned() §nd
TPM2_PolicySecret() authorizations that were tied to the nonceTPM will no longer be valid.

When a,session is started and a specific nonceTPM generated, the TPM will record the currgnt
TPM time in policySession—startTime. When an assertion includes a non-zero expiration valje,
its .@bsolute value is added to policySession—startTime. This produces a time that is relative to
the=“TPM Clock. If this computed time is less than the current TPM Clock time, then the
authorization has already expired. Otherwise, the authorization is valid. If the computed timg is
less than the current value of policySession->timeout, then policySession->timeout is set to the
computed value.

To allow a time-limited authorization to be used in other policies, the TPM generates a ticket. This
ticket contains a digest of the command parameters of the authorization but with a timeout
instead of an expiration (the difference being that expiration is relative to the creation of a
nonceTPM and a timeout is relative to TPM Clock). TPM2_PolicyTicket() is used to include the
authorization in a different policy. As long as the ticket has not expired, its effect on a
policySession—policDigest will be the same as the command that generated the ticket
(TPM2_PolicySigned() or TPM2_PolicySecret()).
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The TPM will only produce a ticket if the expiration parameter in TPM2_PolicySigned() or
TPM2_PolicySecret() is a negative number. The timeout in the ticket will be
policySession—startTime plus the absolute value of expiration.

In order to prevent clock discontinuities from preventing tickets from ever expiring, the timeout
value used in the calculation of the ticket structure (an implementation-specific value indicating
when the authorization expires) must include enough information that the TPM can distinguish
(and discard) tickets when the clock used in the ticket has undergone a discontinuity in its
measurement of time. This can be accomplished in several ways.

EXAMPLE 1 Each time the clock is powered on, the TPM might create a random number nonce andthat
"clock nonce" can be included in the timeout value.

EXAMPLE 2 A monotonic counter can be included with the timeout value which is incremented eviery
time the clock is powered on.

EXAMPLE 3 A system implementation can be created that prevents a ticket from ever being used if the
clock in the TPM has not been synchronized with an external trusted clock.

NOTE 2 A "clock nonce" needs to be large enough that a replay is infedsible. That is, a ticket issjied
with a given nonce cannot be useable after a future power cycle because the nonce valjies
happen to match. In the context of a specific ticket, a fhonce collision is not a “birthflay
problem” as the nonce has to match exactly rather than_b€ing one of a group of values that
are equivalent.

e The ticket may be used in a policy in place of a TPM2_PdlicySecret() or TPM2_PolicySigned()
that has the same parameters.

EXAMPLE 4 When authorizing the use of a socket.encryption key for an hour, the authorization would
contain an expiration of -3600 (an hour of seconds) and the first use of the authorizafion
would be in TPM2_PolicySigned()~Fhat command will return a ticket. For the next hqur,
TPM2_PolicyTicket() could be used in place of an equivalent TPM2_PolicySignqd()
assertion.

In BUMmary:

If nonceTPM is empty, expiration must be zero. Use is not limited to a policy session or time limited.
If nonceTPM is included:

If expiration is zero, use,is.not time limited in this policy session

If expiration is negative, use is time limited, but a ticket is created, so it can be used in another policy
session.

If expirationds-positive, use is time limited in this session.

19{8 Pglicy Session Creation

TPM2) StartAuthSession(sessionType = TPM_SE_POLICY) is used to start an authorization session. The
authorization session may use any of the four options for tpmKey and bind.

NOTE 1 A policy session does not maintain a binding with a specific object. The bind parameter is used only
for session key creation. This allows the context space of the session that is used for the binding
value to be dedicated to other policy parameters.

The most typical use of a policy session will be with tpmKey and bind both set to TPM_RH_NULL. When
this option is selected, an HMAC computation might not be performed when the policy session is used
and the session nonce and auth values may be Empty Buffers. See ISO/IEC 11889-3, clause
“TPM2_PolicyAuthValue”.
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NOTE 2 When the session is created, nonceCaller still needs to be provided and its size is required to meet
the minimum requirements of the command.

When the authorization session is to be used to authorize a command that has an encrypted command or
response parameter, then either tpmKey or bind should be used in the TPM2_CreateAuthSession() that
starts the session so that a secure sessionKey is created.

19.9 Use of TPM for authPolicy Computation

To_use_a Ihnlir‘y for autharization for an nhjprt or N\ Index_the creatar of an nhjprf ar N\ _Index is
required to know, at the time of creation of the Object or NV Index, the digest of the policy{~Jlhe
computation of this policy requires duplication of the steps that would be performed by the TPM~when it
evaluates the policy and updates the accumulated policyDigest of the session.

Thjs computation can be done by software but would require that the policy update process for egch
conmand be replicated by software. As an alternative, the TPM can be used to performrthe computation.

Toluse the TPM, a policy session is created and various policy commands are,sent to the TPM as if the
policy were being evaluated in order to authorize an action. TPM2_PolicyGetDigest() may then be used to
regd the final policyDigest from the TPM. That policyDigest value may thénybe used as the authPolicy
pafameter in a new Object/NV Index.

NOITE There is no requirement that the authPolicy for each Object 0¥ NV Index be unique.

If the policy is complex and uses TPM2_PolicyOR(), it will be necéssary to compute multiple policyDigpst
values. The same policy session can be used for all of the ¢Omputations by using TPM2_PolicyRestart()
after the policyDigest for a branch is computed. When the\last branch is computed, it may be used in a
TPAM2_PolicyOR that is constructed from the previously-cemputed values.

TPM2_PolicyGetDigest() could also be used to help validate the software that is implementing the digpst
computation. The value computed by the TPM-can be compared to the value computed by the software
library to insure that they are the same. If.desired, TPM2_PolicyGetDigest() can be called after each
policy command.

19{10 Trial Policy Session

If 3 policy requires a signed {symmetric or asymmetric) authorization for an action, that authorization may
nof be available at the time that the Object/NV Index is created and, in fact, the authorizing entity might
nof be willing or able to-previde the necessary authorization at the time of creation.

EXAMPLE 1 If #she-Object is to have a duplication authorization, the duplication authority might not provide [the
authorization for the duplication when the Object is created. If they did, then the migration policy
could be computed; the policyDigest of the session read and placed in a new Object, &nd
immediately used for duplication of the Object. The duplication authority might not want to allow fthe
duplication at that time.

The APM provides a special type of policy session to be used for the purpose of computing the policy

used for authorization, authorizations are not needed in the computation of the policy.

EXAMPLE 2 If TPM2_PolicySigned() is called to update the digest of a trial policy session, the signature is not
validated but the policyDigest is updated as if a correct signature was provided.
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19

19.

.11 Dictionary Attack Protection

11.1 Introduction

The TPM incorporates mechanisms that provide protection against guessing or exhaustive searches of
authorization values stored within the TPM.

The dictionary attack (DA) protection logic is triggered when the rate of authorization failures is too high. If

this occurs, the TPM enters Lockout mode in WhICh the TPM WI|| return TPM_| RC LOCKOUT for an
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[ameters described below, the TPM can “self- heaI after a specmed amount of time por
grammatically reset using proof of knowledge of an authorization value or satisfaction of a policy

e authValue for an object receives DA protection unless the object's noDA attribute)is SET. T
hValue for an NV Index receives DA protection unless the TPMA_NV_NO_DA attribute of the Inde
T. The authValue associated with a permanent entity, other than TPM_RH_LOCKOUT, does

eive DA  protection. Sequence  objects  created by  TPM2 HMAC_Start() 3

TRAM2_HashSequenceStart() do not receive DA protection.
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TE Authorization values associated with permanent entities, othek _than TPM_RH_LOCKOUT,
expected to be high-entropy values that are managed by a computer or will be well-known values
either case, they will not need DA protection. While it is safer when lockoutAuth is a high-entr
value, it is possible that lockoutAuth will be a value chosen to)be remembered by a human which
likely have less entropy than other permanent entities/ As a consequence, lockoutAuth is
protected even though it is a permanent entity.

P reason for being able to exclude entities from DA protection is that lockout of all TPM use could m3

system unstable. The OS may have uses for the TPM that should not be blocked due to authorizat
blems with keys associated with user-mode applications. The OS is expected to use a well-known
h-entropy authValue for any entities that it manages and an authValue of neither type needs [
tection.

authValue may be used for authorization‘in‘three ways:

a password;
the authValue parameter in the HMAC computation of equation (18); or

the authValue parametef_in the computation of sessionKey for a bound session as shown
equation (19).

uses of a DA protected authValue receive DA protection.

11.2 Lockout Mode Configuration Parameters

e TPM*uses four, 32-bit, non-volatile state variables to control the initiation and recovery from the [
kout mode.
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TE T The "NV notation indicates that these values need 10 be neld In persistent memory and be upda
in NV when they change
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a) failedTries (NV) — This counter is incremented when the TPM returns TPM_RC_AUTH_FAIL.
TPM2_Clear() will reset this counter to zero. This counter is also set to zero on a successful
invocation of TPM2_DictionaryAttackLockReset(). This counter is decremented by one after

132

recoveryTime seconds if:
1) the TPM does not record an authorization failure of a DA-protected entity,

2) there is no power interruption, and
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3) failedTries is not zero.

NOTE 2 If the TPM has a trusted source of time that runs when TPM power is lost, then failedTries can
be reduced when power is restored. The amount that failedTries is decremented would be
dependent on the duration of the power loss and the value of recoveryTime.

b) maxTries (NV) — The TPM is in Lockout mode as long as failedTries equals this value. When a new
owner is installed, maxTries is set to its default value as specified in the relevant platform-specific
specification.

c) _recoveryTime (NV) — This value indicates, in seconds, the rate at which failedTries is decremented.
This can be set to a large value (232 - 1) which essentially inhibits automatic exit from Lockout maogle.
When a new owner is installed, this value is set to its default value as specified in theelevant
platform-specific specification.

d) | lockoutRecovery (NV) — This value indicates the delay in seconds between attempts to uUse
lockoutAuth. The time delay only applies after an authorization failure using lockoutAuth. A valug of
zero indicates that a system reboot (TPM2_Startup(TPM_SU_CLEAR)) is required-between lockput
attempts.

The parameters maxTries, recoveryTime, and lockoutRecovery are set with

TPAM2_DictionaryAttackParameters(). This command requires Lockout Authorization.

19(11.3 Lockout Mode

The TPM is in Lockout mode while failedTries is equal to maxTries. While in Lockout mode, any use df a

DA-protected authValue will return TPM_RC_LOCKOUT.

NQTE 1 An exception is that TPM2_DictionaryAttacklL@ckReset() can execute even though lockoutAuth is|DA

protected.

NQTE 2 If there is an authorization failure€’ that does not increment failedTries, the TPM returns

TPM_RC_BAD_AUTH

An| authorization failure may occur with a~password or an HMAC. For a policy authorization, the policy is

validated before the HMAC is computed:1f the policy fails, the TPM returns TPM_RC_POLICY to indicate

thgt dictionary attack protection was net involved.

NQTE 3 A policy authorization does not always have an associated HMAC.

19|11.4 RecoveringArom Lockout Mode

The TPM can receverfrom Lockout mode in three ways.

1) | TPM2_DictionaryAttackLockReset() sets failedTries to zero. This command requires Lockput
Autharization. The TPM does not have to be in Lockout mode in order to use this command.

2) | The TPM decrements failedTries by one if no TPM resets are recorded during recoveryTime.

NOTE 1 It the TPM is in Lockout mode, then the TPM will always leave Lockout mode when failedTries

decrements because failedTries will no longer be equal to maxTries.

NOTE 2 The failure count is not decremented below zero.

3) failedTries is set to zero if the owner changes.

Configuration and programmatic recovery of the dictionary attack logic requires proof of knowledge of
Lockout Authorization. When the TPM owner is changed by changing the SPS, lockoutAuth is set to the
EmptyAuth and lockoutPolicy is set to the Empty Buffer
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TPM2_DictionaryAttackLockReset() allows external software to reset the dictionary attack protection lo
by providing Lockout Authorization. This command can be used when the TPM is in Lockout mode.

19.11.5 Authorization Failures Involving lockoutAuth

gic

When lockoutAuth is used in an authorization and that authorization fails, the TPM enters a lockout state
intended to provide special protection for the lockoutAuth value. An authorization failure associated with
lockoutAuth causes the TPM to enter this special lockout state regardless of the setting of failedTries and

maxTries.

When in this special lockout state, the TPM will not allow use of lockoutAuth. The TPM will exit this st
when TPM2_DictionaryAttackLockReset() is used with a successful lockoutPolicy or when afterthe T
is powered for a configurable time period (lockoutRecovery). If lockoutRecovery is set to zero,"then

TRM will not exit this state until the next TPM Reset or until lockoutPolicy is used.

NQITE The design depends upon the trusted computing base to filter commandsito-the TPM such
TPM2_DictionaryAttackLockReset(). This prevents a rogue application from“completing a denial
service attack on the TPM by intentionally sending the (command with a
lockoutAuth.

19(11.6 Non-orderly Shutdown

A TPM may be implemented such that the command execution unit does not always have access to
memory (see 37.7.2). For such an implementation, it may not_be)possible to increment the NV copy
failedTries when the authorization failure occurs. When,_the failure occurs, the TPM will ret
TAM_RC_AUTH_FAIL and, until the NV version of failedTries\is updated, the TPM will be in lockout.

It is possible that the TPM will be reset when a writeto'the NV version of failedTries is pending. If
THM did not handle this special case, then an attacker could try an authorization for a DA protec
obJect when NV writes are not possible. WhenZthe TPM restarted, the failed attempt would not
regorded and the attacker could try again.

To| prevent this type of attack, at TPM2:-Startup(), the TPM checks if it is starting after an orde
shutdown. If not, and failedTries is net already equal to maxTries, then the TPM will increment failedTr
by|one.

NQITE This check and(increment of failedTries might not be necessary if it is impractical for an attacke
prevent update of the NV version of failedTries.

19(11.7 Justification-for Lockout Due to Session Binding

When a bound &§éssion is created, the caller does not have to prove knowledge of the authValue of
birld object. The-authValue is used in the creation of the sessionKey and if the caller does not know
authValue,'they will not be able to compute the correct sessionKey and use the authorization session.

A bound authorization session may be used to authorize actions on another object. If that object does
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hale-DA protection then an attacker could use bindingto circumvent DA protection onthe bind ghiec
The attack is as follows:

a) An attacker creates an object (D) that has no DA protection and authValue known to the attacker.
b) An attacker guesses a possible authValue for a DA protected object (object A).
c) The attacker uses object A as the bind object in TPM2_StartAuthSession() to create a session (S).

d) The attacker uses session S to authorize an action on object D.
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If the authorization fails, the attacker goes to step b) and tries a new value.

E)

By retaining the DA state of object A in the session state, the attack is prevented. When the session is
used for authorization, the authorization failure counter (failedTries) is incremented if either the entity
being authorized is subject to DA protection or if the session is bound to an entity that has DA protection.

NOTE If a session is bound to a permanent entity other than TPM_RH_LOCKOUT, then the session is not
bound to an entity that has DA protection.

19118 Qnmlnln Pnnfigllrnfinnc for L ockout Parameters

19{11.8.1 Introduction

Two common configurations are anticipated: one for enterprise-managed TPMs, and one forhome usefs.

NOITE It is anticipated that the operating system will layer additional anti-hammering_protection atop that
provided by the TPM so that it is unlikely that one OS user will be able to interfere with the actipns
of another user or the trusted computing base (TCB).

19{11.8.2 Enterprise Use

In this use, it is expected that the TPM owner will set the lockoutAutho a high-entropy value that is hgld

in p database and set the lockoutRecovery to a small, non-zero value. The enterprise will use this value

to fecover the TPM when suitable non-automated validation procedures have been performed.

EXAMPLE 1 An example of a small, non-zero lockoutRecovery‘value is one.

The enterprise would likely set maxTries to a relatively:\ow value.

EXAMPLE 2 An example of a relative low value forrmaxTries is 10.

For a server or data center, the recoveryTimg.would be set to a large value implying manual recovery. For

lagtops, a setting of a few hours would provide adequate protection for PINs.

EXAMPLE 3 An example large valueMor recoveryTime is 2%2,

19111.8.3 Home or Unmanaged Use

In this application, the leckoutAuth may be set to a random, high-entropy value that is then erased so that

prggrammatic lockout'recovery is not possible. maxTries and recoveryTime can be set to balance secufity

anfl convenience.

NQITE If this configuration is used, the only way to execute TPM2_Clear() to change the owner is to yise
Platform Authorization.
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20 Audit Session

20.1 Introduction

An audit session allows for the auditing of a selected sequence of commands so that evidence may be
provided that the commands were executed.

Any HMAC authorization session may be designated for auditing but only one session may be used for
auditiin-each command. A session is dneign:\fnd for :\lldifing h\l/ Qntfing the audit attribute in the sessio

When a session is first used as an audit session, the TPM will initialize the audit hash for the“audit
session. The initialization value is a Zero Digest with the number of octets determined by the hash
aldorithm of the session.

If the session was bound when created (see 19.6.10 and 19.6.12), the bind value is lost and any further
use of the session for authorization will require that the authValue be used in the HMAC.

Sinjce the first use of an audit session may cause the size of the session contextto change, the command
may fail due to insufficient memory. TPM-management software may save other session contexts gnd
retty the command.

NQTE 1 The TPM needs to have sufficient memory to allow threessessions to be simultaneously loaded, ¢ne
of which may be an audit session.

Fof all commands using a session tagged as audit (including.the initial use), if the command complejes
sugcessfully, the cpHash and the rpHash are Extended to-the audit session digest. When a commgnd
fails, the audit session digest is not changed and, as.isynormal in the case of a command failure, the
segsions are not included in the response and sessionnonces are not updated.
The equation for updating the audit session digestiis:

auditDigestnew = Halaicaly (auditDigest,ia || cpHash || rpHash) (40)
The hash algorithm is the algorithm designated in TPM2_ StartAuthSession().

th

Unlless a command descriptionmindicates that no sessions are allowed, an audit session may be used W
any command. A command(may have only one audit session.

An| audit session useshthe same session format as other HMAC-based sessions. The method| of
conputing the HMAQ) differs in that, if the audit session is not associated with any object handle, |no
aufhValue is available for use in the authorization HMAC. All HMAC computations for an audit session will
sef authValue te;an Empty Buffer.

NQTE 2 If the sessionKey is also an Empty Buffer, then no HMAC computation is performed and the hmac
parameter of the session structure will be an Empty Buffer.

If C ul IbUUIId [<1] Id unaaitcd QCQD;UII ;D uecd Ao thc bao;o fUI thc audlt DCDD;UII, thCII thCIC ;D U aosourdai Ce
from the audit session that the commands being audited are actually associated with a TPM. On the other
hand, a bound session allows association with a known authValue in a TPM, which can provide
assurance that the commands being audited are actually associated with a specific TPM. However, if
others know the authValue, then the unsalted audit session may have the same association issue as the
unbound session. A salted session can be associated with a key that is known to be TPM-resident so the
audit based on a salted session can be reliably associated with a specific TPM.
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20.2 Exclusive Audit Sessions

In a response, the auditExclusive attribute of an audit session will indicate if the TPM has executed any
commands that were not audited by the session. If there was another user of the TPM, the auditExclusive
attribute will be CLEAR, and if not the attribute will be SET.

The TPM keeps track of the current exclusive session. A session becomes the current exclusive audit
session when it is first used as an audit session. It may also become the current exclusive audit session if
the auditReset attribute of the session is set. The session is no longer the current exclusive audit session
if iis flushed (TPM?_Fquh(‘nmpyf()) or if an auditable command is executed that does not use the

cufrent exclusive audit session.

A ¢command that is not allowed to have any sessions will not change the current exclusive audit sessipn.
Thpse commands include the context management commands (TPM2_CantextSave(),
TRAM2_ContextLoad(), and TPM2_Flush()), TPM2_Startup(), and TPM2_ReadClock().

NQTE 1 It is the responsibility of the TCG Software Stack (TSS) or other controlling software to preserve fthe
integrity of the exclusive audit session. As the purpose of the exclusive audit session is to show that
no other commands were executed during the session, the expectation is that the controlling
software would limit access to the TPM to prevent any other uses of the“FPM.

To|indicate the start of an exclusive interval, the caller may SET auditReset in the first command of the
extlusive sequence. In the response, the auditExclusive attribute ofithe session will be SET and the
segsion is exclusive.

NQTE 2 AuditReset can only be SET if audit is also SET.

The first time that a session is used for audit, the session becomes exclusive, regardless of the settind of
auflitReset.

In A response, if an audit session is exclusive, thecauditExclusive attribute will be SET

2013 Command Gating Based on Exclusivity

If the auditExclusive attribute of an audit session is SET, then the TPM will return TPM_RC_EXCLUSIVE
if the session is not exclusive.

NOITE As with other_efror returns, no change is made to the state of the session and it remains active.

2014 Audit Session(Reporting

The audit status™of an audit session can be determined with TPM2_GetSessionAuditDigest(). This
command return$S a signed data structure that includes the audit session digest.

Befcause_the audit digest is signed before the audit digest is updated, the cpHash and rpHash fof a
TRAM2£GetSessionAuditDigest() is not included in the audit digest of the signed data structyre.
Possession of the audit digest is proof that the command executed. However, the cpHash and rpHash of
TPM2_GetSessionAuditDigest() will be included in subsequent audits it the audit session remains active.

TPM2_GetSessionAuditDigest() requires that the indicated session be an audit session and will return
TPM_RC _TYPE if it is not. The TPM does not change internal state unless the command actions
complete successfully. This means that a session cannot become an audit session unless the command
in which it is designated as an audit session completes successfully. From this we can conclude that a
session cannot be designated as being an audit session in a TPM2_GetSessionAuditDigest() in which the
same session is the audited session.
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20.5 Audit Establishment Failures

If a command is the first use of a session as an audit session, and the command fails, then the state of a
session as an audit sessions will not change. This means that, if a session was not an audit session
before the command was executed, it will not be an audit session after the command fails. If a session
was an audit session before the command was executed, it will be an audit session after the command

fails.

If a command fails, then the exclusive status of sessions does not change. A session that was exclusive
befare the command failure is exclusive after the command failuire
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21 Session-based encryption

21.1 Introduction

E)

Several commands have parameters that may need to be encrypted going to or from the TPM. Session-

based encryption may be used to ensure confidentiality of these parameters.

EXAMPLE An example is the authorization data that is passed to the TPM when an object is created or when

the authorization value is changed.

Nat all commands support parameter encryption. If session-based encryption is allowed, only_the-f

rst

pafameter in the parameter area of a request or response may be encrypted. That parameter must have

an|explicit size field. Only the data portion of the parameter is encrypted. The two encryption ‘methg
(XOR and CFB) do not require that the data be padded for encryption so the encrypted data’size and
plgin-text data size is the same.

If the symmetric algorithm is TPM_ALG_NULL and encryption or decryption is specified, the TPM retu
TAM_RC_SYMMETRIC.

Any first parameter may be encrypted as long as the parameter has a size-field.

Sefssion-based encryption uses the algorithm parameters established) when the session is started &
values that are derived from the session-specific sessionKey. The-gncryption values are created in a W
thgt is dependent on both the session type and the session eneryption parameters.

If gessionAttributes.decrypt is SET in a session in a command, and the first parameter of the commang
a fized buffer, then that parameter is encrypted using the encryption parameters of the session
segsionAttributes.encrypt is SET in a session of a command, and the first parameter of the response i
sized buffer, then the TPM will encrypt that parameter using the encryption parameters of the sessi
The encrypt attribute may only be SET in one session that is used in a command and the decrypt attrib
mgy only be SET in one session per command. The attributes may be SET in different sessions or in
sane session.

Pafameters in commands are encryptéd before any cpHash is computed. Parameters in responses
engrypted before any rpHash is computed.

The parameter data buffer s protected with either XOR obfuscation or CFB mode encryption. The s
field of the parameter is not protected.

When a command/reésponse with an encrypted parameter is received, the cpHash/rpHash is computed
required for the sessions before the parameter is decrypted.

NQITE The caller can obfuscate the true size of an authorization value by adding octets of zero to the ¢
The extra octets of zero will have no impact on the authorization computations and can be discar
by the TPM.
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The_two methods of session-based encryption used in ISO/IEC 11889 are, by themselves, malleal

le.

That is, an attacker can make a controlled change (bit reversal) in the encrypted data that will result in
identical change in the decrypted data. This kind of attack is mitigated as the encryption uses a key tha
associated with an HMAC authorization session.
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21.2 XOR Parameter Obfuscation

For session-based obfuscation using XOR(), the operation is:

XOR(parameter, hashAlg, sessionValue, nonceNewer, nonceOlder) (41)
where
parameter a variable sized buffer containing the parameter to be obfuscated
hashAlg the hash algorithm associated with the session
sessionValue the session-specific HMAC key
nonceNewer for commands, this will be nonceCaller and for responses ‘it will [be
nonceTPM
nonceOlder for commands, this will be nonceTPM and for résponses it will [be
nonceCaller
NQTE 1 Depending on the usage, sessionValue can be either the sessionKey or the sessionKey with a
concatenated authValue.
NQTE 2 The XOR() function is defined in 11.4.6.4.
NQTE 3 The obfuscated size of parameter is the same as the &ize* of the underlying parameter. That is, |f a

2113 CFB Mode Parameter Encryption

When session-based encryption uses a symmetric block cipher, an encryption key and IV will
geperated from:
KDFa (hashAlg, sessionKey, “CFB”, nonceNewer, nonceOlder, bits) (4

where

hashAlg the hash algorithm associated with the session

sessionKey the sessionKey value associated with the session

“CFB” label to differentiate use of KDFa() (see clause 5.4 for the definition

this label.)

nonceNéwer nonceCaller for a command and nonceTPM for a response

nonteQlder nonceTPM for a command and nonceCaller for a response

bits the number of bits required for the symmetric key plus an IV
NOIE=L The 1V size is equal to the block size of the cipher

TPMB_CREATE is obfuscated, the size of the obfuscated data is the same as the size of the data

be

1)

of

The most significant octets of the returned value are used as the encryption key and the remaining octets
are used as the IV. The number of octets used for the encryption key and for the IV is dependent on the
algorithm parameters of the session.

EXAMPLE For AES, the block size is 16 octets regardless of the key size. If the key size were 256 bits (32
octets), then, in the call to KDFa (), bits would be set to 48*8. The most significant 32 octets of the
returned value would be used as the key for the encryption and the next 16 octets would be used for

the IV.
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NOTE 2 If the key size is not an even multiple of 8 bits, the first N octets of the returned value will contain
the key and the remaining octets the IV. N is the smallest integer such that (N * 8) = the key size.

The data portion of the parameter is then encrypted using the symmetric key and the symmetric block
cipher algorithm associated with the session.
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22 Protected Storage

22.1 Introduction

When a Protected Object is in the TPM, it is in a Shielded Location because the only access to the
context of the object is with a Protected Capability (a TPM command). The size of TPM memory may be
limited and if the only storage for Protected Objects were the TPM Shielded Locations, the TPM's

usefulness would be reduced. The effective memory of the TPM is expanded by using cryptographic
methods for Protected ﬂhjnrte when fhny are not in Shielded Locations

22[2 Object Protections

The cryptographic protections for a Protected Object include encryption to prevent disglosure of the
copfidential contents, and an integrity check to allow detection of modifications to the,externally stofed
Proptected Object. The integrity check detects modifications to either the confidential or the non-
copfidential portions of the Protected Object.

The integrity value is computed over the encrypted data. If the integrity-check fails, then symmefric
defryption will not occur. Since the integrity value contains the digest of-the associated public area [its
Ngme), the confidential contents of the Protected Object will not be decrypted if they are not properly
palred with a public area.

QD

22|3 Protection Values

The protection of a sensitive area uses two keys. These values are created from a secret vajue
asgociated with the parent. One of the keys is usedsas“an HMAC key and the second is a symmefric
engryption key.

>

A seed value is used in the generation of the symmetric encryption key and the HMAC key. The sourcqg of
thg seed is dependent on the situation. If the-protections are for an object in a hierarchy, the seed is the
segdValue in the parent’s sensitive area-{f-the protections are for a duplication blob, the seed is deriyed
from a shared secret that is protected:using asymmetric methods of the new parent. The algorithim-
specific annexes to this part of 11889 contain the formulations for deriving the seed when asymmetric
prgtections are used.

To| produce the symmetric\key, the seed value and object Name are used in KDFa() as shown| in
egpation (43). This method is used when a symmetric key is generated for the protection of sensitjve
arg¢as attached to a hierarchy or sensitive data in a duplication blob (see 23.3).

NQTE 1 This"method is also used to generate the symmetric key used for the protection of credential valyies
(see clause 24.4).

To| produce the HMAC key, the seed is used in KDFa() as shown in equation (45). This method is uged
when-an*HMAC is used to protect the integrity of a sensitive area attached to a hierarchy or for sensitjve
daja-in a duplication blob.

NOTE 2 This method is also used to generate the HMAC key for credential values (see clause 24.4).

When performing symmetric encryption, an IV of zero is used unless the same symmetric key is used
multiple times. The same symmetric key is used each time that the sensitive area of a child changes due
to TPM2_ObjectChangeAuth(). For encryption of a child, a random IV is generated by the TPM each time
it performs the encryption.
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A symmetric key is used to encrypt the sensitive area of an object that was created by TPM2_Create() or
imported by TPM2_Import(). It is also used when re-encrypting a sensitive area when the authorization
value is changed (TPM2_ObjectChangeAuth()). The symmetric key is derived from a seed value
contained in the parent’s sensitive area and the Name of the protected object.

The block cipher used for encrypting the object's sensitive area is the symmetric cipher of the parent.

Th

wh

When a symKey is being used to protect the sensitive area.ofya child object, the TPM will create a rand
value (symly) that is the size of an encryption block of’the symmetric algorithm. This symIV is inclug

v
in
en

Th

wh

the private area and in the HMAC computation of<the sensitive area. A symlV of zero is used wh
Crypting the sensitive area for duplication or a credential to be used in TPM2_ ActivateCredential().
e symKey and symlv are used to encrypt the sensitive data.
encSensitive:=CFB,symay (SymKey, symlv, sensitive) (4
ere
CFBpsymaig symmetric encryption in CFB mode using the symmetric algorithm of
parent
symKey symmetric key from (43)
symlv IV from RNG or O
sensitive a TPM2B_SENSITIVE containing the sensitive area structure be
protected
NOTE The size and buffer fields of sensitive are encrypted.

e symmetric key for the encryption is computed hy-
symKey := KDFa (pNameAlg, seedValue, “STORAGE", name, NULL, bits) (4
ere
pNameAlg nameAlg of the object's parent
seedValue symmetric seed value in the sensitive area of the object's parent (S
27.6.4)
“STORAGE”" a value used to differentiate the uses of theé KDF (see clause 5.4 for
definition of this value)
name Name of the object being encrypted /decrypted
bits number of bits required for the symmetric key

13)

ee

he

bm
ed
en

14)

ng

After the data is encrypted, the TPM2B_IV containing the random symlv is placed in front of the
encrypted data in preparation for the integrity computation. If the symIV was zero, then no value is added

to the encrypted data.
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22.5 Integrity

The HMAC key (HMACkey) for the integrity is computed by:

HMACkey := KDFa (pNameAlg, seedValue, “INTEGRITY”, NULL, NULL, bits) (45)
where
pNameAlg the nameAlg of the object's parent
seedValue the symmetric seed value in the sensitive area of the object's parent (§ee
27.6.4)
“INTEGRITY” a value used to differentiate the uses of the KDF (see clause 5.4 for the

HMACkey is then used in the integrity computation.

An

NO

wh

Th

TE 1

ere

HMAC is performed over the symIV and the encSensitive produced in (44):

e integrity value is placed before the symmetric IV.

definition of this value)

bits the number of bits in the digest produced by pNameAlg

This is called an outerHMAC because it is the same HMAC fprocess that is used when an objec} is
duplicated. The duplication can produce an inner and an outéeryHMAC.

outerHMAC := HMAC,nameaig (HMACkey, symlv ||reneSensitive || name.buffer) (46)
HMAC,nvameaig the HMAC function using nameAlg of the object's parent
HMACkey a value derived from the parent symmetric protection value according to

equation (45)

symlv a marshaled TPM2B_IV containing the symmetric IV value used in (44).
Both the'size and buffer fields are included in the HMAC

encSensitive encrypted TPM2B_SENSITIVE produced in (44); after encryption, the
size and buffer fields are not separable

name.buffer the Name of the object being protected (does not include a size field)

NQTE 2 Rlacement of the integrity value at the beginning of the sensitive area in preparation simplifies fthe
process of finding the integrity value when the protected data contains variable-sized elements.

NQTE 3 Inclusion of the Name ensures that the sensitive area is associated with the correct public area.
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size

sensitiveType

authValue

1) Marshal the sensitive area into a TPM2B_SENSITIVE

symValue

sensitiveArea

[sensitiveTypelsensitive

2)  Create a symmetric key and IV for encryption:

u Y name NULL hits)
7 7 7 ¥

symlV = bits from the RNG

N E‘Q‘ -.xxw\‘:_f-.'\-. iy

"“'hmx y i \'. e
3) Create encSensitive by encrypting the TPM2B_SENSITIVE g\ Sens"“"eTfo o
SN
encSensitive := CFBpsymaig (SymKey, symlv, sensitive) LN SVm\(ixue S
'\41‘-1 ._ cﬂ.\\a w'ybk."]'uls..'h t.,"'\«x"\-\.
g‘ symmetric IV

L, "'H ‘_ﬁw—ﬁ -\."'\-\'\- -\.:::;;

o

sensmveType i

w e "'\.\.
iy "'-f'l\:x = “"-Hx Y “‘}

i
symVaIue

SRR

" "‘-ﬁ 3 E\Waﬁ%‘h a

.:__rea_.-'

4 Add the symmetric IV to (a TPM2B_IV) the encrypted block k

g :sitiv:.

.-

5 Compute the HMAC key
HMACkey = KDFa (pNameAlg, seed, “INTEGRITY”, NULL, NULL, bits)

outerHMAC

size

6 Compute the HMAC over the symmetriclV (the full TPM2B_IV), the symmetric IV

encSensitive from step 3, and the Name of the object being protected. o, ﬂﬁp “‘x = \
r_ w -\. T "'\.\H

outerHMAC := HMACpnameaig (HMACkey, symlv || encSensitive || name.buffer) { o sensiiive ype
TR

rca:.-"

-s'tlv

L symVaIue

ru‘Lsc.r?w RN

outerHMAC
symmetric [V

i »‘Q.._...‘. e

R T e

: sénéi"tive"'wpe iy

< |Isize|size

rea'-"'
e

7 Marshal the outerHMAC into a TPM2B_DIGEST and append the

symmetric 1V and encrypted sensitive. T
\2\[ St bR, -.'\-. iy
H o symVa[ue R,
% -
[ «s.‘“ax k[ 3;4;]':‘6-'.* Ty

NOTE Regarding steps 6 and 7, an overall size field will be added to make the resulting
TPM2B_PRIVATE structure.

Figure 22 — Creating a Private Structure
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23

23

Protected Storage Hierarchy

.1 Introduction

The TPM supports the creation of hierarchies of Protected Locations. A hierarchy is constructed with
Storage Keys as the connectors to which other types of objects (keys, data, and other connectors) may

ng

be attached.

The_hierarchical rnlnfinnchip of nhjnnfe allows engrng:\finn of nhjnpfe based_on the system-gperat
enyironment (established by PCR or authorizations) as well as simplifying the management of groups
related objects.

23

2 Hierarchical Relationship between Objects

A hierarchy is rooted in a secret seed key, kept in the TPM. To create a hierarchy of keys, the seed key

us
de

A

ou
for
se

bd to generate an asymmetric key that uses a specific set of algorithms. Ifthis' key is a restric
Cryption key, then it is a Storage Key to which other objects may be attached

Storage Key provides protection for the sensitive area in another object/ when that object is sto
side of the TPM. Protection is provided by symmetric encryption of the”sensitive area. The key ug

bd-derived symmetric key is applied when an object is conneeted to a hierarchy and a duplicat

symmetric key is used when an object has been encrypted to be)“attached” to an additional parent.

Th
is

ke
the
Or

P objects in a hierarchy have a parent-child relationship< A" Storage Key that is protecting other obje|
h parent and the objects that it is protecting are its children. The ancestors of an object are the par
s that connect the object to a TPM Primary Seed.“Descendants of a key are all the objects that h3
key as an ancestor. Unless it is intended to bellised as a parent, a child object may be of any ty
ly a Storage Key may be a parent key.

encryption either is derived from a seed value in the Storage Key 0r'is a duplication symmetric keyl

of

is
ed

ed
ed

cts
PNt
ive
pe.
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While it is possible to create a hierarchy.(©f Storage Keys using symmetric key objects instead

as
pre
as
un
du
log

23

23

Du
(N

Figure 23 — Symmetrig Protection of Hierarchy

mmetric key objects, it would defeat\éne of the primary purposes of the Storage Key, which is
vide an attachment point for import of-other keys. A storage key is a symmetric protection key with
mmetric identity (an asymmetrie¢’ public key). The asymmetric identity is used to iden
ambiguously the point in a hierafchy where a key can be imported. Therefore, an entity doing |
blication can know that the duplicated key can only be imported to another hierarchy at a speg
ation, identified by the public key.

3 Duplication

3.1 Definition

plication.is the process of allowing an object to be a child of additional parent keys. The new par
P) may be in a hierarchy of the same TPM or of a different TPM.

E)

of
to
an
tify
ey
ific

The creator of an object controls the duplication process by selecting the duplication policy for the object.

Authorization for duplication requires a policy session. The policy sequence is required to have a
command that causes the commandCode value of the policy context to be set to TPM_CC_Duplicate.
This enables the DUP role of the policy, which is a requirement for duplication.

Duplication occurs on a loaded object and produces a new, sensitive structure that is encrypted using the
methods of the NP. This new sensitive structure may not be used until TPM2_Import() has been executed
to convert the object from "external” to "internal" protections.

©
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NO

TE External protections use both asymmetric and symmetric cryptography, whereas the internal

protections only use symmetric cryptography.

23.3.2 Protections

23

.3.2.1 Introduction

In TPM2_Duplicate(), the caller may specify that the object should be protected with an inner, symmetric
encryption. That is, the sensitive area is symmetrically encrypted before it is asymmetrically encrypted

all

If
ob
T

Cr
the

w the TPM to generate the key.

he encryptedDuplication attribute is SET in the object being duplicated, then it is required”that
ect have an inner wrapper and that the new parent not be TPM_RH_NULL. For such-anh object,
M will return an error (TPM_RC_SYMMETRIC) if the symmetricAlg parameter in TRM2_Duplicate(
M_ALG_NULL and TPM_RC_HIERARARCHY if the newParentHandle parameter issFTPM_RH_NUL

bation of a duplicate object uses two encryption phases. The first is used to apply an inner wrapper &
second is to encrypt using the algorithms of the NP.

he
he
is

The encryptedDuplication attribute of all objects in a duplication groupare required to have the same
sefting. When an object is created with the fixedParent attribute CLEAR, then the encryptedDuplicat|on
attfibute may be SET or CLEAR if the fixedTPM attribute is SET in‘the parent. If the fixedTPM attributg of
a parent is not SET, then the encryptedDuplication attribute is,required to be the same in all descendant
oblects of that parent.
2313.2.2 Inner Duplication Wrapper
Fof the first phase, the TPM computes an integrity hash over the sensitive data. This hash includes the
Ngme of the public area associated with this object.
innerintegrity *= Huamealg (Sensitive || name) 47)

where

Hiameaig hash function using the nameAlg of the object

sensitive a TPM2B_SENSITIVE

name the Name of the object being protected
148 © ISO/IEC 2015 — All rights reserved
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A TPM2B_DIGEST containing the integrity digest value is prepended to the sensitive area and the buffer
(integrity plus sensitive) is encrypted using CFB.

encSensitive = CFBpsymaig (sSymKey, 0, innerintegrity || sensitive) (48)
where
CFByyn4i symmetric encryption in CFB mode using the algorithm specified in the
command
symKey encryptionKeyln parameter in TPM2_Duplicate() or a value from_the
RNG if no key is provided
innerintegrity value from (47)
sensitive the sensitive value used in (47)
If no inner wrapper is specified, no integrity value is computed and no encryption’ eccurs in this first phase
angd
encSensitive := sensitive 49)

23

In

prd
de

by
IS
en

NO

wh

iven a value for seed, a symmetric encryption key (symKey) is created by:

3.2.3 Outer Duplication Wrapper

the second phase, the encSensitive produced by phase)l is encrypted and integrity checked us
cesses similar to those defined in clause 22. However, the seed from which the protection keys
fived is protected by the asymmetric algorithm of the:NP. The method of generating seed is determir]
the asymmetric algorithm of the NP. The different methods are specified in annexes to this part
D/IEC 11889. The seed is selected prior t@vintegrity generation for encSensitive or encryption
CSensitive.

TE For an RSA new parent, se€d*is not allowed to be larger than the size of the digest produced by
nameAlg of the object. When the TPM creates the seed, it will be exactly the size of the nameAlg
the new parent.

ng
hre
ed

of

the
of

50)

symKey :="KDFa (npNameAlg, seed, “"STORAGE”", Name, NULL, bits) (
ere
npNanieAlg the nameAlg of the new parent
séed the symmetric seed value
“*STORAGE" a value used to differentiate the uses of the KDF (see clause 5.4 for
definition of this \/alllp)
Name the Name of the object being encrypted or decrypted
bits the number of bits required for the symmetric key
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The symKey is used to encrypt the encSensitive.

dupSensitive = CFBpsymaig (SymKey, 0, encSensitive) (51)
where
CFBypsymaig symmetric encryption in CFB mode using the algorithm of the parent
symKey symmetric key from (50)
eTCSeTsItive vatue fronreither (48 or (49)
Negxt, an HMAC key is generated from seed:
HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits) (52)
where
npNameAlg the nameAlg of the object's new parent
seed the symmetric seed value used in (50)
“INTEGRITY” a value used to differentiate the uses of'the KDF (see clause 5.4 for the
definition of this value)
bits the number of bits in the digest.produced by npNameAlg
An[ HMAC is then generated over the dupSensitive data. The Name of the associated public areq is
indluded in the HMAC computation to ensure that the ;sensitive area will only be decrypted when the
proper public and private areas are used in TPM2_Import().
outerHMAC := HMAC,pnameaty(HMACkey, dupSensitive || Name) (53)
where
HMAC,pNameaig the KMAC function using nameAlg of the new parent
HMACkey awalue derived from the parent symmetric protection value according to
equation (52)
dupSensitive symmetrically encrypted sensitive area produced in (51)
Name the Name of the object being duplicated
To| complete theduplication process, the TPM2B PUBLIC and TPM2B _ENCRYPTED_ _SECRET
prgduced by.TPM2_ Duplicate() are used in TPM2_Import() at the TPM containing the public and private
portions of\the NP. If the private area is doubly encrypted, then the symmetric key used for the inper
wrappenis-also given to the TPM.
TPII\/I?_ImInnrf() will _recover the Qymmm‘rir‘ l(py ::mr‘nrding to__the algnrithm of _the NP__ The

TPM2B_PRIVATE is decrypted. If an inner wrapper is present, the TPM2B_PRIVATE is decrypted using
the supplied symmetric key. After symmetric decryption, the integrity value is checked.

150
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size

sensitiveType

1) Marshal the sensitive area into a TPM2B_SENSITIVE

authValue

symValue

scnsitiveArea

[sensitiveType]sensitive

innerintegrity digest

size

size

2 Compute-aninnerlntearitu valuag —
B G SETSITvVETypE

authValue

innerintegrity :== Hnameaig (Sensitive || name)

symValue

sensitiveAre

[sensitiveType]serisitive

3 Set the encryption key (symKey) to encryptionKeylIn or a random value produced by the TPMW.

yf"iﬁ'rférln%g'fhyhigégf-» o

4 Create encSensitive by encrypting the innerlntegrity value and the ~‘“~¢ N “‘g N “‘:}T N‘x\
TPM2B_SENSITIVE ns}t]\i,ﬂ ype"
\ SN
encSensitive := CFBsymaig (symKey, 0, innerintegrity || sensitive) K\ : K{;ymValue

5 Using methods of the asymmetric new parent, create a seed value

6 Create a symmetric key (symKey):
symKey := KDFa (npNameAlg, seed, “STORAGE”", Name, NULL, bits)

R L

7 Create dupSensitive by encrypting en¢Sensitive

dupSensitive = CFBpsymug{symKey, 0, encSensitive)

8 Compute the HMAC key from the seed created in step 5)
HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits)

size

outerHMAC

S SRR

RNER MR AT
outerHMAC := HMACnpnamealg (HMACkey, dupSensitive || Name) E‘_&f TRty

9 Campute the HMAC over dupSensitive and include the object Name

NOTE 1 Regarding step 1, if no inner or outer wrapper is applied to the object, the structure in step 1 is
returned as the duplicate parameter in the response for TPM2_Duplciate().

NOTE 2 Regarding step 9, an overall size field will be added to make the resulting TPM2B_PRIVATE
structure.

Figure 24 — Duplication Process with Inner and Outer Wrapper
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Figure 25 illustrates the processing of a duplication blob when no inner wrapper is used in the sensitive
area.

size

sensitiveType

1)  Marshal the sensitive area into a TPM2B_SENSITIVE

authValue

symValue

scnsitiveArea

[sensitiveType]sensitive

2 Since there is no inner wrapper set encSensitive := sensitive

3 Using methods of the asymmetric new parent, create a seed value

4 Create a symmetric key for encryption:

symKey := KDFa (npNameAlg, seed, “STORAGE”", name, NULL , bits)

o Tyt T

e DN ..\'-.-'-."'. by
L . " d"'.'-_{"\"'.'-_'\-_, N
5]  Create dupSensitive by encrypting encSensitive 5 B ].t_'YeTyp,e,
N

dupSensitive := CFBnpsymaig (SymKey, 0, sensitive)

- _\symValue .

Ahnes R
p “"'.'H“‘[.-»\. ;"ha. SR A

6 Compute the HMAC key from the seed created in step 3

HMACkey := KDFa (npNameAlg, seed, “INTEGRITY”, NULL, NULL, bits)

f;)‘ outerHMAC
.- A L AT S
7\ Compute the HMAC over the dupSensitive o Qxx-._qu
'8" ’ 'sensmveTypé :

outerHMAC := HMAC HMACkey) dupSensitive || name A T A
npNamedly Vi aup || name) AN
El . symVaIue RN

"::x?‘:kx-."“\\v =TT "]'-“. 5y t"\t 5, "

NPTE Regarding step™/, an overall size field will be added to make the resulting TPM2B_PRIVATE
structure.

Figure 25 = Duplication Process with Outer Wrapper and No Inner Wrapper
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size
& sensitiveType
1)  Marshal the sensitive area into a TPM2B_SENSITIVE § authvalue
E= symValue
c
3| [sensitiveType]sensitive
3 ‘ innerlntegrity digest
size
2 f‘nmpllfn an l'nnar’nf‘agrr'f}r valua 5 Semsitivetype
<
innerintegrity = Hnameaig (Sensitive || Name) g authValue
£ symValue
o
3| [sensitiveType]sensitive
3 Set the encryption key (symKey) to encryptionKeylIn or a random value produced by the TPIMW.
\,I ql'hr?ehn\i’égrr‘tyra'lgekr e
4 Create encSensitive by encrypting the innerintegrity value and the \:}x “\H X‘H
s = %!
TPM2B_SENSITIVE N e ns,tlvape
) o -\.'
encSensitive := CFBsymaig (symKey, 0, innerintegrity || sensitive) T\\ - “:“Hx\ . ,\__x _Q
K- » symVaIue ;
NPTE Regarding step 4, an overall size field will bejadded to make the resulting TPM2B_PRIVATE
structure.
Figure 26 — Duplication Process with _laner Wrapper and TPM_RH_NULL as NP
size
g sensitiveType
1) Marshal the sensitive area into a TPM2B_SENSITIVE $ authvalue
E= symValue
c
3| [sensitiveType]sensitive
NPTE An overall)size field will be added to make the resulting TPM2B_PRIVATE structure. This will
resultinja TPM2B_SENSITIVE being the only contents of the TPM2B_PRIVATE buffer.
Figure 27~ Duplication Process with no Inner Wrapper and TPM_RH_NULL as NP
23l4 Duplication Group
The duplication process allows an object or segment of a hierarchy to be duplicated for use in another

hierarchy. This ability facilitates key distribution and backup. A duplication group is a group of objects in a
hierarchy under a duplication root. The entire duplication group may be moved to another hierarchy by

duplicating the duplication root.

When an object is created, its duplication attribute (fixedParent) is selected. If fixedParent is CLEAR, then
the object may be operated on by TPM2_Duplicate(). This command allows the sensitive area of an
object to be encrypted under a new parent so that it may be used in a different TPM hierarchy. The act of
duplicating a Storage Key has the side effect of duplicating all of its descendants regardless of the setting
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of their fixedParent attribute. That is, if a parent key is usable in a different hierarchy, then all the
descendants of the parent key are also usable in the different hierarchy as well.

NOTE 1 No modification of the encryption of a child object is required to make it usable on another hierarchy.
This is because the Storage Key that is duplicated contains the information used to protect its
children. Duplication of the protection information has the effect of duplicating the objects protected
by that information.

NOTE 2 If a particular Storage Key is usable in multiple hierarchies, then descendants of that Storage Key
are usable in the same hierarchies regardless of when they are created. That is, if they are created
after the duplication of the parent, they are still usable in multiple hierarchies.

If an object has fixedParent CLEAR, it is the root of a duplication group. If the object is not a Storage’Kpy,
thgn the group will have a single member. For a Storage Key, the duplication group consists of all objects
that are duplicated as a direct consequence of duplicating the group root.

Oljjects that have fixedParent SET cannot be directly duplicated (that is, they may not besthe referenged
objectHandle in TPM2_Duplicate()). However, they can be implicitly duplicated_if. an ancestor has
fixedParent CLEAR and that ancestor is duplicated.

Oljjects that have fixedParent SET and have no ancestors with fixedParent CLEAR are the only objegcts
thgt are not part of a duplication group. These objects are identified by having their fixedTPM attriblte
SHT. All objects that are in a duplication group have their fixedTPM attribute’ CLEAR.

An[ object may be a member of more than one duplication group. This would occur if more than one ofits
antestor Storage Keys has fixedParent CLEAR or if an object-and one of its ancestors has fixedPargnt
CLEAR.

Members of the
duplication group of
duplication root DR1

Memhers of the

duplication group of
duplication root DR2

An object with fixedParent = SET

An object with fixedParent = CLEAR

LU

Legend
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Figure 28 — Duplication Groups

23.5 Protection Group

The algorithms (asymmetric, symmetric, and hash) and key sizes used to protect child keys are
consistent within a protection group. The protection group is all of the descendants of a duplication root

not

including other duplication roots or their descendants.

By requiring all of the non-duplicable Storage Keys to use the same algorithm, it is easier to determine

th
ke

Security propertes of a nierarcny. IT an objects fIXed TPM atribute 1S SET, then all of the ancegtor

s of that object use the same set of algorithms. If an object's fixedTPM is not SET, then

he

prgtections are determined by the duplication authority for each of the duplication roots in the.obje¢t's
hidrarchy.

The reason that the protections are determined by the duplication authority and not by, the algorithmgq of
key is that a duplication authority can attach a duplication root to a software-generated new pargnt.
Ingpecting the hierarchy in which an object exists does not guarantee the protections of the object unlgss

the

the

object’s fixedTPM is SET.

Change of the algorithm set at a duplication root is illustrated in Figure 29,

The crosshatch inyan object
indicates thealgorithms
used to pretect the object.

The algor‘ithm set

may change at a
duplication root.\

=

)

e

Figure 29 — Protection Groups
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23

.6 Summary of Hierarchy Attributes

The hierarchy attributes of an object indicate how the object is connected to the hierarchy. They indicate if
the object could be extant in other hierarchies and if the object may be duplicated directly by

TPM2_Duplicate().

Table 23 lists the possible combinations of an object’s hierarchy attributes and the interpretation of each

combination.

Table 23 — Mapping of Hierarchy Attributes

g

4| =

4| o

o | F

q e]

a [} . i

2 | X |Description

g | O |This combination represents a duplication root.

0 | 1 |This combination is not allowed.

11 o This combination indicates an object that is permanently in the protectiongroup of its parent. It cannot be
the objectHandle reference in TPM2_Duplicate().

411 This combination indicates an object that was created on a specific TPM and no duplicate of the object is
possible.

23l7 Primary Seed Hierarchies

A Primary Object is an object that is derived from a Primary Seed value. A Primary Object is uniquq in

thgt the sensitive area of the object is protected using a symmetric key that is derived from a Primary

Seed and the Name of the Primary Object-In contrast, other objects are encrypted using the symmegric

key of their parent.

Or|ce created, a Primary Object.may be managed like any other loadable object, including being context-

sayed/restored.

NQITE Since a Primary Object is symmetrically encrypted in both the loadable form and in the contgxt-
saved form; the performance advantages of using context save and context load on a Primary Object
could-actually be negative. It could take longer to save and restore the object than to simply rel¢pad
it.

A Primary Object may have fixedParent SET or CLEAR. If a Primary Object has fixedParent SET, then

fixedTPM_isrequired to be SET.

23[8~Hierarchy Attributes Settings Matrix

Table 24 shows the combinations of hierarchy settings allowed for an object. In the table, the check
marks ("v™") indicate that the combination is allowed.

Table 24 — Allowed Hierarchy Settings

fixedTPM setting in | Object's fixedParent

parent object CLEAR SET Comments

CLEAR CLEAR v v if the parent's fixed TPM attribute is CLEAR, the child's
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fixedTPM is required to be CLEAR

CLEAR SET
SET SET if the parent of an object has fixedTPM SET, then fixedParent
SET CLEAR v and fixedTPM must have the same setting in the child®®
NOTE 1 For purposes of this table, the parent of a Primary Object is considered to have a fixedTPM
attribute that is always SET.
NOTE 2 If the parent has fixedTPM SET, then a child could be duplicable (fixedParent == CLEAR) or not

(fixedParent == SET). If the child is not duplicable, then it needs to have the same setting of

fixed TPVas Tt parent:

The consistency of the hierarchy settings is checked in object templates (TPM2) Create() gnd
TRAM2_CreatePrimary()) and in public areas for loaded objects (TPM2_Load()) or~duplicated objects
(TPM2_Import()).

Cansistency of an object's hierarchy settings are not checked on\\an object

loaded with

TPAM2_LoadExternal(). This is because the external object is not part of a‘hierarchy and its settings are
noj significant. Also, TPM2_LoadExternal() is used to load the public area of a key that may exist|on
anpther TPM. This would occur when using the TPM to check a signature or when loading the public afea
of A new parent during duplication. Those keys have hierarchy properties that are not relevant to the TiPM
that is using those keys so the hierarchy properties are not cheeked.

© ISO/IEC 2015 — All rights reserved
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24

24

Credential Protection

.1 Introduction

The TPM supports a privacy preserving protocol for distributing credentials for keys on a TPM. The
process allows a credential provider to assign a credential to a TPM object, such that the credential
provider cannot prove that the object is resident on a particular TPM but the credential is not available
unless the object is resident on a device that the credential provider believes is an authentic TPM.

24
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TRM will return the credential encryption key.
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with no information from the TPM as the TPM did not need to provide a proof-of-possession of any priv
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2 Protocol

e initiator of the credential process will provide, to a credential provider, the public area of a TPM obj
which a credential is desired along with the credentials for a TPM key (usually an EK)(The creden
vider will inspect the credentials of the “EK” and the properties indicated in theCpublic area
ermine if the object should receive a credential. If so, the credential provider will jssue a credential
public area.

e credential provider may require that the credential only be useable if the public area is a valid obj
the same TPM as the “EK.” To ensure this, the credential provider encrypts the credential and th
aps" the credential encryption key with the public key of the “EK.”

TE “EK” is used to indicate that an EK is typically used fotsthis process but any storage key may
used. It is up to the credential provider to decide whatis acceptable for an “EK.”

e encrypted credential and the wrapped encryption key. are*then delivered to the initiator. The initig
N decrypt the credential by loading the “EK” and the object onto the TPM and asking the TPM to ret

credential encryption key. The TPM will decrypt thé-Credential encryption key using the private “H
 validate that the credentialed object (public and private) is loaded on the TPM. If so, the TPM |
idated that the properties of the object match-thé properties required by the credential provider and

S process preserves privacy by allowing-TPM objects to have credentials from the credential provi
t are not tied to a specific TPM. If the.object is a signing key, that key may be used to sign attestatio
[ the credential can assert that the signing key is on a valid TPM without disclosing the exact TPM.

tecond property of this protocol is that it prevents the credential provider from proving anything ab
object for which it provided the credential. The credential provider could have produced the creden

in order for the credential provider to create the credential. The credential provider can know that
dential for the @bject could not be in use unless the object was on the same TPM as the “EK” but
dential provider-Cannot prove it.
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24.3 Protection of Credential

E)

The credential blob (which typically contains the information used to decrypt the actual credential) from
the credential provider contains a value that is returned by the TPM if the TPM2_ActivateCredential() is
successful. The value may be anything that the credential provider wants to place in the credential blob
but is expected to be values that are used to decrypt a blob containing the actual credentials of an object.

The credential provider protects the credential value (CV) with an integrity HMAC and encryption in much
the same way as a credential blob. The difference is, when seed is generated, the label is “IDENTITY”

instead-of “DIUPLICATE” (an clause 5 4 for the definition of these labels )

2414 Symmetric Encrypt
A seed is derived from values that are protected by the asymmetric algorithm of the “EK”. Thé methodg of
geperating the seed are determined by the asymmetric algorithm of the “EK” and areCspecified in |an
anhex to this part of ISO/IEC 11889. In the process of creating seed, the label\is required to |be
“INTEGRITY.”
NQITE If a duplication blob is given to the TPM, its HMAC key will be wrong and’the HMAC check will faill.
Giyen a value for seed, a key is created by:
symKey := KDFa (ekNameAlg, seed, “STORAGE?Y name, NULL, bits) (54)
where
ekNameAlg the nameAlg of the key.§erving as the “EK”
seed the symmetric seed.value produced using methods specific to the typg of
asymmetric algorithms of the “EK”
“STORAGE” a value usedto differentiate the uses of the KDF (see clause 5.4 for the
definition.of this label)
name the Nanie of the object associated with the credential
bits the number of bits required for the symmetric key
The symKey is used to encrypt the CV. The IV is set to 0.
encldentity = CFBeksymaig (SymKey, 0, CV) (55)
where
CFBisymaig symmetric encryption in CFB mode using the symmetric algorithm of the
key serving as “EK”
symKey symmetric key from (54)
cv the credential value (a TPM2B_DIGEST)
24.5 HMAC

A final HMAC operation is applied to the encldentity value. This is to ensure that the TPM can properly
associate the credential with a loaded object and to prevent misuse of or tampering with the CV.
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The HMAC key (HMACkey) for the integrity is computed by:

HMACkey := KDFa (ekNameAlg, seed, “INTEGRITY", NULL, NULL, bits) (56)
where
ekNameAlg the nameAlg of the target “EK”
seed the symmetric seed value used in (54); produced using methods specific
to the type of asymmetric algorithms of the “EK”
“INTEGRITY” a value used to differentiate the uses of the KDF (see clause 5.4 ,fahthe
definition of this label)
bits the number of bits in the digest produced by ekNameAlg
NQITE Even though the same value for label is used for each integrity HMAC, seed is(¢reated in a manher
that is unique to the application. Since seed is unique to the application, the HMAC is unique to fthe
application.

HMACkey is then used in the integrity computation.

identityHMAC = HMACeinameaig (HMACkey, encldentity || Name) 57)
where
HMAC Ceinvamealg the HMAC function using nameAlg of the “EK”
HMACkey a value derived from the "EK” symmetric protection value according| to
equation (56).
encldentity symmetrically encrypted sensitive area produced in (55)
Name the Name of the'object being protected

Th integrity structure is constructed by placing the identityHMAC (size and hash) in the buffer ahead of
thg encldentity.
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24.6 Summary of Protection Process

Credential Value I

2¢!

1)  Marshal the CV into a TPM2B_DIGEST (2

2)  Using methods of the asymmetric “EK”, create a seed value

3) Create a symmetric key for encryption:
symKey := KDFa (ekNameAlg, seed, “STORAGE", Name, NULL , bits)

4 Create encldentity by encrypting the CV _
RN

encldentity = CFBeksymalg (symKey, 0, CV)

5 Compute the HMAC key
HMACkey := KDFa (ekNameAlg, seed, “INTEGRITY", NULL, NULL, bits)

outerHMAC
o A TRNVANG Y

6 Compute the HMAC over the encldentity from step 4

l#2€ size

F

outerHMAC = HMACexnamealg (HMACkey, encldentity || Name)

Figure 30 — Creating a lIdentity Strueture
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25

25

Object Attributes

.1 Base Attributes

25.1.1 Introduction

Three attributes are used to determine how the TPM may use an object. These attributes are designated
as restricted, sign, and decrypt. The Boolean combinations of these attributes are used to express the full

ral

ge aof behaviars for nhijTQ

25

When the restricted attribute of a key is SET, the key may only operate on other objects that follow stn
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1.2 Restricted Attribute

simple, format rules. A restricted key is not usable in all commands that use a key, of that type. T
trictions on each type of key are explained in the clauses describing the sign and decrypt attributes.

P restricted attribute has no meaning when applied to an object that has both' sign and decrypt CLE
H restricted is required to be CLEAR for those objects.

1.3 Sign Attribute

s attribute may apply either to symmetric or asymmetric keys.<A\signing key uses its sensitive area K
Sign data. The signature is returned by the TPM.

asymmetric signing key may perform signing according to the key family and the signing meth
ected. An external entity may use the public pertioh of an asymmetric key to validate that
brmation was signed by someone with knowledge '0f the private portion of the key.

AMPLE RSA or ECC are examples of key families.

symmetric key that can sign is used-far performing an HMAC computation. This signature can
pcked by another entity that knows.the HMAC secret key in order to validate the source of
brmation.

TE No signing algorithin for a symmetric block cipher is currently defined by the TCG. If one is defin
then the limitation/of this paragraph would change.

estricted signing key-may only sign a digest that has been produced by the TPM. The digest may
br externally supplied-data or an internally generated structure. An internally generated structure tha
pe signed will have'the characteristic TPM_GENERATED_VALUE as the first octets in the structurd
hashed andsigned. When the TPM generates a digest over externally provided data, the Ti
idates that-the first octets of the data are not equal to the TPM_GENERATED_VALUE. When a dig
Signed<pby.a restricted signing key, there is no ambiguity about whether or not the signed data W
herated by the TPM.
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25.1.4 Decrypt Attribute

An asymmetric decryption key uses the private asymmetric key in its sensitive area to decrypt data blobs
that have been encrypted using the public portion of the key. A symmetric decryption key uses the key in
its sensitive area to decrypt data that has been encrypted by that key.

A key that has both decrypt and restricted attributes SET only accepts data that has a specific structure.
The encrypted data block must have as its first element an integrity value for the remainder of the
structure. This integrity value is an HMAC of the encrypted data. This format allows the TPM to prevent
misuse of the restricted dpr‘rylminn kpyc that are the basis of the prnfprtpd storage hipmrr‘hy

If the sensitive data is a child object, the symmetric and HMAC keys are derived from the symmetric'sged
value in the sensitive area of the parent. If the sensitive data is a duplication or certification blob, the
symmetric and HMAC keys are derived from a single use seed. That seed is then protected using the
asymmetric public key of the intended recipient of the protected blob.

When loading a protected blob, the TPM validates the integrity value before decrypting the data. The oply
way that the integrity value can be correct is if it were created by some entity with access to fhe

ungncrypted sensitive data.

NQITE The specific threat scenario that is addressed by this scheme is(that an attacker will use a protecjed
blob in a command that is not appropriate for that blob.

EXAMPLE An attacker could load the sensitive portion of an aSymmetric key and attempt to access [he
sensitive area using TPM2_Unseal(). The TPM will unseal data, but not a key. The attacker could
attempt to modify the public area of the key in order\to trick the TPM into thinking that the protecjted
blob contains a sealed data rather than a private key. The integrity value prevents these deceptiops.

A tlestricted decryption key is often referred to in ISO/IECZ11889 as a Storage Key.

25]1.5 Uses

Taple 25 shows the combinations of an<ebject's functional attributes and describes the resultjng
prgperties.

Table 25— Mapping of Functional Attributes

©

— (O]

2| o

| =
) Sl o oo
4| o | ¥\ Description
0] | O KO | A data blob. Can be accessed using TPM2_Unseal().
0| 70 | 1 | Not allowed. The TPM will not load or create an object with this setting.
0 |1 | 0 | Akeythatcan be used in any operation that requires a decryption key, except that the key may not

be a storage key.

0 |1 |1 | Indicates that only the default schemes and modes of the key may be used

In ISO/IEC 11889, an asymmetric key with these properties is referred to as a Storage Key. The
TPM only allows this key to be used on objects that have a specific structure. Use includes create,
load, unseal, and activate identity.

1 | 0 | O | Indicates a key that may be used with any signing operation including quote, certify, and sign. The
recipient of signatures generated by this key should be aware that quotes and certifications can be
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forged so the trust would not be in the key but in the entity that knows the key authorization value.
If use with object type TPM_ALG_KEYEDHASH, then the key may be used for HMAC operations.

1 | 0 |1 | Thiscombination indicates a key that can sign any digest that the TPM has created. The TPM only
signs a digest over externally provided data that did not have as its first octets
TPM_GENERATED_VALUE. This key can be used reliably for quoting, certifying, and signing. No
sighing command is prohibited for this type of key.

Only the default schemes and modes of the object may be used.

1 |1 | O | Ageneral-purpose key that can be used with any command that requires a key as long as the
command is compatible with the key algorithm. However, this key may not be a Storage Key (the

parentof othrerkeys):
1 | 1 | 1 | Thistype of key is currently not supported because use of a signing key as a storage node could
prevent an application from being able to use the TPM in a way that is compliant with FIPS:
Taple 26 shows the correspondence between the ISO/IEC 11889 (first edition) method of identifying Key
prgperties and the method in ISO/IEC 11889.
Table 26 — ISO/IEC 11889 (first edition) Correspondence
e)
— (O]
25
IS/IEC 11889 (first c| 2=
edition) Name 2| @| g |Comments
n © —_
In ISO/IEC 11889-(first edition), keys had restricted schemes. In
TRM_KEY_SIGNING 11010 ISO/IEC 11889,(the scheme is defined in the command.
The functional properties are nearly the same as in ISO/IEC 11889
TRM_KEY_STORAGE 0 | 1 | 1 [(first edition). This key could only be used to protect and unprotect
items.ih‘a Protection hierarchy.
IN1SO/IEC 11889 (first edition), an Identity key was highly
constrained. In ISO/IEC 11889, the restricted signing key can sign
TRM_KEY_IDENTITY 11014 (within the limits defined in clause 25.1.3) a digest produced by the
TPM.
This is not used in ISO/IEC 11889 and its use was deprecated in
TRM_KEY_AUTHCHANGE -)] - | - |ISO/IEC 11889 (first edition). The functionality is provided by session
encryption.
Functionality is roughly equivalent between the ISO/IEC 11889 (firs
edition) type and the unrestricted decryption key. In ISO/IEC 11889
THM_KEY_BIND 0110 TPM2_RSA_Decrypt() is similar to TPM_Unbind() from ISO/IEC
11889 (first edition).
TRM_KEY_LEGACY 1| 1 [ 0 |Use of these keys is only constrained by the key family properties.
A Storage Key may be the object of a re-wrap if the new parent is
TRM KEY_MIGRATE 0| 1| 1 [allowed within the policy for the object. The policy for duplication of
the object is always visible in the public area.
Sealed Data 0 | 0 [ O |ablob containing user defined data
EXAMPLE 1 An ldentity key in ISO/IEC 11889 (first edition) was highly constrained because it could not sign a
structure that was not produced by the TPM.
EXAMPLE 2 Because in ISO/IEC 11889 the restricted signing key can sign (within the limits defined in
clause 25.1.3) a digest produced by the TPM, this means it can use an Attestation Key to sign a
PKCS#10 certificate request.
EXAMPLE 3 An example of how TPM _KEY LEGACY is only constrained by the key family properties is that an
164 © ISO/IEC 2015 — All rights reserved
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ECC key will not perform TPM2_RSA_Decrypt().

25

.2 Other Attributes

25.2.1 fixedTPM and fixedParent

These attributes are specified in detail in clause 23.
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2.2 stClear

s attribute indicates an object that will need to be reloaded after any Startup(CLEAR). Objects may
ded into the TPM and their context saved by the TPM resource manager. Normally;these sav
ntexts may be reloaded at any time before the next TPM Reset. However, if this attribute is SET, th
saved context associated with the object will be invalidated on each TPM Restart as well as on T
set.

object that has this attribute SET may not be made persistent.

2.3 sensitiveDataOrigin

When a symmetric object (TPM_ALG_KEYEDHASH or TPM{ALG_SYM) is created, the caller n
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vide the secret data or have the TPM generate it. If the TPM is to be the source of the data, then
ler will SET this attribute otherwise, this attribute will bec€LEAR and the caller-provided data will
bd.

s attribute may not be SET in an asymmetric_object. The public part of an asymmetric object
ermined by its private key. If the caller has captrol over both the public and sensitive areas, then

TRAM cannot ensure that the key is statistically-unique. This is not an issue unless the object also H

fix
no
fix

bdTPM SET. One of the assumptions ofa.fixedTPM object is that it is statistically unique. This wo
be the case for an asymmetric key if the caller provided the data. To avoid the possibility of creatin
bdTPM object on multiple TPMs, an-asymmetric key is required to have its private key generated by

TRM or the object may be imported. If-it is imported, fixedTPM will not be SET.
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2.4 userWithAuth

s attribute indicatescthat the object's authValue may be used to provide the USER role authorizatig
the object. If thisattribute is CLEAR then USER role authorizations may only be provided by satisfy
object's authPolicy in a policy session. A policy session may be used for USER mode authorizatig
en this attributeis SET or CLEAR.

2.5 sadminWithPolicy
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s .attribute indicates that authorization for an action requiring _the ADMIN role requires that

he

authPolicy of the object be satisfied. If this attribute is CLEAR, then the authValue may be used in an
HMAC session to perform operations that require ADMIN role.

As with USER role authorizations, any ADMIN role action may be authorized with a policy session that
satisfies the authPolicy.

The primary reason for having a set of operations that require ADMIN role is to allow each of the actions
to be individually controlled. When a policy is used for an ADMIN role action, the policy must contain a
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command that sets the commandCode for the policy to the specific command. This allows each ADMIN
role action to be individually enabled and controlled without having to group them.

25.2.6 noDA

If this attribute is SET in an object, then authorization failures of the object will not invoke dictionary attack
protections. In addition, actions on an object with this attribute SET are not subject to lockout. This
attribute is used to ensure that access to objects used by the OS is not blocked due to actions by users.
An OS would be expected either to use objects with well-known values or to use high-entropy
aufhorizafion values. Tn Nefher case Is dictionary attack protection required.

25(2.7 encryptedDuplication

If [this attribute is CLEAR, then an object may be duplicated with newParentHandle set|to
TAM_RH_NULL, which means that there is no outer wrapper for the object. If the callér-does not spegify
an|inner wrapper, then the object may be exported with this sensitive area in the clear,

While the entity that controls duplication is expected to be trusted to maintainthe confidentiality of the
sepsitive area of a key during duplication, conformance to some standards ‘requires that the sensitjve
ar¢a be encrypted when it leaves the TPM and reliance on the caller is nét'adequate for those standarfs.
Thjs attribute provides a method of producing objects that conform to those standards.

NOITE It is understood that the duplication authority can still arrange to have access to the sensitive area of
the key by creating a software key and having the TRM duplicate to that key.
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26 Object Structure Elements

26

.1 Introduction

The TPM is intended to provide a means of creating a Storage hierarchy to protect data and keys (keys
generated by the TPM or some other entity). Each of these objects (keys and data) has two components.
The first is a public area that contains the attributes of the object and a public identity. The second is the

sensitive area that contalns the elements of the object that requwe TPM protectlons These elements

11B89 are defined in terms of these presumptive structures and any implementation willmeed to prodL ce
eglivalent results.
26(2 Public Area
The public area contains the information for identification of an object and-its/properties. The fields of the
puplic area are listed and specified in Table 27.

Table 27 — Public Area Paraméters

Parameter Description

type This identifies the type of the object. An algorithm ID is used as the type identifier
because the structures contain parameters that are specific to the types of operations
that can be performed on or with\the object.

ngmeAlg This is a second algorithm ID-that identifies the hash algorithm used for computing the
Name of the object. It is also-the default hash algorithm for operations on or with this
object that use a hash

oljectAttributes This contains the sét of attributes of the object. These attributes are in five classes:

1) usage\(sign, encrypt, restricted);

2) authorization (userWithAuth, adminWithPolicy, noDA);
3) «duplication (fixedParent, fixedTPM);

4)_) creation (sensitiveDataOrigin); and

5) persistence (stClear).

authPolicy iThis will contain the authorization policy for the object if one is defined.

[type]parameters The parameters of an object are dependent on the object type. For symmetric key objeLt,
the parameters would indicate the size of the key and the default encryption mode. Fon
an asymmetric object (RSA or ECC), the parameters would indicate the key size, signing
scheme, and symmetric encryption methods associated with the key.

[typelunigue The unique value of an object is also dependent on the object type. For an asymmetric|
object, this will be the public key. For a symmetric object, this will be a value computed
by hashing values in the sensitive area.

EXAMPLE 1 Regarding the type parameter, an RSA type would contain an RSA key pair that could be used for

operations defined for RSA

EXAMPLE 2 Regarding the type parameter, an AES type would be used for symmetric encryption or decryption.

NOTE An object that is intended to be duplicated needs have an authPolicy enabling the duplication.
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26.3 Sensitive Area

The sensitive area is related to the public area and contains the data that are required to be encrypted
when not in a Shielded Location on the TPM. It contains the authorization value and the item-specific
information. If an object is a Storage Key, it contains the symmetric key that is used to encrypt its child
object.

EXAMPLE

An example of item-specific information is the private or secret portion of a key.

The structure of the sensitive area is shown in Table 28.

Table 28 — Sensitive Area Parameters

Parameter Description
sensitiveType This identifies the type of the object for this sensitive area. This valtgyand the type
parameter of the public area are the same.
authVvalue This is the authorization value for the object. It is a octet array.of zero or more
octets. The authorization value for an object may not havé more octets than the
digest produced by the object’'s nameAlg.
seedValue For an asymmetric key, this value is required for Storage Keys and is the seed
used to generate the protection values for the child objects of the Key. This is
optional for other asymmetric keys, and is notwsed if present.
For all other object types, this is an obfuscation value. It is hashed with the
sensitive field to produce the unique valtein the public area. Including this value fin
the computation obfuscates unique so'that the sensitive value cannot be
determined from the unique field.
[sensitiveType]sensitive The contents of this parameter, are dependent on sensitiveType.
For an asymmetric key, this\will contain the private key.
For an HMAC or symmettic key, this will be the key.
For a data object, this‘will be the sensitive data.
Each sensitive area created by the TPM/contains some TPM-created data that makes each sensitive
arg¢a statistically unique. This will be_gither an asymmetric key or a large random number. The unique
values in the sensitive area are cryptegraphically linked to values in the public area in a way that makes
eath public area statistically _@nique. The fact that a sensitive area is statistically unique gnd
cryptographically linked to a public area ensures that a TPM can detect any attempt to substitute the
sepsitive area associated withya public area. Such a substitution would allow subversion of secrets-baged
policy authorization. If an attacker could use an arbitrary sensitive area with a public area with a known
Ngme, the attacker could perform TPM2_PolicySecret() and cause the policyDigest to be updated with
thg chosen Name even though the attacker does not know the authorization value of the correct sensitjve
arga. Cryptographic’/linking of the sensitive area to the public area ensures that this type of attack is pot
prgctical.

26

4 Private Area

W B PPN ) " H Bet—tH [«d PN PP | PN n TN+ HEC PPN SR -OF-C 3 tadl e ti
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Iy

encrypted. There is more than one format for a protected sensitive area but the loadable (TPM2_Load())
form of the protected sensitive area is called a “private” area.

NO

TE 1 Another format is a saved context.

The process of converting a sensitive area to a private area requires that the sensitive area be marshaled
to its canonical form. This marshaled structure is then encrypted using a key derived from the parent's
symmetric seed. An HMAC is performed over the data with the Name of the associated sensitive area
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include in the HMAC. The combination of the HMAC and the encrypted sensitive area is a key’s private
area.

NOTE 2 Similar protections are used when an object is context saved or duplicated.

26.5 Qualified Name

The Qualified Name (QN) of an object is the digest of all of the Names of all of the ancestor keys back to
the Primary Seed at the root of the hierarchy. The QN of an object includes the Name of the object. The

Nl +la Dl o o £ il + | ik + +lo ODLE +lo | +
Q| UOoTO UIT TNAITIT TIAdoSIT UT U1 CUTTTTIU UUJC\.’L W \JUIII'JUI.C UTC JIN TUT T UIJJC\JI..

EXAMPLE 1 Assuming that key A is the parent of object B, then the Qualified Name of B (QN3) is:
QNp == Hp (QNa || NAMES)

The ON is not a digest of all of the entities loaded into the TPM. It is a digest of all pfithe entities i a
chain.

EXAMPLE 2 Assume two entities with public areas of A and B and different Name fiash’ algorithms (Ha and KB).
Also assume that they share the same parent P with a QN of QNp. The\@N for A is QNa == Ha(QNp ||
Ha(A)) and the QN for B is QNs := Hg(@QNr || Hp(B)).

The primary purpose of the Qualified Name is to supplement the environmental information relating| to
object creation and object use. The environment of an object includes its hierarchy. The hierarchy stgrts
at |a Primary Seed and includes all ancestor keys for the objéctl The Qualified Name of an object is
indluded in its creation data. The Qualified Name permits, validation that a list of ancestor Nameg is
cofrect. The Qualified Name of an object is included in its*certification to indicate that the key is bejng
used in a different environment (ancestry) than the one in;which it was created.

—

EXAMPLE 3 Because the Qualified Name permits validation that a list of ancestor Names is correct, it is then
possible to determine if all ancestor keys use sufficient cryptographic strength.

Both the Name and Qualified Name for a Primary Seed are the handle of the Primary Seed. If the pargnt
hapdle is TPM_RH_NULL, Name and QN-are also TPM_RH_NULL. This makes the QN of a Primary
Ohject or Temporary Object equal to:

QN = Hygnieaig (A hierarchy handle || Primary Object Name) (%8)

NOITE The Name and QN of the parent of an object are included in the creation data of that object.

26|6 Sensitive Area-Encryption

When a sensitive-afea is in a loadable format (a private area), the symmetric encryption key is deriyed
from the secret’seed of the parent.

en atsensitive area has been encrypted for duplication, the sensitive area is symmetrically encrypted
a “key that is protected using asymmetric methods associated with the new parent. Beforq a

“ ”

NOTE Clause 30.3 describes the protections that are applied to a sensitive area when it is part of a saved
context.

All symmetric encryption of the sensitive area uses Cipher Feedback (CFB) mode.

The method of generating the encryption key and IV for the encryption is specified in clause 22.
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26.7 Sensitive Area Integrity

When an object is not in a Shielded Location, it is susceptible to modification through means other than
through a Protected Capability. An HMAC-based integrity scheme allows these modifications to be
detected. The integrity HMAC includes the sensitive data and some representation of the public area.
Inclusion of the public area preserves the binding between the two elements of the object.

The HMAC key is generated from the same seed that is used for generating the symmetric encryption key
and IV. The HMAC of the protected structure is required to be checked before the sensitive area is
de“rylntpd
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27 Object Creation

27.1 Introduction

TPM2_Create() and TPM2_CreatePrimary() are used to create the objects (keys and data) that are part
of a TPM'’s Storage hierarchy. TPM2_CreatePrimary() is used to create Primary Objects that are derived
from a Primary Seed. TPM2_Create() is used to create other Objects that are generated with values from
the TPM RNG. The "parent" of a Primary Object is a Primary Seed value, and the parent of an Ordinary

Ohiectis a Storage l(n\ll
J

Authorization to use the parent is required in order to create a child

Alllof the objects created by these commands are similar in most respects and the parameters‘required to
crgate an object are the same for each command. They are:

=

¢ | a public area template,

¢ [ the sensitive values, and

o | the creation PCR selection.
Anly type of object that can be created with TPM2_Create() can be created with TPM2_CreatePrimary().
The sensitive area of a Primary Object does not leave the STBPM except in a saved context or by
duplication. If the Primary Object is not made persistent in the’"TPM (TPM2_EvictControl()) it will need to

be|recreated after each TPM Reset. If it is not context saved, it will need to be recreated after the npxt
TRAM2_Startup().

27|12 Public Area Template

27|2.1 Introduction

A public area template describes the-desired attributes of the object to be created. The TPM uses this
template to guide the creation of the new object.

The format of the template has o match the desired format of the object to be created, in all details. The
item-specific information (unique) will be replaced by the TPM in the creation process.

In peneral, the fields.in-the public area are checked as if the object were being loaded under the pargnt
indicated in the creatieon command.

27|12.2  type

Thjs parameter indicates the basic type of the object and determines the format of the parameters gnd
un|gue fields. The type may indicate a symmetric key, an asymmetric key, or a data value.

>

The allowed values for type are: TPM_ALG_SYMCIPHER, TPM_ALG_KEYEDHASH TPM_ALG_RSA, or
TPM_ALG_ECC.

NOTE The list of types could change. If an algorithm ID is allowed for use as a public area type, it is
denoted by an "O" in the "Type" column of the TPM_ALG_ID constants table published in the TCG
Algorithm Registry.
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27.2.3 nameAlg

The nameAlg parameter in the template is set according to the object type. If the object is a restricted-
decryption key, then the object is required to have the same nameAlg as the parent. For all other cases,
the nameAlg may be any supported hash algorithm.

In the case of TPM2_LoadExternal(), nameAlg is allowed to be TPM_ALG_NULL. When this value is
selected, the TPM does not validate the cryptographic linkage between the public and sensitive portions
of the object. Since the nameAlg is TPM_ALG_NULL, the object has no Name.

NQITE Certification of the key with no Name has no meaning as the certification will have no Name for, the
certified object.

27|2.4 objectAttributes

These flags must be set according to the rules appropriate for loading the object. The(required settings
ar¢ found in ISO/IEC 11889-2, in the definition of TPMA_OBJECT.

27|25 authPolicy

2
=

If yse of an object is to be gated by a policy (including PCR), the template will contain the policy ha
Otherwise, this entry will be set to TPM_ALG_NULL.

27|2.6 parameters
This field contains parameters that describe the details of the object indicated in type.

Fof a Storage Key that has fixedParent SET in its gbjectAttributes, these parameters will be identical to
thg parameters of the parent. For other objects, hese parameters may vary according to the type gnd
application.

27|12.7 unique

The unique field of the template is the only field in the public area that is replaced by the TPM during the
oblect creation process. The caller may place any value in this field as long as the structure of the valug is
cofsistent with the type field: Fhat is, this field should be structured in the same way as the data that ill
be[placed in this field by the"TPM. The caller may also set the size of this field to zero and the TPM will
replace it with a correctly,sized structure.

27|13 Sensitive)falues

27|13.1 ©ueéerview

TheSensitive values that are provided when the object is created allow initial setting of the authValue [for
theobjectanmdmmay provide some other object-sensitive vatue. The sensitive vatue ay bearmrencryption
key or sealed data.

The sensitive values provided to the TPM in TPM2_Create() and TPM2_CreatePrimary() (the inSensitive
parameter) may optionally be encrypted using standard session-based encryption techniques. Since
session-based encryption allows use of a different session for authorization and encryption, the session
used for encrypting the authorization and other sensitive data does not have to be the same as the
authorization session for the parent of the newly created object. This ensures that the entity that controls
the parent does not automatically gain access to the secret values of a child.
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27.3.2 userAuth

The userAuth value is the initial authValue for the created object. This value may be no larger than the
digest produced by the nameAlg of the object.

NOTE This limitation ensures that any valid authValue will be usable on any TPM that can load the key. If
this limitation were not imposed, then some TPM might not be able to load a duplicated object
because the authValue was too large for the implementation.

27.3.3 data

Thjs contains information that the caller wants to be incorporated in the sensitive part of the-created
object. This may be either a symmetric key or user data. If data is an Empty Buffer/then the
sepsitiveDataOrigin attribute of the template is required to be SET. If data is not empty, then
sensitiveDataOrigin is required to be CLEAR.

If the object type is TPM_ALG_KEYEDHASH and both sign and encrypt are CLEAR; then the created
object is a Sealed Data Object and the TPM will return an error (TPM_RC_SIZE) if data is an Empty
Buffer.

If the created object is an asymmetric key, then data is required”to”be an Empty Buffer gnd
sepnsitiveDataOrigin in the template is required to be SET.

NOITE If the caller were allowed to specify the private key, then for some types of asymmetric algoritHims
(such as, ECC) the actions of the TPM would not determine the Name of the object. Since the TPM
has no effect on the creation of such an object, the‘preferred means of having such a key becgme
part of a hierarchy is to import it with TPM2_Import()-

27|14 Creation PCR

The PCR selection that is present in TPM2_Create() or TPM2_CreatePrimary() parameters is used| to
select the PCR values that will best represent the environment in which the object was created. The
selection and the PCR are hashed according to the creation data algorithm and included in the creatjon
dafa (a TPM2B_CREATION_DATA) that(s'returned in the command response.

NQITE When an Object is created, the TPM produces a ticket that it (the TPM) can use to verify thgt it
created the Opject. This allows the TPM to certify that it created the Object
(TPM2_CertifyCreation()).

27/5 Public Area Creation

27|5.1 Introddction

Thjs clause{describes how the TPM uses the parameters of TPM2_Create() and TPM2_CreatePrimary()
to ket thevalues in the public area of the created object.

Thjs‘clause does not describe the error conditions if the parameters are bad. That information is provided
in the description of TPM2_Create() and TPM2_CreatePrimary() in ISO/TEC 11889-3.

27.5.2 type, nameAlg, objectAttributes, authPolicy, and parameters

The TPM will validate that these parameters are consistent in the template and then copy them from
template into the created structure without modification.
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27.

27

5.3 unique

.5.3.1 Introduction

This parameter will contain a type-specific structure. It is used to ensure that each object has a
statistically unique identity. The methods used to create unique ensure that it is cryptographically bound
to the contents of the sensitive area. Creation of unique from the sensitive data uses non-invertible
processes so that the unique value does not compromise the confidentiality of the sensitive area.
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TPRM-generated obfuscation value and the resulting digest is used as the unique-value.
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e computation of unique uses one or more values in the sensitive area of the object. At least one of
nsitive area values will be provided by the TPM to ensure that unique is, in fact, ,unigue.
mmetric keys, uniqueness is provided by the public key and the public key is mathematically linked
private key in the sensitive area.

I symmetric objects (symmetric keys, HMAC keys, and data blobs), the key (or data) is hashed wit
ere are two reasons for generating the unique parameter for symmetric. 0bjects in this way. The firs|
t it protects the contents of the user-provided data. If the secret data has low entropy, then making

gue parameter a simple digest of that data would allow an offline attack to determine what the sed
a might be. The large, random, obfuscation value generated by the TPM is not known to an attack
ich mitigates this threat.

e second reason for this method is that it prevents an attacker from stealing an object’s identity. If

Licture and associate it with the public area of any symmetric object. Having the sensitive area cont
brmation that can cryptographically link the sensitive area to the public area prevents this kind

pstitution.

e methods for producing unique for each ofthe object types are specified in the remainder of 27.5.3.

5.3.2 TPM_ALG_KEYEDHASH

unique = Hnameaig (obfuscate || key) (
ere

Hnamediy hash using nameAlg from the object template
obfuscate the contents of seedValue.buffer in the object's sensitive area

key the contents of sensitive.bits.buffer in the object's sensitive area; this

s type is used for an HMAC key or data block. The computation for unique for a KeyedHash object is:
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he either an HMAC key_a data blob_or a symmetric key

.5.3.3 TPM_ALG_SYMCIPHER

is type is used for a symmetric block cipher key. The unique value is computed as shown in (59).

5.3.4 TPM_ALG_RSA

r an RSA key, unique is the public modulus of the key. It is computed as specified in D.2.
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.5.3.5 TPM_ALG_ECC

For an ECC key, unique is the public point computed as specified in D.3.

27

.6 Sensitive Area Creation

27.6.1 Introduction

Th

s clause indicates how the TPM creates the sensitive portion of an object (a TPMT SENSITIVE)
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e process for computing the contents of a sensitive area is determined by the type of the. 0bjq
icated in the type field of template.

me of the sensitive area fields may contain data that is provided by the caller. Some-of’the fields

ays derived, in some way, from the associated Primary Seed such that the same_Primary Object g
reproduced as long as the associated Primary Seed remains unchanged. For, Ordinary Objects,
blementation may either get the TPM-provided data from the RNG, or compute the fields of the obj
if it were a Primary Obiject; but with a random number used in place of a Primary Seed.

e performance difference between the two methods of producing asymmetric objects is negligible
majority of the work is in validating the choices rather than in generating them. For symmetric objeq
difference might be worth having different methods for Primary*and Ordinary Objects but there is
Hed cost in development and testing that could offset the bengfit of any slight performance advantagg

I Ordinary Objects, the method used for generating sensitive should be used for generating seedVal
At is, if sensitive is generated by taking values fromthie RNG, then seedValue should be generated

ing values from the RNG. If sensitive is generated by creating a random seed and using the methd
pd for Primary Keys, then that same seed should,be used for generating seedValue.

6.2 type

P type parameter of the object's sénsitive area is a copy of the type parameter from the object's pub,
a template.

6.3 authValue

e authValue of theZobject is copied from the userAuth field of the inSensitive parameter

TRAM2_Create() or TPM2_CreatePrimary().

27

Th
is

6.4 seedValue

hlSe, used to hold the symmetric seed value for asymmetric Storage Keys. For all object types, wh

e seedValue field is used for the obfuscation value of symmetric keys, HMAC keys, and data objectq.

ct,

are

ays provided by the TPM. When a TPM-provided field is in a Primary Object, the TPMsprovided data is
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present, seedVatue is thesize of thedigest produced by therarmeAlgof theobject:

seedValue is only needed if the asymmetric key is a Storage Key. This value is used as a seed for
generating the integrity and confidentiality values for protecting the child objects of the key. The size of
seedValue is the digest size of the nameAlg of the object. Presuming that the protection algorithms of a
Storage Key are reasonably balanced (a requirement), then this size of seed will provided adequate
entropy for generation of the various keys required for protection of the child object.

For an Ordinary Object, seedValue can be created by taking bits from the RNG or generated using the
same method used for Primary Objects. That method uses KDFa() as shown below.
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seedValue := KDFa (hashAlg, seed, seedValue, tName, proof, bits) (60)
where
hashAlg in TPM2_Create(), the nameAlg of the parent; in TPM2_CreatePrimary(),
the context integrity hash algorithm
seed for a Primary Obiject, the Primary Seed; for all other objects, a random
number with the same size as a Primary Seed
saad\/aliia a2 nulltarminatad vandar.cnhnacific cotrina diffarant fraom anv athar 1o el
seedMaly a—hull-terminated—vendor-speciic—string—different—from—any—otherta
used for KDFa()
tName Name of the creation template computed using the nameAlg-in the
template
proof if the object being created is a non-duplicable Primaky, Object in the
Endorsement Hierarchy, then this is ehProof and for‘all other objegts,
this is an Empty Buffer
bits the number of bits in the digest produced hysnameAlg in the creatjon
template
NOITE The use of ehProof in Primary Storage Keys in the Endarsement Hierarchy ensures that user
created child keys in that hierarchy are no longer useaple after the owner is changed uging
TPM2_Clear().
27(6.5 sensitive
27/6.5.1 Symmetric Objects
Symmetric objects have a type of TPM_ALG_SYMCIPHER or TPM_ALG_KEYEDHASH. For a symmefric
oblect, the sensitive object data may be provided by the caller or generated by the TPM.
If gensitiveDataOrigin attribute in the objecttemplate is CLEAR, then the sensitive data is provided by the
caller. If provided by the caller, the sensitive data will be in the data field of the inSensitive parametel| of
TRM2_Create() or TPM2_CreatePrimary().
If gensitiveDataOrigin is SET/ it)indicates that the TPM is the source of the sensitive data and the data
field of the inSensitive parameter is required to be an Empty Buffer.
A UWiser provided symmetric key is required to be the size indicated by parameters.symDetail.keyBits.sym
in fhe template. It is\the number of octets required to hold the number of bits indicated.
NQTE 1 If the key has fewer significant digits that necessary, pad octets of zero are needed. The pad ocfets
are added to the high-order end of the key.
A pser provided HMAC key is not allowed to be larger than the smaller of the block size of the hgsh

ald

orithm or 128 octets. Limiting the size to 128 octets is for compatibility of structures between TPM.

NO

TE 2 The HMAC algorithm needs keys larger than the hash block size be hashed before use. This could
result in fewer bits of entropy in the HMAC key than expected by the caller. The TPM will not allow

the caller to specify an overly large value for the HMAC key. If the caller desires to use a lar
value, they can perform the digest externally and pass the resulting digest to the TPM for use as
HMAC key.

ger
the

If not provided by the caller, sensitive is generated by the TPM. For a TPM_ALG_KEYEDHASH object,
the size is the digest size of the nameAlg of the object. For a TPM_ALG_SYMCIPHER obiject, the size is
equal to (parameters.symDetail.keyBits.sym + 7) / 8.

17
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For an Ordinary Object, sensitive can be created by taking bits from the RNG. Sensitive may also be
generated using the same method used for Primary Objects. The method used for Primary Objects uses
KDFa() as shown below.

sensitive == KDFa (hashAlg, seed, sensitive, tName, NULL, bits) (61)
where

hashAlg in TPM2 Create() the nameAlg of the parent; in TPM2_CreatePrimary(),
I.IIC \JUnI.CI\L L1 Ilcyllt)’ Iluoh ulgcr;lhlll

seed for a Primary Object, the Primary Seed; for all other objects, a-randpm
number with the same size as a Primary Seed

sensitive a null-terminated, vendor-specific string different from any other lapel
used for KDFa()

tName Name of the object template computed using the* nameAlg in the
template

bits for a TPM_ALG_SYMCIPHER object; the value in

parameters.symDetail.keyBits.sym; for all \other objects, the number| of
bits in the digest produced by the object's nameAlg.

27/6.5.2 Asymmetric Objects

The sensitive field in an asymmetric key object is the privateckey. The key is generated in a way thaf is
specific to the algorithm and is specified in an algorithm-specific annex of this part of ISO/IEC 11889.

EXAMPLE RSA key generation is specified in D.2 and*ECC key generation is specified in D.3.

27/7 Creation Data and Ticket

When it creates an object, the TPM alsoccreates a data structure that describes the environment in whjch
thg object was created. This data includes:

e | a digest of selected PCR at-the time of object creation and a bit-map indicating the PCR that were
included in the list. The.PCR selection is those PCR indicated in the call to TPM2_Create() dnd
TPM2_CreatePrimary().

¢ | the locality at which-the object was created

¢ [ the nameAlgof-the parent. If the parent is a Primary Seed, then the algorithm will be TPM
_ALG_NULL,

¢ | the Name\of the parent. If the parent is a Primary Seed, then the Name will be the handle of the segd.

¢ | the Qualified Name of the parent. If the parent is a Primary Seed, then the Qualified Name will be the
handle of the seed.

o some additional data provided by the caller that is to be associated with the new object

In addition to these values, the TPM will create a ticket that will allow the TPM to validate that the creation
data was generated by the TPM.

The creation data will act as a form of certification of the object that is most useful when fixedTPM is
CLEAR in the created object. Without this information, it would not be possible to determine how the
object came to be in the hierarchy where it is found. When the object is moved, it would be up to the
duplication authority to provide some certification of the duplication process. If there is no creation data
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indicating that the object was created in the place where it was found, and there is no certificate from the
duplication authority for the object, then it may be difficult to establish the trustworthiness of the object.

NOTE In this case, the trustworthiness of the object refers to determining that the sensitive area of the
object has only ever been accessible by trusted entities such as other TPMs.

27.8 Creation Resources

When a Primary Object is created, it is also loaded in a TPM object slot and the handle is returned. If no
fre j i i '

When creating an ordinary object, the TPM may use an object slot as scratch memory in which-it builds
thg object. If the implementation does use this scheme and no object slot is available, then the TPM Will
return TPM_RC_OBJECT_MEMORY.
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28 Object Loading

28.1 Introduction

An object is either a key or data that can be loaded into the TPM for use. An object must be loaded before
the TPM can use or modify the object. Loading may require that the USER role authorization for the
parent be provided

28[Z Toad of an Ordinary Object

It is possible to load just the public portion of an object into the TPM (TPM2_LoadExternal())er.to Iqad
both the public and private portions (TPM2_Load()). If the sensitive area is to be manipulated“or used,
thgn both portions are required to be loaded.

When loading an object, multiple consistency checks are performed. Among these cheeks:

a) | Is the HMAC of the encrypted private area correct — this ensures that thie“sensitive area was ot
modified, that the sensitive area and the provided public area are matched; and that the object i$ a
descendant of the parent.

b) [ Is the unique parameter of the public area cryptographically bound to the sensitive data — thig is
required to prevent improper association of a public area with a,sensitive area. If this check were pot
done, an attacker could use a public area that had a Name _that'is the same as a different object gnd
associate a different sensitive area with the publiel area. If the object were used |in
TPM2_PolicySecret(), the attacker could get the TPM,to.ereate a policyDigest with any desired hash
value.

EXAMPLE A legitimate policy uses signature validation’ of a key with Namel. An attacker could create an object
with Namel (copy the data from the legitimate key) and then create a sensitive area that had|an
authValue known to the attacker, instead of using TPM2_PolicySigned() to create the policy.

c) | Are the attributes consistent — these values need to be checked even if the integrity check indicates
that the values were not modified: This is because the object may have been created by software
using inconsistent values. The integrity may be good but the values may be wrong.

1) If fixedTPM is SET, fixedTRM must also be SET in the parent.

NOTE If fixedTPM s properly SET, then the other checks need not be made because the objecf is
verified, t0" have been created on the TPM that loaded the object, so the other attributes pre
known.to be correct.

2) If fixedParentis CLEAR, then fixedTPM must also be CLEAR.
3) If restricted is SET, only one of sign or decrypt may be SET.

28|3 Public-only Load

There~are-several-cases-when-only-the-publicportion-ofan-asymmetric-key-can-be-loaded—Thepublic-
only load of an object requires that the caller associate the object with one of the hierarchies. This
association is needed when the key is used for signature verification so that the TPM can determine

which proof value to use in the ticket.

EXAMPLE Duplication or signature verification are example cases when only the public portion of an
asymmetric key can be loaded.

A public-only load occurs when the inPrivate parameter to TPM2_LoadExternal() has a size of zero.
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28.4 External Object Load

External Objects allow the cryptographic processes of the TPM to be used on keys that are not part of a
TPM hierarchy. The public portion of an asymmetric key may be loaded so that the TPM can be used to
validate a signature. A symmetric key may be loaded so that the symmetric engines of the TPM may be
used to encrypt or decrypt data.

TPM2_LoadExternal() is used to load an External Object. When only the public portion is loaded, the
attributes of the object are arbitrary but the structures are required to be consistent with the type. That is,

When the sensitive portion of the object is loaded (such as, a symmetric key), the sensitive areais hot
engrypted by a parent but may be encrypted using parameter encryption. The fixedParent and fixedTiPM
attfibutes are required to be CLEAR when both parts are loaded. This check allows the object\to be uged
in any command that is valid for the type including certification.

—

NQITE If an entity has access to both the public and sensitive portions of a key, then _the entity could import
the key and then certify it.

An| external object can be associated with a hierarchy when it is loaded. This-allows creation of tickpts
that are specific to a hierarchy in commands.

EXAMPLE An example command that creates tickets specific to a hierarchy is TPM2_VerifySignature().

If the hierarchy with which an External object is associated is disabled, the object will be flushed. If the
asgociated hierarchy is disabled when TPM2_LoadExternal():is called, the object will not load.
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Object Creation in Reference Implementation

A Primary seed is used in the creation of a Primary Object. When a TPM-generated value is needed in an
Object, an additional iteration of the KDF using the Primary seed produces additional pseudo-random

values.

EXAMPLE When the object has a seedValue (a keyedHash, symCipher, or parent object), the seedValue will be
populated with a value based on the Primary Seed. This ensures that all of the TPM-generated
values of a specific Primary Object can be recreated as long as the Primary Seed remains the same.

NQTE 1 For a given seed, the uniqueness of a Primary Object is determined by the template usedrin|its
creation.

Fof simplicity in the implementation, the same methods are used for both Primary and Ordinary”Objegts.
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30 Context Management

30.1 Introduction

To allow the TPM to be shared among many applications, the TPM supports context management. The
objects and sessions used by an application may be loaded into the TPM when needed and saved when
a different application is using the TPM. The TPM Resource Manager (TRM) is responsible for swapping
the contexts so that the necessary resources are present in the TPM when needed.

There are two types of contexts: those associated with Transient Objects, and those associated-with
authorization sessions.

The four commands used to manage the contexts are

1) [ TPM2_ContextSave() — the TPM integrity protects, encrypts, and returns the context associated with

a handle,

2)| TPM2_ContextLoad() — allows a previously saved context to be loaded 46 TPM RAM and have a
handle assigned,

3)| TPM2_FlushContext() — the context information associated with the*specified handle is erased from
TPM RAM, and

4)| TPM2_EvictControl() — allows the owner or the platform firmware to designate objects that are| to
remain TPM-resident over TPM2_Startup() events. This command will return a new handle.

A saved context is cryptographically bound to a specific TPM so that it may not be loaded on a differgnt
THM. This binding is provided by using a statistically’yunique proof value in the generation of the
prgtection values for a context (see 30.3 and 30.3.2): When the proof value of a hierarchy changgs,
sayed object contexts belonging to that context can-no longer be loaded into the TPM. The proof value [for
a g¢ontext will change when its Primary Seed changes. Additionally, ehProof will change when either the
SHS or EPS changes.

NQTE 1 In the reference implementation, ehProof is a non-volatile value from the RNG. It is allowed that [the
ehProof be generated by as\KDF using both the EPS and SPS as inputs. If generated with a KDF, fthe
ehProof can be generated on an as-needed basis or made a non-volatile value.

Saved contexts for all objeCts® and sessions are invalidated on a TPM Reset. In the reference
implementation, the encryption keys for contexts are changed by TPM Reset so previously saved
coptexts may no longer (be loaded. Saved session contexts remain valid until the session is closed,| or
TRM Reset. If the stClear attribute of an object is SET, then saved contexts for the object are invalidated
on|either TPM Reset.or TPM Restart (that is, any time the TPM does a Startup(CLEAR). If the stClgar
attfibute of an aobjeet is CLEAR, then the saved contexts for that object are valid and may be loaded into
thg TPM until the'next TPM Reset.

—

NQTE 2 In the reference design, when an object context is saved, the current value of clearCount is plaged
in the context. When the context is loaded, if the object is a stClear object, the value in the objedt is
compared to the current value of clearCount. If they are not the same, then the context load fails.

Objects and sessions are not retained in TPM memory after a TPM2_Startup() and it is necessary for the
TRM to save the contexts for any session or object that is to be useable after TPM Restart or TPM
Resume.

NOTE 3 The TPM might lose power between a TPM2_Shutdown(TPM_SU_STATE) and the subsequent
TPM2_Startup(). With respect to context preservation, the TPM behavior is defined to be the same
whether the TPM loses power or not.
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The structure of a saved context may be defined by the vendor but a saved context is required to have its
integrity and confidentiality protected by cryptographic means. ISO/IEC 11889-3 and ISO/IEC 11889-4
implement the normative methods for providing confidentiality and integrity protection for saved contexts.
These protections are specified in more detail in subsequent parts of clause 30.

NOTE 4 The algorithms chosen for integrity and confidentiality protection of a saved context are vendor
specific. However, the cryptographic strengths of the algorithms used need to be the highest of any
algorithm of the same type implemented on the TPM.

30.2 Context Data

30{2.1 Introduction
When a context is saved, the saved context data structure contains:

e | a sequence number,

¢ | a handle, savedHandle

NOTE For transient objects, this savedHandle in a saved context data structure is not the same as he
handle used by the TPM to reference loaded objects and by TPM'commands to describe the object
being operated on.

¢ | a hierarchy selector,

¢ [ an integrity HMAC, and

¢ | an encrypted data blob.

The encrypted data blob contains the data necessaryto reconstruct the full object or session contex
thg TPM. The other fields are defined in the remaindér of clause 30.2.

n

The structure of the context is vendor-specifictand may contain both confidential and non-confidential
data. ISO/IEC 11889 requires encryption of‘the entire context.

30j2.2 Sequence Number

New protection values are generated each time a context is saved. The protection values are an HMAC
key, a symmetric key, and anyinitial value. The values are made unique by including a counter valug in
thg generation process (See 30.3 and 30.3.2). The counter value used for the context is stored in the
sefluence number field-of the context structure. Two counters are used for generating the sequence
numbers. One counter'is used for transient and sequence object contexts. A second counter is used [for
segsion contexts:

There are .two' counters used to provide sequence numbers. The counter (objectContextlD) provides
sefluence“numbers for transient and sequence objects. This counter is incremented each time an object
coptext.is saved. The counter (contextCounter) is used to provide sequence numbers for sessions gnd
indrements when a session context is created or loaded (its behavior is specified in more detail in 30J5).
When creating the context structure, the TPM sets the sequence parameter to the value of the counter
used in the generation of the protection values for the context.

When a context is loaded, (TPM2_ContextLoad()), the TPM checks that the sequence parameter is in a
viable range before starting the operation. For an object, the viable range is any humber that is less than
the current value of the object sequence counter. For a session, the sequence number must also be less
than the session sequence number but it must also be greater that the sequence number minus the
allowable range for session number.

© ISO/IEC 2015 — All rights reserved 183


https://standardsiso.com/api/?name=2675803964d9451af09b00c8b10a59a0

ISO/IEC 11889-1:2015(E)

In the reference implementation, objectContextID is a 64-bit counter that is initialized to zero at startup
and is expected to never overflow. The size is platform-specific.

EXAMPLE For purposes of this example, assume that the sequence counter value is only 16 bits and that

30

session counter indicates the last assigned session context had a value of 10 1046. It would then
an error if the sequence parameter in a loaded session context is greater than 10 1046. Assu

the
be
me

further that the TPM only allows a range of 256 between session values (explanation in 30.5). Then
it would be an error if the sequence parameter of the session in TPM2_ContextLoad() is less than

10 1056 — 01 0056 = OF 1046; and the TPM will not load the context.
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If the savedHandle type is TPM_HT_TRANSIENT, the TPM will not generate or load a context with 4

f

—
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e savedHandle number for a context indicates the type of the context (object or authorization sessiqg
E type of the context is used to determine how to reconstruct the protection values for validation of
ntext. If the savedHandle value in the context is changed by software, the context will not load.

I a session, the same handle is assigned to the context whether the context is loadedin the TPM o
aved context. That is, savedHandle is the same as the handle the TPM uses to refer to the session,
5sion handle will have an MSO of TPM_HT_HMAC_SESSION (0246) or TPM (HT_POLICY_SESSI
16)- The range of values in the handle index (the low-order three octetsof the handle) is T
bendent. In the reference implementation, the low order bits of the sessian’context handles fall withi
ge from 0 to MAX_ACTIVE_SESSIONS - 1 and the TPM will generate an error and do no furt
cessing of the context if the handle is outside of this range.

savedHandle MSO of TPM_HT_TRANSIENT (804¢), indicates that the context is an Object. For
ect, the savedHandle parameter of the context structure doés not indicate the handle value used
TPM to reference the object (when a transient object context is not on the TPM, the TPM retains
brmation about that context). Therefore, the savedHandle value is not used for transient object conte
he same way that it is used for session contexts. Instead, the savedHandle is used to indicate the ty
he transient object context.

fee savedHandle values are defined for transient object contexts:

00 00 0044 — indicates a transient Object that does not have the stateClear property;

NOTE An Object has the“sStateClear property when stClear is SET in the Object or in any of
ancestor keys.

00 00 01,5— indicates a(sequence Object (see 32.4.5); and
00 00 02,5 — indicates.a transient Object that has the stateClear property.

AMPLE A _seguence Object will have a 32-bit handle value of 80 00 00 01 6.

er value\besides the three values described above for the handle’s index.

jects.that have the stateClear property are invalidated by Startup(CLEAR). To enforce this, the T
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TPM processing of contexts with savedHandle values of 80 00 00 00,5 or 80 00 00 014¢ is the same. The
reason for differentiating sequence Objects is to identify the context for the convenience of the TPM
resource manager (TRM). The TRM needs to manage sequence objects differently from other transient
Objects. Because the context of a sequence object changes each time the sequence is updated, the
context needs to be saved each time the context is used. The context of a transient Object does not
change on use.

18
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30.2.4 Hierarchy

The hierarchy parameter of the context indicates which of the hierarchy proof values are used in the
creation of the protection values for the context. For objects, this value is determined by the hierarchy of
the object and may be TPM_RH_NULL for a Temporary Object. Sequence objects and sessions are in
the Null hierarchy.

30.3 Context Protections

30|3.1 Context Confidentiality Protection

A pymmetric block cipher is used to protect the confidentiality of a saved context. The algorithm| is
selected by the TPM vendor but is required to have the highest security strength of any symmetric blgck
cigher implemented on the TPM.

When the context is created by TPM2_ContextSave(), the value of sequence is stored in the contpxt
before it is encrypted. When the context is loaded, the value of sequence is compared to the value in the
lodded context after it is decrypted. If the values are not the same, then the TRM will enter failure mqde
as|this is symptomatic of a specific type of power analysis attack.

n

The symmetric key and IV are regenerated when a context is loaded. It«is required that the symmetric key
anfl IV not be generated until the context integrity has been validated.

NQTE 1 This restriction prevents simultaneous power-analysis/attacks on the integrity and encryption valyies
of a context. Since the integrity is checked first, fig_attempt is made to create the symmetric kel if
the integrity check fails.

KI)Fa() is used to generate the symmetric encryptionckey and IV for context encryption. The parameters

of the call are:
(symKey, symlv) .= KDFa (hashAlg, hProof, vendorString, sequence, handle, bits) (62)
where
hashAlg a.hash algorithm chosen by the vendor
hProof the proof value associated with the hierarchy associated with the contgxt
vendorString a value used to differentiate the uses of the KDF
sequence the sequence parameter of the TPMS_CONTEXT
handle the handle parameter of the TPMS_CONTEXT
bits the number of bits needed for a symmetric key and IV for the context
encryption
NQTE 2 The value of vendorString needs to be different from any other label string used in a KDFa() dall.
The reference imlnlpmpntntinn uses “CONTEXT”
NOTE 3 The nullProof is used as the hProof value for a context in the Null hierarchy so that the encryption

keys do not repeat and so that they change on each TPM Reset.
The key and IV produced in (62) are used to encrypt the object or session context
encContext == CFBgymaiy (sSymKey, symlv, context) (63)

where
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CFByynai4 symmetric encryption in CFB mode using a symmetric algorithm chosen
by the TPM vendor
symKey symmetric key from (62)
symlv IV from (62)
context the context being protected (a TPM2B_CONTEXT_DATA)
NOTE 4 The size field and the buffer field of context are encrypted.
30|3.2 Context Integrity Protection
The integrity of a saved context is protected by an HMAC using a hash algorithm selected by |the TIPM
vehdor. The hash algorithm chosen is required to have the highest security strength ofany hgsh
aldorithm implemented on the TPM.
The HMAC is constructed using the proof value associated with the hierarchy to whi¢h the object belongs.
Sinpce the proof value changes when the associated Primary Seed changes,(HMAC validation fof a
previously saved context will fail when the associated Primary Seed changes;<and that context may [no
lorjger be loaded. Other values in the HMAC computation serve to invalidate other context subspts
without necessarily invalidating them all.
EXAMPLE The clearCount value is included in the HMAC of a context for an object with the stClear attribute so
that the context will be invalidated on each TPM Restart-as well as each TPM Reset.
The only TPM state change that invalidates all saved contexts.is' TPM Reset.
Sessions, Sequences, and Temporary Objects are in thenull” hierarchy.
The HMAC integrity computation for a saved context'is:
contextHMAC == HMAC endoraig (hProof, resetValue { || clearCount}
[{isequence || handle || encContext) (64)
where
HMACendoralg HMAC using a vendor-defined hash algorithm
hProof the hierarchy proof as selected by the hierarchy parameter of the
TPMS_CONTEXT
resetValue either a counter value that increments on each TPM Reset and is pot
reset over the lifetime of the TPM; or a random value that changes|on
each TPM Reset and has the size of the digest produced by vendorAlg
clearCount a counter value that is incremented on each TPM Resume and may |be
incremented or set to zero on TPM Reset. This value is only includedl if

the handle value is 80 00 00 0246.

NOTE The handle value is 80 00 00 02,5 when the stClear attribute of the
object is SET or when the stClear attribute is set in one of the
object's ancestor keys.

sequence the sequence parameter of the TPMS_CONTEXT
handle the handle parameter of the TPMS_CONTEXT
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encContext the encrypted context blob

30.4 Object Context Management

When an object’s context is saved, a copy of the object context is integrity checked, encrypted, and
returned to the caller. The original context remains in the TPM and the TPM retains its handle. A saved
object context may be reloaded into the TPM with TPM2_ContextLoad(). If the TPM has sufficient
memory available, it will load the object and assign a handle. If other copies of the same object are in
TPM memory, they are unaffected. An object context is only removed from TPM memory with
2_FlushContext(), deletion of the associated hierarchy seed, or TPM2_Startup().

The handle assigned to an object when it is loaded may not be assigned to any other TPM-resourge,
object, or session. When the object is flushed from TPM memory, its handle may be assigned to another
THM resource when it is loaded or created.

are may create as many copies of an object context as desired. When an object is not in TIPM
memory, it has no associated handle. If an object context is saved and subsequently ‘reloaded, it is likely
that a different handle will be assigned to the object.

When the Primary Seed is changed for the hierarchy associated with an-ebject, all objects associated
with that hierarchy are flushed from TPM memory. The TPM will ho” longer load saved conteits
asgociated with the previous Primary Seed.

When an attempt is made to load an object or an object context (TPM2_Load(), TPM2_CreatePrimary(),
TRAM2_LoadExternal() or TPM2_ContextLoad()) and the TPM, does not have sufficient RAM to hold the
object, the TPM will return TPM _RC_OBJECT_MEMORY<of TPM _RC_MEMORY. This warning code is
nofmally handled by the TRM. It indicates that an obje€b or a session needs to be unloaded from TPM
megmory before the command can complete. If ther TPM returns TPM_RC_OBJECT_MEMORY] it
indicates that an object must be flushed from TPM;memory. If the TPM returns TPM_RC_MEMORY, then
it i possible that removal from TPM RAM of either an object or a session would allow the command to
coplete.

When a command references a persistent object, the TPM may move the object from NV into an objpct
slat. If no slot is available, the TPM wilLreturn TPM_RC_OBJECT_MEMORY.

Anlimplementation is allowedtoe Use an object slot for temporary memory in execution of TPM2_Import()
anfl return TPM_RC_OBJECT,"MEMORY if a slot is not available.

If the TPM uses an object slot for temporary memory, the slot will be freed at the end of the commandg
which the slot was allocated.

n

If @ TPM receives Shutdown(STATE) before the _TPM_Init, then the saved object contexts will continue
to pe usablg after a TPM Restart or TPM Resume. An exception is that an object may be created with the
stClear aftribute. If this attribute is SET in an object or an ancestor of an object, then the saved context
wil| bedinvalidated on TPM Restart. All saved object contexts are invalidated by TPM Reset.

30.5 Session Context Management

A session context is created by TPM2_StartAuthSession(). The context associated with a session is
unique. That is, the data describing the session’s state may be either on the TPM or saved off the TPM,
but not both. Further, a session context may only be loaded once. These limitations on the session
context are intended to prevent possible attacks based on replay of authorizations.
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The handle associated with a session does not change as long as the session is active. The session is
active until closed by the continueSession flag being FALSE or until the session context is flushed from
the TPM by TPM2_FlushContext().

The nominal implementation uses a volatile counter (contextCounter) that increments each time a session
is created or context loaded. This count value is assigned to the created or loaded session context and
serves as a version number for the session context. If the session context is saved and reloaded, it is
assigned a new version number. contextCounter is saved by Shutdown(STATE) and reset on TPM Reset.

jon
coptext is the most recent version. It is required that the TPM be able to ensure that the restored context
is fhe correct context regardless of the number of contexts created.

The size of contextCounter affects the size of the memory required for tracking each of the contexts. If is
thgrefore desirable that the counter only be large enough for the majority of applications)-meaning thdt it
will not be large enough for all applications. In those applications, a method is requiredto handle counter
rollover.

Orje scheme for handling rollover is to maintain an even/odd interval.

EXAMPLE If a nonce were being used for each interval, then the TPM could maintain two nonces, one to|be
used when the MShb of the volatile counter is 0 and the other when the MSb is 1. When the count$ of
all the sessions have the same MSb, then a new nonce cah be created for use when the MSb
changes. This scheme works unless a session has a longlifetime. That is, if the session is creajed
when the MSb is 0, and the session is still active wheq the counter reaches its maximum value with
all bits equal 1, then the context with an MSb of 0 will .heed to be discarded.

Rather than have the old session be automatically flushed, the TPM provides an indication that if is
regching its limit and that one or more saved session“contexts need to have their sequence number
upflated to the current interval in preparation for the context counter rollover.

The indication that the context counter is approaching its limit is provided when an authorization sessjon
is ¢reated or loaded. If the creation or loading of a session would make it impossible for the TPM to brjng
all[contexts into the current interval, thentit would return an error (TPM_RC_CONTEXT_GAP) and pot
crgate or load the new session. On receiving this error, the management software either would expligitly
flugh old session contexts or would\dad the old session contexts to update their associated courjter
values.

=

Wipen the TPM returns TPM_RC_CONTEXT_GAP, it will not allow an authorization session to be created
anfl it will only allow the oldest authorization session to be loaded. When the oldest session is loaded,|its
sefluence number is updated. It may be used or saved with its new sequence number.

NQITE The JTPM needs to provide the indication of the session-tracking limit being reached before fthe
maximum count is reached. If there are three sessions in the ‘odd’ interval and the end of the ‘eVen’
interval is being reached, then the TPM needs to indicate the limit while there are still thyee
available session numbers in the ‘even’ interval. This allows the sessions in the ‘odd’ interval to| be
loaded and saved with an ‘even’ interval session number and with no session in the ‘odd’ interval so
that a new ‘odd’ interval identifier can be created.

Sesston—contexts— i TPMRAMare—flushed—on—any—TPM2—Startup—Saved—sesston—contexts—arehot
invalidated and may be reloaded after a STARTUP_SAVE. Saved session contexts are invalidated on
ST_CLEAR.

30.6 Eviction
Eviction is the process of removing the context associated with an object or session from TPM RAM to

allow for other sessions or objects to be loaded or created. Saving a session context removes the
majority of the session context from TPM RAM. Saving an object context does not remove it from TPM
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memory. When applied to an object, TPM2_FlushContext() will remove it from the TPM RAM but not
invalidate the saved contexts of that object. When applied to a session, TPM2_FlushContext() will

inv

alidate the session whether its context is in TPM RAM or saved.

An object may be made persistent in TPM NV memory with TPM2_EvictControl(). When made persistent,

TP

M2_FlushContext() and ST_CLEAR have no effect on the object.

A session may not be made persistent.

W
T
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When the TPM receives _TPM_Hash.Start, it will unconditionally create an Event Sequence contex{.

an
wil
(]
thd

M2_Import() allows an implementation to use an object slot for its “Sgratch” memory while operating
import blob. When the command completes the slot will be availdble. An implementation that uses this

ion may return TPM_RC_OBJECT_MEMORY if a needed slot/is not available. This return code is
group of response codes that are expected to be handled:by'the resource manager.

en a handle references a persistent object, a’» TPM implementation is allowed to ret
M_RC_OBJECT_MEMORY if an object slot is ot available. This allows the TPM to keep

'sistent image of the object in a compressed form and decompress it into an object slot for effici
cessing. The version of the persistent object held in an object slot will be removed when the comm3
mpletes.

object slot is available, the TPM will use the available slot. If an object slot is not available, the T

flush an arbitrary object «context and use that slot. At the end of the event sequer
[PM_Hash_End), the slot used-for the Event Sequence will be vacant. The TRM should be aware t
_TPM_Hash_Start sequence may cause loss of a loaded object.
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31

31

Attestation

.1 Introduction

Attestation is the action of having the TPM sign some internal TPM data. Confidence in the attestation is
related to the confidence in the key that is used to sign. The highest confidence is provided by a
fixedTPM, restricted signing key that is created on a TPM with a certificate from the TPM manufacturer.

The-IPM may. be used to attest to several different types. of data:
e | PCR data — TPM2_Quote()
e | Clock and Time data — TPM2_GetTime()
o | Audit digests — TPM2_GetCommmandAuditDigest() and TPM2_GetSessionAuditDigest()
e | Other TPM Objects — TPM2_Certify()
For all of these commands, the TPM produces a standard attestation structure and appends the
conmand-specific data. The resulting data block is then hashed and signed-by-the selected signing key.
The selected key may be any key that has the sign attribute SET. If the sigring key is unrestricted, then
thg caller may indicate the signing scheme to be used. If the signing key"is restricted, the TPM will retyrn
an| error (TPM_RC_SCHEME) unless the scheme selector 0 the attestation command | is
THAM_ALG_NULL.
3112 Standard Attestation Structure
The contents of the standard attestation structure are specified in Table 29.
Table 29 — Standard Attestation Structure
Parameter Type Description
magic TPM_GENERATED | This'unique value (TPM_GENERATED_VALUE) occurs as the first
getets in any TPM-generated attestation structure. This field is used to
prevent use of a restricted signing key to sign a forgery of an attestation.
A TPM will not allow a restricted signing key to sign any external data i
that data starts with this unique value. The way that the TPM enforces
this restriction is that a TPM will not use a restricted key to sign a digest
that the TPM did not produce. Since the TPM produced the digest, it cgn
ensure that any external data did not start with this value.
type TRMI*ST_ATTEST This identifies the type of the attestation structure and indicates the
contents of the attested parameter.
gualifiedSigner TPM2B_NAME This is the Qualified Name of the key used to sign the attestation data. |A
key that can be duplicated may be signing in different locations and thi$
Qualified Name allows the Verifier to determine the environment in whith
the signature was produced.
extraData TPM2B DATA external info supplied by caller (often in qualifyingData parameter)
clockinfo TPMS_CLOCK_INFO | The values of Clock, resetCount, restartCount, and Safe
firmwareVersion |UINT64 This TPM-vendor-defined value changes when the firmware on the TPM
changes, if that change is meaningful to the security of the TPM.
[type]attested TPMU_ATTEST the type-specific attestation information
NOTE A TPM2B_DATA structure provides room for a digest and a method indicator to indicate the
components of the digest. The definition of this method indicator is outside the scope of ISO/IEC
190 © ISO/IEC 2015 — All rights reserved
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31

.3 Privacy

The attestation block contains information that could allow cross correlation of attestation values. The
combination of a firmwareVersion and clockinfo could be used to identify that two attestations were
signed by keys on the same TPM. This correlation is possible because the combination of resetCount,
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TPM prevents such tracking by adding obfuscation values to the reported values of resetCol
tartCount, and firmwareVersion. This obfuscation value is different for each key and TPM.."AlthoU
values are obfuscated, they do not lose any of their usefulness for indicating changesyto the valu
ile the absolute values are not visible in the attestation, it is still possible to look at attestations sign
the same key and determine how many times the TPM was reset or restarted between the attestatic
[ to see the delta in the firmware version number (if any).

s sometimes necessary to have the non-obfuscated values of the clocklnfo and firmwareVers
luded in an attestation. Support for this is provided by allowing signhing keys in the Endorsem
rarchy. When a key in the Endorsement hierarchy signs an attestation,“no obfuscation is applied. T
Herlying presumption is that the TPM'’s Privacy Administrator controfs the Endorsement hierarchy an
possible, through policy, to limit the use of keys in that hierarchy«<so that authorization from the Priva
Ministrator is always required.

4 Qualifying Data
ch of the attestation commands has a parameter called qualifyingData. This parameter is

fameter is expected to be as a nonce to ensure "freshness" of an attestation.

5 Anonymous Signing

hn anonymous scheme (TPM, ALG_ECDAA) is used for signing in any attestation command,
blifiedSigner parameter will betan Empty Buffer.

TE 1 If the qualifiedSigner field was properly populated (not the Empty Buffer), then the unique identity
the signing Key would be disclosed.

I TPM2_Certify(\Using an anonymous signing scheme, both the qualifiedSigner and qualifiedNamse
certified keycare’set to an Empty Buffer.

TE 2 If the qualifiedName field was not cleared, then it would be possible to establish a hierarch
relationship between to certified objects. This is not desirable for an anonymous scheme.
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Cryptographic Support Functions

.1 Introduction

In ISO/IEC 11889 (first edition), the cryptographic primitives were not exposed for general purpose use.
ISO/IEC 11889 provides commands that allow access to the primitive cryptographic processes of the
TPM.

EX

Orle assumption in ISO/IEC 11889 (first edition) was that the host processer usually had much-grea

pe

thgt the host could do much faster. In addition, ISO/IEC 11889 (first edition) was a passiveé device W
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cryptographic coprocessor that has significantly greater processing capability faf,Cryptographic operatig
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TRAM2_Hash() will create a digest.of-a block of data using the indicated hash algorithm. If the amount

da

If the data used to create“the digest does not have TPM_GENERATED_VALUE as its first octets, tH

the
res

NO

32

AMPLE 1 An_example of how in ISO/IEC 11889 (first edition), the cryptographic primitives were not expo

sed

for general purpose use is the RSA engine could not be used for exponentiation.

rformance than the processor used for the TPM so there was no point in having the TPM de_someth

ited bandwidth. While it is true that the host processor will usually have more capahility’than the TF
5 will not be true in all cases. In fact, on some systems, the main processor wilkbe able to swi
bcution environments and perform the TPM operations. In others, the TPMmay be built aroung

n the host. These higher performance implementations will not be perfermance-limited by be
hched to the system with a low-bandwidth interface. These performance differences mean t
posure of the cryptographic primitives of ISO/IEC 11889 makes mor& sense that it did in I1SO/I
B89 (first edition).

other reason to make the cryptographic primitives available iS)ithat not all software will implement all
orithms that may be in the TPM.

AMPLE 2 A BIOS might not implement the RSA algoritim but would want to check the RSA signature of sg
code.

s clause describes the commands and methods that may be provided by a TPM compliant W
D/IEC 11889.

2 Hash

a to be hashed exceeds thatinput buffer size of the TPM, then a hash sequence is used (see 32.4).

response to TPM2~Hash() will contain a ticket indicating that the digest may be signed with
tricted signing kel
TE The creation of the ticket could be suppressed by using TPM_RH_NONE as the hierarchy paramg
in TPM2_Hash().
3 /HMAC
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TPM2_HMAC() will compute an HMAC over a block of data using a TPM-resident value for the HMAC
key. In this command, the handle parameter is required to reference an object with a type of

TP

19

M_ALG_KEYEDHASH with the sign attribute SET.
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32.4 Hash, HMAC, and Event Sequences

32.4.1 Introduction

When the amount of data to be included in a digest cannot or will not be sent to the TPM in one of the
atomic hash/HMAC commands (TPM2_Hash(), or TPM2_HMAC()) then a sequence of commands may
be used to provide incremental updates to the digest.

A sequence is started with e|ther TPM2 HashSequenceStart() or TPM2 HMAC Start() mcrements of

[ nd
M2 SequenceCompIete() or TPM2 EventSequenceCompIete() is used to complete a sequente.
M2_SequenceComplete() and TPM2_EventSequenceComplete() may also provide the last data to|be
indluded in the sequence digest(s).

Three types of sequences are defined:

1) | hash
2) | Event
3)| HMAC

32|4.2 Hash Sequence

In @ hash sequence, the TPM will perform a hash over all the/data in the sequence using the selected
aldorithm.

TRAM2_SequenceComplete() completes the hash sequence and returns a digest of the data. Additiondlly,
if {he data used to create the digest did not start with TPM_GENERATED_VALUE, then a tickef is
prgduced indicating that the digest may be signedowith a restricted key.

A hash sequence is:

a) | TPM2_HashSequencesStart() (hashAlg is a supported hash algorithm), followed by
b) | TPM2_SequenceUpdate() (zero or more), followed by
c) | TPM2_SequenceComplete()

32|14.3 Event Sequence

For an Event Sequence, the TPM will potentially create multiple digests over the data (a digest for each
PJR bank). TPN2_EventSequenceComplete() is used to complete the sequence and return a list| of
digests; and;if'a PCR handle is provided, each digest is extended into the corresponding PCR bank.

EXAMPLE If a TPM implements both a SHA1 and a SHA256 bank, then the list will contain two digests.

A ot Saonuanoan 1o
CVCTTCOCTOUCTIC ST

a) TPM2_HashSequenceStart() (hashAlg is TPM_ALG_NULL), followed by
b) TPM2_SequenceUpdate() (zero or more) followed by
c) TPM2_EventSequenceComplete() (will do an Extend if pcrHandle is a PCR and not TPM_RH_NULL)
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32.44 HMAC Sequence

For an HMAC sequence, the TPM will use the indicated key as the HMAC key and perform an HMAC
computation over the data of the sequence using the specified hash algorithm.

TPM2_SequenceComplete() completes the HMAC sequence and returns the HMAC value.

NOTE The response for TPM2_SequenceComplete() also has a validation parameter. This parameter is
used for a hash sequence to indicate if the digest is safe to sign with a restricted key. This
parameter is not used for an HMAC sequence so the TPM will set the validation parameter to a

NLLLL _Ticlkat

AnfHMAC sequence is:

a) | TPM2_HMAC_Start() (hashAlg is a supported hash algorithm), followed by
b) | TPM2_SequenceUpdate() (zero or more) followed by
c) | TPM2_SequenceComplete()

32|45 Sequence Contexts

Segguences involve hashing of data and the intermediate hash state must be retained by the TPM in a
protected location. This intermediate state is kept in a vendor-specific Structure that may occupy an object
slgt on the TPM.

A sequence context is assigned a handle so that it may be Saved and restored like any transient objgct.
Its| properties are not identical to a transient object because the sequence context is updated on egch
use. In addition, unlike transient objects, the publicportion of a sequence is not readable with
TRAM2_ReadPublic(). A sequence context can be replayed if one has the authorization for the sequencg.

If @an authorization or audit for a sequence object tequires computation of a cpHash and an rpHash, the
Ngme associated with sequenceHandle will beythe Empty Buffer.

When TPM2_EventSequenceComplete()) or TPM2_SequenceComplete() completes successfully, the
sefuence context is flushed from the\TPM.

A sequence is exempt from djetienary attack protection and authorization failures will not cause the TiPM
to enter lockout.

32[5 Symmetric Encryption

TRAM2_EncryptRecrypt() is defined for symmetric encryption and decryption of blocks of data. Support [for
this command\in'a TPM may cause the TPM to be subject to different jurisdictions' legal import/exgdort

single TPM buffer

32.6 Asymmetric Encryption and Signature Operations
The annexes to this part of ISO/IEC 11889 contain descriptions of the cryptographic

encryption/decryption and signature primitives that are defined for each of the asymmetric algorithms
supported by ISO/IEC 11889.
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33 Locality

In some systems, accesses to the TPM are segregated by privilege level. The interface to the TPM may
be able to discriminate the different privilege levels and provide an indication to the TPM when the access
is at a privilege level other than the default level.

The indication of privilege level can be used in access control policy to ensure that the operation on an
object is occurring at the right level. The privilege level of a command is called its Locality.

TEF method by which the TPM interface determines the Locality of an access is system-dependent: The
TRM interface provides a Locality indication to the TPM each time the TPM is accessed. The contenty of
thg command or response buffer are not changed by the Locality indication.

The definition of the modifier is platform-specific. Depending on the platform, the modifief could b¢ a
special bus cycle or additional input pins on the TPM.

EXAMPLE One example would be special cycles on the Low Pin Count (LPC) bus.that inform the TPM if is
under the control of a process on the PC platform. The assumption is that spoofing the modifief to
the TPM requires more than just a simple hardware attack, and would\réquire expertise and poss|bly
special hardware.

The locality value is represented as a byte and locality values havevtwo separate representatiops.
Logalities 0 through 4 are represented as bits in the byte with 0000.0001, representing locality 0 gnd
00p1 0000, representing locality 4. This representation allows mulitiple localities to be represented i a
single byte as long as the localities are in the range of 0-4. This\fepresentation of locality is compatiple
with ISO/IEC 11889 (first edition)

A pecond representation is for localities above 4. These are called extended localities. For extended
lodalities, the locality byte is an integer value representing the locality. Because of the format for localijes
0-4, the first extended locality is 32. The range of-extended localities is 32-255. The locality value may
indicate only one extended locality at a time.

NQITE Locality 5 through 31 cannot be Selected.
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34 Hardware Core Root of Trust Measurement (H-CRTM) Event Sequence

34.1 Introduction

A process that puts the system in a known state running known code creates the starting point for a chain
of trust. A computer system reset puts the processor and chipset into a known state, and the processor
(the root of trust for measurement) begins executing code provided by the platform manufacturer. This
initial code is the core root of trust for measurement (CRTM). It is code that must be trusted as there is no
way-to-tell what that code is other than to rely on the manufacturer Usually _one of the actions of the
CRTM is to extend a PCR with a value that represents the identity of the CRTM. This boot process stdrts
thg chain of trust with two different roots that are usually from different sources: the RTM fromma*CpPU
vendor and a CRTM from a platform manufacture.

Some system implementations support an alternative method of starting a chain of trust.that makes the
CHU the CRTM. For this method, the CPU is placed in a known state and measures,the code that it will
run. Before being measured, this code is protected so that it cannot be tampered with and therg is
asgurance that the code that is measured is the code that is executed. Since the €PU is both executjng
thg measured code and measuring it, it is both the RTM and the CRTM. This:is{ealled a hardware-baged
cofe root of trust for measurement or H-CRTM.

The TPM supports an H-CRTM by providing special interface indicationis that allow the TPM to determjne
when it is receiving data from the RTM acting as CRTM. These indications are:

e | _TPM_Hash_Start — sent by the RTM to indicate the start©f a H-CRTM Event Sequence. The TPM
will initialize an H-CRTM Event Sequence context. The.H-CRTM Event Sequence context contajns
hash state for each bank of PCR. This indication is anly allowed from the RTM when it has been put
into a known "good" state as defined by the RTM manufacturer. There is only one _TPM_Hash_Start
per H-CRTM Event Sequence.

e | _TPM_Hash_Data — sent by the RTM to update the digests in the H-CRTM Event Sequence contexts
with H-CRTM data. An H-CRTM Event, Sequence may have zero or more _TPM_ Hash_ Data
indications.

e | _TPM_Hash_End - sent by the RTMto indicate the end of the H-CRTM Event Sequence. On recgipt
of this indication, the TPM will take actions that are dependent on whether the H-CRTM occurted
before or after TPM2_Startup(). The actions taken as the result of this indication will always inclyde
initialization of at least one"RER followed by a PCR being extended with the H-CRTM data.

During an H-CRTM sequence, if any indication other the _TPM_Hash_Data occurs between the
_TPM_Hash_Start and-JTPM_Hash_End indications (including receipt of a command), then the H-CRTM
Event Sequence is.abandoned, the H-CRTM Event Sequence context is flushed, and no change to gny
PQR occurs.

34]2 Dyaamic Root of Trust Measurement

eren an H-CRTM occurs after TPM2_Startup() it is called the dynamic root of trust for measurement (D-
R VAN

M
iy,
NOTE 1 There is no special designation for when the H-CRTM occurs before TPM2_Startup()

NOTE 2 The D-RTM sequence could be repeated one or more times after TPM2_Startup. On each invocation
of the D-RTM sequence, the RTM will be in the same known state.

For D-RTM, the TPM will initialize one or more PCR to zero and then extend PCR[17] in each bank with
the H-CRTM data accumulated in the H-CRTM Event Sequence.
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PCR[17][hashAlg] := Hnashag (0...0 || Hhashaiy (hash_data)) (65)
hash_data all the octets of data received in _TPM_Hash_Data indications

The PCR that are initialized and extended as a result of a D-RTM event are specified in a platform-
specific TPM specification.

34

If
T
PQ

3 H-CRTM before TPM2_Startup()

he H-CRTM sequence occurs before TPM2_Startup(), then only PCR[0] will be affected.’ WHh
PM_Hash_End is received, the TPM will complete the Event Sequence digests. It will then initial
R[0] to 4 and Extend the H-CRTM Event Sequence data. The value 0...4 represents evidence that

inifial measurement was from an H-CRTM.

wh

If B
ch

PCR[O] [hashAIg] = HhashAIg( (0...04 || HhashAIg (hash_data)) (
ere

0...04 denotes a numeric value of 4 with high-order bits of 0 to make the val
the size of a digest computed with hashAlg
hash_data all the octets of data received in{,. TPM_Hash_Data indications

PCR[0] is initialized by an H-CRTM event before TPM2, Startup(), then TPM2_Startup(CLEAR) will
hnge the value of PCR[0]. Otherwise, TPM2_Startup(CLEAR) will ensure that PCR][0] is zero.

If the previous TPM Reset or TPM Restart used H-CRTM, then each TPM Resume will need to use

CH
no

TM. If the previous TPM Reset or TPM Restaft/did not use H-CRTM, then each TPM Resume sho
use H-CRTM.
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35 Command Audit

The command audit mechanism allows the TPM owner to create a verifiable log of each execution of
selected commands.

TPM2_SetCommandCodeAuditStatus() is used either to change the list of commands being audited or to
change the audit hash algorithm (it cannot change both in the same command). This command requires
either Platform Authorization or Owner Authorization. The selection may change at any time.

NOTE T [T 1S anticipated that a small number of commands WIIT be selected for audit, most NKely jinpse
commands that provide identities and control of the TPM. However, there are few restrictions|on
which commands can be audited.

The audit log, the list of executed TPM commands and responses, is maintained outside the*"TPM by|an
unfrusted party. Enabling the audit function of a TPM does not guarantee that the log-will be properly
dintained. The TPM audit function simply provides a means to determine if thetleg was properly
dintained.

It i not necessary to continuously maintain the audit log in order to use the‘dudit capability. When |an
auflit log is started, the current contents of the audit digest register can beread to establish the startjng
value for the log. At the end of the audit interval, the audit digest register can be read again and the
coptents of the audit log over the audit interval can be verified.

Anf audit can be used to track use of keys and, therefore, is potentially privacy sensitive. For this reaspn,
thg privacy administrator of the TPM must authorize access to the audit digest register. Authorization from
thg privacy administrator is expressed using Endorsement Authorization.

The update of the audit digest register occurs whenithe command completes successfully and the
regponse has been created. The command audit update is:

auditpew = Haudgiraig{auditoa || cpHash || rpHash) (67)
where
Hauditalg hashfunction using the currently selected audit hash algorithm
audit,g the previously computed audit digest
cpHash the command parameter hash using the audit hash
rpHash the response parameter hash using the audit hash
NQITE 2 Clause 18.7 describes the process for computing cpHash and clause 18.8 describes the process|for

computing the rpHash.

The auditemé&chanism uses two components: an audit digest register and an audit counter. The aydit
counter is"a non-volatile register that counts the number of audit logs that are created. If the audit digpst
register ‘contains all octets of zero when an audit event is recorded, then a new audit log is being creafed
ant-theauditcounter isncrenented;

An audit log ends and the audit digest is cleared when the command TPM2_GetCommandAuditDigest()
returns a signature.

NOTE 3 The audit counter is incremented when the new log starts so that a missing log cannot be dismissed
as being irrelevant. Because a new audit log is started only when an auditable event occurs, any
missing log is suspect.
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The audit counter is non-volatile and is reset to zero by TPM2_Clear(). The audit digest register is reset
when an unanticipated power event occurs (that is, loss of TPM power without an orderly shutdown). The

audit digest is preserved over any orderly shutdown.

The audit digest register is reset by any TPM2_SetCommandCodeAuditStatus() that has an auditAlg

value other than TPM_ALG_NULL.

An audit report structure contains the current value of the audit digest register and the value of the audit

counter.

NQTE 4 The signed audit structure is a TPMB_ATTEST structure that contains other qualifying information
about the signing environment.

Because the audit mechanism utilizes NV memory, endurance may be a factor. The\ endurarce

requirements of the audit mechanism are platform-specific.

NQTE 5 The command audit session counter is incremented on the first auditable command in a sessijon.
This would be infrequent so the endurance of the counter is not likely to be a major issue.

When the TPM is in Failure mode, command audit is not functionakand command audit | of

TRAM2_GetTestResult() and TPM2_GetCapability() will not occur.

TRAM2_SetCommandAuditStatus() is audited when it changes the list, of audited commands. It is pot

popsible to disable audit of this command. If TPM2_SetCommandAuditStatus() is used to change the

aufit hash algorithm, then the command is not audited and evidence of this operation is provided by the

change in the hash algorithm reported when the command auditvalue is read.
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36

Timing Components

.1 Introduction

The TPM has timing components for use in time-stamping of attestations and for gating policy. Clock
advances while the TPM is powered. Additionally, Clock may be advanced in order to bring it into
alignment with real time. However, Clock may not be set back except by installing a new owner.

EX

time recorded by Clock. A timer (Time) runs when the TPM is powered and is reset by~g
M2_Startup(). The Safe flag indicates that the values read from the timing components are knewn
De replay values.

e timing components are exposed through commands that:

read the value of Clock, Time, resetCount, and restartCount (TPM2_GetTime());

time-stamp externally provided data using a signature key and Clock, resétCount, and restartCo
(TPM2_GetTime(), TPM2_Quote(), TPM2_Certify(), and other restricted,signing operations);

NOTE TPM2_ReadClock() returns uncertified (not signed) values. TPM2-GetTime() returns a structure
an optional signature over the data. TPM2_ReadClock() isUsed by the OS to manage the tim
resources of the TPM and TPM2_GetTime() is for attestatioh of time and is under control of
privacy administrator.

allow Clock to be adjusted forward (TPM2_SetClock());

allow the rate of advance of Clock to be adjusted (TPM2_ClockRateAdjust()); and

allow objects to be lifetime-limited using authorization policy expressions that reference Safe, Clg
Time, resetCount, and restartCount (TPM2_PglicyCounterTimer()).

tential use cases for the TPM timing components include:

lifetime limits for keys when certificate-revocation is impossible or undesirable;
time-limited delegation of rights;
time-stamping of security event logs to ensure that events cannot be forged in the past;

boot-counter stamping. of-event logs to ensure that a log associated with a particular reboot cannot
deleted without leavihg'a trace;

boot-counter/PCR3counter stamping of keys to indicate they were created during OS installation;
time-stamping-of attestation values as an alternative to the use of a nonce in online protocols; and

indication of whether a TPM/platform has rebooted since last checked.

AMPLE An example of ime-limited delegation of rights is the right to use or duplicate a key for 1 hour.

Lint

hnd
ing
the

be

Clock1s not designed 1o be a replacement Tor other online or local ime sources and 1S Not appropriate for
all uses. Later clauses describe the behavior of timing resources and their specific security properties.
Implementers and relying parties should understand the limitations before using these features.
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36.2 Clock

36.2.1 Introduction

Clock is a time value that can be advanced but never rolled back. It may increment in volatile memory. If
S0, it is periodically written to NV memory.

A non-orderly shutdown may cause a write to NV memory to be missed. Other values that are written to
NV on an orderly shutdown will be advanced to a known safe value on the next startup. However, Clock
is Ot advanced because power outages would cause the CIoCK 10 be advanced 10 a ume in the taware gnd
it gould not be adjusted back to an accurate value. To indicate that a value reported in Clock may'b¢ a
regeat of a previously reported value, a flag (safe) is CLEAR after a non-orderly shutdown. After\the npxt
NV update of Clock, safe is SET to indicate that Clock is not a repeat.

Clock is a volatile value that increments each millisecond that the TPM is powered. A-hon-volatile value
(NV Clock) is updated periodically from Clock. NV Clock will always move forward as-Clock advancgs.
Hagwever, because of unexpected power loss, it is possible that the same value of Clock will be reporfed
mqre than once. The mitigations for this are specified in subsequent parts of clause’36.2.

The accuracy of Clock is approximate. The causes of inaccuracy are

o | battery backup for Clock is not required,
¢ | the TPM's time reference may not be accurate, and
o | the TPM must rely on external software to provide initial or periodic adjustments to Clock settings.

The interpretation of the time-origin (t=0) is out of the Scope of ISO/IEC 11889, although Coordinajed
Unliversal Time (UTC) is expected to be a common cohvention.

The value of Clock may be set forward by external’software (TPM2_ClockSet()) to compensate for power
interruptions or clock slew, but, except for changes in ownership (TPM2_Clear()), the TPM will not allpw
external software to set Clock backward.

The value of Clock may be advanced.by TPM2_ClockSet() using either platform or owner authorization

NQITE The value of Clock:¢annot be advanced beyond FF FF 00 00 00 00 00 00;6. This restriction prevents
any possibility.of Clock rolling over during its lifetime and simplifies use of Clock in policies.

The TPM may be driven‘by an imprecise internal or external frequency source. To compensate, the TiPM
allpws external software-with a more reliable time source to make limited (+/-15%) adjustments to the rate
of pdvancement of €lock.

36|2.2 Clock Implementation

The technology used for non-volatile storage may make the update rate for NV Clock an endurarnce
issueiTo mitigate this, the interval between updates of NV Clock from Clock are allowed to be as long|as
once per 27" milliseconds.

NOTE If NV Clock is implemented in a technology that allows millisecond updates and has no endurance
issues, then Clock and NV Clock could be the same.

Since NV Clock may be updated at a low rate, a power event may cause the value in Clock to appear to
go backward.
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EXAMPLE Assume that the update interval for NV Clock is the maximum allowed value (222 milliseconds

approximately 70 minutes). Power might be removed from the TPM just before an update of

or
NV

Clock. Then, when power is restored, Clock will be restored from NV Clock and Clock may have a

value that is more than an hour older than the last reported value of Clock. This illustrates that

the

values of Clock reported by the TPM for the first hour of operation can have a lower value than

values returned before the power outage.

The Safe flag in the TPMS_TIME_INFO structure is used to indicate if the reported value of Clock is
guaranteed not to be a repeat of a previously reported value. The Safe flag is specified in more detail in
the following clause.

36

In

sh
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fla

NO

2.3 Orderly Shutdown of Clock

prder to reduce the amount of time that must pass before Safe is SET, the TPM supports.an ordd
itdown. TPM2_Shutdown() is used to indicate to the TPM that software anticipates the loss of T
ver and that the appropriate state should be preserved. When the TPM receives TPM2. Shutdown(

J to indicate that an orderly shutdown has occurred.

TE 1 To allow the NV Clock to only have to record the upper bits of Clock,san alternate implementatio

that memory on the next power up.

A

Anly time a command is executed that uses the value of Clock, theflag indicating orderly shutdown will
CLEAR even if this command occurs subsequent to TPM2_Shutdown(). This flag may be SET when
Clock is updated from Clock.

N

If $afe is not SET when TPM2_Shutdown() is reeeived, then NV Clock must not be set from Clock 3

S

It i
thd
im
op

36

Oon
ing

r an orderly shutdown, Clock continues to count and NV Clock willlbe updated at the normal rate.

E 2 It is possible for the TPM to perform multiple, shutdowns before TPM power is actually lost.

e must not be SET on the subsequent startup.

5 permitted for the low-order 10 bits_of;Clock to come from Time and for NV Clock not to implem
se bits. That is, NV Clock does ot maintain resolution to better than 2'° milliseconds. If
blementation uses this option, then Safe will be CLEAR at least for the first 2'° milliseconds of T
Bration.

2.4  Clock Initialization at TPM2_Startup()

any TPM2_Startup() or _TPM_Init (vendor's choice), Clock is loaded from NV Clock and Clock beg
rementing at-a‘one millisecond rate. NV Clock is then updated, no less frequently than the upd

rly
PM
it

copy all of the bits of Clock to NV Clock. After an orderly shutdown, the TPM wilL. SET a non-volafile

his

to keep Clock in memory that has a copy saved on an orderly shutdown and to restore Clock fjom

nd

ns
ate

interval. It is anticipated that the first update of NV Clock will occur when some number of low-order bitg of

thg volatile.€lock become zero, indicating the passage of the update interval.

EXAMPLE Assuming that the NV CLock update interval is 2*? (approximately every 4 seconds), the TPM ¢an
perform an update of NV Clock whenever the low-order 12 bits of volatile Clock are zero.

NOTE 1 If the TPM had an orderly shutdown, the low-order bits of the NV Clock will likely not be zero, so the
first update of NV Clock after the _TPM_Init will occur in less than the normal update interval.

NOTE 2 If the TPM received TPM2_Shutdown() and a subsequent command that used Clock, then the NV
value of Clock will likely be non-zero, but Safe will be CLEAR.
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