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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commis

sion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 27, Information security, cybersecurity and privacy protection.

b1l parts in the ISO/IEC 11770 series:dan be found on the ISO website.
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Introduction

In a security domain, two entities can authenticate each other and establish a shared session key to
protect their communication. This authentication is typically based on pre-established information,
such as a shared password or symmetric key or possession of each other’s public key certificates. In
a cross-domain communication, two entities assigned to two distinct security domains may not have
suitable pre-established authentication information. However, they can still establish a shared session
key by using the authentication information that each entity shares with its own domain server and
relying on the domain servers themselves to authenticate each other.

ractical cross-domain communication scenarios include email communication, mobil¢ phone
mmunication, and instant messaging. In these cases, communications need to be protected against
oth passive and active attackers. In these scenarios, each entity is typically registeréd with a domain-
specific server, such as an email exchange server (for email communications) or a hgime location|register
(For mobile phone communications). Moreover, the two communicating entities from different lomains
typically neither share a password or a symmetric key nor possess each other’s public key certlficate.

n authenticated key exchange (AKE) mechanism enables two entities/to-establish a shared session
ey based on their pre-established authentication information. A password-based AKE mefhanism
based on two entities pre-sharing a password. Similarly, a symmetric key or an asymmegtric key
ased AKE mechanism is based on two entities pre-sharing a secret key or possessing each other’s
ublic key certificate (and a trusted means to verify a certificate). In this document, these thrge types
f mechanisms are referred to as two-party password-baséd authenticated key exchange [2PAKE)
rotocols, two-party symmetric key based authenticated key exchange (2SAKE) protocols gnd two-
arty asymmetric key based authenticated key exchange (2AAKE) protocols, respectively] 2PAKE
rotocols are specified in ISO/IEC 11770-4, 2SAKE*protocols are specified in ISO/IEC 11770-2 and
AAKE protocols are specified in ISO/IEC 11770-3.@I11 the mechanisms specified in ISO/IEC 11/770-1[6],
IBO/IEC 11770-2 and ISO/IEC 11770-3 are appropriate for use in a single security domain. For ¢xample,
the mechanisms specified in ISO/IEC 11770<4"are used in authenticated key exchange applications,
here two players, usually referred to as a.server and a client, are in the same security domain.

his document (i.e. ISO/IEC 11770-7)“specifies cross-domain password-based authenticdted key
change mechanisms. Such mechahisms enable a user from one domain to establish a sespion key
shared with another user from & _different domain through their respective domain servers,|and the
nly pre-established authentication information that each user has is a password shared wjth their
omain server.

ore specifically, each mechanism specified in this document involves four parties in two [security
omains, in which each-iser and server pair are in the same domain. This type of mechanism is freferred
tp as a four-party.\password-based authenticated key exchange (4PAKE) protocol. This dpcument
ntains a frandiework for designing such 4PAKE protocols using a compositional approach. That is, a
PAKE protocolcan be implemented based on two building blocks:

a 2PAKE protocol;
a2SAKE protocol or a 2AAKE protocol.

This document also specifies several mechanisms for such 4PAKE protocols. The 2PAKE, 2SAKE
and 2AAKE protocols used to implement such 4PAKE protocols are chosen from ISO/IEC 11770-4,
[SO/IEC 11770-2 and ISO/IEC 11770-3 respectively.

The hash functions and key derivation functions used in the mechanisms specified in this document
are specified in ISO/IEC 10118-3 and ISO/IEC 11770-6, respectively.

The conversion functions in Annex B used in the mechanisms specified in this document are specified
in ISO/IEC JTC 1/SC 27 WG 2 SD 7 [16],

© ISO/IEC 2021 - All rights reserved v
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Information security — Key management —

Part 7:

Cross-domain password-based authenticated key exchange

Scope

his document specifies mechanisms for cross-domain password-based authenticated'key exch

f which are four-party password-based authenticated key exchange (4PAKE) protdacels. Such p
let two communicating entities establish a shared session key using just the login passwords t
share with their respective domain authentication servers. The authenticatign'servers, assum
art of a standard public key infrastructure (PKI), act as ephemeral certification authorities ((
rtify key materials that the users can subsequently use to exchange angragree on as a sessior

his document does not specify the means to be used to establish a shared password between :
nd its corresponding domain server. This document also does ‘not define the implementat
KI and the means for two distinct domain servers to exchange or verify their respective py
certificates.

—

Normative references

[ NS

—

he following documents are referred to in theeXt in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
yUndated references, the latest edition of the referenced document (including any amendments)

Q

]

SO/1EC 11770-2, IT Security techniques\?— Key management — Part 2: Mechanisms using sy
techniques

IBO/IEC 11770-3, Information technology — Security techniques — Key management —
Mechanisms using asymmetricttechniques

IBO/IEC 11770-4, Information technology — Security techniques — Key management —
Mechanisms based on weak secrets

3 Terms and definitions

Hor the purpgses of this document, the terms and definitions given in ISO/IEC 11770-4 and the f
apply.

[50-and IEC maintain terminological databases for use in standardization at the following add

ange, all
rotocols
hat they
ed to be
As) that
key.

n entity
ion of a
iblic key

content
lies. For
applies.
mmetric

Part 3:

Part 4:

bllowing

esSses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
asymmetric key pair

pair of related keys where the private key defines the private transformation and the public key defines

the public transformation

[SOURCE: ISO/IEC 11770-3:2015, 3.3]
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3.2

asymmetric-key authenticated key exchange

process of establishing one or more shared secret keys between two entities using asymmetric-key
techniques and neither of them can predetermine the values of the shared secret keys

3.3
certification authority
entity trusted to create and assign public key certificates (3.9)

[SOURCE: ISO/IEC 11770-1:2010, 2.3]

34
cross-dpmain password-based authenticated key exchange

process|of establishing one or more shared secret keys between two entities associated/Awith tw
distinctsecurity domains (3.10) using the entity’s prior domain-specific password-based(itfformatio
such thdt neither of the entities can predetermine the values of the shared secret keys

> O

3.5
distingpishing identifier
informafion which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-1:2010, 2.9]

3.6
key derjvation function

function] which takes as input a number of parameters, at least 6ne of which is secret, and which give
as outpyt keys appropriate for the intended algorithm(s) and applications

[72)

[SOURCE: ISO/IEC 11770-2:2018, 3.6, modified — Note 1.to%ntry has been removed.]

3.7
key establishment
process|of making available a shared key to_one or more entities, where the process includes kely
agreemg¢nt or key transport

[SOURCE: ISO/IEC 11770-3:2015, 3.23]

3.8
non-interactive key exchange
process|of establishing one or‘more shared secret keys between two entities in a non-interactivie
manner with mutual implicit\key authentication

3.9
public Key certificate
public key information of an entity signed by the certification authority (3.3)

[SOURCE: ISO/IEC 11770-1:2010, 2.37]

3.10
security domain

set of elements, security policy, security authority and set of security-relevant activities in which the
set of elements are subject to the security policy for the specified activities, and the security policy is
administered by the security authority for the security domain

[SOURCE: ISO/IEC 11770-1:2010, 2.43]
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signature
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data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the
data unit to verify the origin and integrity of the data unit and protect the sender and the recipient of

the data unit against forgery by third parties, and the sender against forgery by the recipient

[SOURCE: ISO/IEC 11770-3:2015, 3.7, modified — the word "digital" has been removed from the term.]

3.12

symmetric-key

Key used with symmetric cryptographic techniques and usable only by a set of specified entitig

wn

by (3.12)

iillrﬁmetric-key authenticated key exchange

drocess of establishing one or more shared secret keys between two entities using spmmetric-k
techniques such that neither of the entities can predetermine the values of the shared secret kgys
4 Symbols and abbreviated terms

4.1 Abbreviated terms

JAAKE two-party asymmetric-key authenticated key exchange

JNIKE two-party non-interactive key exchange protocol

JPAKE two-party password-based authenticated-key exchange

2SAKE two-party symmetric-key authenticated key exchange

4PAKE four-party password-based autli€nticated key exchange

BS2I1 function that converts a bitstring into an integer

BS20S function that converts\a bit string to an octet string

dAa certification autherity

HE2I function thaticonverts a field element to an integer

HE20S functiémthat converts a field element to an octet string

(GE20S, function that converts a group element with x-coordinate to an octet string
IPBS function that converts an integer to a bit string

IPOS function that converts an integer to an octet string

KB cey-derivationfunetion

MAC message authentication code

MAX maximum value function

MIN minimum value function

PKI public key infrastructure

Param, 2AAKE prior shared system parameters

Paramy 2NIKE prior shared system parameters

© ISO/IEC 2021 - All rights reserved
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Paramg 2SAKE prior shared system parameters

Paramp 2PAKE prior shared system parameters

SIF session identity generation function

4.2 Symbols

A B distinguishing clients’ identities including their respective domain names repre-

sented as octet strings

AKy y symmetric authentication key shared between X and Y

aKG authentication public/private key pair generation function

akVv authentication public key validation function

apky entity X's authentication public key

asky entity X's authentication private key corresponding to apky

(% ciphertext generated from a symmetric encryption fénction by entity X

DEC(K, q) symmetric decryption function taking a secretkey K and a ciphertext c as input and

giving as output a message m or a decryption{failure symbol "L1"

DL discrete logarithm setting
EC elliptic curve setting
ENC(K, m) symmetric encryption functiontaking a secret key K and a variable-length message

m as input and giving a ciphertext c as output, e.g. by using one of the symmetric
encryption systems specified in ISO/IEC 18033-3[2] and ISO/IEC 18033-4[10]

EKy y symmetric encryption key shared between X and Y

eKG ephemeral publig/private key pair generation function

eKV ephemeral public key validation function

epky entity X'S’ephemeral public key

esky entity X's ephemeral private key corresponding to epky

GE group element under either discrete logarithm or elliptic curve setting

H hash-function taking an octet string as input and giving a bit string as output, e.g.

one of the dedicated hash-functions specified in ISO/IEC 10118-3[4]

hy entity X's private key agreement key corresponding to py
Ky y symmetric key shared between two entities Xand Y
MAC(K, m) MAC function taking a symmetric key K and a variable-length message m as input

and giving a fixed-length cryptographic checksum iy as output, e.g., by using one of
the MAC algorithms specified in ISO/IEC 9797-2I3]

MAX(x,y) maximum value function taking two integers x and y as input and giving the maxi-
mum value between x and y as output

4 © ISO/IEC 2021 - All rights reserved
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MIN(x, y) minimum value function taking two integers x and y as input and giving the mini-
mum value between x and y as output

MiX step i performed by entity X in a mechanism

Px entity X's public key agreement key

pwds ¢ password shared between a domain server S and a domain client C

SpSp distinguishing identities of domain servers of clients A and B, respectively, repre-

sented as octet strings

g group setting index

sfd session identity which is uniquely indicating to the session

Ky entity X's private signature key corresponding to VKy

sy session id contribution from entity A

1K 2SAKE symmetric authentication key

th timestamp specifying a start time and an endtime

UKy entity X's public verification key

Uy cryptographic checksum generated from a MAC function by entity X
p) digital signature system

dy digital signature generated-from X.SIG by entity X

2.SIG(SKy, m) private signature transformation function taking entity X's private signature key

SKy and a variable-length message m as input and giving a digital signature|oy as
output, e.g. by using one of the digital signature systems specified in ISO/IEC 9796
(all parts)[2] ad 1SO/IEC 14888 (all parts)[8]

M

VER(VKy, m, oy) public signature verification function taking entity X's public verification k¢y VKy,
a varijable-length message m and a digital signature oy as input, and giving g single
biteutput: 0 (invalid) or 1 (valid)

XHY denotes the result of the concatenation of octet strings X and Y in the ofder
specified. In cases where the result of concatenating two or more octet strings is
input to a cryptographic function as part of one of the mechanisms specifiedl in this
document, this result shall be composed so that it can be uniquely resolved |nto its
constituent octet strings, i.e. so that there is no possibility of ambiguity in interpre-
tation This latter property can be achieved in a variety of different ways, d¢pend-

encodlng the sequence of concatenated octet strlngs usmg a method that guaran-
tees unique decoding, e.g. using the distinguished encoding rules defined in ISO/
IEC 8825-1M11.

4| bit length of a binary string y

© ISO/IEC 2021 - All rights reserved 5
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[x] ceiling function taking a real number x as input and giving the least integer greater
than or equal to x as output

LxJ floor function taking a real number x as input and giving the greatest integer less
than or equal to x as output

Og point at infinity on an elliptic curve E

5 Requirements

Each sequrity domain shall have a trusted domain server acting as an authentication server governin|
a group |of entities. Each entity within the domain shall share a password with the server. THé entit|
shall popsess a copy of its server’s credential, such as a public key certificate and the mears\to veri
it, in ordler to verify messages generated by the server. However, it is not necessarily for)the server
credentjal to be distributed in advance. In practice, the servers can distribute their crédentials to t
entities within their respective domains during the execution of a cross-domain keylexchange protocq
as specified in this document.

—_—

Furtherfa domain server shall make its public key available to other domajn, servers in the form of p
public key certificate. That is, each domain server shall have access to the@uthenticated credentials d
other ddmain servers. However, there is no interaction between domain¢servers during a protocol run

=)

The 4PAKE protocols specified in this document shall make use of cirrently available secure two-partly
key exchange protocols, including:

— 2PAKE protocols as specified in ISO/IEC 11770-4;
— 2AAKE protocols as specified in ISO/IEC 11770-3;
— 2SAKE protocols as specified in ISO/IEC 11770-2;
— 2NIKE protocols as specified in ISO/IEC 11770-3.

—

NOTE Further information about these profocols can be found in References [12], [15] (for 2PAKE) and [19
(for 2AAKE and 2SAKE).

In addit{on, Annex A lists the objectdidentifiers which shall be used to identify the mechanisms specified
in this dpcument.

6 Merhanisms

6.1 General

This clapse specifies three cross-domain password-based authenticated key exchange mechanisms.
The keylexchange mechanisms specified in 6.3 to 6.5 require that:

a) eaclh demain client involved shares a password-based weak secret with its domain server;

b) each domain server involved shall possess an asymmetric key pair.

For the key exchange mechanisms specified in 6.3 and 6.4, each domain server involved possesses a
private signature key and the corresponding public verification key of a digital signature system.

For the key exchange mechanism specified in 6.5, each domain server involved possesses a pair of
private and public key agreement keys for a two-party non-interactive key exchange protocol.

All three cross-domain password-based authenticated key exchange mechanisms have the following
initialization and key establishment processes.

6 © ISO/IEC 2021 - All rights reserved
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Initialization process

a)

b)

The two involved domain servers acquire each other's public key and agree to provide authentication

tokens to assist their respective domain clients in establishing a shared secret key.

Each involved domain client and its respective domain server agree to use a shared password,
which is known only to them, and a two-party password-based authenticated key exchange
(2PAKE) protocol to perform intra-domain client-server authentication and key exchange. Each

domain server also makes its public key available to all its domain clients.

The two 1nvolved clients and their respective domaln Servers agree to USE a v
authenticated key exchange protocol, which is either symmetric or asymmetric key b
perform authenticated key exchange between the two clients.

domain server can deliver its pubic key to other entities using one of the public key ti

A
mechanisms specified in ISO/IEC 11770-3. To prevent potential attacks, it is recomimended to u
Key transport mechanism 3 specified in ISO/IEC 11770-3:2015, which uses digital certificatg
By trusted certification authorities (i.e. a public key infrastructure) to bind tegether the iden
dublic key of a domain server.

K

(ey establishment process

Initial information exchange: both the involved domain cliehts generate an ephemeral py
according to the agreed two-party symmetric-key or asymmetric-key authenticated key ¢

Vo-party
ased, to

ansport
be public
s issued
tity and

iblic key
xchange

(2SAKE or 2AAKE) protocol. The two clients then exchange their user identities and ephemeral

public keys, and validate the received public key from‘the peer client according to the agree
or 2AAKE protocol. If any validation fails, output “invalid” and stop.

Intra-domain client-server authentication and%ey exchange: both the involved clients p¢{
two-party password-based authenticated key exchange (2PAKE) protocol with their re
domain server to establish a local secret session key between the client and its domain seryj
2PAKE protocol fails, output “fail” and-stop.

Authentication token acquirement:” each involved client sends the information excha
step a) to its domain server in.an authenticated form using the local secret session key|
from the 2PAKE protocol in 'step b), and acquires from its domain server an authenticati
derived using the privateikey of the domain server, the client identities and ephemeral pu
exchanged by the two elients in step a).

Cross-domain twpesparty authenticated key exchange: the two domain clients involved

1 2SAKE

brform a
spective
er. If the

nged in
derived
bn token
blic keys

execute

the 2AAKE or 2SAKE protocol, using the ephemeral public keys and the corresponding ephemeral

private keys genérated in step a) and the authentication tokens obtained in step c), to es
shared secfetkey. If the 2AAKE or 2SAKE protocol fails, output “fail” and stop.

NOTE The mechanisms presented in this document are based on the three four-party passwad
authenticated key exchange (4PAKE) protocols given in Reference [14].

6.2~ Sub-protocols and functions

rablish a

rd-based

6.2.1 General

The cross-domain password-based key exchange mechanisms specified in 6.3 to 6.5 incorporate
several sub-protocols, including two-party password-based authenticated key exchange (2PAKE), two-
party asymmetric-key authenticated key exchange (2AAKE), two-party symmetric-key authenticated
key exchange (2SAKE), and two-party non-interactive key exchange (2NIKE).

6.2.2 Two-party password-based authenticated key exchange

All three mechanisms given in this document use a two-party password-based authenticated key
exchange (2PAKE) protocol as a sub-protocol. The 2PAKE protocol is used by a client to perform mutual

© ISO/IEC 2021 - All rights reserved
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authentication and key exchange with its domain server using a shared password. The 2PAKE protocol
shall be secure against dictionary attacks and can be based on one of the password-authenticated key
agreement mechanisms specified in ISO/IEC 11770-4.

All three mechanisms treat the agreed 2PAKE protocol as a generic function with the following input
and output.

— Input:

— Paramyp: prior shared parameters for the 2PAKE protocol, which include the identities of the
two entities involved,

— la secret password shared between the two entities involved.
— Output: a secret session key.
NOTE In all the mechanisms presented in this document, since the 2PAKE protocol is {sed only within

a local dpmain by a domain client and its respective domain server. The two domains invelved can choose f
employ different 2PAKE protocols.

=]

6.2.3 [Iwo-party asymmetric-key authenticated key exchange

The medghanisms in 6.3 and 6.4 use a two-party asymmetric-key authenticated key exchange (2AAKH
protocol as a sub-protocol. The 2AAKE protocol is used by the two clients to perform authenticate
key excllange with the help from their respective domain servers, whio are responsible for helping thej
respective domain clients generate the authentication tokens uséd i the 2ZAAKE protocol.

— L

A 2AAKE protocol has the following input and output.
— Inpyt:

— |Param,: prior shared parameters for the 2BAKE protocol, which include the identities of the
two entities involved;

— lauthentication public/private key pairs of the two entities involved;
— |ephemeral public/private key pairs of the two entities involved.
— Output: a secret session key.
The 2AAKE protocol shall contain' the following functions.
a) Authentication key generation function, akKG:
— |Input: Paranmy»2AAKE prior shared parameters.
— |[Output:

— «ask: an authentication private key randomly chosen from the authentication private kely
domain;

— apk: an authentication public key corresponding to ask.
b) Authentication key validation function, aKV:
— Input:
— Param,: 2AAKE prior shared parameters;
— apk: an authentication public key.
— Output:

— 0 (indicating apk is invalid);

8 © ISO/IEC 2021 - All rights reserved
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— 1 (indicating apk is valid).
c) Ephemeral key generation function, eKG:
— Input: Param,: 2AAKE prior shared parameters.

— Output:

— esk: an ephemeral private key randomly chosen from the ephemeral private key domain;

— epl: an ephemeral public key corresponding to esk
d) Ephemeral public key validation function, eKV:
— Input:
— Param,: 2AAKE prior shared parameters;
— epk: an ephemeral public key.
— Output:
— 0 (indicating epk is invalid);

— 1 (indicating epk is valid).

—

=z

OTE For the 2AAKE protocol presented in 6.3, the authentication public key of a client is the p
f its domain server. Hence, the clients only need to generate their ephemeral key pairs. In the 2ZAAKE
presented in 6.4, the clients need to generate both anatithentication public/private key pair and an e
Key pair.

(@)

4.2.4 Two-party symmetric-key authenticated key exchange

he mechanism in 6.5 uses a two-party symmetric-key authenticated key exchange (2SAKE)

s a sub-protocol. The 2SAKE protocol is used by the two clients to perform authenticated key e
Uith the help from the two domain servers who are responsible for assisting their respective
lients to generate a common Symmetric authentication key used by the clients in the 2SAKE p

o < o

ary

2SAKE protocol has thé following input and output.

- Input:

— Paramgprior shared parameters for the 2SAKE protocol, which include the identiti
two éntities involved;

— _aeommon secret key shared between the two entities involved;

=" ephemeral public/private key pairs of the two entities involved.

he implementation of the above functions shall follow the-$pgcification of the selected 2AAKE protocol.

ublic key
protocol
bhemeral

protocol
xchange
domain
fotocol.

bs of the

— Output: a secret session key.
A 2SAKE protocol contains the following functions.
a) Ephemeral key generation function, eKG:
— Input: Paramg: 2SAKE prior shared parameters, including the ephemeral key domain.

— Output: an ephemeral key, containing an ephemeral private key esk and/or an ephemer
key epk (see NOTE below).

© ISO/IEC 2021 - All rights reserved
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b) Ephemeral key validation function, eKV:
— Input:
— Paramg: 2SAKE prior shared parameters;
— an ephemeral key containing esk and/or epk.

— Output:

— 0 (indir‘qfing pphpmprnl kpy is invqlid);
— 1 (indicating ephemeral key is valid).

The impJementation of the above functions shall follow the specification of the selected 2SAKE protocal.

[¢)

NOTE Different 2SAKE protocols can have different formats for the ephemeral key. It is possible that som
2SAKE pfotocols do not have the ephemeral private key (i.e. esk = NULL) or the ephemeral public key (i.e. epk
NULL).

6.2.5 [[wo-party non-interactive key exchange

The mefhanism in 6.5 uses a two-party non-interactive key exchange\[2NIKE) protocol as a sulj
protocol. The 2NIKE protocol is used by two domain servers S, and Sgto derive a shared symmetric
key basg¢d on their public and private key pairs, which subsequently_use the derived symmetric key t|
generat¢ a symmetric authentication key to be used by two clients*4)and B in a 2SAKE protocol.

=}

A two-party non-interactive key exchange (2NIKE) protocol between an entity X and a peer entity Y ha
the following input and output.

[72)

— Input:

— |Paramy: prior shared parameters for the\2NIKE protocol, which include the identities of thie
two entities involved;

— |entity X's private key agreement keyphy;
— |entity Y's public key agreement key py.
— Output: a secret session key Ky )

NOTE An example of a 2NIKE)protocol suitable for the purpose is the key agreement mechanism 1 specified
in ISO/IEC 11770-3.

6.2.6 Bession identity function

The schemes specified in 6.3 to 6.5 make use of the following function SIF, also defined ip
ISO/IEC[11770-4, to compute the session identity sid.

The sesqiémidentity generation function, SIF, takes as input two distinguishing identifiers, represented
as octet strings A and B, two group elements X and Y, and optionally two texts represented as octet
strings text1 and text2, and produces an integer written sid = SIF(4, B, X, Y, text1, text2) as output. The
function SIF is defined as follows:

— sny = BS2I(H(A||GE20S, (X)||text1));
— sng = BS2I(H(B||GE20S,(Y)||text2));
— SIF(4, B, X, Y, text1, text2) = MAX(snA’ snB)||MIN(snA' sng).

The conversion functions BS2I and GE20S, specified in Annex B shall be used in the session identity
function.

10 © ISO/IEC 2021 - All rights reserved
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6.3 Mechanism 1

6.3.1 General

021(E)

This cross-domain password-based key exchange mechanism allows two clients A and B associated

with two different domain servers S, and Sg, respectively, to perform mutual authentication
exchange. This mechanism is built on two sub-protocols:

— atwo-party password-based authenticated key exchange (2PAKE) protocol.

and key

—+ asignature-based two-party asymmetric-key authenticated key exchange (2AAKE) protaed

It requires both domain servers to possess a public and private key pair for a digital signature

p—

h this mechanism, a domain server's public and private key pair serves as the authentication
f its client in the signature-based 2ZAAKE protocol.

o

4.3.2 Prior shared parameters

—

he key exchange between clients A and B with domain servers S, and-Si,respectively, takes pl
gnvironment where the involved entities share the following parameters:

— apassword-based octet string pwdg, 4 shared between A and)S .
T+ apassword-based octet string pwd,p p shared betweert\B)and Sp.
—+ the specification of a two-party password-based authenticated key exchange protocol, 2PA

-+ the specification of a signature-based two-party asymmetric-key authenticated key &
protocol, 2AAKE.

+ the specification of an asymmetric digital’signature system, 2.

-+ the specification of a message authentication code function, MAC.
1 the specification of a sessionidentifier generation function, SIF.
+ the domain server §;'s public verification key VK, for X.

-+ the domain server Sg's;public verification key VK for J.
4.3.3 Key exchange operation

4.3.3.1 General

—]

his mechanism involves clients A and B in two different domains with respective domain se

nd B;respectively), and is illustrated in Figure 1.

ol.
bystem.

key pair

hce in an

KE.

xchange

rvers Sy
ned by A

qnd SgThe mechanism has five steps, numbered M14 - M54 and M1B - M5B (for steps perfory
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A S, S, B

M1A A epk, R
M1B < B, epk,
M2A K, s, < 2PAKE(Param,, deSA,Ag M?2B K,z < 2PAKE(Param,, deSB,Bg
M34 sid, A, B, epk , epk,, 1, M3B o sid, B, A, epk,, epk,, u,
M44 B sid, VK, 0, M4B sid, VK, 0 ¢, R
M5 K, , < 2AAKE(Param,, ((esk,, epk)), o,,), ((esk,, epk,), o,))

(A s)
whdre
sid £ SIF (4, B, epky, epkg) =SIF (B, A, epkp, epka)
Ha :MAC(KA’SA,SI'CI) Osa ZZ.SIG(SKSA, sid H VKSB)
UB =MAC(KBlSB,Sid) Osp =Z.SIG[SKSB, Sld” VKSA)

Figure 1 — Mechanism'1

NOTE 1 | In Mechanism 1, a client uses the authentication teken produced by its domain server to replace th
authenti¢ation public and private key pair in the input tothe 2AAKE protocol, i.e. the client implicitly uses i
domain gerver's public and private key pair as its authentic¢ation key pair.

wn @

NOTE 2 | Itis assumed that the server S, (or Sp) trusts that its client A (or B) is honest and knows the private
counterplart of the ephemeral public key epk, (orepkpg).

Below afe the detailed operations of each-step.

6.3.3.2 | Ephemeral public key construction (M14)

[om

— Ainyokes eKG of the signature-based ZAAKE protocol to generate an ephemeral public key epk, an
its dssociated ephemerdlprivate key esky.

— A mpkes epk, available to B.

6.3.3.3 | Ephemeral public key construction (M1B)

jon

— BinpoKes'eKG of the signature-based 2AAKE protocol to generate an ephemeral public key epkg an
its gssociated ephemeral private key eskp.

— B makes epkj available to A.

6.3.3.4 Local password key exchange (M24)
— Areceives epkp.

— A invokes eKV of the 2AAKE protocol to validate the epkp; if eKV outputs 0, output “invalid” and
stop. Otherwise, carry on.

— Aruns the 2PAKE protocol with S, to establish a local secret key K, ¢,; if 2PAKE fails, stop.
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6.3.3.5 Local password key exchange (M2B)

— Breceives epky.

— B invokes eKV of the 2AAKE protocol to validate the epky; if eKV outputs 0, output “invalid” and

stop. Otherwise, carry on.

B runs the 2PAKE protocol with Sp to establish a local secret key Kp gp; if 2PAKE fails, stop.

6.3.3.6 Local client authentication (M3A4)

A computes the session id sid = SIF(4, B, epk , epkp).
A computes p, = MAC(K, gy, sid).
A makes (sid, A, B, epk,, epkg, 1) available to S .

.3.3.7 Local client authentication (M3B)

B computes the session id sid = SIF(B, A, epkg, epk,).
B computes ug = MAC(Kp, gp, sid).
B makes (sid, B, A, epkp, epky, ug) available to Sp.

.3.3.8 Authentication token acquirement (M4A4)

S, receives (sid, A, B, epky, epkp, 114).

S, computes the session id sid" = SIF(A, B, epKy, epkp); if sid" # sid, S, returns “invalid” and 3
protocol. Otherwise, carry on.

S, computes pgy = MAC(K gy, sid).

S, compares g, against piy; if pgg # uy, Sy returns “invalid” and stops the protocol. Otherwi
on.

S, computes the authentication token o, = X.SIG(SK,, sid||VKp).

S, makes (sid, VKgp, Gg)) available to A.

.3.3.9 Authentication token acquirement (M4B)

Spreceives (sid, B, A, epkg, epky, 1p).

Sp cofnputes the session id sid’ = SIF(B, A, epkp, epk ); if sid’ # sid, Sz returns “invalid” and 3
protocol. Otherwise, carry on.

tops the

Ke, carry

tops the

Sp computes pgp = MAC(Kp gp, sid).

Spcompares pigp against pg; if pgp # up, Spreturns “invalid” and stops the protocol. Otherwise, carry

on.
Sp computes the authentication token osp = X.SIG(SKp, sid||VKs,).

Sp makes (sid, VKs,, o) available to B.

6.3.3.10 Cross-domain key exchange (M5A4)

— Areceives (sid, VKgp, 054).

© ISO/IEC 2021 - All rights reserved

13


https://standardsiso.com/api/?name=171054a2bffdbf288f9dbb59af3ef811

ISO/IEC 11770-7:2021(E)

— Aruns Z.VER(VKgy, sid||VKgg, 054) to validate ogy; if the outputis 0, A returns “invalid” and stops the
protocol. Otherwise, carry on.

— A executes the signature-based 2AAKE with B based on the ephemeral key pair (epk,, esk,) and
authentication token og,; if the 2ZAAKE protocol fails, output “fail” and stop. Otherwise, return the
output from 2AAKE as the shared secret key K p.

6.3.3.11 Cross-domain key exchange (M5B)

—  Breceives (ciri VI(J Ja |

A7 5D

— Bruns Z.VER(VKgp, sid||VKs,, 0gp) to validate ogp; if the outputis 0, B returns “invalid” and stops the
protocol. Otherwise, carry on.

jom

— B eyecutes the signature-based 2AAKE with A based on the ephemeral key pair (epky, eskgp) an
autfentication token ogp; if the 2AAKE protocol fails, output “fail” and stop. Otherwise, return thie
output from 2AAKE as the shared secret key K, p.

NOTE Examples of signature-based 2AAKE protocols suitable for the purpose are-/the SIG-DH protoc
in Refer¢gnce [13] and key agreement mechanism 7 in ISO/IEC 11770-3. Use of key agreement mechanism
in ISO/IHC 11770-3 has practical advantages, since the mechanism description ahd)the terms and definition
specifiedin ISO/IEC 11770-3 are compatible with those used in this document.

wn N =

6.4 Mechanism 2

6.4.1 [General

—

This mechanism allows two clients to use a single pair df/authentication tokens received from thej
respective domain servers to establish multiple session keys within a certain time period. Thi
mechanjsm is built upon two sub-protocols:

[72)

— atwo-party password-based authenticated key exchange (2PAKE) protocol;
— atwo-party asymmetric-key authenticated key exchange (2AAKE) protocol.

In this [mechanism, a domain server ‘sérves as the CA for its clients, and the signature-based
authentication token provided by a_domain server to its client serves as a digital certificate for thie
2AAKE authentication public key generated by the client.

6.4.2 Prior shared parameters

-

The keylexchange between clients A and B with domain servers S, and S, respectively, takes place in a
environfnent where thie'involved entities share the following parameters:

— apassword-based octet string pwd,, 4 shared between A and Sy;

— apassword-based octet string pwdgp g shared between B and Sg;

— the specification of a two-party password-based authenticated Rey exchange protocol, ZPAKE;
— the specification of a two-party asymmetric-key authenticated key exchange protocol, 2AAKE;
— the specification of an asymmetric digital signature system, 2;

— the specification of a message authentication code function, MAC;

— the specification of a session identifier generation function, SIF;

— the domain server S,'s public verification key VK, for Z;

— the domain server Sp's public verification key VK for 2.
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This mechanism involves clients A and B in two different domains with respective domain servers S,
and Sp. The mechanism has six steps, numbered M1A4 - M6A and M1B - M6B (for steps performed by A
and B, respectively), and is illustrated in Figure 2.

\ 4

A CA Cﬁ B

M14 A, apk, R
M1B < B, apk
M2A K, , < 2PAKE(Param,, pwd, ,) M2B Ky s < 2PAKE(Param,, pwd, ;)

(A k) (4 N
M3A sid, A, B, apk,, apk,, i, M3B sid, BA, apk,, apk,, i,
MA4A sid, VKgp tS5p 0 M4B sid, VKsyy U5 O
M5A sid, tsgy, O, .
M5B . sid, tsgp, Oy
M6 K, 5 < 2AAKE(Param,, ((esk,, epk,), (asky.apk,)), ((esky, epky), (asky, apky)))

(‘ N
where
sid =SIF (A4, B, apky, apkg) =SIF (B, A, apkg, apka)
Ha = MAC(KA,SA,Sid) Ogyg = ZSIG(SKSA, sid || VKSB || tSSA)
HUp = MAC(KB’SB, Sld) Ogp = ZSIG(SKSB, sid || VKSA || tSSB)

=z

OTE

(@]

f their key.

(@)

- A niakes apk, available to B.

Figure 2 — Mechanism 2

4.4.3.2 Clientauthentication key generation (M14)

— A invokes-aKG of the 2AAKE protocol to generate an authentication key pair (apky, ask ).

a.43.3 Client authentication key generation (M1B)

It is assumed that the server S, (or Sp) trusts that its client A (or B) is honest and knows thle private
punterpart of the authentication key apk, (or apkg). Otherwise, the client needs to provide a proof of pgssession

— Binvokes aKG of the 2AAKE protocol to generate an authentication key pair (apkpg, askg).

— B makes apky available to A.

6.4.3.4 Local password-based key exchange (M24)

— Areceives apkp.

— A invokes aKV of the 2ZAAKE protocol to validate the apky; if aKV outputs 0, output “invalid” and

stop. Otherwise, carry on.

— Aruns the 2PAKE protocol with S, to establish a local secret key K ¢,; if 2PAKE fails, stop.

© ISO/IEC 2021 - All rights reserved
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6.4.3.5 Local password-based key exchange (M2B)

— Breceives apk,.

— B invokes aKV of the 2AAKE protocol to validate the apky; if aKV outputs 0, output “invalid” and
stop. Otherwise, carry on.

— Bruns the 2PAKE protocol with Sg to establish a local secret key Ky ¢p; if 2PAKE fails, stop.

6.4.3.6 Local client authentication (M3A4)

— Acad
— Acad

— Am

6.4.3.7

6.4.3.8

6.4.3.9

16

B cd
B cd
Bm

Syr

S,c
prot

S,c¢

Syc
on.

S48

S,c

S, makes (sid, VKgp, tsgyr054) available to A.

Sgr

Sgc

mputes the session id sid = SIF(4, B, apk, apkpg).
mputes p, = MAC(K, gy, sid).
pkes (sid, A, B, apk, apkg, ) available to S,,.

Local client authentication (M3B)
mputes the session id sid = SIF(B, A, apkp, apk,).
mputes pp = MAC(Kp gp, sid).
hkes (sid, B, A, apkg, apky, ug) available to Sp.

Client certificate acquirement (M4A4)

pceives (sid, A, B, apky, apkpg, 114).

pbmputes the session id sid’ = SIF(4, B, apk,, apkg)y'if sid’ # sid, S, returns “invalid” and stops th|
ocol. Otherwise, carry on.

D

pmputes pgy = MAC(Ky gy, sid).

pmpares Ugy against u,; if g, # p1y; Syreturns “invalid” and stops the protocol. Otherwise, carrfy

Pnerates a timestamp tsgy.

pmputes the authentication token ogy = X.SIG(SKy, sid||VKp||tsga)-

Client certificate acquirement (M4B)
pceives (8id,'B, A, apkg, apk,, ug).

pmputes the session id sid’ = SIF(B, A, apkp, apk); if sid’ # sid, Sy returns “invalid” and stops thie

prof

oeol. Otherwise, carry on.

Sp computes ugp = MAC(Kp gp, sid).

Spcompares pigp against ug; if pgp # up, Spreturns “invalid” and stops the protocol. Otherwise, carry

on.

Sp generates a timestamp tsgp.

Sp computes the authentication token ogp = X.SIG(SKp, sid||VKg||tsgp).

Spmakes (sid, VK, tsgp, 0gp) available to B.
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6.4.3.10 Client certificate validation (M5A4)

Areceives (sid, VK, tSgy, 0y)-

— Aruns LVER(VKs,, sid||VKg||tsss 054) to89 validate ogy; if the output is 0, A returns “invalid” and

stops the protocol. Otherwise, carry on.

A makes (sid, tsg,, 05,) available to B.

6.4.3.11 Client certificate validation (M5B)

4.4.3.12 Cross-domain key exchange (M6A4)

4.4.3.13 Cross-domain key exchange:(M6B)

NOTE The 2AAKE protocol used in this mechanism can be based on various asymmetric authg
Techanisms. A variety of 2AAKE protocols are specified in ISO/IEC 11770-3.

Breceives (sid, VK, tsgp, 0gp).

B runs L.VER(VKp, sid||VKg||tssp 0sp) to validate ogg; if the output is 0, A returns”“invg
stops the protocol. Otherwise, carry on.

B makes (sid, tsgp, 0gp) available to A.

Areceives (sid, tssp, 0gp).

lid” and

A verifies the current time is within the time period specjfied by tsgg; if the verification fails, A

returns “invalid” and stops the protocol. Otherwise, carry,om.

A runs LVER(VKp, sid||VKg||tssp 0gp) to validate 6¢p,"if the output is 0, A returns “inva
stops the protocol. Otherwise, carry on.

A executes 2AAKE with B based on a freshlygenerated ephemeral key pair (epky,, esk,]
authentication key pair (apk,, ask,); if the 2ZAAKE protocol fails, output “fail” and stop. Ot
return the output from 2AAKE as the shared secret key K, p.

Breceives (sid, tsgy, 0g4).

lid” and

and its
herwise,

B verifies the current time is within the time period specified by tsg,; if the verification fails, A

returns “invalid” and st@ps the protocol. Otherwise, carry on.

B runs X.VER(VKgy, $id||VKg||tsgy 0s4) to validate ogy; if the output is 0, A returns “inv4
stops the protogol-Otherwise, carry on.

B executesc2AAKE with A based on a freshly generated ephemeral key pair (epkp, eskpg]
authentication key pair (apkp, askp); if the 2AAKE protocol fails, output “fail” and stop. Ot
returp-thie output from 2AAKE as the shared secret key K, p.

lid” and

and its
herwise,

ntication

6.5 Mechanism 3

6.5.1 General

This mechanism is built on three sub-protocols:

a two-party non-interactive key exchange protocol (2NIKE);
a two-party password-based authenticated key exchange (2PAKE) protocol;

a two-party symmetric-key authenticated key exchange (2SAKE) protocol.
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It requires each domain server involved to possess a public and private key pair for a two-party non-
interactive key exchange protocol.

In this mechanism, the two domain servers involved first establish a shared symmetric key using the
2NIKE protocol, and then use the established symmetric key to generate a symmetric authentication
key to be used by the two clients in the 2SAKE protocol.

6.5.2 Prior shared parameters

The key
environ

thnngp between clients 4 and Bwith domain servers Qﬂ and QD, rpcppr‘h'vp]y, takes plnr‘p ina

apa
apa
the
the
the
the
the
the
the
the
ase

Kgy,

6.5.3

6.5.3.1

This me|
and Sg. ]
and B, r¢

18

ment where the involved entities share the following parameters:

ssword-based octet string pwds, 4 shared between A and Sy;

ssword-based octet string pwdgp g shared between B and Sg;

specification of a two-party password-based authenticated key exchange protocol, 2PAKE;
specification of a two-party symmetric-key authenticated key exchange ptotocol, 2SAKE;
Specification of a two-party non-interactive key exchange protocol, 2NIKE;

specification of a message authentication code function, MAC;

specification of a key derivation function, KD;

Epecification of a session identifier generation function, STF;

lomain server S;'s public key pg, for the 2NIKE;

Homain server Sp's public key pgp for the 2NIKE;

cret key shared by S, and Sp:

s5 = 2NIKE(Paramy, hgp, ps,) = 2NIKE(Paramy, hgy, pgp)-

Key exchange operation

General

bspectively), and-iSillustrated in Figure 3.

chanism involves cliénts A and B in two different domains with respective domain servers
'his mechanism hasfive steps, numbered M14 - M54 and M1B - M5B (for steps performed by

=
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A S, S, B
M1A4 A, epkA -
M1B . B epky
M2A K, 54 < 2PAKE(Param,, pwd,, ,) M2B Ky 55 < 2PAKE(Paramy,, pwdy ;)
< > < >
M2 A sid A B enk enk u M2D sid B A enk onlk 1
M3A P i — M3E — e epht
M4A sid, cg, M4B sid, cgy
M5 ) K, 5 < 2SAKE(Paramg, ((esk,, epk,), TK, ¢5), ((esk, epky), TK;, ¢5)) ‘
< >
where
KSA,SB = ZNIKE(ParamN, hSA' pSB) = ZNIKE(ParamN, hSB' pSA)
sid =SIF (A, B, epkys, epkp) =SIF (B, A, epkp, epky)
TKsa,sp =KD(Ksa,sp, sid)
AKA,SA =KD(KA,SA, 0) Ha =MAC(AKA,SA,SI.d)
EKy, 54 =KD(K4 54, 1) cea*=ENC(EK4 54, TKsa,s8)
AKg sp =KD(Kp s5, 0) pup =MAC(AKp, sp, sid)
EKp, sp =KD(Kp sp, 1) csp =ENC(EKp,s5, TKsa,s5)
Figure 3 —Mechanism 3
NOTE It is assumed that the server S, (or Sp) trusts that its client A (or B) is honest and knows the|r private
cpunterpart of the ephemeral key epk, (or epkg). Otherwise, the client needs to provide a proof of posgession of
their key.
Helow are the detailed operations-of each step.
4.5.3.2 Ephemeral public'key construction (M14)
+ A invokes eKG of the 2SAKE protocol to generate an ephemeral public key epk, and its asfociated
ephemeral private key esk,.
+ A makes epky available to B.
4.5.3.3 _“Ephemeral public key construction (M1B)
-+~ B.nvokes eKG of the 2SAKE protocol to generate an ephemeral public key epky and its associated
ephemeral private key eskg

— B makes epky available to A.

6.5.3.4 Local password key exchange (M24)

— Areceives epkp.

— Ainvokes eKV of the 2SAKE protocol to validate the epky; if eKV outputs 0, output “invalid” and stop.

Otherwise, carry on.

— Aruns the 2PAKE protocol with S, to establish a local secret key K, ¢,; if 2PAKE fails, stop.
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— A invokes the key derivation function KD with secret value K, g4 and key derivation parameter "0"
to derive a local symmetric authentication key AK, 54 = KD(Ky g4, 0).

— A invokes the key derivation function KD with secret value K, ;4 and key derivation parameter "1"
to derive a local symmetric encryption key EK, 54 = KD(Ky 54, 1).

6.5.3.5

Local password key exchange (M2B)

— Breceives epky.

— Bin
Oth

— Bruyns the 2PAKE protocol with Sg to establish a local secret key Ky ¢p; if 2PAKE fails, stop.

— Binjokes the key derivation function KD with secret value Kp ¢g and key derivation’parameter "0
to derive a local symmetric authentication key AKp ¢p = KD(Kjp gp 0).

— Binpokes the key derivation function KD with secret value K ¢ and key derivation parameter "1
to dprive a local symmetric encryption key EKp ¢p = KD(Kjp gp, 1).

6.5.3.6

— A cdmputes the session id sid = SIF(4, B, epk,, epkpg).
— A camputes u, = MAC(AK, g4, sid).

— Am

6.5.3.7

— B cdmputes the session id sid = SIF(B, A, epkp, epk ).
— B cgmputes up = MAC(AKjp gp sid).

— Bm
6.5.3.8
— Sr

protocol. Otherwise)carry on.

— S, invokes thekey derivation function KD with secret value K, ¢4 and key derivation parameter "(

tod
— S,i

yokes eKV of the 2SAKE protocol to validate the epk; if eKV outputs 0, output “invalid” and stop.
Prwise, carry on.

Local client authentication (M3A4)

hkes (sid, A, B, epk , epkg, ) available to Sy.

Local client authentication (M3B)

hkes (sid, B, A, epkg, epky, ug) available to Sp.

Client key acquirement(M4A4)
pceives (sid, A, B, epkgepkp, 1) from A.

bmputes the session’id sid" = SIF(4, B, epky, epkp); if sid" # sid, S, returns “invalid” and stops thie

erive alocal symmetric authentication key AK 4 = KD(KA sa 0)-

vokes the key derivation function KD with secret value K, ¢, and key derivation parameter "]

to derive a local symmetric encryption key EKA 4 = KD(K, ¢, 10

— S, computes pg, = MAC(AK) gy, sid).

— S, compares ug, against py; if pgy # 1y, Sqreturns “invalid” and stops the protocol. Otherwise, carry

on.

— S, invokes the key derivation function KD with secret value K4 ¢pand key derivation parameter sid

tod

erive a 2SAKE authentication key TKgy sp = KD(Kg, gp Sid).

— S, computes cgy = ENC(EK 4, TKsy sp) and makes (sid, cg,) available to A.
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6.5.3.9 (Client key acquirement (M4B)

Spreceives (sid, B, A, epkg, epky, p) from B.

Sp computes the session id sid" = SIF(B, A, epkg, epk); if sid’ # sid, S, returns “invalid” and stops the

protocol. Otherwise, carry on.

Spinvokes the key derivation function KD with secret value K ¢z and key derivation parameter "0"

to derive a local symmetric authentication key AKp g5 = KD(Kjp gp, 0).

€4.5.3.10 Cross-domain key exchange (M5A4)

4.5.3.11 Cross-domain key exchange (M5B)

NOTE A variety'ef-2SAKE protocols are specified in ISO/IEC 11770-2.

SB mvokesthe }\cy derivatiomrfunctiomr KB-withrsecretvatue KB SB ardt }\c_y derivation parar
to derive a local symmetric encryption key EKp ¢ = KD(Kp sp 1).

Sp computes pgp = MAC(AKp gp, sid).

Sp compares pgp against up; if ugp # up, Spreturns “invalid” and stops the protocel. Otherwi
on.

Spinvokes the key derivation function KD with secret value K, ¢pand key derivation parar
to derive a 2SAKE authentication key TKs, g = KD(Kgy gp sid).

Sp computes cgg = ENC(EKp gp TKsy sp) and makes (sid, cgg) avajlable to B.

Areceives (sid, cg,) from Sy.

Aruns DEC(EK, 4, Cs4); if the output is "L", A returns “invalid” and stops the protocol. Othg
obtains TK, ¢p=DEC(EK, g4 Cs4) and executes Z8§AKE with Bbased on the ephemeral key p3
esk,) and authentication key TKs, sp; if the 28AKE protocol fails, output “fail” and stop. Ot
return the output from 2SAKE as the sessign key K, p-

B receives (sid, cgp) from Sp.

Bruns DEC(EKjp gp, cgp); if the output is "L", B returns “invalid” and stops the protocol. Othe
obtains TK, ¢p=DEC(EKp\sp cgp) and executes 2SAKE with A based on the ephemeral key p3
eskp) and authentication' key TKs, ¢p; if the 2SAKE protocol fails, output “fail” and stop. Ot
return the output from 2SAKE as the session key Ky p-

1eter "1"

be, carry

heter sid

rwise, 4
ir (epky,
herwise,

rwise, B
ir (epkp,
herwise,
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