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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
\/

IFO/IEC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in ac€ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation on the meaning of [SO specific terms and€xpressions related to conformity ass
ds well as information about ISO’s adherence to the Wotld Trade Organization (WTO) principl
Technical Barriers to Trade (TBT) see the following YURL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IEC JTC 1, Information technology, Subco
§C 27, IT Security techniques.

Alist of all parts in the ISO/IEC 11770 sefies can be found on the ISO website.
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Introduction

The establishment of shared secret cryptographic keys is a fundamental key management service. It
is a prerequisite for the use of a range of symmetric cryptographic techniques, including symmetric
encryption for confidentiality protection, and message authentication codes (MACs) for integrity
protection and data origin authentication. Key derivation techniques enable such keys to be generated
from pre-existing secrets and have a range of possible applications. Two particularly important
applications are as follows.

First, while two (or more) parties might share secret information, this secret information mightmgt
be suitaple for immediate use as input to an encryption algorithm or a message authentication 'co
scheme.|For example, the initial secret information might not be distributed randomly across thie'enti
space of|possible values, or an unauthorized third party might have partial information aboltyit. A ke
derivatipn function (or a key extraction function) can be used to resolve this issue by takihg the secrgt
informafion as input, perhaps together with other non-secret material, and giving a suitable secret ke
as outpuyt.

Second, p number of secret keys might be required for different purposes, e.g. fof,different applicationls
or for injput to different cryptographic functions. Again, a key derivation function (or a key expansio
function) can be used to meet this requirement by taking secret informatien, perhaps together wit
other ngn-secret material, as input, and giving a secret key, or keys, as output. The secret informatio!
might, fpr example, be shared by two or more parties, and the generated secret keys could then b
used to protect data exchanged between these parties via untrusted<hannels; alternatively, the secret
informafion might only be known by a single party, and the génerated keys could then be used t
protect (lata stored by that party in untrusted locations.

This doqument is concerned with such key derivation techniques. Two general classes of key derivatio
techniqyes are specified, namely one-step and two-step functions, both of which can be used to genera
either a|single key or multiple keys. One-step functidns transform the input information into one dr
more kelys in a single operation. Two-step functions.first transform the input information into a secregt
MAC key, which is then used in the second step (which can be executed multiple times) to generate o
or morelsecret keys for use in applications.

The chojce between one-step and two-step functions depends on two main things: the nature of t
available secret input to the key derivation function, and the way in which the secret input is to be used.
For exarpple, if the available secretinput is already in the form of a secret key, then a one-step functio!
will normally be appropriate. Also/ regardless of the nature of the secret input, if the function is
be used|only once with a particular set of secret inputs, then again a one-step function will typicall
be apprppriate. However, if the secret input is not in the form of a secret key, and the same secreg
input is [to be used multiple-times to generate one or more keys, then a two-step function is likely t
be apprppriate, where(the first step is performed once to generate a MAC key and the second step i
performed wheneveramnew key is, or keys are, to be generated from the MAC key.

wn O ~

This doqument defines a range of one-step key derivation functions. It also defines examples of both kely
extractipn futretions and key expansion functions, where a key extraction function can be combinefd
with a key-expansion function to define a two-step key derivation function.

vi © ISO/IEC 2016 - All rights reserved
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Information technology — Security techniques — Key
management —

Part 6:

Key derivation

1 Scope

his document specifies key derivation functions, i.e. functions which take secret information a
public) parameters as input and output one or more “derived” secret keys. Key derivation f
ased on MAC algorithms and on hash-functions are specified.

o =]

2 Normative references

o |

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of this document. For dated references, only the edition cited app
yUndated references, the latest edition of the referenced doctimient (including any amendments)

Q

p—

50/IEC 9797 (all parts), Information technology —:Security techniques —Message Authel
odes (MACs)

—_— N

50/1EC 10118 (all parts), Information technology‘<- Security techniques — Hash-functions

3 Terms and definitions

v w]

or the purposes of this documeng,;the terms and definitions given in ISO/IEC 11770-1
bllowing apply.

-

I50 and IEC maintain terminolegical databases for use in standardization at the following addr

— [EC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31
ntropy
heasure pfithe disorder, randomness or variability in a closed system

= 0

Note 1teentry: The particular measure of entropy that is used in the document is discussed in 5.1.

nhd other
inctions

content
lies. For
applies.

itication

and the

esses:

3.2

hash-function
function which maps strings of bits of variable (but usually upper bounded) length to fixe
strings of bits

d-length

Note 1 to entry: Cryptographic requirements on hash-functions employed for the purposes of this document are

considered in 6.1.

© ISO/IEC 2016 - All rights reserved
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3.3

key derivation function

KDF

function which takes as input a number of parameters, at least one of which shall be secret, and which
gives as output keys appropriate for the intended algorithm(s) and applications

Note 1 to entry: Cryptographic requirements on key derivation functions are specified in 5.1.

Note 2 to entry: Key derivation functions are also sometimes known as “key generating functions.”

34

key explansion function
KPF
function] which takes as input a number of parameters, at least one of which shall be a secret.kéy, and
which glves as output keys appropriate for the intended algorithm(s) and applications

Note 1 tgentry: Cryptographic requirements on key expansion functions are specified in 7.1.
Note 2 toentry: All the KPFs specified in this document are based on a MAC algorithm.

3.5
key extraction function
KTF
function which takes as input a number of parameters, at least one of which shall be secret, and which
gives as|output a key suitable for use as input to a key expansion function

Note 1 tgentry: Cryptographic requirements on key extraction functions are specified in 7.1.

3.6
message authentication code
MAC
string of bits which is the output of a MAC algorithm

[SOURCE: ISO/IEC 9797-1:2011, 3.9 - modified, Note 1 to entry removed]

3.7
message authentication code algorithm

MAC algorithm

algorithm for computing a functién)which maps strings of bits and a secret key to fixed-length string
of bits, sptisfying the following two properties:

[72)

— for qny key and any input string, the function can be computed efficiently;

— for hny fixed key;and given no prior knowledge of the key, it is computationally infeasible t
conjpute the funétion value on any new input string, even given knowledge of a set of input string
and|correspénding function values, where the value of the ith input string might have been chosep
aftefr obsefving the value of the first i — 1 function values (for integers i > 1)

wn O

Note 1 to entry: A MAC algorithm is sometimes called a “cryptographic check function.”

Note 2 to entry: Computational feasibility depends on the user’s specific security requirements and environment.

Note 3 to entry: Additional cryptographic requirements for MAC algorithms employed for the purposes of this
document are specified in 6.1 and 7.1.

3.8

message authentication code key

MAC key

bit string suitable for use as a key input to a MAC algorithm

2 © ISO/IEC 2016 - All rights reserved
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3.9
one-step key derivation function
OKDF

key derivation function which operates in a single stage, in contrast to key derivation functions

involving separate key-extraction and key-expansion stages (cf. 3.12)

3.10
salt

value used as input to a key derivation function, a key expansion function or a key extraction function,

which mighf not he a secret

A1
cret information
it string used as input to a KDF or a KTF, which shall be known only to entities which are au
tp agree upon the key or keys, and possibly to one or more other entities trusted for'the purpos
stablishment

thorized
bs of key

t .102-step key derivation function
KDF
ey derivation function which involves two stages, namely the use of a-Key extraction function followed
hy a key expansion function
4 Symbols and abbreviations
4.1 Symbols
a algorithm identifier
b bit string output by a KDF
q counter
f MAC algorithm, where fz(d) denotes the MAC obtained when f'is given as input the key k and
the data d (a bit string)
I hash-function
K secret key
Km secretMAC key
Ly bit:length of the output b of a KDF
i bit-length of the binary encoding of the counter ¢
L bit-length of the output of the MAC algorithm fused as part of a KDF
Lnp bit-length of the output of a hash-function h used as part of a KDF
Lg bit-length of a secret key k
p label employed to 1) indicate how a bit string is to be partitioned into one or more keys, and 2)

identify the algorithm(s) with which the resulting key(s) should be used
s secret information

t salt value

© ISO/IEC 2016 - All rights reserved
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u

y

V4

auxiliary secret information
bit string

bit string

4.2 Abbreviations

KDF

key derivation function

KPF
KTF
MAC
OKDF
TKDF

4.3 N

5 Key

51 M

A KDF i
inputs. |

Inputs:
— Mar

key exPansion function

key exTraction function
message authentication code
one-step KDF

two-step KDF

ptation

concatenation, where x||y denotes the bit string obtained by<{oncatenating the bit strings x
and y in the order specified

if x is a real number, [x—‘ denotes the smallest integergreater than or equal to x

if x is a bit string, [x] indicates that the inclusignof x is optional

y derivation techniques

odel

a function which can be used to generate one or more secret keys, given a range of possible
h general, a KDF has the following inputs and outputs.

datory inputs:

s secret/nformation possessed by the party or parties using the KDF. It shall b
computationally infeasible for parties not authorized to obtain the keys output from the KD
to differentiate between values produced using the mechanism employed to generate s an
values-selected with sufficient entropy to support the security requirements of the user(s) ¢
the intended application(s) of the generated key(s) (see B.1.2 for guidance).

= = o o

NOTE1 The entropy of a (discrete) random variable X is a mathematical measure of the uncertainty

associated with the possible outcomes of an observation, which serves as an estimate of the information
that may be gained from an observation of X. Entropy is at its highest if all possible outcomes are equally
likely. Entropy is lessened if the distribution on X is such that some outcomes are more likely than others;
entropy is at its lowest (zero) if each observation is certain to be a particular (predetermined) value.

NOTE 2  There are various notions of entropy that are relevant to cryptographic applications, but in this
document entropy is measured using min-entropy, as defined in ISO/IEC 18031:2011, 3.22[5]. When the unit
of measurement is bits, the min-entropy of a (discrete) random variable X is the largest value m for which the
probability of observing any particular value of X is at most (1/2)m. The min-entropy of X is a lower bound
for other commonly used measures of entropy.

NOTE 3 Computational feasibility depends on the user’s specific security requirements and environment.

© ISO/IEC 2016 - All rights reserved
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— Optional/mechanism-dependent inputs:

— a algorithm identifier employed by the OKDF2 mechanism, which specifies the algorithm

with which the single key it gives as output should be used;

— p label, used with certain KDFs to indicate how the output bit string should be partitioned

into secret keys and the intended use for each such secret key;

— t salt value, i.e. a (not necessarily secret) value that can be used, for example, to make the
generated key(s) specific to a particular application and/or to ensure that the output key(s)

WIIl vary with each execution of a Key derivation function; used as a MAC Key Dy.t
mechanism;

— t salt value, i.e. a (not necessarily secret) value that is used as a MAC key by thg
mechanism and used as an initialization value by the KPF3 mechanism;

— u auxiliary secret information possessed by the party or parties using the K
entropy provided by the choice of u may be used to supplement that’provided by the
s, in support of the security requirements of the user(s) of the intended application
generated key(s).

Qutputs:

— b Dbit string that is either equal to a single secret key or,can be partitioned to obtain a ny
secret keys.

hoices, including the selection of a hash-function ortMAC algorithm(s), the type and source of
hput parameters, etc. Appropriate choices will pravide assurance that the resulting KDF sati
bllowing requirement.

et e M

iven no prior knowledge of s, it shall be comiputationally infeasible to predict the value of an
nseen) output b with a probability of success that is a significant improvement over simply

ither the value of b or the value of 5. This’shall be the case even when given knowledge of a (b
umber of KDF outputs which werecomputed using the same (unknown) s, but with other
nown and adaptively chosen) input parameters that are not identical to those used to generat

= =0 0O o O

NOTE4  Computational feasibility and the significance of the probability of successfully predicting
on the KDF user’s specific se€upity requirements and environment.

3.2 Types of key derivation function
Ih this documeunt; two types of KDF are specified.

1+ One-stép-KDFs (OKDFs) are KDFs which transform input information into one or more }
single-operation.

-+ ‘Two-step KDFs (TKDFs) are KDFs which transform input information into one or more kejy

he KTF1

e OKDF6

(DF; the
rhoice of
5) of the

mber of

he instantiation of a key derivation function specified\in‘this document requires a number of critical

various
sfies the

(as-yet-
ruessing
punded)
possibly
e b.

b depend

xeys in a

’'s in two

operations. A TKDF consists of a combination of two functions: a key extraction function (K|

TF), and

a key expansion function (KPF). In some cases, the KTF can be the identity function (i.e. a function
whose output is always the same as the input), i.e. the TKDF is simply a KPF, in which case the
secret information input to the TKDF shall take the form of a MAC key suitable for use with the MAC

algorithm on which the KPF is based.

Six OKDFs (OKDF1 to OKDF6) are specified in Clause 6. In Clause 7, one key extraction function

(KTF1),

four key expansion functions (KPF1 to KPF4), and four TKDFs (TKDF1 to TKDF4) are specified, where

the TKDFs are defined as specific combinations of a KTF and a KPF.

The KDFs specified in this document are built upon existing cryptographic functions, namely either
hash-functions, as specified in ISO/IEC 10118 (all parts), or message authentication code algorithms, as

specified in ISO/IEC 9797 (all parts).

© ISO/IEC 2016 - All rights reserved
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5.3 Relationship to key management life cycle

ISO/IEC 11770-1:2010, Clause 4l specifies a model for key management, including, in 4.3, a model for
the life cycle of a key. Key derivation forms part of the first step in this life cycle, namely the “Generation”
step. Key derivation could also be used in the “Active” state for a key, when an existing active key is used
to generate additional keys.

5.4 Use of a key derivation function

The inpytstoande

The secyet information s input to a KDF could be an existing secret key, secret information establishefd
betweer) two parties, e.g. using one of the key establishment mechanisms specified in ISO/IEC [11770-
2[2] or I$0O/1EC 11770-3[3], or any other secret data known by the party or parties using the KDF.

A KDF cpuld be invoked once with particular secret information s to generate either a single secret kely
or to generate a number of secret keys. Alternatively, it could be invoked multiple times'with the same
and different salt values t to generate a series of secret keys for specific applicatighs. These salt valug
could take a range of forms and have varying lengths, even when used with the Same secret value s.

[Z20%)

Guidanck on use is provided in Annex B.

6 One-step key derivation functions

6.1 General

A one-step KDF (an OKDF) is a KDF which is capable of trardsforming input information into one or mor
secret keys in a single phase of operations (in contrast to-the separate extraction and expansion phasg
that arelemployed by two-step KDFs). Like all KDFs, amtOKDF takes as input secret information togethe
with other parameters, some or all of which might be'public, and gives as output one or more secret key

= w»n O

In Clauge 6, six OKDFs (OKDF1 to OKDF6) are“specified. Five of them (OKDF1 to OKDF5) are basefd
on the use of a cryptographic hash-functiofi.chosen from ISO/IEC 10118 (all parts). The other schemje
(OKDF6]) is based on the use of a MAC algorithm selected from ISO/IEC 9797 (all parts). OKDF2 output
a single|secret key, whereas the other five functions output a bit string which can be partitioned intp
multiplg secret keys, as required.

[72)

A hash-flunction used by OKDE1 to OKDF5 shall satisfy the following three properties:

-

— itisfomputationally infeasible to construct two distinctinputs that map to the same output (collisio
resigtance);

— for g given output; it is computationally infeasible to find an input that maps to this output (preimag
resitance);

D

— for & given input, it is computationally infeasible to find a second (distinct) input that maps to t
same‘output (second preimage resistance).

The hash-function employed in an implementation of OKDF1 to OKDF5 and/or the method(s) used to
encode the data input to that hash-function shall be chosen in a manner that guards against length-
extension attacks. A hash-function h is called “length-extension resistant” if, given the hash value, h(x),
of some unknown input x (and possibly given the length of x as well), it is computationally infeasible
to deduce (with non-negligible probability of success) the value h(x||y) for any non-empty bit string y,
unless x itself can be guessed. Examples of hash-functions that are length-extension resistant include
SHA-384 and SHA-512/256, which output truncated versions of a 512-bit hash value. Length-extension
resistance is not required of h in applications where each bit string used as input to the hash-function
has the same fixed length, or in situations where the input strings correspond to information that has
been encoded in a prefix-free fashion, ensuring that no (non-empty) input string will appear as the
initial segment of another (longer) input string.

6 © ISO/IEC 2016 - All rights reserved
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In OKDF6, a MAC function f is used with a MAC key that may be publicly known, but with secret
information included as part of the input message data. The MAC algorithm employed in an
implementation of OKDF6 shall satisfy the following property, in addition to those that are ordinarily

required (cf. 3.7).

Given that the key k input to the MAC function fis a publicly known value, and the input data d

includes

secret information s, then, without prior knowledge of s, it shall be computationally infeasible to predict
the (as-yet-unseen) MAC value fx(d) with a probability of success that is a significant improvement over
simply guessing either fx(d) or s. This shall be the case even when given knowledge of a (bounded)

umber of MAC values fr {(d), where each d includes the same (unknown) s and where hoth k

and the

non-secret portions of d] are known and (adaptlvely) chosen, sub]ect to the restriction that (K5
qual to (k, d).

[0)

6.2 One-step key derivation function 1 (OKDF1)

(@

.2.1 General

eys. If the key derivation function is invoked multiple times with-the same s to generate a
istinct secret keys, then a different value of ¢t shall be used with each invocation.

o =X =

NOTE The “IEEE P1363 key derivation function” mechanism{described in ISO/IEC 11770-3[3] is
hse of the OKDF1 mechanism, where s and t are encoded as octét strings (with ¢t representing the key d
parameters) and the output bit string is used as a single secretKey.

(@]

4.2.2 Requirements for use

Hrior to use, the one or more entities which, wish to use the function shall meet the fi
requirements.

—+ They shall agree on the use of OKDEI-

4+ They shall agree on a specificshash-function h, which shall be one of the algorithms spe
[SO/IEC 10118 (all parts). This‘hash-function shall give as output a string of bit-length gred
or equal to the sum of thetbit-lengths of the keys to be generated.

step a) of 6.2.3.
1+ They shall agreeon precisely how the output of the KDF shall be partitioned into secret ke

-+ If the optign'to employ a salt is exercised, they shall agree on a specific salt value ¢, which
need te be a secret.

—+ They shall all possess a bit string s, constituting the secret information.

1) is not

his key derivation function takes as input secret information s and (optienally) a salt ¢, whijich does
ot need to be a secret. It gives as output a bit string b which can be partitioned into one or mor

e secret
series of

a special
erivation

bllowing

cified in
ter than

-+ They shall agree on theencoding methods for the strings s and (if used) ¢ prior to concatemation in

s,

does not

The function involves the following two steps.
a) Compute b= h(s || [t]).

b) Partition b into one or more secret keys.

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=d7d02a504bbd7edaf87ad17592e4548e

ISO/IEC 11770-6:2016(E)

6.3 One-step key derivation function 2 (OKDF2)

6.3.1 General

This key derivation function takes as input secret information s, an algorithm identifier a, (optionally)
a salt ¢, which does not need to be a secret, and (optionally) auxiliary secret information u. It gives as
output a single secret key k for use with a specific algorithm. If the key derivation function is invoked
multiple times with the same s to generate a series of distinct secret keys, then a different value of g, t,
or u shall be used with each invocation.

NOTE
function’
where th
(optional
ISO/IEC
ASN.1 DH

6.3.2

Prior to

Provided that its output is used as a single secret key, an instance of the “ANSI X9.42 key derivaltiog
mechanism described in ISO/IEC 11770-3[3] could be viewed as an example of the OKDF2 meclanisn,
e counter c is encoded as a 32-bit octet string, ¢t and u (if used) comprise an appropriate subset of the
) key-specification information denoted by EntityAlnfo, EntityBInfo, SuppPrivinfo and SuppPublnfo i
| 1770-3[3], and the quantity denoted a || ¢ || [t] || [u] in the specification of OKDF2 is enceded using a
R encoding.

Requirements for use

require

— The}y shall agree on the use of OKDF2.

— The}y shall agree on a specific hash-function h, with output bitlength Lp, which shall be one of the
algdrithms specified in ISO/IEC 10118 (all parts).

— The}y shall agree on the method for binary encoding the,counter ¢, including the number L. of bits i
the pncoding. They shall also agree on the methods fér~encoding s, g, t (if used) and u (if used) priqg

tot

— The
algd

— Ifth
nee

— The
aux

6.3.3
The fun

a) Set
b) Ifd

use, the one or more entities which wish to use the function/shall meet the following
ents.

=]

eir concatenation in step d) 1) of 6.3.3.

y shall agree on the algorithm and bit-length L for the output secret key k, together with ah
rithm identifier a for this algorithm.

(s

e option to employ a salt is exercised, they shall agree on a specific salt value t, which does nd
] to be a secret.

y shall possess a bit string-s;.constituting the secret information, together (optionally) with a
liary secret u.

-

Dperation of function
'tion involvesithe following steps.

1= L, (D).

> 21¢ then halt and output “invalid.”

c) Set

ez lodd o4
L = CllllJl,y UIt Oll llls.

d) Forc=1tod:

1

Setz=z|| h(s|lallcl| [t] I [u.

e) Set k =the leftmost L bits of z.
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6.4 One-step key derivation function 3 (OKDF3)

6.4.1 General

This key derivation function takes as input secret information s, (optionally) a salt ¢, which does not
need to be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which
can be partitioned into one or more secret keys. If the key derivation function is invoked multiple times
with the same s to generate a series of distinct secret keys, then a different value of t or u shall be used
with each invocation.

NOTE The “NIST/SP 800-56A concatenation key derivation function” mechanism and “NIST/SPB|800-56A
ASN.1 key derivation function” mechanism described in ISO/IEC 11770-313], as well as option t~of the single-
step KDF mechanism specified in NIST/SP 800-56A (Revision 2):2013, 5.8.1.1[2] and NIST/SP 800-56B (Revision
1]):2014, 5.5.1.1[19] are special cases of the OKDF3 mechanism, where the counter ¢ is encodéd‘as a 32-bit, big-
endian bit string, and t is the appropriate encoding of OtherInfo.

(@)

4.2 Requirements for use

Hrior to use, the one or more entities which wish to use the function shall meet the fpllowing
requirements.

4+ They shall agree on the use of OKDF3.

1+ They shall agree on a specific hash-function h, with output bit-length Lj, which shall be one of the
algorithms specified in ISO/IEC 10118 (all parts).

4+ They shall agree on the method for binary encodingithe counter c, including the number L. pf bits in
the encoding. They shall also agree on the methods for encoding s, t (if used) and u (if used) prior to
their concatenation in step d) 1) of 6.4.3.

-+ They shall agree on the length Lj, of the réquired output string and precisely how the output b of the
KDF shall be partitioned into secret keys.

-+ If the option to employ a salt is exércised, they shall agree on a specific salt value ¢, which Hoes not
need to be a secret.

-+ They shall possess a bit string s, constituting the secret information, together (optionally)| with an
auxiliary secret u.

4.4.3 Operation of(furiction

The function inyolves the following steps.

d) Setd=fhy /L, |

H) Ifd=2L, then haltand output “invalid.”

d CSeét z = empty bit string.

d) Forc=1tod:
1) Setz=z|[h(c||s|lt]l [u])-

e) Setb =the leftmost Ly, bits of z.
6.5 One-step key derivation function 4 (OKDF4)

6.5.1 General

This key derivation function takes as input secret information s, a label p, which describes the intended
use of the output, (optionally) a salt ¢, which does not need to be a secret, and (optionally) auxiliary
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secret information u. It gives as output a bit string b which can be partitioned into one or more secret
keys. If the key derivation function is invoked multiple times with the same s to generate a series of
distinct secret keys, then a different value of p, t, or u shall be used with each invocation.

NOTE Provided that p || [t] || [u] is an appropriate encoding of SharedInfo, the “ANSI X9.63 key derivation

function” mechanism described in ISO/IEC 11770-3[3] is a special case of the OKDF4 mechanism, where the
counter c is encoded as a 32-bit, big-endian bit string.

6.5.2 Requirements for use

Prior td use, the one or more entities which wish to use the function shall meet the followinlg
requiremnents.

— The}y shall agree on the use of OKDF4.

— Thel shall agree on a specific hash-function h, with output bit-length Lj, which shall\be one of thie
algdrithms specified in ISO/IEC 10118 (all parts).

— The}y shall agree on the method for binary encoding the counter ¢, including the humber L. of bits i
the pncoding. They shall also agree on the methods for encoding s, p, t (if used) and u (if used) prig
to cpncatenation in step d) 1) of 6.5.3.

=]

=)

— Thel shall agree on the length Ly of the required output string and:precisely how the output b
the KDF shall be partitioned into secret keys. They shall also agree’on a label p that specifies thi
partitioning and with which algorithm each of the keys shall be used.

[72)

[

— If the option to employ a salt is exercised, they shall agreeion a specific salt value ¢, which does ng
neefl to be a secret.

-

— Thel shall possess a bit string s, constituting the secret information, together (optionally) with a
aux]liary secret u.

6.5.3 Pperation of function
The fung¢tion involves the following two steps.
a) Setfi=[L,/L,].
b) Ifdp 2L, then halt and output“invalid.”
c) Setf=empty bit string:
d) Forp=1tod:

1) Setz=z|| sl cllpllt]l [ul).

e) Setp =theleftmost Lj bits of z.

6.6 One-step key derivation function 5 (OKDF5)

6.6.1 General
This key derivation function takes as input secret information s, (optionally) a salt ¢, which does not

need to be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which
can be partitioned into one or more secret keys. If the key derivation function is invoked multiple times
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with the same s to generate a series of distinct secret keys, then a different value of ¢t or u shall be used
with each invocation.

NOTE The “KDF1” mechanism specified in ISO/IEC 18033-2[6] is a special case of the OKDF5 mechanism,
where the counter c is encoded as a 32-bit octet string, the methods employed for encoding s, ¢ (if used) and u (if
used) produce an octet string as v, and e = 0. Similarly, the “KDF2” mechanism specified in ISO/IEC 18033-2[6]
is a special case of the OKDF5 mechanism, where the counter c is encoded as a 32-bit octet string, the methods
employed for encoding s, t (if used) and u (if used) produce an octet stringas v, and e = 1.

6.6.2 Requirements for use

Hrior to use, the one or more entities which wish to use the function shall meet the fpllowing
requirements.

—+ They shall agree on the use of OKDF5.

1+ They shall agree on a specific hash-function h, with output bit-length Lj, which shall be one of the
algorithms specified in ISO/IEC 10118 (all parts).

1 They shall agree on the method for binary encoding the counter ¢, including the number L. pf bits in
the encoding. They shall also agree on the methods for encoding s{€(if used) and u (if used) o create
vin step d) 1) of 6.6.3 prior to concatenation in step d) 2) of 6.6:3)

4+ They shall agree on the length L of the required output string and precisely how the output b of the
KDF shall be partitioned into secret keys.

-+ If the option to employ a salt is exercised, they shall:agree on a specific salt value ¢, which oes not
need to be a secret.

-+ They shall possess a bit string s, constituting'the shared secret information, together (optionally)
with an auxiliary secret u.

—+ They shall agree on a start value e for. the counter ¢, where e shall be 0 or 1.

§.6.3 Operation of function

The function involves the following steps.

d) Setd=|[L,/L,|

) Ife+d-1 = 2L, thenhalt and output “invalid.”

d Setz=emptyDbit string.

d) Forc=etoe+d-1:

1) <ketvbe an agreed encoding of s, t and (optionally) u.

2} Setz=z]||h(v]|c).

e) Setb =the leftmost L}, bits of z.
6.7 One-step key derivation function 6 (OKDF6)

6.7.1 General

This key derivation function takes as input secret information s, a salt t’, which does not need to be a
secret, but shall take the form of an appropriate MAC key, (optionally) a salt ¢, which does not need to
be secret, and (optionally) auxiliary secret information u. It gives as output a bit string b which can be
partitioned into one or more secret keys. If the key derivation function is invoked multiple times with
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the same s to generate a series of distinct secret keys, then a different value of t’, t or u shall be used
with each invocation.

NOTE
and NIST/SP 800-56B (Revision 1):2014, 5.5.1.1[10] is a special case of the OKDF6 mechanism, where the counter
c is encoded as a 32-bit, big-endian bit string, and t is the appropriate encoding of OtherInfo.

Option 2 of the single-step KDF mechanism specified in NIST/SP 800-56A (Revision 2):2013, 5.8.1.1[9],

6.7.2 Requirements for use

Prior to use, the one or more entities which wish to use the function shall meet the followin

requirethents.

nee
— The
cho
— The
aux
6.7.3
The fun
a) Set
b) Ifd
c) Set
d) For
iy
e) Set

The

The
algd

The
the
con

The
the

If thie option to employ the salt t is exercised, they shall agree ona‘specific value for ¢, which does ng

y shall agree on the use of OKDF6.

y shall agree on a specific MAC algorithm £, with output bit-length L which shall be-one of the
rithms specified in ISO/IEC 9797 (all parts).

—

 shall agree on the method for binary encoding the counter c, including the number L of bits i
encoding. They shall also agree on the methods for encoding s, t (if used),and u (if used) prior t
fatenation in step d) 1) of 6.7.3.

[=}

y shall agree on the length Lj of the required output string b, and.precisely how the output b gf
KDF shall be partitioned into secret keys.

(s

l to be a secret.

y shall agree on a specific value for the salt ¢, whickshall take the form of a MAC key for thie
en MAC algorithm f. The value of t" does not need.té be a secret.

-

y shall share a bit string s, constituting the secret information, together (optionally) with a
liary secret u.

Dperation of function

'tion involves the following steps.
1= L, /L]

> 2L, then halt and output “invalid.”
y = empty bit string,

c=1tod:

Setz=z4[fv (I sl t]l [ul).

b =the leftmost Ly bits of z.

7 Two-step key derivation functions

7.1 General

A two-step KDF (a TKDF) is a KDF which transforms input information into one or more keys in two
operations. Like all KDFs, a TKDF takes as input secret information, together with other parameters,
some or all of which might be public and gives as output one or more secret keys.

A TKDF consists of a combination of two functions: a key extraction function and a key expansion
function. The key extraction function and key expansion functions specified in this document are all

12
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based on MAC algorithms. The KTF is executed to produce a MAC key; this MAC key is then used as one
of the inputs to the KPF.

If a MAC key is already available for use by the KPF, then the key extraction step is unnecessary, i.e. the
TKDF simply involves applying a KPF to the input, in which case the secret information input to the
TKDF shall take the form of a MAC key suitable for use with the MAC algorithm on which the KPF is
based. Under such circumstances, the TKDF is essentially one of the key expansion functions specified
in 7.3. This key expansion function shall satisfy the KDF requirements specified in 5.1, with the MAC
key input to the KPF serving as the secrets.

Ih this document, one (non-identity) key extraction function (KTF1), four key expansion-flinctions
(KPF1 to KPF4), and four two-step KDFs (TKDF1 to TKDF4) are specified. In general, KTE1'can be used
with any of KPF1 to KPF4 to create a corresponding TKDF.

]

h KTF1, a MAC function f is used with a MAC key that may be publicly known; but with secret
hformation as the input message data. The MAC algorithm employed by the KTF1 mechanipm shall
ptisfy the following property, in addition to those that are ordinarily required‘(cf. 3.7).

wn —-

iven that the key k input to the MAC function f is a publicly known_valie and the input message
ata consists of secret information s, then, without prior knowledge of's; it shall be computationally
hfeasible to predict the (as-yet-unseen) MAC value fi(s) with a probability of success that is a significant
mprovement over simply guessing either fi(s) or s. This shall be the ease even when given knowledge of
(bounded) number of MAC values fj(s), computed using the same (unknown) s with MAC keys k; that
are known and (adaptively) chosen, subject to the restriction‘that k; is not equal to k.

(S E vkl ekl @ Vil on)

=z

OTE If a KTF and a KPF are used together to form a TKDF, then the MAC algorithms on which the KTF and
PF are based need not be the same. However, there might b€ implementation advantages deriving fr¢m use of
he same MAC algorithm.

o =

7.2 Key extraction function
71.2.1 Key extraction function 1 (KTFQ)

7.2.1.1 General

—

his key extraction function\takes as input a salt ¢, which does not need to be secret, and secret
hformation s. It gives as output a MAC key k.

—e

OTE If used withsthe HMAC MAC algorithm, as specified in ISO/IEC 9797-2, then KTF1 is eqyal to the
TF specified by Krawc¢zykl[Z] [8], which forms part of the key derivation function known as HKDF. [When an
MAC MAC algorithin"is employed, an instantiation of the “randomness extraction” mechanism spgcified in
IST/SP 800-56€:2011, Section 5[11] is a special case of the KTF1 mechanism, in which no truncation is ¢mployed
.. Lr=Ly).

oz T Rz

~1

.2.1.2<-Requirements for use

Hrior “to use, the one or more entities which wish to use the function shall meet the fpllowing
UITETITeTItS:

=

— They shall agree on the use of KTF1.

— They shall agree on a target key length Ly, i.e. the key length of the MAC function with which the
output k,; of the KTF is to be used.

— They shall agree on a specific MAC function f, which shall be one of the algorithms specified in
[SO/IEC 9797 (all parts). This MAC function shall give as output a MAC of bit-length greater than or
equal to the target key length L, i.e. Lg> L.

— They shall agree on the method for binary encoding s prior to application of the MAC function in
step a) of 7.2.1.3.
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— They shall agree on a specific salt value ¢, which shall take the form of a MAC key for the chosen MAC
algorithm. The salt does not need to be a secret.

— They shall possess a bit string s, constituting the secret information.

7.2.1.3

Operation of function

The function involves the following two steps.

a) Compute f¢(s).

b) Set
7.3 K
7.3.1

7.3.1.1

This key
km. It gi
expansi
keys, th¢

NOTE

of an oct
f), with 3
no greats
specified

7.3.1.2

Prior to

km to be the leftmost Ly bits of f¢(s).
by expansion functions
Key expansion function 1 (KPF1)

General

expansion function takes as input a salt ¢, which does not need to.be secret, and a MAC ke
ves as output a bit string b which can be partitioned into one pinmore secret keys. If the ke
bn function is invoked multiple times with the same k;; to generate a series of distinct secrg
bn a different value of ¢ shall be used with each invocation.

- < <

If used with an HMAC MAC algorithm fas specified in ISQ/HC 9797-2, with a MAC key kj; consistin
bt string of bit-length at least Ly, (the bit-length of the octet.strings output by the hash-function h used b
counter c encoded as a single 8-bit octet, and with an output b consisting of an octet string of bit-lengt
br than 255 Ly, then such an instantiation of KPF1 isscensistent with the definition of HKDF-Expand, 3
by Krawczyk!8l, which forms part of the key derivation function known as “HKDF.”

wn P < 09

Requirements for use

use, the one or more entities whiech wish to use the function shall meet the followinig

require

— The}y shall agree on the use of KREF1:

— They shall agree on a specificMAC algorithm f; with output bit-length Ls which shall be one of thie
algdrithms specified in [SO/TEC 9797 (all parts).

— Thel shall agree onthe'method for binary encoding the counter c, including the number L of bif]
in the encoding. Theyshall also agree on the methods for encoding y and ¢ prior to concatenation i
steg e) 1) of Z.3.13:

— The}y shall.agree on the length L, of the required output string b, and precisely how the output b ¢
the KDE shall be partitioned into secret keys.

— Thely shall agree on a specific salt value t. The salt does not need to be a secret.

ents.

- n

=)

— They shall possess a secret MAC key kp,.

7.3.1.3

Operation of function

The function involves the following steps.

a) Setd= (Lb /Lf—‘.
b) Ifd= 2L, then halt and output “invalid.”

c) Sety=empty bit string.

14

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=d7d02a504bbd7edaf87ad17592e4548e

ISO/IEC 11770-6:2016(E)

d) Setz=y.

e) Forc=1tod:

1) Sety=fimW Il tllc).
2) Setz=z||y.

f) Set b = the leftmost L, bits of z.

/

Q oS O =

&+ —~ < =

/

3.2 Key expansion function 2 (KPF2]J

.3.2.1 General

his key expansion function takes as input a salt ¢, which does not need to be secret, a label

escribes the intended use of the output, and a MAC key ky,. It gives as output a bit string b whid
artitioned into one or more secret keys. If the key expansion function is invoked multiple tin
he same ky, to generate a series of distinct secret keys, then a different value of t or p shall be u
ach invocation.

OTE If the “KDF in Counter Mode” mechanism specified in NIST/SP-800-108:2009, 5.1[12] is imp
yith the suggested ordering of the data fields constituting the “messages®that are input to the MAC 4

ncluding the counter in the leftmost position and the intended bit-length of the output in the rightmost
hen that instance of the “KDF in Counter Mode” mechanism is a spécial case of the KPF2 mechanism.

.3.2.2 Requirements for use

rior to use, the one or more entities which wish' to use the function shall meet the f
equirements.

- They shall agree on the use of KPF2.

algorithms specified in ISO/IEC 9797 (all parts).

- They shall agree on the methed for binary encoding the counter ¢, including the number L.

instepd) 1) of 7.3.2.3.

— They shall agree on the length Lj of the required output string b, and precisely how the ou
the KDF shall bepdrtitioned into secret keys. They shall also agree on a label p that spec
partitioning and with which algorithm each of the keys shall be used.

- They shallagree on a specific salt value t. The salt does not need to be a secret.

—  They.shall possess a secret MAC key kp,.

.3.2.3 Operation of function

b, which
h can be
hes with
sed with

emented
lgorithm
bosition),

bllowing

— They shall agree on a specific MAC-dlgorithm £, with output bit-length Lg which shall be one of the

bf bits in

the encoding. They shall also agree on the method of encoding of p, t and L, prior to concatenation

tput b of
fies this

The function involves the following steps.

a) Setd=|[L, /L.
b) Ifd= 2L, then haltand output “invalid.”

c) Setz=empty bit string.

d) Forc=1tod:

1) Setz=z|| frm(c |l p Il t]lLp).

e) Setb =the leftmost Ly bits of z.

© ISO/IEC 2016 - All rights reserved
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7.3.3 Key expansion function 3 (KPF3)

7.3.3.1 General

This key expansion function takes as input a pair of salts ¢ and t’, which do not need to be a secret,
a label p, which describes the intended use of the output, and a MAC key k. It gives as output a bit
string b which can be partitioned into one or more secret keys. If the key expansion function is invoked
multiple times with the same kp, to generate a series of distinct secret keys, then a different value of ¢, t’
or p shall be used with each invocation.

NOTE If an instantiation of the “KDF in Feedback Mode” mechanism specified in NIST/SP 800-108:2009,
5.2[12] is|limplemented with the suggested ordering of the data fields constituting the “messages” that are.inpt
to the MAC algorithm — including the counter (when used) in the second leftmost position and the intended bif
length of{the output in the rightmost position — then that instance of the “KDF in Feedback Mode” méchanism 1s
a specialfcase of the KPF3 mechanism.

7.3.3.2 | Requirements for use

Prior td use, the one or more entities which wish to use the function shall meet the followinijg
requirermnents.

7.3.3.3 | Operation of function

Th f 43 H 1 laao £o11 H + L3E £ 1 et a
€ runccrommvorves—Tie TUTTOWTITE STCPS (I A LOUIITTT vATUT T IS TIT U ST,

a)
b)
<)
d)
e)

16

ot

Thely shall agree on the use of KPF3.

The} shall agree on a specific MAC algorithm f, with output bitlength Ls which shall be one of thie
algdrithms specified in ISO/IEC 9797 (all parts).

The shall agree on an integer value for M., which specifies the maximum value permitted for thie
itergtion counter ¢, and thus determines the maximum number of times that the MAC algorithm|f
canbe invoked during a single execution of KPF3.

[«9)

Thel shall agree on whether or not the counteryalue c is to be used as part of the message da]
inpyt to the MAC algorithm. If the counter value is to be used as input to the MAC algorithm, the
they shall agree on the method used for the'binary encoding of ¢, including the number L. of bits i
the pncoding; in this case, M, shall be less:than 2Lc.

> =

=}

Thel shall agree on the methods of edcoding of y (including its initial value, t"), p, t and Ly, prior t
their use in the assignment in stép c) and the concatenations in step €) of 7.3.3.3.

=)

Thely shall agree on the length1j of the required output string b, and precisely how the output b d
the KDF shall be partitioned into secret keys. They shall also agree on a label p that specifies thi
partitioning and with.which algorithm each of the keys shall be used.

v

Thej shall agree on two specific salt values t and t’. The salt values do not need to be secret.

Thel shall possess a secret MAC key k.

Setd=|L, /L, |.

If d > M, then halt and output “invalid.”
Sety=t".

Set z = empty string.

Forc=1tod:

1) Sety=fimW Il [c] [l p Il 1] Lp).
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2) Setz=2z||y.

f) Set b = the leftmost Lp bits of z.

NOTE When deciding whether or not to include c as part of the input to the MAC algorithm, one should
consider the possibility of encountering fixed points or short cycles in the values of y produced by iterating the

computation y = fim(y || p || t || Lp).

7.3.4 Key expansion function 4 (KPF4)

.3.4.1 General

his key expansion function takes as input a salt ¢, which does not need to be secret, ajlabel
escribes the intended use of the output, and a MAC key ky,. It gives as output a bit string b whid
artitioned into one or more secret keys. If the key expansion function is invoked multiple tin

the same kj, to generate a series of distinct secret keys, then a different value of p'or t shall be u
ach invocation.

OTE If an instantiation of the “KDF in Double-Pipeline Mode” mechafiism specified in NIST]
8:2009, 5.3[12] is implemented with the suggested ordering of the data fields'constituting the “mess4

b, which
h can be
hes with
sed with

SP 800-
ges” that

e input to the MAC algorithm — including the counter (when used) in-the second leftmost position and the

intended bit-length of the output in the rightmost position — then that instance of the “KDF in Doublg
Mode” mechanism is a special case of the KPF4 mechanism.

.3.4.2 Requirements for use

Hrior to use, the one or more entities which wishnto use the function shall meet the f
requirements.

—+ They shall agree on the use of KPF4.

+ They shall agree on a specific MAC algerithm f; with output bit-length Ls which shall be o}
algorithms specified in ISO/IEC 9797all parts).

—+ They shall agree on an integet value for M., which specifies the maximum value perm
the iteration counter ¢, and thus determines the maximum number of times (2M,) that
algorithm fcan be invoked.during a single execution of KPF4.

message data input to the MAC algorithm. If the counter value is to be used as input to
algorithm, ther“they shall agree on the method used for the binary encoding of ¢, inclu
number L. ofbits in the encoding; in this case, M. shall be less than 2Lc.

4 They shallagree on the methods of encoding of y, p, t and Ly, prior to their use in the concat
in stepsc) and e) of 7.3.4.3.

4 They shall agree on the length Lj of the required output string b and precisely how the ou

-Pipeline

bllowing

he of the

tted for
he MAC

+ They shall agree on@hether or not the value of the iteration counter c is to be used as part of the

the MAC
ding the

pnations

tput b of
fies this

the KDF shall be partitioned into secret keys. They shall also agree on a label p that spec

i 3 R | ikl Licl 1 ikl L. £rl o1 Laolll pa |
l_lal LlLlUllLlls dallu VVvIUIT VVIIIUIIL aLsux ITIIIII CTAalll UT LUIIT I\Cyb S11IdI1T UT USTU.
— They shall agree on a specific salt value t. The salt value does not need to be secret.

— They shall possess a secret MAC key kp,.

7.3.4.3 Operation of function

The function involves the following steps (if a counter value c is in use).

a) Setd=|[L, /L.
b) Ifd> M, then halt and output “invalid.”

© ISO/IEC 2016 - All rights reserved

17


https://standardsiso.com/api/?name=d7d02a504bbd7edaf87ad17592e4548e

ISO/IEC 11770-6:2016(E)

) Sety=pl|t]|Lp.

d) Setz=empty string.

c=1tod:

Sety = fkm(y)-
Setz=z|| fimW Il [c] || p I t]] Lp)-

h = the leftmaost Ly bitsof z

e) For
1)
2)
f) Set
NOTE
consider

computa

7.4 Two-step KDFs

7.4.1

7.4.1.1

This key
which d
partitiol
the sam

at least pne of the salt values.

7.4.1.2

The reqt

7.4.1.3
The fun
a) Use
b) Use

7.4.2

7.4.2.1

This key
which d

When deciding whether or not to include c¢ as part of the input to the MAC algorithm, one_ shetl
the possibility of encountering fixed points or short cycles in the values of y produced by iterating th
Fion y = frm(y), which would cause repetitions in the value of fkm(y || p || t || Lp).

Two-step key derivation function 1 (TKDF1)

General

derivation function takes as input a pair of salt values, one fgr'the KTF and one for the KP
b not need to be secret, and secret information s. It gives astoutput a bit-string b which can b
hed into one or more secret keys. If the key derivation funetion is invoked multiple times wit
E 5 to generate a series of secret keys, then in each invogation, a different value shall be used fd

Requirements for use

hirements for use of this mechanism are those given in 7.2.1.2 and 7.3.1.2.

Operation of function
'tion involves the following two stéps.
KTF1 with s as input to extract a MAC key kp,.

KPF1 with kj, as input te-generate the bit-string b.
Two-step key derivation function 2 (TKDF2)

General

derivation function takes as input a pair of salt values, one for the KTF and one for the KP
b not need to be secret, a label p, which describes the intended use of the output, and secrg

informa

o

= = O

—L‘I

[

Lion s. It gives as output a bit string b which can be partitioned into one or more secret key$

D.

If the key derivation function is invoked multiple times with the same s to generate a series of distinct
secret keys, then in each invocation a different value shall be used either for the label or for at least one
of the salt values.

7.4.2.2

Requirements for use

The requirements for use of this mechanism are those given in 7.2.1.2 and 7.3.2.2.
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