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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and [ELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International

Standardg

an International Standard requires approval by at least 75 % of the national bodies castihg a vote.

Attention

rights. ISO and IEC shall not be held responsible for identifying any or all suchpatent rights.

ISO/IEC

Subcommmittee SC 27, IT Security techniques.

ISO/IEC

techniqups — Key management.

—  Part

—  Part

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

is drawn to the possibility that some of the elements of this documentimay be the subject of patent

11770-5 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

11770 consists of the following parts, under the general title Information technology — Securily

1: Framework

2: Mechanisms using symmetric techniqties
3: Mechanisms using asymmetric fechniques
4: Mechanisms based on weak secrets

5: Group key management
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https://standardsiso.com/api/?name=7412df03d1a7a5d571bfed97d93136d7

ISO/IEC 11770-5:2011(E)

Introduction

This part of ISO/IEC 11770 does not specify the means to be used to establish initial secret keys; that is, all
the mechanisms specified in this part of ISO/IEC 11770 require an entity to share the secret key with another
entity, the key distribution centre (KDC). For general guidance on the key lifecycle see ISO/IEC 11770-1. This
art of ISO/TEC T1770 does not explicitly address the Issue of interdomain key management. [his part of
IPO/IEC 11770 also does not define the implementation of key establishment mechanisms;"|products
mplying with this part of ISO/IEC 11770 might be compatible.

his part of ISO/IEC 11770 does not specify the information which has no relation with-key establishment
echanisms, nor does it specify other messages such as error messages. The explicit format of megsages is
ot within the scope of this part of ISO/IEC 11770.

he mechanisms specified in this part of ISO/IEC 11770 have been assigned-object identifiers in acgordance

with ISO/IEC 9834. The list of assigned object identifiers is given in the normative Annex A. Any change to the
specification of the mechanisms resulting in a change of functional behavior will result in a change of the
dbject identifier assigned to the mechanisms.

© ISO/IEC 2011 — All rights reserved \"
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Information technology — Security techniques — Key
management —

Part 5:

roup key management

Scope

his part of ISO/IEC 11770 specifies key establishment mechanisms for-multiple entities to|
rocedures for handling cryptographic keying material used in symmetric” or asymmetric cryp
Igorithms according to the security policy in force.

I{ defines symmetric key based key establishment mechanisms forymultiple entities with a key di
ntre (KDC), and defines symmetric key establishment mechanisms based on a general tree based
ith both individual rekeying and batched rekeying. It also defines key establishment mechanisms ba
y chain with both unlimited forward key chain and limited forward key chain. The two type
stablishment mechanisms can be combined by applications.

his part of ISO/IEC 11770 also describes the requifed content of messages which carry keying m
re necessary to set up the conditions under whichthe keying material can be established.

Normative references

he following referenced documents' are indispensable for the application of this document. F
bferences, only the edition cited applies. For undated references, the latest edition of the re
document (including any amendments) applies.

=

BO/IEC 10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3: [
Rash-functions

BO/IEC 14888-2:2008, Information technology — Security techniques — Digital signatures with apf
art 2: Integerfactorization based mechanisms

-

)

Terms and definitions

provide
ographic

stribution
structure
sed on a
5 of key

aterial or

or dated
ferenced

edicated

bendix —

or threpurpose of thisdocument; the-fottowingtermsanddefimitionsappty:

31
active
state of an entity in which the entity can obtain the shared secret key

3.2

ancestor keys of key k

set of keys in a logical key hierarchy that are assigned to the ancestor nodes of the node to w
assigned

NOTE One of the keys in a set of ancestor keys is either the shared secret key or a key encryption key.

© ISO/IEC 2011 — All rights reserved
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33
ancestor nodes of node v
set of nodes in a tree that can be reached by repeatedly going to the parent node from v

3.4

backward secrecy with interval T

security condition in which an entity joining at time t = f, cannot obtain any former shared secret keys at time
t<to—-T

3.5

batch rekeying
rekeying| method in which the shared secret key, and optionally, key encryption keys are updated at_eveny
rekeying|interval T

3.6
child keys of key k
set of kelys in a logical key hierarchy where the keys are assigned to the child nodes of the 'node to which k is
assigned

NOTE One of the keys in a set of child keys shall be a key encryption key or individual key.

3.7
child nogdes of node w
set of nofdes in a tree which hang on w

3.8
d-ary tree
tree whefe each node has d children except the leaf nodes in the tree

3.9
forward [secrecy with interval T
security gondition in which an entity leaving at time f =\f; cannot obtain any subsequent shared secret keys at
timet>4+ T

3.10
inactive
state of gn entity in which the entity cannhot obtain the shared secret key

3.1
individupl key
key shargd between the key. distribution centre and each entity

3.12
individu[l rekeying

rekeying| method. in’which the shared secret key, and optionally, key encryption keys are updated when an
entity joips or leaves

3.13
key
sequence of symbols that controls the operations of a cryptographic transformation

3.14
key chain
set of cryptographic keys which are not necessarily independent

3.15

key distribution centre

KDC

entity trusted to generate or acquire, and distribute keys to entities

2 © ISO/IEC 2011 — All rights reserved
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3.16
key encryption key
cryptographic key that is used for the encryption or decryption of other keys

[ISO/IEC 19790:2006]
3.17

leaf node
node in a tree which is not a parent of any other node, i.e. has no child nodes

2011(E)

.18
lpgical key hierarchy
tree used for managing the shared secret key and key encryption keys

.19
lpgical key structure
gical structure to manage keys

NOTE This structure has no correlation with the network topology.

3.20

dne-way function

function with the property that it is easy to compute the output ferja given input but it is compu
imfeasible to find for a given output an input which maps to this output

[ISO/IEC 11770-3:2008]

3.21

dne-way function with trapdoor

flinction that is known to be easy to compute but.hard to invert unless some secret information (tra
own

.22
arent node of node ¢
ode on which node ¢ hangs

.23
erfect backward secrecy
curity condition in whichlajoining entity cannot obtain any former shared secret keys

.24
erfect forward secCrecy
curity condition.in which a leaving entity cannot obtain any subsequent shared secret keys

.25
random number
eAariant parameter whose value is unpredictable

tationally

pdoor) is

[ISO/NMEC 11770-1:2010]

3.26
rekeying
process of updating and redistributing the shared secret key, and optionally, key encryption keys

NOTE This process is executed by the key distribution centre.
3.27

root node
node in a tree which is not a child of any other node

© ISO/IEC 2011 — All rights reserved
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3.28

shared secret key
key which is shared with all the active entities via a key establishment mechanism for multiple entities

3.29

symmetric key based key establishment mechanism for multiple entities
process of establishing a shared secret key between all active entities, using symmetric cryptographic

techniques

3.30

tree

connectdd, acyclic graph with an identified special vertex, the root node

4 Symbols and abbreviations

AK
BWK;
CK

COM(X,Y)

FWK;

g1

g2

IK

IK x

Ancestor key
Backward key for the time instance i

Child key

~h

Function, which generates from the data items X and Y a key’/designed to be applied as key d
the used encryption algorithm

Function which outputs a substring of length k of the\least significant bits of a string S of bits
Number of children of a parent node (see term'd-ary tree)

Result of encrypting data Z with a symmetric encryption algorithm using the secret key K
One-way function with trap door

Inverted function of f, which requires the trapdoor of f

Forward key for the time instance i

One-way function

One-way function

Numberiof ancestor nodes of a leaf node excluding the root node

Individual key

Individual key shared between entity x and the key distribution centre

KDC
KEK
LKH
m

MAC(K,Z)

I'BWKinit

Key-distributioncentre

Key encryption key

Logical key hierarchy

Number of entities connected to the hub in a star structure

MAC function as defined in ISO/IEC 9797 using key K and data Z

Random number to initialize the backward key chain

© ISO/IEC 2011 — All rights reserved
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FEWKinit Random number to initialize the forward key chain

RSA Digital signature mechanism as defined in ISO/IEC 14888-2

S Private key

SHA-1 Dedicated hash function as defined in ISO/IEC 10118-3

SSK Shared secret key

! Public key

AllY Result of concatenating data items X and Y in that order

8 Requirements

The key establishment mechanisms specified in this part of ISO/IEC 11770 (realize point-to-multipoint key

gommunication by using logical key structures. The point-to-multipoint communication requires a key [updating

process when a new entity joins or an entity leaves the communication in(order to maintain the secrgcy of the
communication.

q) There are two types of security requirements, perfect backward secrecy and forward sectecy and
backward secrecy and forward secrecy with intervals. One of these security requirements |shall be
chosen depending on the security requirements of<thé particular application. Key estahlishment
mechanisms for multiple entities require two different rekeying methods according to the| security
requirements: individual rekeying and batched rekeying. Individual re-keying provides perfect backward
secrecy and forward secrecy, and batched rekeying provides backward secrecy and forward secrecy with
interval T. The rekeying method and parameter setting have a strong influence on the| security
requirements; thus, they shall be determined-according to the security policy of the application.

H) The encryption algorithm shall be chosen in accordance with the following:

1) A symmetric encryption algorithm shall be chosen from among those standardised in
ISO/IEC 18033-3 and ISO/IEC 18033-4.

2) If a block cipher encryption algorithm is used, then the Mode of Operation employed shall e one of
those standardised-in ISO/IEC 10116, ISO/IEC 18033-3, ISO/IEC 18033-4 and ISO/IEC 19772. An
encryption algorithm used for key encryption shall provide integrity, and input length shall|be more
than 128 bits. Onhe of the mechanisms in ISO/IEC 19772 shall be used for integrity protectiop.

d) The shared¢secret key is established using either a secure or insecure communication channel| At least
the individual key shall be exchanged between the key distribution centre and each entity using|a secure
channel\in order to allow secure communication. A secure communication channel is one Wwhere an
attacKer cannot eavesdrop or tamper with messages in the channel.

d) ~The key establishment mechanisms in this part of ISO/IEC 11770 require the use of random numbers to
generate the shared secret key, and optionally, key encryption keys. For means of generating random
numbers, see ISO/IEC 18031.

6 Tree based key establishment mechanisms for multiple entities

6.1 General model

Key establishment for multiple entities enables the transmission of a message to all the entities, such that any
active entities can decrypt the message correctly and any coalition of inactive entities cannot decrypt it. All the
active entities share the shared secret key that is used to encrypt the message. An active entity may

© ISO/IEC 2011 — All rights reserved
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dynamically change to being inactive, and vice versa. The key distribution centre updates the shared secret
key to prevent the joining entity from obtaining the former messages and the leaving entity from obtaining the
subsequent messages.

Figure 1 shows the general model of key establishment for multiple entities, in which the key distribution
centre can communicate with all the entities. The communication between the key distribution centre and
entities does not need to be secure. The key distribution centre and each entity shall share a distinct individual
key. The key distribution centre is responsible for distributing the shared secret key to all the active entities.
The join/leave request is represented by (1) and the distribution of keys to the entities by (2), (3), ..., (n+1).
From ii onward, the order in which the updates take place is not important.

NOTE |if one of the entities that knows the shared secret key cannot be contacted for a period of time, that entityxm3g
miss a key update message, and cannot compute the updated shared secret key.

<

(1) Key
3 Distribution
Centre
(2) ) (4) (n+1)
Entity1 Entity2 Entity3 - Entity n

Figure 1 — General model of key establishment for multiple entities

6.2 Jojning process

An entity] sends a joining request to the key distribution centre in order to start obtaining the shared secret key.
The key [distribution centre executes the rekeying process after the requesting entity was accepted to join i
the case|where individual rekeying is adopted:.On the other hand, the key distribution centre does not execute
the rekeying process in the joining process'inithe case where batched rekeying is adopted.

>

6.3 Lepving process

An entity] sends a leave request to' the key distribution centre in order to stop obtaining the shared secret key.
The key|distribution centre.eXecutes rekeying after the leaving entity has left in the case where individual
rekeying| is adopted. On.the other hand, there is no explicit leaving process in the case where batched
rekeying|is adopted. However, the key distribution centre shall record the leaving entities for the next rekeying
process.

NOTE |When.the batched rekeying is used, the entity leaving the group can still decrypt communications in the group
until the nextbatch rekeying takes place.

6.4 Rekeying process

The key distribution centre updates the shared secret key, and optionally, key encryption keys in order to
satisfy security requirements. This process is executed in both the joining and leaving processes in the case
where individual rekeying is adopted, and executed at regular time intervals in the case where batched
rekeying is adopted.

6 © ISO/IEC 2011 — All rights reserved
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6.5 Logical key structure

6.5.1 Star based structure

Key establishment mechanisms for multiple entities can be classified by their logical structures and are used

to assign keys to entities. Figure 2 shows the star-based structure.

Figure 2 — Star-based-structure

N

.5.2 d-ary tree based structure

igure 3 shows the binary tree structure where d = 2 A shared secret key is assigned to the root no
ee. Each individual key is assigned to the.leaf nodes of the tree. Additionally, key encryption
ssigned to the other nodes. The key encryption keys are shared by multiple entities whose indivig
re assigned to the descendant of the nodé_to which the key encryption key is assigned. The comm
ost of the leaving process can be reduced by using key encryption keys. Each entity has all

ssigned to the nodes on the path from-the root node to the leaf node, to which the individual key of
i$ assigned. Thus, the number of keys an entity has is proportional to the logarithm of the total n
ntities.

QO O Q = T

D =

de of the
keys are
ual keys
Unication
the keys
he entity
imber of

Figure 3 — d-ary tree based structure

6.5.3 General tree based structure

A general tree based structure can be used as the logical key structure. The general tree based

structure

makes use of a d-ary tree based structure where m entities construct a cluster. This structure can be

considered as a hybrid of the star-based structure with m clients and the d-ary tree based structure.

© ISO/IEC 2011 — All rights reserved
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This structure can be used to optimize the efficiency of key establishment mechanisms (see Annex B).
Figure 4 shows the tree based structure where d = 2 and m = 4. The general tree based structure contains a
d-ary tree based structure, however, the opposite does not hold. For example, the tree based structure in
Figure 4 is not a d-ary tree based structure.

6.6 Sy,

6.6.1

This doo
structure
with indi

This med
a) Join
It is ass

ancestor|
denotes

1)
2)

3)

4)

5)

6)

7)

Th

Th
ke

Th
ke
AK

Mechanism 1 - Key establishment mechanism with individual rekeying

Figure 4 — General-tree based structure

mmetric key based key establishment mechanisms

ument defines symmetric-key based key establishment.mechanisms based on general tree based
1) mechanism with individual rekeying and 2) mecharism with batched rekeying. In the mechanism
idual rekeying, the rekeying process is executed whenever an entity joins or leaves.

hanism is based on a tree based structure with-individual rekeying.
ng process
Umed that there is a set of n entities {u4, uy, ..., u,}, and the entity u,.¢ joins. Let AK(/,u;) be th

key of entity u; that is assigned to the /-th layer from the root node of the logical key hierarchy.
the height of the logical key hierarchy.

S D

e entity u,.1 sends a join, request to the key distribution centre.

e key distributionccentre assigns the individual key of u,.+q (i.e., IK un+) to a leaf node of the logical
/ hierarchy.

e key distribution centre generates random numbers and updates the ancestor keys of the individual
y of ugepUsing these numbers. SSK, AK(1,un+1), AK(2,Un+1), ..., AK(h,u,.+) are updated to SSK,
[(1,u.3), AK(2,Un+1), ..., AK'(h,Un+1), respectively.

Tl

Th

e(SSK,SSK), e(AK(1,Uns1),AK(1.Uns1)), €(AK(2,Une1),AK'(2,Une1)); -y @Nd €(AK(H,Uner),AK (B, Unse1)

L chateila, 40 + 4 | datad | H o R Jal | o ol 4+ ++ ry
AT Y UrStTuutiuim LCTTO T TN y Pl TallT UpPUdITU  RT Y W UTCT UTURT Y, di U UTUdULAS TS 1L TTTat T

are

broadcast.

Each entity obtains the updated keys using the old keys.

Th

e key distribution centre encrypts the updated keys SSK'||AK'(1,uUn+1)||AK (2,Un+1)||.--[|AK (h,Un+1) by

the individual key of u,+1, and sends e(/K Un.1,SSK||AK'(1,Un+1)I|AK (2,Uns1)|]---||AK (A,Un+1)) 1O Unes.

Th

e entity u,., obtains the keys.
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b) Leaving process

It is assumed that there are n entities {us, uy, ..., un}, and the entity u; (1<j<n) leaves. Let AK(/,u;) be the
ancestor key of entity u; that is assigned to the /-th layer from the root node of the logical key hierarchy. h

denotes the height of the logical key hierarchy.

1) The key distribution centre generates random numbers and updates the ancestor keys of the i

ndividual

key of u; using these numbers. SSK, AK(1,uj), AK(2,u)), ..., AK(h,u;)) are updated to SSK', AK'(1,u)),

AK'(2,u)), ..., AK(h,u;), respectively.

Z) The Kkey distribufion centre encrypts each updated key with 1ts child Keys except the individual
and broadcasts them. For example, the SSK' is encrypted with the child keys CK;, CKj,h..,
e(CK4,SSK'), e(CK,,SSK'), ..., and e(CK;y,SSK') are broadcast.

NOTE In the case that child keys have been updated, the updated child keys are used.

3) Each entity obtains the updated keys using the child keys.

An example of mechanism 1:

1) Phase1

An example of the joining process of mechanism 1 is illustrated in Figure 5. It is assumed that
distribution centre uses the logical key hierarchy in Figure 6 and the entity H is joining.

KDC

(1) Join request

(2) UpdateKeya-c
(3) UpdateKeyn

key of u;
CKy, and

the key

AV A WA VWA YA YWAWAY/
IKn IKe [IKc IKb IKe IKF IKe IKn

Figure 6 — Logical key procedure

The updated keys (UpdatedKeya.c), broadcasted by the key distribution centre to A, B, C, D, E, F, and G is:

UpdatedKeya.c =e(SSK,SSK')||e(AK,,AK?Y)||e(AKs,AK's).

The updated keys (UpdatedKeyy), sent by the key distribution centre to H is:

© ISO/IEC 2011 — All rights reserved
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UpdatedKeyy = e(IKy, SSK'||AK||AK').

(1) H sends Join request to key distribution centre.

(2) The
(3) The

NOTE

key distribution centre generates and broadcasts UpdatedKeya.g to A, B, C, D, E, F, and G.
key distribution centre generates and sends UpdateKeyy to H.

The key distribution centre and H share the individual key of H in advance.

2) Phage 2

An exanp

distributipn centre uses the logical key hierarchy in Figure 6 and the entity H is leaving.

The forn
and G is

UpdatedKeya.c =e(AK:, SSK)||e(AK?, SSK')||e(AKs, AKS)| e(AK's, AK?)|| e(IKs,AK's).

(1) H sénds Leaving request to key distribution;,centre.

(2) The

6.6.2 Mechanism 2 - Key establishment mechanism with batched rekeying

In the mg¢chanism with batched: rekeying, the rekeying process is periodically executed.

a) Join

It is assy
of entity
height of]

1H T

ple of the leaving process of mechanism 1 is illustrated in Figure 7. It is assumed thatthe key

KDC

(1) Leave request

(2) UpdateKeya-c

Figure 7— Leaving process of mechanism 1 — mechanism with individual rekeying

of the updated keys (UpdatedKeya.c), broadcast by the key distribution centre to A, B, C, D, E, K,

key distribution centre generates and broadcasts UpdatedKeyacto A, B, C, D, E, F, and G.

ng process

med thatthere are n entities {u, u,, ..., Uy}, and the entity u,.1 joins. Let AK(/,u;) be the ancestor ke
u; that.ds.assigned to the /-th layer from the root node of the logical key hierarchy. h denotes th
the logical key hierarchy.

O <<

cande 3 inin ranauact tn tha kav dicstrihiition cantra
erasS—a FegqHesSttote HOHHOR-GEHHEe-

antitv, 14 I
SHtty-t Jo+R G “EY-G15t

nTlT

2) The key distribution centre assigns the individual key of u,.1 to a leaf node of the logical key hierarchy.

3) Th
of
to

4) Th

e key distribution centre encrypts the ancestor keys of the individual key of u,.; by the individual key
un+1. Then, the key distribution centre sends e(/K U1, SSK||AK(1, un)|AK(2, Uns1)l] ---JJAK(A, Unsr))

Un+1 .

e entity Uy obtains SSK and AK(1, Une1), AK(2, Une1), ..., AK(B, Upser).

b) Leaving process

10

© ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=7412df03d1a7a5d571bfed97d93136d7

ISO/IEC 11770-5:2011(E)

The leaving entity sends Leaving request to key distribution centre.

NOTE Rekeying is not executed in the leaving process of the mechanism with batched rekeying.

c) Rekeying process

This process executed at regular time intervals. It is assumed that there is a set of n entities {u4, u,, ..., un}
and that the entities of the set  {uj1,upp,.. Ui } left during a rekeying interval. k is the number of leaving entities

during a rekeying interval i. Let AK(/,u;) be the ancestor key of entity u; that is assigned to the /-th layer from
the root node of the logical key hierarchy. h denotes the height of the logical key hierarchy.

1) The key distribution centre generates random numbers and updates the ancestor keys of the individual
key of uy, Up, ..., Uk using the random numbers. SSK, AK(1,ui1), AK(1,up), ..., AK(uk), AK(2,ui),
AK(2,up), ..., AK(2,uy), AK(h,ui), AK(h,up), ..., AK(h,uy) are updated to SSK', AK'(1¢u+), AK'(1,ui), ...,
AK'(1,ux), AK'(2,un), AK(2,u), ..., AK'(2,ui), AK' (h,ui), AK'(h,ui), ..., AK(h,uy), respéctively.

2) The key distribution centre encrypts each updated key with its child keys except the individual Key of u;4,
Up, ..., Ux and broadcasts them. For example, the SSK' is encrypted with the child keys CK;| CK, ...,
CKj,, and e(CK;,SSK'), e(CK;,,SSK'), ..., and e(CK,,SSK') are broadcast,

NOTE In the case that child keys have been updated, the updated child keys,are_used.

3) Each entity obtains the updated keys using the child keys.

An example of mechanism 2:
1) Phase1
An example of the joining process of mechanism<2"is illustrated in Figure 8. It is assumed thaf the key
distribution centre uses the logical key hierarchy in-Figure 6 and the entity H is joining.
KDC
(1) Join request
(2) CurrentKey

Al|B|I|C||DI|E||F||GI||H

Figare’8 — Joining process of mechanism 2 — mechanism with batched rekeying

Tlhe form-of'the updated keys (CurrentKeyy), sent by the key distribution centre to H is:

QurrentKeyy =e(IKy, SSK||AK,||AKs).

(1) H sends Join request to key distribution centre.
(2) The key distribution centre generates and sends CurrentKeyy to H.
2) Phase 2

An example of the leaving process of mechanism 2 is illustrated in Figure 9. It is assumed that the key
distribution centre uses the logical key hierarchy in Figure 6 and the entities A and H have left.
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KDC

(1) UpdateKeys-c

Figure 9 — Rekeying process of mechanism 2 — mechanism with batched rekeying

The updated keys (UpdatedKeys.g), broadcasted by the key distribution centre to B, C, D, E, F, and G is:
UpdatedKeys.c =e(AK'1,SSK')||e(AK'2, SSK')||e(AK'3,AK1)|| e(AK4,AK'1)]|
e(AK5!A,n2)| |e(AK'61AK'2)||e(lKBvAK'3)”e(IKG1AK'6)

The key Histribution centre generates and broadcasts UpdatedKeyg.c to B, C, D, E, F; and G.

7 Key chain based group key management

In order [to limit the validity period of keys, key chains are useful.Key chains can limit access to encrypte
informatipn in future sessions, past sessions or both. In a key chainthe individual members are dependent o
each other. Using a start value a first key is calculated. The second key is calculated to be dependent on th
first one,|the third key calculated to be dependent on the second key, etc. If the decentralized entity is able t
perform the calculation, it allows for efficient decentralizedkey generation. Key chain length may be limited {
a predetérmined number of keys, or not limited at all. Ay particular instance of a key in the key chain, and if
time intgrval for which it is valid, determines the time interval in which the encrypted information can b
decryptefd using that particular key.

O »n OO b 5 Q

In this standard two types of key chains are-considered. The first type of key chain limits access to encrypte
informatipn in future (forward key chains), whereas the second type of key chain limits access to encrypte
informatipn in the past (backward key chains).

[eNgoN

The calculation of keys within the, chains is based on one-way functions or one-way functions with trapdoof.
One-way functions allow calculation in one direction only. This means that starting with the result of a one-way
function,|calculation of the staft value cannot be performed. One-way functions with trapdoor allow the use ih
both dirdctions. In one direction it is easy to calculate the result of a start value, but in order to get the staft
value fromm a given resulta secret is needed to use the trapdoor functionality.

The casg, that a.éng-way function with trapdoor is used for the forward key chain and a one-way function
used for|the backward key chain, will be considered in 8. The use of a one-way function with trapdoor for th
forward Key.€hain will result in an unlimited forward key chain.

DO »

The case, that one-way functions are used for the forward key chain as well as for the backward key chain,
will be considered in 9. The use of a one-way function instead of a one-way function with trapdoor for the
forward key chain will result in a limited forward chain limited by the start value.

Special measures have to be implemented to prevent collusion attacks. If one entity has access to one part of
a key chain, and another entity has access to another part of the same key chain, they can reconstruct the key
chain from the lowest start of both parts of the key chain till the highest end of both parts of the key chain. The
keys of a key chain have to be handled like secret keys, whose forwarding to other entities has to be
prevented.
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8 Key chain based group key management with unlimited forward key chain

8.1 Calculations by the key distribution centre

8.

1.1 Key chains

2011(E)

The key distribution entity needs to set up the key chains prior to normal operation. This means, that the
forward and backward key chains have to be defined. The forward chain would then be

Q <

= O

—

o
P

V
P

Tlhe key distribution centre is able to continuously calculate the forward key chain FWK,, ... FW

FWK={FWK, FWK,,...,FWK,1,FWK,,...}
nd for the backward chain
BWK = { BWK,,BWK;,....BWK,1,BWK,,...}

here all parties can continue the backward key chain indefinitely, and the key. distribution ce
pntinue the forward key chain indefinitely by use of the trapdoor.

epending on the functions used for the calculation of FWK and BWK the start values FWK, and B}
b be chosen.

.1.2 Forward secrecy

nlimited forward secrecy can be realized by defining an appropriate forward key chain. Any of
ontained in the chain can be evaluated by

FWK; = f (FWK), i = 1,2,3,...

here " uses the trapdoor of f. The iterative relation can be written as
FWKr = (f Y (FWKo) = (F(..F(FWKy))), T=1,23,...
N\ v
N
T times

utlined in Figure 10. This cal¢ulation can only be done by the key distribution centre since no user e
ossession of the trapdoor.

Vith this chain no agcess to encrypted information encrypted by FWKr.;, i > 0 for the user entitie
ossess FWK7.

1 1 1 1 1 1 1 1 1 1 £ £

a - - £ £ - - £ £
Cy [ v [ v [ v [ v [ v [ v [ v [ v [ v [ v [

ntre can

VKo have

the keys

Kr,... as
ntity is in

s, if they

FWK, FWK; FWK; | FWKi+1 | FWKi:2 FWKiwk1| FWKik | FWKig| ... FWK+

Figure 10 — Construction of a forward key chain using a one-way function with trapdoor

The following is an example of the forward key chain construction of the key distribution centre using RSA as
one-way function with trapdoor (n is the modulus, v the public key and s the private key):

1) Initially the key distribution centre generates a secure random number reykin as the start value.

The key distribution centre uses the digital signature ability of RSA. Therefore the private key

(or

trapdoor) is used for signing the start value. This corresponding signature is the first key FWK,. That

is,

© ISO/IEC 2011 — All rights reserved
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2)

3)

The use|of the RSA signature function and the generation of the start value are based on the requirement
given by|[ISO/IEC 14888-2.

8.1.3 Backward secrecy

Unlimited backward secrecy can be realized by defining a backward key chain. Any of the keys contained in
the chairn) can be evaluated by

where g4 represents a one-way function. The iterative relation can be written‘as

The key
outlined

This chain does not allow access to encrypted information for t < T in the case that the user entity know
BWK7. Any key chain BWK; ... BWKr,... gives restfiction for any time t < t.

The follo
hash-fun|

1) |

FWK, = rewxini - mod nis calculated

The next element of the chain is constructed by giving the RSA signature function FWK; as input and
using the output of the function as FWK;: FWK; = FWKf) mod n.

New keys are generated the same way. The input is always the current last key of the chain FWK;, and
the output is FWKi.1: FWKi+1 = FWK; mod n.

If required, the key distribution centre can always extend the chain by calculating new signatures
ased on the current last key

[2]

BWKi.1 = g1(BWK|), i=0,1,2,...

BWKr = g,/ (BWKy) := g4(g (...g+(BWK)))), T 1,2,3,...

- /.
YT

T times

distribution centre is able to continuously calculate the“backward key chain BWK, ... BWKr ... as itis
n Figure 11.

[

g1 g1 g1 ds g1 g1 g1 g1 g1 91

oy v [ v [ [ v [ v [ v[ v [ v [ v

BWK, | BWK; BWK; BWKi+1| BWKis2 e BWKr.1 | BWKr | BWKrsq

Figure 11 — Construction of a backward key chain using a one-way function

[¢)

wing is an example of the backward key chain construction of the key distribution centre using th
ction SHA-1\@s one-way function:

ey distribution centre generates a secure random number rgykinir @s a start value.

2)

[he: kpy distribution centre uses SHA-1 for hnching the random start value ta a fixed size of 160 Bit

The output is used as the first key BWK,. That is, BWK, = SHA-1(rswxkinit) is calculated.

3) The next element of the chain is constructed using BWK, as input for SHA-1 and using the output of
the function as BWK;: BWK; = SHA-1(BWKG).

4) New keys of the chain are generated using SHA-1. The input is always the current last key of the
chain BWK; and the output is BWK;.1: BWK.; = SHA-1(BWK)).

The use of the SHA-1 hash function and the generation of the start value are based on the requirements given
by ISO/IEC 10118-3.

14
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8.1.4 Forward and backward secrecy

For combined forward and backward secrecy, the individual key chains are connected to allow restricted
access in both directions. This is realized by another function COM used to combine the individual keys FWK;
and BWK;.. The function COM may depend on a key K shared between the key distribution centre and the user
entities. The combination results in key

Ki= COM(FWK,,BWK), i = 1,2,...
It_shall be checked whether any resulting K; satisfies the security requirements of the encryption algorithm,

which will use K; as secret key. Even if it is very unlikely to produce weak keys, counter-measures,have to be
greated and most likely a rekeying is needed in such a case.

Hxample 1 for the case, that K; does not depend on a key K:

COM = CUT(k,SHA-1(FWK; Il BWK;))

Tlhe length k of the output of CUT is the required length of K;.

Hollowing steps are performed:

1) FWK and BWK; are concatenated

2) The hash value of (FWK; || BWK)) is calculated by SHA-1

3) The substring of the k least significant bits of the hash'value is chosen.

4) The resultis used as the key K; for decipheringcof the encrypted data.

Hxample 2 for the case, that K; does depend on.a’key K:

COM'="CUT(k,MAC(K,FWK; IBWK)))

(ds)

uch a MAC function shall be chosen*from ISO/IEC 9797, that the length of the MAC output is ngt smaller
han k.

—

Hollowing steps are performed:

1) FWK; and BWK _are concatenated

2) The MAG-Vvalue of (FWK; || BWK)) is calculated by using a MAC function of ISO/IEC 9797
3) The substring of the k least significant bits of the MAC is chosen

4).The result is used as the key K; for deciphering of the encrypted data.

8.2 Calculations by the client entity

8.2.1 Key chains

In order to access the encrypted information, the receiver has to have the same keys as the key distribution
centre during the period. It is not efficient to transmit the whole key chain from key distribution centre to the
receiver; due to this the receiver will be enabled to calculate the key chain(s). To keep the restriction for
access alive, the receiver shall neither be in possession of the trapdoor function nor able to use the trapdoor
of the one-way function nor in possession of the start value of the backward key chain.
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In general, the receiver will be given values FWKi. for the forward key chain and BWK; for the backward key
chain. With this, no access for t < f, or t > .. is possible.

The receiver shall also be given the functions necessary to calculate the key chains. For the forward chain fis
needed and for the backward chain g, will be given.

8.2.2 Forward secrecy

The receiver constructs the forward key chain using the given value FWKi.«. The mathematical relation is

whereas

The resu

The follo
of 8.1.2:

1)

2)

To calculate the forward key chain as outlined in Figure 12, the client entity shall be in possession o¢f
Iis personal start value FWKiand the public key for the RSA signature verification. That is, the client

¢entre.

The next key of the chain is calculated by using the RSA signature verification. That is, the clieft
gntity calculates FWKi..s = FWK,, mod n.

The following keys of the chain are calculated the same way. The client entity calculates the RS

FWKisj1 = (FWKiw), j = 0,1,2, ... i+k-1
the iterative relation can be written as

FWK, = f™ (FWKi) := f(f(...AFWKiw))), j = O,...,i+k-1

— iy
~—

(i+k-j) times

Iting key chain written as a set for an interval T is

FWK = {FWKis.1,FWKisk.121, . . ., FWKikt, FWKii}

f f f f f T

| N i N N 0 PG I

FWKisk 11 | FWKisie 1| FWKisera1| S0 | FWK e | FWWK 4

Figure 12 — Calculation‘of a forward key chain

[0

wing is an example of the forward key ¢alculation of the client entity correspondingly to the exampl

ntity shall know n and v{These values shall have been previously received from the key distribution

Pd

rras been calculated. That is, FWKj...t = FWKik.7+1" mod n has to be calculated.

erification function with the current last key of the forward key chain as the input, until the desired kely

8.2.3 Backward secrecy

The receiver constructs the backward key chain using the given value BWK;. The mathematical relation is

BWK,'+j+1 = g»,(BW’(H.j), _[ = 0, 1,2,...

whereas the iterative relation can be written as

16

BWK..7 = 91" (BWK) = g(g(...g1(BWK))))
-

T times
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BWK = {BWK;,BWKi.1,...,BWK.1.1,BWKi.7}

a1

BWK,

af 8.1.3:

Figure 13 — Calculation of a backward key chain

8.2.4 Forward and backward secrecy

Tlhe following is an example of the backward key calculation of the client entity correspondingly to the

3) New keys of the chain are generated using SHA-1. The input is always the current last k
chain BWK.x and the output is BWKi.x+; = SHA-1(BWKe)@s shown in Figure 13.

Hor combined forward and backward secrecy, the.individual key chains are connected to allow
gecess in both directions. Analogous to 8.1.4 this.is\realized by another function COM used to conmpbine the

example

1) To calculate the backward key chain as outlined in Figure 13, the client entity 'shall be in possgssion of
the personal start value BWK; which shall previously be received from the key distribution cenfre.

2) The client entity uses SHA-1 for hashing the start value in order to-get the next key of the chain. That
is, BWKi.1 = SHA-1(BWK)) is calculated.

by of the

estricted

imdividual keys FWK, and BWK. The function-€OM may depend on a key K shared between|the key
distribution centre and the user entities. The combination results in key
Kis COM(FWK,,BWK), i=1,2,...

Bxamples for the function COM are\given in 8.1.4

f f f f f f f f

FWK [ FWK FWK FWK FWK FWK FWK
0 1 i i+1 i+2 i+k-1 itk
91 g1 g1 g1 g1 g1 91
BWK BWK BWK BWK BWK ,
i i+1 i+2 i+tk-1 itk i+k+1
Figure 14 — Access limitation by combination of the key chains

The shaded key chain values in Figure 14 show the valid keys for the client entity.
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9 Key chain based group key management with limited forward key chain

9.1 Calculations by the key distribution centre

9.1.1

Key chains

In this case for both key chains one-way functions are used. The key distribution entity needs to set up the key
chains prior to normal operation. This means that, depending on what is needed, the forward and/or backward
key chain has/have to be defined. The result for the forward chain would then look like

and for the backward chain

Both key|chains are calculated by usage of one-way functions.
In this c@se the start values are FWK, and BWK,. The index n of the start valu¢ \FWK, has to be chose

appropri
key chain.

9.1.2 Forward secrecy

The key
contained in the limited chain can be evaluated by

where g4 represents a one-way function. The iterative relation can be written as

The follgwing ‘is~a description of the forward key chain construction of the key distribution centre using th
function

18

1)
2)

3)

4)

5)

FWK = {FWKo, FWK, ...,FWK,.1, FWK,}

BWK = {BWKy,BWK,,....BWK,..BWK,,...}

[N

Itely based on the application and implementation aspects, because it.means the end of the forwar

[

distribution centre constructs the forward key chain using the 'given start value FWK;. Any of the key

FWKoi1 =go(FWK,), i50,1,2,...,n-1

FWK..i = g:(FWK,) ;7 92(ga(...920FWK,))), i = 1,2,3,...,n

-
i times
g2 92 ) g2 g2 g2 g2 J2
vIiv |lev]l v iy | v v | v |
FWKo | FWK4 . FWK.i.T . FWK..i . FWKq-1 FWK,

Figure 15— Construction of a forward key chain by use of a one-way Function

[

SHA-1 as one-way function:

key distribution centre generates a secure random number as a start value reyxinit-

The key distribution centre uses SHA-1 for hashing the random start value to a fixed size of 160 Bit.
The output is used as the first key FWK,. That is, FWK, = SHA-1(rrwkini) is calculated.

The next element of the chain is constructed using FWK, as input for SHA-1 and using the output of
the function as FWK,.1: FWK, ., = SHA-1(FWK,).

New keys of the chain are generated using SHA-1. The input is always the current last key of the
chain FWK,..1 and the output is FWK,.: FWK, . = SHA-1(FWK,.+1).

The calculation finishes as soon as the key distribution centre declares one final value FWKj.
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