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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees
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led by the respeciive organization to deal with particular fields of technical aclivity. ISO and IE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

11770-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Subcommittee SC 27, /T
fechniques.

11770 consists of the following parts, under the general title Information technology — Security
bs — Key management.

1: Framework

2: Mechanisms using symmetric techniqués
3: Mechanisms using asymmetric techniques
4: Mechanisms based on weak-sécrets

arts may follow.
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Information technology — Security techniques — Key
management —

Part 4:

Mechanisms based on weak secrets

1

.

G

P

b

d

f
1)
2)
3)

Scope

his part of ISO/IEC 11770 defines key establishment mechanisms based on weak secrets, i.e., se¢rets that
an be readily memorized by a human, and hence secrets that will be chosen from a relatively smiall set of
ossibilities. It specifies cryptographic techniques specifically designed to-establish one or more segret keys
ased on a weak secret derived from a memorized password, while preventing off-line brute-forc¢ attacks
ssociated with the weak secret. More specifically, these mechanisms are designed to achieve ofe of the

bllowing three goals.

Balanced password-authenticated key agreement:\ Establish one or more shared segret keys
between two entities that share a common weak .secret. In a balanced password-authentidated key
agreement mechanism, the shared secret keyscare the result of a data exchange betweern the two
entities, the shared secret keys are established if and only if the two entities have used the same
weak secret, and neither of the two entities can' predetermine the values of the shared secret keys.

Augmented password-authenticated (key agreement: Establish one or more shared se¢ret keys
between two entities A and B, where“A has a weak secret and B has verification data derivgd from a
one-way function of A’s weak secret. In an augmented password-authenticated key agreement
mechanism, the shared secret keys are the result of a data exchange between the two entities, the
shared secret keys are established if and only if the two entities have used the weak secref and the
corresponding verification data, and neither of the two entities can predetermine the valugs of the
shared secret keys.

NOTE - This type of-key agreement mechanism is unable to protect A’'s weak secret being discovered by B, but
only increases the.cost for an adversary to get A's weak secret from B. Therefore it is normally used between a
client (A) and a-server (B).

Password-authenticated key retrieval: Establish one or more secret keys for an g¢ntity, A,
associated with another entity, B, where A has a weak secret and B has a strong secret agsociated
with 'A's weak secret. In an authenticated key retrieval mechanism, the secret keys, retrievgble by A
(not necessarily derivable by B), are the result of a data exchange between the two entities| and the
secret keys are established if and only if the two entities have used the weak secret|and the
associated strong secret. However, although B’s strong secret is associated with A's weak sécret, the
strong secret does not (in itself) contain sufficient information to permit either the weak secTet or the

secret keys established in the mechanism to be determined.

NOTE - This type of key retrieval mechanism is used in those applications where A does not have secure
storage for a strong secret, and requires B’s assistance to retrieve the strong secret for her. It is normally used
between a client (A) and a server (B).

This part of ISO/IEC 11770 does not cover aspects of key management such as

lifecycle management of weak secrets, strong secrets and established secret keys;

mechanisms to store, archive, delete, destroy, etc. weak secrets, strong secrets, and established secret

keys.

© ISO/IEC 2006 — All rights reserved 1
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NOTE — The keys generated or retrieved through the use of weak secrets cannot be more secure against exhaustion than
the sum of the weak secrets themselves. With this proviso, the mechanisms specified in this part of ISO/IEC 11770 are
recommended for practical use in low-security environments.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC|10118-3:2004, Information technology — Security techniques — Hash-functions — Part 3: Dedicated
hash-functions

ISO/IEC|11770-1:1996, Information technology — Security techniques — Key management — \Part
Framewgrk

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31
augmented password-authenticated key agreement
passworgl-authenticated key agreement where entity A uses a password<based weak secret and entity B use
verificatipn data derived from a one-way function of A's weak secret to.negotiate and authenticate one or mor
shared secret keys

D o

3.2
balancegl password-authenticated key agreement
password@l-authenticated key agreement where two entities A and B use a shared common password-based
weak segret to negotiate and authenticate one or more shared secret keys

3.3
brute-fofce attack
attack or} a cryptosystem that employs an exhaustive search of a set of keys, passwords or other data

3.4
collisior}-resistant hash-function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inpuf
which map to the same output

[

NOTE — Gomputational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1:2000]

3.5
dictionafy attack (on a password-based system)
attack or} a-cryptosystem that employs a search of a given list of passwords

NOTE - A dictionary attack on a password-based system can use a stored list of specific password values or a stored list
of words from a natural language dictionary.

3.6
domain parameter
data item which is common to and known by or accessible to all entities within the domain

NOTE — The set of domain parameters may contain data items such as hash-function identifier, length of the hash-token,
length of the recoverable part of the message, finite field parameters, elliptic curve parameters, or other parameters
specifying the security policy in the domain.

[ISO/IEC 9796-3:2000]

2 © ISO/IEC 2006 — All rights reserved
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3.7
explicit key authentication from A to B
assurance for entity B that A is the only other entity that is in possession of the correct key

NOTE - Implicit key authentication from A to B and key confirmation from A to B together imply explicit key authentication
from A to B.

[ISO/IEC 11770-3:1999]

3.8
hash=function

function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties.

— It is computationally infeasible to find for a given output, an input which maps to this output.

— It is computationally infeasible to find for a given input, a second input which maps.to.the same ofitput.
NOTE — Computational feasibility depends on the specific security requirements and environment.

[|SO/IEC 10118-1:2000]

39
hashed password
result of applying a hash-function to a password

3.10
plicit key authentication from A to B
ssurance for entity B that A is the only other entity that cah,possibly be in possession of the correct Key

quence of symbols that controls the:@peration of a cryptographic transformation (e.g. encipherment,
ecipherment, cryptographic check functien computation, signature calculation, or signature verificatign)

[ISO/IEC 11770-3:1999]

.12

ey agreement
rocess of establishing~a shared secret key between entities in such a way that neither of them can
redetermine the valdeof that key

[ISO/NIEC 11770<1:1996]

.13
ey confirmation from A to B
ssurance for entity B that entity A is in possession of the correct key

[ISOAEC 11770-3:1999]

3.14
key control
ability to choose the key, or the parameters used in the key computation

[ISO/IEC 11770-1:1996]

3.15

key derivation function

function that utilizes shared secrets and other mutually known parameters as inputs, and outputs one or more
shared secrets, which can be used as keys

© ISO/IEC 2006 — All rights reserved 3
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3.16

key establishment

process of making available a shared secret key to one or more entities; key establishment includes key
agreement, key transport and key retrieval

3.17

key management

administration and use of the generation, registration, certification, deregistration, distribution, installation,
storage, archiving, revocation, derivation and destruction of keying material in accordance with a security
policy

[ISO/IE( 11770-1:1996]

3.18
key retrieval
process pf establishing a key for one or more entities known as the retrieving entities with the involvement of
one or more other entities who are not necessarily able to access the key after the process, and which
normally|requires authentication of the retrieving entity/entities by the other entity/entities

3.19
key token
key establishment message sent from one entity to another entity during the execution of a key establishment
mechanism

3.20
key token check function
function fhat utilizes a key token and other publicly known parameters as input, and outputs a Boolean value
during the execution of a key establishment mechanism

3.21
key token factor
value thgt is kept secret and that is used, possibly in conjunction with a weak secret, to create a key token

3.22
key token generation function

function that utilizes a key token factor and/other parameters as input, and outputs a key token during th
executioh of a key establishment mechanism

[¢)

3.23
mutual key authentication
assurange for two entities thatonly the other entity can possibly be in possession of the correct key

3.24
one-way function
function |with the property that it is easy to compute the output for a given input but it is computationally
infeasibl¢ to find:fer a given output an input which maps to this output

[ISO/IEQ 11770-3:1999]

3.25

password

secret word, phrase, number or character sequence used for entity authentication, which is a memorized
weak secret

3.26

password-authenticated key agreement

process of establishing one or more shared secret keys between two entities using prior shared password-
based information (which means that either both of them have the same shared password or one has the
password and the other has password verification data) and neither of them can predetermine the values of
the shared secret keys

4 © ISO/IEC 2006 — All rights reserved
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3.27
password-authenticated key retrieval

2006(E)

key retrieval process where one entity A has a weak secret derived from a password, and the other entity B
has a strong secret associated with A’s weak secret; these two entities, using their own secrets, negotiate a

secret key which is retrievable by A, but not (necessarily) derivable by B

3.28
password-entangled key token
key token which is derived from both a weak secret and a key token factor

.29
assword verification data
ata that is used to verify an entity’s knowledge of a specific password

.30
random element derivation function
flinction that utilizes a password and other parameters as input, and outputs a random element

random variable incorporated as secondary input to a one-way or encryption function that is used
assword verification data

.32
ecret
lue known only to authorized entities

.33

ecret value derivation function

flnction that utilizes a key token factor, a key teken and other parameters as input, and outputs
lue, which is used to compute one or more sectet keys

.34
ecret key
y used with symmetric cryptographie-techniques by a specified set of entities

[ISO/IEC 18033-1:2005]

.35

rong secret

cret with a sufficient)degree of entropy that conducting an exhaustive search for the secret is ir
en given knowledge that would enable a correct guess for the secret to be distinguished from an
uess

OTE - This)might, for example, be achieved by randomly choosing the secret from a sufficiently large set g
lues with"an even probability distribution.

.36

to derive

a secret

feasible,
incorrect

f possible

T

secret that can be conveniently memorized by a human being; typically this means that the entropy of the
secret is limited, so that an exhaustive search for the secret may be feasible, given knowledge that would

enable a correct guess for the secret to be distinguished from an incorrect guess

© ISO/IEC 2006 — All rights reserved
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4 Symbols and notation

For the purposes of this document, the following symbols and notation apply.

ai, az
A, B
b, b;
BS2I

elliptic curve coefficients
distinguishing identifiers of entities
bits (i.e. either 0 or 1)

a function that converts a bit string into an integer

Cc
C,CoL,Cdc
D,Dp,,Dg
E

F(q)
FE2I
FE20S

()

9,91,9a,9
G: Gai Gb
9o

GE20Sy

H

h(x, Lk)

I2FE
120S
12P
J,Jboi,Jec
k

an integer satisfying 1 <c<q -1

functions for generating a key token based on a password and a key token factor
functions for generating a key token based on only a key token factor

an elliptic curve defined by two elliptic curve coefficients, a; and a,

the finite field of cardinality q

a function that converts a field element into an integer

a function that converts a field element into an octet string

elements of multiplicative order rin F(q)

points of order r on E over F(q)

an element of multiplicative order g -1 in F(q)

a function that converts a group element into an octet string; when the group element is a point
on E, this function converts the x-coordinate \of‘the point into an octet string and ignores the
coordinate

[¢]

a hash-function taking an octet stringcas input and giving a bit string as output, e.g. one of th
dedicated hash-functions specified.in [SO/IEC 10118-3

a hash-function taking an octet string x and an integer Ly, which indicates the length (in bits) ¢f
output, as input and giving a_bit string of length Lk as output, e.g. one of the dedicated hask
functions specified in ISOAEC 10118-3

a function that converts/an integer into a field element
a function that converts an integer into an octet string
a function_thatConverts an integer into a point on the curve E

functions™for generating a password verification element from a password

CJ

the cofactor that is either the value (g-1)/r in DL domain parameters or the value of #E/r in E
domain parameters

K
Ki,Ka,...
Lk

mod

a function for defiving a Key from a secret value and a Key derivation parameter
secret keys established using a key establishment mechanism

the length (in bits) of an established secret key

an integer

an octet that is represented by values from 00 hex to FF hex

binary operation, where y = a mod b is defined to be the unique integer y satisfying 0 < y < b and
(a -y) is an integer multiple of b

© ISO/IEC 2006 — All rights reserved
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an integer

0a, 04, Og, 05" bit strings, which are used to specify a key confirmation process

number

(O Y] a function that converts an octet string into an integer

p, pi odd prime integers

P1,Ps,... key derivation parameter octet strings
the number of elements in the finite field F(q) In the EC setting g is either p or 2™ for some
integer m> 1. In the DL setting, g is p
NOTE - this part of ISO/IEC 11770 treats only a prime field or a binary field in the EC &etting gnd only a
prime field in the DL setting, because these cases are widely used and their security properties have been
well-explored.

r] the order of the desired group, which is a prime dividing either g — 1 in the'DL setting or [#E in the
EC setting

R,R1pL,R1ec, RaopL,Roec functions for deriving a random element from a password

Sh, Ss Key token factors of entities A and B respectively, corresponding to key tokens w, and wg
NOTE - the key token factors should be generated at random,from a selected range since this :Eaximizes
the difficulty of recovering the key token factor by collision-search methods. Methods of rando
generation are specified in ISO/IEC 18031.

T a function for checking validity of a key token

W, VA, Vi, VapL, Vaec, VeoL, Veec  functions for generating secret values

Wa, Wg key tokens or password-entangled key tokens of entities A and B respectively, corresponding to
key token factors s, and sg; they are’integers in the DL setting and points in the EC setting

[xXIxY multiplication operation in the*EC setting that takes an integer x and a point Y on the curve E as
input and produces a point-Zon the curve E, where Z=[x]x Y=Y+ Y+ ... + Yadding ¥ -1 times
if x is positive. The operation satisfies [0] x Y = Og (the point at infinity), and [-x] x Y =[x]|x (-Y).

Z a secret value used-to derive the keys; it is an integer in the DL setting and a point in the EC
setting

{Bm, Pmas ---r Lo} an element of F(s™) where s is either p or 2, and 4 is an integer satisfying 0 4 3 < s -1

7 a password-based octet string which is generally derived from a password or a hashed password,
identifiers for one or more entities, an identifier of a communication session if more fhan one
session might execute concurrently, and optionally includes a salt value and/or other data
NOTE — It is required to include one or more the entity identifiers and a unique session identifigr into the
value of 7z, in order to avoid that a key establishment mechanism might be vulnerable to an unkpown key-
share attack addressed in [TCO05].

#E the number of points on the elliptic curve E

[l concatenation operator, defined on octet strings

Og the point at infinity on the elliptic curve E

© ISO/IEC 2006 — All rights reserved 7
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5 Requirements

It is assumed that the entities are aware of each other’s claimed identities. This may be achieved by the
inclusion of identifiers in information exchanged between the two entities, or it may be apparent from the
context of use of the mechanism.

It is assumed that the entities are aware of a common set of domain parameters, which are used to compute a
variety of functions in the key establishment mechanism. Each mechanism can be used with one of two
different sets of domain parameters, depending on whether the mechanism operates over the multiplicative

group of

values in F(q) or over the additive group of elements in an elliptic curve defined over F(q). In the fir

t

case the
mechani

NOTE —
correctly

mechanism is said to operate in the DL (for “discrete logarithm”) setting, and in the second case(th
5m is said to operate in the EC (for “elliptic curve”) setting.

t is fundamentally important to the correct operation of the mechanisms that any domain parameters*are he
by each participant. Use by any party of accidentally or deliberately corrupted domain parameters can result

compromise of the mechanisms, which might allow an unauthorised third party to discover an established secret key.

The two
A set of
F(q) -3
q - the

r—the

sets of domain parameters are as follows.

DL domain parameters consists of:

specific representation of the finite field on q elements.
humber of elements in F(q), which is an odd prime integer.

prder of the desired group of elements from the finite field, which is a prime divisor of g -1.

g — an g¢lement of multiplicative order rin F(q) (g is called the generator of a subgroup of r elements in F(q)).

gq-1— an element of multiplicative order g -1 in F(q).

NO7

k — the
Optional

A set of

F(q) -2

q —the

aq, az —

[E — a method of generating 9.1 Can be found in Chapter 4 of [MvV96] and [Ka86].

value (g-1)/r, also called the cofactor; satisfying k = 2pp,...p;, for primes p;>r, i =1, 2, ...,
y, t=0.

FC domain parameters consists, of:
specific representation of-the finite field on q elements.
humber of elements.in’ F(q), which is
p, an odd prifme-integer, or
2" for some positive integer m > 1.

two elliptic curve coefficients, elements of F(q), that define an elliptic curve E.

e

o Q

E — an elliptic curve defined by two elliptic curve coefficients, a; and a.. It is defined by one of the following
two equations

Y* = X® + a;X + a, over the field F(p),

Y’ + XY = X* + a;X* + a, over the field F(2™),

together with an extra point O referred to as the point of infinity.

#E - the number of points on E.

© ISO/IEC 2006 — All rights reserved
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r — the order of the desired group, which is a prime integer dividing #E.

G — a curve point of order r (G is called the generator of a subgroup of r points on E).

k — the value #E/r, also called the cofactor, satisfying k = 2"pyp....p;, for n = {0, 1, 2} and primes p;>r, i = 1,
2, ..., t. Optionally, t = 0.

When entities make use of a specified mechanism in the EC setting, it is assumed that the entities are aware
of the form of the point representation, i.e., a point is represented in either compressed, uncompressed or
hybrid form. The specifications in the point representation refer to ISO/IEC 18033-2.

the mechanism specification of this part of ISO/IEC 11770, the method of random number generat|on refers
ISO/IEC 18031 and the method of prime number generation refers to ISO/IEC 18032.

I{ is also assumed that the entities are aware of a common hash-function H, e.g. one of-thé dedicated hash-

flnctions specified in ISO/IEC 10118-3.

Password-authenticated key agreement

his clause specifies three password-authenticated key agreement-mechanisms. The first mefchanism,
ecified in clause 6.1, is a balanced password-authenticated key agreement mechanism, which requires the

tyvo entities to share a weak secret. The second and third mechanisms, specified in clauses 6.2 and 6.3
respectively, are augmented password-authenticated key agreement mechanisms, which require ohe of the

tyvo entities to possess verification data for a weak secret known.to the other entity.

Il three password-authenticated key agreement mechanisms have the following initialisation procesg and key
stablishment process.

Initialisation process: The two entities involved agree to use a set of valid domain parameters, a det of key

erivation parameters and a set of functions, allof which may be publicly known. The two entities also agree

tp use either a shared password-based weak-sécret which is known only to them, or shared password-based
imformation that means one entity hasx@) password-based weak secret and the other entity |has the

1)

2)

3)

gorresponding password verification data.

Key establishment process:

Generate and exchange‘key tokens. The two entities involved each randomly choose one or fore key
token factors associated with the domain parameters, create the corresponding key tokens, which
may be associated-with the password or password verification data (a key token associated with the
password or password verification data is called a password-entangled key token), and then nake the
key tokens-available to the other entity.

Checkyalidity of key tokens. Depending on the operations for producing key tokens in Step 1, the two
entities-involved each choose an appropriate method to validate the received key tokens bas¢d on the
demain parameters. If any validation fails, output “invalid” and stop.

Derive shared secret keys. The two entities involved each apply certain secret value derivation
functions to their own key token factor, the other entity's key tokens and/or shared pasgword or

4)

password verification data to produce a shared secret value. Each entity further applies a key
derivation function to the shared secret value and the key derivation parameters, to derive one or
more shared secret keys.

Check key confirmation. The two entities involved use the shared secret keys established using the
above steps to confirm their awareness of the keys to each other. This step is optional in Mechanism
1 but mandatory in Mechanisms 2 and 3.

© ISO/IEC 2006 — All rights reserved 9
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6.1 Key Agreement Mechanism 1

This key agreement mechanism is designed to achieve balanced password-authenticated key agreement,
which establishes one or more shared secret keys between entities A and B with joint key control and prior
sharing of a password-based octet string 7. This mechanism provides mutual implicit key authentication and,
optionally, mutual explicit key confirmation.

This mechanism works in both the DL and EC settings.

NOTE - This mechanism is based on the work of [Jab96] and the mechanism called {DL,EC}BPKAS-SPEKE in
[[EEEP1363ZT.

6.1.1 rior shared parameters

The key pgreement between two entities A and B takes place in an environment where the two @ntities shan
the folloying parameters:

[¢)

— A sHared password-based octet string =

— A sgt of valid domain parameters (either DL domain parameters or EC domain‘parameters) specified
Clayse 5

>

— A rapdom element derivation function, R
— A kdy token generation function, D

— A kdy token check function, T

— A sqcret value derivation function, V

— A kgy derivation function, K

=

olean value, b, which indicates whether cofactor multiplication is desired. If b = 1, cofactq

mulfiplication is desired; otherwise it is not

— One| or more key derivation parameter octet strings {P,, P,, ...}, where A and B must agree to use the
samje P; values

— Thellength of a shared secret key, Lk

NOTE - Lofactor multiplication is used totmap a received key token into a valid group element, i.e. an element in
selected gubgroup of order r. b = 0 is only.usSed in those mechanisms in which it is guaranteed that a received key token
a valid group element. More detailed discussion on cofactor multiplication can be found in [ISO/IEC 15946-3:2002].

n QO

6.1.2 Functions

6.1.2.1 Random element derivation function R

[oN

The random element derivation function R operates on an octet string x as input and produces a selecte
group element.written R(x) as output. Key Agreement Mechanism 1 can be used with any one of the following
four R fupctions, RipL, R1Ec, R,p. and RZEC:

— Rjyp_ is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over
the multiplicative group of elements defined over F(q). Given the DL domain parameters (including k and
q) and an octet string input x, Ryp_ is defined as
k
RipL(x) = (BS2I(H(x)))" mod q.
— Rjgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates over
the additive group of elements in an elliptic curve defined over F(q). Given the EC domain parameters
(including k) and an octet string input x, Rgc is defined as

Riec(X) = [K] x 12P(BS2I(H(x))).

10 © ISO/IEC 2006 — All rights reserved
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— Ryp_ is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over

the multiplicative group of elements defined over F(q). Given the DL domain parameters (includin

gq), two

random elements in a subgroup of order r in F(q), g, and g,, and an octet string input x, Ryp, is defined as

BS2/(H(x))

RopL(X) = ga * 9 mod q.

— Ryec is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates over
the additive group of elements in an elliptic curve defined over F(q). Given the EC domain parameters,
two random elements of a subgroup of order r on E, G, and G,, and an octet string input x, Roec is

defined as

Raec(X) = G, + [BS2I(H(x))] x Gp.

mn

unctions BS2/ (Bit String to Integer conversion) and /2P (Integer to Point conversion) are described

b

OTE 1 — The four choices for the function R allow for different performance charactefistics and differer
ssumptions. Regarding performance, R, permits use where k >> r, but when using a small cofactor k, Ry is f
2-

QD

bl

OTE 2 — It is recommended that, if the result of RipL(x) or Ropi(x) is 1, or if the(result of Riec(x) or Roec(x) is
nvalid" and stop. Based on the randomness property of the hash-function-#, this case happens with a
robability. However, there is no detected security weakness, because if the function R outputs the value 1
ptting or the point Oe in the EC setting without stopping, the protocol will abort when running the key tol
finction T.

=" I e] =

6.1.2.2 Key token generation function D

—

he key token generation function D operates on an.nfeger x and a group element y as input and
nother group element written D(x, y) as output. Key~Agreement Mechanism 1 can be used with eith
ne following D functions, Dp, and Degc:

= Q

the multiplicative group of elements_defined over F(q). Given the DL domain parameters (incl
and two inputs x from {1, ..., r- 1}\and an integer y the output of Function R, Dp, is defined as

Doi(x, y) = y*mod q.
—+ Dgc is suitable for use'when the mechanism is used with the EC domain parameters, i.e. it oper

and two inputs xdrom {1, ..., r- 1} and a point Y the output of Function R, Dgc is defined as
Dec(x, Y)=[x] x Y.
6.1.2.3 .‘Key token check function T

he/key token check function T operates on a group element x as input and produces a Boolean vall

in Annex

t security
Aster than

O, output
negligible
in the DL
en check

produces
er one of

—+ Dp, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over

Lding q),

htes over

the additive group,of elements in an elliptic curve defined over F(q). Given the EC domain pafameters,

e written

= —]

(%) as output. Key Agreement Mechanism 1 can be used with either one of the following T functions

TD|_ and

EC-

— Tp. is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over

the multiplicative group of elements defined over F(q). Given the DL domain parameters (incl
and a data string x, Tp, is defined as follows:

— If x does not represent an integer, Tp (x) = 0.
— Ifx< 1, TDL(X) =0.

— Ifx>q-1, Tp(x) = 0.

© ISO/IEC 2006 — All rights reserved
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— Else, Tp(x) = 1.

Tec is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates over

the additive group of elements in an elliptic curve defined over F(q). Given the EC domain parameters
(including Og), a value n < {0, 1, 2}, such that k = 2"pp....p; and a data string X, Tgc is defined as follows:

— If X does not represent a point on E, Tgc(X) = 0.

I [2" x X = O, Tec(X) = 0.

6.1.2.4

The seciet value derivation function V operates on an integer x, a selected group element y“and a Boolean

value b 3
1 can ch

I VDL
the
q), g

- VEC
the
(incl

defimped as

6.1.2.5

The key
and a ke
P, Ly) as
and Lga

NOTE 1 -
bit length,|

NOTE 2
is used as

6.1.3 K

Flse, Tec(X) = 1.

Secret value derivation function V

s input and produces another group element written V(x, y, b) as output. Key Agreement Mechanism
bose one of the following V functions, Vp, and Vegc:

s suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates ovg
multiplicative group of elements defined over F(q). Given the DL domain(parameters (including k an
nd three inputs, x from {1, ..., r- 1}, y from {2, ..., g - 2} and b from {0, %4}) Vp_ is defined as

Q=

b
Vou(x, v, b) = ™ mod q.

s suitable for use when the mechanism is used with the EC‘domain parameters, i.e. it operates ovg
ndditive group of elements in an elliptic curve defined over F(q). Given the EC domain parametefs
uding k), and three inputs, x from {1, ..., r- 1}, a point ¥ (¢ Og) on the curve E and b from {0, 1}, Vec

=

(2

Vee(x, Y, b) =Jk% x] x Y.

Key derivation function K

derivation function K operates on anoctet string x , a length (in bits) Lk of the output of function K,
y derivation parameter octet string-P from {P;, P,, ...} as input, and produces a bit string written K{(
output. Key Agreement Mechanism 1 makes use of a one-way function as Function K, i.e., given x, P
5 input, K is defined as

K(x, P, Lx) = h(x||P, Lk).

=]

The output transformation for the hash-functions specified in ISO/IEC 10118-3 is the hash-code H with a give
See ISO/IEC 101.18<3 for the details.

The value of L'k is dependent on applications using the derived key. If the output of the key derivation function K
a key forasymmetric cipher, the value of Lk is the key length of a specific symmetric cipher mechanism.

ey.agreement operation

This mechanism involves both A and B pertorming a sequence or up 1o Tour steps, numbered AT-A4 and B

B4 (for the steps to be followed by A and B respectively). Steps A3, A4, B3 and B4 are optional.

Key token construction (A1)
A performs the following steps:

12

compute g4 = R(x) as a base of its key token,

choose an integer s, randomly from {1, ..., r— 1} as its key token factor,
compute wy = D(S,4, g1) as the key token,

make w, available to B.

© ISO/IEC 2006 — All rights reserved
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Key token construction (B1)
B performs the following steps:
— compute g1 = R(x) as a base of its key token,
— choose an integer sg randomly from {1, ..., r— 1} as its key token factor,
— compute wg = D(sg, g,) as the key token,
— make wg available to A.

Shared secret key derivation (A2)

A performs the following steps:

— receive wg from B

— check validity of wg using T(wp): if T(wg) = 0, output "invalid" and stop; otherwise, carry on,
— compute z = V(s,, wg, b) as a shared secret value,

— compute K; = K(GE20Sx(z), P;, Lk) for each key derivation parameter P; as a shared.secret key.

(d))

hared secret key derivation (B2)

B performs the following steps:

— receive wy from A,

— check validity of w, using T(w,): if T(wa) = 0, output "invalid" and stop; ©therwise, carry on,
— compute z = V(sg, Wy, b) as a shared secret value,

— compute K; = K(GE20Sx(z), P;, Lk) for each key derivation parameter P; as a shared secret Key.

NOTE — No special ordering of steps A1 and B1 or A2 and B2 is specified, otherthan that logically required by the need to
cpmpute a value before using it, i.e., A2 and B2 must happen after A1 and B1

Key confirmation (A3 and B3) (optional)
A performs the following steps (A3):
— compute 0, = H(hex(03)]|GE20Sx(w,)|| GE20Ss(wi)|| GE20Sx(2)||GE20Sx(g4)), and

— make o4 available to B.

B performs the following steps (B3):

— receive 04 from A,

— compute 04’ = H(hex(03)||GE20Sx(w,)||GE20Sx (wg)||GE20Sx (z)||GE20Sx (g41)), and
— check if 04 # 04", output "invalid" and stop.

KHey confirmation (B4 and A4) (optional)
B performs the following steps (B4):
— compute og = H(hex(Q4)|GE20Sx (w,)||GE20Sx (wg)||GE20Sy (z)||GE20Sx (g4)), and

— make og available_to A.

A performs the following steps (A4):

— receive og from B,

— compute.ag’ = H(hex(04)||GE20Sy (w,)||GE20Sx (wg)||GE20Sx (z)||GE20Sx (g1)), and
— checkKlif'og # 0g', output "invalid" and stop.

NOTE - Entities A and B are free to choose A3 and B3, or B4 and A4. The only restriction is that B3 must happgn after A3
and A4 _must happen after B4.

Hunetion GE20Sy (Group Element to Octet String conversion) is described in Annex A.

NOTE — A group element in this mechanism is a point on the curve E in the EC setting, or an integer in the range [1, q -1]
in the DL setting.

6.2 Key Agreement Mechanism 2

This mechanism is designed to achieve augmented password-authenticated key agreement, which
establishes one or more shared secret keys between entities A and B with joint key control. In the mechanism,
A has a password-based octet string 7 and B has password verification data v corresponding to z. This
mechanism provides unilateral explicit key authentication, and optionally mutual key confirmation.

This mechanism works in the DL setting.

© ISO/IEC 2006 — Al rights reserved 13
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NOTE 1 - In applications using augmented password-authenticated key agreement, A may play the role of a client and B
may play the role of a server.

NOTE 2 — This mechanism is based on the work of [Wu02] and the mechanism called DLAPKAS-SRP6 in [[EEEP1363.2].

6.2.1 Prior shared parameters

The key

agreement between two entities A and B takes place in an environment consisting of the following

parameters:

— Ase
— Aps

— Aps
fung

— Ake
— Aps
— Two
— Ake

— One
sam

— Ani
— The

Function
Annex A

6.2.2 F

6.2.2.1

The pas
and prod
function:

— Give

defined as,

Function

T of DL domain parameters, including g, -1 and g, specitied in Clause 5
ssword-based octet string 7 used by A

ssword verification element, v = J(x) used by B, where J is a password verification elementdetivation
tion

y token generation function, D, used by A

ssword-entangled key token generation function, C, used by B
secret value derivation functions, V, and Vg, one for each entity
y derivation function, K

or more key derivation parameter octet strings {P;, P>, ...}, wherelA and B must agree to use the
e P;value

hteger, ¢, defined as ¢ = (BS2/(H(120S(g, - 1)|[120S(q))) modq

length of a shared secret key, Lk

5 BS2/ (Bit String to Integer conversion) and /208 (iteger to Octet String conversion) are specified |

-

unctions

Password verification element defivation function J
word verification element derivation function J operates on a password-based octet string 7 as inpiit

uces an integer written J(z)-as:output. Key Agreement Mechanism 2 can be used with the following |J

n DL domain parameters (including g, .1+ and q) and a password-based octet string input 7, J s

BS2/(H()

J(7) = 9q 1 mod q.

BS2I(Bit"String to Integer conversion) is described in Annex A.

6.2.2.2

Key token generation function D

The key

token generation function D operates on an integer x from {1, ..., g - 2} as input, and produces an

integer written D(x) as output. Key Agreement Mechanism 2 can be used with the following D function:

— Given DL domain parameters (including g,-1 and g) and an input x from {1, ..., g - 2}, D is defined as,

14

D(x) = gq 4 mod qg.
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6.2.2.3 Password-entangled key token generation function C

The password-entangled key token generation function C operates on three inputs, the integer c, an

2006(E)

integer x

from {1, ..., g - 2} and an output of the password verification element derivation function v = J(x), and

produces an integer written C(x, v, c¢) as output. Key Agreement Mechanism 2 can be used with the
C function:

— Given the DL domain parameters (including g, .1 and q), and three inputs, the integer ¢, x from {
2} and the output of J function v, C is defined as,

following

1,....,9-

C(x,v,c)=v=* c+gq_1xmod q.

6.2.2.4 Secret value derivation functions V, and V5

1) The secret value derivation function V, operates on six inputs, the integer c, & password-ba
string #, an integer x, from {1, ..., g-2}, an integer v that is the output ofpthe password vg
element derivation J, an integer y, that is the output of the key token generation function [
integer yp that is the output of the password-entangled key token_generation function
produces an integer written V4(c, 7, Xa, V, y¥a, ¥g) @s output.

2) The secret value derivation function V operates on four inputs) an integer xg from {1, ...,
integer v that is the output of the password verification element derivation J, an integer ya t
output of the key token generation function D, and an integer ys that is the output of the p
entangled key token generation function C, and praeduces an integer written Vig(xg, Vv, ¥
output.

3) V,and Vg satisfy the condition Vi(c, 7, Xa, V, Ya, ¥8) = Va(Xs, V, ¥a, V&)

Hey Agreement Mechanism 2 can be used with the\following V, and Vg functions:

1. Given the DL domain parameters (including gq -1 and q), the integer ¢, a password-bas
string «, an integer xA from {1, .x}.q - 2} , an output of J function v, an output of D functior
an output of C function yB, VA'is-defined in the following steps:

— compute uq = BS2/(H(7)),

— compute up = BS2I(H(120S(y)||120S(ys))) , and

— compute.V4(c, 7, Xa, V, Ya, ¥B) = (Ve — V * C) (Xa U * ) g q.
2. Given the BL domain parameters (including gq-1 and g), an integer xg from {1, ..., g - 2}, an
J funclion v, an output of D function y,, and an output of C function ys, Vgis defined in the

steps:

~ compute u = BS2I(H(I20S(y)||/20S(ys))), and

ed octet
rification
, and an

C, and

g-2}, an
hat is the
hssword-

L, ¥B) as

ed octet
yA, and

output of
following

nnnnnn (o v UNXB

nm
LR

da \/ [\ vz s\ —
COMTPOtC—VEBAB; Vv, YA, JB/ JA v/

Functions 120S (Integer to Octet String conversion) and BS2/ (Bit String to Integer conversion) are described

in Annex A.

6.2.2.5 Key derivation function K

The key derivation function K is the same as defined in Clause 6.1.2.5.

© ISO/IEC 2006 — All rights reserved
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6.2.3 Key agreement operation

This mechanism involves both A and B performing a sequence of up to four steps, numbered A1-A4 and B1-
B4 (for the steps to be followed by A and B respectively). Steps A4 and B4 are optional.

Key token construction (A1)
A performs the following steps:
— choose an integer s, randomly from {1, ..., g — 2} as its key token factor,
— compute wy = D(s,) as its key token, and
— make w, available to B

Password-entangled key token construction (B1)
B pgrforms the following steps:
— |receive w, from A,
— |check if 1 < w, < g -1 holds, if not, output “invalid” and stop, otherwise carry on,
— |choose an integer sg randomly from {1, ..., g — 2} as its key token factor,
— |compute wg = C(Sg, V, c) as its password-entangled key token, and
— |make wg available to A.

Shared $ecret key derivation (A2)
A pégrforms the following steps:
— |receive wg from B,
— |check if 1 < wg < g -1 holds, if not, output “invalid” and stop, otherwise carry on,
— |compute z = Vy(c, 7, Sa, V, Wu, Wg) as an agreed secret value,and
— [compute K; = K(120S(z) , P, Lx) as a shared secret key for éach key derivation parameter P..

Shared $ecret key derivation (B2)
B pgrforms the following steps:
— |compute z = Vg(sg, v, Wa, Wg) as an agreed secret value, and
— |compute K; = K(I120S(z), P;, Lk) as a shared secret key for each key derivation parameter P,

Key confirmation (A3 and B3) (mandatory)
A pégrforms the following steps:
— |compute 04 = H(hex(04)||[20S(wa)|H2O0S(wpg)||120S(2)||/120S(v)), and
— |make o4 available to B.

B pgrforms the following steps:

— |receive o4 from A,

— [compute o' = H(hex(04)|[120S(w,)|[[20S(wg)||120S(2)||/20S(v)), and
— |check if o4 # 04", output "invalid" and stop.

Key confirmation (B4-and A4) (optional)
B pgrforms the following steps:
— |computetog = H(hex(03)|[/20S(w,)||I20S(wg)||I20S(z)||/120S(v)), and
— |make-0p available to A.

A pgrfarms the following steps:

— receive og from B,

— compute o' = H(hex(03)|[/20S(w,)||[20S(wpg)||I20S(z)||I20S(v)), and
— check if og # 0g', output "invalid" and stop.

Function /120S (Integer to Octet String conversion) is described in Annex A.

NOTE — Entity B must verify the entity A's proof of knowledge of the agreed key before revealing any information derived
from the agreed key. Therefore, A3/B3 must be done before B4/A4, if the latter is performed.
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https://standardsiso.com/api/?name=fa90662bc997a3be9437dbda23365293

ISO/IEC 11770-4:2006(E)

6.3 Key Agreement Mechanism 3

This mechanism is designed to achieve augmented password-authenticated key agreement, which
establishes one or more shared secret keys between entities A and B with joint key control. In the mechanism,

A has a password-based octet string 7 and B has password verification data v corresponding to z. This
mechanism provides unilateral explicit key authentication, and optionally mutual key confirmation.

This mechanism works in both the DL setting and the EC setting.

NOTE 1 — In applications using augmented password-authenticated key agreement, A may play the role of a client and B
nfidy play the role of a server.

NOTE 2 — This mechanism is based on the work of [Kw00] and [Kw03] and the mechanism called {DL, ECIAPKAS-AMP in
[IEEEP1363.2].

6.3.1 Prior shared parameters

—

he key agreement between two entities A and B takes place in an environment\consisting of the [following
parameters:

—+ A set of valid domain parameters (either DL domain parameters or EG‘\domain parameters) spgcified in
Clause 5
—+ A password-based octet string zused by A

—+ A password verification element, v = J(7) used by B, where{Jjis a password verification element derivation
function

—+ A key token generation function, D, used by A

—+ A password-entangled key token generation funetion, C, used by B
—+ A key token check function, T

—+ Two secret value derivation functions, V,-and Vg, one for each entity
—+ A key derivation function, K

—+ One or more key derivation parameter octet strings {P,, P,, ...}, where A and B must agree tq use the
same P; value

—+ The length of a shared sectet key, Lk
6.3.2 Functions

q.3.2.1 Password verification element derivation function J

—

he passwaord-verification element derivation function J operates on a password-based octet string & as input
nd produces a selected group element defined over F(q) written J(z) as output. Key Agreement Mechanism 3
an berused with either one of the following two J functions, Jp. and Jgc:

O Q

— - _is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over
the multiplicative group of elements defined over F(q). Given the DL domain parameters (including g and
q), and a password-based octet string 7, Jp_ is defined as,

BS2I(H(r))

Jou(n) =g mod q.

— Jgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates over
the additive group of elements in an elliptic curve defined over F(q). Given the EC domain parameters
(including G), and a password-based octet string 7, Jec is defined as,

Jec(n) = [BS2I(H(7))] x G.

Function BS2/ (Bit String to Integer conversion) is described in Annex A.
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6.3.2.2 Key token generation function D

The key token generation function D operates on an integer x from {1, ..., r - 1} as input, and produces a
selected group element written D(x) as output. Key Agreement Mechanism 3 can be used with either one of
the following two D functions, Dp_ and Dgc:

— Dp, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over
the multiplicative group of elements defined over F(q). Given the DL domain parameters (including g and
q), and an input x from {1, ..., r- 1}, Dp, is defined as,

Dou(x) = g* mod q.

pid

— Degcis suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates ovg
the pdditive group of elements in an elliptic curve defined over F(q). Given the EC domain parameters
(including G), and an input x from {1, ..., r - 1}, Dec is defined as,

Dec(x) = [x] x G.

6.3.2.3 | Password-entangled key token generation function C

The pasgword-entangled key token generation function C operates on three inpuis, an integer x from {1, ..., n-
1}, an olitput of J function v (or V), and an output of D function y (or Y),~and produces a selected grou
element written C(x, v, y) as output. Key Agreement Mechanism 3 can be’used with either one of the followin
C functigns, Cp_ and Cgc:

QO

=

— Cpy Js suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates ovg
the multiplicative group of elements defined over F(q). Given the DL domain parameters (including q
and [three inputs, x from {1, ..., r - 1}, and v the output of Function J, and y the output of Function D, Cp_
defined as follows:

(2

— |compute e = BS2I(H(120S(1)||GE20Sx (v)));
— |compute Cpi(x, v, ¥) = (v * y ©) mod ¢

— |check if Cp (X, v, y)is 1 or g - 1, output "invalid" and stop; otherwise output Cp (X, v, ).

pid

—  Ckgc|is suitable for use when thé_mechanism is used with the EC domain parameters, i.e. it operates ovg
the additive group of elements’/in an elliptic curve defined over F(q). Given the EC domain parameters
and[three inputs, x from {1,_.)., r- 1} and V the output of Function J and Y the output of Function D, Cgc Is
defined as follows:

— [compute e =BS2I(H(120S(1)||GE20Sx (Y))),
— [computeCec(x, V, V) =[x] x (V+ [e] x Y),

— |check if [4] x Cec(x, V, Y) = Og, output "invalid" and stop; otherwise output Cec(x, V, Y).

Functions BS2/ (Bit String to Integer conversion), /120S (Integer to Octet String conversion) and GE20Sx
(Group Element to Octet String conversion) are described in Annex A.

6.3.2.4 Key token check function T

The key token check function T is the same as defined in Clause 6.1.2.3.
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r-1}%, an

6.3.2.5 Secret value derivation functions V, and Vg
1) The secret value derivation function V, operates on four inputs, a password-based octet string 7, an
integer x, from {1, ..., r- 1}, an output of D function y, (or Y,), and an output of C function yz (or Yg),
and produces a selected group element written V(7z, x4, ¥a, ¥5) as output.
2) The secret value derivation function Vz operates on three inputs, an integer xg from {1, ...,
output of D function y, (or Y,) and an output of C function yg (or Yg), and produces a selected group
element written Vg(xg, ya ¥s) as output.
3) V4 and Vj satisfy the condition Vi(7, X, ¥a, ¥5) = Va(Xs, Ya, Vs)-
Hey Agreement Mechanism 3 can be used with either one of the following two V, functions, |Vap, 4

1.

gnd either one of the following two Vg functions, Vgp and Vaec:

VoL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it
over the multiplicative group of F(g). Given the DL domain parameters: (including r a
password-based octet string 7, an integer x, from {1, ..., r - 1}, an integer y, from {2, ..., 9
an integer yg from {2, ..., q - 2}, V4p_ is defined in the following steps

— compute e = BS2/(H(I20S(1)||GE20Sx (y4))),

— compute d = BS2I(H(I20S(2)||GE20Sx (ya)[|GE20Sx (¥2))),

— compute u = (x4 + d)/(xs * € + BS2I/(H(x))) mod %,

— compute Vap (7, Xa, Ya, ¥8) = ¥ mod q,

— output Vapi(7, Xa, Ya, ¥)-

VoL is suitable for use when the mechanism is used with the DL domain parameters, i.e. it
over the multiplicative group of F(g)) Given the DL domain parameters (including g and q), 3
xg from {1, ..., r - 1}, an integér.y, from {2, ..., g - 2}, and an integer yg from {2, ..., q - 2

defined in the following steps:

— compute d = BS2I(H(120S(2)[|GE20Sx (y4)l|GE20Sx (v5)).
— compute Vedi(Xa, ¥a, ¥8) = (va * g°)® mod g,

—  outputVas (Xs, Va, Ve).

Vec dS.8uitable for use when the mechanism is used with the EC domain parameters, i.e. it
ovet>the additive group of elements in an elliptic curve defined over F(q). Given the EC
parameters (including r), a password-based octet string 7, an integer x, from {1, ..., r- 1}, 4
(= 0g) on E, and a point Y; (= Og) on E, Vec is defined in the following steps:

nd Vaec,

operates
hd q), a
- 2}, and

operates
n integer
}, VoL is

operates
domain
point Y,

— compute e = BS2I(HU20S(1)||GE20Sx (Ya)))

— compute d = BS2I(H(120S(2)||GE20Sx (Y4)||GE20Sx (Y3))),
— compute u = (x4 + d)/(xs * € + BS2/(H(x))) mod r,
— compute Vaec(7, Xa, Ya, Ya) = [U] x Y,

— output Vaec(7, Xa, Ya, Ya).

© ISO/IEC 2006 — All rights reserved
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4.

Veec is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates
over the additive group of elements in an elliptic curve defined over F(q). Given the EC domain
parameters (including G), an integer xg from {1, ..., r- 1}, a point Y, (# Og) on E, and a point Yp (#
Og) on E, Vpgec is defined in the following steps:

— compute d = BS2/(H(/120S(2)||GE20Sx (Ya)||GE20Sx(Y5))),
— compute Vgec(Xs, Ya, Ya) = [xg] x (Ya + [d] x G),
— output Vec(Xs, Ya, Ya)-

Function
(Group H

6.3.2.6

The key

6.3.3 K

This meq
B4 (for tH

Key token construction (A1)

A ps

Passwo
B pe

Shared
A p€

Shared
B ps

5 BS2I (Bit String to Integer conversion), 120S (Integer to Octet String conversion) and GE209dx
lement to Octet String conversion) are described in Annex A.

Key derivation function K

Herivation function K is the same as defined in Clause 6.1.2.5.

ey agreement operation

hanism involves both A and B performing a sequence of up to four steps;\numbered A1-A4 and B
e steps to be followed by A and B respectively). Steps A4 and B4 are Optional.

rforms the following steps:

choose an integer s, randomly from {1, ..., r— 1} as its key tokeén factor,
compute wy = D(s,) as its key token, and

make w, available to B.

rd-entangled key token construction (B1)

rforms the following steps:

receive w, from A,

check validity of w, using T(w,): if T(w,) =0, output “invalid” and stop; otherwise carry on,
choose an integer sg randomly from {13k-., r— 1} as its key token factor,

compute wg = C(sg, v, W,) as its\password-entangled key token (if the output of function C {s
"invalid", go back to the above item-to choose a different sg value at random and try again), and
make wg available to A.

becret key derivation (A2)

rforms the following steps:

receive wg from B,

check validity of wpusing T(wp): if T(wg) = 0, output “invalid” and stop; otherwise carry on,
compute z = ¥(1, sa, wa, Wg) as an agreed secret value, and

compute Ki=-K(GE20Sx (2), P;, Lk) as a shared secret key for each key derivation parameter P..

becret key derivation (B2)
rforms the following steps:

compute z = V(Sg, Wa, Wg) as an agreed secret value, and

Key con

compute K; = K(GE20Sx (z), P;, Lk) as a shared secret key for each key derivation parameter P,.

firmation (A3 and B3) (mandatory)

A performs the following steps (A3):

compute 04 = H(I20S(4)||GE20Sx (w,)||GE20Sx (wg)||GE20Sx (2)), and
make o4 available to B.

B performs the following steps (B3):

20

receive o, from A,
compute 04" = H(I20S(4)||GE20Sx (w,)||GE20Sx (wp)||GE20Sx (2)), and
check if o4 # 04', output "invalid" and stop.

© ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=fa90662bc997a3be9437dbda23365293

ISO/IEC 11770-4:2006(E)

Key confirmation (B4 and A4) (optional)
B performs the following steps (B4):
— compute og = H(I20S(3)||GE20Sx (w,)||GE20Sx (wg)||GE20Sx (z)), and

— make og available to A.

A performs the following steps (A4):

— receive og from B,

— compute 0g' = H(I20S(3)||GE20Sx (W,)||GE20Sx (wg)||GE20Sy (2)), and
— check if og # 0g', output "invalid" and stop.

Hunction GE20Sy (Group Element to Octet String conversion) is described in Annex A.

1l in the DL setting.

b

OTE 2 - Entity B must verify the entity A's proof of knowledge of the agreed key before revealing'any informati
om the agreed key. Therefore, A3/B3 must be done before B4/A4, if the latter is performed,

OTE 3 — Based on the Pohlig-Hellman decomposition attack, the lowest one or two’bits of B's secret value
scernable by an attacker, when k is divisible by 2 or 4.

Password-authenticated key retrieval

his clause specifies a password-authenticated key retrieval /mechanism. In the mechanism, one ent
weak secret derived from a password, and the other entity B has a strong secret associated with
cret. Using their respective secrets, the two entities negatiate a secret key, which is retrievable by
ecessarily derivable by B.

he result of the process is that A retrieves the value of a secret key that is derived from both its o
cret and B’s strong secret. B does not need to"know either A’s secret or the resulting secret key. £
associated with the A's secret, but does not (in itself) contain sufficient information to permit ¢
cret or the established secret key to be determined, even with a brute-force attack.

NOTE 1 — A group element in this mechanism is a point on the curve E in the EC setting, or an integer in the rapge [1, q -

n derived

s may be

ity A has
A’'s weak
A but not

Wwn weak
's secret
ither A's

OTE - In applications using password-authenticated key retrieval, A may play role of a client and B may play role of a
server.
password-authenticated Key ‘retrieval operation has the following initialisation process and key]| retrieval

roOCess.

Initialisation process> Entities A and B agree to use a set of valid domain parameters and a set of functions,

oth of which may_be publicly known. A establishes a password-based weak secret and B esta
rong secret associated with A's weak secret.

ey establishment process:

1) Generate and exchange key tokens. Entity A selects a key token factor, constructs its p

blishes a

hssword-

entangled key token, and makes the key token available to entity B. After receiving A's p

hssword-

entangled key token, B constructs its key token, and makes the key token available to A.

2) Check validity of key tokens. (Optional) Depending on the operations for producing key tokens,
entities A and B each choose an appropriate method to validate the received key contributions and
the domain parameters. If any validation fails, output “invalid” and stop.

3) Derive a static secret key. A applies cryptographic operations to its own key token factor and entity

B's key token to produce a secret value, and further applies a key derivation function to the secret
value and one or more key derivation parameters to produce one or more secret keys.
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7.1 Key Retrieval Mechanism 1

This mechanism is designed to achieve password-authenticated key retrieval. It uses a password to derive the
generator for a modified form of Diffie-Hellman key agreement. Entity B determines the key to be distributed to

entity A.

This mechanism works in both the DL setting and the EC setting.

NOTE — This mechanism is based on the work of [FK00] and the mechansim called {DL,EC}PKRS-1 in [[IEEEP1363.2].

711 P

The key
following

71.2 H

71.21

This fung

7.1.2.2

The key

71.23

rior shared parameters

retrieval operation involving two entities A and B takes place in an environment consisting,of th
parameters:

A set of valid domain parameters (either DL domain parameters or EC domain parameters) specifie
in Clause 5

A password-based octet string 7z known only to A

A secret integer sg from {1, ..., r— 1} used for B's key token factor and known only to B
A random element derivation function, R, used by A

A key token generation function, D, used by both A and B

A key token check function, T

A secret value derivation function, V, used by A

A key derivation function, K, used by A

One or more key derivation parameter octetystrings {P4, P>, ...}

The length of a result secret key, Lk
unctions

Random element derivation function R

tion is Rip. or Riecas)defined in Clause 6.1.2.1.

Key tokengeneration function D

oken generation function D is the same as specified in Clause 6.1.2.2.

Key token check function T

[¢]

This function is the same as defined in Clause 6.1.2.3.

71.2.4

Secret value derivation function V

The secret value derivation function V operates on an integer x and a selected group element y as input and
produces another group element written V(x, y) as output. Key Retrieval Mechanism 1 can be used with either
one of the following two V functions, Vp_ and Vgc:

22
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Vp. is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates over

the multiplicative group of elements defined over F(q). Given the DL domain parameters (including r and

q), and two inputs, x from {1, ..., r- 1} and y from {2, ..., g - 2}, Vp_ is defined as

x"modr

Voulx, )=y mod q.

the additive group of elements in an elliptic curve defined over F(q). Given the EC domain pa
(including r), and two inputs, x from {1, ..., r- 1} and a point Y (= Og) on E, Vi is defined as

Vec is suitable for use when the mechanism is used with the EC domain parameters, i.e. it operates over

rameters

@]

(7))

F

Ve, Y) =[x"mod ] x Y.

.1.2.5  Key derivation function K

his function is the same as defined in Clause 6.1.2.5.

.1.3 Key retrieval operation

his mechanism involves A performing a sequence of up to two steps, numbered Aland A2, and B pe
ne step, numbered B1.

[ey token construction (A1)

A performs the following steps:

— Compute g4 = R(x) as a base element of its key token,

— choose an integer s, randomly from {1, ..., r— 1}.as'its key token factor,
— computes wy = D(s,4, g1) as its key token, and

— make w, available to B.

(ey token construction (B1)

B performs the following steps:

— receive w,from A,

— check validity of w, using T(wpg)sif T(w,) = 0, output “invalid” and stop; otherwise carry on,
— computes wg = D(sg, w,) as its key token, and

— make wg available to A.

ecret key derivation (A2)
A performs the following steps:
— receive wg from B,
— check validity-of wg using T(wp): if T(wp) = 0, output “invalid” and stop; otherwise carry on,
— compute~z= V(s,, wg) as its hardened secret,
— compute’K; = K(GE20Sx (2), P, Lk) for each key derivation parameter octet string P; in {P4,
a secret key.

unction-GE20Sy (Group Element to Octet String conversion) is described in Annex A.

rforming

., ...} as

N

OTE 1 — A group element in this mechanism is a point on the curve E in the EC setting, or an integer in

the range

[1, g -1]in the DL setting.

NOTE 2 — Based on the Pohlig-Hellman decomposition attack, the lowest one or two bits of B's secret value sg may be

d

iscernable by an attacker, when k is divisible by 2 or 4.
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Annex A
(normative)

Functions for Data Type Conversion

This annex specifies a few data type conversion functions which are used as part of key establishment

mechanigmsTmthis part o tISOAEC770-

A.1 120S & OS2I

pid

This seclion specifies Functions /20S (Integer to Octet String conversion) and OS2/ (Octet/String to Integg
conversipn).

Function|/20S takes as input a non-negative integer x, and produces the unique octet.string M, 1M, 5 ... My ¢f
length / s output, where / =[logass(x + 1) lis the length in octets of x. /20S is defined as follows:

1. |Write x in its unique /-digit base 256 representation:
X=x4256"" +x.5256" + ... + x; 256 + Xo,
where 0 < x; < 256.
2. |Let the octet M; have the value x;for0 <j</-1.
3. |Output the octet string M. M, 5 ... M.
For example, 120S5(10945) = 2A C1.

Function| OS2/ takes an octet string M, .4 M, ,-.(. )M, as input and produces a non-negative integer y as output.
It is defirfed as follows:

1. |Letinteger y; have the value.6fthe octet M, for 0 <j</-1.
2. |Compute the integer y.= yry 256 =y Vi 256 P ¥ Y1 256 + y,.
3. |[Output y.

For example, OS2/(2AE1) = 10945.

Note thaf the octet string of length zero (the empty octet string) is converted to the integer 0 and vice versa.

A.2 BS2f
This section specifies Function BS2/ (Bit String to Integer conversion).

Function BS2/ takes a bit string b, 4 b, > ... by as input and produces a non-negative integer as output. It is
defined as follows:

1. Letinteger y; have the value of the bit b;for 0 <j</-1.
2. Compute the integer y =y, 4 2+ Vi 2P+ 4 Y12+ Y.
3. Outputy.
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For example, if / =19, BS2/(000 0010 1010 1100 0001) = 10945.

Note that the bit string of length zero (the empty bit string) is converted to the integer 0.

A.3 FE2I & I2FE

This section specifies Functions FE2/ (Field Element to Integer conversion) and I2FE (Integer to Field Element
conversion).

Let an element of a finite field F(s™) (where s is either p or 2) be represented by {f 1, fm=2, ..., forWhere fis
an integer satisfying 0 < < s -1.

Hunction FE2/ takes an element {8, 1, B 2, ..., Po} @s input and produces a non-negative.integer as joutput. It
i$ defined as follows:

1. Letinteger y; have the value of gifor0 <i<m-1.
2. Compute the integer y = ym 1 8™ + Ymo ST 2+ ...+ Y1 S+ Y.

3. Output y.

mn

unction /2FE takes a non-negative integer x as input and produces.an element {8, .1, fm 2, --., Po} ds output.
{is defined as follows:

1. Write x in its unique m-digit base s representation:
X = Xmq 8™ X @S H L+ Xy S+ X,
where 0 < x; < s (note that one or more leading digits will be zero if x < s””).

2. Let g have the value x;for 0 <j<.my1.

3. Output {Bn,.1, Bn-2, ---» Bo}-

A.4 FE20S
Tlhis section specifies Runction FE20S (Field Element to Octet String conversion).

Hunction FE20S-takes an element {5, -1, Bm 2, --., Po} @s input and produces an octet string y as output. It is
defined as follows:

1. Convert {Bn 1, Bm-2s ---, Po} in to an integer x by using FE2I.

2. Convert x into an octet string y by using /20S.

A.5 GE20Sx
This section specifies Function GE20Sy (Group Element to Octet String conversion).

Function GE20Syx takes a group element as input and produces an octet string as output. It is defined as
follows:
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In the DL setting, group elements are elements in F(q). Let u be a group element. The output of GE20Sx (u) is
computed as follows:

1.

Represent u as a field element.

2. Convert the result of 1) into an octet string using FE20S.

3. Output the result of 2).
In the EC settin be a point on E, where xq
is the x-goordinate of Q and yq is the y-coordinate of Q; both xq and Yq are elements in F(q). For the purpo
of specifying mechanisms in this part of ISO/IEC 11770, the function GE20Syx (Q) converts the x-coordinate” ¢f
Q to an qctet string and ignore the y-coordinate of Q. The output of GE20Sx (Q) is computed as follows:

1. |Represent xq as a field element.

2. |Convert the result of 1) into an octet string using FE20S.

3. |Output the result of 2).
NOTE - This conversion does not define a 1-1 mapping. For example, this conversion will associate the elliptic curde

points Q and —Q with the same octet string.

A.6 12f

This section specifies Function /2P (Integer to Point conversion).

Given a

set of EC domain parameters (E, q, p, m, r, k, a;, @5); Function /2P operates on an integer u as input

and produces a point T on the curve E over F(q) as output, which is specified as T = I12P(u). In the following
specification, the operations of addition and multiplication between finite field elements follow the specification
in ISO/IHC 15946-1.

1.

Set v = BS2/(H(I120S(u))) mod q.
— If v=0, output "invalid" and ‘'stop.
Set 1 =umod 2.

If g is prime (q = p)cand the curve E is Y= X2 + aX + a, defined over F(p), compute the point T i
the following way:

=

(a) Setx=wv
(b) Gempute the field element o = x® + a;x + a, mod p.

— If =0, output "invalid" and stop.

26

(c) Find a square root g of @ modulo p (i.e., an integer g with 0 < 8 < p such that ,82 = amod p) or
determine that no such square roots exist.

— To determine the existence of the square root, compute 6 = A" mod p.lfo=1,p
exists, otherwise £ does not exist.

— If6# 1, compute u=u+ 1 mod p and go to Step 1.

— If5=1,find g
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