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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

established by the respeciive organization 1o deal with particular fields of technical aclivity. ISO and JE

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatiq

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International

Standard

an Internfational Standard requires approval by at least 75 % of the national bodies casting a vote.

ISO/IEC

Subcommnittee SC 27, IT Security techniques.

This secpnd edition cancels and replaces the first edition (ISO/IEC 11770-3:1999), and ISO/IEC 15946-3:2001,
which hgve been merged and updated to present a uniform standard'eén key management.

ISO/IEC

techniques — Key management:

—  Part

—  Part

—  Part

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.

s adopted by the joint technical committee are circulated to national bodies for.voting. Publication gs

11770-3 was prepared by Joint Technical Committee ISO/IEC JTC1, Information technolog)

11770 consists of the following parts, under the general title Information technology — Security

1: Framework
2: Mechanisms using symmetric techniqties
3: Mechanisms using asymmetric techniques

4: Mechanisms based on weak'secrets

© ISO/IEC 2008 — All rights reserved
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Introduction

2008(E)

This part of ISO/IEC 11770 defines schemes that can be used for key agreement and schemes that can be

used for key transport.

ublic key cryptosystems were first proposed Iin the seminal paper by Ditfie and Hellman in 1976. [hd
many cryptosystems is based on the presumed intractability of solving the discrete logarithm prob
finite field. Other cryptosystems such as RSA are based on the difficulty of the integer factorization

he second form of cryptography discussed in this part of ISO/IEC 11770 is based omelliptic cun
curity of such a public key system depends on the difficulty of determining discretelogarithms in t
points of an elliptic curve. This problem is, with current knowledge, much harder.than the factor
imtegers or the computation of discrete logarithms in a finite field. Indeed, since V. Miller and N. Koblit
imdependently suggested the use of elliptic curves for public key cryptographic systems, no st
rogress in tackling the elliptic curve discrete logarithm problem has ‘béenh reported. In gene
Igorithms that take exponential time are known to determine elliptic curve discrete logarithms. T
ssible for elliptic curve based public key systems to use much shorter_parameters than the RSA s
the classical discrete logarithm based systems that make use of theimultiplicative group of some fi
his yields significantly shorter digital signatures and system parameters and allows for computatig
aller integers.

he International Organization for Standardization (ISO),and" International Electrotechnical Commiss
raw attention to the fact that it is claimed that compliance with this document may involve the use of

I$O and IEC take no position concerning the evidence, validity and scope of these patent rights.

he holders of these patent rights have assured ISO and IEC that they are willing to negotiate liceng
reasonable and non-discriminatory terms ahd conditions with applicants throughout the world. In this
the statements of the holders of these\patent rights are registered with 1ISO and IEC. Information
dbtained from:

BO/IEC JTC 1/SC 27 Standing‘Document 8 (SD 8).

(ds)

D 8 is publicly available at http://www.jtc1sc27.din.de/sce/sd8.

>

ttention is drawn totthe possibility that some of the elements of this document may be the subject
ghts other than_those identified above. ISO and IEC shall not be held responsible for identifying g
uch patent rights,

wn -

security
lem over
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he group
zation of
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INTERNATIONAL STANDARD ISO/IEC 11770-3:

2008(E)

Information technology — Security techniques — Key
management —

Part 3:

Mechanisms using asymmetric techniques

1 Scope

Tlhis part of ISO/IEC 11770 defines key management mechanisms based,on asymmetric cryp
teéchniques. It specifically addresses the use of asymmetric techniques to achieve the following goals.

1[) Establish a shared secret key for a symmetric cryptographic techhique between two entities A
key agreement. In a secret key agreement mechanism, the secret key is the result of a data e
between the two entities A and B. Neither of them can predetermine the value of the shared secr

2) Establish a shared secret key for a symmetric cryptographic technique between two entities A
key transport. In a secret key transport mechanism,\the secret key is chosen by one entity
transferred to another entity B, suitably protected by asymmetric techniques.

3) Make an entity's public key available to other entities by key transport. In a public key
mechanism, the public key of entity A must’be transferred to other entities in an authenticated
not requiring secrecy.

Jome of the mechanisms of this part iof ISO/IEC 11770 are based on the corresponding authe
mechanisms in ISO/IEC 9798-3.

This part of ISO/IEC 11770 does not cover aspects of key management such as

—+ key lifecycle management,

- mechanisms to'generate or validate asymmetric key pairs,

— mechanismsto store, archive, delete, destroy, etc. keys.

ographic

bnd B by
xchange
bt key.

and B by
A and is

transport
way, but

ntication

Vhile this:part of ISO/IEC 11770 does not explicitly cover the distribution of an entity's private k

This part of ISO/IEC 11770 does not cover the implementations of the transformations used in
management mechanisms.

NOTE To achieve authenticity of key management messages, it is possible to make provisions for authenti
the key establishment protocol or to use a public key signature system to sign the key exchange messages.

© ISO/IEC 2008 — All rights reserved

the key

city within


https://standardsiso.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC

ISO/IEC

10118 (all parts), Information technology — Security techniques — Hash-functions

14888 (all parts), Information technology — Security techniques — Digital signatures with appendix

3 Ter
For the g

3.1

asymm
cryptogr:
key) and

transfornpation, it is computationally infeasible to derive the private transformation

NOTE
system, 3
technique

ms and definitions
urposes of this document, the following terms and definitions apply.
tric cryptographic technique

phic technique that uses two related transformations, a public transformation| (defined by the publ
a private transformation (defined by the private key), and has the property that given the publ

o 0

A system based on asymmetric cryptographic techniques can either be an encipherment system, a signatune
combined encipherment and signature system, or a key agreement,system. With asymmetric cryptograph|c
s there are four elementary transformations: sign and verify for signature systems, encipher and decipher for

encipherment systems. The signature and the decipherment transformation are‘kept private by the owning entity, whereds

the corre
(e.g. RSA
suffices fq
messages
the four e

3.2

asymmdtric encipherment system

system |
and who

3.3
asymm
pair of r
public trg

3.4

certification authority

CA

centre trlisted to create and assign public key certificates

3.5
deciphe

sponding verification and encipherment transformations are published. There exist asymmetric cryptosystenis
) where the four elementary functions can be achieved by only two transformations: one private transformatign
r both signing and decrypting messages, and one public transformation suffices for both verifying and encrypting
. However, since this does not conform to the principle ofkey separation, throughout this part of ISO/IEC 11770,
ementary transformations and the corresponding keys. are kept separate.

ased on asymmetric cryptographic techniques whose public transformation is used for encipherment
5e private transformation is used for'decipherment

tric key pair
lated keys where the private key defines the private transformation and the public key defines th
nsformation

D

rment

reversal

of @ corresponding encipherment

[ISO/IEC 11770-1:1996]

3.6

digital signature

data unit
to prove

appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit
the origin and integrity of the data unit and protect the sender and the recipient of the data unit

against forgery by third parties, and the sender against forgery by the recipient

© ISO/IEC 2008 — All rights reserved
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3.7
distinguishing identifier
information which unambiguously distinguishes an entity

[ISO/IEC 11770-1:1996]

3.8

encipherment

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. to hide the
information content of the data

[ISO/IEC 9797-1:1999, ISO/IEC 11770-1:1996, ISO/IEC 18033-1:2005]

.9
ntity authentication
rroboration that an entity is the one claimed

[ISO/IEC 9798-1:1997]

.10
ntity authentication of entity A to entity B
surance of the identity of entity A for entity B

.11
plicit key authentication from entity A to entity B
surance for entity B that entity A is the only other entity thatis in possession of the correct key

OTE Implicit key authentication from entity A to entity B>and key confirmation from entity A to entity B togegther imply
plicit key authentication from entity A to entity B.

.12

forward secrecy with respect to entity A
roperty that knowledge of entity A’s long-térm private key subsequent to a key agreement operation|does not
nable an opponent to recompute previously derived keys

.13

forward secrecy with respect to both entity A and entity B individually

roperty that knowledge of entity A’s long-term private key or knowledge of entity B’'s long-term prjvate key
bsequent to a key agreément operation does not enable an opponent to recompute previously deriyed keys

OTE This differs‘from mutual forward secrecy in which knowledge of both entity A’s and entity B’s long-tefm private
kpys do not enable reeomputation of previously derived keys.

.14
ash-function
flnctionswhich maps strings of bits to fixed-length strings of bits, satisfying two properties:

) Cit is computationally infeasible to find for a given output, an input which maps to this output;

2) itis computationally infeasible to find for a given input, a second input which maps to the same output

NOTE 1 The literature on this subject contains a variety of terms which have the same or similar meaning as hash-
function. Compressed encoding and condensing function are some examples.

NOTE 2 Computational feasibility depends on the user’s specific security requirements and environment.
3.15

implicit key authentication from entity A to entity B
assurance for entity B that entity A is the only other entity that can possibly be in possession of the correct key

© ISO/IEC 2008 — All rights reserved 3
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3.16

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment, MAC function computation, signature calculation, or signature verification)

[ISO/IEC 11770-1:1996]

3.17

key agreement
process of establishing a shared secret key between entities in such a way that neither of them can
predetermine the value of that key

NOTE By “predetermine” it is meant that neither entity A nor entity B can, in a computationally efficient way,choose|a
smaller key space and force the computed key in the protocol to fall into that key space.

3.18
key commitment

process pf committing to use specific keys in the operation of a key agreement scheme before revealing th
specified keys

[¢]

3.19
key confirmation from entity A to entity B
assurange for entity B that entity A is in possession of the correct key

3.20
key confrol
ability tochoose the key or the parameters used in the key computation

3.21
key deriyation function
function fthat outputs one or more shared secrets, used as keys, given shared secrets and other mutually
known parameters as input

3.22
key establishment
process |of making available a shared secret key to one or more entities, where the process includes key
agreemgnt and key transport

3.23
key token
key manpgement message.sent from one entity to another entity during the execution of a key managemennt
mechanism

3.24
key transport
process pf transferring a key from one entity to another entity, suitably protected

3.25
message authentication code
MAC

string of bits which is the output of a MAC algorithm

NOTE A MAC is sometimes called a cryptographic check value (see, for example, ISO 7498-2).

3.26

message authentication code (MAC) algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,
satisfying the following two properties:

1) for any key and any input string the function can be computed efficiently;

4 © ISO/IEC 2008 — All rights reserved
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2) for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the
function value on any new input string, even given knowledge of the set of input strings and corresponding
function values, where the value of the i th input string may have been chosen after observing the value of the
first i — 1 function values

3.27
mutual entity authentication
entity authentication which provides both entities with assurance of each other’s identity

3.28

utual forward secrecy
roperty that knowledge of both entity A’s and entity B’s long-term private keys subsequént”io a key
reement operation does not enable an opponent to recompute previously derived keys

.29

ne-way function
flnction with the property that it is easy to compute the output for a given input,but it is computationally
imfeasible to find for a given output an input which maps to this output

.30

refix free representation
representation of a data element for which concatenation with any“other data does not producg a valid
representation

.31
rivate key
y of an entity’s asymmetric key pair which can only be used by that entity

OTE In the case of an asymmetric signature system, the private key defines the signature transformation. In the
cpse of an asymmetric encipherment system, the private\key defines the decipherment transformation.

y of an entity’s asymmetric key pair which can be made public

OTE In the case of an asymmetric signature system, the public key defines the verification transformation. In the
chse of an asymmetric encipherment' system, the public key defines the encipherment transformation. A key that is
ublicly known” is not necessarily.'globally available. The key can be available only to all members of a prg-specified

.33
ublic key certificate
ublic key information of an entity signed by the certification authority and thereby rendered unforgealle

.34

ublic keyinformation
imforpnation containing at least the entity’s distinguishing identifier and public key, but which can include other
atic information regarding the certification authority, the entity, restrictions on key usage, the validify period,

r the-involved alaorithms
eV oNBa—-atgorHhi

3.35
secret key
key used with symmetric cryptographic techniques by a specified set of entities

3.36

sequence number

time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain
time period

[ISO/IEC 11770-1:1996]

© ISO/IEC 2008 — All rights reserved 5
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3.37

signature system

system based on asymmetric cryptographic techniques whose private transformation is used for signing and
whose public transformation is used for verification

3.38
time stamp
data item which denotes a point in time with respect to a common time reference

3.39
time stamping authority
trusted third party trusted to provide evidence which includes the time when the secure time stamp-”is
generated

[ISO/IEC] 13888-1:2004]

3.40
time varjant parameter
TVP
data itemp used to verify that a message is not a replay, such as a random number, a'Sequence number, or
time starhp

)

NOTE If time stamps are used, secure and synchronized time clocks are required. If sequence numbers are usegl
the ability|to maintain and verify bilateral counters is required.

3.41
trusted third party
security authority, or its agent, trusted by other entities with respect to security related activities

[ISO/IE( 10181-1:1996]

4 Symbols and abbreviations

A B distinguishing identifiers of entities

BE enciphered data block

BS signed data block

CA certification autherity

Cert, entity A’s public key certificate

D, entitynA’s private decipherment transformation

da entity A’s private decipherment key

E An elliptic curve, either given by an equation of the form Y? = X® + aX + b over the field F(p™) for

p>3, by an equation of the form Y2 + XY = X° + ax? + b over the field F(2™), or by an equation of
the form Y? = X® + aX® + b over the field F(3™), together with an extra point O referred to as the
point at infinity. The elliptic curve is denoted by E/F(p"), E/F(2"), or E/F(3™), respectively.

Ex entity A’s public encipherment transformation
e entity A’s public encipherment key
F the key agreement function

6 © ISO/IEC 2008 — All rights reserved
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F(h,g) the key agreement function using as input a cofactor h and a common element g

G a point on E with order n

g the common element shared publicly by all the entities that use the key agreement function F

H set of elements

hash hash-function

Ha entity A’s private key agreement key

J the cofactor used in performing cofactor multiplication

H a secret key for a symmetric cryptosystem

KT key token

HTx entity A’s key token

KT the key token sent by entity A after processing phase i

Has a secret key shared between entities A and B
NOTE In practical implementations, the shared(Seeret key should be subject to further grocessing
before it can be used for a symmetric cryptosystem:

Kdf a key derivation function

/ a supplementary value used in performing cofactor multiplication

M a data message

MAC Message Authentication Code

MACK(2) ;he output of a MAC algorithm when using as input the secret key K and an arbitrary data string

mMQv Menezes-Qu-Vanstone

n a prime. divisor of the order (or cardinality) of an elliptic curve E over a finite field

Qe the-gelliptic curve point at infinity

A a point on an elliptic curve E

Rx the x-coordinate of a point P

PKi, entity A’s public key information

parameters parameters used in the key derivation function

Pa entity A’s public key agreement key

q a prime power p™ for some prime p # 3 and some integer m = 1

r a random number generated in the course of a mechanism

ra a random number issued by entity A in a key agreement mechanism

© ISO/IEC 2008 — All rights reserved 7
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S set of elements

Sa entity A’s private signature transformation

Sy entity A’s private signature key

TVP time-variant parameter such as a random number, a time stamp, or a sequence number
Texti i th optional text, data or other information that may be included in a data block, if desired
Va entity A’s public verification transformation

Va entity A’s public verification key

w one-way function

#E The order (or cardinality) of an elliptic curve E

Il concatenation of two data elements

[x] the smallest integer greater than or equal to the real number x
P the digital signature
(P) (Px mod 2[”/27) + 272\yhere p =/log, n /and Py is the X-¢oordinate of the point P

=y

NOTE 1 No assumption is made on the nature of the signature transfermation. In the case of a signature system wit
message [recovery, Sa(m) denotes the signature J'itself. In the casg(of a signature system with appendix, Sa(m) denote
the messgge m together with the signature J.

[

NOTE 2 | The keys of an asymmetric cryptosystem are denoted by a lower case letter (indicating the function of that
key) indexed with the identifier of its owner, e.g. the public verification key of entity A is denoted by va. The corresponding
transformptions are denoted by upper case letters indexed with the identifier of their owner, e.g. the public verificatign
transformation of entity A is denoted by Va.

5 Requirements

D

It is assyimed that the entities_are“aware of each other’s claimed identities. This may be achieved by th
inclusion| of identifiers in infermation exchanged between the two entities, or it may be apparent from th
context ¢f the use of the mechanism. Verifying the identity means to check that a received identifier fiel
agrees With some known-(trdsted) value or prior expectation.

Q O

If a publit key is registered with an entity, then that entity shall make sure that the entity who registers the kgy
is in popsession.,of the corresponding private key (see ISO/IEC 11770-1 for further guidance on key
registratipn).

6 Key derivation functions

The use of a shared secret as derived in Clause 10 as a key for a symmetric cryptosystem without further
processing is not recommended. It most often will be the case that the form of a shared secret will not conform
to the form needed for a shared symmetric key, so some processing will be needed. The shared secret (often)
has arithmetic properties and relationships that might result in a shared symmetric key not being chosen from
the full key space. It is advisable to pass the shared secret through a key derivation function, which includes
the use of a hash function. The use of an inadequate key derivation function compromises the security of the
key agreement scheme in which it is used.

8 © ISO/IEC 2008 — All rights reserved
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A key derivation function produces keys that are computationally indistinguishable from randomly generated
keys. The key derivation function takes as input the shared secret and a set of key derivation parameters and
produce an output of the desired length.

In order for the two parties in a key establishment mechanism to agree on a common secret key, the key
derivation function must be agreed upon. The method of coming to such an agreement is outside the scope of
this part of ISO/IEC 11770.

See Annex B for examples of key derivation functions.

Cofactor multiplication

his clause applies only to elliptic curve cryptography. The key agreement mechanisms in Clause 10 and the
y transport mechanisms in Clauses 11 and 12 require that the user’s private key or keytoken be qombined
ith another entity’s public key or key token. If the other entity’s public key or key token is not valid| (i.e. it is
t a point on the elliptic curve, or is not in the subgroup of order n), then performing this operation may result
im some bits of the private key being leaked to an attacker. An example of this attack is the ‘small $ubgroup
tack’.

In order to prevent the ‘small subgroup attack’ and similar attacks, one-gption is to validate public keys and
Key tokens received from the other party using public key validation. See ISO/IEC 11770-1 for a desdription of
public key validation.

As an alternative to verifying the order of the public key or key toKen, a technique called cofactor mulfiplication
can be used. The values j and /, defined below, are used for:cofactor multiplication in Clause 10.

I{ cofactor multiplication is desired, there are two options:
1) If cofactor multiplication is used, and incompatibility with those not using cofactor multiplfcation is
desired, then let j = #£ /n and | = 1._If\this option is chosen, both parties involved must agr¢e to use

this option, otherwise the mechanism will not work.

2) If cofactor multiplication is.used, and compatibility with those not using cofactor multiplication is
desired, then letj=#E/nf@and / =j'1 mod n.

NOTE The value j T modhh will always exist since n is required to be greater than 4vq and fherefore
ged(nj) = 1.

I{ cofactor multiplication“is not desired, there is one option:

1) If cofactor multiplication is not used, then letj =7 and / = 1.

waul

egardless-of whether or not cofactor multiplication is used and the type of compatibility that is chosen, if the
hared keyv(or a component of the shared key) evaluates to the point at infinity (Og), then the user shall
gssumerthat the key agreement has failed.

(7))

I chould ba notad that it ic mact annranrinta +n narfarm thaca anaratione (nuhlic kav vyalidAatinn A Cofactor
showld-be—noted-that-it-is-mest-apprepriate—te-perform-these-operations{publickeyvalidation—or

multiplication) if the other entity’s public key or key token is not authenticated or the user’s public key is long
term. Performing public key validation for long-term keys and cofactor multiplication for ephemeral (short term)

keys may also have performance advantages.

It should also be noted that if the other entity’s public key is authenticated and the cofactor is small, then the
amount of information that can be leaked is limited. Thus, it may not always be desired that these tests be
performed.
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8 Key commitment

Clause 10 describes key agreement mechanisms where the established key is the result of applying a one-
way function of the private key-agreement keys. However, one entity may know the other entity’s public key or
key token prior to choosing their private key. The entity can control the value of s bits in the established key, at
the cost of generating 2° candidate values for their private key-agreement key in the time interval between
discovering the other entity’s public key or key token and choosing their own private key [19].

A way to address thls concern (|f itis a concern) at the cost of one addltlonal message/pass in the protocol is
through the

that the

ISO 22895 defines cryptographic syntax and processing that can be used to implement the key commitment
protocol |defined in this part of ISO/IEC 11770. A DigestedData message, with its optional content absent,
used to $end the key commitment hash along with the digest algorithm and any associated“parameters. Thee
same message with its optional content present is used to exchange the keys. The message recipient retai
the first hash and ensures that this value is identical to the hash on the keys in thesecond message. Whe
origin authentication of the key commitment is needed, the DigestedData message'\can be encapsulated in
SignedDpta message. These ISO 22895 messages can be represented in a compact binary form or as XM
markup.

9 Key confirmation

Explicit key confirmation is the process of adding additional “messages to a key establishment protoc
providing implicit key authentication so that explicit key authentication and entity authentication are provided.
Explicit Hey confirmation can be added to any method that does not possess it inherently. Key confirmation

typically |provided by exchanging a value that can (in all*likelihood) only be calculated correctly if the ke
establishment calculations were successful. Key confitmation from entity A to entity B is provided by entity

calculating a value and sending it to entity B for_gonfirmation by entity B of entity A’s correct calculation. |
mutual kpy confirmation is desired, then each entity’sends a different value to the other.

S o< »m

Key confirmation is often provided by subsequent use of an established key, and if something is wrong then [it
is immediately detected. This is called implicit key confirmation. Explicit key confirmation in this case may be
unnecesgary. If one entity is not onling-~(for example, in one-pass protocols used in store and forward (emaif)
scenariog), then it is simply not possible for the other entity to obtain key confirmation. However, sometimes
v
f

key is esfablished yet used only-later (if at all), or perhaps the key establishment process may simply not kno
if the requiting key will be used-immediately or not. In these cases, it is often desirable to use a method

explicit ey confirmation, ;as.-it may otherwise be too late to correct an error once detected. Explicit k
confirmalion can also be"seen as a way of “firming up” some security properties during the key establishment
process and may be warranted if following a process of conservative protocol design.

An examlple method of providing key confirmation using a MAC is as follows:

Entities A and B first perform one of the key establishment procedures specified in Clauses 10 and 11 of this
part of IBOQ/AEC 11770 As a result they expect to share a secret MAC key K,z They then pprfnrm t

following procedure.

1) Entity B forms the message M octet string consisting of the message identifier octet 0x02, entity B’s
identifier, entity A’s identifier, the octet string KTy corresponding to entity B’'s key token (or omit the
fields if such does not exist), the octet string KT, corresponding to entity A’s key token (or omit the
fields if such does not exist), the octet string Pg corresponding to entity B’'s public key-establishment
key (or omit the fields if such does not exist), the octet string P, corresponding to entity A’s public
key-establishment key (or omit the fields if such does not exist) and if present optional additional
Text1:

M=02||BJ| A||KT, | KT, [|P, || P, || Textl,
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where 0x02 is the message number.

2) Entity B calculates
Kg =kdf(K »5)
Entity B then calculates

MAC,, (M)

for the message M under the (supposedly) shared secret key Kz of an appropriate MAG.scheéme.

3) Entity B sends the message M and MACKB(M) to entity A.
4) Entity A calculates
K, =kdf(K \5)
and verifies MACKB(M) on the message M.

5) Assuming the MAC verifies, entity A has received key confirmation from entity B (that is] entity A
knows that K, equals Kg). If mutual key confirmation is.desired, entity A continues the profocol and
forms the message M'. Form the octet string consisting of the message identifier octet 0x{3, entity
A’s identifier, entity B’s identifier, the octet string ‘KT, corresponding to entity A’s key toker| (or omit
the fields if such does not exist), the octet string KTz corresponding to entity B's key toker| (or omit
the fields if such does not exist), the octét) string P, corresponding to entity A's puplic key-
establishment key (or omit the fields if such does not exist), the octet string Pg correspgnding to
entity B’s public key-establishment keyt{or omit the fields if such does not exist) and| optional
additional octet string Text2:

M'=03[[A||B|| KT, || KT, || P, || P, || Text2,
where 0x03 is the message number.
6) Entity A calculates
MACKA (M")
under the)(supposedly) shared secret K, using an appropriate MAC scheme.
7) Entity A sends M'and MACKA(M') to entity B.

8)\ Entity B uses Kz to verify MACKA(M') on the message M'. Assuming the MAC verifies, ent|ty B has
received key confirmation from entity A (that is, entity B knows that K, equals Kp).

Other methods of key confirmation are possible. If the shared secret is to be used for data confidentiality
(encryption), one entity can send the encryption of some specific plaintext known to the other entity, for
example, a block of all binary zeros or all binary ones. Care should be taken that any subsequent use of the
key is very unlikely to encrypt the same plaintext as was used for key confirmation. Furthermore, the MAC key
should not be reused after key confirmation.

© ISO/IEC 2008 — Al rights reserved 1M


https://standardsiso.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

10 Secret key agreement

Key agreement is the process of establishing a shared secret key between two entities A and B in such a way
that neither of them can predetermine the value of the shared secret key. Key agreement mechanisms may
provide for implicit key authentication; in the context of key establishment, implicit key authentication means
that after the execution of the mechanism only an identified entity can be in possession of the correct shared

secret key.

The key agreement between two entities A and B takes place in a context shared by the two entities. The
context cansists of the following objects: a set S, a set H and a function F. The function F shall satisfy t
following|requirements:

9) |F operates on two inputs, one element h from H and one element g from S, and produces aresult|y
in S, y =F(h,g).

10) |F satisfies the commutativity condition F(ha,F(hg,g)) = F(hg,F(ha,9)).

11) |It is computationally intractable to find F(hs,F(h,g)) from F(hs,g), F(h,g) and g. This implies that
F(-g) is a one-way function.

12) |The entities A and B share a common element g in S which may be publicly known.

13) |The entities acting on this setting can efficiently compute function.values F(h,g) and can efficiently
generate random elements in H.

Depending on the particular key agreement mechanism further conditions may be imposed.

NOTES

1) |Examples of a possible function F are given in Annexes C and D.

2) |In practical implementations of the key_agreement mechanisms the shared secret key should be
subject to further processing. A derived shared secret key should be computed (1) by extracting bifs
from the shared secret key K,g directly or (2) by passing the shared secret K,z and optionally othgr
nonsecret data through a one-way function and extracting bits from the output.

3) [It will in general be necessary-to check the received function values F(h,g) for weak values. If such
values are encountered, theprotocol shall be aborted. An example known as the Diffie-Hellman kgy
agreement is given in Anhex C.5.

10.1 K¢y agreement mechanism 1
This key| agreement.miechanism non-interactively establishes a shared secret key between entities A and B
with mutpial implicit key authentication. The following requirements shall be satisfied:

1) |Eaeh'entity X has a private key agreement key hy in H and a public key agreement key px = F(hx,g).

2) Eachentity has access to an authenticated copy of the public kKey agreement kKey of the other entity.

This may be achieved using the mechanisms of Clause 12.

See Figure 1 for a diagram of key agreement mechanism 1.

12
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Entity A Entity B Entity A Entity B
Key Key Key Token
Construction Construction Construction
(A1) (B1) (A1) KT
A1
_
Key Key
Construction Construction
(A2) (B1)
A4 A\ 4 A4 N
G O, )
Figure 1: Key Agreement Mechanism 1 Figure 2: Key Agreemént Mechanigms 2, 8

>

ey Construction (A1) Entity A computes, using its own private key agreementjkey h, and entity B's public
key agreement key pg, the shared secret key as

KAB = F(hA’pB )

ey Construction (B1) Entity B computes, using its own privatékey agreement key hg and entity A’s public
ey agreement key p,, the shared secret key as

KAB = F(hB’pA)'

As a consequence of requirement 2 of F in Clause 10; the two computed values for the key K,z are identical.

bl

NOTES - This Key Agreement Mechanism has the following properties:

1) Number of passes: 0. As a consequence, the secret shared key has always the same valug| (but see
Clause 10 note 2).

2) Key authentication: this_ mechanism provides mutual implicit key authentication. However, the single
repeated key is a problem in a zero pass protocol. One way to eliminate this problem is to ensure
that the key is only used once. Furthermore, the use of an initialization vector with small amounts of
data can also selve this problem.

3) Key confirmation: this mechanism provides no key confirmation.

4) Thisis a key agreement mechanism since the established key is a one-way function of the private
key,'agreement keys h, and hg of entities A and B respectively. However, one entity may know the
other entity’s public key prior to choosing their private key. Such an entity may select approximately s
bits of the established key, at the cost of generating 2° candidate values for their private key
agreement key in the interval between discovering the other entity’s public key and choosing their

O\ nrivata leav,
oW pPTrvatc KTy~

5) Example: examples known as the Diffie-Hellman key agreement are given in Annexes C.1, C.2, and
D.2.

10.2 Key agreement mechanism 2

This key agreement mechanism establishes in one pass a shared secret key between entities A and B with
implicit key authentication from entity B to entity A, but no entity authentication from entity A to entity B (i.e.
entity B does not know with whom it has established the shared secret key). The following requirements shall
be satisfied:
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1) Entity B has a private key agreement key hg in H and a public key agreement key pg = F(hg,g).

2) Entity A has access to an authenticated copy of entity B's public key agreement key pg. This may be
achieved using the mechanisms of Clause 12.

See Figure 2 for a diagram of key agreement mechanism 2.

Key Token Construction (A1) Entity A randomly and secretly generates r in H, computes F(r,g) and sends
the key token

KT,, =F(r,9)|| Text

to entity B

Key Cornstruction (A2) Entity A further computes the key as

Kas =F(r.pg).

Key Construction (B1) Entity B extracts F(r,g) from the received key token KT 'and computes the shared
secret kgy

Kas =F(hg,F(r,9)).
According to requirement 2 of F in Clause 10, the two computed values for the key K,z are identical.

NOTES - This Key Agreement Mechanism has the following properties:

1) |Number of passes: 1.

D

2) |Key authentication: this mechanism provides* implicit key authentication from entity B to entity
(entity B is the only entity other than entity(A who can compute the shared secret key).

3) |Key confirmation: this mechanism provides no key confirmation.

4) [This is a key agreement mechanism, since the established key is a one-way function of a rando
value r supplied by entity Avand entity B’s private key agreement key. As discussed in Clause 8,
since entity A could knaow,entity B’'s public key prior to choosing the value r, entity A may sele¢t
approximately s bits ofthe established key, at the cost of generating 2° candidate values for r in th
interval between disCovering entity B’s public key and sending KT,;.

5) |Example: examples of this key agreement mechanism (known as ElGamal key agreement) a
described in. Annexes C.3 and D.3.

6) |Key usagé: as entity B receives the necessary information to compute the key K,z from the non-
authenticated entity A, secure usage of K,p at entity B's end is restricted to functions not requirin
trst in entity A’s authenticity such as decipherment and generation of message authentication cod

10.3 Key agreement mechanism 3

This key agreement mechanism establishes in one pass a shared secret key between entities A and B with
mutual implicit key authentication, and entity authentication of entity A to entity B. The following requirements
shall be satisfied:

1) Entity A has an asymmetric signature system (S, V).

2) Entity B has access to an authenticated copy of the public verification transformation V,. This may be
achieved using the mechanisms of Clause 12.
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3) Entity B has a key agreement system with keys (hg, ps).

4) Entity A has access to an authenticated copy of the public key agreement key pg of entity B. This
may be achieved using the mechanisms of Clause 12.

5) (Optional) The TVP shall either be a time stamp or a sequence number. If time stamps are used,
secure and synchronized time clocks are required; if sequence numbers are used, the ability to
maintain and verify bilateral counters is required.

6) The entities A and B have agreed on a MAC function (such as those standardized in ISO/IEC 9797)

(ds)

ee Figure 3 for a diagram of key agreement mechanism 3.

and a way to incorporate K,z as the key in this check function.

Q=

U
iq

K
€

—

Higure 3: Key Agreement Mechanism 3

Kas =F(r,pg).

sing the shared secrét key Ky, entity A computes a MAC on the concatenation of the sender's distin
entifier for entity./A”and an optional time stamp TVP or sequence number.

Figure 4: Key Agreement Mechanisn

ey Construction (A1.1) Entity A_randomly and secretly generates r in H and computes F(r,g).
pomputes the shared secret key.as

ey Token Signature (A1.2) Entity A signs the MAC, using its private signature transformation
ntity A forms the key token, consisting of the sender's distinguishing identifier for entity A, the key in
Ihe (optional) TVP, the signed MAC, and some optional data

KT, =AllF(r.g)||TVP||S,(MAC, (A|ITVP))| Text1

A

<

Entity A Entity B Entity A Entity B
Key
Construction cKey T°k§n cKey Tak:f' n
(A1.1) onstruction onstryiction
(A1) KT a4 (B])
Key Token
Signature KTy, < KTgy
(A1.2) > Key Key
Key Construction Constrjiction
Construction (A2) (BR)
(B1.1)
Signature
Verification
(B1.2)

5

s4,59

Entity A

guishing

S.. Then
but F(r,g),

and sends it to entity B.

Key Construction (B1.1) Entity B extracts F(r,g) from the received key token and computes the shared secret

key, using its private key agreement key hg,

Kas =F(hg,F(r,9)).

Using the shared secret key Ky, entity B computes the MAC on the sender's distinguishing identifier for entity
A and the (optional) TVP.
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Signature Verification (B1.2) Entity B uses the sender's public verification transformation V, to verify entity
A's signature and thus the integrity and origin of the received key token KT,;. Then entity B validates the
timeliness of the token (by inspection of the (optional) TVP).

NOTES - This Key Agreement Mechanism has the following properties:

1) Number of passes: 1.

2) Key authentication: this mechanism provides explicit key authentication from entity A to entity B and
implicit key authentication from entity B to entity A.

3) [Key confirmation: this mechanism provides key confirmation from entity A to entity B.

4) [This is a key agreement mechanism, since the established key is a one-way function of’a rando$1

value r supplied by entity A and entity B’s private key agreement key. As discussed i Clause 8,
since entity A could know entity B’s public key prior to choosing the value r, entity’\A may sele¢t
approximately s bits of the established key, at the cost of generating 2° candidate 'values for r in the
interval between discovering entity B’s public key and sending KT,;.

5) [The (optional) TVP prevents replay of the key token from entity A to entity.B.

6) [Example: examples of this key agreement mechanism (known as Nyberg-Rueppel key agreement)
are described in Annex C.4 and D .4

N

7) |Public key certificates: if Text1 is used to transfer entity A’s_public key certificate, then requirement
at the beginning of this clause can be relaxed to the requirement that entity B is in possession of a
authenticated copy of the CA's public verification key.

)

10.4 Key agreement mechanism 4
This key|agreement mechanism establishes in two passes a shared secret key between entities A and B with
joint key control without prior exchange of keying information. This mechanism provides neither entify
authentigation nor key authentication.

See FigJre 4 for a diagram of key agreement/mechanism 4.

Key Token Construction (A1) Entity.A‘randomly and secretly generates r, in H, computes F(ra,g), construct
the key tbken

(2

KT, =F(r,,9)|| Text1

and sends it to entity B:

Key Token Construction (B1) Entity B randomly and secretly generates rg in H, computes F(rg,g), construct
the key tpken

[

KT, =F(rs.9) || Text2

and sends it to entity A.

Key Construction (A2) Entity A extracts F(rg,g) from the received key token KTz, and computes the shared
secret key

Kag =F(ra,F(r5,9)) .
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Key Construction (B2) Entity B extracts F(rs,g) from the received key token KT,; and computes the shared

secret key

Kas =F(15,F(rs,9)) -

NOTES - This Key Agreement Mechanism has the following properties:

—_

) Number of passes: 2.

2) 'r\cy auﬁ IC] Itibdtiull. tilib IllUbildlliblll dUUD IIUt PIUV;L;C 'r\cy duﬁlUlliibdiiUll. HUVVUVUI, “Iib 1T1g
may be useful in environments where the authenticity of the key tokens is verified using ethée
For instance, a hash-code of the key tokens may be exchanged between the entities Using
communication channel. See also Public Key Transport Mechanism 2.

3) A separate channel or means exists whereby the key tokens can be verified.

4) Key confirmation: this mechanism provides no key confirmation.

5) This is a key agreement mechanism, since the established key .is<a one-way function of
values r, and rg supplied by entities A and B respectively. As discussed in Clause 8, since
could know F(ra, g) prior to choosing the value rg, entity B may select approximately s b
established key, at the cost of generating 2° candidate valués for rg in the interval between
KT,; and sending KTpg;.

6) Example: examples of this mechanism (known as ‘Diffie-Hellman key agreement) are des
Annexes C.5 and D.6.

10.5 Key agreement mechanism 5

mutual implicit key authentication and joint key-control. The following requirements shall be satisfied:
1) Each entity X has a private key'agreement key hy in H and a public key agreement key px =

2) Each entity has access-to an authenticated copy of the public key agreement key of
entity. This may be achieved using the mechanisms of Clause 12.

3) Both entities have agreed on a common one-way function w.
See Figure 4 for a diagram of key agreement mechanism 5.

Key Token Construction (A1) Entity A randomly and secretly generates r, in H, computes F(r,,g) a
the key token

KT,, =F(ry,9) || Text1

chanism
r means.
h second

random
entity B
ts of the
Feceiving

cribed in

Tlhis key agreement mechanism establishes in.two passes a shared secret key between entities A and B with

F(hx.9).

he other

hd sends

t\ antityv D
O—Cruty D

Tty

Key Token Construction (B1) Entity B randomly and secretly generates rg in H, computes F(rg,g) and sends

the key token
KTg, =F(rg,9) || Text2

to entity A.
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Key Construction (B2) Entity B extracts F(rs,g) from the received key token KT,; and computes the shared
secret key as

where w

KAB :W(F(hB’F(rA’g)) I F(rB’pA))

is a one-way function.

Key Construction (A2) Entity A extracts F(rg,g) from the received key token KTz, and computes the shared
secret key as

10.6 Ke

This key
mutual i
encipher|

Kae = W(F(ry.pg) || F(hy,F(rs,9)))

ES - This Key Agreement Mechanism has the following properties:

Number of passes: 2.

N

Key authentication: this mechanism provides mutual implicit key authentication-If the data field Tex
contains a MAC (on known data) computed using the key Kz, then this mechanism provides explidi
key authentication from entity B to entity A.

—

Key confirmation: if the data field Text2 contains a MAC (on known data) computed using the key K4z,
then this mechanism provides key confirmation from entity B to entity ‘A.

This is a key agreement mechanism since the established)key is a one-way function of random
values ry and rg supplied by entities A and B respectively.

Example: examples of this key agreement mechanism (known as the Matsumoto-Takashima-Im
A(0) key agreement scheme) are described in Annexes C.6 and D.5. Another example is known
the Goss protocol.

Public key certificates: if Text1 and Text2 contain the public key certificates of entity A's and B's kqy
agreement key, respectively, then the requirement 2 at the beginning of this clause can be replac
by the requirement that each entity is‘in possession of an authenticated copy of the CA's public
verification key.

It is possible under certain eircumstances that this mechanism is subject to a source substituti
attack [18]. If this is a concerh, this type of attack can be avoided by ensuring that as part of th
process of submitting a public key to a CA for certification, the submitter proves possession of th
corresponding private _key. See Clauses 7.2.2 and 8.3.3 of ISO/IEC 15945:2002 for a process
proof of possession, This type of attack is slightly more serious against elliptic curve protocols [14].

y agreement-mechanism 6

agreement’ mechanism establishes in two passes a shared secret key between entities A and B wi
mplicit>key authentication and joint key control. It is based on the use of both an asymmetric
mentand signature system. The following requirements shall be satisfied:

1)
2)

3)

4)

Entity A has an asymmetric encipherment system with the transformations (Ex,D,).
Entity B has an asymmetric signature system with the transformations (Sg, V).

Entity A has access to an authenticated copy of entity B's public verification transformation Vp. This
may be achieved using the mechanisms of Clause 12.

Entity B has access to an authenticated copy of entity A's public encipherment transformation E,.
This may be achieved using the mechanisms of Clause 12.

See Figure 5 for a diagram of key agreement mechanism 6.

18
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Higure 5: Key Agreement Mechanism 6 Figure 6: Key Agreement Mechanism 7

Key Token Construction (A1) Entity A generates a random number r, and sends the key token

KT, =r, || Text1

—

b entity B.

ey Token Processing (B1) Entity B generates;atandom number rg and signs a data block consisting of the
istinguishing identifier for entity A, the random”number r,, the random number rg and some optignal data
ext2 using its private signature transformation Sg

- Q. =

BS=S,(A|lr, ||rs || Text2).

hen entity B enciphers a data block consisting of its distinguishing identifier for entity B (optional), the signed
lock BS, and some optional data Text3 using entity A's public encipherment transformation E,. Entify B then
ends the key token

o -

o0

KT,, =E, (B||BS || Text3)|| Text4

back to entity A:

>

ey Construction (B2) The shared secret key consists of all or part of entity B’s signature X containled in the
gned\block BS (see Note 1 in Clause 4), used with a key derivation function.

(7))

k oken Proce ing A nti A_de

c : ‘ deciphe he—key—token— KT -+—using—its—private—desipherment
transformation D,, optionally checks the sender identifier for entity B, and uses entity B's public verification
transformation Vg to verify the digital signature of the signed block BS. Then entity A checks the recipient
identifier for entity A and consistency of the random number r, in the signed block BS with the random number
r, sent in token KTy,;. If all checks are successful, entity A accepts all or part of entity B’s signature of the

signed block BS used with a key derivation function as the shared secret key.
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NOTES - This Key Agreement Mechanism has the following properties:

1)

2)

Number of passes: 2.

In the key construction processing, the part of the signature 2. to be used as the shared secret key
between entities A and B must be previously established or be dependant on the signature scheme
used.

Key authentication: this mechanism provides implicit key authentication from entity A to entity B and
explicit key authentication from entity B to entity A.

10.7 Ke

This key
establish
following

Key confirmation: If the data field Text3 contains a MAC (on known data) computed using the Xdy
Kas, then this mechanism provides key confirmation from entity B to entity A.

This is a key agreement mechanism, since the established key is a one-way function of rando
values r, and rg supplied by entities A and B respectively. As discussed in Clause’8, ‘since entity
could know F(ry, g) prior to choosing the value rg, entity B may select approximately s bits of th
established key, at the cost of generating 2° candidate values for rg in the interval between receivin
KT41 and sending KTpg;.

Example: this mechanism is derived from Beller and Yacobi's two pass._protocol described in Ann
C.7.

Public key certificates: if Text? and Text4 contain the public key Certificate of entity A's encipherment
key and the public key certificate of entity B's verification key;respectively, then the requirements [3
and 4 at the beginning of this clause can be relaxed.io ‘the requirement that each entity is in
possession of an authenticated copy of the CA's public vetification key.

A significant feature of this scheme is that thexidentity of entity B may remain anonymous f
eavesdroppers, of particular advantage in the wireless environment which is a main environment fq
the application of this scheme.

= O

y agreement mechanism 7

o

agreement mechanism is based on the three-pass authentication mechanism of ISO/IEC 9798-3 an
es in three passes a shared secret key between entities A and B with mutual authentication. The
requirements shall be satisfied:

Each entity X has an asymmetric signature system (S, Vy).

Each entity has access to an authenticated copy of the public verification transformation of the othg
entity. This may be”achieved using the mechanisms of Clause 12.

pid

Each entity, has a common MAC function.

re 6-for-a diagram of key agreement mechanism 7.

the key token

KT, =F(rs,9)|| Text1

and sends it to entity B.

Key Token Processing and Key Construction (B1) Entity B randomly and secretly generates rg in H,
computes F(rs,g), computes the shared secret key as

20

Kas =F(r5,F(ra,9)),
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constructs the signed key token

KTg, =Sg(DB,)|[MAC, _(DB,)|| Text3

where
DB, =F(r5,9)[|F(ra,9) [| A || Text2

and sends it back to entity A

2008(E)

KHey confirmation is provided by sending MACk,5(DB) in KTg,. Alternatively, if both parties have)a
symmetric encryption system, key confirmation can be obtained by encrypting part of the token by
K TB1 with

KTg, =F(rs,9) 1| Ex,, (Se(DB;)).

KAB

>

ey Token Processing (A2) Entity A verifies entity B's signature on the key token KTz, using entity
erification key, verifies entity A’s distinguishing identifier and the value F(r,,g)sent in step (A1). If the
uccessful, entity A proceeds to compute the shared secret key as

Kas =F(ra,F(r5,9)).

Using Kas, entity A verifies MACk,5(DB;). Then entity A constfucts the signed key token

0N <

KTa, =SA(DB,)|IMAC _(DB,)[| Textd

where
DB, =F(ra.9)||IF(rs,9) [ Bl Text4
and sends it to entity B.

Hey confirmation is provided by'sending MACk,5(DB,) in KT,,. Alternatively, key confirmation can be
y encrypting part of the tokenyby replacing KT,, with

O

KTAZ = EKAB (SA(DBZ ).

public verification key, then verifies entity B’s distinguishing identifier and that the values F(ra,g) an
dgree with~the values exchanged in the previous steps. If the check is successful, entity B
MACk.5(DB3) using

Kas =F(15,F(s,9)) .

common
replacing

B's public
check is

obtained

Key Token Processing (B2) Entity B verifies entity A's signature on the key token KT,,, using ¢ntity A's

d F(rs,9)
verifies

NOTES - This Key Agreement Mechanism has the following properties:

1) Number of passes: 3.

2) Key and entity authentication: this mechanism provides mutual explicit key authentication and mutual

entity authentication.

3) Key confirmation: this mechanism provides mutual key confirmation.
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4) This is a key agreement mechanism, since the established key is a one-way function of random
values r, and rg supplied by entities A and B respectively. As discussed in Clause 8, since entity B
could know F(rs, g) prior to choosing the value rg, entity B may select approximately s bits of the
established key, at the cost of generating 2° candidate va lues for rz in the interval between receiving
KT41 and sending KTpg;.

5) Example: an example of this key agreement mechanism may be provided by the Diffie-Hellman
scheme described in Annexes C and D in conjunction with a digital signature scheme such as
ISO/IEC 9796.

6) |Standards: this mechanism conforms to ISO/IEC 9798-3: Entity authentication using a public ke
algorithm. KT,,, KTgs, and KT,, are identical to the tokens sent in the three pass authenti¢atio
mechanism described in subclause 5.2.2 of ISO/IEC 9798-3:1998. Also, the data fields are identicq],
with the following change of use:

S <

- the data field R, (which is present in all three tokens of ISO/IEC 9798-3:1998, .subclause 5.2.2)
transmits the random function value F(r,,g)

- the data field Rg (which is present in all three tokens of ISO/IEC 9798-3:1998, subclause 5.2.2
transmits the random function value F(rg,g)

~

7) |Public key certificates: if the data fields Text7 and Text3 (or Text5 and\Fext3) each contain the publ
key certificates of entities A and B, respectively, then the requirement 2 at the beginning of th
clause can be relaxed to the requirement that all entities are in‘possession of an authenticated cop
of the CA'’s public verification key.

[Z2e]

<

8) [Signature transformation: if a signature mechanism withytext hashing is used, then F(rs,g) and/q
F(rs,g) need not be sent in key token KTg;. Similarly, neither F(ra,g) nor F(rs,g) need to be sent in ke
token KT,,. However, care must be taken that the.random numbers are included in the computatio
of the respective signatures.

< 5

9) |An alternative is offered for key confirmation-by encrypting part of the signature. When the option ¢f
encrypting is used instead of a MAC, theh.requirement 3 does not apply.

10.8 Kgy agreement mechanism 8
This key|agreement mechanism uses‘elliptic curve cryptography and establishes in one pass a shared secrét
key between entities A and B wijth.mutual implicit key authentication. The following requirements shall be
satisfied

1) |Each entity X has-a\private key agreement key hy in H and a public key agreement key px = F(hyx,g).

2) |Each entity has-access to an authenticated copy of the public key agreement key of the other entity.
This may.be’achieved using the mechanisms of Clause 12.

See Figyre 2 fora diagram of key agreement mechanism 8.

The valules=and IQI‘Q used for cofactor mlll’rlnlmahnn as nynls\lnnd in Clause 7_A function is_also rnmllrnd 1

represent the point P as an integer. An example function is ;z(P) = (Px mod 2/n2 7) + 272 where p= /—ogg n/
and Py is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r, in H, computes F(r4, g), constructs
the key token

KT =F(rs,9)

and sends it to entity B.
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Key construction (A2) Entity A computes the shared key

Kag =((ra + 7(KTp) 0 ) 1) (J-(Pg + 7(Pg ) Pg) )-

Key construction (B1) Entity B computes the shared key

Kag =((hg +7(pg) hg)-1) (|- (KTpy +72(KTp,) P4 ))-

NOTES — This key agreement mechanism has the following properties:

2008(E)

— -

o v

(ds)

Q=

K

3

K

1) Number of passes: 1
2) Key Authentication: this mechanism provides mutual implicit key authentication.

3) This key agreement mechanism is an example of MQV as found in Annex DAQ.

0.9 Key agreement mechanism 9

his key agreement mechanism uses elliptic curve cryptography and eStablishes in two passes
ecret key between entities A and B with mutual implicit key authentication. The following requiremg
e satisfied:

1) Each entity X has a private key agreement key hy in H/and a public key agreement key py =

2) Each entity has access to an authenticated copy of\the public key agreement key of the oth
This may be achieved using the mechanisms of‘Clause 12.

ee Figure 4 for a diagram of key agreement mechanism 9.
he values / and j are used for cofactor multiplication as explained in Clause 7. A function is also re|
ppresent the point P as an integer. An example function is #(P) = (Px mod 22 7) + 272 \where 2

nd Py is the x-coordinate of the point P.

ey token construction (A1) Entity /A randomly and secretly generates r, in H, computes F(rs, g), €

the key token

KTa =F(rs,9)
nd sends it to entity.B:

ey token construction (B1) Entity B randomly and secretly generates rg in H, computes F(rs, g), €

the key token

KTg, =F(r5,9)

A shared
nts shall

F(hx.9)-

er entity.

quired to
= /log2 n /

bnstructs

bnstructs

| Adeit P A
MU STTIUS TUTU TTIULy A.

Key construction (A2) Entity A computes the shared secret key as

Kag = ((ra +7(KTp )y ) 1) (- (KT + 2(KTg4)Pg ))-

Key construction (B2) Entity B computes the shared secret key as

Kag = (5 +2(KTgy)hg ) - 1) (- (KTpy + 7(KT,y )P4 ))-

© ISO/IEC 2008 — All rights reserved
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NOTES - This key agreement mechanism has the following properties:

1) Number of passes: 2.

2) Key Authentication: this mechanism provides mutual implicit key authentication.

3) This key agreement mechanism is an example of MQV with two passes as found in Annex D.11.

10.10 Key agreement mechanism 10

This key| agreement mechanism uses elliptic curve cryptography and establishes in three passes a share
secret kgy between entities A and B with mutual implicit key authentication. The following requirements,shg

be satisfied:

1) |Each entity X has a private key agreement key hy in H and a public key agreement key\px = F(hx,g).

2) |Each entity has access to an authenticated copy of the public key agreement key.of the other entity.
This may be achieved using the mechanisms of Clause 12.

See Figyre 7 for a diagram of key agreement mechanism 10.

The valugs I and j are used for cofactor multiplication as explained in Clausé&.7: A function is also required f
represent the point P as an integer. An example function is #(P) = (Px mod o 72 7) + 272 l\where p=/log, 1

and Py ig the x-coordinate of the point P.

[oX

\‘O

Entity A Entity B
Key Tloken
Construction
(All) KTA1 R
Key
KTg, Construction

Construction

= X
58

MAC,(2,KT ,,KTg,)
4—

MAC,(3,KT,,,KTg,)

(81)

Ertity A Entity B
Entity
Confirmation
(A1) M, .
Entity
Confirmation
< M, (B1)
Key Token And
ey Token An KTa,

Key Construction|

MAC,,5(M,|IKT,,)

<>

>

Verification
(B2)

(A2)
Key Construction
MAC,s(M,) (B2)
Key
Verification
(A3)

Figyre 7: ' Key Agreement Mechanism 10

Figure 8: Key Agreement Mechanism 11

Key token construction (A1) Entity A randomly and secretly generates r, in H, computes F(r,, g), constructs

the key token

and sends it to entity B.

KT =F(rs,9)

Key construction (B1) Entity B randomly and secretly generates rg in H, computes F(rs, g), constructs the

key token

24
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KTg, =F(r5,9).
Entity B computes the shared secret key as
Kas = ((rg +7(KTg)hg ) 1) (- (KTaq + 2(KT1 )P4 ) -
Entity B then computes the key K = kdf(K,g ). Entity B further constructs

MAC, (2 IKT, Il KT )

ATTI Bl7

here 0x02 is the message number, and sends KTg; and MACk(2 || KT || KTgs) to entity A.

<

Key construction (A2) Entity A computes the shared secret key as

Kas = ((ra +7(KTp)ha ) 1) (- (KTgy + 2(KTg)Pg ) .

m

ntity A computes the key K = kdf(K,z ). Entity A computes
MAC, (2]|KTy || KTg,)
gnd verifies what was sent by entity B. Entity A then computes

MAC, (3[|KT,(|[KTg,)

where 0x03 is the message number, and sends it to entity B.

<

erification (B2) Entity B computes
MAC, (31K [[KTg4)

and verifies entity A.

NOTES - This key agreement‘mechanism has the following properties:

1) Number of passes: 3:

2) Key Authentieation: this mechanism provides mutual explicit key authentication.

3) This key agreement mechanism is an example of MQV with three passes as found in Annex

10.11 Keyagreement mechanism 11

Tlhis’key agreement mechanism establishes in 4 passes a shared key between entities A and B. The

D.12.

following

requirements shall be satisfied:

1) Each entity X has an asymmetric encipherment system with the transformation (Ex, Dx).

2) Each entity has access to an authenticated copy of the public verification transformation of the other

entity. This may be achieved by using the mechanisms of Clause 12.
3) Both entities have agreed on a common key derivation function kdf.

See Figure 8 for a diagram of key agreement mechanism 11.
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Entity Confirmation (A1): Entity A sends a message M, to Entity B, which consists of a random integer r4
and Text1.

M, =(r, || Text1).

Entity Confirmation (B1): Entity B chooses a random integer rg, and sends its certificate and Text2 to

entity A

M, =(r; || Cert; || Text2).

Key Toklen and Key Construction (A2): Entity A extracts entity B's public key from the certificate and verifie
cate. Entity A then generates a random integer r, and computes the shared key

the certif]

Entity A

and

to Entity

Key Con

Entity B

and com

to Entity
Key Ver

NOT

K g =Kkdf(r,,rg,r).
hen sends the encrypted key token

KTA2 = EB(r'A)

MAC,, (M, [|KT,,)

B.

struction (B2): Entity B decrypts KT, and computes-the shared key
K s = Kdf(r,,rg,r,).
computes

MACy,, (M, [|KT,,)

pares it to the received MAC value. Entity B sends
MAC,, (M,)

A.

ES"< This key agreement mechanism has the following properties:

fication (A3): Entity A computes MACx,;(M;) and compares it to the received MAC value.

[

26

Number of passes: 4.

Key Authentication: this mechanism provides mutual explicit key authentication.

This key agreement is derived from the Transport Layer Security (TLS) protocol [12]. TLS can be
regarded as an example of this mechanism. The key agreement is known as the TLS handshake

phase.

TLS has a cipher suite which is a list of encryption algorithms that is supported by an entity. Text1

and Text2 are used for the cipher suite negotiation in SSL by entities A and B respectively.
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11 Secret key transport

In this part of ISO/IEC 11770, key transport is the process of transferring a secret key, chosen by one entity
(or a trusted centre), to another entity, suitably protected by asymmetric techniques.

NOTE In practical implementations of the key transport mechanisms, the key data block may be subject
to further processing prior to being used for encipherment. For instance, the key data block may be xored
by a (pseudo) random bit pattern to destroy any apparent structure in the key data block. Obtaining key
material for the key K is beyond the scope of this part of ISO/IEC 11770. Refer to ISO/IEC 18031 for the
generation of random bits

11.1 Key transport mechanism 1

—

his key transport mechanism transfers in one pass a secret key from entity A to entity .B’with implicit key
uthentication from entity B to entity A. The following requirements shall be satisfied:

Q

1) Entity B has an asymmetric encipherment system (Eg,Dg).

2) Entity A has access to an authenticated copy of entity B's public:éficipherment transformition Eg.
This may be achieved using the mechanisms of Clause 12.

3) The optional TVP shall either be a time stamp or sequence.number. If time stamps are uged, then
the entities A and B need to maintain synchronous clocks or use a Trusted Third Party Time Stamp
Authority. If sequence numbers are used, then entitiesAyand B have to maintain bilateral coynters.

0

ee Figure 9 for a diagram of key transport mechanism 1.

Entity A Entity B Entity A Entity B
Key Token Key
Construction KT Encipherment
(A1) A (A1.1)
Key Tok
Deczlrllst(:u:trilon Key TOK‘?n
(B1) Construction
(A1.2) KT 54
i Key Tloken
Verifi¢ation
(B1.1)
Key_
Deciphprment
(B1.2)
A 4 A
O <D
Figure 9: Key Transport Mechanism 1 Figure 10: Key Transport Mechanism 2

Key Token Construction (A1) Entity A has obtained a key K and wants to transfer it securely to entity B.
Entity A constructs a key data block consisting of its distinguishing identifier for entity A (optional), the key K,
an optional TVP and an optional data field Text7. Then entity A encrypts the key data block using the
receiver's public encipherment transformation Eg and sends the key token

KT,, =E5(A||K|| TVP || Text1)|| Text2

to entity B.
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Key Token Deconstruction (B1) Entity B deciphers the received key token KT,; using its private
decipherment transformation Dg, recovers the key K, checks the optional TVP, and associates the recovered
key K with the claimed originator entity A.

NOTES - This Key Transport Mechanism has the following properties:

1) Number of passes: 1.

2) Key authentication: this mechanism provides implicit key authentication from entity B to entity A since
only entity B can possibly recover the key K.

3) |Key confirmation: this mechanism provides no key confirmation.
4) |Key control: A can choose the key.

5) [TVP: the optional TVP prevents the replay of the key token.

6) |Key usage: as entity B receives the key K from the non-authenticated entity A;-secure usage of K by
entity B is restricted to functions not requiring trust in entity A’s authenticity, such as decipherment

and generation of message authentication codes.

7) |Example: an example of this mechanism (known as ElGamal key transfer) is described in Annex E.1.
Another example of this mechanism using RSA is described in Annéx E.3.

11.2 Kaqy transport mechanism 2

>

This key transport mechanism is an extension of the oné-pass entity authentication mechanism
ISO/IEC9798-3. It transfers a secret key enciphered and sighed from entity A to entity B with explicit ke
authentigation from entity A to entity B and implicit key authentication from entity B to entity A. The followin
requirements shall be satisfied:

O <<

1) |Entity A has an asymmetric signature system (Sz, V).
2) |Entity B has an asymmetric encipherment system (Eg,Dg).

3) |Entity A has access to an authenticated copy of entity B's public encipherment transformation Eg.
This may be achieved using-the mechanisms of Clause 12.

[

4) |Entity B has access te-an authenticated copy of entity A's public verification transformation V,. Th
may be achieved using-the mechanisms of Clause 12.

=)

5) |The optional TR shall either be a time stamp or sequence number. If time stamps are used, the
the entities Adand B need to maintain synchronous clocks or use a Trusted Third Party Time Stamp
Authority~Hf'sequence numbers are used then entities A and B have to maintain bilateral counters.

See Figyre 10for a diagram of key transport mechanism 2.

Key Enciphermen At iy-A-has-obtaired-akey-K-and-wantsto-transferit-securelto-entity B- #Hy-A
forms the key data block, consisting of the sender's distinguishing identifier for entity A, the key K and an
optional data field Text7. Then entity A enciphers the key data block with entity B's public encipherment
transformation Ez and forms the enciphered block

BE =E4(A||K|| Text1).
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Key Token Construction (A1.2) Entity A forms the token data block, consisting of the recipient's
distinguishing identifier for entity B, an optional time stamp or sequence number TVP, the enciphered block
BE and the optional data field Text2. Then entity A signs the token data block using its private signature
transformation S, and some optional Text3, and then sends the resulting key token

KT,, =S, (B|| TVP||BE|| Text2)|| Text3

to entity B.

(ey Token Verification (B1 1) Entity B uses the sender's public verification transformation V, ta verify the

igital signature of the received key token KT,;. Then entity B checks the receiver identification def entity B
nd optionally the TVP.

D QO =X

ey Decipherment (B1.2) Entity B deciphers the block BE with its private decipherment‘transformiation Dg.
hen entity B compares the field for entity A in block BE with the identity of the signing entity. If all cHecks are
uccessful, entity B accepts the key K.

» - =

NOTES - This Key Transport Mechanism has the following properties:
1) Number of passes: 1.

2) Key and entity authentication: this mechanism provides entitysadthentication of entity A to ¢ntity B if
the optional TVP is used, and implicit key authentication from'entity B to entity A.

3) Key confirmation: from entity A to entity B. Entity B-¢an be sure that it shares the correct|key with
entity A, but entity A can only be sure that entity B has indeed received the key after it has obtained a
positive reply from entity B enciphered using key K.

4) TVP (optional): provides entity authentication=of entity A to entity B and prevents replay of the key
token. In order to prevent replay of the key data block BE, an additional TVP may also be influded in
Text1.

5) Key control: Entity A can choose.the key Ky, since it is the originating entity. Similarly, entjty B can
choose the key Kg. Joint key control can be achieved by each entity by combining the twg keys K,
and Kz on both sides to formra’shared secret key Kug. An extra pass is required for joint key control.
However, the combination_function must be one-way, otherwise entity A can choose th¢ shared
secret key. This mechanism could then be classified as a key agreement mechanism.

6) Data field for entity~A: Entity A's distinguishing identifier is included in the enciphered blogk BE to
prevent entity A, from misappropriating an enciphered key block intended for use by another entity.
This is achieved’ by comparing entity A's identity with entity A's signature on the token.

7) Standafds: conformance with ISO/IEC 9798-3: Entity authentication using a public key glgorithm.
KT4,N\iS- compatible to the token sent in the one-pass authentication mechanism desg¢ribed in
subgclause 5.1.1 of ISO/IEC 9798-3:1998. The token accommodates the transfer of the key K through
use of the optional text field: Text1 has been replaced by BE || Text2.

is in possession of an authen’ucated copy of the CA s publlc verlflcatlon key.

9) Mutual entity authentication and joint key control: if two executions of this key transport mechanism
are combined (from entity A to entity B and from entity B to entity A), then mutual entity
authentication and joint key control can be provided (depending on the use of the optional TVP).

10) Usage: Key transport mechanism 2 is intended to be used in environments where confidentiality of
parts of a message is needed, e.g. a message that carries many confidential elements as well as the
enciphered keys.

11) Examples of this mechanism are described in Annexes E.2 and E.5.
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11.3 Key transport mechanism 3

This key transport mechanism transfers in one pass a secret key signed and enciphered from entity A to entity
B with unilateral key confirmation. The following requirements shall be satisfied:

1)
2)

3)

See Figyre 11 for a diagram of key transport mechanism 3.

Entity A has an asymmetric signature system (Sy, V).

Entity B has an asymmetric encipherment system (Eg,Dpg).

Entity A has access to an authenticated copy of entity B's public encipherment transformation Eg.

This may be achieved using the mechanisms of Clause 12.

Entity B has access to an authenticated copy of entity A's public verification transformation/V,;. Th
may be achieved using the mechanisms of Clause 12.

The optional TVP shall either be a time stamp or a sequence number: If time stamps are used the
the entities A and B need to maintain synchronous clocks. If sequence numbers are used the
entities A and B have to maintain bilateral counters.

[

o Rien |

Entify A Entity B Entity A Entity B
K
() Key'Token
Construction
Y (A1) KTA1
K?y lock i Key Block
Signature X
Encipherment
(A1.1) (B1.1)
Key Tloken
Construction c':zt-: Szﬁgn
(A1.2) KT, (B1.2)
> P KTg, -
Key Token -
Decipherment Ke)_( :I'ok_en
(B1.1) Verification
’ (A2.1)
Key Block
Verification . Key
(B1:2) Decipherment
\ (A2.2)

Figure 11: Key Transport Mechanism 3

Key Blo
A forms
optional

Figure 12: Key Transport Mechanism 4

a~key data block con3|st|ng of the reC|p|ent's dlstlngwshlng |dent|f|er for entlty B the key K, @

using its private signature transformation S, to generate the signed block

30

BS=S,(B||K|| TVP| Text1).

ck Signature (A1.1) Entity A has obtained a key K and wants to transfer it securely to entity B. Entity
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Key Token Construction (A1.2) Entity A forms the token data block, consisting of the signed block BS and
some optional Text2. Then entity A enciphers the token data block using the receiver's public encipherment
transformation Eg and some optional Text3, and then sends the resulting key token

KT,, =E,(BS|| Text2)|| Text3

to entity B.

Key Token Decipherment (B1.1) Entity B deciphers the received key token KT,; using its private

H. . s £ ' ImY
CIMTITTTTICT U trarioivrimatyulrt Ug.

ey Block Verification (B1.2) Entity B uses the sender's public verification transformation VW to yerify the

1)
2)

3)

4)

5)

6)

7)

8)

NOTES - This Key Transport Mechanism has the following properties:

11.4 Keytransport mechanism 4

imtegrity and origin of BS. Entity B validates that it is the intended recipient of the token (by -inspectipn of the
identifier for entity B) and, optionally, that the token has been sent timely (by inspection of TYP). If all
verifications are successful, entity B accepts the key K.

Number of protocol passes: 1.

Key and entity authentication: this mechanism provides entity ‘@uthentication of entity A to ¢ntity B if
the optional TVP is used, and implicit key authentication fronx.entity B to entity A.

Key confirmation: from entity A to entity B. Entity B can\be sure that it shares the correct k¢y K with
entity A, but entity A can only be sure that entity B has indeed received the key after it has obtained a
positive reply from entity B enciphered using key K:

Key control: Entity A can choose the key.

TVP (optional): may provide entity authentication of entity A to entity B and prevent replay df the key
token.

Data field for entity B: Entity Bls distinguishing identifier is included in the signed key blogk BS to
explicitly indicate the recipient.of the key, thereby preventing misuse of the signed block BS|by entity
B.

Public key certificates~the data field Text3 may be used to deliver the public key certificate df entity A.
Then the requirement 4 at the beginning of this clause can be relaxed to the requirement that entity B
is in possession\of‘an authenticated copy of the CA's public verification key.

Mutual entity authentication and joint key control: if two executions of this key transport mgchanism
are combined (from entity A to entity B and from entity B to entity A) then mutual entity authentication
and.joint key control can be provided (depending on the use of the optional TVP).

Tlhis)key transport mechanism is based on the two-pass authentication mechanism of ISO/IEC 9798-3 and

transfers a key from entity B to entity A. The following requirements shall be satisfied:

1)
2)

3)

4)

Entity A has an asymmetric encipherment system (E,,D,).
Entity B has an asymmetric signature system (Sg, V5).

Entity A has access to an authenticated copy of entity B's public verification transformation V. This
may be achieved using the mechanisms of Clause 12.

Entity B has access to an authenticated copy of entity A's public encipherment transformation E,.
This may be achieved using the mechanisms of Clause 12.
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See Figure 12 for a diagram of key transport mechanism 4.

Key Token Construction (A1) Entity A constructs the key token KT,,, consisting of a random number r, and
an optional data field Text7,

KT, =14 || Text1

and sends it to entity B.

Key To
distingui

(optional)), the enciphered block BE, and the optional data field Text3. Then entity B'sighs the token data bloo

with its p

to entity

Key Toll;en Verification (A2.1) Entity A uses the sender’s public’verification transformation Vg to verify th

digital si
and cheq

Key Blo
D4. Then
A accepf

NOT

ation E, and forms the enciphered block

BE=E, (B||K|| Text2)

[

ken Construction (B1.2) Entity B forms the token data block, consisting of the recipient
shing identifier for entity A, the random number r4 received in step (A1), the’new random number

~ o

Fivate signature transformation Sg and some optional Text4, and then sends the resulting key token

KTg, =Sg(Al|r, |1 || BE || Text3)|| Text4

A.

PN

nature of the received key token KTg;. Then entity A¢hecks the distinguishing identifier for entity

ks that the received value r, agrees with the randomynumber sent in step (A1).

ck Decipherment (A2.2) Entity A deciphers the block BE with its private decipherment transformation
entity A validates the sender’s distinguishing identifier for entity B. If all checks are successful, entify
S the key K.

ES - This Key Transport Mechanism has the following properties:

Number of protocol passes-2:

Key and entity authentication: this mechanism provides entity authentication of entity B to entity A

and implicit key authientication from entity A to entity B.
Key confirmatién) from entity B to entity A. Entity A can be sure that it shares the correct key K with
entity B, but efitity B can only be sure that entity A has indeed received the key after it has obtained p
secured message from entity A which has been unambiguously processed.

Key control: Entity B can choose the key.

N laYaViialfalalwlaYels)

6)

7)

32
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tokens KT,; and KTg; are compatible with the tokens sent in the two-pass authentication mechanism
described in subclause 5.1.2 of ISO/IEC 9798-3:1998 (note that the roles of entities A and B are
exchanged). The token KTg; accommodates the transfer of the key K through use of the optional
data field: Text2 has been replaced by BE || Text3.

Standards: if this key transport mechanism is executed twice in parallel between two entities, then
the resulting mutual key transport mechanism is in conformance with the mechanism described in
subclause 5.2.3. Two pass parallel authentication of ISO/IEC 9798-3.

Data field rg is shown for consistency with ISO/IEC 9798-3. Because of the presence of BE in KTg;
the data field rg is no longer required and is therefore optional in this mechanism.
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8) Mutual entity authentication and joint key control: if two executions of this key transport mechanism
are combined (from entity A to entity B and from entity B to entity A), then mutual entity

authentication and joint key control can be provided.

11.5 Key transport mechanism 5

This key transport mechanism is based on the three-pass authentication mechanism of ISO/IEC 9798-3 and
transfers in three passes two shared secret keys with mutual entity authentication and key confirmation. One
key is transferred from entity A to entity B and one key from entity B to entity A. The following requirements

spal-be-satisfied:

(ds)

Entity A

Key Token Construction
(A1)

KTy

ee Figure 13 for a diagram of key transport mechanism 5

Entity B

KTg,

v

1) Each entity X has an asymmetric signature system (S, Vy).

2) Each entity X has an asymmetric encipherment system (Eyx,Dy).

Key Block Enciphermen
(B1.1)

Key Token Construction
(B1.2)

3) Each entity has access to an authenticated copy of the public verification transformation of
entity. This may be achieved using the mechanisms of Clause 12.

4) Each entity has access to an authenticated copy of the public en¢ipherment transformati
other entity. This may be achieved using the mechanisms of Clause\12.

Key Token Verification
(A2.1)

IKey Block Decipherment
(A2.2)

IKey Block Encipherment
(A2.3)

Key Token Construction
(A2.4)

A

KT,,

v

Key Token Verification
(B2.1)

Key Block Decipherment
(B2.2)

the other
bn of the
Entity A Entify B
H
Key Token ( B
Construction
(A1) KT a1 R
” Key Token
Constfuction
KTg, (41)
Key and Entity
Confirmation
(A2.1)
Key Token
Response
(A2.2) KT,,
" Key anfl Entity
Confirmation
(§2)

) 4

@

C

y

5

Figure 13: Key Transport Mechanism 5

Figure 14: Key Transport Mechanism 6

Key Token Construction (A1) Entity A randomly generates r, and constructs the key token

and sends it to entity B.
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Key Block Encipherment (B1.1) Entity B has obtained a key Kz and wants to transfer it securely to entity A.
Entity B constructs a block containing its own distinguishing identifier for entity B, the key Kz, and some
optional Text2, and enciphers the block, using the recipient's public encipherment transformation E,4

BE, =E, (B||K, || Text2).

Key Token Construction (B1.2) Then entity B randomly generates rgz and constructs a data block, containing
Is, s, the recipient's identity for entity A, the enciphered key block BE;, and some optional Text3. Entity B
signs the block using its private signature transformation Sg and some optional Text4, and then sends the key
token

KTg, =Sg(rs |t [| A||BE, || Text3)|| Text4

to entity A.

Key ToKen Verification (A2.1) Entity A verifies entity B's signature on the key token KTy using entity B
public verification transformation Vg, checks the distinguishing identifier for entity A-and checks that the
received|value r, agrees with the random number sent in step (A1).

(2

Key Blotk Decipherment (A2.2) Entity A deciphers the enciphered block BE,using its private decipherment
transfornmpation D, and checks the distinguishing identifier for entity B. If all ¢hecks are successful, entity A
accepts the key Kg.

Key Block Encipherment (A2.3) Then entity A constructs a data block, containing its own distinguishin
identifier|for entity A, its own key K,, and some optional Text5, and enciphers the block, using the recipient
public encipherment transformation Eg

n Q

BE, =E4(A || K f| Text5).

Key Token Construction (A2.4) Then entity A construets a data block, containing the random number ry, th
random humber rg, the recipient's distinguishing, identifier for entity B, the enciphered key block BE,, an
some optional Text6. Entity A signs the data block using its private signature transformation S, and som
optional [Fext7, and then sends the key token

O QO

KT, =S, (ry |15 [|BIIBE, || Text6) || Text7

to entity B.

[

Key ToKen Verification (B22®) Entity B verifies entity A's signature on the key token KT,,, using entity A
public verification transformation V,, checks the distinguishing identifier for entity B and checks that th
received|value rg agreeswwith the random number sent in step (B1.2). In addition, B checks that the receive]
value r, grees withithe one contained in KT,;.

o O

—

transformation ‘Dz and verifies the distinguishing identifier for entity A. If all checks are successful, entity
accepts fhe’key K,. If only unilateral key transport is required then as appropriate either BE; or BE, can
omitted.

Key Blotk Decipherment (B2.2) Entity B deciphers the enciphered block BE, using its private deciphermebrE

NOTES - This Key Transport Mechanism has the following properties:
1) Number of passes: 3.
2) Key and entity authentication: this mechanism provides mutual entity authentication, implicit key

authentication of K, from entity B to entity A and implicit key authentication of K from entity A to
entity B.
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Key confirmation: this mechanism provides key confirmation from sender to recipient for both keys K,
and K. Moreover, if entity A includes a MAC on Kg in the data field Text6 of KT,, then this
mechanism provides mutual key confirmation with respect to Ks.

Key control: Entity A can choose the key K,, since it is the originating entity. Similarly, entity B can
choose the key Kg. Joint key control can be achieved by each entity by combining the two keys K,
and Kg on both sides to form a shared secret key K,5. However, the combination function must be
one-way, otherwise entity A can choose the shared secret key. This mechanism could then be
classified as a key agreement mechanism.

5)

6)

7)

= Q0 -

1)
2)

(ds)

o= M=

11.6 Key transport mechanism 6

ee Figure 14 for a diagram'‘of key transport mechanism 6.

in the three pass authentication mechanism described in Clause 5.2.2 of ISO/IEC 9798-3:1P98. The
second token accommodates the transfer of the key Kg: Text2 has been replaced by'BE)|| Téxt3. The
third token accommodates the transfer of the key K,: Text4 has been replaced by, BE,|| Téxt6. The
third token may also accommodate the transfer of a MAC within Text6.

Standards: conformance to ISO/IEC 9798-3, KT,4, KTgs, and KT, are compatible to the to&kens sent

Public key certificates: if the data fields Text? and Text4 (or Text7 and Text4) each contain the public
key certificates of entities A and B, respectively, then the requirement 3-and 4 at the beginnipg of this
clause can be relaxed to the requirement that all entities are in possession of an authenticgted copy
of the CA's public verification key.

Signature transformation: if a signature mechanism with text hashing is used, then optignally the
random number r, need not be sent in the key token KTgs.-Analogously, neither r, nor rg nged to be
sent in key token KT,,. However, care must be taken that the random numbers are included in the
computation of the respective signatures.

his key transport mechanism securely transfers in three passes two secret keys, one from entity A t¢ entity B
nd one from entity B to entity A. In addition, the miiechanism provides mutual entity authentication arjd mutual
ey confirmation about their respective keys. This’'mechanism is based on the following requirements

Each entity X has an asymmetric encipherment system (Ex,Dx).

Each entity has access t@ an authenticated copy of the public encipherment transformatipn of the
other entity. This may be'achieved using the mechanisms of Clause 12.

ey Token Construction (A1) Entity A has obtained a key K, and wants to transfer it securely to|entity B.
ntity A selects a random number r, and constructs a key data block consisting of its distinguishing [dentifier,
Ihe key K,, the number r, and an optional data field Text1. Then entity A enciphers the key block us|ng entity
's public encipherment transformation Eg, thereby producing the enciphered data block

BE, =E5(A|IK, |1 || Text1).

Hntity A constructs the token KT,4, consisting of the enciphered data block and some optional data figld Text2

KT, =BE, || Text2.

Entity A sends the token to entity B.

Key Token Construction (B1) Entity B extracts the enciphered key block BE, from the received key token
KT,; and deciphers it using its private decipherment transformation Dg. Then entity B checks that the
decrypted version of BE, contains the identifier for entity A.

Entity B has obtained a key Kz and wants to transfer it securely to entity A. Entity B selects a random number
rs and constructs a key data block consisting of the distinguishing identifier for entity B, the key Kg, the
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random number rg, the random number r, (as extracted from the deciphered block) and an optional data field
Text3. Then entity B enciphers the key block using entity A's public encipherment transformation E,, thereby
producing the enciphered data block

BE, =E,(BI[Kg [[ra |Irs || TEXt3).

Then entity B constructs the key token KTz, consisting of the enciphered data block BE, and an optional data
field Text4,

Entity B

Key and
token KT
of the ke
encipher|
obtained

Key ToK
construc

Entity A
Key and
the rand
authentia

NOT

K15, =BE, { Textd:
tends the token to entity A.

Entity Confirmation (A2.1) Entity A extracts the enciphered key block BE, from the(received ke
57 and deciphers it using its private decipherment transformation D,4. Then entity A checks the validit
y token through comparison of the random number r, with the random number, r;ncontained in th
ed block BE,. If the verification is successful, entity A has authenticated entity B-and at the same tim
confirmation that K, has safely reached entity B.

[CECIS

en Response (A2.2) Entity A extracts the random number rz from the_deciphered key block and
s the key token KT,,, consisting of the random number rgz and an optional data field Text5

KT,, =13 || Texts.

tends the token to entity B.

=y

Entity Confirmation (B2) Entity B verifies that the.response rg extracted from KT, is consistent wit
om number rg sent in enciphered form in KTg,~'If the verification is successful, entity B h3
ated entity A and at the same time has obtained confirmation that Kz has safely reached entity A.

[

ES - This Key Transport Mechanism has, the following properties:
Number of passes: 3.
Entity authentication: this wmechanism provides mutual entity authentication, implicit ke

authentication of K, from entity B to entity A and implicit key authentication of Kz from entity A {
entity B.

O <<

Key confirmation: thiss-mechanism provides mutual key confirmation.

Key control: Entity’ A can choose the key K,, since it is the originating entity. Similarly, entity B cal
choose the key Kg. Joint key control can be achieved by each entity by combining the two keys K
and Kz omboth sides to form a shared secret key K,5. However, the combination function must b
one-way,. otherwise entity B can choose the shared secret key. This mechanism could then b
classified as a key agreement mechanism.

D D> 35
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from entity A to entity B and Kg from entity B to entity A. The following cryptographic function
separation may be derived from the mechanism: entity A uses its key K, to encipher messages for
entity B and to verify authentication codes from entity B. Entity B in turn uses the received key K, to
decipher messages from entity A and generate authentication codes for entity A. The cryptographic
functions of Kz may be separated in an analogous manner. In such a way, the asymmetric basis of

the key transport mechanism may be extended to the usage of the secret keys.
Example: this mechanism is derived from the three pass protocol known as COMSET [7].

Background: this mechanism is based on zero-knowledge techniques. From the execution of the
mechanism, neither of the entities learns anything that it could not have computed itself.
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12 Public key transport

This clause describes key management mechanisms that make an entity's public key available

to other

entities in an authenticated fashion. Authenticated distribution of public keys is an essential security
requirement. This authenticated distribution can be achieved in different ways:
1) Public key distribution without a trusted third party.
2) Public key distribution involving a trusted third party, such as a certification authority.
he public key of an entity A is part of the public key information of entity A. The public keydnformation
imcludes at least entity A's distinguishing identifier and entity A's public key.
12.1 Public key distribution without a trusted third party
his subclause describes mechanisms which provide authenticated distribution of public keys without the
imvolvement of a trusted third party.
12.1.1 Public key transport mechanism 1
I{ entity A has access to a protected channel (i.e. a channel which provides data origin authentication jand data
imtegrity), such as a courier, registered mail, etc., to entity B then-entity A may transport its public key
imformation directly via that protected channel to entity B. This isthe most elementary form of trangferring a
public key. The following requirements shall be satisfied:
1) Entity A’s public key information PKI, contains,atyleast entity A's distinguishing identifier gnd entity
A's public key. In addition it may contain a serial number, a validity period, a time stamp gnd other
data elements.
2) Since the public key information PKI-dées not contain any secret data, the communication channel
need not provide confidentiality.
See Figure 15 for a diagram of public key:transport mechanism 1.
Entity A Entity B Entity A Entity B
Key Token Key Token
Construction Construction
(A1) KIa (A1) KTa
- Key Token i Key Tpken
Reception Verification Reception
(B1) Token (B
Construction
(A2) KT
Key Tpken
Verifi¢ation
(Bp)

Figure 15: Public Key Transport Mechanism 1

Figure 16: Public Key Transport Mechanism 2

Key Token Construction (A1) Entity A constructs the key token KT,, containing the public key information of

entity A and some optional data field Text, and sends it via a protected channel to entity B.

KT, =PKI, || Text.
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Key Token Reception (B1) Entity B receives the key token via the protected channel from entity A, retrieves
entity A's public key information PKI, and stores entity A's public key into the list of active public keys (this list
shall be protected from tampering).

NOTES - This Public Key Transport Mechanism has the following properties:
1) This mechanism can be used to transfer public verification keys (for an asymmetric signature

system) or public encipherment keys (for an asymmetric encipherment system) or public key
agreement keys.

2) |Authentication in this context includes both data integrity and data origin authentication (as defined.in
ISO 7498-2:1989).

12.1.2 Public key transport mechanism 2

This me¢hanism transports the public key information of entity A via an unprotected channel to entity B. Tjo
verify the integrity and the origin of the received public key information a second authenticated channel

used. Sych a mechanism is useful when the public key information PKI is transferred glectronically on a hig
bandwid{h channel, whereas the authentication of the public key information/iakes place over T
authentigated low bandwidth channel such as a telephone, courier, or registered' mail. As an addition

requirement, the entities shall share a common hash, as defined in ISQUEC 10118-1. The following
requirements shall be satisfied:

- 0

1) |Entity A’s public key information PKI, contains at least entity-A's distinguishing identifier and entit
A's public key. In addition it may contain a serial number, ayvalidity period, a time stamp and othg
data elements.

=<

2) |[Since the public key information PKI does not contain;any secret data, the communication channgl
need not provide confidentiality.

See Figyre 16 for a diagram of public key transport meghanism 2.

—h

Key ToTn Construction (A1) Entity A constructs‘the key token KT,; containing the public key information ¢
entity A and sends it to entity B.

KT, =PKI, || Text1.

Key ToKen Reception (B1) Entity Breceives the key token, retrieves entity A's public key information PKI},
and store¢s it protected from tampering for later verification and use.

Verification Token Construction (A2) Entity A computes a check value hash(PKl,) on its public ke
informatipn and sends-this check value together with the optional distinguishing identifiers of entities A and
to entity B using a second independent and authenticated channel (e.g. a courier or registered mail).

W<

KT, =A||B||hash(PKI, ) || Text2.

Key To Verificati (B2) U : f il ificati | KT o B ional N
distinguishing identifier of entities A and B, computes the check value on the public key information of entity A
received in the key token KT,; and compares it with the check value received in the verification token KT ,. If
the check succeeds, entity B puts entity A's public key into the list of active public keys (this list shall be
protected from tampering).

NOTES - This Public Key Transport Mechanism has the following properties:
1) This mechanism can be used to transfer public verification keys (for an asymmetric signature

system) or public encipherment keys (for an asymmetric encipherment system) or public key
agreement keys.
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Authentication in this context includes both data integrity and data origin authentication.

If the public key that is transported is a key for an asymmetric signature system not giving message
recovery, then entity A may sign the token KT,; using the corresponding private signature key. In that
case, the verification of entity A's signature in step (B1) using the received public verification key
confirms that entity A knew the corresponding private signature key, and so presumably, was the
only entity that knew the corresponding private signature key at the time the token was created. If a
time stamp is used in PKI, then verification confirms that entity A currently knows the corresponding

private signature key.

4) A manually signed letter from Entity A may be used for the verification token.

12.2 Public key distribution using a trusted third party

1
public key certificates. Entity A's public key certificate contains the public key information, togeth
digital signature provided by a trusted third party, the Certification Authority (CA).. The introduction
reduces the problem of authenticated user public key distribution to the problem ,of authenticated di
gf the CA's public key, at the expense of a trusted centre (the CA), see‘seference ISO/IEC 95
ISO/IEC 11770-1:1996, Annex D.

12.2.1 Public key transport mechanism 3

Tlhis mechanism transfers a public key from entity A to entity¢Byin an authenticated way. It is basg
assumption that a valid public key certificate Cert, of entity A's/public key information PKI, has been i
some certification authority, and that entity B has access.to an authenticated copy of the public vg
transformation V¢, of that certification authority CA which*has issued the public key certificate.

See Figure 17 for a diagram of public key transport,mechanism 3.

Entity A Entity B

Key Token
Construction
(A1) KTy
Certificate
Verification
(B1)

he authentication of the entities' public keys can be ensured by exchanging the public_keys in th¢ form of

er with a
of a CA
stribution
D4-8 and

d on the
5sued by
rification

Figure 17: Public Key Transport Mechanism 3

Key Token Construction (A1) Entity A constructs the key token KT,; containing the public key certificate of

entity A and sends it to entity B

KT,, =Cert, || Text.
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Certificate Verification (B1) Upon reception of the public key certificate, entity B uses the public verification
transformation Vg, of the certification authority to verify the authenticity of the public key information and to
check the validity of entity A's public key.

If entity B wants to make sure that entity A's public key certificate has not been revoked recently, then entity B
should consult a trusted third party (such as the CA) via some authenticated channel.

NOTES - This Public Key Transport Mechanism has the following properties:

1) Number of passes: 1. But there may have been a request from entity B to entity A for the transfer of
the public key certificate. This additional pass is optional and not shown here. Entity A's publickdy
certificate could also be distributed by a directory, in which case this public key transport mechanis
would be executed between the directory and entity B.

2) |Entity authentication: entity authentication is not provided by this mechanism.

3) |Key confirmation: receiving a public key certificate provides confirmation that the public key has bee
certified by the CA.

)

4) |The public verification key v¢, of the CA shall be made available to entity.B'in an authenticated way.
This can be done using the mechanisms described in Clause 12.

40 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:

Annex A
(informative)

Properties of key establishment mechanisms

The following tables summarize the major properties of the key establishment/transport mechanisms

2008(E)

specified

irthispartof 1SOAEC1770:

Tlhe following notation is used:

A mechanism provides the property with respect to entity A.
H mechanism provides the property with respect to entity B.

A, B the mechanism provides the property with respect to both entities, A andJB.

No the mechanism does not provide the property.

Opt the mechanism can provide the property as an option, using-additional means.

(A) the mechanism can optionally provide the property with respect to entity A, using additional 1
(B) the mechanism can optionally provide the property.with respect to entity B, using additional 1

MFS the mechanism provides mutual forward segrecy.

ublic key operations: the number of computations of asymmetric transformation, e.g., "2,1" means t
needs two computations of the function F~and entity B needs one computation of the function
greement Mechanism 2.

>3 i u

QD >

re generally not possible where key-freshness is guaranteed for both entities.

Tlhe property of implicit key authentication has direction by its definition. When the table for im
duthentication has an "A"{ this means that entity A is assured that entity B is the only other entity
possibly be in possession of the correct key. When the table for implicit key authentication has an "A
means that entities Aland B are assured that only the other entity can possibly be in possession of th
Key.

neans.

neans.

nat entity
F in Key

nother important property that can-bé.derived from key freshness is replay attack prevention. Replaly attacks

blicit key
that can
, B", this
e correct
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Properties of Key Agreement Mechanisms:

Mechanism 1 2 3 4 5 6 7 8 9 10 11
Number of passes 0 1 1 2 2 2 3 1 2 3 4
Implicit key A B B A B No | AB|AB| AB A B A,B | AB| AB
authentication
Key confirmation Na No B Na Qpt Qpt A B Na Na A B A B
Entity No No A No No B A B No No A B B
authentication
Public kpy 1,1 2,1 2,2 2,2 | 33|22 4,4 2,1 2,2 2.2 4,3
operations
Forward secrecy No A A MFS | AB B MFS A MFS | MFS | MFS
Key freghness No A A AB|AB|AB| AB X AB | AB| AB

Properties of Key Transport Mechanisms:

Mechanism 1 2 3 4 5 6

Number of passes 1 1 1 2 3 3

Implicit key authentication B B B A A, B A B
Key confirmation No B B A (A), B A B
Key control A A A B Aresp. B A B
Entity authentication No A A B A, B A, B
Public key operations 1,1 2,2 2,2 2,2 4,4 2,2
Forward secrecy. A A A B No No
Key freshness A A A A A B A, B
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Annex B
(informative)

Examples of key derivation functions

2008(E)

.1 The IEEE P1363 key derivation function

—

his clause describes the key derivation function that is given in the IEEE P1363 standard [11]:

reconditions As a precondition of the use of this key derivation function, users must agree on a
ash function. Users who use different hash functions will obtain different results. For/the purposes o
f ISO/IEC 11770, the hash function shall be one described in ISO/IEC 10118."The shared ke
roduced will have length equal to the length of the output of the hash function.

T O J =

nput The inputs to this key derivation function are
1) The shared secret z which is an integer, expressed as an octet\string.

NOTE The mechanisms in Clauses 10 and 11 derive shared keys K,z either as points on th
curve or as the concatenation of two points on an elliptic)curve. In the first situation, in order tg
shared secret integer z for input into the key derivation. function, the function 7 should be appli
point. In the second situation, the function 7 should bé-applied to both points to obtain two intege
Z,. The two integers should then be converted to.6ttet strings and concatenated (or combined U
prefix-free encoding method), as were the points,'to obtain the appropriate octet string.

2) The key derivation parameters, parameters, also expressed as an octet string.

NOTE Users must also agree on,a*common method of converting integers and parameterg
strings for input into the key derivation function.

In

\ctions If the combined length of the shared secret z and the parameters exceeds any limitation
xist for the agreed hash function, hash, then output "error” and stop.

[0)

Qtherwise compute the value K = hash(z || parameters).

O

Dutput Output K as the shared secret.

B.2 ThelANSI X9.42 key derivation function

his“clause describes a key derivation function based on the key derivation function that is given in

common
this part
y that is

e elliptic
obtain a
bd to the
s z; and
sing any

to octet

that may

he ANSI

> —

942 standard [4].

Prerequisites A hash function specified in ISO/IEC 10118 shall be chosen. Let hashlen denote the

length of

the output of the hash function chosen, and let maxhashlen denote the maximum length of the input to the

hash function.
Input The input to the key derivation function is:

1) ZZ: Abit string denoting the shared secret.

NOTE The mechanisms in Clauses 10 and 11 derive shared keys Kyz either as points on the elliptic

curve or as the concatenation of two points on an elliptic curve. In the first situation, in order to
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shared secret value ZZ for input into the key derivation function, the function = should be applied to the
point and the resulting integer converted to a bit string. In the second situation, the function 7 should be

appl
strin

ied to both points to obtain two integers z; and z,. The two integers should then be converted to bit
gs and concatenated (or combined using any prefix-free encoding method), as were the points, to

obtain the appropriate bit string.

2)

3)

keydatalen: An integer representing the length in bits of the keying data to be generated. This integer
is less than (hashlen x (232—1)).

Otherlnfa: A bit string, specified in ASN.1 DER encoding, consisting of the following information as

NOT

for imput into the key derivation function.

Actiong The key derivation function is computed as follows:

specified in Annex B.2.1.
3.1. Key specification information consisting of:

3.1.1. AlgorithmID: a unique object identifier (OID) of the symmetric algorithm(s)ywith which th
keying data will be used.

D

3.1.2. Counter: a 32-bit octet string, with initial value 00000001 4.
3.2. (Optional) EntityAlnfo: A bit string containing public information gentributed by the initiator.

3.3. (Optional) EntityBInfo: A bit string containing public information contributed by the respondg

pid

3.4. (Optional) SuppPrivinfo: A bit string containing someéS additional, mutually known private
information, e.g. a shared secret symmetric key communicated through a separate channel.

3.5. (Optional) SuppPublnfo: A bit string containing some additional, mutually known publ
information.

[¢]

E Users must also agree on a common method of converting integers and parameters to bit string

[72]

Let d =[ keydatalen / hashlen |.

Initialise Counter = 0000000456

Fori=1tod,

3.1. Compute hic= hash(ZZ || Otherinfo) where h; denotes the hash value computed using th

appropriate hash function, and Otherinfo = AlgorithmID || Counter [|| EntityAlnfo || EntityBInfo ||
SuppPrivinfo\|["SuppPublnfo ].

D

3.2. Inerement Counter.

3¢3. Increment i.

4)

5)

Compute K = leftmost keydatalen bits of hy || h2 || ... || hg.

Output K.

Output The keying data K as a bit string of length keydatalen bits.

Note that this key derivation function based on ASN.1 DER encoding produces keying data which is less than
hashlenx(2%*-1) bits in length. It is assumed that all key derivation function calls are indeed for bit strings
which are less than hashlenx(232—1) bits in length. Any scheme attempting to call the key derivation function
using a bit string that is greater than or equal to hashlenx(232—1) bits shall output “invalid” and stop. Similarly,

44
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it is assumed that all key derivation function calls do not involve hashing a bit string that is more than
maxhashlen bits in length. Any scheme attempting to call the key derivation function on a call involving
hashing a bit string that is greater than maxhashlen bits shall output “invalid” and stop.

B.2.1 ASN.1 syntax
The input to the key derivation function is the shared secret ZZ and other information OtherInfo.

The other information includes the initiator's information entityAlnfo, and the responder’s information

entityBinfosuppPublnfoandsuppPAviile:——————————————————————————————————
Otherlinfo ::= SEQUENCE {
keylnfo KeySpecificlnfo,
entityAlnfo  [0] OCTET STRING OPTIONAL,
entityBInfo  [1] OCTET STRING OPTIONAL,
suppPublinfo [2] OCTET STRING OPTIONAL,
suppPrivinfo [3] OCTET STRING OPTIONAL
}
KeySpecificInfo ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
counter Counter
}
Counter ::= INTEGER (1...32767)
he suppPublinfo and suppPrivinfo fields are optional fields used in key derivation. These fields may| be used

b hold additional, supplementaty public and private information that is mutually known to the commupnicating
parties, but that is not specificto either party.

= =

Tlhe contents of suppPublnfo and suppPrivinfo are defined by the key management protocol. The definition,
syntax, and encoding rules of the suppPubinfo and suppPrivinfo fields are the responsibility of| the key
management prétocol and are beyond the scope of this part of ISO/IEC 11770.

All inputs tothe key derivation hash function shall be an integral number of octets in length. suppPrijinfo may
imclude Z2.

.9 I'he ANSI XY.05 Key derivation tunction

This clause describes a key derivation function based on the key derivation function that is given in the ANSI
X9.63 standard [5].

Prerequisites The prerequisite for the operation of the key derivation function is that a hash function, hash,
specified in ISO/IEC 10118 has been chosen. Let hashlen denote the length of the output of the hash function
chosen, and let maxhashlen denote the maximum length of the input to the hash function.

Input The input to the key derivation function is:
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1) A bit string Z which is the shared secret.

NOTE The mechanisms in Clauses 10 and 11 derive shared keys Kyz either as points on the elliptic
curve or as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a
shared secret Z for input into the key derivation function, the function 7 should be applied to the point and
the resulting integer converted to a bit string. In the second situation, the function 7 should be applied to
both points to obtain two integers z; and z,. The two integers should then be converted to bit strings and
concatenated (or combined using any prefix-free encoding method), as were the points, to obtain the
appropriate bit string.

2) |An integer keydatalen which is the length in bits of the keying data to be generated. keydatalen shql
be less than hashlenx(2%°—1).

3) |(Optional) A bit string SharedInfo which consists of some data shared by the two entities intended to
share the secret Z.

[

NOTE Users must also agree on a common method of converting integers and parameters to bit string
for input into the key derivation function.

Actions [The key derivation function is computed as follows:
1) [Initiate a 32-bit, big-endian bit string counter as 00000001 4.
2) |Fori=1toj= [keydatalen /hashlen], do the following:

2.1 Compute Hash; = H(Z || counter [ || SharedInfo ]).

2.2 Increment counter.

2.3 Increment i.

3) |Let HHash; denote Hash; if keydatalen/hashlen is an integer, and let it denote the (keydatalen
(hashlenx(j-1))) leftmost bits of Hash; otherwise.

4) |Set KeyData = Hash, || Hash; || ... |pHash; || HHash;.

Output [The bit string KeyData of length keydatalen bits.

[¢]

Note thgt the key derivation function produces keying data of length less than hashlenx(232—1) bits. W
assume that all key derivatioh-fuinction calls are indeed for bit strings of length less than hashlenx(2°°~1) bits.
Any sch¢me attempting té-call the key derivation function for a bit string of length greater than or equal f
hashlen (232—1) bits shall output ‘invalid’ and stop. Similarly, it is assumed that all key derivation function cal
do not involve hashing‘a bit string that is more than maxhashlen bits in length. Any scheme attempting to c4l
the key dlerivation/fuhction on a call involving hashing a bit string that is greater than maxhashlen bits shd
output “ipvalid” and stop.

== O

B.4 The NIST SP 800-56A concatenation key derivation function

This clause describes a key derivation function based on the key derivation function that is given in the NIST
Special Publication 800-56A [20].

Function call: kdf (Z, OtherInput),
where Otherlnput is keydatalen and Otherlinfo.

Fixed Values (implementation dependent):
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1) hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive
blocks of secret keying material.

2) max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input to
the hash function.

Auxiliary Function:

1) H: an approved hash function specified in ISO/IEC 10118.

Input:
1) Z: a byte string that is the shared secret.

2) keydatalen: An integer that indicates the length (in bltsg of the secret keying material to be g¢nerated;
keydatalen shall be less than or equal to hashlen x (2% —1).

3) Otherlinfo: A bit string equal to the following concatenation:
AlgorithmID || EntityAlnfo || EntityBInfo [ || SuppPublnfo ] [ || SuppPrivinfo ]
where the subfields are defined as follows:

3.1) AlgorithmID: A bit string that indicates how the derived-keying material will be parsed and for which
algorithm(s) the derived secret keying material will b& used. For example, AlgorithmID might indicate
that bits 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 are to be used as fa 128-bit
AES key.

3.2) EntityAlnfo: A bit string containing public information that is required by the application using this kdf
to be contributed by entity A to the key-derivation process. At a minimum, EntityAlnfo shall include
ID,, the identifier of entity A. See the netes below.

3.3) EntityBlInfo: A bit string containing*public information that is required by the application using this kdf
to be contributed by entity B.fo'the key derivation process. At a minimum, EntityBInfo sha]l include
IDg, the identifier of entity B. See the notes below.

3.4) (Optional) SuppPublnfe:"A bit string containing additional, mutually-known public information

3.5) (Optional) SuppPrivinfo: A bit string containing additional, mutually-known private information (for
example, a shared secret symmetric key that has been communicated through a separate channel).

Each of the three subfields AlgorithmID, EntityAlnfo, and EntityBInfo shall be the concatenation of an
applicatiof“specific, fixed-length sequence of substrings of information. Each substring repregenting a
separate(unit of information shall have one of these two formats: Either it is a fixed-length bit stfing, or it
has_the’form Datalen || Data, where Data is a variable-length string of zero or more bytes, and Datalen

substrlngs used in each of the subﬂelds AlgorithmID, EntityAlnfo, and EntltyBInfo and shall also specify
which of the two formats (fixed-length or variable-length) is used for each substring. The application
shall specify the lengths for all fixed-length quantities, including the Datalen counters.

The subfields SuppPrivinfo and SuppPublinfo (when allowed by the application) shall be formed by the
concatenation of an application-specific, fixed-length sequence of substrings of additional information
that may be used in key derivation upon mutual agreement of entities A and B. Each substring
representing a separate unit of information shall be of the form Datalen || Data, where Data is a
variable-length string of zero or more (eight-bit) bytes and Datalen is a fixed-length, big-endian counter
that indicates the length (in bytes) of Data. The information substrings that entities A and B choose
not to contribute are set equal to Null, and are represented in this variable-length format by setting
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Datalen equal to zero. If an application allows the use of the Otherinfo subfield SuppPrivinfo and/or

the

subfield SuppPubinfo, then the application shall specify the ordering and the number of

additional information substrings that may be used in the allowed subfield(s) and shall specify the fixed-
length of the Datalen counters.

Process:

1)

reps = keydatalen / hashlen 1.

If reps > (?32 =1), then ABORT: output an error indicatar and stop

6)

7)

Output
attemptir
output a
function
the kdf td

NOT

1)

B.5 The NIST<SP 800-56A ASN.1 key derivation function

This clad

Initialize a 32-bit, big-endian bit string counter as 00000001 4.

=

If counter || Z || Otherinfo is more than max_hash_inputlen bits long, then ABORT: output an errg
indicator and stop.

Fori =1 toreps by 1, do the following:
5.1) Compute Hash; = H(counter || Z || Otherlnfo).
5.2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

Let Hhash be set to Hashs if (keydatalen / hashlen) is an integer;‘otherwise, let Hhash be set to the
(keydatalen mod hashlen) leftmost bits of Hashyeps.

Set DerivedKeyingMaterial = Hash; || Hash, || ... || Hashgpg || Hhash.

The bit string DerivedKeyingMaterial of length keydatalen bits (or an error indicator). An2y schemje
g to call this key derivation function with keydatalen-greater than or equal to hashlen x (23 -1) shdll
n error indicator and stop without outputting DerivedKeyingMaterial. Any call to the key derivation
nvolving an attempt to hash a bit string that_is\greater than max_hash_inputlen bits long shall causge
output an error indicator and stop withoututputting DerivedKeyingMaterial.

ES

D

IDa and IDg shall be represented in Otherinfo as separate units of information, using either th
fixed-length format or the yariable-length format described above — according to the requirement
of the application using ;this’kdf.

[

Entity A shall be the-initiator, and entity B shall be the responder, as assigned by the protoc¢l
employing the key.agreement scheme used to determine the shared secret Z.

se.describes a key derivation function based on the key derivation function that is given in the NIS[T

Special |

Publication 800-56A [20].

Function call: kdf (Z, Otherlnput)

where Otherlnput is keydatalen and Otherlinfo.

Fixed Values (implementation dependent):

1)

2)

48

hashlen: an integer that indicates the length (in bits) of the output of the hash function used to derive
blocks of secret keying material.

max_hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) input to
the hash function.
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Auxiliary Function:

1) H: an approved hash function specified in ISO/IEC 10118.
Input:
1) Z: a byte string that is the shared secret.
2) keydatalen: An integer that indicates the length (in bitsg of the secret keying material to be generated;

I(nyds\fnlnn shallbe less than or nqnnl tohashlen x (')3 _1)

3) Otherinfo: A bit string specified in ASN.1 DER encoding, which consists of the following-information:

3.1) AlgorithmID: A bit string that indicates how the derived keying material will ' be parsedq and for
which algorithm(s) the derived secret keying material will be used. Foriexample, AlgorithmID
might indicate that bits 1-80 are to be used as an 80-bit HMAC key and, that bits 81-2p8 are to
be used as a 128-bit AES key.

3.2) EntityAlnfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity A to the key derivation process: ‘At a minimum, EntityA|nfo shall
include ID,, the identifier of entity A. See the notes below,

3.3) EntityBInfo: A bit string containing public information,that is required by the application yising this
kdf to be contributed by entity B to the key derivation process. At a minimum, EntityB|nfo shall
include IDg, the identifier of entity B. See the notés below.

3.4) (Optional) SuppPublnfo: A bit string containing additional, mutually-known public information.

3.5) (Optional) SuppPrivinfo: A bit string ¢ontaining additional, mutually-known private information
(for example, a shared secret symmetric key that has been communicated through a |separate
channel).

Rrocess:
1) reps =| keydatalen / hashlen .
2) Ifreps > (232 -1), thenvtABORT: output an error indicator and stop.
3) Initialize a 32-bit, big-endian bit string counter as 00000001 4¢.
4) If counterf}|Z || Otherinfo is more than max_hash_inputlen bits long, then ABORT: output| an error
indicator and stop.
5) FEori=1 to reps by 1, do the following:

5.1) Compute Hash; = H(counter || Z || OtherInfo).

52) :I ICICTITITI It COUUI ItUI (IIIUCIIUIU 232), tl Gdtil U®) It dos alt ul IDiUI Icu 32'blt il IthUI .

6) Let Hhash be set to Hash,s if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to the

(keydatalen mod hashlen) leftmost bits of Hashyeps.

7) Set DerivedKeyingMaterial = Hash; || Hash, || ... || Hashreps-1 || Hhash.

Output: The DerivedKeyingMaterial as a bit string of length keydatalen bits (or an error indicator). The ASN.1
kdf produces secret keying material that is at most hashlen x (232—1) bits in length. Any call to this key
derivation function using a keydatalen value that is greater than hashlen x (232—1) shall cause the kdf to output
an error indicator and stop without outputting DerivedKeyingMaterial. Any call to the key derivation function
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involving an attempt to hash a bit string that is greater than max_hash_inputlen bits long shall cause the kdf
to output an error indicator and stop without outputting DerivedKeyingMaterial.

NOTES
1) IDA and IDgshall be represented in Otherinfo as separate units of information.

2) Entity A shall be the initiator, and entity B shall be the responder, as assigned by the protocol
employing the key agreement scheme used to determine the shared secret Z.

50 © ISO/IEC 2008 — All rights reserved


https://standardsiso.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

Annex C
(informative)

Examples of key establishment mechanisms

This informative annex gives examples of some of the key establishment mechanisms described in th
IPOHECTHTT7TO:

We first specify a widely used example of a function F, and accompanying sets S and H, which.isco
p satisfy the five properties listed in Clause 10, given that certain parameters are chosen appropriate

—

—

et p be a prime number, S be the set of elements of the Galois field with p elements;F;; and let H
- 2}. Let g be a primitive element of F,. Then set

No]

F(h,g)=g" mod p.
A is commutative with respect to h

(g")™ =(g"™)"™ =g™" mod'p.
he prime p must be large enough so that F(-,g) can be conjectured to be a one-way function. Let eg

have a private key h, in H, which is only known by entity*X, and a public key px = ghx mod p kno
ther entities.

O S -

NOTE - On the selection of parameters.

For discrete logarithm modulo a prime: The size of the prime should be chosen such that c
discrete logarithms in the corresponding’cyclic group is computationally infeasible. Some other ¢
on the prime number may be imposed in order to make discrete logarithms infeasible.

It is recommended to either choose p to be a strong prime such that p - 7 has a large prime fa
choose g to be a generatar 'of a group of large prime order q.

For discrete logarithm.modulo a composite: The modulus should be chosen as the product of twj
odd primes that should be kept secret. The size of the modulus should be chosen such that fact
modulus is compUtationally infeasible. Some additional conditions on the choice of the primes
imposed in ordér to make factoring the modulus computationally infeasible.

C.1 Non-interactive Diffie-Hellman key agreement

—

his [8]'is an example of Key Agreement Mechanism 1.

is part of

hjectured
y.

={2, ...,

ch entity
wvn by all

bmputing

pnditions

ctor or to

D distinct
oring the
may be

Key Construction (A1) Entity A computes, using its own private key agreement key h, and entity B’'s public

key agreement key pg, the shared key as

K, =P modp.

Key Construction (B1) Entity B computes, using its own private key agreement key hg and entity A’s public

key agreement key p,, the shared key as

K,s =PA"™ mod p.
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C.2 Identity-based mechanism

This [10] is an example of Key agreement Mechanism 1, which is identity-based in the following sense:

- the public key of an entity can be retrieved from some combination of its identity and its certificate;

- the authenticity of the certificate is not directly verified, but the correct public key can only be recovered from

an authe

Let (n,y)
message
kept sec

Let O be

Let Iy be
which co
time star
less than

Its certifi

where s

Key Con

and com

Key Con

and com

ntic certificate.

an integer of large order modulo n and g = 0’ mod n.

nand
Py =g™ modn.
cate is computed by the certification authority as
Cert, =s,0™ mod n;
is the integer such that
s, 'l =4mod n.
struction (A1) Entity A computes the public key of entity B as
by =Certy " -I; modn
putes the shared secret keyas
K =Ps " =g™"™ modn.
struction (B1)Entity B computes the public key of entity A as
p, =Cert,” -1, modn

putes the shared secret key as

recovery specified in ISO/IEC 9796. Therefore n is the product of two large prime numbers p and
et by the certification authority, and y is co-prime with lcm(p-1, g-1).

the result of adding redundancy (as specified in ISO/IEC 9796) to a public information on entity
htains at least the distinguished identifier of entity X and possibly a serial numben;, a*validity period,
hp and other data elements. Then entity X's key management pair is (hx, px)where hy is an integg

= 9

NOTE

K. =Pa"™ =g™"™ mod n.

A one-pass and a two-pass identity-based mechanisms using the same set-up are described in the references
[10], [22] and [24] in the Bibliography.

C.3 ElGamal key agreement

This [9] is an example of Key Agreement Mechanism 2.

52
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One shall check that p to be a strong prime such that p - 7 has a large prime factor and that the exponentials
are not of the form 0, +7, -1 mod p.

Key Token Construction (A1) Entity A randomly and secretly generates rin {2, ..., p-2 }, computes g’ mod p
and constructs the key token

KT,,=g" modp

and sends it to entity B.

Key Construction (A2) Entity A computes the shared key
Kxs =(Pg)” mod p=g"™ modp.
Key Construction (B1) Entity B computes the shared key

Kas =(g')™ mod p =g"™" modp.

C.4 Nyberg-Rueppel key agreement

—

his [21] is an example of Key Agreement Mechanism 3. The’,signature system and the key agreement
ystem are chosen in such a way that the signature system is détermined by the keys (hy, px).

wn

—

et g be a large prime divisor of p-7, g an element of F, oflerder g, and set H = {2, ... , g-2}. Then entity X’s
symmetric key pair used for signatures and key agreements is (hy, px), where hy is an element of H and

Q

px =™ modp.

Tlo prevent replay of old key tokens this example makes use of a time-stamp or a serial number, TVP|and of a
ryptographic hash function hash, which maps strings of bits of arbitrary length to random integers in a large
ubset of {2, ..., p-2}, for example, in H.

N o0

Key Construction (A1.1) Entity A randomly and secretly generates rin H and computes
e =g modp.
Hurther entity A computes the shared secret key as

Kag =Pg mod p.

—

sing the Shared secret key Ky, entity A computes a MAC on the sender's distinguished identifier foy entity A
nd a segquence number or time-stamp TVP

Q

e'=ehash(K,; || A|| TVP)mod p.

Key Token Signature (A1.2) Entity A computes the signature
y=r-h, e modaq.
Entity A forms the key token
KTy =Allel|TVP]ly

and sends it to entity B.
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Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key hg,
K, =€ ™ modp.

Using the shared secret key Kz, entity B computes the MAC on the sender's distinguished identifier for entity
A and the TVP, and computes

e'=ehash(K g || A|| TVP) mod p.

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender's publicckdy
pa, the equuality

e=g’ pAe' mod p.

C.5 Diffie-Hellman key agreement

This [8] i an example of Key Agreement Mechanism 4.

One sha|l check that p to be a strong prime such that p - 1 has a large prime factor and that the exponentials
are not of the form 0, +1, -7 mod p.
Key Token Construction (A1) Entity A randomly and secretly generatés r, in {2, ..., p-2 }, computes g mod
p, constrlicts the key token

KT,, =g™ medp
and sends it to entity B.
Key Token Construction (B1) Entity B randomly“and secretly generates rz in {2, ... , p-2 }, computes g’ mod

p, constrlcts the key token
KT;, =g® mod p

and sengs it to entity A.

Key Corjstruction (A2) Entity-Acomputes the shared key
Kas =(9°%)* =g "™ modp.
Key Cornstruction.(B2) Entity B computes the shared key

Kae =(9™)® =g ™™ modp.

C.6 Matsumoto-Takashima-lmai A(0) key agreement
This [1] is an example of Key Agreement Mechanism 5.

One recommended method is to use a safe prime p and to check that the exponentials are not of the form 0,
+1, -1 mod p.
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Key Token Construction (A1) Entity A randomly and secretly generates r, in {2, ..., p-2}, computes the key

token
KT,, =g™ modp

and sends it to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rz in {2, ... , p-2}, computes the key

token

KTs, =g® mod p
dnd sends it to entity A.

Key Construction (B2) Entity B computes the shared key as
Kne = W(KTA1hB ’ pArB )= KTA1hB pArB mod p.
Key Construction (A2) Entity A computes the shared key as

Kas =W(pg* ’KTB1hA )= KTA1hB pA® mod p.

C¢.7 Beller-Yacobi protocol

his part of the Annex gives a description of the original Beller-Yacobi protocol [6], which has beer
erive Key Agreement Mechanism 6.

Q. —

NOTE This mechanism is not completely compatible with the Mechanism 6 as it was optin
specific situations. Specifically it uses’ EIGamal signature scheme and makes use of an g
symmetric encryption algorithm to transfer entity B's signature verification key and its certificate t
in a confidential way, thus assuring anonymity.

LUet enc: K: M — C be a convenhtional encryption function, such as the algorithms found in ISO/IEC
here K = key space, M = mlessage space, and C = cryptogram space.

<

et Sy denote the EIGamal signature operation of entity X. The process described below empha
istinction between off-line and on-line operations required in EIGamal family of signature schemes.

QI

<

Ve use Py and Cy'to denote entity X's public key and certificate, respectively. The public encryption
f entity X (Which uses Py) is denoted Ex (modular squaring in the case of Rabin).

@]

Off-line.computation: entity B picks a random number rz and computes

used to

nized for
dditional
b entity A

18033-3,

bizes the

bperation

u=a® modnp
~J Lg

Key Token Construction (A1) Entity A picks a random number r, and computes
KTA1 = (rA [ Al CA)
and sends it to entity B.

Key Token Processing (B1) Entity B produces the signature

BS=(u,v)=S,(r, [| A),
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where u and v is the EIGamal signature. Then entity B picks a random xg and creates
KTg, =E (BS)|lenc(u,(B|[Pg || Cg || X5))
and sends it to entity A.

Key Construction (B2) The shared secret key consists of part of entity B’s signature, u.

Entity Authentication and Key Construction (A2) Entity A deciphers the key token E,(BS) to find the

session | ey U, thermdeciptrerstheconventionat clluypﬁun

enc(u,(BI|Pg [|Cg [l Xg))

using sepsion key u to find the identifier, public key, and certificate of the alleged entity B. Entity A verifig
certificate Cg, and if positive it then uses the verification function, Vg to verify entity B's/signature BS.
positive it then accepts u as a shared secret key.

-
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(informative)

2008(E)

Examples of elliptic curve based key establishment mechanisms

This informative annex gives examples of some of the elliptic curve key establishment mechanisms described

for cryptographic applications..

e first specify a widely used example of a function F to satisfy the five properties listed in Clause
that certain parameters are chosen appropriately.

Llet E be an elliptic curve defined over a finite field F(q). Given an integer d and a point'G € E(F(q)) w
the base point, then the function F is

F(d,G)=dG.
A has the property that

d,(d, G)=d,(d, G)=d:d, G.

m

(F(q)) must be large enough so that F(-,G) can be conjectured to be a one-way function. Let each
ave a private key hy in E(F(q)), which is only known_by.entity X, and a public key px = hx G kno
ther entities.

o O

.1 Common information

-

or all key agreement mechanisms,, prior to the process of agreeing upon a shared secret, the
ommon information must be established between the parties and optionally validated (See ISO/IEC]
br a description of parameter validation):

= O

- the elliptic curve paranieters with which the key pairs shall be associated, which shall be the
both parties key pairs. This) includes p, p™, 2", or 3", a description of F(p), F(p"), F(2"), or F(3"
mdication of the basis used, E, n and G.

Named curve identifiers such as those specified in X9.62, provide a simple means of identifying ellig
domain parameters and can be used to specify groups of common information values.

rameters

10, given

here G is

entity X
vn by all

following
15946-1

same for
and an

tic curve

In each of'the mechanisms defined below, the resulting agreed key should not be used as a cryptogr

phic key

irectly. \Instead, it should be used as the input to a key derivation function, allowing both parties to derive the
meé. cryptographic keys from it. Hence, it is also necessary for the two parties to agree on the [following

imfofmation:

— a key derivation function, kdf;
— any parameters to the key derivation function, and

— the type of cofactor multiplication that is to be performed (if any).
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D.2 Non-interactive key agreement of Diffie-Hellman type

This [8] is an example of key agreement 1. This key agreement mechanism non-interactively establishes a
shared secret between two entities A and B.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following
must be established:

— for each entity X, a private key-agreement key dx and a public key-agreement key Py, which is an elliptic
curve po, isfyi = = ipti ' i

— for gach entity, access to an authentic copy of the public key-agreement key of the other party.

Each enfity should independently verify that the other entity's public key is indeed a point on the elliptic curve.
See ISOJIEC 15946-1 for a description of how to do this.

The valugs / and j are used for cofactor multiplication as explained in Clause 7.

[¢]

Key construction (A1) Entity A computes, using its own private key-agreement key.d, and entity B’s publ
key-agreement key Pg, the shared key as

KAB = (dA I)(J ‘PB )

Key construction (B1) Entity B computes, using its own private key-agreement key dg and entity A’s publ
key-agreement key P,, the shared key as

[¢]

KAB = (dB 1) PA ).

NOTES - This key agreement mechanism has the following properties:
1) |Number of passes: 0.

2) |The mechanism provides mutual implicit key authentication.
NOTE As a consequence of the first property, the established secret between the same two usefs

alwgys has the same value. For_this'reason it is suggested that the input to the key derivation function in
this pase include time-varying-information.

D.3 Kgy agreement of ElIGamal type

This [9] it an exampleof key agreement mechanism 2. This key agreement mechanism establishes a shared
secret between two entities A and B in one pass.

Prior to the precess of agreeing upon a shared secret, in addition to the common information, the followinjg
must be pstablished:

— for entity B, a private key-agreement key dg and a public key-agreement key Pg, which is an elliptic curve
point satisfying Pg = dgG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

— for entity A, access to an authentic copy of the public key-agreement key of entity B.

Entity A should verify that entity B’s public key is indeed a point on the elliptic curve. See ISO/IEC 15946-1 for
a description of how to do this.

The values / and j are used for cofactor multiplication as explained in Clause 7.
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Key token construction (A1.1) Entity A randomly and secretly generates r in the range {2,...,n-2}, computes
rG, constructs the key token,

KT, =rG
and sends it to entity B.

Key construction (A1.2) Entity A computes the shared key

Rae =0 D0 Ps)-

>

ey construction (B1) Entity B should verify that KT,; is indeed a point on the elliptie¢’ cufve. See
BO/IEC 15946-1 for a description of how to do this. Using its own private key, entity B computes the shared
ey from KTy, as follows:

=~ —

KAB = (dB 'I)(j‘KTA1)-
NOTES - This key agreement mechanism has the following properties:
1) Number of passes: 1.

2) The mechanism provides implicit key authentication fromr entity B to entity A since entity B ig the only
entity other than entity A that can compute the shared&ecret.

3) The mechanism provides forward secrecy with respect to entity A.

o

).4 Key agreement following Nyberg-Rueppel

his [21] is an example of Key Agreement Mechanism 3. The protocol is not a 1-1-transcript of protpcol C.4;
ut follows the essential ideas of C.4.

o -

he signature system and the key agreement system are chosen in such a way that the signature gystem is
etermined by the keys (hy, Px).

Q. —

—

o prevent the replay of old(key tokens this example makes use of a timestamp or a serial number VP, and
f a cryptographic hash function hash, which maps strings of bits of arbitrary length to random integefs into H,
br example.

= 0

Tlhe values / and j.are used for cofactor multiplication as explained in Clause 7.

Key Construction (A1.1) Entity A randomly and secretly generates rin H and computes

R=rG.

Hurther entity A computes the shared secret key as

KAB :(r‘l)(j‘PB)-

Using the shared secret key Kjg, entity A computes a MAC on the point R, the sender's distinguished identifier
for entity A and a sequence number or timestamp TVP:

e=hash(R||K |[[A]| TVP).

Key Token Signature (A1.2) Entity A computes the signature
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y=(r-h, e)modg,
forms the key token

KT =(RI[A][TVP]y)
and sends it to entity B.

Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key hg,

KAB = (hB |)(J ) R)-

Using th¢ shared secret key K,p entity B computes the MAC on the sender's distinguished identifier’for entity
A and th¢ TVP and computes

e=hash(R||K [|A|]| TVP).

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender's public key
P,, the eguality

R=yG+eP,.
This keylagreement has the following properties:
1) |Number of passes: 1.

2) |The mechanism provides explicit key authentication from entity A to entity B and implicit kgy
authentication from entity B to entity A.

D.5 Kgy agreement of Matsumoto-Takashima-Imai type A(0)

This [1] i an example of Key Agreement.Mechanism 5. The values / and j are used for cofactor multiplication
as explained in Clause 7.

Key Toklen Construction (A1) Entity A randomly and secretly generates r, in H, computes the key token
KTA1 :(rA G- G),
and sends it to entity B

Key Toklen Construction (B1) Entity B randomly and secretly generates rg in H, computes the key token

KTB1 = (rB ) |)(J ) G)

and sends it to entity A.

Key Construction (B2) Entity B computes the shared key as
KAB :W(hB KTAer PA)
where w is a one-way function.

Key Construction (A2) Entity A computes the shared key as
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Kae =W(h, KTgy, 13 Pg).
This key agreement has the following properties:
1) Number of passes: 2

2) The mechanism provides mutual implicit key authentication.

2008(E)

.6 Key agreement oft Diffie-Hellman type

—

his [8] is an example of key agreement mechanism 4. This key agreement mechanism establishes
ecret between entities A and B in two passes.

(7))

o —

e set up. The values / and j are used for cofactor multiplication as explained in Clause 7.

>

ey Token Construction (A1) Entity A randomly and secretly generates r, in,the range {2,...,n-2}, g
G, constructs the key token,

~

KT,, =r,G

gnd sends it to entity B.

>

ey Token Construction (B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, d
LG, constructs the key token,

=

KTg; =G

dnd sends it to entity A.

>

ey Construction (A2) Entity A shoeuld verify that KTz, is indeed a point on the elliptic cu
BO/IEC 15946-1 for a description of-how to do this. Entity A computes the shared key

KAB = (rA ) I)(J ) KTB1 )

ey Construction (B2) Entity B should verify that KT,; is indeed a point on the elliptic cu
5O/IEC 15946-1 for a.description of how to do this. Entity B computes the shared key

KAB = (rB |)(J ) KTA1 )

NOTES)- This key agreement mechanism has the following properties:

i

1) ¥ Number of passes: 2.

a shared

his key agreement mechanism does not require any initial information other than the,common inforfnation to

omputes

omputes

've. See

've. See

2) The mechanism provides mutual forward secrecy.

D.7 Key agreement of Diffie-Hellman type with 2 key pairs
This key agreement mechanism establishes a shared secret between entities A and B in two passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the
must be established:
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— for each entity X, a private key-agreement key dx and a public key-agreement key Py, which is an elliptic
curve point satisfying Px = dxG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

— for each entity, access to an authentic copy of the public key-agreement key of the other party.

Each entity should independently verify that the other entity’s public key is indeed a point on the elliptic curve.
See ISO/IEC 15946-1 for a description of how to do this.

The values / and j are used for cofactor multiplication as explained in Clause 7.

[

Key tokén construction (A1) Entity A randomly and secretly generates r, in the range {2,...,n-2}, computg
raG, constructs the key token,

KT, =r,G

and sends it to entity B.

[

Key token construction (B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, compute
rsG, constructs the key token,

KTy, =1sG
and sengs it to entity A.

Key construction (A2): Entity A should verify that KTz, is indeed a point on the elliptic curve. See
ISO/IEC|15946-1 for a description of how to do this. Entity A computes the shared key

Kas =(da -D)G-KTgy ) [Nra -1 -Ps)-

Key construction (B2) Entity B should verify that“KT,; is indeed a point on the elliptic curve. Seg
ISO/IEC|15946-1 for a description of how to do this(Entity B computes the shared secret

Kas = (D[ Pa) 1l (dg -DG-KTy).

NOTE Concatenation of a representation of the points is not the only alternative for the construction ¢f
the key. Any prefix free representation (such as ASN.1) will also work. As there are choices, the method
to cpmbine the two values becomes part of what is needed to be agreed upon by all parties. See alsp
Anngx B for further discussion.

NOTES - This key agreement mechanism has the following properties:
1) |Number of passes: 2.

2) |The mechanism provides forward secrecy with respect to both entity A and B individually.

3) |The mechanism provides mutual implicit key authentication.

D.8 Key agreement of Diffie-Hellman type with 2 signatures and key confirmation
This key agreement mechanism establishes a shared secret between entities A and B in three passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the following
must be established:

— for each entity, a private signature key and a public verification key corresponding to a mutually agreed
upon signature algorithm.
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— for each entity, access to an authentic copy of the public verification key of the other party.
— any parameters to be used in the signature transformations.
— a MAC function.

Let X's private and public signature transformations be denoted Sy and Vy respectively; (Sx, Vx) coul
any signature system, for example one of the signature systems defined in ISO/IEC 9796 or ISO/IEC

The values [ and j are used for cofactor multiplication as explained in Clause 7.

2008(E)

d denote
14888.

Key token construction (A1) Entity A randomly and secretly generates r, in the range {2,...,n=2}, G
rhG, constructs the key token

KT,, =r,G

and sends it to entity B.

>

ey token construction (B1) Entity B should verify that KT,; is indeed apoint on the elliptic cu
BO/IEC 15946-1 for a description of how to do this. Entity B randomly and’secretly generates rz in t
{B,...,n-2}, computes rzG, computes the shared secret as

KAB = (rB 'l)(j'KTm)

constructs the signed key token,

KTg, =Sg (DB MAC, _(DB,)
Wwhere

DB;=r,G||KT,, || A || Text1
and sends it to entity A.

NOTE As a way to reduce the amount of data transmitted, if a signature scheme with appendi
the redundant value KT,/ need not be returned with the block KTg;, although it still must be
within the scope of the-signature calculation.

ey token processing (A2) Entity A verifies B's signature on the key token KTz, using entity A
erification key. df'a-signature scheme with message recovery is used, this includes recovering the d
B, from the signature and verifying that entity A’s distinguishing identifier and the value r,G are cor
If a signature scheme with appendix is used, this includes reconstructing the data block DB; using

MmN KT,y entity A’s distinguishing identifier and the received value rgG and verifying the signature on

lock,

OSsSs =0< =

omputes

rve. See
he range

is used,
included

’s public
hta block
tained in
he value
that data

nfity A should verify that the value rpG obtained from KT, is indeed a paint on the elliptic ci

ve. See

ISO/IEC 15946-1 for a description of how to do this. If the checks are successful, entity A computes the

shared key

KAB = (rA ‘I)(j‘rBG)-
Using Kas, entity A verifies MACk,5(DB;). Then entity A constructs the signed key token

KTa, =SA(DB,)| MACKAB (DB,)

© ISO/IEC 2008 — All rights reserved

63


https://standardsiso.com/api/?name=aafc1e04cf44fb86682003757d24413c

ISO/IEC 11770-3:2008(E)

where
DB, =r,G||1,G||B|| Text2

and sends it to entity B.

NOTE As a way to reduce the amount of data transmitted, if a signature scheme with appendix is used,
the redundant values r,G and rgG need not be returned with the block KT,,, although they still must be
included within the scope of the signature calculation.

Key token processing (B2) Entity B verifies entity A’s signature on the key token KT, using entity A’s public
verificatipn key. If a signature scheme with message recovery is used, this includes recovering the datablogk
DB, from the signature and verifying that entity B’s distinguishing identifier and the values r,G and~rsG a

contained in it. If a signature scheme with appendix is used, this includes reconstructing the data-block DB,
using the values in KT,; and KTg; and entity B’s distinguishing identifier and verifying the signature on that
data blogk.

If the checks are successful, entity B verifies the MACk,5(DB,) using the shared key

Kas = (rB '|)(j'KTA1)-

NOTES - This key agreement mechanism has the following properties:
1) |Number of passes: 3.

2) |The mechanism provides mutual forward secrecy.

3) |The mechanism provides mutual explicit key authentication and mutual entity authentication.

D.9 The Full Unified Model

This keylagreement mechanism establishes a shared secret between entities A and B in two passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the followinlg
must be pstablished:

(9]

— for gach entity X, a private key-agreement key dx, which is an integer in the range {2,...,n-2}, and a publ
key-agreement key Py, which is apelliptic curve point satisfying Px = dxG.

— for gach entity, access to-anauthenticated copy of the public key-agreement key of the other party.

Each enfity should independently verify that the other entity’s public key is indeed a point on the elliptic curve.
See ISOJIEC 15946-1<forva description of how to do this.

The valugs / and+y‘are used for cofactor multiplication as explained in Clause 7.

(2

Key Token-Construction (A1) Entity A randomly and secretly generates r, in the range {2,...,n-2}, compute
raG, constructs the key token

KT, =r\G
and sends it to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, computes
rsG, constructs the key token

KTy, =rsG

and sends it to entity A.
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Key Construction (A2) Entity A should verify that KTg; is indeed a point on the elliptic cu
ISO/IEC 15946-1 for a description of how to do this. Entity A computes the shared key

KAB :(rA 'I)(j'KTB1)|| (dA 'l)(j'PB )

Key Construction (B2) Entity B should verify that KT, is indeed a point on the elliptic cu
ISO/IEC 15946-1 for a description of how to do this. Entity B computes the shared key

Kas = (15 -N(-KTa) [[(dg -NG-Pa)-

2008(E)

rve. See

rve. See

NOTES - This key agreement mechanism has the following properties:

1) Number of passes: 2.

2) The mechanism provides mutual forward secrecy.

3) The mechanism provides mutual implicit key authentication.

NOTE Concatenation of a representation of the points is not the only\alternative for the const

combine the two values becomes part of what is needed to be“agreed upon by all parties.
Annex B for further discussion.

o

).10 Key agreement of MQV type with 1 pass

—

his [15] is an example of key agreement mechanism-8.This key agreement mechanism establishes
secret between two entities A and B in one pass.

Rrior to the process of agreeing upon a shared secret, in addition to the common information, the
must be established:

(@]

urve point satisfying Py = dxG. See ISO/IEC 15946-1 for a description of how to generate this key pa

- for each entity, access to-an authentic copy of the public key-agreement key of the other entity.

ach entity should independently verify that the other entity’s public key is indeed a point on the ellip
ee ISO/IEC 15946-1for’a description of how to do this.

(N m

—

he values / andjare used for cofactor multiplication as explained in Clause 7.

>

ey token-construction (A1.1) Entity A randomly and secretly generates r in the range {2,...,n-2}, ¢
5, constructs the key token,

=

uction of

the key. Any prefix free encoding (such as ASN.1) will also workAs-there are choices, the method to

See also

a shared

following

- for each entity X, a private key-agfeement key dy and a public key-agreement key Py, which is a@n elliptic

ir.

ic curve.

omputes

KT,, =rG

and sends it to entity B.

Key construction (A1.2) Entity A computes the shared key

Kag = ((r + 7(KTp)d ) - D(- (Ps + 72(Ps )Pg))-
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Key construction (B1) Entity B should verify that KT,; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Using its own private key, entity B computes the shared
key from KT, as follows:

Kas =((dg +7(Pg)dg ) - )(j- (KT + (KT o1 )Py )
NOTES - This key agreement mechanism has the following properties:

1) Number of passes: 1.

2) |The mechanism provides mutual implicit key authentication.

3) [The mechanism provides forward secrecy with respect to entity A.

D.11 Key agreement of MQV type with 2 passes

This [15]|is an example of key agreement mechanism 9. This key agreement mechanism-establishes a shareld
secret between entities A and B in two passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the followinjg
must be pstablished:

[¢)

— for gach entity X, a private key-agreement key dx and a public key=agreement key Py, which is an ellipt
curve po|nt satisfying Px = dxG. See ISO/IEC 15946-1 for a description of how to generate this key pair.

— for gach entity, access to an authentic copy of the public key-agreement key of the other party.

Each enliity should independently verify that the other entity’s public key is indeed a point on the elliptic curve.
See ISOJIEC 15946-1 for a description of how to do thist

The valugs / and j are used for cofactor multiplication’ as explained in Clause 7.

[

Key token construction (A1) Entity A randomly and secretly generates r4 in the range {2,...,n-2}, computg
raG, constructs the key token,

KTp =r\G

and sengs it to entity B.

[

Key token construction)(B1) Entity B randomly and secretly generates rg in the range {2,...,n-2}, compute
rsG, constructs the keytoken,

KTg, =rsG

and sends-itito entity A.

Key construction (A2) Entity A should verify that KTg; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity A computes the shared key

Kas =((ra +72(KTxy)dp )-D(- (KT, + 72(KTg,)Pg))-

Key construction (B2) Entity B should verify that KT,; is indeed a point on the elliptic curve. See
ISO/IEC 15946-1 for a description of how to do this. Entity B computes the shared key

Kag =((r5 + 7(KTg,)dg ) - (- (KTpy + 7(KTy,)Pa ))-
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