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Information technology — Security techniques — Key

management —

Part2:

Meghanisms using symmetric techniques

1 Scope

Th + ida Adiirag
1€ furpose of k Ky managemem is to proviae proceaures

for handling cryptographic keying material to be used in
symmjetric or asymmetric cryptographic algorithms
accorfling to the security policy in force. This part of
ISO/IEC 11770 defines key establishment mechanisms
using|symmetric cryptographic techniques.

Key | establishment mechanisms using symmetric
cryptographic techniques can be derived from entity
autheptication mechanisms of ISO/IEC 9798-2 and

for the establishment of keys: )Point-to-Point, Key
Distripution Centre (KDC) and. Key Translation Centre

2 Normative References

oy atmin Ao PR

The following standards (contain provisions whi¢h, through
reference in this texty constitute provisions of this part of
ISO/IEC 11770. At\the time of publication, the editions
indicated were.valid. All standards are subject {o revision,
and parties to\agreements based on this part qf ISO/IEC
11770 are, encouraged to investigate the pogsibility of
applying the most recent editions of the standards indicated
below, Members of IEC and ISO maintain registers of
currently valid International Standards.

ISO 7498-2: 1989, Information processing systdms - Open
Systems Interconnection - Basic Reference Modgl - Part 2:
Security Architecture.

ISO/IEC 9798-2: 1994, Information technology| - Security
techniques - Entity authentication - Part 2: Mechanisms
using symmetric encipherment algorithms.

ISO/IEC 9798-4: 1995, Information technology| - Security
techniques - Entity authentication - Part 4: Mechanisms
using a cryptographic check function.

ISO/IEC 11770-1: - 1, Information technology|- Security
techniques - Key management - Part 1: Key mpanagement
Sframework.

3 Definitions and Notation

3.1 Definitions

issue of interdomain key management. This part of
ISO/IEC 11770 also does not define the implementation of
key management mechanisms; there may be different
products that comply with this part of ISO/IEC 11770 and
yet are not compatible.

1 To be published.

deﬁmtlons given in ISO/IEC 11770 1 apply. In addition,
this part of ISO/IEC 11770 makes use of the following
terms:

3.1.1 distinguishing identifier: Information which
unambiguously distinguishes an entity.
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3.1.9

3.1.10

entity authentication: The corroboration that an
entity is the one claimed.

key confirmation: The assurance for one entity
that another identified entity is in possession of
the correct key.

key control: The ability to choose the key, or
the parameters used in the key computation.

key generating function: A function which
takes as input a number of parameters, at least

© ISO/IEC

TVPx is a time variant parameter issued by entity

X.

eK(Z) is the result of the encipherment of data Z with a

symmetric algorithm using the key K.

dK(Z) is the result of the decipherment of data Z with a

symmetric algorithm using the key K.

vK(Z)  is the result of a cryptographic check function
computed on data Z using the key K. vK(Z) is
also called message authentication code (MAC)

and may be denoted as macK(Z).

ne of which shall be secret, and which gives as
utput keys appropriate for the intended
lgorithm and application. The function shall
have the property that it shall be computationally
nfeasible to deduce the output without prior
knowledge of the secret input.

point-to-point key establishment: The direct
pstablishment of keys between entities, without
nvolving a third party.

random number: A time variant parameter
whose value is unpredictable.

‘edundancy: Any information that is known
ind can be checked.

sequence number: A time variant parameter
yhose value is taken from a specified sequence
which is non-repeating within a certain time
period.

fime variant parameter: A data item used to
yerify that a message is not a replay, such as a
fandom number, a sequence number, or a time
ftamp.

3.2 Notation

Throughout this part of ISO/IEC 11770 the following

notation is

X
KDC
KTC

Tx/Nx

TVP

used:
s the distinguishing identifier of entity X.

enotes a Key Distribution Centre.
enotes a Key Tfanslation Centre.

s the distinghishing identifier of the Key
istribution ) Centre or the Key Translation
entre;

enotes keying material.

Y.

is a random number.

is a random number issued by entity X.
is a time stamp or a sequence number.

is a time stamp or a sequence number issued by
entity X.

is a time variant parameter.

f denotes a key generating function.

X|I'Y  is the result of the concatenation of, data’ite
and Y in that order.

The fields Textl, Text2, ... specified in the mecha
may contain optional data for use in applications o
the scope of this part of ISO/IEC 11770 (they m
empty). Their relationship.and contents depend upo
specific application. One\ such possible applicati
message authenticatioh-(s€e annex B for an example).

Likewise, optional-plaintext text fields may be prep
or appended to.@any of the messages. They have no se|
implications\and are not explicitly included in
mechanisms specified in this part of ISO/IEC 11770.

Data ‘itéms that are optional in the mechanisms are 3
initalics.

4 Requirements

ms X

hisms
itside
hy be
n the
bn  is

bnded

curity
the

hown

The key establishment mechanisms specified in this part of

ISO/IEC 11770 make use of symmetric cryptogt
techniques, more specifically symmetric enciphe
algorithms and/or key generating functions.
cryptographic algorithms and the key life-time shz
chosen such that it is computationally infeasible for
to be deduced during its life-time. If the foll

aphic
rment

The
1l be
a key
wing

additional requirements are not met, the key establishment

process may be compromised or it cannot be impleme

nted.

For those mechanisms making use of a symmetric

encipherment algorithm, either assumption a
assumption b) is required.

or

ration

a) The encipherment algorithm, its mode of ope|
and the redundancy in the plaintext shall provi

e the

recipient with the means to detect forged or

manipulated data.

b) The integrity of the enciphered data shall be ensured

by a data integrity mechanism. If a hash-funct

ion is

used for this purpose the hash-code shall either be
appended to the data before encipherment or be

placed in a plaintext text field.
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NOTES

1 - Modes of operation for block cipher algorithms are
standardized in ISO/IEC 10116.

2 - A data integrity mechanism is standardized in
ISO/IEC 9797. Hash-functions are standardized in
ISO/IEC 10118.

3 - When a KDC or KTC is involved, assumptions a) and
b) are not always equivalent in terms of the ability to
detect unambiguously on which link an_active attack is

ISO/IEC 11770-2:1996(E

5.1 Key Establishment Mechanism 1

In key establishment mechanism 1 the key K is derived

from a time variant parameter TVP, e.g., a random number

R, a time stamp T, or a sequence number N, using a key

generating function. Key establishment mechanism 1
provides no authentication of the key K established by the
mechanism. The mechanism requires that A is able to
generate a TVP.

Heing performed. See Annex B for examples.

In epch exchange specified in the mechanisms of clauses 5,
6 and 7, the recipient of a message shall know the claimed
idenfity of the originator. If this is not the case from the
context in which the mechanism is being used then this
could, e.g., be achieved by the inclusion of identifiers in

additional plaintext text fields of certain of the messages.

Key|ng material may be established using either secure or
insegure communication channels. When using only
symfmetric cryptographic techniques, at least the first key
shal] be exchanged between two entities using a secure
charnel in order to allow secure communications.

The|key establishment mechanisms in this part of ISO/IEC
11770 require the use of time variant parameters such as
time| stamps, sequence numbers, or random numbers. In
this [context the use of the term random number also
inclydes unpredictable pseudo-random numbers. The
properties of these parameters, in particular that they-are
non{repeating, are important for the security, ©f these
mechanisms. For additional information onstime variant
parapneters see Annex B of ISO/IEC 9798-2,

S5 | Point-to-Point Key Establishment

The [basic mechanism of eyery)key establishment scheme is
poinf-to-point key establishment which requires that the
entitfjes already share~a’key so that further keys may be
estaplished directly ’between the entities.

For the implemiéntation of the mechanisms specified in this
clauge it is assamed that

o A kewKAB is shared by the entities A and B.

o Atleastopeof A—or Bisable touenerate uequire or——

contribute to a secret key K as described in the
individual mechanism.

e Security requirements are concerned with the
confidentiality of K, and modification and replay
detection.

(1) TVP

A

Figure 1 - Mechanism 1

Steps:
(1) A generates-a random number R, a time| stamp T, or
a sequierice number N and transfers it to [B.

(la) Both™A and B then derive the key K by| using a key
generating function f with inputs the shared secret
key KaB and the time variant parameter|TVP:

K = f(KaB, TVP).

See Amnnex B for examples of ppssible key
generating functions.

NOTE - To also provide authentication, key establishment
mechanism 1 may be combined with an authgntication
mechanism as specified in 9798-2 or 9798-4. Se¢ annex B
for an example.

5.2 Key Establishment Mechanism 2

In key establishment mechanism 2 the key K is|supplied by
entity A. The mechanism provides no authentigation of the
key K established by the mechanism nor does it provide
entity authentication.

(M eRas( F [[ TextT)

Figure 2 - Mechanism 2
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Steps:
(1) A sends B the keying material F (key K and
optional data) enciphered with KAB.

(Ia) On receipt of the message, B deciphers the
enciphered part and thus obtains the key K.

5.3 Key Establishment Mechanism 3

© ISO/IEC

provides unilateral authentication, ie., entity A is
authenticated by the mechanism. Uniqueness/timeliness is
controlled by a random number Rp. The mechanism
requires that B is able to generate random numbers.

el

A (2) eKaB(Ra || B|| F || Text?)

(1) Rse

Key establisthment mechanism 3 is derived from the one
pass entity fauthentication mechanism of ISO/IEC 9798-2,
clause 5.1.1. In this mechanism the key K is supplied by
entity A. |Key establishment mechanism 3 provides
unilateral apthentication, i.e., entity A is authenticated by
the mecharlism. Uniqueness/timeliness is controlled by
time stamps| or sequence numbers. The mechanism requires
that both A and B are able to maintain mechanisms for
generating ¢r verifying the validity of time stamps T or
sequence numbers N.

(1) eKas(T/N || B|| F || Text1)

Figure 3 - Mechanism 3

Steps:

(1) A sepds B a time stamp or sequence number T/N;
the distinguishing identifier B, and the . keying
matefial F (key K and optional data). The inclusion
of the distinguishing identifier B is optional. The
data fields are enciphered with KAB.

(1a) On feceipt of the message,( B~ deciphers the
enciphered part, checks the) correctness of its
distinguishing identifier,-if present, checks the time
stamp or sequence nuniber, and obtains the key K.

NOTE - Distinguishing’identifier B is included in step (1)
to prevent a substitution attack, i.e., the re-use of this
message by.an\adversary masquerading as B (see Annex
A). In enyirenments where
identifier may be omitted.

5.4 Key Establishment Mechanism 4

Key establishment mechanism 4 is derived from the two
pass unilateral entity authentication mechanism of ISO/IEC
9798-2, clause 5.1.2. In this mechanism the key K is
supplied by entity A. Key establishment mechanism 4

Figure 4 - Mechanism 4

Steps:
(1) B sends A arandom number Rg.

(2) A sends B the received number Rg, | the
distinguishing identifiér/B, and the keying material
F (key K and optional data). The inclusion of the
distinguishing “identifier B is optional. The |data
fields are enCiphered with KAB.

(2a) On receipt of message (2), B deciphers| the
enciphered part, checks the correctness of its
distinguishing identifier, if present, checks that the
random number R, sent to A in step (1), was psed
in constructing message (2), and obtains the key| K.

NOTE - Distinguishing identifier B is included in step (2)
to prevent a substitution attack, i.e., the re-use of this
message by an adversary masquerading as B (see Annek
A). In environments where such attacks cannot occur, the
identifier may be omitted.

5.5 Key Establishment Mechanism 5

Key establishment mechanism 5 is derived from the|two
pass mutual authentication mechanism of ISO/IEC 9798-2,
clause 5.2.1. This mechanism enables both A and B to
contribute part of the established key K. Key establishment
mechanism 5 provides mutual authentication, i.e., poth
communicating entities are authenticated by | the
mechanism. Uniqueness/timeliness is controlled by fime
5t gHeneeHHmbders: e-mrechant T that
both A and B are able to maintain mechanisms for
generating and verifying the validity of time stamps T or
sequence numbers N.

Steps:

(1) A sends B a time stamp or sequence number
TA/Na, the distinguishing identifier B, and the
keying material FaA. The inclusion of the
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(1) Re
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(1) eKas(Ta/Na || B Fa || Text1)

(2) eKas(Te/Ng || A || Fg || Text2)

93]

(2) eKas(Ra||Rs || Bl Fa |l Tex

t1)

(3) eKas(Re ||Ra||Fa|| Text2)

Figure 5 - Mechanism 5

distinguishing identifier B is optional. The data

Figure 6 - Mechanism 6

mechanism. Uniqueness/timeliness is controlled by random

fields are enciphered with Kag.

(1a) On receipt of message (1), B deciphers the
enciphered part, checks the correctness of its
distinguishing identifier, if present, and checks the
time stamp or sequence number.

(2)| B sends A atime stamp or sequence number Tg/NB,
the distinguishing identifier A, and the keying
material Fp. The inclusion of the distinguishing
identifier A is optional. The data fields are
enciphered with KAB.

(2a) On receipt of message (2), A deciphers the
enciphered part, checks the correctness of its
distinguishing identifier, if present, and checks the
time stamp or sequence number.

(2b) Both A and B derive the key K by using a key
generating function f with inputs the secret keying
material fields FA and Fg:

K = f(Fa,FB).

See Annex B for examples of possible key

generating functions.
NOTES
1 - In key establishment mechaniSm 35, either of the two.
keying material fields Fa(or FB may be empty, but not
both.
P - Distinguishing -id€ntifier B is included in step (1) to
prevent the re<lisevof this message by an adversary
masquerading\as® B. For similar reasons, distinguishing
dentifier ‘A\js present in step (2). In environments where
such attacks cannot occur, one or both of the identifiers
may be ‘omitted.

numbers. The mechanism requires that both
able to generate random numbers.

Steps:
M
@

(2a)

(©))

(32)

(3b)

NOTES

B sends A a random number Rp.

A sends B a random number Ra,
number Rp, the distinguishing identifi

st ol

1 TL
iatcrial 111C

keying Fa. inclus
distinguishing‘.identifier B is option
fields are'enciphered with KaAB.

On ¢receipt of message (2), B d
enciphered part, checks the correc
distinguishing identifier, if present, an
the random number Rp, sent to A in

used in constructing message (2).

A and B are

the received
er B, and the
. _r a1
on Ol me

al. The data

eciphers the
tness of its
1 checks that
step (1), was

B sends A the random numbers Rp ar;]l RA, and the

keying material FB. The data fields
with KaAB.

On receipt of message (3), A d
enciphered part and checks that the rar
RA, sent to B in step (2), was used in|
message (3).

Both A and B derive the key K by
generating function f with inputs the

e enciphered

eciphers the
dom number
constructing

using a key
ecret keying

material fields FA and Fg:
K = f(FA,FB).

See Annex B for examples of possible key
generating functions.

1 - In key establishment mechanism 6, either pf the two

keying material fields Fa or Fr may be empfy, but not

5.6 Key Establishment Mechanism 6

Key establishment mechanism 6 is derived from the three
pass authentication mechanism of ISO/IEC 9798-2, clause
5.2.2. This mechanism enables both A and B to contribute
part of the established key K. Key establishment
mechanism 6 provides mutual authentication, i.e., both

communicating

entities are authenticated by the

both.

2 -

Distinguishing identifier B is included in step (2) to

prevent reflection attacks. In environments where such
attacks cannot occur, the identifier may be omitted.

3 - A variant of key establishment mechanism 6 can be
constructed from two parallel instances of mechanism 4,
one started by entity A and the other by entity B.
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6 Key Distribution Centre

The purpose of a Key Distribution Centre (KDC) is to
generate or acquire and distribute keys to entities that each
share a key with the KDC.

In this clause, four key establishment mechanisms are
specified. In the first three mechanisms one of the two
distribution to the other entity. The KDC generates or
acquires the key K and sends a message to the requesting

© ISO/IEC

6.1 Key Establishment Mechanism 7

In key establishment mechanism 7 the key K is supplied by
the Key Distribution Centre. The mechanism provides no
authentication of the key K established by the mechanism.

Steps:

(1) A requests keying material from the KDC by
sending a message to the KDC that contains the
distinguishing identifier of the recipient B.

entity protected by a key shared with this entity. This
message coptains a second message protected by a key
shared betwgen the KDC and the second entity, which then
can be sefit by the requesting entity to the ultimate
recipient. Fpr the last mechanism the KDC generates or
acquires the key K and sends it directly to each
communicating entity. The messages are protected using
the keys which the KDC shares with the corresponding
entities. If rpquired, authentication of the requesting entity
by the KD( may be ensured by the inclusion of a MAC in
a plaintext text field of the requesting message.

For all thesp mechanisms, only the KDC has to have the
ability to geherate or otherwise acquire keys. Following the
distribution [of a key by the KDC, the two entities may
operate in a [point-to-point mode.

For the implementation of the mechanisms specified in this

clause it is assumed that

e There is|a trusted third party T, the Key Distribution
Centre, with which A and B share secret keys, KAt and
KBT respjectively. The KDC shall be able to generate or
otherwis¢ acquire a key K.

e The KDC( is on-line with the entity requesting a‘key.

e Security| requirements are concerned © with the

confidentiality of K, modification and réplay detection,
and the detection of substitution attacks:

(1 B

(2) The KDC sends a protected message to (A |that
contains the keying material F (key K and-Optional
data). This message consists of 2 main parts:

(@  eKAT(F || B Textl)
(b) eKBT(F| Al Text2)

(2a)  On receipt of message (2),"A deciphers part| (a),
checks the correctness” of the distinguishing
identifier and obtains\the key K.

(3) A forwards part‘(h) of message (2) to B.

(3a) On receiptCof message (3), B deciphers | the
enciphered part, checks the correctness of| the
distiriguishing identifier and also obtains the key K.

6.2." Key Establishment Mechanism 8

Key establishment mechanism 8 is derived from the |four
pass authentication mechanism of ISO/IEC 9798-2, clause
6.1. In this mechanism the key K is supplied by the [Key
Distribution Centre. Key establishment mechanisth 8
optionally provides mutual authentication, ie., poth
communicating entities can be authenticated by | the
mechanism. Uniqueness/timeliness is controlled by fime
stamps or sequence numbers. The mechanism requires|that
A, B, and the KDC are able to maintain mechanismg for
generating and verifying the validity of time stamps T or
sequence numbers N.

(3) eKeT(F || Al Text2)

4 l (2) eKat(F || B]| Text1) || eKst( F || A || Text2)
)

Figure 7 - Mechanism 7
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Steps:

M

A requests keying material from the KDC by
sending a message to the KDC that contains a time
variant parameter TVPA (a random number, time
stamp, or sequence number) and the distinguishing
identifier of the recipient B.

The KDC sends a protected message to A that
contains the keying material F (key K and optional

ISO/IEC 11770-2:1996(L

(4a) On receipt of message (4), A decip

hers it anc

checks the correctness of the time variant parameter

and of the distinguishing identifier.

NOTES

1 - The encipherment algorithm e used in the optional key

nfirmatinn nracagg max ar Fron anat

coniirmation process may differ from the cuupucuucm

algorithm (also denoted by e) used for key distribution.

©))

(32)

(3b)

data). This message consists of 2 main parts:
(a) eKAT( TVPA | F || B || Textl )
(b) eKBT( TT/NT || F|| A | Text2)

ana Tt Accace PRIV F T,

Ull 1TLCIPL Ul lllebng \L} 1‘\ Ucblpllclb pau \d},
checks that the time variant parameter TVPA, sent
to the KDC in step (1), was used in constructing
message (2), checks the correctness of the
distinguishing identifier, and obtains the key K.

A forwards part (b) of message (2) to B. Message
(3) optionally contains a data field eK(TA/NA || B ||
Text3) which enables B to check the integrity of the
key K retrieved from F.

On receipt of message (3), B deciphers the first part,
checks the correctness of the time stamp or
sequence number, and obtains the key K. The
distinguishing identifier indicates to B that the key
was requested by A.

B deciphers the second part of message- (3), if
present, and checks the correctness .of ‘the time
variant parameter and of its distinguishirg identifier.

Optional:

The [following can be omitted if no or only unilateral entity
authpntication is required.

Q)

B returns eK(TB/NB.|) ‘A || Textd) to A thereby
acknowledging that it shares the key K.

(1) TVPa| B

2—Fo i i formance
with the four pass authentication mechanism{specified in

ISO/IEC 9798-2 the options in steps,(3))and
optional steps (4) and (4a) need to beyincluded.

6.3 Key Establishment. Mechanism 9

(3b) and

Key establishment méchanism 9 is derived fijom the five
pass authentication mechanism of ISO/IEC 9798-2, clause

6.2. In this mechanism the key K is supplied
Distribution,, Centre.
optionally (provides

mutual authentication,

by the Key

Key establishment mgchanism 9

i.e.,, both

commupicating entities can be authenticalled by the

mechanism. Uniqueness/timeliness is controlle

by random

nimbers. The mechanism requires that A, B apd the KDC

are able to generate random numbers.

Steps:
(1) B initiates the mechanism by sendin
number RB to A.

(2) A requests keying material from th|
sending a message to the KDC that
random number Ra, the random numl
the distinguishing identifier of B.

(3) The KDC sends a protected messagg
contains the keying material F (key K

b a random

e KDC by
contains a
ber RB, and

to A that
aind optional

data). This message consists of 2 main parts:

(@ eKAT(RA || F| B Textl)
(b) eKBT(RB| F| A Text2)

(3) eKT(TTINT || F || A || Text2) || eK(Ta/Na || B || Text3)

(2) eKaT(TVPa || F || B || Text?) || eKeT(TT/NT || F || A || Text2)

(4) eK(Te/Ns || A || Textd)

4

Figure 8 - Mechanism 8
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(32)

@

(4a)

(4b)

Optional:

On receipt of message (3), A deciphers part (a),

checks that the random number RA, sent to the

KDC

in step (2), was used in constructing message

(3), checks the correctness of the distinguishing
identifier, and retrieves the key K.

A forwards part (b) of message (3) to B. Message
(4) optionally contains a data field eK(R’A || RB ||

Text3) which incorporates random numbers R and
R’A and-enablesB-to—eheel—the—integrity—o

indic

prese]
sent
secor]

ceipt of message (4), B deciphers the first part,
(s that the random number Rp, sent to A in
1), was used in constructing message (4), and

ins the key K. The distinguishing identifier

ites to B that the key was requested by A.

B dgciphers the second part of message (4), if

nt, and checks that the random number Rp,
o A in step (1), was used in constructing the
d part of message (4).

The following can be omitted if no or only unilateral entity

authenticatig

®)

(52)

B re]
ackn
(5) e

checK
step

NOTES

n is required.

furns eK(RB || R’A || Text4) to A thereby
wledging that it also shares the key K. Step
quires the option described in step (4).

On feceipt of message (5), A deciphers it and

s that the random number R’A, sent to B*in
4), was used in constructing message (5),

1 - The efcipherment algorithm e used in the)optional key

confirmat]
algorithm

on process may differ from'\the encipherment
(also denoted by e) used.for key distribution.

2 - To dchieve mutual authentication and conformance

with the

five pass authentication mechanism specified in

(@) RallRs|| B

© ISO/IEC

ISO/IEC 9798-2 the options in steps (4) and (4b) and
optional steps (5) and (5a) need to be included.

6.4 Key Establishment Mechanism 10

In key establishment mechanism 10 the KDC distributes

the keying material

directly to both entities.

The

mechanism provides mutual authentication between A and

he KDC and unilateral authentication from-the KDC to B.
Uniqueness/timeliness is controlled by time stafap$ or
sequence numbers. The mechanism requires thatA;’B,| and
the KDC are able to maintain mechanisms_for\genergting
or verifying the validity of time stamps Tl or sequence
numbers N.

Steps:

(I) A requests keying material from the KD{ by
sending a message tothe KDC that contains a fime
stamp or sequerices number TA/Na, and | the
distinguishing identifier of the recipient B. The |data
fields are enciphered with KAT.

(1a)  On receipt of message (1), the KDC deciphers iff and
checks “he correctness of the time stamp or
sequence number.

(2)  The KDC returns a message to A that contaihs a
time time stamp or sequence number TT/NT,| the
distinguishing identifier of B, and the keying
material F. The data fields are enciphered with KAT.

(2a)  On receipt of message (2), A deciphers it, checks
the correctness of the time stamp or sequgnce
number, and obtains the key K.

(3)  The KDC sends a message to B that contains a fime
stamp or sequence number T’T/N’t, | the
distinguishing identifier of A, and the keying
material F. The data fields are enciphered with Kgr.

T

@) eKaT(RATF T B TextN) [TeKen(Re T F T A [ Text2)

Rs

(2)I 1(3)

(4) eKsT(Re || F || A || Text2) || eK(R'a || Rs || Text3)

A 4

a

(5) eK(Rs || R'a|| Textd)

A

v

Figure 9 - Mechanism 9
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(3a) On receipt of message (3), B deciphers it, checks
the correctness of the time stamp or sequence
number, and obtains the key K. The distinguishing
identifier of A indicates to B that the key was
requested by A.

NOTES

1

- The order of steps 2 and 3 is optional.

ISO/IEC 11770-2:1996(E

¢ The originator is able to generate or otherwise acquire a

secret key K.

e Security requirements are concerned

with  the

confidentiality of K, modification and replay detection,

and the detection of substitution attacks.

7.1 Key Establishment Mechanism 11

7

The
keys
One
KT(
and
re-ef
(the
key.

(@)

(b)

- There 1s no authentication between A and B. After key
Stablishment, entity authentication can be achieved using
ne of the mechanisms of ISO/IEC 9798-2 or ISO/IEC
798-4.

Key Translation Centre

purpose of a Key Translation Centre is to translate
between entities that each share a key with the KTC.
of the entities (the originator) sends a key K to the
enciphered with a key shared between the originator
the KTC. The KTC deciphers the key K and
ciphers it with a key shared with the second entity
ultimate recipient); this process produces the translated
The KTC then either

sends the translated key back to the originator who

then forwards it to the ultimate recipient, or

forwards the translated key to the ultimate recipignt
directly.

In ap environment where a KTC is used the originator shall

have

the ability to generate or otherwise acquire keys.

he implementation of the mechanisms-specified in this
e it is assumed that

(here is a trusted third party~T, the Key Translation
entre, with which A and-B share secret keys, KAt and
(BT respectively.

'he KTC is on-ling_wwith at least one of the entities,
sually the originator.

(1) eKat( Ta/Na || B || Text1)

In key establishment mechanism 11 the key(Xl
by entity A. The mechanism provides né)authd
the key K established by the mechanjsm.

Steps:
6]

A requests a key translation by sending

is supplied
ntication of

P 4 message

to the KTC that /s ‘enciphered with KaT and

contains the distinguishing identifier of
B, and the keyirlg material F (key K 4

he recipient
ind optional

data).

(la) On receipt of message (1), the KTC deciphers F,
adds‘the distinguishing identifier A and fe-enciphers
both with KBT.

(2). * The KTC returns the re-enciphered keyjng material
to A.

(3) A forwards the protected part of messag¢ (2) to B.

(3a) On receipt of message (3), B defiphers the
enciphered part and thus obtains the key K. The
distinguishing identifier of A indicates tp B that the
key was requested by A.

7.2 Key Establishment Mechanism 12

Key establishment mechanism 12 is derived from, but is

not fully compatible with, the four pass aythentication

mechanism of ISO/IEC 9798-2:1994, clause 6.1. In this

mechanism the key K is supplied by | entity A.

(2) eKaT( TT/NT|| F || B || Text2)

(3) eKer( TTIN'T||F || Al Text3)

Figure 10 - Mechanism 10
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Uniqueness/timeliness is controlled by time stamps or
sequence numbers.

Key establishment mechanism 12 optionally provides
mutual authentication, i.e., both communicating entities can
be authenticated by the mechanism. The mechanism
requires that A, B and the KTC are able to maintain
mechanisms for generating and verifying the validity of
time stamps T or sequence numbers N.

Steps:

© ISO/IEC

(b) eKBT(TT/NT || F| A |l Text3)

(2a)  On receipt of message (2), A deciphers the first part
and checks the distinguishing identifier and that the
time variant parameter TVPA, sent to the KDC in
step (1), was used in constructing message (2).

(3) A forwards part (b) of message (2) to B. Message
(3) optionally contains a data field eK(TA/NA || B ||
Text4) which enables B to check the integrity of the

(1) A rdquests a key translation by sending a message
to the KTC that consists of a time variant parameter
TVBHA (a random number, time stamp or sequence
numper), the distinguishing identifier of the
recipient B, and the keying material F (key K and
optignal data). The data fields are enciphered with
KaT

(1a) On receipt of message (1), the KTC deciphers the
enciphered keying material F and re-enciphers it
together with additional data fields.

(2)  The|KTC returns a message to A that consists of 2
mair] parts:

(@) | eKAT( TVPA | B Text2)

(1) eKat(B || F || Text1)

(2) eKet(F |l Al Text2)

(3) eKeT(F || A|| Text2)

key K retrieved from F.

(3a)  On receipt of message (3), B deciphers the:first|part,
checks the correctness of the time™ stamp or
sequence number, and obtains ,thekey K.| The
distinguishing identifier indicatés to B that th¢ key
translation was requested by /A,

(3b) B deciphers the second ,part of message (3), if
present, and checks’the correctness of the |time
variant parameter(and of its distinguishing identifier.

Optional:

The following €an be omitted if no or only unilateral ¢ntity
authentication. is required.

(1) eKat( TVPA || B || F || Text1)

Figure 11 - Mechanism 11

(1)I l(2>

(3) eKaT(TTINT || F || A || Text3) || eK(Ta/Na || B || Text4)

(2) eKat(TVPA || B Texi2) || eKaT(TTINT [ F || A || Text3)

(4) eK(Te/Ng || A || Text)

v

Figure 12 - Mechanism 12

10
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4)

(4)

B returns eK(TB/NB || A || Text5) to A thereby
acknowledging that it shares the key K.

On receipt of message (4), A deciphers it and
checks the correctness of the time variant parameter
and of its distinguishing identifier.

NOTES

1
c

2

nfirmation process may differ from the encipherment

algorithm (also denoted by e) used for key distribution.

- To achieve mutual authentication the options in steps

3) and (3b) and optional steps (4) and (4a) need to be

infcluded.

7.3

Key
not

mech
mecH

Key Establishment Mechanism 13

establishment mechanism 13 is derived from, but is
fully compatible with, the five pass authentication
anism of ISO/IEC 9798-2:1994, clause 6.2. In this
anism the key K is supplied by entity A. Key

establishment mechanism 13 optionally provides mutual

authe
authd

ntication, i.e., both communicating entities can be
nticated by the mechanism. Uniqueness/timeliness is

controlled by random numbers. The mechanism requires

that

A, B and the KTC are able to generate random

numbers.

Stepy:

M

@

B initiates the mechanism by sending @& random
number RB to A.

A requests a key translation by sénding a message
to the KTC that contains a ranidom number Ra, the
random number R, the distinguishing identifier of
the originator B, and the keying material F (key K
and optional data). The data fields are enciphered
with KAT.

(2a)

©)

“

(42)

(45)

ISO/TEC 11770-2:1996(E,

On receipt of message (2), the KTC deciphers the
enciphered keying material F and re-enciphers it

together with additional data fields.

The KTC returns a message to A that ¢
main parts:

(@  eKaT(RA || B || Text2)
(b) eKBT(RB| F| A|| Text3)

random number Ra, sent to the . KTC
was used in constructing message’ (3).

A forwards part (b) of miessage (3) to
(4) optionally contains. a\data field eK(

onsists of 2

- The encipherment algorithm e used in the optional ke .
4gg—p_v—(3‘aj_®ﬂ1ﬂmf'mmgﬂ3jm bart (a) and

checks the distinguishing identifier) af

d that the
n step (2),

B. Message
R’A || R ||

Text4) which enables B to check the intdgrity of the

key K retrieved’from F.

On receipt ©of 'message (4), B deciphers
and obtains the key K. If the random
sent to°A in step (1), was used in cong

ts first part
humber Rp
fructing the

fitst part of message (4), the message inglicates to B
that it was sent by A as a reply to message (1).

If present, B deciphers the second part
(4) and checks that the random number

of message
RB sent to

A in step (1), was also used in consfructing the

second part of message (4).

Optional:

The following can be omitted if no or only unil
authentication is required.

®

(5a)

(2) eKat(Ral|lRs || Bl F[| Text1)

B returns eK(RB || R’A || Text5) to

hteral entity

A thereby

acknowledging that it also shares the Key K. Step

(5) requires the option described in step

On receipt of message (5), A checl
random number R’A sent to B in step (4
in constructing message (5).

@) eRaT(RAI BT 7TextZ) TeReT{ RB [T F [T ATl Text3)

(1) Re

(2)I

(4) eKst(Rs || F || Al Text3) || eK(R'A || R || Textd)

'y

(5) eK(Rs |l Rl Textd)

Figure 13 - Mechanism 13

4).
s that the
), was used

l(3)

11
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NOTES

1 - The encipherment algorithm e used in the optional key
confirmation process may differ from the encipherment
algorithm (also denoted by e) used for key distribution.

2 - To achieve mutual authentication the options in steps
(4) and (4b) and optional steps (5) and (5a) need to be
included.

© ISO/IEC
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Annex A

(informative)

Properties of Key Establishment Mechanisms

Table—At—summartzes—major—properties—of—th v abtishmre i pecifred— IS—part—o hEC 11770
Options are shown in parenthesis, e.g., mechanism 8 has an optional fourth pass to achieve mutual entity authenticgtion.
Table A.1
Mechanism 1 2 3 4 5 6 7 8 9 10 11 12 13
Rold of third - - - - - - KDC |KDC |KDC |KDC' |KTC KTC| |KTC
party
Nurrber of 1 1 1 2 2 3 3 3(4) |4(6)</|3 3 34) | |45)
passes
Key [control entity |entity |entity [entity [A/B A/B KDC |KDCN\{KDC |KDC |entity |entity |entity
AV A A A A A A
Key no no yes yes yes yes yes yes yes yes yes yes yes
authentication?
Replay no no TIN R T/N R no TIN R TN no T/IN R
deteftion®
Key no no no no no no no opt. opt. no no opt. opt.
confrmation®)
Entity no no A A A+B |A+B |no opt. opt. no no opt. opt.
authntication®)
NOTES
1 - In case of mechanism I;\the key K is not directly supplied by entity A but derived from a time variant
parameter provided by A.
2 - Key authenticatien-in this context refers to explicit key authentication and includes both key integrity|and
key origin authentication. All the mechanisms offer at least implicit key authentication, because only pafties
with knowledge of a specific secret key can recover the correct key.
3 - T/N dénotes replay detection by using time stamps or sequence numbers while R denotes replay detegtion
by using'random numbers.
4 < Key confirmation can optionally be achieved for every mechanism using the technique specified in Apnex
B.

5 - Entity authentication in this context only refers to authentication between entities A and B. In case of
mechanisms 8, 9, 12 and 13, unilateral or mutual authentication can optionally be achieved.

Distinguishing identifiers are included in the enciphered parts of messages of some of the mechanisms to protect against
certain types of substitution attacks, i.e., the re-use of legitimate messages of A or B by a third party wishing to masquerade
as one of A or B. More specifically, in some cases the inclusion of distinguishing identifiers is used to protect against
reflection attacks, which are a specific form of substitution attack where a message sent by one entity (A say) is sent back to
that entity by a masquerading third party, in order to convince A that it is communicating with a legitimate entity. In
environments where reflection attacks cannot occur, and where the text accompanying the message description makes it clear
that this is allowed, distinguishing identifiers may be omitted. One particular case where reflection attacks cannot occur is

13
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when the authenticating entities A and B share two different secret keys (unidirectional keys) used separately for messages
sent from A to B, and for messages sent from B to A.

14
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