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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establisHed by the respeciive organization 1o deal with pariicular fields of technical activity. ISO and JELC

technica
and non

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,\Part 2.

The mai
Standardg
an Intern

Attention
rights. IS

ISO/IEC

Subcommmittee SC 27, IT Security techniques.

This sec
revised.

ISO/IEC
techniqu

— Part
—  Part
—  Part
— Part
The follo

—  Part

committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation

h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies castihg a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

11770-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

bnd edition cancels and replaces the first edition (ISO/IEC 11770-1:1996), which has been technically

11770 consists of the following parts, underzthe general title Information technology — Securily
bs — Key management:

1: Framework

2: Mechanisms using symmetric.techniques
3: Mechanisms using asymmetric techniques
4: Mechanisms based.on weak secrets

wing part is undet preparation:

5: Group key-management
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Introduction

2010(E)

In information technology there is an ever-increasing need to use cryptographic mechanisms for the protection
of data against unauthorised disclosure or manipulation, for entity authentication, and for non-repudiation
functions. The security and reliability of such mechanisms are directly dependent on the management and

imtegration of cryptographic functions into a system, since even the most elaborate security conce
imeffective if the key management is weak. The purpose of key management is to provide-proce
handling cryptographic keying material to be used in symmetric or asymmetric cryptographic.mechani

[I'OIGCTIOH arrorded 10 a security parameter, the key. Ihe secure management of these keys IS Crliig

This part of ISO/IEC 11770 defines a general model of key management that is independent of the u
particular cryptographic algorithm. However, certain key distribution mechanisms may depend on
dlgorithm properties, for example, properties of asymmetric algorithms.

This part of ISO/IEC 11770 contains the material required for a basic understanding of subsequent p4

—

bquired for key management, ISO/IEC 13888 is applicable.

This part of ISO/IEC 11770 addresses both the automated and‘manual aspects of key management,
dutlines of data elements and sequences of operations that<are used to obtain key management
However it does not specify details of protocol exchanges that might be needed.

I

s with other security services, key management canfenly be provided within the context of a defineg
olicy. The definition of security policies is outside the scope of ISO/IEC 11770.

No]

cret keys) confidentiality can be guaranteed to both direct and indirect users. Key management
nctions such as the generation, storage;-distribution, deletion and archiving of keying material in ac
with a security policy (ISO 7498-2).

%e fundamental problem is to establish keying ‘material whose origin, integrity, timeliness and (in th
fi

This part of ISO/IEC 11770 _has® a special relationship to the security frameworks for open
(ISO/IEC 10181). All the frameworks, including this one, identify the basic concepts and characte
mechanisms covering different aspects of security.

al to the
bt will be
Hures for
5mMSs.

5e of any
pbarticular

rts.

Hxamples of the use of key management mechanisms are includedZin 1ISO 11568. If non-repudliation is

ncluding
services.

security

b case of
includes
cordance

systems
ristics of
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INTERNATIONAL STANDARD ISO/IEC 11770-1:2010(E)

Information technology — Security techniques — Key
management —

Part 1:
Framework

1 Scope

Tlhis part of ISO/IEC 11770

g) establishes the general model on which key management mechanisms.are based,
b) defines the basic concepts of key management which are common to all the parts of ISO/IEC 11770,
d) specifies the characteristics of key management services;

d) establishes general principles on the management of kKeying material during its life cycle, and

g) establishes the conceptual model of key distribution.

Terms and definitions

N

Hor the purposes of this document, thefollowing terms and definitions apply.

21

symmetric cryptographic technique
yptographic technique that-uses two related transformations, a public transformation (defined by the public
y) and a private transfermation (defined by the private key)

OTE The two gransformations have the property that, given the public transformation, it is computationally|infeasible
to derive the privatetransformation.

.2

symmetric'key pair
air ofirelated keys where the private key defines the private transformation and the public key defines the
uplic\transformation

[ISO/IEC 11770-3:2008]
23

certification authority
entity trusted to create and assign public key certificates

24
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[ISO 7498-2:1989]

© ISO/IEC 2010 — All rights reserved 1
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2.5

data origin authentication
corroboration that the source of data received is as claimed

[ISO 7498-2:1989]

2.6

decryption

reversal of a corresponding encryption

NOTE Decryption [ISO/IEC 18033-1] and decipherment [ISO/IEC 9798-1] are equivalent terms.
27

digital s|jgnature

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the\data unit t
prove thé¢ source and integrity of the data unit and protect against forgery e.g. by the recipient

[ISO/IE( 9798-1:1997]

2.8
director

entity regponsible for making the public key certificates available online for ready-use by the user entities

2.9

distingufshing identifier

informati

210

encryption
(reversibje) transformation of data by a cryptographic «algorithm to produce ciphertext, i.e., to hide th

informati

NOTE

2.1

entity aythentication

corrobor:

[ISO/IEC 9798-1:1997]

212
key
sequenc

cryptographic checksfunction computation, signature generation, or signature verification)

213

key agrgement

process
predeter!

214

y maintenance authority

bn which unambiguously distinguishes an entity

bn content of the data

Encryption [ISO/IEC 18033-1] and encipherment [ISO/IEC 9798-1] are equivalent terms.

htion that an entity is the one claimed

b of symbols that.controls the operation of a cryptographic transformation (e.g., encryption, decryptio

>

of~establishing a shared secret key between entities in such a way that neither of them ca

mnine the value ot that key

key archiving
service which provides a secure, long-term storage of keys after normal use

215
key cert

ification

service which assures the association of a public key with an entity

© ISO/IEC 2010 — All rights reserved
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216
key confirmation
assurance for one entity that another identified entity is in possession of the correct key

217
key control
ability to choose the key, or the parameters used in the key computation

218
key deregistration

2010(E)

rocedure provided by a key registration authority that removes the association of a key with an entity

.19

ey derivation

rvice which forms a potentially large number of keys using a secret original key called\the deriva
on-secret variable data and a secure transformation process

.20
ey destruction
rvice for the secure destruction of keys that are no longer needed

.21
ey distribution
rvice which securely provides key management information objects to authorized entities

.22

ey distribution centre

ntity that is trusted to generate or acquire keys and tg,distribute the keys to communicating parties
ares a unique symmetric key with each of the parties

.23

ey establishment
rocess of making available a shared key*to-‘one or more entities, where the process includes key ag
r key transport

[ISO/IEC 11770-3:2008]

.24
ey generation
rocess of generating d key

.25
ey generator
ntity responsible for generation of an asymmetric key pair

.26
ey-installation

tion key,

and that

jreement

rvice which securely establishes a key within a key management facility in a manner that protec

s it from

compromise

2.27

keying material

data necessary to establish and maintain cryptographic keying relationships

EXAMPLES Keys, initialization values.

© ISO/IEC 2010 — All rights reserved
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2.28

key management

administration and use of generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

2.29
key registration
service which associates a key with an entity

2.30
key revgcation
service which assures the secure deactivation of a key

2.31
key storpge
service which provides secure storage of keys intended for current or near-term use or for backup

2.32
key tranglation centre
entity trusted to decrypt a key that was generated and encrypted by one party and\ré-encrypt it for anothg
party

=

2.33
key trangport
process pf transferring a key from one entity to another entity, suitably-protected

[ISO/IEG 11770-3:2008]

2.34
personal identification number
secret nymber sequence used for entity authentication, which is a memorized weak secret

2.35
private key
key of ar entity's asymmetric key pair that is-kept private

NOTE The security of an asymmetric.system depends on the privacy of this key.
2.36
public key

key of ar entity’s asymmetricKey pair which can usually be made public without compromising security

2.37
public key certificate
public key information of an entity signed by the certification authority

2.38
public key-information
information containing at Teast the entity’s distinguishing idenfifier and public key, but which can include other
static information regarding the certification authority, the entity, restrictions on key usage, the validity period,
or the involved algorithms

[ISO/IEC 11770-3:2008]

2.39

random number

random bit

time variant parameter whose value is unpredictable

4 © ISO/IEC 2010 — All rights reserved
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2.40
registration authority
entity responsible for providing assured user identities to the certification authority

2.41
secret key
key used with symmetric cryptographic techniques and usable only by a set of specified entities

2.42
security authority

2010(E)

gntity that is responsible for the definition, implementation or enforcement of security policy
[ISO/IEC 10181-1:1996]

243

ecurity domain

t of elements, security policy, security authority and set of security-relevant activities in which t
lements are subject to the security policy for the specified activities, and the security policy is adn
the security authority for the security domain

[ISO/IEC 10181-1:1996]

.44
equence number
ime variant parameter whose value is taken from a specified séquence which is non-repeating within

.45

mmetric cryptographic technique
ryptographic technique that uses the same _secret key for both the originator's and the rg
ansformation

G

—

d

OTE Without knowledge of the secret keyy'it is computationally infeasible to compute either the originat
pcipient’s transformation.

-

2.46
time stamp
ata item which denotes a pgintin time with respect to a common time reference

[ISO/IEC 11770-3:2008]
.47
time variant parameter
ata item sugh’as a random number, a sequence number, or a time stamp

[ISO/NIEC 1 770-3: 2008]

.48

ne set of
inistered

a certain

ecipient’s

r's or the

trusted third party

security authority or its agent that is trusted with respect to some security-relevant activities (in the context of a

security policy)

[ISO/IEC 10181-1:1996]

© ISO/IEC 2010 — All rights reserved
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3 Symbols and abbreviated terms

3.1 Symbols

A B distinguishing identifiers of entities
CA Certification Authority

DIR Directory Maintenance Authority
KDC Key Distribution Centre

KG Key Generator

KTC Key Translation Centre

RA Registration Authority

S, Signature key of entity A

Va Verification key of entity A

X distinguishing identifier of authority
3.2 Abbreviated terms

CA Certification Authority

MAC Message Authentication Code

PIN Personal Identification Number
RA Registration Authority

TTP Trusted Third Party

TVP Time Variant Parameter

4 General model of key management

41 Géneral

The obj¢
therefore

ctive ‘of'key management is the secure administration and use of key management services and
the protection of keys is extremely important.

Key management procedures depend on the underlying cryptographic mechanisms, the intended use of the
key and the security policy in use. Key management also includes those functions that are executed in
cryptographic devices.

© ISO/IEC 2010 — All rights reserved
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4.2 Protection of keys

4.2.1 General aspects of key management

Keys are a critical part of any security system that relies on cryptographic techniques. The appropriate
protection of keys depends on a number of factors, such as the type of application for which the keys are used,
the threats they face, the different states the keys may assume, etc. Primarily, depending upon the
cryptographic technique, they have to be protected against disclosure, modification, destruction and replay.
Examples of possuble threats to keys are glven in Annex A. More than one of the foIIowmg protection

' time and
ct a key-
generate
f keys is

hcryption
ata origin
rade.

or encryption algorithm standards, refer to ISO/IEC 18033. For, data integrity mechanisms, | refer to
O/IEC 9796, ISO/IEC 9797, ISO/IEC 10118 and ISO/IECA14888. For digital signatures, [refer to
O/IEC 9796 and ISO/IEC 14888. For entity authentication mechanisms, refer to ISO/IEC 9798.

Cryptographic separation mechanisms counter misuse)»Such separation of functional use [may be
agccomplished by binding information to the key. For example: binding control information to the key| assures
that specific keys are used for specific tasks (e.g. key~encryption, data integrity); key control is required for

on-repudiation using symmetric techniques. Faor “non-repudiation using symmetric techniques, | refer to
ISO/IEC 13888-2.

.2.3 Protection by non-cryptographic:techniques

—

ime stamps may be used to restrict.the use of keys to certain valid time periods. Together with dequence
umbers, they also protect against'the replay of recorded key agreement information. For time stamps, refer
b ISO/IEC 18014.

= 3

4.2.4 Protection by physical means

cryptographic device/within a secure system will typically need to protect the keying material it usep against
ne threats of medification, deletion and, except for public keys, disclosure. The device typically pfovides a
ecure area for key storage, key use and cryptographic algorithm implementation. It may provide the means to

(/20 == Y

- load keying material from a separate secure key storage device,

— interact with cryptographic algorithms implemented in separate security facilities (for example, smart
¢ards), or

— store keying material off-line (for example, on memory cards).

Secure areas are typically protected by physical security mechanisms. Physical security mechanisms may
include passive mechanisms preventing direct access to the secure area as well as active tamper detection
mechanisms that destroy key material in the event of possible intrusion to the secure area. The physical
security mechanisms employed will depend on the strategic value of the secured keys over time. Security
protection for cryptographic devices is standardized in ISO/IEC 19790.

© ISO/IEC 2010 — All rights reserved 7


https://standardsiso.com/api/?name=ff50cd4b0b1b9574bd60688d1514e650

ISO/IEC 11770-1:2010(E)

4.2.5 Protection by organisational means

One means of protecting keys is to organise them into a key hierarchy. Except at the lowest level of the
hierarchy, keys in one level of a hierarchy are used solely to protect keys in the next level down. Only keys in
the lowest level of the hierarchy are used directly to provide data security services. This hierarchical approach
allows the use of each key to be limited, thus limiting exposure and making attacks difficult. For example, the
effect of the compromise of a single session key is limited to compromising only the information protected by
that key.

Allowing people to have access to keys can cause significant problems in terms of being able to prevent
disclosure and (particularly for non-repudiation) to prove that the key can not have been misused. Keys should
only be available in plaintext when inside secure devices. If they shall be exported, then special measures
should hBe used such as dividing the key into components and not allowing one person to access 4l
componegnts.

Use of a|key shall also be controlled, to prevent its use in a manner that might divulge the key. or the data |it
protects.

4.3 Generic key life cycle model

4.3.1 Key life cycle definitions

A cryptographic key will progress through a series of states that define its life' cycle. The three principal state
are:

[

— Pending Active: In the Pending Active state, a key has beengenerated, but has not been activated fq
use,

=

— Active: In the Active state, the key is used to process data cryptographically, or to decrypt or verif
prodessed data.

<

— Post Active: In this state, the key shall only be-used for decryption or verification.

A key that is known to be compromised shall\become Post Active immediately and shall not be trusted for an
other pufpose than decrypting or verifying‘data that was processed prior to the compromise. In particular,
compronfised key shall not be reactivatéd.

D <

A key is paid to be compromised when it has been determined to have been subjected to unauthorized access
or contrq.

Figure 1|shows these states)and the corresponding transitions. Figure 1 represents a generic life cycle mode].
Other lifg¢ cycle modelsymay have additional details that may be sub-states of the three states presented. The
majority |of life cycles‘require an archival activity. This activity may be associated with any of the states,
depending on thearticular details of the life cycle.

8 © ISO/IEC 2010 — All rights reserved
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Generation

Destruction

Pending
Active

Activation

Reactivation Deactivation

Destruction

Post
Active

Figure 1 —Key life cycle

4.3.2 Transitions between key states

Vhen a key progresses from one state to another, it undergoes one of the following transitions, as depicted in
igure 1:

I <

—+ Generation is the process ‘of generating a key. Key generation should be performed according to
prescribed key generatiofirules; the process may involve a test procedure to verify whether thése rules
have been followed. Jt'should be noted that during key generation a source of unpredictablg random
numbers is of the utmost importance, otherwise even the strongest algorithms cannot provide adequate
protection. For guidance on random number generation, refer to ISO/IEC 18031.

—+ Activation makes a key valid for cryptographic operations.
—+ Deactivation limits a key’s use. This might occur because the key has expired or has been revoKed.

—+ Reactivation allows a Post Active key to be used again for cryptographic operations.

L5 4 I sife—cycte—ttcoverstogicatdestructiomof the—key—andmay—atso-rivolve its

physical destruction.
Transitions may be triggered by events such as the need for new keys, the compromise of a key, the expiry of

a key, and the completion of the key life cycle. All these transitions include a number of services for key
management.

© ISO/IEC 2010 — All rights reserved 9
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4.3.3 Transitions, services and keys

Keys for particular cryptographic techniques will use different combinations of services during their life cycles.
Two examples are given below.

For symmetric cryptographic techniques, following the generation of a key, the transition from Pending Active
to Active includes key installation and may also include key registration and distribution. In some cases,
installation may involve the derivation of a specific key. The lifetime of a key should be limited to a fixed period.
Deactivation ends the Active state, usually upon expiry. If compromise of a key in the Active state is
suspected or known, revocation also causes it to enter the Post Active state. A Post Active key may be
archived| If an archived key is needed again, it will be reactivated and may need to be installed or distribute
again before it is fully active. Otherwise, following deactivation, the key may be deregistered and destroyed.

For asymimetric cryptographic techniques, a pair of keys (public and private) is generated and bothikeys entgr
the Pending Active state. Note that the life cycles of the two keys are related but not identical. B&fore it enters
state, a private key may optionally be registered, may optionally be distributed to| its user, and is
always installed. The transitions between the Active and the Post Active states for a private key, includin
deactivation, reactivation, and destruction, are similar to those described above for symmetric keys. When
public key is certified, commonly a certificate containing the public key is created by the CA, to assure th
validity ahd ownership of the public key. This public key certificate may be placed in‘a.directory or other similgr
service fpr distribution, or may be passed back to the owner for distribution. When/the owner sends out da
signed with his private key he may add his certificate. The key pair becomes. active when the public key
certified.|When a key pair is used for digital signature purposes the public-key may remain in the Active g
Post Actfve state for an indefinite time after its related private key has been deactivated or destroyed. Acces
to the pdiblic key may be necessary to verify digital signatures madé before the original expiry date of th
associateéd private key. When asymmetric techniques are used to.implement confidentiality services and th
key used for encryption has been deactivated or destroyed, the. carresponding key of the pair may remain i
the Active or Post Active state for later decryption.

S5 O 0w s v

Thereforg, for signature keys the public part of the key will remain in the Active or Post Active state and fq
encryptign keys the private part of the key will remain in¢he Active or Post Active state.

=

The use|or application of a key may determine the-services for that key. For example, a system may decid
not to register session keys, since the registration-process may last longer than their lifetime. By contrast, it
necessaly to register a secret key when symmietric techniques are used for digital signature.

n O

5 Basic concepts of key management
5.1 Ky management services

5.1.1 Summary of key.management services

Key management is' the administration and use of the services of generation, registration, certification,
deregistrtion,_distribution, installation, storage, archiving, revocation, derivation and destruction of keying
material.

Key management relies on the basic Services of generation, registration, certification, distribution, instalatior
storage, derivation, archiving, revocation, deregistration and destruction. These services may be part of a key
management system or be provided by other service providers. Depending on the kind of service, the service
provider shall fulfill certain minimum security requirements (e.g., secure exchange) to be trusted by all entities
involved. For example, the service provider may be a trusted third party (TTP). Figure 2 shows that the key
management services are positioned at the same level and may be used by a variety of different users
(persons or processes). These users may utilise different key management facilities within different
applications, making use of services specific to their needs. The key management services are listed in
Table 1.
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ices are
ffered in

Generate- Register- Create- Distribute- Destroy-
Key Key Key- Key |  ______. Key
Certificate
User1 | e e e e e e e User X
Figure 2 — Key management services
Tlhe relationships between the transitions and the services are shown\invTable 1. These sery
gxplained below. Any particular cryptographic approach will only requirela) subset of the services ¢
Tlable 1.
Table 1 — Transitions and-services
Transitions Services Notes
(Refer to Figure 1)
Generation Generate-Key Mandatory
Derive-Key Optional
Register-Key Optional either in here or in Activation
Create-Key-Certificate Optional
Distribute-Key Optional
StoretKey Optional
Activation Create-Key-Certificate Optional
Distribute-Key Optional
Derive-Key Optional
Install-Key Mandatory
Store-Key Optional
Register-Key Optional either in here or in Generatior
Deactiyation Store-Key Optional
Archive-Key Optional either in here or in Destruction
Revoke-Key Optional
Reactivation Create-Key-Certificate Optional
Distribute-Key Optional
Derive-Key Optional
Install-Key Mandatory
Store-Key Optional
Destruction Deregister-Key Mandatory, if registered
Destroy-Key Mandatory
Archive-Key Optional either in here or in Deactivation

© ISO/IEC 2010 — All rights reserved
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5.1.2 Generate-Key (key generation)

Generate-Key is a service that is invoked to generate keys in a secure way for a particular cryptographic
algorithm. This implies that the key generation cannot be manipulated and, that the keys are generated in an
unpredictable way and according to a prescribed distribution. This distribution is imposed by the cryptographic
algorithm for which it will be used and the required level of cryptographic protection. The generation of some
keys, e.g., master keys, demands special care because knowledge of these keys offers access to all related
or derived keys.

Key generation always involves random number generators It is essential that random number generators not

A registiation authority maintains a register of keys and related information in a suitably secure manney.
Annex B|offers details of key management information.

Operatiops provided by a key registration authority are registration:and deregistration.

5.1.4 (reate-Key-Certificate (key certification)

The senfice Create-Key-Certificate assures the association of a public key with an entity and is provided by
certification authority. When a request for key certification is accepted, the certification authority creates a key
certificatg. Public key certificates are discussed in,more detail in ISO/IEC 11770-3.

j V)

5.1.5 DOistribute-Key (key distribution)

Key distfibution is a set of procedures to provide key management information objects (see example i
Annex B) securely to authorised entities. A specific case of key distribution is key translation where keyin
material |is established between entities using a Key Translation Centre (see 6.3). ISO/IEC 11770-2 offer
different[mechanisms to establish”keys between entities. ISO/IEC 11770-3 includes mechanisms for ke
agreemgnt of secret keys and:frahsport mechanisms for secret and public keys.

< O QG 3

5.1.6 Inpstall-Key (key installation)

The seryjice Install=Key is always needed before the use of a key. The installation of the key means th
establishment of-the key within a key management facility in a manner that protects it from compromise. In the
minimunmn) caseythe only function of Install-Key is to mark the key as 'in use'.

[¢)

5.1.7 )
The service Store-Key provides secure storage of keys intended for current or near-term use or for backup. It
is usually advantageous to provide physically separate key storage. For example, it ensures confidentiality
and integrity for keying material or integrity for public keys. Storage may occur in all key states (i.e. Pending
Active, Active and Post Active) of a key’s life cycle. Depending on the importance of the keys, they can be
protected using one of the following mechanisms:

— physical security (e.g., by storing them within a tamper-resistant device or by external means such as a
memory card),

— encryption with keys that are themselves protected by physical security, or
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— protecting the access to them by password or PIN.

For all keying material, any attempted compromise should be detectable. Generally it is difficult to detect
attempted key compromise when protection is purely based on a password / PIN stored in software. In such a
case the protected keys can be copied and password / PIN cracking can take place offline which is virtually
impossible to detect. For such cases other procedural security measures shall be considered, depending on
the application.

5.1.8 Derive-Key (key derivation)

he service Derive-Key forms a potentially large number of keys using a secret original key~cplled the
erivation key, non-secret variable data and a transformation process (which also need not be'segret). The
result of this process is the derived key. The derivation key needs special protection. The defjvatior] process
ould be non-reversible and non-predictable to ensure that the compromise of a derived key floes not
isclose the derivation key or any other derived key.

.1.9 Archive-Key (key archiving)

ey archiving provides a process for the secure, long-term storage of keys_after normal use. It may use the
rvice of key storage but allows for a different implementation such as eff:line storage. Archived Keys may
eed to be retrieved at a much later date to prove or disprove certain;elaims after normal use has been
iscontinued.

.1.10 Revoke-Key (key revocation)

hen the compromise of a key is suspected or known, ‘the service Revoke-Key assures th¢ secure
eactivation of the key. This service is also necessary fof<keys having reached their expiry date. Revqcation of
ys may also take place when a key owner’s circumstances change. After a key is revoked it shall only be
sed for decryption and verification. In the case of<a key being revoked because of compromise, ¢nly data
rocessed prior to the compromise may be decrypted or verified.

OTE Some applications use the term Delete-Key for this service.

.1.11 Deregister-Key (key deregistration)

he service Deregister-Key is a_  procedure provided by a key registration authority that removes the
ssociation of a key with an entity. It is part of the destruction process (see 5.1.12 Destroy-Key).

.1.12 Destroy-Key (key destruction)

he service Destroy-Kkey provides a process for the secure destruction of keys that are no longer| needed.
estroying a keymeans eliminating all records of this key management information object, such that no
imformation remaining after the destruction provides any means of recovering the destroyed key. Thig is taken
include the’destruction of all archived copies. However, before archived keys are destroyed a check shall
e carried.out to ensure that no archived material protected by these keys will ever be needed again.

ome. keys may be stored outside an electronic device or system. Destruction of those keys|requires
dditional administrative measures.

5.2 Support services
5.2.1 Key management facility services
Key management services can make use of other services that are security related. These services include:

— Access control

This service is to ensure that the resources of a key management system can be accessed only by
authorised entities in an authorised manner.
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— Audit

This service is for tracking of security-relevant actions that appear in a key management system. Audit
trails can help identify security risks and security leaks.

— Aut

hentication

This service is to establish an entity as an authorised member of a security domain.

The
and

— Tim

Thig| service is for generating time variant parameters (TVPs) such as validity durations,

5.2.2 User-oriented services

There a
services

6 Conceptual models for key distribution for two entities

6.1 Introduction to key distribution

The distribution of keys between entities can be complex:t is influenced by the nature of the communication

links, th
commun
use the

influencq the distribution of keys and information.

6.2 Kaey distribution between two communicating entities

Communjication between entities(isyinfluenced by the link between these entities, the trust between these
entities gnd the cryptographic techniques used.

There efists a connection bgtween entities A and B, who wish to exchange information using cryptograph

techniqu

Cases w|

14

gmg;aphir services

be services are used by key management services to provide integrity, confidentiality, authentication
non-repudiation.

P service

e services that are necessary for adequate functionality, e.g., userZregistration services. Thesge
are implementation specific and beyond the scope of this part of ISOAEC 11770.

S
b trust relationships involved and the cryptographic techniques used. The entities may eithegr
cate directly or indirectly, may belong to the same or different security domains, and may or may ngt
bervices of a trusted authority. The following conceptual models illustrate how these different cases

[¢]

bs. This commumnication connection is illustrated in Figure 3.

Entity A € ————— o __ > Entity B

Figure 3 — Communications link between two entities

here direct communicating entities are involved are key agreement, key control and key confirmation.
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6.3 Key distribution within one domain

The following model is based on the concept of a security domain with a security authority according to
ISO/IEC 10181-1.

This authority may offer key management services such as the translation of keys. When the entities use an
asymmetric technique for the secure exchange of information, the following cases can be distinguished:

For data integrity or data origin authentication, the recipient requires the sender’s corresponding public key
certificate

Hor confidentiality the sender requires a valid public key certificate of the recipient.

Hor authentication, confidentiality, and integrity, each partner requires the public key certificate of the other.
This provides the means for mutual non-repudiation. Each entity may need to contact its authorlity to get
an appropriate public key certificate. If the communicating partners trust each”other and can|mutually
authenticate their public key certificates, then no authority is needed.

Tlhere exist cryptographic applications where no authority is involved. In that-situation the communicating
partners may only securely exchange specific public information instead of-their public key certificates.

When symmetric cryptography is in use between two such partners, key generation is initiated in ope of two
ways:

g) By one entity generating the key and sending it to a Key Iranslation Centre (KTC);

>

b) By one entity asking a Key Distribution Centre (KDC).:to generate a key for subsequent distribution.

I{ key generation is carried out by one of the entities, secure distribution of the key can be handled py a Key
ranslation Centre, as illustrated in Figure 4. The*numbers represent the steps of the exchange. The KTC
bceives the encrypted key from entity A (1), decrypts it and re-encrypts it using the key shared betwgen itself
nd entity B. Then it may

Q = -

—+ either forward the encrypted key @ entity B (2), or

— send it back to entity A (3),.who forwards it to entity B (4).

> Key
Translation
Centre (KTC)
(1) (2)
(3)
A\ 4 \ 4
. (4) .
Entity A > Entity B

Figure 4 — Key Translation Centre

If key generation is carried out by a trusted third party (TTP), there are two options for subsequent distribution
of the key to the communicating partners; these cases are illustrated in Figure 5 — Conceptual model of a
Key Distribution Centre (KDC) — and Figure 6 — Key distribution by forwarding a key from entity A to entity B.
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Figure 5 illustrates the case in which the Key Distribution Centre is able to communicate securely with both
entities. In this case, once a key has been generated at the request of one of the entities, the Key Distribution
Centre is responsible for securely distributing the key to both entities. The request of the shared key is
represented (1) and the distribution of the key to the communicating partners (2a) and (2b).

> Key
Distribution
Centre (KDC)
h 26)
(2a)
v A\ 4
Entity A Entity B

Figure 5 — Conceptual model of a Key Distribution Centre

When orlly entity A asks for a secret key to be shared between entities A and B, the authority may act in twp
different ways. If it can securely communicate to both entities it may distribute the secret key to both of them
as descr|bed above. If the authority can only communicate with entity Assentity A is responsible for distributing
the key tp entity B. Figure 6 illustrates this kind of key distribution. Thé)request for a shared key is represented
(1) and the distribution to entity A (2).The forwarding of this key from\A'to B is represented (3).

q Key
Distribution
Centre (KDC)

(2)

A 4

(3) .
Entity A »  Entity B

Figure 6..<Key distribution by forwarding a key from entity A to entity B

6.4 Kaey distribution between two domains

The model here involves two entities named A and B belonging to two different security domains which shar
at least pne-cryptographic technique (i.e. symmetric or asymmetric). See Figure 7 for asymmetric case an
Figure 8 forsymmetriccaseEach—security domaimhas-its own—security authority—onetrusted-by A—=andon
trusted by B. If A and B either trust each other or each trusts the authority of the other's domain, then keys are
distributed according to 6.2 or 6.3.

[oNN0))

Two cases can be distinguished for key establishment between A and B:
— the obtaining of the public key certificate of B (when applicable), and
— the establishment of a shared secret key between A and B.

Different key relationships are possible between these components. These key relationships reflect the nature
of the trust between the components.
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When the entities use an asymmetric technique for the exchange of information, each needs access to the
other's certificate (See Figure 7). When entity A's authority issues a certificate for A (2) according to A's
request (1), that certificate is generally posted to a directory, either by A (3) or its authority (3'). The directory
may be open, in which case B may obtain the A's certificate directly from A's directory (7). If both authorities of
A and B have a cross-posting agreement (8), B may find A's certificate in its own directory (10). Failing that, A
will send its own certificate to B along with the exchange, or as part of a key establishment protocol (11).

of A

of*B

(4)

rm o mmim s imim i imm e : Rl T IE T T L PRI L PRI e .
1
> Authority ; Authority <
f A 1 of B
© L (8)
, i
(1) 2) (3) i (9) (6 (5)
1
. I Direttor
Directory i y
!
1

Entity A

/(3)'

0 QO Q <

P) and (3).

oo S <

Domain A

Domain B

Figure 7 — Key distribution between two-domains using asymmetric techniques

Vhen only the entity A asks forva secret key for communication with entity B, the authority may a
ays. If it can communicate to)both entities it may distribute the secret key to both of them as describ

Vhen the entities communicate using a symigtric technique each entity also has to contact its respective
uthority securely (1) (see Figure 8) to receive a secret key that allows them to communicate. The a
gree on a common secret key (2) to be, used by the entities. One authority distributes the secret ke
ntities using the other authority as a. distribution centre. The latter authority may also provide key tr

Lithorities
y to both
anslation

ict in two
ed above.

{ the authority can only communicate with one entity, the entity receiving the key is responsible for fgrwarding
ne key to the other entity!
prmrmeme = ) it e T IE L IE TS SRR 3
! i ! !
! Authority i [ Authority < !
: of A by - of B !
' A i ! (1)
i, () (3) ; i (3) i
; . ; A 4 i
. 1 . .
1 . 1 1
i Entity A LM | EntityB i
1 N 1 1
: : : 5
! : ! !
Domain A Domain B
Figure 8 — Key distribution between two domains using symmetric techniques
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Sometimes the authorities of A and B will have neither a mutual trust relationship nor a direct communications

path. Then they shall involve an authority, X, whom they both trust as illustrated in Figure 9 [see (2a) and (2b)].

Authority X may generate a key and distribute it to the authorities of A and B in Figure 9 [see (3a) and (3b) in
Figure 9]. Alternatively, Authority X may forward a received secret key or public key certificate [for example
(2a)] from the authority of A to the authority of B (3b). The authorities then have to forward the received key to
their respective entities [see (4a) and (4b) in Figure 9] who may then exchange information securely (5). It
may be necessary to seek successive authorities until a chain of trust is established.

Figure 9 — Chain of trustbetween authorities

7 Specific service providers

Some of the services which a key management system requires may be provided by external service
providerg. Possible entities for these services are:

— aKay Registration Authority or a-Key Certification Authority
— aKay Distribution Centre

— aKay Translation Centre
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Annex A
(informative)

Threats to key management

Key management is susceptible to a number of threats. These include the following.

2010(E)

Disclosure of the keying material:

Either the keying material is in plaintext, is not protected and can be accessed, or isencry
can be decrypted.

Modification of keying material:
Changing the keying material so that it does not operate as intended.
Unauthorised deletion of keying material:
Removal of the key or key related data.
Incomplete destruction of keying material:
This may lead to the compromise of current or future keys.
Unauthorised revocation:
The direct or indirect removal of a valid«ey or keying material.
Masquerade:
The impersonation of an aathorised user or entity.
Delay in executing key management functions:
This may result.in-a failure to generate, distribute, revoke or register a key, a failure to updat
repository in-a.timely manner, in a failure to maintain a user’s authorisation levels, and so
delay threat.may result from any of the previously mentioned threats or from physical failu

key related“equipment.

Misuse of keys:

® The use of a key for a purpose for which it is not authorised, e.g., the use of a key e
key for data encryption.

pted and

e the key
on. The
re of the

hcrypting

® The use of a key management facility for a purpose for which it is not authorised,
unauthorised encryption or decryption of data.

® The use of a key after it has expired.
® Excessive use of a key.

® Provision of keys to an unauthorised recipient.

© ISO/IEC 2010 — All rights reserved

e.g., the

19


https://standardsiso.com/api/?name=ff50cd4b0b1b9574bd60688d1514e650

ISO/IEC

11770-1:2010(E)

Annex B
(informative)

Key management information objects

A key management information object consists of a key or keys, together with, optionally, other information

that cont
by conve
key of ar
decryptig

The cont
— the

— valig

. ; ; d
ntions controlling the use of the key management information object. (For example, the use of ‘one
asymmetric key pair is controlled by the agreed use of the other, one for encryption and the other fq
n.).

=

rol information may control the following:
ype of object the key may protect (e.g., data or key management information object);

operations (e.g., encryption, decryption);

— the

— the g¢nvironment in which the key may be used;

— othgr aspects particular to the specific control technique or application that uses the key managemer

info

For the
within the

A particy
following

— the
— thei
— the
— the

— thei

uthorised user;

—

mation object.

purposes of optimisation the key management information object may be partially or wholly created
b key generation process.

lar example of a key management Information object is a key certificate. It contains at least the
signed by a certification authority:

bublic keying material;

dentity of the user who islable to use the corresponding key management information object;
bperations which the€orresponding key management information object performs (may be implicit);
beriod of validity;

dentity of\the certification authority.
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Annex C
(informative)

Classes of cryptographic applications

raphic systems

he common classification of cryptographic systems is defined by the two principal cryptographic te

sed, i.e. symmetric and asymmetric. Because key management should cater for both techniqueg

pproach is needed. Therefore the following section classifies cryptographic systems, accordin
fuinctionality provided by the technique.

I
{uthenticity services and confidentiality services. Confidentiality services are used to cryptographical
imformation; i.e., they provide data confidentiality. Integrity and authenticity“services are primarily
antity authentication, data origin authentication, data integrity and non-repudiation. The types of cryp
systems and the corresponding operations are demonstrated in Figure CA,

Cryptographic
services
Integrity and Confidentiality
authenticity services
services

EHDEE

Figure C.1 — Cryptographic services and corresponding mechanisms

¢.2 Integrity and authenticity services and keys

chniques
another
g to the

general, a cryptographic system offers two different types of cryptographic “services: integrity and

y protect
used for
ographic

5 (entity

Iptegrity and authenticity services provide for the authentication of communicating entitie

authentication), for the authenticafion of the source of data (dafa origin authentication), for non-repudiation,

and for data integrity. These services may make use of the following mechanisms:

— seal a data unit

which involves the production of a cryptographic check value of the data for data integrity, e.g.,

generate

a message authentication code (MAC) with a symmetric algorithm. For message authentication codes

(MACs), refer to ISO/IEC 9797.

© ISO/IEC 2010 — All rights reserved

21


https://standardsiso.com/api/?name=ff50cd4b0b1b9574bd60688d1514e650

ISO/IEC 11770-1:2010(E)

— sign a data unit

which involves the generation of a digital signature for data origin authentication, data integrity and/or
non-repudiation.

— verify a sealed data unit

which involves calculating a cryptographic check value of the data and comparing it with the referenced
check value (proof of data integrity).

— verify a signed data unit

whigh involves the verification of a digital signature to determine whether it was produced by the-¢laimed
originator and/or the proof of data integrity.

Within tHe integrity and authenticity services the signing and the sealing processes use information which is
either private (i.e. unique and confidential) to the originator or secret and only known by theyoriginator and the
recipient| the verifying process uses either procedures and information that are publicly~available but from
which thg originator’s private information cannot be deduced or the shared secret ofithe originator and the
recipient| The essential characteristic of signing is that the signature can onlysxbe produced using th
originatof’s private information, his private key. Thus when the signature is verified' by using the originator
public kgy, it can subsequently be proven to a third party (e.g., a notarisation.authority) that only the uniqu
holder of| the private information could have produced the signature.

O » O

An integfity and authenticity services use two out of three types of keys:
— sealing key a shared, secret key.
— signature key  a unique, private key that is associated-with the originator.

— verification key either a public key or a secret key;

=

For symmetric techniques, integrity and authenticity, services use a sealing key and a verification key whic
are represented by the same secret key, for asymmetric techniques it uses the signature key and th
verificatipn key which are represented by a keypair consisting of a public key and a private key.

[0

C.3 Canfidentiality services and keys

Confidentiality services primarily~~provide confidentiality of information. They make use of two basic
mechanisms:

encrypt [which produces-ciphertext from the data it is given;
decrypt [which prodaees plaintext from the corresponding ciphertext.

Confidentiality_Setvices may be characterised by the cryptographic technique used, i.e. symmetric ¢
asymmefricAWhen using symmetric techniques the operations of encryption and decryption are handled b
the same key (shared secret key). When using asymmetric techniques, the operations of encryption an
decryption are handled by two distinct but related Keys, I.€., the public key and the privaie Key.

o< 35

C.4 Combined services

Some encryption schemes may also provide confidentiality, data integrity and/or origin authentication. In
particular, the authenticated encryption schemes described in ISO/IEC 19772 and the MULTI-SO1 mode of
operation of a stream cipher described in ISO/IEC 18033-4 provide confidentiality, data integrity and origin
authentication using symmetric cryptographic techniques. The signcryption schemes described in
ISO/IEC 29150 provide confidentiality, data integrity and origin authentication using asymmetric cryptographic
techniques. Depending on the technique used, security functions such as authentication and non-repudiation
might be included.
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Annex D
(informative)

Certificate lifecycle management

D.1 General

).2.1 CA's responsibilities

he CA is “trusted” by its subscribers. Such trust is based on the use of adequate cryptographic meq
and equipment, and on professional management and control practices. This\trust should be confirm
independent audit function (internal, external or both) which should -make the audit results ava
subscribers.

he CA should be responsible for:
q) Identifying the entities whose public key information is presented for certification.

b) Securing the certification process and the private key used to sign the public key information.

d Managing the system-specific data that are te‘be included into the public key information, such
key certificate serial number, certification authority identification, etc.

d) Assigning and checking of validity periods.
g) Advising the entity identified in-the public key information that a public key certificate has bee
The means used to convey this“advice should be independent of the method used to convey t

key information to the CA.

f] Ensuring that two different entities are not assigned the same identity so that they can be
distinguished.

d) Maintaining andlissuing of revocation lists.

R) Loggingtall'steps involved in the public key certificate generation process.

O

ne GA.can certify another CA’s public key information to provide a public key certificate
uthentication may involve a chain of public key certificates. The first public key certificate in such

Q

as they

hanisms
ed by an
ilable to

as public

N issued.
he public

properly

Hence,
a chain

should be obtained and authenticated by some means other than with public key certificates.

D.2.2 CA’s asymmetric key pair

The CA should have access to a secure management facility that is able to generate the asymmetric key pair
for use by that CA. The generation process should ensure the unpredictability of the keying material. No

opponent should gain any advantage by knowledge of the generation process.

The CA'’s private key is used to sign the entity’s public key information. Since its possession would enable an
opponent to masquerade as the CA and generate forged public key certificates, it should be given a high level

of protection. Thus, the CA’s private key should be well protected when used inside the key man
facility. The key should be strongly protected if it appears outside the key management facility.

© ISO/IEC 2010 — All rights reserved
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The integrity of the CA’s public verification key is essential to the security of the public key certificate system.
If the CA’s public key is not contained in a public key certificate, then special precautions should be taken to
ensure its authenticated distribution. At the user sites provision should be taken to ensure the authenticity of
the stored copy of the CA’s public key.

The CA’s public verification key is used to validate the public key certificates of other users. Before each use
of the CA’s public key, the user should ensure that the verification key is currently valid.

D.3 Certifi

D.3.1 Jodel for public key certification

D.3.11

This subclause specifies a basic model for the certification of public keys. The model separates the main
functionq into logical entities (see Figure D.1):

— Certification Authority (CA):

— Directory Maintenance Authority (DIR):

— Key

— Regjistration Authority (RA):

— Use

Care shd

an RA and CA that'are separate and distinct.

24

Basic model

The entity responsible for certifying the public key information of a userentity.

The entity responsible for making the public key certificates available online for ready use by the use
entities.

b

Generator (KG):

The entity responsible for generation of an asymmetric key pair.

The entity responsible for providing assured user identities to the CA.
r entity (A):

The relations between-the logical entities of the model and the corresponding security requirement
on these relations are discussed. The logical entities may be combined. For example, A and the K
may be combined.when the user entity generates the asymmetric key pair itself, or the CA and th
KG may be combired if the CA generates the key pairs on behalf of the user entities.

O Won

uld be taken that a certificate generated by a combined RA and CA is the same as one produced by
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