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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the

respectiy

Internati

In the figld of information technology, 1SO and IEC have established a joint technical committee, ISO/IEC
Draft Int¢rnational Standards adopted by the joint technical committee are circulated to. national bodies for

Publicati

Attention

Internati
technolo

ISO/IEC

O Pard 1: General characteristics tests

O Pard2: Cards with magnetic stripes

O Part

O Part

O Part

O Part

O Part

Annex A

pbnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart' 3.

DN as an International Standard requires approval by at least 75 % of the natienal bodies casting a v

pbnal Standard ISO/IEC 10373-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Infor
by, Subcommittee SC 17, Identification cards and related devices.

10373 consists of the following parts, under the general title*/dentification cards — Test methods:

3: Integrated circuit(s) cards with contacts:and related interface devices
4: Contactless integrated circuit cards

5: Optical memory cards

6: Proximity cards

7: Vicinity cards

of this part of f{SO/IEC 10373 is for information only.

€ organizafion to deal with parficular fields of technical acilivity. ISO and [EC technical comrittees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governme
liaison wjth ISO and IEC, also take part in the work.

ntal, in

JTC 1.
voting.
hte.

is drawn to the possibility that some of the elements of this part of ISO/IEC 10373 may be the sulbjject of
patent rights. ISO and IEC shall not be held responsible for identifying any or allStich patent rights.

mation

Vi
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Identification cards — Test methods —

Part 3:
Integrated circuit(s) cards with contacts and related interface

dev

ices

1

This

relate
one o
defing]

NOTE
Standg

This f
contag

parts dleal with other technology-specific tests.

Test methods described in this part of ISO/IEC 10373 are intended to be performed separately and indep

A give
ISO/IE

Confo
preclu

ope

rt of ISO/IEC 10373 defines test methods for characteristics of integrated circuit(s) cards with con
interface devices according to the definition given in ISO/IEC 7816. Each test method\is-cross-refe
more base standards, which may be ISO/IEC 7810 or one or more of the supplementary stand
the information storage technologies employed in identification card applications.

1 Criteria for acceptability do not form part of this International Standard but{will be found in the Int
rds mentioned above.

art of ISO/IEC 10373 deals with test methods, which are specific ‘to integrated circuit techno

acts and
enced to
ards that

ernational

ogy with

ts. ISO/IEC 10373-1 deals with test methods which are common-to-ene or more card technologies and other

n card is not required to pass through all the tests sequentially. The test methods described in th
C 10373 are based on specifications defined or to be'defined in ISO/IEC 7816.

fmance of ICCs and IFDs determined using the-test methods defined in this part of ISO/IEC 1037
de failures in the field. Reliability testing is outside the scope of this part of ISO/IEC 10373.

2

The fdllowing normative documents ¢entain provisions which, through reference in this text, constitute pro
this ppart of ISO/IEC 10373. For dated references, subsequent amendments to, or revisions of, any

ormative references

endently.
s part of

3 do not

isions of
of these

publichtions do not apply. Howeéver, parties to agreements based on this part of ISO/IEC 10373 are encolraged to

invest|gate the possibility of applying the most recent editions of the normative documents indicated bd
undat¢d references, the Jatest edition of the normative document referred to applies. Members of 1ISO

maint

ISO/IE

ISO/IB
chara

in registers of cutrently valid International Standards.
C 7810:1995¢ /dentification cards — Physical characteristics.

C 7816-1:1998, Identification cards — Integrated circuit(s) cards with contacts — Part 1:
Cteristics.

plow. For
and IEC

Physical

ISO/IEC7816-271999, Inforrmation techinology — faemntifi
Part 2: Dimensions and location of the contacts.

ntacts —

ISO/IEC 7816-3:1997, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 3: Electronic signals and transmission protocols.

ISO/IEC 7816-4:1995, Information technology — Identification cards — Integrated circuit(s) cards with contacts —
Part 4: Interindustry commands for interchange.

ISO/IEC 10373-1:1998, Identification cards — Test methods — Part 1: General characteristics tests.
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United States of America, Department of Defense, Test Method Standard, Microcircuits, MIL-STD-883, Version E,
31 December 1996, Method 3015.7 ‘Electrostatic discharge sensitivity classification’.

3 Terms and definitions

For the gurposes of this part of ISO/IEC 10373, the following terms and definitions apply.

3.1
test method
method flor testing characteristics of identification cards and related interface devices for the pdrpose of confirming
their conppliance with International Standards

3.2
testably|functional
has surv|ved the action of some potentially destructive influence to the extent that;

a) any|magnetic stripe present on the card shows a relationship betweéen signal amplitudes before ang after
exposure that is in accordance with the base standard;

b) any |integrated circuit(s) present in the card continues to show an’ Answer to Reset response! which cofforms
to the base standard;

C) any contacts associated with any integrated circuit(s) present in the card continue to show electrical resigtance
whigh conforms to the base standard;

d) any|optical memory present in the card continue to show optical characteristics which conform to the base
standard

3.3
normal yise
use as an ldentification card (see clause 4 of ISO/IEC 7810:1995), involving equipment processes approprjate to
the card technology and storage as a-personal document between equipment processes

3.4
ICC
integrated circuit(s) card with contacts as defined in the ISO/IEC 7816 series of standards

3.5
IFD
interface| device-related to integrated circuit(s) cards with contacts as defined in the ISO/IEC 7816 sefies of
standards

3.6
DUT
device under test; within the scope of this document the ICC or the IFD subject to testing

1 This part of ISO/IEC 10373 does not define any test to establish the complete functioning of integrated circuit(s) cards. The
test methods require only that the minimum functionality (testably functional) be verified. This may, in appropriate
circumstances, be supplemented by further, application specific functionality criteria which are not available in the general case.

2 © ISO/IEC 2001 — All rights reserved
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3.7

ISO/IEC 10373-3:

typical protocol and application specific communication
any communication between a DUT and the corresponding test-apparatus based on protocol and application
implemented in the DUT and representing its normal use

3.8

2001(E)

Test $cenario
a defimed typical protocol and application specific communication to be used with the test methods defin
docunpent

4 @

4.17Tg

Unles
enviro

42P

Wherg
the te

4.3D

Unles
chara
adjust

44T

The tq
report

45C

Poten
consid

4.6 A

eneral items applicable to the test methods

bst environment

5 otherwise specified, testing of physical, electrical and logical characteristics shall take pla
hment of temperature 23 °C + 3 °C, of relative humidity 40 % to 60 %.

e-conditioning

it environment for a period of 24 h before testing unlesstotherwise specified.

bfault tolerance

5 otherwise specified, a default tolerance of 5 % shall be applied to the quantity values given to sj
teristics of the test equipment (e.g. linear dimensions) and the test method procedures (e.g. test e
ments).

ptal measurement uncertainty

bnventions for electrical measurements

ial differences are defined with respect to the GND contact of the ICC and currents flowing to the
ered positive.

Dparatus

pd in this

e in an

pre-conditioning is required by the test method, the identification cards to be tested shall be conditioned to

ecify the
Juipment

tal measurement uncertainty)for each quantity determined by these test methods shall be stated in the test

ICC are

46.1

Default ICC-holder, reference axes and default measurement position

When required by the test-method, the ICC shall be positioned in the default measurement position as
subsequently defined.

The default measurement position requires the ICC to be positioned in an ICC-holder and flattened by a flattening
plate. All Measurements using this default measurement position shall be relative to the reference axes defined in
Figure 1.

© ISO/IEC 2001 — Al rights reserved
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46.1.1 Default ICC-holder and reference axes:

The default ICC holder shall comply with Figure 1:

Dimensions in millimetres
Al Tolerances £ 0,0 mm

71,25

A
Y

o)

Reference

11,25 X-AXIS prerce

.y
|

27,00

-t
-

Y—AxisRe,emQ/

L, T1 and T2 shall be metal cylinders, having a diameter-ef 5 mm + 0,1 mm, a surface roughness
R, <5 pum, mounted on a level rigid plate with a surface roughness R, <5 um.

Figure4\— ICC-holder
4.6.1.2 | Flattening Plate
The flattgning plate shall comply with Figure2:

Dimensions in mm
All Tolerances £0,1 mm

50,0

27,

The surface roughness of the flattening plate shall be R, <5 pm.

Figure 2 — Flattening plate

4 © ISO/IEC 2001 — Al rights reserved
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46.1.3

Default Measurement Position

ISO/IEC 10373-3:2001(E)

The ICC and the flattening plate shall be mounted on the ICC-holder as shown in Figure 3:

46.2

46.2.1 General

All relgtive voltage definitions (e.g. 0,7 X Vcc, 0,15 x Ve or Ve + 0,3 V) shall be determined relative to ¢

/[X-AxisRe,em

checked against thessimultaneously measured value of V.

=
€
- < 301 mm Top card edge
+H
—
% @ @)
7
A
® ¢
F=1Nto2N
Left card ed@/ Front Side
N\ J
Y-AXiSReferenc;r/ TF2= 2Nto4N

F,and F, are forces applied to the center of.the right and the bottom edge of the card respectively to fix
the card in the card-holder.

The flattening plate shall apply a force af 2,2 N £ 0,2 N to the surface of the card

Figure 3 — Positioh of ICC and flattening plate on ICC-holder

Apparatus for testing the.integrated circuit(s) cards with contacts (ICC-test-apparatus)

SND and

4.6.2.2 Generating the VCC voltage (V ¢c) and timing
Parameter ICC class I-'\’r-mgp Armlrnr‘y
Class A -1Vto6V +50 mV
VCC
Class B -1Vtod4Vv +30 mV
tr, tr Class A, Class B 500 ps + 100 ps

© ISO/IEC 2001 — Al rights reserved
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4.6.2.3 Measuring the VCC current (lcc)
Characteristic Mode Range Accuracy Resolution
Spike Measurement 0 mA to 200 mA +2mA 20 ns
lcc Active mode 0 mA to 100 mA +1mA Averaged over'l ms
Clock stop OmAto1mA +10 pA Averagédiover 1 ms
4.6.2.4 | Generating the VPP voltage (Vpp) and timing
Parameter ICC class Range Accuracy Resolution
Vpp Class A -1Vto26V +#50 mV 20 ns
tr, te Class A 1 pusto 220 us +1us

NO|TE 1 tr and tr are measured between 10% and 90% of V4 min and V. max values.

NOJTE 2 Certain functionality may not be implemented into thefapplication in the ICC, hence in such circumstancep
the|lICC-test-apparatus is not required to have the corresponding test-capability (e.g. Vep)

4.6.2.5

Measuring the VPP current (Ipp)
Characteristic Mode Range Accuracy Resolution
active (Pregramming
State) 0 mA to 100 mA +1 mA 100 ns
Ipp
inactive (Pause) 0 mA to 100 mA +1 mA 100 ns

NOJTE

Certain furictionality may not be implemented into the application in the ICC, hence in such circumstancep
the|ICC-test-appafatus is not required to have the corresponding test-capability (e.g. lpp).

© ISO/IEC 2001 — All rights reserved
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4.6.2.6 Generating the RST voltage and timing

Parameter ICC class Range Accuracy
Class A 2Vto6V + 50 mV
VIH
Class B 2Vtod4V +30 mV
Class A -1Vto2Vv + 50 mV
VIL
Class B -1Vto2Vv +30 mV
tr, tr O pusto 2 ps +20ns
INOTE tgr and tr are generated between 10% and 90% of Vi min and V. max values:

4.6.2.f Measuring the RST current

Characteristic Mode Range Accuracy Resolution
I Active -30 uA~te' 200 pA +10 pA 100 ns
I Active -250 YA to 30 pA +10 pA 100 ns

4.6.2.8 Generating the I/O voltage and\timing in reception mode

Parameter Mode ICC class Range Accufacy
I€C? Reception, Class A 2Vto6V + 50mV
Vi Apparatus:
Transmission Class B 2Vto4V +30|mV
ICC: Reception, Class A -1Vto2V + 50lmv
Vi Apparatus:
Transmission Class B -1Vto2V +30|mV
ICC: Reception,
TR, Apparatus. OpSto ZHS ¥ 100 ns
Transmission

NOTE tgr and tr are generated between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2001 — Al rights reserved 7
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4.6.2.9 Measuring the I/O current in reception mode
Parameter Mode Range Accuracy Resolution
ICC: Reception,
T Apparatus: -350 pA t0 30 pA 1A TO0 ns
Transmission
ICC: Reception,
I Apparatus: -1,5mAto 30 pA + 10 pA 100ns
Transmission
4.6.2.10| Generating the I/O current
Stabilization time
Parameter Mode Range Accuracy after level is
reached
. i 20 kQ pull-up-to
ICC: Transmission .
lon Apparatus: Reception VCC or equivalent +200 Q
circuit
ICC: Transmission
loL Apparatus: Reception 0OmAto 1,5 mA + 10 pA <100 ns
4.6.2.11| Measuring the I/O voltage andtiming
Characteristic ICCclass Range Accuracy Resolution
Vim, Vi Class A -1Vto6V +50 mV 20 ns
Vim, Vi Class B -1Vto4d4Vv +30 mV 20 ns
tr, tr O pusto 2 ps +20ns

NO|

TE _trand tr are measured between 10% and 90% of Vi min and V. max values.

© ISO/IEC 2001 — All rights reserved
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4.6.2.12 Generating the CLK-voltage

Parameter ICC class Range Accuracy Resolution
Class A 2VtobV +50 mV 20 ns
VIH
Class B 2Vto4V +30 mV 20 ns
Class A -1Vto2Vv +50 mV 20ns
VIL
Class B -1Vto2Vv +30 mV 20 ns

4.6.2.13 Generating the CLK-waveforms (single cycle measurement)

Parameter Range Accuracy
Duty cycle 35 % to 65 % of period t5ns
Frequency 0,5 MHz to 5,5 MHz + 5 kHz
Frequency 5 MHz to 20,5 MHz + 50 kHz
tr, te 1 % to 10 % of period +5ns
NOTE tgr and tr are generated between 10%and 90% of Vy (100%) min and V. (0%) max.

4.6.2.14 Measuring the CLK current

Characteristic Mode Range Accuracy Resolution
I active -30 YA to 150 pA +10 pA 20 ns
I active -150 pA to 30 pA +10 pA 20 ns

4.6.2.15~Measuring the contact capacitance of RST, CLK and I/O

Characteristic Range Accuracy

C 0 pF to 50 pF +5pF

The contact capacitance of a contact shall be measured
between the contact and the GND contact.

© ISO/IEC 2001 — Al rights reserved 9
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4.6.2.16

Generating the sequence of the activation and deactivation of the contacts

Range of switching the

signals Accuracy

Ostols 1 200 ns (or 1 clk period, whichever is smaller)

46.2.17

The ICCttest-apparatus shall be able to emulate the protocol T=0 and T=1 and IFD applications which are r¢

to run th

NOTE

test-appafatus is not required to have the corresponding test-capability (e.g. T=1 protocol notjimplemented in the ICC)

4.6.2.18

The ICCttest-apparatus shall be able to generate the 1/O bit stream accCaording to ISO/IEC 7816-3:1997.

All timing parameters like start bit length, guardtime, error signalingyetc. shall be configurable.

Emulating the I/O protocol

b typical application specific communications corresponding to the ICC applications:

Certain functionality may not be implemented into the application in the ICC, hence\in such circumstances th

Generating the I/O character timing in reception mode

Parameter Accuracy

all timing parameters + 4 CLK cycles

4.6.2.19

The ICC}test-apparatus shall be able\to measure and monitor the timing of the logical low and high states
I/O-line relative to the CLK-frequency:

Measuring and monitoring the\/O protocol

Characteristic Accuracy

all timing characteristics + 2 CLK cycles

4.6.2.20

Protocol Analysis

quired

e ICC-

of the

The ICC-test-apparatus shall be able to analyze the 1/O-bit stream in accordance to T=0 and T=1 protocol
according to ISO/IEC 7816-3:1997 and extract the logical data flow for further protocol and application verifications.

NOTE

10

Certain functionality may not be implemented into the application in the ICC, hence in such circumstances the ICC-
test-apparatus is not required to have the corresponding test-capability (e.g. T=1 protocol not implemented in the ICC).
Conversely, an apparatus may need extended capabilities, e.g. being able to generate any case 2 command (see ISO/IEC
7816-4:1995) if an ICC does not support the standard READ BINARY.
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4.6.3 Apparatus for testing the interface device (IFD-test-apparatus)
46.3.1 General

All relative voltage definitions (e.g. 0,7 X Vcc, 0,15 x V¢ or Ve + 0,3 V) shall be determined relative to GND and

h k 2l + Ty + |y l pu | l £\ /L
checketr aydairiot T sSimmunaricuusty 1rcasuicu varuc Ul vV ee.

4.6.3.2 Generating the VCC current (Icc)

Stabilization time
Parameter Mode Range Accuracy after level is

reached

Spike Generation 0 mA to 120 mA + 2 mAD <100 ns

Active mode 0 mAto 70 mA +1 mA <100 ns

e Idle mode (clk-Stop) 0OmAto 1,2 mA +10 pA <100 ns

Inactive @ -1,2 mA to O.mA + 10 pA <100 ns
tr, tr 100 ns +50 ns
pulse length 100\ns to 500 ns +50ns
p?rlésqi:;r:g[h 100 ns to 1000 ns + 50 ns
pe;;zgcl)mgth 10 ps to 2000 ps +1pus

4 The maximum output voltage)shall be limited to 5 V.

Dynamic conditions fer\Spike generation.

4.6.3.83 Measuring-the VCC voltage (Vcc) and timing

Charaeteristic ICC class Range Accuracy Resolution
Class A -1VtobV +50 mV 20 ns
VCC
Class B -1Vto4Vv +30 mV 20 ns

© ISO/IEC 2001 — Al rights reserved 11


https://standardsiso.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

4.6.3.4  Generating the VPP current (Ipp)

Stabilization time
Parameter Mode Range Accuracy after level is
reached
active 0 mA to 100 mA +1mA <100 ns
Ipp
inactive @ -1,2mAto 0 mA + 10 pA < 100,ns
& | The output voltage shall be limited from - 0,5 V to Vep

4.6.3.5 | Measuring the VPP voltage (Vpp) and timing

Characteristic ICC class Voltage range Acelracy Resolution
Vpp Class A -1Vto25V +50 mV 20 ns
tr, te Class A 1 psto 220us +1us

NOTE tr and tr are measured between 10% and 90% of Vi¥min and V. max values.

4.6.3.6 | Generating the RST current

Stabilization timje
Parameter Mode Range Accuracy after level is
reached
I active - 30 pA to 200 pA +10 pA <100 ns
I active - 250 pAto 30 pA +10 pA <100 ns
|2 inactive -1,2mAto 0 mA + 10 pA <100 ns
a8l The output voltage shall be limited from -0,5 V to 5,5 V.
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4.6.3.7 Measuring RST voltage and timing
Characteristic ICC class Range Accuracy Resolution
Class A 2Vto6V + 50 mV 20 ns
VIH
Class B 2Vto4Vv +30 mV 20.1s
Class A -1Vto2V +50 mV 20 ns
VIL
Class B -1Vto2V +30 mV 20 ns
tr, tr O pusto 2 ps +20ns
NOTE tr and tr are measured between 10% and 90% of V4 min and V. max yalues.

4.6.3.8

Generating the I/O currents

Stabilization tjme

Parameter Mode Range Accuracy after level ip
reached
Apparatus: Reception
and Transmission
i, low IFD: Transmission and -400 A to 50 pA 5 UA <100 ns
Reception
Apparatus: Reception
I IFD: Transmission and OmAto1,5mA +10 pA <100 ns
Regeption
loL IFD: Reception 0 pA to 1200 pA +10 pA <100 ns
|2 Inactive -1,2mAto 0 mA + 10 pA <100 ns

&  The outplt voltage shall be limited to -0,5V t0 5,5 V.

© ISO/IEC 2001 — Al rights reserved
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4.6.3.9 Measuring the I/O voltage and timing
Characteristic ICC class Range Accuracy Resolution
Class A 2Vto6V + 50 mV 20 ns
VIH
Class B 2Vto4dV +30 mV 20 ns
Class A -l1Vto2V + 50 mV 20yns
VIL
Class B -l1Vto2V +30 mV 20 ns
tr, tr O pusto 2 ps +20ns
NOTE tr and tr are measured between 10% and 90% of Vy min and Vi max values,
4.6.3.10| Generating the I/O voltage and timing in transmission mode
Parameter ICC class Range Accuracy
Class A 2 Vo6 V + 50 mV
VOH
Class B 2VtodV +30 mV
Class A -l1vVto2V + 50 mV
VOL
Class B -l1vVto2V +30 mV
tr, tr O pusto 2 ps +20ns
NOTE1 Vou only needs to_be generated because of the rising edge generation
mechanism and shall be switched off at least 10 us after the rising edge.
NOTE 2 tgr and tr are generated between 10% and 90% of Vi min and V. max values.
4.6.3.11| Measufing the I/O current in transmission mode
Parameter Mode Range Accuracy Resolution
loL Transmission 0 pA to 1200 pA +10 pA 20 ns
|2 Inactive 0mAto 1,2 mA + 10 pA 20 ns

&  The output voltage shall be limited to - 0,5 Vto 5,5 V.

14

© ISO/IEC 2001 — All rights reserved



https://standardsiso.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

4.6.3.12 Generating the CLK current

Stabilization time
Parameter Mode Range Accuracy after level is
reached
I active -30 YA to 150 pA +10 pA < 20(ns
I active -150 pA to 30 pA +10 pA <20 ns
|2 inactive -1,2mAto 0 mA + 10 pA <100 ns
&  The output voltage shall be limited to -0,5V t0 5,5 V.

4.6.3.13 Measuring the CLK-voltage and timing

Characteristic ICC class Range Accuracy Resolutior]
Class A 2VtosvV +50 mV 20 ns
VIH
Class B 2Vt0 4V +30 mV 20 ns
Class A -l1Vto2V +50 mV 20 ns
VIL
Class B -l1Vto2V +30 mV 20 ns

4.6.3.14 Measuring the CLK-wayéforms (single cycle measurement)

Characteristic Range Accuracy
Duty cycle @ 35 % to 65 % of period + 2,5 % of period
Frequency.P 0,5 MHz to 20,5 MHz + 2,5 % of period

tr, t- © 1 % to 10 % of period + 2,5 % of period

The IFD-test-apparatus shall be able to check every cycle during the measurement.

@  Duty cycle shall be measured from 50% to 50% of Vi min (100%) and V. max (0%) rising edge to rising edge.

b Frequency shall be measured from 50% to 50% of the leading edges of two adjacent clock-cycles of Vi min
(100%) and V. max (0%) rising edge to rising edge.

¢ tg and tr shall be measured between 10% and 90% of Vi (100%) min and V. (0%) max.
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4.6.3.15 Measuring the contact capacitance between GND and I/O

Characteristic Range Accuracy

C 0 pF to 50 pF + 5 pF

4.6.3.16| Emulating the I/O protocol

The IFDtest-apparatus shall be able to emulate the protocol T=0 and T=1 and ICC applications\which are rgquired
to run theé Test Scenario.

NOTE Certain functionality may not be implemented into the application in the ICC, hence jin.such circumstances the IFD-
test-appafatus is not required to have the corresponding test-capability (e.g. T=1 protocol notimiplemented in the ICC)

4.6.3.17| Generating the I/O character timing in transmission mode

The Tesl{ IFD-test-apparatus shall be able to generate the 1/O bit stream_according to ISO/IEC 7816-3:1997 relative
to the ClK-frequency.

All timing parameters like start bit length, guardtime and error signaling etc. shall be configurable.

Parameter Accuracy

all timing parameters + 4 CLK cycles

4.6.3.18| Measuring and monitoring the\/O protocol

The IFD{test-apparatus shall be ablexto measure and monitor the timing of the logical low and high states|of the
I/O-line relative to the CLK-frequefcy:.

Characteristic Accuracy

all timing characteristics + 2 CLK cycles

4.6.3.19| Protocol Analysis

The Test IFD-test-apparatus shall be able to analyze the 1/0O-bit stream in accordance to T=0 and T=1 protocol
according to ISO/IEC 7816-3:1997 and extract the logical data flow for further protocol and application verifications.

NOTE Certain functionality may not be implemented into the application in the ICC, hence in such circumstances the IFD-
test-apparatus is not required to have the corresponding test-capability (e.g. T=1 protocol not implemented in the ICC)
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4.6.3.20 Overall Impedance (current and voltage sources inactive)
Contact Resistance Accuracy Capacity Accuracy
VCC 10 kQ +1kQ 30 pF +6 pF
VPP 50 kQ +5kQ 30 pF +6.pF
I/0 50 kQ +5kQ 30 pF +6 pF
RST 50 kQ +5kQ 30 pF +6 pF
CLK 50 kQ +5kQ 30 pF +6 pF

4.6.4 | Test Scenario

Testing of the DUT as defined in clauses 6, 7, 8 and 9 requires a Test.Scenario to be executed. This Test|Scenario
is a 'typical protocol and application specific communication’, dependent from the protocol and application specific
functignality foreseen for the normal use of and implemented in the DUT.

The Test Scenario shall be defined by the entity carrying out these tests and shall be documented with|the test-
resultg. The Test Scenario shall encompass a representative subset or preferably, if practical, the full furjctionality
of the IDUT expected to be utilized during normal use. The Test Scenario shall have a duration of at least 1f second.

NOTE

The testing entity may require information-about the implemented protocol and functionality as well as the intended
use of fhe DUT to enable the testing entity to define a-Test Scenario.

4.7 Relationship of test methods versus base standard requirements

Table 1 — Test methods for physical characteristics of ICCs with contacts

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
5.1 Dimension and Location of Contacts ISO/IEC 7816-2:1999 3,4
5.2 Static electricity ISO/IEC 7816-1:1998 4.2.8
53 Flectrical surface resistance of contacts
5.4 Surface profile of contacts ISO/IEC 7816-1:1998 4.2.3

© ISO/IEC 2001 — Al rights reserved
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Table 2 — Test methods for electrical characteristics of ICCs with contacts

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.1 VCC contact ISO/IEC 7816-3:1997 43,2
6.2 I/O contact ISO/IEC 7816-3:1997 4/3.3
6.3 CLK contact ISO/IEC 7816-3:1997 434
6.4 RST contact ISO/IEC 7816-3:1997 435
6.5 VPP contact ISO/IEC 7816-3:1997 4.3.6

Table 3 — Test methods for logical operations of ICCs with contacts — Answer to Reset (ATR)

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
7.1.1L Cold Reset and Answer-to-Reset (ATR) ISO/IEC 7816-3:1997 5.2,5.3.2, 6|3
7.1.p Warm Reset ISO/IEC 7816-3:1997 5.3.3
7.1.8 Selection of the operation:class A ISO/IEC 7816-3:1997 4.2.2

Table 4 — Test methads for logical operations of ICCs with contacts — T=0 Protocol

Test method from/ISO/IEC 10373-3 Corresponding Requirement
Clauge Name Base Standard Clause(s)
7.2.1L |/O transmission timing for T=0 protocol ISO/IEC 7816-3:1997 6.3.1,6.3.2, 8.2
7.2.p I/0 character repetition for T=0 protocol ISO/IEC 7816-3:1997 6.3.3,8.2
2ok 1O reception timing and error signaling for T=0 SOMECTEI6-3T997 631 632
protocol 6.3.3,8.2
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Table 5 — Test methods for logical operations of ICCs with contacts — T=1 Protocol

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.3.1,'6.8.2,
713.1 I/0 transmission timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3,.9.3] 9.4,
9.5.2,9p.3
6.3.1, 6.8.2,
713.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3, 9.3/ 9.4,
9.5.2,9p.3
713.3 ICC Character Waiting Time (CWT) behavior ISO/IEC 7816-3,1997 9.5.3.1
7l3.4 ICC-reaction to IFlarﬁ)éc(%eV(\j/i'?? character waiting ISO/IEC7816-3:1997 9531
713.5 Block Guardtime (BGT) ISO/IEC 7816-3:1997 9.5.3.8
713.6 Block sequencing by the ICC ISO/IEC 7816-3:1997 9.7.3
713.7 Reactions of the ICC to protocol errors ISO/IEC 7816-3:1997 9.7.3
713.8 Recovery of a transmission error by the ICC ISO/IEC 7816-3:1997 9.7.3
713.9 Resynchronization ISO/IEC 7816-3:1997 9.7.3
7.8.10 IFSD negotiation ISO/IEC 7816-3:1997 9.5.2
7.8.11 Abortion by the IFD ISO/IEC 7816-3:1997 9.7.3

© ISO/IEC 2001 — Al rights reserved
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Table 6 — Test methods for physical and electrical characteristics of the IFD

Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
8.1 Activation of contacts ISO/IEC 7816-3:1997 5.2,5.3.1,'5.8.2
8.2 VCC contact ISO/IEC 7816-3:1997 4.3.2
8.3 I/O contact ISO/IEC 7816-3:1997 4.3.3
8.4 CLK contact ISO/IEC 7816-3:1997 434
8.5 RST contact ISO/IEC 7816-3:1997 435
8.6 VPP contact ISO/IEC 7816-3:1997 4.3.6
8.7 Deactivation of the contacts ISOAEC’7816-3:1997 54
Table 7 — Test methods for logical operations of the.TFD — Answer to Reset (ATR)
Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
9.1.1L ICC Reset (cold reset) ISO/IEC 7816-3:1997 5.3.2
9.1.p ICC Reset (warm’reset) ISO/IEC 7816-3:1997 5.3.3
Table 8 — Test methods for logical operations of the IFD — T=0 Protocol
Test methodfrom ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
9.2.1L I/0 transmission timing for T=0 protocol ISO/IEC 7816-3:1997 6.3.1,6.3.2, 8.2
9.2. QO character repetition for T=0 protocal ISQUEC 7816-3:1097 63382
923 I/O reception timingp?ggggor signaling for T=0 ISO/IEC 7816-3:1997 66331368322
20 © ISO/IEC 2001 — All rights reserved
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Test method from ISO/IEC 10373-3 Corresponding Requirement
Clause Name Base Standard Clause(s)
6.3.1,'6.8.2,
9/3.1 I/0 transmission timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3,.9.3] 9.4,
9.5:2,95b.3
6.3.1, 6.8.2,
9|3.2 I/0O reception timing for T=1 protocol ISO/IEC 7816-3:1997 6.5.3, 9.3/ 9.4,
9.5.2,95b.3
9|3.3 IFD Character Waiting Time (CWT) behavior ISO/IEC 7816-3,1997 9.5.3.1
9|3.4 IFD-reaction to ICC exceeding CWT ISO/IEC7816-3:1997 9.5.3.1
9|3.5 Block Guardtime (BGT) ISONEC 7816-3:1997 9.5.3.8
9|3.6 Block sequencing by the IFD ISO/IEC 7816-3:1997 9.7.3
9|3.7 Recovery of a transmission error by the IFD ISO/IEC 7816-3:1997 9.7.3
9/3.8 IFSC negotiation ISO/IEC 7816-3:1997 9.5.2
9/3.9 Abortion by the ICC ISO/IEC 7816-3:1997 9.7.3

5 Test methods for physical characteristics of ICCs with contacts

5.1 Dimension and Location of Contacts

The plirpose is to determifieythe compliance of the dimensions and the location of the ICC’s contacts with
7816-2:1999.

5.1.1 | Apparatus

An ICC-Holder and a flattening plate compliant with clause 4.6.1

Any deviCe capable of executing the procedure below with the defined accuracy.

ISO/IEC

5.1.2 Procedure

a) Mount the ICC in the default measurement position as defined in 4.6.1.

b) Construct two lines parallel to the X-AXiSgeference @nNd two lines parallel to the Y-AXiSgeterence ON the ICC surface,
forming the minimum contact area C1 as defined in ISO/IEC 7816-2:1999 with an accuracy of equal to or
better than 0,01 mm.

c) Check, if the rectangular area enclosed by the four lines is completely covered by contact metallization and
note the result.

© ISO/IEC 2001 — Al rights reserved
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d) Check, if the metallization within the rectangular area enclosed by the four lines is connected to metallization in

any

e) Rep

other minimum contact area and note the result.

eat b) to d) for the minimum contact areas C2 to C8.

5.1.3 Testrepott

The test
metallizg

5.2 Stat

To test the compliance with the requirement from the base standard, the following test methed shall be used:

United S
31 Dece

NOTE
United St

521 T

The test

5.3 Eleq
The purq

This test]

531 A

Ohmmeter with a range from 10 mQto 2 Q having an accuracy of £ 2 mQ and test prods as defined in Fig
surement current shall’be less than or equal to 100 mA and the measurement voltage shall be less than or

The me3
equal to

report shall state for each observed minimum contact area, whether it is completely covered by d
tion and if it is connected to metallization in any other minimum contact area.

c electricity

tates of America, Department of Defense, Test Method Standard, Microcircuits, MIL-STD-883, Verg
mber 1996, Method 3015.7 ‘Electrostatic discharge sensitivity classification’.

One way of obtaining this document is to download it from the WWW-site-of the Defense Supply Center, Col
htes of America using the URL'’s http://www.dscccols.com or http://wwwedscc.dla.mil.

est Report

report shall state the class of ESD failure threshold.

trical surface resistance of contacts
ose of this test is to determine the surfacgtesistance of the ICC contact surface.

method supersedes the test method defined in ISO/IEC 7816-1:1998, 4.2.5.

pparatus

P0 mV.

ontact

ion E,

imbus,

ure 4.
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Test prod
BABOHS—ReasURRG

Pin tip
gold plated surface

l Card contact

4 Vi /4 \LCUM >__;

S

d= 0,80 =002

x= 150 358

R= 0,40¢ 002

Force mpplied = 0,50 N 0,10 N
Minimum rectangular
surface area

=~ Measuring poipt,

Figure 4 — Test prods

5.3.2 | Procedure
Place [the ICC on adlat'hard surface.
Apply the two _test prods to each present minimum contact area as defined in ISO/IEC 7816-2:1999.

Measyre-the'electrical resistance between the two test-prods for each present minimum contact area.

NOTE Start applying measurement current and voltage after making the mechanical contact.

5.3.3 Testreport

Report the resistance values for each measured minimum contact area.

5.3.4 Preliminary requirement

The base standard does not specify a value corresponding to this test. Until the base standard is revised, 500 mQ
shall be used as the maximum allowed surface resistance.
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5.4 Surface profile of contacts

The purpose is to determine the difference in thickness between the ICC’s contacts and the adjacent ICC surface.

5.4.1 Apparatus

An ICC-Holder and a flattening plate compliant with clause 4.6.1.

A measyrement device measuring the distance between the level rigid plate of the ICC-holder and-the surface of

an ICC placed on the ICC-holder rectangular to the level rigid plate with an accuracy of 0,01.-mm. The 3
measurgment shall be 2,5 mm wider in all directions than the area covered by contact metallization of the IC(

tested. Thhe measurement tip shall be equivalent to Figure 5:

542 H

The posi

Measurement tip T
Direction of
Measurement
/ i
ICC
contact r=2mmto6mm,Ra<2pum
|
ICC

7

ICC-holder level rigid plate

Figure 5 — Measurement tip

tioning tolerance of the measurement tip relative to the measurement line in the procedure below sh

rea of
[ to be

all not

exceed

a) Mount the ICC in the default measurement position as defined in 4.6.1.

b) Construct a measurement line on the surface of the ICC along the centerline of the minimum contact areas C1

and C5, beginning and ending at a distance of 2 mm of the metallized contact surface (Figure 6).

c) Measure the distance between the level rigid plate and the start and endpoint of the measurement line and

calculate the arithmetic average of the two distances, subsequently called ‘base thickness".

d) Determine the minimum and maximum distance between the level rigid plate and all points on the surface of
the ICC along the measurement line.

24
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e) Calculate the difference between the base thickness and the maximum and minimum distance determined
under d) in such a way that a distance higher than the base thickness results in a positive value and a distance
below in a negative.

i R

g9 D

543

Repor
tip use

6 T

6.1V

epeat b) to e) for the centerlines of the contacts C2 and C6, C3 and C7 and, if present, C4 and C8.
ptermine the minimum and maximum value of all values determined under e).
Line of measurement
1 1
1 1
| o] \
cL— | , o5 _
| : : _ _Centerlme
| | _ ] Minimum Contact
! 1 1
! | I
c3—| — : [ T—cz
! 1 1
/': [R— /_ _N
H | N
c4— i 7 | TS=cs
\ Minimum
Physical ~ Contact
2 Contacts Areas 2

. . ( not to scale
all dimensionssin mm

Figure 6 — Measurement line across contacts C1 and C5

Test report

t the minimum and maximum value determined in the procedure, step g) and the radius of the mea:
d.

est metheds for electrical characteristics of ICCs with contacts

CC contact

The p

rpase of this test is to measure the current consumed by the ICC on the VCC contact and to check

surement

f the ICC

operates within the specified range of Vcc (see ISO/IEC 7816-3:1997, 4.3.2).

6.1.1

See cl

6.1.2

Apparatus

ause 4.6.2

Procedure

Connect the ICC to the ICC-test-apparatus.
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a) Set the following parameters in the ICC-test-apparatus (begin with lowest voltage class supported by the ICC):

Parameter Setting
Vee Ve min
feix fok max @

Q

fcuk max in accordance with ISO/IEC 7816-3:1997, 6.5.2

b) Res

¢) Run

bt the ICC.

the following values determined:

the Test Scenario. During this communication the following signals shall ke eontinuously monitorg

Characteristic

Value

ICC

lcc max

d) Perf
stop|

prm a clock stop in accordance with ISO/IEC 7816:3:1997, 5.3.4 if supported by the ICC. During th¢
the following signals shall be continuously monitored and the following values determined:

Characteristic

Value

ICC

lcc max

e) Res
f)  Run
mory

itored and the follewing values determined:

art fc k in accordance with 1ISO/IEC 7816-3:1997, 5.3.4.

the Test Scenario. \During this communication the following characteristics shall be contin

Characteristic

Value

ICC

lcc max

d and

p clock

uously

g) Repeat step b) to f) with Ve = Ve max.

h) Repeat test a) to g) for all voltage classes supported by the ICC.

6.1.3 Testreport

Report the values determined in the procedure and whether all communications were in conformance with ISO/IEC
7816-3:1997.

26
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6.2 1/0 contact

ISO/IEC 10373-3:2001(E)

The purpose of this test is to measure the contact capacitance of the 1/0O contact, the 1/0 output voltages (Von , Vo)
under normal operating conditions (Io. max/min and loy max/min), 1/0 tgr and tr during transmission mode of the ICC

and the /O input current (I,.) during reception mode of the ICC.

6.2.1 | Apparatus

See clause 4.6.2

6.2.2 | Procedure

Conngct the ICC to the ICC-test-apparatus.

a) Measure the capacitance Co of the 1/0O-contact.

b) Skt the following parameters in the ICC-test-apparatus (begin with lowestwoltage class supported by the ICC):

Parameter Setting
Vee Vce max
Vi V pmin
Vi Vi min
lon a
lov lo max

tr tgr max
te tr max

the ICC.

a8 Instead of a cufrent source for lon a 20 kQ resistor to VCC or an
equivalent circuitShall be used to prevent from overvoltage damages to

c) Reset thellCC.

d) RphJthe Test Scenario. During this communication the following characteristics shall be continuously

monitored and the following values determined:

© ISO/IEC 2001 — Al rights reserved
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Characteristic Value
I Iy max
n I max
Von Von mMin, Voy max
VoL VoL min, VoL max
tr tr max
te te max

e) Power down the ICC.

f)  Set the ICC-test-apparatus to the following parameters:

Signal Setting

Vece Ve min

Vi Vipsmax

Vi VL max

lon a

lov loL max

tr tr Mmax

te tr max
Instead of a. €ufrent source for lon a 20 kQ resistor to VCC or an
;amq;il\éaclfnt circuit’shall be used to prevent from overvoltage damages to

g) Resgtithe ICC.

h) Run the Test Scenario. During this communication the following characteristics shall be continuously
monitored and the following values determined:
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Characteristic Value
I Iy max
n I max
Von Von mMin, Voy max
VoL VoL min, Vo max
tr tr max
te te max

6.2.3

Repor
were i

6.3C

The p
runs w

6.3.1
Seec
6.3.2
Conne
a) M

b) S

bwer down the ICC.

peat step b) to i) for all supported voltage classes

Test report

t the capacitance of the I/O-contact, the values determined in the procedure and whether all commu
h conformance with ISO/IEC 7816-3:1997.

| K contact

Irpose of this test is to measure the current consumed by the ICC on the CLK contact and to check i
ith the specified clock frequencies and waveforms (see ISO/IEC 7816-3:1997, 4.3.4 and 6.5.2).

Apparatus

ause 4.6.2

Procedure
ct the ICC totheACC-test-apparatus.

basure thie capacitance Cc i of the CLK-contact.

nications

f the ICC

bt the following parameters in the ICC-test-apparatus (begin with lowest voltage class supported by tre ICC):

© ISO/IEC 2001 — Al rights reserved
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Signal Setting
Vee Vce max
Vi Vg min
Vi VL min
fok feuk Min

Duty cycle 40 % high

c) Resgtthe ICC.

uously

d) Set fcik to fok max in accordance with ISO/IEC 7816-3:1997, 6.5.2.
e) Run| the Test Scenario. During this communication the following tcharacteristics shall be contin
morjitored and the following values determined:
Characteristic Value
I Iy max
I lpvmax
f)  Power down the ICC.
g) Setthe ICC-test-apparatus to the<following parameters:
Parameter Setting
Vee Ve min
Vin Vi max
Vi VL max
fok folk max
Duty cycle 40 % high

h) Resetthe ICC.

i) Run the Test Scenario. During this communication the following signals shall be continuously monitored and

the following values determined:

30
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Characteristic Value
IIH IIH max
|||_ |||_ max

i)  Ppwer down the ICC.

k) Rppeat step b) to j) for all supported voltage classes.

6.3.3 | Test report

Report the capacitance of the CLK-contact, the values determined in _thev procedure and whether all
commjunications were in conformance with ISO/IEC 7816-3:1997.

6.4 RBT contact

The ptirpose of this test is to measure the current consumed by the IGC on the RST contact and to check if the ICC
runs with the allowed min and max timing values and voltages ofia RST signal (see ISO/IEC 7816-3:1997,/5.3.2).

6.4.1 | Apparatus

See clause 4.6.2

6.4.2 | Procedure
Conngct the ICC to the ICC-test-apparatus:
a) Measure the capacitance Cgst ofithé RST-contact.

b) Skt the following parametets in the ICC-test-apparatus (begin with lowest voltage class supported by the ICC):

Paranieter Setting
Vee Vce max
Vi Vg min
Vi VL min
feix feue min

c) Resetthe ICC.

d) Run the Test Scenario. During this communication the following signals shall be continuously monitored and
the following values determined:

© ISO/IEC 2001 — Al rights reserved 31


https://standardsiso.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

Characteristic Value
IIH IIH max
|||_ |||_ max

e) Power down the ICC.

f)  Set the ICC-test-apparatus to the following parameters:

Parameter Setting
Vee Ve min
Vi VL max
Vi Vi max
fok foLk max

g) Resgtthe ICC.

h) Run|the Test Scenario. During this communication the following signals shall be continuously monitored and
the following values determined:

Characteristic Value
I liy max
|||_ |||_ max

i) Power down the [€C.

i) Repgat step-b)1o i) for all supported voltage classes.

6.4.3 Testreport

The test report shall state the capacitance of the RST-contact, the values determined in the procedure and whether
all communications were in conformance with ISO/IEC 7816-3:1997.

6.5 VPP contact

This test applies if the requirement for Vpp is indicated by the ICC in the ATR under class A operating conditions. If
Vpp is indicated by the ICC, the test-apparatus shall request a write procedure (this is application and protocol
dependent) to be initiated by the ICC. When the ICC requests the programming state, the ICC-test-apparatus
applies Vpp and measures lpp.
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7 Test methods for logical operations of ICCs with contacts
7.1 Answer to Reset (ATR)

7.1.1 Cold Reset and Answer-to-Reset (ATR)

The purpose of this test is to determine the behavior of the ICC during the cold reset procedurefaccprding to
ISO/IEC 7816-3:1997 5.3.2.

7.1.1.1 Apparatus

See clause 4.6.2
7.1.1.2 Procedure
Conngct the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuodsly monitored and all signal tfansitions
(level pnd timing) as well as the logical content of the communicationshall be recorded:

Contact

VvCC

RST

CLK

I/0

a) Agtivate the ICC in accordance with 7816-3:1997, 5.2.

b) Skt RST to state H 400-clock-cycles after CLK was activated.

c) If|the ICC reacts.with sending an ATR, signal a transmission error in accordance with ISO/IEC 7816-3:1997,
6]3.3 for at least one character (randomly chosen) of the ATR.
d) Run the.Test Scenario with the ICC.

e) Ppwer down the ICC.

7.1.1.3 Testreport
Report the signal recordings and the ATR.
7.1.2 Warm Reset

The purpose of this test is to determine the behavior of the ICC during the warm reset procedure according to
ISO/IEC 7816-3:1997, 5.3.3.
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7121

Apparatus

See clause 4.6.2

7.1.2.2 Procedure
Connect|the ICC to the ICC-test-apparatus.
During the following procedure the following contacts shall be continuously monitored and all sighal tran
(level anf timing) as well as the logical content of the communication shall be recorded:
Contact

VCC

RST

CLK

I/0

a) Actiy
b) Run
c) Gen
d) Ifth
6.3.
e) Run
f) Pow
7.1.2.3

Report the signal recordings and the ATR.

7.1.3 S

The pur

ate and reset the ICC in accordance with ISO/IEC 7816-3:1997, 5.2 and 5.3.2.
the Test Scenario with the ICC.
erate a warm reset with a duration of 400*clock-cycles in accordance with ISO/IEC 7816-3:1997, 5.3

b |CC reacts with sending an ATR; signal a transmission error in accordance with ISO/IEC 7816-3
B for at least one character (randomly chosen) of the ATR.

the Test Scenario with the(CC.

er down the ICC.

Test report

election of the operation class A

sitions

3.

11997,

W N - - W - L - ) i) 1 - £ 1 D 1 IWaVal (] ol A s
USC Ul UTNS 15U 15 U UCiermme uie UETIavIiUl Ul LUldss B Uly TUL UTNTUET Lidss A UPeTatlty LUT

according to ISO/IEC 7816-3:1997, 4.2.1 and 4.2.2.

NOTE

7.131

Only to be performed if ICC is class B only!

Apparatus

See clause 4.6.2

34
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7.1.3.2 Procedure
Connect the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) shall be recorded:

Contact

VCC

RST

CLK

I/0

a) Adtivate and reset the ICC under class A conditions.

b) Wait for at least 1 s.

NOTE A class B only ICC shall not react to a reset under class-“A conditions.

c) Deactivate the ICC, wait at least 10 ms and activate and reset the ICC under class B conditions.

d) Run the Test Scenario with the ICC.

7.1.3.3 Testreport

Report the signal recordings.

7.2 T¥0 Protocol

NOTE The subsequent'tests are applicable only, if the ICC supports the T=0 protocol.

7.2.1 | I/O transmission timing for T=0 protocol

The plrpose<ofithis test is to determine the timing of the data transmitted by the ICC (see ISO/IEC 7816-3:1997,
6.3.1,16.3.2,8:2).

7.2.1.] Apparatus

See clause 4.6.2

7.2.1.2 Procedure
Connect the ICC to the ICC-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

CLK

I/0

a) Run

b) Rep
7.

c) Rep

7.2.1.3

Report the protocol recordings.

722 |

The purf
3:1997, ¢

7221

See clau

7.2.2.2
Connect
a) Run

b) Duri
tran

the Test Scenario with the ICC with nhominal bit-timing parameters (see ISO/IEC 7816-3:1997, 8.2).

bat a) with every provided ETU-factor controlled by PPS as described in ISO/EC 7816-3:1997, 6.5

pat a) and b) for all provided applications.

Test report

O character repetition for T=0 protocol

ose of this test is to determine use and timing“of the character repetition by the ICC (see ISO/IEC
5.3.3).

Apparatus

se 4.6.2

Procedure
the ICC to the ICC-test-apparatus.
the Test Scenarig with the ICC with nhominal bit-timing parameters (see ISO/IEC 7816-3:1997, 8.2).

hg the following part of the procedure the following contacts shall be continuously monitored and all
Sitions_(level and timing) as well as the logical content of the communication shall be recorded:

RST

CLK

I/0

36
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c) On each byte sent by the ICC generate five successive error conditions according to ISO/IEC 7816-3:1997,
6.3.3 with minimum duration (1 etu + &) and minimum time between the leading edge of the start bit and the
leading edge of the error signal ((10,5 - 0,2) etu + ).

d) On each byte sent by the ICC generate five successwe error conditions accordmg to ISO/IEC 7816 3:1997,

e) R
NOTE
7.2.2.
Repor
7.2.3

The p
3:1991

7.2.3.
Seec
7.2.3.]

Conng

During
(level

adlng edge of the error S|gnal ((10 5+ O 2) etu st)

epeat c) to d) for all provided ATRs (see mode selection in ISO/IEC 7816-3:1997, 6.6.)

& is the bit timing generation accuracy of the ICC-test-apparatus.

B Test report

t the protocol recordings.

I/0 reception timing and error signaling for T=0 protocol

(,6.3.1,6.3.2, 6.3.3, 8.2).

| Apparatus

ause 4.6.2

P Procedure
ct the ICC to the ICC-test-apparatus.

the following procedure the following contacts shall be continuously monitored and all signal t
and timing) as well as the logical content of the communication shall be recorded:

Contact

vCe

RST

CLK

I/0

Lrpose of this test is to determine the reception timing and error signaling of the ICC (see I1SO/I&

and the

C 7816-

ansitions

a) Set the following bit-timing-parameters at the ICC-test-apparatus:
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Parameter

Value

See

Character frame length

maximum (tn = (n + 0,2) etu -&)

ISO/IEC 7816-3:1997, 6.3

Remark: No maximum value

Dal bai 4
Utiay DTLWWCTTT LwWuU

consecutive characters

9600 etu

defined for the ICC in ISO/IEC
7816-3:1997

b) Run|the Test Scenario with the ICC.

c) Generate five consecutive parity errors for a single byte after which a single valid byte.is transmitted, fg
by five consecutive parity errors for the next single byte in the transmission.

d) Repgat a) to b) with every provided ETU-factor controlled by PPS as describedjn ISO/IEC 7816-3:1997,

—

e) Se

he following bit-timing-parameters at the ICC-test-apparatus:

llowed

6.5.2.

Parameter

Value

See

Character frame length

Minimum (tn = (n - 0,2)etu + &)

ISO/IEC 7816-3:1997, 6.3

Delay between two
consecutive characters

12 etu + Q¥ N/f + &

ISO/IEC 7816-3:1997, 6.3

f) Reppat b) to d).

g) Repgat a) to f) for all provided applications.

7.2.3.3 | Testreport

Report the protocol recordings.

7.3 T=1|Protocol
NOTE 1

NOTE 2

The subSequent test methods are applicable only, if the ICC supports the T=1 protocol.

Seme~of the subsequent descriptions of test methods contain scenarios to illustrate the described procs

pdures.
Ind the

Some of these scenarios are based on the assumption, that the ICC contains a transparent file with a length of 36 bytes &
4 —_and-und and 0,0 00-BO-00 000 S B B

content '3

7.3.1

I/0 transmission timing for T=1 protocol

S

The purpose of this test is to determine the timing of the data transmitted by the ICC (see ISO/IEC 7816-3:1997,

6.3.1,6.3.2,6.5.3,9.3,9.4,9.5.2,9.5.3).

7.3.1.1 Apparatus

See clause 4.6.2
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2 Procedure

:2001(E)

During the following procedure the following contacts shall be continuously monitored and all signal transitions

(level

and timing) as well as the logical content of the communication shall be recorded:

Contact

VCC

RST

CLK

I/0

bit-timing
naracters

a) RuUIn a typical T=1 and application specific communication with the ICE for at least 1 s with nominal
parameters (see ISO/IEC 7816-3:1997, 9.3) and the minimumdelay between two consecutive ¢
defined by N (see ISO/IEC 7816-3:1997, 6.5.3) in the ATR.

b) Rppeat a) with every provided ETU-factor controlled by PPSas described in ISO/IEC 7816-3:1997, 6.5.2 and
7

c) Repeat a) to b) for each provided application.

7.3.1.

B Test report

Report the protocol recordings.

7.3.2

The p

I/0 reception timing for T=1 protocol

3:1997, 6.3, 9.3, 9.4, 9.5.2, 9.5.3).

7.3.2.

Seec

| Apparatus

ause 4.6.2

7.3.2.2 Precedure

Conngct-the ICC to the ICC-test-apparatus.

Irpose of this test is to determine the reception timing of the ICC using the T=1 Protocol (see ISO/IEC 7816-

During the following procedure the following contacts shall be continuously monitored and all signal transitions

(level

and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

CLK

I/0

a) Set the following bit-timing-parameters at the ICC-test-apparatus:

Parameter

Value

See

Character frame length

Maximum (th = (n + 0,2) etu - &)

ISO/IEC 7816-3:1997, 6.3

Guard time

Maximum

ISO/IEC 7816-3:1997, 6.3, 9.5.3

Delay between two
consecutive characters

(11 +2°"" etu - &,

ISO/IEC 7816-3:1997, 9.5.3.1

b) Runja typical T=1 and application specific communication with the ICC for at least 1 s.

c) Repgat a) to b) with every provided ETU-factorcontrolled by PPS as described in ISO/IEC 7816-3:1997, 6.5.2

and|7.

d Se

—

he following bit-timing-parameters at the ICC-test-apparatus:

Parameter

Value

See

Character frame.length

Minimum (th=(n - 0,2) etu + &)

ISO/IEC 7816-3:1997, 6.3

Guard time

Minimum

ISO/IEC 7816-3:1997, 6.3, 9.5.3

Delay between two
consecutive characters

12etu+ Q*N/f + g

ISO/IEC 7816-3:1997, 6.5.3

e) Run atypical T=1 and application specific communication with the ICC for at least 1 s.

f) Repeat d) to e) with every provided ETU-factor controlled by PPS as described in ISO/IEC 7816-3:1997, 6.5.2

and 7.

7.3.2.3 Testreport

Report the protocol recordings.

40
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7.3.3

NOTE

ISO/IEC 10373-3:

ICC Character Waiting Time (CWT) behavior

the notation used in the description of the procedure below is defined in ISO/IEC 7816-4:1995.

2001(E)

The purpose of this test is to determine the reaction of the ICC regarding CWT (see ISO/IEC 7816-3:1997, 6.3,

9.5.3.

).

7.3.3.

Seec

7.3.3.1
Conne
a) Bg
by S

¢) R

7.3.3.
Repor
7.3.4

The p
3:1991

| Apparatus

ause 4.6.2

P Procedure

ct the ICC to the ICC-test-apparatus.

 positioned in a transparent file made of at least 2 bytes.

end a block of n bytes to the ICC with the CWT announced in the AFR.

pcord presence, content and timing of the ICC-response.

Scenario 1 — ICC Character Waiting'Time (CWT) behavior

ICC-test-apparatus ICC
1(0,0)(INFT="00 BO 00 00 02") 000 -
<o ICC-Response
T INF.FIELD of COMMAND is READ BINARY 2 BYTES

B Test report

t the presence,the-content and the timing of the ICC-response.

ICC-reaction to IFD exceeding character waiting time (CWT)

Lirpose”of this test is to determine the reaction of the ICC on the IFD exceeding CWT (see I1SO/IE
(,4.3:3, 6.3, 9.3).

EC 7816-

7.3.4.1 Apparatus

See cl

ause 4.6.2

7.3.4.2 Procedure

Connect the ICC to the ICC-test-apparatus.

a) Send less than n bytes of a block of n bytes to the ICC.

© ISO/IEC 2001 — Al rights reserved
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b) Record the presence, the content and the timing of the ICC response.

NOTE The reaction of the ICC on possible collisions resulting from the interruption should be investigated.

7.3.4.3 Testreport

Report ttLe presence, the content and the timing of the ICC-response.

7.3.5 Block Guardtime (BGT)

The purpose of this test is to measure the time between the leading edges of two consecutive ‘characters|(BGT)
sent in opposite directions (see ISO/IEC 7816-3:1997, 9.5.3.3).

7.3.5.1 | Apparatus

See clause 4.6.2

7.3.5.2 | Procedure

Connect|the ICC to the ICC-test-apparatus.

7.3.5.2.) Procedurel

a) Be ppsitioned in a transparent file made of at least 2 bytes.
b) Builgl a correct I-block

c) Senf the I-block to the ICC.

d) The|lCC should respond with a correct\-Block according to Rule 1.

Scenario 2 — Block Guardtime (BGT), Procedure 1

ICC-test-apparatus ICC

1(0,0)(INFY00 BO 00 00 02°) o000 -

-00n 1(0,0)(INF = ‘31 32 90 00°)

e) Recordgthe timing startmng with the start it of the tast Tharacter from the TCCtest-apparatus up to the start bit
of the first character of the ICC response.

7.3.5.2.2 Procedure 2
a) Be positioned in a transparent file made of at least 2 bytes.
b) Build an I-block with a wrong EDC (error detection character).

¢) Send the I-block to the ICC.
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d) The ICC should send correctly a negative acknowledgement R-block indicating an EDC error in its protocol

e)

control byte (PCB) according to Rule 7.1:

Scenario 3 — Block Guardtime (BGT), Procedure 2

[CC-test-apparatus ICC
1(0,0)(INF ='00 B0 00 00 02)(EDC
=Wrong) bbb -
~ggg R(0)(PCB="81)

Record the timing starting with the start bit of the last character from the ICC-teSt-apparatus up to thg
of the first character of the ICC response (see 7816-3:1997, 9.5.3.3).

7.3.5.83 Testreport

Report the recorded timings.

7.3.6 | Block sequencing by the ICC

The plirpose of this test is to determine the reaction of the:ICC to a transmission error (see ISO/IEC 781§
9.4, 9]7.3).

Errongous block: block which suffered a transmission error, i.e. one or more characters of wrong parity, o
in the epilogue.

7.3.6.1 Apparatus

See clause 4.6.2

7.3.6.2 Procedure

Conngct the ICC to the 1CC-test-apparatus.

7.3.6.2.1 Procedure 1

a) Reset thellCC.

b)

c)

p start bit

p-3:1997,

an error

Send’an erroneous block to the ICC

If the ICC does not start sending a block within BWT or sends R(0) then send the correct block again.
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Scenario 4 — Block sequencing by the ICC, Procedure 1

ICC-test-apparatus IcC
1(0,0)(INF = "00")(EDC = Wrong) Oood -
<o R(0)(PCB="81")
1(0,0)(INF = "00 BO 00 00 02’) Oood -
-oono 1(0,0)(INF = Response)

d) Recprd the response of the ICC.
7.3.6.2.0 Procedure 2
a) Resgt the ICC.
b) Senfl block 1(0,0) to the ICC, with the INF field containing a eomimand supported by the ICC.
c) Wait for the answer of the ICC, and send an erroneous:block to the ICC.
d) If the ICC does not start sending within BWT or.sends R(1) with bit b1l of the PCB set to 1 then sehd the
erroheous block again up to 3 times.
Scenario 5 — Block’sequencing by the ICC, Procedure 2
ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00,00 02’) o000 -
~gJgono 1(0,0)(INF = ‘31 32 90 00")
1(1,0)(INE="00")(EDC = Wrong) 000 =
<o R(1)(PCB="91")
HE 0 (INF=80(EBE="ong) H =
<o R(1)(PCB="91")
1(1,0)(INF = ‘00")(EDC = Wrong) 000 =
g ICC response
e) Record the response of the ICC including whether the ICC stays mute after receiving the last block or not.

44
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7.3.6.2.3 Procedure 3 (with chaining)
a) Reset the ICC.

b) Send block 1(0,1) to the ICC, with the INF field containing a command needing chaining supported by the ICC.

c) Wait for the answer of the ICC, and send an erroneous block to the ICC.

d)

flthe ICC does not start in BWT or sends R(1) with bit b1l of the PCB set to 1 then send the‘erronegus block
again.

Scenario 6 — Block sequencing by the ICC, Procedure 3 (with chaining)

ICC-test-apparatus ICC
1(0,1)(INF = Beginning of the
command) oot -
oo R(1)(PCB=90")
I(1,0)(INF = End of the
command)(EDC = Wrong) D00
e 0 R(1)(PCB="91’)
1(1,0)(INF = End of the
command)(EDC = Wrong) oo -
oo R(1)(PCB="91’)

1(1,0)(INF = End of the eommand) 000 =

<o ICC Response

e) Record the reaction of the ICC.

7.3.6.3 Testreport

Report the reaction of the ICC for each procedure.

7.3.7 Reactions of the ICC to protocol errors
The purpose of this test is to analyze the reaction of the ICC to a protocol error (see ISO/IEC 7816-3:1997, 9.7.3).

Faulty block: Invalid block with unknown PCB encoding, or known PCB encoding with wrong N(S), N(R) or M, or
PCB not matching with the expected block.

7.3.7.1 Apparatus

See clause 4.6.2
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7.3.7.2 Procedure
Connect the ICC to the ICC-test-apparatus.

a) Reset the ICC.

b) Senfl a faulty block to the ICC.

c) If the ICC does not start sending a block within BWT or sends R(0) with bit b2 of the PCB set to] 1I"then send
the ¢orrect block. If the ICC remains mute the test ends at this point.

Scenario 7 — Reactions of the ICC to protocol errors

ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00 00
02")(PCB=Wrong) bbb -
<o R(0)(PCB='82") or mute ICC
1(0,0)(INF = ‘00 BO 00 00 02" 000 =
<0 03 ICC Response

This testimay be repeated with different types of wrahg PCB.

7.3.7.3 | Testreport

Report the reaction of the ICC.

7.3.8 Recovery of atransmission error by the ICC
The purgose of this test is,tosanalyze the ICC reaction to a negative acknowledgement (see ISO/IEC 7816-3:1997).
Negativgd acknowledgement: R-Block with N(R) out of sequence.

7.3.8.1 | Apparatls

See clause4.6.2

7.3.8.2  Procedure
Connect the ICC to the ICC-test-apparatus.
a) Resetthe ICC.

b) Send block 1(0,0) to the ICC, with the INF field containing a command supported by the ICC (Read Binary of
two bytes without offset) and wait for the answer contained in block 1(0,0) or 1(1,0).

¢) Send R(0) or R(1) to the ICC. Get the response from the ICC.

46 © ISO/IEC 2001 — All rights reserved


https://standardsiso.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

d) The ICC should repeat the I-block.

ISO/IEC 10373-3:2001(E)

Scenario 8 — Recovery of a transmission error by the ICC

ICC

ICC-test-apparatus
1(0,0)(INF = ‘00 BO 00 00 02’) O00d -
<o

R(0)(PCB="81") oo -
<o

1(1,0)(INF = ‘00 BO 00 00 02') O00d -
<o

R(1)(PCB="91’) 0o -
<

10,0)(INF = 31 32 90 00?)

1(0,0)(INE431 32 90 00°)

I(1,0)(INF = ‘31 32 90 00°)

I(1,0)(INF = ‘31 32 90 00)

7.3.8.83 Testreport

Report the reaction of the ICC.

7.3.9 | Resynchronization

The plrpose of this test is to~check the behavior of the ICC after a resynchronization (see ISO/IEC 781§

9.7.3)

7.3.9.1 Apparatus

See clause 4.62

7.3.9.2 “Procedure

p-3:1997,

Connect the ICC to the ICC-test-apparatus.

a) Reset the ICC.

b) Exchange two I-blocks in each direction with a command supported by the ICC.

¢) Send 2 negative acknowledgement blocks and then an S(RESYNCH request) block to the ICC.

d) Record the response of the ICC

e) If the ICC sends S(RESYNCH response), send 1(0,0) block.

© ISO/IEC 2001 — Al rights reserved
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f)  Record the response of the ICC

Scenario 9 — Resynchronization

ICC-test-apparatus IcC
1(0,0)(INF = ‘00 BO 00 00 02') ooo o
-0o0g 1(0,0)(INF = ‘31 32 90 Q0')
I(1,0)(INF = ‘00 BO 00 00 03") Ooood -
-0o0g I(1,0)(INF = :81.32 33 90 00')
R(1)(PCB="91") oo -
-0o0g I(0,0)(INF = '31 32 33 90 00")
R(1)(PCB="91") oo -
<008 I(1,0)(INF = ‘31 32 33 90 00")
S(RESYNCH request) ENEEEN
-0og S(RESYNCH response)
1(0,0) oo -
~gogd ICC response
7.3.9.3 | Test report
Report the reactidn of the ICC.
7.3.10 IFSD negotiation

The purpose of this test is to check the IFSD negotiation (see ISO/IEC 7816-3:1997, 9.5.2).

7.3.10.1 Apparatus

See clause 4.6.2

7.3.10.2 Procedure

Connect the ICC to the ICC-test-apparatus.
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a) Reset the ICC.

b) Exchange one I-block in each direction with a command supported by the ICC.

¢) Send block S(IFS request) to the ICC.

d R
7.3.10
Repor
7.3.11

The p

7.3.11

Seec
7.3.11
a) Rg

b)

m

Scenario 10 — IFSD negotiation

ICC-test-apparatus ICC
1(0,0)(INF = ‘00 BO 00 00 02’) o000 -
g 1(0,0)(INF < ‘31 32 90 00")
S(IFS request) 000 =
g ICC Response

pcord the response of the ICC.

.3 Test report

L the response of the ICC.
Abortion by the IFD

Irpose of this test is to check the chaining abortion behavior of the ICC (see ISO/IEC 7816-3:1997, 9

.1 Apparatus

ause 4.6.2

.2 Procedure

pset the 1CCx

xchange'one I-block in each direction with a command supported by the ICC.

c)

d) Wait for the answer of the ICC, and send S(ABORT request).
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Scenario 11 — Abortion by the IFD

ICC-test-apparatus IcC
1(0,0)(INF = ‘00 BO 00 00 02') Ooood -
000 1(0,0)(INF = ‘31 32 90 00")
I(1,1)(INF = "00-B0") Ooood -
<o R(0)(PCB="80"%)
S(ABORT request) Ooood -
~gogd ICC response

e) Recprd the presence and content of a response of the ICC.

7.3.11.3| Testreport

Report the presence and content of a response of the ICC.

D

8 Tegqt methods for physical and electrical characteristics of the IFD

8.1 Activation of contacts

The purpose of this test is to determine‘the sequence of the activation of contacts during the activation of the ICC
activation phase (see ISO/IEC 7816:3:1997, 5.2, 5.3.1, 5.3.2).

8.1.1 Apparatus

See clause 4.6.3

8.1.2 Hrocedure

Connect|the I1ED to the IFD-test-apparatus.

a) Measure level and timing of the signals on the IFD contacts for at least 1 s.
b) Activate the IFD.
¢) Measure level and timing of the signals on the IFD contacts for at least 1 s.

NOTE The activities necessary to ‘Activate the IFD’ are very dependent on the construction of the IFD. They shall include
all activities necessary until the IFD provides the ‘Cold reset of the card’ procedure as defined in ISO/IEC 7816-3:1997, 5.2.
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Report the recorded levels and timing of the signals on all IFD contacts.

2001(E)

Due to the missing definition of delay timings in ISO/IEC 7816-3:1997 the value of 20 ns shall be used as the

minimum delay between two subsequent signal transitions during the activation of contacts until a differe
defined in ISO/IEC 7816-3:1997.

8.2 VCC contact

The plrpose of this test is to measure the voltage provided by the IFD on the VCC contact {see 1SO/IH
3:1997, 4.3.2).

8.2.1 | Apparatus

See clause 4.6.3

8.2.2 | Procedure
Conngct the IFD to the IFD-test-apparatus.

a) Sq

b) Aftivate the IFD.

c)

d)

e)

f)

value is

The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

Generate an ATR with the following parameters:

EC 7816-

bt the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):
Signal Setting
lcc lcc min

Parameter Setting See
Fl lowest available value ISO/IEC 7816-3:1997, 6.5.2
X 11 ISO/IEC 7816-3:1997, 6.5.5

If the IFD generates a PPS then response the requested parameters.

Let the IFD run the Test Scenario with the IFD-test-apparatus. During the whole communication

generate

current spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:1997, 4.3.2. During
this communication the following signals shall be continuously monitored and the following values determined:

© ISO/IEC 2001 — Al rights reserved
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Characteristic

Value

VCC

Vce min, Vce max

g) |If the IFD generates a clock stop (see ISO/IEC 7816-3:1997, 5.3.4), set parameter Icc at the-IFP-test-
apparatus to Icc max for the time of the clock stop. During the clock stop the following signals”shall be
continuously monitored and the following values determined:

Characteristic

Value

VCC

Vce min, Vce max

h) Deaftivate the IFD.

i) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the|IFD):

Parameter

Setting

ICC

lcc max

i) Actiyate the IFD.

k) The]lFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

) Generate an ATR with the following parameters:

Parameter Setting See
FI highest available value ISO/IEC 7816-3:1997, 6.5.2
X 11 ISO/IEC 7816-3:1997, 6.5.5

m) If th¢ IFD generates a PPS then response the requested parameters.

n) Let the TFD run the Test Scenario with the TFD-test-apparatus. During the whole communication generate
current spikes randomly from 1 kHz to 100 kHz within the range defined in ISO/IEC 7816-3:1997, 4.3.2. During
this communication the following signals shall be continuously monitored and the following values determined:

Characteristic

Value

VCC

Vce min, Vce max

52
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0) If the IFD generates a clock stop (see ISO/IEC 7816-3:1997, 5.3.4), set parameter Icc at the IFD-test-
apparatus to Icc max for the time of the clock stop. During the clock stop the following signals shall be
continuously monitored and the following values determined:

Characteristic Value

Vce Vce min, Vce max

p) D
g R
8.2.3

Repor
(Icc an

8.31/¢

The p
under
and th

8.3.1
Seec
8.3.2
Conne
a) M

b) S

pactivate the IFD.

ppeat step a) to p) for all voltage classes supported by the IFD.

Test report

t the determined values Vcc min, Vcc max for all scenarios above together with the measurement ¢
d FI).

D contact
Irpose of this test is to measure the contact capacitancé ef the I/O contact, the I/O output voltages (

normal operating conditions (Io. max/min and loy max{min), 1/0 tg and tr during transmission mode d
e 1/0 input current (l,.) during reception mode of the lFD.

Apparatus

ause 4.6.3

Procedure
ct the IFD to the IFD-test-apparatus.
basure the capacitancé €jo of the I/0O-contact.

bt the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by t

onditions

Von: Vou)
f the IFD

ne IFD):
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<)
d)

f)

)

Parameter Setting
lcc lcc max
lin Iy max
I I max

Von Von Min
VoL VoL max
tr tr Min
te te min

Actiyate the IFD.

The|lFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

Gengerate an ATR.

Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the following

charjacteristics shall be continuously monitored andcthe following values determined:

Characteristic Value
Vi Vigmin, Viymax
Vi VL min, V,. max
lon lop max
loL loL max
R tr max
te te max

Deactivate the IFD.

h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

54
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Parameter Setting
lcc lcc max
lin liy min
I liL min

Von Von Min
VoL VoL min
tr tr max
tr t- max

i) Rpsetthe ICC.

i)  Run the Test Scenario. During this communication the_fellowing characteristics shall be continuously

monitored and the following values determined:

Characteristic Value
Vin Viymin, Vg max
Vi VL min, V,. max
lon lop max
lov loL max
tr tr max
g te max

k) Dgactivatethe IFD.

1)

Py

ppéat step b) to k) for all supported voltage classes.

8.3.3 Testreport

The test report shall state the capacitance of the 1/O-contact, the values determined in the procedure and whether

all communications were in conformance with ISO/IEC 7816-3:1997.

8.4 CLK contact

The purpose of this test is to determine the characteristics of the CLK signal (see ISO/IEC 7816-3:1997, 4.3.4)

© ISO/IEC 2001 — Al rights reserved

55


https://standardsiso.com/api/?name=b9c5dc5969cf374d2d0ee88c85463ff6

ISO/IEC 10373-3:2001(E)

8.4.1 Apparatus

See clause 4.6.3

8.4.2 Procedure

Connect|the IFD to the IFD-test-apparatus.

a) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the JFD):

Parameter

Setting

ICC

lcc max

IIH

Iy max

IIL

I, max

b) Actiyate the IFD.

c) ThellFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

d) Generate an ATR with the following parameters:

Parameter Setting See
FI Fl max ISO/IEC 7816-3:1997, 6.5.2
DI DI min ISO/IEC 7816-3:1997, 6.5.2

e) If th¢ IFD generates a PPS-then response the requested parameters.

f) Let the IFD run the)yTest Scenario with the IFD-test-apparatus. During this communication the following

charjacteristics shafl-be continuously monitored and the following values determined:

Characteristic (CLK) Value
Vi Vymin, Vi, max
Vi VL min, V,. max
tr tr Mmax
te te max
Duty Cycle min, max
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h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

Parameter Setting
lcc 0 mA
I I min
I liL min
i) Aftivate the IFD.
i) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).
k) Generate an ATR with the following parameters:
Parameter Setting See
FI Fl max ISO/IEC 7816-3:1997, 6.5.2
DI PlI'min ISO/IEC 7816-3:1997, 6.5.2
[) Ifithe IFD generates a PPS then response-the requested parameters.
m) Le¢t the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the [following
characteristics shall be continueusly monitored and the following values determined:
Characteristic (CLK) Value
Ve ViH min, Vi max
Vi VL min, VL max
tr tgr max
te tr max
Duty Cycle min, max
n) Deactivate the IFD.
0) Repeat step a) to n) for all supported voltage classes.
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8.4.3 Testreport

The test report shall state the values determined in the procedure, the corresponding parameters and whether all

communications were in conformance with ISO/IEC 7816-3:1997.

8.5 RSTreontact

The purq

8.5.1 Apparatus

See clause 4.6.3

8.5.2 Hrocedure

Connect|the IFD to the IFD-test-apparatus.

ose of this test is to determine the characteristics of the RST signal (see ISO/IEC 7816-3:1997, 4:3.4).

a) Set the following parameters in the IFD-test-apparatus (begin with lowestvoltage class supported by the JFD):

b)
c)
d)
e)

f)

)

58

Parameter

Setting

ICC

lcc max

IIH

Iy max

IIL

L max

Actiyate the IFD.

The|lFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

Gengerate an ATR.

If th¢ IFD generates a&PPS then response the requested parameters.

Let the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the following

characteristics shall be continuously monitored and the following values determined:

Characteristic (RST) Value
Vi Vigmin, Viymax
Vi VL min, V,. max
tr tr Mmax
te te max

Deactivate the IFD.
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h) Set the following parameters in the IFD-test-apparatus (begin with lowest voltage class supported by the IFD):

Parameter

Setting

ICC

0mA

IIH

I min

IIL

I min

i) Aftivate the IFD.

i) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

k) Generate an ATR.

[) Ifithe IFD generates a PPS then response the requested parametets.

m) Le¢t the IFD run the Test Scenario with the IFD-test-apparatus. During this communication the [following

characteristics shall be continuously monitored and the fallowing values determined:

Characteristic (RST)

Value

Vin Viymin, Vg max
Vi VL min, V,. max
tr tr Mmax
te t- max

n) Dgactivate the IFD.

Py

0)

8.5.3 | Test report

Report the values determined in the procedure and the corresponding parameters.

ppeat step a)to-n) for all supported voltage classes.

8.6 VPP contact

This test applies if the requirement for Vpp is required by the IFD application (see ISO/IEC 7816-3:1997, 4.3.6). If
the supply of Vpp is required by the application, the IFD-test-apparatus shall request programming state during an

application and protocol dependent communication, apply lsp max and measure Vpp.

8.7 Deactivation of the contacts

The purpose of this test is to determine the deactivation sequence of the contacts by the IFD (see ISO/IEC 7816-

3:1997, 5.4).

© ISO/IEC 2001 — Al rights reserved
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8.7.1 Apparatus

See clause 4.6.3

8.7.2 Procedure

Connect

a) Activate the IFD.

b) The

c) Generate an ATR.

the IFD to the IFD-test-apparatus.

IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).

) or at

d) If th¢ IFD generates a PPS then response the requested parameters.

e) Let the IFD run the Test Scenario with the IFD-test-apparatus. For every ‘deactivation procedure durin
the lend of the communication, starting with the falling edge of the RST-signal, continuously monifor the
following contacts and record voltage and timing of all signal transitions'en these contacts:

Parameter
VCC
VPP
RST
CLK
I/0
8.7.3 Testreport

Report the recorded levelsand timing of the signals on all IFD contacts.

NOTE
minimum
ISO/IEC 7

Due to the/missing definition of delay timings in ISO/IEC 7816-3:1997 the value of 20 ns shall be used
delay between two subsequent signal transitions during the activation of contacts until a different value is def
816-3:1997.

as the
ined in

9 Test methods for logical operations of the IFD

9.1 Answer to Reset (ATR)

9.1.1 ICC Reset (cold reset)

The purpose of this test is to determine the cold reset provided by the IFD (see ISO/IEC 7816-3:1997, 5.3.2).

60
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9.1.1.1 Apparatus

See clause 4.6.3

9.1.1.2 Procedure

Conngct the IFD to the IFD-test-apparatus.
a) Agtivate the IFD.

b) Cpntinuously monitor the RST signal and determine the timing (relative to the CLK-sighal) and voltage of all
transitions on the RST contact for at least 1 s.

9.1.1.3 Testreport

Report voltage and timing of all signal transitions on the RST contact.

9.1.2 | ICC Reset (warm reset)

The plirpose of this test is to determine the warm reset provided by-the' IFD (see ISO/IEC 7816-3:1997, 5.3.3).

9.1.2.1 Apparatus

See clause 4.6.3

9.1.2.2 Procedure

Conngct the IFD to the IFD-test-apparatus.

a) Adtivate the IFD.

b) The IFD resets the IFD-test-apparatus (ISO/IEC 7816-3:1997, 5.3.2).
c) Generate an ATR.

d)

=

the IFD generates-a'PPS then response the requested parameters.

e) bt the IFD runthe Test Scenario with the IFD-test-apparatus. During this communication the RST signal shall

b continugusly monitored and voltage and timing (relative to the CLK-signal) of any signal transition recorded.

o

9.1.2.3 “Testreport

Report the voltage and timing of all warm resets provided by the IFD, if any.

9.2 T=0 Protocol

NOTE The subsequent tests are applicable only, if the IFD supports the T=0 protocol.

9.2.1 /O transmission timing for T=0 protocol

The purpose of this test is to determine the timing of the data transmitted by the IFD
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Apparatus

See clause 4.6.3

9.2.1.2

Procedure

Connect

During the following procedure the following contacts shall be continuously monitored and all sighal tran
(level anf timing) as well as the logical content of the communication shall be recorded:

the IFD to the IFD-test-apparatus.

Contact

VCC

RST

CLK

I/0

a) Set
3:19
b) Let{
c) Rep
ISO
d) Rep
sele

9.2.1.3

Report the protocol recardings.

9.22 |

The pury
3:1997, ¢

he maximum guardtime at the IFD by setting the:Parameter N in the ATR to 254 (see ISO/IEC
97, 6.5.3).

he IFD run the Test Scenario.

bat a) to b) with every provided ETU-factor controlled by the IFD. Switch the value via mode selectig
IEC 7816-3:1997, 6.6).

pat a) and c) for all supported applications. Select the application by changing the ATR and
ction as described in ISO/IEC)7816-3:1997, 6.6 and 7.

Test report

O character repetition for T=0 protocol

oser of this test is to determine use and timing of the character repetition by the IFD (see ISO/IEC
b.3.3).

sitions

7816-

n (see

mode

7816-

9.22.1

See clau

9.2.2.2

Connect

Apparatus

se 4.6.3

Procedure

the IFD to the IFD-test-apparatus.

a) Letthe IFD run the Test Scenario.
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b) During the following part of the procedure the following contacts shall be continuously monitored and all signal
transitions (level and timing) as well as the logical content of the communication shall be recorded:
Contact
VCC
RST
CLK
I/0

c) Generate 3 successive times at each byte received from the IFD an error)signal in accordance to|ISO/IEC
7816-3:1997, 6.3.3 with minimum duration (1 etu + &) and minimum time-between the leading edge ofl the start
bit and the leading edge of the error signal ((10,5 - 0,2) etu + g).

d) Generate 3 successive times at each byte received from the dFD an error signal in accordance to|ISO/IEC
7816-3:1997, 6.3.3 with maximum duration (2 etu - &) and. maximum time between the leading edge of the
stiart bit and the leading edge of the error signal ((10,5 + Q,2)€tu - &).

e) Repeat c) to d) for all supported ETU-factors controlled by the IFD via mode selection (see ISO/IEC 7816-
311997, 6.6

f) REepeat c) to e) but generate the error signal 5iinstead of 3 consecutive times.

NOTE & is the bit timing generation accuracy of the IFD-test-apparatus.

9.2.2.83 Testreport

Report the protocol recordings.

As anfaddition to ISO/IEC 7816-3:1997 the IFD shall reject the ICC (IFD-test-apparatus) in step f). It is necpssary to

defingla minimal and maximal repetition value (min. = 3; max. = 5) for the IFD to prevent a lock-up.

9.2.3 | I/O reception-timing and error signaling for T=0 protocol

The pprposecof this test is to determine the reception timing and Error signaling of the IFD (see ISO/IEC 7816-

3:1997, 8,2).

9.2.3.] Apparatus

See clause 4.6.3

9.2.3.2 Procedure

Connect the IFD to the IFD-test-apparatus.

During the following procedure the following contacts shall be continuously monitored and all signal transitions
(level and timing) as well as the logical content of the communication shall be recorded:
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Contact

VCC

RST

CLK

I/0

a) Set the following bit-timing-parameters at the IFD-test-apparatus:

Parameter Value See

Character frame length maximum (tn = (n + 0,2) etu -&) ISO/IEC 7816-3:1997, 6.3

Delay between two

consecutive characters 960 x 255 x (Fi/f) ISO/IEC 7816-3:1997, 6.3

b) Let the IFD run the Test Scenario.
c) Generate three consecutive parity errors for every byte.

d) Reppat a) to c) with every provided ETU-factor controlled by IFD. Switch via mode selection (see
ISO{IEC 7816-3:1997, 6.6)

e) Set the following bit-timing-parameters at the ICC-test-apparatus:

Parameter Value See

Character frame.length Minimum (tn = (n-0,2) etu + &) | ISO/IEC 7816-3:1997, 6.3, 6.5.3

Delay between two

consecutive characters 12 etu + g ISO/IEC 7816-3:1997, 6.3, 6.5.3

f) Reppat-b) to d).

g) Repeat a) to f) but generate five consecutive parity errors for every byte instead of three.

9.2.3.3 Testreport:
Report the protocol recordings.

As an addition to ISO/IEC 7816-3:1997(E) the IFD shall reject the ICC (IFD-test-apparatus) in step f). It is
necessary to define a minimal and maximal repetition value (min. = 3; max. = 5) for the IFD to prevent a lock-up.
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