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Introduction

ManLOpen Systems applications have security requirements which depend upon the prevention of disclospre of
infofmation. Such requirements may include the protection of information used in the provision of other sgcurity
services such as authentication, access controls or integrity, that, if known by an attacker, could reduce .or null{fy the
effedtiveness of those services.

Confidentiality is the property that information is not made available or disclosed to unauthorized’individuals, entities, or
procgsses.

This|Recommendation | International Standard defines a general framework for the proyision of confidentiality seryices.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

SECURITY FRAMEWORKS FOR OPEN SYSTEMS:
CONFIDENTIALITY FRAMEWORK

1
This

Datal
defini
syster

The S

Scope

ecommendation | International Standard on Security Frameworks for Open Systems addresses’the applicati
security services in an Open Systems environment, where the term “Open System” is taken to include areas su

bn of
ch as

e, Distributed Applications, Open Distributed Processing and OSI. The Security Framewerks are concerned with

g the means of providing protection for systems and objects within systems, and with the interactions bet
hs. The Security Frameworks are not concerned with the methodology for constructig systems or mechanism

ween

D.

ecurity Frameworks address both data elements and sequences of operations. (but not protocol elements) which

may be used to obtain specific security services. These security services may apply to the communicating entities of

syster

This
mana;

A nuinber of different types of standards can use this framework, including:

Such

1)
2)
3)
4)
5)

hs as well as to data exchanged between systems, and to data managed by gystems.
Recommendation | International Standard addresses the confidentiality of information in retrieval, transfe
bement. It:

1) defines the basic concepts of confidentiality;

2) identifies possible classes of confidentiality meghanisms;

3) classifies and identifies facilities for each class of confidentiality mechanisms;

4) identifies management required to support the classes of confidentiality mechanism; and

5) addresses the interaction of confidentiality mechanism and the supporting services with other sec

standards-can use this framework as follows:

services and mechanisms.

standards that incorporate the concept of confidentiality;

standards that specify abstract services that include confidentiality;

standards that'Specify uses of a confidentiality service;

standards that specify means of providing confidentiality within an open system architecture; and

standards that specify confidentiality mechanisms.

standards of type 1), 2), 3), 4) and 5) can use the terminology of this framework;

and

urity

standards of type 2), 3), 4) and 5) can use the acilities defined in clause 7 oI this Iramework;

standards of type 5) can be based upon the classes of mechanism defined in clause 8 of this framework.

As with other security services, confidentiality can only be provided within the context of a defined security policy for a
particular application. The definitions of specific security policies are outside the scope of this Recommendation |
International Standard.

It is not a matter for this Recommendation | International Standard to specify details of the protocol exchanges which
need to be performed in order to achieve confidentiality.

This Recommendation | International Standard does not specify particular mechanisms to support these confidentiality
services nor the full details of security management services and protocols. Generic mechanisms to support
confidentiality are described in clause 8.

ITU-T Rec. X.814 (1995 E)
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Some of the procedures described in this security framework achieve confidentiality by the application of cryptographic
techniques. This framework is not dependent on the use of particular cryptographic or other algorithms, although certain
classes of confidentiality mechanisms may depend on particular algorithm properties.

them in ISO/IEC 9979:1991, Procedures for the registration of criptographic algorithms.

NOTE - Although ISO does not standardize cryptographic algorithms, it does standardize the procedures used to register

This framework addresses the provision of confidentiality when the information is represented by data that are read-
accessible to potential attackers. Its scope includes traffic flow confidentiality.

2

The f
constj
were

Normative references

pllowing Recommendafions and In
tute provisions of this Recommendation | International Standard. At the ti
valid. All Recommendations and Standards are subject to revision, and parties to agreements based or this

; 1§ text,
me of publication, the editions indicated

Recomnmendation | International Standard are encouraged to investigate the possibility of applying the most recent

editio
valid
valid

21

2.2

3

For 1mmmmmmm&cﬁﬁﬁmﬁ—

3.1

Identical Recommendations | International Standards

Paired Recommendations | International Standards equivalent in technical content

Definitions

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.233 (1993) | ISO/IEC 8473-1:1994; Information technology — Protoc
providing the connectionless-mode Network service: Protocol specification.

ITU-T Recommendation X.273 (1994) | ISO/IEC 11577:1995, Information technology — Open S
Interconnection — Network layer security protocol.

ITU-T Recommendation X.274 (1994) | ISO/EEC-10736:1995, Information technology — Telecommy
tion and information exchange between systems — Transport layer security protocol.

ITU-T Recommendation X.810 (1995)-\ISO/IEC 10181-1:1996, Information technology — Open Sy
Interconnection — Security framewarks for open systems: Overview.

ITU-T Recommendation X.812({(1995) | ISO/IEC 10181-3:1996, Information technology — Open S
Interconnection — Security frameworks for open systems: Access control framework.

CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnectid
CCITT appliegtions.

h of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of curgently
International Standards. The Telecommunication Standardization Bureau of the ITU maintaifs, a list of curfently
[TU-T Recommendations.

stems

bl for

stems

nica-

stems

stems

n for

ISO 7498=2:1989, Information processing systems — Open Systems Interconnection — Basic Refgrence

Model="Part 2: Security Architecture.

Basic Reference Model definitions

This Recommendation | International Standard makes use of the following general security-related terms defined in
ITU-T Rec. X.200 | ISO/TEC 7498-1:

a)
b)
<)
d)

(N)-connection;
(N)-entity;
(N)-facility;
(N)-layer;

ITU-T Rec. X.814 (1995 E)
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e) (N)-PDU;
f) (N)-SDU;
g) (N)-service;
h) (N)-unitdata;
i)  (N)-userdata;

j)  segmenting.

3.2 Security architecture definitions

Th 1o [ S9N 4a 14 daed saolac nca of thao follavuing tarmce dofinad 10 COITT Paoans Y 00 |
1S RecommendatromrTInternattionar—otangara—maxKes—use—or—tne—ronowHg—termS—aeHiee—H—cor 11867

ISO 7498-2:

a) active threat;

b) confidentiality;

c) decipherment;

d) decryption;

e) encipherment;

f) encryption;

g) identity-based security policy;
h) key;

i)  passive threat;

j)  routing control;

k) rule-based security policy;
1) sensitivity;

m) traffic analysis;

n) traffic padding.

33 Security frameworks overview, definitions

This [Recommendation | International ‘Standard makes use of the following general security-related terms defirjed in
ITU-T Rec. X.810 1 ISO/IEC 10181-1y

a) secret key;
b) private keys
¢) publicKey:

34 Additional definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

confidentia brotected-en spment—An-en onmen hich-prevents-unauthorized-information-disclosure
either by preventing unauthorized data inspection or by preventing unauthorized der

ivation of sensitive information
through data inspection. Sensitive information may include some or all of the data attributes (e.g. value, size, or
existence).

34.2 confidentiality-protected-data: Data within a confidentiality-protected-environment.

NOTE - A confidentiality-protected environment may also protect some (or all) of the attributes of the confidentiality-
protected data.

3.4.3 confidentiality-protected-information: Information all of whose concrete encodings (i.e. data) are
confidentiality protected.

344 hide: An operation that applies confidentiality protection to unprotected data or additional confidentiality
protection to already protected data.

ITU-T Rec. X.814 (1995 E) 3
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345
3.4.6
34.7
34.8

reveal: An operation that removes some or all of previously applied confidentiality protection.
hiding confidentiality information: Information that is used to perform the hide operation.
revealing confidentiality information: Information that is used to perform the reveal operation.

direct attack: An attack on a system based on deficiencies in the underlying algorithms, principles, or

properties of a security mechanism.

3.4.9

indirect attack: An attack on a system which is not based on the deficiencies of a particular security

mechanism (e.g. attacks which bypass the mechanism, or attacks which depend on the system using the mechanism
incorrectly).

For th

5.1

e purposes of this Recommendation | International Standard, the following abbreviations apply:

Abbreviations

HCI Hiding Confidentiality Information
PDU Protocol Data Unit

RCI Revealing Confidentiality Information
SDU Service Data Unit

General discussion of confidentiality

Basic concepts

The purpose of the confidentiality service is to ensure that information is available only to those authorized. Insofar as
information is represented through data and insofar as data may result in contextual changes (e.g. file manipulations may
resul} in directory changes or in changes in the number of available storage locations), information can be derived from

data

The

n a number of different ways:

1) by understanding the semantics of the data{e.g. the value of the data);

2) by using the associated attributes of.the data (such as existence, date of creation, size, date of last update,
etc.) to permit inferencing; and

3) by considering the context 6f the data, i.e. those other data objects that are associated with it; and

4) by observing the dynamic variations of the representation.

nformation can be protectéd gither by ensuring that the data is limited to those authorized or by representifg the

data fin such a way that their §émantics remain accessible only to those who possess some critical information. Effective
confldentiality protection requires that the necessary control information (such as keys and other RCI) be protected. This
protdction may be proyided by mechanisms that are different from those used to protect the data (e.g. cryptographit keys

may |be protected by-physical means).

The [notions of protected environments and of overlapped protected environments are used in this framework| Data
with|n protectéd environments are protected by the application of a particular security mechanism (or mechanismg). All
data |withina protected environment are thus similarly protected. When two or more environments overlap, the data in

the ¢vérlap are multiply protected. It may be deduced that the continuous protection of data that are moved from one

envi

5.1.1

tc

Tto™

Protection of information

Communication or storage of information is realized by representing the information as data items. Confidentiality
mechanisms protect against the disclosure of information by protecting some or all of the items listed in 5.1 above.

Ways to achieve confidentiality include:

1) prevention of the knowledge of the existence of data or of characteristics of data (such as data size or data
creation date);

2) prevention of read-access to data; and

3) prevention of the knowledge of the semantics of data.

ITU-T Rec. X.814 (1995 E)
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Confidentiality mechanisms protect against the disclosure of information by either:
1) protecting the representation of the information item from disclosure; or by

2) protecting the representation rules from disclosure.

In the second case, protection against disclosure of the existence or other attributes of a data item can be achieved by
combining several data items into a composite data item and by protecting the representation rules of the composite
object from disclosure.

S.1.2 Hide and reveal operations

The hide operation can be modeled as a movement of information from an environment A to the overlap (B) of A with
anoth . SR ) i varcn af 4 hide mmepat] s is denicted in Annex B.

Wherl information is moved from an environment protected by one confidentiality mechanism to an environment
prote¢ted by another confidentiality mechanism:

1) if the hide operation of the second mechanism precedes the reveal operation of the first; the infornjation
is continually protected; and

2) if the reveal operation of the first mechanism precedes the hide operation of the second mechanism, the
information is not continually protected.

For 1)) above to be possible, some form of commutativity must exist between the reveal*of the old mechanism and the
hide |of the new. An example in which hide and reveal operate with commutative properties occurs wheny one
envirpnment is protected through Access Control or physical means and the other is protected through cryptog;Lphic
transformations.

Confldentiality impacts information retrieval, transfer, and management-as follows:

1) confidentiality in information transfer using OSI is provided when the hide operation, transfer usipg an
(N-1)-facility, and the reveal operation are combined to form the transmission part of an (N)-service

2) confidentiality in data storage retrieval is proyided when the hide operation, storage and retrieval, agd the
reveal operation are combined to form a higher level storage and retrieval service;

3) other forms of confidentiality may be provided by combining hide and reveal with other opergtions
(e.g. those used for the purposes of data management).

With|some confidentiality mechanisms, the-hide facility makes part of the confidentiality-protected data available fto the
servite user before the facility has completed the processing of all of the data. Similarly, with some mechanisms the
reveal facility is able to start work on.processing part of a confidentiality-protected data item before all of it is avaflable.
Thus| a data item may consist simultaneously of parts that are not yet hidden, parts that are hidden, and parts tha have
been|revealed.

5.2 Classes of confidentiality services

Conffdentiality servicés may be classified by the type of information protection they support. The types of information
protection are:

19>~ protection of data semantics;

2) protection of data semantics and of associated attributes;

3) protection of data semantics, of their attributes, and of any information that may be derived from the data
in question.

In addition, the service may be classified by the type of threats that exist in the environment in which it operates and
against which the information is protected. By this criterion, services can be classified as follows:

1) Protection against external threats

Such services assume that those with legitimate access to the information will not divulge it to those
unauthorized. Such services do not protect the information divulged to authorized parties and do not
constrain the behaviour of such parties while they possess information previously protected.

Example: Sensitive files in A are protected through encryption. But processes that possess the required
decryption keys may read the protected files and subsequently write to unprotected files.

ITU-T Rec. X.814 (1995 E) 5
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2) Protection against internal threats

Such services assume that those authorized to have access to critical information and data may, willingly
or not, carry out activities that eventually compromise the confidentiality of the information to be
protected.

Example: Security labels and clearances are attached to the resources that are protected and to the
entities that can access them. Accesses are restricted according to a well defined and
understood flow control model.

Services that provide confidentiality protection against internal threats must either disallow covert channels
(see Annex D) or restrict their information transfer rate within acceptable levels. In addition, they must disallow
unauthorized inferences that may come about from the unexpected usage of legitimate information channels [such as
inferences based on carefully constructed database queries — each of which is individually legitimate — or inferences

based

5.3

The d
confid

pn the (in)ability of a system utility to carry out a command].

Types of confidentiality mechanisms

bjective of confidentiality mechanisms is to prevent unauthorized information disclosuren, To this end, a
entiality mechanism may:

1) Prevent access to the data (such as physical protection of a channel).

Access Control mechanisms (as described in ITU-T Rec. X.812 | ISO/IEC_10181-3) may be us¢d to
enable only authorized entities to have access to the data.

Techniques for physical protection are outside the scope of this Recommendation | International Stanfard.
They are nevertheless included in other standards such as ISO 10202 (Security Architecture of Integrated
Circuit Cards) and ANSI X9.17 / ISO 8734 (Financial Institution‘Key Management — Wholesale).

2) Use mapping techniques that render the information to be protected relatively inaccessible to all but fhose
who possess some critical information about the mapping technique. Such techniques include:

a) encipherment;
b) data padding;

c) spread spectrum.

Confidentiality mechanisms of either type can be used ih conjunction with other mechanisms of the same or of different

types

Confidentiality mechanisms can achieve different kinds of protection:

Exanjples of these classes of mechanisms include:

54

—  protection of data semantics;
- protection of data attributes (including the existence of data); or

—  protection against inferences.

1) Encipherment to conceal the data.
2) Enecipherment in conjunction with segmenting and padding to conceal the length of PDUs (see 8.2).

3) _“Spread-spectrum techniques to conceal the existence of a communications channel.

Threats to confidentiality

There is a single, generic threat to confidentiality-protected information, namely, disclosure of the protected information.
There are several threats to confidentiality-protected data, corresponding to the different ways in which confidentiality-
protected information can be derived from the data. The following subclauses describe some of the threats to
confidentiality-protected data in different environments.

54.1

Threats when confidentiality is provided through access prevention

Such threats include:

6

1) Penetration of the Access prevention mechanism, such as:
a) Exploiting weaknesses in physically protected channels.

b) Masquerading or using certificates inappropriately.

ITU-T Rec. X.814 (1995 E)
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Exploiting weaknesses in the implementation of the prevention mechanism (e.g. a user might be able
to request access to a file A, be granted access to A, and then modify the file name submitted so as to

gain access to another file, B).

d) Embedding Trojan horses within trusted software.

Penetration of the services the prevention mechanism relies upon (e.g. masquerading when access is
based on identity authentication, improper use of certificates, or penetration of the integrity mechanism

used to protect certificates).

Exploitation of system utilities that may disclose, directly or indirectly, information about the system.

Covert channels.

54.2 Threats when confidentiality is provided through information hiding

Such threats include:

1
L)

13®]
~—

penetration of the cryptographic mechanism (be it through cryptanalysis, through purlgined keys, chosen
plaintext attacks, or through other means);

raffic analvsis:

traffic analysis;

analysis of PDU headers;

covert channels.

5.5 Types of confidentiality attacks

To each of the threats enumerated above correspond one or more attacks;)ie. instantiations of the threat in question,

It is possible to distinguish between active and passive attacks, i:. confidentiality attacks that result in system change
and aftacks that do not result in system change.

by thd actions carried out by the attacker.

Exanjples of passive attacks are:

1y
2)
3)
4)
5)

eavesdropping and wiretapping;

traffic analysis;

analysis of PDU headers\for purposes that are not legitimate;
copying of PDU data to systems other than the intended destinations.

cryptanalysis:

Examples of active attacks’are:

NOTE — Whether an attack is passive or active may be determined both by the characteristics of system under atta¢k and

1) Trojan horses (code whose undocumented features facilitate security breaches);
2) «covert channels;
3)' penetration of the mechanisms that support confidentiality; such as penetration of the authenti¢ation
mechanism (e.g. successfully masquerading as an authorized entity), penetration of the Access Cpntrol
Mechanism, and key interception;
4) spurious invocations of the cryptographic mechanisms, such as chosen plaintext attacks.
6 Confidentiality policies

A confidentiality policy is the part of a security policy which deals with the provision and use of the confidentiality

service.

Data representing information whose confidentiality is protected is subject to control over which entities may read it. A
confidentiality policy must therefore identify the information that is subject to controls and indicate which entities are
intended to be allowed to read it.

ITU-T Rec. X.814 (1995 E)
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Depending on the relative importance of the confidentiality of different types of information, a confidentiality policy
may also indicate the type and strength of mechanisms that are to be used to provide the confidentiality services for each

of the different types of information.

The management of a confidentiality security policy is not addressed in this Recommendation | International Standard.

6.1 Policy expression

In expressing a confidentiality policy means are required for identifying the information involved and the entities
involved.

A security policy can be thought of as a set of rules. Each rule in a confidentiality policy can associate a data
charagterization and an entity characterization. In some policies these rules are not expressed explicitly but;can be
deriv¢d from the policy.

The fpllowing subclauses describe a number of ways in which confidentiality policies may be expressed. Note] that,
althoygh some confidentiality mechanisms will have a parallel in specific kinds of policy expression)‘the way in which
the pglicy is expressed does not directly imply the use of a specific mechanism to implement the poli¢y.

6.1.1 Information characterization

A polfcy may identify information in a variety of ways. For example:

1) by identifying the entity that creates it;

2) by identifying the group of entities any of which may read it;

3) by its location; or

4) by identifying the context in which the data is presented'(e.g. its intended function).
6.1.2 Entity characterization

Therg are many ways to characterize the entities involyed in a confidentiality policy rule. Two commonly encourjtered
ways|are by individually and uniquely identifying the entities or by associating attributes with each entity. Thes¢ two

formg of entity characterization give rise to two kinds of policies: identity based and rule based policies respectjvely.
Thesg policies are discussed fully in the AccessControl framework (see ITU-T Rec. X.812 | ISO/IEC 10181-3).

7 Confidentiality information and facilities

7.1 Confidentiality(information

In 5.]1.2 the operations, of hide and reveal are discussed. Annex B shows by means of Figure B.1 the passage of data
from one confidentiality protected environment to another using these operations.

With|some confidentiality mechanisms the hide and reveal operations make use of auxiliary information. This auxiliary
inforfnation\is called Hiding Confidentiality Information (HCI) and Revealing Confidentiality Information (RCI)
respegtively.

7.1.1 Hiding confidentiality information
Hiding Confidentiality Information (HCI) is information used by the hide operation.
Examples include:

1) public keys;

2) symmetric keys;

3) the location where the data is to be stored; and

4) segmenting rules.

8 ITU-T Rec. X.814 (1995 E)
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Revealing confidentiality information

Revealing Confidentiality Information (RCI) is information used by the reveal operation.

Examples include:

1)
2)
3)
4)

private keys;
symmetric keys;
the location where the data was stored; and

segmenting rules.

7.2

Confidentiality facilities

A nunjber of confidentiality facilities have been identified and are enumerated in Annex E. The confidentiality-facilities

can be] distinguished into those that relate to operational aspects and those that relate to management aspects,

7.21

7.2.1.]

This fhcility applies confidentiality protection to data. Candidate inputs to this facility include:

Candiflate outputs include:

7.2.1.p

Operation related facilities

Hide

1)
2)
3)

data (possibly confidentiality protected);
HCI,

mechanism specific identifiers such as those mentioned in-Annex E.

1) confidentiality protected data;

2) other results of the hide operation performed;

3) the distinguishing identifier of the confidentiality protected environment in which the confidentjality
protected data have been placed.

Reveal

This facility removes the protection atprevious hide operation afforded to the data. Candidate inputs to this fagility

include:

Candjdate outputs,include:

1)
2)
3)

confidentiality protected data;
RCI;

mecharism specific identifiers such as those mentioned in Annex E.

7.2.2

1)~~data (possibly confidentiality protected);
2) other results of the reveal operation performed;
3) the distinguishing identifier of the environment in which the output data have been placed.

Management related facilities

The confidentiality management facilities allow a user to obtain, modify, and remove HCI and RCI information (such as
keys) which is necessary to the provision of confidentiality. In broad terms these facilities are:

1)
2)
3)
4)

install management information;
modify management information;
delete management information;

list management information.

ITU-T Rec. X.814 (1995 E) 9
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8 Confidentiality mechanisms

The confidentiality of data may depend on the medium in which the data reside or transit. Therefore:

1) the confidentiality of stored data can be assured by using mechanisms that hide the semantics (such as
encipherment) or that fragment the data;

2) the confidentiality of data in transit can be assured by using mechanisms that bar access (such as
physically protected channels or routing control), via mechanisms that hide the semantics of the data
(such as encipherment), or via mechanisms that scatter the data (such as frequency hopping).

These types of mechanism can be used alone or in combination.

1) mechanisms that prevent unauthorized access to the data;

2) encipherment mechanisms that hide the data but leave it accessible; and

3) contextual mechanisms that make the data only partially accessible, such that the. data cannpt be
completely recreated from the limited amount of collected data.

8.1 Confidentiality provision through access prevention

Confidentiality through access prevention can be achieved through Access Control a$'described in ITU-T Rec.|812 |
ISO/IEC 10181-3, through physical media protection, and through routing control\as.described below.

8.1.1 Confidentiality protection through physical media protection

Physjcal measures may be taken to ensure that data in a medium can“be inspected only through the use of a spegcific,
limit¢d set of mechanisms. Data confidentiality is achieved by ensuring that only authorized entities can avail themgelves
of sufh mechanisms.

8.1.2 Confidentiality protection through routing control

The purpose of this mechanism is to prevent unauthorized disclosure of the information represented by transferregl data
itemg. The mechanism supports confidentiality by.uSing only trusted and secure facilities to route the data.

8.2 Confidentiality provision thfough encipherment

The purpose of these mechanisms is«to,prevent disclosure of the semantics of data, either in transit or in storage. [These
mechanisms can be regarded as operating between two sets of entities:

—  any entity in thefirst set may initially hold the data (with access to the semantics); and

— any entity-in.the second set is an authorized recipient of the information the data represent.

Therg are different<lasses of confidentiality mechanism to be considered:

1) .‘confidentiality mechanisms based on symmetric encipherment in which the same key is used to engipher
(hide operation) and to decipher (reveal operation) the data; and,

2) confidentiality mechanisms based on asymmetric encipherment in which a public key is used to engipher

E-OPCratto gata—and O pONGHEpriva y aSCaTO00 D vCdar OpPCTTd

The chief distinction between these two basic classes of mechanism is that, in 1), those capable of performing the hide
operation are those capable of performing the reveal operation and vice versa, whereas in 2) all, or nearly all, can
perform the hide operation while only those with access to the private key can perform the reveal operation.

8.2.1 Confidentiality provision through data padding

The purpose of this mechanism is to prevent knowledge of the information represented by the size of a data item. This
mechanism increases the size of data items so that the size of a padded data item bears little relation to its original size.
One way to do this is to add random data to the beginning or the end of the data item. This must be done in a way that
the padding is recognizable as such by authorized entities but is indistinguishable from the data by unauthorized entities.
In order to achieve this, data padding can be used in conjunction with cryptographic transformations.
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This mechanism can be used in conjunction with data segmenting at the network layer as described in ITU-T Rec. X.273
I ISO/IEC 11577.

Data padding can be used to prevent the size of data items being used as a covert channel.

8.2.2 Confidentiality provision through dummy events

The purpose of this mechanism is to prevent inferencing based on the rate that a given event occurs. An instance of this
mechanism can be found in network layer security protocols that seek to hide the volume of traffic exchanged over
untrusted links.

This mechanism produces pseudo-events (e.g. bogus PDUs) that only authorized parties can identify as such. This
mechanism can be used to counter covert channel attacks that perform signaling based on variations in the rate of an
activity.

NOTE - Data and traffic padding are examples of this mechanism. In both instances the mechanism conceals the attributes
of an dbject by embedding it in a bigger one and cryptographically protecting the whole.

8.2.3 Confidentiality provision through PDU header protection
The pjirpose of this mechanism is to prevent inferencing based on PDU headers during communication.

One ifstance of this mechanism is address hiding as described in ITU-T Rec. X.273 | ISQ/IEC 11577. An intermediate
systeh X may receive a PDU, encipher it, and embed it in a new PDU whose origin appears to be X and whose
destinjation appears to be Y, a peer system where the data are decrypted and the“original PDU recovered. Sincg the
original header (including the addresses) is encrypted, no inferencing based on header information is possible other than
that ifpplied by the fact that X and Y are exchanging encrypted PDUs.

Another instance is when for each bona fide PDU sent by a system Ay'n’ additional copies with varying destination
addrefses and header options are created (i.e. the system creates dummy broadcast traffic; this mechanism is al§o an
instarice of the mechanisms described in 8.2.2 above).

Addr¢ss hiding at the network layer is described in ITU-T Re¢, X.273 | ISO/IEC 11577. Address hiding can be cgrried
out inl other layers (e.g. ITU-T Rec. X.411 | ISO/IEC 100214, known as MHS, describes the use of address hiding it the
appligation layer).

This fnechanism embodies ideas similar to those in"8:3 below.

8.24 Confidentiality provision through time varying fields

This mechanism, used in conjunction. With encipherment, protects against inferencing based on dynamic variatiops of
data items. To this end, it combines the data to be protected with time varying fields in such a way that attackers cannot
detexiline if changes in the representation are caused by changes in the data or by changes in the time varying flelds.
Ideally, this mechanism generates a different data representation for each meaningful potential observation of the
protegted data so that infererices based on the absence of dynamic variation are disallowed as well. Examples includg:

1) PDU transmission

A-time varying field is placed in front of the protected part of each PDU; the resultant combined dafa are
then enciphered using a cryptographic mechanisms with chaining (i.e. the varying field affects the
encryption of the subsequent data).

2) Storage

Where time varying fields are placed at the beginning of the stored files so as to conceal changes (or the
lack thereof).

This mechanism can be used in conjunction with padding and segmenting so as to conceal variations of the size of the
protected data.

8.3 Confidentiality provision through contextual location
A form of confidentiality-protection by preventing access to data can be provided when data may be found in any of a

large number of different contexts. If it is infeasible (for reasons computational or physical) to examine all possible
contexts in the time before the context used is changed, a level of confidentiality can be obtained.

ITU-T Rec. X.814 (1995 E) 11
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Examples of such mechanisms include:

1) the provision of a large number of physical or virtual channels through which information is transmitted

(e.g. the “spread spectrum” use of one out of a large number of radio frequencies);

2) the provision of a large number of locations for data storage (e.g. addresses on a magnetic disc);

3) the transmission of information through hidden secondary communications channels which are concealed

within a primary communication channel (steganography).

This form of confidentiality assumes that unauthorized recipients cannot obtain the information needed to identify the

Currq
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9.1

Accq

ntly correct context. This information must therefore itselt be protected by a confidentiality service.

Interactions with other security services and mechanisms

clause describes how other security services and mechanisms can be used to support confidentiality. The
dentiality to support other security services is not described here.

Access Control

bss Control, as described in ITU-T Rec. X.812 | ISO/IEC 10181-3 canbe used to regulate access to the data.

use of
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Annex A

Confidentiality in the OSI Reference Model

(This annex does not form an integral part of this Recommendation | International Standard)

The relationship of security services to the OSI Reference Model is defined in CCITT Rec. X.800 | ISO 7498-2. This
annex summarizes what is relevant to confidentiality.

Different security services are considered:

— __connection confidentiality;

connectionless confidentiality;

selective field confidentiality;

traffic flow confidentiality.

Al Connection confidentiality

Conngction confidentiality provides for the confidentiality of all (N)-user-data on an (N)-cOnnection.

A2 Connectionless confidentiality

Conngctionless confidentiality provides for the confidentiality of selected fields within the (N)-user-data in a gingle
conngdctionless (N)-SDU.

A3 Selective field confidentiality

Selective field confidentiality provides for the confidentiality of selected fields within the (N)-user-data dn an
(N)-cpnnection or in a single connectionless (N)-SDU.

A4 Traffic flow confidentiality

Traffic flow confidentiality provides for the.pfotection of the information which might be derived from observation of
traffi¢ flows.

AS Use of confidentiality ‘within OSI layers

The donfidentiality services afe rélevant to the following OSI layers:
—  Physical Layer (layer 1);

—  DatadinK Layer (layer 2);

— Network Layer (layer 3);

~>-Transport Layer (layer 4);

—  Presentation Layer (layer 6);

—  Application Layer (layer 7).
A.5.1  Use of confidentiality at the physical layer

Connection confidentiality and traffic flow confidentiality either singly or in combination are the only confidentiality
services provided at the physical layer. The traffic flow confidentiality takes two forms: full traffic flow confidentiality
which can only be provided on some types of transmission and limited traffic flow confidentiality which can always be
provided.

A.5.2  Use of confidentiality at the data-link layer

Connection confidentiality and connectionless confidentiality are the only security services provided at the data-link
layer. These services make use of encipherment mechanisms.

ITU-T Rec. X.814 (1995 E) 13
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A.5.3  Use of confidentiality at the network layer

Connection confidentiality, connectionless confidentiality and traffic flow confidentiality are the only confidentiality
services provided at the network layer. Connection confidentiality and connectionless confidentiality may be provided
by an encipherment mechanism and/or routing control. Traffic flow confidentiality may be provided by a traffic padding
mechanism, in conjunction with a confidentiality service at or below the network layer and/or routing control. These

services allow confidentiality between network nodes, subnetwork nodes or relays.

A.5.4  Use of confidentiality at the transport layer

Connection confidentiality and connectionless confidentiality are the only confidentiality services provided at the
transport layer. Connection confidentiality and connectionless confidentiality may be provided by an enciphefment
mecHanism. These services allow confidentiality between end systems.

A5.4 Use of confidentiality at the presentation layer

Conijection confidentiality, connectionless confidentiality, and selective field confidentiality (hay be provided fat the
presdntation layer. In the case of selective field confidentiality, the indication of which fields“are to be confidentiality
protected is provided by the application layer.

A.5.6  Use of confidentiality at the application layer

All the confidentiality services, namely, connection confidentiality, connectionless confidentiality, selectivel field
confldentiality and traffic flow confidentiality may be provided at the application layer. Connection confidentiality and
connkctionless confidentiality can be supported using a lower.ldyer encipherment mechanism. Selective| field
confldentiality can be supported using an encipherment mechahism at the presentation layer. A limited praffic
confldentiality service can be supported by the use of a traffic padding mechanism at the application layer in conjupction
with|a confidentiality service at a lower layer.
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Annex B

Example of a sequence of movements through different
confidentiality protected environments

(This annex does not form an integral part of this Recommendation | International Standard)

Figure B.1 is an example of a sequence of hide/reveal operations that preserve the confidentiality as data are moved
from an initial environment A to an environment E. The example assumes that environments A and E support

confidentiality through Access Control while environment C protects confidentiality through encipherment. Overlapped

envirgnments B (A and C) and D (C and E) protect the data through encipherment as well as Access Control.

The djagram illustrates the following operations:

1)

2)

3)

4)

a hide operation, t, which enciphers the data and thereby places them into overlapped environment B

a reveal operation, u, which moves the data from B to C. This reveal operation'removes the data from the

access control protected environment but does not affect the confidentiality protection that was ap
with the hide operation "t";

a hide operation, v, which again applies access control protecfion by moving the data into overlg
environment D where the data are protected through encipherment and E’s Access Control;

a reveal operation, w, which deciphers the data and thereby moves them out of D and into E;
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Figure B.1 - Illustration of protected regions
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Annex C

Representation of Information

(This annex does not form an integral part of this Recommendation | International Standard)

Communication or storage of an information item is realized using a representation of the information item [e.g. the
number seventeen can be encoded as 17 decimal, 11 hexadecimal, the ninth odd integer, the seventh prime number, or
289 (17*17)]. Information can be either be obtained either from its representation or from the attributes of the
representation. Thus, we can obtain information by:

For ¢
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T) 1nspec[1ng a data value when the 15[5135‘5“[3“‘0“ COnventions and related information are Known,

2) ascertaining whether or not a data item exists;
3) the size of a data item;

4) dynamic variations of representations.

xample, the information that “the King is dead” could be inferred as follows:
— by inspecting a Boolean whose value is true when the king is dead, false otherwise;
— by ascertaining the existence or non-existence of a file called “King’s‘death report” in a file director
— by inspecting a list of dead monarchs and finding out that its length has increased;

— by establishing that a counter, indicating the number of daysdhe country has ever been in a monarg
state, can be observed to be changing daily.

mapping between an information item and some representation of it is defined by a set of representation
fesentation rules describe:

—  how the information is encoded into data;
—  how the data can be made to yield the information encoded therein; and

—  what explicit and implicit contextual’changes must be made whenever information is encoded (¢
creation of a file may result in ditectory changes).

confidentiality mechanisms addressed*by this Framework protect an information item by either:

1) protecting a representation of the information item from disclosure, by ensuring it within an appr
environment, Or

2) protecting knowledge of the representation rules from disclosure.

prent environments-€an be considered to have differing strengths, depending upon the extent of protection :
osure provided te representations in those environments. Also different sets of representation rules
idered to haye-differing strengths, depending upon the difficulty of the representation rules becoming kng

unaythorized.éntities.
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A basis of describing the characteristics of different types of confidentiality mechanisms, the conc

ept of

conffdentiality protection context is used. A confidentiality protection context (for any information item) is a parfticular

representation of that information item existing in a particular environment.

The behaviour of confidentiality mechanisms can be understood by recognizing that transfer of information potentially
involves moving through a sequence of distinct confidentiality protection contexts.

A change of representation or a change of environment constitutes a movement from one confidentiality protection
context to another. A change of representation will usually be either to a stronger (more protective) representation or to a
weaker (less protective) representation. Similarly, a change of environment will usually be either to a stronger (more
protective) environment or to a weaker (less protective) environment.

Annex B provides an example of movements through different confidentiality protection contexts.
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