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the International Organization for Standardization) and IEC (the International Electrotechnical Commission

the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate
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international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part

as an|International Standard requires approval by at least 75 % of the national bodies casting a vote.
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poration with ITU-T. The identical text is published as ITU-T Recommendation X.813.

Interfonnection — Security frameworks for open systems:

Part 1: Overwiew

Part 2: Authentication framework
Part 3: Access control framework
Part 4: Non-repudiation framework
Part 5: Confidentiality framework
Part 6: Integrity framework

Part 7: Security audit and alarms framework

Anngxes A to F of-this part of ISO/IEC 10181 are for information only.

v

form
in the

opment of International Standards through technical committees established by the respective.organization to deal
particular fields of technical activity. ISO and IEC technical committees collaborate in fields“of mutual inferest.

in the

 field of information technology, ISO and IEC have established a joint technical~committee, ISO/IEC JTC 1.|Draft
pational Standards adopted by the joint technical committee are circulated to_iational bodies for voting. Publitation

national Standard ISO/IEC 10181-4 was prepared by Joint Techmical Committee ISO/IEC JTC 1, Information
ology, Subcommittee SC 21, Open systems interconnection, data‘management and open distributed processing, in

EC 10181 consists of the following parts, under the general title Information technology — Open Systems
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IntfFoduction

The [goal of the Non-repudiation service is to collect, maintain, make available and validate irrefutable evidence
concerning a claimed event or action in order to resolve disputes about the occurrence or non-occurrence of the event or
actign. The Non-repudiation service can be applied in a number of different contexts and situations. The servi¢e can
apply to the generation of data, the storage of data, or the transmission of data. Non-repudiation‘involves the gendration
of eyidence that can be used to prove that some kind of event or action has taken placé, so that this event or pction
cannot be repudiated later.

In an) OSI environment (see CCITT Rec. X.800 and ISO 7498-2) the Non-repudiation-service has two forms:

—  Non-repudiation with proof of origin which is used to counter false'denial by a sender that the datq or its
contents has been sent.

—  Non-repudiation with proof of delivery which is used to,counter false denial by a recipient that the qata or
its contents (i.e. the information that the data represents) has been received.

Applications which make use of OSI protocols may require other forms of the Non-repudiation service whith are
specific to particular classes of applications. For example,~MHS (ITU-T Rec. X.402 | ISO 10021-2) definps the
Nontrepudiation of submission service, while the EDI Messaging System (see Recommendation X.435) defings the
Non}repudiation of retrieval and Non-repudiation of transfer services.

The |concepts in this framework are not limited to OST communications but may be interpreted more broadly to ipclude
such uses as creation and storage of data for later use.

Thig Recommendation | International Standard defines a general framework for the provision of a Non-repudiation
servjce.

Thid framework:

—  expands upon thé concepts of Non-repudiation services described in CCITT Rec. X.800 and ISO 7498-2
and describes(how they may be applied to Open Systems;

—  describeg-alternatives for the provision of these services; and

—  explains the relationship of these services to other security services.

Nontrepudiation setvices may require:
—<adjudicators who will arbitrate disputes that may arise as a result of repudiated events or actions; angl

—  Trusted Third Parties who will assure the authenticity and integrity of the data to be used fpr the
verification of evidence.
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INTERNATIONAL STANDARD

ITU-

1

This

envir

Distril

prote

T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

SECURITY FRAMEWORKS FOR OPEN SYSTEMS:
NON-REPUDIATION FRAMEWORK

Scope

¢nment, where the term “Open Systems” is taken to include areas such as Database, Distribated Applications,

are n¢t concerned with the methodology for constructing systems or mechanisms.

The S

used

well gs to data exchanged between systems, and to data managed by systems:

This Recommendation | International Standard:

As w

|

defines the basic concepts of Non-repudiation;

defines general Non-repudiation services;

identifies possible mechanisms to provide the-Non-repudiation services;

identifies general management requirements for Non-repudiation services and mechanisms.

Recommendation | International Standard addresses the application of security services ifi*an Open Sygtems

Dpen

buted Processing and OSI. The Security Frameworks are concerned with defining ‘the means of provjding
tion for systems and objects within systems, and with the interactions between systems./The Security Frameworks

ecurity Frameworks address both data elements and sequences of operations. (but not protocol elements) which are
o obtain specific security services. These security services may apply to the communicating entities of systemns as

th other security services, Non-repudiation can only be provided within the context of a defined security polidy for

a parficular application. The definitions of sec¢urity policies are outside the scope of this Recommendation | International
Standard.

The

exchgnges which need to be performed in order to achieve Non-repudiation.

This

supp(

protogols.

Somsg

This
crypt
depe

used | Two entities wishing to use cryptographically-protected data must support the same cryptographic algorithm.

gcope of this Recommendation §:International Standard does not include specification of details of the prgtocol

Recommendation | Interhational Standard does not describe in detail the particular mechanisms that can be used to
rt the Non-repudiation’/services nor does it give details of the supporting security management service§ and

of the procedures described in this framework achieve security by the application of cryptographic technifues.
framework Jis not dependent on the use of a particular cryptographic or other algorithm or on partjcular
beraphic\techniques (i.e. symmetric or asymmetric) although certain classes of Non-repudiation mechanismg may
d_on particular algorithm properties. Indeed it is likely, in practice, that a number of different algorithms wjll be

[ | NOTE - Although ISO does not standardize cryptographic algorithms, it does standardize the procedures used to register
them in ISO/IEC 9979.]

A number of different types of standard can use this framework including:

1) standards that incorporate the concept of Non-repudiation;
2) standards that specify abstract services that include Non-repudiation;

3) standards that specify uses of a Non-repudiation service;

4) standards that specify the means of providing Non-repudiation within an open system architecture; and

5) standards that specify Non-repudiation mechanisms.

ITU-T Rec. X.813 (1996 E)


https://standardsiso.com/api/?name=3817f7346f30de60ab4ade55c27cf062

ISO/IEC 10181-4 : 1997 (E)

Such standards can use this framework as follows:
—  standards of type 1), 2), 3), 4) or 5) can use the terminology of this framework;
—  standards of type 2), 3), 4) or 5) can use the facilities defined in clause 7; and

—  standards of type 5) can be based upon the classes of mechanism defined in clause 8.

2 Normative references

The following Recommendations and International Standards contain provisions, which through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recpmmendation | International Standard are encouraged to investigate the possibility of applying the most [recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers dpcufrently
validl International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cugrently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

—  ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information- technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

—  ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open Spstems
Interconnection — The Directory: Authentication framework.

—  ITU-T Recommendation X.810 (1995) | ISO/IEC 10181-1:1996; Information technology — Open Systems
Interconnection — Security frameworks for open systems: Overview.

2.2 Paired Recommendations | International Standards-equivalent in technical content

—  CCITT Recommendation X.800 (1991), Security "architecture for Open Systems Interconnectipn for
CCITT applications.

ISO 7498-2:1989, Information processing-systems — Open Systems Interconnection — Basic Refprence
Model — Part 2: Security Architecture.

3 Definitions

3.1 Basic Reference Modeldefinitions

Thig Recommendation | International Standard builds on concepts developed in ITU-T Rec. X.200 | ISO/IEC 749§-1 and
males use of the following.term defined in it:

(N)-entity.

3.2 Security Architecture definitions

Thi$ Recommiéndation | International Standard builds on the concepts developed in CCITT Rec. X.800 and ISO 7498-2
and|makes‘use of the following terms defined in it:

— audit (also security audit);

—  authentication;

—  channel;

—  cryptographic checkvalue;

—  cryptography;

— data integrity (also integrity);
—  data origin authentication;

—  decipherment;

2 ITU-T Rec. X.813 (1996 E)
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—  digital signature (also signature);
—  encipherment;

- key;

—  key management;

—  notarization;

—  repudiation;

—  security audit trail (also audit trail, log);

ISO/IEC 10181-4 : 1997 (E)

—  threat.
33 Security Frameworks Overview definitions
This |Recommendation | International Standard builds on the

ISO/IEC 10181-1 and makes use of the following terms defined in it:
—  certification authority;

—  digital fingerprint;

—  hash function;

—  one-way function;

—  private key;

—  public key;

—  revocation list certificate;
—  seal;

—  sealed;

—  secret key;

—  security certificate;

—  security domain;

—  security token;

—  trusted third party.

34 Additional definitions

For the purposes of this Regommendation | International Standard, the following definitions apply:

34.1
of th¢ Trusted Third Party or adjudicator.

3.4.2

entity (e.g..aTTP).

3.4.3

concepts developed in ITU-T Rec. X.§10 |

compromised evidence: Evidence that was, at one time, satisfactory but which no longer has the confidence

counfen-signature: A digital signature appended to a data unit which has already been signed by a different

evidence: Information that, either by itself or when used in conjunction with other information, may be uged to

resolveadispute:

344

evidence generator: An entity that produces Non-repudiation evidence.

NOTE - This entity may be the Non-repudiation service requester, the originator, the recipient or multiple parties working

in conjunction (e.g. a signer and co-signer).

3.4.5  evidence subject: The entity whose involvement in an event or action is established by evidence.

3.4.6 evidence user: An entity that uses Non-repudiation evidence.

3.4.7 evidence verifier: An entity that verifies Non-repudiation evidence.

3.4.8 message authentication code: A cryptographic checkvalue that is used to provide data origin authentication
and data integrity.

ITU-T Rec. X.813 (1996 E) 3
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3.4.9 Non-repudiation service requester: An entity that requests that Non-repudiation evidence be generated for a
particular event or action.

3.4.10 notary: A Trusted Third Party with whom data is registered so that later assurance of the accuracy of the
characteristics of the data can be provided.

3.4.11 originator: In the context of data transfer, an entity that originates the data in an action that is subject to a
Non-repudiation service.

3.4.12 recipient: In the context of data transfer, an entity that receives the data in an action that is subject to a
Non-repudiation service.
NOTE - In the logical model of Non

-repud

iation, other entities may be considered. E.g. the owner is the entity that makes
an origin hat transfers the message: in this context entitie e ele ariginators or

recigfients.

4 Abbreviations

OSI Open Systems Interconnection
CA Certification Authority

TTP Trusted Third Party

MAC  Message Authentication Code

5 General discussion of Non-repudiation

5.1 Basic concepts of Non-repudiation

The| Non-repudiation service involves the generation, verification and recording of evidence, and the subsequent
retrieval and re-verification of this evidence in order to resolve disputes. Disputes cannot be resolved unless the eviidence
has peen previously recorded.

The| purpose of the Non-repudiation service described in this framework is to provide evidence about a particulaf event
or 4ction. Non-repudiation services may becrequested by entities other than those involved in the event or fction.
Examples of actions which may be protectedwith a Non-repudiation service are:

—  sending an X.400 message;
—  inserting a record-in-a database; and

—  invoking a renote operation.

When messages are involved, to provide proof of origin, the identity of the originator and the integrity of the dafa must
be ¢onfirmed. To provide proof of delivery, the identity of the recipient, and the integrity of the data must be confirmed.
In $ome cases, \evidence concerning the context (e.g. date, time, location of the originator/recipient) may glso be
reqyired.

Theq sewice provides the following facilities which can be used in the event of an attempted repudiation:
—_ ge,ne_l:a_t_ig;n gf g;;jde_pr‘p;

— recording of evidence;

—  verification of generated evidence;

— retrieval and re-verification of the evidence.

- Disputes may be settled between parties directly through inspection of the evidence. However, a dispute may have to be
resolved by an adjudicator who evaluates the evidence and determines whether or not the disputed action or event
occurred. Adjudication can only be provided effectively if the parties to the dispute accept the authority of the
adjudicator. For the evidence provided to be accepted by the adjudicator, it must usually be assured by one or more
Trusted Third Parties. The adjudicator can optionally be the Trusted Third Party that assures the evidence.
Non-repudiation mechanisms use a number of types of Trusted Third Parties and forms of evidence.

4 ITU-T Rec. X.813 (1996 E)
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5.2 Roles of a Trusted Third Party
One or more Trusted Third Parties may be involved in the Non-repudiation service.

Trusted Third Parties which support Non-repudiation without being actively involved in each use of the service are
known as Off-line Trusted Third Parties. A TTP which is actively involved in the generation or verification of evidence
is known as an On-line TTP. An On-line TTP which acts as an intermediary in all interactions is known as an
In-line TTP.

A Trusted Third Party may be required to record and/or gather evidence as well as being required to vouch for the
validity of the evidence. There may be a number of Trusted Third Parties involved acting in various roles (e.g. Notary,
Time Stamping, Monitoring, Key Certification, Signature Generation, Signature Verification, and Delivery Authority

A : 1 T led- D . £l 1
roles) A STIgIE TTusted TmraT aﬁ_y may actrronc-or-more-ortheserotes:

In an [Evidence Generation role, a TTP cooperates with a Non-repudiation service requester to generate evidefice:

In an[Evidence Recording role, a TTP records evidence that can later be retrieved by an evidence user pr.an adjudicgtor.
In a Time Stamping role, a TTP is trusted to provide evidence which includes the time when the time stamping refjuest
was rpceived.

In a Monitoring role, a TTP monitors the action or the event and is trusted to previde evidence about what was
monifored.

In a Key Certification role, a TTP provides Non-repudiation certificates related to an evidence generator in order to
assurg the validity of a public key to be used for Non-repudiation purposes.

In a Key Distribution role, a TTP provides keys to the evidence genetators and/or the evidence verifiers. It may also
place|constraints on the use of the keys, in particular when symmeiricai techniques are used.

In a $ignature Generation role, a TTP is trusted to provide e¥idence in the form of a digital signature on behalf ¢f the
evidence subject.

In an|Evidence Verification role, a TTP verifies evidence at the request of an entity.

In a [Signature Verification role, a TTP is trusted by the evidence user to verify evidence in the form of a digital
signature.

NOTE - The Signature Generatien role is a particular case of the Evidence Generation role. The Signature verificatign role
is a particular case of the evidence verifieation role.

In a[Notary role, a TTP prevideés assurance about the properties of the data (such as its integrity, origin, tithe or
destipation) that are communicated between two or more entities and that have been previously registered with the TTP.

In a Pelivery Authority)role, a TTP interacts with the intended recipient of data and attempts to release the data {o the
recipjient. It then provides evidence that the data was delivered, that the data was not delivered, or that delivery was
attenjpted but_that'no confirmation of receipt was received. In the last case, the evidence user cannot determine whether
the data wasreeéived by the intended recipient or not.

5.3

£ 1° 4°
SCS U1 INOII-I t:puunauuu

Non-repudiation is composed of four distinct phases:

|

evidence generation;

evidence transfer, storage and retrieval;

evidence verification; and

dispute resolution.

Figure 1 illustrates the first three phases; Figure 2 illustrates the fourth phase.

ITU-T Rec. X.813 (1996 E) 5
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Non-repudiation security policy

Information
about
Evidence | Evidence Evidence Evidence
subject Observation generation generation user
requester requester
. A
Request generation Requests verification
Observation Yes /No
Y . Transfer . A 4
nformation \ Evidence and Evidence
about Evidence storage/retrieval Evidende
generator verifier
Evidence and Evidence-and
other information other information
[
TISO7760-9p/d01

|_ Trusted third party

OTE - This figure is illustrative, not definitive.

Figure 1 - Entities involved in the generation, transfer, storage/retrieval and verification phases

Non-repudiation
palicy
1
Agreed
adjudicators
Defendant Plaintiff
TISO7770-96/d02

NOTE - This figure is illustrative, not definitive.

Figure 2 — Dispute Resolution phase of a Non-repudiation process
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5.3.1 Evidence Generation

In this phase, the Evidence Generation Requestor requests the Evidence Generator to generate evidence for an event or
action. An entity whose involvement in the event or action is established by the evidence is known as an Evidence
Subject. Different groupings of these entities are possible: an Evidence Subject and an Evidence Generator may be the
same entity as may the Evidence Subject, the Evidence Generation Requestor and the Evidence Generator; the Evidence
Generation Requestor and the Trusted Third Party; the Evidence Generator and Trusted Third party; and the Evidence
Generation Requestor, the Evidence Generator and Trusted Third party. Depending on the type of Non-repudiation
service, the evidence may be generated by the evidence subject, perhaps in conjunction with the services of a Trusted
Third Party, or by a Trusted Third Party alone.

NOTE - Depending on the context of the Non-repudiation service, relevant evidence will typically include the identities of
the entities mvolved the data, and the time and date. Addmonal mformatlon such as mode of transfer (e g OSI communication;
databg age2 eval),
be inc| uded

5.3.2 Evidence Transfer, Storage and Retrieval

Durinjg this phase, evidence is transferred between entities or to or from storage (see Figure 1).

5.3.3 Evidence Verification

In this phase, the evidence is verified by an evidence verifier at the request of an evidence’user. The purpose of this
phasq is for an evidence user to gain confidence that the supplied evidence will indeed be adequate in the event of a
dispute arising. Trusted Third Party services may additionally be involved for providing information to verify the
evidegnce. The evidence user and the evidence verifier may be the same entity.

534 Dispute Resolution

In the dispute resolution phase, an adjudicator has the responsibility of t€solving disputes between parties. The disguting
partigs are sometimes known as the plaintiff and the defendant. The dispute resolution phase is depicted in Figure 2

When the adjudicator resolves disputes, it collects evidence fromJthe disputing parties and/or the Trusted Third Parties.
The process used by an adjudicator to resolve disputes is outside the scope of this Recommendation | Interna}ional
Standard.

This [phase is not always needed. If all interested parties agree that an event or action occurred (or agree that it didn't
occuf) then there is no dispute to resolve. Furthermore, even if a dispute arises, it can sometimes be resolved difectly
betwgen the parties without the need for an adjudicator. For example, if one of the parties to the dispute is honeEt but
mistgken, then they may realize that they afe wrong when they are shown the other party’s evidence.

Althgugh this phase is not always«ngeded for every instance of the Non-repudiation service, all Non-repudr;tion
mecHanisms must support the dispute)resolution phase. That is, they must enable disputes to be resolved if they occ
5.4 Some forms of Non-repudiation services

Therf are many forms.of Non-repudiation services. Among the many forms, the Non-repudiation service associated with
the tjansfer of datais one that is frequently considered.

The fransfer_0f'a message involves at least two entities, namely the originator and the recipient. Potential digputes
concprning\the event include the following:

—  disputes in which the originator’s involvement in the event is disputed e.g. the alleged originator dlaims
that the message was either forged by the recipient or forged by a masquerading attacker.

—  disputes in which the recipient’s involvement in the event is disputed e.g. the alleged recipient claims the
message was either not sent, lost in transit, or only received by a masquerading attacker.

For messaging, Non-repudiation services may be classified according to the kind of dispute they can help resolve.

The transfer of messages from an originator to a recipient may be regarded as being a sequence of separate events:
—  the transmission of the message from the originator to a transfer agent;
— the transmission of the message between transfer agents (if more than one transfer agent is involved); and

— the transmission of the message from a transfer agent to the recipient.

ITU-T Rec. X.813 (1996 E) 7
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For each of these events there are forms of the Non-repudiation service which provide evidence concerning that event.
Accordingly, the following additional Non-repudiation services are identified:

—  the Non-repudiation with proof of submission service is used to protect against a transfer agent’s false
denial of having accepted a message for transmission (either from the originator or from another transfer
agent).

—  the Non-repudiation with proof of transport service is used to protect against a transfer agent’s false
denial of having transmitted a message (either to the recipient or to another transfer agent).

NOTE - The Non-repudiation with proof of submission and Non-repudiation with proof of transport services do not
provide evidence that an entity is responsible for the message or has understood the information that the message contains.

5.5 Examples of OSI Non-repudiation evidence

Depg¢nding on the OSI Non-repudiation services invoked, particular forms of evidence are needed for each type’of|event
or adtion as illustrated below.

5.5.1 For Non-repudiation of origin

The gvidence must include the following (which can be either signed or notarized):
—  the distinguishing identifier of the originator;

— the data sent, or a digital fingerprint of the data.

The gvidence may also include the following;:
— the distinguishing identifier of the recipient;

— the date and time that the data was sent.

5.5.2 For Non-repudiation of delivery

The pvidence must include the following (which can be either signed or notarized):
— the distinguishing identifier of the recipient;

—  the data received, or a digital fingerprint of the'data.

The Evidence may also include the following:
— the distinguishing identifier of the efiginator;

—  the date and time when the data-was received.

Whdn a Delivery Authority is used, the-evidence may also include the following (which can be either siged or
notafized):

—  the distinguishing-identifier of the Delivery Authority;

— the date and time when the delivery was first attempted by the Delivery Authority;

—  the date and time when a ready to receive was obtained from the recipient;

—  the dafe and time when the delivery was performed by the Delivery Authority;

—  thexdate and time when the Delivery Authority was unable to perform the delivery;
—«the probable cause of the non-delivery conditions (e.g. communications channel broken);

X' an indication of the handling requirements that were met when delivering the message.

6 Non-repudiation policies
A Non-repudiation policy may include the following:

— Rules for the generation of evidence e.g. specifications of the classes of activity for which
Non-repudiation evidence should be generated; specifications of the TTPs to be used to generate
evidence; the roles in which those TTPs may act; the procedures that entities must follow when
generating evidence.

—  Rules for the verification of evidence e.g. specifications of the TTPs whose evidence is acceptable; for
each TTP, the forms of evidence that will be accepted from that TTP.

—  Rules for the storage of evidence e.g. the means to be used to ensure the integrity of stored evidence.
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—  Rules for the use of evidence e.g. specification of the purposes for which evidence may be used.

NOTE — With some Non-repudiation mechanisms it may be difficult to prevent unauthorized use of evidence.

—  Rules for adjudication e.g. specification of the agreed adjudicator(s) that may settle a dispute.

Each of these sets of rules may be defined by a different authority. For example, the rules for generation of evidence
could be defined by the owner of a system, while the rules for adjudication could be defined by the law of the country in
which the system exists.

If different parts of the policy are inconsistent, then the Non-repudiation service may fail to operate correctly e.g. by
allowing an event which did in fact occur to be successfully denied during the dispute resolution phase.

The Nenrepudiationpoheyitse ay-be-used by the adjudicatorwhenresolving a-dispute-Eor-examplethe-adjudicator
might refer to the Non-repudiation policy to determine whether the rules for generation of evidence have been Corpplied
with

Security policies can be explicitly stated, or implicitly defined by implementations. An explicit statement of the| Non-
repufliation policy (e.g. a natural language document) can help detect conflicts between different parts-of the polidy and
can 4lso aid the adjudicator.

Nonijrepudiation policies also deal with cases in which evidence has been compromised ©r,in which the keys uped to
gengdrate the evidence have been compromised or revoked.

Nontrepudiation policies for interactions between security domains may result from-agreements between indepgndent
secufity domains or may be imposed by a super-domain.

7 Information and facilities

7.1 Information

Infofmation that can be used to resolve a dispute is knowii‘as evidence. Evidence may be stored locally by an ev]dence
user|or may be stored by a Trusted Third Party. Particular forms of evidence are digital signatures, secure envelopps and
security tokens. Digital signatures are used with public key techniques while secure envelopes and security tokgns are
used with secret key techniques. Examples of information that can constitute evidence include:

—  Anidentifier of the Non-repudiation security policy.

—  The distinguishing identifier of the originator.

—  The distinguishing identifier of the recipient.

— A digital signature or Secure Envelope.

—  The distingiishing identifier of the evidence generator.

—  Thédistinguishing identifier of the evidence generation requestor.

— “The message, or a digital fingerprint of the message.

NOTE - When the digital fingerprint is used in place of the message, an indicator is required to idenfify the
method used in the derivation.

—  The message identifier.
—  Anindication of the secret key needed to validate the security token.

—  An identification of the particular public key needed to validate the digital signature (e.g. the
distinguishing identifier of the Certification Authority and certificate serial number).

—  The distinguishing identifier of the notary, time stamping TTP, In-line TTP, etc.
— A unique identifier for the evidence.
—  The date and time that the evidence was deposited or recorded.

—  The date and time the digital signature or security token was generated.
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7.2 Non-repudiation facilities

This subclause identifies a number of Non-repudiation facilities that may be used to generate, send and validate evidence
or to deposit evidence with a TTP.

7.2.1 Management-related facilities

Non-repudiation management-related activities may involve distribution of information, passwords or keys (using key
management) to entities required to perform Non-repudiation. This may involve use of a protocol between
communicating entities and other entities providing Non-repudiation services. Non-repudiation management may also
involve the revocation of the keys used to produce evidence.

The Non-repudiation management facilities allow a user to obtain, modify and delete information which is necessary for
the pfovision of Non-repudiation. In broad (erms {hese acililies are.

install management information;

|

modify management information;

delete management information;

—  list management information.

The following management-related actions may be required in support of Non-repudiation seryices:

|

recording the event in the audit trail;

recording of the results of dispute arbitration;

local reporting of the event;

—  remote reporting of the event.

The gpecific action to be taken for each event is dependent on the security policy in operation.
7.2.2 Operation-related facilities

7.2.2l1 Generate Evidence

This [facility is used to generate evidence. Evidence may be generated directly by the evidence subject (without invqlving
a TTP), by one or more TTPs acting on behalf of the’evidence subject, or by the evidence subject and one or more|{TTPs
acting together.

Candidate inputs include:

—  the Non-repudiation policy;

the distinguishingidentifier of the evidence subject;
— the distinguishing identifier of the Non-repudiation service requester;
—  the data, ofa digital fingerprint of the data;

—  the distinguishing identifier of the TTP that will be used to generate the digital signature, the sefurity
tokén, or other evidence.

Candidate outputs include:

—  evidence (e.g. a digital signature or a security token);

—  the distinguishing identifier of the TTP that generated the digital signature, the security token, or other
evidence.

7.2.2.2 Generate Time Stamp
This facility is used to generate time stamps.

Candidate inputs include:
—  the distinguishing identifier of the entity requesting the time stamp;
— the distinguishing identifier of the TTP in the Time Stamping role;

—  the data (e.g. signed message; acknowledgment;) or a digital signature or a digital fingerprint of the data.
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Candidate outputs include:

7.2.2.3—Gemrerate Nutarized-Evidenrce
This facility is used to deposit evidence with the TTP.

Candjdate inputs include:

Candldate outputs include:

7.2.2]:
This

Candjdate inputs include:

Candjdate outputs include:

cility is used to validate evidence.

—  counter-signature computed by the TTP;

— an identification of the method and/or cryptographic algorithm used to generate the counter-signature
(which secondarily indicates if the data or a digital fingerprint of the data is used);

— the distinguishing identifier of the Time Stamping Service;
— the date and time when the time stamping request was received;
— the date and time when the counter-signature was generated;

- asigned message which includes a time stamp and a digital fingerprint of the input data.

— the distinguishing identifier of the evidence generation requestor;
— the evidence (e.g. a digital signature or security token);
— the distinguishing identifier of the evidence generator;

_ dicts
uiv uin

— the recording number of the evidence;

—  the date and time of evidence recording.

Validate Evidence

— evidence;

— the distinguishing identifier of the gvidence subject;

— the distinguishing identifier of the evidence user;

—  the identifier of the key te be used for evidence verification;

— an indication of the intended use of the evidence (so that an assessment can be made to determine {f the
evidence is appropriate for this use under the Non-repudiation policy).

—  the result'of the verification (i.e. valid or invalid);
— the'distinguishing identifier of the evidence subject;
— «the distinguishing identifier of the evidence generator;

=~ ' the distinguishing identifier of the evidence verification requestor;

7.2.2.5

31 L L T -1 (ad el fa'ala sl a WK RS 1l 1o el + LR |
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— the data or the digital fingerprint of the data.

Generate evidence for data transfers via an in-line TTP

Instead of sending data and/or acknowledgements between an originator and a recipient directly, data may be transferred
through a TTP, so that Non-repudiation evidence may be assured by the TTP. This facility may also be used when it is
suspected that a recipient could claim communication channel failure to deny delivery of the data.

To use this facility the following must be presented to the In-line TTP:

—  the data;

— the distinguishing identifier of the recipient,
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In addition, the following may be presented:

—  adigital fingerprint of the data;

- the distinguishing identifier of the originator;
— adigital signature;

— the distinguishing identifier of the In-line TTP;

—  the non-repudiation policy.

Candidate outputs from the In-line Trusted Third Party include:

8

The

co
que

Thi

— the d%afingniqhing identifier of the In-line Trusted Third Partv:

— the distinguishing identifier of the recipient;
— the recording number of the evidence;
— the date and time of the recording;

— the data, or a digital fingerprint of the data.

Non-repudiation mechanisms

dtion.

q clause describes mechanisms that can be used to provide Non-repudiation service and describes some of the

to tHose mechanisms.

8.1

Non-repudiation using a TTP security-token (secure envelope)

Non-repudiation service may be provided through the use of mechanisms such as digital signatures, enciphefment,
notafization and data integrity mechanisms, with support from other services stch as time stamping. Both symmetric and
asy'l‘?lt?metﬁc cryptographic algorithms can be used for Non-repudiationi The Non-repudiation service can

use a

ination of these mechanisms and services as appropriate to satisfy the security requirements of the application in

hreats

In this scheme, Non-repudiation evidence consists of a security token, sealed with a secret key known only to g TTP.
The| TTP generates the security token at the.request of the evidence generation requestor and can subsequently v

for

An

the evidence user or the adjudicator. In.this case the TTP is the evidence generator and the evidence verifier.

to generate a security token. ThiS request must be integrity-protected (e.g. using a seal), and may also be confiden
profected (e.g. using enciphermenit). Integrity-protected security tokens are sometimes known as secure envelopes.

Candidate inputs used in th€ generation of the security token include:

—  an identification of the method and/or cryptographic algorithm used to ensure the integrity of the s
token;

—<—an identification of the method and/or cryptographic algorithm used to ensure the confidentiality
security token;

brify it

bvidence generation requestor transmits to the TTP, the data or a digital fingerprint of the data, along with a request

ality-

pcurity

of the

L~ the distinguishing-identifier of the-evidence subject;

—  the distinguishing identifier of the evidence generation requestor;
—  the non-repudiation policy applicable;

—  the date and time of the event or action;

—  data describing the event or action.

Candidate outputs include:

12

—  asecurity token;

— the date and time the security token was generated.
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8.2 Non-repudiation using security tokens and tamper-resistant modules

In this scheme, Non-repudiation evidence consists of a security token, sealed with a secret key which is stored within
tamper-resistant cryptographic modules which are possessed by the evidence generator, the evidence verifier and the
adjudicator. The tamper-resistant modules restrict the operations which may be performed with the secret key, and
prevent the value of the key from being revealed outside the module.

The evidence generator’s module permits the secret key to be used to create a sealed token, while the modules possessed
by the evidence verifier and the adjudicator only permit token verification. All parties involved must trust that the secret
keys have been installed correctly in the tamper-resistant cryptographic modules so that the same secret key can only be
used by one entity for evidence generation but by other entities only for evidence verification.

If a dispute arises, the evidence user presents the sealed token to the adjudicator, and argues that it must have been
created using the evidence generator’s module as the other modules which contain the same key are not capable of

securjty token generation.

8.3 Non-repudiation using a digital signature

In tth scheme, Non-repudiation evidence consists of a digitally signed data structure. Signature_ generation uyses a
signing key and signature verification uses a verification key.

Depending on the security policy, time information may be required. This may be included“in the digital signature
provided by an entity and/or provided by a TTP acting as a time stamping authority. When this is not provided by a|TTP,
this i$ not necessarily trusted by other entities. If the adjudicator needs a time stamp and/ot'the contextual informatjon to
resolye disputes, this information must be obtained from trusted sources (e.g. TTPs)

The gvidence verifier and the adjudicator must be able to obtain the verification’key in order to verify the evidencq. If it
canngt be guaranteed that the adjudicator will know the evidence generator’s public key by other means, then the
evidgnce must also include a security certificate for this key.

The digital signature may be generated by the evidence subject or generated by a TTP in a Signature Generation rolg.

A digital signature which is generated by the evidence subject is. known as a direct digital signature. A digital sigfature
mechanism which is generated by a TTP on behalf of the evidence subject is called a mediated digital signature.

Digitpl signatures alone are not sufficient to settle disputés' when the certificate used to verify the signature has|been
revolfed. In order to settle such disputes it is necessary;.n addition, to provide the adjudicator with evidence abopit the
revogation of the certificates (e.g. Certificate Revogeation Lists — CRLs) that shows that the certificate was still VJ;id at
the tifne the digital signature was generated. However, this scheme does not allow settlement of disputes when the qwner
of the private key voluntarily uses an incorrect_time, or when an attacker compromises the private key used to generate
the dignature. In order to settle such disputes it is necessary, in addition, to use a trusted time reference|or a
counfer-signature from a TTP in its Time'Stamping Role (see Annex E).

An evidence verifier may use a Directory Service to obtain information (such as security certificates) needed fo¢r the
verification process. The evidence verifier must obtain the public key of the evidence generator. This key may be
contgined within a security dertificate stored in the Directory. More than one certificate may be needed. To endure a
certificate is valid, it is alsofiecessary to request the revocation certificate list that may apply. This is necessary for pvery
Certiffication Authority-which appears in a certification path (see ITU-T X.509 | ISO/IEC 9594-8).

An epidence user.may-seek the assistance of a TTP acting in a Signature Verification role to validate a digital signpture.

In order to do this, the TTP may require some interaction with a Directory. It is expected that the TTP acting in a
Signature Verification role holds the public key of at least one Certification Authority. The TTP also takes into account
the trust relationships that exist between different Certification Authorities.

8.4 Non-repudiation using Time Stamping

When a trusted time reference is needed and when the clock provided by the entity that produces the digital signature or
security token cannot be trusted, it is necessary to rely on a Trusted Third Party to provide Time Stamping. Time
Stamping can be used to establish that a message was signed before the signature key was compromised, and hence that
the message is not a forgery. In a Time Stamping role the Trusted Third Party will provide a digital signature or security
token to establish when the request was received. Time Stamping may be requested by the evidence generator, the
Non-repudiation service requester, the evidence user or the evidence verifier.
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Time Stamping adds the time and date and a seal or digital signature to data. Time Stamping does not require
authentication of the entity that requested the time stamp. The evidence verifier must determine if the time stamps are
within an acceptable range as dictated by the security policy.

Time Stamping may be combined with Signature Generation or Token Generation. If the entity that generates the digital
signature includes a reliable and trusted clock, a counter-signature may not be required.

85 Non-repudiation using an in-line Trusted Third Party

In-line Trusted facilities can be explicitly requested for a particular event or action or may be provided
implicitly. The In- }'ne TTP then acts as an intermediary in all interactions for which the Non-repudiation service is
requested and may provide evidence to an evidence user (such as an adjudicator). The In-line TTP will, in all cases,
relay(the data and monitor the event or action.

The TTP is trusted to keep records for future resolution of disputes. The data, or a digital fingerprint of the ‘data, dan be
evidgnce if kept by the TTP.

8.6 Non-repudiation using a Notary

In thk OSI model, a notarization mechanism provides assurance about the properties of data communicated between two
or mpre entities, such as its integrity, origin time and destination. A notary is trusted by the entities involved to hold the
necepsary information requ1rea to prOVl(le assurance in a testifiable manner and to nccp tecords for future resolutlon of
dispites. Digital Signature, Encipherment and Integrity mechanisms may be used,as appropriate, in support ¢f the

service being provided by the notary.

In ah Evidence Generation role, the notary will record evidence to assuré the properties of the data. In additjon, a
recofding number may be used to identify this evidence.

In af} Evidence Verification role, the notary will confirm the validity of the evidence.

8.7 Threats to Non-repudiation

No Non-repudiation mechanism is completely invulnerable to all threats. A mechanism which involves a TTP mgy not
be s¢cure if the TTP does not behave in a way whichit is supposed to behave. This may happen either as the resulf of an
accidlental failure or as the result of an attack carried out by an insider. The consequences of this threat may be
significant but are not discussed further in this-Recommendation | International Standard. Non-repudiation mechgnisms
vary| with respect to the consequences of PTP misbehaviour, and with respect to how easy it is for a TTP to|cause
protpcol failures. An assessment mustibe made of which threats are likely and which have significant consequencgs in a
particular environment, in order to-ehoose a selection of mechanisms which keep the total risk within acceptable |imits.
Somje examples of these threats, together with possible countermeasures, are discussed below.

8.7.1 Compromise of’keys

8.7.1.1 Comprise of entity’s generation key

In tHe period between the compromise of a key and the detection of this compromise by the legitimate owner of the key,
ther¢ is a risk-that an attacker might use the compromised key to generate evidence which an evidence user will acgept as
beinlg valid” The Non-repudiation mechanism cannot recover from any damage that has been caused by such mispse of
an ¢vidence generation key. However, it is possible to determine the extent of the damage by using an evidence
gen Tation aulhorily (€84 Signdlurc Gerneration Aut'umiiy) whcth may thremr kccp amraudit-tratt-of écucxatcd evidence
and hence make it possible to discover which evidence has been generated and when it was generated. It is also desirable
to advertise as widely as possible the fact that the key has been misused but it will not always be possible to reach all the
recipients who received evidence built using the compromised generation key.

As soon as this key compromise is detected by the legitimate owner of the key, the generation key needs to be revoked.
If the generation key is a private key, then the corresponding public key certificate needs to be revoked. This can
be done using Certificate Revocation Lists as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8. However this is not
sufficient, since this does not prevent some misuse of the key. Possible ways of countering this threat include using a
Non-repudiation mechanism in which the generation of evidence requires the cooperation of a TTP as well as the
evidence subject. For example, the use of either mediated digital signatures or counter-signatures from a Time-Stamping
Authority can protect against this form of threat. In the later case, the Non-repudiation policy specifies that the evidence
is valid only if correctly counter-signed by a Time-Stamping Authority (see Annex E).
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Key compromise can also be deliberate. If the Non-repudiation policy specifies that an evidence subject will not be held
responsible for misuse of their key between the time the key is compromised and the time this compromise is detected,
then the evidence subject can take advantage of this to claim that its key has been compromised, and hence repudiate an
action or event which actually took place. This threat may be countered by defining a maximum time delay that is
allowed before reporting the compromise of a key. Under this policy, if an evidence user fails to declare the compromise
of their key within this time limit, then the evidence subject is held responsible for any consequences of the misuse of
their key. Evidence verifiers can then make sure that the delay allowed for the declaration of a key compromise has
expired before accepting any evidence.

8.7.1.2 Compromise of TTP’s generation key

When the compromlse ofa TTP s key has been detected, the key must be revoked. If the generatlon key isa pnvate key,
then t pondin : b d—This-ean : '

defingd in ITU T Rec. X 509 | ISO/IEC 9594 8 In order to deal w1th ev1dence prevxously generated wnh the (possibly)
compfomised key, it is necessary that the TTP keeps an audit trail of every use of its key. If the TTP!s key is
compfomised, the audit trail can then be used to settle disputes.

8.7.1.8  Substitution of entity’s verification key

This i the threat that an evidence user/verifier is fooled into believing that they have valid evidenice. However, wHen a
dispufe needing adjudication arises, it is discovered that the evidence is invalid. That,i§, the evidence user lopses,
becauge they acted in good faith on the basis of apparently valid evidence, but the .adjudicator finds against them.
Possiple ways of countering this threat include the use of strong procedures to take sure that the right entity is
assocfated with the right verification key. Should a substitution occur, the wrong, verification key must be remové¢d as
soon gs the substitution is detected.

8.7.1.4 Substitution of TTP’s verification key

If the(verification key is a public key used by a TTP to directly verify-evidence, the TTP can be tricked into accepting
falsified evidence by falsifying whatever conveys the verification key to the adjudicator (e.g. paper documents, a
certificate chain). A particular example of this is when the-adjudicator’s copy of a public key is substituted by an
attackler.

Wher| an attack of this kind has been detected, the substitution should be advertised as widely as possible but it should
be noted that it will not always be possible to reach) all the evidence users who used evidence that could have been
verifigd using the substituted key. It is possible to determine which evidence was verified before the warning of the
substifution by using an evidence verification-authority (e.g. a Signature Verification Authority) which may then kedp an
audit [trail of verified evidence. In this way)it is possible to know which evidence was verified before, and which
evidence was verified after, the warning.

If the|verification key is a public key-used by evidence users to directly verify certificates, then it should be changgd as
soon 3s detected.

8.7.2 Compromise of evidence

Inforrhation which was at one time acceptable as evidence may cease to be acceptable. Such information is known as
compfomised eyidence.

8.7.2.1 _Unauthorized modification or destruction of evidence

In thisTase; the actiom or event did-appen, but the party with an interest in repudiating the event manages o modily or
destroy the stored evidence. That party may then successfully repudiate an event which, in fact, occurred. This threat can
be protected against by employing appropriate security mechanisms to prevent the modification or destruction of the
evidence (e.g. redundant storage). The use of a TTP to store evidence can provide improved protection against this
threat, as storage media kept by a TTP may be better protected than storage media kept by the evidence user.

8.7.2.3 Destruction or invalidation of evidence

This is the threat that the evidence stored by the TTP is destroyed. This threat can arise if the TTP is not sufficiently
careful, and the TTP has not made adequate arrangements for backup. This threat can be protected against by using
Non-repudiation mechanisms in which all the evidence needed to resolve disputes is stored by the evidence user. The
evidence user can then ensure that the evidence will not be destroyed even if a TTP is malicious or careless.
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8.7.3 Falsification of evidence

8.7.3.1 Falsification of evidence by outsider

In this case, a disputed event did not happen, but an outsider penetrates the system and creates false evidence that it did
happen. This case may happen when a notary is involved. Cryptographic mechanisms may be used to protect stored
evidence against forgery or modification by an intruder.

8.7.3.2 False verification of evidence

In mechanisms where a TTP is used to verify evidence, there is a threat that the TTP will tell the evidence user that it has
validated the evidence, when the evidence is actually invalid. If a dispute arises, the evidence user will be unable to
convince the adjudicator that the disputed event occurred. This threat can be protected against by using a
Non-repudiati o i i ich the evidence verifier can verifv the evidence dire without using a TTP.

8.7.3[3 Falsification of evidence by Trusted Third Party

This lis the threat that a Trusted Third Party might forge evidence for an event which never occurred, If‘the TP is
trustdd by the adjudicator, the adjudicator would accept the falsified evidence and hence be tricked.into makigg an
incorfect decision. This threat can be protected against by using a Non-repudiation mechanism in which it is difficylt for
TTPY to falsify evidence, or by ensuring that the TTPs used are trustworthy as well as being in\a position of trust. In
genefal, it is difficult to provide irrefutable evidence as to the trustworthiness of an entity.

9 Interactions with other security services and mechanisms
This clause describes how other security services can be used to support Non-repudiation. The use of Non-repudiatjon to
suppprt other security services is not discussed here.
9.1 Authentication

Wheh interacting with a Trusted Third Party, entities may need“to prove their identity by using an Authenti¢ation
Servjce. Subsequent exchanges may need to be assured by the(use of a Data Origin Authentication service. For example,
wheh a TTP is used for signature generation, it may be requiréd to authenticate the evidence subject before generating a
signgture.

9.2 Access Control
An Access Control service may be used tocensure that information stored by a TTP, or service offered by a TTP, is|made
avaiable only to authorized entities.

9.3 Confidentiality

Confidentiality services may.be required to protect the data from unauthorized disclosure (including, in some [cases,
unaythorized disclosure-by.or to a TTP) and also to protect against unauthorized disclosure of evidence.

9.4 Integrity

Inteprity sexvices will be required to ensure the integrity of the evidence.

—

With Non-repudiation with proof of Origin or Non-repudiation with proof of Delivery the integrity of the data mupt also
be akstired so that the data transferred between an originator and a recipient cannot be modified without detection.

9.5 Audit
An evidence user may use the audit recorder function to store evidence for use if a dispute arises later.

A notary or In-line TTP may use the audit recorder function to record the contents, origin, destination and time of the
messages.

9.6 Key Management

A key Management service may be used to provide keys for use in evidence generation and evidence verification. The
key Management service may be required to provide keys for evidence verification even though the corresponding key
used for evidence generation has ceased to be valid or available.
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Non-repudiation in OSI Basic Reference Model

(This annex does not form an integral part of this Recommendation | International Standard)

Non-Repudiation with Proof of Origin

The Non- repudlanon with Proof of Or1gm service provxdes the rempnent of data w1th proof that protects agamst any
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When

Non-fepudiation with Proof of Origin depends upon a previously agreed scheme for the provision of validated evid
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digital fingerprint of the original message) at the time of receipt.
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Authgrity, is involved in supporting this service.

ly the sender of the data but p0351b1y a TTP) dehvers to the ev1dence verlfler (usually the rec1p1ent of the dat]
ly a party representing the recipient), evidence that the data was sent by the sender.

a signature mechanism is used, the evidence is a digital signature of the data or a digital fingerprifit of the

the following phases:

1) the Non-repudiation service requester generates evidence, or obtains evidence, from a TTP and app
the evidence to the data;

2) the evidence is made available to the evidence user;

3) in the event of a dispute, the data and the evidence are produced. by the evidence user; the adjudi
verifies the data against the evidence.
Non-repudiation with Proof of Delivery

[on-repudiation with Proof of Delivery service provides thé’sender of the data with proof that protects agains

nder of the data but also possibly a party représenting the originator, or a TTP) evidence that the data
red.

ervice depends upon the return, by the fecipient of the data, of an acknowledgement containing evidence.
wledgement will contain confirmation of receipt in the form of a digital signature on the original message
a signature mechanism is used,.a signed acknowledgment is required as evidence.

Cases of this service may/be considered according to whether or not a TTP, acting in the role of a Del
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uent attempt by the recipient to falsely deny receiving.the data or its contents. This may be achieved whep the
evidehce generator (usually the recipient of the data, but also possibly a TTP) delivers to the evidence verifier (us
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Annex B

Non-repudiation Facilities Outline

(This annex does not form an integral part of this Recommendation | International Standard)

Security Facilities Element Entity:  Evidence Subject, Evidence Generator, Evidence Verifier,
Outline Evidence User, Non-repudiation-TTP, Adjudicator
Info Object: Evidence
Goal of Entity: To collect, maintain, make available and validate irrefutable evidence
Entity TTP, Security Authority
A | Function (Not defined)
C | Management related — install;
T | gctivity — modify;
I — delete;
v — list.
I | Entity Evidence generator Evidence verifier NR-TTP Adjudicator
Function (Not defined) (Not defined) (Not defined) (Not defined)
Y | Pperational related — Generate Evidence; | — Generate Evidence;{ | — Generate Time (Not defined)
hctivity Stamp;
— Generate notarized | — Generate notdrized | — Transfer via TTP,
Evidence. Evidence.
I | [nput/Output Data — Management information, e.g=password or keys;
N | glement managed by — Information type;
F | SDA — Non-repudiation policy:
O | [Information typeused |- Evidence;
R | fin operation — digital signature;
M — security token;
A — security-certificate;
T — time.stamp.
I ||Control Information Redording of the event in the audit trail and the results of dispute arbitration;
0 reporting of the relationship between entities.
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Annex C
Non-repudiation in store and forward systems

(This annex does not form an integral part of this Recommendation | International Standard)

In a store and forward system, a message is transferred between its originator and its recipient by one or more
intermediaries, known as transfer agents. In such systems, the transmission of a message involves not only
communication between the originator and the recipient, but also communication between the originator and a transfer

agent, communication between the recipient and a transfer agent, and communication amongsi transfer agents. The
Non-repudiation service may be applied separately to each of the steps that are carried out in transporting the message to
its ultjmate destination.

The Non-repudiation with proof of origin service protects against a sender’s false denial of sending the message or its
contents. Either the recipient or the transfer agents may use the evidence collected by this service.

The Non-repudiation with proof of delivery service protects against a recipient’s false denial of’having receiyed a
messgge or its contents. Either the originator or the transfer agents may use the evidence collected by this service.

The Non-repudiation with proof of submission service is used to protect against a transfer,dgent’s false denial of having
accepled a message for transmission (either from the originator or from another transfer.agént). The originator or pther
transfpr agents may use the evidence collected by this service.

The Non-repudiation with proof of transport service is used to protect against & transfer agent’s false denial of having
transrhitted a message (either to the recipient or to another transfer agent), The originator is the user of the evidence
colledted by this service.

The Non-repudiation with proof of transfer service is used to protect against a transfer agent’s false denial of having
accepfed responsibility for delivering a message. This service is used'when more than one transfer agent is involvgd in
the d¢livery of a message. When the transfer agent which first @ccepted the message passes it on to a second trahsfer
agent| the second transfer agent may provide the first with evidence that it has accepted responsibility for the mespage.
When more than two transfer agents are involved, this seryvice may also be used between the second and the third agent,
and s¢ on.

The yse of these different forms of the Non-repudiation service is summarized in the following table:

Name of service Protects against Used by
Proof of origin Originator Recipient, transfer agent
Proof of submission Transfer agent Originator
Prooff of transport Transfer agent Originator
Prooff of transfer Transfer agent Transfer agent
Proof of delivery. Recipient Originator, transfer agent

These ditional-forms . S ubmission-and proof o ansport) can be pro dby
viewing the system at a different level of granularity, and then using mechanisms that provide more fundamental forms
of the Non-repudiation service (proof of origin and proof of delivery). For example, proof of transport can be
implemented by refining the transmission of a message from an originator to a recipient into a sequence of message
exchanges, one of which is an acknowledgement of delivery from a transfer agent to the originator, and then using the
proof of origin service to protect this acknowledgment.
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