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Foreword

IS

(the International Organization for Standardization) and IEC (the Inter-

natipnal Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
dev¢lopment of International Standards through technical committees established

by
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e respective organization to deal with particular fields of technical activity.
and IEC technical committees collaborate in fields of mutual interest. Other
national organizations, governmental and non-governmental, in liaison with

P ek

aemd T Slem tolio o CE TR 1
dnd 1, diSO ldke pait il uic wOULK.

ical committee, ISO/IEC JTC 1. Draft International Standards adopted by-the
technical committee are circulated to national bodies for voting. Publication
n International Standard requires approval by at least 75 % of the "national

es casting a vote.

In 'Ilte field of information technology, ISO and IEC have established a jéint

rnational Standard ISO/IEC 10181-1 was prepared by Joinit Technical Com-
ee ISO/IECITC 1, Information technology, Subcommittee SC 21, Open
s interconnection, data management and open, distributed processing,
bllaboration with ITU-T. The identical text is published as ITU-T Recommen-
bn X.810.

TEC 10181 consists of the following parts, under the general title Information
nology — Open Systems Interconnection — Security frameworks for open
ems:

Part 1: Overview

Part 2: Authenticationframework

Part 3: Accessseontrol framework

Part 4. Non-repudiation framework

Part5: Confidentiality framework

Part 6: Integrity framework

Part 7: Security audit and alarms framework

Annexes A and B of this part of ISO/IEC 10181 are for information only.

iv
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Many applications have requirements for security to protect against threats to the communication of information. [Some
comtponly known threats, together with the security services and mechanisms that can be used to protect agains{ them
are described in CCITT Rec. X.800 | ISO 7498-2.

This [Recommendation | International Standard defines the framework within which security Services for open systems

are s

pecified.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -
SECURITY FRAMEWORKS FOR OPEN SYSTEMS: OVERVIEW

Scope

The sgcurity frameworks address the application of security services in an Open Systems environment, where the
Open|Systems is taken to include areas such as Database, Distributed Applications, ODP and OSI The seq
frameworks are concerned with defining the means of providing protection for systems and objects within systems
with fhe interactions between systems. The security frameworks are not concerned with-the methodology
constucting systems or mechanisms.

term
urity
, and
for

The sgcurity frameworks address both data elements and sequences of operations (but not protocol elements) which are

used
well

to data exchanged between systems, and to data managed by systems.

obtain specific security services. These security services may apply to the communicating entities of systers as

The sgcurity frameworks provide the basis for further standardization, providing‘consistent terminology and definitions
of gerjeric abstract service interfaces for specific security requirements. They also categorize the mechanisms that can be

used to achieve those requirements.

One spcurity service frequently depends on other security services, making it difficult to isolate one part of security
the others. The security frameworks address particular security services, describe the range of mechanisms that ca
used fo provide the security services, and identify interdependancies between the services and the mechanisms.

from
In be
The

description of these mechanisms may involve a reliance on ‘a-different security service, and it is in this way that the

ity frameworks describe the reliance of one security service on another.

This part of the security frameworks:
— describes the organization of the security frameworks;
- defines security concepts which.are required in more than one part of the security frameworks;

—  describes the inter-relationship of the services and mechanisms identified in other parts of
frameworks.

2 Normative references

The fpllowing Recommendations and International Standards contain provisions, which through reference in this
constitute provisions_of this Recommendation | International Standard. At the time of publication, the editions indi(
were |valid. All ReCommendations and Standards are subject to revision, and parties to agreements based on|
Recommendation-| International Standard are encouraged to investigate the possibility of applying the most rd
editiop of, the-Recommendations and Standards indicated below. Members of IEC and ISO maintain registes

the

text,
ated

this
tcent
s of

currerjtly valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a liFt of

currently-valid ITU Recommendations
2.1 Identical Recommendations | International Standards
- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sys

Interconnection — Basic Reference Model: The Basic Model.

2.2 Paired Recommendations | International Standards equivalent in technical content

tems

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Refer
Model — Part 2: Security Architecture.

ITU-T Rec. X.810 (1995 E)

ence
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3 Definitions

The following definitions are used either in the overview or are common to two or more of the subsequent parts of the
security frameworks.

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Reference Model definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.200 |
ISO/IEC 7498-1:

- (N)-layer;

M-entity;

—  (N)-protocol-data-unit;
—  application process;
— real open system,;

—  real system.

3.2 Security architecture definitions

Thi§ Recommendation | International Standard makes use of the following terms ‘defined in CCITT Rec. X.800 |
IS0 7498-2:

—  access control;

— availability;

—  ciphertext;

— cryptographic checkvalue;
—  decipherment;

— denial of service;
— digital signature;
— encipherment;

— insider threat;

- key;

—  key management;
—  plaintext;

—  outsider threat;

—  security audit;

—  security.label,;

—  security policy;

— Csensitivity;

= threat.

3.3 Additiomal definitions
For the purposes of this Recommendation | International Standard, the following definitions apply:

3.3.1 asymmetric cryptographic algorithm: An algorithm for performing encipherment or the corresponding
decipherment in which the keys used for encipherment and decipherment differ.

NOTE - With some asymmetric cryptographic algorithms, decipherment of ciphertext or the generation of a digital
signature requires the use of more than one private key.

33.2 certification authority: An entity that is trusted (in the context of a security policy) to create security
certificates containing one or more classes of security-relevant data.

333 conditionally trusted entity: An entity that is trusted in the context of a security policy, but which cannot
violate the security policy without being detected.

2 ITU-T Rec. X.810 (1995 E)
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334 cryptographic chaining: A mode of use of a cryptographic algorithm in which the transformation performed
by the algorithm depends on the values of previous inputs or outputs.

335 digital fingerprint: A characteristic of a data item, such as a cryptographic checkvalue or the result of
performing a one-way hash function on the data, that is sufficiently peculiar to the data item that it is computationally
infeasible to find another data item that will possess the same characteristics.

3.3.6 distinguishing identifier: Data that uniquely identifies an entity.

3.3.7 hash function: A (mathematical) function that maps values from a (possibly very) large set of values into a
smaller range of values.

3.3.8 one-way function: A (mathematical) function that is easy to compute but, when knowing a result, it is
computationally infeasible to find any of the values that may have been supplied to obtain it.

3.3.9 one-way hash function: A (mathematical) function that is both a one-way function and a hash function(

331 private key: A key that is used with an asymmetric cryptographic algorithm and whose possession\is restricted
(usually to only one entity).

33.1 public key: A key that is used with an asymmetric cryptographic algorithm and that can’ be made puplicly
availgble.

3.3.1 revocation certificate: A security certificate issued by a security authority to indicate that a particular se¢urity
certifjcate has been revoked.

3.3.1 revocation list certificate: A security certificate that identifies a list of security certificates that have|been
revoked.

3.3.1 seal: A cryptographic checkvalue that supports integrity but does.not protect against forgery by the recipient
(i.e. it does not provide non-repudiation). When a seal is associated with'a,data element, that data element is said [to be
sealedl.

NOTE - Although a seal does not by itself provide non-repudiation, some non-repudiation mechanisms make use pf the
integrjty service provided by seals, e.g. to protect communications with trusted third parties.

3.3.13 secret key: A key that is used with a symmetric-cryptographic algorithm. Possession of a secret key is
restri¢ted (usually to two entities).

3.3.16 security administrator: A person who is responsible for the definition or enforcement of one or more pafts of
a secyirity policy.

3.3.1 security authority: An entity that isresponsible for the definition, implementation or enforcement of se¢urity
policy.

33.1 security certificate: A set,of security-relevant data issued by a security authority or trusted third party,
together with security information which is used to provide the integrity and data origin authentication services f¢r the
data.
NOTE - All certificates are deemed to be security certificates (see the relevant definitions in ISO 7498-2). The term

securIy certificate is adopted in order to avoid terminology conflicts with ITU-T Rec. X.509 | ISO/IEC 9594-8 (i.e. the dirgctory
authentication standard);

3.3.19  security certificate chain: An ordered sequence of security certificates, in which the first security certificate
contajns security-relevant information, and each subsequent security certificate contains security information which can
be used in the.verification of previous security certificates.

3.3.29 ““security domain: A set of elements, a security policy, a security authority and a set of security-rel¢vant
activities in which the set of elements are subject to the security policy for the specified activities, and the security policy
is administered by the security authority for the security domain.

3.3.21 security domain authority: A security authority that is responsible for the implementation of a security policy
for a security domain.

3.3.22  security information: Information needed to implement security services.

3.3.23  security recovery: Actions that are taken and procedures that are carried out when a violation of security is
either detected or suspected to have taken place.

3.3.24  secure interaction rules: Security policy rules that regulate interactions between security domains.

3.3.25  security policy rules: A representation of a security policy for a security domain within a real system.

ITU-T Rec. X.810 (1995 E) 3
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3.3.26 security token: A set of data protected by one or more security services, together with security information
used in the provision of those security services, that is transferred between communicating entities.

3.3.27 symmetric cryptographic algorithm: An algorithm for performing encipherment or the corresponding
algorithm for performing decipherment in which the same key is required for both encipherment and decipherment.

3.3.28 trust: Entity X is said to trust entity Y for a set of activities if and only if entity X relies upon entity Y
behaving in a particular way with respect to the activities.

3.3.29 trusted entity: An entity that can violate a security policy, either by performing actions which it is not
supposed to do, or by failing to perform actions which it is supposed to do.

3.3.30 trusted third party: A security authority or its agent that is trusted with respect to some security-relevant

activities (inthe context-of a security policy)

3.3.31 unconditionally trusted entity: A trusted entity that can violate a security policy without being detécted

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations.apply:
ACI  Access Control Information

OSI  Open Systems Interconnection

ODP Open Distributed Processing

SI Security Information

TTP  Trusted Third Party

5 Notation
The|layer notation used is the same as that defined in ITU-T Rec. X.200 | ISO/IEC 7498-1.
The|term service, where not otherwise qualified, is uséd-to refer to a security service.

Thelterm certificate, where not otherwise qualifiedy is used to refer to a security certificate.

6 Organization

The| security frameworks are parts of a multi-part International Standard (ISO/IEC 10181) and a series df ITU
Recpmmendations. The security frameworks are described below. Additional security frameworks may be identiffied in
the future. The key management framework is not a part of ISO/IEC 10181, but it has a similar scope and its description
is included for completeness.

6.1 Part I'=Overview

Seelclause It

6.2l Part2 — Authentication

This framework describes all aspects of authentication as these apply to Open Systems, the relationship of authentication
with other security functions such as access control and the management requirements for authentication.

This framework:
a) defines the basic concepts of authentication;
b) identifies the possible classes of authentication mechanisms;
c) defines the services for these classes of authentication mechanism;
d) identifies functional requirements for protocols to support these classes of authentication mechanism; and

e) identifies general management requirements for authentication.

4 ITU-T Rec. X.810 (1995 E)
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The Authentication Framework occupies a position at the top of a hierarchy of authentication standards that provide
concepts, nomenclature and a classification for authentication methods. Directly below it, standards such as
ISO/IEC 9798 (Entity Authentication Mechanisms) provide a particular set of these methods in more detail. Finally, at
the bottom of the hierarchy, standards such as ITU-T Rec. X.509 | ISO/IEC 9594-8 (the Directory Authentication
Framework) use these concepts and methods in the context of a specific application or requirement.

The Authentication Framework describes a model of authentication, a number of phases into which authentication
activities can be categorized, the use of a trusted third party, the use of authentication certificates to exchange
authentication information, a generic authentication service based on these phases, and at least five classes of
authentication mechanism which provide the generic authentication service. These include mechanisms protecting
against disclosure of authentication information, and disclosure and replay on the same (and/or different) verifiers.

6.3
This

to-data) in Open Systems, the relationship to other security functions, such as authentication and audit, an

mang

This

This [security framework describes a model of access control, a number of phases into which access control activiti

be ¢
mech

6.4

This
ISO

This

6.5

The
addrg

— Part 3 —Access-control

framework describes all aspects of access control (e.g. user-to-processes, user-to-data, process-to-process; pr

jgement requirements for access control.

framework:
a) defines the basic concepts for access control;

b) demonstrates the manner in which the basic concepts of access control can be specialized to support
commonly recognized access control services and mechanisms;

c) defines these services and the corresponding access control mechanisms;
d) identifies functional requirements for protocols to support these access control services and mechani

e) identifies management requirements to support these access ¢ontrol services and mechanisms;

mechanisms.

itegorized, a generic access control service based on thiese phases, and at least three classes of access ¢
anism which provide the generic access control service. These include access control lists, capabilities and labj

Part 4 — Non-repudiation

framework refines and extends the concepts of the non-repudiation services described in CCITT Rec. X
J498-2, and provides a framework for the development and provision of these services.

framework:

a) defines the basic corcepts for non-repudiation;

b) defines general non-repudiation services;

c) identifies poSsible mechanisms to provide the non-repudiation services;

d) identifies geéneral management requirements for non-repudiation services and mechanisms.

Part/5.< Confidentiality

purpose_of the confidentiality service is to protect information from unauthorized disclosure. This framg
bsses'the confidentiality of information in retrieval, transfer and management.

hcess-
d the

some

SINS;

f) addresses the interaction of access control services and,'mechanisms with other security services and

ES can
bntrol
els.

800 |

work

This

IaImMework:
a) defines the basic concepts of confidentiality;
b) identifies possible classes of confidentiality mechanism;
c) defines facilities of each class of confidentiality mechanism;

d) identifies management required to support the classes of confidentiality mechanisms; and

e) addresses the interaction of the confidentiality mechanism and the supporting services with other security

services and mechanisms.

Some of the procedures described in this security framework achieve confidentiality by the application of cryptographic
techniques. Use of this framework is not dependent on the use of particular cryptographic or other algorithms, although
certain classes of confidentiality mechanism may depend upon particular algorithm properties.

ITU-T Rec. X.810 (1995 E)
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6.6

Part 6 — Integrity

The property that data has not been altered or destroyed in an unauthorized manner is called integrity. This framework
addresses the integrity of data in information retrieval, transfer, and management.

This framework:

Som)
tech

a) defines the basic concept of integrity;
b) identifies possible classes of integrity mechanisms;
c) defines facilities for each class of integrity mechanisms;

d) identifies management required to support the classes of integrity mechanism;

services and mechanisms.

certdin classes of integrity mechanism may depend upon particular algorithm properties.

Th

@

the i

6.7

Information that the data is deemed to represent. Other forms of invariance are excluded:

Part 7 - Security audit and alarms

Thig framework:

As ¥

a) defines the basic concepts of security audit and alarms;
b) provides a general model for security audit and alarms;

c) identifies the relationship of the security audit-and alarms service with the other security services.

e) addresses the interaction of the integrity mechanism and the supporting services with other(sgcurity

e of the procedures described in this security framework achieve integrity by the application 0f cryptogfaphic
hiques. Use of this framework is not dependent on the use of particular cryptographic or other-algorithms, al

ough

integrity addressed by this framework is that defined by the constancy of a data value; not that of the constapcy of

vith other security services, a security audit can only-be provided within the context of a defined security polidy. The

secyrity policy will be defined by security authorities within their security domain. Any standard(s) spegifying

mec

6.8

The

hanisms based upon this framework should be @ble to support various security policies.

Key management

key management framework, part\l' of ISO/IEC 11770, has a special relationship to the other security framewprks in

digital

thatlit is concerned with functions.that are not directly related to the security services identified in CCITT Rec. X.800 |
ISO| 7498-2. Those functions_are-applicable in any information technology environment where encipherment or
signature is appropriate.
Thig framework:
a) identifies objectives of key management;
b)describes general models on which key management mechanisms are based;
¢) defines the basic concepts of key management common to all the parts of this multi-part standard;
d)__defines Key management services,
e) identifies the characteristics of key management mechanisms;
f)  specifies requirements for the management of keying material during its life cycle;
g) describes a framework for the management of keying material during its life cycle.
7 Common concepts

Many concepts are required in more than one part of the security frameworks. This standard defines these concepts for
use within the remaining parts of this Recommendation | International Standard.

6
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71 Security information

Security Information (SI) is information needed to implement security services. Examples of security information
include:

—  security policy rules;

— information to realize specific security services, such as Authentication Information (AI) and Access
Control Information (ACI); and

— information relevant to security mechanisms, such as security labels, cryptographic checkvalues, security
certificates and security tokens.

The types of SI common to more than one of the security frameworks are discussed in clause 8.

7.2 Security domain

A sqcurity domain is a set of elements under a given security policy administered by a single security authority fof some
spedific security-relevant activities. The activities of a security domain involve one or more elements from that sgcurity
donfain and, possibly, elements of other security domains.

Examples of activities are:

— accesses to elements;

—  establishment or use of OSI (N)-layer connections;

—  operations relating to a specific management function;

— non-repudiation operations involving a notary.

An hctivity may be security-relevant even if it is currently not the subject of mechanisms that could enforce an arbitrary
polity regarding its use. In particular, activities that cannot be prevented from taking place among any group of elements
can |be security-relevant and may become the subject of controlling mechanisms in the future.

Examples of the elements of a security domain in an Open Systems environment include logical or physical elements
such as real open systems, application processes, (N)-entities, (N)-protocol data units, relays, and human users jof real
opef systems. There are occasions when the human users must be distinguished from the other elements in a spcurity
donllajn. In such cases, to distinguish the non-human €lements, the term data objects will be used.

Security policy and security policy.rules

A security policy expresses security requitements for a security domain in general terms. For example, a security| policy
may identify requirements that apply, to all members of a security domain when operating under specific conditipns, or
that/apply to all information in a security domain. The implementation of a security policy will result in security sgrvices
g identified that will satisfy-the/security policy, and security mechanisms will be chosen to implement the security
ices. The decision as to which security mechanisms are chosen is influenced by the threats that are anticipated and

requirements of aparticular organization or the members of a security domain. Before these requirements can be
reflected in real ‘open systems, the security policy must be refined so that a set of security policy rules can be derived
them. The jinterpretation of these requirements as security policy rules is an engineering activity. A security| policy
conftrains-the activities of elements subject to that security policy, either by requiring certain actions or by proHibiting
certpin-activities. A security policy may also give elements permission to take part in certain activities. This is a hroader
intefpretation of security policy than that contained in CCITT Rec. X.800 | ISO 7498-2, which is concerned ont[y with
OSI. Aspects of security policy which are specific to a particular security service are discussed in the security framework
for that service.

Secjirity policies are.commonly stated as broad principles in a natural language. These principles reflect the S(Fcun'ty

Security policy rules for a security domain are of two types, those for activities within a security domain and those for
activities between security domains. Security policy rules of the latter type are referred to as secure interaction rules. A
security policy may also define which rules apply to relations with all security domains, and which rules apply to
relations with particular security domains.

The security policy rules for a security domain must be kept valid as the system changes or the activities and security
policy of the security domain are modified.

NOTE - This framework is not concerned with the following aspects of security policy:
— the party who establishes or maintains a security policy itself;
—~  procedures for establishing or maintaining a security policy;
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7.2.2

—  the contents of a security policy;

—  procedures for binding a security policy to a security domain.

Security domain authority

A security domain authority is a security authority that is responsible for the implementation of a security policy for a
security domain.

A security domain authority:

Two

7.2.3 Inter-relationships among security domains

The notion of a security domain is deemed to be important for two reasons. Namely:

Secutlity domains may be related in one or more ways. Some possible security domain relationships are discussed
Relatjonships among security domains must be reflected in the security’ policies of the security domains as agre

their

8

— may be a composite entity; such an entity must be identifiable;

- may, depending on any security policy that the security domain authority may be subject to, delegate the

__responsihility for implementing the security policy to one or more entities;

—  has authority over the elements in the security domain.

NOTE - A security policy may be null if the security domain authority has decided not to impose any constraints.

ecurity domain authorities are said to be linked if they are constrained to coordinate their security, policies.

— it can be used to describe how security is managed and administered; and

distinct security authorities.

no activities in common and, therefore, cannot interact.
b) Two security domains are said to be«independent of each other if:
— they have no data objects if.common; and

—  the activities within each’ security domain are constrained only by their own security policies
corresponding sets of security policy rules); and

policies.

of information among them (see 7.2.4).
¢) Seecufity domain A is said to be a security subdomain of another security domain B if, and only if:

>/ the set of elements of A is a subset of, or is the same as, the set of elements of B;

— the set of activities in A is a subset of, or is the same as, the set of activities in B;

— it can be used as a building block in modeling security-relevant acfivities that involve elements ynder

here.
d by

kecurity authorities. These relationships are stated in terms of élements and activities of the security domainp and
are ré¢flected in the secure interaction rules for each of the related.security domains. Some particular security dq
relatipnships are described in the remainder of this subclause. Many other security domain relationships are possiblg.

main

a) Two security domains are said to be isolated:from each other if they have no data objects in commop and

(and

—  the security @uthorities of the security domains are not constrained to coordinate their segurity

Two or more-independent security domains may choose to enter into an agreement to coordinate sharing

—  the security policy of A does not conflict with the security policy of B. A may introduce additional

security policy if required, and if permitted by the security policy of B.

NOTE 1 — A subset may be equal to the full set. A security subdomain may be formed on one extreme of
the full set of elements of the security superdomain for some classes of activity or on another extreme of all the
classes of activity for some subset from the set of elements of the security superdomain. Between these two

extremes many variations may exist.

d) security domain A is said to be a security superdomain of another security domain B if and only if B is a

security subdomain of A.

NOTE 2 - The Security Frameworks do not require the isolated, independent, subdomain or superdomain

concepts to be supported by any particular protocol, specification or implementation.
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7.2.4 Establishment of secure interaction rules

To be able to exchange information among security domains, there must be an agreed set of security policy rules for this
exchange. These security policy rules are called secure interaction rules. They are part of each security domain’s security
policy rules. Secure interaction rules enable common security services and mechanisms to be selected, possibly through
negotiation, and security information items in each security domain to be related to one another, possibly through
mapping. Security management information needed to support secure interaction rules may be exchanged among
security domains. Depending on the relationships among security domains, the secure interaction rules may be
determined in different ways.

For secure interactions among independent security domains, the secure interaction rules must be agreed by the security
authorities for the security domains involved.

For se pteracto & g he—secure—interaction—rules—can—-be—esta
authqrity for the security superdomain. If allowed by the security superdomain’s securi
subdpmains may establish their own secure interaction rules.

shed he—security
ty policy, the (sefurity

7.2.5 Inter-domain security information transfer

Secufe interaction rules may themselves constitute security information, and this security information may need|to be
transferred between security domains. The following cases are considered:

— The semantics and the representation of the security information in each of the security domajins is
identical. This means that translation is unnecessary.

— The semantics of the security information in each of the security domains is identical, bIt the
representations differ. This means that the method by which the security information is described is
different, and thus that syntax translation is necessary.

— Both the semantics and the representation of the security information are different in each of the security
domains. This means that the secure interaction rules.must specify how security information df one
domain is to be translated into security information of:the other domain. Syntax translation may ajso be
necessary.

7.3 Security policy considerations for specific security services

Accgss control mechanisms may be used in some implementations of an integrity service or a confidentiality service. In
such| cases, the security policy rules concerned *with the implementation of an integrity service or a confidentiality
service must describe how the access control-mechanisms will be used. Access control mechanisms are described in
termp of initiators and targets (in ITU-T Ree.” X.812 | ISO/IEC 10181-3). The security policy rules define hgw the
entitles, information and data items in the integrity and confidentiality policies are related to initiators and targets|in the
acceps control mechanisms.

Confidentiality policies are statéd,in terms of which entities may examine information items. There are two whys in
whidh an action performed by-an initiator on a target can reveal information to an entity. Firstly, the result of the pction
may|provide the initiator, with some information about the target. Secondly, the action request may provide the |target
with|some information dbout the initiator. When access control mechanisms are used to provide a confidentiality s¢rvice,
entitjes which attempt _to obtain information are considered to be initiators, and information items are considered to be
targgts.

Integrity policies are stated in terms of which entities may modify data items. There are two ways in which an jaction
performed'by an initiator on a target may cause the modification of data. Firstly, the action may directly causg data
hined“ within the target to be modified. Secondly, the result of the action may cause the modification of data

attempt to modify data are considered to be initiators, and data items are considered to be targets.

7.4 Trusted entities

An entity is said to be a trusted entity for some classes of activity, in the context of a security policy, if the entity can
violate the security policy, either by performing actions which it is not supposed to do, or by failing to perform actions
which it is supposed to do. The security policy defines which entities are trusted, and for each trusted entity defines the
set of activities for which the entity is trusted. An entity which is trusted for a particular set of activities is not
necessarily trusted for all activities within a security domain.

A declaration in a security policy that an entity should behave in a particular way does not necessarily guarantee that the
entity will behave in that way. Accordingly, a security policy may require that there be a means to detect violations of
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the security policy caused by the misbehaviour of a trusted entity. A trusted entity that can misbehave without detection
is known as an unconditionally trusted entity. A trusted entity that can violate the security policy, but cannot do so
without being detected, is known as a conditionally trusted entity.

A trusted entity may be unconditionally trusted for a subset of its activities while also being conditionally trusted for a
different subset of its activities. Such an entity can undetectably violate the security policy in some respects, but cannot
undetectably violate the security policy in other respects.

A security domain’s security policy may declare that an element which is not in the security domain is trusted for some
set of activities within the security domain. Secure interaction rules (as discussed in 7.2.4) may define how entities
within the security domain should interact with a trusted entity outside the security domain.

7.5 __ Trust

An eptity X is said to trust an entity Y (for a set of activities) if and only if X relies upon Y behaving in a paﬁiculaL way
with fespect to the activities.

Trus{ is not necessarily mutual. An entity which is not a trusted entity may make use of services provided by a tfusted
entity. An example of a situation in which trust is mutual is when two trusted entities cooperate in performipg an
activjty, and each of the two entities relies upon the other to assist it in enforcing the security policy:

Trusy is not necessarily transitive. A security policy may define the transitivity of the trust relationship in specific
instafices. If entity A relies upon services provided by trusted entity B, and trusted entity B relies upon services provided
by trjisted entity C, then A may be indirectly relying upon C behaving in a particular,way. In instances where this [is the
case,| trust is transitive. However, in other circumstances B might take steps to enstire that misbehaviour by C gannot
affect A’s activities. In this case, trust is not transitive.

7.6 Trusted third parties

A trysted third party is a security authority or its agent that is trusted (in'the context of a security policy) with respect to
somg security-relevant activities.

Examples of trusted third parties include:
— atrusted third party in authentication;
— anotary or a time stamping service in non-repudiation;

— akey distribution centre in key management.

8 Generic security information

Someg types of security information are required in more than one of the security frameworks. This clause describes|these
typeq of security information.

The 3ecurity mechanisms, described in the security frameworks normally involve the exchange of security informjation
eithef between entities Cwhich require security services for an interaction or between a security authority and the

interacting entities. -Four common forms of security information are used by the mechanisms described in |these
frameworks:

— _“Security labels used to indicate the security policy applicable to an element, a communication channdl or a
data item;

= cryptographic checkvalues used to detect modifications of a data item;

—  security certificates used to protect security information obtained from a security authority or TTP for use
by one or more interacting parties;
—  security tokens used to protect security information that is passed between interacting parties.

NOTE - Security information can be protected by several different security mechanisms. Some security mechanisms are
based on the use of cryptography, while others use physical means.

8.1 Security labels

A security label is a set of security attributes that is bound to an element, communication channel or data item. A
security label also indicates, either explicitly or implicitly, the security authority responsible for creating the binding and

the security policy applicable to the use of the label. A security label can be used to support a combination of security
services.
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Examples of uses of security labels include:

— to support a security label-based access control scheme including the application of access control to

provide integrity and/or confidentiality;
— to indicate the degree of confidence that can be placed in the data, and its handling requirements;
— to indicate the sensitivity of the data and its handling requirements;

—  to indicate protection, disposal and other handling requirements.

8.2 Cryptographic checkvalues

A cryptographic checkvalue is information that is derived by performing a cryptographic transformation on a data unit.

Seals, digital signatures and digital fingerprints are three examples of cryptographic checkvalues.

A sJal is a form of cryptographic checkvalue computed using a symmetric cryptographic algorithm and a secy
shargd by the communicating entities. Seals are used to detect modification of data during transfer.

A digital signature is a cryptographic checkvalue that protects against forgery by the recipient, and is comiputed y
privite key and an asymmetric cryptographic algorithm. Validation of the digital signature 'requires the
cryptographic algorithm and the corresponding public key.
NOTE 1 — Although there are other means of preventing the recipient from forging a cryptographic checkvalue (e.g

tamper resistant cryptographic modules), the Security Frameworks use the term digital signature to mean a cryptographic cheq
prodpiced using an asymmetric cryptographic algorithm.

NOTE 2 - With some asymmetric cryptographic algorithms, the computation of a digital signature requires the use ¢

et key

sing a
same

. using
kvalue

f more

than jone private key. When such algorithms are used, possession of each of the private keys.may be restricted to different gntities.

This [ensures that the entities must cooperate to generate a digital signature.

computationally infeasible to find another data item with the same digital fingerprint. Some forms of crypto
chedkvalue (e.g. the result of applying a one-way function to the data)’can be used to provide a digital fing
Digiftal fingerprints can be provided by means other than cryptographic algorithms. For example, a copy of a data
a digital fingerprint.

A digital fingerprint is a characteristic of a data item that is sufficiently peculiar to the data item tha it is

creatiing digital fingerprints, and some digital fingerprints are not created using one-way functions.

algofithms are, in general, computationally intensive. A digital signature may be computed from a digital fingerprint of the dat:
than|from the data itself. This can result in improved performance, as it can be faster to compute a digital signature of a short
fingdrprint than it is to compute a digital signature of a long message.

A cfyptographic checkvalue does not necessarily protect against the replay of a single data unit. Replay protecti

or time stamp, or by using cryptographic chaining. To provide protection against replay, this information
chegked by the recipient of the protected data unit.

8.3 Security certificates

8.3.1 Introduction to security certificates

A sqcurity certificate is a set of security-relevant data issued by a security authority or a trusted third party, togeth
secyrity informiation which is used to provide the integrity and data origin authentication services for the data. A s
certficate centains an indication of the time-periods in which the data is valid.

raphic
rprint.
tem is

NOTE 3 - One-way functions are not equivalent to digital fingerprints. Some one-way functions are not suitgble for

NOTE 4 - The calculation of a digital signature using an asymmetric algorithm can take a long time because asymmetric

h rather
digital

bn can

be achieved by including in the data some-information which can be used to detect replays, such as a sequence l-:]umber

ust be

er with
ECurity

Secyrity certificates are used to convey security information from a security authority (or a trusted third party) to ¢ntities
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more than one security service.

As described in the other security frameworks, a security certificate may contain SI used for:
— access control purposes;
—  authentication purposes;
—  integrity purposes;
—  confidentiality purposes;
— non-repudiation purposes;
-~ audit purposes;

— key management purposes.
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8.3.2

Verification and chaining of security certificates

The verification of a security certificate consists of validating its integrity, verifying the claimed identity of the security
certificate issuer, and checking that the issuer is authorized to create the security certificate. These operations may
require further SI to be present.

If the verifier of a security certificate does not have the SI needed to verify a security certificate, a security certificate
from another security authority may be used to provide the necessary SI. This process can be repeated to provide a chain
of security certificates. These carry SI which provides a secure path from a known security authority (i.e. one for which
SI has already been established) to the entity requiring certified SI.

A chain of security certificates should only be used when it complies with the restrictions imposed by all relevant
security p011c1es The existence of a chain is not sufﬁc1ent A chain should be used only if such use is permitted by the

trust
chain|,

ecurity authorities which created the certificates in the

and is also permitted by the trust relationships amongst those security authorities. These relationships are dgfined

by the security policy of the verifier of the certificate chain and the security policies of the security authoritigs. In
partidular, some security authorities are trusted to issue security certificates for some other security authorities, while

somelothers are trusted only to issue security certificates for the entities they administer.

8.3.3

Revocation of security certificates

The $1 contained within a security certificate may cease to be valid. For example, if a private key is compromised} then
the cprresponding public key should no longer be used, and hence security certificates which contain this public key

should be revoked.

The mechanisms which can be used to revoke security certificates include revocation certificates and revocatian list

certifiicates. A revocation certificate is a security certificate that indicates that a particular certificate has been revo
revodation list certificate is a security certificate that identifies a list of security'certificates which have been revoked.

8.3.4

ed. A

Re-use of security certificates

Som¢ security certificates are intended to be used in support of more'than one instance of communication, while pthers

auth¢n

are iItended to be used only once. An example of a security certificate which is intended to be used more that oncelis the
tication certificate defined in ITU-T X.509 | ISO/IEC9594-8. An example of a security certificate which is

intended to be used once only is an access control certificate which authorizes a single access. Security certifiicates

which are intended to be used only once may contain information to prevent their re-use (e.g. a unique number).

8.3.5

The peneral form of a security certificate has three components:

The jnformation required imall-security certificates falls into two categories:

certificate, although the security certificate may be re-used many times within the validity period.

Security certificate structure

—  information required in all security certificates;
—  security information specific to one or more security services;

—  information to control or limit the use of the security information.

a) Information which provides both integrity and data origin authentication (e.g. a cryptographic checkvalue
and indications of the information to be used to verify it). Since the data origin authentication seryice is
provided, an indication of the identity of the claimed source of the security certificate (i.e. the ijsuing
authority) must also be provided.

b)~ Information from which a period of validity can be identified (e.g. an explicit validity period), or derived
(e.g. a creation time and an implicit validity period). This prevents the indefinite re-use of the sgcurity

The information used to control or limit the use of the security information falls into three categories:

12

a) Information used to protect the security certificate from unauthorized use
Examples are:

— information (e.g. a distinguishing identifier) that identifies the entity or entities whose SI is included
in the security certificate;

— information that identifies the entities that are permitted to make use of the SI contained within the
security certificate;

— information that controls the number of times that the certificate may be used;
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— information that identifies the security policy under which the security certificate must be used;

—  protection methods and associated parameters to protect the security certificate from theft (see
Annex A for examples);

— information used for replay protection (e.g. a unique number or a challenge).
Examples include:

— a security certificate reference identifier (e.g. a serial number) which is unique to the security
certificate with respect to all security certificates issued by the same security authority or agent;
—  the ideniity (for audit purposes) of ihe eniity for which the security ceriificate was originaily issued.

:) Fﬁ””iri’lr, 1’:1” !’!! o W ] o
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o revoke a group of security certificatgs.

A serurity token is a set of data protected by one or more security services, together with security information that is

1 ic1 1 1 ¢ that ic trancfarrad hatwaan communicating antitiac Qasnrity tal
ed|in the provision of those security services, that is transferred between communijeating entities. Security tokens may

be classified according to who creates them and which security services are used te_protect their contents.

A sqcurity token which is issued by a security authority and protected by the,integrity and data origin authentication
services is known as a security certificate (see 8.3).

Manly security mechanisms require an integrity-protected exchange of ‘security information between two communicating

antitiac naithar of which ic a cacuritv anthori
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are 1jot security certificates, because the entities which generate them are not security authorities. Such security fokens
are Known as integrity-protected security tokens.
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All iptegrity-protected security tokens contain the following'information:

—  information which provides both integrity and data origin authentication (e.g. a cryptographic checkvalue
and an indication of the information.te be used to verify it).

An iptegrity-protected security token may contain one or more of the following additional items of information:
— information from which a-pefiod of validity can be identified;

— information used forteplay protection (e.g. a unique number).

9 Generic security facilities

Many facilities are reqhired in more than one of the security frameworks. This clause defines these facilities fpr use
withiin the other security frameworks.

9.1 Management related facilities

This| subclause identifies generic types of management facility. Sub-classes of these management facilities may] exist,
which may be specific to a particular security mechanism.

9.1.1 Install SI

This facility establishes an initial set of SI bound to an element.

9.1.2 Deinstall SI

This facility causes an entity to be removed from a security domain, by revoking the SI which declares the entity to be a
member of the security domain.

9.1.3 Change SI

This facility is invoked to modify the SI associated with an element.
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9.14 Validate SI

This facility binds a set of SI to an element. The validate SI facility is invoked by a security authority or its agent.

9.1.5 Invalidate SI

This facility disables any use of SI associated with an element. The invalidate SI facility is invoked by a security

authority or its agent. SI which has been disabled with the invalidate SI facility may remain stored within the system for

the purposes of audit and to ensure that the SI remains disabled.

9.1.6 Disable/Re-enable security service

These facilities disable and re-enable identified aspects of a security service.

9.1.7 Enrol

This [facility causes a security authority to record some security information associated with an entity. The.enrol facility

may

use the enrol facility to notify a security authority that it wishes to join the security domain.

9.1.

invoked by an entity other than a security authority. For example, an entity wishing to join a security domajn can

Un-enrol

This [facility causes an element to be removed from a security domain and its associated SI'tobe revoked. This facility is

invoked by a security authority or its agent. A security policy may require that some types of SI are never destroyed.

9.1.

This|facility is used by a security authority or its agent to make items of SI available to other entities.

9.1.

This|facility lists the SI that is bound to a given element.

9.2

9.2.1 Identify trusted security authorities

Distribute SI

0 ListSI

Operational related facilities

This| facility identifies those security authorities(that are trusted in the context of a security policy for specific elgments

and

proviide authentication security certificates).

9.2.2 Identify secure interaction rules

ort

This

9.2.]

Thig facility acquires SI prior to an activity.

Exa;

for given security activities (e.g. to provide encipherment keys, to provide access control security certificates, or to

Thiﬂrfacility identifies secure interaction rules to be used. This may be accomplished through pre-established information

ough negotiation betyween’elements of domains related to each other as described in 7.2.4.

NOTE - Secur€ interactions rules are established by agreement between security domains, not by the use of this facility.
facility identifies which of the already established secure interaction rules are applicable to a particular activity.

B Acquire SI

mples of sub-classes of this facility are:

—  Access control: Get initiator ACI, Get target ACI;

—  Authentication: Acquire.

9.2.4 Generate SI

This

facility generates SI for a specific security related activity. The SI may be bound to data.

Examples of sub-classes of this facility are:

14

—  Access control: Bind action ACI;
—  Authentication: Generate;

— Non-repudiation:  Generate Evidence.
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9.2.5 Verify SI

This facility verifies the validity of SI produced by an invocation of the generate SI facility. The verify SI facility may
itself produce SI to be passed back to another invocation of the verify SI facility.

Examples of sub-classes of this facility are:
—  Access control: Verify action ACI;
—  Authentication : Verify;

—  Non-repudiation:  Validate Evidence.

An example of a situation m Wthh the output of the verify SI fac111ty is passed back for further venﬁcatlon is a two-way

ange. A mvokes the generate facility to create authentlcatnon mformatlon whlch contains both a proof 0
identity and a challenge to which B is expected to respond. B invokes the verify facility to check that the challengg came
from| A, and also creates a new item of authentication information containing a proof of B’s identity and a.reply fo A’s
challenge. A then invokes the verify facility to process B’s response. The verify facility checks that the\responseg came
from B and that it matches the original challenge.

10 Interactions between security mechanisms

It is|often the case that several different security services are required for a singleé“instance of communication. This
requirement may be satisfied either by using a single security mechanism which provides multiple security servig¢es, or
by uping several different security mechanisms simultaneously.

When different security mechanisms are used simultaneously, it is sometimes the case that the mechanisms intefact in
advdrse manner which can be exploited by an attacker. That is, mechanisms which provide an acceptable lgvel of
security, when used in isolation may become more vulnerable:when they are used in combination with| other
mechanisms. It is often the case that two security mechanisfiis)can be combined in several different ways; the
vulngrabilities of the combined mechanisms may differ according to the manner in which they were combined.

A particularly important case of an interaction between_mechanisms occurs when two cryptographic mechanisms are
compined (e.g. an integrity mechanism with a confidentiality mechanism; or a non-repudiation mechanism with a
conffidentiality mechanism). The security properties 0f'the combined mechanisms depend on the order in which the two
cryptographic transformations are applied.

In general, when asymmetric cryptographic.algorithms are used, an integrity or non-repudiation transformation $hould
be applied to plaintext, and the resulting signed or sealed data should then be enciphered.

An ¢xample of a case where it is necessary to apply the two services in the reverse order (i.e. confidentiality fifst), is
wheh the services apply between different entities, and an entity needs to be able to verify the integrity of the ciphertext
without being permitted to knew the plaintext. This situation can occur in message handling systems, where a message
trangfer agent may need to-yerify the integrity and origin of the message without being permitted to know what the
plaintext of the message’is.

Useof confidentiality-and integrity services in this reverse order carries a risk that the integrity service will not fe able
to support nop-repudiation. If all three services are desired, and the reverse order of integrity and confidentiglity is
necgssary, then\it is possible to apply two integrity mechanisms, one before the confidentiality mechanism and on¢ after.
An ¢xample-of this situation occurs in message handling systems; if confidentiality is provided, then two different |digital
signptures can be placed on the message (one computed on the 01phertext for the consumptxon of the message tfansfer
agerit,-a on-the plaint oprovide the re

11 Denial of service and availability

Denial of service occurs whenever a service falls below the level required, including when the service becomes
unavailable. Such a denial of service may be caused by an intentional attack or by accidental conditions such as a storm
or earthquake. Availability is a condition in which there is no denial of service or degraded communications quality.

It is not always possible to prevent a denial of service condition. Security services can be used to detect the denial of a
service so that corrective measures may be taken. Such detection may not be able to determine whether the condition
was the result of an attack or an accidental condition. A particular security policy may require that when a denial of
service condition is identified, it should be logged (for audit purposes) and an alarm sent to the alarm processor.
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Once a denial of service condition has been identified, security services may also be used to correct it and return to an
acceptable level of service. This identification and these corrective actions may involve the use of security services and
non-security services (e.g. rerouting traffic over other links, switching to backup storage facilities, or bringing backup
processors on line).

Many different types of service are subject to denial of service attacks, and the mechanisms used to prevent them may
vary with each type of application being protected. This means that it is not possible to classify mechanisms protecting
against denial of service in a general way and the individual security frameworks do not, therefore, address them further.

12 Other requirements

Security measures beyond those described in these frameworks may be needed (e.g. physical and personnel security
measjires). The definition of security services to support such measures is outside the scope of this Recommendation |
International Standard. The use of such additional security measures may even obviate the need for some of the)segurity
serviges described in these frameworks.
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