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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical

fields of technical activity. ISO and IEC technical committees collaborate in
fields of mutual interest. Other international organizations, governmental and
nofi-governmental, in liaison with ISO and IEC, also take part in the work

In [the field of information technology, ISO and IEC have established a joint
teghnical committee, ISO/IEC JTC 1. Draft International Standards adopted by
thg joint technical committee are circulated to national bodics for voting.
Puplication as an International Standard requires approval by at least 75 % of
the national bodies casting a vote.

International Standard ISO/IEC 10166-1 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology.

ISO/IEC 10166 consists of the following parts, under the general title
Information technology — Text and office systems — Document<Filing and

Refrieval (DFR):

— Part 1: Abstract service definition and procedures

— Part 2: Protocol specification
Annexes B, C, D and E form an integral part of_ this part of ISO/IEC 10166.

Annexes A and F are for information only.
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Introduction

(E)

The Document Filing and Retrieval (DFR) application provides the capability for large capacity non-
volatile document storage to multiple users in a distributed office system. This facility is particularly
useful in an environment where a large population of desktop workstations that have limited storage
capacity require access to large expensive storage devices.

Doquments have associated attributes, to facilitate and control retrieval. Use of these attriby

acc

malj
operations. Documents can be stored in nested groups. References to documents and-groups can

cre

verpion of another document. Single documents, references or groups can be moveddrom one group 1
andther group. Enumeration of groups, identification by other attributes besides names, identifica
by onditions over attributes, search for documents meeting search criteriay concurrent access to

sa
the

The Document Filing and Retrieval application is one of a series of\International Standards defin
applications needed in the area of office automation, as described/in the Distributed-office-applica

mo
wh

gerleral standardization of all types of filestores as they.may exist in computing systems. Rathe
confcentrates on the filing and retrieval of documents,@s related to the task of office work. Documn
Fillng and Retrieval aims only at standardizing the<model of such document stores and the associs

ser

wh

Th¢ Document Filing and Retrieval application is a distributed application located in the Applica
Layer of the Reference Model for Open Systems Interconnection (see ISO 7498).

It s
end
Fil

prding to given algorithms will enable documents in the document storage to be browsed, retriey
haged and deleted in a variety of ways. Access control protects documents from unauthori

ted and also stored in nested groups. With specific attributes a document can(be’designate

e document, reference or group of documents are further functions provided by this standard
user requirements in an office environment.

lel [ISO/IEC 10031-1]. ISO/IEC 10166 provides the functionality of document filing and retrig
ch directly supports the user in an office environment. Thus Document Filing and Retrieval is n

vices and protocols defining the principles of liow clients can access such document store serv
bre clients and servers reside on different nodes of a distributed office system.

ed set of document types~The content of the documents stored is transparent to the Docun
Ing and Retrieval server

NOTES

Retrieval (DFR-) protocol. This International Standard governs the interactions of a Document Filing and Retrieval ¢
and a.single Document Filing and Retrieval server. Future standardization will consider the facilities of a Distrih
Filing'and Retrieval server system and the need for inter-server protocols and a DFR administration protocol. It is inte

ites
red,
zed

be
d a
nto
ion
the
for

ing
ion
val
bt a
r it
ent
ted
ers,

ion

hould be noted that a Document-Filing and Retrieval application will provide storage for an open-

ent

1 ISO/MIEG-10166 deals with individual Document Filing and Retrieval servers, it defines the Document Filing| and

ient
uted
hded

that the results of the initial standardization work be extensible and support this future work.

2 ISO/EC 10166 does not presently include administration aspects of the Document Filing and Retrieval abstract-

service. For the time being these aspects are left to local implementation, although they are candidates for future

standardization.
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INTERNATIONAL STANDARD ISO/IEC 10166-1 : 1991

(E)

Information technology — Text and office systems —
Document Filing and Retrieval (DFR) —
Part 1: Abstract service definition and procedures

sec .I\“ 1 [ (‘A“l\mnl
O —Oooncrar

1

Scope

Thid part of ISO/IEC 10166 specifies the Document Filing and Retrieval Abstract Service that enab

a us

acceps a remote document store.

Thiq part of ISO/IEC 10166

ISO/IEC 10031-1];

specifies functions and services provided by Document Filing and Retrieval servers;

locuments;

bpecifies the Document Filing and Retrieval Abstract Service using the principles established
he Abstract Service Definition Conventions (ISQ/TEC 10021-3);

bpecifies the usage of other services.
IEC 10166 serves the following important fields of application:

supports large capacity document.storage for use by multiple users in a distributed system;
supports ordered filing and multi-key retrieval of documents;

supports structured organization of groups of documents;

supports storage of anopen-ended number of different document types;

supports refereneing documents and groups ;

supports filing-and referencing of documents outside of the document storage (for example, n
plectroniehard copy documents);

supports the association of attributes to documents, groups, references and search result li
independent of the content;

es

br to communicate with a remote Document Filing and Retrieval server (DFR<Server) in order|to

bpecifies a client-server type model in accordance with the Distributed-Office-Application Model

specifies a specific Document Filing and Retrieval model for managing documents and groups| of

by

Supportsstorage, Tetrievat and detetion of documents of the document store whatever th
content;

supports searching for, ordering, retrieval, and deletion of single documents or groups
documents using document attributes;

ir

of

supports management of different versions of a document, including such concepts as “previous

¥ e

version”, “next version” and “last version”;
supports protection against unauthorized storage and retrieval of documents;

supports the control of concurrent access to DFR objects.
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2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of this part of ISO/IEC 10166. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10166 are
encouraged to investigate the possibility of applying the most recent editions of the standards

ingwmmﬂmm 3 intainm 1 €rs of currently valid Internati
Stalndards.

IS 7498:1984,

ISQ/IEC 7498-2:1989,

IS 8613-1:1989,

IS(O 8613-4:1989,

ISP 8613-5:1989,

IS( 8649:1988,

ISQ 8650:1988,

ISQ/TEC 8824:1990,

ISQ/IEC 8825:1990,

ISQ/IEC 9066,1:1989,

IS(|)/IEC 9066-2:1989,

nal

Information processing systems - Open Systems Interconnection - Bsic

Reference Model.

Information processing systems - Open Systems Interconnection - Basic

Reference Model - Part 2: Security Architecture.

Information processing - Text and office (systems - Office Docun
Architecture (ODA) and interchange formdb - Part 1: Introduction
general principles.

Information processing - Text and office systems - Office Docun
Architecture (ODA) and interchange format - Part 4: Document profile.

Information processing - -Text and office systems - Office Docuni
Architecture (ODA) and{interchange format - Part 5: Office Docun
Interchange Format (ODIF).

Information processing systems - Open Systems Interconnection - Ser
definition for theAssociation Control Service Element.

Information processing systems - Open Systems Interconnection - Prot
specification for the Association Control Service Element.

Information technology - Open Systems Interconnection - Specificatio
Abstract Syntax Notation One (ASN.1).

ent

nnd

ent

ent
ent

pice

bcol

Information technology - Open Systems Interconnection - Specification of

Basic Encoding Rules for Abstract Syntax Notation One (ASN.1).

Information processing systems - Text communication - Reliable Transfe

Part 1: Model and service definition.

Information processing systems - Text communication - Reliable Transfe

ISO/IEC 9072-1:1989,

ISO/IEC 9072-2:1989,

ISO/IEC 9594-1:1990,

Part 27 Protocol specification.

Information processing systems - Text communication - Remote Operations -

Part 1: Model, notation and service definition.

Information processing systems - Text communication - Remote Operations -

Part 2: Protocol specification.

Information technology - Open Systems Interconnection - The Directory -

Part 1: Overview of concepts, models and services.
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ISO/IEC 9594-2:1990,

ISO/IEC 9594-3:1990,

ISO/IEC10166-1:1991(E)

Information technology - Open Systems Interconnection - The Directory -

Part2: Models.

Information technology - Open Systems Interconnection - The Directory -

Part 3: Abstract service definition.

ISOfTECTU02T-3:T997,

ISOJIEC 10031-1:1991,

ISO/IEC 10031-2:1991,

ISO/IEC 10166-2:1991,

Information technology - Text communication - Message Oriented Téxt
Interchange Systems (MOTIS) - Part 3: Abstract service definition

conventions.

Information technology - Text and office systems - Distributed-offi
applications model - Part 1: General model.

Information technology - Text and office systems - Distributed-offi

he -

he-

applications model - Part 2: Distinguished-objectéreférence and associafed

procedures.

Information technology - Text and office systems - Document Filing aphd

Retrieval (DFR) - Part 2: Protocol specification.
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3 Definitions

3.1 General Terminology
3.1.1 The following terms are used with the meanings defined in ISO 7498:

Application Layer
application-entity
Presentation Layer
protocol

service definition

3.112 The following terms are used with the meanings defined in ISO/IEC 7498;2:
access control

authentication

authorization

credentials

security policy

3.1.3 The following terms are used with the meanings defined in ISO 8824:
macro

3.114 The following terms are used with the meanings defined in ISO 8649:

application context
Association Control Service Element

3.1.5 The following terms are used with the meanings defined in ISO/IEC 9066-1:
Reliable Transfer Serviee.Element
3.1.6 The following terms are used with the meanings defined in ISO/IEC 9072-1:

Remote Operations: bind-operation, unbind-operation, operation
Remote Operation Service Element

3.1.7 Thefollowing terms are used with the meanings defined in ISO/IEC 10031:

aecessee

aCCessor

consume-operation
distributed-office-application
data-object-value
distinguished-object-reference
document

produce-operation
privilege-attributes
referenced-object-access
ROA-operation

ROA-protocol
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security-attributes
security-object
security-subject
user

3.2

Specific Terminology

For fhe purpose of ISO/TET 10166 the Tollowing definitions apply:

3.2.1

3.2.2

3.2.9

3.2

3.2.5

3.2.4

3.2.4

3.2.9

3.2.10

3.2.11

3.2.12

ancestor: The parent of a DFR-object and, recursively, any ancestor of the former, includihg
the DFR-root-group.

attribute-type: That component of an attribute which indicates the type of information given
by the attribute-value.

attribute-value: A particular instance of that class of information indicated by an attribufe-
type.

attribute-value-assertion: A proposition, which may be true, false, or undefined, concernipg
the values of DFR -attributes in a DFR -entry.

conceptual-document: A set of DFR-documents, cotisidered to be “different versions of the
same document”.

Control-Attribute-Package: A collection of attfibutes used to control access to a DFR-objec

B

descendant: For a given DFR-group, any of the DFR-group-members, and recursively, ahy
descendant thereof.

DFR-attribute: A data item that-identifies a DFR-object, describes its DFR-content, helps
control access to it, or in some.other way is associated with the DFR-object.

DFR-basic-attribute-set:\The set of DFR-attributes, that will mandatorily be supported py
every DFR-server.

DFR-content: The prime information content of a DFR-object. The nature of the DFR-content
depends on the\DFR -object-class of the DFR -object.

DFR-document: A structured amount of information that can be filed, retrieved, ahd
interchanged consisting of a DFR-document-content and associated DFR -attributes.

DER-document-content: A body of information actually contained within the document, ¢.g
an office document, and not interpreted by DFR.

3.2.13

3.2.14

3.2.15

DFR-document-store: A named collection of DFR-objects which is logically arranged in a
hierarchical structure.

DFR-entry: A DFR-object together with additional DFR -attributes describing its hierarchical
place in the DFR-document-store.

DFR-extension-attribute-set: The set of DFR-Attributes (beyond the DFR-basic-attribute-
set) which are optionally supported by some DFR -server.
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3.2.16 DFR-group: A collection of DFR-objects in a DFR-document-store which are called DFR-

NN A ™

group-members of the DFR-group. A DFR-group consists of DFR-atiribuies which are
associated with the DFR-group as a whole and a DFR-group-content.

3.2.17 DFR-group-content: A sequence of UPIs identifying all DFR-group-members of the DFR-
group

3.2.18 DFR-group-member: A DFR-object which is identified in the DFR-content of its pareafXIFR -
group.

3.2.19 DFR-membership-criteria: A DFR-attribute of a DFR-group establishing-censtraint§ on
DFR-group membership based on attribute values.

3.2.20 DFR-object: One of a set of information entities managed by a DFR-server. DFR-obfects
defined are DFR-documents, DFR-groups, DFR -references and DFR -search-result-lists.

3.2.21 DFR-object-class: A DFR-attribute indicating the class of d DFR-object (DFR-document,
DFR-group, DFR -reference or DFR -search-result-list).

3.2.22 DFR-object-tree: The DFR-object-tree of a DFR-groupis the tree formed by this DFR-gfoup
and all its descendants.

3.2.23 DFR-pathname: A DFR-attribute used to help identify a DFR-object in a DFR-document-
store. The DFR-pathname is formed by a sequence of values of the DFR-title attribute of all
ancestors of the DFR-object to be identified with the DFR-title of the DFR-object itself bping
the last in the sequence.

3.2.24 DFR-proper-group: Any DFR-group other than the DFR -root-group.

.2.25 DFR-reference: A DFR-object which acts as a link to another DFR-object, which is called the
referent of the DFR -referencée.

.2.26 DFR-reference-contént: The information stored in a DFR-reference for the purpose of
identifying the referent.

3.2.27 DFR-root-group: The distinguished DFR-group within a DFR-document-store having no
Ancestor and-whose DFR -object-tree encompasses all DFR -objects in the DFR-document-stpre.

.2.28 DFR.search-criteria: A filter.
.2.29 DFR-search-result-list: A DFR-object which has information about a set of DFR-objects
satisfying specified search criteria.

3.230 DFR-search-result-Tist-content: Information about the result of a DFR Search abstract

operation.

3.2.31 DFR-server: That part of the DFR application which supplies Document filing and retrieval

services.

3.2.32 DFR-Unique-Permanent-Identifier: A DFR-attribute assigned to every DFR-object by the

DFR -server to identify unambiguously a DFR -object within the DFR -document-store.
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3.2

3.2.

3.2,

3.2,

3.2.

3.2.

3.2.

3.2,

33

34

35—memberssee DER—group-member—0m—909 —

ISO/IEC10166-1:1991(E)

DFR-user: The consumer of services supplied by a DFR-server. At any time it is acting for a
security subject and takes on the privileges of that security subject.

filter: A construct specifying assertions about the presence or value of DFR -attributes, it is the
same as in Directory (ISO/IEC 9594).

owner: A security subject, with owner access right to a specific DFR -object.

parent: Each DFR-object, except the DFR-root-group, is a DFR-group-member of a DFR-
group, which is termed its parent.

Privilege-Attribute-Certificate: A certified set of access privileges that can be presented hjy a
DFR-user to establish access rights.

referent: That DFR-Object to which a DFR -Reference refers.

version: DFR-document specified by the user as a derivation of one or more other DFR-
documents by means of specific DFR -attributes.

Abbreviations

application-entity

Abstract Syntax Notation One
Control-Attribute-Package
Document filing and retrieval
Distributed-office-application model
Distinguished-objeét-reference
DFR-Document-Store
Privilege-Attribute-Certificate
Quality ofService
Referenced-object-access

Reméte Operations Service Element
DER-Unique-Permanent-Identifier
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5

Conventions

This part of ISO/IEC 10166 uses the description conventions listed in the following clauses.

5.1 Conventions for Abstract-services

This part of ISO/IEC 10166 uses the following ASN.1-based descriptive conventions for the indicdted

purjposes:
a) ASN.1 itself, to specify the abstract-syntax of information-objects and theit) compone
common data-types, and state-variables

Th

coping with difference between the local encoding and local syntaxes of each open system (see the us
EXTERNALin6.3.2.1).

5.2 Conventions for Téextin General

For the terms used in thigpart of ISO/IEC 10166 the following rules apply:

c¢) The ASN.1 ABSTRACT-BIND, ABSTRACT-UNBIND, ABSTRACT-OPERATION,
ABSTRACT-ERROR macros of ISO/IEC 10021-3, to specify the DER abstract-service.

d) The ASN.1 ATTRIBUTE MACRO and ATTRIBUTE/SYNTAX MACRO from ISO/IEC 959
to specify attributes and attribute syntaxes.

NOTE - ASN.1 specifications in this International Standard\make full use of ISO 8824:1990 features, especially
syntactical constructs as "WITH COMPONENTS" (subtyping of sequences, sets and choices). All specifications are wr

"nested" tags, especially those "recovered" by context-specific ones.

e DFR as a ROSE-based International'Standard does not exploit the Presentation Layer facilities

a) Single terms beginning with a capital letter and compound terms (chained by hyphens
each word-also beginning with a capital letter), are defined terms. For the definitions refe
clause 8 (if it is an attribute see also clause 9); exceptions are titles of other Internatid
Standards which also begin with capital letters, see clause 2.

and

b

such
tten

using "IMPLICIT TAGS" convention, which means systématic omission, at the time of ASN.1 encoding, of all unnecesgary

for
e of

and
r to
nal

b)) Single terms and compound terms (written together without hyphens) which are rendered in

bold are either ASN.1-specified data-type names or their component identifiers. For the

definitions refer to the annexes or to the corresponding sections in the main text.

The following characters are used in this part of ISO/IEC 10166 to indicate whether a parameter, an
attribute or other items described are mandatory, optional or conditional. That is:

M (Mandatory) stands for the condition that an item shall be present in any case (shall
supported by DFR);

be
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- O (Optional) stands for the condition that an item shall be present at the discretion of a DFR
entity;

- C (Conditional) stands for the condition that an item shall be present under some circumstances

Aafiand Son dhla cnnsd
UCLLIITU 111 Ll pal t UfISOIIIEC 10166.
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Section 2 - DFR Abstract Service Definition

6

Thi

DFR Abstract Model

s clause provides an abstract functional model of Document Filing and Retrieval. For

21-3.

Document Filing and Retrieval environment comprises two atomic objects, the Document Fil

ver is described using an abstract model in order to define the service provided by the DFR-Serv
Document Filing and Retrieval abstract service. Figure 1 shows the DFR model:

an

EC

ing

Retrieval-Server (DFR-Server) and the Document Filing and Retrieval-User (DFR-User). A DFR-
ver is modelled as an atomic object, which acts as a provider of services to the DFR“User. The DFR-

er -

DFR-User

DFR
abstract-service
user

DFR-Protocol

DFR-Server

DFR
abstract-service
provider

Figure 1 - Document Filing and Retrieval Abstract-service

6.1

Objects in DFR Environment

The DFR-Server is modelled as an atomic object. It supplies the DFR port abstract-services to the DFR-
User.

10
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The formal definition of the DFR-Server object is as follows:

dfr-server OBJECT

The

Serv

The

6.2

AD
cap3d

PORTS { dfr-port [S]}
:: = id-dfr-server

ices supplied by the DFR-Server.

dfr-user OBJECT

PORTS { dfr-port [C] }
:: = id-dfr-user

DFR port is the concern of this part of [ISO/IEC 10166 for operations on DFR-Objects.

DFR Port

'R-User is joined to, and interacts with, a DFR-Server by means of the DFR port. The collection
bilities provided by this port forms the DFR-Server abstract-service. These capabilities incly

obtalining information on, fetching, and deleting documents residing in the DFR-Server.

By
and

This
Sery
com
also

means of the bind-operation, the DFR-Server authenticates a user by checking the user’
credentials or certified identity and access privileges (PAC) before providing it with any of the filj

retrieval capabilities.

asymmetric abstract port is defined for anyyDFR-User (in the consumer role) and for any DR
er (in the supplier role). Such a pair of abstract ports makes it possible for any DFR-User

of
de

s
ng

R-
to

municate with a DFR-Server in order t6-use ordinary DFR-operations. All these operations gre

asymmetrical. Each of them is invoked by the consumer (the DFR-User) and performed by f

supplier (the DFR-Server).

The

DFR port is defined as follows:

Dfr  PORT
CONSUMER INVOKES/{

Create,
Delete,
Copy.
Move,
Read,
Modify,
List,

Search,

Reserve,
Abandon }
SUPPLIER INVOKES { }
:: = id-pt-dfr

he

11
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6.3 Information Model

A DFR-Server offers its users operations on DFR-Objects in its DFR-Document-Store. The object
classes of DFR-Objects are DFR-Documents, DFR-Groups, DFR-References, and DFR-Search-Result-
Lists. A DFR-Group is either a DFR-Root-Group or a DFR-Proper-Group. This gives the following
specification for all DFR-Object classes.

DfrObjectClass :: = ENUMERATED {

dfr-document (0).
dfr-root-group (1),
dfr-proper-group (),
dfr-reference (3),

dfr-search-result-list (4) }

A DFR-Document-Store is accessed through a DFR-Server. A DFR-Document-Store is assigned to|one
DHR-Server only. A DFR-Server manages one DFR-Document-Store. A\DFR-Document-Store |s a
named collection of DFR-Objects which is logically arranged in a hierarchical structure. An example of
hoy different DFR-Objects in a DFR-Document-Store are related toeach other is illustrated in Figure
2 according to the definitions below. Group membership is depicted'in the figure by solid lines. A DFR-

DFR-ROOT-GROUP

P

DFR-GROUP DFR-DOCUMENT DFR-REFERENCE DFR-GROUP

N\
\\
\\
\\
\\‘
DFR-GROUP DFR-DOCUMENT,|

DFR-SEARCH- DFR‘DOCUMENT DFR-REFERENCE
RESULT-LIST =3

DFR-DOCUMENT DFR-DOCUMENT

Figure 2 - Example DFR Document Store structure

Object is a Member of one and only one DFR-Group (parent group), an exception is the DFR-Root-
Group that has no parent group. A DFR-Object can participate indirectly in more than one DFR-Group
by means of DFR-References. A DFR-Reference refers to one and only one DFR-Object. A reference to a
DFR-Reference is not permitted. A DFR-Object can be referenced from more than one DFR-Reference.
A DFR-Group can be viewed as the root of a DFR-Object-Tree consisting of all descendants of that
DFR-Group. A DFR-Search-Result-List contains information about a set of DFR-Objects satisfying
some selection criteria.

12
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A DFR-Object consists of DFR-Attributes and DFR-Content. A DFR-Object is introduced into a DS by
creating a DFR-Entry for it. A DFR-Entry is formed by a DFR-Object together with additional DFR-
Attributes describing its hierarchical place in the DFR-Document-Store. The immediately containing
DFR-Group is the Parent of the DFR-Object, and the DFR-Object is a Member of that DFR-Group.

The

DfrEntry :: = SEQUENCE {
attributes—0]—DfrEntryAttributes;

content [1] DfrObjectContent }

attriputes, DFR-Parent-Identification and DFR-Pathname.

The pttributes forming the DfrEntryAttributes are defined either in this part of ISO/IEC 10166,

may
attri

Basig-Attribute-Set and one optional DFR-Extension-Attribute-Set derived from the ODA-Docume

Profj

sec

abst

u

suppllementary abstract syntax. The abstract syntax of the DFR-Extension-Attribute-Set is defined
Annex E.

The
infoq

NOTE 1 Negotiation of extension attribute sets is performed by means of negotiation of the corresponding abstract syn
during the bind-operation.

DfrEntryAttributes :: = SET OF Attribute

attributes of a DFR-Entry are those of the corresponding DFR-Object plus two supplementalry

or

be defined externally. This is modelled by attribute sets, a basic attribute'set and extensipn
bute sets. Two attribute sets are defined in this International Standard; the mandatory DFR-

t-

le. Other optional extension attribute sets, for example one extension'attribute set which includes
Fity-attributes, may be defined elsewhere. The DFR-Basic-Attribute-Set is contained in the
ract syntax of the DFR access protocol. Each extension attribute set requires at least ope

in

DfrObjectContent is the actual information stored with the DFR-Object. The nature of this
mation depends on the DfrObjectClass: The DFR-Content of a DFR-Group is a sequence of URIs

of all its Members. The DFR-Content:.0f'a DFR-Document is a body of information, e.g. an offjce
document. The DFR-Content of a DFR-Reference is a pointer to some other DFR-Object (DFR-Group

DF

Eac

giv
DF

-Document or DFR-Search-Result-List), called the Referent.

frObjectContent :: = CHOICE({

document-content [0] DfrDocumentContent,
root-group-content [1] DfrGroupContent,
proper-group-content [2] DfrGroupContent,
reference-content [3] DfrReferenceContent,
search-result-list-content [4] DfrSearchResultListContent }

-Server. Once assigned by a DFR-Server, the value of each UPI will not be changed within the 1

or

DFR:-Object has a unique identification within the DFR-Document-Store. This identification|is
eh by, a DFR-Unique-Permanent-Identifier (UPI). A UPI is assigned to each DFR-Object by the

ife

of a DFR-Object. In addition, this UPI value will differ from that of all DFR-Objects which once existed
in the same DFR-Server (including all existing DFR-Objects and all deleted DFR-Objects).

DfrUniquePermanentidentifier :: = OCTET STRING

NOTE 2 UPlisalso modelled as a DFR-Attribute, see 9.2.1.

13
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6.

3.1 DFR-Document-Store

A DFR-Document-Store (DS) is a collection of DFR-Objects logically arranged in a hierarchical
structure.

A

Any DFR-Object within a DS can be accessed via its UPI or via the DFR-Pathname. The/U
assigned to a DFR-Object by the DFR-Server when the object is stored in a DFR-Documeént-Sto
order to identify unambiguously the DFR-Object. The DFR-Pathname is formed by a\.sequen
vdlues of the DFR-Title attribute from all Ancestors of the DFR-Object to be identified with the ]
T

sych a restriction is defined for the DFR-Document-Store, access via the DFR-Pathname may fail.

6.8.2 DFR-Documents

A

D
D

ngt interpreted by the DFR-Server.

6.

T

retrieved. A DFR-Document consists of a DFR-Document-Contentyalong with DFR-Attributes w
ane associated with the DFR-Content. A DFR-Document is corntained in one DFR-Document-S

The DFR-Document-Content is a hody of information that has been provided to a DFR-Server fo
purpose of storage.

11 DFR-Objects in a DFR-Document-Store are accessible via the DFR-Server.

le of this DFR-Object being the last in this sequence. Since the DFR-Title attribute-is only unig

DFR-Document is a structured amount of information that can-be interchanged, stored,

FR-Attributes are additional data items used to Gdentify and to describe properties of a I
pcument. The DFR-Document-Content is the actual information stored in the DFR-Document, a

3.2.1 DFR-Document-Content

DfrDocumentContent :: = EXTERNAL (WITH COMPONENTS { ..., direct-reference PRESENT,
indirect-reference ABSENT,
encoding (WITH COMPONENTS { ..., arbitrary ABSENT })}

Pl is
re in
te of
DFR-
ue if

and
hich
tore.

Ntintenance of consistency between DFR-Documents and-their copies in different DFR-Document-
Stores is outside the scope of this part of ISO/IEC 10166, and left to the responsibility of the DFR-U|

iser.

DFR-
nd is

r the

ne direct-reference’component is an OBJECT IDENTIFIER whose value is the same as the value of
the DFR-Document-Type attribute of the DFR-Document (see 9.2.3).

Uppon request'a DFR-Server transfers the content of a DFR-Document to the DFR-User. A DFR-S¢rver

n¢ver interprets the content of the documents it stores.

6.3.2.2 DFR-Document Attributes

NOTE - The co-operation of DFR with a document content access protocol may be the subject of future standardization.

DFR-Document attributes are data items that identify a DFR-Document, describe its content, help
control access to it, or are in some other way associated with the document.

DFR-Attributes serve to qualify or enhance a DFR-Document’s content, or to define additional
characteristics of the document or its intended use. The values of certain DFR-Attributes have a

14
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particular meaning to the DFR-Server and elicit defined behavior while others are DFR-User defined

and controlled.

6.3.3 DFR-References

disti

Reférent by using the DOR stored in the DFR-Reference-Content. In the.case of a local access to

A DFR- Reference allows a DFR Object to part1c1pate in more than one DFR- Group without requu‘mg

be

nt.

he
he

Refgrent (i.e. DFR-Reference und Referent are in the same DS) only those’DFR-Users who are noted in
the DFR-Access-List attribute of the Referent can access the Referent;In the case of a remote accesq to

the Referent (i.e. DFR-Reference and Referent are in different DS) the access permission can only|
verified by the optional token in the DOR (see ISO/IEC 10031-1):

be

If tHe DFR-Server detects at any time that the Referent has been deleted, it does not delete the DHR-

Ref¢rence, but sets to true the DFR-Referent-Deleted attribute of the DFR-Reference.

The| content of a DFR-Reference is structured like a Distinguished Object Reference (see ISO/I
10081-2) to simplify its use in an ROA-operation (see ISO/IEC 10031-1). The Distinguished Obj
Refgrence (DOR) is used by DFR in two different ways:

1) Use of a DOR as the content.of’a DFR-Reference: A DOR to an entire DFR-Object can
produced at the DFR-User’s request by the DFR-Server. This DOR can then be stored in
ontent of a DFR-Reference at the DFR-User’s request. This DFR-Reference can later be used in|

EC
ect

be
he

an

ROA-operation. The DFR-User can also later read the content of this DFR-Reference and transfer

it to another applicationfor-subsequent access to the referenced DFR-Object by that application.

he DOR can be stored in a DFR-Reference of the same DFR-Document-Store that contains allso

he referenced DER:Object or in another DFR-Document-Store. In the first case, the content of

DFR-Reference. is a DOR whose ae-identifier and application sub-components point to the DE

Server whichmanages both Referent and reference.

b) Useof a DOR for immediate transfer: A DOR to an entire DFR-Object, to the attributes d

DER-Object, or to the content of a DFR-Object can be produced at the DFR-User “s request by
DFR-Server of the Referent, to be used for immediate transfer of the referenced data-object-va

he
‘R-

fa
the
lue

to some other DFR-Server or to another application. If some DFR data-object-value is to

be

transferred by an ROA-operation to another application, it is necessary that the latter be able to
interpret this DFR data-object-value (for example the print application might only accept a DFR-

Document-Content).

15
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6.3.3.1 DFR-Reference Content

The DOR stored in the content of a DFR-Reference contains among others a pointer to the Referent
(local reference) and an identifier (data-object-type) of the Referent (to indicate whether the Referent is
a DFR-Document, a DFR-Group or a DFR-Search-Result-List).

Thy¢

Th
IS(

b ASN.1 specification of a DFR-Reference-Content is as follows:

DfrReferenceContent :: = DOR
(WITH COMPONENTS {

ae-identifier,

local-reference,

data-object-type (DfrObjectClassID (
id-dfr-document |
id-dfr-root-group |
id-dfr-proper-group |
id-dfr-search-result-list ) ),

quality-of-service,

token ABSENT }

DfrObjectClassID :: = OBJECT IDENTIFIER (
id-dfr-document |
id-dfr-root-group |
id-dfr-proper-group |
id-dfr-search-result-list 1)

e semantics of the different components of-the DFR-Reference-Content (the DOR) are as define
D/IEC 10031-2.

6.3.3.2 DFR-Reference Attributes

DF

Th
att|
the
the

Ce
otH

R-Reference attributes are-data items associated with a DFR-Reference.

e DFR-Reference attributes are explicitly associated with the DFR-Reference; they can differ fj
ributes of the Referént-The semantics of some DFR-Reference attributes however, will normally

latter. Some gther DFR-Reference attributes are solely related to the DFR-Reference itself.

rtain attributes have a particular meaning to a DFR-Server and elicit defined behaviour w
ers arewuser defined and controlled.

d in

rom
r, at

users discretion; be related to the Referent; in this way they provide additional information about

hile

6.3.33 S“ppgp,t of the ROA -model hy DER

This clause describes the support of the referenced-object-access functional model (ROA-model) by
DFR. The ROA-model is described in ISO/IEC 10031-1. DFR uses the DOR as defined in ISO/IEC
10031-2.
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3.3.1 Roleof DFR in the ROA-model

A DFR-Server shall perform both the accessee role and the accessor role in the ROA-model:

1)

2)

6.3.

A
req

The DFR-Server as an accessee performs the following role as defined in the ROA-model.

(E)

h) The DFR-Server accepts produce-operations.

b) The DFR-Server accepts certain ROA-operations.

The DFR-Server as an accessor performs the following role as defined in the ROA-model.
n) The DFR-server accepts consume-operations.

b) The DFR-Server can issue certain ROA-operations.

B.3.2 Produce-operationsin DFR

retyrns a DOR instead of the data-object-value. AVDFR-User can request a DOR in the result of
follpwing DFR abstract operations:

At
the

app

- Create
- Copy
- Move
- Read
- Modify

R abstract operation is termed a produce-operationyas defined in ISO/IEC 10031-1 if a DFR-Uker
ests the transfer of a reference to the data-obje¢t:value in that operation, that is the DFR-Serfer

the

he time of a produee:operation, DFR-Users can request the required Quality-of-Service (QoS)| by

Requested-QoSievel parameter. The DFR-Server determines its available QoS and sets
ropriate valuesin the resulting DOR.

NOTE «ltis’outside the scope of this International Standard to define whether the capability to change a QoS associ
withra'\DOR is supported or not.

the

hted

6.3.

3.3.3 Consume-operationsin DFR

A DFR abstract operation is termed a consume-operation as defined in ISO/IEC 10031-1 if a DFR-User
either provides a DOR instead of a data-object-value to the DFR-Server or provides an identifier
(DfrEntryName) for a DOR already stored (in a DFR-Reference) in the DFR-Server.

A DOR can be included in the following DFR abstract operations:

Create

17
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- Copy
- Move
- Read
- Modify

After receiving the consume-operation, the DFR-Server performs the accessor role of an ROA-
ope Ill 1 nl a npropri e ROA _protocgo PDSL .llrln _D ble-to he-3 Q a¥s HOw

e DFR-Server knws the appropriate ROA-protocol and ROA-operation to use when accessing the

vdlue was included in the original abstract operation.

e

.4 DFR-Groups

DFR-Group is a collection of DFR-Objects in a DFR-Document-Store which are called DFR-Grjoup-
embers of the DFR-Group. A DFR-Group consists of DFR-Attributes which are associated with the
FR-Group as a whole and a DFR-Group-Content which is a sequence-of UPIs of all Members of the
FR-Group.

DFR-Group can be either a DFR-Root-Group or a DFR-Proper-Group. A DFR-Proper-Group its¢lf is
ways a Member of some other DFR-Group (Parent). A DFR!Root-Group is not a Member of any qther
F'R-Group; each DFR-Document-Store contains only dnie DFR-Root-Group. Any DFR-Object |of a
ven DS can be reached from the DFR-Root-Group of that’'DS. The creation (deletion) of the DFR-Root-
Foup can not be performed by the user of the Document Filing and Retrieval port.

QR OR. > SOZ»

NOTE - The creation and deletion of the DFR-Root-Grotp including the first registration of Owner(s) and other sefurity
subjects in the DFR-Access-List (see 6.3.8) is performied by some administration authority. This administration authofity is
not defined in this part of ISO/IEC but left to loedlimplementation.

6.p.4.1 DFR-Group-Content
';[e DFR-Group-Content is a-sequence of UPIs of all Members of the DFR-Group.

mbers of a DFR-Grpup.¢an be DFR-Documents, DFR-Groups, DFR-References and DFR-Search-
Result-Lists.

The ordering of the DFR-Group-Members is as defined in the DFR-Ordering attribute (see 9.2.9) of the
DFR-Group.

DfrGroupContent :: = SEQUENCE OF DfrUniquePermanentidentifier

A[DFR-Group can be assigned a DFR-Membership-Criteria attribute. The membership criteria ggvern
membership in the group; new Members are required to satisfy the membership criteria before being
added. The attributes of the new Member are verified against the membership criteria and the addition
is denied if the verification fails. A group having no specified membership criteria permits any new
direct Member to be added.

When a request to change the membership criteria of a DFR-Group will cause any conflict with the
membership for one or more current Members of the group, such a request shall be rejected.

The membership criteria for a group apply only to Members. That means, if a DFR-Reference is a
Member of a given DFR-Group, only the attributes of this reference are the criteria to be verified for
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the membership in this DFR-Group; it is not relevant for the reference s membership in the DFR-
Group if the attributes of the corresponding Referent are changed and thus no longer satisfy the
membership criteria.

The Members of a DFR-Group can be enumerated by a List abstract operation and their attributes
examined. When a group is enumerated, the attributes returned for a reference Member are never
those of the Referent.

The¢ DFR-Object-Tree of a DFR-Group is formed by the DFR-Group itself and all its Descérndants.
The¢se Descendants are either Members of this DFR-Group or Members of other Descendants of this
DFR-Group, recursively. Some DFR abstract operations apply to the entire DFR-Object-Ttee of a DFR-
Grgup rather than to its DFR-Group-Members only.

6.3{4.2 DFR-Group Attributes

-Group attributes are data items that identify a group, describe its content, help control accegs to
r are in some other way associated with the group.

DFR-Group attributes serve to qualify or enhance a group’sccontent, or to define additignal
chgracteristics of the group or its intended use. Certain DFR-Attfibutes have a particular meaningto a
DFR-Server and elicit defined behavior while others are user.defined and controlled.

6.315 DFR-Search-Result-List
A DFR-Search-Result-List is a DFR-Object intendéd exclusively for holding results of a Seafch
abgtract operation.

A DFR-Search-Result-List can only be created with empty content, which is filled in as result ¢f a
Search abstract operation. The user can:read or list a DFR-Search-Result-List, as well as modifyf its
attributes, but the content can only be modified by another Search abstract operation. A Seafch
abdtract operation can also be done without specifying new search criteria (thus updating the confent
of gn existing DFR-Search-Result:List).

6.3|5.1 DFR-Search=Result-List Content

The DFR-Content of ayDFR-Search-Result-List holds a sequence of the DFR-Attributes UPI and DFR-
ObJect-Class fromall DFR-Objects satisfying the search expression specified in the Filter of a Seajch
abgtract operation. It also contains additional information regarding the domain and criteria of]|the
search as well)as the time and conditions of the most recent Search abstract operation execution.

DfrSearchResultListContent :: = CHOICE { empty NULL,
produced SEQUENCE {

PP R Py dobs ol L AT
saartdateanag-ime orocnerazear me;

end-date-and-time [1] GeneralizedTime,
object-list [2] DfrEntryList,

ordering [3] OrderingRule OPTIONAL,
search-domain [4] SearchDomain,
search-criteria [5] SearchCriteria } }

A DfrSearchResultListContent can only be "produced” by a Search abstract operation; at the DFR-
Search-Result-List creation time it is empty. There is no possibility to change the DFR-Content of a
DFR-Search-Result-List except by a re-execution of the Search abstract operation in such a way as
either to replace or to append to its existing content. DfrSearchResultListContent will always be
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placed in an existing DFR-Search-Result-List (produced by a previous Create abstract operation)
which is either empty, i.e. never used, or not empty, i.e. used in a previous Search abstract operation.
In the latter case the search criteria and search domain stored in the DfrSearchResultListContent
can either be reused (e.g. for search continuation) or overwritten by the search criteria and search
domain used in the Search abstract operation.

The ASN.1 types of individual components of DfrSearchResultListContent are formally defined in
8.1|6.

6.3/5.2 DFR-Search-Result-List Attributes

DF[R-Search-Result-List attributes are data items that identify a DFR-Search-Result{List, describg its
cortent, help control access to it, or are in some other way associated with the DFRSearch-Result-1L{ist.

DFR-Search-Result-List attributes serve to qualify or enhance a DFR-Search-Result-List-Content, or
to define additional characteristics of the DFR-Search-Result-List or its intended use. Certain DFR-
Atfributes have a particular meaning to a DFR-Server and elicit defined behavior while others|are
usqr defined and controlled.

6.3.6 DFR Version management

The DFR Version management is achieved by a combination of specific DFR-Attributes, managed by
thd DFR-Server in a predefined way, in order to make 1t possible for the user to have a very flexjible
usg¢r-defined Version structure, and to provide the user' with DFR-Server assistance while navigaling
thrjough this structure or attempting to modify it. Briefly, the DFR Version management may be
qualified as user-defined and server assisted.

A DFR-Document can have several versions, simultaneously present in a DFR-Document-Store. In
fact, each “version of a document” is itself an individual DFR-Document (an individual entry in|the
DHR-Document-Store). The set of all DFR-Documents considered to be “different versions of the same
do¢ument”, defines a Conceptual-Document. Different DFR-Documents which are versions of the same
Copceptual-Document are related by means of two DFR-Server maintained attributes, DFR-Npxt-
Versions and DFR-Previous-Versions. The set of all DFR-Documents which are versions of [one
Copceptual-Document is structured as a directed graph with regard to these two DFR-Attributes. [The
relationships among different versions of a Conceptual-Document are independent of the gyoup
structure of the DFR-Document-Store.

Al] versions of‘the” same Conceptual-Document are distinguished from all other DFR-Document$ by
mgans of a spe¢ial DFR-Server managed attribute DFR-Version-Root. The value of this attribute i the
URI of thex(historically) first version of the Conceptual-Document; this value remains valid [and
unthanged even if this first version is later deleted (because it is no more considered, in this contex}, as
the UPT of the first version, but is instead identifying the overall Conceptual-Document). Versior}s of

h 1 4 1 1 41 FW A | 4 1 - 1 . - e 1o d M
t € Salllt QUOCULIICTIL Call a4lIdU TIavVE ULIICT Al IDULT vValuts 1T COLLIIIUIL, DUL LIS 15 IOV [HIallUalul'y a4l 1S

not verified by the DFR-Server.

In contrast, different versions of the same (conceptual) document are distinguished, apart from their
UPIs, by another special attribute, called Version-Name. This is a DFR-User-specified attribute,
intended for the user’s perception; the DFR-Server can only optionally reinforce the uniqueness of its
values among all versions of the same document.

When a DFR-User creates a DFR-Reference to a multi-version document, this DFR-Reference always
points to a particular version (that is, to one specific DFR-Document in the DFR-Document-Store).
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In the simplest case, all versions of the same document are linearly ordered: each version except the
first has exactly one previous version, and each version except the last has exactly one next version. In
this case the latest version of a Conceptual-Document can be reached by navigating through it using
the DFR-Next-Versions attribute.

In a more general case, a given version of a Conceptual-Document can have several next versions (tree
modph- itiorr, i i I i irected
gragh model). Loops are not possible even in this case, as versions are created sequentially, and, each
versjion can be linked only to existing ones (a DFR-Previous-Versions attribute shall not be, modi
for gny Document which has a next version).

It is|always the DFR-User’s action to define some existing or newly created DFR-Document as a ngw
versfion of some other DFR-Document or DFR-Documents; the latter are explicitly specified by the uger
as previous version(s) for the newly defined one. The DFR-User shall have at least read access right{ to
the [DFR-Document(s) specified as previous version(s). Links from the mew version to all fits
predecessors (i.e. their UPIs) are the values of the attribute DFR-Previous-Versions.

At the same time, links in the opposite direction are created: each time'd new version is created ap a
successor of an existing one, the DFR-Next-Versions attribute of the'latter contains the link to the
successor as a supplementary value.

Whdn “discarding” an existing version, all links to it from its.sticcessors are redirected to point to edch
of ifs predecessors, and all links to it from its predecéssors are redirected to point to each of [fits
sucgessors. An existing version can be "discarded” either’by deletion of the whole DFR-Document or|by
delefion of the attribute DFR-Previous-Versions of the DFR-Document in which case the DFR-Seryer
also|deletes the attributes DFR-Next-Versions and-DFR-Version-Root.

Version management applies only to DFR-Doouments; versions of DFR-Groups, or of DFR-Referencps,
or of DFR-Search-Result-Lists, are not defined.

6.3.7 Attributes and Filter

DFR uses Attribute, ATTRIBUTE MACRO, ATTRIBUTE-SYNTAX MACRO, Filter and
FilterItem as defined in ISOAEC 9594.

Each DFR-Object consists of two parts, a set of attributes, and a “content” entity. DFR-Attributes are
marjaged independently of the content. Attributes can be read and changed. If an attribute is changed
the [content of that object is not changed. Attributes characterize an object, that is each attribifite
provides a piece of information about, or derived from, the object to which it corresponds. Attribufes
affegt storagedand retrieval of an object and control access to it.

For [theyconvenience of the reader a shortened description of Attributes and Filter is in annex F. The
compiete definition s IM ISOTEC 9594

For an overview of the DFR-Attributes see clause 9.
NOTE - Some selected attributes are intended for ordering the objects by the value of these attributes. In the case of textual

attributes ordering presupposes the existence of some collating sequences. The definition of collating sequences is outside
the scope of this part of ISO/IEC 10166.
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6.3.8 Security in DFR

Two specific security mechanisms are addressed here: authentication and access authorization.

6.3.8.1 Authentication

At{ bind time the security subject represented by the DFR-User is authenticated either byhu
papsword(s) or in the case of a user who has been previously authenticated elsewhere, by checkis

s5ing
g a

ceftified identity. The authentication mechanism verifies the credentials of the DFR-User tequesting

ac¢ess to the DFR-Document-Store. This does not, however, qualify the DFR-User to access all [
Oljects stored in the DFR-Document-Store. Certified identities can also be presented subsequent tg

FR-
the

bind-operation, as arguments to individual abstract operations. This permits the bind to be shared

befween multiple security subjects, the DFR-User representing a different security subject for eaq
the abstract operations concerned. The DFR-User is not allowed multiple bifids, at the same tim
the¢ same DFR-Server.

6.3.8.2 Access authorization

Adcess authorization is controlled by security attributes collectively known as a Control-Attrib
Package (CAP).

The CAP is a collection of security related attributes, asgigned to DFR-Objects. In order to providg
depign freedom necessary for DFR-Servers to operatetinder a wide variety of security policies, the ]
implementer should be free to choose control attribute types appropriate to the security regimg
which the implementer is targeted. In the Jonger term standards will be defined for ac
authorization rules and for control attribute.types, from which implementers will make their ch
P%trticular examples of such types might be the DFR object s security classification, integrity lev
other access group category.

h of
b, to

ute-

the

DFR

s to

cess

ice.

p] or

Infthe short term these standards are/not available, and this part of ISO/IEC 10166 defines one spegific

control attribute, the DFR-Access-List.

atfributes for a DFR-Object, to determine what access the user has, the privilege attributes wi
uspd where appropriate in conjunction with the attributes in the CAP. Privilege attributes
optionally presentédieither at abstract bind time via a PAC type credentials argument (see 7.1.]
explicitly at thetime of the abstract operation request in the privileges argument (see 8.1.3.5), or &
THe DFR-User.can also specify a proxy PAC in a specific abstract operation request. This proxy PA
uspd by the'DFR-Server to access another server on behalf of the requesting DFR-User (see 8.1.3.5)

If the accessing DFR-User(has presented a Privilege-Attribute-Certificate (PAC) containing privillege

1 be
are
) or
oth.
Cis

Edchpecific DFR realisation shall use either the DFR-Access-List attribute, or other CAP attrib\lxtes,

acpording to some defined matching algorithms.

6.3.8.3 DFR-Security Policy

All DFR-Objects in a DFR-Document-Store have one or more Owners. An Owner is a security subject

with specific privileges with regard to the owned DFR-Object.

Each Owner of a DFR-Object is noted in the DFR-Access-List attribute of the CAP of that DFR-Object.

An Owner of a DFR-Object can add further Owners or delete existing ones. Attempts to delete the
Owner result in an error.
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The DFR-Access-List attribute defines the list of security subjects allowed to access a specific DFR-
Object, together with their access rights. A security subject registered in the DFR-Access-List (of the
CAP) of a DFR-Object is allowed, according to the registered access rights, to access that DFR-Object.
A DFR-Object will not be made visible to the DFR-User unless at least read access was granted by the
Owner of this DFR-Object. For example, if a DFR-Object satisfies a filter condition specified in a
Search abstract operation, it will not be made visible to a DFR-User that does not have read access
perthission to this DFR-Object. The DFR-Access-List is an attribute of the DFR-Object. The contentd of
the DFR-Access-List attribute can be modified only by an Owner. A DFR-User having only readaccess
right to a DFR-Object can only read its own access rights to that DFR-Object. A DFR-Agcess-1list
congists of one or more elements. Each element consists of two parts:

DfrAccessListElement :: = SEQUENCE {
access-id Accessld,
access-rights AccessRights }

Accessid :: = DistinguishedName

NOTE - In the case of a DFR-User having only read access to the DFR-Object, the DFR-Access-List returned differs from|the
DFR-Access-List assigned to the DFR-Object, because it contains only the users dwh AccessId and AccessRights.

PccessRights :: = ENUMERATED {

read (0),
extended-read (1),
read-modify (2),
read-modify-delete (3).
owner (@) }

Read access to a DFR-Object allows a DFR-User to access that DFR-Object, using Read, Copy,
Seafch, and List abstract operations. These abstract operations are permitted to both the content gnd
attrlbutes of the DFR-Object, except those parts of the DFR-Access-List attribute not related to this
DFR-User and the attributes DFR-Created-By, DFR-Attributes-Modified-By, DFR-Content-Modifigd-
By, [DFR-Reserved-By. Attemptsito‘'read the DFR-Access-List attribute returns only the initiating
DFR-User’s access rights. Evenyif a DFR-Object satisfies the search criteria specified in the Searich
absqract operation, that DFR-Object is not listed in the resulting DFR-Search-Result-List unless the
initjating DFR-User ha§read access permission to the DFR-Object. The DFR-Object will |be
enufnerated in the resultof a List abstract operation only if the initiating security subject is specified
in its DFR-Access-Listattribute.

Extpnded-readaccess to a DFR-Object includes all privileges of read access and also permits the uger
to rgad the entire DFR-Access-List attribute of that DFR-Object and all other attributes.

Regd-modify access to a DFR-Object allows a DFR-User to apply an uncommitted reserve|or
unr¢serve to that DFR-Object and modify its content and/or attributes with the exception of the
attribute DFR-Access-List. Modification of the content of a DFR-Group means new Members can be
inserted in the group; operations on existing Members in the DFR-Group depend on the rights noted in
their DFR-Access-List attributes. Read-modify access includes extended-read access.

Read-modify-delete access to a DFR-Object allows a DFR-User to delete or move that DFR-Object. In
the case of a DFR-Group a DFR-User with the read-modify-delete access right to this DFR-Group can
move the whole DFR-Object-Tree of this DFR-Group regardless of the access rights in the DFR-Access-
Lists of the Descendants, but the DFR-User can delete the whole DFR-Object-Tree of this DFR-Group
or any Descendant of the DFR-Group only if this DFR-User is noted with read-modify-delete access
permission in the DFR-Access-List of all Descendants if the whole DFR-Object-Tree of this DFR-Group
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shall be deleted or in the DFR-Access-List of a Descendant if this particular Descendant shall be
deleted. Read-modify-delete access includes read-modify access.

Owner access to a DFR-Object allows a DFR-User to modify the DFR-Access-List attribute of that
DFR-Object and a committed reservation can be applied on that DFR-Object. Owner access includes
read-modify-delete access. A DFR-User creating a DFR-Object (by Create or Copy abstract
operations) is automatically included in the DFR-Access-List attribute of the new DFR-Object as the
Owner.

If 4 DFR-User does not have at least read access permission to a DFR-Group, this user cannot.access its
Degcendants via this DFR-Group. Direct access to a Descendant object via the object’s UPkcan stilfl be
grdnted depending upon the DFR-Access-List attribute in place on the DFR-Object. Operations
involving access to more than one DFR-Object require the appropriate access right. to each of these
objects.

NOTE - The constraints concerning access of a Referent by using a DOR are noted in 6.3.3:
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7.1

Thisclause defines and desceribes the hind-npprnfinn parameters for the DFR port

ISO/IEC10166-1:1991(E)

Abstract-bind and Abstract-unbind Parameters

Abstract-bind Parameters

7.1.

The

The|definition is:

DfrBind :: = ABSTRACT-BIND
TO {dfr-port[S] }

BIND
ARGUMENT DfrBindArgument
RESULT DfrBindResult
BIND-ERROR DfrBindError

| Bind-argument Parameters

DfrBindArgument :: = SEQUENCE {

initiator-name [0] DistinguishedName,

credentials [1] Credentials,

retrieve-restrictions [2] Restrictions OPTIONAL, -- default is none--
dfr-configuration-request  [3] BOOLEAN DEFAULTFALSE,

bind-security [4] BindSecurity OPTIONAL,

priority [5] Priority DEFAULT medium,

dor-for-produce-operations [6] BOOLEAN DEFAULT TRUE,
dor-for-consume-operations [7] BOOLEAN DEFAULT TRUE }

a) initiator-name (M):~This argument contains the distinguished name of the initiator of
association and is supplied by the DFR-User.

b) credentialsdV): Credentials can be exchanged between the DFR-User and the DFR-Serv

Server. The DFR-Server s view of the accessing subject “s identity and access privileges is obtai
from thedcredentials passed. Credentials serve to identify a user, authenticate a user, or certify
identity-of a user previously externally authenticated. In the latter case, access control privile
associated with the user can also be passed. The full syntax and semantics of credentials when u
for authentication purposes is outside the scope of this part of ISO/IEC 10166 (these matters

DfrBindArgument parameter identifies or authenticates the DER-User (see also 6.3.8). It allso
acedpts a set of restrictions for entries to be returned as result of a DER.abstract operation.

he

er.

(Whether the DER-User is representing a specific end user or not is of no concern to the DfR-

ed
he
bes
sed

Hre

common to all bind-operations). Use of certified security attributes 1s described in the outline
below. Semantic details are not defined however since this is dependent on the actual security

policy formulated and implemented by the organization operating the DFR application.

The authentication of the user may have taken place external to the DFR-Server; the resulting
access control attributes will then be passed in the bind-operation to allow the DFR-Server to make
subsequent access control decisions. This is the function of the PAC construct. Either the DFR-
User or the DFR-Server can abort the bind-operation if the authentication parameters do not

justify successful completion of the bind-operation.
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The credentials passed in a bind-operation can be modified by the Privileges parameter of a
specific DFR abstract operation (see 8.1.3.5).

Credentials :: = CHOICE {

simple [0] Creds, ~-used jor initial authentication --
certified [1] PrivilegeAttributeCertificate }  -- used when initial authentication has --

-- already taken place external to --
--the DFR-Server --

A Creds contains a password associated with the DFR-User.

Creds :: = OCTET STRING

A PrivilegeAttributeCertificate contains attributes associated with‘the DFR-User such a$ the
user ‘s name, job title or security clearance. These can be used insmaking access control decigions

(see 6.3.8).
PrivilegeAttributeCertificate :: = EXTERNAL

NOTE - The detailed syntax of the PrivilegeAttributeCertificate)is under study elsewhere. The access rights neefled to
make a bind may under some security policies be different from those needed to be established over the bind; the possibility
of using two PACs, one to establish the rights to make the bind{the other to apply to access to DFR-Objects in the confext of
the bind is also under study elsewhere.

¢) retrieve-restrictions (O): This contains the restrictions on objects to be returned as a resuilt of
a DFR abstract operation. The restrictions remain until an unbind-operation is issued.

In the absence of this argument, the’default is that no restrictions exist.
This argument consists of the following components:

Restrictions :: = SET {
allowed-document-types  [0] SET OF OBJECT IDENTIFIER OPTIONAL, --default is no restriction--
maximum-length [1] INTEGER OPTIONAL } --default is no restriction--

1) allowed-document-types (C): The document types that the DFR-User is prepar¢d to
acceptrds result of a retrieve abstract operation. Any document with a document type ¢ther
than/the ones specified will not be returned, but will result in an error, unless the abstract
eperation has explicitly overridden the restriction.

26

In the absence of this component, the default is that no retrieve restrictions on document- ypes
exist.

2) maximum-length (C): The maximum-length that the DFR-User is prepared to provide as
the argument or to accept as the result of an abstract operation. Any result prepared by the
DFR-Server exceeding the maximum length specified will not be returned, but will result in an
error.

In the absence of this component, the default is that no restrictions on result-length exist.
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d) dfr-configuration-request (C): The dfr-configuration-request is specified to obtain

information relating to which optional extension attribute sets and constraints the DFR-Ser
supports.

ver

In the absence of this component, the default is FALSE which indicates that no such request is

being made.

e) bind-security (O): This specifies OSI security services required in the bind-operation;
example peer entity authentication of the software entities involved, or confidentiality,
integrity protection.

BindSecurity :: = EXTERNAL

f) priority (C): Priority requested for this DFR-User during the association:If there is no ot

medium priority is applied.

Server commits to this request is reported in the DfrBindResult parameters.

Server shall, if requested, accept a DOR in the arguments of an abstract operation. Whether
DFR-Server commits to this request is reported in the DfrBindResult parameters.

2 Bind-result Parameters
DfrBindResult parameter returns any @uthentication-attributes needed.
definition is:

DfrBindResult :: = SET {

authentication-attributes [0] SET OF AuthenticationAttribute,

constraints-supported [1] SET OF ConstraintsType OPTIONAL,

dfr-document-types-Supported [2] SET OF TypeAndAttribute OPTIONAL,

function-set-supported [3] FunctionSetType OPTIONAL,

maximum-length-supported [4] INTEGER OPTIONAL,

dor-for-produce-operations [S]BOOLEAN DEFAULT TRUE,

dor-for-consume-operations [6] BOOLEAN DEFAULT TRUE,

rOA-protocols-accessee [7] ROAProtocols OPTIONAL,

rOAprotocols-accessor [8] ROAProtocols OPTIONAL }
a)-’authentication-attributes (M): Any information returned as confirmation of |

authentication check. This information is unconstrained by this part of ISO/IEC 10166.

AuthenticationAttribute :: = EXTERNAL

for
or

ner

priority specified in the abstract operations (see 8.1.3.4), this priority shall be applied. By default

z) dor-for-produce-operations (0): This parameter, if left TRUE, indicates that the DFR-
Server shall, if requested, provide a DOR in the result of an abstract operation. Whether the DFR-

h) dor-for-consume-operations (0O): This parameter, if left TRUE, indicates that the DFR-

the

an

b) constraints-supported (C): Specifies the set of all constraints defined for a DFR-Document-

Store. Only present if a dfr-configuration-request is made.

ConstraintsType :: = SEQUENCE {
name-constraint [0] NameConstraint,

27
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version-constraint [1] VersionConstraint }

NameConstraint :: = ENUMERATED {
no-name-constraint  (0),
local-unambiguity (1),
global-unambiguity (2)}

VersionConstraint :: = ENUMERATED {
no-version-constraint (0),
version-unambiguity (1}

For a DFR-Document-Store the following constraints can be specified:

1) Name-constraint specifies the uniqueness of the DFR-Title :

i) No constraints for DFR-Titles (no uniqueness of DFR-Titles'enforced);

ii) Global unambiguity of DFR-Titles (each DFR-Entry has a DFR-Title unique within

the DS);

iii) Local unambiguity of DFR-Titles (each DFR<Entry has a DFR-Title unique withi
parent group).

2) Version-constraint specifies the uniquenessjof the Version-Name attribute:
i) No constraints for Version-Names (1o uniqueness of Version-Names enforced);
il) Version unambiguity (each Version of a Conceptual-Document is uniquely ident
by its Version-Name in the scope of'its Conceptual-Document).

) its

fied

¢) dfr-document-types-supported (C): This is a list of document types supported by this QFR-

Server, with a list of extension attributes supported for each document type. Only present if a
configuration-request was made.

TypeAndAttribute :: = SEQUENCE\{
document-types [0] OBJECT IDENTIFIER,
attributes [TNSET OF AttributeType }

dfr-

d) function-set;supported (C): Specifies which function-set of the three defined sets (Flat Store

Set, Pre-defined Store Structure Set, Full Set - see 8.4) is supported. Only present if a
configuration-request is made.

FunctionSetType :: = ENUMERATED {

dfr-

28

flat-store (1),
pre-defined-store (2),
full-set (3)}

e) maximum-length-supported (C): Specifies the maximum-length the server supports. This
value shall be less than or equal to the maximum length specified by the DFR-User in the retrieve-

restrictions of the bind-operation. This parameter is only present if a maximum length
specified in the bind arguments.

was

f) dor-for-produce-operations (0): This parameter, if left TRUE, indicates that the DFR-

Server can provide a DOR in the result of an abstract operation.
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7.1

The| DFR-port can report either of two errors, SecurityProblem or ServiceProble
SecurityProblem indicates that the credentials parameter was not.adequate to gain access to

DF
S0

7.2

An

any|retrieve-restrictions that were specified in the bind-operation argument. There are no argume
or efrors associated with the unbind-operdtion.

B Bind-error Parameters

ISO/IEC10166-1:1991(E)

g) dor-for-consume-operations (O): This parameter, if left TRUE, indicates that the DFR-

Server accepts a DOR in the arguments of an abstract operation.

h) rOA-protocols-accessee (0): The DFR optionally returns information about which ROA-
protocol application context(s) it supports, as accessee, for the transfer of objects corresponding to

DORs.

ROAProtocols :: = SEQUENCE OF OBJECT IDENTIFIER

i) rOA-protocols-accessor (0): The DFR optionally returns information about which RQ

protocol application context(s) it supports, as accessor, for the transfer of objects corresponding
DORs.

-Server. ServiceProblem reports that the DFR-Server can nof:establish the association dud
operational exception. The same errors can occur in DFR abstract operations, see 8.3.

DfrBindError :: = CHOICE {
service-error [0] ServiceProblem,
security-error [1] SecurityProblem }

Abstract-unbind Parameters

inbind-operation closes the DFR port. The issuing of an unbind-operation results in the deletior

DfrUnbind :: = ABSTRACT-UNBIND
FROM {dfr-ports [S]}

A-
to

m.
he
to

of
hts
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8

Abstract operations

All abstract operations are invoked by the consumers (DFR-Users) and each abstract operation always

re

8.

8.

This subclause identifies, and in some cases defines, a number of data types which\are subseque
uséd in the definition of Document Filing and Retrieval abstract operations. Therdata types concer
arg those which are common to more than one abstract operation, or are likelyto be so in the futur

w

opé¢ration which uses them.

So

th

8.1.2 Imported datatypes

Some data types usedinclause 6 as well as in this clause are actually defined in other Internati

St

Frpm the OSIDirectory (ISO/IEC 9594-2):

ports either success or an error.

Common Data types used in Abstract operations

1 Data types used for DFR-Object specification

ich are sufficiently complex or self-contained as to merit being defined se¢parately from the abst,

¢ following:

DfrObjectClass (see 6.3),

DfrEntry (see 6.3),

DfrEntryAttributes (see 6.3),
DfrObjectContent (see 6.3),
DfrUniquePermanentidentifier (see 6.3),
DfrDocumentContent (see 6.3.2.1),
DfrReferenceContent (see 6.3.3.1),
DfrObjectClassID (see 6.3.3.1)
DfrGroupContent (see 6.3.4.1),
DfrSearchResultListContent (see 6.3.571)

indards. These imported data types are:

Attribute,
AttributeType,

ntly
ned
B, Or
ract

me of these data types are already defined in clause 6 of this partof ISO/IEC 10166. They are ysed
for) specification of different DFR-Objects contained in a DFR-Document-Store. These data types

are

bnal

AttributeValue,
AttributeValueAssertion,
DistinguishedName.

From the OSI Directory (ISO/IEC 9594-3):

Filter,
Filteritem.
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From the DOAM (ISO/IEC 10031-2):

DOR,
Requested-QoS-level

8.1.3 Data types common for most DFR abstract operations
An argument of any DFR abstract operation is a sequence of "parameters" (or "arguments"), $omg of
them being mandatory for the given abstract operation type, while others are optionall Egch

individual parameter has its own context-specific tag. Parameters eventually used in (almost) 3
DFR abstract operation have their tags at the end of the [0, 30] integer range, whilé more spec

pargmeters have their tags at the beginning of this range. The common parameters are specified
follqws:
CommonArguments ;i = SEQUENCE {

task-id [26] Taskid OPTIONAL,

reservation [27] Reservation OPTIONAL,

error-handling [28] ErrorHandlingMode DEFAULT all-or-nothing,

priority [29] Priority DEFAULT medium,

privileges [30] Privileges OPTIONAL }

8.1.8.1 Task-id

Tas

an
eit

kid :: = OCTET STRING

ny
fic

as

bstract operation for identification purposes,'if it is to be abandoned or continued. The TaskId ¢an

Tazdd is an optional identifier for an abstract gperation. A DFR-User can include this parameter] i

r be specified by the DFR-User or:dan be that previously provided by the DFR-Server

as

confinuation-parameter in the result ofla List or Search abstract operation if such an abstrpct

operation was stopped due to a limit-en¢euntered situation (see 8.1.6).

A

OFR-User shall not re-use the.TaskId value in another abstract operation until the respectjve
absfract operation is (perhaps(@fter a continuation) completed, or abandoned.

31.
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8.1.3.2 Reservation

The semantics of this parameter when it is specified in an abstract operation are the same as defined in

the Reserve abstract operation (see 8.2.9). Omission of this parameter means no change in

the

reservation level of the DFR-Object concerned. For each DFR abstract operation, the DFR-Object to
which a reservation applies is specified in the description of that abstract operation. The reservation is

defined by reservation-duration, reservation-level and reservation-status.

The¢ reservation-duration optionally specifies the time for which the reservation shall exist) I
reservation-duration is specified the DFR-Object will remain reserved indefinitely.

{ no

the

lowest level, level read-only2 is the highest level. If a change to a lower level from an"existing higher
1 in the case of an uncommitted reservation is requested it is always performed-as the last step, in

thd execution of the abstract operation. If a change to a higher level fromi a lower level or ffom
un¢ommitted to committed is requested, it is always performed as the first stép in the execution of|the

only applicable for the Owner of a DFR-Object. Committed means, the reservation will be maintained

until the reservation duration expires. After a committed reservation is specified by the Owner it
nof be withdrawn, i.e. the reservation level can only be increased and/or the reservation duration
only be set to a later date or be omitted, in which case the'reservation will exist indefinitely. It is
nof permitted to set the reservation status from committed to uncommitted.

Affer a DFR-Object is reserved by some user resetfivation requests of other users will be rejected.

can
can
also

The

regerved DFR-Object is only re-available for a:réservation by another user if it is set to unreserved by

thq user who has reserved it in the case of an incommitted reservation or the reservation duration

thg DFR-Object.

Resprvation :: = SEQUENCE {

reservation-duration [0] GeneralizedTime OPTIONAL,
reservation-level [1]ReservationLevel,
reservation-status [2] ReservationStatus DEFAULT uncommitted }

ResgrvationLevel :: = ENUMERATED {

unreserved (0),
exclusive-write (1),
exclusive-access (2).
read:only1 (3).
read-only2 (a)}
Reservationstatus :: = ENUMERATED {

has

ired. The DFR-Reserved-By attribute iSused to indicate the identity of the DFR-User who reserjved

uncommitted (0),
committed (1)}

The reservation of DFR-Objects is handled according to the following rules:

a) unreserved

The DFR-Users have unrestricted access to the DFR-Object by using the abstract operations

defined in this part of [SO/IEC 10166.

b) exclusive-write
32
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1) Ifthe reserved DFR-Object is a DFR-Document, a DFR-Reference or a DFR-Search-Result-
List and the reservation level is exclusive-write:
i) other users shall not Delete or Modify the DFR-Object (neither any attribute nor the

content of the object);
ii) other users shall not move the DFR-Object if the Move abstract operation is appl

ied

directly to the reserved DFR-Object; but the DFR-Object can be implicitly moved, if the

Move abstract operation is applied to an Ancestor of this DFR-Object;

2)

2)

111) other users shall not use a reserved DFR-Search-Result-List in a Search abstrhct

operation.

If the reserved DFR-Object is a DFR-Group and the reservation level is exclusive-write:

i) other users shall not Delete or Modify the DFR-Group (neither any attribute nor the

content of the group);

ii) other users shall not move the DFR-Group if the Move abstract gperation is appljed

directly to the reserved DFR-Group; but the DFR-Group can be implicitly moved if
Move abstract operation is applied to an Ancestor of this DFR-Grgup;
iii) other users shall not

- Delete or Move any Member from the DFR-Group,

- Copy or Move any DFR-Object to the DFR-Group,

- insert new Members into the DFR-Group by Create abstract operations;

he

iv) if a Member of the DFR-Group is itself a DFR-Group then the Descendants of this

member DFR-Group are not reserved.

) exclusive-access
1) Ifthe reserved DFR-Object is a DFR-Documiént, a DFR-Reference or a DFR-Search-Resylt-
List and the reservation level is exclusive-access:

i) other users shall not Delete or Modify the DFR-Object (neither any attribute nor the

content of the object); _
ii) other users shall not move.the DFR-Object if the Move abstract operation is appl

ed

directly to the reserved DFR-Object; but the DFR-Object can be implicitly moved, if the

Move abstract operation is.applied to an Ancestor of this DFR-Object;

iii other users shall not'Read or Copy the content of the DFR-Object;

iv) other users shalltnot use a reserved DFR-Search-Result-List in a Search abstr
operation;

v) other users shall not List the elements of a DFR-Search-Result-List.

If the reserved DFR-Object is a DFR-Group and the reservation level is exclusive-access:
i) other-users shall not Delete or Modify the DFR-Group (neither any attribute nor
contentof the group);
ii) tother users shall not move the DFR-Group if the Move abstract operation is appl
directly to the reserved DFR-Group; but the DFR-Group can be implicitly moved, if
Move abstract operation is applied to an Ancestor of this DFR-Group;
iii) other users shall not

- Delete or Move any Member from the DFR-Group,

act

he

led
he

- insert new Members into the DFR-Group by Create abstract operations,

- Modify a Member of the DFR-Group (neither any attribute nor the content of a
Member) if it is a DFR-Document, a DFR-Reference or a DFR-Search-Result-List,

- Modify the attributes of a Member if it is a DFR-Group
- List the Members of the DFR-Group,

- Read or Copy the content of a Member if it is a DFR-Document, a DFR-Reference

or a DFR-Search-Result-List,

- List the DFR-Entries noted in the elements of a DFR-Search-Result-List which is a

Member of the reserved DFR-Group,
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8.

access1 [1] AccessProblem OPTIONAL, --5€e8.3.3 --

access2 [2] ReferentAccessProblem OPTIONAL } --see8.3.5 --
Wzlfn several DFR-Entries need to'be accessed during the execution of the DFR abstract operati
List and Copy, different situations ean occur:

Thg first situation (a) is that of a DFR error (of access type), and the second (b) that of success (if
othpr error'oecurs). The third situation (c) is more complex. For example, when listing a DFR-Gr

SO

wantallaccessible members listed, with a warning(s) about inaccessible Members.

- use a DFR-Search-Result-List which is a Member of the reserved DFR-Group in a

Search abstract operation;

iv) if a Member of the DFR-Group is itself a DFR-Group then the Descendants of this

member DFR-Group are not reserved.

d) read-onlyl

The restrictions on this reservation level are the same as described for the reservation level

exctustve-write- Butimthiscase the Testrictions are vatid for other users and Tor the USer
has reserved the DFR-Object.

e) read-only2
The restrictions on this reservation level are for other users the same as deseribed for
reservation level exclusive-access. But the access is also restricted for thé)user who
reserved the DFR-Object, i.e. the access to the read-only2 reserved DFR-Qbject is restricted
the user who has reserved it as described for other users for the reservation level exclus
write.

113.3 Error handling mode

ErrorHandlingMode :: = CHOICE {

all-or-nothing [0] NULL,
until-first-warning [1]NULL,
report-all-warnings [2] NULL,
report-n-warnings [31INTEGER} -- This\parameter is only applicable to multiple -

-- abstract operations, --
-“these are List or Copy group. --

entry [0] DfrEntryName,

a) none of the DFR-Entries involved can in fact be accessed;
b) all the involved.€ntries can be accessed;

¢) some entries ean be accessed, while others can not.

Warning :: = SEQUENCE {  -- warning will never(be reported if the DFR-User has no read access right --

vho

the
has
for
ve-

pns

no

ver

rr members of which are accessible to the user while others are not, the DFR-User may howe

The error handling mode all-or-nothing means that the abstract operation will proceed to its
conclusion unless any error or warning is detected, in which case the abstract operation will have no
effect whatever on the DFR-Document-Store.

The error handling mode until-first-warning means that the abstract operation will be performed
until an inaccessible Member is detected, in which case the abstract operation is stopped. Only the so
far accessed entries are copied or listed and that entry causing the termination of the abstract
operation is reported as a warning. The result of the abstract operation is in this case DFR-Server
implementation dependent.
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The error handling mode report-all-warnings means that the abstract operation will be performed to
its conclusion regardless of the detection of inaccessible Members. Inaccessible Members, if detected,
are reported as warnings in the result of the abstract operation. All accessible Members are copied or
listed.

The error handling mode report-n-warnings means that the abstract operation will be performed to
its cprctusionr regardtessof the detectionof Tmaccessible MembersTmaccessible Members;if detectyd,
are reported as warnings in the result of the abstract operation up to the specified number, “All
accepsible Members are copied or listed independent of the limitation specified for warnings)If the
limitation specified for warnings is zero, the abstract operation will be performed to its,conclusibn
withput any warnings being reported.

The DFR service definition leaves it to the DFR-User to specify the error-handlingimode desired on a
per 4bstract operation basis.

Pairpd with this common argument is the "warnings" common result. It takes'the form of a sequencelof
acceps type errors (one per DFR-Entry concerned but not accessible), and-ean appear in the abstract
operption result provided that the abstract operation argument had ErrorHandlingMode specified|as
until-first-warning, report-all-warnings or report-n-warnings.

Any|problems related to the modifications parameter (see 8.15.5) are always handled as if the all-¢r-
nothiing mode was specified.

8.1.34 Priority

Priority :: = ENUMERATED {

low (0),
medium (1),
high (2)}

Thig common parameter shall be specified for any DFR abstract operation. It is useful in the context|of
a hdavily loaded DFR-Server totallow better service to some privileged requests, according to pn
appllied priority policy. A default"Priority can already have been established at bind time (see 7.1.]1);
any Priority requested here(will override the Priority given at bind time.

Thiq concept of operational priority is not necessarily related to any communication priority poli¢y.
Thid means that speé¢ification of this parameter may, but need not, influence the quality of service|of
the finderlying layers.

Thefserver des not mandatorily grant the abstract operation with the priority requested. Any numefic
characterization of the above three priority levels is server-specific.

8.1.375 Priviteges

Privileges :: = SEQUENCE {
operation-pac [0] PrivilegeAttributeCertificate OPTIONAL,
proxy-pac [1] PrivilegeAttributeCertificate OPTIONAL }

The Privileges parameter enables a PrivilegeAttributeCertificate to be associated directly with an
abstract operation request, modifying that available from the bind-operation within which the request
is being made. The way the operation-pac modifies the bind PAC depends on the security policy
applied. The resulting privileges are only applied for this abstract operation.
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For the definition of PrivilegeAttributeCertificate see 7.1.1.

The operation-pac can be required for either of two reasons:

a) When the access privileges established by the user during the bind are not sufficient to pe
the requested abstract operation.

rmit

b) When the bind is being multiplexed between a number of users and each abstract operati¢n is
potentially under the control of a different user, who shall present his own access privileges.
THe proxy-pac can be required if the DFR-Server needs to make further access to another applicdtion
on|behalf of the user, and itself would have insufficient access rights unless supplemeénted by those in
the proxy-pac. The DFR-Server that receives the proxy-pac itself then uses this a§’an operation-pac to
the other application.
8.14 Access names for DFR-Entries
DfrEntryName :: = CHOICE {
upi [0] DfrUniquePermanentidentifier,
path-name [1] DfrPathName,
relative-path-name [2] SEQUENCE {
base [0] DfrUniquePermanentidentifier;
path [1] DfrPathName } }
DfrPathName :: = SEQUENCE OF DfrTitle
DfrTitle :: = CharacterData
CharacterData :: = CHOICE {
GraphicString, T61String, Printabl€String, GeneralString }
A [DFR-Entry, and thus the DER*Object it represents in the DS can always be accessed using the DFR-
Unique-Permanent-Identifier ) attribute of the object provided the DFR-User has been grapnted
sufficient access permission. This is the primary DFR-Object identification mechanism. Qther
passibilities are also pffered, which are more "semantical”, but less universal, in the sense that [they
sometimes do not lead to the same DFR-Entry.

A
de

NOTE - For the-CharacterData strings of the DFR-Titles which form a DfrPathName the caselgnoreStringSynta
applies asdefined in 9.4.1.1.

pathiname is a sequence of values of the DFR-Title attribute of all Ancestors of the DFR-Entr
scending order. The DfrPathName guarantees an unambiguous identification of the DFR-H

il DR TSl £ 1o PRI FadY

k also
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ntry

or
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A relative-path-name is a DfrPathName beginning not from the root DFR-Group of the DS, but
from some specified intermediate DFR-Group. It can be useful to identify some Descendants of this
DFR-Group, the latter specifying some "working domain".
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8.1.5 Data types common for abstract operations on single entries

CommonUpdateArguments :: = SEQUENCE {

object-class [0] DfrObjectClass OPTIONAL,
entry [1] CHOICE { local [1] DfrEntryName,
external [2] DOR } OPTIONAL,
destination [2] DfrEntryName OPTIONAL,
--of the parent group--
position [3] GroupMemberPosition OPTIONAL,

--in the parent group--
modifications [4] SEQUENCE OF EntryModification OPTIONAL,
selection [5] EntryInformationSelection OPTIONAL,
reference-qos [6] Requested-QoS-level OPTIONAL }

CommonUpdateResult :: = SEQUENCE {

upi [0] DfrUniquePermanentidentifier,
entry-information [1] Entryinformation OPTIONAL,
warnings [2] SEQUENCE OF Warning DEFAULT {},
continuation [3] Taskid OPTIONAL,

reference-qos [4] Quality-of-Service OPTIONAL, -- imported by DOR’ --
referent-altered [5] ReferentStatus OPTIONAL }

ReferentStatus :: = ENUMERATED {
not-changed-since-produce (0),
changed-since-produce (1)}

DFR abstract operations concerned are: Create, Copy, Move, Read, and Modify. Not all of the above
parameters of CommonUpdateArguments can be specified in each of these abstract operatiofs.
Detdils are given below in the description of'the parameters of CommonUpdateArguments, as well
as in 8.2 where the individual abstract operation types are defined.

8.1.3.1 Object-Class

Thig common parameter specifies the DfrObjectClass of the DFR-Object concerned in the abstrgct
operption.

Thisg parameter shall'be present in a Create abstract operation, to specify the DfrObjectClass of a
DFR-Object to be eredted; it is optional in all other cases and, if specified, is used for validation only.

8.1.3.2 Entry

Thig parameter specifies the DfrEntryName of (or a DOR to) the DFR-Object to be copied, moved, repd
PALE = Pn N R dataril £ 3 11+l AP e ren 41 £ Val + loet
or meoatea—rt IS manaatorry present Hrartnesecases;andaabsenrttmtnecase ot aCreateabstract

operation.

8.1.5.3 Destination

This parameter specifies the DfrEntryName of the DFR-Group where the specified object (in a Create
or Move abstract operation) or its copy (in a Copy abstract operation) is to be placed. It is mandatorily
present in these three abstract operations, and absent in the case of a Read or Modify abstract
operation.
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8.1.5.4 Position

GroupMemberPosition :: = CHOICE {
last [0] NULL,
first [1] NULL,
after [2] DfrEntryName,

before [3] DfrEntryName }

is optional parameter can be specified only if the destination parameter is specified (i.e. in.a’Create,
py or Move abstract operation). It specifies the place in the parent DFR-Group where the npwly

ribute specified (in which case the DFR-Server automatically puts the new entry‘at the appropriate
ical position, according to the ordering rule specified). This parameter can specify either absglute

T

C

created DFR-Entry is to be put. It cannot be specified if the parent DFR-Group has its DFR-Ordgring
a

lo

(

rst, last) or relative (before, after) position.

8.1.5.5 Modifications

EntryModification :: = CHOICE{

parameter, ot;by directly specifying the items in the abstract operation.

the “attribute), or "removed” (all values are removed, and the attribute becomes absent), or

put-attribute [0] Attribute,
remove-attribute [1] AttributeType,
copy-attributes-from  [2] SEQUENCE {
source [0] SourceEntry,
attribute-selection [1] SET OF AttributeType OPTIONAL}, -- as default all copyable attributes
add-values [3] Attribute,
remove-values [4] Attribute,
add-values-from [5] SEQUENCE {
source [0] SourceEntry)
attribute-selection [1] SET OF AttributeType OPTIONAL }, -- as default all multivalued attributes--
put-content [6] DfrObjectCantent,
remove-content [7I NULL,
copy-content-from [8] SqurceEntry }

The EntryModifications jparameter specifies updates to a DFR-Entry as a sequencp of
EptryModifications 0 be applied, in the order in which they are specified. It is the only meaps to
specify updates in a Modify abstract operation (where it is mandatory), or in a Copy or Move abstract
operation (where it7is optional). For the Create abstract operation, two methods are available for
specifying different items of the newly created DFR-Entry: either by the EntryModifications

An EntryModification can apply to an attribute of a specified type, or to the entire DFR-Contgnt of
the DER-Entry to be updated. An entire attribute can be "put" (possibly deleting the previous valyes of

"copied" from some other DFR-Entry (SourceEntry).

else,

Furthermore, individual values of a multi-valued attribute can be added to its existing values, or
removed from the list of the existing values. In the remove case, the values to be removed shall be
explicitly specified in the abstract operation; in the add case they can be specified either explicitly in

the abstract operation or implicitly (add-values-from) by specifying another SourceEntry
Attribute-Types to be taken from it.

and

Finally, the entire DFR-Content of the DFR-Entry to be updated can be "put" (specified directly in the
abstract operation), or "removed", or "copied” from some other specified DFR-Entry (SourceEntry). In
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the latter case, some attributes of the source DFR-Entry, which are closely related to the content, are
automatically copied by the DFR-Server (see table 3). The DFR-Content of a DFR-Search-Result-List
shall not be modified - this can only be changed by directly using the Search abstract operation.

When copying the content of another DFR-Entry, the DFR-Object-Class of the source and of the
receiving DFR-Object (the sink) shall be the same.

8.115.5.1 SourceEntry

SourceEntry :: = CHOICE {
parent [0] NULL,
referent [1] NULL,
--only for a DFR-Reference--
previous-version [2] NULL,
--only if unique previous version--
specified-entry [3] DfrEntryName,
dor (4] DOR}

A SourceEntry, used in some cases of "modifications" as the sourcé of an attribute and/or the confent
of the DFR-Object to be created/updated, can be the parent DER-Group of this DFR-Object, or] its
ReIrent (for DFR-References only; this can involve the transfer of attributes from a remotely stdred
Reflerent to the DFR-Reference using the DOR stored in the DFR-Reference-Content) or its prev!{)us

vergion (only in the case where the DFR-Object has a‘unique previous version), or some expliditly
spegified source DFR-Entry, or can be specified by a DOR (this can be used for the transfer of attrib
or dontent or both as specified by the DOR).

tes

8.115.6 Selection

EntryinformationSelection :: = SEQUENCE {

read-selector [0] ENUMERATED {

attributes-only
attributes-and-content
content-only
dor-to-attr-only
attr-and-dor:t6-content
dor-to-content-only
dor-tosentire-object
attr-and-dor-to-entire-object
DEFAULT attributes-only,
attribute-selection

(0).
(1,
(2),
3).
(a),
(5).
(6).
™}

[1] AttributeSelection OPTIONAL }

For the EntryInformationSelection parameter the following rules apply: By default, all attribuites
are requested, if read-selector is 0, 1, 4 or 7. For other values of read-selector, attribute-selection shall
not be specified. Empty selection shall be specified as {}.

AttributeSelection :: = CHOICE {
all [0] NULL,
none [11NULL,
unordered  [2] SET OF AttributeType,
--when the delivery order is not significant--
ordered [3] SEQUENCE OF AttributeType,
-- to specify not only attributes to be delivered, but also the order in which they should appear --
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The DOR produced by.the DFR-Server is intended for different purposes, according to whether it i

an|
is

8.1

minimum [4]NULL}
--implicitly selects UPI and DFR-Object-Class attributes --

Entryinformation :: = CHOICE {

attributes-only [0] DfrEntryAttributes,
attributes-and-content [1] DfrObject,
content-only [2] DfrObjectContent,
—deor-to-attr-only {31 BOR;

attr-and-dor-to-content [4] SEQUENCE {

attributes [0] DfrEntryAttributes,

dor-to-content [11DOR},
dor-to-content-only [S] DOR,
dor-to-entire-object [6] DOR,
attr-and-dor-to-entire-object [7] SEQUENCE {

attributes [0] DfrEntryAttributes,

dor-to-entire-object [1IDOR }}

y of the five abstract operations considered (namely Create, Move, Copy, Read and Modify)
cify those items from the involved DFR-Entry which are to be read;that is, returned by the D
rver in the result of the abstract operation. The Read abstract operation is provided for this purp

en some modified items have been copied from other entries;yand not specified explicitly. Thus
lection"” parameter is mandatory in the case of the Read/abstract operation and optional in o
es.

EntryInformation component of the abstract~gperation's result is present if and only if

s which were requested in the selection parameter, and which are present in the DFR-Entry t

e EntryInformationSelection data‘type is a sequence with two components: read-selector
ribute-selection. The read-seleetor specifies whether a DOR or some values are required,
ether the DOR or the values pertain to the entire DFR-Object, its content or its attributes. |
res a number of combinations which are explicitly named by their ASN.1 identifiers. The attrib
ection component optionally indicates, where appropriate, which attributes of the DFR-Entryj]
be returned.

entire DFR-Object or the DFR-Object’s attributes only, or the DFR-Object’s content only (the 14
bossible onlydora DFR-Document). Details are given in 6.3.3.

% Reference-qos

can
FR-
ose.

wever, the facility can also be used by the other four abstraet operations as a control "readback"

the
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8.1.6 Data types common to abstract operations on multiple entries

These data types are used by List and Search. They are

DfrSearchResultListContent defined in 6.3.5.1.
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CommonlListSearchArguments :: = SEQUENCE {

continue [0] BOOLEAN DEFAULT FALSE,
limits [1] Limits OPTIONAL,

selection [2] AttributeSelection OPTIONAL,
ordering [3] OrderingRule OPTIONAL }

CommonlListSearchRosult-—+—=SEQUENCE {
number-of-entries [0] INTEGER,
limit-encountered [1] LimitEncountered OPTIONAL,

entry-list [2] DfrEntryList,
warnings [3] SEQUENCE OF Warning DEFAULT {},
continuation [4] Taskid OPTIONAL }

8.1.6.1 Continue and limits

Limits :: = SEQUENCE {
time-limit [0] INTEGER OPTIONAL,
count-limit [1] INTEGER OPTIONAL }

LfmitEncountered :: = ENUMERATED {

time-limit (0),
count-limit (1),
length-exceeded (2)} -- maximum length as specified --

-- during binding excééded --

Wheh initiating a List or a Search abstract operation, the DFR-User can specify a maximum numb
of enftries to be returned, a maximum executiontime (for the Search abstract operation only), or both.
The [result returned in this case contains an’indication if the time-limit, count-limit or maximul
length as specified during binding has been reached. In the case where the abstract operation h
successfully finished without encountering any limit, the LimitEncountered parameter is abseht
from| the abstract operation result.“If however, a limit has been encountered, the DFR-Server
cominunicates to the DFR-User.a'‘eontinuation parameter (the TaskId - see 8.1.3.1, 8.1.5 and 8.1.6).
This|continuation parameter ¢an'be provided to the DFR-Server in the CommonArguments when
resuning ”the same” abstraét operation (immediately or later), as indicated by the continfie
parameter, to instruct the. DFR-Server not to start the abstract operation ”from the beginning”, but [to
continue it from whereithas been previously stopped.

=

8.1.4.2 Selection

DfrEntrylist® ::= SEQUENCE OF SEQUENCE {
apt [0] DfrUniquePermanentidentifier,
¢class [1] DfrObjectClass,

ordering-attribute [2] SEQUENCE OF Attribute OPTIONAL, -- ordered as specified in the OrderingRule --
other-attributes  [3] SEQUENCE OF Attribute OPTIONAL }

This is the information about the DFR-Entries listed or found. Only attributes of entries can be
returned, and the selection of attributes to be returned for each entry concerned is specified by the
selection argument parameter. (The AttributeSelection data type is specified in 8.1.5.6).

For each DFR-Entry listed, the UPI of the corresponding DFR-Object is always returned, regardless of
the AttributeSelection specified in the abstract operation. The same applies to the DFR-Object-Class
of the DFR-Object. The ordering-attributes are optionally returned (see 8.1.6.3). All other attributes
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are returned only if their types have been specified in the AttributeSelection in the abstract

operation argument. In contrast, these other-attributes are never stored in a DFR-Search-Result-List-
Content.

8.1.6.3 Ordering

—OrderingRute——SET{
list-attributes [0] BOOLEAN DEFAULT FALSE,
ordering-attributes [1] OrderingAttributes }

OrderingAttributes :: = SEQUENCE OF SEQUENCE {
attribute [0] AttributeType,
direction [1] Direction }

Direction :: = ENUMERATED {
ascending  (0),
descending (1)}

THe user can specify in the argument of a List or Search abstract operation (in the ordefring
parameter) the order in which different entries are to be listed. An OrderingRule specifies| the
atfributes to be used as ordering keys, and the ordering direetion (ascending or descending). If such an
ordlering rule has been specified, each entry concerned is optionally listed together with the value df its
orglering-attributes; if, however, no explicit ordering has been specified, then the ordering-attributes
arg absent from the abstract operation result.;The OrderingRule is retained with |the
DfrSearchResultList if the abstract operation reéquests the results are to be placed in one| An

OxderingRule can only be applied for attributes.type having a MATCHES FOR ORDERING clause
inftheir definition.

NOTE - In the case of an attribute whose valug is'of character type, ordering (greater-or-equal and less-or-equal) is ddfined

by the lexicographic order based upon somé.collating sequence. This International Standard does not specify how and when
a collating sequence is established.

8.1.6.4 Search-domain

SearchDomain :: = SEQUENCE OF CHOICE {

previous-résult [0] DfrEntryName,

--specifies an entry of "DFR-Search-Result-List" class--

scope [1] SEQUENCE {
root [0] DfrEntryName,
descent-depth [1] INTEGER OPTIONAL,
--default means the whole subtree--
dereferencing-depth  [2] INTEGER DEFAULT { 0 }}}

== (]lel‘lll’f meansno r]oroforanr‘fng

The SearchDomain parameter is specified in a Search abstract operation and is then possibly stored
in the corresponding DFR-Search-Result-List-Content, from where it then can be read by the DFR-
Server to continue "the same" abstract operation. A search domain is specified as a sequence of
"subdomains", each being either a DFR-Search-Result-List (containing results of some previous
Search abstract operation), or a DFR-Group, designating the starting point of the Search abstract
operation. In the latter case, the depth of descendants to be searched can be limited (by the descent-
depth parameter), as well as the depth of dereferencing. Depth of dereferencing means the number of
times the server can indirectly proceed from a DFR-Reference to its Referent when executing this
search; for example, starting from a DFR-Reference the DFR-Server might have to proceed to its
42
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Referent which is a DFR-Group (first step), then from the latter to one of its Members which is another
DFR-Reference, then from the latter to its Referent (second step), and so on.

8.1.6.5 Search-criteria

SearchCriteria :: = Filter

The
int
Thi
sped
Ent
inb

SearchCriteria parameter is specified in a Search abstract operation and is then possibly sto

parameter is specified as a Filter; it applies to any DFR-Entry within the SearchDom
ified. In the case where the application of the Filter to such a DFR-Entry gives TRUE, the D}
ry is qualified for inclusion in the CommonListSearchResult or in the DfrSeaxrchResultList
hth.

e corresponding DFR-Search-Result-List-Content (for the same purpose as the SearchDomaI:).

red

n
‘R"

or
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8.2 Document Filing and Retrieval Port Operations Definitions

The following abstract operations are available at the Document Filing and Retrieval port.

abstract operations are performed within a DFR-Document-Store.

Table 1 provides an overview of which parts of a DFR-Entry an abstract operation is related to.

The

Table 1 - Overview of applicability of DFR abstract operations to DFR object classes
DFR- DFR- DFR- DFR-Search-
Group Document Reference Result-List
Operations related
to --->
Attri- | Con- | Attri- | Con- | Attri- | Con- pAttri- | Con-
bute tent bute tent bute tent bute tent
Create X X X X X X
Delete X X X X X X X X
Copy X X X X X X X X
Move X X X X X X X X
Read X X X X X X
Modify X X X X X X
List X X
Search X X X X X
Reserve X X X X X X X X
Abandon

44


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

To perform a DFR abstract operation the DFR-User is required to have sufficient access rights to all
DFR-Entries involved in the abstract operation. This is summarized in table 2.

Table 2 - Overview of access rights to DFR-Entries required from a DFR-User to
perform a DFR abstract operation

Target | Source
. Target Source Sources of
Operations related to Parent Parent .
DFR- DFR- Modifi-
> DFR- DFR- .
Entry Entry cation
Entry Entry
Create (0] N RM N R
Delete RMD" N N N N
Copy 0] R RM N R
Move N RMDY RM RM R
Read R N N N N
Modify RM N N N R
List R R N N N
Search RM R N N N
Reserve RM N N N N
Abandon N N N N N
“ |
O: owner access right; it is automatically granted to the DFR-User creating this DFR-Objectina
Create or Copy abstrdctoperation.
R: read access right.
RM: read-modify access right.
RMD: read-modify~delete access right.
N: Not applicable.
Target DFR-Entry: The'target DFR-Entry specified in the abstract operation. In a List abstract operation it is the
DFR-Group to be listéd;<in a Search abstract operation it is the DFR-Search-Result-List where the result is to be
placed.
Source DFR-Entry: The source DFR-Entry specified in the abstract operation. In a List abstract operation all
DFR-Grotip-Members to be listed; in a Search abstract operation all DFR-Entries satisfying the search criteria.
Target-Parent DFR-Entry: The DFR-Entry specified in the abstract operation that is the Parent of the target
DER*Entry or of the DFR-Entry to be created.

Source Parent DFR-Entry: The Parent of the source DFR-Entry.

Source of Modification: A DFR-Entry specified in the abstract operation from which attributes or the content are
to be copied.

(1) : It is also possible to move a DFR-Entry for which the requestor has read-modify-delete access right to an
Ancestor, regardless of the requestor “s access rights to the DFR-Entry to be moved.
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8.2.1 Create

The Create abstract operation places a new DFR-Object in a DFR-Group. It creates a new DFR-Entry
for this DFR-Object. The class of the new DFR-Object is defined by the object-class argument. When a
DFR Group is created the DFR Membershxp Crlterla attribute for future Members can be deﬂned

= . e Ohject
the
if a
ons

Whenever the security policy defined in 6.3.8 is applied, the DFR-Access-List.attribute for the ndwly
crdated DFR-Object is specified by the creating DFR-User or taken by defadlt. The default value
contains only the creating DFR-User as the Owner. If the DFR-Access-List.i§ specified explicitly|but
conptains no Owner then the DFR-Server adds to it the creating DFR-Useras the sole Owner.

Create :: = ABSTRACT-OPERATION
ARGUMENT CreateArgument
RESULT CreateResult
ERRORS {

Abandoned,

AccessError,
AttributeError,
InterServerAccessError,
NameéError,
ReferentAccessError,
SecurityError,
ServiceError,

UpdateError,
VersionManagementError}

8.2.1.1 Create-argument

CreateArgument :: = SEQUENCE {
COMPONENTS, OF
ConimonUpdateArguments (WITH COMPONENTS { ...,
object-class PRESENT, entry ABSENT,
destination PRESENT, reference-qos ABSENT }),
attributes [7] SET OF Attributes OPTIONAL,
content [8] DfrObjectContent OPTIONAL,

The components of CreateArgument have the following meaning:

a) Common update arguments:
- object-class specifies the DfrObjectClass of a DFR-Entry to be created;

- destination gives the DfrEntryName of the parent DFR-Group where the DFR-Entry is to
be placed;
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position optionally specifies at what place the DFR-Entry is to be put in the parent DFR-
Group;

modifications optionally specifies some DFR-Attributes and/or DFR-Content of the new
DFR-Entry, especially when the values are not provided in the Create argument, but are
to be copied from other DFR-Entries;

selection optionally specifies which information from the created DFR-Entry is to be read

2

b) Specific Create arguments:

) Common arguments:

CreateResult :: = CommonUpdateResult (WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT } )

components of the-CreateResult have the following meaning:

back to the requestor (in the CreateResult) after creation is done;

reference-qos is not applicable.

attributes is the primary means to provide DFR-Attributes for the DFR-Entry to be created
(alternative means is modifications argument above; both can be usedrin-the same Credte
abstract operation, in which case attributes applies first);

content is the primary means to provide a DFR-Content for the ' DFR-Entry to be created
(alternative means is modifications argument; they can not be_used simultaneously in the
same Create abstract operation).

If several alternative parameters are specified, then entry is applied first, followed [oy
attributes, content and modifications.

task-id, see 8.1.3.1;

reservation, if requested, applies to the newly created DFR-Entry;
priority, see 8.1.3.4,
privileges, see 8.1.3.5.

Create-result

ipi is the Df¥UniquePermanentldentifier assigned by the DFR-Server to the newly created
DFR-Entry;

pntry-information returns all those items from the new DFR-Entry (DFR-Attributes and/or DFR-
Content) which have been requested by the selection component of the CreateArgument, and
which are present in the DFR-Entry; al“

referent-altered is returned if the different items of the newly created DFR-Entry are specified by
the EntryModification parameter of CommonUpdateArguments, it indicates if (one of) the
Referents from which items are copied to the created DFR-Entry are changed or not (after the DOR
produce time).

1.3

Create abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.
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8.2.2 Delete

The Delete abstract operation deletes a DFR-Entry from the parent DFR-Group and thus from the
DFR-Document-Store. Consequential changes to the parent DFR-Group attributes are made. The UPI
of the specified DFR-Object ceases to be valid. If a DFR-Group is deleted the DFR-Group and all its
Descendants are deleted provided the DFR-User has sufficient access rights to all of its Descendants. If

a IDFR-Reference 1s deleted the Referent 1s not affected. If the DFR-Document to be deleted 1s a

Version, then consequential changes are made to the related DFR-Attributes in all its previous

hnd

next Versions. The delete request fails if the DFR-Object to be deleted, or any of its descendants in|the

case of a DFR-Group, is reserved by another DFR-User.

Delete :: = ABSTRACT-OPERATION
ARGUMENT DeleteArgument
RESULT DeleteResult
ERRORS {

Abandoned,
AccessError,
NameéError,
SecurityError,
Servicekrror,
UpdateError}

8.2.2.1 Delete-argument

DeleteArgument :: = SEQUENCE {
entry [0] DfrEntryName,
COMPONENTS OF CommonArguments (WITHCOMPONENTS { ..., reservation ABSENT,
error-handling ABSENT } ) }

The components of DeleteArgumenit have the following meanings:
a) Specific Delete argumeénts:
- entry identifies the DFR-Entry to be deleted by DfrEntryName.

b) Common argunients:
- task-id)see 8.1.3.1;
- priority, see 8.1.3.4;
- «—privileges, see 8.1.3.5.

8.4.2.2 Delete-result

Should the request succeed, the DeleteResult will be returned. There are no parameters.

DeleteResult :: = NULL

8.2.2.3 Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under

which the particular abstract-errors will be reported are defined in 8.3.
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8.2.3 Copy

The Copy abstract operation copies a DFR-Object from one DFR-Group to another DFR-Group
(destination group). It creates a new DFR-Entry in the destination DFR-Group and copies the original
DFR-Object s attributes (subject to changes explicitly specified in the abstract operation). For a DFR-
Document, a DFR-Reference or a DFR-Search-Result-List, the DFR-Content is copied from the original
to A-t{e copy. In the case of a DFR-Group the Descendants are copied according to)the

ErrgrHandlingMode specified. A DFR-Entry is copied if the DFR-User has at least read-.access
pernjission to it and if the DFR-Entry is currently not exclusive-access reserved by another DER-User
(see B.1.3.2) and the DFR-User has at least read access permission to all Ancestors which exist'betwegn
this [DFR-Entry and the DFR-Entry specified in the entry parameter to the Copy)arguments.
Modjfications are applied to the newly created DFR-Entry if requested by the DFR-User (see 8.2.3.1).
Some DFR-Attribute modifications are also automatically applied by the DFR-Server (see clause P).
Congequential changes to the DFR-Attributes of the destination DFR-Group(are made. The newly
creafed DFR-Objects are assigned new UPIs. All existing DFR-Referencés to the original DFR-
Objefct(s) (and to its Descendants in the case of a DFR-Group) remain validand do not refer to the n¢w
DFR-Object(s) (the copy). This abstract operation can not be used to copy)a DFR-Group from another
DFR-Document-Store.

Whenever the security policy defined in 6.3.8 is applied, the DFR-Access-List attribute for the newly
creafed DFR-Object (the copy) and for all the newly created Descendants is not taken from the
original(s), but is supplied explicitly by the requesting DFR:User or is defaulted. The default valjue
conthins only the requesting DFR-User as the Owner. If the DFR-Access-List is specified explicitly, but
contpins no Owner, then the DFR-Server adds to it the requesting DFR-User as the sole Owner. When
copyfing a DFR-Group, the resulting DFR-Access-List is applied to the newly created DFR-Group apd
to al] its Descendants.

Copy :: = ABSTRACT-OPERATION

ARGUMENT CopyArgument
RESULT CopyResult
ERRORS {

Abandoned,

AccessError,

AttributeError,
InterServerAccessError,
NameéError,
ReferentAccessError,
SecurityError,

ServiceError,

UpdateError,
VersionManagementError}

8.2.3.1 Copy-argument

CopyArgument :: = SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS { ...,
entry PRESENT,
destination PRESENT, reference-qos ABSENT }),
COMPONENTS OF CommonArguments }

The components of CopyArgument have the following meanings:
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a) Common update arguments:

object-class optionally specifies the DfrObjectClass of the original DFR-Entry;
entry gives the DfrEntryName of (or a DOR to) the original DFR-Entry;

destination gives the DfrEntryName of the parent DFR-Group where the copy is to be

placed;

8.2.3.2

Should the requestsuceceed, the CopyResult will be returned.

The componénts of the CopyResult have the following meaning:

- | mpivis the DfrUniquePermanentldentifier assigned by the DFR-Server to the newly cre
DER-Entry (the copy);

b) Common arguments:

CopyResult:; ¥ CommonUpdateResuit (WITH COMPONENTS { ..., reference-qos ABSENT } )

position optionally specifies at what place the copied DFR-Entry is to be put in it$)pa
DFR-Group;

rent

modifications optionally specifies some modifications to the DFR-Attributes, and/or QFR-
Content of the new DFR-Entry (the copy), as compared to the original;(ne’modificatfions

will be applied to any Descendants copied (with the exception of DFR-Aecess-List);

selection optionally specifies which information from the created PFR-Entry (the cop
to be read back to the requestor (in the Copy-result) after copying’isdone;

reference-qos is not applicable.

task-id, see 8.1.3.1;

reservation, if requested, applies to the newly created DFR-Entry (see 8.1.3.2);

error-handling, any of four modes (ErrorHandlingMode) can be specified (see 8.1

y) is

3.3)

when copying a DFR-Group; when until-fi¥st-warning mode is specified the result is DFR-

Server implementation dependent; when copying a single DFR-Object, only the al

l-or-

nothing mode applies (taken by default), but the referent modified problem will not be

reported as a ReferentAccessProblem and the Copy abstract operation will in this

case

not be terminated (the modification of the Referent is reported in the CopyResult in| the

referent-altered parameter in-this case);
priority, see 8.1.3.4;
privileges, see 8.1.35,

Copy-result

ated

- entry-information returns all those items from the new DFR-Entry (DFR-Attributes and/or DFR-
Content) which have been requested by the selection component of the CopyArgument, and
which are present in the new DFR-Entry;

- warnings if returned identify those Descendants of the source DFR-Entry which are not copied;

- referent-altered indicates if (one of) the Referents from which items are to be taken (as updates for
the copied DFR-Entry) are changed or not (after the DOR produce time), it is not returned if a DFR-
Group was copied.
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8.2.3.3 Copy abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.2. Move

The|Move abstract operation moves a DFR-Object from a source DFR-Group to a destinatién, DFR-
Groyip. A new DFR-Entry is created for this DFR-Object in the destination DFR-Group, The DHR-
Entty in the source DFR-Group is deleted. This DFR-Object ceases to be a Member of the source DFR-
Groyip and becomes a Member of the destination DFR-Group. Modifications are applied to the moved
DFR-Object if requested by the DFR-User (see 8.1.5.5). Some DFR-Attribute modifications are also
autdmatically applied by the DFR-Server (see clause 9). Consequential changes to the DFR-Attribufes
of tHe source DFR-Group and to the DFR-Attributes of the destination DFR-Group are made. The UPI
attribute and all existing references to the moved DFR-Object remain valid/ The DFR-Access-Liist
attr{bute remains unchanged unless explicitly modified. When a DFR-Group 'is moved its Descendants
are moved with it regardless of the requesting DFR-User “s access rights te each of them, or reservation
made by other DFR-Users. This abstract operation can not be used tomove a DFR-Object from another
DFR-Document-Store. The DFR-Root-Group can not be moved.

NOTE - To move a DFR-Object the requesting DFR-User shall have read-modify-delete access right to this DFR-Object of to
ne of its Ancestors.

Move :: = ABSTRACT-OPERATION

ARGUMENT MoveArgument
RESULT MoveResult
ERRORS {

Abandoned,

AccessError,

AttributeError,
InterServerAccessError,
NameéError,
ReferentAccessError;
ReservationError;
SecurityError,

ServiceErrar,

UpdateError,
VersionManagementError}

8.2.4.1 Move-argument

MoveArgument :: = SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS { ...,
entry PRESENT,
destination PRESENT , reference-qos ABSENT } ),
COMPONENTS OF CommonArguments (WITH COMPONENTS { ...
error-handling ABSENT }) }

The components of MoveArgument have the following meanings:

a) Common update arguments:
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b)

8.2.4.2

Shpuld the request succeed, the MoveResult will be returned.

Thie components of the MoveResult have the following meaning:

- | upi is the DfrUniquePermanentldentifier of the newly created DFR-Entry (the UPI of
moved DFR-Entry témains unchanged);

- | entry-information returns all those items from the new DFR-Entry (DFR-Attributes and/or DIFR-
Content) which have been requested by the selection component of the move-argument, and wi
are presént in the DFR-Entry;

- | referent-altered indicates if (one of) the Referents from which items are to be taken (as updates
thesmoved DFR-Object) are changed or not (after the DOR produce time).

Common arguments:

MoveResult :: = CommonUpdateResult (WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT })

object-class optionally specifies the DfrObjectClass of the DFR-Object to be moved,

entry gives the DfrEntryName of the DFR-Object to be moved (external alternative is not

applicable);

destination gives the DfrEntryName of the new parent DFR-Group (to which the DFR-

Object is to be moved);

DFR-Group;
modifications optionally specifies some modifications to the DFR-Attributes and/or D

Content of the new DFR-Entry (of the DFR-Object moved), as compared to the-old D
Entry of this DFR-Object;

selection optionally specifies which information from the new DFR-Entry is to be read b)
to the requestor (in the move-result) after the move has been performed;

reference-qos is not applicable.

task-id, see 8.1.3.1;

reservation, if requested, applies to the newly~¢reated DFR-Entry (by default
previously defined reservation remains in force);ésérvations applied to any Descendar
the moved DFR-Object are not changed,

priority, see 8.1.3.4;
privileges, see 8.1.3.5.

Move-result

8.2.4.3

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under

Move abstract-errors

which the particular abstract-errors will be reported are defined in 8.3 .

8.2.5

The Read abstract operation returns DFR-Attributes and/or DFR-Content of a DFR-Entry. Some or
all DFR-Attributes can be read. The content if requested is returned entirely. The content of a DFR-
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Group and DFR-Search-Result-List shall not be requested. If required, the attributes and content of
the Referent can be accessed via the DFR-Reference(with the same restriction as above).

Read :: = ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS {
Abandoned,
AccessError,

InterServerAccessError,
NameéError,
ReferentAccessError,
ReservationError,
SecurityError,
ServiceError}

8.2.5.1 Read-argument

ReadArgument :: = SEQUENCE {
COMPONENTS OF
CommonUpdateArguments (WITH COMPONENTS
{ entry PRESENT, selection PRESENT } ),
dereferencing [71BOOLEAN DEFAULT FALSE,
token [8] Token OPTIONAL, -- imported from DOR --
COMPONENTS OF CommonArguments (WITH COMPONENTS { ...,
error-handling ABSENT } ) }

The ¢gomponents of Read Argument have the following meaning:

4) Common update arguments:

- entry gives the DfrEntryName or a DOR (if a DOR is provided no DOR shall be requestpd
in the selection parameter) of the DFR-Entry to be read,

- selection specifies-which items from the DFR-Entry are to be read;
- reference-qos §pecifies, in the case a DOR is requested, the desired QoS for the DOR.
) Specific Readrarguments:

- derefepencing, when TRUE, requests the selected items to be read from the Referent
instead of the DFR-Entry specified (applies only when the specified DFR-Entry is a DFR-
Reference); when applied to a DFR-Reference dereferencing implies an ROA-operation;

< \(token is optionally specified if dereferencing is requested (only applicable if a token was|in
the DOR at produce time).

b) Common arguments:
- task-id, see 8.1.3.1;
- reservation, applies to the DFR-Entry specified in the request;
- priority, see 8.1.3.4,
- privileges, see 8.1.3.5.
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8.2.5.2 Read-result

Should the request succeed, the Read Result will be returned.

Thie components of the Read Result have the following meaning:

8.2.5.3 Read abstract-errors

Shpuld the request fail, one of the listed abstract-error$-will be reported. The circumstances u
which the particular abstract-errors will be reported afédefined in 8.3 .

8..6 Modify

Thie Modify abstract operation modifies the DFR-Attributes and/or DFR-Content of the specified D)
Entry. Existing DFR-Attributes that. arg not specified in the argument are left unchanged. Affe
DHR-Server maintained attributeg™ of the parent DFR-Group are changed. DFR-Content can
mgqdified only for a DFR-Document, Modification of a DFR-Content means the complete DFR-Confent

is

Entry.

ReadResult :: = CommonUpdateResult
(WITH COMPONENTS { ..., entry-information PRESENT, warnings ABSENT } )

upi is the DfrUniquePermanentldentifier of the DFR-Entry read;

have been requested by the selection component of the Read Argument, and which are preser]
the DFR-Entry and accessible to the requesting DFR-User;

reference-qos returns the QoS assigned to the DOR by the DFR-Server (that can be different f]
the reference-qos specified as a Read argument), it is only returned if a DOR was requested;

referent-altered indicates if the Referent is changed or not (after th€) DOR produce time), it is
returned if the DFR-Entry read is a DFR-Reference and dereferencing was requested.

replaced. DFR-Content cansbe provided explicitly or taken from a specified existing source D)

Modify :: = ABSTRACT-OPERATION
ARGUMENT ModifyArgument
RESULT ModifyResult
ERRORS {

Abandoned,
AccessError,
AttributeError,
InterServerAccessError,
NameError,

ReferentAccessError,
ReservationError,
SecurityError,

ServiceError,

UpdateError,
VersionManagementError}
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Modify-argument

ModifyArgument :: = SEQUENCE {
COMPONENTS OF

The|components of Modify Argument have the following meanings:

8.26.2

Shduld the request stieceed, the ModifyResult will be returned.

Th¢ components of the ModifyResult have the following meaning:
- |upiis the DfrUniquePermanentldentifier of the DFR-Entry modified;

COMPONENTS OF CommonArguments (WITH COMPONENTS { ...,

a) Common update arguments:

b) Common arguments:

ModifyResult.:s CommonUpdateResult (WITH COMPONENTS { ..., warnings ABSENT, reference-qos ABSENT } )

CommonUpdateArguments (WITH COMPONENTS { ...,

—  entry PRESENT destination ABSENT position ABSENT,

modifications PRESENT, reference-qos ABSENT }),

error-handling ABSENT } ) }

object-class optionally specifies the DfrObjectClass of the DFR-Entry to be modified;

entry gives the DfrEntryName of the DFR-Object to be modified (external alternative is
not applicable);

modifications specifies requested modifications of the DER-Attributes and/or DFR-Contpnt
of the DFR-Entry ;

1%

selection optionally specifies which informationfrom the DFR-Entry modified is to be r¢ad
back to the requestor (in the modify-result) aftepmodification is done;

reference-qos is not applicable.

task-1d, see 8.1.3.1;

reservation, if requested, applies to the DFR-Entry being modified;
priority, see 8.1.3.4;
privileges, see 8.1.3.5

Modify-result

- entry-information returns all those items from the DFR-Entry modified (DFR-Attributes and/or
DFR-Content) which have been requested by the selection component of the ModifyArgument,
and which are present in the DFR-Entry;

- reference-altered indicates if (one of) the Referents from which items are to be taken for the
modifications, are changed or not (after the DOR produce time).

55


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

8.2.6.3 Modify abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.2.7 List

The List abstract operation returns the DFR-Attributes for the Members of a specified DFR-Group or
for|the DFR-Entries identified by the elements of a specified DFR-Search-Result-List. Fotba’DFR-
Group only the Members are listed, not their Descendants. Members of the DFR-Group or DFR-Entries
ideptified by the elements of the DFR-Search-Result-List which are not accessible (insufficient ac¢ess
rights) to the initiating DFR-User are not included in this list (other Members or entties identified by
thq elements are however returned provided that an appropriate ErrorHandlingMode is specifipd).
The number of Members or elements (DFR-Entries) to be listed can be limited by the count-limit
argument. If this limit would be exceeded the listing of Members or elements (DFR-Entries) can be
corjtinued with the next List abstract operation. For each Member or element (DFR-Entries) dnly
spdcified DFR-Attributes are returned. The Members or elements (DER-Entries) are listed in |the
spqcified order.

List:: = ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResult
ERRORS {

Abandoned,
AccessError,
AttributeError,
NameéError,
ReservationError,
SecurityError,
ServiceError}

8.24.7.1 List-argument

ListArgument :: = SEQUENCE.{
entry [0] DfrEntryName,
COMPONENTS, OF
CommontistSearchArguments (WITH COMPONENTS { ...,
selection PRESENT } ),
COMPONENTS OF CommonArguments }

The compenents of ListArgument have the following meaning:

LaySpeeifie List-arguments:
- entry identifies the DFR-Group or the DFR-Search-Result-List to be listed.

b) Common List/Search arguments:

- continue, if set to TRUE, specifies the list process, identified by task-id in the
CommonArguments, shall be continued from where it has previously terminated;

- limits optionally specifies the maximum number of DFR-Entries to be returned for this
abstract operation;

56


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

8.2,

ISO/IEC10166-1:1991

(E)

- selection specifies which DFR-Attributes of each DFR-Entry shall be returned in the result

of the List abstract operation;

- ordering optionally specifies in which order the DFR-Entries shall be put in the list-result

(this ordering, if specified, overrides the predefined ordering for the DFR-Group or
DFR-Search-Result-List listed).

the

C ) Common arguments.
- task-id, see 8.1.3.1;
- reservation, if requested, applies to the DFR-Entry to be listed,

- error-handling, any of four modes (ErrorHandlingMode) can be specified (see 8.1.3.3

warning is encountered;
- priority, see 8.1.3.4;
- privileges, see 8.1.3.5.

7.2 List-result

Shojuld the request succeed, the ListResult will be returned.

The

Corn

ListResult :: = CommonlListSearchResult
components of ListResult have the followingsmeaning:

hmon list/search result:
operation;
it is absent if the maximumnumber of entries has not been specified in the ListArgument;

entry-list gives the list of DFR-Entries found in the DFR-Group specified (or referenced from

DFR-Attributescaré” returned which have been requested by the selection component in
ListArgument;

warnings, ifreturned, identify those DFR-Entries which have not been listed,;

continuation optionally provides an identifier for the continuation, if the list process

only when limit-encountered component is also present.

; if

the until-first-warning mode is specified all the DFR-Group-Members (or DFR-Entiies
referenced from the DFR-Search-Result-List) are listed in the spéeified order until a

number-of-entries gives the number ,of DFR-Entries returned in the result of the List abstrdact

limit-encountered optionallyindicates that the maximum number of entries has been encountered;

the

DFR-Search-Resultzluist specified), in the order specified; for each DFR-Entry listed, only thiose

the

has

terminated, after the limit (specified in the ListArgument) has been encountered; it is present

8.2.

7.3 List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under
which the particular abstract-errors will be reported are defined in 8.3.

8.2.

8 Search

The Search abstract operation searches for all DFR-Entries in the specified search domain satisfying
the specified search criteria. The search domain is defined by one or several (starting) DFR-Groups
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and/or DFR-Search-Result-Lists. Members of the search domain which are not accessible (insufficient
access rights) to the initiating DFR-User are not included in the search result. The search result takes
the form of a DfrEntryList (see 8.1.6.2); it will be stored in a specified DFR-Search-Result-List and/or
returned to the requestor in the result of the Search abstract operation. The resulting DfrEntryList
contains the UPI and DFR-Object-Class for all DFR-Entries satisfying the Filter of the Search
abstract operation. The Filter of the Search abstract operation is either provided by the user or taken
from a specified DFR-Search-Result-List. The number of matching DFR-Entries noted in the resulting

DirEntryList can be limited.

The descent-depth of the search process, that is how many levels of Descendants in the DFR-Objject-
Tyee of each starting DFR-Group shall be examined, can be restricted. Members in the\DFR-Object-
Tyee of each starting DFR-Group are examined in the search process to check whetherthey satisfy the
Filter. Referents of DFR-References are examined on request. If a Referent is exdmined the dppth
argument is also valid for the DFR-Object-Tree of the Referent and will be related'to the level on which
thie Referent exists in the search domain, i.e. if a Referent is a DFR-Group and the DFR-Referfnce

8.p.8.1

Search :: = ABSTRACT-OPERATION

ERRORS {

SearchArgument :; = SEQUENCE {

pdinting to this Referent exists on level two in the DFR-Object-Tree of a{starting DFR-Group fo be
seprched, the counting of the depth for the search process in the DFR-Object-Tree of the Referent sfarts
with two. If descent-depth is not specified the entire DFR-Object-Tree©f,each starting DFR-Group and
of|each Referent will be examined. The Search domain is always bound to the DFR-Document-Store.
DFR-References to external Referents are never dereferenced ‘“even if a dereferencing depth is
specified.

ARGUMENT SearchArgument
RESULT SearchResult

Abandoned,

AccessError,

AttributeError,

NameéError,

ReservationError,

SecurityError,

ServiceError,

UpdateError} --coricerns the searchResultList to be filled--

Search-argument

search-mode [0] CHOICE {

continue [0] DfrEntryName,
--Continue the search with all options (search domain, --
--search criteria and continuation context) from the --
--search result list specified by the DfrEntryName. --

58

--Theresult will be added o the present content of -

--this search result list. --
update [1] DfrEntryName,

--The present content of the search result list --

--is verified and possibly updated. --
new-search-stored [2] DfrEntryName,

--All options are supplied by the requestor in the -

--subsequent parameters; they are stored in the search --

--result list specified, where the result is then --

--also stored. -
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non-stored-search [3INULL},

--All options are supplied by the requestor in the --
--subsequent parameters; they are not stored, also the --
--result is not stored but only returned to the requestor. --

COMPONENTS OF

CommonlListSearchArguments,

search-domain [5] SearchDomain OPTIONAL

(E)

search-criteria [6] SearchCriteria OPTIONAL,

COMPONENTS OF CommonArguments (WITH COMPONENTS { ...,

error-handling ABSENT } ) }
The components of SearchArgument have the following meanings:
a) Specific Search arguments:

- search-mode specifies the execution mode for this Search abstractoperation;

- search-domain optionally specifies the domain of this Search@bstract operation;

- search-criteria optionally specifies the criteria for a DER*Entry to be put in the search-
result (both the search-domain and the search-criteria anguments shall be present for [the
search-mode = 2 or 3, and shall be absent for search-mode = 0 or 1).

b) Common list/search arguments:

- continue, if set to TRUE, specifies the search process, identified by task-id in [the
CommonArguments, shall be continuedfrom where it has previously terminated,

- limits optionally specifies the maximum number of DFR-Entries to be returned and/or|the
maximum amount of time to be spentfor this abstract operation,;

- selection optionally specifies which DFR-Attributes of each DFR-Entry found in this
Search abstract operation.shall be returned in the entry-list parameter of the result of fhis
abstract operation,

- ordering optionally specifies in which order the DFR-Entries shall be put in the resulf of
the Search abstractoperation.

¢) Common arguments:

- task-id, see.8.1.3.1;

- reservation, if requested, applies to the DFR-Search-Result-List if specified in the seatch-
mode'parameter;

- «<—priority, see 8.1.3.4;

< ' privileges, see 8.1.3.5.

8.2.8.2 Search-result

Should the request succeed, the SearchResult will be returned.

SearchResult :: = SEQUENCE { COMPONENTS OF

CommonlistSearchResult
(WITH COMPONENTS { ..., warnings ABSENT } ),
removed-entries [5] DfrEntryList OPTIONAL }
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The components of SearchResult have the following meaning:

a)

b)

8.2

Common list/search result:
number-of-entries gives the number of DFR-Entries found in this search;
limit-encountered optionally indicates which of two limits (num

of them has been encountered;

listed, only those DFR-Attributes are returned which have been requested by the selec
component in the SearchArgument;

continuation optionally provides an identifier for the continuation, if the(search process
terminated, after one of the limits (specified in the SearchArgument) has been encountered;
present only when limit-encountered component is also present.

Specific Search result:

the previously existing DfrSearchResultList, each element comprising only the upi, class
possibly ordering-attribute components;

.8.3 Search abstract-errors

removed-entries gives, in the case of a search in update mode the list of DFR-Entries removed f

ber of entries or time) has been
re-SearchArgument—ornone

entry-list optionally gives the list of DFR-Entries found, in the order specified; for each DFR-Entry

tion

has
it is

rom
and

Shpuld the request fail, one of the listed abstract-eérrors will be reported. The circumstances upder

wh

8.4

T
T
res

read the DFR-Attributes of DER-Objects. The reservation level of a DFR-Entry can only be change

al

op
re

ich the particular abstract-errors will be reported are defined in 8.3 .

9 Reserve
e Reserve abstract operation is_used to modify the reservation level of the DFR-Entry speci
ervation never affects read-@ccess to the attributes of the DFR-Entries, that is, all users can aly

Resere abstract operation or by specifying a reservation parameter in other appropriate abst]
brations. Unbind does not change the reservation level of a DFR-Entry. If a DFR-Refereng
erved, the Referent'is not affected, that is, not reserved.

Reserve :: = . ABSTRACT-OPERATION
ARGUMENT ReserveArgument
RESULT ReserveResult
ERRORS {

ere are five levels of reserydtion defined. The reservation levels are described in 8.1.3.2.

fed.

Fays
d by
ract
e is

Abandoned,

Nametrror,
ReservationError,
SecurityError,
ServiceError }

8.2.9.1 Reserve-argument

60

ReserveArgument :: = SEQUENCE {
entry [0] DfrEntryName,
COMPONENTS OF CommonArguments (WITH COMPONENTS { ...
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The

8.2.9.2 Reserve-result

Shoyld the request succeed, the ReserveResult will be returned. There are no parameters.

8.2.9.3 Reserve abstract-errors

Shot

8.2.

The

execlution of a previously started.outstanding abstract operation or in the continuation of a previous
performed abstract operation The DFR-Server shall cease processing the outstanding abstra
operption, and shall discard.any result so far achieved, or shall discard any internal informati
presprved for the continudtion of an abstract operation.

8.2.

The

ISO/IEC10166-1:1991(

reservation PRESENT,
error-handling ABSENT } ) }

components of ReserveArgument have the following meanings:

a) specific Reserve arguments:

) Common arguments:

- task-id, see 8.1.3.1;

- reservation specifies the level of reservation;
- priority, see 8.1.3.4;

- privileges, see 8.1.3.5.

ReserveResult :: = NULL

10 Abandon

Abandon abstract operation informs the DFR-Server that the user is no longer interested in t

Abandon :: = ABSTRACT-OPERATION

ARGUMENT AbandonArgument

RESULT AbandonResult

ERRORS { AbandonFailed }
10.1 Abandon-argument

1d the request fail, one of the listed abstracterrors will be reported. The circumstances under
whidh the particular abstract-errors will be reported are defined in 8.3 .

E)

he

ly
ct
DN

AbandonArgument :: = CHOICE {
task-id [0] Taskid,
invoke-id [1] InvokeiDType }

components of AbandonArgument have the following meanings:
task-id can be used to identify an outstanding abstract operation to be abandoned or to indicate

the DFR-Server that any internal information possibly preserved for the continuation of a List
Search abstract operation shall be discarded (see also 8.1.3.1);

to
or
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8.2.

invoke-id can be used to identify an outstanding abstract operation to be abandoned.

10.2 Abandon-result

Should the request succeed, no AbandonResult will be returned. Instead, the abstract operation

abandoned reports the Abandoned abstract-error.

8.2.

Should the request fail, one of the listed abstract-errors will be reported. The circufmstances u
which the particular abstract-errors will be reported are defined in 8.3.

AbandonResult :: = NULL

10.3 Abandon abstract-errors

nder

62


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

8.3

ISO/IEC10166-1:1991(E)

Abstract-Errors

The abstract errors that can be reported in response to the invocation of abstract operations at the
DFR-Server port are defined and described in this clause.

If any error occurs during the course of an abstract operation invocation, the DFR-Server assures that

not}
rep
ent
wag
ope
pat
spe

If s

ling has been changed by the abstract operation (this does not apply, however, to warnings,
rted by the DFR-Server as part of a normal result of a DFR abstract operation; see 8.1.33).
y parameter in most DFR abstract errors identifies the DFR-Entry to which the abstract,operatfion
being applied when the error occurred. If this DFR-Entry is that specified explicitly injthe abstyact
ration’s argument, this parameter takes the same form (i.e. a UPI, or a DfrPathNamg,or a relafive
nname) as that used in the argument. If the DFR-Entry causing the problem. is not explicjtly
ified in the abstract operation’s argument, then the entry parameter always takes the UPI form

everal DFR-Entries were specified in the abstract operation’s argument (e’g. the original DFR-

Enfry and the destination DFR-Group in a Copy abstract operation), then‘an abstract error can be

rep
ent
inv

8.3.

An
rea

brted having the form of a sequence, each member of which specifies.a’problem related to a giyen

'y. However, only one abstract error type can be reported in, response to a single operatfion
cation.

1 Attribute-error

AttributeError reports one or more problems encountered by the DFR-Server while attempting to

] or to modify attributes of a DFR-Entry.

AttributeError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {

entry [0] DfrEntryName OPTIONAL,
problems [1] SEQUENCE OF
SEQUENCE {

problem [0] AttributeProblem,
type [1] AttributeType,
value  [2](AttributeValue OPTIONAL }}
--applies also to search ¢riteria and group membership criteria--

AttributeProblem.:: )= ENUMERATED {

no-such-attribute (1),
invalid-attribute-syntax (2),
undefined-attribute-type (3),
inappropriate-matching (4),
constraint-violation (5),
attribute-or-value-already-exists (6).
illegal-modification (7).
inconsistent-with-other-attributes  (8),
undefined-for-this-object-class (9),
unsupported-document-type (10)}

The entry parameter is absent in an AttributeError in the following cases;

when the abstract operation causing this error was a Create abstract operation, and an
AttributeProblem has been encountered when processing the attributes component of the
abstract operation’s argument,;
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when the abstract operation causing this error was a Search abstract operation, and an
AttributeProblem has been encountered when processing the search-criteria component of the

abstract operation’s argument.

The problems parameter specifies one or several attribute problems encountered. Each problem
(identified below) is accompanied by an indication of the Attribute-Type, and, if necessary to avoid

a

biguity, the value which ecaused the problem:

the abstract operation;

b) invalid-attribute-syntax: A purported attribute value, specified as an argument of
abstract operation, does not conform to the attribute syntax of the attribute type;

abstract operation;

d) inappropriate-matching: An attempt was made, e.g. in a Filter, to use a matching rule
defined for the attribute type concerned,

or by the attribute definition (e.g. the value exceeds the;thaximum size allowed);

existed in the entry, or a value which already existed in the attribute;
g) illegal-modification: An attempt was made to modify an attribute (i.e. to add or remove|
DFR-Server assigned attribute (e.g;UPI or Number-Of-Group-Members), or an attribute wh
(the rules are specified in clause 9);

h) inconsistent-with-other-attributes: An attempt was made to modify an attribute in a
inconsistent with other’ attributes of the same DFR-Object (e.g. if a new Version of s
Conceptual-Document’ is specified with the DFR-Version-Root attribute identifying

Conceptual-Document, and the DFR-Previous-Versions attribute pointing to a Version of s
other Conceptual-Document). An inconsistency with some existent attribute is not reported if
eliminated<byfurther modifications specified in the same abstract operation. If two attrib
enter in-eonflict, the DFR-Server shall report an AttributeProblem for either of them, or for b

i) , undefined-for-this-object-class: An Attribute-Type was specified which is not defined for

a) no-such-attribute: The named entry lacks one of the attributes specified as an argumer

¢) undefined-attribute-type: An undefined attribute type was provided as an argument to

f) attribute-or-value-already-exists: An attethpt was made to add an attribute which alrg

t of

the

the

not

e) constraint-violation: An attribute value supplied (or{specified indirectly) in the argument of
an abstract operation does not conform to the static constraints imposed by a functional stang

lard

ady

the

entire attribute or some of its values),“which has some specific behaviour in DFR, that is, either a

ich,

once assigned by the DFR-Usergcah not be modified in the way specified in the abstract operaltion

way
pme
this
pme
it is
utes
th;

DFR-Object-Class of the DFR-Entry concerned (e.g. the DFR-Number-Of-Group-Members f]

operation,

J) unsupported-document-type: An abstract operation has attempted to use a DFR-Docum
Type which was not among those agreed at bind time.

8.3.2 Name-error

ent-

A NameError reports a problem related to a name of a DFR-Entry specified in the argument of an
abstract operation. The DfrEntryName which caused a problem is reported as it was specified,
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accompanied by an indication of the problem encountered. If a DFR-User has no read access right to a
DFR-Entry a NameError (i.e. NameProblem 1 or 2) will be reported in order to hide the existence of
that DFR-Entry.

A NameProblem shall be one of the following:

8.3.

the

An

NameError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE OF SEQUENCE {
entry [0] DfrEntryName,

problem [1] NameProblem }

NameProblem :: = ENUMERATED {

invalid-upi (1),
invalid-path-name (2),
ambiguous-path-name (3).

inappropriate-object-class (4)}

h) invalid-upi: The UPI provided in the abstract operation’s argunient does not refer to any DF|
Dbject existing in the DFR-Document-Store (either this UPI has' never been assigned, or {
related DFR-Object has been deleted from the store);

b) invalid-path-name: The DfrPathName (either absolute or relative) provided in the abstr
bperation’s argument does not correspond to any existing DFR-Entry in the DS;

) ambiguous-path-name: The DfrPathName-feither absolute or relative) provided in {
hbstract operation’s argument is ambiguous, that'is, corresponds to more than one DFR-Entry;

argument points to a DFR-Object of anxinappropriate DFR-Object-Class (e.g. to a DFR-Documyg
in a List abstract operation).

B Access-error

A ccessError reports a problem encountered when attempting to access a DFR-Entry specified
hrgument of an abstract operation.

AccessError :: = ABSTRACT-ERROR

PARAMETER SEQUENCE OF SEQUENCE {
entry. [0] DfrEntryName,
problem [1] AccessProblem }

AccessProblem :: = ENUMERATED {
inappropriate-object-class (1),

R-
he

hct

he

d) inappropriate-object-class: The DfrEntryName provided in the abstract operation’s
ent

in

reserved-by-a-user 2);
externally-located-object  (3)}

AccessProblem shall be one of the following:

a) inappropriate-object-class: The DfrEntryName provided in the abstract operation’s

argument refers to a DFR-Object of an inappropriate DFR-Object-Class;

b) reserved-by-a-user: The DFR-Entry to be accessed or its Parent is at present reserved by the

same or another user;

65


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

c) externally-located-object: The DFR-Entry to be accessed is located in another DFR--

Document-Store and is not suitable for the abstract operation requested.

8.34 Update-error

An UpdateError reports a problem encountered when attempting to modify (update), explicitly or
implicitly, an existing DFR-Entry (implicit modification can be, for example, that caused to a ,DFR-
Grqup when introducing a new Member into it). Deletion of a DFR-Entry, or moving it into-&nother
DFR-Group, are also considered here as modifications.

UpdateError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
entry [0] DfrEntryName,
problem [1] UpdateProblem }

UpdateProblem :: = ENUMERATED {

inappropriate-object-class (1),
insufficient-access-rights (2),
reserved-by-a-user (3),
illegal-content-modification (4),
group-membership-criteria-violation (5),
reference-loop-detected (6)}

An|UpdateProblem shall be one of the following:

a) inappropriate-object-class: The DfrEntryName provided in the abstract operatign’s
argument refers to a DFR-Object of an inapprepriate DFR-Object-Class;

b) insufficient-access-rights: An attémpt to modify a DFR-Entry has been made by a DFR-User
with insufficient access rights to thig\éntry. If a DFR-User has no read access right to a DFR-Enjtry
a NameError (see 8.3.2) will be reported in order to hide the existence of that DFR-Entry;

¢) reserved-by-a-user: The. DFR-Entry to be modified or its Parent is at present reserved by [the
same or another DFR-UseT:

d) illegal-content-modification: An attempt has been made to modify the content of a DFR-
Entry which is not subject to user specified modifications (e.g. a DFR-Search-Result-List);

Member inza'DFR-Group, or to modify an existing one, in a way that the Member introduced or
modified\would violate the DFR-Membership-Criteria defined for that DFR-Group. Or an attejnpt
has been made to modify the DFR-Membership-Criteria attribute in such a way that some or| all
existing Members would no longer satisfy the DFR-Membership-Criteria;

e) group-membership-criteria-violation: An attempt has been made to introduce a {ejw

f) reference-loop-detected: An attempt has been made to create a new DFR-Reference or to
modify an existing one in such a way that the reference created or modified would form, together
with some other reference-to-referent and group-to-member relations already existing in the DFR-
Document-Store, at least one looping sequence of such relations.

This part of ISO/IEC 10166 does not prescribe that every DFR-Server detect all such reference
loops at the point of their creation. If a DFR-Server does not detect all loops, its abstract operation

shall not, however, be affected when such a loop is dynamically discovered when navigating
through the DS.
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8.3.5 ReferentAccess-error

A ReferentAccessError reports a problem occurring when attempting to access a Referent.

ReferentAccessError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
entry  [0] CHOICE { dfr-entry [0] DfrEntryName,
dor [1]NULL}
problem [1] ReferentAccessProblem }

ReferentAccessProblem :: = ENUMERATED {

inappropriate-object-class (1),

insufficient-access-rights (2),

reserved-by-a-user (3),

referent-no-longer-exists (a),

referent-modified (5). --onlyusedinthe case a DFR-Groupis copied or listed and --
--only if warnings shall be reported, i.e. referent modified will --
-- not terminate the operation <=

reference-content-empty (6)}

A ReferentAccessProblem shall be one of the following:

f) inappropriate-object-class: The Referent of the DFR-Reference specified in the abstract
pperation’s argument is of an inappropriate DFR<@bject-Class (e.g. when attempting to read the
tontent of the Referent , and the latter is a DFR-Group);

p) insufficient-access-rights: An attempt to access the Referent of a DFR-Reference has bden
made by a DFR-User with insufficient aecess rights to the Referent;

t) reserved-by-a-user: The Referent to be accessed or its Parent is at present reserved by the
kame or another DFR-User;

) referent-no-longer-exists: The Referent of the DFR-Reference specified in the abstract
bperation’s argument has been deleted (“dangling reference”);

) referent-modified: The Referent of the DFR-Reference specified in the abstract operatiop’s
hrgument has been modified after the produce-time of the reference (the latter being stored in the
os-level confporient of the reference content);

) reference-content-empty: The content of the DFR-Reference specified in the abstract
bperation’s argument contains no UPI; the reference is at present only a “placeholder”.

8.3.6 InterServerAccess-error
An InterServerAccessError reports a problem which occurs when the DFR-Server of the DFR-
Document-Store containing a DFR-Reference to an external Referent (the accessor) has made an

attempt to access the accessee containing the Referent.

NOTE - This access may be initiated using the ROA-protocol between the two servers; but the access problems specified
hereafter are not specific to the ROA-protocol.
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N
4
w3

8.3

A ReservationError reports a problem occurring when an attempt has been made to reserve o

uny

InterServerAccessError :: = ABSTRACT-ERROR

entry  [0] DfrEntryName, --of the reference--
problem [1]interServerAccessProblem }

InterServerAccessProblem :: = ENUMERATED {

referent-store-not-found (1). --bad store identification--
referent-store-unreachable (2), --no portto reach it--
referent-store-unavailable (3), --temporarily--

referent-store-security-problem (4)} --access rights--

location of the accessee, or by any other access problem between the accessor and thérélated Directory server;
common with the accessor, through which the Referent couldbe accessed;

administrative abstract operations in progress);
d) referent-store-security-problem: The DFR-User requesting access to the accessee
by insufficient access rights of the accessor-itself).

7 Reservation-error

eserve some DFR-Entry.

ReservationError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
entry [0]'DfrEntryName,
problem~[1}ReservationProblem }

ReservationProblem :: = ENUMERATED {

capnot-reserve (0),
already-reserved (1),
not-yet-reserved (2),
cannot-un. va (3)'

a) referent-store-not-found: The accessee, as it is specified in the content of the DFR-Refererce,

NOTE - This problem can be caused by bad content of the reference, or by a bad entry in'the Directory describing the curfent
b) referent-store-unreachable: The DFR-Server managing-the accessee has no protocol in

c) referent-store-unavailable: The accessee is temporarily unavailable (e.g. because of sqme

has

insufficient access rights for doing this, at least through the given accessor (this can also be caused

" to

reservation-not-changed  (4)}

A ReservationProblem shall be one of the following:

68

a) cannot-reserve: The requestor of the Reserve abstract operation has insufficient access
rights to the specified DFR-Entry in order to reserve it with the specified Reservation level or
Reservation status. If a DFR-User has no read access right to a DFR-Entry a NameError (see

8.3.2) will be reported in order to hide the existence of that DFR-Entry;
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b) already-reserved: An attempt has been made to reserve or to unreserve a DFR-Entry which
is already reserved by another DFR-User;

c) not-yet-reserved: An attempt has been made to unreserve a DFR-Entry which is not reserved
at present;

annot-unrese 2. _An

Reservation status “committed ”;

d) reservation-not-changed: An attempt has been made to change the Reservation level to a
lower level of a DFR-Entry that has the Resevation status “committed” or the Reservation statps
ghould be changed from “committed” to “uncommitted”.

8.3.8 VersionManagement-error

A VersionManagementError reports a problem occurring when attempting'to create a new Versipn
of a|Conceptual-Document, or to copy some items from the (unique)cprevious Version (implicifly
speclfied in the modifications parameter of a Create, Move, Copy or,Modify abstract operation).If a
DFR-User has no read access right to a DFR-Entry specified as previous version, when creating a ngw
versjon, a NameError (see 8.3.2) will be reported in order to hide-the existence of that DFR-Entry.

VersionManagementError :: = ABSTRACT-ERROR

PARAMETER SEQUENCE {
entry [0] DfrEntryName,

--of the entry itself or of its potential previous version--
problem [1] VersionManagementProblem }

VersionManagementProblem :: = ENUMERATED {

inappropriate-object-class (1),=-not a DFR -Document --
belongs-to-another-conceptual-document ,(2) }

A VersionManagementProblem shall be one of the following:

4) inappropriate-object-class: An attempt has been made to declare as a Version some DFR-
ntry which is not a DER*Pocument;

) belongs-to-andther-conceptual-document: An attempt has been made to declare the DFR-
ntry specified inthe abstract operation’s argument a new Version of some Conceptual-Document,
hile this DER*Entry is already a Version of another Conceptual-Document; or, the list of DFR-
ntries, spécified as previous Versions for the given DFR-Entry, do not belong all to the same
onceptualDocument.

8.3. Security-error

A SecurityError reports a problem occurring when a DFR-User presents security parameters to a
DFR-Server. This can occur either when binding or when executing a DFR abstract operation bearing
a Privilege parameter.

SecurityError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {
problem [0] SecurityProblem }

SecurityProblem :: = ENUMERATED {
inappropriate-authentication (1),
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invalid-creds (2),
invalid-privilege (3).
invalid-pac (4),
already-active (5) }

A SecurityProblem shall be one of the following:

credentials is inconsistent with the level of protection requested;

b) invalid-creds: the supplied simple credentials were invalid,;

d) invalid-pac: the supplied PAC is invalid;

with an abstract operation), is already bound to the DFR-Server.

8.8.10 Service-error

inforrect abstract operation request or the requestor’s access rights.
ServiceError :: = ABSTRACT-ERROR
PARAMETER SEQUENCE {

problem [0] ServiceProblem }

ServiceProblem :: = ENUMERATED {

server-busy (1), --please wait and repeat--
server-unavailable (2), \<-please unbind--
operation-too-complex @), ---e.g. search-criteria--

resource-limit-exceeded /~\8), --e.g. when creating a bulky object--
maximum-length-exceéded (5), -- in an abstract operation --

cannot-continue (6), --e.g.search-domain altered --
unclassified-serverserror  (7), --implementation specific--
function-set-vViolation (8)} --see8.4 --

A ServiceProblem reported shall be one of the following:

a) server-busy: The DFR-Server is presently too busy to perform the requested abs
operation, but may be able to do so after a short while;

M 1=l L. DER_CO . 4] b I R |
b) Sex Ue!'tﬂlavﬁ'}auu:. TTICT T IVOCT VBT IS CUTITIIL y UIIavVdAdITduIT,

c) invalid-privileges: invalid privileges used in the PAC passed in the Privileges parameter;

A|ServiceError reports a problem related to the provision of the service, which is not due t

e) already-active: the user, identified by credentials (during binding)”or privileges (associated

D an

ract

c) operation-too-complex: The requested abstract operation is too complex syntactically or
semantically (e.g. the search-criteria in a Search abstract operation has too many nesting levels to

be correctly understood by the given DFR-Server);

d) resource-limit-exceeded: This can happen for example when a very large DFR-Object is to be
created or copied in the DFR-Document-Store or large List or Search abstract operations are
requested. The resource limit can be that for the overall DS, or for the requestor of the abstract

operation;
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e) maximum-length-exceeded: The argument provided by the DFR-User or the result prepared
by the DFR-Server exceeds the maximum length negotiated during binding;

f) cannot-continue: The DFR-Server cannot continue because of changes in the DS after the
previous result of the respective abstract operation;

—urnrclassifred=server-error—Amerror—whichcamr ot—be—categorized Tmany otherway —fhe
Feason for this error is implementation specific, and out of the scope of this part of ISO/IEC 10164

’

h) function-set-violation: The abstract operation cannot be performed due to the restric¢tiong of

the function set (see 8.4). Which function set the DFR-Server supports is optionally reperted during
binding.

8.3.11 Abandon-error

An |AbandonError reports a problem occurring when attempting t¢ abandon some previougly
requested DFR abstract operation.

AbandonFailed :: = ABSTRACT-ERROR
PARAMETER SET {
problem [0] AbandonProblem,
operation [1]Invokeld }

|nvokeld :: = INTEGER

RbandonProblem :: = ENUMERATED {

no-such-operation (1),
too-late (2),
cannot-abandon (3)}

An AbandonProblem shall be one-of the following:

n) no-such-operation; The DFR abstract operation specified is not currently known to the DR-
Server;

b) too-late: The-execution of the abstract operation specified has entered the phase in which it
cannot be abandoned, or such an abandon would make no sense;

c) cannpot{abandon: The abstract operation specified can not be abandoned because of |an
implementation specific reason.

8.3.12 Abandoned

This is a report of a DFR abstract operation after it has been abandoned by an Abandon abstract
operation. It is not literally an error, but can instead be considered as a success report of the related

Abandon abstract operation. It can not occur if the related Abandon abstract operation has reported an
AbandonError.

Abandoned :: = ABSTRACT-ERROR
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8.3.13 Error Precedence
Should several error conditions occur simultaneously for the same DFR abstract operation only one of
them is reported to the requestor. The precedence of these error conditions is as follows beginning with

the most important:

SecurityError

Servicetrror
NameError
AccessError
InterServerAccessError
ReferentAccessError
ReservationError
Abandoned
AttributeError
UpdateError
VersionManagementError
AbandonFailed

8.4 Function-Sets

DFR-Document-Stores have flexible structures as indicated in figure 2 (see 6.3). But, from the usdr’s
viewpoint, it is necessary to define functional sets of this:structure. Thus, the following usage types
and corresponding function-sets are determined when a DS-s installed:

Usage Type 1: Flat Store Set

In this usage type, the structute of a DFR-Document Store is one group, single leyel.
All DFR-Documents, DFR-References or DFR-Search-Result-Lists in this type of DFR-
Document Store are direefly included in the DFR-Root-Group.

In this set, no DFR-Groups (except the DFR-Root-Group) are allowed in a DS.
Usage Type 2: Pre-defined Stone Structure Set

In this usage type, DFR-Objects are stored according to a pre-defined structure of DFR-
Groups”A DFR-User can create, modify or delete DFR-Documents, DFR-Refererlces
and.DFR-Search-Result-Lists in each DFR-Group. But, a DFR-User can not crejte,
modify or delete DFR-Groups.

In this set, no DFR-User can create or delete DFR-Groups. DFR-Groups are predefined.

UsTge Type 3: Full Set

In this usage type, DFR-Users are free to create, modify or delete any DFR-Documents,
DFR-References, DFR-Groups or DFR-Search-Result-Lists in a DFR-Document-Store.

In this set, all DFR-Users can create, modify or delete DFR-Groups.

All DFR abstract operations applied to DFR-Documents, DFR-References and DFR-Search-Result-
Lists and the abstract operations Reserve and Abandon are available in function-sets 1, 2 and 3.

For DFR abstract operations applied to DFR-Groups :
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Read, List and Search are only available in function-sets 2 and 3;

Create, Delete, Copy, Move and Modify are only available in function-set 3.
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Section 3 : DFR Attributes

9

9.1

Attribute Definitions

Overview of Attributes

Th

Fol
Ty

Th

It s

e DFR information-model and the attributes were introduced in clause 6.

 the DfrEntryAttributes the following subclauses contain a short description of eaé¢h Attrib
pe together with its abstract-syntax using the ATTRIBUTE macro defined.

e concept of how attributes support security in DFR is described in 6.3.8.

hould be noted that some attributes are used primarily for filtering afidlisting purposes w

others are used for system purposes only.

Th
inf
prd
At
Pr

dif]
IP]

Th
At
At

Th
giv
att
dif

p attributes defined in this part of ISO/IEC 10166 are independent of the nature of the sta
prmation, that is no specific attributes for ODA, SGML or othér’document content standards
vided. However, a subset of attributes from the ODA-Document-Profile can be mapped to D
ributes (see annex A). DFR gives support to a subset of QDA attributes from the ODA Docunj

lite-

hile

red
are
FFR-
ent

pfile [ISO 8613-4]. These attributes are considered not-to be specific to DFR and therefore their
names appear without the "DFR” prefix. The DFR attribute mechanism is intended to accommod

erent attribute sets defined in International Standards other than ODA also, for example SGI
1, and EDI.

NOTE 1 The consistency between ODA-Document-Profile attributes and their corresponding DFR-Attributes is beyon
scope of this International Standard.

p attribute types defined in this partof ISO/IEC 10166 are grouped into two subsets, the DFR-B
ribute-Set and the DFR-Extension-Attribute-Set. DFR supports mandatorily the DFR-B
ribute-Set and optionally the DFR-Extension-Attribute-Set.

ate
ML,

i the

ic-
ic-

NOTE 2 There will eventudlly) be different extension attribute sets, each having its own abstract syntax. Extenfsion

attribute sets to be used in‘an application association are negotiable at association establishment time. The D
Extension-Attribute-Set-(defined in this part of ISO/IEC 10166) is included in the definition of DFR Application Cor
(see annex of ISO/IEC)10166-2); its presence however is also negoliable.

e attributes defined in this part of ISO/IEC 10166 are listed in the tables below. The details
en in thé attribute type descriptions. Tables 3 and 5 show for the various attributes whether
Fibute_type is single-valued or multi-valued, by which entity the attribute type is manageq
lerent 'situations and whether an attribute is automatically copied in a Copy abstract operat

Tal

FR-
text

are
the

in
on.

ples'4 and 6 show for the various attributes, to which DFR-Objects these attributes are assign

ed,

their occurrences, and their matching behavior in Search abstract operations including their
availability for ordering.
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Table 3 - DFR-Basic-Attribute-Set (Part 1 of 2)

Single-/
. Multi. | Assigned | Modified | Detetea | o™
Attribute-type name valued by by by copied by
Copy
DFR-UPI ST o [ | [ ~ [
DFR-Object-Class S 6] - - Y
DFR-Document-Type S U U - Y
DFR-Title S 8} U - Y
DFR-Pathname S D D 8 N
DFR-Parent-Identification S D D - N
DFR-Referent-Deleted S D - D Y
DFR-Membership-Criteria S U U U Y
DFR-Ordering S U U U Y
DFR-Resource-Limit S O (0] 0] Y
DFR-Resource-Used S D D - Y
DFR-Number-Of-Group-Members S D D - Y

T . v~ 2k r———
S = SINGLE VALUE, M = MULTI VALUE, D = DFR-Server, U =\DFR-User, O = OWNERS, Y = YES,N =NO
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Table 3 - DFR-Basic-Attribute-Set (Part2 of 2)

Attribute-type name

Single-/
Multi-
valued

Assigned
by

Modified
by

Deleted
by

Autom.
copied by
Copy

Version-Name

U

Z,

DFR-Previous-Versions

u/D

DFR-Next-Versions

o|C

DFR-Version-Root

DFR-External-Location

User-Reference

User-References-To-Other-Objects

=) Nl e

ol Rof Moyl Roll lw)

DFR-Attributes-Create-Date-And-Time

DFR-Content-Create-Date-And-Time

DFR-Created-By

DFR-Attributes-Modify-Date-And-Time

DFR-Content-Modify-Date-And-Time

DFR-Attributes-Modified-By

DFR-Content-Modified-By

Document-Date-And-Time

DFR-Reservation

DFR-Reserved-By

nlinin|lnlnptrniln|lnlnln|Bln|lrn|lrn|Z2|=2|n

g|ig|lc|lo|g|o|oioyDo|o|c|ala|o|o|c|q

DFR-Access-List

S =SINGLE VALUE, M = MULTI VALUE, D = DFR-Server, U = DFR-User, O = OWNERS, Y = YES,N =NO

| Z | Z|z|<|2Z|Z2|Z2|Z|Z|Z2|Z2|<|<|~<|2Z|Z2)Z4
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Table 4: DFR-Basic-Attribute-Set (Partl of 2)

Used for IMatches in Filterl
Attribute types for
DO|GR|RE| SR | EQ | OR|SU
DFR-UPI M M| M|MI M
DFR-Object-Class M M M M M
DFR-Document-Type M (6] M
DFR-Title M M| M|M|IM M
DFR-Pathname C C C C M M
DFR-Parent-Identification M M M M
DFR-Referent-Deleted C M
DFR-Membership-Criteria 0
DFR-Ordering 0
DFR-Resource-Limit 6] (0] 0 0 6] 0
DFR-Resource-Used M M M| M O 0]
DFR-Number-Of-Group-Members M 0 0
DO = DFR-Document, GR = DFR-Group, RE = DFR-Reference, SR = DFR-Search-Result-List; EQ = Equality,
OR = Ordering, SU = Substring; C = Conditional;-M = Mandatory, O = Optional
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Table 4 - DFR-Basic-Attribute-Set (Part2 of 2)

Ii\’[atches in Filten

Used for
Attribute types for
DO|JGR|RE| SR | EQ | OR | SU
NosonName 1 c] 1ol 1ol [0l
DFR-Previous-Versions C 0
DFR-Next-Versions C 0
DFR-Version-Root C 0 0
DFR-External-Location O 0 0 M M
User-Reference 0] 0 0 0 (¢ O
User-References-To-Other-Objects 0 (6] (0] O (0] (0]
DFR-Attributes-Create-Date-And-Time | M M M M M M
DFR-Content-Create-Date-And-Time C C C C M M
DFR-Created-By M M M M M
DFR-Attributes-Modify-Date-And-Time | C C C C M M
DFR-Content-Modify-Date-And-Time c C C C M M
DFR-Attributes-Modified-By C C C C M
DFR-Content-Modified-By C C C C M
Document-Date-And-Time 0 (0] M M
DFR-Reservation C C C C 0 0)
DFR-Reserved-By C C C C M
DFR-Access-List, C C C C O

| — —— |
DO = DFR-Document, GR = DFR-Group, RE = DFR-Reference, SR = DFR-Search-Result-List; EQ = Equality,
OR = Ordering, SU = Substring; C = Conditional, M = Mandatory, O = Optional

78



https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

Table 5 - DFR-Extension-Attribute-Set

ISO/IEC10166-1:1991(E)

. Sl\:lt;gl:/ Assigned | Modified | Deletea | A%*°™
Attribute-Type name valued by by by copied by
Copy
Other-Titles M U U U Y
Subject S U U U Y
Document-Type S U U U Y
Document-Architecture-Class S U 8] U Y
Keywords M U U U Y
Creation-Date-And-Time S U U U Y
Purge-Date-And-Time S U U U Y
Revision-Date-And-Time S U U U Y
Organizations M U U U Y
Preparers M 1) U U Y
Owners M U U U Y
Authors M U U U Y
Status S U U 8f Y
User-Specific-Codes M U U U Y
Superseded-Documents M U U U Y
Number-Of-Pages S U U U Y
Languages M U U U Y

S = SINGLE VALUE, M= MULTI VALUE, D = DFR-Server, U = DFR-User, O = OWNERS, Y = YES,N =NO
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Table 6 - DFR-Extension-Attribute-Set

Used for [Matches in Filter
Attribute-Type for
DO|GR|RE| SR | EQ | OR | SU

Other-Titles 0 0 0 0 M M
Subject (0] 0] 0] 0 M M
Document-Type (0] M M
Document-Architecture-Class 0 0 M M
Keywords 0 0 0 0 M M
Creation-Date-And-Time O O 0 0] M M
Purge-Date-And-Time 0 0 0 0 M M
Revision-Date-And-Time 0 0 (0] (0] M M
Organizations (0] (0] M M
Preparers (0] (0] M M
Owners (§) 0) M M
Authors o 0 M M
Status 0] 0 M M
User-Specific-Codes 0 (0] 0 0 M M
Superseded-Documents 0 0 M M
Number-Of-Pages 6] (0] M M
Languages (0] (0] M M
DO = DFR-Dogument, GR = DFR Group, RE = DFR Reference, SR - DFR-Search-Result-List; EQ = Equality, |
OR = Ordering;SU = Substring; C = Conditional, M = Mandatory, O = Optional
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9.2 DFR-Basic-Attribute-Set

9.2.1 DFR-UPI (DFR-Unique-Permanent-Identifier)

o ad - h [ 0 0 o 100 o - o an L4 aa o o NEE

Ref¢rence, or DFR-Search-Result-List within the DFR-Document-Store. Its value cannot
efrpreted by the DFR-User. This attribute is associated with each DFR-Object. Once assigaed b}
X-Server, the value of each UPI will not be changed within the life of a DFR-Object. In addition, t
UP] value will differ from that of all DFR-Objects which once existed in the same .DFR-Sery

(incjuding all existing DFR-Objects and all deleted DFR-Objects).

dfr-upi ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-dfr-upi

9.2.p DFR-Object-Class

Thi$ attribute indicates the class of a DFR-Object (DFR-Document, DFR-Group, DFR-Reference
DFR-Search-Result-List). This attribute is associated with.each DFR-Object.

dfr-object-class ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DfrObjectClass
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-object-class

9.2.8 DFR-Document-Type

Thip attribute contains an gbject identifier whose value defines the representation for the docum
content, for example ODA~or SGML, in the DFR access protocol. For a DFR-Reference this attrib
willonly exist if the Referent is a DFR-Document.

dfr-document-type ATTRIBUTE
WITHATTRIBUTE-SYNTAX OBJECT IDENTIFIER
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-document-type

or

ent
1te

9.2.4 DFR-Title

This attribute gives the name of the DFR-Object as specified by the DFR-User.

dfr-title ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
1 = id-att-dfr-title
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9.2.5 DFR-Pathname

This attribute is a sequence of DFR-Title attribute values of the DFR-Object’s parents in descending
order beginning from the DFR-Root-Group. It is only defined in the context of a DS for which global or
local DFR-Title attribute uniqueness is enforced by the DFR-Server (see 7.1.2). For a DFR-Root-Group

thig attribute by convention isan empty sequence of DER-Titles

dfr-pathname ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreListSyntax
SINGLE VALUE
:: = id-att-dfr-pathname

9.2.6 DFR-Parent-Identification

Thiis attribute identifies the DFR-Group of which this DFR-Object is a Member. Its value is equdl to
thg UPI of this DFR-Object’s parent DFR-Group. This attribute is assoc¢iated with each DFR-Object.
Fof a DFR-Root-Group it is by convention an octet string of length 0 (zero).

dfr-parent-identification ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
SINGLE VALUE
:: = id-att-dfr-parent-identification

9.3.7 DFR-Referent-Deleted

Thiis attribute is assigned to a DFR-Reference and set to TRUE once the DFR-Server detects that|the
Referent is deleted. This attribute will be deleted by the DFR-Server once the DFR-User makes fthis
DHR-Reference point to another Referent:

dfr-referent-deleted ATTRIBUTE
WITH ATTRIBUTE-SYNTAX booleanSyntax
SINGLE VALUE
:: = id-att-dfr-referent-deleted

9.2.8 DFR-Mémbership-Criteria

THis attribute/is only associated with DFR-Groups. This attribute establishes constraints on group
mémbershipbased on attribute values. The value of this attribute is a Filter.

dfr-membership-criteria ATTRIBUTE

| WITHATTRIBUTE-SYNTAX Filter
SINGLE VALUE

:: = id-att-dfr-membership-criteria

9.2.9 DFR-Ordering

This attribute defines a default ordering of DFR-Group’s members in a List abstract operation. The
ordering rule is specified in 8.1.6.3. This attribute is associated only with DFR-Group objects.

dfr-ordering ATTRIBUTE

WITH ATTRIBUTE-SYNTAX OrderingRule
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SINGLE VALUE
:: = id-att-dfr-ordering

10 DFR-Resource-Limit

This attribute specifies the maximum resource to be used for a DFR-Object based upon accounting

info

9.2.

Thi

9.2,

Thi

9.2,

Thil
def}

Hfr-resource-limit ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

:: = id-att-dfr-resource-limit

11 DFR-Resource-Used

dfr-resource-used ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax
SINGLE VALUE

:: = id-att-dfr-resource-used

12 DFR-Number-Of-Group-Méembers

5 attribute specifies the number.of Members in a DFR-Group.
dfr-number-of-group-members ATTRIBUTE

WITH ATTRIBUTE-SYNTAX integerSyntax

SINGLE VALUE
:: = id-att-dfr-ndmber-of-group-members

13 Version-Name

5 is afree-form attribute intended for the DFR-User’s use and is managed by the DFR-User. I
ned'primarily for DFR-Documents which are declared to be Versions (in the sense of DFR Verg

mal

hagement as described in 6.3.6); but it can also be used for any other DFR-Document. It can 4

Fmation. The resource limit includes the space required to store content (if a Document), the DHR-
Obj¢ct-Tree (if a DFR-Group) and any associated attributes.

5 attribute contains information for accounting purposes based, on-resources used during some
period of time, for example the actual amount used for the storage of the DFR-Object in the DS. The
seuIa)mtics of the integer value is implementation specific. The’ resource used includes the space
reqliired to store content (the DFR-Object-Tree in the caseyef a DFR-Group) and any associa

attributes.

ted

t is
ion
Iso

appear in a DFR-Reference to a DFR-Document, normally as a copy of the corresponding attribute of
the Referent. In the case of an ODA-Document the value of this attribute can be taken by the DFR-
User from the ”ODA Document Profile”.

version-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
:: = id-att-version-name
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9.2.14 DFR-Previous-Versions

This is a multi-valued attribute. It is defined only for DFR-Documents (see also 6.3.6). It is assigned by
the DFR-User when the document is declared a new Version (in a Create or Modify abstract
operation). It can then be modified by the DFR-Server provided that the DFR-Document has not yet
become a previous Version for some other new Version(s); after that it cannot be modified. It is updated

au
op¢
wh
op¢

9.2

Thi
th

a ]
exj
wh

opA

pration). When the value of this attribute is read by the DFR-User, only those DFR-Docuihén
ich this DFR-User has at least read access right are included in the result of a DFR abst
pration.

dfr- previous-versions ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
MATCHES FOR EQUALITY
MULTIVALUE
= id-att-dfr-previous-versions

.15 DFR-Next-Versions

s is a multi-valued attribute. It is defined only for DFR-Doe¢uments (see also 6.3.6). It is update
DFR-Server each time a new Version is declared having this DFR-Document as its prev
arsion (in a Create or Modify abstract operation), or when such an existing Version is discarded

plicitly. When the value of this attribute is readiby the DFR-User, only those DFR-Documen
ich this DFR-User has at least read access.right are included in the result of a DFR abst
bration.

dfr-next-versions ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrUniquePermanentidentifier
MATCHES FOR EQUALITY
MULTIVALUE
= id-att-dfr-next-versions

.16 DFR-Version-Root

s attribute is defined and has the same value for all DFR-Documents which are declared Versior]

fomatically if any specified previous Version disappears (by means of a Delete or Modify absttr'act

Pelete or Modify abstract operation). The DFR-Usger is prohibited from modifying this attrlﬂmte

s to
ract

i by
ous
(by

s to
ract

Versmn Root attrlbute remains valld even when the ° or1g1na1 versmn” bearmg the UPI whxch is the
value, has been deleted.
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dfr-version-root ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrUniquePermanentldentifier
MATCHES FOR EQUALITY
SINGLE VALUE
= id-att-dfr-version-root
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9.2.17 DFR-External-Location

This Attribute contains a user specified description of the location of an object stored outside any DFR-
Document-Store.

dfr-external-location ATTRIBUTE

UTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-dfr-external-location

9.2.18 User-Reference

This|attribute contains an identifier for this DFR-Object. In the case of an ODA-Ddeument the value|of
this jattribute can be taken by the DFR-User from the "ODA Document Profile”. The attributes User-
Reference and User-References-To-Other-Objects can be used to establish:usér references between
DFR-Objects stored in a DFR-Document-Store. That is, the value of the aftnibute User-Reference if a
DFR-User specific identifier for a DFR-Object; this identifier can be.stored in the attribute Usgr-
Refefrences-To-Other-Objects. If later a value of the attribute User:References-To-Other-Objects |is
used for example in a Search abstract operation, the Referent willdbe identified.

ser-reference ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-user-reference

9.2.19 User-References-To-Other-Objects

Thig attribute contains references to other!DFR-Objects. In the case of an ODA-Document the value|of
this jattribute can be taken by the DFR-User from the "ODA Document Profile”. The attributes Usér-
Refgrence and User-References-To-Other-Objects can be used to establish DFR-User references
between DFR-Objects stored in_a& DFR-Document-Store. That is, the value of the attribute Usgr-
Reference is a DFR-User specific identifier for a DFR-Object; this identifier can be stored in the
attr;bute User-References-To-Other-Objects. If later a value of the attribute User-References-To-

Oth¢r-Objects is used for example in a Search abstract operation the Referent will be identified. The
attribute User-References-To-Other-Objects can contain one or many references to other objects.

wiser-reference-to-other-objects ATTRIBUTE
WITHATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE

= id-att-user-reference-to-other-objects

9.2.20 DFR-Atiributes-Create-Date-And-Time

This attribute contains the date and time when the mandatory attributes of this DFR-Object were
stored in a DFR-Document-Store. A DFR-Server sets it to the current date and time during the Create
abstract operation.

dfr-attributes-create-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-dfr-attributes-create-date-and-time
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9.2.21 DFR-Content-Create-Date-And-Time

This attribute contains the date and time when the DFR-Content of this DFR-Object was stored in a
DFR-Document-Store. A DFR-Server will set it to the current date and time when the DFR-Content of
this DFR-Object is created.

9.2122 DFR-Created-By

Th
DF

9.2

Th

Su
att

9.2

Th

Su

inf DFR-Document-Store. When a DFR-Object is created, this attribute is set to the current ti
S

[dfr-content-create-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE

:: = id-att-dfr-content-create-date-and-time

s attribute identifies the DFR-User which created this DFR-Object; it is(not modified when
R-Object is moved. It can only be read by a DFR-User having at least extended-read access right.

dfr-created-by ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-dfr-created-by

123 DFR-Attributes-Modify-Date-And-Timé

FR-Document-Store. When a DFR-Object\is created, this attribute is set to the current ti
sequently, the DFR-Server maintains, the attribute. This attribute is not updated when th
ributes described in table 3 as being modified or deleted by the DFR-Server are modified or deletd
dfr-attributes-modify-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX\generalizedTimeSyntax

SINGLE VALUE
:: = id-att-dfr-attributes-modify-date-and-time

124 DFR-Content-Modify-Date-And-Time
s attribute contains the date and time when the DFR-Content of this DFR-Object was last modif
equently; the DFR-Server maintains the attribute.

dfr-content-modify-date-and-time ATTRIBUTE

the

s attribute contains the date and time when the'Attributes of this DFR-Object were last modified in

me.
ose
d.

ied
me.

——WHTHATTRIBUTE-SYNTAX genreratized Fime Symtax
SINGLE VALUE

:: = id-att-dfr-content-modify-date-and-time

9.2.25 DFR-Attributes-Modified-By

This attribute identifies the DFR-User which has most recently modified the DFR-Attributes of that
DFR-Object. It can only be read by a DFR-User having at least extended-read access rights.
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dfr-attributes-modified-by ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-dfr-attributes-modified-by

9.2.26 DFR-Content-Modified-By

This

DFR-Object. It can only be read by a DFR-User having at least extended-read access rights.

9.2.27 Document-Date-And-Time

ifr-content-modified-by ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-dfr-content-modified-by

Thig attribute specifies the date and time that the DFR-Userjassociates with the DFR-Document

with

DFR-User from the 7ODA Document Profile”.

9.2

Thi

Hocument-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLF VALUE

:: = id-att-document-date-and-time

D8 DFR-Reservation

attribute indicates whether-this DFR-Object is reserved or not. This attribute is associated w

each DFR-Object.

9.2.

dfr-reservation ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Reservation
MATCHES FOR EQUALITY ORDERING
SINGLE'VALUE

7= id-att-dfr-reservation

P9 DFR-Reserved-By

attribute identifies the DFR-User which has most recently modified the DFR-Content of that

or

a DFR-Reference. In the case of an ODA-Document the value of this attribute can be taken by fhe

ith

This attribute identifies the security subject on whose behalf the DFR-User has reserved this DFR-
Object. It is absent when the DFR-Object is not reserved. It can only be read by a DFR-User having at
least extended-read access rights.

dfr-reserved-by ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DistinguishedName
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-dfr-reserved-by
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9.2.30 DFR-Access-List

This attribute identifies the security subjects allowed to access this DFR-Object specifying for each of
them their respective access rights. The complete values of the DFR-Access-List attribute are visible to
DFR-Users having at least extended-read access rights to this DFR-Object; it can be modified only by
DFR-Users having the owner access rights for this DFR-Object. A DFR-User having only read access
rightsto the DFR-Object can only read its own access rights {rom this attribute. This attribute is part
of the DFR security mechanism that is described in 6.3.8.

dfr-access-list ATTRIBUTE
WITH ATTRIBUTE-SYNTAX DfrAccessListElement
MATCHES FOR EQUALITY
MULTIVALUE
i1 = id-att-dfr-access-list
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valde of this attribute can be taken by the DFR-User from the “"ODA Document Profile”.

9.3.2 Subject

Thi$ attribute contains information to indicate the subject of a DFR-Qbjéct. In the case of an OL
Doclument the value of this attribute can be taken by the DFR-User frém'the ZODA Document Profilg”.

9.3.8 Document -Type

Thip attribute specifies the type of document;e.g. memorandum, letter, report, resource. This attrib
spe¢ifies only an informal name; it does “not specify a relation to a particular document cl
des¢ription. In the case of an ODA-Document the value of this attribute can be taken by the DFR-U
froth the "ODA Document Profile”.

9.34 Document-Architecture-Class

Thip attribute’specifies the document architecture class used in the document. In the case of an Ol
Dodumentrthe value of this attribute can be taken by the DFR-User from the "ODA Document Profilg

ISO/IEC10166-1:1991(E)

DFR-Extension-Attribute-Set

9.3.1 Other-Titles

DERER_Ols ON-A

pther-titles ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
:: = id-att-other-titles

[subject ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-subject

document-type ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE

:: = id-att-document-type

he

A-

1te
hSS
ser

DA -

»

dotumrent=architecture=class ATTRIBUTE

WITH ATTRIBUTE-SYNTAX DocumentArchitectureClass
MATCHES FOR EQUALITY ORDERING

SINGLE VALUE

:: = id-att-document-architecture-class
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9.3.5 Keywords

This attribute specifies one or more character strings that permit logical associations to be made about
the content of a DFR-Object. In the case of an ODA-Document the value of this attribute can be taken
by the DFR-User from the ”ODA Document Profile”.

9.3

Th

keywords ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
:: = id-att-keywords

6 Creation-Date-And-Time

s attribute specifies the date and, optionally, the time of day when the dociment was created. In

the

case of an ODA-Document the value of this attribute can be taken by the\DFR-User from the "ODA

Do

9.3

Th
pur
be

rument Profile”.

creation-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-creation-date-and-time

7 Purge-Date-And-Time

ged from the DFR-Document-Store. In the ¢ase of an ODA-Document the value of this attribute
Laken by the DFR-User from the ?ODA Dgcument Profile”.

purge-date-and-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax
SINGLE VALUE
:: = id-att-purge-date-and-time

9.38 Revision-Date-And-Time

Th
ocd
fro|

m the "ODA'Document Profile”.

revision-date-and-time ATTRIBUTE

WITH ATTRIBUTE-SYNTAX generalizedTimeSyntax

s attribute specifies the date and, optionally,&he time of day after which the DFR-Document can be

can

s attribute speeifies the date and, optionally, the time of day on which a revision of this DFR-Object
urred. In thelease of an ODA-Document the value of this attribute can be taken by the DFR-User

9.3.

SINGLE VALUE
:: = id-att-revision-date-and-time

9 Organizations

This attribute identifies the originating organization(s) associated with the document. In the case of an
ODA-Document the value of this attribute can be taken by the DFR-User from the ODA Document
Profile”.
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9.3.10 ___ Preparers

This

9.3.11 Owners

This

9.3.12 Authors

This| attribute identifies the‘name(s) of the person(s) and/or organization(s) responsible for t
preppration of the intellectual¥content of the document. In the case of an ODA-Document the value

ISO/IEC 10166-1:1991(E)

organizations ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
:: = id-att-organizations

dreparers ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTIVALUE

1 = id-att-preparers

gqwners ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTI VALUE

:: = id-att-owners

httribute can be takenby the DFR-User from the "7ODA Document Profile”.

duthors ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Person
MATCHES FOR EQUALITY SUBSTRINGS
MULTI VALUE

': = id-att-authors

attribute identifies the name(s) of the person(s) and/or organization(s) responsible for the physidal
prepfiration of the document. In the case of an ODA-Document the value of this attribute can’'be takgn
by tHe DFR-User from the "ODA Document Profile”.

attribute identifies the name(s) of the person(s) and/or organization(s) responsible for the content
of the document. In the case of an ODA-Document the valueof this attribute can be taken by the DFR-
User from the "ODA Document Profile”.

he
of

9.3.13 Status

This attribute specifies the document status, e.g. working paper, draft proposal. In the case of an OD
Document the value of this attribute can be taken by the DFR-User from the “ODA Document Profile

status ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
SINGLE VALUE
1 = id-att-status

A-

”»

91


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

9.3.14 User-Specific-Codes

This attribute specifies additional user-specific code(s) for a DFR-Object, e.g. contract number, project
number, budget. In the case of an ODA-Document the value of this attribute can be taken by the DFR-
User from the "ODA Document Profile”.

©

This attribute specifies reference(s) to document(s) superseded by the current document. In the cas
an|ODA-Document the value of this attribute can be taken by the DFR-User from the “ODA Docum
Profile”.

9.3.16 Number-Of-Pages

Th|
thg case of an ODA-Document the value of this\attribute can be taken by the DFR-User from the "

Do

9.3.17 Languages

Th

cay

Do

315 Superseded-Documents

[user-specific-codes ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
= id-att-user-specific-codes

superseded-documents ATTRIBUTE
WITH ATTRIBUTE-SYNTAX caselgnoreStringSyntax
MULTI VALUE
= id-att-superseded-documents

Is attribute specifies the number of pages in the'Specific layout structure (if any) of the document
cument Profile”.

number-of-pages ATTRIBUTE
WITH ATTRIBUTE-SYNTAX integerSyntax
MATCHES FOR EQUALITY(QRDERING
SINGLE VALUE
= id-att-number-of-pages

s attribute specifies the primary language(s) in which the content of the document is written. In
e of an ODA=Document the value of this attribute can be taken by the DFR-User from the 7O
cument Profile”.

languages ATTRIBUTE

92
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MULTI VALUE
= id-att-languages
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9.4 DFR Attribute Syntaxes

The following attribute syntaxes are used in the preceding attribute definitions.

9.4.1 String Attribute Syntaxes

I th 4 - orel ottt ] tlaa£oll + Aael 4+ +£5 4.
n EOYIITaAATS SPCUHICUTIT UL CTATUS T UITCTOTIU W IITE S Pat TS dI T T TR AT UCTU a S TIU T S TR IITIC AL TU.

- lpading spaces (i.e., those preceding the first printing character);

- trailing spaces (i.e., those following the last printing character);

'
—

hultiple consecutive internal spaces (these are taken as equivalent to a single space(character).

Attributes conforming to these syntaxes shall be stored and matched in a form which omits tho
spaces which are not significant according to these rules.

T
®

9.4.1.1 Case Ignore String

The Case Ignore String attribute syntax is intended for attributes whose values are strings (either T.61
Strirjgs or Printable Strings), but where the case (upper or lowetr) is not significant for comparis¢n
purppses (e.g. ’Dundee” and "DUNDEE” match).

daselgnoreStringSyntax ATTRIBUTE-SYNTAX

CharacterData -- definition see 8.1.4 --
MATCHES FOR EQUALITY SUBSTRINGS

:: = {id-dfr-att-syn 4}

For two strings having this syntax to match-for equality, the strings shall be the same-length and
corrg¢sponding characters shall be the same except for case. Two strings of the same or of different types
can pe compared. For example a Printdble String can be compared with a T.61 String: where the
corr¢sponding characters are both in(the Printable String character set and in the T.61 String, then
comF\rison proceeds as normal. However if the character in T.61 String is not in the Printable String

charpcter set then matching fails. Similar rules apply when comparing a Graphic String with|a
Printable String, a T.61 Stringer a General String.
9.4.1.2 Case IgnorelList

The [Case Ignore Listattribute syntax is intended for attributes whose values are sequences of strings
but Where the casé.(upper or lower) is not significant for comparison purposes.

daselgnoretistSyntax ATTRIBUTE-SYNTAX
SEQUENCE OF
CharacterData -- definition see 8.1.4 --
MATCHES FOR EQUALITY SUBSTRINGS
:: = {id-dfr-att-syn 5}

Two Case Ignore Lists match for equality if and only if the number of strings in each is the same, and
corresponding strings match. The latter matching is as for Case Ignore String attribute syntax.
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9.4.2 Miscellaneous Attribute Syntaxes

9.4.2.1 Boolean

The Boolean attribute syntax is intended for attributes whose values are boolean (i.e., represent true or

fal

se).

Tw

9.4

booleanSyntax ATTRIBUTE-SYNTAX
BOOLEAN
MATCHES FOR EQUALITY
1 = {id-dfr-att-syn 2}

o attribute values of this syntax match for equality if they are both true or both falsé-

2.2 Integer

Thie Integer attribute syntax is intended for attributes the values of whichrare integers.

Tw
for]

9.4

integerSyntax ATTRIBUTE-SYNTAX
INTEGER
MATCHES FOR EQUALITY ORDERING
:: = {id-dfr-att-syn 1}

o attribute values of this syntax match for equality if the integers are the same. The ordering r
integers apply.

2.3 Generalized Time

Thie GeneralizedTime attribute syntax ig-intended for attributes the values of which repre

ab

Tw
is

9.4

solute time.

generalizedTimeSyntax ATTRIBUTE-SYNTAX
GeneralizedTime
MATCHES FOR EQUALITY ORDERING
:: = {id-dfr-att-syn 3}

onsidered ”lessthian a later time.

2.4 Person

Thie Person attribute syntax is intended for attributes whose value represent a person.

94

o attribute values'of-this syntax match for equality if they represent the same time. An earlier tji

iles

ent

Lme

|_Parson—: ::lel:llr: {
surname [0] IMPLICIT CharacterData OPTIONAL,
givenname [1] IMPLICIT CharacterData OPTIONAL,
initials [2] IMPLICIT CharacterData OPTIONAL,
title [3] IMPLICIT CharacterData OPTIONAL,
organization [4] IMPLICIT CharacterData OPTIONAL }
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Section 4 : DFR Realization

10

Thig clause specifies how a DFR-Server supplies the DFR abstract service. It covers the supplycef't
Create, Delete, Copy, Move, Read, Modify, List, Search, Reserve, and Abandon, 4bstrg
operptions (the description of the operations is in clause 8).

The

DFR port supplier (the DFR-Server) and the DFR port consumer (the DFR-User).

The
the

Not

10.1{ Performance of the Create abstract operation

When the DFR-Server receives a Create abstract operation from the DFR-User it performs t
following steps:

10.2( Performancéef the Delete abstract operation

Wheh the DFR-Server receives a Delete abstract operation from the DFR-User it performs t}
following steps:

Supply of the DFR Abstract Service

E)

supply of the DFR port abstract-services assumes that an abstract-association exists between t

DFR-User can have more than one abstract operation outstanding, that is’parallel performance
dbstract operations can take place.

all error cases are described.

S

4) checks that the DFR-User has the access rights‘as required;

B) creates a new DFR-Entry in the DFR-Document-Store placing the new DFR-Object in t
ppointed DFR-Group;

o0

d) establishes the DFR-Attribute-values for the new DFR-Object as appropriate;
q) establishes the value of the;!DFR-Content of the new DFR-Object as appropriate;

d) returns the Create résult to the DFR-User.

q) «hecks that the DFR-User has the access rights as required,;

of

e

b) deletes the DFR-Entry removing the DFR-Object from its parent DFR-Group;

¢) returns the Delete result to the DFR-User.

10.3  Performance of the Copy abstract operation

When the DFR-Server receives a Copy abstract operation from the DFR-User it performs the
following steps:
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a) checks that the DFR-User has the access rights as required;

b) creates a new DFR-Entry in the destination DFR-Group;

c) copies the values of the DFR-Attributes and the DFR-Content of the appointed DFR-Object(s)

as appropriate;

d) updates the DFR-Attributes of the destination DFR-Object as appropriate;

e) returns the Copy result to the DFR-User.

104  Performance of the Move abstract operation

When the DFR-Server receives a Move abstract operation from the DFR=User it performs
following steps:

10,

a) checks that the DFR-User has the access rights as required;
b) creates a new DFR-Entry in the destination DFR-Group;

c¢) changes the membership of the appointed DFR-Okject from the source DFR-Group to
destination DFR-Group;

d) updates the DFR-Attributes of both the source-and destination as appropriate;

e) returnsthe Move result to the DFR-User;

5 Performance of the Read abstract'operation

When the DFR-Server receives a(Read abstract operation from the DFR-User it performs

fol

10,

owing steps:
a) checks that the DFR-User has the access rights as required;

b) returns the values of the DFR-Attribute(s) and/or the DFR-Content of the appointed D
Object as appropriate to the DFR-User.

6 Performance of the Modify abstract operation

When the \DFR-Server receives a Modify abstract operation from the DFR-User it performs

fol

96

owing steps:

the

the

the

the

a) checks that the DFR-User has the access rights as required;

b) modifies the DFR-Attribute(s) and/or the DFR-Content of the appointed DFR-Object as

appropriate;

c) returns the Modify result to the DFR-User.
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Performance of the List abstract operation

When the DFR-Server receives a List abstract operation from the DFR-User it performs the following
steps:

a) checks that the DFR-User has the access rights as required;

10.8

Whe

10.9 Performance of the Reserve abstract operation

Whg
follg

10.1

Wh¢n the DFR:Server receives an Abandon abstract operation from the DFR-User it performs t
follqwing steps}

b) returns the values of the DFR-Attributes of the Members of the appointed DFR-Group'er |
blements of the appointed DFR-Search-Result-List as appropriate to the DFR-User.

Performance of the Search abstract operation

h) checks that the DFR-User has the access rights as required;
h) searches for the DFR-Objects as specified;
t) stores, if requested, the result of the search in the appointed DFR-Search-Result-List;

1) returns the Search result to the DFR-User.

n the DFR-Server receives a Reserve abstract operation from the DFR-User it performs ¢
wing steps:

h) checks that the DFR-User hagthe access rights as required;
b) changes the reservationdevel of the appointed DFR-Object as appropriate;

) returns the Reserveresult to the DFR-User.

0 Performandeofthe Abandon abstract operation

h) “ehecks that the DFR-User has the access rights as required;

n the DFR-Server receives a Search abstract operation from the DFR-User it performs the
follgwing steps:

he

he

b) abandons the appointed, previously invoked DFR abstract operation as appropriate;

¢) forces the abstract-error Abandoned to be returned for the abstract operation which has been

abandoned.
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11 Port Realization

This clause describes how the Document Filing and Retrieval port of the Document Filing and
Retrieval abstract service is provided.

Th¢ Document Filing and Retrieval port abstract service is realized on a one-to-one basis between abstfact
opgrations defined in this part of ISO/IEC 10166 and the real operations in the Document Filing and Relrigval
Senvice Element (DFRSE) specified in ISO/IEC 10166-2.
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Annex A

(informative)

Overview of Attribute mapping - ODA Document Profile to DFR

Names of attributes in ODA
Document Profile

title

“

Names of attributes in DFR attribute
sets

Other-Title

subject

Subject

document-reference

User-Reference

document-type

Document-Type

keywords

Keywords

document-date-and-time

Document-Date-And-Time

creation-date-and-time

Creation-Date-And-Time

purge-date-and-time

Purge-Date-And-Time

revision-date-and-time

Revision-Date-And-Time

version-number

Version-Name

organizations Organizations
preparers Preparers
owners Owners
authors Authors
status Status

user-specific codes

User-Specific-Codes

superseded-documents

Superseded-Documents

references-to-other-documents

User-References-To-Other-Objects

number-of-pages

Number-Of-Pages

languages

Languages

document-architecture-class

Document-Architecture-Class
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Annex B
(normative)
Formal Assignment of Object Identifiers

All Object Identifiers that this part of ISO/IEC 10166 assigns are formally assigned in this annex using

A equent annexes
'3

THhis annex is definitive for all values except those for ASN.1 modules of this part of ISO/IEC-10]66.
definitive assignments for those occur in the modules themselves.

DFRObjectldentifiers { iso standard 10166 part-1(1) modules (0) object-identifiers(0)}
DEFINITIONS :: =

BEGIN

--PROLOGUE --

-- EXPORTS everything --

ID {: = OBJECT IDENTIFIER
friID :: = { iso standard 10166 part-1(1)}

ategories --

id-hod -- modules -- D :: =\(id-dfr 0}
id- --objects -- ID :2\= {id-dfr 1}
id- -- ports -- 1D:: = {id-dfr 2}
id-difr-oc --object classes -- ID:: = {id-dfr 3}
id-gifr-bas-att --dfr basic attributes -- D :: = {id-dfr 4}
id-dfr-ext-att -- dfr extension attributes-- ID :: = {id-dfr 5}
id-fr-att-syn -- dfr attribute syntaxes"-- ID :: = {id-dfr 6}
-- Modules --

id-nod-object-identifiers ID :: = {id-mod 0}
id-fnod-abstract-service ID:: = {id-mod 1}
id-fnod-basic-attributes ID :: = {id-mod 2}
id-nod-extension-attfibutes ID :: = {id-mod 3}

--Dbjects --

id-gfr-server ID:: = {id-ot0}

id-gfr-user ID:: = {id-ot1}

-- Ports --

id-pt-dfr ID:: = {id-pt 0}

--DFR Object Classes --

id-dfr-document ID :: = {id-dfr-oc 0}

id-dfr-root-group ID :: = {id-dfr-oc 1}

id-dfr-proper-group ID :: = {id-dfr-oc 2}
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id-dfr-reference ID :: = {id-dfr-oc 3}
id-dfr-search-result-list ID :: = {id-dfr-oc4}

-- DFR-Basic-Attributes Identification --

id-dfribasic-attributes ID:: = {id-dfr-bas-att}

-- Aggribute Types --

id-attidfr-upi ID :: = {id-dfr-bas-att 0}
id-attidfr-object-class ID :: = {id-dfr-bas-att 1}
id-attidfr-document-type ID :: = {id-dfr-bas-att 2}
id-atttdfr-title ID :: = {id-dfr-bas-att 3}
id-attidfr-pathname ID :: = {id-dfr-bas-att 4}
id-att{dfr-parent-identification ID :: = {id-dfr-bas-att 5}
id-attjdfr-referent-deleted ID :: = {id-dfr-bas-att 6}
id-attldfr-membership-criteria ID :: = {id-dfr-bas-att 7}
id-atttdfr-ordering ID :: = {id-dfr-bas-att 8}
id-attidfr-resource-limit ID :: = {id-dfr-bas-att9}
id-attidfr-resource-used ID :: = {id-dfr-bas-att 10}
id-atttdfr-number-of-group-members ID :: = {id-dfr-bas-att 11}
id-attlversion-name ID :: = {id-dfrbas-att 12}
id-atttdfr-previous-versions ID :: = {id-dfr-bas-att 13}
id-atttdfr-next-versions ID :: = {id-dfr-bas-att 14}
id-atttdfr-version-root ID ;=\ {id-dfr-bas-att 15}
id-att}dfr-external-location ID: = {id-dfr-bas-att 16}
id-attruser-reference ID :: = {id-dfr-bas-att 17}
id-attruser-reference-to-other-objects ID :: = {id-dfr-bas-att 18}
id-att-dfr-attributes-create-date-and-time ID :: = {id-dfr-bas-att 19}
id-atg-dfr-content-create-date-and-time ID :: = {id-dfr-bas-att 20}
id-atg-dfr-created-by ID :: = {id-dfr-bas-att 21}
id-att-dfr-attributes-modify-date-andstime ID :: = {id-dfr-bas-att 22}
id-at-dfr-content-modify-date-and-time ID :: = {id-dfr-bas-att 23}
id-att-dfr-attributes-modified-by ID :: = {id-dfr-bas-att 24}
id-att-dfr-content-modified-by ID :: = {id-dfr-bas-att 25}
id-atf-document-date-and-time ID :: = {id-dfr-bas-att 26}
id-at{-dfr-reservation ID :: = {id-dfr-bas-att 27}
id-at{-dfr-reserved‘by. ID :: = (id-dfr-bas-att 28}
id-atf-dfr-access-list ID :: = {id-dfr-bas-att 29}

101


https://standardsiso.com/api/?name=b2a1f855ab196f8dbaba20bbacdfa6c8

ISO/IEC10166-1:1991(E)

-- DFR-Extension-Attributes Identification --

id-dfr-extension-attributes

ID:: = {id-dfr-ext-att}

-- Attribute Types --

id-aft-other-titles ID :: = {id-dfr-ext-att 0}
id-att-subject ID :: = {id-dfr-ext-att 1}
id-aft-document-type ID :: = {id-dfr-ext-att 2}
id-att-document-architecture-class ID :: = {id-dfr-ext-att 3}
id-att-keywords ID :: = {id-dfr-ext-att 4}
id-aft-creation-date-and-time ID :: = {id-dfr-ext-att 5}
id-att-purge-date-and-time ID :: = {id-dfr-ext-att 6}
id-att-revision-date-and-time ID :: = {id-dfr-ext-att 7}
id-aft-organizations ID :: = {id-dfr-ext-att 8}
id-aft-preparers ID :: = {id-dfr-ext-att 9}
id-att-owners ID :: = {id-dfr-ext-att 16}
id-att-authors ID :: = {id-dfr-ext-att 11}
id-aft-status ID :: = {id-dfr-ext-att12}
id-att-user-specific-codes ID :: = {id-dfr-ext-att'13}
id-att-superseded-documents ID :: = {id-dfr-ext-att 14}
id-att-number-of-pages ID :: = {id-dfr-ext-att 15}
id-att-languages ID :: = {id‘dfr-ext-att 16}
-- Attribute Syntaxes --

id-dfr-att-syn-int ID :: = {id-dfr-att-syn 1}
id-dfr-att-syn-bool ID :: = {id-dfr-att-syn 2}
id-dfr-att-syn-gen-time ID :: = {id-dfr-att-syn 3}
id-dfr-att-syn-case-ign ID :: = {id-dfr-att-syn 4}
id-dfr-att-syn-case-ign-list ID :: = {id-dfr-att-syn 5}
END -- of DFR-Object-Identifiers --
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Annex C
(normative)

Formal Definition of the DFR Abstract-service

DFRAbstractService { iso standard 10166 part-1 (1) modules (0) abstract-service (1) }

DEFIN|TIONS IMPLICIT TAGS :: =
BEGIN
--PROLOGUE --
--EXPORTS everything --
IMPORTS

-- Afstract Service macros --

ABSTRACT-BIND, ABSTRACT-ERROR, ABSTRACT-OPERATION, ABSTRACT-UNBIND, OBJECT, PORT
FROM AbstractServiceNotation { joint-iso-ccitt mhs-motis(6) asdc(2) modules(0) notation(1)}

-- Ofject identifiers --

id-dfridocument, id-dfr-root-group, id-dfr-proper-group, id-dfr-reference, id-dfr-search-result-list,
id-dfr{server, id-dfr-user, id-pt-dfr

AROM DFRObijectidentifiers { iso standard 10166 part-1,(1)modules (0) object-identifiers (0)}

-- O8I Directory --

Attribjute, AttributeType, AttributeValue, AttributeValueAssertion, DistinguishedName, Filter, Filteritem
AROM InformationFramework { joint-iso-ccitt ds(5) modules(1) informationFramework(1) }

-- Distinguished Object Reference):-

DOR,J(equested-QoS-level
ROM DOR-definition {joint-iso-ccitt dor(11) reference-definition (0)}

--Inpoke-Id --

InvokieIDType
FROM Rentote-Operations-APDUs { joint-iso-ccitt remote Operations (4) apdus (1) };
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--DFR ABSTRACT OBJECTS --

dfr-server OBJECT
PORTS { dfr-port [S]}

:: = id-dfr-server

dfr-user OBJECT
PORTS { dfr-port [C] }
:: = id-dfr-user

-- Rort types --

Dfr| PORT

CONSUMER INVOKES {
Create,
Delete,
Copy.
Move,
Read,
Modify,
List,
Search,
Reserve,
Abandon }

SUPPLIER INVOKES { }

1= id-pt-dfr

--$PECIFICATION OF DFR-OBJECT DATATYPES --

‘DfrPbjectClass :: = ENUMERATED {

dfr-document (0),
dfr-root-group (1),
dfr-proper-group (2),
dfr-reference (3).

dfr-search-result-list (4) }
DfrEntry :: = SEQUENCE {

attribates [0] DfrEntryAttributes,
content [1] DfrObjectContent }

DfrEntryAttributes :: = SET OF Attribute

DfrObjéctContent :: = CHOICE {

document-content [0] DfrDocumentContent,
root-group-content [1] DfrGroupContent,
proper-group-content [2] DfrGroupContent,
reference-content [3] DfrReferenceContent,
search-result-list-content [4] DfrSearchResultListContent }

DfrUniquePermanentidentifier :: = OCTET STRING
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