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ISO (the
national H
wide stand
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[nternational Organization for Standardization) and IEC (the Inter-
lectrotechnical Commission) form the specialized system for world-
ardization. National bodies that are members of ISO or IEC participate
elopment of International Standards through technical committees

establishe:

by the respective organization to deal with particular fields of

technical fctivity. ISO and IEC technical committees collaborate in fields of
mutual irterest. Other international organizations, governmental and non-

governme

In the fie
technical
the joint t
cation as
national b

tal, in liaison with ISO and IEC, also take part in the work.

d of information technology, ISO and IEC have established a_joint
ommittee, ISO/IEC JTC 1. Draft International Standards adopted by
echnical committee are circulated-to national bodies for voting:*Publi-
an International Standard requires approval by at least 75% of the
pdies casting a vote.

International Standard ISO/IEC 10165-1 was prepared by Jeint Technical Com-

mittee IS(
The identi

ISO/IEC
mation ted
informatio

- Part 1
- Part 2
- Part 4
- Part §

- Part
staten

D/IEC JTC 1, Information technology, in collaboration with CCITT.
cal text is published as CCITT Recommendation X.720.

0165 consists of the following parts;wunder the general title Infor-
hnology — Open Systems Interconnection — Structure of management
n:

: Management information(model

: Definition of management information

: Guidelines for thedefinition of managed objects
: Generic management information

6: Requiremients and guidelines for implementation conformance
ent proformas associated with management information
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Introduction

ISO/IEC 10165 is a multipart standard developed according to ISO
ISO/IEC 7498-4. ISO/IEC 10165 is related to the following Internatiq
dards:

ISO/IEC 9595:1990, Information technology— Open Systems Interc|
- Common management information service definition;

ISO/IEC 9596:1990, Information‘technology - Open Systems Interc
- Common management information protocol;

ISO/IEC 10040:1992, Information technology - Open Systems Int
tion - Systems management overview;

ISO/IEC 101651992, Information technology - Open Systems Int
tion - Structure of management information.
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INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

STRUCTURE OF MANAGEMENT INFORMATION:
MANAGEMENT INFORMATION MODEL

1

This R
OSIM
that cd
Overv
of the

Scope

ecommendation | International Standard is one of the set of Recommendations | International Standards for

anagement Information Service (MIS). It defines the Information Model of managed objects and their attril

ew CCITT Rec. X.701 | ISO/IEC 10040, thus providing the modelling concepts necessary for the develop
pther systems management Recommendations | International Standards. It alse defines the principles of n

rresponds to the Information aspects of the systems management model introduced/in the Systems Manang::\ent

This
accor:
terms

manai: objects and attributes.

ecommendation | International Standard defines the logical structufe’ of systems management informatiof
ce with CCITT Rec. X.700 | ISO 7498-4 and X.701 | ISO/TEC 10040 management information is structure
bf managed objects, their attributes, the management operations that can be performed upon them, ang

notifi

constifutes that open system’s management information base (MIB).

This Recommendation | International Standard defines the concepts of managed objects in the Information Model
prescribes the principles for naming the managed objects and their attributes so that they may be identified in

tions that they can emit. The set of managed objects Gn)an open system, together with their attrib

the
utes

ent
ing

1. In
d in

the
ntes,

and
and

accesspd by management protocols. This Recommendation | International Standard also describes the concept of

managed object classes and the relationships into.which managed objects and managed object classes can e

includ

This ]jecommendation | International Standard applies to all definitions of managed objects and their attributes fo

purpos

when d

2

The fq
this te
indica
this Re

ng: inheritance, specialization, allomorphism and containment.

es of systems management.

efined, can also use this Recommendation | International Standard.

Normativereferences

llowing CCIFT Recommendations and International Standards contain provisions which, through referen
t, constithite) provisions of this Recommendation | International Standard. At the time of publication, the edi
ed were valid. All Recommendations and Standards are subject to revision, and parties to agreements base]
fcommendation | International Standard are encouraged to investigate the possibility of applying the most r

nter,

r the

NOTE - Although this Recommendation | International Standard applies to systems management, layer managerent,

e in
ions
d on
cent

editior

s of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currd

valid International Standards. The CCITT Secretariat maintains a list of currently valid CCITT Recommendations.

2.1

Identical Recommendations | International Standards

pntly

—  CCITT Recommendation X.701 (1992) | ISO/IEC 10040:1992, Information technology — Open Systems

Interconnection — Systems management overview.

- CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open
Systems Interconnection — Structure of management information: Guidelines for the definition of

management objects.

- CCITT Recommendation X.734 (1992) | ISO/IEC 10164-5:1993, Information technology — Open

Systems Interconnection — Systems Management — Event report management function.

CCITT Rec. X.720 (1992 E)

1
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2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.200 (1988), Reference Model of Open Systems Interconnection for CCITT

Applications.

ISO 7498:1984, Information processing systems — Open Systems Interconnection — Basic Refe
Model.

CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

rence

ISO/IEC 8824:1990, Information technology — Open Systems Interconnection — Specification of Abstract

Syntax Notation One (ASN.1).

CCITT Recommendation X.700 (1992), Management Framework Definition for Open Systems

2.3 Additional references

3 Definitions

" For tTe purposes of this Recommendation | International Standard, the following definitions apply.

Load e LOCI) L VaVal u sl Ls. .
ITUCTreunnecitvn (UVot) jur Il 1 pprttuiitvris.

ISOMEC 7498-4:1989, Information processing systems — Open Systems Interconnection-'>
Reference Model — Part 4: Management framework.

CCITT Recommendation X.710 (1991), Common Management Information Service¢ Definitio
CCITT Applications.

ISO/IEC 9595:1991, Information technology — Open Systems Interconnection < Common manag
information service definition.

CCITT Recommendation X.711 (1991), Common Management Information Protocol Specificatid
CCITT applications.

ISO/IEC 9596-1:1991, Information technology — Open Systems dnterconnection — Common manag
information protocol — Part 1: Specification.

CCITT Recommendation X.800 (1991), Security Architectire for CCITT Applications.

ISO 7498-2:1989, Information processing systems.~)Open Systems Interconnection — Basic Refe
Model — Part 2: Security architecture.

CCITT Recommendation X.501 (1988), The\Directory — Models.

ISO/IEC 9594-2:1990, Information technology — Open Systems Interconnection — The Direct
Part 2: Models.

CCITT Recommendation X.511-(1988), The Directory — Abstract Service Definition.

ISO/MIEC 9594-3:1990, Information technology — Open Systems Interconnection — The Direct
Part 3: Abstract service\definition.

ISO/MIEC 7498-3:1989, Information processing systems — Open Systems Interconnection —
Reference’Model — Part 3: Naming and addressing.

Basic

n for

bment

n for

ement

rence

Basic

3.1 Basic reference model definitions

This Recommendation | International Standard makes use of the following terms defined in the OSI Basic Reference
Model, CCITT Rec. X.200 | ISO 7498.

a)
b)
)
d)
e)

open system;

systems management;
(N)-entity;

(N)-layer;
(N)-protocol.

2 CCITT Rec. X.720 (1992 E)
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3.2 Management framework definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.700 |
ISO 7498-4.

a) management information base;

b) managed object.

33 Systems management overview definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.701 |
ISO/IEC 10040.

a) agent;

b) manager;
¢) notification;
d) managed object class;

e) (systems management) operation.

34 Common management information service definitions

This Recommendation | International Standard makes use of the following terms, defined in CCITT Rec. X.J10 |
ISO/MEC 9595.

a) attribute;
b) set-valued attribute.

3.5 Abstract Syntax Notation One definitions

This Recommendation | International Standard makes use, of the following terms defined in CCITT Rec. X.219 |
ISO/MKEC 8824.

type

3.6 Guidelines for the definition of managed objects definitions

This Recommendation | International ‘Standard makes use of the following terms defined in CCITT Rec. X.122 |
ISO/TEC 10165-4.

template

3.7 Security architecture definitions

This Recommendation | International Standard uses the following terms defined in CCITT Rec. X.800 | ISO 7498-D.
a) access control;

b) \'security policy.

3.8 Additional definitions

38.1  action: An operation on a managed object, the semantics of which are defined as part of the managed object
class definition.

3.8.2 actual class: The managed object class of which a managed object is an instance, as distinct from an
allomorphic class of that managed object.

3.8.3 allomorphic class (of a managed object): A class, other than the managed object’s actual class, which a
managed object can be managed as, using allomorphism.

3.8.4 allomorphism: The ability of a managed object that is an instance of a given class to be managed as an
instance of one or more other managed object classes.

CCITT Rec. X.720 (1992 E) 3
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3.8.5 attribute group: A group of attributes which have been assigned a single identifier for ease of access.

3.8.6 attribute identifier: An identifier used to distinguish an attribute of a managed object class from all other
attributes.

3.8.7 attribute type: A named definition of a specific kind of attribute, including definitions of its syntax (type)
and semantics. An attribute is an instance of an attribute type.

3.8.8 attribute value assertion: A statement, which may be true or false, concerning the value of an attribute.
3.89 attribute value set: A set of values, members of which are valid values of an attribute.

3.8.10 behaviour:

The way in which managed objects, name bindings, attributes, notifications and actions interact
with the-actual-resou 3 aq he

3.8.12 conditional package: A package which is present in a given managed object if the condition given|in its
ged object class definition is satisfied.

containment: A structuring relationship for managed objects in which the existence of a managed object is

distinguished name: The name of an object formed from the sequence of ‘the RDNs of the object and ejch of
perior objects.

3.8.15 encapsulation: A relation between a managed object and its attfibutes and behaviour, which represents the
propgrty that attributes and behaviour may be observed only through management operations on the managed object or

inheritance hierarchy: A hierarchical arrangement of managed object classes where the hierarghy is
anized on the basis of the class specialization.

3.8.18 initial value managed object: A managed object that serves as a source for the derivation of initial vales of

3.8.2) managed object boundary: The conceptual location where aspects of an underlying resource are jmade

mandatory package: A package which must be present in all instances of a given managed object clasq.

3.8.22 multiple inheritance: A conceptual mechanism that allows a subclass to acquire attributes, notificqtions,
dtions and behaviour from more than one superclass.

3.8.23 namebinding: A relation between object classes which specifies that an object of one identified clas may
be the superior of an object of another named class. A name binding definition also includes other information fabout
the rglation, and may be defined to also apply to subclasses of the superior or the subordinate class or both.

3.8.24 npaming schema: A collection of name bindings.

3.8.25 naming tree: A hierarchical arrangement of objects where the hierarchy is organized on the basis of the
name binding relationship. An object used to name another managed object is higher in the hierarchy than the named
object. The naming object is referred to as the superior of the named object, which is referred to as the subordinate.

3.8.26 package: A collection of attributes, notifications, operations and/or behaviour which is treated as a single
module in the specification of a managed object class. Packages may be specified as being mandatory or conditional
when referenced in a managed object class definition.

3.8.27 parameter: A value of a type which has associated semantics and is associated with an object identifier and
other information where the value of the type may be carried in protocol.

4 CCITT Rec. X.720 (1992 E)
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3.8.28 permitted value set: An attribute value set which includes all of the values which an attribute of a specified
attribute type is permitted to take.

3.8.29 relative distinguished name: An attribute value assertion that a particular attribute has a particular value
used to identify one object out of all those immediately subordinate to a given object. It serves as a component of a
distinguished name of an object.

3.8.30 required value set: An attribute value set which includes all of the values which an attribute of a specified
attribute type is required to take.

3.8.31 specialization: The technique of deriving a new managed object class from one or more existing managed
object classes by inheritance and by the addition of new characteristics.

by snecialization
7 r

3.8.3 superclass: A class used in deriving another class by specialization.
3.8.3 superior object: See 3.8.25
3.8.3 subordinate object: See 3.8.25

3.8.3¢ uninstantiable managed object class: A class that is not intended to be instantiated, either by a systems
management operation or by a local operation within the open system.

NOTE - The terms
—  attribute;

attribute value assertion;

relative distinguished name;
—  distinguished name,

are alsp used in the Directory, CCITT X.500 Series | ISO/IEC 9594, and have been deliberately used here in a similar serse in
order tp reflect similarities between the Directory model and the Mamagement information model. However, the use of these ferms
in the fwo models are not identical in their details.

4 Abbreviations

AVA  Attribute value assertion

CMIP Common management information protocol
CMIS Common management information service
GDMO Guidelines for.the definition of managed objects
Id Identifief

IVMO Initial value managed object

MIB Management information base

MIS Management information services

RDN"  Relative distinguished name

SMI Structure of management information

5 Information Model

The purpose of the Information Model is to give structure to the management information conveyed externally by
systems management protocols and to model management aspects of the related resources (e.g. an X.25 protocol
machine). The information model deals with managed objects. Managed objects are abstractions of data processing
and data communications resources (e.g. protocol state machines, connections, and modems) for the purposes of
management. The resources exist independently of their need to be managed. The relationship that exists between the
resource and the managed object as an abstraction of that resource is not modelled in a general way; that is, the precise
properties abstracted and the specific effects of management operations on a resource must be specified as part of the
managed object class specification.

CCITT Rec. X.720 (1992 E) 5
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The distinction between the managed object as visible to management and the resource that it represents for
management purposes may be described by saying that the attributes, operations and notifications are visible to
management at the managed object boundary, whereas the internal functioning of the resource that is represented by
the managed object is not otherwise visible to management. This concept of a managed object boundary has no
implications for implementation, but provides an architectural distinction between the definitions to be developed by
managed object class definers (e.g. layer groups), which are at and inside the boundary, and the definitions and
Recommendations | International Standards of the remainder of systems management, which are at and outside the

boundary.

A managed object class is defined as a collection of packages, each of which is defined to be a collection of attributes,
operations, notifications and related behaviour. Packages are either mandatory or conditional upon some explicitly
stated condition. A managed object is an instance of a managed object class.

In orjler to document the specification of a managed object class and its associated characteristics, a set of templates is
used| The templates used for systems management are specified in CCITT Rec. X.722 | ISO/IEC 10165-4.

The definition of a managed object class, as specified by templates, consists of
— the position of the managed object class in the inheritance hierarchy;
— acollection of mandatory packages of attributes, operations, notifications and-behaviour;

— acollection of conditional packages of attributes, operations, notifications and behaviour, togethel with
the condition under which each package will be present;

—  within the package structure,
the attributes visible at the managed object boundary;
the operations which can be applied to the managed objecCt;
the behaviour exhibited by the managed object;

the notifications which can be emitted by the managed object.

Other templates specify the possible superior objects for instances of a given managed object class, together with the
attribute used for naming (see clause 6) in these circumstances.

Other aspects of the resources represented by a managed object class are not visible to systems management.

A mdnaged object is instantiated according to@set of rules. These rules specify how the class specification, as d¢fined
by mpans of the template, is to be realized(in creating the managed object. The rules are

a) that a managed object, shall support all the attributes, management operations, behaviouf and
notifications specified “in all the mandatory packages and in all the conditional packages ywhose
condition is satisfied;

b) that a managed-Object shall support the name binding, as specified by the appropriate template] with
which it iginstantiated. Instantiation will fail if an unsupported name binding is requested.

Each| managed objéct-is an instance of a class that includes all managed objects that share the same definitipn. A
distirguished name is used to name each managed object unambiguously.

A mgnaged-object exists, from a management point of view, if it has a distinguished name (as defined in 6.3.3) and
supp‘trts the' operations and notifications defined for its class. Otherwise, it does not exist from a management pdint of

view ical counterpart exists

5.1 Managed object concepts using object-oriented design

In the formulation of systems management Recommendations | International Standards, new managed object classes
and functions will be added as needs are identified. The design of systems management, therefore, requires that an
approach be adopted that will allow the Recommendations | International Standards to be standardized in a modular
fashion and provide for extensibility of the protocol and procedures. The information model makes use of object-
oriented design principles because they provide the above capabilities and provide for reuse of pieces of specification.

In the Information model, object-oriented design is applied to the specification of management information as seen in
protocol exchanges by open systems involved in management activities. It need not be applied to system
implementation.

6 CCITT Rec. X.720 (1992 E)
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Object-oriented design is characterized by the definition of objects, where an object is an abstraction of a physical or
logical thing.

NOTE - The term “object” is used in this document when referring to objects in a wider context than OSI management.
The term “managed object” is used to refer to objects that represent resources for the purpose of management.

S.1.1 Encapsulation

A facet of object-oriented design is that of encapsulation. Encapsulation ensures that the integrity of an object is
preserved. This requires that all operations to be performed are accomplished by sending a “message” to the object.
That is, the internal operation of a managed object is not visible at the object boundary unless attributes, operations, or
notifications are defined to expose this information. The definition of the managed object class specifies what
operations can be performed and what consistency constraints are required to maintain the integrity of the managed
object

5.1.2 | Managed object classes and their characteristics

Managed objects that share the same definition are instances of the same managed object class. Different instances{of a
given [class will share the attributes, operations, notifications and behaviour defined in mandatofy. packages of the
class, jand will share those defined in conditional packages to the extent that the instances satisfy the condifions
associated with those packages.

5.1.2.1 Packages

A package is a collection of characteristics, i.e. attributes, notifications, operations“and/or behaviour, which is an
integrgl module of a managed object class definition. Packages are specified asteither mandatory or conditional When
referenced in a managed object definition. A mandatory package must be preserit in all instances of a given manjaged
object|class. A conditional package is a package that shall be present.n,'a managed object for which the explicit
conditjon associated with that package in the managed object class definition is TRUE. The same characteristic jmay
be pregent in more than one package. The condition under which a package is present is related either to the capajility
of the|underlying resource being modelled by the managed object or to the presence or absence of managernent
functigns supported by the managed system. In the case of OSI-standard managed objects (e.g. transport layer promcol
machipe) these packages will model options that have been specified as part of the relevant specification.

Packages have the following properties:
a) only one instance of a given packagé.can exist in a managed object;

b) since only one instance of a package can exist in any managed object, no name bindings are assigngd to
packages;

c) once encapsulated in asmanaged object, the attributes, operations, notifications and behaviour become
an integral part of the.managed object and are accessible only as a part of that managed object;

d) apackage can ngver be instantiated without the managed object that encapsulates it;

e) a package must’be instantiated at the same time as the managed object; instantiation of a package|at a
later timg is-not allowed;

f) packages must be deleted at the same time as the managed object; deletion of a package at an earlier
time)1s not allowed;

g) \Joperations are always performed on managed objects, not on packages.

Since ; ; : : ed that
managed object class the reglstered packages supported by a managed object are 1dent1ﬁed in the Packages attnbute
of the managed object (see clause 7).

' 5.1.2.2 Attributes

Managed objects have attributes. An attribute has an associated value, which can exhibit structure, i.e. it can consist of
a set or sequence of elements. An attribute value assertion (AVA) is a statement, which may be true or false,
concerning the value of an attribute.

The value of an attribute may be observable (at the managed object boundary). The value of an attribute can determine
or reflect the behaviour of the managed object. The value of an attribute is observed or modified by sending a request
to a managed object to read (get) or write (replace) the value. Additional operations are defined for set-valued

CCITT Rec. X.720 (1992 E) 7
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attributes; these are attributes whose value is a set of elements, each of the same data-type. Operations on attributes are
defined to be performed upon the managed object that contains the attributes and not directly upon the attributes. The
managed object is able to enforce constraints on attribute values to ensure internal consistency. The definition of a
managed object class can specify constraints between the values of individual attributes. The operations that can be
performed on a particular attribute are specified in the definition of the managed object class.

Attributes are defined to be in packages, mandatory or conditional. Therefore, attributes defined to be part of
mandatory packages are present in all instances of the managed object class, whereas those defined to be part of
conditional packages are present in those instances that satisfy the conditions associated with the package.

5.1.2.2.1 Attribute value sets

focol.

The S ) OULE d C AICEC %
This $yntax is inherent to the attribute and remains constant for all uses of the attribute.
Within a managed object class specification, the properties of an attribute are further defined in terms of the permitted

valud set and required value set. The permitted value and required value sets specify value restrictions op the
attribfite.

The rpquired value set specifies all values that the attribute is required to be capable of taking\This set may be empty
if no ppecific values are required.

A mapaged object must be capable of replacing the value of the attribute by any one of\the values specified in the set
of required values, subject to behavioural or other constraints, such as access control:

The permitted value set specifies the possible values that the attribute is permitteéd to take.

A m3gnaged object shall not return an attribute value outside the permitted value set in response to an opegation
efting the managed object to read the attribute value. A managed ‘ebject shall reject a request to modify the palue
attribute outside its permitted value set.

variable and the set can be empty. Part of theé definition of a set-valued attribute are the permitted and required values
e cardinality of the set. In addition\to’ the operations that are available for all attribute types, operations are
¢d for set-valued attributes that allow-the addition and removal of elements to and from set-valued attributes.

ibute group provides'a;means of referring to a collection of attributes within a managed object that contains the
colleqtion of attributes. Two types of attribute groups may be defined: fixed and extensible. Whether or not extepsion

A fixgd attribute~group is an attribute group whose set of attributes is defined as part of the initial attribute group
definition and-whose set of attributes may not be changed in any way. For fixed attribute groups, all attributes that are

An exttensible-attsibute—group-is-an-attnbuteproup-to—which-attributes—ear
extensible attribute groups the attributes specified for each extension shall
package as the attribute group or in a mandatory package.

d CS O SP al % . FOI'
er be defined in the same conditional

eith

The individual attributes comprising the group are specified in the definition of the managed object class. An attribute
group has no value of its own. The only operations that are allowed on attribute groups are those which do not require
a value to be specified.

Allowable operations on an attribute group are interpreted as referring to corresponding operations on each individual
attribute included in the attribute group. The operation is applied to the attributes in no particular order.

A managed object class can have more than one attribute group. An individual attribute can be included in more than
one attribute group.

8 CCITT Rec. X.720 (1992 E)
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5.1.2.4 Behaviour

Part of the definition of a managed object class is behaviour.

The behaviour can define

CCIT
objec

5.1.3

One
man
folloy

takes

The

have

other

a) the semantics of the attributes, operations and notifications;
b) the response to management operations being invoked on the managed object;
¢) the circumstances under which notifications will be emitted;
d) dependencies between values of particular attributes, which must be expressed in a way that
account of the possible presence or absence of conditional packages;
e) the effects of relationships on the participating managed objects;
f) consistency constraints on attributes;
g) preconditions that identify the conditions when operations and notifications can be-assumed to
valid meaning;
h) postconditions that identify the results of the processing of a management operation or the emission of a
notification;
i) invariants that are in effect for the entire lifetime of the managed gbject and that describe condjtions
that are true for operation of the managed object;
j)  synchronization properties of the managed object.
T Rec..X.722 | ISO/TEC 10165-4 defines a set of templates that.€an be used to define all aspects of managed
L behaviour.
Specialization and inheritance
anaged object class is specialized from another managed object class by defining it as an extension of the
ed object class. Such an extension is made by’defining further packages that include one or more qf the
ving:
— new management operations;
— new attributes;
— new notifications;
— new behaviour;
—  extensions to-the/characteristics of the original managed object class.
ays in which the-capabilities of a given managed object class can be extended are specified, in detail, in 5.2{2.

A mapaged object class that is specialized from another managed object class is known as a subclass of that clags (its

supe
is an

The

subclass inherits the operations, attributes, notifications, packages and behaviour of the superclass.

class). One inanaged object class, called top, is designated as the ultimate superclass in the class hierarchy] Top
iminstantiable managed object class.

This

Recommendation | International Standard allows only for strict inheritance of characteristics, that is, every instance
of a subclass is compatible with its superclass, according to the rules defined in 5.2.2. Specialization by deleting any of
the superclass characteristics is not allowed.

Multiple inheritance is the ability of a subclass to be specialized from more than one superclass. The subclass inherits
the operations, attributes, notifications, packages and behaviour from more than one superclass.

When a class has multiply inherited the same characteristic from multiple superclasses, then that class is defined as
though that characteristic were inherited from only a single superclass. Specialization shall not introduce
contradictions in the subclass’s definitions.

An example of the inheritance hierarchy, as it might apply to management, is shown in Figure 1.
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Figure 1 — Example of an inheritance hierarchy

5.2 Compatibility and interoperability

5.2.1 Requirements

Therq is a requirement for interoperability between managing and managed systems. There is also a requiremént to
maintain interoperability when either the managed system is enhanced ‘or one or more managed object definition}s are
extended.

The fpllowing are specific interoperability requirements of systéms management for a given managed object:

a) it must be possible to manage a system from another system of equal knowledge of the managed gbject
class definition of a given managed object;

b) it must be possible for a system\to manage another system of less knowledge of the managed dbject
class definition of a given managed object;

c) to the extent feasible, itumust be possible for a system to manage a system of greater knowledge gf the
managed object class-definition of a given managed object. Specifically, it is a requirement that if|none
of the extended capabilities are required, management must be possible as effectively as if the managed
system did not haye them.

5.2.2( Rules for compatibility

This qubclause defines a set of rules that ensure that a managed object that is an instance of one managed object|class
(referfed to as the extended managed object) is compatible with the definition of a second managed object |class
(referfed to-as'the compatible managed object class). These two managed object classes are not necessarily relat¢d by

inherlrance.

These rules are defined for two purposes:

—  for use in the definition of strict inheritance (see 5.1.3);
—  for use in interoperability methods.
5.2.2.1 Additional characteristics

An extended managed object shall include all of the attributes, attribute groups, management operations and
notifications that would be present in an instance of the compatible managed object class instantiated under the same
conditions. Additional attributes, attribute groups, management operations and notifications may be included in an
extended managed object.
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The mandatory packages instantiated in the extended managed object and those defined in the compatible managed
object class definition need not be related, provided that the above rules are satisfied for all characteristics in those
mandatory packages.

An extended managed object shall include all of the conditional packages defined for the compatible managed object
class, for which the conditions for presence are satisfied for the extended managed object.

5.2.2.2 Package conditions

In all cases where the condition for the presence of a conditional package in the compatible managed object class is
true, the condition for the same conditional package in the extended managed object shall also be satisfied. This rule
allows a conditional package in a compatible managed object class to be mandatory in the extended managed object.

5.2.2.3Constraints on the values of attributes

There |are constraints on the values that can be taken by attributes common to the extended managed object-and the
compdtible managed object class. The general condition on each such attribute is that the required value set-defing¢d in
the cojnpatible managed object class definition is a subset of the value set supported by the extended managed object,
which|is in turn a subset of the permitted value set defined for the compatible managed object Class (with equality
permifted in both cases). Thus, the extended managed object supports all values guaranteed for the compatible
managed object class, yet supports no values not permitted in that class.

For nqn-readable attributes only the conditions on the required value sets are relevant.“Conversely, for non-wrifable
attributes only the conditions on the permitted value sets are relevant.

NOTE - Compatibility does not ensure that the initial and default values specifiéd in the compatible managed object
class will be used by the extended managed object.

5.2.2.4 Constraints on attribute groups

An ex(]ensible attribute group in the extended managed object shall include all attributes that are required to be prgsent
according to the definition of the same attribute group in the compatible managed object class and according tg the
conditjons for the packages which include those attributes.

5.2.2.3 Constraints on action and notification parameters present

The fdllowing conditions shall apply to action and notification parameters.
a) Action parameters

For a given action common\to both the compatible managed object class and the extended manpged
object,

— all action parameters defined in the compatible managed object class shall be supported by the
extended managed object;

—  optional ‘parameters shall be supported by the extended managed object that are not defined fof the
compatible managed object class only if the definition of the action in the compatible managed
object class definition allows for additional optional parameters;

—~ parameters that are required by the extended managed object in order to perform the action and| that
are not defined in the compatible managed object class definition, shall be supported only if
defaults are defined in the extended managed object class definition for the case when they are
absent;

— all response parameters defined in the compatible managed object class definition shall be
supported by the extended managed object;

— response parameters that are not defined for the compatible managed object class shall be
supported by the extended managed object only if the definition of the response in the compatible
managed object class allows for additional optional parameters.

b) Notification parameters

For a given notification common to both the extended managed object and the compatible managed
object class,

— all notification parameters defined in the compatible managed object class shall be supported by
the extended managed object;

CCITT Rec. X.720 (1992 E) 11
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— parameters that are not defined in the compatible managed object class definition shall be
supported by the extended managed object only if the definition of the notification in the
compatible class definition allows for additional parameters.

5.2.2.6 Extensions to behaviour definitions

The rule for extension of behaviour definition is that the behaviour definition for the extended managed object class
does not contradict the behaviour of the compatible managed object class.

For partial assurance that such contradictions do not occur, the following rules apply for behaviour of the extended
managed object:

— the extended managed object shall include all the invariants in the compatible managed object class;

gconditions

edobje ratt-be the disjunctive T ; 3
bject class and any new preconditions that apply to the-extended

defined in the compatible managedo
managed object;

— postcondititons in the extended managed object shall be the conjunctive combindtion of the
postconditions defined in the compatible managed object class and any new postcondifions that apply to
the extended managed object.

523 Methods for providing interoperability

Two jmethods for ensuring interoperability are described in 5.2.3.1 and 5.2.3.2. These methods differ primarjly in
whether the agent system or managing system provides the additional capabilities,

5.2.3{1 Interoperability provided by the agent system

Allomhorphism is the ability of a managed object that is an instance of a given class to be managed as a member qf one
or mqre other managed object classes, when this capability is provided\by the agent system.

5.2.3{1.1 Allomorphism for managed object instances

orphism is a property of a managed object. A managed object which supports allomorphism can be managed as
ere an instance of another managed object class ifit is compatible with that managed object class as ddfined

An allomorphic class of a given managed object tay be one of the superclasses of that managed object’s class {n the

5.2.3{1.2 Determination of allomorphic class for operations

A mahaged object which supports allomorphism, may be managed as any of its allomorphic classes. The class that the
managed object is required to bejallomorphic to is made available to the managed object at the managed ¢bject

anaged object responds in accordance with the following general principles:
—  the operation is checked for validity in the allomorphic class;
— theoperation is performed according to the behaviour of the actual class;

—-the responses are generated according to the description of allomorphic behaviour in 5.3.

5.2.3113 Determination of allomorphic class for notifications

When a managed object which supports allomorphism emits a notification it makes available at the managed object
boundary the set of its allomorphic classes for which the notification is defined, in conjunction with the notification. If
the notification is selected for transmission, the agent system determines which of the allomorphic classes, or the
actual class, is to be included in the event report to the manager.

The information content of the event report will be exactly that defined in the managed object class definition for the
managed object that emitted the notification, i.e. it is not modified as a consequence of allomorphism.

5.2.3.2 Interoperability provided by the managing system

In this approach, a managed object always responds according to its actual class definition. The managing system is
required to handle any additional information that it does not understand or expect (e.g. by ignoring this information).
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The compatibility rules in 5.2.2 do not have to be satisfied in order to achieve some level of interoperability. However,
interoperability is improved to the extent that the compatibility rules are satisfied. Specifically, interoperability is
achieved more easily if the manager has knowledge of a class definition that is compatible with a managed object that
it manages. If a manger does not have knowledge of a compatible class, limited interoperability is possible if some of
the characteristics of the relevant managed objects satisfy the compatibility rules.

A specific object identifier is defined in X.722 | ISO/IEC 10165-4 for use in protocol as a managed object class
identifier, with the semantics that it refers to the actual managed object class of the relevant managed object. Use of
this object identifier allows the manager to request that a management operation be performed without specifying the
actual managed object class.

53 Systems management operations

Two kinds of management operations are defined: those which can be sent to a managed object to be applied}o its
attribyites, and those which apply to the managed object as a whole. The operations defined here are thie)\prinpitive
operations visible at the managed object boundary itself. An operation performed on a managed object can su¢ceed
only if the invoking managing system has the access rights necessary to perform this operation; and consisfency
constgaints are not violated.

Consiktency constraints are specified as a part of the behaviour definition of the attribite) or managed object |class
definition. When performance of an operation, e.g. replacing an attribute value, would viQlate a defined constrainf, the
operafion is not performed and a “failure in processing” indication is returned.\This error indication may be
accompanied by “specific error” parameters defined by the managed object class definer.

EXMSEICS of such consistency constraints are relationships that must be maintained between’ values of attrifutes.

Some| instances of operations are confirmed, that is to say they require a,response to be sent to the invoker qf the
operation, indicating success or failure; other operations are unconfirmeds1.e. they require no response to be sent fo the
invokpr. With respect to the use of confirmations, two categories of gperations may be identified, those for which
confifmation is inherent and specific information (if any) is required.as part of the result (e.g. the get attribute vplues
and create operations), and those for which the confirmation may.optionally be selected by the managing systgm in
accorlance with management policy (e.g. replace attribute valdé). The category to which each operation belorjgs is
speciffied in the clause on individual operations.

5.3.1 Control of access to management information

Depending on the security policy, management.operations may be subject to access control.

5.3.2 Atomic synchronization of management operations

A managed system may be requested to perform an operation on several managed objects with atomic
synchfonization; i.e. such that eitherjall operations shall succeed, or if this is not possible, none shall be perfoqmed.
Atomjc synchronization does notapply to the Create operation. When atomic synchronization is in effect, intermeldiate
states|resulting from the operation are not visible through other management operations.

definition of success for attribute oriented operations is that the operation is performed successfully on all attriputes
speciffied in the liSt=~For the Delete operation, the definition of success is that the managed object is deleted. Fqr the
Actiop operation, the definition of success is that the action is performed with no error indications.

A de}niﬁom of success.iSrequired for each management operation for the purpose of atomic synchronization| The

Specific support of cross-object synchronization in a particular open system is a matter local to that system. When
synchyonization for particular managed objects is not supported, the operation will fail when atomic synchronizatjon is
requested.

5.3.3 Attribute oriented operations

The following management operations can be sent to a managed object to be applied to its attributes:
—  getattribute value;
— replace attribute value;
—~  replace-with-default value;
— add member;

— remove member.
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This

.1 Behaviour common to all attribute oriented operations

subclause defines those aspects of behaviour that are common to all attribute oriented operations.

Operations that apply to attributes encapsulated in a managed object always operate on a list of attributes; that is, all
attributes that are to be operated upon by the operation request are considered to be available to the managed object as
part of a single operation.

The following are available to the managed object in determining how and if an attribute oriented operation is to be

executed:
— attribute identifiers and associated comparison operators and values that are used in determining which
objects are selected to perform the operation (see 5.4).
The following are available at the managed object boundary as a result of an attribute oriented operation:

The
mang

A management operation that is performed on one.0r more attributes in a managed object can result in

obse;

resoyrce. The following indirect effects can occur:

The 1

standErdization.

—  attribute identifiers and their associated values, for those attributes whose values could ®e-op
upon;

— error indications for those attributes that could not be operated upon.
following error indications are distinguishable:
-~ unknown attribute identifiers;

— requested managed object class is not the actual managed object class-or'one of the allomorphic g
of that managed object;

— failure in processing the request, with an optional “specific error> parameter.

NOTE - The means by which this information is made available toand by the managed object are not sub)

irect effect of the performance of a management operation¢onyan attribute of a managed object is defined

Fvable changes; these are called indirect effects, Indirect effects are the result of the relationships in the unde]

— amodification of an attribute-within the same managed object;
— achange in behaviour of the managed object;
— amodification of an attribute in a related managed object;

— a change in the bebaviour of a related managed object caused by the modification of one or
attributes in/the-target managed object.

irst two indirect.effects described above are a consequence of the behaviour of the managed object containij

erated

lasses

ect to

by the

jgement operation. For example, the direct effect of the replace operation on an attribute is to modify the atfribute
valug.

other
rlying

more

hg the

attribute that was<subject to the management operation. The last two indirect effects are a consequence ¢f the

beha

5.3.3

viour of the.related managed object or of the relationship definition.

12 Getattribute value

Scope

14

This operation applies to attributes that are defined as readable.
Semantics

Read the list of attribute values requested, or if a list is not supplied, read all attribute values, and retu
values of the attributes that could be read and indicate an error for the attribute values that could not be

rm the
read.

If an empty list is supplied in the request (as distinct from no list), an empty attribute list shall be returned.

Behaviour

This operation is always confirmed.
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The following additional information is available to the managed object in determining how and if the Get
attribute value operation is to be executed:

—  attribute or attribute group identifiers for the attribute values that are to be read.

The following additional information is available at the managed object boundary as a result of the Get
attribute value operation:

—  attribute identifiers and their values for those attributes that could be read;

— error indications for those attributes that could not be read. The following error indications are
distinguishable from the errors common to all attribute oriented behaviour:

— attribute values unreadable, for non-readable attributes.

object 4re not subject to standardization.

Allomorphic behaviour

When a managed object can support allomorphic classes the following additional behaviour applies when a
Get attribute value operation with no attribute list is supplied.

The managed object shall

— determine the managed object class that applies to this operation; and

-~ respond by providing attribute identifiers and either values or error indications for those attributes|that
were requested and are in the applicable class definition.

5.3.3.3 Replace attribute value

Scope

This operation applies to attributes that are defined as writable.
Semantics

Replace the values of specified attributes with thesupplied values. The replacement is exact, except where
the attfibute definition explicitly states otherwise, e.g. rounding, in the case of the abscissa of a floating-point valug.

Behaviour
Each instance of this operation may-be-confirmed or unconfirmed, as selected by its invoker.

The following additional information is available to the managed object in determining how and if] the
Replace attribute value operation is to be executed:

— attribute identifiers(and associated values for those attribute values that are to be replaced.

The following additional information is available at the managed object boundary as a result of the Replace
attribute value gperation:

— attribute identifiers and their values, for those attributes that have been replaced;

— error indications for those attributes whose values could not be replaced. The following error indicatjions
are distinguishable from the errors common to all attribute oriented behaviour:

—  attribute values not replaceable, for non-writable attributes;
validatsl ue-

Allomorphic behaviour
No additional behaviour applies to this operation.
5.3.3.4 Replace-with-default value
Scope
This operation applies to attributes that are defined as replaceable with default.
Semantics

Replace the values of specified attributes with default values.
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5.3.3.

16

Tha i enerifieatinn
The default value (or method of dcnvmg it) may be defined as part of the manageu UUJC\A. class specification

or may be left as a local matter. The Replace-with-default value operation does not necessarily restore the
attribute to the value it had when the managed object was created.

Each instance of this operation may be confirmed or unconfirmed, as selected by its invoker.
The managed object determines the defauit values and replaces the attribute values with these values.

The following additional information is available to the managed object in determining how and if the
Replace-with-default value operation is to be executed:

—  attribute or attribute group identifiers for those attribute values that are to be replaced with their default

1
vaiacs.

The following additional information is available at the managed object boundary as a result of the Repjace-
with-default value operation:

—  attribute identifiers and their values, for those attributes that have been replaced;

— error indications for those attributes whose values could not be replaced with their.défault values| The
following error indications are distinguishable from the errors common toall attribute orig¢nted
behaviour:

—  attribute values not replaceable, for non-writable attributes;
—  no default defined for that attribute.

Allomorphic behaviour
When a managed object can support allomorphic classes the following additional behaviour applies.

The managed object shall replace the attribute values with:the default values specified by its actual managed
object class definition.

Add member

Scope

This operation applies to set-valued attributes that are defined to allow the addition of members.
Semantics

For each set-valued attribute specified, this operation replaces the attribute’s value with the (mathematical)
set union of the set of existing'members with the set of members supplied with the operation; the resulting
set-value is the prior set.of existing members except that the supplied members have been added.

An attempt to add a member which is already present in the attribute is not an error.
Behaviour

Each instance of this operation may be confirmed or unconfirmed, as selected by the invoker. The folloyving
additional information is available to the managed object in determining how and if the Add mefnber
operation is to be executed:

£ ¢ attribute identifiers and the associated values containing the members that are to be added.

Add

member operation:

— the attribute identifier and new value of each set valued attribute;

—  error indications for those attributes where members could not be added. The following error indications
are distinguishable from the errors common to all attribute oriented operations:

—  attribute member could not be added;
— invalid attribute value.

Allomorphic behaviour

No additional behaviour applies to this operation.
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Remove member

Scope

This operation applies to set-valued attributes that are defined to allow the removal of members.
Semantics

For each set-valued attribute specified, this operation replaces the attribute’s value with the (mathematical)
set difference of the set of existing members and the set of members supplied with the operation; the
resulting set-value is the prior set of existing members except that those supplied members that belonged to
the prior set have been removed.

An attempt to remove a member which is not present in the attribute is not an error.

5.34

confinled to modifications of attribute values:

Actio
partic

lar, any interactionwith other related managed objects must be specified.

Behaviour

Each instance of this operation may be confirmed or unconfirmed, as selected by the invoker. The following
additional information is available to the managed object in determining how and if the Remove member
operation is to be executed:

— attribute identifiers and associated values containing the members that are to be removed.

The following additional information is available at the managed object boundary as a result of the Retnove
member operation:

— the attribute identifier and the values of the resulting set-valued attribute;

- error indications for those attributes whose members could not.be removed. The following Error
indications are distinguishable from the errors common to all attribute oriented behaviour:;

— attribute member could not be removed;

—  invalid attribute value.
Allomorphic behaviour

No additional behaviour applies to this operation.
Operations that apply to managed objects as‘@ whole

.The following management operations apply to managed objects as a whole and their impact is generally not

—  Create;
—  Delete;
—  Action.

These operations ar¢ described in more detail below. Additional operations can be defined by means of the
operation. The semadntics of these operations are part of the definition of the managed object class. In

In addition<t0 managed objects being created and deleted by means of management operations, managed

objects can be ereated or deleted as side-effects of normal resource operations, e.g. a transport or network connegtion
is estgblished;-thus creating a managed object. When managed objects are created as a result of normal resqurce

operation,{h¢ managed object name is assigned by the managed system performing the operation. When the managed
objecq1 iS-deleted, the managed object name can be reused.

5.34.1

Create

Scope

This operation is used to create managed objects.
Semantics

The operation requests the creation and initialization of a managed object. The Create operation is unique
since it applies to a managed object that does not yet exist. The intent of the operation is to create a managed
object which is compatible with the specified managed object class within the naming hierarchy. In addition
to creating the managed object representation of the resource, it may also have some effect on the resource.
The association with the represented resource shall be specified in the managed object class definition.
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Behaviour
This operation is always confirmed.

The Create operation creates a managed object of a specified managed object class, or a managed object that
is compatible with the specified managed object class, within a containing managed object. The containing
managed object must already exist before a contained managed object can be created (see 6.1). When a
managed object is created, its attributes are assigned values which are valid for the type of attribute. These
values are derived from information in the Create operation and the managed object class definition as
follows:

1) Mandatory initial values can be specified as part of the managed object class definition. If the Create
request explicitly specifies a value other than the mandatory initial value, if any, the Create request will
ail—The-mandatory—initial values will always take precedenceover-initial-values—obtained—from any
other source.
2) The Create request is permitted to specify an explicit value for individual attributes. Whenythe mapaged
object is created, explicit values may be assigned to non-writable attributes if explicitly~allowed by the
managed object class definition. Once assigned, such values cannot be modified by gttribute orjented
operations. When an attribute value is explicitly specified more than once, if thé-two specifichtions
conflict the create request will fail. The duplicate specification of an attribute yalue may be the reqult of

an error or a result of some of the parameters being specifiable in more than one field of the ¢reate
request (e.g. the attribute used for an RDN may be specified as part of the’name or in the attribute list).

3) The create request is permitted to specify a reference object from which attribute values can be cgpied.
However, the value of the attribute to be used for naming the created managed object cannot be dopied
from the reference object.

4) The managed object class definition may allow the use of<an Initial Value Managed Object (IYMO)
which is used in deriving initial values. Conditions may-be.specified under which the IVMO will fail to
derive an initial value.

5) The managed object class definition is permitted to specify how default values are assigned to attriputes.

6) Local assignment mechanisms for the assignment of initial values may be defined.

For each attribute individually, values are-assigned with precedence according to the cases above,| with
case 1 having the highest precedence.

Managed objects with and without cenditional packages are members of the same managed object clags. To
ensure that underlying resources with-required capabilities are selected or created, the manager must b¢ able
to specify the capabilities that the.managed object should have.

A mandatory package isfalways instantiated. Instantiation of a conditional package will occur if the
associated condition is-satisfied for the managed object being instantiated. The manager may requept the
instantiation of a conditional package as part of the create request,

1) explicitly, byZincluding it in the Packages attribute;

2) by specifying a reference object that includes the conditional package.

It follows-that the managed system may create a managed object that contains packages in addition to|those
requested or those specified in the reference object, if the underlying resource supports such packages.

However, the create request will fail if

s definition as specified in the six cases listed above;

bject clas:

i n-add the
managed o

2) explicit creation rules including constraints on or between attribute values defined by the managed
object class have been violated in the create request;

3) an attribute value from a conditional package has been specified and no package containing the attribute
can be instantiated;

4) the creating system cannot provide a managed object with at least the requested conditional packages.
The name of the managed object to be created can be determined in one of four ways:

1) The name may be completely and explicitly specified by the manager, as a parameter of the Create
operation;
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2) The manager may specify, as a parameter of the Create operation, the name of an existing managed
object which is to be the superior of the new managed object and may specify the RDN of the new
managed object in the Create operation’s attribute list. This results in the complete specification of the
managed object name being supplied by the manager;

3) The manager may specify, as a parameter of the Create operation, the name of an existing managed
object which is to be the superior of the new managed object and may omit specifying the RDN of the
new managed object. In this case, the RDN of the new managed object is assigned by the managed
system;

4) Where the manager does not provide any explicit information that may be used for naming, the
managed system assigns the name to the new managed object.

The name binding definition specifies which of the above methods is permitted. More than one method may
be permitied for a given managed object class.

If the associated information is not correct or for some other reason the create operation cannot be pérfoymed
then the managed system attempting to perform the operation shall indicate an error.

The name of the new managed object and the available class information identify one or-fnore appli¢able
name bindings. The manager may request a specific Name Binding in order to completely specify the
relationship between the new managed object and its superior. This could be required, for example, if more
than one applicable name binding exists with different behaviour definitions. If more than one name biriding
is applicable and the manager does not specify a name binding, the name biriding may be chosen by local
means, taking into account the name binding definitions.

Whether or not a notification is emitted as a result of a creation of a managed object shall be specified by the
managed object class definer.

The following can be available to the managed system performing the creation in determining how and if the
create operation is to be executed:

— managed object class identifier;

the Packages attribute, thereby invoking instantiation of the corresponding packages;

attribute identifiers and their values, for those” attributes that are to have explicitly specified values
assigned as part of managed object initialization;

the name of a reference managed object from which managed object initialization information is {o be
obtained;

the Name Binding attribute, thereby specifying which name binding will be used between the [new
managed object and its superiot.

The following are availableat\the managed object boundary as a result of the create operation:

— acomplete list of attribute identifiers and values for all attributes of the new managed object.
The following error indications are distinguishable in the case that the managed ‘object could not be created:
— unknown dftribute identifiers;
invalid atttibute value;

missing attribute value;
— unknown object class;
—\ ' invalid reference managed object name;

CAR— . : N

— failure in processing the create request.

Allomorphic behaviour
When a managed object can support allomorphic classes the following additional behaviour applies.

A managed system can execute a Create operation for a given managed object class by creating an extended
managed object that supports the class specified in the Create operation as an allomorphic class and which
supports the name binding implied by the name given in the request (if a name binding was requested). The
actual class of which the managed object will be an instance is the class that is most appropriate in the
context of the local system. The actual managed object class created is reported back to the manager as part
of the Create response.
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5.34.2

The managed object created has the full capabilities of its actual managed object class and the default values
will be assigned in accordance with the specification of that class. Allomorphic behaviour after managed
object creation is subject to the behaviour clauses of the managed object, and does not depend on the class
specified in the create request. It will be possible subsequently to determine the set of allomorphic classes
supported by the managed object by reading the Allomorphs attribute.

Delete
Scope

This operation applies to all managed objects that can be deleted by a management operation. Specifically, it
can apply even if the managed object was created by local mechanisms.

20

Semantics

The Delete operation requests the managed object to delete itself. In addition to deleting the managed pbject
representation of the resource, this operation also may have an effect on the resource. The associatiog with
the represented resource shall be specified in the managed object class definition.

Behaviour
This operation is always confirmed.

When a managed object receives a delete request it ascertains whether other 'managed objects are confained
in the managed object. If other managed objects are contained within the\managed object to be deletef, the
managed object behaviour depends on the managed object class and name binding definitions. The managed
object can either delete all contained managed objects to assure name integrity, or the managed obje¢t can
refuse to perform the deletion until all contained managed objects have been deleted. The name binding
specifies the consequences for the naming tree of the deletion-0f the managed object to which it applies

The performance of a successful Delete operation for, a~managed object that deletes contained objects,
deletes the portion of the naming tree subordinate to the target managed object. If any managed object in this
subtree has been created such that it may be del¢ted only if no contained objects are present but it [has a
contained managed object, then no managed object shall be deleted and the Delete operation will fail.

Similarly, when a managed object to be deleted participates in relationships with other managed objects,
deletion of that object can affect the intégrity of the relationship and/or related managed objects. Mapaged
objects and relationships should be déleted in such a way as to assure that integrity is maintained af each
deletion. If deletion of a managed:object would result in a loss of integrity of the relationship, thdn the
managed object can either rejeet the deletion request or initiate operations to assure that integrity is
maintained.

Whether or not a notification is emitted as a result of deletion of a managed object depends on the defipition
of the managed object.

The following are available to the managed object in determining how and if the Delete operation is|to be
executed:

- attribute identifiers and associated comparison operators and values that are used in determining Which
objects are selected to perform the operation (see 5.4).

The following are available at the managed object boundary as a result of the Delete operation:

- error indications in case the managed object could not be deleted. The following error indications are
distinguishable:

— failure in processing the delete request.

If the managed object cannot be deleted because of constraints imposed by its relationship to other managed
objects, this fact is indicated by the “failure in processing” error indication which may include a “specific
error” indicator.

Allomorphic behaviour

No additional behaviour applies to this operation.
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Scope
This operation can be used by all managed object classes.
Semantics
The Action operation requests the managed object to perform the specified action and to indicate the result
of that action. The action and optional associated information are a part of the definition of the managed

object class.

— Behaviour

With respect to confirmations, Action operations may be defined to be either of the type that always reqpires
confirmation or of the type that allows the invoker to request a confirmation. Which type is chosen is pdrt of
the action definition.

Action operations may be defined to generate more than one response.

The precise effect of this operation is specified by individual managed object classes. If the Action operjtion
cannot be performed by the managed object or if the associated information is ot correct then the manpged
object shall indicate an error.

The following are available to the managed object class instance in. determining how and if the A¢tion
operation is to be executed:

— an identification of the specific action to be performed;

— an argument consisting of parameters describing thé.action. Since it is possible to define actions|that
require no parameters, this argument may be absent;

- attribute identifiers and associated comparison operators and values that are used in determining which
objects are selected to perform the operation' (see 5.4).

The following are available at the managed object boundary as a result of the Action operation:

- an action result argument, consisting of information as required by the action type and managed object
class;

— error indications in (Case the managed object could not perform the action. The following ¢rror
indications are distinguishable:

—  unknown-action;
—  unknown argument;
—_~.nvalid argument values;

=~ unknown managed object class;

— failure in processing the action request.

Allomorphic behaviour

No additional behaviour beyond that specified in 5.2.3.1.2 applies.

54 Filters

Filters, as used in CMIP, allow for the specification of criteria that managed objects must meet in order to have a
management operation performed. Together with scoping and specification of a base managed object, as defined in
CCITT Rec. X.710 | ISO/IEC 9595 this allows the selection of multiple managed objects for the performance of
multiple identical operations. Filters are an optional facility that the agent can provide.
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A filter parameter is used to determine whether or not an operation should be performed on a managed object. A

paiaiiiviei A XA U

filtar
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parameter applies a test that is either satisfied or not by a particular managed object. The filter is expressed in terms of

assertions about the presence or value of certain attributes of the managed object, and it is satisfied if and onl
evaluates to TRUE.

y if it

A filter is an assertion about the presence or value of an attribute in a managed object, or an expression involving

simpler filters composed together, referred to as nesting, using the logical operators and, or, and not.
An and is TRUE unless any of the nested filters is FALSE.

An or is FALSE unless any of the nested filters is TRUE.

A not is TRUE if and only if the nested filter is FALSE.

An assertion is TRUE if and only if the corresponding attribute value assertions are TRUE when compafed in

accofdance with the matching rules that are applicable for the attribute being tested.

sertion about the value of an attribute is evaluated only if the attribute is present in the managed .object.
attriute is not present, the attribute value assertion for that attribute is assigned the value FALSE.

Ass
mal

ions about the value of an attribute are evaluated using the matching rules associated with that attribute ty
ing rule not defined for a particular attribute type shall not be used to make assertions about that attribute.

Eight matching rules are defined that may be used in attribute value assertions. Thé<attribute type definitior
specify the precise semantics of each of these matching rules as it applies to the @ttribute, but the general se
meaning of these rules shall be preserved in any such definitions. For well-known attribute types no

If the
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specification on the use of these matching rules may be required. In the absence of an explicit specification, the

semdntics specified below shall apply:

a) equality: evaluates to TRUE if and only if the value supplied in the AVA is equal to the value
attribute.

For set-valued attributes, the AVA evaluates to TRUE if and only if the set of members supplied
AVA is equal to the set of members in the attribute.

b) greater or equal: Evaluates to TRUE if and only if the value supplied in the AVA is greater
equal to the value of the attribute.

For set-valued attributes, the valuein’the AVA shall contain exactly one member. The AVA eva
to TRUE if and only if that member is greater than or equal to at least one of the members
attribute value.

¢) less or equal: Evaluates to TRUE if and only if the value supplied in the AVA is less than or eq
the value of the attribute.

For set-valued attributes, the value in the AVA shall contain exactly one member. The AVA ev
to TRUE if and only if that member is less than or equal to at least one of the members in the at
value.

d) present; Evaluates to TRUE if and only if such an attribute is present in the managed object.
e) substrings: Evaluates to TRUE if and only if all of the substrings specified in the AVA appear

from one another by zero or more string elements. In addition, for the AVA to evaluate to TRUE,

of the

in the

pan or

luates
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uates
ibute
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attribute in the given order without overlapping and separated from the ends of the attribute valye and

—  The first element in the initial substring, if present, shall match the first element in the atfribute

value;

- the any substrings, if present, shall appear in the attribute value in the order that the any substrings

appear in the AVA; and

—  the last element in the final substring, if present, shall match the last element in the attribute value.

For set-valued attributes, each value in the AV A shall contain exactly one member. The AVA eval
to TRUE if and only if there is at least one of the member of the attribute value in which all of the
substrings supplied in the AV A appear as described above.

f)  subset of: Evaluates to TRUE if and only if all asserted members are present in the attribute.

This matching rule applies only to set-valued attributes.
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