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Forewagrd

ISO (the [International Organization for Standardization) and IEC (the Inter-
national Blectrotechnical Commission) form the specialized system for world-
wide standardization. National bodies that are members of ISO or IEC participate
in the dejelopment of International Standards through technical committees
establishefl by the respective organization to deal with particular fields of
technical pctivity. ISO and IEC technical committees collaborate in fields of
mutual ifterest. Other international organizations, governmental and non-
governmeftal, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint
technical fommittee, ISO/IEC JTC 1. Draft International Standards adopted by
the joint tgchnical committee are circulated to national bodies for voting:Publi-
cation as |an International Standard requires approval by at least 75% of the
national bpdies casting a vote.

Internatiopal Standard ISO/IEC 10164-8 was prepared by Jeint Technical Com-
mittee ISQ/IEC JTC 1, Information technology, in collaboration with the CCITT.
The identical text is published as CCITT Recommendation X.740.

ISO/IEC 10164 consists of the following parts,~under the general title Infor-
mation tedhnology — Open Systems Interconnection — Systems Management .

- Part |: Object management function.

- Part 2: State management function
— Part §: Attributes for representing relationships
- Part 4: Alarm reporting‘fanction
- Part 3: Event report.mdanagement function
- Part §: Log coritrol function
~ Part ¥: Security alarm reporting function

- Part 8 Security audit trail function

— Part 9: Objects and attributes for access control
~ Part 10: Accounting meter function

— Part 11: Workload monitoring function

- Part 12: Test management function

- Part 13: Summarization function

— Part 14: Confidence and diagnostic test categories

Annexes A, B, C, D and E form an integral part of this part of ISO/IEC 10164.
Annex F is for information only.

iv
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Introduction

ISO/IEC 10164 is a multipart standard developed according to ISC

7498 and

ISO/IEC 7498-4. ISO/IEC 10164 is related to the following International Stan-

dards

- ISO/IEC 9595 : 1991, Information techriology - Open Systems Ir
tion - Common management informdtion service definition;

- ISO/IEC 9596 : 1991, Information technology - Open Systems Ir
tion - Common managementinformation protocol;

- ISO/IEC 10040 : 1992, Information technology - Open Systems Iy
tion - Systems management overview;

- ISO/IEC 10165 1992, Information technology - Open Systems I
tion - Stru¢ture of management information.

terconnec-

terconnec-

terconnec-

iterconnec-
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ISO/IEC 10164-8 :

INTERNATIONAL STANDARD

CCITT RECOMMENDATION

1993 (E)

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

SYSTEMS MANAGEMENT: SECURITY AUDIT TRAIL FUNCTION

Scope

is Recommendation | International Standard defines the security audit trail functionThe security audit traif function
iy a systems management function which may be used by an application process_in-a centralized or decgntralized
anagement environment to exchange information and commands for the purpose,0f systems management, 3s defined

CCITT Rec. X.700 | ISO 7498-4. This Recommendation | International Standard is positioned in the a

bplication

13yer of CCITT Rec. X.200 | ISO 7498 and is defined according to the madel provided by ISO/IEC 9545. The role of

systems management functions is described by CCITT Rec. X.701 | ISO/IEC 10040.

is Recommendation | International Standard

reporting function;
—  defines the service provided by the security audit trail reporting function;
—  specifies the protocol that is necessary“in order to provide the service;
—  defines the relationship between the service and management notifications;
—  defines relationships with ether systems management functions;

—  specifies conformance requirements.

This Recommendation | International Standard does not define

—  a security(audit, nor how to perform one. A security audit may be used to assist in assg
effectivéness of a security policy. The security policy identifies the categories of security-rela
that require auditing, and the location of the security audit trail log in which they are to be recq

— thenature of any implementation intended to provide the security audit trail function;
~\/ the occasions where the use of the security audit trail function is appropriate;

—  the services necessary for the establishment, normal and abnormal release of a management as

— establishes user requirements for the service. definition needed to support the security dudit trail

ssing the
ed events
rded;

bociation;

interest to a security administrator.

2 Normative references

hieh-may be of

The following CCITT Recommendations and International Standards contain provisions which, through reference in

this text, constitute provisions of this Recommendation | International Standard. At the time of publication, th

e editions

indicated were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on

this Recommendation | International Standard are encouraged to investigate the possibility of applying the m

ost recent

editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The CCITT Secretariat maintains a list of currently valid CCITT Recommendations.

CCITT Rec. X.740 (1992 E)
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2.1 Identical Recommendations | International Standards

2.2

=]

aired Recommendations | International Standards equivalent in-technical content

CCITT Recommendation X.701 (1992) | ISO/IEC 10040:1992, Information technology — Open Systems
Interconnection — Systems management overview.

CCITT Recommendation X.721 (1992) | ISO/IEC 10165-2:1992, Information technology — Open
Systems Interconnection — Structure of management information: Definition of management information.

CCITT Recommendation X.722 (1992) | ISO/IEC 10165-4:1992, Information technology — Open
Systems Interconnection — Structure of management information: Guidelines for the definition of
managed objects.

CCITT Recommendation X.724D | ISO/MEC 10165-6D, Information technology — Open Systems

Interconnection — Structure of management information: Requirements and guidelines for
CCITT Recommendation X.733 (1992) | ISO/IEC 10164-4:1992, Information technology — Open
Systems Interconnection — Systems management: Alarm reporting function.

CCITT Recommendation X.734 (1992) | ISO/MIEC 10164-5:1993, Information technology-— Open
Systems Interconnection — Systems management: Event report management function.

CCITT Recommendation X.735 (1992) | ISOMEC 10164-6:1993, Information technology — Open
Systems Interconnection — Systems management: Log control function.

CCITT Recommendation X.736 (1992) | ISO/IEC 10164-7:1992, Information technology — Open

Systems Interconnection — Systems management: Security alarm reporting fiunction.

CCITT Recommendation X.200 (1988), Reference Model of Qpen Systems Interconnection for CCITT
applications.

ISO 7498:1984, Information processing systems — Open Systems Interconnection — Basic Reference
Model.

CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/EC 8824:1990, Information technology - Open Systems Interconnection — Specification of Abstract
Syntax Notation One (ASN.1).

CCITT Recommendation X.209 (1988),“Specification of basic encoding rules for Abstract Syntax
Notation (ASN.1).

ISO/IEC 8825:1990, Information technology — Open Systems Interconnection — Specification of Basic
Encoding Rules for Abstract.Syntax Notation One (ASN.1).

CCITT Recommendation-X.210 (1988), Open Systems Interconnection layer service definition
conventions.

ISO/TR '8509:1987, Information processing systems — Open Systems Interconnection — Service
conventions.

CCITT Recomimendation X.290 (1992), OSI conformance testing methodology and framework for
protocol-Recommendations for CCITT applications — General concepts.

ISQ/EEC 9646-1:1991, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 1: General concepts.

sy U “OnJo a P P P E OUQuUlUOPY U

protocol Recommendations for CCITT applications — Abstract test suite specification.

ISO/IEC 9646-2 : 1991, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 2: Abstract test suite specification.

CCITT Recommendation X.700 (1992), Management framework definition for Open Systems
Interconnection for CCITT applications.

ISO/IEC 7498-4:1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework.

1) Presently at the stage of draft.

CCITT Rec. X.740 (1992 E)
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- CCITT Recommendation X.710 (1991), Common management information service definition for CCITT

applications.

ISO/IEC 9595:1991, Information technology — Open Systems Interconnection — Common management

information service definition.

— CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security architecture.

2.3 Additional references

Structure.

Part 7: Security audit framework.

B Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

B.1 Basic reference model definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec
[SO 7498:

open system.

3.2 Security architecture definitions

This Recommendation | International Standard makes“use of the following terms defined in CCITT Rdc
[SO 7498-2:

a) security audit trail;
b) security policy.

3.3 Management framework-definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec
[SO 7498-4:

managed object.

3.4 Systems,management overview definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec
[SO/TEC-10040:

a) agentrole;

b) dependent conformance;

¢) general conformance;

d) management domain;

e) manager role;

f) notification;

g) systems management functional unit.

1) Presently at the stage of draft.

CCITT Rec. X.740 (1992 E)

= ISOAEC 9545:1989 Information technology — Open Systems Interconnection — Application Layer

— ISO/IEC 10181-7Y, Information technology — Open Systems Interconnection — Security frameworks —

. X.200 |

. X.800 |
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. X.701 |
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Event report management definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.734 |
ISO/IEC 10164-5:

3.6

discriminator.

Security alarm reporting definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.736 |
ISO/IEC 10164-7:

3.7

security-related event.

Llog control definitions

This Recomhmendation | International Standard makes use of the following terms defined in CCITT Rec. X735 |
ISO/MEC 1(164-6:

3.8

a) log;
b)] log record.

OSI conformance testing definitions

This Recopmendation | International Standard makes use of the following terms defified in CCITT Rec. X.290 |
ISO/IEC 9646-1:

5

a) PICS proforma;
b) protocol implementation conformance statement (PICS);

C system conformance statement.

bbreviations
ABN.1 Abstract Syntax Notation One
CMIS Common Management Information Services

Copnf Confirmation

Indication

APDU Management Application Protocol Data Unit

CS Management conformance summary

IDS Management information definition statement

CS Managed object conformance statement
Open-Systems Interconnection

PICS Protocol implementation conformance statement

Request

Response

APM Systems Management Application Protocol Machine

Conventions

This Recommendation | International Standard defines services for the security audit trail function using the
descriptive conventions defined in CCITT Rec. X.210 | ISO/TR 8509. In clause 9, the definition of each service
includes a table that lists the parameters of its primitives. For a given primitive, the presence of each parameter is
described by one of the following values:

M the parameter is mandatory;
(=) the value of the parameter is equal to the value of the parameter in the column to the left;
U the use of the parameter is a service-user option;

CCITT Rec. X.740 (1992 E)
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-  the parameter is not present in the interaction described by the primitive concerned;
C the parameter is conditional. The condition(s) are defined by the text which describes the parameter;
P subject to the constraints imposed on the parameter by CCITT Rec. X.710 | ISO/IEC 9595.

NOTE - The parameters that are marked “P” in Table 1 are mapped directly onto the corresponding parameters of the
CMIS service primitive, without changing the semantics or syntax of the parameters. The remaining parameters are used to
construct an MAPDU.

6 Requirements

The security management user requires the ability to record in a security audit trail log, security-related events that
n—the managamaent damain Che <o 3 naoli n orm 1 eauire—th nart o rity_related

pvents be sent to a security audit trail log in the same or in a different open system.
The types of security-related event that may be subject to security auditing include, but are not limited to

connections;

—  disconnections;
—  security mechanism utilization;
— management operations; and

—  usage accounting.
The security management user also requires the ability to control the operation’ of the security audit trail funftion.

This Recommendation | International Standard describes the us¢, of services and techniques to satisfy these
requirements.

7 Model

This Recommendation | International Standard requires that the security-related events shall be logged accorfding to the
procedures defined in CCITT Rec. X.735 | ISO/IEC;10164-6. The discriminator construct within the security audit trail
log shall be specified so as to permit the capture‘of incoming events that the security policy requires to bg logged. If
the event reports are to be sent to a different-destination, then event forwarding discriminators as defined in CCITT
Rec. X.734 1 ISO/IEC 10164-5 shall be created and the destination address shall be set to send the event to|the system
where the selected security audit traillog is located. The security audit trail log is a log as defined|in CCITT
Rec. X.735 | ISO/IEC 10164-6.

The model for conveying eventyreports to the system where the security audit trail log is situated is defined in CCITT
Rec. X.734 | ISO/IEC 10164;5. The model for the creation and retrieval of entries in the security audit [trail log is
defined in CCITT Rec. X735 | ISO/IEC 10164-6.

S Generic definitions

8.1 Generic notifications

This Recommendation | International Standard defines a set of generic security audit trail notification§ and their

applicable-parameters-and-semanties:

The set of generic notifications, parameters and semantics defined by this Recommendation | International Standard
provide the detail for the following parameters of the M-EVENT-REPORT service as defined by CCITT Rec. X.710 |
ISO/TEC 9595:

—  event type;

— event information;

- eventreply.

All notifications are potential entries in a systems management log. CCITT Rec. X.721 | ISO/IEC 10165-2 defines a
generic event log record object class from which all entries are derived, the additional information being specified by
the event information and event reply parameters.

CCITT Rec. X.740 (1992 E) 5
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8.1.1 Event type

This parameter defines the type of the security audit trail report. The following event types are defined in this
Recommendation | International Standard

—  Service report: an indication of an event appertaining to the provision, denial or recovery of a service.
Specific causes for the generation of the event are described in 8.1.2;

—  Usage report: an indication of a record which contains information of a statistical nature, relevant to
security.

Other notifications defined in other Recommendations | International Standards (for example, CCITT Rec. X.736 |
ISO/IEC 10164-7) may be recorded in the security audit trail log. The notification types (analagous to security audit
trail report types) and their associated parameters are defined in the appropriate Recommendations | International
Standard.

8.1.2 Hvent information
The servic¢ report cause parameter consitutes the notification specific event information.

This parameter shall be supplied when the event type specifies a service report, and defines further qualification as to
the probable cause of the service report. The value of this parameter in combination with the value of event type,
determines| which parameters constitute the balance of the service report, and what the possible values of those
parameters/may be.

Service regort cause values for notifications shall be indicated in the behaviour clause df the object class definition.
This Recommendation | International Standard defines, for use within the systems miahagement application context
defined in [CCITT Rec. X.701 | ISO/IEC 10040, service report causes that have wide applicability across managed
object clasges. These values are registered in Annex A of this Recommendation { International Standard. The syntax of
service report causes shall be the ASN.1 type object identifier. Additional seryice report causes, for use within the
systems mpnagement application context defined in CCITT Rec. X.701 ‘KISO/IEC 10040, may be added to this
Recommerldation | International Standard and registered using the registration procedures defined for ASN.1 object
identifier vhlues in CCITT Rec. X.208 | ISO/IEC 8824.

Other service report causes, for use within the systems management-application context defined in CCITT Rec. X.701 |
ISO/IEC 1p040, may be defined outside of this Recommendation | International Standard and registered using the
registration] procedures defined for ASN.1 object identifier values in CCITT Rec. X.208 | ISO/IEC 8824.

The followjng service report cause values are defined

—-| Request for service: this value speeifies that the notification has been generated because of a request for
the provision of a service;

—-| Denial of service: this vahie:-specifies that the notification has been generated because a request for
service has been denied;

-| Response from serviCe; this value specifies that the notification has been generated because a request for
service has been satisfied;

—-| Service failufey-this value specifies that the notification has been generated because an abnormal
condition that-caused the service to fail, has been detected during the provision of a service;

—-|  Service _recovery: this value specifies that the notification has been generated because a service has
recovered from an abnormal condition;

—| ~Other reason: this value specifies that the notification has been generated for reasons other than those
1cted Che a B a_and h alavant 1o ICPN PO PP PRPPNY . PP [ PUEPT RPPPS I .

report.
8.1.3  Eventreply
This Recommendation | International Standard does not specify management information to be used in the event reply
parameter.

8.2 Managed object

A security audit trail record is a managed object class derived from the event log record object class defined in CCITT
Rec. X.721 | ISO/IEC 10165-2. The security audit trail record object class represents information stored in logs
resulting from security audit trail notifications.

6 CCITT Rec. X.740 (1992 E)
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The following parameters are also utilized. These parameters are defined by CCITT Rec. X.733 | ISO/IEC 10164-4.

— Additional information;
— Additional text;

—  Correlated notifications;
— Notification identifier.

84 Compliance

finiti
ncorporating the specification of the notifications through reference to the notification templates defined-in
e reference mechanism is defined in CCITT Rec. X.722 | ISO/IEC 10165-4.

Recommendation | International Standard is required for each instance of a security audit trail Teport to
pecurity audit trail report type that most closely reflects the real event that leads to the managed object
hotification. The definition of the managed object class shall, for each imported notification, specify in the
tlause which of the optional and conditional parameters are to be utilized, the conditions for their use, and th
[t is permissible to state that the use of a parameter remains optional.

D Service definition
0.1 Introduction

parameters convey the information relevant to the security audit trail.

9.2 Security audit trail reporting service

lsecurity audit trail reporting service.

Table 1 — Security audit trail reporting parameters

Parameter name Req/Ind Rsp/Conf

Invoke identifier P P
Mode

Managed object class

Managed object instance

Event type

ol|Z|o|w]|w
]

Event time

Event information

Service report cause
Notification identifier
Correlated notifications
Additional text
Additional information
Current time - P
Event reply - -
Errors - P

cljcjc|caja
1

ort the functions defined in this Recommendation | International Standard by

Annex A.

managed object class definition importing one or more of the security audit trail notifications defiged in this
select the
ssuing the
behaviour
eir values.

Security audit trail notifications provide the ability to report security-related events detected by a managed ¢bject. The

The security audit trail reporting service uses the parametcrs defined in clause 8 in addition to the general M EVENT-
REPORT service parameters defined in CCITT Rec. X.710 | ISO/IEC 9595. Table 1 lists the parameters for the

The Event time, Correlated notifications, and Notification identifier parameters may be assigned by the managed

object that emits the notification or by the managed system.

CCITT Rec. X.740 (1992 E)

7
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10 Functional units

The security audit trail function constitutes a single systems management functional unit.

11 Protocol

11.1 Elements of procedure
11.1.1  Agentrole

11.1.1.1 Invocation

The security audit trail reporting procedures are initiated by the security audit trail reporting request primitive..Onl
receipt of § security audit trail reporting request primitive, the SMAPM shall construct an MAPDU and issue a(GMIS|
M-EVENT-REPORT request service primitive with parameters derived from the security audit trail reporting requesf
primitive. |n the non-confirmed mode, the procedure in 11.1.1.2 does not apply.

11.1.1.2 Receipt of response

On receipt|of a CMIS M-EVENT-REPORT confirm service primitive containing an MAPDU responding to a security|
audit trail feporting notification, the SMAPM shall issue a security audit trail reporting confirmation primitive to the
security ::1(11'1{ trail reporting service user with parameters derived from the CMIS M-EVENT-REPORT confirm
service prifnitive, thus completing the security audit trail reporting procedure.

NOTE - The SMAPM shall ignore all errors in the received MAPDU. The security*audit trail reporting service user may|
ignore such ferrors, or abort the association as a consequence of such errors.

11.1.2 Manager role

11.1.2.1 Receipt of request

On receipt jof a CMIS M-EVENT-REPORT indication service primhitive containing an MAPDU requesting the security|
audit trail feporting service, the SMAPM shall, if the MAPDW\is well formed, issue a security audit trail reporting
indication |primitive to the security audit trail reporting:.§érvice user with parameters derived from the CMIS
M-EVENTI-REPORT indication service primitive. Otherwise, the SMAPM shall in the confirmed mode construct an|
appropriat¢ MAPDU containing notification of the error, and shall issue a CMIS M-EVENT-REPORT response
service primitive with an error parameter present.cIn the non-confirmed mode, the procedure in 11.1.2.2 does not

apply.
11.1.2.2 Response

In the confirmed mode, the SMAPM shall’accept a security audit trail reporting response primitive and shall construct]
an MAPDU confirming the notification and issue a CMIS M-EVENT-REPORT response service primitive with the
parameters|derived from the security audit trail reporting response primitive.

11.2 Abstract syntax

11.2.1 Mlanaged-objects

This Recommendation | International Standard defines the following support object, the abstract syntax of which is
specified i) Annex A.

security AuditTrailRecord.

11.2.2  Attributes

Table 2 identifies the relationship between the parameter defined in 8.1.2 and attribute type specification defined in
Annex A.

Table 2 — Attributes

Parameter Attribute name

Service report cause serviceReportCause

8 CCITT Rec. X.740 (1992 E)
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11.2.3  Attribute groups
There are no attribute groups defined by this systems management function.
11.2.4  Actions
There are no specific actions defined by this systems management function.
11.2.5 Notifications

Table 3 identifies the relationship between the notifications defined in 8.1.1 and the notification type specifications
defined in Annex A.

Table 3 — Notifications

Security audit trail type Notification type
Service report serviceReport
Usage report usageReport

The abstract syntax referenced by the notification type specifications is carriéd-in the MAPDU.

11.2.6 Service report causes

Table 4 identifies the relationship between the service report causes defined in 8.1.2 and the ASN.1 value|references
jefined in Annex A.

Table 4 —Service report causes

Service report cause ASN.1 value reference
Request for service serviceRequest
Denial of service serviceDenial
Response from service serviceResponse
Service failure serviceFailure
Servicerecovery serviceRecovery
Otherreason otherReason

11.3  Negotiation of security audit trail reporting functional unit

This Recommendation | International Standard assigns the object identifier

{joint-iso-ccitt ms(9) function(2) part8(8) functionalUnitPackage(1)}

as a value of the ASN.1 type FunctionalUnitPackageld defined in CCITT Rec. X.701 | ISO/IEC 10040 to use for
negotiating the following functional unit

0 security audit trail reporting functional unit

where the number identifies the bit position assigned to the functional unit, and the name references the functional unit
as defined in clause 10.

Within the Systems management application context, the mechanism for negotiating the security audit trail reporting
functional unit is described by CCITT Rec. X.701 | ISO/IEC 10040.

NOTE - The requirement to negotiate functional units is specified by the application context.

CCITT Rec. X.740 (1992 E) 9
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12 Relationships with other functions

Control of the security audit trail reporting service is provided by mechanisms specified in CCITT Rec. X.734 |
ISO/IEC 10164-5. Modification of the security audit trail log attributes is provided by CCITT Rec. X.735 |
ISO/IEC 10164-6.

The security audit trail notification service may exist independently of the control services of CCITT Rec. X.734 |
ISO/IEC 10164-5 and of CCITT Rec. X.735 | ISO/IEC 10164-6.

13 Conformance

Recommendation | International Standard shall comply with the requirements for either the general or the dependen
conformange class as defined in the following clauses. The supplier of the implementation shall state the class’ to
which conformance is claimed.

NOTE - The use of the two terms “general conformance class” and “dependent conformance class”, is\under review
However, tlfis standard continues to use these terms in order to be consistent with CCITT Rec. X.701 | ISO/IEC, 10040 and other
standards under the general title Information technology — Open Systems Interconnection — Systems management. When the review
has been cofnpleted, it is intended to clarify and/or correct this conformance clause together with the related clauses in those other
Recommendations | International Standards.

13.1 (feneral conformance class requirements

A system ¢laiming general conformance to this Recommendation | International Standard shall support this systems
managemept function for all managed object classes that import mapagément information defined by thig
Recommerjdation | International Standard.

13.1.1  Static conformance

The systen} shall
a) support the role of manager or agent or both, with respect to the security audit trail reporting functional
unit;

b) support the transfer syntax derived from the encoding rules specified in CCITT Rec. X.209
ISO/IEC 8825 and named

{joint-iso-ecitt asn1(1) basic encoding(1)}

for the purpose of generating and interpreting the MAPDUs, defined by the abstract data types
referenced in 11.2.5.

13.1.2 Dynamic conformance

The systen} shall support the.€lements of procedure defined in this Recommendation | International Standard for the
security aufit trail reportifig'service in the role(s) for which conformance is claimed.

13.2  Dependentconformance class requirements

13.2.1 qtatic conformance

The system shall support the transfer syntax derived from the encoding rules specified in CCITT Rec. X.209 |
ISO/IEC 8825 and named

{joint-iso-ccitt asn1(1) basic encoding(1)}

for the purpose of generating and interpreting the MAPDUs, defined by the abstract data types referenced in 11.2.5 of
this Recommendation | International Standard, as required by a referencing specification.

13.2.2 Dynamic conformance

The system shall support the elements of procedure defined in this Recommendation | International Standard as
required by a referencing specification.

10 CCITT Rec. X.740 (1992 E)
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13.3  Management information conformance requirements

A MCS proforma which conforms to this Recommendation | International Standard shall be textually identical to the
MCS proforma specified in Annex B, differing only in pagination and page headers. A security audit trail report record
object class MOCS proforma which conforms to this Recommendation | International Standard shall be textually
identical to the MOCS proforma specified in Annex C, differing only in pagination and page headers. A security audit
trail notification MIDS proforma which conforms to this Recommendation | International Standard shall be textually
identical to the MIDS proforma specified in Annex D, differing only in pagination and page headers. A system which
conforms to this Recommendation | International Standard shall

—  describe an implementation which conforms to this Recommendation | International Standard;

- be a conforming MCS, MOCS or MIDS proforma which has been completed in accordance with the
—instructions for completion given in CCITT Rec X 724 | ISO/TEC 10165-6;

—  include the information necessary to uniquely identify both the supplier and the implementatipn.

The supplier of an implementation which is claimed to conform to this Recommendation | International Stapdard shall
complete a copy of the management conformance summary provided in Annex B as part-'ef the cqnformance
requirements, and shall provide the information necessary to identify both the supplier and thie-implementatipn.

13.4  PICS requirements

A PICS proforma which conforms to this Recommendation | International Standard shall be textually identical to
Annex E, differing only in pagination and page headers. A PICS which—conforms to this Recommendation |
International Standard shall

—  describe an implementation which conforms to this Recommendation | International Standard;

—  be a conforming PICS proforma which has beet’ completed in accordance with the instfuctions for
completion given in E.1;

—  include the information necessary to uniquely identify both the supplier and the implementation.

The supplier of a protocol implementation which.is claimed to conform to this Recommendation | International
Standard shall complete a copy of the PICS proforma provided in Annex E as part of the conformance requirements,
and shall provide the information necessary to identify both the supplier and the implementation.

CCITT Rec. X.740 (1992 E) 11
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Allocati

Annex A
Definition of management information

(This annex forms an integral part of this Recommendation | International Standard)

This Recommendation | International Standard allocates the following object identifiers

A -

oy

Qaoss
Oecu

s Eg NN § 2 Y
Lnyauuniiauy

;ﬂ_! Lnann 2 Afan [ PPy >
efinitions {joint-iso-ccitt

DEFINITIONS ::= BEGIN

securityAudftTrail-Object OBJECT IDENTIFIER ::= {joint-iso-ccitt ms(9) function(2) part8(8) managedObjectClass(3)}
securityAud|tTrail-Package OBJECT IDENTIFIER ::= {joint-iso-ccitt ms(9) function(2) part8(8) package(4)}

securityAud
securityAud

serviceRepo
-- the follow

serviceRequ
serviceDeni

serviceResp(
serviceFailu
serviceRecoy
otherReason

END

A2 D

tTrail-Attribute OBJECT IDENTIFIER ::= {joint-iso-ccitt ms(9) function(2) part8(8) attribute(7)}
tTrail-Notification OBJECT IDENTIFIER ::= {joint-iso-ccitt ms(9) function(2) part8(8) notification(10)}

tCause OBJECT IDENTIFIER ::= {joint-iso-ccitt ms(9) function(2) part8(8) standardSpecificExtension(0) 1}
ing OBJECT IDENTIFIER values can be used as values for the service report cause parameter in A.5.

t ServiceReportCause ::= {serviceReportCause 1}
| ServiceReportCause ::= {serviceReportCause 2}
nse ServiceReportCause ::= {serviceReportCause 3}
e ServiceReportCause ::= {serviceReportCause 4}
ery ServiceReportCause ::= {serviceReportCause 5}
ServiceReportCause ::= {serviceReportCause 6}

finition of managed object classes

The securit
audit trail n

rAuditTrailRecord object class is used to define the'information stored in a log as the result of security
tifications or event reports.

security AudifTrailRecord MANAGED OBJECT CLASS

DE
CO

N

ED FROM "CCITT Rec. X.721 | ISO/IEE€10165-2 : 1992":eventLogRecord;
TIONAL PACKAGES
FviceReportCausePackage PACKAGE

BEHAVIOUR

A

serviceReportCausePackageBehaviour BEHAVIOUR

DEFINED AS "This-package provides further qualification as to the probable cause of a service
report.";

[TRIBUTES serviceReportCause GET;

P
REGISTER

A3 D

GISTERED;AS {securityAuditTrail-Package 1};
SENT IE 'This package shall be present if the notification concerns a service report.";
AS {security AuditTrail-Object 1};

yyswes "Y'y
Crmoutcs

serviceReportCause ATTRIBUTE

WITH

ATTRIBUTE SYNTAX Security AuditTrail-ASN1Module.ServiceReportCause;

MATCHES FOR EQUALITY;

BEHAVIOUR

serviceReportCauseBehaviour BEHAVIOUR
DEFINED AS "This attribute is used to provide the reason for the service report. The value of this attribute is
an OBJECT IDENTIFIER that has been registered by a registration authority. Some of the possible values of
this attribute are specified by, and registered in this Recommendation | International Standard.";

REGISTERED AS {securityAuditTrail-Attribute 1};

12
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Ad Definition of notification types

A4.1  Service Report
serviceReport NOTIFICATION
BEHAVIOUR serviceReportBehaviour;
WITH INFORMATION SYNTAX SecurityAuditTrail-ASN1Module.Security AuditInfo
AND ATTRIBUTE IDS
serviceReportCause serviceReportCause,
notificationldentifier =~ notificationIdentifier,
———correlatedNotifrcations—corretated Notificatiors;
additionalText additionalText,
additionallnformation  additionallnformation;
REGISTERED AS {securityAuditTrail-Notification 1};
erviceReportBehaviour BEHAVIOUR

DEFINED AS "This notification type is used to report information about a service request, denial| response,
recovery or other information which is relevant to the security administrator.";

A.4.2  Usage Report

isageReport NOTIFICATION

BEHAVIOUR usageReportBehaviour;

WITH INFORMATION SYNTAX SecurityAuditTrail-ASNIModule.Security AuditInfo

AND ATTRIBUTE IDS
notificationldentifier notificationldentifier,
correlatedNotifications  correlatedNotifications,
additional Text additional Text,
additionallnformation  additionalinformation;

REGISTERED AS {security AuditTrail-Notification 2};

hisageReportBehaviour BEHAVIOUR

DEFINED AS "This notification type is used to report information of a statistical nature which is releyant to the
security administrator.”;

A5 Abstract syntax definitions

BecurityAuditTrailxFASN1Module {joint-iso-ccitt ms(9) function(2) part8(8) asn1Module(2) 2}
DEFINITIONS ::= BEGIN

MPORTS

AdditionalText, Additionallnformation, CorrelatedNotifications, NotificationIdentifier
FRONMAttribmte-ASNTModuie {Joint-150-ccitt ms(9) smi(3) part2(2) asnl Module(2) I}

SecurityAuditInfo ::= SEQUENCE { serviceReportCause IMPLICIT ServiceReportCause OPTIONAL,
notificationIdentifier IMPLICIT NotificationIdentifier OPTIONAL,
correlatedNotifications [1] IMPLICIT CorrelatedNotifications OPTIONAL,
additionalText IMPLICIT AdditionalText OPTIONAL,
additionallnformation [2] IMPLICIT Additionallnformation OPTIONAL }

ServiceReportCause ::= OBJECT IDENTIFIER

END

CCITT Rec. X.740 (1992 E) 13
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Annex B
MCS proforma?

(This annex forms an integral part of this Recommendation | International Standard)

B.1 Introduction

B.1.1  Symbols, abbreviations and terms

The following abbreviations are used throughout the proformas:

o.N (N is an INTEGER) support of at least one of the choices is required
dmi-att joint-iso-ccitt ms(9) smi(3) part2(2) attribute(7)
:ti—nb joint-iso-ccitt ms(9) smi(3) part2(2) nameBinding(6)
i-pkg Jjoint-iso-ccitt ms(9) smi(3) part2(2) package(4)
sgtf-att joint-iso-ccitt ms(9) function(2) part8(8) attribute(7)
sqtf-not Jjoint-iso-ccitt ms(9) function(2) part8(8) notification(10)

B.1.2 T[ble format

Some of the tables in Annexes C and D have been split because the information is too wide to fit on the page. Where
this occurs{ the index number of the first block of columns has a lower case “a” appended; anid index number of the
second blogk of columns has a lower case “b” appended. A complete table reconstructed from the constituent parts
should have the following layout.

Index Columns associated with “a” Columns associated with “b”

B.2 Identification of the implementation

B.2.1 Diate of statement

The suppli¢r of the implementation shall enter the date of this statement in the box below. Use the format DD-MM-
YYYY.

Date of stqtement

B.2.2  Identification of the implementation

The suppli¢r of the implementation shall enter information necessary to uniquely identify the implementation and the
system(s) ip which it may reside, in the box below.

2) Users of this Recommendation | International Standard may freely reproduce the MCS proforma in this annex so that it can be
used for its intended purpose, and may further publish the completed MCS. Instructions for completing the MCS proforma are
specified in CCITT Rec. X.724 | ISO/IEC 10165-6.

14 CCITT Rec. X.740 (1992 E)
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B.2.3 Contact

The supplier of the implementation shall provide information on whom to contact if there are any queries concerning
the content of the MCS, in the box below.

11.3 Identification of the Recommendation | International Standard in which the manlagement
information is defined

.|

[he supplier of the implementation shall enter the title, reference number and date of the ‘publicatipn of the
lecommendation | International Standard which specifies the management information t6 which confonance is
laimed, in the box below.

©

Recommendation | International Standard to which conformance is claimed

B.3.1  Technical corrigenda implemented

The supplier of the implementation shall enter the reference numbers of implemented technical corrigerida which
modify the identified Recommendation | International Standard, ifi¢hé box below.

B.3.2 Amendments implemented

The supplier of the implementation' shall state the titles and reference numbers of implemented amendments to the
iflentified Recommendation | International Standard, in the box below.

he—stppher-of-the-tmplementatton—sha ovide ormatironon—whethe c-tmplementatton—clamms—contormance to
any of the set of Recommendations | International Standards globally representing the implementation under claim.
For each Recommendation | International Standard the supplier of the implementation claims conformance to, the
corresponding conformance statement(s) shall be completed, or referenced, by the MCS. The supplier of the

implementation shall complete the Support and Additional information columns.

Identification of the Recommendation || Reference of Managed object class Status | Support Additional
International Standard that includes the MOCS template label information
proforma proforma

CCITT Rec. X.740 | ISO/IEC 10164-8 Annex C security AuditTrailRecord m
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Annex C 4
MOCS proforma3®

(This annex forms an integral part of this Recommendation | International Standard)

C.1 Statement of conformance to the managed object class

Managed object class template label Value of OBJECT IDENTIFIER for the class

securityAuditTrailRecord {joint-iso-ccitt ms(9) function(2) part8(8) managedObjectClass(3) 1}

The suppligr of the implementation shall state whether or not all mandatory features of the security audit trail record
are supported, in Table C.1.

Table C.1 - Feature support

Index Support

C.l.1 Are all mandatory features of the managed object class supported?
C.12 Do instances of the managed object class support allomorpkism?

C.2 Name bindings

The supplier of the implementation shall state which name bindings in-which instances of the managed object class
can be subprdinate are supported, in the Support and Additional information columns of Table C.2.

Table C.2 - Name binding support

Name binding Value of OBJECT IDENTIFIER . .
Ind
ndex template label for name biriding Superior object class template label Status | Support
C2.la logRecord-log {dmi-nb 3} “CCITT Rec. X.721 | ISO/IEC 10165-2 : o
1992":1og AND SUBCLASSES
Table C.2 (concluded) — Name binding support
Status Support
Object Object Object Object . . .
Index Creation deletion creation deletion Additional information
C.2.1b X m

3) Users of this Recommendation | International Standard may freely reproduce the MOCS proforma in this annex so that it can be
used for its intended purpose, and may further publish the completed MOCS. Instructions for completing the MOCS proforma
are specified in CCITT Rec. X.724 | ISO/IEC 10165-6.
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The supplier of the implementation shall state whether or not the packages specified by this managed object of this

class are supported, in Table C.3.

Table C.3 - Package support

Index Package label Value of OBJECT IDENTIFIER Status Support
C3.1 eventTimePackage {dmi-pkg 11} o
C32 notificationldentifierPackage {dmi-pkg 24} o
C33 correlatedNotificationsPackage 1dmi-pkg 23} o
C34 additionalTextPackage {dmi-pkg 19} o
C35 additionallnformationPackage {dmi-pkg 18} o
C4 Attributes

The supplier of the implementation shall state whether or not the attributes specified by all of the packages instantiated

in a managed object of this class are supported, in the Support and Additional\information columns of Table C.4. The
supplier of the implementation shall indicate support for each of the operations for each attribute supported.
Table C.4 — Attribute support
Status
Index | Attribute template label Vailll)l;;f,ggé}i{cr SetByCreate | Get | Replace | Add | Remove | SetToDefault

C4.1a objectClass {dmi-att-65} X m X x X X
C4.2a nameBinding {dmi-att 63} X m X X X X
C.4.3a packages {dmi-att 66} X cl X X X X
C4.4a allomorphs {dmi-att 50} X c2 X b X X
C.A4.5a logRecordld {dmi-att 3} X m X X X X
C.4.6a loggingTime {dmi-att 59} X m X X X X
C4.7a managedObjectClass {dmi-att 60} X m X X X X
C.4.8a managedObjectInstance {dnli;att 61} X m X X X X
C.4.9a eventType {dmi-att 14} X m X X X X
C.4.10a | eventTime {dmi-att 13} X c3 X X X X
C.4.11a \\notificationldentifier {dmi-att 16} X c4 X X X X
C.4:12a | correlatedNotifications {dmi-att 12} X c5 X X X X
C4.13a | additionalText {dmi-att 7} X c6 X X X X
C.4.14a | additionallnformation {dmi-att 6} X c7 X X X X
C.4.15a | serviceReportCause {satf-att 1} X m X X b X

cl:if C3.10orC.3.20r C.3.3 or C.3.4 or C.3.5 then m else -

c2: if C.1.2 then m else —

c3: if C.3.1 then m else —

c4: if C.3.2 then m else —

c5: if C.3.3 then m else -

c6: if C.3.4 then m else —

c7: if C.3.5 then m else -

CCITT Rec. X.740 (1992 E) 17
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Table C.4 (concluded) — Attribute support

Support

Index SetByCreate | Get | Replace | Add | Remove | SetToDefault Additional information

C4.1b

C.4.2b

C.4.3b

C.4.4b

C.4.5b

C.4.6b

C.4.7b

C.4.8b

C.4.9b

C.4.10b

C4.11b

C.4.12b

C.4.13b

C.4.14b

C.4.15b

CsS Attribute groups

There are fjo attribute groups specified for this managed object Class.

C.6 Actions

There are 1jo actions specified for this managed ©Object class.

C.7 Notifications

There are 1jo notifications specified for this managed object class.

C.8 Rarameters

There are 1o parameterS specified for this managed object class.
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Annex D
MIDS (notification) proforma?®

(This annex forms an integral part of this Recommendation | International Standard)

ISO/IEC 10164-8 : 1993 (E)

The specifier of a managed object class that claims to support the notifications specified by CCITT Rec. X.740 |
ISO/IEC 10164-8 shall import a copy of this annex and complete it according to the instructions specified in CCITT
Rec. X.724 | ISO/IEC 10165-6.

Table D.1 - Notification support

Support
Index t;;);ii:ea;:l,;l V%%JFBI;%T Status Confirmed co:l:lt?urxl];e d Additional information
D.1.1a serviceReport {satf-not 1}
D.1.1.1a - - - - -
D.1.1.2a - - - - -
D.1.1.3a - - - - -
D.1.14a - - - - -
D.1.1.5a - - - - -
D.1.2a usageReport {satf-not 2}
D.1.2.1a - - - - -
D.1.2.2a - - - - -
D.1.2.3a - - - =< -
D.1.2.4a - - - = -
D.1.2.5a - - - - -
Table D:1.(concluded) - Notification support
e OBJECT IDENTIFIER
Index Noﬁt:;itllc; Zef;eld valu? of attljibutc type Status | Support Additional informftion
associated with the field
D.1.1b - - - - -
D.1.1.1b | ServiceReportCause {satf-att 1} m
D.1.1.2b | Notificationldentifier {dmi-att 16} o
D.1.1.3b | CorrelatédNotifications {dmi-att 12} o
D.1.1.4b | _AdditionalText {dmi-att 7} o
D.1.1.5b( |) Additionallnformation {dmi-att 6} o
D.1.2b - - - - -
D.122a | ServiceReportCause {satf-att 1} - - -
B122b—{ Netificationldentifier {dmi-att 16} ©
D.1.2.3b | CorrelatedNotifications {dmi-att 12} o
D.1.2.4b | AdditionalText {dmi-att 7} o
D.1.2.5b | Additionallnformation {dmi-att 6} o

4 Users of this Recommendation | International Standard may freely reproduce the MIDS proforma in this annex so that it can be
used for its intended purpose. Instructions for completing the MOCS proforma are specified in CCITT Rec. X.724 |
ISO/IEC 10165-6.

CCITT Rec. X.740 (1992 E)

19



https://standardsiso.com/api/?name=d4a3afcd9ab820775d7f1a5e4a717e35

ISO/IEC 10164-8 : 1993 (E)

Annex E
PICS proforma®

(This annex forms an integral part of this Recommendation | International Standard)

E.l Instructions for completing the PICS proforma

E.1.1  Purpose and structure

The purpose of this PICS proforma is to provide a mechanism whereby a supplier of an implementation of CCITT
Rec. X.740 | ISO/IEC 10164-8 may provide information in a standard form. The PICS proforma is subdivided into
clauses for the following categories of information:
—implementation-details;

protocol details;

overall conformance claim;

implementation capabilities.
E.1.2  Symbols, abbreviations and terms

The PICS |proforma contained in this annex is comprised of information in a tabular form in accordance with the
guidelinespresented in CCITT Rec. X.291 | ISO/TEC 9646-2. The following abbreviations ar€ used:

Spt Support
Sts Status
TVR Type(s), value(s) and range(s)

The following common notations, defined in CCITT Rec. X.291 | ISO/IEC/9646-2, are used for the status (Sts
column:

h mandatory

g optional

q.N (N is an integer) support of at least one of the'choices is required
X prohibited

- not applicable

The following requirements are commonly used-thtoughout the PICS proforma:
q1 if E.5.1 then m else -
q2 if E.5.2 or E.5.3 thepm'else —

The following common notations, defined in CCITT Rec. X.291 | ISO/IEC 9646-2, are used for the support (Spt
column:

N not implemented
Y implemented
- not,applicable

Within this PICS proforma, space has bcen provided for the supplier of the implementation to specify types, values

additional sp eaﬁcatmns be appended to thc completed PICS proforma. S

E.1.3  Scoping rules

In the Status column of the tables in this Recommendation | International Standard, a mandatory element contained
within an optional or conditional constructor parameter is mandatory only if the option or condition is taken.

5) Users of this Recommendation | International Standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose, and may further publish the completed PICS.
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E.1.4 Instructions for completing the PICS

The supplier of the implementation shall enter an explicit statement in each of the boxes provided using the notation
described in E.1.2. Specific instruction is provided in the text which preceeds each table.

E.2 Identification of the implementation

E.2.1 Date of statement

The supplier of the implementation shall enter the date of this statement in the box below. Use the format DD-MM-
YYYY.

Date of statement

Lol

[.2.2  Identification of the implementation

The supplier of the implementation shall enter information necessary to uniquely identify(the implementatidn and the
slystem(s) in which it may reside, in the box below.

K.2.3 Contact

The supplier of the implementation shall provide information on whom to contact if there are any queries cpncerning
the content of the PICS, in the box below.

K.2.4  Relationship with the system conformance statement

the supplier of the implementation shall provide information which describes the relationship between the |[PICS and
e system conforiarnce statement for the system, in the box below.

E.3 Identification of the protocol

The supplier of the implementation shall enter the title, reference number and date of the publication of the
Recommendation | International Standard to which conformance is claimed, in the box below.

Recommendation | International Standard to which conformance is claimed

CCITT Rec. X.740 (1992 E) 21
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E.3.1  Defect reports implemented

The supplier of the implementation shall enter the reference numbers of implemented defect reports which modify the
specification to CCITT Rec. X.740 | ISO/IEC 10164-8, in the box below.

E.3.2 Amendments implemented

The suppligr of the implementation shall state the titles and reference numbers of implemented amendments to CCITT]

Rec. X.74(Q 1 ISO/IEC 10164-8, in the box below.

E4 (lobal statement of conformance

The supplier of the implementation shall state whether or not all mandatory capabilities are implemented for

CCITT Reg. X.740 | ISO/IEC 10164-8, in Table E.1.

Table E.1 - Capabilities

Index

Support

E.l.1 Are all mandatory capabilities implemented?

NOTE ~ Answering NO to this question indicat¢s non-conformance to the protocol standard. Non-supported mandatory
capabilities jare listed in the PICS below, explaining why-the status of the implementation is abnormal.

Capability not implemented

Reason

E.5 (Capabilities

ES5.1  Systems management functional unit support

The supplier of the implementation shall state the capability for supporting the security audit trail reporting functional

unit, in Table E.2.
Table E.2 - SMFU support
Index Functional unit name Status MAPDU support CMIS support Support
E2.1 Security audit trail reporting functional unit m serviceReport M-EVENT-REPORT
usageReport
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