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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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cope

vhich are believed to be collision-resistant, compress messages of arbitrary but limited length to a h
length is determined by the length of the prime number used in the reduction-function defined in 7
ish-code is easily scaled to the input length of any mechanism (e.g., sighature algorithm, ide
e).

Ash-functions specified in this part of ISO/IEC 10118, known as MASH>1 and MASH-2 (Modular A
p Hash) are particularly suitable for environments in which implementations of modular arithmetic of
are already available. The two hash-functions differ only in the exponent used in the round-function.

prmative reference

llowing standard contains provisions which, through'reference in this text, constitute provisions of th
C 10118. At the time of publication, the edition indicated was valid. All standards are subject to rev
to agreements based on this part of ISO/IEC 10118 are encouraged to investigate the possibility off
pst recent edition of the standard indicated. below. Members of IEC and ISO maintain registers of
hternational Standards.

C 10118-1: 1994, Information technology — Security techniques — Hash-functions — Part 1: General.

brms and definitions

b purposes of this partief ISO/IEC 10118, the following definitions apply.

collision=rgsistant hash-function
data string (data)
hash-code

art of ISO/IEC 10118 specifies two hash-functions which make use of modular arithmetie. These hash-func-

Ash-code
.3. Thus,
htification

rithmetic
sufficient

is part of
sion and
applying
currently

hash-function

initializing value
padding.

3.2 Unique to this part of ISO/IEC 10118

3.21
block

a string of bits of length Ly which shall be an integer multiple of 16 (see also clause 6.1)

EXAMPLE The length of the output H; of the round-function.
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3.2.2
half-block

a string of bits of length Lg/2
EXAMPLE Half the length of the block H;.

3.2.3
hash-function identifier

a byte identifying a specific hash-function

3.24
modulus

a parameter which is a positive integer and a product of two distinct prime numbers

3.2.5
reduction-function

a functiop RED that is applied to the block H,, of length L to generate the hash-code H of length L,

3.2.6
round-function

a functiop ¢-,) that transforms two binary strings of length L¢ to a binary string ofdength Lg

NOTE |} is used iteratively as part of a hash-function, where it combines an 'expanded' data block of length Loy ith the
previous ¢utput of length Lyp.

3.3 Conpentions

3.3.1 Bit ordering
Bit ordering in this part of ISO/IEC 10118 is as described in clause 3 of ISO/IEC 10118-1.

3.3.2 Cgnverting a number to a string
During cpmputation of the round-function, integers needAo be converted to strings of L bits. Where this is required,
the string of bits shall be made equal to the binary répresentation of the integer, with the left-most bit of the string
corresponding to the most significant bit of the binary representation. If the resulting string of bits has less than L
bits, ther] the string shall be left-padded with the appropriate number of zeros to make it of length L.

3.3.3 Cqnverting a string to a number
During computation of the round-functien; strings of bits need to be converted into integers. Where this is reguired,
the integer shall be made equal te-the number having binary representation equal to the binary string, whare the
left-most|bit of the string is considered as the most significant bit of the binary representation.

3.4 Hash-function identifier.
Identifiers are defined foreach of the two MASH hash-functions specified in this standard. The hash-fynction
identifiers for the hash<functions specified in clause 8.1 and 8.2 are equal to 41 and 42 (hexadecimal) respegtively.
The rande of valuesyfrom 43 to 4f (hexadecimal) are reserved for future use as hash-function identifiers by this part
of ISO/IHC 10118:

4 Symbols and abbreviated terms

Throughout this part of ISO/IEC 10118, the following symbols and abbreviations apply.

4.1 From ISO/IEC 10118-1

D Data
H Hash-code
v Initializing value

XY  Exclusive-or of strings of bits X and Y
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4.2 Unique to this part of ISO/IEC 10118

mod

a o0

b) Z

NOTE

NOTE

The jth block derived from the data string D after the padding, splitting, and expansion process.

:1998(E)

The jth half-block derived from the data string D after the padding and the splitting process. Dg.; through

Dq+g are additional data blocks computed in the reduction-function.
The exponent used in the round-function.

A constant block equal to four ones (in the left-most position) followed by Ly—4 zeros.

7 - Z3 is an integer multiple of Z».

The output of the round-function in the jth round. H;has length Lg

The length of the input string D in bits.

The length of the output H; of the round-function ¢ It shall be an integer multiple of 16.

The length of the modulus N used in the round-function.

The length of the prime number p used in the reduction-function.

If Z; is an integer and Z5 is a positive integer, then Z; mod Z, denotes the,unique integer Z3 which

<73 <Zp, and

A composite integer, used as the modulus in the round-function.
For the determination of the value of N, see clause 5.

A prime number used in the reduction-function,

For the determination of the value of p, see clause 5.

The number of half-blocks in the datastring D after the padding and splitting processes, also the n
blocks after the padding, splitting,-and expansion process.

The reduction-function, that is_applied as the last operation of the hashing procedure to reduce the
of length Ly to the hash-gode H of length L,

The jth sub-string of length Ly/4 bits used in the reduction-function.

A round-functiop.\lf“X and Y denote strings of Ly bits, then ¢(X,Y) denotes a string of Ly bits ob
applying gto<Xand Y.

The bit-wise inclusive OR operation on strings of bits, i.e., if X and Y are strings of the same len
XY denotes the string obtained as the bit-wise inclusive OR of X and Y.

A’symbol denoting the truncate operation. If Xis a bitstring then X~j denotes the bitstring obtained

satisfies

umber of

block Hg

ained by

oth, then

py taking

the right-most j bits of X.

X||Y

A symbol denoting the 'set equal to' operation. It is used in the procedural specification of the round
and of the reduction-function, where it indicates that the block on the left side of the symbol
changed to equal the value of the expression on the right side of the symbol.

Concatenation of bit-strings X and Y in the indicated order.

-function
shall be
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5 Requirements

5.1 To employ either of the hash-functions specified in this part of ISO/IEC 10118, two integers shall be selected:
the modulus N used in the round-function and the prime p used in the reduction-function.

Both integers, N and p, are determined by the security requirements of the application for which these hash-func-
tions are used.

5.1.1 The modulus N shall be chosen so that factoring it is computationally infeasible.

5.1.2 T;I:e modulus N shall be generated in a way that the factors remain secret. This can be accomplishef by a
trusted third party or by a secure multiparty computation.

NOTE 1 | Generating a modulus N with the property that its factors remain secret can be accomplished byxusing a ftrusted
third party, trusted hardware, and/or a secure multiparty computation. Examples can be found in Boneh>{1], Cocks [R], and
Frankel [J].

NOTE 2 | If the factors of the modulus are kept secret, and if the size of the prime p is sufficiently large, then the best|known
algorithm|to find a collision takes approximately 2Lp2 evaluations of the round-function, and the(best known algorithm t¢ find a
(2nd) prefimage requires approximately 2Lp evaluations of the round-function. Thus in thése circumstances MASH-1 and
MASH-2 gre believed to be collision-free hash-functions.

5.1.3 The reduction-function prime p shall not be a factor of the modulus N ef thieé round-function.
5.1.4 The length L, of the prime p shall be at most half of the length of-theé modulus N, Lp < Lg/2.
5.1.5 The three high order bits of prime p shall consist of ones.

5.2 To ¢mploy one of the hash-functions, MASH-1 or MASH-2; the user has to select one of the two exponents e
used in the round-function @

5.3 MA$H-1 and MASH-2 can be applied to all data stfings D containing at most 2L¢2-1 bits.

6 Variables and values needed for the-hash operation

6.1 The|length of the hash-code and:of the modulus

The length of the modulus N and the length of the blocks H; are related in the following manner:
Lot < Ly < Lgt16

The length L of the klock Hg shall be an integer multiple of 16.

NOTE 1 | If the length Ly is chosen, then the length L, is constrained by the inequalities above. If the length Ly is ghosen,
then the lgngth Lo will be the largest multiple of 16 less than L.

NOTE 2 | Knowledge of N is sufficient to determine Ly, and consequently Ly

6.2 The modulus of the round-function

The modulus N used in the round-function is a composite integer generated as a product of two prime numbers of
about the same length such that it is computationally infeasible to factorize N.

NOTE 1 In addition to the infeasibility of the factorization of the modulus, the security of the MASH hash-functions is based in
part on the difficulty of extracting modular roots.

NOTE 2 The choice of a specific modulus N of appropriate length is outside the scope of this part of ISO/IEC 10118.
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6.3 Initializing value
The initializing value /V'is defined to be the string of L binary zeros.
6.4 Exponent

For MASH-1 the value of the exponent e in the round-function equals 2. For MASH-2 the value of the exponent e in
the round-function equals 257.

6.5 Reduction-function prime number

The reduction-function specified in 7.3 requires a prime p. The length L, of prime p is determined by-the security
requirements, and by the input length of any mechanism using the hash-code. The length L, shall be*at mgst half of
the length of the modulus N, Lp< Lg2.

NOTE[L The choice of a specific prime p of appropriate length is outside the scope of this part of ISO/IEC 10118.

NOTER To avoid unbalanced results by the reduction modulo p, the prime number p shall be selected with the three high
order Rits equal to ones.

7 Hpshing procedure

The hash-code H of the data string D shall be calculated using the following steps (see Figure 1):
7.1 Pieparation of the data string

The dpata string D is transformed into a sequence‘of blocks for input to the round-function ¢ The prgparation
consigts of padding, splitting, and expanding as detailed in the following sub-clauses.

7.1.1 | Padding the data string

If the length Lp of the data string D is not“an integer multiple of Ly/2, D is right-padded with binary zeros gccording
to padding method 1 described in ISO/IEC 10118-1, Appendix B.

7.1.2 | Appending the length

An adglitional half-block jis\right-appended to the data string. It contains the binary representation of the length Lp of
the original (unpadded)-data string D, left-padded with binary zeros (see 3.3.2).

NOTE}| If the datarblock D is empty, only the length block is input to the hashing procedure.

7.1.3 | Splitting the data string

The rgsulting string is divided into a sequence of g half-blocks D;,D», ... ,Dg.1, Dy

7.1.4 Expansion

Every half-block Dj, j = 1,2,...,q, is now doubled in length from L2 bits to Lg bits. This is achieved by dividing D;
into half-bytes and preceding each half-byte of D; with a half-byte consisting of four ones (1111), for j=1,2,...,q. The
result of this process when applied to half-block D; is denoted as Bj, j =1,2,...,9.

7.2 Application of the round-function

The round-function @ on which the MASH hash-functions are based takes as input two blocks, Hj; and B;, both of
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length Lg. It returns a block H;of length Ly It is defined as follows:

@(B;Hj-1) = (Hj-1 0 Bj) TE) mod N)~Lep O Hyg
This round-function is applied sequentially to the data blocks B as follows:
Hp:= IV

Hj = (KB/,H/__I) j=12 ...,q

7.3 The|Reduction-function

The redyction-function RED consists of eight applications of the round-function with a data input derived from H,,
The hashi-code H shall be calculated using the following four steps: splitting the block Hg, extending the data|string,
processing the additional data blocks, and reducing the block Hg.g.

7.3.1  $plitting the block H ¢

The block Hy is divided into four strings of length L¢/4 bits, denoted with Hg1, Hgz (Hgz, Hqa, 1-€.,
Hq ¥ Hg1 |l Hgz |l Hgz Il Hga

7.3.2 [xtending the data string

Define Yp:= Hgs, Y1:= Hgz, Y2:= Hgs, and Y3:= Hgp. Then for j = 4to 15 let
Yi F YizU Yig

Define then eight additional data half-blocks D+ throughDg.g as follows: for i=1to 8 let
Dg+i:= Yaiz |l Yzi1

7.3.3 IProcessing the half-blocks

The eight half-blocks Dg.; through Dg.g are processed as in 7.1.4 and 7.2, but with /V equal to Hy, yieldipg the
result Hefg.

7.3.4 Reduction

The hash-code H of length-L,, is computed as follows:

H 3 Hg+g mod.p

8 Haslh-functions

The two hash-functions specified in this part of ISO/IEC 10118 differ in the value of the exponent e used in the
round-function @

8.1 MASH-1
For MASH-1, the round-function gas specified in clause 7 becomes:
@B;Hj1) = ((H-1 0 B;) DEP mod N) ~Lg) O Hyg

The ISO/IEC hash-function identifier for the hash-function MASH-1 is equal to 41 (hexadecimal).
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8.2 MASH-2
For MASH-2, the round-function gas specified in clause 7 becomes:
@BjHi.1)= ((H.1 0B;)O E)?57 mod N) ~Lg) OHjg

The ISO/IEC hash-function identifier for the hash-function MASH-2 is equal to 42 (hexadecimal).
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input string data D to be hashed
:: Lp ::
: ! padded with
Padding D ./ binary zeros
-~ (- 1)L g2 —>:4’-¢{2>|
; : half-block containing
Splitting Dj D Dj Dg-1 D lengthl
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Y
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I block H, |
""""" Y Y Splitting
I Hot | Hoz | Hea [ Hoa |
! |
Reductjon-function | I
RED
| 0-=Hga, Y2:5Hq1, Y2:=Hqa, Y3:=Hg2 |
| Yi=Yi38 Y, fori=4t015 Extending |
I Dq+i = Y2i-2 || Y2i-1 fori=1to 8 |
! . . |
| Dq+1 D g+i | __ Dq+8 |
| = Ty ~ N S~ Expansion
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|
| A |
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[ Reduction |
|

output:

hash-code

Figure 1 — The MASH hash-function
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The hashing procedure

ttice, the data string may be supplied as a stream. Its overall length Lp may be unknown before the &

stream is reached. As the stream passes through, the hash calculation is performed. For)convenieng

descri
C.

-~

0O T >

ption, a constant k = Lg/2is introduced. Only the following four registers are required for-the variable

bit counter for the length Lp.

buffer to hold the hash-code.

accumulator to hold the intermediate results.
holding one half-block of data.

The hash-code H of the data D is calculated in the following steps:

Al1l

A.l2

Step 1 (Initialisation)

[The buffer Ais set to zero: A:= 0 (initiahzing value IV=Hp=0)

The accumulator Bis setto zero: B:= 0

The bit counter is set to zero: i:= 0 ~\(counts the number of effective data bits hashed)
Step 2a (Reading a data blogk)

If at least k bits of the data are remaining, read k bits of the data D into C. If k' (with 0 <k’ < k) bits of the
remaining, read k' bits of the data. D into C and fill up C with k-k’ binary zeros on the right. k (respectiv
added to /. If no more data bits-are available (k' = 0), go to Step 3a.

Step 2b (Expansion)
Each byte of C is splitinto halves and each half is preceded with four binary ones. The result is put into the ac
B.

nd of the

e of the
5: i, A, B,

data are
ly k') is

cumulator

Step 2¢ (Combination with previous hash-value)
Calculate: B:=BOA (combination)

Step 2d

B.=B [ E (the four highest valued bits are set to 1)
Step 2e (Exponentiation)

Calculate: B :=Bfmod N where e=2 (squaring) with MASH-1, and e=257 with MASH-2.

Step 2f (Truncation)
(the leftmost bits of C which exceed the length Ly are erased)

Step 29 (Feed-forward with previous hash-value)
Calculate: A:.=BOA

Step 2h Return to Step 2a.
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A.1.3 Step 3a (Reading the length counter)

C:=i (the content of the length counter is put into C).
The integer is converted into a string as specified in 3.3.2.

Step 3b (Hash with length counter)
Perform steps 2b, 2c, 2d, 2e, 2f and 2g, then go to Step 4.

A.l.4 Step4 (Output the result)

The blocl Hy is contained in the buffer A as the rightmost L, bits.
A.1.5 The reduction procedure

The follopving registers are required for the variables: A, B, C, Cy, Cy, Co, Cg, i.

A olding the block H, to be reduced.
B uffer used in the round-function.
C ccumulator of length Lg/2, to hold a half-block.

Co, C1, ¢2, Czfour buffers of length Lg/4.

1 4 counter.

The hashi-code H is calculated in the following steps.

A.1.5.1 [Step 4a (Initialisation)

The counterissetto 8: i:=8 (the number of half-blocks to4€e’ processed)
A.1.5.2 |Step 4b (Splitting of the block  Hg)

The block H, contained in buffer A is divided into four parts Hgs, Hqz, Hgs, Hqs €ach of length Lg/4 (see Figure|l)

and savqd:
L0 = Hg3
L1:= Hqg1
2= Hg4
3= Hg2
A.1.5.3 [Step 4c (Extension and iteration)
Cdlculate: €Cu=Cp|| Cs (concatenate)

anfl perform-Steps 2b through 2g (apply the round-function ¢) (Round number g+1)

C4qlculate: i:=i-1. (reduce counter)
Step 4d (Extension and iteration)
Calculate: C:=Co| C3 (concatenate)

and perform Steps 2b through 2g (apply the round-function ¢) (Round number g+2)
Calculate: i:=i-1 (reduce counter).

A.1.5.4 Step 4e (Combination, extension and iteration)

Calculate: Cp:=Cpl C3 (combination)
Ci;:=C10Cp

10
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Calculate: C:=Cp]| C3 (concatenate)
and perform Steps 2b through 2g (apply the round-function ¢ (Round number g+3, q+5, g+7)
Calculate: i:=i-1 (reduce counter).
Step 4f (Combination of split blocks)
Calculate: Co-=Co0 Cq (combination)
C3=C30Co
Calculate: C :=C2| C3 (concatenate)
and perform Steps 2b through 2g (apply the round-function ¢) (Round number g+4, q+6, g+8)
Calculate: i:=i-1 If i does not equal zero, go to Step 4e.
A.1.6| Step5 (Final reduction)
Calculate: A= Amodp
A.l.7| Step 6 (Output the result)

The hash-code H is contained in the buffer A as the rightmost L, bits.

ISO/IEC 10118-4:1998(E)

A.2 |Example hash calculations
In the following example N is a composite number, 12 bits larger than Lo Ay is a multiple of 16 strictly below Lp. Thg length of
the modulus N is selected just to demonstrate the hashing procedure step*by step, and does not necessarily meet the security
requirgments. To distinguish between decimal and hexadecimal numbers the subscript d or h is added respectively .
The following data are used:
Length of the modulus N,  Ly= loc, = 2684
Length of the block Hj, Ly = 100, = 2564
Length of the prime p, L= 80h = 1284
Length of the hash-code H, _<:by'= 80n = 1284
Modulus N= eeclob75218d08ad5516deceeclcf4af3824a95691ab41806865e09ffd51fbfa54d h
E= f000000600000000000000000000000000000000000000000000000000000000 h
Modulus p= ceced8f8b6b854189f8d6b39b75¢1329 h
Data qtring D = 'Now is the:time for all '
Data dtring D encoded aecording to ISO 646 in hexadecimal representation:
4e6f77206973207468652074696d6520666f7220616c6¢20 h
Length of the data\string D, Lp= ¢c0p =1924
NOTE |— 4S0Q"646 code is commonly called ASCII code because it is equivalent to ASCII 7-bit code. The 7-bit ASCII code is gxtended to
eight bifs by.inserting a leading zero bit.

Every step is recorded to show the changing values of the variables i, A, B, C and Cy, C;, C,, Cs during the course of the
calculation. The first column refers to the steps described in Annex A.1.

A2l

Initialisation step:

Example hash calculation using MASH-1

A=0
B:=0
i=0
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First round:
(2a) C = 4e6f77206973207468652074696d6520 H (the first 164 bytes of the data string D)
(2b) B = fafef6fff7f7f2f0f6fof7f3f2f0f 7fAf6f8f6f5f2f0f 7f4f6fof6fdf6f5f2f0 h
(2c) B = fafef6fff7f7f2f0f6fof7f3f2f0f 7fAf6f8f6f5f2f0f 7f4f6fof6fdf6f5f2f0 h
(2d) B = fafef6fff7f712f0f6fof7f3f2f0f 7fAf6f8f6f5f2f0f 7f4f6fof6fdf6f5f2f0 h
(2¢) B = 00000d87836ef6fbfe7f050ffa9c69d6c5ebabl1h7f42df62f56904a924f169bf41b39f1 h
2 A = 836ef6fbfe7f050ffa9c69d6c5ebabl1b7f42df62f56904a924f169bf41b39f1 h
(29) A—= 836ef6fbfe7f050ffa9c69d6c5ebabl1b7f42df62f56904a924f169bf41b39f1 h
Second found:
(2a) C = 666f7220616c6c20 n (the last 8y bytes of the datastring D)
(2a) C = 666f7220616c6c200000000000000000 (... padded with ‘hinary zeros)
i = cOp
(2b) B = fefef6fff7f2f2f0f6f1f6fcf6fcf2f0fOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfO h
(2¢) B = 75980004098df7ff0c6d9f2a331759e14704dd06dfa660ba62bfe66b04ebco01 h
(2d) B = f5980004098df7ff0c6d9f2a331759e14704dd06dfa660ba62bfe66b04ebc901 h
(2e) B = 000004ebdaecc33c684979d2695461839008637c449e153c4d57ef76036361b335bc941f h
(2f) N = daecc33c684979d2695461839008637c449e153c4d57¢€f76036361b335bc94 1f h
(29) = 598235¢796367¢dd93c8085555e3c86df36a38ca62017f3c912c7728cla7adee h
Round no. q (length counter)
(3a) £ = 000000000000000000000000000000c0 p (the last 84 bytes of the data string O)
(2b) B = fOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfCfO h
(2c) B = a972c53766c68c2d6338f8a5a513389d039ac83a92f18fcc61dc87d83157511e h
(2d) B = f972¢c53766¢c68c2d6338f8a5a513389d039ac83a92f18fcc61dc87d83157511e h
(2e) B = 0000025b1e0a335d8cd76a299d717e7a2bfl11d5ea3b3ffécb56afae0b84cf3ee98c818a h
@) A = 1e0a335d8cd76a299d717e7a2bf111d5ea3b3ff6ch56afac0b84cf3ee98c818a h
(29) I 4788069alael116f40eb9762f7€12d9b81951073ca957d0929aa8b816282b2c64 h
Hq = 4788069a1ae116f40eb9762f7€12d9b81951073ca957d0929aa8b816282b2c64 h
Reductign procedure RED
Splitting
(4a) Hq1 = 4788069alaell6f4 p (4b) Cg= Hgz = 1951073ca957d092
'|q2 = 0eb9762f7€12d9b8 K Cy= qu = 4788069alaell6fd p
Hqs = 1952073ca957d092 H Cy= Hga = 9aa8h816282b2c64 n
'|q4 = 92a8b816282b2c64 h Cz= qu = 0eb9762f7€12d9b8 K
Extension
(4c) £=<C€yllC1 = 1951073ca957d0924788069alaell6f4 R
Round no—q+1
(2b) B = f1fof5f1fOf7f3fcfafofsf7fdf0fof2f4f 78f8fOf6f9faf L fafef1f1f6fff4 h
(2c) B = b671f36beal6e508f44083d883e2204aedabffc459a129686b5246e7d9ddd390 h
(2d) B = f671f36beal6e508f44083d883e2204aedabffc459a129686b5246e7d9ddd390 h
(2¢) B = 000004beda0f78385d1a959a02687ab92ca6051b91e092f60b72105a2¢3fa4059d239311 h
2 A = da0f78385d1a959a02687ab92ca6051b91e092f60b72105a2¢3fa4059d239311 h
(290 A = 9d877ea247fb836e0cd10c9652b4dca388b195caa225¢c0c8b6971¢c13b508bf75 h
Extension
(4d) C= CoJC3 = 9aa8h816282b2c640eb9762f7e12d9b8 h
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Round no.

(2b)
(20)
(2d)
(2e)
(2f)
(29)

>>WIWw

Round no.

g+2

q+3

ISO/IEC 10118-4:1998(E)

fofafaf8fbf8f1f6f2f8f2fbf2fcf6f4f0fefbfof7f6f2fff 7fef1f2fdfofbf8
647d845abc037298fe29fe6da0482a57784f6e3355d332374169ede148f1448d
f47d845abc037298fe29fe6da0482a57784f6e3355d332374169ede148f1448d

00000741cOabe2c27ac0bf2384d377ab7b07f3374c402{87ec26baafabd6f2e360f7000b

cOabe2c27ac0bf2384d377ab7b07f3374c402f87ec26baafabd6f2e360f7000b
5d2¢9¢603d3b3c4d88027b3d29b32f94c4flbadd4e037a671d41eef0d5ffbf7e

(4e)
(4e)
(4e)

(2b)
(20)
(2d)
(2e)
(2f)
(29)

Round

(4f)
(4)
(4)

(2b)

(20)

(2d)

(2€)
(2

(29)

Round

(4e)
(4e)
(4e)
(2b)
(20)
(2d)
(2e)
(2f)
(29)

Round

OO0
= O

>0 ®E O

CoDOC3
C10C
CollC1

no. g+4

OO0
w N

>>O0OmOmm O

CydCy
C30Cs
Ca2llCs

no. g+5

>>O0mWOm O

ColOC3
C10Co
CollC1

nesg+6

17e87113d745092a
50607789cda4dlfde p
17e87113d745092a50607789cdadlfde

f1f7fef8f7f1f113fdf7f4f5f0fof2faf5fOf6fOf 7 7f8f9fcfdfafaf1fffdfe
acdb6298cacacdbe75f58fc8d94add6e31014chdb9f4829ee1bc140424004280
fcdb6298cacacdbe75f58fc8d94add6e31014cbdb9f4829ee1bcl40424004280

0000085f0e394019c43439b100f3865b24c54196d0a6612bc8298ee325583501f5fe139b

0e394019¢43439b100f3865b24c54196d0a6612bc8298€e325583501f5fe139b
5315dc79f90f05fc88f1fd660d766e021457db66862af4843819dbf12001ace5

cac8cfofe58f33ba  p
c471b9b09b9deal2
cac8cfofe58f33bac471b9b09b9deald2 h

fcfafcf8fcfffofffefs8fff3f3fbfafcf4f7f1fbfofbfOfofbfofdfefafOf2
afef208105f0fc0376040599fe€8595f8e8a32c977dd30f74cle2220cdefb5c17
ffef208105f0fc0376040599fe8595f8e8a32c977dd30f74c1e2220cdefb5¢c17

000009a0a067aflch50e126496355f4f8033d62330dd0c151703d398534f4ale89e28d4a

a067af1ch50e126496355f4f8033d62330dd0c151703d398534f4ale89e28d4a
f37273654c0117981ec4a2298d45b821248ad7739129271c6b5691efa9e321af

d399c8a34cd8e328 H

83f9hf2a817cfcf6 h
d399c8a34cd8e32883f9bf2a817cfcf6 h
fdf3fof9fcf8faf3fafcidi8fef3f2f8f8f3fffofbfff2faf8f1f7fcfffcfffe

0e818a9ch0f9ed6bea385fd173b64ad9dc79288a6ad6d5e693a76613561fde59
fe818a9cb0f9ed6beal385fd173b64ad9dc79288a6ad6d5e693a76613561fde59

0000013eb89f8f9208f8dd6af54caf0c5783bch901c9ed5dc70ef255eb64dadfbafel9a2

b89f8f9208f8dd6af54caf0c5783bch901c9ed5dc70ef255eb64dadfbafel19a2
4bedfcf744f9caf2eb880d25dac6049825433a2e5627d54980324ba0131d380d

(4f)
(4f)
(4f)

(2b)
(20)
(2d)
(2e)
(2f)
(29)

C2
C3
C

>> 0 WIWw

ColUUCy1
C30C2
C2llC3

4931700564f3Ti4at—h
8d40c905ff6e254e h
493170b564f3cf4c8d40c905ff6e254e h

fafof3f1f7fofbfsfef4fff3fctf4fcf8fdf4fOfcfofOf5fffffefef2f5f4fe
bf140f06b30931071d7cf2d62639f064ddbecedeaade25bc7fcdbd5eele8ccf3
ff140f06b30931071d7cf2d62639f064ddbecedeaade25bc7fcdbd5eele8ccf3

000002cd631f7f2804f90933a27240f80ea77e9668d319c6157c23f7b11684f2d7080ace

631f7f2804f90933a27240f80ea77e9668d319¢c6157¢23f7h11684f2d7080ace
28f283df4000c3c149fa4dddd4617a0e4d9023e8435bf6be3124cf52¢c41532¢3

ju pien s e Hien s 8 j pien s e Hien B 8 o O O T O T j pien s e Hien B 8

o O O T O T
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Round no. g+7

5ed901a6b3b6c666 Hh
dd20be8c32ca3a90

(4e) Cp= CpOC3
(4e) C1= C10OCo

(4e) C= Cpllc1 = 5ed901a6b3b6c666dd20be8c32ca3a90
(2b) B = fofefdfofOflfaf6fbf3fbf6fcfef6fefdfdf2f0fbfef8fcf3f2fcfaf3fafofo h
(2c) B = dd0c7e26b0f13937b209b62b28978cf8b06dd118b8a50e42c2d633a837efch33 h
(2d) B = fd0c7e26b0f13937b209b62b28978cf8b06dd118b8a50e42¢c2d633a837efch33 h
(2¢) B = 00000b5¢c780401af81fcafb61d0af544bb9533b074260¢c5b9536bc8cc8d89c021c8cc326 h
(29) A 50f68270c1fc6c7754f0b8996ff449be39b62fb3d66d4a32f9fc5350d899f1e5 h
Round np. g+8
4f) Cp= Cr0Cy = 9411ce395639f5dc
(4f) ag= C30Cy = 1951073ca957d092 H
@ah = Col|C3 = 9411ce395639f5dc1951073ca957d092 h
(2b) B = fof4f1f1fcfef3fofbf6f3fofff5fdfcf1fof5f1f0f7f3fcfafof5f7fdfOfof2 h
(2c) B = a90273813d029f8eal064b609001b442c84fda42269ah9ce0305a6a725690817 h
(2d) B = f90273813d029f8ea1064b609001b442c84fdad2269ah9e¢e0305a6a725690817 h
(2¢) B = 00000d67969376fh27ef9563bd5bd2b08156dd01904bc7ac090552607€69252ba9265ed h
@2h A = 7969376fb27ef9563bd5bd2b08156dd01904bc7ac090552607€69252ba9265ed h
(2090 A = 299fh511738295216f2505b267e1246€20b293¢916fd1f14felac10262009408 h
Hq+8 = 299fb51f738295216f2505b267e1246e20b293c916fd1f14felac102620b9408 h
Reductigh mod p
(5) A = 497a26f552e76e98eabeaac0e54b6d7d
(6) H = 497a26f552e76e98eabeaae0e54b6d7d h Hash-code calculated by MASH-1
A.2.2 HKxample hash calculation using MASH=2
Initialisatjon step: A:=0
B:=0
i:=0
First round:
(2a) € = 4e6f77206973207468652074696d6520 | (the first 164 bytes of the data string O})
i = 80p
(2b) B = fafef6fff7f7f2f0f619f7f3f2f0f7fAf6f8f6f5f2f0f7f4f6fof6fdf6f5f2f0 h
(2c) B = fAfef6fff7f7f2f0f619f7f3f2f0f7fAf6f8f6f5f2f0f7f4f6fof6fdf6f5f2f0 h
(2d) B = fafef6fff7f7f2f0f619f7f3f2f0f7fAf6f8f6f5f2f0f7f4f6fof6fdf6f5f2f0 h
(2¢) B £ 0000083871d3c375922382h7996401171c44350ffc63f85allaebbf07e182108ba9d1f3f h
2 PpCs 71d3c375922382b7996401171c44350ffc63f85al1laebbf07€182108ba9d1f3f h
(29) = FHe3€375922382b 7996401 7+c44350ffc63f85attaebbioFe182108baddi3f h
Second round:
(2a) C = 666f7220616c6c20 | (the last 84 bytes of the data string D)
(2a) C = 666f7220616c6c200000000000000000 (... padded with binary zeros)
i = c0 h
(2b) B = fef6f6fff7f2f2f0f6f16fcf6fcf2f0fOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfO h
(2c) B = 8725358a65d170476f95f7ebeab8c7ff0c9308aael5e4b008ee8d1f84a6defcf h
(2dy B = f725358a65d170476f95f7ebeab8c7ff0c9308aael5e4b008ee8d1f84a6defct h
(2¢) B = 0000064adfe7bc5d78f2c00b3cllcc020a4c7e798de85ff6bc98c78061e803f40e5b2b7a h
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) A = dfe7bc5d78f2c00b3cllcc020a4c7e798de85ff6bc98c78061e803f40e5b2b7a
29) A = ae347f28eadl142bca575cd1516084b76718ba7acad367c701ff022fcbh4c63445
Round no. q  (length counter)
(3a) C = 000000000000000000000000000000cO0 h (the last 8¢ bytes of the data string D)
(2b) B = fofofofofofofofofofofofofOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfOfcfO
(2c) B = 5ec48fd81a21b24c55853de5e6f8bb86817b575c5dc68c80ef00d20c4436¢8b5
(2d) B = fec48fd81a21b24c55853de5e6f8bb86817b575¢c5dc68c80ef00d20c4436c8b5
(2¢) B = 00000441d23756b05a6bd8830708cf278486582fdc49fb478c4966b20b042d12dce7fh69
@H A = 423 756b05a6bt8830708cf2 7848658 2fdcA9fhAT78cA966b20b042d+ 2dece 7o
g A = 7¢032998b0ba9a3fa27d0232928e1359%adc25ceb217flac214f40fee6821cf2c
Hq = 7c032998b0ba9a3fa27d0232928e1359adc25ceb217flac214f40fee6821cfc
Redugdtion procedure RED
Splitting
(4a) Hgr = 7c032998hb0ba9a3f K (4b) Cqg:= Hgs = adc25ceb217flac2
Hepe = a27d0232928e1359 p Ci= Hq 7~ 7c032998b0ba9a3f
Hpz = adc25ceb217flac2 R Coi=  HuCF 14f40fee6821cf2c
Hga = 14f40fee6821cf2c  p Cz= Hgp " = a27d0232928e1359
Extengion
(4c)] Cc= cCqgllCy adc25ceb217flac27c032998b0ba9a3f h
Round no. q+1
(2b)| B = fafdfcf2f5fcfefbf2f17fff1fafcf2f7fcfOf3f2fofof8fbfOfbfafofaf3ff
(2c)| B = 86fed56a454664c4508cf5cd6374efab5a3eac18d386e33aef04f41491db3cd3
d)| B = f6fed56a454664c4508cf5cd6374efab5a3eac18d386e33aef04f41491db3cd3
(2¢)| B = 000006324c63d04f673f195bd0d7d79212c0b1a6d1037d07¢c20d31f946c07a954b480ecd
@h| A = 4c63d04f673f195bd0d7d79212c0b1a6d1037d07¢20d31f946c07a954b480ecd
29| A = 3060f9d7d785836472aad5a0804ea2ff7ccl2lece3722b3b5234757b2369clel
Extension
(4d) C=Cy||C3 = 14f40fee6821cf2ca27d0232928e1359 h
Round no. q+2
(2b)| B = fafafffafOfffefefefgf2flfctff2fcfaf2f7fdfOf2f3f2f9f2f8fef1f3f5f9
(20)| B = €1940623277a7d9a845227517ch150038633d6111380d8c9abc68d85d29a3418
@ed)| B = f1940623277a7d9a845227517ch150038633d6111380d8c9abc68d85d29a3418
(2e)| B, = 00000c2b4825db0a9091297c530abd55dfff5h93e28f2c0c65cc50299a52bf7602d872be
2| ANz 4825db0a9091297c530abd55dfff5h93e28f2c0c65¢cc50299a52bf7602d872be
(29) LA = 784522dd4714aa1821a068f55fb1f96c9e4e0de086be7b12c866ca0d21b1b35f
Round no. q+3
(4e) Co= CgOCz = 0fbf5ed9b3f1099b p
(4e) C1= C10OCy = 73bc7741034b93a4
(4e) C= Cgl|C1 = 0fbf5ed9b3f1099b73bc7741034b93a4 h
(2b) B = fofffbfff5fefdfofbf3fff1fOfOfofbf7f3fbfcf7f7f4f1f0f3f4fbfof3faf4
(2c) B = 88bad922b2ea57e1da539704af48009769bdf61c71498fe338953ef6d84249ab
(2d) B = f8bad922b2ea57e1da539704af48009769bdf61c71498fe338953ef6d84249ab
(2¢) B = 000002595aaa22afa6266de454fa9395ae40ff1dc667735f1le6e5f603e5clea79c94d8e9

O O O TS O ToO T
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@n A
(29) A

Round no. g+4

CrdCq
C30Cy
CallCs

Hbaaa22afa6266de454fa9395ae40ff1dc667735f1e6e5f603e5¢clea79¢c94d8e9
22ef0072e132c7fc755afb60f1f1067158297ebf98d02472f63ad4aabd256bb6

674878af6b6a5c88
c5357a9df9e44fdl
674878af6b6a5c88c5357a9df9e44fd1l h

f6f7fAf8f7f8fafff6fbf6faf5ici8f8fcf5f3f57 fafofdfffofefdf4fffdfl

A410f401002240202 1040 NANAFAR0QANACOAAALEFDIAAAOINQO~ADDIEAA0A0047
T oo T oOTCoD oot ITUT ot C O Tt O C Ot O Tt OO oTo T e Tt O T Ittt Ot
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jm i

(4) Cz=
(4) Cz=
4f) C=
2b) B
(2c)

2dy B
2e) B
) A
(290 A

Round np. g+5

(4e) Q
(4e) Q
(4e)

P, O
1

(2b)
(2c)
(2d)
(2e)
(2f)
(29)

2B W ww

ColUC3
C10Cqo
CollC1

Round np. q+6

@n g
@n g
(4f)

bw' DN
1

(2b)
(2c)
(2d)
(2e)
(2f)
(29)

2B W W

CoOCp
C30C2
C2llC3

Round np. q+7

(4e) Q
(4e) Q
(4e)

P, O
1

(2b)

98]

U

CoU€3
c1<0)Co
CollC1

ToSC

f418f48a16ca3d0383a10d9a040dfe89a4dc8d4a6f2add8f09c32a5e49da9647

000006444434f5a752c3635d88eal44e3d28e4613eb15035e1b9c47c8ecl4e50b95623eh

4434f5a752¢3635d88eal144e3d28e4613eb15035e1b9c47c8ecl14e50b95623¢eh
66dbf5d5b3flad4alfdbOef2eccd9e21066982e8a7969e00e78fh9afa0473485d

ca8a24444al15464a h
b9365305495ed5ee n
ca8a24444a15464ab9365305495ed5ee

fcfaf8faf2fafAfafAfaflf5fAf6fafafbfof3f6f5f3fOf5f4f9fSfefdfSfefe
9a210d2f41055055094aledb382f16ea9d61dd7¢8¢9al10fb8c026f04f986b6a3
fa210d2f41055055094aledb382f16ea9d61dd7c8c9al0fb8c026f04f986b6a3

00000b472e2404€982562be4723c0f7818292619525274b24a8b64f89ea41d1d89a764a0

2e2404e982562be4723c0f7818292619525274b24a8b64f89ea41d1d89a764a0
48fff13c31a78f458f8ce056d4f0c40934ca5a3833e284f6e65f87e78dd42cfd

de7e2baa22348966 h
1b4b5137dbd0c6b7 Hh
de7e2baa223489661b4b5137dbd0c6b7 p

fdfef7fef2fbfafaf2f2f3f418fof6f6f1fbf4fbf5f1f3f7fdfbfdfOfcf6fbf7
b50106¢2¢35¢75bf7d7e13a22c0932ffc531aec3c61377011ba47al177122d70a
f50106c2c35¢75bf7d7e13a22c0932ffc531aec3c61377011bad7al77122d70a

000002cac6f3h0a9d6b41c106b1ef6465385af56258886f78d80f016914d005f66f51db2

c6f3b0a9d6b41c106b1ef6465385af56258886f78d80f016914d005f66f51db2
8e0c4195e7139355e492161087756b5f1142dccfbe6274e0771287b8eb21314f

d1c1757391c580fd h
68f72676d89b5513 H
d1c1757391c580fd68f72676d89b5513 h

fdf1fcf1f7f5f7f3f9f1fcf5i8fOfffdf6f8fff7f2f6f7f6fdf8f9fbf5f5f1f3

73fdbd6410e664a61d63eae57{85904a2e7ba2338469483168aea/e431led4c0bs

jm s pien S B Biben o j= s s pen e B

j= s s R e B

(2c)
(2d)
(2e)
(2f)
(29)

>>wWw

Round no. g+8

(4f) Ca=
(4f) Cz=
@4h cC=

16

CrdCq
C30Cy
CallCs

f3fdbd6410e664a61d63eae57f8594a2e7ba23384c9483168aea7e431ed4cObc

0000013ef76551c6e3b17dfb5ech837566eec9c7fb39f16c39351b9fd4bdach352eaf01d

f76551c6e3b17dfb5ech837566eec9c7fb39f16¢39351b9fd4bdach352eaf01d
7969105304a2eeaeba599565e19ba298ea7b2da387576f7fa3af2bObb9cbc152

b6890ddcfaafdc75 h
adc25ceb217flac2 p
b6890ddcfaafdc75adc25ceb217flac2 h

jum s s pen Hen e
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20y B = fbf6f8fofofdfdfcfffafafffdfcf7f5fafdfcf2f5fcfefbf2f1f7fff1fafcf2

(2c) B = 829fe8aaf45f135245a36f9al1c67556d1086d15172ab9184515edcf448313da0

(2dy B = f29fe8aaf45f135245a36f9a1c67556d1086d15172ab9184515edcf448313da0

(2¢) B = 00000a8bhf084975e7ac8e096b464172ed9a5cbffeb32c5512faecO0b3702f427608497abd

2) A = f084975e7ac8e096b464172ed9a5chffeb32c5512faecO0b3702f427608497abd

29) A = 89ed870d7e6a0e380e3d824b383e69670149e8f2a8f9afccd380697db182bbef
Hq+8 = 89ed870d7e6a0e380e3d824h383e69670149e8f2a8f9afccd380697db182bbef

Reduction mod p

> ju pien s s Hien N B

(5) 8ad87c2de674c2e82de5769806e1bb28 n

A.3 |Sample test messages and their hash-codes

In the ¢alculation of the hash-code for the set of test messages (A.3.1 to A.3.9) the following_integers are used:

1) the|composite modulus

N3 8b251fal6f8b7a3c8alec50da421debbfdfc4db6cf4452d0df98ad327bof6fecabb422e1434938ffe3576
d7b7a76b8c94a90dc9d0cc576bd6f9al128f4af1d907e3b4dbb67f52683e7992a4cf031f885533d21d07c7
€14811adbd600fb78d62a789f

2) theprime number
p3 cde7e6f6e432331d896a7b02d031a09d7b2c77al h

The length of the modulus N used in the round-function is: Lny=780g = 30Ch
The length of the output of the round-function is: Lp=7684 = 300
The length of the prime p used in the reduction-function is: Lp=160q = AOp
The length of the hash-code is: Lp=160g = AOp

The contents of the fields:

length of text contains the number of bits of‘the message text. It is given in decimal first (with subscript d) follow

equivalent hexadecimalepresentation (with subscript h).
text contains the message te' be hashed delimited by single quotation marks.

text in JASCII  contains the message in ASCII code. The blanks are inserted for readability.

Hg contains the-output of the round-function in hexadecimal representation after g applications.
Hg+s contains the output of the round-function in hexadecimal representation after g+8 applications.
H cantains the hash-code in hexadecimal representation after the modulo p reduction.

A.3.1| Example 1

ed by the

length of text 0d=0n

text "

text in ASCII (empty string)

MASH-1 Hg a69e5191337162387c3a2701bc8a49ad385d648194fale188ca2d4f5f149fdf89ceale9

c1324fd96270alfee9a77e00925a014432896dd6a54232947f222b28b786259c45de549
6b166e4955cd0c84f2539¢49fb61f6fc66763915dd006e8b8c

Hg+s  c42af288cfd830875401c6€622a417058076b4869183cf5d79721a33¢5d297937f90506
891cbd0e0d307d8515ec3dd5d64bd6257e90ba06act53c14c47ch007e54ae429dfa0329
fff22cd1fdb2702598258d081d4f0d25a6120841906c2f5627

H b7231fa49ce0249adefOce0al429796e8f19ad8b

17
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MASH-2

A.3.2 Example 2

Hq

H q+8

H

499bcae76a9b15f8061fcOfc2da49d7d8flca7436a70c36d564ac35875cdcf310f3a8e8
791e358774669341bd07f7917¢cd35928f9ee60a88f7c53cech2d5e82f9778049b24243b
896a3e66448801ab6f0b975018a7732a87baa3clac07e95eaf

416000041591700f319a8e2bbc2bab56e88cd39dd24194dal6e81b5b6db15d9ca22849f
7ad7ae6d83987d92clcdfdc65775¢610740b935d1258f568af3038a79d8a7b97000aec?
63b960c27a63245d91d3c58f21bd386fbh9b8600f4765d94efe

bcceOb6f5646e7eb0cfbled6dbe787016ce4b18e

© ISO/IEC

length of fext 84 =28
text 'a'
text in ASCII 61
MASH-1 Hq 843d8fbd095¢cb55514b0017843541ea3003c03b6b9753501ad28a28f8e3d5a125461f8a
6db9fc6bdb3475916915bb50dd71a833647710db0b71c4696570b37de678d185¢c99e285
e496be7c5415130c2ee51108e4fe38f0e80ec4cfed7bb3c9f2
Hq+3 b7cd378165eb4ed4cal34f1372643d57d395810e696959eb44f3514be6413¢9131817ac8
27a8f501961ac3cb0a51e2echb32¢990443f2eac32890b81ecf5874eabccc97ef292870a
b945c00eb0555a4ede7ab9e23cca450bfdaff46921e2a40d25
H c7¢5e8262a0067a3f0479fdc5¢c814e90e636610b
MASH-2 [ Hg 4851adcd1809c0h66018a462a0008ea08e25fa5a6a8f970d0f09e3be81276301d68e5d
a78314ecae818a32589132a22caacdbe5f4e06afe7273632ef218255f4bd3c58d3fc3fd
4357411¢c21047e77017c0358401a013f251638f3f4764efSa4
Hg+g  597292939e469da0fa542227c5e8c6adeaded497433cc3ca8db32e473c23287af7dfcfd
eb7e1fe83723697772acc19ef5206d681bdab2b6fa3253fec58980284dda2fc077fbd04
92e125c204af1f4625f439968115619e517ab05b74ee60eb0c
H c8ae72da006544d524a6ca09c9d7702628bfb683
A.3.3 HExample 3
length of fext 244 =18
text ‘abc’
text in ASCII 616263
MASH-1 Hq 329f3abba8d9ffde2¥7478023bcfba35bflabaa31fdf7e32a9a314fb43769a3809bb654a
94838382bh544702263e6ff3bd8a21fc38f5ff5f06859d11aabld49af96912fed50ed775
5ed3d1da0776ede4985aelfd56dbe8cff52e37eb7b724ec694
Hg+s  5910c9e2d3falobda8c4143aaeeeac65f7acdf8d067b43891ee2d4626c0fc570188083e
e86d86d5fe89fded34e2b3ee75dfc5229bcce85b2500312339355b74¢62e9429021b5a9
65e028ea3f5477687ae5d4858b46a480976b7e741dbba0c8d0
H 9e76dd088a4e88ea72bb9cel3727f34bd27c75912
MASH-2 [ Hg 3bbd7e23260830c085a6282c5ef2f2d35d7e78a74d0f3de4964bbeada74780b43662d9a
666daba357abef2c3186129e3202f80a015de4ddc6811db472cf36420e0cch17a9a937e
1a89647eb7f84105c023617b9144ba2faf8113070acb36edf6
Hg+8 34402e017627ihb5afftaat26100096Ce695 1f9a 1 7TI1e56a25hasdu3dccabosasoIffe
917b8eef53d0e0a39193fd43274b34f931b96e469518d5e7d60b1d794fe78¢c1740b0c42
c7273e2b7b1fa7d8092d7a0c590957eb76caf7868339e6aa6b
H 18086f7c5c96e1bdc659c1c7b5¢957f3dfbae7c8

A.3.4 Example 4

length of text

text

text in ASCII

18

1124 =70y

'message digest
6D 65 73 73 61 67 65 20 64 69 67 65 73 74
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