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Information technology — Security techniques — Hash-
functions — Part 3: Dedicated hash-functions

1 Scope of the first input to.the round-function.

This|part of ISO/IEC 10118 specifies dedicated hash-
functions, i.e. specially designed hash-functions. The
hashtfunctions in this part of ISO/IEC 10118 are
basefl on the iterative use of a round-function. Three
distipct round-functions are specified, giving rise to
disti]:ct dedicated hash-functions. The first and third
provide hash-codes of lengths up to 160 bits, and the
secohd provides hash-codes of lengths up to 128 bits:

2 Normative reference

The | following standard contains provisions which,
throligh reference in the text, constitute’provisions of
this part of ISO/IEC 10118. At the time of publica-
tion,|the edition indicated was-valid. All standards are
subjgct to revision and parties t6 agreements based on
this part of ISO/IEC 10118 are encouraged to investi-
gate|the possibility of @pplying the most recent edition
of the standard indicated below. Members of IEC and
ISO maintain registers of currently valid International
Stanfards.

ISONIEC10118-1: 1994, Information technology —
Secrity techniques — Hash-functions — Part 1:

3.2 hash-function identifier: A byte identifying
a specific hash-finction.

3.3 round-function: A function ¢(.,.) that trans-

forms<two binary strings of lengths L; and L{ to a

binatry’string of length L,. It is used iteratively gs part
of @ hash-function, where it combines a data strjing of
length L, with the previous output of length L}.

3.4 word: A string of 32 bits.

4 Symbols and notation

This part of ISO/IEC 10118 makes use of the follpwing
symbols and notation defined in ISO/IEC 10118-1.

D A data string to be input to the hash-functipn.
H Hash-code.

1V Initializing value.

Lx Length (in bits) of a bit-string X.

X @Y Exclusive-or of bit-strings X and Y.

General.

3 Definitions

For the purposes of this part of ISO/IEC 10118, the
definitions given in ISO/IEC 10118-1 and the follow-
ing definitions apply.

3.1 block: A bit-string of length Ly, i.e. the length

For the purpose of this Part of ISO/IEC 10118, the
following symbols and notation apply:

a;,a: Sequences of indices used in specifying a round-
function.

B; A byte.

C;,C! Constant words used in the round-functions.
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D; A block derived from the data-string after the
padding process.

fi,9; Functions taking three words as input and pro-
ducing a single word as output, used in specifying
round-functions.

H; A string of L, bits which is used in the hashing
operation to store an intermediate result.
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:= A symbol denoting the ‘set equal to’ opera-

tion used in procedural specifications of round-

functions, where it indicates that the word on
the left side of the symbol shall be made equal
to the value of the expression on the right side

of the symbol.

L length (in bits) of the first of the two input

ings to the round-function ¢.

e length (in bits) of the second of the two input

ings to the round-function ¢, of the output
ing from the round-function ¢, and of IV

number of blocks in the data string after the
dding and splitting processes.

[he operation of ‘circular left shift’ by n bit

sitions, i.e. if A is a word and n is a non-

gative integer then S7(A) denotes the word

tained by left-shifting the contents of A by n

hces in a cyclic fashion.

hift-values used in specifying a round-function.

X/, Y:,Z; Words used to store the results_of.

fermediate computations.

bund-function, i.e. if X,Y are bitstrings of
ngths Ly and L, respectively, then ¢(X.Y)
the string obtained by applying ¢ to X and Y.

bit-wise logical AND operation on bit-strings,
. if A, B are words-then A A B is the word
ual to the bit-wiseogical AND of A and B.

bit-wise logical’ OR operation on bit-strings,
. if A, B are words then AV B is the word
ual tothe bit-wise logical OR of A and B.

bit:wise logical NOT operation on a bit-string,

5—Requirerments

Users who wish to employ a hash-function from

part of ISO/IEC 10118 shall select:

e one of the dedicated hash-functions specified

low; and

the length Ly of thedash-code H.

NOTE 1 — Theirst and second dedicated
hash-functions*are defined so as to facil-
itate soffware implementations for ‘little-
endiafi) eomputers, i.e. where the lowest-
addressed byte in a word is interpreted as the
least significant; conversely, the third round-
function is defined so as to facilitate soft-
ware implementations for ‘big-endian’ com-
puters, i.e. where the lowest-addressed byte
in a word is interpreted as the most signif-
icant. However, by adjusting the definition
appropriately, any of the round-functions
can be implemented on a ‘big-endian’ or
a ‘little-endian’ computer. All the hash-
functions defined in this part of ISO/IEC
10118 take a bit-string as input and give
a bit-string as output; this is independent of
the internal byte-ordering convention used
within each hash-function.

NOTE 2 — The choice of Ly affects the se-
curity of the hash-function. All of the hash-
functions specified in this part of ISO/IEC

i.e. if Ais a word then =4 is the word equal to
the bit-wise logical NOT of A.

& The modulo 2°? addition operation, i.e. if A, B are
words then AW B is the word obtained by treating

A

and B as the binary representations of integers

and computing their sum modulo 2%?, where the
result is constrained to lie between 0 and 232 — 1
inclusive.

10118 are believed to be collision-resistant
hash-functions in environments where per-
forming 2U#/2 hash-code computations is
deemed to be computationally infeasible.

this
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6 Model for dedicated hash-functions
6.1 General

The hash-functions specified in this standard require
the use of a round-function ¢. In subsequent clauses

of this part of ISO/IEC 10118, three alternatives for
the function ¢ are specified.

The hash-functions which are specified in this stan-
dard lnrn\l;r'lna hash-codes of |pngfh r‘vlv’ where ,H IS

ISO/IEC 10118-3 : 1998 (E)

the first L; bits of the padded version of D, D, rep-
resents the next L, bits, and so on. The Padding and
Splitting Processes are illustrated in Figure 1.

less [than or equal to the value of L, for the round-
function ¢ being used.

In the specifications of the hash-functions in this part
of IJ0/IEC 10118, it is assumed that the padded data-
string input to the hash-function is in the form of a
sequence of bytes. If the padded data-string is in
the form of a sequence of 8n bits, zg, 21,...,Zg,_1,
then| it shall be interpreted as a sequence of n bytes,
Bo,B1,...,B,_1, in the following way. Each group
of efght consecutive bits is considered as a byte, the
first|bit of a group being the most significant bit of
that| byte. Hence

Bi = 271‘81' + 26115gi+1 + -+ T8i4+7
for query ¢ (0 <7 < n).

Identifiers are defined for each of the three dedicated
hasH-functions specified in this standard. The hash-
fungtion identifiers for the dedicated hash-functions
spedified in clauses 7, 8 and 9 are equal to3%; 32, and
33 (hexadecimal) respectively. The range of values
fron} 34 to 3F (hexadecimal) are reserved for future
use as hash-function identifiers by'this part of ISO/IEC
10118.

6.2

Let |p be a round-furiction and IV be an initializing
valup of length Lo\ For the hash-functions specified
in this part of 1SO/IEC 10118, the value of the IV
shal| be fixed for a given round-function ¢.

The|hash-¢ode H of the data D shall be calculated
in fqur’steps.

Hashing operatjon

data-string D to be hashed padding added
Lp
i PaddiLg
Dy | Dy |----|Dg_1{"D, Splitt{ng
Ly

Figure 1: Padding & splitting processes

6.2.3 Step 3 (iteration)

Let Dyy Dy, ..., D, be the Lq-bit blocks of the data
after padding and splitting. Let Hy be a bitt-string
equal to IV. The Ly-bit strings Hy, Hy,..., H, are

calculated iteratively in the following way.

for ¢ from 1 to ¢:

H; = ¢(D;, H;_1);

The lteration Process is illustrated in Figure 2

| |

6.2.1 Step 1 (padding)

The data string D is padded in order to ensure that
its length is a multiple of L. Specific instances of
padding methods are specified in subsequent clauses

of this part of ISO/IEC 10118.
6.2.2 Step 2 (splitting)

The padded version of the data string D is split into
Ly-bit blocks Dy, D,,...,D,, where D; represents

j ‘
D; H;

Round-function ¢

Figure 2: The Iteration Process
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6.2.4 Step 4 (truncation)
The hash-code H is derived by taking the leftmost

Ly bits of the final Ly-bit output string H,.

7 Dedicated Hash-Function 1

NOTE — This clause contains a description
of the round-function, initializing value and

© ISO/IEC

used in this round-function, where each function g¢;,
0 < i < 79, takes three words X3, X; and X, as
input and produces a single word as output.

The functions g; are defined as follows:

g:(No, X1, Xa) =
.(/i(‘\—Ov ‘\717 ’Y'.?) =

padding method for RIPEMD-160, [3].

7.1 (xeneral

In this|clause we specify a padding method, an initial-
izing vfalue, and a round-function for use in the general
model[described in this part of ISO/IEC 10118. The
padding method, initializing value and round-function
specified here, when used in the above general model,
togethEr define Dedicated Hash-Function 1. This ded-
icated|hash-function can be applied to all data strings
D conftaining at most 2%% — 1 bits.

The 1$0/IEC hash-function identifier for Dedicated

Hash-Function 1 is equal to 31 (hexadecimal).
7.2 Parameters, functions and constants
7.2.1| Parameters

For thjs hash-function L, = 512 and L, = 160.
7.2.2

In the|specification of the round-function of clause 7 it
is assymed that the block input to the round-function
is in the form of a sequence of words, each 512-bit
block [being made up of 16 such words. A sequence
of 64 pbytes, By, By, ..., Bgz, shall)be interpreted as
a seqyence of 16 words, Zy, Zy)... ., Z;5, in the fol-
lowing way. Each group of (four consecutive bytes is
considered as a word, thefirst byte of a word being
the legst significant byte-of that word. Hence

Byte ordering convention

Zi = P Bajp3+208y, 42 +2% By y 1+ By, (0 <i < 15).

To copvertthe hash-code from a sequence of words to
a bytetsequence, the inverse process shall be followed.

g:(XNo, N1, o) = 7).

9:(Xo, X1, Xo) = 2
(48 < i < 63)
9i(No, X1, Xo) = Xo & (X VX964 <@ <T9).

7.2.4 Constants

Two sequences of constant words Cy, ('}, ... ,C7gland
Ch,C1,...,C%Ly are used in this round-function. |In a
hexadecimal-répresentation (where the most sighifi-
cant bit_éerresponds to the left-most bit) these

defined-as follows:

are

C; = 00000000, (0 <i<15),
C; = 5A827999, (16 < i< 31),
C; = 6ED9EBA1, (32 < i <47),
('; = B8F1BBCDC, (48 < i <63),
C; = A953FD4E, (64 <i < 79),
C! = B50A28BE6, (0 << 15),
C! = 5C4DD124, (16 < i < 31),
C! = 6DTO3EF3, (32 <i<47),
C! = TABDT6E9, (48 <i < 63),
C? = 00000000, (64 <i<79).

NOTE — The byte-ordering specified here
is different from that of subclause 9.2.2.

7.2.3 Functions

To facilitate software implementation, the round-
function ¢ is described in terms of operations on
words. A sequence of functions g¢g,¢q,...,¢gm is

Two sequences of 80 shift-values are used in this
round-function, where each shift-value is between 5
and 15. We denote these sequences by (tg,ty,...,t79)
and (t,t}, ..., thg). Afurther two sequences of 80 in-
dices are used in this round-function, where each value
in the sequence is between 0 and 15. We denote these
sequences as (ag,ay,...,ar), and (ap,di, ..., d5).
All four sequences are defined in the following table.
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i 0|12 |3 |4]|5 |67 ¢ || 72|73 |74 |75 |76 |77 |78 |79

t; {1114 15|12 |5 | 8 | 7|9 t; || 5112|1314 |11 | 8 | 5| 6

il 81919 11131515 5 ¢l 8 1316 |5 1513|1111

a; | 0112134567 a; |14 1] 3|8 |11| 6 |15|13
aifl 5 (14,709 ]2]|11] 4 ai | 6|2 (113|140 3|9 |11

i 8 | 9 |10 (11|12 |13 |14 |15

t; |11 13|14 15| 6 | 7 |9 | 8 7.2.5 Initializing Value

t; 717811111414 112]6 For this round-function the initializing value, IV, shall
a; ) o [ 9 JIWWTILTIZT15 114 715 always be the following 160-bit string, reprepented
a; |13]6 |15 8 | 1103 |12 here as a sequence of five words Yy, Y7, Y53 ¥3, Vs

i 16 |17 |18 |19 | 20 | 21 | 22| 23 hexadecimal representation, where Y}, represerits the
t; 716 8113111917115 left-most 32 of the 160 bits:

Gl 9 |13 1157 (1218 |9 |11

a | 74131 10| 6 |15] 3 Yo = 67452501,

a;} 6 |11 37 ]0[13]57]10 Yy = EFCDABS89,

i [[24]25]26 272829 30]31 Y, <. (98BADCFE,

t; 7 112115 9 (11| 7 (13|12 Y3 \=2 10325476,

t 7|7 1127 6 |15 13|11 Yy = C3D2E1FO.

a; 11210 |9 | 5|2 |14 11| 8

a; |14 15|18 |12 4 [ 9 [1 ]2 7.3 Padding method

! 32 133 1343536373839 The data string D needs to be padded to njake it
tf 1111316 | 7 14]9 |13]15 contain a number of bits which is an integer multiple
917 115/11)18 |6 ]6 |14 of-512. The padding procedure operates as follows:
a; || 3 11014 | 4 |9 |15 8 | 1

a; (155 |1 13 ]7[14[6 ]9 1. D is concatenated with a single ‘1’ bit.

T[40 [ 41 [ 42 [ 43 | 44 | 45 [ 46 | 47 . _

i 1418 (136 |5 [12] 7.8 2. The result of the previous ‘stfep.|s concat¢nated
U [12 (13| 5 |14 |13 | 1312 5 with bet.wee.n zero and 511 ‘0’ bits ‘such tHat the
w2 177016 13 1105 0 length (in bits) of the resultant string is cpngru-
J 11 T8 T2 2 T1otwo 713 ent to 448 modulo 512. More explicitly,|if the
= original length of D is Lp, and letting r pe the
¢ 48 |49 | 50 | 51 (-527] 53 | 54 | 55 remainder when Lp is divided by 512, then the
b )11 112 114 | 15,114 |15 | 9 | 8 number of concatenated zeros is equal to|either
t; 1515 | 8441 |14 |14 | 6 | 14 447 — 7 (if r < 447) or 959 — 1 (if r > 447). The
a; ) 119 AP0 0 |8 12| 4 result will be a bit string whose length willlbe 64
a; || 8 | 64 |1 |3 11 15[ 0 bits short of an integer multiple of 512 bifs.

; 596 El)z 558 569 680 661 652 g 3. Divide the 64-bit binary representation ¢f Lp
A6 T9 11219 1215 1151 8 into two 32-bit strings, one representing

a,l; 33 17 135 3215 615 ‘most significant half’ of L and the other the
dI s 12 2 1319 7 10 12 ‘least significant halt’. Now concatenate

= string resulting from the previous step with these
1 | 64 165 |66 |67 68|69 70|71 two 32-bit strings, with the ‘least significant half’
i; g 155 152 191 162 g 13; 162 preceding the ‘most significant half’.

1

a; | 4101519 711212110 In the description of the round-function which follows,
aj |12 {15110 | 4 | 1 |5 |8 |7 each 512-bit data block D;, 1 < i < ¢, Is treated as

a sequence of 16 words, Zgy, Z1,..., 75, where Z,

corresponds to the left-most 32 bits of D;.
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7.4 Description of the round-function

The round-function ¢ operates as follows. Note
that, in this description, we use the symbols
W, -Yﬂv *Xrlv"‘(Qv‘XVBv"' *’47‘/ Y(/)~<XV{7‘XV'§,7AXV§7‘X<’1 to de-
note eleven distinct words which contain values re-
quired in the computations.

1. Suppose the 512-bit (first) input to ¢ is con-

© 1SO/IEC

the 20th (right-most) byte will corespond to the
most significant byte of Y. The 20 bytes shall
be converted to a string of 160 bits using the in-
verse of the procedure specified in 6.1, i.e. the
first (left-most) bit will correspond to the most
significant bit of the first (left-most) byte, and
the 160th (right-most) bit will correspond to the
least significant bit of the 20th (right-most) byte.

tained in Zy, Z;,..., 2415, where Zy contains the
lgft-most 32 of the 512 bits. Suppose also that
the 160-bit (second) input to ¢ is contained in
five words, Yj, Y7, Y5, V3, Y.

2. Lkt Xy =Y, X =Y, Xy =Y, X3:=Y;
apd X, = Y,.

3. Lt X} =Y, X] =Yy, Xj =Y, Xj:=Y;
apd X} :=Y,.

4. Hor i := 0 to 79 do the following four steps in
ne order specified:

~+

a) W= S"(XoWgi (X1, Xy, X3)WZ, W)W
Xy,

b) Xo = Xy Xy = X3 X3 1= S1(X,);
Xo =Xy Xy =W,

(c) W= SN (X§Wgrg_i(X], X5, X3) & Zs 8

Chw Xy,
d) X} = X§; X§ = X§; X} =S (X));
X5 =X}, X{ =W,
5. let

W o= Y,
Yy Yot X, 6 X,
Y, 20 You X3 w X],
Yoim= Yaw Xy w X,
¥y = Yy Xow X7,
Yy == WuwX,uwX,.

8 Dedicated Hash-Function 2

NOTE — This clause contains a‘description
of the round-function, initializing value and

padding method for RIPEMBP-128, [3].

This hash-function should only be used in
applications where-a“hash-code containing
128 bits or lessGsyconsidered adequately se-
cure.

8.1 General

In this clause we specify a padding method, an inftial-
izing value, and a round-function for use in the general
model described in this part of ISO/IEC 10118. |The
padding method, initializing value and round-funqtion
specified here, when used in the above general medel,
together define Dedicated Hash-Function 2. This ded-
icated hash-function can be applied to all data stfings
D containing at most 25 — 1 bits.

The ISO/IEC hash-function identifier for Dedidated
Hash-Function 2 is equal to 32 (hexadecimal).

8.2 Parameters, functions and constant;
8.2.1 Parameters

For this hash-function L| = 512 and L, = 128.
8.2.2 Byte ordering convention

The byte ordering convention for this hash-functipn is
the same as that for the hash-function of clause|7.

8.2.3 Functions

6. The five words Yy, Y7, Y5, Ys, Yy represent the
output of the round-function ¢. After the fi-
nal iteration of the round-function, the five words
Yo, Y1, Yo, Y3, Y, shall be converted to a sequence
of 20 bytes using the inverse of the procedure
specified in 7.2.2, and where Y{ shall yield the
first four bytes, Y} the next four bytes, and so
on. Thus the first (left-most) byte will corre-
spond to the least significant byte of Y, and

To facilitate software implementation, the round-
function ¢ is described in terms of operations on
words. L 63 1S
used in this round-function, where each function g¢;,
0 <1 < 63, takes three words Xy, X; and X5 as
input and produces a single word as output.

A sequence of functions gg,g1,.-.

The functions g; are defined to be the same as the
first 64 of the functions defined in subclause 7.2.3.
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8.2.4 Constants
,Cg3 and

,Cs are used in this round-function. In a

Two sequences of constant words Cy, (', ...
ch,Ct, ...
hexadecimal representation (where the most signifi-
cant bit corresponds to the left-most bit) these are
defined as follows:

C; =

00000000, (0 < i < 15),

C; = 6EDYEBAL, (32 < i< 47),
C'; = B8F1BBCDC, (48 < i< 63),
C! = 50A28BE6, (0 15),
C! = 5C4DD124, (()g 33)
C! = 6DT03EF3, (32<i<47),
C{ = 00000000, (48 <i < 63).

Two| sequences of 64 shift-values are also used in this
round-function, where each shift-value is between 5
and |5. We denote these sequences by (¢, 11, ..., g3)
(0 th,...,tG3), and they are defined to be equal
to the first 64 values of the corresponding sequences
defined in subclause 7.2.4.

and

Finally, two further sequences of 64 indices are used i
this found-function, where each value in the sequence
is bgtween 0 and 15. We denote these sequernces by
(ao,fi1,--. ,ae3), and (a, ay, ..., aks), and-they are
defirfed to be equal to the first 64 values-of the cor-
resppnding sequences defined in subclatse 7.2.4.

8.2.p Initializing Value

For this hash-function the initializing value, IV, shall
alwalys be the following~128-bit string, represented
here|as a sequence of four words Yj,Y;. Y5, Y5 in a
hexadecimal represéntation, where Y represents the

left-most 32 of thé 128 bits:

ISO/IEC 10118-3 : 1998 (E)

The round-function ¢ operates as follows. Note
that, in this description, we use the symbols
W, Xo, X1, Xy, X3, X{, X1, X}, X, to denote nine
distinct words which contain values required in the
computations.

1. Suppose the 512-bit (first) input to ¢ is con-

tained in Zy, Z1,...,Z;5, where Z contains the
that
the 128-bit (second) |nput to ¢ is confaimed in
four words, Yy, Y7, Y5, Y5,

2. Let AXO = }’b, )(1 = yrl, AYQ = YYQ and )(3 =
Ys.
3. Let X := Yy, X{ =YX, :=Y; and [} :=

Ys.

4. For i := 0 to.63)do the following four steps in
the order specified:

(a) W= As'ti(AXrO L*ng'(AYl,/YQ,AXB) L‘fJZaz ﬂCi);
(B Xo == X3, X3 := Xy, Xy = Xy X, =

W
() W i= SU(XG W goa (X, X4, XE) 0|7,
ci);
(d) Xg = X5 X5 := X}, X):= X}, K| :=
W,
5. Let
W o= Yo,
Yy = YTwX,w X,
Y, = YowX5w X,
o= Yo Xow X],
Y = WwX;wX,.

6. The four words Yy, Y7,Y5, Ys represent th¢ out-
put of the round-function ¢. After thel final
words

Yo = 67452301, iteration of the round-function, the four

Y1 = EFCDABS8Y, Y0, Y1, Y5, Y3 shall be converted to a seqpence
Y5 = UBBADCFE, of 16 bytes using the inverse of the procedure
Y; = 10325476. specified in 7.2.2, and where Y shall yield the

8.3 Padding method

The padding method to be used with this hash-
function shall be the same as the padding method
defined in subclause 7.3.

8.4 Description of the round-function

first four bytes, Y; the next four bytes, and so
on. Thus the first (left-most) byte will corre-
spond to the least significant byte of Y[, and
the 16th (right-most) byte will corespond to the
most significant byte of Y5. The 16 bytes shall
be converted to a string of 128 bits using the in-
verse of the procedure specified in 6.1, i.e. the
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first (left-most) bit will correspond to the most
significant bit of the first (left-most) byte, and
the 128th (right-most) bit will correspond to the
least significant bit of the 16th (right-most) byte.

9 Dedicated Hash-Function 3

© ISO/IEC

9.2.3 Functions

To facilitate software implementation, the round-
function & is described in terms of operations on
words. A sequence of functions fo, f1,..., fr9 Is
used in this round-function, where each function f;,
0 <1 <79, takes three words Xy, X7 and X as
input and produces a single word as output.

The functions f; are defined as follows:

OTE — This clause contains a description
[ the round-function, initializing value and
hdding method for SHA-1 (the US NIST
ecure Hash Algorithm’), [2].

9.1 G(General

In thig clause we specify a padding method, an initial-
izing Malue, and a round-function for use in the general
model| described in this part of ISO/IEC 10118. The
padding method, initializing value and round-function
specif,Ied here, when used in the above general model,
togetHer define Dedicated Hash-Function 3. This ded-
icated| hash-function can be applied to all data strings
D corftaining at most 2% — 1 bits.

The IBO/IEC hash-function identifier for Dedicated
Hash-Function 3 is equal to 33 (hexadecimal).

9.2 Parameters, functions and constants
9.2.1
For tHis hash-function L; = 512 and L,-=\160.
9.2.2

Parameters

Byte ordering conventien

In the|specification of the round-furiction of clause 9 it
is assymed that the block input.to the round-function
is in fhe form of a sequence/of words, each 512-bit
block |being made up of-}6 such words. A sequence

filXo, X1, X)) = (No AN V(=X A NX2),

(0 << 19),

filXo, X1, Xo) = No@ Xy Xy, (2020 < 39),

filXo, X1, X)) = (No ANV ENNY) VXN ),
(40 < i < 59,

JiNo, X1, X0) = Xo& X(F N, (60<i<T79).

9.2.4 Constants

A sequence of constant words Cy, (1, ... . C7g is hised

in this round-function. In a hexadecimal representa-
tion (wheré the most significant bit correspondp to
the left>most bit) these are defined as follows:

(; = 5A827999, (0<i<19).
(; = 6ED9EBA1, (20 < i < 39),
(; = B8F1BBCDC, (40 <i < 59).
C; = CA62C1DB, (60 <i<79).

9.2.5 Initializing Value

For this round-function the initializing value, [V, phall
always be the following 160-bit string, represepted
here as a sequence of five words Y, Y. Y,, Y5, Y)[in a
hexadecimal representation, where Y{; representq the

left-most 32 of the 160 bits:

of 64 |bytes, By, B1,5.), Bgs, shall be interpreted as

a seqlience of 1brwords, 7y, 71,..., 715, in the fol- Y, = 67452301,

lowing way. Each’ group of four consecutive bytes is ¥, = EFCDABSY,

considered as>a word, the first byte of a word being .

the mjost significant byte of that word. Hence Y; = OBBADCEE,
Y, = 10325476

Z; = 22 Byi4+2" By 1 +28Byiy o+ Byigs, (0 < < 15). Y, = C3D2E1FO.

To convert the hash-code from a sequence of words
to a sequence of bytes, the inverse process shall be
followed.

NOTE — The byte-ordering specified here
is different from that of subclause 7.2.2.

9.3 Padding method

The data string D needs to be padded to make it
contain a number of bits which is an integer multiple
of 512. The padding procedure operates as follows:

1. D is concatenated with a single ‘1" bit.
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2.

The result of the previous step is concatenated
with between zero and 511 ‘0 bits such that the
length (in bits) of the resultant string is congru-
ent to 448 modulo 512. More explicitly, if the
original length of D is L, and letting r be the
remainder when Lp is divided by 512, then the
number of concatenated zeros is equal to either
447 —r (if 7 < 447) or 959 — 7 (if r > 447). The
result will be a bit string whose length will be 64

ISO/IEC 10118-3 : 1998 (E)

0, Y1, Y2, Y3, Y, shall be converted to a sequence
of 20 bytes using the inverse of the procedure
specified in 9.2.2, and where Yj shall yield the
first four bytes, Y; the next four bytes, and so
on. Thus the first (left-most) byte will corre-
spond to the most significant byte of Yj, and
the 20th (right-most) byte will corespond to the
least significant byte of Y;. The 20 bytes shall

be converted to a string of 160 bits usingthe in-

In th
each

bits short of an integer multiple of 512 bits.

.|Concatenate the string resulting from the previ-

ous step with the 64-bit binary representation of
Lp, most significant bit first.

e description of the round-function which follows,
512-bit data block D;, 1 < i < ¢, is treated as

a sefuence of 16 words, Zy, Z,,..., 75, where Z,

corrd
9.4

The
that

LV) "\—Oa ‘Xrl 3 <X’2$ <YZ3-, ‘Xvil, ZO7 Z] L

sponds to the left-most 32 bits of D,.
Description of the round-function

Note
we use the symbols
., Z=g to denote 86

round-function ¢ operates as follows.
in this description,

distinct words which contain values required in the
computations.

1.

Suppose the 512-bit (first) input to ¢ is -
tained in Zy, Z,..., Zy5, where Z, contatns the
left-most 32 of the 512 bits. Supposeralso that
the 160-bit (second) input to ¢ is\cohtained in
five words, Yy, ¥7.Y5, Vs, Y.

verse of the procedure specified in 6.1.he. the
first (left-most) bit will correspond, o) thq most
significant bit of the first (left-most) byte, and
the 160th (right-most) bit wilkeérrespond [to the
least significant bit of the 20th*(right-most) byte.

2. |For i = 16 to 79 let
Zi=SYZis® bg ® Zii14 D Zi_16)-
3. Let AYO = }/0, ‘X'l = Yl: ){2 = }'72, )(3 = Y3
and X4 = Yq
4. [For i =@ to 79 do the following two steps
(a). W= S7(Xo) 0 £, (X, X, X)X, 02,0
Cz';
(b) )(4 = ,ng; /\'3 = AXVQ; "Y'Z = 530(1‘(1);
—Xl = "‘(O; )(0 =W.
5. Let Yy :=Yow Xy, ¥ :=Y1WX,, Y, = YowX,,

6.

Ys:=Ysw X5and Yy =Y, W X,.

The five words Yy, Y, Y5, Y3 Y, represent the
output of the round-function ¢. After the fi-
nal iteration of the round-function, the five words
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Annex A
(informative)

Examples

A.1 General

This annex gives examples for the computation of Dedicated Hash-Functions 1, 2 and 3. Nine examples of
hash-cbde calculation are given for each of the hash-functions. For each of the hash-functions, intermediate
values|derived during the hash-function’s operation are given for examples numbers 3 and 8.

A.2 Dedicated Hash-Function 1

Throughout this annex we refer to ASCII coding of data strings; this is equivalent to coding using 1SO 646.

NIOTE — Reference [3] contains a pseudocode description of Dedicated Hash-Function 1.

A.2.1] Example 1
In this| example the data-string is the empty string, i.e. the string of léngth zero.
The hash-code is the following 160-bit string.

9C 11 85 A5 C5 E9 FC 54 61 28 08~97 7E E8 F5 48 B2 25 8D 31

A.2.2 Example 2

In thig example the data-string consists of a-single byte, namely the ASCll-coded version of the letter ‘af.

The hpsh-code is the following 160-bit string.

0B DC 9D 2D _25)6B 3E E9 DA AE 34 7B E6 F4 DC 83 5A 46 7F FE

A.2.3 Example 3

In thid example theldata-string is the three-byte string consisting of the ASCll-coded version of ‘abc’. This is
equivdlent to the bit-string: ‘01100001 01100010 01100011’

After the padding process, the single 16-word block derived from the data-string is as follows.

8063"’)R‘I Q0000000 Q0000000 00000000 Q0000000 0000000 00000000 0000000
zZ o= A-A-a—s 4 4 =4

00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

The following are (hexadecimal representations of) the successive values of the variables X, X7, X3, X3,
X4, X4, X1, X3, X5, XL

67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0, 67452301, EFCDAB89, 98BADCFE, 10325476, C3D2E1F0
C3D2E1FO0, 3115FC67, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, DDD63FB8, EFCDAB89, EB73FA62, 10325476
10325476, B41192D5, 3115FC67, 36AE27BF, EB73FA62, 10325476, 322ETAE3, DDD63FB8, 36AE27BF, EB73FA62
EB73FA62, 3A35DC50, B41192D5, 57F19CC4, 36AE27BF, EB73FA62, 883EE903, 322E7AE3, 58FEE377, 36AE27BF

10
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36AE27BF, D3786413, 3A35DC50, 464B56D0, 57F19CC4, 36AE27BF, 92B2B79B, 883EE903, B9EBSCCS, 58FEE377
57F19CC4, OE946720, D3786413, D77140E8, 464B56D0, S8FEE377, F9091FF2, 92B2B79B, FBA40E20, BOEBSCCS
464B56D0, D52BF632, OE946720, E1904F4D, D77140E8, B9EB8CC8, E5B09992, F9091FF2, CADE6E4A, FBA40E20
D77140E8, 150BD8A8, D52BF632, 519C803A, E1904F4D, FBA40E20, 8B2D9FB3, ES5B09992, 247FCBE4, CADE6E4A
E1904F4D, 3D6F601F, 150BD8A8, AFD8CB54, 519C803A, CADE6E4A, E755F422, 8B2D9FB3, C2664B96, 247FCBE4
519C803A, B7B60384, 3D6F601F, 2F62A054, AFD8CB54, 247FCBE4, 5922D09E, E755F422, B67TECE2C, C2664B96
AFD8CB54, B85A0A3F, B7B60384, BDB07CF5, 2F62A054, C2664B96, CF24E72C, 5922D09E, 57D08BID, B67ECE2C
2F62A054, TF8B38ES5, B8S5A0A3F, DBOE12DE, BD807CF5, B67ECE2C, CA6A1C75, CF24E72C, 8B427964, 57D08BID
BD807CF5, 9DACA495, 7F8B38ES, 6828FEE1, DSOE12DE, 57D08BID, 227F6D84, CA6A1CTS, 939CB33C, 8B427964
D8BOE12DE, BCOS5F46F, 9DACA495, 2CE395FE, 6828FEE1, 8B427964, 5D801685, 227F6D84, A871D729, 939CB33C

eXaYe) 404800 ROOLA o¥aYa) S

323 ; 653-—BEOEF46F B 6765 - B —B 4D55—5D80 1685 FDBCTOSY, A8 TIN729
CE395FE, 85861D02, 1494F053, 17D1BEF0, B2925676, A871D729, 3D16242D, B3C3F4D5, 005A1576, EDB61089
2925676, 597BF629, 85861D02, 53C14C52, 17D1BEF0, FDB61089, FF459078, 3D16242D, OFD356CF,(005A1576
’D1BEFO, 6347EF78, 597BF629, 18740A16, 53C14C52, 005A1576, 927E40A8, FF459078, 5890B4F4,“0FD396CF
BC14C52, 45C8FA44, 6347EF78, EFD8A565, 18740416, OFD356CF, ACBB994E, 927E40A8, 1641E3ED, 5890H4F4
B740A16, AD2956AF, 45C8FA44, 1FBDE18D, EFD8AS565, 5890B4F4, AD30AD24, ACBB994E, F902A249, 1641H3FD
FD8AS65, SEAF16B7, AD2956AF, 23E91117, 1FBDE18D, 1641E3FD, 6261732E, AD30AD24, EE653AB2, F902)249
FBDE18D, 41730D4B, SEAF16B7, AS5ABEB4, 23E91117, F902A249, 45ED27AF, 6261732E,~C2B492B4, EE653AB2
BE91117, FCOCCBD3, 41730D4B, BCSADD7A, AS5ABEB4, EE653AB2, 243C5668, 45ED27AF, 85CCB989, C2B492B4
b5ABEB4, 042ECC93, FCOCCBD3, CC352D05, BCS5ADD7A, C2B492B4, 82F89BD1, 24305668, B49EBD17, 85CCB989
C5ADD7A, 4D4D4377, 042ECC93, 332F4FF0, CC352D05, 85CCB989, 5FC74686, 82FE9BD1, F159A090, B49EBD17
£352D05, 5207002B, 4D4D4377, BB324C10, 332F4FF0, B49EBD17, B27200331 5FC74686, E26F460B, F159A090
B2F4FF0, 388278F5, 5207002B, 350DDD35, BB324C10, F159A090, 58A100F84/B2720031, 1D1A197F, E26F460B
B324C10, 62879D70, 388278F5, 1C00AD48, 350DDD35, E26F460B, 5992068B, 58A100F8, C800C6C9, 1D1A197F
bODDD35, A30A1FD9, 62879D70, O9E3D4E2, 1C00AD48, 1D1A197F, CC290DCA, 5992068B, 8403E162, €80006C9
CO0AD48, BDA2B31B, A30A1FD9, 1E75C18A, 09E3D4E2, C800C6C9,{863D625E, CC290DCA, 481A2D66, 8403H162
DE3D4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18A, 8403E162{ 6061B5A5, 863D625E, A4372B30, 481A2D66
E75C18A, B6A665C6, F7211DEE, 8ACC6EF6, 287F668C, 481A2D66, AA9SADBS, 6061B5A5, F5897A18, A4372B30
B7F668C, 2D30FA02, B6A665C6, 8477BBDC, 8ACCEEF6, A4372B30, 29992554, AA9BADBS, 86D69581, F5897A18
\CCE6EF6, C76D12F9, 2D30FA02, 99971ADA, 8477BBDC,.F5897A18, 98237631, 29992554, 62B6D6AA, 86D69581
177BBDC, 516F84DF, C76D12F9, C3E808B4, 99971ADA, \86D69581, 6C472A90, 98237631, 649568A6, 62B6D6AA
DO71ADA, F3FAS5B0OS, 516F84DF, B44BE71D, C3E808B4, 62B6D6AA, 2EADS5672, 6C472A90, 8DD8C660, 64956846
BEB08B4, D539625E, F3FAS5B0O5, BE137D45, B44BE71D, 649568A6, C5CB48BA, 2EADS672, 1CAA41B1, 8DD8(660
t4BE71D, D8500C99, D539625E, E96C17CF, BE137D45, 8DD8C660, 05286DFB, C5CB48BA, B559C8BA, 1CAA41B1
£137D45, 7ECDESB2, D8500C99, E5897B54, E96C17CF, 1CAA41B1, 88396DD2, 05286DFB, 2D22EB17, B559(]8BA
P6C17CF, 681D30B9, 7ECDE5B2, 40326761, E5897B54, B559C8BA, 333F2212, 88396DD2, A1B7EC14, 2D22EB17
b897B54, 960F7BFD, 681D30B9, 3796CIFB, 40326761, 2D22EB17, C699295B, 333F2212, E5B74A20, A1B7EC14
326761, 6770E498, 960F7BFD, 74C2E5A0, 3796C9FB, A1B7EC14, BFD68874, C699295B, F(C8848CC, E5B74jA20
(96COFB, 75EB06CS5, 6770E498, 8DEFF658, 74C2ES5A0, ES5B74A20, BDDF3474, BFD68874, 64A56F1A, FC884i8CC
tC2E5A0, 14FA827A, 7T5EB06C5,)C392619D, 3DEFF658, FC8848CC, 8CBC87E9, BDDF3474, 5A21D2FF, 64A56F1A
EFF658, 804B0068, 14FA827A, AC1B15D7, €392619D, 64A56F1A, CDDAGEBF, 8CBC87E9, 7CD1D2F7, 5A21DRFF
B92619D, 475BA81B, 804B0068, EAO9E853, AC1B15D7, 5A21D2FF, 656C7DA3, CDDAGEBF, F21FA632, 7CD1DRF7
L1B15D7, D26BC25D,, 475BA81B, 2C014201, EAO9E853, 7CD1D2F7, 76D66CA3, 656C7DA3, 69BAFF37, F21FAK32
AO9EB53, DBCS5A2CB4~D26BC25D, 6EA06D1D, 2C01A201, F21FA632, C9B17F72, 76D66CA3, B1F68D95, 69BAFF37
LO1A201, 77367F5E, DBC5A2CB, AF097749, 6EA06D1D, 69BAFF37, 65A60151, C9B17F72, 59B28DDB, B1F68pD95
KA06D1D, 815546B4, 77367F5E, 168B2F6F, AF097749, B1F68D95, 33F3AC81, 65A60151, C5FDCB26, 59B28DDB
F097749, £90C4D38, 8155A6B4, DIFD79DC, 168B2F6F, 59B28DDB, 9BFB827D, 33F3AC81, 98054596, C5FDCB26
P8B2F6 K, 07627138, C90C4D38, 569AD205, DIFD79DC, CS5FDCB26, DDC8130E, 9BFB827D, CEB204CF, 98054596
PFD79DCy TEBF9C32, 9762713B, 3134E324, 569AD205, 98054596, C24C2C79, DDC8130E, EE09F66F, CEB20UCF
9AD205, 20EFFAO1, 7TEBF9C32, 89C4EESD, 3134E324, CEB204CF, F255847E, C24C2C79, 204C3B77, EEO9FpB6F

4 4 B 0 AQ QCOFA 8QC4EESD, EEQQEGEE: DOD63949 2668478 36B4E7609— 20463877
89C4EESD, A96BE4C7, 75B7117F, BFE80483, FE70C9FA, 204C3B77, 5B99238D, DCD63949, 5611FBC9, 30B1E709
FE70C9FA, S5E3201FC, A96BE4C7, DC45FDD6, BFE80483, 30B1E709, B43484F4, 5B99238D, 58E52773, 5611FBC9
BFE80483, 2CF95A98, 5E3201FC, AF931EAS5, DC45FDD6, 5611FBC9, 52325409, B43484F4, 648E356E, 58E52773
DC45FDD6, 1393F0C3, 2CF95A98, C807F178, AF931EAS5, 58E52773, D015577D, 52325409, D213D2D0, 648E356E
AF931EAS, BB49CCF7, 1393F0C3, E56A60B3, C807F178, 648E356E, BB9C87C4, D015577D, €9682548, D213D2D0
C807F178, 6A330EB4, BB49CCF7, 4FC30C4E, E56A60B3, D213D2D0, B1BB1A2E, BB9C87C4, 555DF740, €9682548
E56A60B3, 14E58204, 6A330EB4, 2733DEED, 4FC30C4E, C9682548, AC77F96D, B1BB1A2E, 721F12EE, 555DF740
4FC30C4E, 79AAFS53E, 14E58204, CC3AD1A8, 2733DEED, 555DF740, 1774D326, AC77F96D, EC68BAC6, 721F12EE
2733DEED, 210769B3, 79AAF53E, 96081053, CC3AD1A8, 721F12EE, A625F112, 1774D326, DFES5B6B1, EC68BAC6
CC3AD1A8, F44B53A7, 210769B3, ABD4F9E6, 96081053, EC68BAC6, 5DCA4D12, A625F112, D34C985D, DFE5B6B1

W OO = > NNMmME QW WS M EWwm QOO0 0N~ O W W P> = 0= 0= o
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96081053, 7C1E3640, F44B53A7, 1DA6CC84, ABD4F9E6, DFESB6B1, EBC4DIC6, 5DCA4D12, 97C44A98,
ABD4F9E6, 06BS9EE8, 7C1E3640, 2DAE9FD1, 1DA6CC84, D34C985D, 095F37FD, EBC4DICE, 29344977,
1DA6CC84, C422C3CD, 06BS9EES, 78D901F0, 2D4E9FD1, 97C44A98, SBBEE487, 095F37FD, 13671BAF,
2D4E9FD1, AD864025, C422C3CD, D67BAO1A, 78D901F0, 29344977, BF5B2529, 5BBEE487, 7CDFF425,
78D901F0, 29A83BB5, AD864025, 8BOF3710, D67BAO1A, 13671BAF, FB5747C5, BF5B2529, FB921D6E,
D67BAO1A, 626E3910, 29A83BB5, 190096B6, 8BOF3710, 7CDFF425, DD935ASF, FB5747C5, 6C94A6FD,
8BOF3710, A719D8BC, 626E3910, AOEED4A6, 190096B6, FB921D6E, 27754F3A, DD935ASF, 5D1F17ED,
190096B6, BA84C782, A719D8BC, B8E44189, AOEED4A6, 6C94A6FD, 4F5CA4A5, 27754F3A, 4D69TF76,
AOEED4A6, 9F6887A9, BABACT82, 6762F29C, B8E44189, 5D1F17ED, 325AFETE, 4F5CA4A5, D53CE89D,
B8E44189, 3A88288C, 131EOAEA, 6762F29C, 4D697F76, 86AFE021, 325AFETE, 7292953D,
6762F29CHB ST AR RSt AR FOAEA c9 8 02t
131EDAEA, 7299044A, AB23F78F, 20A230EA, A21EA67D, 7292953D, 9F60751C, CO7FIEA1, BF808614A,
A67D, 6A3F10CF, 7299044A, 8FDE3EAC, 20A230EA, 6BF9F8C9, 1E9CE713, 9F60751C, FETA872S5,
20A2B0EA, 1A1B904D, 6A3F10CF, 641129CA, 8FDE3EAC, BF80861A, C13F038A, 1E9CE713, 81D4727D,
8FDEBEAC, 0B2CDCO1, 1A1B904D, FC433DA8, 641129CA, FE7A8725, BF627814, C13F038A, 739C4CTA,
641129CA, D563BFDC, 0B2CDCO1, 6E413468, FC433DA8, 81D4727D, SFCCBADE, BF627814, FCOE2B04),

CTUS

s ’ s gUS O0R

The haph-code is the following 160-bit string.

8E B2 08 F7 EO 5D 98 7A 9B 04 4A 8E 98 C6 BO 87 E1T\b6A OB FC

A.2.4| Example 4
In this pxample the data-string is the 14-byte string consisting of the ASCll-coded version of

‘message digest’

The hash-code is the following 160-bit string.

5D 06 89 EF 49 D2 FA E5 72°B8 81 B1 23 A8 5F FA 21 59 &F 36

A.2.5| Example 5

In this lexample the data-string is the 26-byte string consisting of the ASCll-coded version of
‘abcedefghijklmnopqgrstuvwxyz’

The hdsh-code is the)following 160-bit string.

F7 1C 27 10 9C 69 2C 1B 56 BB DC EB 5B 9D 28 65 B3 70 8D BC

© ISO/IEC

D34C985D
97C44A98
29344977
13671BAF
7CDFF425
FB921D6E
6C94A6FD
5D1F17ED
4D697F76
DS3CE89D

6BFIESCH

BF80861A
FE7A872H
81D4727
739C4C7A

A.2.6 Example 6

In this example the data-string is the 62-byte string consisting of the ASCll-coded version of
‘ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789’

The hash-code is the following 160-bit string.
BO E2 OB 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89
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A.2.7 Example 7

ISO/IEC 10118-3 : 1998 (E)

In this example the data-string is the 80-byte string consisting of the ASCll-coded version of eight repetitions

of

1234567890’

The hash-code is the following 160-bit string.

A.2.8 Example 8

Int

Afte

64436261 65646362 66656463 67666564
6C4B6A69  6D6C6B6A  6E6DEC6B  6FGE6DEC
00Q00000 00000000 00000000 00000000
00Q00000 00000000 00000000 00000000

‘abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnophopq’

9B 75 2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB

is example the data-string is the 56-byte string consisting of the ASCll-coded version of

r the padding process, the two 16-word blocks derived from the datastring are as follows.

68676665 69686766  6A696867
TO6F6EBD” T1706F6E 00000080
00000000 00000000 00000000
00000000 00000000  000001CO

6B6A6O68
00000000

000
000

0000
DO000

The] following are (hexadecimal representations of) the successive values of the variables X, X{, X}, X3,

Xo| X4, X1,

6[7452301,
CBD2E1FO0,
10325476,
B73FA62,
3BAE27BF,
S5FEE1CC4,
8[7BOBB30,
AF6DEB7F,
8E44B388D,
DB371E86,
BILFO7A5A,
918551AB,
DB7C24F3;;
BIC3669A5,
5EE46AE,

EFCDAB89,
3115FB87,
CC21EC2E,
DFEB9B7A,
2363912E,
A1B60DC7,
96AC7C1E,
6AE46154
3CF61EQ9,
696FQDOA,
ABS9S7BI1,
9FF4A064,
912FE998,
C45F164E,
2211A508,

BFA66244,
7C593B11,
46942088,
C7CF7A02,
9AA3D4EA,
312FDA79,
A485BBE4,
BBBEBF66,
CD14162E,
19CC081C,

3AAGABFS,
9E4C4BF6,
F929216E,
DOAEEFAF,
8BB34505,
07067302,
51997747,
€213132C,
29D001FO0,
2B59B58A,

98BADCFE,
EFCDABSY,
3115FB87,
CC21EC2ES
DFEB9B%A)
2363942E,
A1B6ODC7,
96ACTC1E,
6AE46154,
3CF61F09,
696F0ODIA,
AB957B91,
9FF4A064,
912FE998,
C45F164E,
S0+4+k508
80B1F3DE,
3AABASFS,
9E4C4BF6,
F929216E,
D9AEEFAF,
8BB34505,
07067302,
51997747,
€213132C,
29D001F0,

10325476,
EB73FA62,
36AE27BF,
S5TEE1CC4,
87BOBB30,
AE6DEBTF,
8E44B88D,
D8371E86,
B1FO7AS5A,
918551AB,
D87C24F3,
BC36694A5,
55EE46AE,
D281927F,
BFA66244,

>

46942088,
C7CF7A02,
9AA3D4EA,
312FDA79,
A485BBE4,
BBBEBF66,
CD14162E,
19CC081C,
65DD1D46,
4C4CB308,

C3D2E1FO,
10325476,
EB73FA62,
36AE27BF,
57EE1CC4,
87B0OBB30,
AE6DEBT7F,
8E44B88D,
D8371E86,
B1FO7AS5A,
918551AB,
D87C24F3,
BC3669A5,
55EE46AE,
D281927F,
BFA66244;
7C593B11,
46942088,
C7CF7A02,
9AA3D4EA,
312FDA79,
A485BBE4,
BBBEBF66,
CD14162E,
19C€C081C,
65DD1D46,

67452301,
C3D2E1FO0,
10325476,
EB73FA62,
36AE27BF,
F6948518,
91E84B6C,
59A88C74,
E84BDB39,
FC67755F,
ATFBEB06,
69827176,
3DFF9Co0C,
5B238DD1,
31114FD9,

F94F9235,
6C8EDDAS,
ASDDBDBE,
53DC8136,
7184DF60,
B32AF6CB,
AC6082A5,
7826CD69,
9C4T7E985,
D1C45BD3,

X4, X4, X/, obtained during the processing of the first block.

EFCDAB89,
463DA521,
DB247A12,
1D166A23,
CETA12F6,
57FF19DD,
01A9FEFA,
5D9A609C,
030F7TFE7,
7456C8E3,
F64C4453,
22ASFEGE,
8D7ES3E4,
695B23B7,
6FAATT6F,
-i:.v‘ ‘i
D81C6137,
B2ECCABD,
A96B1820,
5ASE09B3,
616711FA,
F4AF47116,
FAE97297,
88TE5A3F,
187068EF,
56C66FD3,

98BADCFE,
EFCDABS9,
463DA521,
DB247A12,
1D166A23,
CE7A12F6,
57FF19DD,
01A9FEFA,
5D9A609C,
030F7FE7,
7456C8E3,
F6404453,
22A5FEGE,
8D7ES3E4,
695B23B7,
4D94F720,
D81C6137,
B2ECCABD,
A96B1820,
SASE09B3,
616711FA,
FAF4T7116,
FAE97297,
887ESA3F,
187068EF,

10325476,
EB73FA62,
36AE27BF,
F6948518,
91E84B6C,
59A88C74,
E84BDB39,
FC67755F,
A7FBE806,
69827176,
3DFF9C0C,
5B238DD1,
31114FD9,
97F9B88A,
F94F9235,

OUOLUUAO,
A9DDBDBE,
53DC8136,
7184DF60,

B32AF6CB,
AC6082A5,
7826CD69,
9C47E985,
D1C45BD3,
ASCASFEB,
F968FE21,

C3D2H
10329
EB7 3}
36AEY
F6944
91E84
59484
E84BI]
FC671
A7FBH
698217
3DFF{
5B23§
31114FD9
97F9B88A
FS4F9235
6C8EDDAS
ASDDBDBE
53DC8136
7184DF60
B32AF6CB
AC6082A5
7826CD69
9C47E985
D1C45BD3
AS5CASFEB

1FO0
476
A62
7BF
518
B6C
C74
B39
55F
806
176
CcoC
DD1
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65DD1D46, C45681A6, 2B59B58A, 4007COA7, 4C4CB308, ASCASFEB, D718432A, 56C66FD3, C1A3BC61, F968FE21
4C4CB308, 2E32CA16, C45681A6, 66D628AD, 4007C0A7, F968FE21, 775BA27D, D718432A, 19BF4D5B, C1A3BC61
4007COA7, 5C712D51, 2E32CA16, 5A069B11, 66D628AD, C1A3BC61, 6243D22F, 775BA27D, 610CAB5C, 19BF4D5SB
66D628AD, 989BC126, 5C712D51, CB2858B8, 5A069B11, 19BF4D5B, 44DCD35A, 6243D22F, 6E89F5DD, 610CABSC
5A069B11, 9EE4CA1F, 989BC126, C4B54571, CB2858B8, 610CAB5C, 8FBE3F7E, 44DCD35A, 0F48BD89, 6E89F5DD
CB2858B8, F417F849, 9EE4CA1F, 6F049A62, C4B54571, 6EB9F5DD, DA718428, 8FBE3F7E, 734D6913, 0F43BD389
C4B54571, 75239882, F417F849, 93287E7B, 6F049A62, O0F48BD89, 91573EOA, DA718428, F8FDFA3E, 734D6913
6F049A62, 3AC6B69F, 75239882, 5FE127D0, 93287E7B, 734D6913, 2A5224A6, 91573E0A, C610A369, F8FDFA3E
93287E7B, OB7C24AC, 3AC6B69F, 8E6209D4, SFE127D0, F8FDFA3E, 8128FFB7, 2A5224A6, 5CF82A45, C610A369
5FE127D0, 2854DCE0O, 0B7C24AC, 1ADA7CEB, 8E6209D4, C610A369, FF374DFD, 8128FFB7, 489298A9, 5CF382A45
BE6 pO9D4 26708 0R 28 54D EOT 092 B0 2 DA D AT CEB S CF 8 oS T CSREOCC D FFS ™ DFD S FEDFO4 46892938
1ADA7CEB, 7806D96F, 267080E2, 537380A1, F092B02D, 489298A9, 31860C44, CS5E0CCD7, DD37F7FC, A3FEDEQ
FO9pB0O2D, 52638496, 7806D96F, C2038899, 537380A1, A3FEDEO4, CEE7092B, 31860C44, 83335F17, DO3YF7FL
537B80A1, 59FC5CDB, 52638496, 1B65BDEO, €2038899, DD37F7FC, 46827AAE, CEE7092B, 183110C6, .83335F1
C20B8899, 8AE30FBE, 59FC5CDB, 8E125949, 1B65BDEO, 83335F17, A757A907, 46827AAE, 9C24AF3B,183110C
1B6pBDEO, 4F4AEBED, 8AE30FBE, F1736D67, 8E125949, 183110C6, E9OF38FC, A757A907, O09EABI1A, 9C24AF3
8E1pP5949, 65BBCCCC, 4F4AEBED, 8C3EFA2B, F1736D67, 9C24AF3B, EC65CB85, E90F38FC, S5EA41E9D, 09EAB91
F17B6D67, 0B3B88C1, 65BBCCCC, 2BAFB53D, 8C3EFA2B, 09EAB91A, 54B06FBD, EC65CB85, )3CE3F3A4, SEA41E9
8C3EFA2B, 6DF30989, 0B3B88C1, EF333196, 2BAFB53D, S5EA41E9D, D8D6FOE3, 54BO6FBP, 972E17B1, 3CE3F3A
2BAFB53D, 156421AC, 6DF30989, EE23042C, EF333196, 3CE3F3A4, B30DA892, D8D6EOE3; C1BEF552, 972E17B
EF3B3196, 6F54F9CA, 156421AC, CC2625B7, EE23042C, 972E17B1, F526A85A, B30DA892, 5BC38F63, C1BEF55
EE2B042C, A5D28921, 6F54F9CA, 9086B055, CC2625B7, C1BEF552, 5F5587DB, JE526A85A, 36A24ACC, 5BC38F6
CC2p25B7, 2959D915, A5D28921, 53E729BD, 9086B055, 5BC38F63, 9FABAC24 ,\5F5587DB, 9AA16BD4, 36A24AC
908pB055, 4EFF0384, 2959D915, 4A248697, 53E729BD, 36A24ACC, 52E4FB9BY} 9FABAC24, 561F6D7D, 9AA16BD
53Ey29BD, 17292945, 4EFF0384, 676454A5, 4A248697, 9AA16BD4, E13C3BDA, 52E4FB9B, AEBO927E, 561F6D7
4A24#8697, SFET1F22, 17292945, FCOE113B, 676454A5, 561F6D7D, 71244E49, E13C3BDA, 93EE6D4B, AEB0927
676t54A5, DCO6A8BOF, S5FE71F22, A4A5145C, FCOE113B, AEBO0927E, WA49234C, 71244E49, FOEF6B84, 93EE6D4
FCOE113B, 5BD21FC5, DCO6A80F, 9C7C897F, A4A5145C, 93EE6D4B%}.“42532D95, AA49234C, 913925C4, FOEF6BS8
A4Ap145C, 5587BC4F, 5BD21FC5, 1AAO3F70, 9C7C897F, FOEF6B84, CDA86FDO, 42532D95, 248D32A9, 913925C
9C7L897F, A1755F6B, 5587BC4F, 487F156F, 1AA03F70, 913925C4, 69C12F76, CDA86FD0O, 4CB65509, 248D32A
1AAP3F70, 100A6B19, A1755F6B, 1EF13D56, 487F156F, 248D32A9, 44272219, 69C12F76, A1BF4336, 4CB6550
487F156F, AA2CFD0O7, 100A6B19, D57DAE85, 1EF13D5654CB65509, CBD360C3, 44272219, 04BDD9A7, A1BF433
1EF[L3D56, 28246D22, AA2CFDO7, 29AC6440, DS7DAE8S, A1BF4336, 27A64C2D, CBD360C3, 9C886510, 04BDD9A
D57PAE8S5, 4909C2BD, 28246D22, B3F41EA8, 29A€6440, 04BDD9A7, CCB70B88, 27A64C2D, 4D830F2F, 9C88651
29AL6440, 9020271B, 4909C2BD, 91B488A0, B3F41EA8, 9C886510, 2020COFC, CCB70B88, 9930B49E, 4D830F2
B3F@R1EA8, A557D838, 9020271B, 270AF524,91B488A0, 4D830F2F, 7541E108, 2020C0FC, DC2E2332, 9930B49
91Bi88A0, F879D1F8, A557D838, 809C6F4QYy" 270AF524, 9930B49E, 0A66EBF9, 7541E108, 8303F080, DC2E233
270AF524, 39BACO8A, F879D1F8, S5F60E295, 809C6E40, DC2E2332, AOAB24D8, 0OA66EBF9, 078421D5, 8303F08
809L6E40, DF212B9C, 39BACO8A, E7Z4YE3E1l, 5F60E295, 8303F080, 44C068DD, AOAB24D8, 9BAFE429, 078421D)
S5F6PE295, 46F2CD86, DF212B9C{ EB0228E6, E747E3E1, 078421D5, 3F8B3B48, 44C068DD, AC936282, 9BAFE42
E74VE3E1l, A17766F4, 46F2CD86, 84AE737C, EB0228E6, 9BAFE429, 873A41C4, 3F8B3B48, 01A37513, AC93628
EBOP28E6, FC20AA01, A17766F4, CB36191B, 84AE737C, AC936282, A2969EB4, 873A41C4, 2CED20FE, 01A3751
84AE737C, 93A30DD9, FC20AAO01, DD9BD285, CB36191B, 01A37513, 7B345F4F, A2969EB4, E907121C, 2CED20F
CB3p191B, 98554E1C,(98A30DD9, 82A807F0, DD9BD285, 2CED20FE, 07B2EA78, 7B345F4F, S5A7TAD28A, E907121
DD9BD285, 79D46BD1, J98554E1C, 8C37664E, 82A807F0, E907121C, 93451653, 07B2EA78, D17D3DEC, 5A7AD28
82ABOTFO, SFBCSSDB, 79D46BD1, 55387261, 8C37664E, SA7AD28A, AAODF949, 93451653, CBASEO1E, D17D3DE]
8C3y664E, DEF23A3B, SFBC55DB, 51AF45E7, 55387261, D17D3DEC, 030FFB9A, AAODF949, 14594E4D, CBA9EO1
553B7261, «287DB1EB, DEF23A3B, F1576D7E, 51AF45E7, CBA9EO1E, 0D9CD217, 030FFB9A, 37E526A8, 14594E4p
51AF45E73/6F955B8E, 287DB1EB, C8ESEF7B, F1576D7E, 14594E4D, BECE1BBD, 0D9CD217, 3FEE680C, 37E526AB
F15f6D7E, 83B6B7E8, CFO55B8E, F6C7ACA1, C8ESEF7B, 37ES526A8, D97CFEEC, BECE1BBD, 73485C36, 3FEE680
C8E 4 BGB7ES ESC7ACH EE680 SEE ARETAR 6

F6C7TACA1, F336AA45, 7943C443, DADFA20E, 556E3B3E, 73485C36, 91704BDB, DBEA79F5, F3FBB365, 386EF6FB
S556E3B3E, 2FF847D6, F336AA45, OF110DES5, DADFA20E, 386EF6FB, 40CBA97D, 91704BDB, A9E7D76F, F3FBB365
DADFA20E, 33FE64C9, 2FF847D6, DAA917CC, OF110DES, F3FBB365, BOBD2456, 40CBA97D, C12F6E45, A9E7D76F
OF110DES5, 78378FE9, 33FE64C9, E11F58BF, DAA917CC, A9E7D76F, CA09D415, BOBD2456, 2EASF503, C12F6E45

C=3

T2 1] WO D O 0O © 00T 7T O O © O & = 00O B T W00 = = O %W W07 N

,,,,,,,, o oo o

The following are (hexadecimal representations of ) the successive values of the variables X, X, X, X3,
Xy, Xo, X1, X3, X3, X{, obtained during the processing of the second block.

52720555, 3B09A402, 94C343B1, 9CEDC3EA, 9039D740, 52720555, 3B09A402, 94C343B1, 9CEDC3EA, 9039D740
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9039D740,
9CEDC3EA,
ODOEC653,
269008EC,
1D2DB166,
350F6074,
C1175BBC,
AF22B479,
31C38DE7,
92E4DC4E,
19B2EZBS
2BFE4E82,
89E90E27,
BB228543,
A24B43F,
Cll1B211E,
D60B972,
16EQOFS5,
AIF2BDESS ,
1674B869,
8JA41E858,
6[CB926DD,
B5311BC,
BA251B,
F27D43A7,
698533B2,
Y7DATT754,
FFCCC7B7,
1[79CCA4F,
41FF7C92,
64FCFB83,
B5801B4E,
2AFEAD1AE,
4B5BBD41 ,
DBAF23FC,
04314D68,
AFED7654 ,
16 FB8FF38,
ABDA4389,
16C34D4A ,
FE15B0O77,
D1010CA,
B1C73A42,
304412,
AFA48DO,
q797D7D4,
4A155C9D,
BEOA7F92;
1|8B24F8D3
D73614F3,
1DSBE6DB,

59874B6C,
1D0OD43D8,
EF3045D6,
1E6BC8AD,
79CCTO0E3,
13A4B937,
EE066CB9,
AOBAFF93,
89E27A43,
50EEC8A1,
GEDESS2D

47B046C8,
5C8F582E,
3D7F05B38,
962BCAF7,
1A459D2E,
16229074,
B75B2E49,
6F16D4C4,
46FDEE89,
E9F89F50,
EC9A614C,
D525F69D,
EDFBF331,
93C5E732,
24907FDF,
E2193F3E,
D3AD6006,
6B8BFAB4,
5052D6EF,
FF36EBCS,
5A010C53,
952BFBSD,
FEOSBEE3,
2256AF69,
5285B0D3,
1DFB856C,
32974404,
90AC71CE,
849CCC12,
340EBE92,
F531ES5FS,
27528557,
E4AFA69F,
E3462C98"
3CF5€D8S5,
B6GT56F9,
CC2AB627,
E5471921,
EBFEFBC6,
788FFBE7,

3B09A402,
59874B6C,
1D0D43D8,
EF3045D6,
1E6BC8AD,
79CC70E3,
13A4B937,
EE066CB9,
AOBAFF93,
89E27A43,
OFDE892D,
47B046C8,
5C8F582E,
3D7F05B8,
962BCAF7,
1A459D2E,
16229074,
B75B2E49,
6F16D4C4,
46FDEE89,
E9F89F50,
EC9A614C,
D525F69D,
EDFBF331,
93C5E732,
24907FDF,
E2193F3E,
D3AD6006,
6B8BFAB4,
5052D6EF,
FF36EBCS,
5A010C53,
952BFBSD,
FEOS5BEE3,
2256AF69,
5285B0D3,
1DFB856C,
32974404,
90ACT71CEy
849C¢C12,
340EBE92,
F531ESF5,
27528557,
E4AFA69F,
E3462C93,
3CF5CD8S5,
B6C756F9,
CC2AB627,
E5471921,
ESFEFBC6,

ODOEC653,
269008EC,
1D2DB166,
350F6074,
C1175BBC,
AF22B479,
31C38DE7,
92E4DC4E,
19B2E7B8,
2BFE4E82,

o 0

BB228543,
7A24B43F,
C11B211E,
3D60B972,
FC16EOFS,
AF2BDESS,
1674B869,
8A41E858,
6CB926DD,
5B5311BC,
F7BA251B,
E27D43A7,
69853382,
97DAT754,
EFCCCTBY,
179CCAAF,
41FF7C92,
64FCFB8S,
B5801B4E,
2FEAD1AE,
4B5BBD41,
DBAF23FC,
04314D68,
AFED7654,
16FBSFF8;
5ABDA489,
16C34D44,
EE15BO77,
5D1010CA,
B1C73A42,
73304412,
3AFA48DO,
C797D7D4,
4A155C9D,
BE9ATF92,
18B24F8D,
D73614F3,
1D5BE6DB,
AADS9F30,
10648795,

9CEDC3EA,
ODOEC653,
269008EC,
1D2DB166,
350F6074,
C1175BBC,
AF22B479,
31C38DE7,
92E4DCAE,
19B2E7BS,

REEARO
% Sy

89E90E27,
BB228543,
7A24B43F,
C11B211E,
3D60B972,
FC16EOFS,
AF2BDESS,
1674B869,
8A41E85S,
6CB926DD,
5B5311BC,
F7BA251B,
E27D43A7,
698533B2,
97DATT754,
EFCCC7B7,
179CCA4F,
41FF7C92,
64FCFB8S,
B5801B4E}
2FEAD 1L4E),
4B5BEDA1,
DBAF23FC,
04314D68,
AFED7654,
16FBSFF8,
5ABDA489,
16C34D4A4,
EE15B077,
5D1010CA,
B1C73A42,
73304412,
3AFA48DO,
C797D7D4,
4A155C9D,
BE9ATF92,
18B24F8D,
D73614F3,
1D5BE6DB,
AADS9F30,

9039D740,
9CEDC3EA,
ODOEC653,
269008EC,
9B26BDFE,
TE4ADO52,
21F81434,
1DSEB1BA,
04A42CCB,
COB16A3A,
6E2A68F5,
7A828D1F,
AB3B8694A,
5B412111,
B459B81C,
E84746CD,
32FA5195,
FEGAE9AB,
38E43BB8,
408F0954,
A513A170,
F3819C40,
9051CEAD,
90F6FC95,
294CDB98 4
34C637FD,
68A375B5,
70502415,
06PODSE7,
57BCD2CB,
1C826B6E,
B213C937,
DABC3753,
4727C006,
EEACD883,
E5924DF9,
AAECFB27,
25DE96D1,
D60318A1,
76F45878,
ACB6EBEF,
2FCF8ADD,
6FB77DD5,
426718F3,
6EEABA86,
1553C7BF,
BC5217D5,
85202B82,
0001F67E,
2262F824,

TFA6COAF,
149F92B4,
OE887EOS,
6E8757AC,
32C1290B,
8EB02C5A,
719EB9D9,
3D5B8A9SA,
47DEAOA3,
AGAACEE1,

4.4 aVaWi Ko
g ravar 4wy

072D166E,
B37A11D1,
654CBE94,
6AFFIABA,
EEOE390E,
569023C2,
5C2944E8,
103CE067,
AB641473,
25643DBF,
E60A5336.,
FF4D3181Y,
6D5A28DD,
855CT404,
79C1BC35,
B2DSEF34,
DB872094,
4DEC84F2,
DAF6A30D,
0191C9F0,
20FBAB36,
7TE796493,
C9EABB3E,
B44977A5,
287580C6,
1E1DBD16,
FBEB21BA,
B74BF3E2,
755BEDDF,
3CD099C6,
A19BBAA2,
EFC554F1,
F56F1485,
EOA14804,
9F80007D,
090898BE,
AOCD75A2,
95FE46ES6,
4B55D832,
681302D4,

ISO/IEC 10118-3 : 1998 (E)

3B09A402,
TFA6COAF,
149F92B4,
OE887EO0S,
6EB757AC,
32C1290B,
8EB02C5A,
719EB9D9,
3DS5B8A9A,
47DEAOA3,

O v >

4456D048,
072D166E,
B37A11D1,
654CBE9%4,
6AFFOABA,
EEOE390E,
569023C2}
5C2944E8,
103CE067,
AB641473,
25643DBF,
E60A5336,
FF4D318D,
6D5A28DD,
855C1404,
79C1BC35,
B2D5EF34,
DB872094,
4DEC84F2,
D4F6A30D,
0191C9F0,
20FBAB36,
TE796493,
CO9EABB3E,
B44977AS5,
287580C6,
1E1DBD16,
FBEB21BA,
B74BF3E2,
755BEDDF,
3CD099C6,
A19BBAA2,
EFC554F1,
F56F1485,
EO0A14804,
9F80007D,
090898BE,
AOCD75A2,
95FE46E6,
4B55D832,

ODOEC653,
269008EC,
9B26BDFE,
7TE4ADOS52,
21F8143A,
1DSEB1BA,
04A42CCB,
COB16A3A,
TAE765C6,
6E2A68F5,

AB3B8694A,
5B412111,
B459B81C,
E84746CD’,
32FA5195,
FE6AE9AB,
38E43BB8,
408F0954A,
A513A170,
F3819C40,
9051CEAD,
90F6FC95,
294CDB98,
34C637FD,
68A375B5,
70502A15,
06FODSE7,
57BCD2CB,
1C826B6E,
B213C937,
DA8C3753,
4727C006,
EEACD883,
E5924DF9,
AAECFB27,
25DE96D1,
D60318A1,
76F45878,
AC86EBEF,
2FCF8ADD,
6FB77DD5,
426718F3,
6EEA8A86,
1553C7BF,
BC5217D5,
85202B82,
0001F67E,
2262F824,
35D68A83,
F91B9AS57,

9CEDC3EA
ODOEC653
269008EC
9B26BDFE
TE4AD052
21F8143A
1DSEB1BA
04A42CCB
COB16A3A
TAET65C6

TAB2§
AB3B§
5B417
B459H
E8474
32FA{
FE6AH
38E4]
408F
A5131
F3819
9051
90F6H
294CI]
34C64
68A37
70507
06F0I
57BCI]
1C824
B213
DABCY
4727
EEACI
E5924
AAECH
25DEY
D603 1
T6F44
AC86H
2FCF9
6FB71
42671
6EEAY
1553(
BC521
85207
0001H
2262H

35D64

AADB9F30,
1C648795,
FBEF1BA3,
3FEF9DE2,
SFC6EFEA,
8552D0BF,
11A56F62,
4D5FA682,
6ESE4406 ,
6DBF7DC3,

FA97F1BB,
2FE154B4,
D8846958,
A09357E9,
019B9791,
7O0DB6FDF,
82F104B4,
BFAB29F8,
880198A9,
917C197C,

788FFBE7,
FA97F1BB,
2FE154B4,
D8846958,
A09357E9,
01989791,
70DB6FDF,
82F104B4,
BFAB29FS,
88019849,

FBEF1BA3,
3FEF9DE2,
SFC6EFEA,
8552DOBF,
11A56F62,
4D5FA682,
6ES5E4406,
6DBF7DC3,
C412D20B,
ACA7E2FE,

1C648795,
FBEF1BA3,
3FEF9DE2,
S5FC6EFEA,
8552D0BF,
11A56F62,
4D5FA682,
6E5E4406,
6DBF7DC3,
C412D208B,

35D68A83,
F91B9AS7,
5760C92D,
4COB51A0,
3E38CA18,
F76B0328,
E41E4DF9,
37E49D38,
77EE40C4,
EA771C93,

860F8E32,
CA3DDACO,
TE790793,
4EO0DF927,
311DFB90,
24FA9DCT7,
CE45E142,
9C4F267F,
06880805,
7625BD09,

681302D4,
860F8E32,
CA3DDACO,
TE790793,
4EODF927,
311DFB90,
24FA9DC7,
CE45E142,
9C4F267F,
06880805,

5760C92D,
4C0B51A0,
3E38CA18,
F76B0328,
E41E4DF9,
37E49D38,
7TTEE40C4,
EA771C93,
17850B39,
3C99FE71,

' 8F5

D1F
69A
111
81C
6CD
195
9AB
BB8
96A
170
C40
EAD
€95
B98
7FD
5BS
A15
SE7
2CB
B6E
937
753
006
883
DF9
B27
6D1
8A1
878
BEF
ADD
DD5
8F3
AB6
7BF
7D5
B82
67E
824
A83

F91B9AS57
5760C92D
4COB51A0
3E38CA18
F76B0328
E41E4DF9
37E49D38
77EE40C4
EA771C93
17850B39

15
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C412
ACA7
0662
F065
9E64
33BD
5BC8
2250
3FD4
TE78
762

The ha

A.2.9
In this

10° times.

The ha

A3 1
Hash-F

A.3.1
In this
The ha

AE364, A1D3372D, F548EA98, 3EO3E74F, 66CA8EE4, 510507C4, C103FBE9, DCEOB562, 76A6D46F), 2EE84A5(

M63D5, 27FS5E937, 57C29604, E359B195, 4CDCB687, 82D58B73, E710A112, B183744E4; A587660C, OFEFA704

D20B, 03E7992A, 917C197C, 06624620, ACATE2FE, 17850B39, 8720C8E7, 7625BD09, 2020141A, 3C99FE71
E2FE, 824CEF7A, 03E7992A, F065F245, 0662A620, 3C99FE71, CBB7DA7A, 8720C8E7, 96F425D8, 2020141A
A620, AF16F218, 824CEF7A, 9E64A80F, F065F245, 2020141A, 88851068, CBB7DA7A, 83239E1C, 96F425D8
F245, EFC8943D, AF16F218, 33BDEA09, 9E64A80F, 96F425D8, C85C4EB8, 88851068, DF69EB2E, 83239E1C
A80F, C80FF53B, EFC8943D, 5BC862BC, 33BDEA09, 83239E1C, 57BF18E2, C85C4EB8, 1441A222, DF69EB2E
EA09, 28DF9E36, C80FF53B, 2250F7BF, 5BC862BC, DF69EB2E, 48932C1A, 57BF18E2, 713AE321, 1441A222
62BC, 6E1D8950, 28DF9E36, 3FD4EF20, 2250F7BF, 1441A222, 15C7BOBD, 48932C1A, FC63895E, 713AE321
F7BF, 21EEE621, 6E1D8950, 7E78D8A3, 3FD4EF20, 713AE321, FCBC9E78, 15C7BOBD, 4CB06922, FC63895E
EF20, 561379BA, 21EEE621, 762541B8, TE78D8A3, FC63895E, DD28EA60, FCBCOE78, 1EC2F457, 4CB06922
D8A3, 4D0255C5, 561379BA, BB988487, 762541B8, 4CB06922, CF1BB810, DD28EA60, F279E3F2, 1EC2F457
Q66 40 QLo 4.5 A A Q

>
4

A4

>

487, D922DEB8, 966845EC, 09571534, 4DE6E958, F279E3F2, F1144141, 5D899D62, 6EE0433C, A3A98374
958, B919B2A3, D922DEB8, A117B259, 09571534, A3A98374, 940BBA12, F1144141, 26758976, 6EE0433(
1534, D3CF80F9, B919B2A3, 8B7AE364, A117B259, 6EE0433C, 33DDA9B5, 940BBA12, 510507C4, 26758974
B259, F548EA98, D3CF80F9, 66CABEE4, 8B7AE364, 26758976, DCEOB562, 33DDA9BS, 2EE84A50, '510507C4

EE4, 6578D66C, A1D3372D, 23AA63D5, 3EO03E74F, 2EE84A50, 832961D9, C103FBE9, 82D58B73, 76A6D4CH
E74F, 5729604, 6578D66C, 4CDCB687, 23AA63D5, 76A6D4CF, B183744E, 832961D9, QFEFA704, 82D58B73

sh-code is the following 160-bit string.
12 A0 53 38 4A 9C OC 88 E4 05 A0 6C 27 DC F4(9A DA 62 EB 2B
Example 9
example the data-string is the 1000000-byte string corisisting of the ASCll-coded version of ‘a’ repea
sh-code is the following 160-bit string.
52 78 32 43 C1 69 7B DBL-E1 6D 37 F9 7F 68 FO 83 25 DC 15 28

Dedicated Hash-Function:2

unction 1.

Example 1

example the data-string is the empty string, i.e. the string of length zero.

sh-code s, _the following 128-bit string.

CD F2 62 13 A1 50 DC 3E CB 61 OF 18 F6 B3 8B 46

A.3.2
In this
The ha

16

Example 2

example the data-string consists of a single byte, namely the ASCll-coded version of the letter ‘a’.

sh-code is the following 128-bit string.

86 BE 7A FA 33 9D OF C7 CF C7 85 E7 2F 57 8D 33

EC

ted
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A.3.3 Example 3

In this example the data-string is the three-byte string consisting of the ASCll-coded version of ‘abc’. This is

After the padding process, the single 16-word block derived from the data-string is as follows.

80636261 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

The following are (hexadecimal representations of) the successive values of the variables X, X{)Xl, X3,
Xo| X1, X4, X4,

67452301, EFCDAB8Y, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476
10325476, 6D431A77, EFCDAB89, 98BADCFE, 10325476, 70376F40, EFCDAB89 . 98BADCFE
98BADCFE, BOSDS8A99, 6D431A77, EFCDAB89, 98BADCFE, 989F6BBO, 70376F40,-EFCDABSY
EFCDAB89, 0C32ESC7, BOSD8A99, 6D431A77, EFCDABS9, 39B14904, 989FEBBO, 70376F40
6D431A77, A20B2COF, OC32E5C7, BOSD8A99, 70376F40, 671C03CC, 39814504, 989F6BBO
BO5D8A99, 74EBB911, A20B2COF, OC32E5C7, 989F6BBO, BFD55C42,-641C03CC, 39B14904
0C32E5C7, 2FFB728B, 74EBB911, A20B2COF, 39B14904, A12F346F, BFD55C42, 671C03CC
A20B2COF, A766AE02, 2FFB728B, 74EBB911, 671C03CC, 989C22107 A12F346F, BFD55C42
74EBB911, 03234F3D, A766AE02, 2FFB728B, BFD55C42, OF9SFBEA, 989C2210, A12F346F
2FFB728B, 52662805, 03234F3D, A766AE02, A12F346F, 068D5115, OF9SFBEA, 989C2210
AT66AE02, E778A4C3, 52662805, 03234F3D, 989C2210-\AFCD27FC, 068D5115, OF95FBEA
03234F3D, 1C7F5769, E778A4C3, 52662805, OF9SFBEK, CBD1F3F8, AFCD27FC, 068D5115
52662805, 95765642, 1C7F5769, E778A4C3, 068D5145, CFFE405F, CBD1F3F8, AFCD27FC
E778A4C3, 35F37B70, 95765642, 1CTF5769, AFCD27FC, 2B55C9C3, CFFE40SF, CBD1F3F8
1C7F5769, 398F8F52, 35F37B70, 95765642,CBD1F3F8, DD6A43FB, 2B55C9C3, CFFE405F
95765642, 13F3C36B, 398F8F52, 35F37B70Q, “CFFE405F, 049B909E, DD6A43FB, 2B55C9C3
35F37B70, 058D8BBS, 13F3C36B, 398F8ES2, 2B55C9C3, 3713BFFD, 049B909E, DD6A43FB
398F8F52, FCBE3664, 058D8BB5, 13F3036B, DD6A43FB, 82ADDB53, 3713BFFD, 049B909E
13F3C36B, F7F306A6, FCBE3664,, Q58D8BBS, 049B909E, CC1D8105, 82ADDB53, 3713BFFD
058D8BB5, 34CC3963, F7F306A6, FCBE3664, 3713BFFD, BE09159A, CC1D8105, 82ADDBS3
FCBE3664, 416E8BAO, 34CC3963; F7F306A6, 82ADDB53, 541AE568, BE09159A, CC1D8105
F7F306A6, EDE91870, 416E8BAO, 34CC3963, CC1D8105, 27D40F94, 541AES68, BE0O9159A
34CC3963, ©352C547, EDE91870, 416E8BAO, BE09159A, 675C363A, 27D40F94, 541AE568
416E8BAO, SDSEEE284.C852C547, EDE91870, 541AES68, 77F3A38B, 675C363A, 27D40F94
EDE91870, 6CC4BEF2) 'SDSEEE28, C352C547, 27D40F94, 84D73C44, TTF3A38B, 675C363A
€352C547, E140970B, 6CCABEF2, SDSEEE28, 675C363A, D2958F37, 84D73C44, 7TF3A38B
SDSEEE28, 79F631A9, E140970B, 6CC4BEF2, 77F3A38B, FC39C927, D2958F37, 84D73C44
6CC4BEF2, “938EOE91, 79F631A9, E140970B, 84D73C44, E3ASA4DE, FC39C927, D2958F37
E140970B5)1B942D52, 038EOE91, 79F631A9, D2958F37, 4BA3A889, E3ASAADE, FC39C927
7T9F631A9, 496AECFD, 1B942D52, 038EOE91, FC39C927, A964BA74, 4BA3A889, E3ASA4DE
038EQE91, FE6CD56F, 496AECFD, 1B942D52, E3AS5A4DE, TAF9DBBO, A964BA74, 4BA3A889
TB942D52, 2E94F501, FE6CDS6F, 496AECFD, 4BA3A8S9, 7DA6SEA9, 7AF9DBBO, A964BA74
496AECFD, 584ESE58, 2E94F501, FE6CDS6F, A964BA74, 9C7247ES, 7DAG8EA9, TAF9DBBO
FE6CD56F, 41A17EFA, 584E8E58, 2E94F501, 7AF9DBBO, 0130312B, 9C7247ES, 7DAGBEAQ
2E94F501, 8981C6CD, 41A17EFA, 584EBES8, 7TDAGSEA9, 90552232, 0130312B, 9C7247ES

E84F8FS58  A400AQ3F1 8981 060D AAALTERA
¥ 3 + DT

—CF2ATEE 9961 EBA4—905522325—601363128
41A17EFA, 841F817F, 400A93E1, 8981C6CD, 0130312B, 9D481CD2, 99C1FBA4, 90552232
8981C6CD, 659379BE, 841F817F, 400A93E1, 90552232, FS5AABE07, 9D481CD2, 99C1FBA4
400A93E1, AB3D9A70, 659379BE, 841F817F, 99C1FBA4, C3AFB7E6, FSAABEO7, 9D481CD2
841F817F, D3D21DC8, AB3D9A70, 659379BE, 9D481CD2, 473E2B79, C3AFB7E6, FSAABEOT7
659379BE, 38C8D29D, D3D21DC8, AB3D9A70, FSAABEO7, C4CAFF99, 473E2B79, C3AFB7E6
AB3D9A70, 738B9BOF, 38C8D29D, D3D21DC8, C3AFB7E6, A2879AA4, C4CAFF99, 473E2B79
D3D21DC8, 8528B83E, 738B9BOF, 38C8D29D, 473E2B79, 56565EDB, A2879AA4, CACAFF99
38C8D29D, 7345AF18, 8528B83E, 738BI9BOF, C4CAFF99, E7A4BD86, 56565EDB, A2879AA4
738B9BOF, FFCCC52B, 7345AF18, 8528B83E, A2879AA4, 974B9E10, E7A4BD86, S56565EDB

8528B83E, A77E902B, FFCCC52B, 7345AF18, 56565EDB, 96CCS5AE1, 974B9E10, E7A4BD86

>
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7345AF18, CB9C6C83, A7T7TE902B, FFCCC52B, E7A4BD86, S57E6A772, 96CC5AE1, 974B9E10
FFCCC52B, 38A2DA83, CB9C6C83, A77E902B, 974B9E10, F10B6CF5, S57E6A772, 96CC5AE1
A7TE902B, 487F9401, 38A2DA83, CB9C6C83, 96CC5AE1, 90426E6B, F10B6CF5, S57TE6ATT72
CB9C6C83, C7184576, 487F9401, 38A2DA83, S57E6A772, 0066E6BE, 90426E6B, F10B6CFS
38A2DA83, 56D619B1, C7184576, 487F9401, F10B6CF5, 22D17257, O066E6BE, 90426E6B
487F9401, 3A35A3C5, 56D619B1, C7184576, 90426E6B, 016777A4, 22D17257, 0066E6BE
C7184576, B5517538, 3A35A3C5, 56D619B1, OO66E6BE, 9A8DC5A0, 016777A4, 22D17257
56D619B1, 4609C4C2, B5517538, 3A35A3C5, 22D17257, A9C46E68, 9A8DCSA0, 016777A4
3A35A3C5, D5C2B699, 4609C4C2, B5517538, 016777A4, 13BOD540, A9C46E68, 9A8DC5A0
B5517538, 342AF741, D5C2B699, 4609C4C2, 9A8DC5A0, 983D8B08, 13BOD540, A9C46E68

© I1SO/IEC

2009C4C 2, 38286 DDA, 32 2AF 741, D5C2ZB099, A9CACEGS, 90034 aE, 983D8B0U8, 13B0UD520
D5C2B699, 9BCEECOA, 38286DDA, 342AF741, 13BOD540, D25FDBB1, 96084F4E, 983D8B08
342AF741, 5803DF3A, 9BCEECOA, 38286DDA, 983D8B08, 35EA6FEO, D25FDBB1, 96084F4E
38286DDA, E1BO26EB, 5803DF3A, 9BCEECOA, 96084F4E, B862709F, 35EA6FEO, D25FDBB1
9BCEECOA, 31587C22, E1B026EB, 5803DF3A, D25FDBB1, C02839EB, B862709F, 35EAGFEOQ
5803DF3A, 9B25E1DC, 31587C22, E1B0O26EB, 35EA6FEO, 00245200, C02839EB, B862709F
E1B026EB, 2205379E, 9B25E1DC, 31587C22, B862709F, CB116A95, 00245200, C02839EB
31587C22, SE3334A3, 2205379E, 9B25E1DC, C02839EB, BY9OEE1BF, CB116A95, 00245200
9B25E1DC, 56F80FA9, SE3334A3, 2205379E, 00245200, 64132D32, BOOEE1BF;, CB116A95

sh-code is the following 128-bit string.

C1 4A 12 19 9C 66 E4 BA 84 63 6B OF 69.14 4C 77

Example 4

example the data-string is the 14-byte string consisting of the ASCll-coded version of
‘message digest’

sh-code is the following 128-bit string.

9E 32 7B 3D ,6E/ 52 30 62 AF C1 13 2D 7D F9 D1 B8

Example 5

example the data-string is the 26-byte string consisting of the ASCll-coded version of
‘abcdefghijklmnopqrstuvwxyz’

sh-code-is the following 128-bit string.

FD 2A A6 Q7 F7 1D C8 FS 410Q 74 49 22 B3 71 83 4F

A.3.6
In this

Example 6

example the data-string is the 62-byte string consisting of the ASCll-coded version of

‘ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’

The hash-code is the following 128-bit string.

18
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D1 E9 59 EB 17 9C 91 1F AE A4 62 4C 60 C5 C7 02

A.3.7 Example 7

In this example the data-string is the 80-byte string consisting of the ASCll-coded version of eight repetitions
of

1234567890’

Thq hash-code is the following 128-bit string.

3F 45 EF 19 47 32 C2 DB B2 C4 A2 C7 69 79 BF A3

.3.8 Example 8

In this example the data-string is the 56-byte string consisting of the ASCll-¢odéd version of
‘abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnemnopnopq’

Af

—+

r the padding process, the two 16-word blocks derived from«the data-string are as follows.

64636261 65646362 66656463 67666564 68676665 69686766 6A696867  6B6A6968
6C6B6A69  6D6CE6B6A  6E6D6C6B  6FBEGD6C  7QE6FEEED  71706F6E 00000080  000P0000

00000000 00000000 00000000  00000000* 00000000 00000000 00000000  OOOPOO0O
00p00000 00000000 00000000  0000QO00 00000000 00000000  000001CO  00OPOOOO

The following are (hexadecimal representations of) the successive values of the variables Xy, X;, X, X3,
X4 X1, XY, X, obtained during the-processing of the first block.

67452301, EFCDAB89~98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476
10325476, 6D431997), EFCDAB89, 98BADCFE, 10325476, D89ED5A9, EFCDAB89, 98BADCFE
98BADCFE, COAE23F2, 6D431997, EFCDAB89, 98BADCFE, 69B10AC1, D89EDS5A9, EFCDAB89
EFCDAB89, 69A6A520, C9AE23F2, 6D431997, EFCDAB89, B661DB9C, 69B10AC1, DB9EDSA9
6D431997 %\ EB032247, 69A6A520, C9AE23F2, D89EDS5A9, ABACC2AF, B661DB9C, 69B10AC1
C9AE23F2, 16C49226, FB032247, 69A6A520, 69B10AC1, D412CAD1, ABACC2AF, B661DB9C
69A6A520, 7TTA099B7, 16C49226, FB032247, B661DB9C, E2DEDF22, D412CAD1, ABACC2AF
FB032247, 3B9BAEB7, 77A099B7, 16C49226, ABACC2AF, CFB03688, E2DEDF22, D412CAD1
16C€49226, DA61AB82, 3B9BAEB7, 77A099B7, D412CAD1, 72599389, CFB03688, E2DEDF22
T7TAO099B7, 54(C888CC, DA61AB82, 3B9BAEB7, E2DEDF22, CF3CD682, 72599389, CFB03688
3B9BAEB7, F2635347, 54C888CC, DA61AB82, CFB03688, B235784E, CF3CD682, 72599389
DA61AB82, E2CAC9B4, F2635347, 54C888CC, 72599389, 881678DF, B235784E, CF3CD682
54C888CC;9596CT 18 E2CACoB4,F263534 7, CF3CD68 2, F815373B 8816 78DF,B235784E
F2635347, 9DD54912, 9596C718, E2CAC9B4, B235784E, BD994B56, E815373B, 881678DF
E2CAC9B4, 2E8539A7, 9DD54912, 9596(C718, 881678DF, B0055655, BD994B56, E815373B
9596C718, 2303C213, 2E8539A7, 9DD54912, E815373B, CC87EF5A, B0055655, BD994B56
9DD54912, EA7T9BE25, 2303C213, 2E8539A7, BD994B56, 6B24384D, CC87EFS5A, B0055655
2E8539A7, 23D7CB45, EA79BE25, 2303C213, B0055655, 93E7329F, 6B24384D, CC87EFS5A
2303C213, FO028EF04, 23D7CB45, EA79BE25, CCB7EF5A, 35B95AE7, 93E7329F, 6B24384D
EA79BE25, 48863F19, F028EF04, 23D7CB45, 6B24384D, 06C6536D, 35B95AE7, 93E7329F
23D7CB45, 514C81B6, 48863F19, F028EF04, 93E7329F, FF1C5DC7, 06C6536D, 35B9SAE7
FO028EF04, 6102CE67, 514C81B6, 48863F19, 35B95AE7, DOD541F1, FF1C5DC7, 06C6536D
48863F19, 330485FD, 6102CE67, 514C81B6, 06C6536D, A94CODD9, DOD541F1, FF1C5DC7
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514C81B6, 289E8C82, 330485FD, 6102CE67, FF1C5DC7, DEDC1E39,
6102CE67, 13CC3A1D, 289E8C82, 330485FD, DOD541F1, 12D926C0,
330485FD, 40A226A6, 13CC3A1D, 289E8C82, A94C0DD9, ED7EDA63,
289E8C82, TOBFB1A8, 40A226A6, 13CC3A1D, DEDC1E39, 9E52219C,
13CC3A1D, CE1D1A37, 70BFB1A8, 40A226A6, 12D926C0, F5D22339,
40A226A6, ECOF7830, CE1D1A37, 70BFB1A8, ED7EDA63, OBC5B4FC,
7TO0BFB1A8, 3CF2D6EE, EC9F7830, CE1D1A37, 9E52219C, FCFBD391,
CE1D1A37, FOC1F95C, 3CF2D6EE, ECO9F7830, F5D22339, 2B6A389B,
EC9F7830, 9A351A9D, FOC1F95C, 3CF2D6EE, OBCS5B4FC, FBF85BO0S5,
3CF2D6EE, 138B0685, 9A351A9D, FOC1F95C, FCFBD391, F7BBBESB,

A94CODD9, DOD541F1
DEDC1E39, A94C0DD9
12D926C0, DEDC1E39
ED7EDA63, 12D926C0
9E52219C, ED7EDA63
F5D22339, 9E52219C
0BC5B4FC, F5D22339
FCFBD391, OBCS5B4FC
2B6A389B, FCFBD391
FBF85B05, 2B6A389B

© ISO/IEC

rUOVIFI0OL, LASOIMd3ULl, 150DVUDOO, JASOIAJU, DOASOIDL, LOOJZALL,
9A351A9D, 4719C849, EA3574D1, 138B0685, FBF85B05, FE2D3EFA,
138B0685, 57F52A13, 4719C849, EA3574D1, F7BBBE8B, 5411CC34,
EA3574D1, 4751F880, 57F52A13, 4719C849, C8592ACC, DCBED546,
4719C849, 80605BAF, 4751F880, 57F52A13, FE2D3EFA, 55C1E317,
57F52A13, 1E53AD4A, 80605BAF, 4751F880, 5411CC34, 0B92E4FO,
4751F880, 1ABEED79, 1ES53AD4A, 80605BAF, DCBED546, 5E192900,
80605BAF, 75EACBB7, 1ABEED79, 1EG53AD4A, 55C1E317, 186EBOCF,
1E53AD4A, 08AC1056, 75EACBB7, 1ABEED79, 0B92E4F0, 8F3A64E3,
1ABEED79, 9BDB7A88, 08AC1056, 75EACBB7, 5E192900, 3701E7B3,
75EACBB7, ADF32F05, 9BDB7A88, 08AC1056, 186EBOCF, 6CE969E9,
08AC1056, 2277B80D, ADF32F05, 9BDB7A88, 8F3A64E3, EE7224D5,
9BDB7A88, 535DBBY9A, 2277B80D, ADF32F05, 3701E7B3, 3E849DOE,
ADF32F05, 2A494ECS5, 535DBBOA, 2277B80D, 6CE969E9, DDBDSEET
2277B80D, 693C7A09, 2A494ECS5, 535DBB9A, EE7224D5, C3DDA€40,
535DBB9A, 148A5796, 693C7A09, 2A494ECS5, 3E849DOF, SEQE10B9,
2A494ECS5, D2932448, 148A5796, 693C7A09, DDBDSEE7, 1CCB75AF,
693C7A09, 39CA97B6, D2932448, 148A5796, C3DDACAO,\N27F81499,
148A5796, 77T0BCE98, 39CA97B6, D2932448, SEOE10B9, 82843491,
D2932448, 8C4DC6AF, 770BCE98, 39CA97B6, 1CCBFEAF, 4E4E13E9,
39CA97B6, 048CC517, 8C4DC6AF, 770BCE98, 27F81499, 03BD1BD9,
770BCE98, 419960CF, 048CC517, 8C4DC6AF,~82843491, 6FA999B7,
8C4DC6AF, 407700EE, 419960CF, 048CC517%,” 4E4E13E9, 37B18629,
048CC517, E60ABEC4, 407700EE, 419960CF, 03BD1BD9, 9EA44395,
419960CF, OE248A8B, E60ABEC4, 407700EE, 6FA999B7, F877D28C,
407700EE, 10667792, OE248A8B., (E60ABEC4, 37B18629, F63EA862,
E60ABEC4, 646BB7A8, 10667792,  0E248A8B, 9EA44395, 424072F0,
OE248A8B, 625CCE22, 646BB7A8, 10667792, F877D28C, 3B7642B8,
10667792, 8EOE1101, 625CCE22, 646BB7A8, F63EA862, CD620F4E,
646BB7A8, C23D3583,(8E0E1101, 625CCE22, 424072F0, BFAA1A02,
625CCE22, 81DE3DCS, )C23D3583, 8EOE1101, 3B7642B8, 1BA7FD36,
8EOE1101, D24E4131, 81DE3DC5, €23D3583, CD620F4E, E62BB2A4,

FIDDDLOD, TFDroobVUo
C8592ACC, F7BBBESB
FE2D3EFA, C8592ACC
5411CC34, FE2D3EFA
DCBED546, 5411CC34
55C1E317, DCS8EDS546
0B92E4F0, 55CTE317
5E192900, OB92E4F0
186EBOCF; 5E192900
8F3A64ES ;" 186EBOCF
3701E7B3, 8F3A64E3
6€EQ69E9, 3701E7B3
EE7224D5, 6CE969E9
3E849D0F, EE7224D5
DDBD8EE7, 3E849DOF
C3DDAC40, DDBDSEE7
S5EOE10B9, C3DDAC40
1CCB75AF, SEOE10BS
27F81499, 1CCB75AF
82843491, 27F81499
4E4E13E9, 82843491
03BD1BD9, 4E4E13E9
6FA999B7, 03BD1BD9
37B18629, 6FA999B7
9EA44395, 37B18629
F877D28C, 9EA44395
F63EA862, F877D28C
424072F0, F63EA862
3B7642B8, 424072F0
CD620F4E, 3B7642B8
BFAA1A02, CD620F4E
1BA7FD36, BFAA1AQ02

The following are (hexadécimal representations of) the successive values of the variables Xy, X, X,, [3,

X, X{, X5, X, obtained during the processing of the second block.

31560350, 285A21CF, 846C181B, 553B61B8, 31560350, 285A21CF,
553B61B8, 1ADDE153, 285A21CF, 846C181B, 553B61B8, 56C8C102,
846C181B, CE8FC309, 1ADDE153, 285A21CF, 846C181B, 70224944,

846C181B, 553B61B8
285A21CF, 846C181B
56C8C102, 285A21CF

285A21CF, O0DD8403A, CE8FC309, 1ADDE153, 285A21CF, 22CBOA97,
1ADDE153, 4842F01E, 0DD8403A, CE8FC309, 56C8C102, 35B2DCDF,
CE8FC309, BE6A9014, 4842F01E, O0DD8403A, 702249A4, D2EFFBA4A,
0DD8403A, 7TFE339CA, BE6A9014, 4842F01E, 22CB0A97, 59EA6C60,
4842F01E, D1CCFD4B, 7FE339CA, BE6A9014, 35B2DCDF, 82DEA3AE,
BE6A9014, 108966B1, D1CCFD4B, 7FE339CA, D2EFFB4A, 4481FDE2,
TFE339CA, 899223E8, 108966B1, D1CCFD4B, 59EA6C60, 13BB8F73,
D1CCFD4B, 5E3B9917, 899223E8, 108966B1, 82DEA3AE, 946BD478,
108966B1, 7666663B, S5E3B9917, 899223E8, 4481FDE2, BDO605EA,
899223E8, A1BAD92C, 7666663B, 5E3B9917, 13BB8F73, 36F99153,
5E3B9917, DE527A04, A1BADS2C, 7666663B, 946BD478, EB4AE872,

20

70224944, 56C8C102
22CBOAS7, 702249A4
35B2DCDF, 22CBOA97
D2EFFB4A, 35B2DCDF
59EA6C60, D2EFFB4A
82DEA3AE, 59EA6C60
4481FDE2, 82DEA3AE
13BB8F73, 4481FDE2
946BD478, 13BB8F73
BDO60SEA, 946BD478
36F99153, BDOG0OSEA
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7666663B, E52F1533, DE527A04, A1BAD92C, BDO605SEA, 7C346442, EB4AE872,
A1BAD92C, 5C3C2C22, E52F1533, DE527A04, 36F99153, AFA320AD, 7C346442,
DE527A04, FC1C4108, 5C3C2C22, E52F1533, EB4AE872, B4905651, AFA320AD,
E52F1533, OAO3E84B, FC1C4108, 5C3C2C22, 7C346442, 02E94FA1, B4905651,
5C3C2C22, FB74BD26, OAO3E84B, FC1C4108, AFA320AD, E08D1799, 02E94FA1l,
FC1C4108, C78DC5C4, FB74BD26, 0AO3EB4B, B4905651, 69AFAA80, E08D1799,
OAO3E84B, ACF60434, C78DC5C4, FB74BD26, 02E94FA1, FA665E46, 69AFAASO,
FB74BD26, 58F751E0, ACF60434, C78DC5C4, E08D1799, 269AB7E3, FA665E46,
C78DC5C4, EB75C7CB, 58F751E0, ACF60434, 69AFAA80, OF06388B, 269AB7E3,
ACF60434, 83COA8B7, EB75C7CB, 58F751E0, FA665E46, FD44FBDS, OF06388B,

36F99153
EB4AE872
70346442
AFA320AD
B4905651
02E94FA1
E08D1799
69AFAA8B0
FA665E46
269AB7E3

58P 7S tEOS27C8 T 178, 83CON8B T, EBT5CTCH, Z69ABTES, DBBCOIJ0, FD44FBD5,
EB75C7CB, B7B9163F, 27C87178, 83C0A8B7, OF06388B, DOE3FC2B, DBBC0190,
83COA8B7, OFA1C6DC, B7B9163F, 27C87178, FD44FBDS, 7D87B4BA, DOE3FC2B,
27C87178, 2CC60316, OFA1C6DC, B7B9163F, DBBC0190, 68367FDB, 7D87B4BA,
B7B9163F, 08029C44, 2¢C60316, OFA1C6DC, DOE3FC2B, 53AB5439, 68367FDB,
OFA1C6DC, F693A10E, 08029C44, 2CC60316, 7D87B4BA, E78B75B5, 53AB5439,
2€C60316, 356224B9, F693A10E, 08029C44, 68367FDB, 830530DF, E78B75B5,
08029C44, 669F7869, 356224B9, F693A10E, 53AB5439, 67FCB1AC, 830530DF,
F693A10E, 7B70C168, 669F7869, 356224B9, E78B75B5, 757BB243, 67FCB1AC,
356224B9, 037FB19C, 7B70C168, 669F7869, 830530DF, FOCA8878, 757BB743,
669F7869, 9BOA10B3, 037FB19C, 7B70C168, 67FCB1AC, FA10CB33, F0CA887S,
7B70C168, 9D015956, 9BOA10B3, 037FB19C, 757BB243, 5487E56€, FA10CB33,
037FB19C, 6A7DESF4, 9D015956, 9BOA10B3, FOCA8878, A5D336997 5487E56C,
9BOA10B3, E522D913, 6A7DESF4, 9D015956, FA10CB33, BEB495BC, A5D33699,
9D015956, OEFD42ES5, E522D913, 6A7TDESF4, 5487E56C, 05202F93, BEB495BC,
6A7DESF4, 7902100B, OEFD42ES, E522D913, A5D33699,\BACE7DD9, 05202F93,
E522D913, 1ACEFABC, 7902100B, OEFD42E5, BEB495BC{ 08D045DD, BACE7DD9,
OEFD42ES5, EO07378FF, 1ACEFABC, 7902100B, 05202F93, 5448A3A0, 08D045DD,
7902100B, 489C7A1A, E07378FF, 1ACEFABC, BACEYDD9, D9SBE3AA, 5448A3A0,
1ACEFABC, CO2A45A5, 489C7A1A, EO7378FF,\08D045DD, 12EC982F, D9SBE3AA,
E07378FF, 3068DDE8, C02A45A5, 489C7A1A, “5448A3A0, 4A1EB2B2, 12EC982F,
489C7A1A, D5DD5018, 3068DDE8, CO2A45A5, D9SBE3AA, D677AAA8, 4A1EB2B2,
CO2A45A5, BIOD75D76, D5DD5018, 3068DDE8, 12EC982F, 5AA89133, D67TAAAS,
3068DDE8, 51A9B2DD, B9D75D76, D5DD5018, 4A1EB2B2, 49BCE169, 5AA89133,
D5DD5018, 36F589C4, 51A9B2DD, B9D75D76, D677AAA8, CF4FA8D2, 49BCE169,
BO9D75D76, BSCE60EAF, 36F589C4, 51A9B2DD, S5AA89133, 1985969, CF4FA8D2,
51A9B2DD, 725DF80C, BSCEOEAF, 36F589C4, 49BCE169, 427440B4, C1985969,
36F589C4, 3F7A2507, 725DF80C, B5C60EAF, CF4FA8D2, 60927896, 427440B4,
B5C60EAF, 9D539EB64.8F7A2507, 725DF80C, C1985969, 7050ED96, 60927896,
725DF80C, 5A249895) 9D539EB6, 3F7A2507, 427440B4, CBC74513, 7050ED96,
3F7A2507, A7CECDOD, 5A249895, 9D539EB6, 60927896, 8431C75E, CBC74513,
9D539EB6, F8DCD12B, A7CECDCD, 5A249895, 7050ED96, OE3A1C68, 8431C75E,
54249895 ,, BEBODB2A, F8DCD12B, A7CECDCD, CBC74513, 62EEEC87, OE3A1C68,
A7CECDCD5)A25D36CE, 3E30DB2A, F8DCD12B, 8431C75E, 2B1F312D, 62EEECS87,
F8DCD12B, A92CF759, A25D36CE, 3E30DB2A, OE3A1C68, FB124197, 2B1F312D,
3E30DB2A, 0CDOBA66, A92CF759, A25D36CE, 62EEEC87, DB8A5C11, FB124197,
A25D36CE, AF62D775, 0CDOBA66, A92CF759, 2B1F312D, EC3264DC, DB8A5C11,
A92CF759, 69D4AE1DF, AF62D775, OCDOBA66, FB124197, 9AA87F7C, EC3264DC,
0CDOBA66, OEE66339, 69D4E1DF, AF62D775, DBS8ASC11, 04512915, 9AA8TF7C,
AF62D775, 5C5BSFBD, OEE66339, 69D4E1DF, EC3264DC, C763272A, 04512915,

0F063383B
FD44FBDS
DBBC019Q
DOE3FC2B
7D87B4BA
68367FDB
58AB5439
E78B75B5
830530DF
67FCB1AC
757BB243
FOCA8878
FA10CB33
5487E56C
A5D33699
BEB495BC
05202F93
BACE7DD9
08D045DD
5448A3A0
D98BE3AA
12EC982F
4A1EB2B2
D677AAA8
5AA89133
49BCE169
CF4FA8D2
€1985969
427440B4
60927896
7050ED96
CBC74513
8431C75E
OE3A1C68
62EEEC87
2B1F312D
FB124197
DB8A5C11
EC3264DC
9AABTF7C

FatnleYalnl LOLDL DN Fa¥ nl aValaZs Ko Nal OAAQZ 2 FaWalatlelatal Nl paied =3
69D4ELDE 0D OESCE—E665B5FBD A£=I=ASA S o e v Yo i L I VIFREA VAV P b 7 W 2O RPN VI B o T A 0

The hash-code is the following 128-bit string.

A1 AA 06 89 DO FA FA 2D DC 22 E8 8B 49 13 3A 06

VRO 12710
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Example 9

In this example the data-string is the 1000000-byte string consisting of the ASCll-coded version of ‘a’ repeated
108 times.

The hash-code is the following 128-bit string.

A.4 IDedicated Hash-Function 3
Hash-Hunction 3.

A4.1
In this

The hash-code is the following 160-bit string.

A.4.2
In this
The h{

A.4.3

In this
equiva

After t

61624
0000¢

The f9
X,

4A 7F 57 23 F9 54 EB A1 21 6C 9D 8F 63 20 43 1F

Example 1

example the data-string is the empty string, i.e. the string of length zero.

DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18(90 AF D8 07 09

Example 2
example the data-string consists of a single byte, nafiely the ASCll-coded version of the letter ‘a’

sh-code is the following 160-bit string.

86 F7 E4 37 FA A5 A7 FC EQ)5D 1D DC B9 EA EA EA 37 76 67 B8

Example 3

example the data-string is the three-byte string consisting of the ASCll-coded version of ‘abc’. Th
ent to the bit-string: ‘01100001 01100010 01100011".

he padding process,(the’single 16-word block derived from the data-string is as follows.

380 00000000 00000000 00000000 00000000 00000000 00000000  0000G(C
000 00000000 00000000 00000000 00000000 00000000 00000000  00000(

llowifig~are (hexadecimal representations of) the successive values of the variables X, X, Xy,

s is

00
18

22

0116FC33, 67452301, 7BF36AE2, 98BADCFE, 10325476
8990536D, 0116FC33, 59D148C0, 7BF36AE2, 98BADCFE
A1390F08, 8990536D, CO045BFOC, 59D148C0, 7BF36AE2
CDD8E11B, A1390F08, 626414DB, C045BF0C, 59D148C0
CFD499DE, CDD8E11B, 284E43C2, 626414DB, C045BF0C
3FC7CA40, CFD499DE, F3763846, 284E43C2, 626414DB
993E30C1, 3FC7CA40, B3F52677, F3763846, 284E43C2
9E8C07D4, 993E30C1, OFF1F290, B3F52677, F3763846
4B6AE328, 9EBC07D4, 664F8C30, OFF1F290, B3F52677
8351F929, 4B6AE328, 27A301F5, 664F8C30, OFF1F290
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FBDASES9,
63188FE4,
4607B664,
9128F695,
196BEE77,
20BDD62F,
4E925823,
82AA6728,
DC64901D,
FDO9E1D7D,

8351F929,
FBDASES9,
63188FE4,
4607B664,
9128F695,
196BEE77,
20BDD62F,
4E925823,
82AA6728,
DC64901D,

12DAB8CA,
60D47E4A,
TEF6A7TA2,
18C623F9,
1181ED99,
644A3DAS,
C65AFBID,
C82F758B,
D3A49608,
20AA99CA,

27A301F5,
12DAB8CA,
60D47E4A,
TEF6ATA2,
18C623F9,
1181ED99,
644A3DAS5,
C65AFB9D,
C82F758B,
D3A49608,

ISO/IEC 10118-3 : 1998 (E)

664F8C30
27A301F5
12DAB8BCA
60D47E4A
TEF6A7TA2
18C623F9
1181ED99
644A3DAS5
C65AFB9D
C82F758B

TA3TBOCH;
33A23BFC,
21283486,
D541F12D,
C7567DC6,
48413BA4,
BE35FBDS,
4AA84D97,
8370B52E,
CSFBAFSD,
1267B407,
3B845D33,
046FAAOA,
2C0EBC11,
21796AD4,
DCBBBOCB,
OF511FD8,
DC63973F,
409864065,
32DE1CBA,
FC87DEDF,
970A0D5C,
7TF193DCS5,
EE1B1AAF,
40F28E09,
1C51E1F2,
A01B846C(,
BEADO2CA,
BAF89837,
120731C5,
641DB2CE,
3847AD66,
E490436D,
27E9F1D8,
7TB71F76D,
SE6456AF,
C846093F,
D262FF50,
09D785FD,
3F52DESA,

DNZLoO4 47

FDIETDTD
1A37BOCA,
33A23BFC,
21283486,
D541F12D,
C7567DC6,
48413BA4,
BE35FBD5,
4AAB4D97,
8370B52E,
CS5FBAF5D,
1267B407,
3B845D33,
046FAAOA,
2COEBC11,
21796AD4,
DCBBBOCB,
OF511FD8,
DC63973F,
40986405,
32DE1CBA,
FC87DEDF,
970A0DSC
7F193DCS,
EE1B1AAF,
40F28E09,
{€¢51E1F2,
A01B846C,
BEADO2CA,
BAF39337,
120731C5,
641DB2CE,
3847AD66,
E490436D,
27E9F1D8,
7TB71F76D,
S5E6456AF,
C846093F,
D262FF50,
09D785FD,

2RCONDC A
T =4

1329910,
TF67875F,
868DEC32,
OCESSEFF,
884A0D21,
75507C4B,
B1DS9F71,
12104EE9,
6F8DTEFS5,
D2AA1365,
AODC2D4B,
717EEBD7,
C499EDO1,
CEE1174C,
811BEA82,
4BO3AF04,
08SESABS,
F72EEC32,
03D447F6
F718ES(F,
53261901,
8CB7872E,
FF21F7B7,
25028357,
SFC64FT1,
FB86C6AB,
503CA382,
8714787C,
2806E11B,
AFAB40B2,
EEBCE4CD,
4481CCT1,
99076CB3,
8E11EBS9,
792410DB,
09FATCT6,
5EDC7DDB,
D79915AB,
F211824F,
3498BFD4,

A27LRA70
T ot

tURARIIVA,
77192407,
TF67875F,
868DEC32,
OCEBBEFF,
884A0D21,
75507C4B,
B1D59F71,
12104EE9,
6F8D7EFS,
D2AA1365,
AODC2D4B,
T17EEBDT7,
C499EDO1,
CEE1174¢,
811BEA32,
4BO8AF04,
O85ESABS,
F72EEC32,
03D447F6,
F718ESCF,
53261901,
8CB7872E,
FF21F7B7,
25028357,
5FC64F71,
FBB86C6AB,
503CA382,
8714787C,
2806E11B,
AFAB40B2,
EEBCE4CD,
4481CC71,
99076CB3,
8E11EB59,
792410DB,
09FA7C76,
S5EDC7DDB,
D79915AB,
F211824F,

DUOATIOVO
20AA99CA
77192407
TF67875F
868DEC32
OCE8SEFF
884A0D21
75507C4B
B1D59F71
12104EEQ
6F8D7EFS
D2AA1365
AODE2D4B
717EEBD7
C499EDO1
CEE1174C
811BEA82
4B03AF04
085ES5ABS
F72EEC32
03D447F6
F718E5CF
53261901
8CB7872E
FF21F7B7
25C28357
5FC64F71
FB86C6AB
503CA382
8714787C
2806E11B
AFAB40B2
EEBCE4CD
4481CC71
99076CB3
8E11EBS9
792410DB
09FA7C76
SEDC7DDB
D79915AB

E211804F

Do T T 5—or>

548C9CB2,
B66C020B,
6B61C9E1,
19DFA7AC,
101655F9,
0C3DF2B4,
78DD4D2B,
497093C0,
3F2588C2,
C199F8C7,

oy

D756C147,
548C9CB2,
B66C020B,
6B61C9E1,
19DFA7AC,
101655F9,
0C3DF2B4,
78DD4D2B,
497093C0,
3F25688C2,

1

8FD4B796,
F5D5B051,
9523272C,
ED9B0082,
5AD87278,
0677E9EB,
4405957E,
030F7CAD,
DE375344,
125C24F0,

3498BED4
4275E17F,
8FD4B796,
F5D5B051,
9523272C,
ED9B0082,
5AD87278,
0677E9EB,
4405957E,
030F7CAD,
DE37534A,

3498BFD4
4275E17F
8FD4B796
F5D5B051
9523272C
ED9B0082
5AD87278
0677E9EB
4405957E
030F7CAD
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39859DE7, C199F8C7, 8FC96230, 125C24F0, DE37534A
EDB42DE4, 39859DE7, F0667E31, 8FC96230, 125C24F0
11793F6F, EDB42DE4, CE616779, F0667E31, 8FC96230
S5EE76897, 11793F6F, 3B6DOB79, CE616779, FO667E31
63F7DAB7, SEE76897, C45E4FDB, 3B6DOB79, CE616779
AO79B7D9, 63F7DAB7, D7B9DA25, C45E4FDB, 3B6D0OB79
860D21CC, A0O79B7D9, DBFDF6AD, D7B9DA25, C45E4FDB
5738D5E1, 860D21CC, 681E6DF6, DS8FDF6AD, D7B9DA25
42541B35, 5738D5E1, 21834873, 681E6DF6, D8FDF6AD

@© I1SO/IEC

The hgsh-code is the following 160-bit string.

A9 99 3E 36 47 06 81 6A BA 3E 25 71 78 50 C2 6C 9C DO D8 9D

A.4.4| Example 4

In this lexample the data-string is the 14-byte string consisting of the ASCll-coded/version of
‘message digest’

The hash-code is the following 160-bit string.

C1 22 52 CE DA 8B E8 99 4D 5F AO 29 04 47 23 1C 1D 16 AA E3

A.4.5| Example 5

In this fexample the data-string is the 26-byte string\consisting of the ASCll-coded version of
‘abcdefghijkimnopqrstuvwxyz’

The hash-code is the following 160-bit string.

32 D1 OC 7B (8¢-F9 65 70 CA 04 CE 37 F2 A1 9D 84 24 0D 3A 89

A.4.6 | Example 6

In this example the data-string is the 62-byte string consisting of the ASCll-coded version of

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789’

L o il L1l . 1L L .
The ha T=COUTTIS—tITE TOITOWTTTg .lUG—UIL SUrmg.

76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA 11 F9 40

A.4.7 Example 7

In this example the data-string is the 80-byte string consisting of the ASCll-coded version of eight repetitions

of

24
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‘1234567890’

The hash-code is the following 160-bit string.

50 AB F5 70 6A 15 09 90 A0 8B 2C S5E A4 OF AO E5 85 55 47 32

A.4.8 Example 8

: 1998 (E)

In tilis example the data-string is the 56-byte string consisting of the ASCll-coded version of
‘abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq’
After the padding process, the two 16-word blocks derived from the data-string are as follows.

61626364 62636465 63646566 64656667 65666768 66676869 ( ;67686964
69qA6B6C  6A6B6C6D  6B6C6DGE  6C6DEESF  6D6EGF70  6EGF70RE, 80000000

00400000 00000000 00000000 00000000 00000000  0Q0QOOOOO 00000000
00400000 00000000 00000000 00000000 00000000 , QOO00000 00000000

68696A6B
00040000

000940000
0000¢01CO

The| following are (hexadecimal representations of) the successive”’values of the variables X, X, X}, X3,

X, |obtained during the processing of the first block.

0116FC17, 67452301, 7BF364AE2, 98BADCFE, 10325476
EBF3B452, 0116FC17, 59D148C0, 7BF36AE2, 98BADCFE
5109913A, EBF3B452; C045BF05, 59D148C0, 7BF36AE2
2C4F6EAC, 5109913A% BAFCED14, C045BF05, 59D148C0
33F4AES5B, 2C4F6EAC, 9442644E, BAFCED14, C045BFO0S
96B85189, 33F4AES5B, O0B13DBAB, 9442644E, BAFCED14
DB04CB58,.96B85189, CCFD2B96, OB13DBAB, 9442644E
45833F0F,._DB04CB58, 65AE1462, CCFD2B96, 0B13DBAB
C565G35E, 45833F0F, 36C132D6, 65AE1462, CCFD2B96
6360AFDA, C565C35E, D160CFC3, 36C132D6, 65AE1462
8993EA77, 6350AFDA, B15970D7, D160CFC3, 36C132D6
E19ECAA2, 8993EA77, 98D42BF6, B15970D7, D160CFC3
8603481E, E19ECAA2, E264FA9D, 98D42BF6, B15970D7
32F94A85, 8603481E, B867B2A8, E264FA9D, 98D42BF6
B2E7A8BE, 32F94A85, A180D207, B867B2A8, E264FASD
42637E39, B2E7A8BE, 4CBE52A1, A180D207, B867B2A8
6B068048, 42637E39, ACBY9EA2F, 4CBE52A1, A180D207
426B9C35, 6B068048, 5098DF8E, ACBOEA2F, 4CBEG52A1
944B1BD1, 426B9C35, 1AC1A012, 5098DF8E, ACBOEA2F
60445652, 944B1BD1, 509AE70D, 1AC1A012, 5098DF8E
95836DA5, 6C445652, 6512C6F4, 509AE70D, 1AC1A012

09511177, 95836DAS5, 9B111594, 6512C6F4, 509AE70D
E2B92DC4, 09511177, 6560DB69, 9B111594, 6512C6F4
FD224575, E2B92DC4, €254445D, 6560DB69, 9B111594
EEB82D9A, FD224575, 38AE4B71, C254445D, 6560DB69
5A142C1A, EEB82D9A, 7F48915D, 38AE4B71, €254445D
2972F7C7, 5A142C1A, BBAEOB66, 7F48915D, 38AE4B71
D526A644, 2972F7C7, 96850B06, BBAEOB66, 7F48915D
E1122421, D526A644, CA5CBDF1, 96850B06, BBAEOB66
05B457B2, E1122421, 3549A991, CA5CBDF1, 96850B06
A9CB84BEC, 05B457B2, 78448908, 3549A991, CASCBDF1
52E31F60, A9C84BEC, 816D15EC, 78448908, 3549A991

25
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5AF3242C,
31C75649,
E9AC987C,
AB7C32EE,
5933FC99,
43F87AE9,
24957F22,
ADEB7478,
D70E5010,
7T9BCFBO8,
FORCRBADE

52E31F60,

SAF3242C,

31C756A9,
E9AC987C,
AB7C32EE,
5933FC99,
43F87AE9,
24957F22,
ADEB7478,
D70E5010,
79BRCFROR

2A7212FB,

14RRC7D8K

1G50OVIUS,

16BCC9O0B,
4C71D5AA,
3A6B261F,
AADFOCBB,
564CFF26,
SO0FE1EBA,

89255FC8,

2B7ADD1E,
35030404

816D15EC,

IV ED) )
anizlarpo,

14B8C7D3,
16BCC90B,
4C71D5AA,
3A6B261F,
AADFOCBB,
564CFF26,
50FE1EBA,
89255FC8,
2B7ADDIE

78448908

o1 con1coLn
O1OUV1I0LYV

2A7212FB
14B8C7D8
16BCC90B
4C71D5AA
3A6B261F
AADFOCBB
564CFF26
S50FE1EBA
89255F(C8

The fo

633E9561,
98C1EA64,
C6EA241E,
A2AD4F02,
C8A69090,
88341600,
TEB46F58,
86E358BA,
8D2E76C8,
CE892E10,
EDEA95B1,
36D1230A,
776C3910,
A681B723,
ACOA794F,
F03D3782,
9EF775C3,
36254B13,
4080D4DC,
2BFAF7A8,
513F9CA0,
E5895C81,
1037D2D5,
14A82DA9,
6D17C9FD,
2C7BO7BD,
FDF6EFFF,
112B96ES,
84065712,
AB89FB71,
65210E35,
352D9F4B,
1AOEOEOA,
DOD47349,
AD38620D,
D3AD7C25,
8CE34517,

F9BCBSDE,
633E9561,
98C1EA64,
C6EA241E,
A2AD4FO02,
C8A69090,
88341600,
TE846F58,
86E358BA,
8D2E76(8,
CE892E10,
EDEA95B1,
36D12304,
77603910,
A681B723,
ACOAT94F,
F03D3782,
9EF775C3,
36254B13,
4080D4DC,
2BFAF7AS,
513F9CA0,
E5895C81,
1037D2D5
14A82DA9,
6D1LTCIFD,
2C7BOTBD,
FDF6EFFF,
112B96E3,
84065712,
AB89FB71,
C5210E35,
352D9F4B,
1AOEOEOA,
DOD47349,
AD38620D,
D3AD7C25,

1E6F3EC2,
BE6F2E37,
58CFA558,
26307499,
B1BA8907,
ABAB53CO,
32294424,
220D0580,
1FA11BD6,
A1B8D62E,
234B9DB2,
33424884,
7BTAAS6C,
8DB448C2,
1DDBOE44,
E9A06DCS,
EBO29ES3,
BCOF4DEO,
E7BDDD70
CD8952€C4,
10208537,
OAFEBDEA,
144FE728,
79625720,
440DF4BS5,
45240864,
5B45F27F,
4B1EC1EF,
FF7DBBFF,
C44AESBS,
A10195C4,
6AE27EDC,
7148438D,
CD4B67D2,
86838382,
74351CD2,
6B4E1883,

35C39404,
1E6F3EC2,
BE6F2E37,
58CFA558,
26307499,
B1BA8907,
ABAB53C0,
32294424,
220D0580,
1FA11BDS6,
A1B8D62E,
234B9DB2,
33A24B84,
TB7AA56C,
8DB448072,
1DDBOE4Y,
E9A06DCS,
EBO29ES3,
BCOF4DEO,
E7BDDD70,
CD8952C4,
10203537,
OAFEBDEA,
144FE728,
79625720,
440DF4B5,
452A0B64,
5B45F27F,
4B1EC1EF,
FF7DBBFF,
C44AESBS,
A10195C4,
6AE27EDC,
7148438D,
CD4B67D2,
86838382,
74351CD2,

2B7ADD1E
35C39404
1E6F3EC2
BE6F2E37
58CFA558
26307A99
B1BA8907
A8BAB53C0O
3229A424
220D0580
1FA11BD6
A1B8D62E
234B9DB2
33A24B84
7BTAAS6C
8DB448C2
1DDBOE44
E9A06DC8
EBO29ES3
BCOF4DEO
E7BDDD70
CD8952C4
10203537
OAFEBDEA
144FE728
79625720
440DF4B5
452A0B6A
5B45F27F
4B1EC1EF
FF7DBBFF
C44AESBS
A10195C4
6AE27EDC
7148438D
CD4B67D2
86838382

llowihg are (hexadecimal representations of ) the successive values of the variables X, Xy, X5, |\,

X4, obrained during the processing of the second block.

26

2DF257E9,
4D3DC58F,
€352BB0S,
EEF743C6,
41E34277,
5443915C,
E7FA0377,
06946813,

F4286818,
2DF257E9,
4D3DC58F,
C352BB0S5,
EEF743C6,
41E34277,
5443915¢C,
E7FA0377,

BODEC9EB,
3DOA1A06,
4B7C95FA,
D34F7163,
TOD4AEC1,
BBBDDOF1,
D078D09D,
1510E457,

0408F581,
BODECOEB,
3DOA1A06,
4B7C95FA,
D34F7163,
7TOD4AEC1,
BBBDDOF1,
D078D09D,

84677148
0408F581
BODEC9EB
3DOA1A06
4B7C95FA
D34F7163
70D4AEC1
BBBDDOF 1
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FDDE1DE1,
B8538ACA,
6BA94F63,
43A2792F,
FECD7BBF,
A2604CAS8,
258BOBAA,
D9772360,
5507DB6E,
A51B58BC,

€6946813,
FDDE1DE1,
B8538ACA,
6BA94F63,
43A2792F,
FECD7BBF,
A2604CAS8,
258BOBAA,
D9772360,
5507DB6E,

FOFESODD,
F1A51A04,
TF778778,
AE14E2B2,
DAEAS3DS8,
DOEB9E4B,
FFB35EEF,
28981324,
8962C2EA,
365DC8D8,

ISO/IEC 10118-3 : 1998 (E)

1510E457, DO78D09D
FOFE80DD, 1510E457
F1A51A04, FOFE8S80DD
TF778778, F1A51A04
AE14E2B2, 7F778778
DAEAS53D8, AE14E2B2
DOE89E4B, DAEA53D8
FFB35EEF, DOESSE4B
2898132A, FFB35EEF
8962C2EA, 2898132A

CZEB/O9L,
D8992153,
37482F5F,
EE8700BD,
9AD594B9,
8FBAASBY,
88FB5867,
EEC50521,
50BCE434,
5C416DAF,
2429BESF,
OA2FB108,
17986223,
8A4AF384,
6B629993,
F15F04F3,
295CC258B,
696DA404,
CEF5AE12,
87D5B80C,
84E2A5F2,
03BB6310,
C2D8F75F,
BFB25768,
28589152,
EC1D3D61,
3CAED7AF,
C3D0O33EA,
73160564,
46F93B68,
DOSE7F26,
850D411C,
7E4672CO0,
89FBD41D,
1797E228,
431D65BC,
2BDBB8CB,
6DA72ETF,
AB495A9B,
E785655A,

AO1BOoBU,
C2EB709F,
D8992153,
37482F5F,
EE8700BD,
9AD594B9,
8FBAASBY,
88FB5867,
EEC50521,
50BCE434,
5C416DAF,
2429BESF,
0A2FB108,
17986223,
8A4AF384,
6B629993,
F15F04F3,
296CC25B,
696DA404,
CEF5AE12,
87D5B80OC,
84E2A5F2,
03BB6310Q.,
C2D8F75F,
BFB25768,
28569152,
EC1D3D61,
3CAED7AF,
C3DO33EA,
73160564,
46F93B68,
DCBE7F26,
850D411C,
7E4672CO0,
89FBD41D,
1797E228,
431D65BC,
2BDBB8CB,
6DAT2ETF,
A8495A9B,

vo4lrolb,
2946D62F,
FOBADC27,
F6264854,
CDD20BD7,
7BA1CO2F,
66B5652E,
63EEA96GE,
E23ED619,
7BB14148,
142F390D,
D7105B6B,
C90A6F97,
028BEC42,
C5E61888,
2292BCE1,
DADBA664,
FC57C13C,,
CA573096,
1A5B6901,
B3BD6B84,
21F56E03,
A138A97C,
OOEED8C4,
FOB63DD7,
2FEC95DA,
8A162454,
TBOT74F58,
CF2BBSEB,
BOF40CFA,
9CC58165A4,
11BE4EDA,
B7239FC9,
21435047,
1F919CBO,
627EF507,
OS5E5F88A,
10C7596F,
CAF6EE32,
DB69CBIF,

A4OC

3ooDUoDe, oY6.ZUZEA
9541F6DB, 365DC8D8
2946D62F, 9541F6DB
FOBADC27, 2946D62F
F6264854, FOBADC27
CDD20BD7, F6264854
7BA1CO2F, CDD20BD7
66B5652E, 7TBA1CO2F
63EEA96E ., 66B5652E
E23ED619, 63EEA96E
7BB14148, E23ED61Y
142F390D, 7BB14148
D7105B6B, 142F390D
C90A6F97 ,(D7105B6B
028BEC42, C90A6F97
CS5E61888, 028BEC42
2292BCE1, C5E61888
DAD8A664, 2292BCE1
FC57C13C, DAD8A664
CA573096, FC57C13C
1A5B6901, CA573096
B3BD6B84, 1A5B6901
21F56E03, B3BD6B384
A138A97C, 21F56E03
OOEED8C4, A138A97C
FOB63DD7, OOEED3C4
2FEC95DA, FOB63DD7
8A162454, 2FEC95DA
7BO74F58, 8A162454
CF2BBSEB, 7B074F58
BOF40CFA, CF2BBSEB
9CC5815A, BOF40CFA
11BE4EDA, 9CC5815A
B7239FC9, 11BE4EDA
21435047, B7239FC9
1F919CB0O, 21435047
627EF507, 1F919CBO
O5ES5F88A, 627EF507
10C7596F, OSES5F88A
CAF6EE32, 10C7596F

5BOS6E42S
A65818F7,
7AAB101B,
93614C9C,
F66D9BF4,
D504902B,
60A9DA62,
8B687819,
083E90C3,
F6226BBF,
76C0563B,

E78565545
5B086C42,
A65818F7,
7AAB101B,
93614C9C,
F66D9BF4,
D504902B,
60A9DA62,
8B687819,
083E90C3,
F6226BBF,

EAL25646
B9E15956,
96C21B10,
E996063D,
DEAAC406,
24D85327,
3D9B66FD,
F5412404,
982A7698,
62DA1E06,
C20FA430,

DBGIEBHS—CAT6EES2
EA1256A6, DB69CBOF
B9E15956, EA1256A6
96C21B10, B9E15956
E996063D, 96C21B10
DEAAC406, E996063D
24D85327, DEAAC406
3D9B66FD, 24D85327
F541240A, 3D9B66FD
98247698, F541240A
62DA1E06, 98247698
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989DD165, 76C0563B, FD889AEF,
8B2C7573, 989DD165, DDBO158E,
AE1B8E7B, 8B2C7573, 66277459,
CA1840DE, AE1BBE7B, E2CB1D5C,
16F3BABB, CA1840DE, EB86E39E,
D28D83AD, 16F3BABB, B2861037,
6BCO2DFE, D28D83AD, CS5BCEEAE,
D3A6E275, 6BCO2DFE, 74A360EB,
DA955482, D3A6E275, 9AFOOB7F,

58COAACO, DA955482, 74E9B8ID,
Q06FDA2C  SRCOAACQ, BEASE520

C20FA430,
FD889AEF,
DDBO158E,
66277459,
E2CB1D5C,
EB8S86E39E,
B2861037,
C5BCEEAE,
74A360EB,

9AFOOB7F,
74EQBS9D

62DA1E06
C20FA430
FD889AEF
DDB0O158E
66277459
E2CB1D5C
EB86E39E
B2861037
CS5BCEEAE

74A360EB
QAFQOB7E

© ISO/IEC

The h

A.4.9
In this
10° tid
The h

hsh-code is the following 160-bit string.

Example 9

nes.

hsh-code is the following 160-bit string.

84 98 3E 44 1C 3B D2 6E BA AE 4A A1 F9 51 29 E5 E5 46 70 F1

34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F

example the data-string is the 1000000-byte string consisting of the ASCll-coded version of ‘a’ repeated
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Annex B

(Informative)

Formal specifications

B.0 Introduction

In tlfe following sections are complete specifications of the Dedicated Hash-Functions 1, 2 and>3-4

spec

The

B.1| Specification of Dedicated Hash-Function 1

#3 Definitions

#3.

#3.

/, is written purely in Z, including the comments. The comments point to sectieun$.of the mair
he standard from which the Z is derived.
Z }}}OI}{\]L a }'{}I\LL')I)‘I) aC 9 acnnltrtnanorn I\r li‘x'lll )] lilll)\]\l\l’L‘ {] ’)iif‘ i {C'f' II)IT\
PAS LU ) . A\ (Ab\ o Qv )\‘klllk/ll\\\.v Wl dldivuilal jtuiiiiwio U oaliu L \L.’(l lll.l_l}-

? round-function

fication language called Z. The notation for Z is that as described in [1].

7 retains much of the naming, structure, etc. used in the main body of this standard.

Bit == {0,1}
String == seq Bit

LlﬁN
L21N1

String_Ly == { s : String | #s =¥y}
String_Ly == {s : String | #s-="1, }

¢ : String_Ly x String-\Lj -— String_L,

B word

Word == { ws String | #w = 32}
Word_caplipaty == 2 | 32

Word captcity_m_1 == (2] 32) -1
IWord==0.. Word_capacity_m_1

#4 Symbols and notation

S™() It is only necessary to define S as S™ (relation iteration) is defined in Z.

S Word — Word
VA:Worde
(let | == W_to_I(A) e
(let Shift_I == (I «2+ (Idiv(2]31)))mod (2] 32)e
S(A) = [_to_W (Shift_I)))

1 the

text
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AV @& These are defined for words only as that is all that is required.
BO == Bit x Bit — But
LO : Word x Word x BO — Word

Vp,q: Word; bo: BO e
LO(p,q,bo) ={n:1..#pen—bo(p(n), q(n))}

_xor_,_or _,_and _: BO

Oxorl=1
Oxor0=20
Ixor0=1
Ixorl =20
Qorl=1
Qor0=0
lor0=1
lorl=1
Oand1 =0
0and0 =0
land0 =0
land1 =1

_XOR_,_OR _,_AND _: Word x Werd — Word
VA, B: Word e

AXOR B = LO(A, B, (s¥or_)) A

AORB=LO(A, B, (Lor_)) A

AAND B = LO(AxB;(—and _))

NOT : Word:2 Word
VA: Waord e
NOFA=AXOR{n:1..#4en+—1}
t

[ _H_: Word x Word — Word

VA, B: Word e
AHB = I_to_ W((W_to_I(4) + W_to_I(B)) mod Word_capacity)

#5 Requirements
#6 Model for dedicated hash-functions

#6.1 General
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LH : Nl
Ly < Ly

Byte == { b : String | #b =8}
IByte ==0..255

B_to_I : Byte — IByte

ISO/IEC 10118-3 : 1998 (E)

Vo : Byte @ B_to_I(x) =
0 O B B s 2 iy e B v O B > B o e
(D) =2 134+ 2(6)=2 24+ 2(7)*24+ 2(8)

.2 Hashing operation

IV 2 String_Ly
Mazimum_Length_of _String : N
hash : String — String_Ly

V D : String | #D < Maximum_Length_of _String e

hash(D) =
(let PD == pad(D) e
(let SD == split(PD) e
(let [, == iterate(SD,I1V) o
truncate(H,))))

#6.p.1 Step 1 (padding)
StringMultiple_Ly == { s : String | #smod L, =0}

l pad : String — StringMultiple 21§

#6.p.2 Step 2 (splitting)
StringBlocks == seqString_L;

split = StrowgMultiple _Ly — StringBlocks

split =

#6.pC3 Step 3 (iteration)

{sonll : StringMultiple _Ly; sb = StringBlocks | smil =~/ sb @ smll +— sb }

iterate : StringBlocks x String_Ly — String_L,
|V sb: StringBlocks: Hi_y : String_L, | #sb>1e
iterate(sb. H;_1) =
(let D; == sb(1) e
(let H; == o(D;, H;_1) e
if #sb=1
then H;
else iterate(tail sb, H;)))
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#6.2.4 Step 4 (truncation)

String_Ly == {s : String | #s = Ly }

truncate : String_Ly — String_Ly

YV sy : String_Ly e
truncate(sy) = (1.. Ly) | sy

#7 Dedicated Hash-Function 1

#7 .1 |General

=

{azimum_Length_of _String = (2 | 64) — 1

#7 .2 [Parameters, functions and constants

#7.2]1 Parameters

Lp = 160
Ly = 160

#7.2]2 Byte ordering convention

W_to_I : Word — [Word

Vw: Word e
W_to_I(w) =
(let By == B_toSI((1..8) | w) e
(let By == BZtpZI1((9..16) | w) e
(let By == Beto_I((17..24) | w) e
(let By <= B_to_[((25..32) | w) e
Bi22 | 24+ By« 21 164+ B <2 | 8+ By))))

I_tooW : IWord — Word
Lo W = W_to_I™

#7.2.3 Functions

Indexed_g == { g : seq (Word x Word x Word — Word) | #g = 80}
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#7 .2

g : Indexed_g

(Vi:

(Vi

VX, X1, Xy Word e

(Vi

1..16 e
g(1)(Xo, X1, Xy) = Xg XOR X} XOR Xy) A
17..32 0
g(1)(Xo. X7, Xy) = (Xo AND X} ) OR (NOT Xy AND X,)) A

:33..48 @

g(1)(Xo. X1. Xy) = (Xo ORNOT X}) XOR X3) A

ISO/IEC 10118-3

: 1998 (E)

it
9(i)(Xo, X1, X3) = (Yo AND X3) OR (.\; AND NOT X,)) A
(Vi:65..80 e

(i) (Xo. X1, X3) = Yo XOR (X; ORNOT X))

.4 Constants

00000000 == 0

25 A827999 == 1518500249

6 EDIEBAL == 1859775393
SF1IBBCD( == 2400959708
A9S3FDAE == 2840853838

50428 BEG ==(1352829926
:5CADD 124 == 1548603684
w6 D703 LEY == 1836072691
b7 A6 DYOE9 == 2053994217

Constants == { ¢ : StringWord | #c =80}
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C,C": Constants

(Vi:1..16

C(i) = I_to_ W (200000000)) A
(Vi:17..32 e

C(i) = I_to_ W (254827999)) A
(Vi:33..4%

C(i)=1_to_W(z6EDIEBAL)) A
(Vi:49.. 64 e

Cliy =T to  W(2RFIBBCDCW A

© I1SO/IEC

(Vi:65..80
C(i) = I_to_ W (2A953FDAE)) A

(Vi:1..16e

C'(i) = I_to_W (250428 BEG)) A
(Vi:lT..32e

C'(i) = I_to_ W (z5C1DD124)) A
(Vi:33..48 e

C'(i) = I_to_W (26 DT03EF 3)) A
(Vi:49..64 0

C'(i) = I_to_ W (2TA6DT6E9)) A
(Vi:65..80 e

C'(i) = [_to_W (200000000))

(11.14.15,12,5,8,7,9,11,13,14,15.0 WS,

7,6,8,13,11,9,7 7,12,15.9,11,7¢13, 12,
11, 13 6,7 14 9, 13 15 11.%,13.0.0.12 5

9155116 Hl? 12131 b ()>

(8991113151"7"811111112,6,

9,13,15,7,42,8,9,11,7,7, 12,7,6, 15,13, 11,
9 1011866111213 L 14,13,13,7,5
15, 58)11, 14146146912912 (15,8,
8:5012,9,12,5,14,6,8,13,6,5, 15,13, 11, 11)

Note values for a and a’ are one greater than the normative text as sequences in 7 start at 1.

34
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<1 2,3,4,5,6,7,8,9,10,11,12,13, 14, 15, 16,
14,2,11,7,16,4,13,1,10.6, 3, 15,12, 9,
,15,5,10,16,9,2,3,8,1,7, 14, 12,6, 13,
,12, 1,1,9,13,5,14,4,8, 16, 15,6, 7, 3,

,6,10,8,13,3,11,15,2,4,9, 12,7, 16, 14)
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#7 .1

#7.

#7.

a ==
<6l’)811()312,. 14,7,16,9,2,11,4, 13,
7,12,4,8,1,14,6,11,15,16,9,13,5,10,2, 3,
16 6,2,4,8,15,7,10,12,9,13,3,11,1, 5, 14,
9,7,5,2,4,12,16,1,6, 13,3, 14,10,8, 11, 15,
13,16,11,5,2,6,9,8,7,3,14,15,1,4,10,12)

ISO/IEC 10118-3 :

1998 (E)

I b 12 h XL 1
O HHItiallZIIly vValuce

67452301 == 1732584193

Yo == I_to_W(267452301)

W EFCDABS9 == 4023233417
Y, == I_to_W(2EFCDABR9)
t98BADCFE == 2562383102
Yy, == [_to_W(298BADCFFE)
210325476 == 271733878

Y3 == I_to_ W (210325476)
cC3D2FE1F0 == 3285377520
Yy==1I_to_W(xC3D2E1F0)

B Padding method

YV D : String e
pad(D) =
(let Lp ==#D e

n(Pescription of the round-function

(let Zeros == {m=1.. ((447— Lp) mod512) e n— 0} e
(let Length D_LSH == I_to_W (Lp mod (2| 32)) e
(let Length_D_MSH == 1_to_W (Lp div (2] 32)) e

D NY) ~ Zeros ~ LengthD_LSH ~ Length_D_MSH))))

StringWord == seq Word

Split_String_to_StringWord =

{s: String; sw : StringWord | s ="/ sw @ s — sw }

Split_String_to_StringWord : String — StringWord
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L8O : StringWord x StringWord x
Indezed_g x seqN x seq Nx
Constants x 1..80 — StringWord
VZ,X :StringWord; g : Indexed_g; t. a : seqN:;
C:Constants; i :1..80 | #Z =16 A #X =5 e

I80(Z, X, g,t,a,C,1) =
(let X0 == ( XTI ==X(2):X2==X3); \3==X(): Xd==X(5) e
(let W ~~S (\OH:JJ( WXL A2 N3V Z(a(i)HC()HY 4o
(et ¥ == (V4 W X1 S19(Y2) Y3 e
if (i = R0)
then Y

else L80(Z, Y, g. t,a, C,i + 1))))

W sa : String_Ly; sy : String_L, e

let Z == Split_String_to_StringWord(sx) e
let Y == Split_String_to_StringWord(sy) e
let ¥ == I80(Z,Y.g.t,a, (', 1)

let \’ == L80(7 Yirevg, t',a'.C' 1) e

(~1) .

let Y1==YB)HX({)HN(5) e

let ¥2 == Y (4)H.X(5)H X' (1) o

let Y3 == Y(5)H.X(1)HX'(2)e

let Yd == Y (1) X (2)H.X'(3) e
YO© Y17 Y27 V37T Y4))ND)

B.1J1 Auxiliary functions

T -:NxN-—N

Vp:Ne
pl0=1A
(Vr:Nyeplasp=(pl(n-1)))
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