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Foreword

ISO (the International Organization for Standardization) and IEC (the International Elec-
trotechnical Commission) form the specialized system for worldwide standardization. National
bodies that are members of ISO or IEC participate in the development of International Standards
through technical committees established by the respective organization to deal with particular
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Ids of technical activity. ISO and IEC technical committees collaborate in fields of mutt
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berest. Other international organizations, governmental and non-governmental, in liaison(w
O and IEC, also take part in the work. In the field of information technology, ISO_and’ Il
ve established a joint technical committee, ISO/IEC JTC 1.

ternational Standards are drafted in accordance with the rules given in the ISQOYTEC Directiyj
rt 2.

he main task of the joint technical committee is to prepare International Standards. Dr
ternational Standards adopted by the joint technical committeé~are circulated to natiol
dies for voting. Publication as an International Standard requires approval by at least 75
the national bodies casting a vote.

tention is drawn to the possibility that some of the-elements of this document may be f{
bject of patent rights. ISO and IEC shall not be held responsible for identfying any or
ch patent rights.

O/IEC 10116 was prepared by Joint Techni¢al Committee ISO/TEC JTC 1, Information te
logy, Subcomittee SC 27, IT Security techhiques.

his third edition cancels and replace§ the second edition (ISO/IEC 10116:1997) which has b4
vised. Implementations that coraply with ISO/IEC 10116:1997 will also comply with this th
ition.

he main technical changes between the second edition and this third edition are as follows:

CBC mode hagibeen extended to permit interleaving; and

a new agde (Counter mode) has been introduced.
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Introduction

ISO/IEC 10116 specifies modes of operation for an n-bit block cipher. These modes provide
methods for encrypting and decrypting data where the bit length of the data may exceed the
size n of the block cipher.

T DI S | h R LICN /T 10112 e L 1 L don.
115 UIIIT UL CUILVIUIL UL J.UU/ 110 1TUL1U DPCLIIIUD 1IIVTC 111IUUCTS Ul UlJUJ.(LlJlULl.

a)l Electronic Codebook (ECB);
b) Cipher Block Chaining (CBC);
c)| Cipher Feedback (CFB);

d) Output Feedback (OFB); and

e)| Counter (CTR).
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Scope

his International Standard establishes five modes of operation for applications of an n-bit bld

her (e.g. protection of data transmission, data storage). The defined modes only prov
otection of data confidentiality. Protection of data integrity and requirements for padding 4
ta are not within the scope of this International Standard. Alsq@ost modes do not prot
e confidentiality of message length information.

his International Standard specifies the modes of operation and gives recommendations
oosing values of parameters (as appropriate).

he modes of operation specified in this Internationél Standard have been assigned object idg
iers in accordance with ISO/IEC 9834. The list of assigned object identifiers is given in Ani]

x A are to be used in preference to any other object identifiers that may exist for the ma
ncerned.

NOTE Annex B (informative) cgntains comments on the properties of each mode. Block ciphl

are specified in ISO/IEC 18033-3.

Normative.-references
he following referéenced documents are indispensable for the application of this document. §
ted referencés, only the edition cited applies. For undated references, the latest edition of {

ferenced<document (including any amendments) applies.

O/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Par

In applications in which object identifiersyare used, the object identifiers specified in A
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3

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.

1

block chaining

en

cryvption of information in such a wayv that each block of ciphertext is cryptographically de-

P9

3.
bl
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bl
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3.
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ndent upon a preceding ciphertext block.

2
ock cipher

bck of plaintext, i.e. a string of bits of a defined length, to yield a block of ciphertext.
O /TEC 18033-1]

phertext
ta which has been transformed to hide its information content.

unter

b array of length n bits (where n is the size of theatfiderlying block cipher) which is used in {
unter mode; its value when considered as the_binary representation of an integer increases
e (modulo 2") after each block of plaintext@s processed.

yptographic synchronization
-ordination of the encryption and)decryption processes.

bcryption
versal of a corresponding encryption.
O /TEC 18033-1

7

encryption
(rpversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e.,
hie-the information content of the data.

mmetric encryption algorithm with the property that the encryption algorithim operates om a

he
by

to

[IEQAEC 18033-1]

3.8

feedback buffer (FB)

variable used to store input data for the encryption process. At the starting point F'B has the
value of SV.

2 © ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=4e4463972c68eff1d16f8c05dfeb07f0

3.

ISO/IEC 10116:2006(E)

9

key
sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryp-
tion, decryption).

[ISO/IEC 18033-1]

3.

10

n
bl

3.

pl
ug

3.
st
v

of]

S

bit block cipher

11
aintext
lencrypted information.

12

arting variable (SV)

riable possibly derived from some initialization value and used:in defining the starting po
the modes of operation.

NOTE The method of deriving the starting variable from the initializing value is not defined
this International Standard. It needs to be described dn_ any application of the modes of operati

Symbols (and abbreviated. terms)

Ciphertext blogk:

'R Counter value.

Decryptionfunction of the block cipher keyed by key K.
Intermiediate variable.

- Endryption function of the block cipher keyed by key K.
Intermediate variable.

3] Feedback buffer.

Iteration.

Size of plaintext/ciphertext variable.

Key.

Plaintext/ciphertext block length for a block cipher.
Number of stored ciphertext blocks.

Plaintext block.

PN

bck cipher with the property that plaintext blocks and ciphertext blocks are n bits im-lengf

nt

—e

n

Nusabar of Sloiot oot /ot ot oot oo blog
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Size of feedback buffer.
Starting variable.

Block cipher input block.
Block cipher output block.
Concatenation of bit strings.
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4.

1 amodn

For integers a and n, @ mod n denotes the (non-negative) remainder obtained when a is divided
by n. Equivalently if b = @ mod n, then b is the unique integer satisfying:

— 0<b<n,and

A
bi

al
in|

sh

T
by
as

T

2 array of bits

13 bitwise addition modulo 2

4 decryption

(b — a) is an integer multiple of n

variable denoted by a capital letter, such as P and C|, represents a one-dimensional array|
ts. For example,
A= (a1,a2,...,an) and B = (by,ba, ..., by)

e arrays of m bits, numbered from 1 to m. All arrays of bits are writtén with the bit with {
ex 1 in the leftmost position. When interpreting a bit array as\an integer the leftmost
all be the most significant bit.

he operation of bitwise addition, modulo 2, also known as the “exclusive or” function, is sho
the symbol @. The operation when applied to“arrays A and B of the same length is defin

A® B = (a1 ®biyaz Dba,...,am S by)

he decryption relation defined. by the block cipher is written
P =dg(C)
here
P is the plaintext block;

C is the Ciphertext block;
K isithe key.

of

he
it

V11

4

5 encrvption
o

The encryption relation defined by the block cipher is written

CZGK(P)

where

— P is the plaintext block;
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— (' is the ciphertext block;
— K is the key.

4.6 selection of bits

The operation of selecting the j leftmost bits of an array A = (a1, ag, . ..

E)

, ) to generate a j-bit

al]

T

T
th

T

5

F
te)
te
sF:

F

|7 shift operation

“shift function” S; is defined as follows: Given an m-bit variable X 4and”a ¢-bit variable
here 1 < t < m, the effect of the shift function Sy(X | F') is to produce.the m-bit variable
St (X | F) = (@141, Tt42, -+ T, f1, f2, 5 ft) (t <m)
S X | F) = (f1, fo,-- -, ft) (t =m)
he effect is to shift the bits of array X left by t placesy discarding x1, x2, ..., Z+, and to pl
e array F' in the rightmost ¢ places of X. When t =g the effect is to totally replace X by
I8 1(t)
he variable I(t) is a ¢-bit variable where the value 1 is assigned to every bit.

ld/y lb WLi‘lJ;JUll
(j~A)=(a1,a2,...,a)

he operation is defined only when 1 < j < m.

Requirements

r some of the described-modes, padding of the plaintext variables may be required. Paddi
chniques, although important from a security perspective, are not within the scope of this

s already occurred:

NOTE sAdvice on the selection of a padding method for use with the CBC mode of operatio
provided)in Annex B.2.3.

rthe' Cipher Block Chaining (CBC) mode of operation (see clause 7), one parameter

ce
F.

ng
[1-

rnational StandardCand throughout this standard it is assumed that any padding, as necessalry,

is

m

nd

edd tao bo gelected. For the nip]nnv Eeedback (hpp) mode of r\pﬂrafinﬂ (CDD clause Q)’ th

ce

parameters r,j and k need to be selected. For the Output Feedback (OFB) mode of operation
(see clause 9) and the Counter (CTR) mode of operation (see clause 10), one parameter j needs
to be selected. When one of these modes of operation is used the same parameter value(s) need
to be chosen and used by all communicating parties. These parameters need not be kept secret.

All modes of operation specified in this International Standard require the parties encrypting
and decrypting a data string to share a secret key K for the block cipher in use. All modes of

©
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operation apart from the Electronic Codebook (ECB) mode also require the parties to share a
starting variable SV, where the length of SV will depend on the mode in use. The value of the
starting variable should normally be different for every data string encrypted using a particular
key (see also Annex B). How keys and starting variables are managed and distributed is outside
the scope of this International Standard.

6| Electronic Codebook (ECB) mode
6{1 Preliminaries

The variables employed by the ECB mode of encryption are
a)l The input variables

1) A sequence of ¢ plaintext blocks Py, P, ..., P, each of f bits.
2) Akey K.

b) The output variables, i.e. a sequence of g ciphertext.variables C1,Co,...,Cy, each of n bits.
62 Encryption

The ECB mode of encryption operates as foléws:

Ci=eg(P) fori=1,2,...,q.
6{3 Decryption

The ECB mode of decryption operates as follows:

P, =dg(C;) for i =1,2,...,q.

7| Cipher Block Chaining (CBC) mode

71 APreliminaries

The CBC mode of operation is defined by an interleave parameter m > 0, the number of
ciphertext blocks that must be stored whilst processing the mode. The value of m should be
small (typically m = 1) and at most 1024.

NOTE The choice of 1024 as the upper limit for m is somewhat arbitrary. It is intended to provide
a realistic upper bound on the number of hardware processors.

6 © ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=4e4463972c68eff1d16f8c05dfeb07f0

ISO/IEC 10116:2006(E)

The variables employed by the CBC mode are
a) The input variables
1) A sequence of ¢ plaintext blocks Py, P», ..., P, each of n bits.

2) Akey K.
3) A sequence of m starting variables SVi,5Va, ..., SV, each of n bits.

NOTE If m = 1 then this mode is compatible with the CBC mode described in the“secqnd
edition of this standard (ISO/IEC 10116:1997).

b) The output variables, i.e. a sequence of g ciphertext variables C1,Co,. .., Egyeach of n bits.
7{2 Encryption
The CBC mode of encryption operates as follows:

Ci =ex (P, ®SV;), 1 <i< mid(m,q)

—

q > m, all subsequent plaintext blocks are encrypted:as:

Ci=ex(P®Cim)im+1<i<gq

NOTE At any time during the computation, the values of the m most recent ciphertext blofks
need to be stored, e.g. in a cyclically used “feedback buffer” F'B (see figure C.2).

This procedure is shown in the left_side of figure C.2.
7{3 Decryption
The CBC mode of decryption operates as follows:

P, =dg(C;) ® SV;,1 < i < min(m, q)

—f

q > m,@l'subsequent plaintext blocks are computed as:

P =dg(Ci) ®Ciym+1<i<gq

NOTE At any time during the computation, the values of the m most recent ciphertext blocks
need to be stored, e.g. in a cyclically used ’feedback buffer’ F'B (see figure C.2).

This procedure is shown in the right side of figure C.2.

© ISO/IEC 2006 — All rights reserved 7
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8 Cipher Feedback (CFB) mode

8.1 Preliminaries
Three parameters define a CFB mode of operation:

tho Sivn of feadbacl ]’\11‘FFDY‘7 /'r', ‘vx'w]nav'a G2y ' 1n‘)/|n Qﬂd 0 qn

—t the size of feedback variable, k, where 1 < k <n
—t the size of plaintext variable, j, where 1 < j <k

NOTE

a) 1 —k is not constrained by n in any way, i.e. r — k may be less than, equal\o or greater tljan
n. Figure C.3 shows the special case where r — k > n.

b) If » = n then this mode is compatible with the version of CFB mode” described in the first
edition of this standard (ISO/IEC 10116:1991).

¢) the upper bound on r, i.e. < 1024n is chosen because it prqvides a realistic upper bound|on
the number of hardware processors.

It|is recommended that CFB should be used with equal values of j and & (see clause B.3.2).

The variables employed by the CFB mode of operation are

a)l The input variables

1) A sequence of ¢ plaintext variables Py, P», ..., P, each of j bits.
2) Akey K.

3) A starting variable SV df 7' bits.

b) The intermediate resulfs

—_

A sequenceof-g block cipher input blocks X1, Xo, ..., X, each of n bits.

\V)

A sequetdee of ¢ block cipher output blocks Y7,Ys,...,Y,, each of n bits.
A seduierice of ¢ variables Fy, F», ..., E,, each of j bits.

- W
N —  — ~—

Arsequence of ¢ — 1 feedback variables Fi, Fy, ..., F,_1, each of k bits.
A sequence of ¢ feedback buffer contents F' By, F'Bs, ..., FB, each of r bits.

ot

C) T ot sarioblac o o coconan £ o ciolbartost copioblac (O (Y L cnch of 2 b ts

o 0
THCT O T POt v O Tor o TS I O o D e e T O O O O Pt T v e VO T oICS O 1 & 2y - -y O @) corert ot o1L

8.2 Encryption
The feedback buffer F'B is set to its initial value

FB, =5V

8 © ISO/IEC 2006 — All rights reserved
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The operation of encrypting each plaintext variable employs the following six steps.

2Lz e

Xi=n~ FB; (Selection of leftmost n bits of F'B).
Y: = ex(X;) (Use of block cipher).

E; =j~Y; (Selection of leftmost j bits of Y;).

C; = P, ® E; (Generation of ciphertext variable).

¢

—h
S—

T
is
ci

bi

T
b
by
b1
bi

T

T

13 Decryption

F,=1(k—j) | C; (Generation of feedback variable).
FBit1 = Sk(FB; | F;) (Shift function on FB).

shown in the left side of figure C.3. The leftmost j bits of the output blogkY of the bld
bher are used to encrypt the j-bit plaintext variable by modulo 2 addition. The remaini
ts of Y are discarded. The plaintext and ciphertext variables have bitssmbered from 1 tg

he ciphertext variable is augmented by placing & — j one bits in\its leftmost bit positions
come the k-bit feedback variable F'. Then the bits of the feedback buffer F'B are shifted I
k places and F' is inserted in the rightmost k places, to proddice the new value of the feedbs
iffer F'B. In this shift operation, the leftmost k bits of KB dre discarded. The new n leftm
ts of F'B are used as the next input X of the encryption process.

he variables employed for decryption are th&“same as those employed for encryption.
he feedback buffer F'B is set to its initial value

FB =5V
he operation of decrypting each ciphertext variable employs the following six steps.

Xi =n ~ FB; (Selection of leftmost n bits of F'B).
Y = ex (X;)~TUse of block cipher).

E; = j ~¥;~" (Selection of leftmost j bits of Y;).

P, =5 E; (Generation of plaintext variable).
FEi=(k—j) | C; (Generation of feedback variable).
E'Bit1 = Sk(FB; | F;) (Shift function on FB).

hese steps are repeated for ¢ = 1,2, ..., ¢, ending with step (d) on the last cycle. The procediire

ck
ng
j.

to
pft
ck
st

These steps are repeated for i = 1,2, ..., ¢, ending with step (d) on the last cycle. The procedure
is shown in the right side of figure C.3. The leftmost j bits of the output block Y of the block
cipher are used to decrypt the j-bit ciphertext variable by modulo 2 addition. The remaining
bits of Y are discarded. The plaintext and ciphertext variables have bits numbered from 1 to j.

The ciphertext variable is augmented by placing k& — j one bits in its leftmost bit positions to
become the k-bit feedback variable F. Then the bits of the feedback buffer F'B are shifted left

©
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by k places and F' is inserted in the rightmost &k places to produce the new value of F'B. In this
shift operation, the leftmost k bits of F'B are discarded. The new n leftmost bits of F'B are
used as the next input X of the decryption process.

9

9.

T
Js

T

2Lz e

Output Feedback (OFB) mode

1 Preliminaries

he OFB mode of operation is defined by one parameter, i.e. the size of the plaintéxt varia
where 1 < 5 <n.

he variables employed by the OFB mode of operation are the

a)l input variables where

1) A sequence of ¢ plaintext variables Py, P», ..., P, each‘of j bits;
2) A key K; and
3) A starting variable SV of n bits;

intermediate results where

1) A sequence of ¢ block-cipher input:Blocks X7, X, ..., Xy, each of n bits;
2) A sequence of ¢ block-cipher output blocks Y7, Ys, ..., Y, each of n bits; and
3) A sequence of ¢ variables E13Eo, . .., E,, each of j bits; and

output variables, i.e. a sequence of g ciphertext variables C, Co, ..., Cy, each of j bits.

2 Encryption

he input block X isZset to its initial value
X, =8V

he operation of encrypting each plaintext variable employs the following four steps.

Y; = ex(X;) (Use of block cipher).

ble

E; =j~Y; (Selection of leftmost j bits).
C; = P;® E; (Generation of ciphertext variable).
Xi+1 =Y; (Feedback operation).

These steps are repeated for i = 1,2, ..., ¢, ending with step (c) on the last cycle. The procedure
is shown on the left side of figure C.4. The plaintext and ciphertext variables have bits numbered
from 1 to j.

10
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The result of each use of the block cipher is Y; and this is fed back to become the next value of

X

9.

, namely X;;1. The leftmost j bits of Y; are used to encrypt the input variable.

3 Decryption

The variables employed for decryption are the same as those employed for encryption.

T

T
i
fr

w0

1

1(

he input block X is set to its initial value
X, =8V
he operation of decrypting each ciphertext variable employs the following fout steps.

Y = ex(X;) (Use of block cipher).

E; =j~Y; (Selection of leftmost j bits).

P, =C; ® E; (Generation of plaintext variable).
Xi+1 =Y; (Feedback operation).

shown in the right side of figure C.4. The plaintext afid-ciphertext variables have bits numbet
m 1 to j.

he result of each use of the block cipher is-¥pand this is fed back to become the next value
. namely X;;1. The leftmost j bits of Y; are used to decrypt the input variable.

D Counter (CTR) mede

D.1 Preliminaries

he Counter mode gf-¢gperation is defined by one parameter, i.e. the size of plaintext variah
where 1 < 57 < 5

he variables’einployed by the Counter mode of operation are the

input variables where

©

1) A sequence of ¢ plaintext variables Py, P», ..., P, each of j bits;
2) A key K; and
3) A starting variable SV of n bits;

intermediate results where

1) A sequence of ¢ block cipher input blocks CTRy,CTRy,...,CTR,, each of n bits;

ISO/IEC 2006 — All rights reserved

hese steps are repeated for i = 1,2, ..., ¢, ending with step (c) on the last cycle. The procediire

ed

of
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c)

2) A sequence of ¢ block cipher output blocks Y7, Ys, ..., Y, each of n bits; and
3) A sequence of ¢ variables Ey, Es, ..., E,, each of j bits; and

output variables, i.e. a sequence of g ciphertext variables C, Co, ..., Cy, each of j bits.

10.2 Encryption

T

T
is
fr
T
bl
1(
T

T

he counter CT'R is set to its initial value
CTR, =5V
he operation of encrypting each plaintext variable employs the following four.steps.

Y; = ex(CTR;) (Use of block cipher).

E; =j~Y; (Selection of leftmost j bits of ;).

C; = P, ® E; (Generation of ciphertext variable).

CTR;+1 = (CTR; +1) mod 2™ (Generation of a new,¢eunter value CTR).

shown on the left side of figure C.5. The plaintext and ciphertext variables have bits numbe
m 1 to j.

he counter value is encrypted to give an output block Y; and the leftmost j bits of this outy
bck Y; are used to encrypt the input value. The counter CT'R then increases by one (modj
) to produce a new counter value.

D.3 Decryption

he variables employed fordecryption are the same as those employed for encryption.
he counter CT'R istset to its initial value

CTR, =S5V

he operation of decrypting each ciphertext variable employs the following four steps.

hese steps are repeated for i = 1,2, ..., ¢, ending with step (c) on the last cycle. The procediire

ed

ut

Y = ex (CTR;) (Use of block cipher).

o o
~ =

)

These steps are repeated fori = 1,2, ...

E; =j~Y; (Selection of leftmost j bits of ;).
P, =C; ® E; (Generation of plaintext variable).
CTR;+1 = (CTR; +1) mod 2™ (Generation of a new counter value CTR).

,q, ending with step (c) on the last cycle. The procedure

is shown in the right side of figure C.5. The plaintext and ciphertext variables have bits numbered
from 1 to j.

12
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The counter value is encrypted to give an output block Y; and the leftmost j bits of this output
block Y; are used to encrypt the input value. The counter CT'R then increases by one (modulo
2™) to produce a new counter value.

© ISO/IEC 2006 — All rights reserved 13
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to algorithms specified in this standard.

ModesQtOperati

on 4

DEFINITIONS EXPLICIT TAGS :

-1 EXPORTS All

INPORTS

:= BEGIN

150(15 standar&(O) modes-of-operation(10116) single-part(0)
asnl-module(0) algorithm-object-identifiers(0) }

BlockAlgorithms
FROM EncryptionAlgorithms-3 { iso(1l) standard(0)
encryption-algorithms(18033) part(3)
asnl-module(0) algorithm-objectsidentifiers(0) };
OID ::= OBJECT IDENTIFIER -- Alias
-1 Synonyms --
1$10116 0ID ::= { iso(1l) standard(0) modes-of<eperation(10116) single-part(()}
id-mode 0ID ::= { is10116 mode(l) }
id-pad 0ID ::= { is10116 pad(2) }
id-pad-null RELATIVE-OID ::= { 0 }-+- no padding algorithm identified |
i¢-pad-1 RELATIVE-OID ::= { 1~} -- padding according to method specified
-- 1in annex B, clause B.2.3

id-mode-ecb 0ID ::= { id-mode ecb(1l) }
i¢-mode-cbc 0ID ::= { id-modeechc(2) }
ig-mode-cfb 0ID ::= { id-mode)’cfb(3) }
id-mode-ofb 0ID ::= { id-mode ofb(4) }
id-mode-ctr 0ID ::= { id=mode ctr(5) }
-1 Algorithm specifications --
MIdeOFOperation i+= Algorithmidentifier {{ ModeofoperationAlgorithms }}
ModeOofOperationAlgorithms ALGORITHM ::= {

{ oID id-mode-ecb PARMS EcbParameters } |

{~0ID id-mode-cbc PARMS CbcParameters } |

{MOID id-mode-cfb PARMS CfbParameters } |

{ 0ID id-mode-ofb PARMS OfbParameters } |

{ OID id-mode-ctr PARMS CtrParameters } ,
) ... —-- expect additional algorithms --
14 © ISO/IEC 2006 — All rights reserved
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P3dAlgo ::= CHOICE 1
specifiedpadAlgo RELATIVE-OID,
generalpPadAlgo 01D
3
EdbParameters ::= SEQUENCE {
bcAlgo BlockCipher OPTIONAL,
; padAlgo PadAlgo DEFAULT specifiedPadAlgo:id-pad-null
CHcParameters ::= SEQUENCE {
m INTEGER DEFAULT 1,
bcAlgo BlockCipher OPTIONAL,
} padAlgo PadAlgo DEFAULT specifiedPadAlgo:id-pad-1
CflbParameters ::= SEQUENCE {
r INTEGER, -- n<=r<=1024n where n is theé cipher block Tength
k INTEGER, -- l<=k<=n
] INTEGER, -- 1<=j<=k
bc BlockCipher OPTIONAL,
) padAlgo PadAlgo DEFAULT specifiedpPadAlgo.:id-pad-null
offoParameters ::= SEQUENCE {
] INTEGER, -- 1<=j<=n wherein is the cipher block length
bc BlockcCipher OPTIONAL,
padAlgo PadAlgo DEFAULT specifiedPadAlgo:id-pad-null
3
CtlrParameters ::= SEQUENCE {
] INTEGER, -- 1<=j<=n where n is the cipher block length
bc BlockcCipher OPTIONAL,
; padAlgo PadAlgo DEFAULT specifiedPadAlgo:id-pad-null
-4 Auxiliary definitions -+
BllockCipher ::= AlgorithmIdentifier {{ BlockAlgorithms }}
-4 Cryptographic algorithm identification --
AUGORITHM ::= CLASS\{
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
3
WITH SYNTAXM OID &id [PARMS &Type] }
AllgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {
algorithm ALGORITHM.&id( {I0Set} ), )
; parameters ALGORITHM.&Type( {I0Set}{@algorithm} ) OPTIONAL
END -- ModesOfOperation --

© ISO/IEC 2006 — All rights reserved
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Annex B
(informative)
Properties of the modes of operation

As described above, these modes provide only protection of confidentiality. Proofs of security
exist for the CBC mode, the CFB mode, the OFB mode and the CTR mode. The proofs assume
thfaTa block cipher cannot be distinguished from a pseudo-random function. Lhe probability] of
this assumption being invalid increases dramatically as the number of processed blocks in€reages
to 27/2 and beyond.

Bl1 Properties of the Electronic Codebook (ECB) mode of operation
B/1.1 Environment

Bilnary data exchanged between computers, or people, may contain-répetitions or commonly
uged sequences. In ECB mode, identical plaintext blocks produce (for the same key) identifal
ciphertext blocks.

B|1.2 Properties
Properties of the ECB mode are:

a)l encryption or decryption of a block can lge carried out independently of the other block;

b) reordering of the ciphertext blocks will.résult in the corresponding reordering of the plaintgxt
blocks; and

c)| the same plaintext block alwaysproduces the same ciphertext block (for the same key) mak-
ing it vulnerable to a “dictionary attack”, where a dictionary is built up with corresponding
plaintext and ciphertext.blocks.

The ECB mode is, in general, not recommended for messages longer than one block. The usd of
ECB may only be speégified in future International Standards for those special purposes where
the repetition charfagteristic is acceptable, blocks have to be accessed individually, or blocks hgve
to be accessed zandomly.

Bl1.3 _Padding requirements

Only-multiples of n bits can be encrypted or decrypted. Other lengths need to be padded to |an
n-bit boundary.

B.1.4 Error propagation

In the ECB mode, one or more bit errors within a single ciphertext block will only affect the
decryption of the block in which the error(s) occur(s). Decryption of a ciphertext block with
one or more error bits will result in an expected 50% error probability for each plaintext bit in
the corresponding plaintext block.

16 © ISO/IEC 2006 — All rights reserved
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.1.5 Synchronization

If block boundaries are lost between encryption and decryption (e.g. due to loss or insertion of
a ciphertext bit), synchronization between the encryption and decryption operations will be lost
until the correct block boundaries are re-established. The result of all decryption operations will
be incorrect while the block boundaries are lost.
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sh
th
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.2 Properties of the Cipher Block Chaining (CBC) mode of operation
.2.1 Environment

he CBC mode produces the same ciphertext whenever the same plaintext is‘encrypted usi
e same key and starting variable. Users who are concerned about this chiaracteristic need
opt some procedure to change the start of the plaintext, the key, or thelstarting variable.
ssibility is to incorporate a unique identifier (e.g. an incremented Coyinter) at the beginni
each plaintext. Another technique, which may be used when encrypting records whose g
ould not be increased, is to use a value for the starting variableywhich can be computed fr
e record without knowing its contents (e.g. its address in rdaddom access storage).

randomly chosen statistically unique SV is recommended. To prevent information leakage
begrity-protected secret SV is recommended.

.2.2 Properties
operties of the CBC mode are:

the chaining operation makes-the ciphertext blocks dependent on the current and the p
ceding plaintext blocks P;_,, Pi—om, Pi—3m, - . . and therefore rearranging ciphertext blo
does not result in a rearranging of the corresponding plaintext blocks;

the use of different/SV " values prevents the same plaintext encrypting to the same cipherte
parallel. With use of parallel processing hardware, such as a pipeline-oriented circuit,
facilitateg~high-throughput implementations;

decryption of any ciphertext block is possible without decrypting any of the precedi
sequence of ciphertext blocks; that is, this mode has the “random access” property

selection of #m)> 1 enables the block cipher encryption operations to be performed|i

ng

ne

ne
jZe

Fc-

ks

ng
for

ciphertext; and

if the block cipher can be modelled by a pseudo-random permutation, and the SV has been
randomly chosen, the CBC mode is mathematically proven to be secure in the sense that
the encryption leaks no computationally non-trivial information about the plaintext, see

[5]-

NOTE It is a common misunderstanding that CBC mode provides data integrity — it does not.
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B

.2.3 Padding requirements

Only multiples of n bits can be encrypted or decrypted. Other lengths need to be padded to an
n-bit boundary.

In circumstances where padding is necessary, padding method 2 of ISO/IEC 9797-1 [2], also

SP

ecified as padding method 2 in ISO/TEC 10118-1 [3]. is recommended for use with the CBC
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bde of operation. This padding method is not only simple to implement, but it also rési
rtain attacks on CBC mode encryption [6], [7], [8], [9]. For certain other padding methods
attacker is able to manipulate encrypted messages, and is also able to detect whethet or 1
encrypted message causes a decrypting device to fail because the decryption process reve
incorrectly formatted padded data string, then repeated probing of this type‘can be used
veal information about the plaintext.

.2.4 Error propagation
the CBC mode, one or more bit errors within a single ciphertext block will affect the decry
e i-th ciphertext block has the following effect on the reswlting plaintext: the i-th plaint

bck will have an expected 50% error probability for gach bit. The i + m-th plaintext bld
1l have an error pattern equal to that in the ¢-th cipliertext block.

.2.5 Synchronization

block boundaries are lost between encryption and decryption (e.g. due to loss or insertion|
tiphertext bit), synchronization betweert the encryption and decryption operations will be 1
til the correct block boundaries arere-established. The result of all decryption operations
incorrect while the block boundaries are lost.

.3 Properties of thé Cipher Feedback (CFB) mode of operation

.3.1 Environment

he CFB mode produces the same ciphertext whenever the same plaintext is encrypted usi
e same keyvand starting variable. Users who are concerned about this characteristic need

opt someprocedure to change the start of the plaintext, the key, or the starting variable. (
ssibility is to incorporate a unique identifier (e.g. an incremented counter) at the beginni

n of two blocks (the block in which the error occurs and the m-th block after). An error|i
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to
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ng

from the record without knowing its contents (e.g. its address in random access storage).

A
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randomly chosen statistically unique SV is recommended.

each CFB message. Another technique, which may be used when encrypting records whese
siu_h_lﬂ_rlﬁl_l,—l_F_Fh_ﬁ_h_h_b—ge should ot be increased, 1S t0 Use & value for the starting variable wiich can be computed
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.3.2 Properties

Properties of the CFB mode are:

a)

the chaining operation makes the ciphertext variables dependent on the current and all but

a certain number of immediately preceding plaintext variables. This number depends

the seloection of » L _and 4 Theorefore rearranging 2-.bit cinhortovt variables does not res
Y 7 S J g

on
It

O

Ire

B

Inj
ci
th

vy

i-pit boundary. However, asually 7 will be chosen equal to such a size that no padding will

in a rearranging of the corresponding j-bit plaintext variables;
the use of different SV values prevents the same plaintext encrypting to the same cipherte

the encryption and decryption processes in the CFB mode both use only theencrypti
operation of the block cipher;

the strength of the CFB mode depends on the size of k (maximal if j =k = n) and f{
relative sizes of j, k, n and r;

NOTE A choice of j < k will result in an increased probahility’ of repeating occurren|
of values of the input blocks. Such repeated occurrences will reveal linear relations betwq
plaintext bits.

use of this mode will require approximately n/j timés as many block cipher encryptj

greater processing overheads;

selection of r > n+k enables the pipelining and the continuous operation of the block cip
(assuming the use of parallel processing hardware, such as a pipeline-oriented circuit);

a security proof for CFB mode is givenin [4].
.3.3 Padding requirements
hly multiples of j bits can b&encrypted or decrypted. Other lengths need to be padded t
uired, e.g. j can be modified for the last portion of the plaintext.
.3.4 Error prepagation
the CFB_mede, errors in any j-bit unit of ciphertext will affect the decryption of succeedi

e i-thiveiphertext variable has the following effect on the resulting plaintext: the i-th plaint
riable will have an error pattern equal to that in the i-th ciphertext variable. The succeedj

bhertextwuntil the bits in error have been shifted out of the CFB feedback buffer. An error]i

Kt;

o1

he

Ces
($11}

o1

operations than would ECB mode, and hence seléction of a small value for j will caiise

er
d

be

ng

Xt
ng

pl

alllleXt varlables will Nave an expected oU7o error probabllity Ior eaclhi D1t until all Imcorrec

received bits have been shifted out of the feedback buffer.

B

.3.5 Synchronization

If j-bit boundaries are lost between encryption and decryption (e.g. due to loss or insertion of a
ciphertext bit), cryptographic synchronization will be re-established r bits after j-bit boundaries
are re-established. If a multiple of j bits are lost synchronization will be re-established automat-

©
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ically after r bits. Consequently, when j = k = 1, the CFB mode automatically re-establishes
cryptographic synchronization after the loss or insertion of any number of ciphertext bits.

B

B

.4 Properties of the Output Feedback (OFB) mode of operation

4.1 Environment

T

of]
se|

A

B

P

B

)
j-

same key and starting variable. Moreover, in the OFB mode the same keystream (the sequer

he OFB mode produces the same ciphertext whenever the same plaintext is encrypted iising f

intermediate results F;) is produced when the same key and SV are used. Consequently,
curity reasons a specific SV should be used only once for a given key.

randomly chosen statistically unique SV is recommended.
.4.2 Properties

operties of the OFB mode are:

the use of different SV values prevents the same plaintext encrypting to the same cipherte
by producing different keystreams;

the encryption and decryption processesgit the OFB mode both use only the encrypti
operation of the block cipher;

the OFB mode does not depend.en*“the plaintext to generate the keystream used to a
modulo 2 to the plaintext;

use of this mode will require-approximately n/j times as many block cipher encrypti

greater processing overheads; and

security proofs forrthe OFB mode are analogous to those for the CTR mode.

.4.3 Padding requirements

hly multiples of j bits can be encrypted or decrypted. Other lengths need to be padded t
bithoundary. However, usually 7 will be chosen equal to such a size that no padding will

he
jce
for

oI

dd

o1

operations than would ECB mode, and hence selection of a small value for j will cafise

be

re

quired, e.g. j can be modified for the last portion of the plaintext. No padding is requit

ed

when a plaintext block with z bits, z < j is encrypted by bitwise addition with only the first z
bits of the corresponding variable FE.

B

.4.4 Error propagation

The OFB mode does not extend ciphertext errors in the resultant plaintext output. Every bit

in

20

error in the ciphertext causes only one bit to be in error in the decrypted plaintext.
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.4.5 Synchronization

The OFB mode is not self-synchronizing. If the two operations of encryption and decryption get
out of synchronization, the system needs to be re-initialized. Such a loss of synchronism might
be caused by any number of inserted or lost ciphertext bits.

Each re-initialization should use a value of SV different from the SV values used before w

ith
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e same key. The reason for this is that an identical bit stream would be produced each(ti
' the same parameters. This would be susceptible to, for example, known plaintext and~kno
phertext attacks.

so overlapping sequences of block cipher input blocks while using the same\key should
evented as these make the OFB mode vulnerable to, for example, known plairtext and kno
phertext attacks. This can be prevented by ensuring that the numbér of blocks process
Jder any one key does not approach 2/2.

.5 Properties of the Counter (CTR) mode of operation
.5.1 Environment

he Counter mode produces the same ciphertext whenever the same plaintext is encrypf
ing the same key and starting variable. Moreoyer;“in the Counter mode the same keystre

he sequence of intermediate results E;) is produced when the same key and SV are us

e SV values should be selected so that-any intermediate C'T'R value is not used more th
ce for a given key.

randomly chosen statistically unigue SV is recommended.
.5.2 Properties
operties of the Counter mode are:

the use of différent SV values prevents the same plaintext encrypting to the same cipherte
by proditeing different keystreams;

the encryption and decryption processes in the Counter mode both use only the encrypti
operation of the block cipher;

e
V11

be

V11
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nsequently, for security reasons a specific.§V should be used only once for a given key and

all

oI

the Counter mode does not depend on the plaintext to generate the keystream used to a

dd

©

modulo 2 to the plaintext;

in the Counter Mode a ciphertext block C; can be decrypted without decrypting the
phertext block C;_1; this is known as a random-access property;

selection of a small value of j will require approximately n/j times of cycles compared
ECB mode and thus cause greater processing overhead; and

ci-

to

under the same assumptions about the block cipher as in clause B.2.2 the Counter mode

can also be proven to be secure [5].
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B.5.3 Padding requirements

Only multiples of j bits can be encrypted or decrypted. Other lengths need to be padded to a
j-bit boundary. However, usually j will be chosen equal to such a size that no padding will be
required, e.g. j can be modified for the last portion of the plaintext. No padding is required
when a plaintext block with z bits, z < j is encrypted by bitwise addition with only the first z
bits of the corresponding variable F.

B{5.4 Error propagation

The Counter mode does not extend ciphertext errors in the resultant plaintext otitput. Evéry
bit in error in the ciphertext causes only one bit to be in error in the decrypted plaintext.

B[5.5 Synchronization

The Counter mode is not self-synchronizing. If the two operations ef’encryption and decryption
gdt out of synchronization, the system needs to be re-initializedy™ Such a loss of synchronigm
mjght be caused by any number of inserted or lost ciphertextibits.

Ejch re-initialization should use a value of SV different:from the SV values used before with
thle same key. The reason for this is that an identical "bit stream would be produced each tipne
for the same parameters. This would be susceptibleto, for example, known plaintext and knopn
ciphertext attacks.

Also overlapping sequences of counter values while using the same key should be prevented,
ad these make the Counter mode also yulnerable to, for example, known plaintext and known
ciphertext attacks.
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Annex C
(informative)

Figures describing the modes of operation
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Figure C.1 — The Cipher Block Chaining (CBC) mode of operation with m =1
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Figure C.2 — The Cipher Block Chaining (CBC) mode of operation
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Figure C.3 — The Cipher Feedback (CEB).mode of operation
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Figure C.4 — The Output Feedback (OFB) mode of operation
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Figutre C.5 — The Counter (CTR) mode of operation
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Annex D
(informative)

Examples for the Modes of Operation

D.1 General

T
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his annex gives examples for the encryption and decryption of a message using the mo
operation specified in this International Standard. The block cipher used in section\D:2
e Triple Data Encryption Algorithm (TDEA) with the value of n = 64. Section I3 gi
amples for the Advanced Encryption Standard (AES) with n = 128. The TDEA jahd the A
e standardized in ISO/IEC 18033-3.

.2 Triple Data Encryption Algorithm

he examples use the following parameters:

The cryptographic keys are:
K1 = 0123456789ABCDEF;
Ko = 23456789ABCDEF01;
K3 = 456789ABCDEF0123.

The starting variable is 1234567890ABCDEF:

The plaintext is the 7-bit ASCII code for 'Now is the time for all * (in hexadecimal notat]
4E6F772069732074 68652074696D6520 666F7220616C6C20). For CFB mode the plaintd
is the 7-bit ASCII code for 'Now s'the’ (in hexadecimal notation 4E6F772069732074686

e following table, the thrée)steps are finished sequentially in three clock cycles. If the outy
DEA; is 3FA40E8A984D4815, then it is the input of DEAs, and the output of DEAy
63D1B37C48090C, ahich is the input of DEA3. The output of TDEA encryption is the outy
DEA;.

he input and output of the WEA functional blocks are given sequentially. For example,|i

les
1s
Fes

S

on
Xt

ut
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D.2.1 ECB Mode

D.2.1.1 ECB mode, encryption

Examples for the ECB mode of encryption

ISO/IEC 10116:2006(E)

P, = 4E6F772069732074
block cipher input block | block cipher output block
DEA; — ey 4E6F772069732074 3FA40E8A984D4815
DEA; — dgo 3FA40E8A984D4815 0663D1B37C48090C
IDEA; — ek3 0663D1B37C48090C 314F8327FATA09A8
Cl = 314F8327FA7TA09A8
P} = 68652074696D6520
block cipher input block | block cipher ©utput block
DEA; — e 68652074696D6520 6A271787AB8883F9
DEA; — dgo 6A271787AB8883F9 95CAEO6A9FF4D6D2
IDEA; — ek3 95CAEO6A9FF4D6D2 4362760CC13BA7DA
C} = 4362760CC13BA7DA
Pj= 666F7220616C6C20
block cipher input block | block cipher output block
DEA; — ey 666F7220616C6C20 893D51EC4B563B53
DEA; — dgo 893D51ECAB563B53 SFED3EB05419F67C
IDEA; — eks3 BFED3EB05419F67C FF55C5F80FAAACAS
(C} = FF55C5F80FANACAS

© ISO/IEC 2006 — All rights reserved
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D.2.1.2 ECB mode, decryption
Examples for the ECB mode of decryption

C1 = 314F8327FATA09A8

block cipher input block | block cipher output block
DEA; — dks 314F8327FA7A09A8 0663D1B37C48090C
DEAS — exo 0663D1B37C48090C 3FA40E8A984D4815
DEA3 — dg 3FA40E8A984D4815 4E6F772069732074

Pl = 4E6F772069732074

C} = 4362760CC13BA7DA

block cipher input block | block cipher output.block
DEA; — dgs 4362760CC13BA7DA 95CAEO6A9FE4D6D2
DEA; — ek 95CAEO6A9FF4D6D2 6A27178TAB8883F9
DEA3 — dg1 6A271787AB8883F9 68652074696D6520

P} = 68652074696D6520

C} = FF55C5F80FAAAC45

block cipher input block | block cipher output block
DEA; — dgs FF55C5F80FAAACAS 5FED3EB05419F67C
DDEA; — efo SFED3EB05419F67C 893D51EC4B563B53
DEA3 — dg1 893D51EC4B563B53 666F7220616C6C20

P}= 666F7220616C6C20
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D.2.2 CBC Mode

D.2.2.1 CBC mode, encryption

ISO/IEC 10116:2006(E)

Examples for the CBC mode of encryption with m =1

SV = 1234567890ABCDEF — Cj

Pl & Cy = 5C5B2158F9D8ED9IB

block cipher input block | block cipher output block
DEA; —ex1 5C5B2158F9D8ED9B E5C7CDDES872BF27C
DEA; — dgo E5C7CDDES72BF27C EDFA50E493DBFECC
DEA; — exs EDFA50E493DBFECC F3COFF026C023089

Cl = F3COFF026C023089
P

4 @ C7 = 9BABDF76056F55A9

block cipher input block | block ciphér output block
DEA; — ek 9BASDF76056F55A9 5A80BEOF562EE625
DEA; — dgo 5A80BEOF562EE625 BO2F8D3BB74CE43D
IDEA3 — ex3 BO92F8D3BB74CE43D 656FBB169DEF7EDB

C} = 656FBB169DEF7EDB

P} @& Cy = 0300C936FC8312FB

block ciphertinput block | block cipher output block
DEA; — ey 0300C936FC8312FB F1F58BA6135C2B1E
DEA; — dgo F1F58BA6135C2B1E 3374E4F8B29A3026
IDEA;3; — ek3 3374E4F8B29A3026 30BA36075D6F0176

C}% = 656FBB169DEF7EDB

© ISO/IEC 2006 — All rights reserved
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D.2.2.2 CBC mode, decryption
Examples for the CBC mode of decryption with m =1

C1 = F3COFF026C023089

block cipher input block | block cipher output block
DEA — dg F3COFF026C023089 EDFA50E493DBFECC
DDEA; — efo EDFAS50E493DBFECC E5C7CDDES72BF27C
DEA3 — dks E5C7CDDE872BF27C 5C5B2158F9D8ED9B

P| = dk1(ex2(dr3(C1))) @ Cy = 4E6FT772069732074

C} = 656FBB169DEF7EDB

block cipher input block | block cipher output. block
DEA; — dy 656FBB169DEF7EDB B92FSD3BB74CEA3D
DEA; — exo B92F8D3BB74CE43D 5A80BEOF562EE625
DEA; — dis 5A80BEOF562EE625 9BASDE76056F55A9

P} = dg1(ex2(dis(Cy))) @ C1 = 68652074696D6520

C} = 656FBB169DEF7EDB

block cipher input bloc¢k | block cipher output block
DEA: — ekt 30BA36075D6F0176 3374E4F8B29A3026
DEAs — dgo 3374E4F8B29A3026 F1F58BA6135C2B1E
IDEA3 — ex3 F1F58BA6135C2B1E 0300C936FC8312FB

P{ = dg1(ex2(dis(C3))) ©/C, = 666F7220616C6C20
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D.2.3 CFB Mode

D.2.3.1 CFB mode, encryption

Examples for the CFB mode of encryption. For this example the parameters j = k£ = 8 and

r = n have been chosen.

ISO/IEC 10116:2006(E)

SV = 1234567890ABCDEF
Pl =4E
block cipher input block | block cipher output block
DEA; — e 123456 7890ABCDEF BD661569AE8T4E25
DEA; — dgo BD661569AE874E25 553A74ED589EC819
IDEA;3; — ek3 553A74ED589EC819 A011BO7C73633375
Cl =P ®FE, =4E® A0 = EE
P} =6F
block cipher input block | block cipher output block
DEA; — ek 34567890ABCDEFEE A99C77AD5C012000
DEA; — dgo A99C77AD5C012000 67AC5DE460707687
IDEA3 — ex3 67AC5DE460707687 FAFD50973F59A489
Cy=P,pFEy,=6FHF4=09B
P{=77
block cipher’input block | block cipher output block
DEA; —ex1 567890ABCDEFEE9B 05A76EE816060C18
DEAs — dgo O5A76EE816060C18 E30ACAF870F4ED25
IDEA3 — ex3 E30ACAF870F4ED25 73BFA8827618CC1C
Cy =P Eg=T771®73 =04
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Py =20
block cipher input block | block cipher output block
DEA; — ek 7890ABCDEFEE9B04 9CB2ADF4743DE3A6
DEA; — dgo 9CB2ADF4743DE3A6 1B4FDOCE1AF12640
DEA3 — ek3 1B4FDOCE1AF12640 DF97078C6539370F
Ci=P,® FEy=20DDF =FF
P3 =69
block cipher input block | block cipher output block
DEA; — exq 90ABCDEFEE9BOAFF ED5F6A2901EA5014
DEA; — dgo ED5F6A2901EA5014 F7648978063D38CE
DEA; — exs3 F7648978063D38CE A3CC7A65EBF2124F
Cy=P;® FE; =69 @ A3 =CA
Py=173
block cipher input block | block eipher output block
DEA: — ekt ABCDEFEE9BO4FFCA 04ACO8A3BOF34FFE
DEAs — dgo 04ACO8A3BOF34FFE SFOFD1DDDAOAE772
IDEA3 — ex3 S5FOFD1DDDAOAET72 BD6A1C1A859057C5
Cy=PFPs® Eg =73 DBD =CE
P =20
block cipher input block | block cipher output block
DEA; —ex1 CDEFEE9BO4FFCACE 73D28213BCC5750D
DEA; — dgo 73D28213BCC5750D 57BB08849AAB3D72
IDEA;3 — ex3 57BB08849AAB3D72 E817358A778D6C65
Ct = P, afEY = 20 D ES = C8
Pi=74
block cipher input block | block cipher output block
DEA; —exy EFEE9BO4FFCACEC8 5B88241E443B5F23
DEA; — dgo 5B88241E443B5F23 E1074E8A2EFC9097
DEA;3; — ek3 E1074E8A2EFC9097 7220B40FB6DEEC34
Ce=PsPEg=T74®72=06
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