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Information technology — Security techniques — Modes of operation for an

n-bit block cipher

1 Scope

This International Standard describes four modes of
operation for an »-bit block cipher.

2.11 starting variable (SV): Variable defining the starting
point of the mode of operation.

NOTE - The method of deriving the starting variable from the
initializing value is not defined in this International Standard. It

NOTE - nex A (informative) contains comments on the
properties of each mode.

This International Standard establishes four defined modes of
operation so that in applications of an n-bit block cipher (e.g.
protection of data transmission, data storage, authentication)
this Interndtional Standard will provide a useful reference for,
for example, the specification of the mode of operation and
the values pf parameters (as appropriate).

2 Definitions

For the pufposes of this International Standard, the following
definitions{apply.

2.1 block| chaining: The encipherment of information such
that each Plock of ciphertext is cryptographically dependent
upon the preceding ciphertext block.

2.2 cipheftext: Data which has been transformed to hide its
informatioh content.

2.3 cryptpgraphic synchronization: The co-ordination of
the enciphprment and decipherment processes.

2.4  dedipherment: The reversal of\"a corresponding
encipherment.

2.5 encipherment: The (reversible) transformation of data
by a cryptographic algorithni-to produce ciphertext, i.e. to
hide the data.

2.6 feedback buffer~(FB): Variable used to store input data
for the en¢ipherment process. At the starting point B has the
value of S

Treedstobedeseribedmany-appticatiomrof-the-medes of operation.

3 Notation

3.1 encipherment: For the purposes of this|International
Standard the functional relation‘defined by the bllock cipher is
written

C =eK(P)

where
‘Pris the plaintext block;
C is the ciphertext block;
K is the key.

The expression eK is the operation of encipherment using the
key K.

3.2 decipherment: The corresponding decipherment function
is written

P = dK(C)

The expression dK is the operation of decipherent using the
key K.

3.3 array of bits: A variable denoted by a capifal letter, such
as P and C above, represents a one-dimensional array of bits.
For example,

A= (a,, ap ..., am) and B = (b[, bg, s b,,,)

are arrays of m bits, numbered from / to m. Al| arrays of bits
are written with the bit with index / in the leftmjost position.

3.4 addition modulo 2: The operation of addition, modulo

2.7 initia u;ngangLamLusad_mJiﬂﬁmng_mleanmg_z_l_kn—m_,_l__”_m_m
,-also Known as the "exclusive or function, 15 shown by the

point of an encipherment process.
2.8 key: A sequence of symbols that controls the operation
of a cryptographic transformation (e.g. encipherment,

decipherment)

2.9 n-bit block cipher: A block cipher with the property that
plaintext blocks and ciphertext blocks are n bits in length.

2.10 plaintext: Unenciphered information.

symbol ®. The operation applied to arrays such as 4 and B is
defined as

A®B=(a;®b;,a;® by ..., a,y® by)

3.5 selection of bits: The operation of selecting the j
leftmost bits of 4 to generate a j-bit array is written

A N.] = (ab ap ... a})

This operation is defined only when 7 <j < m where m is the
number of bits in 4.

1
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3.6 shift operation: A "shift function" S, is defined as
follows:

Given an m-bit variable X and a k-bit variable F where

I < k < m, the effect of a shift function Sy(X|F) is to produce
the m-bit variable

SHXIE) = (Xket, Xk12, oo Xm J1, fo o i) (K <m)
SUXIF) = (fy, - f) (k=m

The effect is to shift the bits of array X left by £ places,
discarding x; ... x4 and to place the array F in the rightmost &
places of X. When k = m the effect is to totally replace X by

© ISO/IEC
6 Cipher Block Chaining (CBC) Mode

6.1 The variables employed for the CBC mode of
encipherment are

a) A sequence of g plaintext blocks P, P,, ..., P, each of n
bits.

b) AkeyK.

¢) A starting variable SV of n bits.

d) A sequence of g ciphertext blocks C;, C, ..., C,, each of
n bits.

6.2 The CBC mode of encipherment is described as follows:

F.

Encipherment of the first plaintext block,

A special case of this function begins with the m-bit variable
I(m) of sucgessive "1" bits and shifts the variable F of k bits C) = eK(P, ® SV) 3)
into it. ! !
tl
The result i subsequently,
SAMIA) =11, L fo s f) (k<m) Ci=eK(P;®Cipfori=23 ..,q @
SHImIFY = (Fs fo - ) (k=m) This procedure is shown in the upper part of fjgure 1. The
. win starting variable S¥Jis used in the generation| of the first
where the ) - k leftmost bits are "1, ciphertext output, Subsequently the cipherteyt is added,
modulo 2, to’thenext plaintext before encipherment.
4 l{eq‘J irements 6.3 The.CBC mode of decipherment is described as follows:
For some ¢f the described modes padding of the plaintext Decipherment of the first ciphertext block,
variables mpy be required. Padding techniques are not within
the scope of this International Standard. P, =dK(C) ® SV (5)
For the Cipher Feedback (CFB) Mode of operation (see subsequently,
clause 7), three parameters #, j and k are defined. For the
Output Feeflback (OFB) Mode of operation (see clause*8), Pi=dK(C)®C,; fori=2,3,..,q (6)
one parameter j is defined. When one of these modes of op- T
eration is yYsed the same parameter value(s) need(s) to be This procedure is shown in the lower part of figufe 1.
chosen and jused by all communicating parties.
. 7 Cipher Feedback (CFB) Mode
S Electronic Codebook (E€B) Mode P ( )
) 7.1 Three parameters define a CFB mode of operation:
>1 . The yariables employed \or the ECB mode of - the size of feedback buffer, r, where n < r <[2n
enciphermeht are - the size of feedback variable, k, where /< kK n
a) A sequence of g plaintext blocks P), Py, ..., P, each of n - the size of plaintext variable, j, where /< 4 k
X tl)\ltli. p NOTES
) ey . 1 r - k may be smaller than n. Figure 2 shos the special
c) The resdlltant sequence of g ciphertext blocks C,, C,, ..., case where r - k> n.
C,, eachlof hits 2 Hr=7rthemthis mode fscompatibte with the CFB Mode

5.2 The ECB mode of encipherment is described as follows:
Ci=eKPyfori=12, ..,¢q €))]

5.3 The ECB mode of decipherment is described as follows:
Pi=dKC)for i=12 ..,q @)

described in the previous edition of this International Standard.

The variables employed for the CFB mode of operation are

a) The input variables

1) A sequence of g plaintext variables P, P, ..., P, each

of j bits.
2) Akey K.
3) A starting variable SV of r bits.
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b) The intermediate results
1) A sequence of g block cipher input blocks
Xy, Xa, ..., X, each of n bits.
2) A sequence of g block cipher output blocks
Y, Y, ..., Yy, each of n bits.
3) A sequence of g variables Ej, E,, ..., E,, each of j bits.
4) A sequence of g-1 feedback variables
F, F, ..., Fyy, each of k bits.
5) A sequence of q - I feedback buffer contents
FB,, FB,,....FB,, each of r bits.

¢) The output variables, i.e. a sequence of g ciphertext

ISO/IEC 10116:1997(E)

These steps are repeated for i = I, 2, ..., g, ending with
equation (18) on the last cycle. The procedure is shown in the
right side of figure 2. The leftmost j bits of the output block ¥
of the block cipher are used to decipher the j-bit ciphertext
variable by modulo 2 addition. The remaining bits of Y are
discarded. The plaintext and ciphertext variables have bits
numbered from / to ;.

The ciphertext variable is augmented by placing &-j "1" bits
in its leftmost bit positions to become the k-bit feedback
variable F. Then the bits of the feedback buffer FB are
shifted left by k places and F is inserted in the rightmost &
places to produce the new value of FB. In this shift operation,
the leftmost k bits of FB are discarded. The new n leftmost

variableg C), C,, ..., Cg, each of j bits.
7.2 The feedlback buffer FB is set to its initial value
AB;=SV @)

eratipn of enciphering ea

the following six steps:

h plaintext variable employs

a) X;=FBi~n ®
b) Use of]block cipher, Y; = eK(X)) ©)
c) Selectipn of leftmost j bits, E; = ¥; ~ j (10)
d) Genergtion of ciphertext variable, C; = P; ® E; (11)
e) Genergtion of feedback variable, F; = S;(I(k)|C) (12)
f) Shift fnction on FB, FB;,; = Sy(FBi|F) (13)

These stepp are repeated for i = I, 2, .., g, ending with
equation (1]1) on the last cycle. The procedure is shown in the
left side of|figure 2. The leftmost j bits of the output block ¥
of the blogk cipher are used to encipher the j-bit plaintext
variable by modulo 2 addition. The remaining bits of Y are
discarded. |The plaintext and ciphertext variables have, bits
numbered from / to j.

The ciphertext variable is augmented by placing. k% "1" bits
in its leftrnost bit positions to become the, k-bit feedback
variable F| Then the bits of the feedback® buffer FB are
shifted lef| by & places and F is inserted-in the rightmost &
places, to produce the new value of-the feedback buffer FB.
In this shiff operation, the leftmost-k-bits of FB are discarded.
The new n|leftmost bits of FB-are used as the next input X of
the enciph¢rment process.

7.3 The vafiables employed for decipherment are the same as
those employed for-encipherment.

The feedback buffer FB is set to its initial value

bits of FB are used as the next input X of the dncipherment
process.

7.4 1t is recommended that CFB should. be usef with equal
values of j and k. In this recommiended form{ (j = &) the
equations (12) and (19) can be written

F; =C; (casej=\k)

8 Output Feedback (OFB) Mode

8.1 The OFB’mode of operation is defined by ome parameter,
i.e. the size of plaintext variable j where / <. j < h.

The variables employed for the OFB mode of operation are
a) The input variables

1) A sequence of g plaintext variables P, P} ..., P,
each of j bits.

2) A key K.

3) A starting variable SV of n bits.

b) The intermediate results

1) A sequence of g block cipher input blockp

X1, X, ..., Xy, each of n bits.

2) A sequence of g block cipher output blocks

Y, Ys, ..., Yy, each of n bits.

3) A sequence of g variables E), E,, ..., E, gach of
bits.

c) The output variables, i.e. a sequence of g cipHertext
variables C}, C;, ..., C,, each of / bits.

8.2 The input block X is set to its initial value

FB; =SV (14)

The operation of deciphering each ciphertext variable
employs the following six steps:

a) Xi=FBi~n (15)
b) Use of block cipher, Y; = eK(X)) (16)
¢) Selection of leftmost j bits, E; = Y;~ j (17
d) Generation of plaintext variable, P; = C; ® E; (18)
e) Generation of feedback variable, F; = S; (I(k)|C) (19)
f)  Shift function on FB, FB;.; = Si(FBiF) (20)

=S¥ @

The operation of enciphering each plaintext variable employs
the following four steps:

a) Use of block cipher, Y; = eK(X;) (22)
b) Selection of leftmost j bits, E; = ¥; ~ j (23)
¢) Generation of ciphertext variable, C; = P; ® E; (24)
d) Feedback operation, X\, = Y; (25)

These steps are repeated for i = I, 2, ..., g, ending with
equation (24) on the last cycle. The procedure is shown on
the left side of figure 3. The result of each use of the block

3
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cipher, which is Y;, is used to feed back and become the next
value of X, namely X;., . The leftmost ; bits of ¥; are used to

ancinhar tha innut variahla
CLviprivt uiv IIIHUL variacic.

8.3 The variables employed for decipherment are the same as
those empioyed for encipherment. The input biock X is set to
its initial value X; = SV.

The operation of deciphering each ciphertext variable
employs the following four steps:

© ISO/IEC
a) Use of block cipher, Y; = eK(X)) (26)
b) Selection of leftmost j bits, E; = ¥; ~ 27
¢) Generation of plaintext variabie, P; = C; ® E; (28)
d) Feedback operation, X;;; = V; (29)

These steps are repeated for i = 1,2, ..., g, ending with
equation (28) on the last cycle. The procedure is shown in the
right side of figure 3. The values X; and Y; are the same as
those used for encipherment; only equation (28) is different.

P1
(‘
SV
Encipherment < eK
S
& v
f-
\ 4 ©
Decipherment < dK
SV
-
P

1

Figure 1 - The cipher block chaining (CBC) mode of operation

P2 Pn
Cq_1
— - +
\ 4
Enciphermen{
eK ek algorithm
C, Cq
v v
v v %
dK dK Deciphgrmen
algorithm
Cq_1
P, P q
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i C T joits | C T joits 1 Ecioherment
ncipherment — nciphermen
algorithm eK . tﬂm ki ones. A eK_] algorithm
Y Y
A A
[ select left j bits I I select left j bits I
1 j 1 i
E E
A P - = = - == - »{ &
(o] C
P P
| { 1
1 j 1 j
Figure 2 - The cipher feedback (CFB) mode)of operation
Encipherment Decipherment
N N
o Y ~ N
L | I |
1 n 1 n
X X
Encipherment | ek l eK Encipherment
algorithm algorithm
Y Y
A 4
' selectleftjbits | | selectleftjbits |
1 j 1 i
E E
X y
> - - - - - —(
y—" S )
P P
A 4
I 1 I |
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Figure 3 - The output feedback (OFB) mode of operation
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A.l Pro

Annex A

(informative)
Properties of the modes of operation

© ISO/IEC

perties of the Electronic Codebook

(ECB) mode of operation

A.1.1 Enviropment

Binary data ¢
have repetitio
identical plair
ciphertext blo

A.1.2 Proper

Properties of

A.2 Properties of the Cipher Block
Chaining (CBC) mode of operation

A2 1 Environment

xchanged between computers, or people, may
hs or commonly used sequences. In ECB mode,
text blocks produce (for the same key) identical
cks.

ties

he ECB mode are

a) enciphe
out indepe
b) reorderi
correspond

longer than o
future Intern
where the re
have to be acq

ent or decipherment of a block can be carried
ently of the other blocks;

g of the ciphertext blocks will result in the
g reordering of the plaintext blocks;

e is in general not recommended for messages
he block. The use of ECB may be specified in
itional Standards for those special purposes
petition characteristic is acceptable or blocks
essed individually.

A.1.3 Padding requirements

Only multipls
Other lengths

s of n bits can be enciphered’or deciphered.
need to be padded to a n-bit boundary.

A.1.4 Error propagation

In the ECB

ciphertext bl
block in wh
ciphertext bld
50 % error|

mode, one or<mere bit errors within a single
ck will only affect the decipherment of the
ch the érror(s) occur(s). Decipherment of a
ck with-one or more error bits will result in a

ptobability of each plaintext bit in the

correspondin,

plaintext block

The CBC mode produces the same ciphertext’whenever the
same plaintext is enciphered using the same.Key ahd starting
variable. Users who are concerned abodt ‘this chpracteristic
need to adopt some ploy to change the ‘start of th¢ plaintext,
the key, or the starting variable) One possibllity is to
incorporate a unique identifier-(e.g. an incrementdd counter)
at the beginning of each CBC message. Another, which may
be used when enciphering, records whose size shauld not be
increased, is to use seme’value such as the startig variable
which can be computed from the record without Knowing its
contents (e.g. its address in random access storage)

A.2.2 Properties
Properties of the CBC mode are

a) the chaining operation makes the ciphertgxt blocks
dependent on the current and all preceding plainfext blocks
and therefore rearranging ciphertext blocks doeq not result
in a rearranging of the corresponding plaintext blocks;

b) the use of different SV values prevents |the same
plaintext enciphering to the same ciphertext.

A.2.3 Padding requirements

Only multiples of » bits can be enciphered or deciphered.
Other lengths need to be padded to a n-bit boundaryy. If this is
not acceptable, the last variable can be treated i a special
way. Two examples of a special treatment are givenl below.

A first possibility to treat an incomplete last varigble (i.e. a
variable P, of j < n bits where g should be greateg than 1) is
to encipher it in OFB mode as described below:

a) encipherment

C =P @ (oK )

A.1.5 Block boundaries

If block boundaries are lost between encipherment and
decipherment (e.g. due to a bit slip), synchronization between
the encipherment and decipherment operations will be lost
until the correct block boundaries are re-established. The
result of all decipherment operations will be incorrect while
the block boundaries are lost.

=P SHektCrr— (30)
b) decipherment
Py=Cy® (eK(Cyy) ~j) €2))
However, this last variable is vulnerable to a "chosen

plaintext attack" if the SV is not secret or if it is used more
than once with the same key (see clause A.4).


https://standardsiso.com/api/?name=0a1c53df6f6551385edcb566eb9801bf

© ISO/IEC

A second possibility is known as "ciphertext-stealing".
Suppose that the last two plaintext variables are P, ; and P,
where P, is an n-bit block and P, is a variable of j < n bits
and g should be greater than 1.

a) encipherment

Let C, be the ciphertext block derived from P, using the
method described in 5.2. Then set

Cy = eK(S;(Cqr| Py) (32)

The last two ciphertext variables are then C,.; ~jand C,.

ISO/IEC 10116:1997(E)

incorporate a unique identifier (e.g. an incremented counter)
at the beginning of each CFB message. Another, which may
be used when enciphering records whose size should not be
increased, is to use some value such as the starting variable
which can be computed from the record without knowing its
contents (e.g. its address in random access storage).

A.3.2 Properties

Properties of the CFB mode are

a) the chaining operation makes the ciphertext variables
dependent on the current and all but a certain number of

immediately preceding plaintext variables.

This number

b) decipherment

C, needq to be deciphered first, resulting in the variable P,
and the fight-most »-j bits of C,

Si (Cot | Py) = dK(Cy) (33)

The conjplete block Cy.; is now available and P,; can be
derived pising the method described in 5.3.

The two [trailing ciphertext variables are deciphered in
reverse order which makes this solution less suited for
hardware [implementations.

A.2.4 Error propagation
In the CHC mode, one or more bit errors within a single

ciphertext|block will affect the decipherment of two blocks
(the blocl']h in which the error occurs and the succeeding

block). Arf error in the i-th ciphertext block has the following
effect on the resulting plaintext: the i-th plaintext blockwill
have a 50 % error probability for each bit. The i+I-th
plaintext Block will have an error pattern equal to-that in the
i-th ciphertext block. If errors occur in a variable of less than
n bits, errpr propagation depends on the chosen method of
special trdatment. In the first example the-deciphered short
block willlhave those bits in error that-correspond directly to
the cipherfext bits in error.

A.2.5 Blo¢k boundaries

If block [boundaries ar€) lest between encipherment and
deciphernjent (e.g. dueto-a bit slip), synchronization between
the encipljerment afid Jdecipherment operations will be lost
until the forrect_block boundaries are re-established. The
result of dll décipherment operations will be incorrect while
the block poundaries are lost.

depends on the selection of r, k, and jj(dee figure 2).

Therefore rearranging j-bit ciphertext_varia
result in a rearranging of the correspending
variables.

b) the use of different SV yalues preve
plaintext enciphering to the same ‘ciphertext;

bles does not
j-bit plaintext

hts the same

c¢) the encipherment and decipherment processes in the
CFB mode both use theencipherment opgration of the

block cipher;

d) the strength of(the' CFB mode depends 011] the size of &

(maximal if j = %) and the relative sizes of j,

L nand r;

NOTE - j< k-will result in an increased probabiljty of repeating

occurrenees of values of the input blocks.
occurrenees will reveal linear relations between pl

e)selection of a small value of j will requir

Such repeated
hintext bits.

e more cycles

through the block cipher operation per unitl of plaintext

and thus cause greater processing overheads.
f) selection of » > n + k enables the pipel
continuous operation of the block cipher.

A.3.3 Padding requirements

ining and the

Only multiples of j bits can be enciphered qr deciphered.

Other lengths need to be padded to a j-

bit boundary.

However, frequently j will be chosen equal t¢ such a size,

that no padding will be required, e.g. j can be
the last portion of the plaintext.

A.3.4 Error propagation

In the CFB mode, errors in any j-bit unit of (
affect the decipherment of succeeding ciphertex
in error have been shifted out of the CFB feedb
error in the i-th ciphertext variable has the follo
the resulting plaintext: the i-th plaintext variab]

modified for

iphertext will
t until the bits
hck buffer. An
wing effect on
e will have an
variable. The

error pattern equal to that in the i-th ciphertext

A.3 Properties of the Cipher Feedback (CFB)
mode of operation

A.3.1 Environment

The CFB mode produces the same ciphertext whenever the
same plaintext is enciphered using the same key and starting
variable. Users who are concerned about this characteristic
need to adopt some ploy to change the start of the plaintext,
the key, or the starting variable. One possibility is to

50 % error

probability for each bit until all incorrectly received bits have

been shifted out of the feedback buffer.

A.3.5 Synchronization

If j-bit boundaries are lost between encipherment and
decipherment (e.g. due to a bit slip), cryptographic
synchronization will be re-established r bits after j-bit
boundaries are re-established. If a multiple of j bits are lost
synchronization will be re-established automatically after r
bits.
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A.4 Properties of the Output Feedback (OFB)
mode of operation

A.4.1 Environment

The OFB mode produces the same ciphertext whenever the
same plaintext is enciphered using the same key and starting
variable. Moreover, in the OFB mode the same key stream is
produced when the same key and SV are used. Consequently,
for security reasons a specific SV should be used only once
for a given key.

A.4.2 Properties

© ISO/IEC

A.4.3 Padding requirements

Only multiples of j bits can be enciphered or deciphered.
Other lengths need to be padded to a j-bit boundary.
However, frequently j will be chosen equal to such a size,
that no padding will be required, e.g. j can be modified for
the last portion of the plaintext.

A.4.4 Error propagation
The OFB mode does not extend ciphertext errors in the

resultant plaintext output. Every bit in error in the ciphertext
causes only one bit to be in error in the deciphered plaintext.

Properties of|the OFB mode are

a) the absence of chaining makes the OFB more

le to active attacks;

of different SV values prevents the same
plaintext enciphering to the same ciphertext, by
producing different key streams;

¢) the eng¢ipherment and decipherment processes in the
OFB mjode both use the encipherment operation of the
block dipher;

d) the OHB mode does not depend on the plaintext to
generate the key stream used to add modulo 2 to the
plaintext;

e) selection of a small value of j will require more cycles
through the block cipher per unit of plaintext and thus
cause gfeater processing overheads.

A.4.5 Synchronization

The OFB mode is not self-synchrenizing. If the two
operations of encipherment and detipherment |get out of
synchronism, the system needs to.be re-initialized. Such a
loss of synchronism might becaused by any humber of
inserted or lost ciphertext bits.

Each re-initialization should use a value of SV different from
the SV values used before with the same key. The| reason for
this is that an idéntical bit stream would be produced each
time for the same-parameters. This would be susdeptible to a
"known plaintext attack".
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Annex B

(informative)

Information about patents

ISO/IEC 10116:1997(E)

During the preparation of this International Standard, information was gathered concerning relevant patents upon which application
of this International Standard might depend. Relevant patents were identified as belonging to International Business Machines

Corporation (IBM) and UNISYS. However, ISO cannot give authoritative or comprehensive information about evidenc

scope of pal

nt or like rights.

e, validity or

The patent-holders have stated that licences will be granted in appropriate terms to enable application of this(International Standard,
provided that those who seek licences agree to reciprocate.

Further infofmation is available from

Director of

Commercial Relations

Internationdl Business Machines Corporation

2000 Purch
PURCHAS
U.S.A.

Director, In
UNISYS

PO Box 50(
Blue Bell, P
U.S.A.

hse Street
B, N.Y.10577

Hustry Relations

A 19424
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Annex C

(informative)

Examples for the modes of operation

C.1 General
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This annex gives examples for the encipherment and decipherment of a message using the modes of operation specified in this
International Standard. The examples use the following parameters:

a) The b
b) The ¢

¢) The st

d) The

ock cipher used is the Data Encryption Algorithm (DEA) (see Annex D). The value of n is 64.
ryptographic key is 0123456789 ABCDEF.
arting variable is 1234567890ABCDEF.

plaintext is the 7-bit ASCII code for 'Now is the time for all ' (in hexadecimal notation 4E6F773069732074

68652074696D6520 666F7220616C6C20). For CFB mode the plaintext is the 7-bit ASCII code for Now' (in lexadecimal
notation[4E6F77).
C.2 ECB Mode
Examples for the ECB mode of encipherment and decipherment are given in tables C.}-and C.2, respectively.
Table C.1 - ECB mode, encipherment
i plaintext P; block cipher input block {.block cipher output block ciphertext C;
1 4E6F772069732074 4E6F772069732074 3FA40E8A984D4815 3FA40E8A984D4815
2 68652074696D6520 68652074696D6520 6A271787AB8883F9 6A271787AB8883F9
3 666F7220616C6C20 666F7220616C6C20 893D51EC4B563B53 893D51EC4B563BS53
Table C.2 < ECB mode, decipherment
i ciphertext C; block cipher input block | block cipher output block plaintext P;
1 3FA40E8A984D4815 3FA40E8A984D4815 4E6F772069732074 4E6F772069732074
2 6A271787AB8883F9 6A271787AB8883F9 68652074696D6520 686520746p6D6520
3 893D5S1EC4B563B53 893D51EC4B563B53 666F7220616C6C20 666F72206]6C6C20
C.3 CBC Mode
Examples fpr the CB€miode of encipherment and decipherment are given in tables C.3 and C.4, respectively.
Table C.3 - CBC mode, encipherment
i plaintextP; bloek-—eipher-input-bloek—bloek-eipher-output-bloek—1——eiphertext C;
1 4E6F 772069732074 5C5B2158f9DSED9B ESC7CDDE872BF27C ESC7CDDES872BF27C
2 68652074696D6520 8DA2EDAAEE46975C 43E934008C389COF 43E934008C389COF
3 666F7220616C6C20 25864620ED54F02F 683788499A7C05F6 683788499A7C0O5F6
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