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Foreword to International Standard ISO/IEC 10038 : 1993

This standard is part of a family of standards for Local and Metropohtah Area Networks. This family of
standards deals with the Physical and Data Link layers as defined by the ISO Open Systems Interconnec-

tion Basic Reference Model (ISO 7498 : 1984). The access standards define several types of medium
technologies and associated physical media, each appropnate for particular applications or system
tives. Other types are under investigation. 4

- The standards defining these technologies are as follows:

(1) ISO/IEC 8802 3 [ANSI/IEEE Std 802.3, 1992 Edition], a bus utlllzlng CSMA/CD as the
method, :

access
objec-

access

@ .4-1990], a bus utilizing token passing as the access meth
(3) ISO/IEC 8802-5 [ANSI/IEEE Std 802.5-1992], a ring utilizing token passing as the access met
(4) ISO 8802-7, a ring utilizing slotted ring as the access method.

ISO B802-2 [ANSIIEEE Std 802.2-1989], Logical Link Control protocol, is used in conjunction wi
mediutn access standards.

ISO/[EC 10038 [ANSI/IEEE Std 802.1D, 1993 Edition], Media access control (MAC) bndges, speci
architgcture and protocol for the interconnection of IEEE 802 LAN's below the MAC service boundar

The reader of this document is urged to become familiar with the complete family of standards.

od,
hod,
th the

fies an
.

The main body of this standard serves for both the ISO/IEC 10038 and the IEEE Std 802.1D stanldards.

ISO and IEEE each have unique foreword sections. The Annexes contain nermative and informative
rial to poth standards.

mate-
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level of the MAC Service,which is transparent to logical link control (LLC) and higher layer pr
ip defined. Transparent Bridging between®ibre Distributed Data Interface (FDDI) LANs and b

1nnex, and the protocols forthe operation of source routing in an SRT Bridge are specified.
eywords: data processing, information interchange, local area networks, metropolitan ar

<!

hodels, source routing, Source-Routing Transparent (SRT) Bridge

[

ge

Abstracf: An architecture for the interconnection of IEEE 802‘Loca1 Area Networks (LANSs) beiow the

tocols,
btween

DDI'LANs and IEEE 802 LANs is included. The operation and management of the connecting| Bridg-
s is specified. A Spanning Tree Algerithm and Protocol ensures a loop-free topology and provides re-
dundancy.  The Bridging method\is not particular to any MAC Type; criteria for additionall MAC-
pecific Bridging methods areidefined. Source-Routing Transparent (SRT) Bridges are defined in an

ba net-

vorks, fibre distributed\data interface (FDDI), mode of data transmission, network interconnection,
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International Standard ISO/IEC 10038 : 1993

ISO (the International Organization for Standardization) and IEC (the International Elec-
trotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of Interna-
tional Standards through technical committees established by the respective organization to
deal with particular fields of technical activity. ISO and IEC technical committees collaborate
in fields of mutual interest. Other international organizations, governmental and nongovern-
mental, in liaison with ISO and IEC, also take part in the work.

In the field of information technology, ISO and IEC have established a joint technical com-
mittee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical commit-

tee are circulated to national bodies for voting. Publication as an International Standand
requires approval by at least 75% of the national bodies casting a vote.

In 1992, ANSIIEEE Std 802.1D-1990 was adopted by ISO/IEC JTC 1, as draft Interni-

tional Standard ISO/IEC/DIS 10038. A further revision was subsequently approved by ISQ/
IEC JTC 1 in the form of this new edition, which is published as International Standard IS
IEC 10038 : 1993.

150 IEC

International Organization for Standardization/International Electrotechnical Comm1ss1on
Case postale 56 * CH-1211 Genéve 20 ¢ Switzerland

/;;
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ANSV/IEEE Std 802.1D, 1993 Edition

- IEEE Standards documents are developed within the Technical Committees of the IEEE Societies and
the Standards Coordinating Committees of the IEEE. Standards Board. Members of the committees serve
voluntarily and without compensation. They are not necessarily members of the Institute. The standards
developed within IEEE represent a consensus of the broad expertise on the subject within the Institute as
well as those activities outside of IEEE which have expressed an interest in partlclpatmg in the develop- ,
ment of the standard.

Use of an IEEE Standard is wholly voluntary. The existence of an IEEE Standard does not 1mply that
there are no other ways to produce, test, measure, purchase, market, or provide other goods and services
related to the scope of the IEEE Standard Furthermore, the vxewpomt expressed at the time a standard is

Institute will initiate action to prepare appropriate responses. Since IEEE Standards represent a cof 1sensus
of all poncerned interests, it is important to ensure that any interpretation has also received the concurrence
of a bp lance of interests. For this reason IEEE and the members of its technical committees are nof able to

Secretary, IEEE Standards Board
345 East 47th Street

New York, NY 10017

USA

out regard to whether their adoption may involve patents on articles, materials, or processes. Such adop-
tionp does not assume any liability to any patent owner, nor does it assume any obligation whatever to
partiies adopting standards documents.

IEEE Standards documents-are adopted by the Institute of Electrical and Electronics Engmeera with-
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Foreword to ANSI/IEEE 802.1D, 1993 Edition
(This edition contains ANSI/IEEE Std 802.1D-1990,
ANSI/IEEE Std 802.1i-1992, and IEEE Std 802.5m-1993)

(This Foreword is not a part of this International Standard or of ANSI/IEEE 802.1D, 1993 Edition.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to

o 1K

« IS

[ANSI/IEEE Std 802.4D}:

EE Std 802.1E:

D 8802-2 [ANSI/IEEE Std 802.2]:

« IS

MAC Bridging. Specifies an architecture and protocg
interconnection of JEEE 802 LANs below the MA(
boundary.

System Load Protocol. Specifies a set of services and pr

national

Model
aEsociated

e under

bverview

s Inter-

environ-

IEEE standard numbers.)

g

2

g & 802.2 LOGICAL LINK

= || ¢
i E 802.1'BRIDGING DATA
g i LINK-
g ﬁ LAYER
o % ‘ 802.3 8024 8025 8026
E 5 MEDIUM MEDIUM MEDIUM MEDIUM
?; . 5 ACCESS ACCESS ACCESS ACCESS
%J . PHYSICAL
8 PHs.:lgAL PH?;:AL PHsgfésAL PH'gglzCi\L LAYER

. * Formerly IEEE Std 802.1A.

This family of standards deals with the Physical and Data Link layers as defined by the Intex
Orggnization for Standardization (ISO) Open Systems Interconnection Basic Referenc
(ISQ 7498 : 1984). The access standards define several types of medium access technologies and
phydical media, each appropriate for particular applications or system objectives. Other types g
invegtigation. _ ;

The standards defining these technologies are as follows:

« IEEE Std 802" Owerview and Architecture. This standard provides an
to'the family of IEEE 802 standards. This document forms part
of the 802.1 scope of work.

+ IE[EE Std 802.1B: LAN/MAN Management. Defines an Open Systen

’ connection (OSI) management-compatible architecture, and
services and protocol elements for use in a LAN/MAN
ment for performing remote management.
« ISO/IEC 10038 : 1993

I for the
b service

btocol for

those aspects of management concerned with the lgading of
systems on IEEE 802 LANs.
Logical Link Control

ccess Method an ysical L.aye cifications

« ISO/IEC 8802-4 [ANSI/IEEE Std 802.4]: Token Bus Access Method and Physical Layer Specifications

TThe 802 Architecture and Overview Specification, originally known as IEEE Std 802.1A, has been renumbered as IEEE Std 802. This has been done to
accommodate recognition of the base standard in a family of standards. References to IEEE Std 802:1A should be considered as references to IEEE Std 802.
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- ISO/IEC 8802-5 [ANSI/IEEE Std 802.5): Token Ring Access Method and Physical Layer Specifications

» IEEE Std 802.6: Metropolitan Area Network Access Method and Physical Layer

 Specifications

* IEEE Std 802.10: Interoperable Local Area- Network (LAN) Security, Currently

Contains Secure Data Exchange (SDE)
In addition to the family of standards, the following is a recommended practice for a common technology:

IEEE Recommended Practice for Broadband Local Area
Networks

« IEEE Std 802.7:

The reader of this document is urged to become familiar with the complete family of standards.

ance Test Methodology

Another standards series, identified by the number 1802, has been established to identify the conform-
ance tgst methodology documents for the 802 family of standards. This makes the correspondence be¢tween
the various 802 standards and their applicable conformance test requirements readily-apparent. Thus the
conformance test documents for 802.3 are numbered 1802.3, the conformance test documents for 802.5 will
be 180R.5, and so on. Similarly, ISO will use 18802 to number conformance test §tandards for 8802 stan- ‘
dards. :

Partidipants
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*Voting member of the 802.1 Working Group at the time of approval of this document.
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1.1 $cope. For the purpose of compatible interconnection of data processing equipment using t
MAC Service supported by interconnected IEEE 802 Standard Local Area Networks using different or
tical Media Access Control methods; this standard specifies a general method for the operatior of MAC

802
iden
Brid
(1,
(2

@3
(4
6

6
7

Information technology—

between systems—Local area networks—
Media access control (MAC) bridges

1. Overview

'EE 802 Local Area Networks (LANSs) of all types may be connected fogether with media acces

allows the interconnection of stations attached to separate LANs as if they were attached to

bed Local Area Network may provide for the following;
The interconnection of stations attached to 802 LANS of different MAC types.

formance of a LAN,
Partitioning of the physical LAN support-for, administrative or maintenance reasons.

pes. To this end it ,
Positions the bridging function W1th1n an architectural descr1pt1on of the MAC Sublayer.

Defines the principles of operation of the MAC Bridge in terms of the support and preser
the MAC Service, and\the maintenance of Quality of Service. ‘

Method Independent Functions that provide frame relay in the Bridge.

Identifies the-functions to be performed by Bridges, and provides an architectural mod
internal operation of a Bridge in terms of Processes and Entities that provide those functio
Establishes the requirements for a protocol between the Bridges in a Bridged Local Area Ne
configure the network, and specifies the distributed computation of a Spanning Tree active
Speeifies the encoding of the Bridge Protocol Data Units (BPDUs).

®
9

Estabhshes the requlrements for Brldge Management in the Bndged Lecal Area Network,

‘Te}ecommumcahﬂns—and—mformaﬁon—exeh&nge

] control

) Bridges, Each individual LAN has its own independent MAC. The Bridged Local Area Network cre-

a single

A MAC Bridge operates below the MAC Service Boundary;, and is transparent to protocols operatmg
e this boundary, in the Logical Link Control (LLC) Sublayer or Network Layer (ISO 7498:1984 [9] hA

An effective increase in the physical extent, theqiumber of perm1s31ble attachments, or the tiotal per-

he IEEE

Fation of

Specifies the MAC. Internal Sublayer Service provided by individual LANs to the Medih Access

6] of the
ns.

twork to
topology.

1dentify-

Specxﬁes how the management operatlons are made avaﬂable to a remote manager using the proto-

col and architectural description provided by IEEE Std 802.1B [3].

Specifies performance requirements and recommends default values and applicable ranges for the

operational parameters of a Bridge.

(10) Specifies the requirements to be satisfied by equipment claiming conformance to this standard.

1The numbers in brackets correspond to those of the references listed in 1.2.
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(11) Specifies criteria for the use of MAC-specific bridging methods.

This standard specifies the operation of MAC Bridges that attach directly to LANs as specified in the
relevant MAC standards for the MAC technology or technologies implemented. Though not part of the
IEEE 802 or ISO 8802 series LAN standards, the Fibre Distributed Data Interface (FDDI) token ring,
described in the ISO 9314 series of standards, can be considered an equivalent MAC. Unless 1nd1cated
otherwise, mention in this standard of 802 LANs includes FDDI.
~ The specification of Remote Bridges, which interconnect LANs using Wide Area Network (WAN) media
for the transmission of frames between Bridges, is outside the scope of this standard.

1.2 References. Thls standard shall be used in conJunctmn w1th the followmg pubhcatlons or thelr
approye da : ot-a-part-ofs bernational-Stqndard.

[1]2AN SI X3.159-1989, American National Standards for Information Systems—Programming Language—
C. '

[2] IEEE Std 802 1990, IEEE Standards for Local and Metropohtan Area Networks: Overview and Archi-
tecturp (ANSI).3 ‘

[3] IEEE Std 802.1B-1992, IEEE Standards for Local and Metropolitan Area Networks: LAN/MAN Man-
agemgnt (ANSI).

[4] ISO 8802-2:1989 [AN SI/IEEE Std 802.2-1989]; Information processing systems—Local area netw orks-——
Part 2 Log1ca1 link control.* v

(5] ISQ/IEC 8802 3:1992 [AN SI/IEEE Std 802.3, 1992 Edition],Information technology—Local arga net-
workst—Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method an i phys-
ical layer spec1ﬁcat10ns . ,

[6] ISP/IEC 8802-4:1990 [ANSI/IEEE Std 802.4-1990], Information processing systems—Local arpa net-
worksi—Part 4: Token-passing bus access method and physical layer specifications.

[7] ISP/IEC 8802-5:1992 [ANSI/IEEE Std 802: 5-1992], Information technology—Local ‘area networks—
Part 5 Token ring access method and physical layer specifications.

[8]11S 6937-2:1983, Information processing~Coded character sets for text communication—Part &: Latin
alphabetic and non-alphabetic graphic characters.’

[9] ISP 7498:1984, Information processmg systems——Open Systems Interconnect10n—Bas1c Re erence -
Mode

[10] IBO 8824:1987 Information processing systems—Open Systems Interconnectlon—Spec1ﬁca|tlon of
Abstraet Syntax Notation One (ASN.1).

[11] IBO 8825:1987, Information processing systems—Open Systems Interconnection—Specification of -
Basic Encoding Rules for Abstract Syntax Notation One (ASN.1).

2ANS . . "
) Floor, New York, NY 10036 USA
SIEEE publlcatlons are avallable from the Institute of Electncal and Electronics Engineers, Service Center, 445 Hoes Lane, P.O.
Box 1331, Piscataway, NJ 08855-1331, USA.

4180 [IEEE] and ISO/IEC [IEEE] documents are available from ISO Central Secretariat, 1 rue de Varembé, Case Postale 56, CH-
1211, Genéve 20, Switzerland/Suisse; and from the Service Center, Institute of Electrical and Electronics Engmeers, 445 Hoes Lane,
PO. Box 1331, Piscataway, NJ 08855-1331.

5130 and ISO/IEC documents are available from the ISO Central Secretariat, 1 rue de Varembé Case Postale 56, CH-1211, Genéve
20, Switzerland/Suisse; and from the Sales Department, Amencan National Standards Instxtute, 1430 Broadway, New York NY
10018 USA.

set, 13th
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[12] ISO/IEC 9595:1990, Information processing systems—Open Systems Interconnection—Common man-
agement information service definition.

- [13] ISO/IEC 9596:1990, Information processing systems—Open Systems Interconnection—Common man-
agement information protocol specification.

[14] ISO 9314-2:1989, Information processing systéms—Fibre Distributed Data Interface—Part 2: FDDI
Token Ring Media Access Control (MAC).

[15] ISO/IEC 10039:1991, Information technology—Open Systems Interconnection—ILocal area networks—

Medin

1.3 Definition. The following definition is specific to this standard:

Bridged Local Area Network. A concatenation of individual Local Area Networkscinterconne

MAC
14A
BPD]

1.5C
1)

2
3
4)
®)
(6)

(7
®)

1m Access Control (MAC) service definition

Bridges.
bbreviation. The following abbreviation is specific to this standard:
[J. Bridge Protocol Data Unit.

pnformance. A MAC Bridge that claims conformance to this standard
Shall conform to
(a) The relevant MAC standards for the MAC technology.or technologies 1mp1emented i

and

(b) ISO 8802-2:1989 [4] for the implementation of a Class I or Class II LLC, to support Typd
ation as required by 3.2, 3.3, and 3.12.

Shall relay and ﬁlter frames as described in 81 and specified in 3.5, 3.6, and 3.7.

Shall either

(a) Filter frames with equal source and destination addresses, or

(b) Not filter frames with equal source and destination addresses, as specified in 3.7.

in 3.7.

Shall maintain the 1nformat10n required to make frame ﬁltermg decisions as described in
specified in 3.8 and 3.9.

Shall use stated values.of the following parameters of the Filtering Database (3.9):

Database.
(b) Permanent Database Size, the maximum number of entries that can be held in the Per
Database.

in 3.9.

9
(10)
(11)

(12)

capability shall implement the full range of values specified in Table 3-3.

cted by

p., ISO/

IEC 8802-3 [5), ISO/IEC 8802-4 [6], ISO/IEC 8802-5 [7], or ISO 9314-2 [14] as described in 2.5,

1 oper-

May provide the capability to control the mapping of the priority of forwarded frames as specified

3.1 and

(a) Filtering Database Size, the maximum number of entries that can be held in the Filtering

manent

May provide the capability to réad and update the Filtering and Permanent Databases as specified

May provide the capability to set the Ageing Time as specified in 3.9. A Bridge that provides; this

Shall conform to the provisions for addressing specified in 8.12.

May implement the optional provisions for addressing Bridge Management as specified in 3.12.4,
for associating the Bridge Address with a Bridge Port as specified in 8.12.5, and for preconfiguring

group addresses in the Permanent Database as specified in 3.12.6.
Shall provide

(a) A means of assigning a group MAC Address to identify the Bridge Protocol Entlty if 48-bit Uni-

versally Administered Addresses are not used,
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(b) A means of assigning an address unique within a Bridged Local Area Network to uniquely iden-
tify the Bridge if 16-bit Locally Administered Addresses are used, as specified in 4.5, and
(¢) A distinct Port identifier for each Port of the Bridge, as specified in 4.5, as required by 4.2 for
operation of the Spanning Tree Algorithm and Protocol.
(13) Shall implement the Spanning Tree Algorithm and Protocol described in Section 4, as specified
in 4.7.
(14) Shall not exceed the values given in 4.10.2 for the following parameters:
(a) Maximum bridge transit delay
(b) Maximum Message Age increment overestimate
(¢) Maximum BPDU transmission delay
hall use the value given in Table 4-3 for the following parameter:
(a) Hold Timer
ay provlde the capability to assign values to the followmg parameters to allow configuration| of the
panning Tree active topology:
a) Bridge Priority
) Port Priority :
¢) Path Cost for each Port A Bridge that prov1des this capability shall implement the range pf val-
ues specified in 4.10.2 and Tables 4-4 and 4-5.
ay provide the capability to set the values of the followmg parameters\of the Spanning Treg¢ Algo-
ithm and Protocol:

(15)

(16)

a7

¢) Bridge Forward Delay
Bridge that provides this capability shall implement the range of values specified in 4.10|2 and
able 4-3.
hall encode transmitted BPDUs and validate received BPDUs as specified in Section 5.
ay support management of the Bridge. Bridges cldaiming to support management shall support all
he management ohjects and operations defined.in’ Section 6.
ay support IEEE 802.1 remote management. Bridges claiming to support IEEE 802.1 lemote
anagement shall
a) Conform to IEEE Std 802.1B [3].
b) Support remote management by the use of the network management operations and encpdings
specified in Section 7. ‘ ‘
hall specify a Guaranteed Port Filtering Rate for each Bridge Port, a Guaranteed Bridge R aying
ate for the Bridge, and therelated time intervals Tr and Ty as specified in Section 8. Operation of
he Bridge within the specified parameters shall not violate any of the other conformance provyisions
f this standard. ' '
The supplier of an implementation that is claimed to conform to this standard shall complete a qopy of
the PICS proforma provided in Annex A and shall prov1de the information necessary to 1dent1fy both the
suppli¢r and the implementation.

(18)
(19

(20

21

1.6 Recommendations

1.6.1 Management. Support of the managed objects and management operatlons specified in Se¢tion 6
is highlly recommended.

1.7 MAC-specific Bridging Methods. MAC-specific bridging methods may exist. Use of a MAC-specific
- bridging method and the method specified in this standard on the same LAN shall
(1) Not prevent communication between stations in a Bridged Local Area Network.
(2) Preserve the MAC Service.
(3) Preserve the characteristics of each bridging method within its own domain.
(4) Provide for the ability of both bridging techniques to coexist simultaneously on a LAN without
adverse interaction. :
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2. Support of the MAC Service =

MAC Bridges interconnect the separate LANs that comprise a Bridged Local Area Network by relaying
frames between the separate MACs of the bridged LANSs. The position of the bridging function within the
MAQC Sublayer is shown in Fig 2-1.

End Station - Bridge End Station
- MAC Service
LLC LLC User
' | \Relay MAC Service
MAC . MAC Provider
i MACIMAC N :
- Fig 21

Internal Organization of the MAC Sublayer

The MAC Service is provided to the MAC Service User in the end stations and is supported by the relay
function in the Bridge. This may exclude features specific to individual medium access technologies.
Thys section discusses provision ofithe MAC Service to end stations, support of the MAC Se!E'vice by
Bridges, preservation of the MAC Service offered by the Bridged Local Area Network, maintenance of
Qualjty of Service in the Bridged-Local Area Network, and the Internal Sublayer Service offered to|Bridges

2.1 Support of the MAC Service. The MAC Service provided to end stations attached to a Bridggd Local

aNe workto

contmue to prov1de the Serv1ce in the event of component fallure (of Brldge or LAN)
(2) So that the paths supported between end stations are predictable and configurable given the avail-
ability of Bridged Local Area Network components.

2.2 Preservation of the MAC Service. The MAC Service offered by’ a Bridged Local Area Network con-
sisting of LANs interconnected by MAC Bridges is similar (2.3) to that offered by a single LAN. In
consequence,

21
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(1) ABridge is not directly addressed by communicating end stations, except as an end station for man-
_agement purposes: frames transmitted between end stations carry the MAC Address of the peer-end
station in their Destination Address field, not the MAC Address, if any, of the Bridge.

(2) All MAC Addresses must be unique and addressable within the Bridged Local Area Network.

(3) The MAC Addresses of end stations are not restricted by the topology and configuration of the
Bridged Local Area Network.

2.3 Quality of Service Maintenance. The quality of the MAC Service supported by a Bridge should not
be significantly inferior to that provided by a single LAN. The Quality of Service parameters to be consid-
ered are those which relate to

1 'SET‘V‘ICE'&'V‘aﬂauuLuy

(2) |Frame loss

(3) |Frame misordering

(4) |Frame duplication

(5) |The transit delay experienced by frames

(6) |Frame lifetime :

(7) |The undetected frame error rate -

(8) |Maximum service data unit size supported

(9) |User priority

(10) |Throughput

2.3.1 Service Availability. The MAC Sublayer provides the MAC Service to end stations attached to a
LAN or a Bridged Local Area Network. Service availability is measured as that fraction of some total time
during which the service is provided. The operation of a Bridge can increase or lower the pervice
availability.

The|service availability can be increased by automatic reconfiguration of the Bndged Local Arda Net-
work in order to avoid the use of a failed component (e.g.;>repeater, cable, or connector) in the data path.
The s%l;vice availability can be lowered by failure of a Bridge itself, through denial of service by the Bridge,
or thrqugh frame filtering by the Bridge.

ABilidge may deny service and discard frames (2.3:2) in order to preserve other aspects of the MA( Serv-
ice (2.3.8; 2.8.4) when automatic reconfiguration takes place. Service may be denied to end stations that-do
not bdnefit from the reconfiguration; hence, ‘the service availability is lowered for those end stations.
Bridggs may filter frames in order to localize traffic in the Bridged Local Area Network. Should an epd sta-
tion move, it may then be unable to recéive frames from other end stations until the filtering information

sed by
Compo-

1S 11m-
ces of

2 Frame dlscard by a Bndge because
(a) Itisunable to transmit them within some maximum time and, hence, must discard the frame to
prevent the maximum frame lifetime (2.3.6) being exceeded. -
(b) It is unable to continue to store the frame due to exhaustion of internal buffering capacity as
frames continue to arrive at a rate in excess of that at which they can be transmitted.
(c) The size of the service data unit carried by the frame exceeds the maximum supported by the
medium access control procedures employed on the LAN to which the frame is to be relayed.
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(d) Changes in the connected topology of the Bridged Local Area Network necessitate frame discard
for a limited period of time to maintain other aspects of Quality of Service.

2.3.8 Frame Misordering. The service provided by the MAC Sublayer does not permit the reordering of
frames transmitted with a given user priority. MA_UNITDATA.indication service primitives corresponding
to MA_UNITDATA request primitives with the same requested priority are received in the same order as
the request primitives were processed. The operation of the Bridges does not misorder frames transmitted
with the same user priority.

Where Bridges in a Bridged Local Area Network are capable of connectlng the individual MACs in such a
way that multiple paths between any source station—destination station pairs exist, the operation of
{0 not occur.

2.3.4 Frame Duplication. The service provided by the MAC Sublayer does not permit the duplication of
frames. The operation of Bridges does not introduce duplication of user data frames.

The| potential for frame duplication in a Bridged Local Area Network arises through the posslblhty
of dupllication of received frames on subsequent transmission within a Bridge, or throtigh the possihility of
";llle,paths between source and destination end stations.

A Bridge shall not duplicate user data frames.

2.3.p Transit Delay. The service provided by the MAC Sublayer introduces’a frame transit delay|that is

- depenflent on the particular media and media access control method employed. Frame transit delay is the
elapsed time between an MA_UNITDATA request primitive and the corresponding MA UNITDA'IA indi-
cation|primitive. Elapsed time e values are calculated only on ServiceData Units that are successfulb trans-
ferred ‘
Since the MAC Service is provided at an abstract interface within an end station, it is not pdsiible to

specify precisely the total frame transit delay. It is, howeverypossible to measure those components qf delay
associpted with media access and with transmission and reception; and the transit delay introduced by an
intermpediate system, in this case a Bridge, can be measured.

The| minimum additional transit delay introduced by a Bridge is the time taken to receive a frame plus
that taken to access the media onto which the frame is to be relayed Note that the frame is completely
receivpd before it is relayed as the Frame Check Sequence (FCS) is to be calculated and the frn1mpe dis-
carded if in error.

2.3.8 Frame Lifetime. The service provided by the MAC Sublayer ensures that there is an uppey bound
to the|transit delay experienced for.a particular instance of communication. This maximum frame ljfetime
is necpssary to ensure the correctoperation of higher layer protocols. The additional transit delay intro-
duced|by a Bridge is discussed-above.

To enforce the maximum frame lifetime a Bridge may be required to discard frames. Since the informa-
tion I;F)vided by the MAC Sublayer to a Bridge does not include the transit delay already experienced by
any particular frame, Bridges must discard frames to enforce a maximum delay in each Bridge.

The|value of the ndaximum bridge transit delay is based on both the maximum delays imposed by|all the
Bridgés in the Bridged Local Area Network and the desired maximum frame lifetime. A recommended and
an abgolute maximum value are specified in Table 4-2.

2.3.7 Undetected Frame Error Rate. The service provided by the MAC Sublayer introduces a very low
undetected frame error rate in transmitted frames. Undetected errors are protected against by the nse of a
FCS that is appended to the frame by the MAC Sublayer of the source station prior to transmission, and
checked by the destination station on reception. \

The FCS calculated for a given Service Data Unit is dependent on the medium access control method
employed. It is therefore necessary to recalculate the FCS within a Bridge providing a relay function
between IEEE 802 MACs of dissimilar types. This introduces the possibility of additional undetected
errors arising from the operation of a Bridge. For frames relayed between LANSs of the same MAC type, the
Bridge shall not introduce an undetected frame error rate greater than that which would be achieved by
preserving the FCS.
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2.3.8 Maximum Service Data Unit Size. The Maximum Service Data Unit Size that can be supported
by an IEEE 802 LAN varies with the media access control method and its associated parameters (speed,
etc.). It may be constrained by the owner of the LAN. '

The Maximum Service Data Unit Size supported by a Bridge between two LANs is the smaller of that
supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does not support
the size of Service Data Unit conveyed by that frame. ‘

2.3.9 Priority. The service provided by the MAC Sublayer includes user priority as a Quality of Service
parameter. MA_UNITDATA request primitives with a high priority may be given precedence over other
request primitives made at the same station, or at other stations attached to the same LAN, and can give

rise to EIWE‘_‘_TW ier -indication primiti
The C Sublayer maps the requested user priorities onto the access pnontles supported by thk indi-

vidual medium access control method. The requested user prlorlty may be conveyed to the destinatign sta-
tion,

Sincg a Bridge shall not reorder frames orlglnatmg from MA_ UN ITDATA request primitives of th¢ same
user priority, the mapping of priority must be static. »

2.3.10 Throughput. The total throughput provided by a Bridged Local Area Network can be signifi-
cantly [greater than that provided by an equivalent single LAN. Brldges may localize traffic witlin the
Bridged Local Area Network by filtering frames.

The throughput between end stations on individual LANs, communicating through a Bridge, can e low-
ered by frame discard in the Bridge due to the inability to transmit at the required rate on the LAN form-
ing the path to the destination for an extended perlod

2.4 Internal Sublayer Service Provided within the MAC Bridge. The Internal Sublayer Servige pro-
vided by the MAC entities to the MAC Relay Entity within'a Bridge is that provided by the indiyidual,
independent MACs. The Bridge observes the appropriate’MAC procedures and protocol for each IJAN to
which [t is connected. No control frames (also known as'MAC frames) that govern the operation of ah indi-
vidual |LAN are forwarded off the LAN of their origin:

The [nternal Sublayer Service is derived from the MAC Service ISO/IEC 10039 [15] by augmenting that
specification with elements necessary to the performance of the relay function. Within the attached end
station], these additional elements can be consgidered to be either below the MAC Service boundary, and per-
tinent [only to the operation of the servide’ provider; or local matters not forming part of the pger-to-
peer nature of the MAC Service. Three parameters are added to the list of parameters associated with the
MA_UNITDATA.request and MA_UNITDATA.indication primitives defined by the Local Area Networks
MAC Service Definition [15]. Thesé are frame _type, MAC_action, and frame: check_sequence. The defini-
tion off the Internal Sublayer Service does not add any new service pr1m1t1ves to be defined by the LAN -
MAC Service Definition.

The [Internal Sublayer. Service excludes MAC-specific features and procedures whose operation |s con-
fined tp that of the individual LANs. The unit-data primitives that describe this service are

»

M_UN|TDATA.indication (
frame_type,
mac_action,
destination_address,
source address,
mac_service_data_unit,
user_ priority,
frame_check_sequence

)

Each data indication primitive invoked corresponds to the recelpt of a MAC frame from an individual
LAN.
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The frame_type parameter indicates the class of frame. The value of this parameter is one of user_data_
frame, mac_specific_frame, or reserved_frame.

The mac_action parameter indicates the action requested of a MAC entity receiving the indication. If the
value of the frame _type parameter is user_data_frame, then the mac_action parameter is one of request_
with_response, request_with_no_response, or response. For mac speclﬁc frames and reserved frames, thls
parameter does not apply.

The destination_address parameter is either the address of an 1nd1v1dua1 MAC entity or a group of MAC
entities.

The source_address parameter is the individual address of the source MAC entlty

The mac service data unit parameter is the service user data.

Th:.;txser _priority parameter is the priority requested by the originating service user. The value jof this
parampter, if specified, is in the range 0 (Jlowest) through 7 (highest).

The frame_check_sequence parameter is explicitly provided as a parameter of the pr1m1t1ve sothat it can
be usefl as a parameter to a related request primitive without recalculation. o

The [identification of the LAN from which particular frames are received is a local\matter and|is not

exprested as a parameter of the service primitive.

M_UNITDATA.request (

frame_type,

mac_ action,
destination_address,
source_address,
mac_service_data_unit,
user_priority,
access_priority,
frame_check_sequence

)

A dgta request primitive is invoked to transmit a frame to an individual LAN.

The(frame_type parameter indicates the class of frame.

Themac_action parameter indicates the@ction requested of the destination MAC entity.

The|destination_address parameter is either the address of an individual MAC entity, or a group of MAC
entities. ' : ‘

The|source_address parameter-is.the individual address of the source MAC entity.

The[mac_service_data_unit parameter is the service user data.

The|user_priority parameter is the priority requested by the originating service user. The Value of this
para ter, if spec1ﬁed isimthe range 0 (lowest) through 7 (hlghest)

est. It
MAC

t).
L it can

xpressed

asa parameter of the service pnmltlve

2.5 Support of the Internal Sublayer Service by Specific MAC Procedures. This section specifies
the mapping of the Internal Sublayer Service to the MAC Protocol and Procedures of each individual IEEE
802 MAC type, and the encoding of the parameters of the service in MAC frames. The mapping is specified
by reference to the IEEE 802 Standards that specify the individual media access methods. The mapping
draws attention to any special responsibilities of Bridges attached to LANs of that MAC type.
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2.5.1 Support by ISO/IEC 8802-3 [5] (CSMA/CD). The CSMA/CD access method is specified in ISO/
IEC 8802-8 [5]. Section 3 of that standard specifies the media access control frame structure, and Section 4
specifies the media access control method.

On receipt of an M_UNITDATA.request primitive, the local MAC Entity performs Transmit Data Encap-
sulation, assembling a frame using the parameters supplied as specified below. It appends a preamble and
a Start Frame Delimiter before handing the frame to the Transmit Medla Access Management Component
in the MAC Sublayer for transmission ([5], 4.2.3).

On receipt of a MAC frame by Receive Media Access Management, the MAC frame is passed to Receive
Data Decapsulation which validates the FCS and disassembles the frame, as specified below, into the
parameters that are supplied with an M_UNITDATA. indication primitive ([5], 4.2.4).

The|frame_type parameter only takes the value user_data_frame and is not explicitly encoded ih MAC
frames.

The|mac_action parameter only takes the value request_with_no_response and is not exphcltly encoded
in MAC frames. , '

The|destination_address parameter is encoded in the destination address field of the, MAC frame ([5],
3.2.3). .

The|source_address parameter is encoded in the source address field of the MAC frame ([5], 3.2.3)}

The [number of octets in the mac_service_data_unit parameter is encoded in.the length ﬁeld of the MAC
frame [([5], 3.2.6), and the octets of data are encoded in the data field 5], 3.2.:7):

The|user_priority parameter is not encoded in MAC frames and takeg-the value unspeclﬁed on| corre-
g M_UNITDATA indication primitives. -

Thelframe_check_sequence parameter is encoded in the FCS field.of the MAC frame ([5], 3. 2 8). T]te FCS
i uted as a function of the destination address, source address, length, data and pad fields. This
ter, therefore, also conveys the value of the PAD field necéssary to meet the requirement for|a min-
imum fframe size ([5], 8.2.7). If an M_UNITDATA request priniitive is not accompanied by this pargmeter,
it is cdlculated in accordance with [5], 3.2.8.

No special action, above that specified for the support©f use of the MAC Service by LLC, is requlred for
the support of the MAC Internal Sublayer Service by the CSMA/CD access method.

2.5.2 Support by ISO/IEC 8802-4 [6] (Token-Passing Bus). The token-passing bus access method is
specifipd in ISO/IEC 8802-4 [6]. Section 4 of that standard specifies frame formats. Section 5 discusges the
basic qoncepts of the access protocols, and Section 7 provides the definitive specification of the tokenﬁ-pass-
ing buk MAC operation.

On receipt of an M_UNITDATA.request primitive the local MAC Entity Interface Machine (IFM) fueues
a frame for transmission by the Aceess Control Machine (ACM) ([6], Section 7). On transmission thg frame
fields are set using the parameters/supplied as specified below, and the Preamble, Start Delimiter, and End
Delimiter are added ([6], Section'4). [I

On 1 ecelpt of a valid MAC frame by the Receive Machine (RxM) ([6], 7.1.5), an M_UNITDATA.in
primitjve is generated, with parameters derived from the frame fields as specified below. .

Thelframe_type parameter is encoded in the FF bits (bit positions 1 and 2) of the frame control figld ([6],
4.1.3.1, 4.1.3.2). A bit-pattern of 0 1 denotes a user_data_frame, a bit pattern of 0 0 or 1 0 denotes # mac_
specifit_frame, and a bit pattern of 1 1 denotes a reserved frame,

The|mac_action parameter is encoded in the MMM bits (bit positions 3, 4, and 5) of the frame fontrol
field ([B], 4.1:3.2). For user_data_frames these take the values 0 0 0 for request_ w1th no_response, 0 0 1 for
qtC w1th response, and 0 1 0 for response

cation

ame ([6],
4.1.4.1).

The source_address parameter is encoded in the source address field of the MAC frame ([6], 4.1.4.2).

The mac_service_data_unit parameter is encoded in the MAC Data Unit field ([6], 4.1.5).

The user_priority parameter is encoded in the PPP bits (bit pos1t10ns 6, 7, and 8) of the frame control
field (f6], 4.1.8.2; [6], 5.1.7).

The frame_check_sequence parameter is encoded in the FCS field of the MAC frame ([6], 4.1.6). The FCS
is computed as a function of the frame control, destination address, source address, and data fields. If an
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M_UNITDATA request primitive is not accompamed by this parameter, it is calculated in accordance with
[6], 4.1.6.

No special action, above that specified for the support of use of the MAC Service by LLC, is required for
the support of the MAC Internal Sublayer Service by the token-passing bus access method.

2.5.3 Support by ISO/IEC 8802-5 [7] (Token-Passing Ring). The token-passing ring access method is
specified in ISO/IEC 8802-5 [7]. Section 3 of that standard specifies formats and facilities, and Section 4
gpecifies token-passing ring protocols.

On receipt of an M_UNITDATA.request primitive the local MAC Entity composes a frame using the
parameters supphed as speclﬁed below, appendmg the frame control destmatmn address, source address,

: atq m smiss : suitable token

On ecelpt of a valid MAC frame ([7], 4.1.4) that was not transmitted by the Bridge Port’s locgl MAC
Entity, with the Routing Information Indicator bit (which occupies the same position in the source gddress
field 4s does the Group Address bit in the destination address field) set to zero, an M. .UNITDATA indica-
tion primitive is generated, with parameters derived from the frame fields as specified-below.

The frame_type parameter is encoded in the frame_type bits (FF bits) of thé frame control figld ([7],
3.2.3.1). A bit pattern of 0 1 denotes a user_data_frame, a bit pattern of 0-0 dendtes a mac_specific|frame,
and a|bit pattern of 1 0 or 1 1 denotes a reserved frame.

The mac_action parameter only takes the value request_with_no_response and is not explicitly gncoded
in MAC frames.

The destination_address parameter is encoded in the destmatmn address field of the MAC frame ([7],
3.2.4.1). '

The source_address parameter is encoded in the source address field of the MAC frame ([7], 3.2.42).

The mac_serwce_data_umt parameter is encoded in the information field ([7], 3.2.6).

The user_priority parameter associated with user_data_frames is encoded in the YYY bits of th¢ frame
contrgl field ([7] 3.2.3).

Thd frame_check_sequence parameter is encoded inthe FCS field of the MAC frame ([7], 3.2.7). The FCS
is computed as a function of the frame control, destination address, source address, and information fields.
If an M_UNITDATA request primitive is not accompanied by this parameter, it is calculated in accgrdance
with [[7], 3.2.7.

The Address Recognized (A) bits in the Frame Status field of a frame ([7], 3.2.9) may be set to 1 if an M_
UNITDATA.indication primitive with frame_type and mac_action parameter values of user_datq frame
and rpquest_with_no_response respectively is generated, or if such an indication would be generated if
buffering had been available; otherwise the A bits shall not be set except as required by [7]. .
If the A bits are set to 1, the Frame Copied (C) bits ([7], 3.2.9) may be set to 1 to reflect the availability of

In drder to support the- MAC Internal Sublayer Service, a Token Ring Bridge must be capable of recog-
nizing and removing frames transmitted by itself, even though they can carry a source address djfferent

2.54 Support by Fibre Distributed Data Interface (FDDI). The FDDI access method is spegified in
ISO itfes and

- Onj ecelpt of a vahd frame ([14] 8.3.1) that was not transmltted by the Brldge Port’s local MAC entity,
Wlth hef o Q o N ndicg m oo erated
The parameters assoclated w1th the pr1m1t1ve are derlved from the frame fields as speclﬁed shortly below.

The Address Recognized (A) indicator in the Frame Status field of the frame ([14], 7.3.8) on the ring from
which it was received shall not be set except as required by [14]. The Frame Copied (C) indicator ({14},
7.3.8) may be set if an M_UNITDATA.indication primitive with frame_type and mac_action parameter val-
ues of user_data_frame and request_with_no_response, respectively, is generated, if the frame is to be for-
warded, and if receive buffering is available. Otherwise, the C indicator shall not be altered except as
required by [14].
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'NOTES: (1) This specification of the setting of the C indicator by MAC Bridges enhances that given in [14] and has been included in
the ongoing work of ANSI ASC X8T9.5 and is known as MAC-2. IEEE Std 802.ID does not, however, require all MAC-2 functions or
conformance to MAC-2.

(2) A Bridge can be required by [14] to alter the A and/or C indicators when receiving a frame addressed to the Bridge as an FDDI
end station, or when receiving a frame associated with the operation of the FDDI MAC.

The parameters associated with the M_UNITDATA.indication that is generated on rece1pt of a frame

now

follow:

The frame_type parameter is encoded in the frame format bits (CL, FF, and ZZZZ bits) of the Frame Con-
trol field ([14], 7.8.3). The bit pattern 0L01rXXX denotes a user_data_frame (asynchronous LLC frame,
where L represents the address length and can be 0 or 1, ris reserved and can be received as 0 or 1, and
XXX can range from 000 to 111). All other bit patterns yield a frame_type parameter value of not_user_

data]

Tﬂe mac_; actlon parameter takes only the value request_with_no_response and is not explicitly{encoded
in C frames.

THe destination_address parameter is enclosed in the destmatmn address field of the MAC frame ([14],
7.3.4-7.3.4.1).

Tae source_address parameter is encoded in the source address field of the MAC-frame (14, 7.3.4~
7.3.4.2).

THe mac_service_data_unit parameter is encoded in the information field ([14],.7.3. 5)

THe user_priority parameter associated with user_data_frames is encoded in"the PPP bits of t ‘
conttol field ([14], 7.3.3.4) when the frame is an asynchronously transmitted LLC frame whose frame con-
trol field value is 0LO10PPP, where L represents the address length ({14],-7.3.3.2).

THe frame_check_sequence parameter is encoded in the Frame Check Sequence Field of the
([14]} 7.3.6). The frame_check_sequence is computed as a function of the frame control, degtination
addness, source address, and information fields.

On receipt of an M_UNITDATA request primitive, the local MAC entity composes a frame using the
parameters supplied as specified above, appending the frame control, destination address, source |address,

suitgble token ([14], 8.3.1). On transmlssmn, the preamble, starting delimiter, ending dehmlter, and frame
statys fields are added.
n M_UNITDATA request primitive is not accompanied by a frame check sequence, one is cgleulated

If
in ag
Th
L rej

cordance with [14], 7.3.6.

presenting the address length ([14], 7.3.8.2), r being reserved and set to zero, and PPP indic

frame’s priority ([14], 7.3.3.4).

If

- ([14]

priox
from|
In

itself

that

e bit pattern of the frame control field shall be 0LO1rPPP, indicating an asynchronous LL.C frime with

ting the

the user priority parameter yvalue is specified, it is encoded in the PPP bits and the acces

the THT.

order to support the-MAC Internal Layer Service, an FDDI bridge removes frames trans
as required by [14],-even though they can carry a source address different from that of the brj
transmitted them:

priority

8.1.4) is derived from the token-holding timer THT or otherwise by implementor option. If the user_
ity parameter value is unspecified, the PPP bits shall be set to zero and the access priority derived

itted by
dge port
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— 3. Principles of Operation

section establishes the principles and a model of the operation of a Bridge as follows:

Establishes an architectural model for a Bridge that governs the provision of thesé functions.
functions.
of Entities in a Bridge.

fdge Operation. The principal elements of Bridge operation are

Relay and filtering of frames.

Maintenance of the information required to make frame filtering and relaymg decisions.
Management of the above.

Relay. A MAC Bridge relays individual MAC user data frames between the separate MACs

are
Frame reception.
Discard on received frame in error (2:8.2).

request_with_no_response (2.4).

Frame discard following the application of filtering information.

Frame discard on transmittable service data unit size exceeded (2.3.8).

Forwarding of received frames to other Bridge Ports.

Frame discard to ensure that a maximum bridge transit delay is not exceeded (2.3.6).
Selection of outhouind access priority (2.3.9).

Mapping of service data units and recalculation of Frame Check Sequence (2.3. 7)
Frame transmission.

2.3.1

'n

The functions that support the use and maintenance of filtering information are

1)
2)
3)

4)
(5)

Permanent configuration of reserved addresses.
Explicit configuration of static filtering information.

Explains the principal elements of Bridge operation and lists the functions that support these.

Provides a model of the operation of a Bridge in terms of Processes and Entities’that supp¢rt the

Details the addressing requirements in a Bridged Local Area Network and specifies the addressing

of the

d Local Area Networks connected to its Ports. The drder of frames of given user_priority received on
one Port and transmitted on another shall be preserved.

functions that support the relaying of frames-and maintain the Quality of Service supported by the

Frame discard if the frame_type“is not user_data_frame, or if its mac_action parameter |is not

Filtering Information. A Bridge filters frames, i.e., does not relay frames received by a Bridge
other’Ports on that Bridge, in order to prevent the duplication of frames (2.3.4). Frames trapsmit-
ween a pair of end stations can be confined to LANs that form a path between those end sflations

Automatic learning of dynamic filtering information through observation of Bridged Local Area Net-

work traffic.
Ageing out of filtering mformatlon that has been automatically learned.
Calculation and configuration of Bridged Local Area Network topology.
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3.1.3 Bridge Management. The functions that support Bridge Management control and monitor the
provision of the above functions. They are specified in Section 6.

LAN
ll FUI‘ || IPULtI
Bridge Bridge
I Port I [ Port l
| Port |
Bridge
| Port l LAN
| Port |
.Bridge
I Port I
LAN
I Port l
P ) P
Q Bridge 0
t t
LAN : LAN
Fig 3-1

A Bridged Local Area Network

3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and from the LAN to which
it is attached using the services provided by the individual MAC Entity associated with that Port. The
MAC Entity for each Port handles all the Media Access Method Dependent Functions (MAC protocol and
procedures) as specified in the relevant IEEE 802 standard for that MAC technology.
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The MAC Relay Entity handles the Media Access Method Independent Functions of relaying frames
between Bridge Ports, filtering frames, and learning filtering information.

The Bridge Protocol Entlty handles calculation and configuration of Bridged Local Area Network
topology.

The MAC Relay Entity uses the Internal Sublayer Service provided by the separate MAC Entities for
each Port. This service and its support is described in 2.4 and 2.5. It is not specific to any MAC technology.

The Bridge Protocol Entity and other higher layer protocol users, such as Bridge Management, make use
of Logical Link Control procedures. These procedures are provided separately for each Port, and use the
MAC Service provided by the individual MAC Entities.

‘Figures 8-2 and 3-8 illustrate a Bridge and its Ports and the architecture of the Bridge for a Bridge with
two Ports. A Bridge may have more than two Ports.

Bridge

— - e - . - -

Fig 3-2
Bridge Ports

3.3 Model of Operation. The use, by the MAC Relay Entity, of the Internal Sublayer Service provided by
the individual MACEntities associated with each Bridge Port is specified in 3.5 and 3.6.
Frames are accepted for transmission and delivered on reception to and from Processes and Entitfes that
mode] the operation of the MAC Relay Entity in a Bridge. These are
(1) | The Forwarding Process (3.7), which forwards received frames that are to be relayed to other Bridge
Ports, filtering frames on the basis of information contained in the Filtering Database (3.9){and on
thie state of the Bridge Ports (3.4). ;

(2) The Learning Process (3.8), that, by observing the source addresses of frames received on each Port,
updates the Filtering Database (3.9) conditionally on the state of the Port (3.4) on which frames are
observed.

(3) The Filtering Database (3.9), which holds filtering information either explicitly configured by man-
agement action or automatically entered by the Learnmg Process, and which supports queries by
the Forwarding Process as to whether frames with given values of the destination MAC address
field should be forwarded to a given Port.
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Bridge Architecture

Each Bridge Port also functions as an end station providing the MAC Service to LLC that supponts

(1)| The Bridge Protocol Entity (3.10), which operates a MAC Sublayer configuration protocol (Sgction 4)
between Bridges, which determines, in part;the state of each Bridge Port (3.4) and its parti¢ipation
in the active topology of the Bridged Local'‘Area Network.

(2)| Other users of LLC, such as protocols ‘providing Bridge Management (3.11).

Ea¢h Bridge Port shall support the operation of LLC Type 1 procedures in order to support the operation
of the Bridge Protocol Entity. Bridge Ports may support other types of LLC procedures, which may [be used
by other protocols.

Figure 3-4 illustrates a singleinstance of frame relay between the Ports of a Bridge with two Ponts.

Figlure 3-6 illustrates the reception and transmission of Brldge Protocol Data Units by the Bridge Proto-

3.4 Pprt State Information. State information associated with each Bridge Port governs its parti¢ipation
in the Br1dged Local Area Network If management permits a Port to participate in frame relay, and if it is

sp i A i i ology of
the Bndged Local Area N etwork toa slmply connected actlve topology (Sectlon 4). Subsectlon 4.4 specifies
the Port States associated with that mechanism. Ports that continue to participate in frame relay are
described as being in a forwarding state.

"'The incorporation of end station location information in the Filtering Database by the Learning Process
also depends on the active topology. If information associated with frames received on a Port is to be incor-
porated in the Fllterlng Database by the Learning Process, then the Port is described as being in a learnmg
state; otherwise, it is in a non-learning state.
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Operation of ‘Inter-Bridge Protocol

ire 3-6 illustrates the operation of the Bridge Protocol Entity which operates the Spanning Tr
and Protocol, and its modification of Port state information as part of determining the activ

the Bridged Local Area Network. v

ire 3-5 illustrates the use of the Port state information for a Port receiving a frame, by the L

ks, in order to determine whether the statiorocation information should be incorporated in

r Database.

be Algo-
e topol-

barning
the Fil-

ire 3-4 illustrates the use of the Port state information for a Port receiving a frame, by the F

Bridge; and the use of the Port state ififormation for a second Bridge Port in order to determine

the re

3.5 Fi
trans]

layed frame should be forwarded through that Port.

rame Reception. The individual MAC Entity associated with each Bridge Port examines all
mitted on the LAN towhich it is attached.

Fra
frame

All

es that are in error as defined by the relevant media access method shall be discarded; this i
s whose FCS is in-error.

other frames shall be submitted to the Learning Process.

rward-

focess, in order to determine whether the received frame should be relayed through other Port§ on the

hether

frames

ncludes

Frames with M-UNITDATA.indication primitive frame_type and mac_action parameter values ¢f user_

data

frame and request with_no_response, respectively (2.5), are submitted to the Forwarding .

'rocess.

Framps with other values of frame _type and mac_action parameters, such as request_with_response and

respo

S€ frames, are dlscarded and shall not be relayed by the Brldge

submltted to LLC Such frames carry e1ther the 1nd1v1dual MAC Address of the Port ora group address
associated with the Port (8.12) in the destination address field.

Frames relayed to a Bridge Port from other Bridge Ports in the same Brldge, and addressed to that
Bridge Port as an end station, shall also be submitted to LLC.

3.6 Frame Transmission. The individual MAC Entity associated with each Bridge Port transmits frames
submitted to it by the MAC Relay Entity.
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Relayed frames are submitted for transmission by the Forwarding Process. The M_UNITDATA request
primitive associated with such frames conveys the values of the source and destination address fields
received in the corresponding M_UNITDATA indication primitive.

LLC Protocol Data Units are submitted by LLC as a user of the MAC Service provided by the Bridge
Port. Frames transmitted to convey such Protocol Data Units carry the individual MAC Address of the Port
in the source address field.

Each frame is transmitted subject to the MAC procedures to be observed for that specific IEEE 802 LAN
technology. The values of the frame_type and mac_action parameters of the corresponding M_UNIT-
DATA request primitive shall be user_data_frame and request_with_no_response respectively (2.5).

Frames transmitted following a request by the LLC user of the MAC Service provided by the Bridge Port
shall also be submitted to the MAC Relay Entity.

3.7 Frame Forwarding. The Forwarding Process forwards received frames that are to be relayed to other
Bridge Ports, filtering frames on the basis of information contained in the Filtering Database and on the
state of the Bridge Ports.

3.7.1 Forwarding Conditions. A frame received on a Bridge Port and submitted to the Forwarding:
Procegs shall be queued for transmission on each of the other Bridge Ports if, and only if
(1) | The Port on which the frame was received was in a forwarding state (4.4), and
(2) | The Port on which the frame is to be transmitted is in a forwarding-state, and
(3) | Either
(a) The Filtering Database indicates that frames with thiscvalue of the destination MAC address
field should be forwarded through the transmission Port (as would happen, for examplI, if the
destination address was not in the database), or
(b) The values of the source and destination MAC address fields are the same, and the Bridge is
configured to not filter such frames,
and ‘ :
(4) | The Maximum Service Data Unit Size supported by the LAN to which the transmission [Port is
attached and would not be exceeded. :

3.72 LLC Duplicate Address Check. A:Bridge may either:
(1) | Filter frames whose source and destination MAC address fields have the same value, in drder to
localize traffic, or

(2) | Forward such frames, in order to support the optional LLC duplicate address check function

3.788 Queued Frames. Thé Forwarding Process provides storage for queued frames, awaiting an oppor-
tunity to submit these for transmission to the individual MAC Entities associated with each Bridge Port.
The order of queued frames shall be maintained.

A filame queued by-the Forwarding Process for transmission on a Port shall be removed from that queue
on submission to the individual MAC Entity for that Port; no further attempt shall be made to transmit the
framd on that Port-even if the transmission is known to have failed.

A flame quetied by the Forwarding Process for transmission on a Port can be removed from that| queue,
and nbt subsequently transmitted, if the time for which buffering is guaranteed has been exceeded for that

: 1ed igei shall be : quently
submltted to the 1nd1v1dua1 MAC Entlty for that Port if that is necessary to ensure that the maximum
bridge transit delay (2.3.6) will not be exceeded at the time at which the frame would be subsequently
transmitted.

A frame queued for transmission on a Port shall be removed from that queue if the associated Port leaves
the Forwarding state.

Removal of a frame from a queue for transmission on any particular Port does not of 1tself imply that it
shall be removed from a queue for transmission on any other Port.
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8.7.4 Priority Mapping. The Forwarding Process performs the mapping of the priority of forwarded
frames (2.3.9). It determines the values of the user_priority and access_priority parameters used to relay
frames.

The user_priority parameter in an M_UNITDATA.request primitive (2.5) shall be

(1) Equal to the value of the user_priority of the corresponding M_UNITDATA.indication primitive, if
that was specified; i.e., if the frame was received from a LAN using the token-passing bus, token-
passing ring, or FDDI access method; or '

(2) Set to the value of the Outbound User Priority parameter (see below) for the transmission Port, if
the value in the corresponding M_UNITDATA.indication primitive was unspecified; i.e., if the frame
was received from a LAN using the CSMA/CD access method.

The|access_priority parameter in an M_UNITDATA.request primitive (2.5) shall be either

(a) Set to the value of the Outbound Access Priority parameter (see below) for the transmission
Port, or
(b) Equal to the value of the user priority parameter in the request primitive, or
(¢) For the case of FDDI [14], derived from the THT as a default or otherwise; by lmple mentor
option.
The| Outbound User Priority and Qutbound Access Priority parameters may be set by management. If
this capability is provided, the value of the parameters shall be independently settable for each tr?nsmis—
sion Port, and the Bridge shall have the capability to use the full range of values in the parameter ranges
specified in Tables 3-1 and 3-2. If this capability is not provided, the Bridge shall use the default|values
specified in Tables 3-1 and 3-2.

~ Table 3-1
Outbound User Priorities
Recommended ;
Parameter : or , Range
Default Value
OutHound User Priority (ISO/IEC 8802-3 CSMA/CD) 0 0-7
Outhound User Priority ISO/IEC 8802-4.Token Bus) 0 0-7
OutHound User Priority ISO/IEC8802-5 Token Ring) ’ o - : 0-7
Outhjound User Priority (FDDI) 0 .07
Table 3-2
Outbound Access Priorities
‘ Recommended
Parameter ‘ ‘ or . Range
Default Value
Outbound Access Priority ISO/IEC 8802-3 CSMA/CD) -0 0-7
Outbound Access Priority ISO/IEC 8802-4 Token Bus) 0 0-7 ¢
Outbound Access Priority (ISO/IEC 8802-5 Token Ring) 4 0-7

Note that the CSMA/CD access method treats all values of access_priority equally and does not signal
user_priority. The Outbound User Priority and Outbound Access Priority parameters are still specified for
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this access method to allow a consistent approach to the management of Bridge Ports of different MAC
types.

3.7.5 FCS Recalculation. Where a frame is being forwarded between two individual MAC Entities of
the same IEEE 802 or FDDI LAN type the FCS received in the M_UNITDATA.indication primitive may be
supplied in the corresponding M_UNITDATA.request primitive and not recalculated (2.3.7).

Where the LANSs are of different types this is not possible, and the FCS is recalculated according to the
specific MAC procedures of the transmitting MAC Entity. .

3.7.6 Model. Figure 3-4 illustrates the operation of the Forwarding Process in a single instance of frame

icylar end
statigns by inspection of the source address field of received frames. It shall ereate or update a Iynamic
entry (3.9, 3.9.2) in the Filtering Database, associating the Port on which the frame was received yith the
MAC address in the source address field of the frame, if and only if

(1)] The Port on which the frame was received is in a state that allows.learning (4.4), and

(2)] The source address field of the frame denotes a specific end station, i.e., is not a group addréss, and

(3)| Astatic entry (3.9, 3.9.1) for the associated MAC address does not already exist, and

(4)| The resulting number of entries would not exceed the capacity of the Filtering Database.

If the Filtering Database is already filled up to its capacity, but a new entry would otherwise he made,
then |an existing entry may be removed to make room for the new entry.

Figure 3-5 illustrates the operation of the Learning Process in the inclusion of station location informa-
tion ¢arried by a single frame, received on one of the Ports of a Bridge, in the Filtering Database.

configured by management action or automatieally entered by the Learning Process. It supports queries by
the Forwarding Process as to whether frames with given values of the destination MAC address field
should be forwarded to a given Port.

The Filtering Database shall contain static entries (3.9.1). It shall be capable of containing flynamic
entries (3.9.2). Both types of entry shall not exist for a given MAC address: a dynamic entry shall not be
creatied if a static entry for the same MAC address already exists; creation of a static entry shall cause the
removal of a dynamic entry for the same address if one exists.
ThE Filtering Database may be interrogated and updated by management. Such management| may be

3.9 ’}l;e Filtering Database. The Filtering Database holds filtering information that is either e{(plicitly

carripd out by local or private means, or by use of the remote management capability provided by Bridge
Mangagement (3.11) using the operations specified in Section 6.

3.9.1 Static Entries. Static entries may be added to and removed from the Filtering Databage under

- explifit managernent control. They are not automatically removed by any timeout mechanism.

Static entries specify

(1)) TheMAC address for which ﬁltenng is specified.

(2)| For each inbound Port on which frames are received, a Port map that specifies for each ohtbound
Port on which frames may be transmitted, whether frames shall be filtered or forwarded to that
Port.

The MAC addresses that can be specified shall include group addresses and the broadcast address.

3.9.2 Dynamic Entries. Dynamic entries are created and updated by the Learning Process as described
in 8.8. They shall be automatically removed after a specified time has elapsed since the entry was created
or last updated. This timing out of entries ensures that end stations that have been moved to a different
part of the Bridged Local Area Network will not be permanently prevented from receiving frames. It also
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takes account of changes in the active topology of the Bridged Local Area Network which can cause end sta-
tions to appear to move from the point of view of a Bridge; i.e., the path to those end stations subsequently
lies through a different Bridge Port. ‘

The timeout value, or Ageing Time, after which a dynamic entry is automatically removed, may be set by
management (Section 6). A recommended default value for use in IEEE 802 Bridged Local Area Networks
is specified in Table 3-3; this is suggested in order to remove the need for explicit setting of the value in
most cases. Table 3-3 also specifies a range of applicable values. If the value of Ageing Time can be set by
management, the Bridge shall have the capablhty to use values in the range specified, with a granularity
of1s.

Table 3-3
Ageing Time Parameter Value
Parameter Recommended Default Value Range -
Ageing Time o 300.0 10.0-1.0 x 108

All times are in seconds.

The¢ Spanning Tree Algorithm and Protocol specified in Section 4 includes a procedure for notifyiing all
Bridggs in the Bridged Local Area Network of topology changes and specifies-a short value for the timeout
value which is enforced for a period after any topology change. This procedure allows the normal timeout,
operable during periods in which the topology does not change, t6.be long enough to cope with peribds for
which|addressed end stations do not generate frames themselvés, perhaps through being powered down,
while jpot sacrificing the ability of the Bridged Local Area Network to continue to provide a servide after
automlatic reconfiguration.

Dynlamic entries specify

(1) |The MAC address for which filtering is specifiéd.

(2) |APort number.

Fraines with the specified destination MAC address shall be forwarded only to the specified Port. A
dynarI:c entry acts like a static entry with aisingle Port selected in the Port map.
The|MAC addresses specified in dynamie entries shall not include group addresses and the brqgadcast
S.

3.9.3 Permanent Database. 'The Filtering Database contains a Permanent Database which provides
fixed gtorage for static entries/(The Fllterlng Database shall be initialized with the static entries corftained

Static entries may be added to and removed from the Permanent Database under explicit managfement
3.9.4 Model of Operation. Figure 3-6 illustrates the operation of the Bridge Protocol Entity|(3.10), .
which [operates the Spanning Tree Algorithm and Protocol, and its notification of the Filtering Database of

Figuyre 3-5 illustrates the creation or update of a dynamic entry in the Filtering Database by the Learn-

Figure 3-4 illustrates the use of the Filtering Database by the Forwarding Process in a single instance of
frame relay between the Ports of a Bridge with two Ports.

3.10 Bridge Protocol Entity. The Bridge Protocol Entity operates the Spanning Tree Algorithm and
Protocol.

The Bridge Protocol Entities of Brldges attached, through their Ports, to the same 1nd1v1dual LANs ina
Bridged Local Area Network, communicate by exchanging Bridge Protocol Data Units (BPDUs).

38



https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993
MEDIA ACCESS CONTROL (MAC) BRIDGES ANSIIEEE Std 802.1D, 1993 Edition

Figure 3-6 illustrates the operation of the Bridge Protocol Entity including the reception and transmis-
sion of frames containing BPDUs, the modification of the state information associated with individual
Bridge Ports, and notification of the Filtering Database of changes in active topology.

3.11 Bridge Management. Remote management facilities may be provided by the Bridge.
The facilities provided and the operations that support these are specified in Section 6.

Section 7 specifies the protocol operations, identifiers, and values to be used in realizing these manage-
ment operations through the use of IEEE Std 802.1B [3].

Bridge Management protocols use the Service provided by the operation of LLC Procedures, which use
the MAC-Service provided by tire-Bridged-Local Area Network:

3.12 Addressing. All MAC Entities communicating across a Bridged Local Area Network shall use 48-bit
addregses, which may be Universally Administered or Locally Admlnlstered Addresses, or both.

A Bridge may use

(1) | 48-bit Universally Administered Addresses, or
(2) | 48-bit Locally Administered Addresses, or

(3) | 16-bit Locally Administered Addresses.

The specific MAC address used by every MAC Entity communicating across the Bridged Local Arpa Net-
work shall be unique in that network in order to specify the addressed station unambiguously.

3.12.1 End Stations. Frames transmitted between end stations using the MAC Service provided by a
Bridged Local Area Network carry the MAC address of the source and destination peer end stationg in the
sourc¢ and destination address fields of the frames, respectively. The address, or other means of identifica-

the B idged Local Area Network.
The broadcast address and other group addresses‘apply to the use of the MAC Service provided by the
Bridged Local Area Network as a whole. Frames \with such values of the destination address fieldare, in

the apsence of explicit management configuration of the Filtering Database (3.9, Section 6), relayed
throughout the Bridged Local Area Network.

8.12.2 Bridge Ports. The individual MAC Entity associated with each Bridge Port shall have a s¢parate
specific MAC Address. This address is used by the MAC procedures operated by the MAC Entity, if -
required by the particular Media Access Method employed.

Frames that are received-from the LAN to which a Port is attached and which carry a MAC addtess for
the Pqrt in the destination address field are submitted to the MAC Service User (LLC) exactly as for{an end

selected Brldge Port BPDUs are recelved through correspondmg DL UNITDATA 1nd1cat10n pr1m1t1ves
The source_address and destination_address parameters of the DL UNITDATA. request primitive shall
both denote the Standard LSAP assngned to the Bridge Spannmg Tree Protocol. This identifies the Bridge
Protocol Entity among other users of LLC.

Each DL_UNITDATA request primitive gives rise to the transmission of an LLC Ul command PDU
which conveys the BPDU in its information field. The source and destmatlon LSAP address fields are set to
the values supplied in the request primitive.
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The value assigned to the Bridge Spanning Tree Protocol LSAP is given in Table 3-4.6

Table 3-4
Standard LSAP Assignment
Assignment Value
Bridge Spanning Tree Protocol ‘ 01000010 -

Code Representation: The least significant bit of the value shown is the left-
most. The bits increase in significance from left to right.

This standard defines a Protocol Identifier field, present in all BPDUs (Section 5), which serves tq iden-
tify different protocols supported by Bridge Protocol Entities, within the scope of the LSAP Assignment.
This stlandard specifies a single value of the Protocol Identifier in Section 5. This value serves to identify
BPDUs exchanged between Bridge Protocol Entities operating the Spanning Tree Algorithm and Protocol
‘specifi¢d in Section 4. Further values of this field are reserved for future standardization.

A Bridge Protocol Entity that receives a BPDU with an unknown Protocol Identifier shall discard that

A Bridge Protocol Entity that operates the Spanmng Tree Algonthm and-Protocol specified in Se¢tion 4
of this[standard always transmits BPDUs addressed to all other Bridge Protocol Entities attached fto the
LAN oh which the frame containing the BPDU was transmitted. A group address shall be used in the des-
tinatiop address field to address this group of Entities. This group-address shall be configured in tHe Per-
Database (3.12.6) in order to confine BPDUs to the individual LAN on which they are transmitted.

-bit Universal Address, known as the Bridge Group Address, has been assigned for this purpgse. Its

value i spec1ﬁed in Table 3-5. Bridges that use 48-bit Umversally Administered Addresses shall use this
addresb in the destination address field of all MAC frames conveying BPDUs.
The [source address field of MAC frames conveying BPDUs contains the specific MAC Address for the

Bridge| Port through which the BPDU is transmitted (3.12.2).

3.12/4 Bridge Management Entities, Bridge Management Entities transmit and receive protocgl data
units ysing the Service provided by thelindividual LLC Entities associated with each Bridge Port. Hach of
these ip turn uses the MAC Service,swhich is provided by the individual MAC Entities associated with that
Port altd supported by the Bridged Local Area Network as a whole. '

As h user of the MAC Service provided by a Bridged Local Area Network, the Bridge Management

Entity|may be attached to afiy point in the Bridged Local Area Network. Frames addressed to the Bridge
Management Entity will berelayed by Bridges if necessary to reach the LAN to which it is attached

ciated.lltis re se : : es assdciated
with each Bridge Port ie., that it be reachable through each Brldge Port usmg frames carrying the specific
MAC address of that Port in the destination address field.

This standard specifies a standard group address for public use which serves to convey management
requests to the Bridge Management Entities associated with all Bridge Ports attached to a Bridged Local
Area Network. A management request that is conveyed in a MAC frame carrying this address value in the

5The full list of standard LSAP assignments and criteria for assignment is contained in ISO/IEC Draft Technical Report 10178.

40 -



https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993
MEDIA ACCESS CONTROL (MAC) BRIDGES ANSI/IEEE Std 802.1D, 1993 Edition

destination address field will generally elicit multiple responses froxh a single Bridge. This address is
known as the All LANs Bridge Management Group Address and takes the value specified in Table 3-6.

Table 3-5
Reserved Addresses
Assignment Value ’
Bridge Group Address 01-80-C2-00-00-00
Reserved for future standardization 01-80-C2-00-00-01
Reserved for future standardization 01-80-C2-00-00-02
Reserved for future standardization 01-80-C2-00-00-03
Reserved for future standardization 01-80-C2¢00-00-04
Reserved for future standardization ‘ 01-80-C2-00-00-05
Reserved for future standardization 01-80-C2-00-00-06
Reserved for future standardization ’ 01-80-C2-00-00-07
Reserved for future standardization 01-80-C2-00-00-08
Reserved for future standardization 01-80-C2-00-00-09
Reserved for future standardization 01-80-C2-00-00-0A
Reserved for future standardization 01-80-C2-00-00-0B
Reserved for future standardization 01-80-C2-00-00-0C
Resgrved for future standardization : 01-80-C2-00-00-0D
Reserved for future standardization 01-80-C2-00-00-0E
Resgrved for future standardization : 01-80-C2-00-00-0F
Table 3-6
Addressing Bridge Management
Assignment Value
All LANs BridgeManagement Group Address 01-80-C2-00-00-10
3.12.6 Unique Identification of a Bridge. It is necessary for the operation of the Bridge Proto¢ol spec-
iﬁed‘Fl Section 4, that a single unique identifier be associated with each Bridge. This identifier is|derived
from |a tnique MAC address for the Bridge, known as the Bridge Address.

In a Bridged Local Area Network utilizing locally assigned 16-bit addresses, this address shall be unique
among all those assigned in the Bridged Local Area Network.

In a Bridged Local Area Network utilizing 48-bit addresses, this address shall be assigned to be globally
unique, i.e., it shall be a 48-bit Universally Administered Address.

It is recommended that this address be the specific MAC Address of the lowest numbered Bridge Port
(Port 1). ;
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The unique Bridge Identifier used by the Spanning Tree Algorithm and Protocol is derived from the
Bridge Address, as specified in 4.5.3 and 5.2.5.

8.12.6 Reserved Addresses. Frames containing any of the group addresses specified in Table 3-5 in
their destination address field shall not be relayed by the Bridge. They shall be configured in the Perma-
nent Database. Management shall not provide the capability to remove these addresses from the Perma-
nent or the Filtering Databases. These group addresses are reserved for assignment to standard protocols,
according to the criteria for such assignments (IEEE Std 802 [2], 5.5).

Other group addresses may be configured as static entries in the Permanent Database, without the need
for explicit initialization through management. Management may provide the capability to remove these

addresses-from-the Permanent-or Filtering Database

42



https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

Th

ISO/IEC 10038 : 1993
ANSI/IEEE Std 802.1D, 1993 Edition

e configuration algorithm and protocol described in this section reduce the Bridged Local Area Net-
work topology to a single Spanning Tree.

4.1 Requirements to be Met by the Algorithm. The Spanning Tree Algorithm and its associated Bridge

Prot

beol operate to Support, Preserve, and Maintain the Quality of the MAC Service in all its aspects as

discyissed in Section 2. In order to perform this function, the algorithm meets‘the followmg requirements,

each
1

(2

@

(4

63

6

of which is related to the discussion in that section:

It will configure the active topology of a Bridged Local Area Network-of arbitrary topology ifto a sin-
gle spanning tree, such that there is at most one data route between any two end stations, ¢liminat-
ing data loops (2.3.3; 2.3.4).
It will provide for fault tolerance by automatic reconfiguration of the spanning tree topology as a
result of Bridge failure or a breakdown in a data path,within the confines of the available| Bridged
Local Area Network components, and for the automatic.accommodation of any Bridge or Bridge Port
added to the Bridged Local Area Network without the formation of transient data loops (2.1).

The entire active topology will stabilize in any sized Bridged Local Area Network. It will, with a
high probability, stabilize within a short, known bounded interval in order to minimize the{time for
which the service is unavailable for communication between any pair of end stations (2.1).

The active topology will be predictable and reproducible, and may be selected by management of the
parameters of the algorithm, thus allowing the application of Configuration Management, following
traffic analysis, to meet the goals of Performance Management (2.1; 2.3.10).

It will operate transparently to the end stations, such that they are unaware of their attachment to
a single LAN or a Bridged Local Area Network when using the MAC Service (2.2).

The communications bandwidth consumed by the Bridges in establishing and maintaihing the
spanning tree on any-particular LAN will be a small percentage of the total available bgndwidth
and independent of the total traffic supported by the Bridged Local Area Network regardljss of the
total number of Bridges or LANs (2.3.10).

Additionally, the algorithm and protocol meet the following goals Whlch limit the complexity of Bridges

and pheir configuration:

(a

(b

The memory requirements associated with each Bridge Port are independent of the nymber of
Bridges and LANSs in the Bridged Local Area Network.

Bridges do not have to be individually configured before being added to the Bridged Local Area Net-
work, other than having their MAC addresses assigned through normal procedures.

42 Requirements of the MAC Bridges. In order for the Bridge Protocol to operate, the following are
required:

¢}

2
3

A unique MAC group address, recognized by all the Bridges within the Bridged Local Area Network,
that identifies the Bridge Protocol Entities of all Bridges attached to an individual LAN.

An identifier for each Bridge, unique within the Bridged Local Area Network.

A distinct Port identifier for each Bridge Port, that can be assigned independently of the values used
in other Bridges.

43


https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993 o
ANSVIEEE Std 802.1D, 1993 Edition LOCAL AREA NETWORKS:

Values for each of these parameters, or a mechanism for assigning values to them, shall be provided by
each Bridge. In the case of MAC Bridges that use 48-bit Universally Administered Addresses, the unique
MAC Address that identifies the Bridge Protocol Entities is the Bridge Group Address (3.12.3).

In addition, to allow the configuration of the Spanning Tree active topology to be managed, the following
are required;

(a) A means of assigning the relative priority of each Bridge within the set of Bridges in the Bridged

Local Area Network.
(b) A means of assigning the relative priority of each Port within the set of Ports of an individual
Bridge.

(¢ Ameans of assigning a path cost component to each Port

Thede parameters may be set by management. !L

The unique identifier for each Bridge is derived, in part, from the Bridge Address (3.12.5) and, in part,
from a|manageable priority component (5.2.5). The relative priority of Bridges is determined by-the qumer-
ical comparison of the unique identifiers, with the lower numerical value indicating thechigher priority
identifjer.
of the identifier for each Port is fixed and is different for each Port on a Bridge, and part is § man-
ageablp priority component (5.2.7). The relative priority of Ports is determined by the'numerical compari-
son of the unique identifiers, with the lower numerical value indicating the higher priority identifier

The |path cost associated with each Port may be manageable. Additionally, 4.10.2 recommends default
values|for Ports attached to LANSs of specific MAC types and speeds.

4.3 Overview

4.3.1 The Active Topology and Its Computation. The Spanning Tree Algorithm and Protocol ¢onfig-
ure a gimply connected active topology from the arbitrarily connected components of a Bridged Locdl Area
Network. Frames are forwarded through some of the Bridge Ports in the Bridged Local Area Network and
not thfough others, which are held in a blocking state. At any time, Bridges effectively connect jyst the
LANS to which Ports in a forwarding state are attached. Frames are forwarded in both directions through
Bridged Ports that are in a forwardmg state. Ports.that are in a blocking state do not forward fraes in
either [direction but may be included in the active topology, ie., be put into a forwarding state if ¢ompo-
nents fail, are removed, or are added.

One|of the Bridges is known as the Root or the Root Bridge in the Bridged Local Area Networkl Each
individual LAN has a Bridge Port connected to it that forwards frames from that LAN towards the Root
and forwards frames from the direction of the Root onto that LAN. This Port is known as the Designated

warding state are the Root Port (that closest to the Root—see below) and the Designated Ports Gf there are

In Fjg 4-1, Bridge1 has been selected as the Root (though one cannot tell simply by lookmg at thq topol-
ogy which Bridge is the Root) and is the Designated Bridge for LAN 1 and LAN 2. Bridge 2 is the [Desig-
nated Bridgefor LAN 3 and LAN 4, and Bridge 4 is the Designated Bridge for LAN 5. Figure 4-2 shows the
logicalltreé topology of this configuration of the Bridged Local Area Network.

The stable active topology of a Bridged Local Area Network is determined by

(1) Theunique Bridge Identifiers associated with each Bridge.

(2) The Path Cost associated with each Bridge Port.

(8) The Port Identifier associated with each Bridge Port

The Bridge with the highest priority Bridge Identifier is the Root (for convenience of calculation this is
the identifier with the lowest numerical value). Every Bridge Port in the Bridged Local Area Network has a
Root Path Cost associated with it. This is the sum of the Path Costs for each Bridge Port receiving frames
forwarded from the Root on the least cost path to the Bridge. The Designated Port for each LAN is the
Bridge Port for which the value of the Root Path Cost is the lowest: if two or more Ports have the same
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Fig 4-1
Active Topology

of Root Path Cost, then first the Bridge Identifier of their Bridges and then their Port Identifiers are

used

as tie- breakers. Thus, a single bridge Port is selected as the Designated Port for each LAN, the same

computation selects the Root Port of a Bridge from amongst the Bridge’s own Ports, and the active topology
of the Bridged Local Area Network is completely determined. :

A component of the Bridge Identifier of each Bridge, and the Path Cost and Port Identifier of each Bridge

Port,

can be managed, thus allowing a manager to select the active topology of the Bridged Local Area

Network.
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Spanning Tree

4.3.2 Propagating the Topology Information. Bridges send a type of Bridge Protocol Data Unit
known as a Configuration BPDU to each other in order to-communicate and compute the above informa-
tion. A MAC frame conveying a BPDU carries the Bridge Group Address in the destination address field
and is received by all the Bridges connected to the LAN on which the frame is transmitted.

Bridge Protocol Data Units are not directly forwarded by Bridges, but the information in them may be
used by a Bridge in calculating its own BPDU to transmit, and may stimulate that transmission. The Con- .
figuration BPDU, which is conveyed between the Bridge Ports attached to a single LAN, is distinguished
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from the notion of a Configuration Message, which expresses the propagation of the information carried
throughout the Bridged Local Area Network.

Each Configuration BPDU contains, among other parameters, the unique identifier of the Bridge that
the transmitting Bridge believes to be the Root, the cost of the path to the Root from the transmitting Port,
the identifier of the transmitting Bridge, and the identifier of the transmitting Port. This information is
sufficient to allow a receiving Bridge to determine whether the transmitting Port has a better claim to be
the Designated Port on the LAN on which the Configuration BPDU was received than the Port currently
believed to be the Des1gnated Port, and to determine whether the receiving Port should become the Root
Port for the Bridge if it is not already.

T1mely propagatlon throughout the Bndged Local Area Network of the necessary mformatlon to allow all-

: ; : ; ) isachieve hanisms:

1 A Br1dge that believes 1tse1f to be the Root (all Bndges start by behevmg themselves to be the Root
until they discover otherwise); ongmates Configuration Messages (by transmittingConfiguration
BPDUs) on all the LANSs to which it is attached, at regular intervals.
(2) A Bridge that receives a Configuration BPDU on what it decides is its Root Pétt conveying better
information (i.e., highest priority Root Identifier, lowest Root Path Cost, highest priority fransmit-
ting Bridge and Port), passes that information on to all the LANs for which it believes itgelf to be
, the Designated Port.

(3) A Bridge that receives inferior information on a Port it considers to be'the Designated Port on the
LAN to which it is attached, transmits its own information in reply for all other Bridges attached to
that LAN to hear.
Hence, Spanning Tree paths to the Bridge with hlghest priority~Root Identifier are quickly learned
throughout the Bridged Local Area Network, with inferior infofmation about other potential yoots and
paths being contradicted.

4.8.3 Reconfiguration. To allow for reconfiguration of.the Bridged Local Area Network whep compo-
nents are removed or when management changes are made to parameters determining the topglogy, the
topdlogy information propagated throughout the Bridged Local Area Network has a limited lifetime. This
is effected by transmitting the age of the information conveyed (the time elapsed since the Confjguration
Message originated from the Root) in each Configtiration BPDU. Every Bridge stores the information from
the Designated Port on each of the LANs to-which its Ports are connected, and monitors the age of that

Ifjthe Bridge times out the information held for a Port, it will attempt to become the Designated Port for
the to which that Port is attached, and will transmit protocol information received from the¢ Root on
its Root Port on to that LAN

: . The infor-
pd on the

iming to

To ensure that all Bndges in the Brldged Local Area Network share a common understanding of when
old information should be timed out, the timeout value is transmitted in all Configuration Messages from
the Root. This value takes account of the propagation delays in transmitting and receiving BPDUs on each
of the LANs in the Bridged Local Area Network, and thus of propagation of protocol information down the
Spanning Tree. To minimize the probability of triggering reconfiguration through the loss of Configuration
Messages, it includes an additional multiple of the time interval at whlch these are transmitted by the
Root.
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4.3.4 Changing Port State. Since there are propagation delays in passing protocol information
throughout a Bridged Local Area Network, there cannot be a sharp transition from one active topology to
another. Topology changes may take place at different times in different parts of the Bridged Local Area
Network and to move a Bridge Port directly from non-participation in the active topology to the forwarding
state would be to risk having temporary data loops and the duplication and misordering of frames. It is
also desirable to allow other Bridges time to reply to inferior protocol information before starting to for-
ward frames.

Bridge Ports must therefore wait for new topology information to propagate throughout the Bridged
Local Area Network, and for the frame lifetime of any frames forwarded using the old active topology to
expire, before forwarding frames. ,

During this time it is also desirable to time out station location information in the Fllterlng Database
that miay no longer be true and, during the latter part of this interval, to learn new station locatior] infor-
mation in order to minimize the effect of initial flooding of frames when the Port enters a forwarding state.
When the algorithm decides that a Port should be put into the Forwarding State, it is, therefore, fifst put
into a Listening State where it waits for protocol information that suggests it should return’to the B cking
State, [and for the expiry of a protocol timer that would move it into a Learning State. In the Leprning
State, [it still blocks the forwarding of frames, but learned station location information is included py the
Learning Process in the Filtering Database. Finally the expiry of a protocol timer/moves it into the For-
warding State where both forwarding of relayed frames and learning of station’location information are

re 4-3 shows the transitions between the Port States.

Disabled

W1 4@

L2

Listening

- 3) (5)
W — o 9

- Blocking

Learning

_——
13
A
——
W
S’ /

(5)

Forwarding

Y (1,2)

tion
(2) Port disabled, by management or failure
(8) Algorithm selects as Designated or Root Port
(4) Algorithm selects as not Designated or Root Port
(5) Protocol timer expiry (Forwarding Timer)

Fig 4-3
Port States
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4.3.5 Notifying Topology Changes. In normal stable operation, station location information in the Fil-
tering Database need only change as a consequence of the physical relocation of stations. It may, therefore,
be desirable to employ a long ageing time for entries in the Filtering Database, especially as many end sta-
tions transmit frames following power-up after relocation which would cause station location information
to be relearned.

‘However, when the active topology of a Bridged Local Area Network reconfigures, end stations may
appear to move from the point of view of a Bridge in the network. This is true even if the states of the Ports
on that Bridge have not changed. It is necessary for station location to be relearned following a change in
the active topology, even if only part of the Bridged Local Area Network has reconfigured.

The Spanning Tree Algor1thm and Protocol prov1de procedures for a Brldge which detects a change in
active[topolog i 3 : : - ate the
change to all the Br1dges The Brxdges then use a short value to ageout dynamic entries in the Hitering
Dataljase for a period.

When a Bridge that is not the Root changes the active topology of the Bridged Local Area Network, it
transmits a Topology Change Notification BPDU on the LAN to which its Root Port is attached. This trans-
missign is repeated until the Bridge receives an acknowledgment from the Desigriated Bridge for that
LAN.|The acknowledgment is carried in a Configuration BPDU, thus the notification will eventyally be
acknowledged or further reconfiguration will take place. The Designated Bridge passes the notification to,
or towards, the Root using the same procedure.

If the Root receives such a notification, or changes the topology itself, it will.set a Topology Change flag in
all Copfiguration Messages transmitted for some time. This time is such that all Bridges will receivé¢ one or
more |of the Configuration Messages, or further reconfiguration will take place. While this flag is set,
Bridggs use the value of Forwarding Delay (the time interval spentdn each of the Listening and L¢arning
Stateg) to age out dynamic entries. When the flag is reset again, Bridges revert to using the Filtering Data-
base Ageing Time.

4.4 Port States. Thée operation of an individual Bridge Port is described in terms of the State of the Port
- and the Processes (3.3) that provide and support the functions necessary for the operation of the|Bridge

Thq State of each Port governs the processing of frames received from the individual MAC Entity associ-
ith the Port (8.5), the submission of frames to the MAC Entity for transmission (3.6), and the possi-

Thd operation of the Spanning Tree Algorithm and Protocol serves to maintain and change the Btate of

ated rules relating to the processing of frames are particular to this algorithm and Bridge Prgtocol.
. Thq following are specified below for each of the five States—Blocking, Listening, Learmng, Forwarding,
or Digabled—that a Port may(ein:

(1)'| The purpose of the State.

(2) | Whether the Forwarding Process (3.7) discards received frames.

(3) | Whether the Forwarding Process (3.7) submits forwarded frames for transmission.
(4) | How the Learning Process (3.8) processes received frames.

(5) | Whether.the Bridge Protocol Entity (3.10) includes the Port in its computation of the active t¢pology.
(6) | Under'which conditions a Port enters and leaves the State.

4.4.1 Blockxng. A Port in th1s State does not part1c1pate in frame relay, thus preventlng frame (luplica-

The Forwardmg Process shall dlscard recelved frames It shall not subm1t forwarded frames for trans-
mission. The Learning Process shall not add station location information to the Filtering Database.

The Bridge Protocol Entity shall include the Port in its computation of the active topology BPDUs
received shall be processed as required by the Spanning Tree Algorithm and Protocol.

This State is entered following initialization of the Bridge or from the Disabled State when the Port is
enabled through the operation of management. This State may be entered from the Listening, Learning, or
Forwarding States through the operation of the Spanning Tree Algorithm and Protocol. A Port enters the
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Blocking State because it has received information that another Bridge is the Designated Bridge for the
LAN to which the Port is attached.

This State may be left upon expiry of a protocol timer or receipt of a Configuration BPDU on this or
another Port, and the Listening State entered, through the operation of the Spanning Tree Algorithm and
Protocol. This State may be left, and the Disabled State entered, through management action.

4.4.2 Listening. A Port in this State is preparing to participate in frame relay. Frame relay is tempo-
rarily disabled in order to prevent temporary loops, which may occur in a Bridged Local Area Network dur-
ing the lifetime of this State as the active topology of the Bridged Local Area Network changes. Learning is
disabled since changes in active topology may lead to the information acquired being incorrect when the

r trans-

. |BPDUs
be sub-

ing the lifetime of this State as the active topology of the Bridged Local Area Network changes. Legrning is
enabled to allow information to be acquired prior to frame relay in order to reduce the number of frames
unnecessarily relayed.
The Forwarding Process shall discard received-frames. It shall not submit forwarded frames fqr trans-
missjon. The Learning Process shall incorporate station location information into the Filtering Database.
The Bridge Protocol Entity shall include the Port in its computation of the active topology.| BPDUs
receiyed shall be processed as required-by’‘the Spanning Tree Algorithm and Protocol. BPDUs can be sub-
mitted for transmission.
Thiis State is entered from the Listening State through the operation of the Spanning Tree Algorithm and
Protgcol, on the expiry of a protocol timer.
 Thiis State may be left upon the expiry of a protocol timer, and the Forwarding State entered, through
the operation of the Spanning Tree Algorithm and Protocol. This State may be left upon receipt of 4 Bridge
Protgcol Data Unit on this or another Port, and the Blocking State entered, through the operatign of the
Spanning Tree Algorithm and Protocol. This State may be left, and the Disabled or the Blocking State
entered, through management action.

4.4.4 Forwarding. A Port in this State is participating in frame relay.
The Forwardmg Process can forward recelved frames It can submit forwarded frames for transmission.

: ! sha de - & BPDUs
recelved shall be processed as requlred by the Spanmng 'I‘ree Algorlthm and Protocol BPDUs can be sub-
mitted for transmission,

This State is entered from the Learning State through the operation of the Spanning Tree Algorithm and
Protocol, on the expiry of a protocol timer.

This State may be left upon receipt of a Bridge Protocol Data Unit on this or another Port, and the Block-
ing State entered, through the operation of the Spanning Tree Algorithm and Protocol. This State may be
left, and the Disabled or the Blocking State entered, through management action.
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4.4.5 Disabled. A Port in this State does not participate in frame relay or the operation of the Spanning
Tree Algorithm and Protocol.

The Forwarding Process shall discard received frames. It shall not submit forwarded frames for trans-
mission. The Learning Process shall not mcorporate station location information into the Filtering Data-
base.

The Bridge Protocol Entity shall not include the Port in its computation of the active topology. BPDUs
received shall not be processed by the Spanning Tree Algorithm and Protocol. BPDUs shall not be submit-
ted for transmission.

This State is entered from any other State by the operation of management.

This State is left when the Port is enabled by management action, and the Blocking State is entered.

4.5 Protocol Parameters and Timers. Information is transferred between the Protocol Entities if indi-
vidual Bridges by the exchange of Bridge Protocol Data Units. This section specifies the parameters con-
veyed [in the two types of BPDU specified: Configuration BPDUs and Topology Change Notification BPDUs.
The encoding of these parameters and additional information elements are specified in Section 5.

Each Bridge Protocol Entity maintains a number of parameters and timers independently of the ihdivid-
s, and a number of timers and parameters for each Port. This section specifies those parameters,
their use, and under what conditions they are updated.

4.5.1 Configuration BPDU Parametvers

.1.1 Root Identifier. The unique Bridge Identifier of the Bridge assumed to be the Root (by the
Bridgg¢ transmitting the Configuration BPDU.
Thig parameter is conveyed to enable all Bridges to agree on the Root.

4.5.1.2 Root Path Cost. The Cost of the path to the Root Bridge denoted by the Root Identifi¢r from

the trgnsmitting Bridge.
Thig parameter is conveyed to enable a Bridge to deecide which of the Bridges attached to the LAN on

which|the Configuration BPDU has been received offers the lowest Cost path to the Root for that LAN.

.1.3 Bridge Identifier. The unique Bridge Identifier of the Bridge transmitting the Confighration

parameter is conveyed to enable-a Bridge to ,
(1) | Decide, in the case of a LAN to-which two or more Bridges are attached, which offer equal Cost
paths to the Root, which of the Bridges should be selected as the Designated Bridge for that '
(2) | Detect the case where two or more Ports on the same Bridge are attached to the same LAN, {.e., are
in direct communication through a path of Bridged Local Area Network components none of which
operate the Spanning Tiee Algorithm and Protocol.

45.1.4 Port Identifier. The Port Identifier of the Port on the transmitting Bridge through which the
Configuration BPDU was transmitted. This identifier uniquely identifies a Port on that Bridge.

This parametenis conveyed to enable a Bridge to decide, in the case of a LAN to which two or morg Ports
on thd same Bridge are attached, which Ports are so attached.

ation of

This parameter is conveyed to enable a Brldge to dlscard 1nformat10n whose age exceeds Max Age (see
below). ,

4.5.1.6 Max Age. A timeout value to be used by all Bridges in the Brldged Local Area Network. The
value of Max Age is set by the Root.

This parameter is conveyed to ensure that each Bridge in a Bridged Local Area Network has a consistent
value against which to test the age of stored configuration information. :
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4.5.1.7 Hello Time. The time interval between the generation of Configuration BPDUSs by the Root.

This parameter is not directly used by the Spanning Tree Algorithm but is conveyed in Configuration
BPDUs to facilitate the monitoring of protocol performance by management functions.

4.5.1.8 Forward Delay. A timeout value to be used by all Bridges in the Bridged Local Area Network.
The value of Forward Delay is set by the Root.

This parameter is conveyed to ensure that each Bridge in a Brldged Local Area Network uses a consis-
tent value for the Forward Delay Timer when transferring the State of a Port to the Forwarding State.
This parameter is also used as the timeout value for ageing Filtering Database dynamic entries following
changes in active topology.

4)5.1.9 Topology Change Acknowledgment. A flag set by a Bridge which is the Designated| Bridge
for a LAN and which is transmitting a Configuration BPDU in response to a received Topology Change
Notifipation BPDU.

Thi hE}patrameter is conveyed to allow a reliable acknowledged protocol to operate for the purpose of notify-
ing the Root of changes in active topology.

4]5.1.10 Topology Change. A flag set by the Root in all Configuration BPDUs transmitted for a
period of time following the notification or detection of a topology change.

Thip parameter is conveyed to notify Bridges throughout the Bridged Loécal Area Network that there has
been a change in active topology in part of the Bridged Local Area Network and that the Filtering Database
shouldl age out entries more quickly in order to limit the effects of temporary isolation of end gystems
attached to the Bridged Local Area Network brought about by the:ise of incorrect information i in the Filter-
ing Database.

The value of the ageing time applied to dynamic entries in the Filtering Database becomes equal| to that
of the| value of the Forward Delay time parameter held for the Bridge; i.e., after Forward Delay time has
elaps¢d while the Topology Change flag is set in all Configuration Messages received from the Roﬁt then
the only dynamic entries remaining in the Filtering Database are those that have been created or ypdated
during that period.

4.5.2 Topology Change Notification BPDU Parameters. No parameters are conveyed in a Tppology
Change Notification BPDU.

4.58 Bridge Parameters
4)5.3.1 Designated Root. The unique Bridge Identifier of the Bridge assumed to be the Root.
Thig parameter is used as-the value of the Root Identifier parameter in all Configuration BPDUS trans-

mitted by the Bridge.

4/5.3.2 Root Path Cost. The Cost of the path to the Root from this Bridge. It is equal to the sum of the
value{ of the Designated Cost and Path Cost parameters held for the Root Port. When the Bridgg is the

Root this parameter has the value zero.
Thig parameter is used
(1) | Totest the value of the Root Path Cost parameter conveyed in received Conﬁguratlon BPDUs.
(2) S g g a ara g e, a ANSM tted by

the Bndge

4.5.3.3 Root Port. The Port Identifier of the Port that offers the lowest cost path to the Root, i.e., that
Port for which the sum of the values of the Designated Cost and Path Cost parameters held for the Port is
the lowest.

If two or more Ports offer equal least cost paths to the Root, the Root Port is selected to be that w1th the
highest priority Bridge Identifier held as the Designated Bridge Parameter for that Port.
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If two or more Ports offer equal least cost paths to the Root and hold the same Designated Bridge param-
eter values, then the Root Port is selected to be that with the highest priority Designated Port held for that
Port.

Finally, if two or more ports offer equal least cost paths to the Root and hold the same Designated Brldge
and Designated Port parameter values, then the Root Port is selected to be that with the highest priority
Port Identifier. The Port Identifiers for different Ports on the same Bridge are guaranteed to be different
and thus enforce a tie-breaker.

This parameter is used to identify the Port through which the path to the Root is estabhshed It is not
significant when the Bridge is the Root, and is set to zero.

4/5.3.5 Hello Time. The time interval between the transmission of Configuration BPDUs’by al Bridge
that is attempting to become the Root or is the Root.

4/5.3.6 Forward Delay. The time spent in the Listening State while moving from'the Blocking State

to thel Learning State.
Thq time spent in the Learning State while moving from the Listening State td-the Forwarding State.
The value used for the ageing time. of dynamic entries in the Filtering Database while the Topology

Change flag is set in protocol messages received from the Root.

4{5.3.7 Bridge Identifier. The unique Bridge Identifier of the Bridge. This parameter is used as the
value|of

(1) | The Bridge Identifier parameter in all Configuration BPDUs transmitted by the Bridge.

(2) | The Bridge’s Designated Root when the Bridge is the Root, or when the Bridge attempts tobecome
the Root, following expiry of all information concerning the current Root, or following management
action.

Thik parameter comprises two parts, one of which is'derived from the unique Bridge Address (3.12.5) and
assurps the uniqueness of the Bridge Identifier in the Bridged Local Area Network, the other of which
allowg the adjustment of the priority of the BridgeIdentifier and is taken as the more significant{part in
priority comparisons. The priority part of this parameter may be updated by management action.

5.3.8 Bridge Max Age. The valug_ of the Max Age parameter when the Bridge is the Rdot or is
attenfpting to become the Root.
Th;r parameter may be updated by management action.

5.3.9 Bridge Hello Time. The value of the Hello Time parameter when the Bridge is the Rgot or is
attempting to become the Root:
The time interval between transmissions of Topology Change Notification BPDUs towards the Root
when| the Bridge is attempting to notify the Designated Bridge on the LAN to which its Root|Port is
attached of a topologychange. ‘
This parameter‘may be updated by management action.

5.3.10:Bridge Forward Delay. The value of the Forward Delay parameter when the Bridge is the
Root or ig attempting to become the Root.
This(parameter may be updated by management action.

4.5.3.11 Topology Change Detected. A Boolean parameter set True to record a topology change that
has been detected by or notified to the Bridge.
This parameter is used
(1) To stimulate regular transmissions, at intervals determined by the Bridge Hello Time, of a Topology
Change Notification BPDU towards the Root where the Bridge itself is not the Root.
(2) If True, to set the value of the Topology Change parameter for the Bridge True if the Bridge is, or
becomes, the Root.
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4.5.3.12 Topology Change. A Boolean parameter set to record the value of the Topology Change flag
in Configuration BPDUs to be transmitted by the Bridge on LANSs for which the Bridge is the Designated
Bridge.

If the value of this parameter is True, the timeout value of the Filtering Database ageing timer is equal
to the value of the Forward Delay parameter. Dynamic entries whose age is greater than this value are
removed from the Filtering Database.

If the value of this parameter is False, the timeout value of the Filtering Database ageing timer is equal
to the value of the Ageing Time. Ageing Time may be set by management (Section 6).

4.5.3.13 Topology Change Time. The time period for which Bridge Protocol Data Units are transmit- ‘

ted with the Topology Change flag set by the Bridge when it is the Root following the detection of a fopology
change.
This value of this parameter is equal to the sum of the Bridge’s Bridge Max Age and Bridge Horward
Delay parameters. Either of these parameters may be updated by management action.

.5.3.14 Hold Time. This parameter speclﬁes the minimum time period elapsing between the trans-
missibn of Configuration BPDUs through a given Bridge Port. No more than two Configuration [BPDUs
shall Joe transmitted in any Hold Time time period.

This parameter is a fixed parameter of the Bridge. Its value is specified i in Table 4-3.

4.5{4 Bridge Timers

.5.4.1 Hello Timer. This timer serves to ensure periodic transmlssmn of Configuration BPDUg by the
Bridge when it is, or is attempting to become, the Root.
The timeout value of the timer is determined by the Bridge’s Bridge Hello Time parameter.

.5.4.2 Topology Change Notification Timer. This timer serves to ensure that the Dedignated
Bridge on the LAN to which the Bridge’s Root Port is attached is notified of any detected topology dhange.
THe timeout value of the timer is determined by the Bridge’s Bridge Hello Time parameter.

.5.4.3 Topology Change Timer. This timer serves to determine the time period for which Copfigura-
tion BPDUs are transmitted with the Topology Change flag set by the Bridge when it is the Root fgllowing
tection of a topology change.

The timeout value of the timer is determined by the Bridge’s Topology Change Time parameter.

4.5.5 Port Parameters

4.5.5.1 Port Identifiér.) The Port Identifier of the associated Port.

Thijs parameter is used-as the value of the Port Identifier parameter of all Configuration BPDUs trans-
mitted on the associated Port.

This parametericomprises two parts. One part bears a fixed relationship to the physical Ports sypported
by ﬂl: real world equlpment Ports are identified by small integers from one upwards. This pant of the
parameter assiires the uniqueness of the Port Identifier among the Ports of a single Bridge. The other part
of th¢ parameter allows the adjustment of the priority of the Port and is taken as the more significant part
in priority comparisons. The priority part of this parameter may be updated by management action.

4.5.5.2 State. The current State of the Port (i.e., Disabled, Listening, Learning, Forwarding, or
Blocking).

This parameter is used to control the acceptance of frames from the MAC Entity assoclated with the Port
by the Forwarding and Learning Processes, the forwarding of frames by the Forwardlng Process to that
MAC Entity, and the transmission and reception of BPDUs (4.4).

This parameter is updated by the action of the protocol.

This parameter may also be updated by management action.
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4.5.5.3 Path Cost. The contribution of the path through this Port, when the Port is the Root Port, to
the total cost of the path to the Root for this Bridge.

This parameter is used, added to the value of the Designated Cost parameter for the Root Port, as the
value of the Root Path Cost parameter offered in all Configuration BPDUs transmitted by the Bridge,
when it is not the Root.

This parameter may be updated by management action.

4.5.5.4 Designated Root. The unique Bridge Identifier of the Bridge recorded as the Root in the Root
Identifier parameter of Configuration BPDUs transmitted by the Des1gnated Bridge for the LAN to which
the Port is attached.

This[parameter is used to test the value of the Root Identifier parameter conveyed in received Configura-
tion BPDUs.

4.5.5.5 Designated Cost. The cost of the path to the Root offered by the Designated Port on thi
to whigh this Port is attached. '

This|parameter is used to test the value of the Root Path Cost parameter conveyed inreceived Configura-
tion BPDUs.

L4

LAN

4.5.5.6 Designated Bridge. The umque Bridge Identifier of the Bridge believed to be the Designated
Bridge|for the LAN associated with the Port. e

This|parameter is used

(1) [Together with the Designated Port and Port Identifier parameters for the Port to ascertain whether
this Port should be the Designated Port for the LAN to whichit is attached.

(2) [To test the value of the Bridge Identifier parameter conveyed in received Conﬁguration BPDUs.

the associated with the Port.
 This|parameter is used

(1) [Together with the Designated Bridge and ‘Port Identifier parameters for the Port to asdertain
whether this Port should be the Designated Port for the LAN to which it is attached.
(2) |By management to determine the topology of the Bridged Local Area Network.

4.*’.5.7 Designated Port. The Port Identifier of the Bridge Port believed to be the Designated Port for

4.5.5.8 Topology Change Acknowledge. The value of the Topology Change Acknowledgment fflag in

the next Configuration BPDU to be transmitted on the associated Port. ‘
This| parameter is used to record the need to set the Topology Change Acknowledgment flag in reply to a
receivgd Topology Change Notification BPDU,

4.5.5.9 Configuration, Pending. A Boolean parameter set to record that a Configuration BPDU
should|be transmitted omexpiry of the Hold Timer for the associated Port.
This| parameter is,used, in conjunction with the Hold Timer for the Port, to ensure that Configyration
BPDUs are not transmitted too frequently, but that up-to-date information is transmitted.

recorded for a Port and to ensure that this 1nformat10n is dlscarded when its age exceeds the value of the
Max Age parameter recorded by the Bridge.

The timeout value of the timer is that of the Bridge’s Max Age parameter.
4.5.6.2 Forward Delay Timer. This timer serves to momtor the time spent by a Port in the Listening

and Learning States.
The timeout value of the timer is that of the Bridge’s Forward Delay parameter.
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4.5.6.3 Hold Tlmer. This timer serves to ensure that Configuration BPDUs are not transmitted too
frequently through any Bridge Port.
The timeout value of the timer is that of the Hold Time for the Bridge.

4.6 Elements of Procedure

4.6.1 Transmit Configuration BPDU

4.6.1.1 Purpose. To convey knowledge of the Designated Root, Root Path Coet Designated Bridge,

Designated Port, and the values of protocol timers to other Bridge Ports attached to the same LAN as the

Port

4

parameter for the Port is set, as a consequence of a previous invocation of the procedure.

the P

throy
any i
(@)
(2)
3
4

(6)

(6)

nrwh&ch—the—Gonﬁguraﬁen—B-PBU—rs—tra-nsmuwd
.6.1.2 Use

4.6.1.2.1 As part of the Conﬁguratiorn BPDU Generation procedure (4.6.4).
4.6.1.2.2 As part of the Reply to Conﬁguration BPDU procedure (4.6.5).

4.6.1.2.3 Following expiry of the Hold Timer for the Port (4.7.8) when the Configuration Pending fiag

4.6.1.2.4 As part of the Acknowledge Topology Change procedure (4.6.16).
.6.1.3 Procedure |

4.6.1.3.1 If the Hold Timer for the Port is active then the Conﬁguratlon Pending flag paraneter for
ort shall be set.

4.6.1.3.2 Otherwise, if the Hold Timer is not active, a Configuration BPDU shall be transmitted
gh the selected Port within a time maximum BPDU transmission delay (as specified in 4.10,2) after
hvocation of this procedure. The Configuration BPDU shall have parameters set as follows:
The Configuration BPDU Root Identifiér parameter shall be set to the value of the Designated Root
parameter held by the Bridge.
The Configuration BPDU Root'Path Cost parameter shall be set to the value of the Root Path Cost
parameter held by the Bridge. ‘
The Configuration BPDU Bridge Identifier parameter shall be set to the value of the Bridge Identi-
fier parameter held by(the Bridge.
The Configuration BPDU Port Identifier parameter shall be set to the value of the Port Identifier
parameter held for'the Bridge Port through which the Configuration BPDU is transmitted.
If the Bridge-has been selected as the Root, i.e., if the values of the Designated Root and Bridge
Identifier parameters held by the Bridge are the same, the Message Age parameter of the Configu-
ration BPDU shall be set to zero.

N
®

The value of the parameter shall not exceed its true value by more than the maximum Message Age
increment overestimate as specified in 4.10.2.

The Max Age, Hello Time, and Forward Delay parameters of the Configuration BPDU shall be set to
the values of the Max Age, Hello Time, and Forward Delay parameters held for the Bridge.

The Configuration BPDU Topology Change Acknowledgment flag parameter shall be set to the
value of the Topology Change Acknowledge flag parameter for the Port. The Topology Change
Acknowledge parameter is reset.
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(9) The Configuration BPDU Topology Change flag parameter shall be set to the value of the Topology
Change flag parameter for the Bridge.

(10) The Configuration Pending flag parameter for the Port is reset.
(11) The Hold Timer for the Port is started.

4.6.2 Record Configuration Information

4.6.2.1 Purpose. To record, for a Port, protocol parameters conveyed by a Conﬁguratlon BPDU
received on that Port.

4.8.2.2 Use. Followmg the receipt of a Configuration BPDU conveying protocol mformatmn that|super-
sedes that already held, i.e., if

{#.6.2.2.1 The Root Identifier denotes a Bridge of higher priority than that recordéd as the [Desig-
nated Root, or

4.6.2.2.2 The Root Identifier is the same as the Demgnated Root, and the(Rpot Path Cost ig lower
than that recorded as the Designated Cost for the Port, or

E.6.2.2.3 The Root Identifier and Root Path Cost are as recorded for‘the Port, and the Bridge [denti-
fier depotes a Bridge of higher priority than that recorded as the Designated Bridge for the Port, or

#.6.2.2.4 The Root Identifier and Root Path Cost are as recorded for the Port, and the Bridge [denti-
fier is the same as that recorded as the Designated Bridge for the(Port, and either

. (1) |The Bridge receiving the BPDU is not the Designated Bridge for the Port, or
(2) |The Port Identifier denotes a Port of priority not less than that recorded as the Designated Port.

4.6.2.3 Procedure
#.6.2.3.1 The Designated Root, Designated Cost, Designated Bridge, and Designated Port parame-

ters hgld for the Port are set to the values of the Root Identifier, Root Path Cost, Bridge Identifier, and Port
Identifier parameters conveyed in the received Conﬁguratmn BPDU.

.8.2.8.2 The Message Age Timer for the Port is started, to run from the value of the Message Age
parameter conveyed in the received Configuration BPDU.

4.6.3 Record Conﬁguration Timeout Values

4.8.3.1 Purpose..To update the Max Age, Hello Time, Forward Delay, and Topology Change flag
parampters to the latest values received from the Root.

4.8.3.2 Use. Following receipt of a Conﬁguration BPDU on the Root Port which invokes the Record
Configuration Information procedure (4.6.2.2).

4 " A q 0 M.
by the Bridge are set to the values conveyed in the recelved Conﬁguratlon BPDU

ers held

- 4.64 Configuration BPDU Generation

4.6.4.1 Purpose. To convey to Bridges attached to each LAN for which the Bridge is Designated
Bridge knowledge of the Designated Root, Root Path Cost, Designated Bridge, Des1gnated Port, and the
values of protocol timers.
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4.6.4.2 Use

4.6.4.2.1 Following receipt of a Configuration BPDU on the Root Port which invokes the Record Con-
figuration Information procedure (4.6.2.2).

4.6.4.2.2 Following expiry of the Hello Timer.

4.6.4.2.3 Following selection of the Bridge as the Designated Root by the Conﬁguratlon Update pro-
cedure on expiry of a Message Age Timer for a Bridge Port.

|4.6.4.2.4 Following selection of the Bridge as the Designated Root by management action.

4.6.4.3 Procedure. For each Port that is the Designated Port for the LAN to which it is attached (i.e.,
the value of the Designated Bridge and Designated Port parameters held for the Port are the same gs that
of the [Bridge Identifier and the Port Identifier for that Port, respectively, which is@ot in the Disabled
State),|the Transmit Configuration BPDU procedure (4.6.1) is used. ‘

4.6.5 Reply to Configuration BPDU

4.6.5.1 Purpose. To establish the Designated Bridge and Designated Port for a LAN in the case|where
anothdr Bridge Port has transmitted a Configuration BPDU on that LAN. This arises if Configuratiop Mes-
sages from the current Root have not been received by the transmitting Bridge, either due to that Root
having been newly established or to BPDU loss and subsequent expiry of a Message Age Timer.

LAN t¢ which it is attached, which does not update the information held for that Port, i.e., does not patisfy

4}.5.2 Use. Following receipt of a Configuration BPDU on a Port which is the Designated Port Eor the
the conditions (4.6.2.2) for the use of the Record Configuration Information procedure.

4.6.5.3 Procedure. The Transmit Configuration BPDU procedure (4.6.1) is used for the Port on|which
the Configuration BPDU was received.

4.6.¢ Transmit Topology Change Notification BPDU

has bepn detected by the transmitting Bridge. Eventually this w111 result in the Root being notified|of the

4.£6.1 Purpose. To notify the Bridge on the path towards the Root that an extension of the topology
topology change.

4.6.6.2 Use

#.6.6.2.1 Following the detection or receipt of notification of a topology change by a Bridge that is not
the Ropt. .

#1:6.6.2.2 Following expiry of the Topology Change Notification Timer.

4.6.6.3 Procedure. A Topology Change Notification BPDU shall be transmitted through the Root Port
within a time of maximum BPDU transmission delay (4.10.2).

4.6.7 Configuration Update

4.6.7.1 Purpose. To update the configuration information held by the Bridge and the Bridge Ports.
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4.6.7.2 Use

4.6.7.2.1 Following receipt of a Configuration BPDU which invokes the Record Configuration Infor-

mation procedure (4.6.2.2).

4.6.7.2.2 Following a Port becoming the Des1gnated Port for the LAN to which it 1s attached on

expiry of the Message Age Timer for that Port.

4.5.7.3 Procedure

- Root K

whethgr the Port should become the Designated Port for the LAN to which it is attached.

4.6.8 Root Selection

4.6.7.2.3 Following a change in Port State through management action.

4.6.7.3.1 The procedure for Root Selection (4.6.8) shall be used to select the Designated Root gnd the
ort, and to calculate the Root Path Cost for this Bridge.

4.6.7.3.2 The procedure for Designated Port Selection (4.6.9) shall be used to determine for ea¢h Port

40

for this Bridge.

4.

4.8.8.3 Procedure

for the
priorit

(1)
2

3

4)

(5)

* |priority.Port Identifier.

.8.1 Purpose. To select the Designated Root and the Root Port, and to calculate the Root Path Cost

-8.2 Use. This procedure is used by the Configuration Update procedure (4.6.7).

4.6.8.3.1 The Root Port is set to identify the Pott that, among those that are not the Designatéd Port
LAN to which they are attached, are not Disabled, and have a Designated Root parameter of higher
y than the Bridge’s Bridge Identifier;

Has the highest priority Root associated with it, i.e., recorded as the Designated Root for the ort.
Of two or more Ports with the highest priority Designated Root parameter, has the lowest Rodt Path
Cost associated with it, i.e., the'lowest sum of the Designated Cost and Path Cost parameters for
any Port, or
Of two or more Ports with-the highest priority Designated Root parameter and lowest value df asso-
ciated Root Path Cost, hagthe highest priority Bridge Identifier recorded as the Designated Bridge
for the LAN to which the Port is attached, or ;
Of two or more Ports with the highest priority Designated Root parameter, lowest value of pssoci-
ated Root Path Cost, and highest priority Designated Bridge, has the highest priority Port Iddntifier
recorded as the Designated Port for the LAN to which the Port is attached, or
Of two or more Ports with the highest priority Designated Root parameter, lowest value of hssoci-
ated Root Path Cost, and highest priority Designated Bridge and Designated Port, has the Righest

(1)
2)

The Des1gnated Root parameter held by the Brldge is set to the Brldge Identlﬁer parameter held for
the Bridge, and

The value of the Root Path Cost parameter held by the Bridge is set to zero.

4.6.8.3.3 Otherwise, i.e,, if one of the Bridge Ports has been identified as the Root Port, then

(1)

The Designated Root parameter held by the Bridge is set to the Designated Root parameter held for
the Root Port, and
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(2) 'The value of the Root Path Cost parameter held by the Bridge is set to the value of the Root Path
Cost parameter associated with the Root Port, i.e., the sum of the values of the Path Cost and the
‘Designated Cost parameters recorded for the Root Port. ‘
4.6.9 Designated Port Selection |

4.6.9.1 Purpose. To determine, for each Port, whéther the Port should be they Designated Port for the
LAN to which it is attached.

4.6.9.2 Use. As part of the Configuration Update procedure (4.6.7).

4.6.9.3 Procedure. The procedure to Become Designated Port (4.6.10) shall be invoked for elch Port
that | .

4.6.9.3.1 Has already been selected as the Designated Pdrt for the LAN to whichit-is attached, i.e., k
the value of the Designated Bridge and Designated Port parameters held for the Port-are the sam¢ as that
of the Bridge Identifier and the Port Identifier for that Port respectively, or for which

4.6.9.8.2 The Designated Root parameter recorded for the Bridge differsfrom that recorded for the
Port (note that this procedure follows root selection), or

4.6.9.3.3 The Bridge offers a Path of lower Cost to the Root for the LAN to which the Port is
attadhed, i.e., the Root Path Cost recorded by the Bridge is less than the Designated Cost recorded for the
Port| or

4.6.9.3.4 The Bridge offers a Path of equal Cost te'the Root, and the Bridge’s Bridge Identifier
denotes a Bridge of higher priority than that recorded asthe Designated Bridge for that Port, or

4.6.9.3.5 The Bridge offers a Path of equal Cost to the Root, and the Bridge is the Designate(l Bridge

for the LAN to which the Port is attached, and théPort Identifier of the Port is of higher priority than that

recorded as the Designated Port.
4.6.10 Become Designated Port

1.6.10.1 Purpose. Given that a Port is to be the Designated Port on the LAN to which it is att ched, to

assign appropriate values to those Port parameters that determine the active topology of the Bridged Local

Area Network.

1.6.10.2 Use

4.6.10.2.1 Following expiry of thé Message Age Timer for the Port.

4.6.10.2.2 Following selection of the Port as the Designated Port for the LAN to which it is attached
by tHe Designated Port Selection procedure (4.6.9) as part of the Configuration Update procedure (4.6.7).

4.6.10.2.3 Following a change of Port State through management action (4.8.1, 4.8.2, 4.8.3, 4.8.5).

4.6.10.3 Procedure

4.6.10.3.1 The Designated Root parameter held for the Port is set to the value of the Designated
Root parameter held by the Bridge.

4.6.10.3.2 The Designated Cost parameter held for the Port is set to the value of the Root Path Cost
held by the Bridge.
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4.6.10.3.3 The Designated Bridge parameter held for the Port is set to the Bridge Identifier of the
Bridge. :

4.6.10.3.4 The Designated Port parameter held for the Port is set to the Port Identifier of ‘the Port.

"4.6.11 Port State Selection

4.6.11.1 Purpose. To select the State of the Bridge’s Ports based upon updated configuration informa-
tion which indicates, for each Port, its part in the active topology of the Bridged Local Area Network, i.e.,
whether it should

1
2
3)

4.6.11.2 Use. Following use of the Configuration Update procedure after

a Port

4.6.11.3 Procedure. For each of the Bridge’s Ports:

(1)
2

Port, then

1
2)

4.6.

4..'. s gy vanv - O Lo pal C1Ipate & - ‘;- OW i;‘- a1e Aterva
ensures that temporary loops in the Bridged Local Area Network do not cause duplication of frames.

Be a Designated Port.
Be a backup Port in a redundantly connected Bridged Local Area Network.

4.6.11.2.3 A change in the State of a Port arising through management action.

4.6.11.3.1 If the Port is the Root Port for the Bridge;then

The Message Age Timer for'the Port is stopped, if running.
The Make Forwarding proecedure (4.6.12) is used for the Port.

4.6.11.3.8 Otherwise, if the Port is to be a backup Port, i.e., is neither the Root Port or a Desij
The Configuration Pending flag parameter and Topology Change Acknowledge flag parame
the Port are'reset.

The procedure to Make Blocking (4.6.13) is used.

|2 Make Forwarding

[ P a2 o [ -

4.6‘11.2.1 Receipt of a Configuration BPDU conveying information that supersedes that recorded for

14.6.11.2.2 The expiry of the Message Age timer for a Port, which cauges that Port to become tHe Des-
ignatel Port for the LAN to which it is attached.

(1) |The Configuration Pending flag parameter and.Topology Change Acknowledge flag parameter for
" |the Port are reset.
(2) |The Make Forwarding procedure (4.6.12) is-1sed for the Port.
4.6.11.3.2 Otherwise, if the Port is the Designated Port for the LAN to which it is attached, ile., the
Designated Bridge parameter for the Port is the same as the Bridge Identifier parameter held by the
Bridgg, and the Designated Port and Port Identifier parameters held for the Port are the same and the Port
is not n the Disabled State, then

bnated

ter for

4.6.12.2 Use. As part of the Port State Selection procedure (4.6.11).

4.6.12.3 Procedure. If the Port State is Blocking, then

4.6.12.8.1 The Port State is set to Listening, and
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4.6.12.3.2 The Forward Delay Timer for the Port is started.
4.6.13 Make Blocking
| 4.6.13.1 Purpose. To terminate the participation of a Port in frame relay.
4.6.13.2. Use. As part of the Port State Selection procedure (4.‘6.11)f

4.6.13.3. Procedure. If the Port is not in the ‘D‘isabled or the Blocking State, then

E.?m.l T the Port is in the Forwarding or Learning State, the Topology Change Detectior proce-
dure (1.6.14) is invoked.

4.6.13.3.2 The Port State for the Port is set to Blocking.

4.6.13.3.3 The Forward Delay Timer for the Port is stopped.

4.6.14 Topology Change Detection

4/6.14.1 Purpose. To record a topology change that has been detected by or notified to the Briflge. To
initiatie action to communicate the fact that a topology change has been‘detected to the Root.

46.14.2 Use

4.6.14.2.1 On receipt of a Topology Change Notification'BPDU on a Port that is the Designated Port
for the¢ LAN to which it is attached. :

4.6.14.2.2 When a Bridge Port is put into the Forwarding State following the expiry of the Fprward
Delay|Timer for the Port, provided that the Bridge is the Designated Bridge for at least one of the LJANs to
whichlits Ports are attached.

4.6.14.2.3 When a Brldge Port in either the Forwarding or the Leammg State is put into the Block-
ing State. :

4.6.14.2.4 When the Bridge becomes the Root.

46.14.3 Procedure

4.6.14.3.1 If the Bridge has been selected as the Root, i.e., the Designated Root and Bridge Idéntifier
parameters held for the Bridge are the same, then

(1) [The Topology:Change flag parameter held for the Bridge is set.
(2) | The Topology Change Timer for the Bridge is started.

4.6,14:3.2 If the Bridge has not been selected as the Root and the 'Ibpology Change Detected flag
parameter held for the Bridge is not already set then

(2) The Topology Change Notlﬁcatlon T1mer is started

4.6.14.3.3 The Topology Change Detected flag parameter for the Bridge is set.
4.6.15 Topology Change Acknowledged

4.6.15.1 Pui'pose. To terminate the transmission of Topology Change Notification BPDUs.
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4.6.15.2 Use. Following receipt of a Configuration BPDU with the Topology Change Acknowledgment
flag parameter set from the Designated Bridge for the LAN to which the Root Port is attached.

4.6.15.8 Procedure
4.6.15.3.1 The Topology Change Detected flag parameter held for the Bridge is reset.
4.6.15.3.2 The Topology Change Notification Timer is stopped.

4.6.16 Acknowledge Topology Change

6.16.1 Purpose. To acknowledge the notification of a detected topology change by another Bridge.

6.16.2 Use. Following receipt of a Topology Change Notification BPDU on a Port which is the Desig-
nated Port for the LAN to which it is attached.

6.16.3 Procedure

4.6.16.3.1 The Topology Change Acknowledge flag parameter for the Port'is set.
4.6.16.3.2 The Transmit Configuration BPDU procedure (4.6.1) is used for the Port.

4.7 Operation of the Protocol. A Bridge Protocol Entity shall
(1) | Communicate with its Peer Entities in other Bridges by the transmission of Bridge Protocgol Data

Units;

(2) | Update stored protocol variables and timers;

(3) | Change the State of the Bridge Ports; ‘

follpwing

(a) The reception of Bridge Protocol Data Units;

(b) The expiry of Bridge and Port Timers;

as refiuired by the specification below (4.7.1,4.7.2, 4.7.3, 4.7.4, 4.7.5, 4.7.6, 4.7.7, 4.7.8). In any|case of

ambiguity, reference shall be made to the Procedural Model (4.9), whlch constitutes the deﬁmtlve lescrip-

tion df the operation of the protocol.
This specification uses the Elements-of Procedure of the Protocol described in 4.6, which, taken together

with this subsection and the Proto¢el Parameters and Timers described in 4.5, provide an abstract flescrip-

tion qf the Spanning Tree Algorithm and Protocol. Conformance to this specification is achieved through

maintenance of the Protocol Parameters and Timers and the transmission of BPDUs as described| Imple-

mentations are not otherwise constrained, in particular there is no conformance to individual elements of
procedure.

4.711 Received Configuration BPDU

.7.1.1 Ifthe Configuration BPDU received conveys protocol information that supersedes that [already
held for a Port as specified in 4.6.2.2, then the following sequence of Procedures is used:

4.7.1.1.1 The Record Configuration Information procedure (4.6.2),

4.7.1.1.2 The Configuration Update prdcedure 4.6.7).

4.7.1.1.8 The Port State Selection procedure (4.6.11).

- 4/7.1.1.4 If the Bridge was selected as the Root prior to Configuration Update, but is no longer, then
the Hello Timer (4.5.4.1) is stopped.
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4.7.1.1,5 If the Bridge was selected as the Root prior to Configuration Update, but is no longer, and
the Topology Change Detected flag parameter is set, then the Topology Change Timer is stopped, the
Transmit Topology Change Notification BPDU procedure (4.6.6) is used, and the Topology Change Notifica-
tion Timer is started. ‘

4.7.1.1.6 If the Configuration BPDU was received on the Root Port (i.e., the Port selected as the Root
Port by the Configuration Update procedure), the Record Configuration Timeout Values (4.6.3) and the
Configuration BPDU Generation (4.6.4) procedures.

4. 7 1 1.7 If the Conﬁguratlon BPDU was recelved on the Root Port and the Topology Change
Ac =3 a - : D& O .

4.7.1.2 If the Configuration BPDU received does not convey information superseding that already held
for the Port and that Port is the Designated Port for the LAN to which it is attached, i.e., the value of the
Desﬁgnated Bridge and Designated Port parameters held for the Port are the same asthat of the Bridge
Ideptifier for the Bridge and the Port Identifier for that Port respectively, then

4.7.1.2.1 The Reply to Configuration BPDU procedure (4.6.5) is used.

4.7.2 Received Topology Change Notification BPDU. If rthe Port on which the Topology Change
Notification BPDU was received is the Designated Port for the LAN to which it is attached, then

4.7.2.1 The Topology Change Detection procedure (4.6.14) is used.
4.7.2.2 The Acknowledge Topology Change procedure (4.6(16) is used.

i7 .3 Hello Timer Expiry. The Configuration BPDU Generation procedure (4.6.4) is used and|the Hello
Timer (4.5.4.1) is started.

4.7.4 Message Age Timer Expiry

4.7.4.1 The procedure to Become De51gnated Port (4.6.10) is used for the Port for which Megsage Age
Tiner has expired.

4.7.4.2 The Configuration »Update procedure (4.6.7) is used.
4.7.4.3 The Port State Sélection procedure (4.6.11) is used.
4.7.4.4 If the Bridge is selected as the Root following Configuration Update, then

4.7.4.4.1 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are{set to the
values of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters.

4.7.4.4.2 The Topology Change Detection procedure (4.6.14) is used.

4.7.4.4.3 The Topology Change Notlﬁcatlon Timer (4.5.4.2) is stopped.

4.7.4.4.4 The Configuration BPDU Generatlon procedure (4.6.4) is used and the Hello Timer is
started.

4.7.5 Forward Delay Timer Expiry

4.7.5.1 If the State of the Port for which the Forward Delay Timer (4.5.6.2) has expired was L1sten1ng,
then
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4.7.5.1.1 The Port State is set to Learning, and
4.7.5.1.2 The Forward Delay Timer is restarted.

4.7.5.2 Otherwise, if the State of the Port for which the Forward Delay Timer (4.5.6.2) has expired was
Learning, then

4.7.5.2.1 The Port State is set to Forwarding, and

4 7. 5.2 2 If the Bndge is the De51gnated Brldge for at least one of the LANs to which its Ports are

> 1I1VUKeQ

4.7:8 Topology Change Notification Timer Expiry

4{7.6.1 The Transmit Topology Change Notification BPDU procedure (4.6.6) is used.
417.6.2 The Topology Change Notification Timer (4.5.4.2) is restarted.

4.7}7 Topology Change Timer Expiry

417.7.1 The Topology Change Detected flag parameter held by the Bridge is reset.
47.7.2. The Topology Change flag parameter held by the Bridge(is reset.

4,718 Hold Timer Expiry. If the Configuration Pending flag parameter for the Port for which the Hold
Timer (4.5.6.8) has expired is set, the Transmit Configuration BPDU procedure (4.6.1) is invoked for that
Port. '

4.8 Management of the Bridge Protocol Entity, Management control of the Bridge Protocol| Entity,
which operates the Spanning Tree Algorithm and\Protocol, may be exerted in order to
(1) [ Meet any requirements for local information and configuration services.
(2) | Support management operations.
This section specifies the interaction-of.the following management operations with the parameters and
proceflures of the Spanning Tree Algorithm and Protocol:
(a) Initialization
(b) Enabling an individdal Port
(¢) Disabling an individual Port
(d) Changing the priority part of a Bridge Identifier
(e) Changing the priority part of a Port Identifier
(f) Change thePath Cost associated with an individual Port
These operations-shall modify the Protocol Parameters and Timers and transmit BPDUs as déscribed
below (4.8.1, 4.8.2,74.8.3, 4.8.4, 4.8.5, 4.8.6). Implementations are not otherwise constrained; in particular,
there|is no conformance to individual elements of procedure. In any case of ambiguity, reference ghall be
made|to the&Procedural Model (4.9), which constitutes the definitive description of these operation
Thils sectlon does not spec1fy whlch operatlons are made avallable toa remote management statjon, nor
; d 0 nd-faeilitiesthat-can ote-rhanage-
ment are detalled in Sectxon 6. Slmllarly, th1s sectmn does not spec1fy the avallabxhty of local information
and configuration procedures. :

4.8.1 Initialization

4.8.1.1 The Designated Root parameter held for the Bridge is set equal to the value of the Bridge Iden-
tifier, and the value of the Root Path Cost parameter held for the Bridge is set to zero.
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4.8.1.2 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are set to the val-
ues of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters, :

4.8.1.3 The Topology Change Detected and Topology Change flag parameters for the Bridge are reset,
and the Topology Change Notification Timer (4.5.4.2) and Topology Change Timer (4.5.4.3) are stopped, if
running.

4.8.1.4 For each of the Bridge’s Ports

4. 8 1.4.1 The Become Des1gnated Port procedure (4 6. 10) is used to asmgn values to the Designated

O-X-O%vT

Root B

4.8.1.4.2 The Port State is set to Blocking if the Port is to be enabled followmg initialization;jalterna-
tively, the Port State is set to Disabled.

4.8.1.4.3 The Topology Change Acknowledge flag parameter is reset.
4.8.1.4.4 The Configuration Pending flag parameter is reset.
4.8.1.4.5 The Message Age Timer (4.5.6.1) is stopped, if running.
4.8.1.4.6 The Forward Delay Timer (4.5.6.2) is stopped, if runnirig.
4.8.1.4.7 The Hold Timer (4.5.6.3) is stopped, if running.

4.8.1.5 The Port State Selection procedure (4.6.11) is used to select the State of each of the Bridge’s
Portg.

4.8.1.6 The Configuration BPDU Generation procedure (4.6.4) is invoked and the Hello Timer (4.5.4.1)
startpd.

4.8.2 Enable Port

A

1.8.2.1 The Become Designated Port procedure (4.6.10) is used to assign values to the Designated
Root| Designated Cost, Designated Bridge, and Designated Port parameters for the Port.

»

1.8.2.2 The Port State is set to Blocking.

[N

.8.2.3 The Topology Change Acknowledge flag parameter is reset.

(N

[.8.2.4 The Configuration Pending flag parameter is reset.

N

..8.2.5 The Message Age Timer (4.5.6.1) is stopped, if running.

B

1.8.2.6:' The Forward Delay Timer (4.5.6.2) is stqpped, if running.

4.8:2.7 The Hold Timer (4.5.6.3) is- stopped if running.
4.8.2.8 The Port State Selection procedure (4.6.11) is used.

4.8.3 Disable Port

4.8.3.1 The Become Designated Port procedure (4.6.10) is used to assign values to the Designated
Root, Designated Cost, Designated Bridge, and Designated Port parameters for the Port.
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4.8.3.2 The Port State is set to Disabled.

4.8.3.3 The Topology Change Acknowledge flag parameter is reset.
4.8.3.4 The Configuration Pending flag parameter is reset.

4.8.3.5 The Message Age 'I‘imer (4.5.6.1) is stopped, if running.

4.8.3.6 The Forward Delay Timer (4.5.6.2) is stopped, if running.

4.8.3.7 The Configuration Update procedure (4.6.7) is used.
4.8.3.8 The Port State Selection procedure (4.6.11) is used.
4.8.3.9 If the Bridge has been selected as the Root following Configuration Update; then

4.8.3.9.1 The Max Age, Hello Time, and Forward Delay parameters held by the Bridge are set to the
valugs of the Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parameters.

4.8.3.9.2 The Topology Change Detection procedure (4.6.14) is used.
4.8.3.9.3 The Topology Change Notification Timer (4.5.4.2) isstopped.

4.8.3.9.4 The Configuration BPDU Generation procedure (4.6.4) is used and the Hello Timer is
started.

4.8.4 Set Bridge Priority

4.8.4.1 The new Qalue of the Bridge Identifier'is calculated.
4.8.4.2 The value of the Designated Bridge parameter held for each Port that has been selected as the
Designated Port for the LAN to which it.is"attached, i.e., for which the value of the Designated Bridge and

Designated Port parameters were the same as that of the Bridge Identifier and the Port Identifier|for that
Port, [respectively; is set to the new:value of the Bridge Identifier.

4.8.4.3 The Bridge Identifier parameter held by the Bridge is set to the new value.
4.8.4.4 The Configuration Update procedure (4.6.7) is used.
4.8.4.5 The Port State Selection procedure (4.6.11) is used.

4.8.4.6 If the Bridge has been selected as the Root following Configuration Update, then

: 40804.60 1 The Max Age,

Hello Time, and Forw

ard Delay parameters

held by the Bridge afe 8¢

4.8.4.6.2 The Topology Change Detection procedure (4.6.14) is used.
4.8.4.6.3 The Topology Change Notification Timer (4.5.4.2) is stopped.

4.8.4.6.4 The Configuration BPDU Generation procedure (4.6.4) is used and the Hello Timer is
started. '
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4.8.5 Set Port Priority
4.8.5.1 The new value of the Port Identifier is calculated.
4.8.5.2 If the Port has been selected as the Designated Port for the LAN to which it is attached; i.e., the
-value of the Designated Bridge and Designated Port parameters were the same as that of the Bridge Iden-
tifier and the Port Identifier, respectively; the Designated Port parameter held for the Port is set to the new
value of the Port Identifier.

4.8.5.3 The Port Identifier parameter held for the Port is set to the new value.

4.4.5.4 If the value of the Designated Bridge parameter held for the Port is equal to that of the Btdge’s
Bridge|Identifier, and the new value of the Port Identifier is of higher priority than that recorded s the
Designated Port, then ‘ ‘ Yo

.8.5.4.1 The Become Designated Port procedure (4.6.10) is used to assign valués to the Designated
Root, Designated Cost, Designated Bridge, and Designated Port parameters for the Port.

.8.5.4.2 The Port State Selection procedure (4.6.11) is used.
4.8.6/Set Path Cost
4.8.6.1 The Path Cost parameter for the Port is set to the new value. -
4.8.6.2 The Configuration Update procedure (4.6.7) is used;

4.8.6.3 The Port State Selection procedure is used.

4.9 Procedural Model. This subsection constitutes the definitive description of the operation of the|Span-
ning Tree Algorithm and Protocol. The natural language text in 4.6, 4.7, and 4.8 of this standprd is
intended to informally present the semantics of-operation specified here. Should differences of interpreta-
tion exjst between that text and this procedural'model, the latter shall take precedence.

4.9.1 Overview. The parameters, timers, elements of procedure, and operation of the protocol axe pre-
sented |below as a compilable program in the computer language C (ANSI X8.159 [1]). ‘

The objective of presenting this-program is to precisely and unambiguously specify the operation|of the
‘algorithm and protocol. The description of the operation of the protocol in a computer language is in o way
intended to constrain the implementation of the protocol; a real implementation may employ any apgropri-
ate technology. ‘

Confprmance of equipment to this standard is purely in respect of observable protocol. The program con-
tained in this section‘contains modeling details that are of local concern to an implementation; therris no
conformance in respect of these details.

The natural language text in 4.6, 4.7, 4.8 follows the computer language text contained in this sectjon. In
order tp preserve the compactness of the program text, all comments are made by reference to the nptural
language description and are of the form 4.n.n.n. Where a program statement invokes an element of proce-
dure, 4 further reference is made to the particular condition, of those listed for the procedure, that has
caused the procedure to be invoked. ~ '
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/******************************************************************************
*

* SPANNING TREE ALGORITHM AND PROTOCOL

%

******************************************************************************/

/******************************************************************************

* DEFINED CONSTANTS
L T T T T L T T T T T T T T T T T T T F T T T I T e e e e e ey

#defline Zero 0
#defline One 1
#defline False 0
#defline True 1

/** port states. *x/

#deffine Disabled 0 /*/(4.4.5) */
#defline Listening 1 /* (4.4.2) *x/
#deffine Learning 2 /* (4.4.3) */
#deffine Forwarding 3 /* (4.4.4) */
#defline Blocking 4 /* (4.4.1) */

/** BPDU type constants **/

#defline Config_bpdu_type 0
#defline Tcn_bpdu_type 128

/** pseudo-implementation constants. **/

#defline No_of_ ports 2
/* arbitrary choice, to allow the code below to compile */

#defline All ports N6 of ports+l
/* port§'start at 1, arrays in C start at 0 */

#defline Default path_cost 10
/¥ arbitrary */

#define Message_ age_increment 1
/* minimum increment possible to avoid underestimating age, allows
for BPDU transmission time */

#define No_port 0

/* reserved value for Bridge's root port parameter indicating no
root port, used when Bridge is the root */
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/******************************************************************************

* TYPEDEFS,  STRUCTURES, AND UNION DECLARATIONS
R R R R L R T T T A L Rt 2 R R R T T T T T T T T Y T e T T T T L Y

/** basic types, **/

typedef int Int; /* to align with case stropping convention used
here. Types and defined constants have their
initial letters capitalised. */

typedef Int Boolean; /* : (True, False) */

typede Int State; /* : (Disabled, Listening, Learning,
Forwarding, Blocking) */

/** BPDU encoding types defined in Section 5. "Encoding of Bridge Protocol
Data Units" are:

Protocpl_version (5.2.2)

Bpdu_type (5.2.3)

Flag (5.2.4)

Identiffier (5.2.5)

Cost (5.2.6)

Port_id (5.2.7)

Time (5.2.8)

*%/

#include "types.c" /* defines 'BPDU encoding types */
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typedef struct

{
Bpdu_type type;

ISO/IEC 10038 : 1993
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Identifier root_id; /* (4.5.1.1) */
Cost root_path cost; /* (4.5.1.2) */
Identifier bridge id; [* (4.5.1.3) */
Port_id port_id; /* (4.5.1.4) */
Tigpe message_age; /* (4,5.1.5) */
Tipe max_age; /* (4.5.1.6) */
Time hello_time; /* (4.5.1.7) */
Tige forward_delay; /* (4.,5.1.8) */
Flag: topology_change_acknowledgment; /* ((4.5.1.9) */
Flag topology change; /* (4.5.1.10) */

} Config bpdu;

/** Topology Change Notification BPDU Parameters (4.5.2) **/

typedef struct
{
Bpu_type type;

} Ten|bpdu;
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/** Bridge Parameters (4.5.3) **/

typedef struct

¢ Identifier designated_root; - /* (4.5.3.1) wxf
Cost root_paih_post; /* (4.5.3.2) */
Int root_port; /* (4.5.3.3) */
Ti : /* (4.5.3.4) */
T;je hello_time; . /* (4.5.3.5) */
Tine forward_delay; ; /* (4.5.3.6) */
Idgntifier bridge id; : /* (4.5.3.7) */
Tine | bridge max_age; /* (4.5.3.8), */
Tine bridge_hello_time; : /* (4.5.3.9) */
Tine bridge_forward_delay; /* (4+5.3.10) */
Boglean  jtopology_change detected; /* (4.5.3.11) */
Bocleag/ﬁl topology_change; /* (4.5.3.12) */
/
Tine ’ topology_change_time; /% (4.5.3.13) */
Tinje hold time; /* (4.5.3.14) */

} Bridge_data;
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{ Port_id port_id; /* (4.5.5.1) */
State state; /* (4.5.5.2) */
Int path_cost; /* (4.5.5.3) */
Identifier designated root; /* (4.5.5.4) */
Int designated_cost; /* (4.5.5.5) */
Identifier designated_bridge; /* (4.5.5.6) * [0
Port id designated port; /* (4.5.5.7) */
Boplean topology change acknowledge; /* (4.5.5.8) */
Bodplean config_pending; /*/(3.5.5.9) */

} Port data;
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/** types to support timers for this pseudo-implementation. *k/

typedef struct

{

Boolean active; /* timer in use. */

Time value; /* current value of timer, counting up. */
} Timer;

/****;L************************************************************************
* STATIC STORAGE ALLOCATION

******************************************************************************/
Bridgel data bridge_info; /* (4.5.3) */
Port_data- port_info[All ports]; ' /* (4.5.5) */

Config bpdu config bpdu[All_ports];

Tcn_bpdu tcn_bpdu{All_ports]);

Timer hello_timer; /* (4.5.4.1) */
Timer ten_timer; /* (4.5.4.2) */
Timer topology_change_timer; /* (4.5.4.3) */
Timer message_age_timer[All_portsi}; /* (4.5.6.1) */
Timer forward_delay_timer[All ports]; | /* (4.5.6.2) */
Timer hold timer([All ports); /* (4.5.6.3) */
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/******************************************************************************

* CODE
******************************************************************************,

/** Elements of Procedure (4.6) **/

transmit_config(port_no) ‘ /* (4.6.1) */

Int port_no; ,

{ if (hold_timer{port noj].active) /* (4.6,1.3.1) */
¢ port_info[port no].config_pending = True; /* (4.6.1.3.1) */
g}a]se ' /* (4.6.1.3.2) ~ */
{

config_bpduf[port no}.type = Config bpdu_type;

config_bpdu[port_no].root_id = bridge_info.designated_root;
, /* (4.6.1.3.2(1)) */
config_bpdu[port_no).root_path_cost = bridge info.root_path_ cost;

[* (4.6.1.3.2(2)) */
config_bpdu[port_no].bridge id = bridge_ info.bridge id; \

/%(4.6.1.3.2(3)) */
config_bpdu[port_no).port_id = port info[port_no].poft_id;

/* (4.6.1.3.2(4)) */
if (root_bridge())

{

config_bpdu(port_no).message_age = Zero; /* (4.6.1.3.2(5)) */
}
else
{

config_bpdu{port no].message_age

= message_age timer[bridge ‘info.root_port].value
+ Message_age_increment; , /* (4.6.1.3.2(6)) */

}

config bpdu[port_no].max )age = bridge_ info.max age; /* (4.6.1.3.2(7)) */
config_bpdu[port_no).hello_time = bridge_info.hello_time;
config bpdu[port no}.forward delay = bridge info.forward delay;

config bpdu[port_no].topology_change acknowledgment
= port_infolport_no].topology change acknowledge;
/* (4.6.1.3.2(8)) */
port_info[port_no).topology change acknowledge = False;
‘ /* (4.6.1.3.2(8)) */
config bpdufport_no}.topology change
=\bridge_info.topology_change; /* (4.6.1.3.2(9)) */

send_config_bpdu(port_no, &config_bpdu[port no]);
port_info[port no).config pending = False; /* (4.6.1.3.2(10))*/

start_hold_timer(port_no); /* (4.6.1.3.2(11))*/
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/* where

send_config bpdu(port no,bpdu)
Int port_no;
Config_bpdu *bpdu;

is a pseudo-implementation specific routine which transmits
the bpdu on the specified port within the specified time.

*/

/* and */

Boolean root_bridge()
{

return(bridge_info.designated_root == bridge info.bridge id);
}
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Boolean supersedes port_info(port no, config) /*:(4.6.2.2) */:
Int port nog
Config_bpdu *config;
{
return (
( config->root_id
< port_info[port_no].designated root /* (4.6.2.2.1) */
)
[y
( ( config->root id
== port_info[port_no].designated_root
)
&&
( ( config->root_path_cost
< port_info[port_no).designated cost /* (4.6.2.2.2) */
)
|
( ( config->root path_ cost
== port_info{port no).designated_cost
)
&&
( ( config->bridge id
< port_info[port_no].designated_bridge \/* (4.6.2.2.3) */
) .
H
( ( config->bridge_id
== port_info[port_no].designated_bridge
) /* (4.6.2.2.4) */
&&
{ ( config->bridge id(}= bridge_info.bridge_id
) /* (4.6.2.2.4(1)) */
[
( config->port id
<= portiinfo[port _no].designated_port
) /* (4.6.2.2.4(2)) */
Y1)y ) )
)i
}
record_config_ information(port_no, config) /* (4.6.2) */
Int port_no; -
Config_bpdu~*config;
{
port—i = . tgrr . = = 197
port_info[port no].designated_cost = config->root_path_cost;
port_info[port nol.designated_bridge = config->bridge id;
port;info[port_po].designated_port = config->port_id;
start message_age_timer(port_no, config->message age); /* (4.6.2.3.2) = */
}
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record config_timeout values(config) /* (4.6.3) Y
Config_bpdu *config;
{ ,
bridge_info.max_age = config->max_age; /* (4.6.3.3) */

bridge_info.hello_time = config->hello time;
bridge_info.forward_delay = config->forward delay;
bridge_info.topology_change = config->topology change;

}
config_bpdu_generation() o , /% (4.6.4) */
{ .
Iny port_no;
for (port_no = One; port_no <= No_of ports; port_no++) /* (4.6.4.3) =~ _(*/
{ ;
if (  designated port(port_no) /* (4.6.4.3) */
&&
(port_info[port_no].state {= Disabled)
)
{ , ,
transmit_config(port_no); /* (4.6.4.3) */
} 7% (4.6.1.2) */
}
}

/* where */

Boolean designated port(port_no)
Int port_no;
{
return ( ( port_info[port nol.designated_bridge
== bridge_info.bridge_id

( port_info[port_no].designated port
==_port_info[port_no].port_id
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reply(port_no) /* (4.6.5) */
Int port_no;
{ .
transmit_config(port_no); /* (4.6.5.3) */
}
transmit_ten() _ /* (4.6.6) */
{
Int port_no;
pgrt_no = bridge info.root_port;
ten_bpdu[port no).type = Tcn_bpdu_type;
send_ten_bpdu(port_no, &tcn_bpdu[bridge_info.root_port]);/* (4.6.6.3) */
}
. /* where
send_ten_bpdu(port_no,bpdu)
Int port_no;
Tcn_bpdu *bpdu;
is a pseudo-implementation-specific routine which transmits
the bpdu on the specified port within the specified time.
*/
configuration_update() /* (4.6.7) */
C
rqot_selection(); /* (4.6.7.3.1) */
/* (4.6.8.2) */
dgsignated port_selection(); ' /* (4.6.7.3.2) */
. . . /* (4.60902) */
} .
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root_selection() ' /* (4.6.8) */
( ,

Int root_port;
Int port_noy

root_port = No_port;

for (port_no = One; port_no <= No_of ports; port_no++) /* (4.6.8.3,1) */
{ .
if ( ( (ldesignated_port(port_no))
£&&
(port_info[port no].state != Disabled)
&&

(port_info[port_no).designated_root < bridge_info.bridge_id)
) .
&&
( (root_port == No_port)
|

(
I
(

port_info[port_no}.designated root
< port_info[root_port].designated root /* (4.6.8.3v1(1)) */
) ’ ;
[
( ( port info[port no].designated root

== port_info[root_port].designated rott

( ( ( port info[port no].designated cost
+ port_info[port_ no).path cost

( port_info[root_port].designated_cost
+ port_info[root.port].path_cost
) /* (4.6.8.3.1(2)) */

( ( port info[port no).designated_cost
- 4 port_info[port noj.path_cost

)
( port_infofroot_port].designated_cost
+ port_info[root_port}.path_cost

)

( ( port_info[port _no).designated bridge
< port_info[root_port].designated_bridge
/* (4.6.8.3.1(3)) */

(__port_dinfo[port no].designated bridge
== port_info[root_port]).designated bridge

( ( port_infof{port_no).designated_port
< port_info[root_port].designated port
) ' /* (4.6.8.3.1(4)) */
I
( ( port_info{port no).designated_port
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== port_info[root_port].designated port
)
&&
(  port_info[port no).port_id
< port_info[root_port).port_id
) : /* (4.6.8.3.1(5)) */
) ) ) ) )y ) )y ) )

{
root_port = port_no;
}
}
briidge_info.root_port = root_port; /* (4.6.8.3.1) */
if| (root_port == No_port) : v /% (4.6.8.3.2) »/
( .
bridge_info.designated_root = bridge_info.bridge_ id;
/* (4.6.8,3:2(1)) */
bridge info.root_path_cost = Zero; /* (4.6,8.3.2(2)) */
}
else /* (4.6.8.3.3) */
{ . N
bridge info.designated_root = port info[root_port).désignated_root;
/* (4.6.8.3.3(1)) */
bridge_info.root path_cost = ( port_info[root_port].designated_cost
, + port_info[root)port).path_cost
)3 , /* (4.6.8.3.3(2)) */
}

81


https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993

ANSIIEEE Std 802.1D, 1993 Edition ' LOCAL AREA NETWORKS:
designated_port_selection() . /* (4.6.9) */
{ Int port_no;

for (p§rt_no = One; port_no <= No_of_ports; port_not++) /* (4.6.9.3) */

¢ if ( designated_port(port_no) ‘ /* (4.6.9.3.1) = */

I
(

port_info[port_no].designated_xoot
t=—bridge—_info-designatedroot— /> {4693+ 2)—*/

)
¥
( bridge_info.root_path cost
< port_info[port_no).designated_cost
) /* (4.6.9.3.3) %/
| |
( ( bridge_info.root_path cost

== port_info[port_no).designated cost

)
&&

( ( bridge_info.bridge_id
< port_info[port_no].designated bridge
) ; * /* (4.6.9.3.4) */
[
( ( bridge_info.bridge id
== port_info[port_no].designated bridge

( port_info[port no].port_id
<= port_info[port.-ho].designated port

) /* (4.6.9.3.5) */
) Y )y )
{
become_designated port(port_no); /* (4.6.10.3.2.2) */
}
}
}
beconle_designated_port(port_no) /* (4.6.10) */
Int Hort_no;
{
Hdort info[port_no)].designated_root = bridge_info.designated root;
: /* (4.6.10.3.1) */
gort{info[port no).designated cost = bridge_info.root_path_cost;
/* (4.6.10.3.2) */
port_info[port_no].designated_bridge = bridge_ info.bridge id;
/* (4.6.10.3.3) */
port_info[port _no}.designated_port = port_info[port_no].port_id;
© /% (4.6.10.3.4)  */
}
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port_state_selection() /* (4.6.11) */

{
Int port_no;

for (port_no = One; pb;t_no <= No_of ports; port_no++)

{
if (port_no == bridge_info.root_port) /* (4.6.11.3.1) */
{ ;
port_info[port_no].config pending = False; /* (4.6.11,3.1(1))*/
port_info[port_no].topology_change_acknowledge = False;
make_forwarding(port_no); /* (4.6.11.3.1(2))*/
} .
else if (designated_port(port_no)) /* (4.6,11.3.2) */
{ .
stop_message_age_timer(port_no); /* (4.6.11,3.2(1))*/
make_forwarding(port. no); /* (4.6.11.302(2))*/
}
else /* (4.6,11,3.3) */
{
port_info[port _no).config_pending = False; /* (4.6,11.3.3(1))*/
port_info[port_no].topology_change_acknowledge = False;
make_blocking(port_no); /* (4.6.11.3.3(2))*/
}
}
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make_forwarding(port_no) /* (4.6.12) */
Int port_no;
{
if (port_info[port_no].state == Blocking) /* (4.6.12.3) */
{
set_port_state(port_no, Listening); Co/* (4.6.12.3.1) */
start_forward_delay_timer(port no); /% (4.6.12.3.2)  */
}
}
make_Hlocking(port_no) /* (4.6.13) */
Int pdrt_no; |
{
if |[( (port_info[port no).state != Disabled)
&&
(port_info[port_no).state != Blocking)
) J* (4.6.13.3) . */
{ .
if ( (port_info[port_no].state == Forwarding)
-
(port_info[port_no).state == Learning)
)
{
topology_change detection(); /* (4.6.13.3.1) */
/* (4.6.14.2.3) */
} ,
set_port_state(port_no, Blocking); /* (4.6.13.3.2) */
stop_forward_delay timer(port_no); /* (4.6.13.3.3) */
}

/*-where */

——set:port:gtatefport:neT—staee;
Int port_no;

State state;

{

port_info{port no}.state = state;
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topology_change_detection()

/*
{
if (root_bridge()) /*
{ .
bridge_info.topology_change = True; /*

}

start_topology_change_ timer();

/*

else if (bridge_info.topology change detected == False) /*

{

ISO/IEC 10038 : 1993
ANSI/IEEE Std 802.1D, 1993 Edition

(4.6.14) */
(4.6.14.3.1) */
(4.6.14.3.1(1))*/

(4.6.14.3.1(2))*/

(4.6.14.3.2) */

topo

s

ackn
Int )

t]

transmit_tcn();

start_tcn_timer();

ridge_info.topology_change_detected
Logy_change_acknowledged()
ridge info.topology change detected

top_ten_timer();

bwledge_topology_ change(port_no)
bort_no;

Fansmit_config(port_no);

/*

/*

True; /*

/*

False; /%

/*

/*

>rt_info[port;po].topology_phangg_acknowledge = True; /*

(4.6.14.3.2(1))*/

(4.6.14.3.2(2))*/
(4.6.14.3.3) ) %/
(456115) */
(4.6.15.3.1) */
(4.6.15.3.2) */
(4.6.16) */

(4.6.16.3.1) */

(4.6.16.3.2) */
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/** Operation of the Protocol (4.7) **/
received config_bpdu(port no, config) /* (4.7.1) */
Int port_no;
Config_bpdu *config;
{ .
Boolean root;
root = root_bridge();
if (port info[port no}.state != Disabled)
{
if (supersedes_port_info(port_no, config)) /* (4.7.1.1) */
{ /% (4.6.2.2) */
record_config_information(port_no, config); /* (4.7.1.1.1) */
/* (4.6.2.2) */
configuration_update(); /* (4.7.1.1.2) */
/* (4‘6.7.2.1) */
port_state_selection(); /* (4.7.1.1,3) */
/* (4.6.11.2.1) */
if ((!root_bridge()) && root) /* (435771.1.4) */
{
stop_hello_timer();
if (bridge_info.topology_change detected) /* (4.7.1.1.5) %/
{ ‘
stop_topology_change_timer();
transmit_tcn(); /* (4.6.6.1) */
start_ten_timer():;
}
}
if (port_no == bridge infolroot_port)
{
record_config timeout values{config); /* (4.7.1.1.6) */
/* (4.6.3.2) */
config bpdu_(generation(); /* (4.6.4.2.1) */
if (config->topology_change_ acknowledgment) /* (4.7.1.1.7) */
{ .
topology_change acknowledged(); /* (4.6.15.2) */
} .
}
}
else if (designated_port(port_no)) /* (4.7.1.2) */
{
reply(port_no); /* (4.7.1.2.1) */
/* (4.6‘5.2) */
}
}
}
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received_tcn_bpdu(port no, tcn) /* (4.7.2) */
Int port no;
Ten_bpdu *ten;
{
if (port_info[port_no].state l= Disabled)
{
if (designated_port (port_no))
{
topology_change detection(); /* (4.7.2.1) */
/* (4.6.14.2.1) */
acknowledge_topology_change(port no); /* (4.7.2.2) */
} /* (4.6.16.2) */
}
}
hello|timer_ expiry() /* (4.7.3) */
p ;
copfig_bpdu_generation(); /* (4.6.4.2,2) */

start_hello_timer();
}
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message_age_timer_expiry(port_no) /* (4.7.4) */
Int port_no;
{

Boolean root;
root = root_bridge();

become_designated port(port_no); ‘ /* (4.7.4.1) */

/* (4.6.10.2.1) */

configuration_update(); ‘ /* (4.7.4.2) */

/* (4.6.7.2.2) */

gort_state_selection(); /* (4.7.4.3) */

/* (4.6.11.2.2) */

if ((root_bridge()) && (!root)) ‘ v /* (4.7.4.4) */
{

bridge_info.max_age = bridge_info.bridge_max age; /* (4.7.4.4.1) */

bridge_info.hello_time = bridge info.bridge hello_time;
bridge info.forward_delay = bridge_info.bridge forward delay;

topology_change_detection(); k /* (4.7.4.4.2) */
‘ /* (4.6.14.2.4) */

stop_ten_timer(); /%(4.7.4.4.3) */
config bpdu_generation(); /* (4.7.4.4.4) */
/* (4.6.4.4.3) */

start_hello_timer();

88


https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

MEDIA ACCESS CONTROL (MAC) BRIDGES

forward delay timer expiry(port_no)

. e

ISO/IEC 10038 : 1993

ANSVIEEE Std 802.1D, 1993 Edition

(4.7.5) */
Int port_no;
{
if (port_info[port_ no].state == Listening) /* (4.7.5.1) */
{
set_port state(port_no, Learning); /* (4.7.5.1.1) */
start_forward_delay timer(port no); /* (4.7.5.1.2) */
}
else if (port info[port no}.state == Learning) /[* (4.7.5.2) */
(
set_port state(port_no, Forwarding); /* (4.7.5.2.1) */
if (designated for some port()) /* (4.7.5.2.2) *x/
{
topology_change_detection(); /* (4.6.14.2.2), D%/
}
}
}

/* where */

Boolean designated for_some_port()

{
Int port_no;
for (port_no = One; port_no <= No_of ports; port_not++)
A
if ( port_info[port_no}.designated bridge
== bridge_info.bridge id
)
{
return(True);
}
}
return(False);
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ten_timer expiry() /* (4.7.6) */
{
transmit_tcn(); /* (4.7.6.1) */
start_tcn timer(); /* (4.7.6.2) */
}
topology_change_timer_expiry() /* (4.7.5) */
{ .
hridge info.topology change detected = False; [* (4:7.7.1) */
bridge_info.topology_change = False; /* (4.7.7.2) */
}
‘hold_timer expiry(port_no) /* (4.7.8) */
Int pprt no;
{
if| (port_info[port_no].config_pending)
{ ‘ ‘
transmit_config(port_no); /* (4.7.8:1) */
} ‘ /* (4.641.2.3)  */
}
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initialisation() /*

{

Int port_no;

bridge_info.designated_root = bridge info.bridge id; /*
bridge info.root path_cost = Zero;
bridge_info.root_port = No_port;

bridge_info.max_age = bridge info.bridge max_age; /*
bridge info.hello time = bridge info.bridge hello time;

ISO/IEC 10038 : 1993
ANSI/IEEE Std 802.1D, 1993 Edition

(4.8.1) */
(4.8.1.1) */

(4.8.1.2) */

bridge info.forward_delay = bridge_info.bridge forward delay;

bridge_info.topology_change detected = False; k/ *
bridge_info.topology change = False;
stop_tcn_timer();

st

for

{

p_topology change timer();

{port_no = One; port_no <= No_of_ports; port no++) /*

initialize port(port_no);

}

port_state selection(); R
coIf ig_bpdu_generation(); /*
start_hello_timer();

inj
Ing

ltialize_port(port_no)

L port_no;

become:_designated_port(port_no); /*
set_port_state(port_no, Blocking); /*

port_info[pert’ no).topology change _acknowledge = False;

(4.8.1.3) */
(4.8.1.4) */
(4.8.1.5) */
(4.8.1.6) */
/%
*/

(4.8.1.4.1) */

(4.8.1.4.2) */

/* (4.8.1.4.3) %/
port_info{port no}.config pending = False; /* (4.8.1.4.4) */
gtop_message_age_timer(port_no); /* (4.8.1.4.5) */
stop_forward delay_ timer(port_no); /* (4.8.1.4.6) */
stop_hold_timer(port_no); /* (4.8.1.4.7) */
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enable_port(port_no) J* (4.8.2) */
Int port_no;
{
initialize port(port_no);
port_state selection(); /* (4.8.2.7) o*/
} L ,
/%
x/
disable_port(port_no) /* (4.8.3) */
Int |port_no;
{
Boolean root;
root = root_bridge();
become designated port(port no); /* (4.843.1) */
set_port_state(port _no, Disabled); /*(4.8.3.2) */
port_info[port_nol.topology change acknowledge = False; /* (4.8.3.3) */
pbort_info[port_no).config_pending = False; /* (4.8.3.4) */
stop_message_age_timer(port_no); /* (4.8.3.5) */.
$top_forward_delay_timer(port_no); /* (4.8.3.6) */
ponfiguration_update();
port_state selection(); /* (4.8.3.7) */
£ ((root_bridge()) && (lroot)) /* (4.8.3.8) */
(
bridge_info.max_agé = bridge_info.bridge max_age; /* (4.8.3.8.1) */
bridge_info.hello \time = bridge_info.bridge hello time;
bridge info.forward delay = bridge info.bridge forward delay;
topology_change detection(); /* (4.8.3.8.2) */
stop.tcn_timer(); /* (4.8.‘3.8.3) */
config bpdu_generation(); /* (4.8.3.8.4) */
start_hello_t:.mery( )i
}
}
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set_bridge priority(new_bridge id) /* (4.8.4) */

Identifier new_bridge id; /* (4.8.4.1) */
{

Boolean root;
Int port no;

root = root_bridge();

for (port_no = One; port no <= No_of ports; port_no++) /* (4.8.4.2) */
{
if (designated port(port no})
{
port_info[port_no].designated bridge = new _bridge id;
}
}
bridge info.bridge id = new bridge id; /* (4.8.4.3) */
. configuration_update(); /* (4.8.4.4) */
port_state_selection(); /% (4.8.475) */
if ((root_bridge()) && (lroot)) /* (4.8.4.6) */
{
bridge_info.max_age = bridge info.bridge max_age; /* (4.8.4.6.1) */
bridge info.hello_time = bridge info.bridge hello\time;
bridge info.forward_delay = bridge info.bridge(forward delay;
topology change detection(); /* (4.8.4.6.2) */
stop_ten_ timer(); /* (4.8.4.6.3) */
config _bpdu_generation(); /* (4.8.4.6.4) */
start_hello_timer();
}
@'’
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set_port_priority(port_no, nhew port_id) /* (4.8.5) */
Int port_no;
Port_id new_port_id; /* (4.8.5.1) */
{
if (designated port(port_no)) /* (4.8.5.2) */
{
port_info[port_no}.designated port = new port_id;
}
port_info{port_no].port_id = new_port_ id; /* (4.8.5.3) */
iff ( ( bridge_info.bridge id : /* (4.8.5.4) */
== port_info[port_no].designated_bridge
)
&&
( port_info[port noj.port_id
< port_info[port_no).designated_port
) .
)
{
become_designated_port(port_no); /* (4.8v5.4.1)  */
port_state_selection(); /¥5(4.8.5.4.2) */
}
}

/%
set_ppath_cost(port_no, path_cost) /* (4.8.6) */
Int port_no; ,

Cost] path_cost;

{ .
pert_info[port_no].path_cost s path_cost; /* (4.8.6.1) */
configuration_update(); /* (4.8.6.2) */
port_state_selection()} /* (4.8.6.3) */

}
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/** pseudo-implementation-specific timer running support *%/

tick()

{ ,
Int port_no;

if (hello_timer_ expired())
{ hello_timer_ expiry();
}

if (tcn_timer expired())
{ [ ten_timer_expiry();

if| (topology_change timer expired())
{ topologyrchangq_timer;pxpiry();

}
for (port_no = One; port_no <= No_of ports; port_no++)
¢
if (forward_delay_timer_expired(port_no))
{
forward_delay_timer_expiry(port_no);
}
if (message_age timer expired(port_no))
{
message_age timer expiry(port_no);
} ,
if (hold_timer_ expired(port no))
{
hold_timer expiry(port no);
}
}
}
/* where */

stary hello_ timer()
{ hello_timer.value = (Time) Zero;
helllo_timer.active = True;

}

stop_fhello_timer()
{ hello timer.active = False;

}

Boolgan hello timer expired()
{ iff (hello_timer.active && (++hello_timer.value >= bridge_ info.hello_time))
{ hello_timer.active = False; :
return(True);

}

return(False);

}

start_tcn_timer()
{ tcn_timer.value = (Time) Zero;
ten_timer.active = True;
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}

stop_ten_timer()
{ tcn_timer.active = False;

}

Boolean tcn_timer expired() :
{ if (tcn_timer.active && (+ttcn timer.value >= bridge_info.bridge_hello_time))
{ tecn_timer.active = False;
return(True);

}
ﬂeturn(False);

stant_topology_change_timer()
{ t4opology_change_timer.value = (Time) Zero;
Hopology_change_timer.active = True;

stog topology_change timer()
{ 4opology change_timer.active = False;

Boolean topology_change_timer expired()
{ df ( topology_change_timer.active
&& ( ++topology_change timer.value
>= bridge_info.topology_change_ time
)
)

{ topology_change timer.active = False;
return(True);

. SR V")

eturn(False);

stayt_message_age_timer(port_no, message_age)

Int | port_no;

Timg message_age;

{ ssage_age_timer([port no}.value = message_age;
ssage_age_timer([port’ no).active = True;

o}

stop_message_ age, timer (port_no)
Int | port_no;
{ mnessage_.age timer[port no).active = False;

}

Boolean message_age. timer_ expired(port_no)
Int port no;
{ if (message_age_timer[port_no}.active &&
(++message_age_timer[port_no].value >= bridge_ info.max_age))
{ message_age_timer(port_no].active = False;
return(True);

}

return(False);

96


https://standardsiso.com/api/?name=da002b0f83d8e5a57bd5b155aacb4c1c

ISO/IEC 10038 : 1993
MEDIA ACCESS CONTROL (MAC) BRIDGES : ANSI/IEEE Std 802.1D, 1993 Edition

start_forward_delay_timer(port_no)

Int port no;

{ forward delay_timer[port_no}.value = Zero;
forward_delay_timer[port_no}.active = True;

}

stop_forward_delay_ timer(port_ no)

Int port_no;

{ forward_delay timer[port no].active = False;
}

BoolLan forward_delay_timer_ expired(port_no)

Int port_no;

{ if (forward delay timer[port_ no}.active &&
(++forward_delay_timer([port no].value >= bridge_info.forward delay))
{| forward_delay_ timer[port no].active = False;

return(True);

}

return(False);

stark_hold_timer(port_no)

Int port_no;

{ hpld_timer[port_no].value = Zero;
hpld_timer(port_no].active = True;

stop| hold timer(port_no)
Int port no;
{ hbld timer[port no}.active = False;

Boolean hold timer expired(port_no)

Int port_no;

{ if (hold_timer{port_no}.active &&

(++hold timer[port_nol.value >= bridge_info.hold_time))
{{| hold timer[port_noJ.active = False;

return{True);

X

return(False);

/** pseudo=implementation specific transmit routines **/

#indlude "transmit.c"
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4.10 Performance. This section places requirements on the performance of the Bridges in a Bridged Local
Area Network and on the setting of the parameters of the Spanning Tree Algorithm and Protocol. These
are necessary to ensure that the algorithm and protocol operate correctly.

It recommends default operational values for performance parameters. These have been specified in
order to avoid the need to set values prior to operation, and have been chosen with a view to maximizing
the ease with which Bridged Local Area Network components interoperate.

It specifies absolute maximum values for performance parameters. The ranges of applicable values are
specified to assist in the choice of operational values and to provide guidance to implementors.

idges in the

Bridged Local Area Network ensure that

(1) Bridges do not initiate reconfiguration if none is needed. This means that a Bridge Protocol Message
is not timed out before its successor arrives, unless a failure has occurred.

(2) Following reconfiguration frames are not forwarded on the new active topology; while frames that
were initially forwarded on the previous active topology are still in the Bridged Local Area Network.
This ensures that frames are not duplicated.

These requirements are met through placing restrictions on
(a) The maximum bridge diameter of the Bridge Local Area Network,” the maximum nymber of
Bridges between any two points of attachment of end stations.
(b) The maximum bridge transit delay, the maximum time elapsing between reception and trans-
mission by a Bridge of a forwarded frame, frames that would otherwise exceed this limit being dis-
carded.

(©) The maximum BPDU transmission delay, the maximum delay prior to the transmisgion of a-
Bridge Protocol Data Unit following the need to transmit such a BPDU arising, as specified/in 4.7.

(d) The maximum Message Age increment overestimate that may be made to the valde of the
Message Age parameter in transmitted BPDUs or to the age of stored Brldge Protocol Message
information.

(e) The values of the Bridge Hello Time, Bridge Max Age, Bridge Forward Delay, and Hold Time
parameters.

Additionally a Bridge shall not

(1)] Underestimate the increment to the'Message Age parameter in transmitted BPDUs.
(ii] Underestimate Forward Delay

(ii) Overestimate the Hello Time interval when acting as the Root.

4.10.2 Parameter Values. Recommended default, absolute maximum, and ranges of paramdters are
specified in Tables 4-1, 4-2, 4-3, 4-4, and 4-5.

Table 4-1 .
Maximum Bridge Diameter

Parameter o Recommended Value

maximum bridge diameter v ‘ 7
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Table 4-2
Transit and Transmission Delays
Parameter Reco‘x;:lxllleended Absolute Maximum
maximum bridge transit delay 1.0 4.0
maximum BPDU transmission delay 1.0 4.0
maximum Message Age increment overestimate 1.0 4.0
Al] times are in seconds.
Table 4-3
Spanning Tree Algorithm Timer Values
. Recommended or .
Parameter Default Value Fixed Value Range
Briflge Hello Time ' 2.0 — 1.0-10.0
Brifge Max Age ' 20.0 — 6.0-40.0
Briflge Forward Delay 15.0 — 4.0-30.0
Hold Time » - : 1.0 —
All times are in seconds.
— Not applicable.
4.19.2 constrains the relationship between Bridge Max Age and Bridge Forward Delay:.
| Table 4-4
Bridge and Port Priority Parameter Values
Recommended or
Parameter, Default Value Range
Bridge Priority ‘ 32768 0-65535
Port Priority , 128 0-255
‘ Table 4-5
Path Cost Parameter Values
Recommended —r '
Patameter Value d Absolute Minimum Range
Path Cost see 4.10.2 1 1-65535
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A Bridge shall not exceed the absolute maximum values specified in Table 4-2 for maximum bridge
transit delay, maximum BPDU transmission delay, and maximum Message Age increment over-
estimate.

If the values of Bridge Hello Time, Bridge Max Age, and Bridge Forward Delay can be set by man-
agement, the Bridge shall have the capability to use the full range of values in the parameter ranges spec-
ified in Table 4-3, with a granularity of 1 second.

A Bridge shall use the value of Hold Time shown in Table 4-3.

A Bridge shall enforce the following relationships:

2 x (Bridge_Forward_Delay — 1.0 seconds) = Bridge_Max_Age

Bridge_Max_Age = 2 x (Bridge_Hello_Time + 1.0 seconds)

It is recommended that default values of the Path Cost parameter for each Bridge Port be'based on the
following formula:

Pagh_Cost = 1000/Attached_LAN_speed_in_Mb/s

which gives a default value for Path Cost of 100 for a 10 Mb/s LAN.
If the values of the Bridge Priority and the Port Priority for each of the Ports can be set by rhanage-
ment} the Bridge shall have the capability to use the full range of values.in'the parameter ranges specified
in Taple 4-4, with a granularity of 1.
A ridge shall not use a lower value for the Path Cost parameterassociated with any Port than the abso-
lute minimum value specified in Table 4-5.
If the value of Path Cost can be set by management, the Bridge shall have the capability to use|the full
range of values in the parameter ranges specified in Table 4.5, with a granularity of 1.
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5. Encoding of Bridge Protocol Data Units

THis section specifies the structure and encoding of the Bndge Protocol Data Units (BPDUs) ex¢hanged
between Bridge Protocol Entities.

5.1 Structure

5,141 Transmission and Representation of Octets. All BPDUs shall contain an integral number of
octets. The octets in a BPDU are numbered starting from 1 and increasing in'the order they are put into a
Data|Link Service Data Unit (DLSDU). The bits in an octet are numbered from 1 to 8, where 1 is the low-
orden bit..
WHhen consecutive octets are used to represent a binary number, the lower octet number has the most sig-
nificgnt value.
All| Bridge Protocol Entities respect these bit and octet ordering conventions, thus allowing communica-
tions|to take place.
When the encoding of a BPDU is represented usmg a diagram in this section, the following representa-
tion is used:
(1)| Octets are shown with the lowest numbered octet to the left, higher numbered octets being to the
right.
(2)| Within an octet, bits are shown with bit 8:to’the left and bit 1 to the right.

5.1.2 Components. A Protocol Identifier is encoded in the initial octets of all BPDUs. This standard
reserjves a single Protocol Identifier value, This standard places no further restriction on the structure,
encoding, or use of BPDUs with differént values of the Protocol Identifier field, should these exist, by other
standard protocols.

BPDUs used by Bridge Protocol-Entities operatmg the Spanning Tree Algorithm and Protocol gpecified
in Seption 4 use the reserved Protocol Identifier value and have the following structure.

Earh BPDU comprises a-fixed number of parameters essential to the operation of the protoc¢l. Each
parameter is encoded in‘one or more octets and is of fixed length. The order of parameters in a BPDU is
fixed

The parameters of each BPDU are determined by the BPDU type; all BPDUs of the same type shiall com-
prise|the same parameters, in the same order, encoded in the same way.

5.2 Encodingof Parameter Types

5.21.1 Encoding of Protocol Identifiers. A Protocol Identifier shall be encoded in two octets.

| 5.2.2 Encoding of Protocol Version Identifiers. A Protocol Version Identifier shall be encoded in one
octet. If two Protocol Version Identifiers are interpreted as unsigned binary numbers, then the greater
number will be associated with the more recently defined Protocol Version.

5.2.3 Encoding of BPDU Types. The type of the BPDU shall be encoded as a single octet. The bit pat-

tern contained in the octet merely serves to distinguish the type; no ordermg relationship between BPDUs
of different types is implied.
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5.2.4 Encoding of Flags. A flag shall be encoded as a bit in a single octet. A number of flags may be thus
encoded in a single octet. A flag is set if the corresponding bit in the octet takes the value 1. Bit positions in
the octet that do not correspond to flags defined for a given type of BPDU are reset, i.e., shall take the value
0. No additional flags will be defined for a BPDU of given protocol version and type.

5.2.5 Encoding of Bridge Identifiers. A Bridge Identifier shall be encoded as eight octets, taken to
represent an unsigned binary number. Two Bridge Identifiers may be numerically compared the lesser
number shall denote the Bridge of the higher priority.

The two most significant octets of a Bridge Identifier comprise a settable pr10r1ty component that per-
mits the relatlve pnonty of Bndges to be managed (4 5.3.7, Sectlon 6) The six least s1gn1ﬁcant octets

eness : y—sha Br1dge

5S (3 12 5) accordmg to the followmg procedure

The|third most significant octet is derived from the-initial octet of the MAC address, the least significant
bit of the octet (Bit 1) is assigned the value of the first bit of the Bridge Address, the next most significant
bit, the value of the second bit of the Bridge Address, and so on. In a Bridged Local Area Network utilizing
48-bit[MAC addresses, the fourth through eighth octets are similarly assigned the values of the se¢ond to
the sixth octets of the Bridge Address.

In a Bridged Local Area Network utilizing 16-bit MAC addresses, the fourth octet is assigned the value
of the| second octet of the Br1dge Address, and the fifth through eighth octets” are assigned thg value
0000 q000.

5.2.6 Encoding of Root Path Cost. Root Path Cost shall be encoded-as four octets, taken to represent
an unpigned binary number, a multiple of arbitrary cost units. Subsection 4.10.2 contains recominenda-
tions gs to the increment to the Root Path Cost, in order that some common value can be placed pn this
paranjeter without requiring' a management installation practice for Bridges in a Bridged Locgl Area

Encoding of Port Identifiers. A Port Identifier shall be encoded as two octets, taken to represent
an unpigned binary number. If two Port Identifiers.are numerically compared, the lesser number shall
denotg the Port of higher priority. The more significant octet of a Port Identifier is a settable priorify com-
ponent that permits the relative priority of Ports on the same Bridge to be managed (4.5.5, Section B). The
less sipnificant octet is the Port Number expréssed-as an unsigned binary number The value 0 is not used
as a Pprt Number.

5.2.8 Encoding of Timer Values. Timer Values shall be encoded in two octets, taken to repregent an
unsigned binary number multiplied by a unit of time of 1/256 of a second. This permlts times in the yrange 0
to, buf not including, 256 seconds to be represented.

5.3 BPDU Formats and Parameters

5.3.1 Configuration BPDUs. The format of the Configuration BPDUs is shown in Fig 5-1. Each| trans-
mitted Configuration-BPDU shall contain the following parameters (4.5.1) and no others:

(1) |'The Protocol Identifier is encoded in Octets 1 and 2 of the BPDU. It takes the value 0000 0000 0000
0000, which identifies the Spanning Tree Algorithm and Protocol as specified in Section 4 [of this
standard.
2) The Protocol Versmn Ident1ﬁer 1s encoded in Octet 3 of the BPDU. It takes the value 0000 0000.
(3) . 5 0. This

denotes a Conﬁguratmn BPDU

(4) The Topology Change Acknowledgment flag is encoded in Bit 8 of Octet 5 of the BPDU
(5) The Topology Change flag is encoded in Bit 1 of Octet 5 of the BPDU.

(6) The Root Identifier is encoded in Octets 6 through 13 of the BPDU.

(7) The Root Path Cost is encoded in Octets 14 through 17 of the BPDU.

(8) The Bridge Identifier is encoded in Octets 18 through 25 of the BPDU.

(9) - The Port Identifier is encoded in Octets 26 and 27 of the BPDU.
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(10) The Message Age timer value is encoded in Octets 28 and 29 of the BPDU.
(11) The Max Age timer value is encoded in Octets 30 and 31 of the BPDU.

(12) The Hello Time timer value is encoded in Octets 32 and 33 of the BPDU,
(13) The Forward Delay timer value is encoded in Octets 34 and 35 of the BPDU.

- Ocltet
Protocol Identifier 2
Protocol Version Identifier 3
BPDU Type 4
Flags 5
6
7
8
Root Identifi o
entifier 10
11
12
13
14
15
R
oot Path Cost 16
17
18
. s . 19
Bridge Identifi
ridge Identifier 20
21
22
23
24
25
. 26
Port Identifier o7
28
M A
essage Age 20
Max Age 30
31
. 32
Hello Time 33
Forward Delay 34
35
Fig 5-1
Configuration BPDU

Parameters and Format
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5.3.2 Topology Change Notification BPDUs. The format of the Topology Change Notification BPDUs
is shown in Fig 5-2. Each transmitted Topology Change Notification BPDU shall contain the following
parameters (4.5.2) and no others:

1)

@
(3)

The Protocol Identifier is encoded in Octets 1 and 2 of the BPDU. It takes the value 0000 0000 0000
0000, which identifies the Spanning Tree Algorithm and Protocol as specified in Section 4 of this
standard.

The Protocol Version Identifier is encoded in Octet 3 of the BPDU. It takes the value 0000 0000.

The BPDU Type is encoded in Octet 4 of the BPDU. This field shall take the value 1000 0000. This
denotes a Topology Change Notification BPDU.

: Ocltet
" Protocol Identiﬁer 9
Protocol Vei‘sion Identifier 3
BPDU Type 4
Fig 5-2

Topology Change Notification
BPDU Parameters and Format

5.3.3 Validation of Received BPDUs. A received BPDU shall be‘processed by the Bridge Protocol
Entity|as specified in 4.7 of this standard if, and only if, it contains the Protocol Identlﬁer, Protocol Version

Identifi
@

)

fier, and BPDU Type parameters, and either
The BPDU Type parameter denotes a Configuration BPDU, and all of the fixed parameters |of this
BPDU type are present, i.e., the BPDU is composed of at'least 35 octets, or
The BPDU Type parameter denotes a Topology Change Notification BPDU, and all of the fixed
parameters of this BPDU type are present, i.e., the BPDU is composed of at least 4 octets.
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6. Bridge Management

Mdnagement facilities are provided by MAC Bridges in accordance with the principles and\con¢epts of
the OBI Management Framework.
Thip section
(1) | Introduces the Functional Areas of OSI Management to assist in the identification of the require-
ments placed on Bridges for the support of management facilities.
(2) | Establishes the correspondence between the Processes used to model the operation of the| Bridge
| (8.8) and the managed objects of the Bridge.
(3) | Specifies the management operations supported by each managed obJect.

6.1 Management Functions. The Functions of Management relate to'the users’ needs for facilitjes that
suppqrt the planning, organization, supervision, control, protection, and security of communjcations
resoufpces, and account for their use. These facilities may be categorized as supporting the Functional
Areag of Configuration, Fault, Performance, Security, and Accounting Management. Each of these|is sum-
marized in 6.1.1 through 6.1.5, together with the facilities commonly required for the management|of com-
muni¢ation resources, and the particular facilities provided in that functional area by Bridge Management.

6.1{1 Configuration Management. Configuration' Management provides for the identification|of com-
munig¢ations resources, initialization, reset and closedown, the supply of operational parameters, And the
establishment and discovery of the relationship between resources. The facilities provided by Bridge Man-
agement in this functional area are

(1) | The identification of all Bridges that together make up the Bridged Local Area Network and their
respective locations and, as a consequence of that identification, the location of specific end stations
| to particular individual LANs.

(2)| The ability to remotely reset, i.e., reinitialize, specified Bridges.

(3) | The ability to control the priority with which a Bridge Port transmits frames.
(4) | The ability to force a specific configuration of the spanning tree.

(5)| The ability to contrel the propagation of frames with specific group MAC addresses to certajn parts
of the configured Bridged Local Area Network. :

6.1{2 Fault Management. Fault Management provides for fault prevention, détection, diagnd Bis, and
corre¢tion. Thefacilities provided by Bridge Management in this functional area are

(1) | Theability to identify and correct Bridge malfunctions, including error logging and reporting.

6.1 provide : atio
commumcatlons resources and of the effectlveness of communlcatlon act1v1t1es The faclhtles prov1ded by
Bridge Management in this functional area are

(1) The ability to gather statistics relating to performance and traffic analysis. Specific metncs include

network utilization, frame forward, and frame discard counts for 1nd1v1dual Ports w1th1n a Bridge.

6.1.4 Security Management. Security Management provides for the protectlon of resources. Brldge
Management does not provide any specific facilities in this functional area.
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6.1.5 Accounting Management. Accounting Management provides for the identification and distribu-
tion of costs and the setting of charges. Bridge Management does not provide any specific facilities in this
functional area.

6.2 Managed Objects. Managed objects model the semantics of management operations. Operations upon
an object supply information concerning, or facilitate control over, the Process or Entity associated with
that object.

The managed resources of a MAC Bridge are those of the Processes and Entities established in 3.3 Model
of Operation. Specifically,

(0H)] The Bndge Management Entlty (6. 4 3 11)

2 : fate ithres
3 I‘he Forwardmg Process of the MAC Relay Entlty (6.6, 3 2 3.7M.
(4) [The Filtering Database of the MAC Relay Entity (6.7, 3.9).

(56) [The Bridge Protocol Entity (6.8, 3.10, Section 4).
The management of each of these resources is described in terms of managed objects-and operations

.6).

a Types. This section specifies the semantics of operations independent of their encoding i man-
agement protocol. The data types of the parameters of operations are defined only as required for that spec-

numerated, for a collection of named values. ,
nsigned, for all parameters specified as “the number of’ saome quantity, and for priority valueLs that
re numerically compared, In the latter case the lower number represents the higher priority value.

4) AC Address.

(5) [Latinl String, as defined by ANSI X3.159 [1], for all text strings.

(6) [Time Interval, an Unsigned value representing a positive integral number of seconds, for all proto-
ol timeout parameters.
ounter, for all parameters specified as a “count” of some quantity. A counter increments and wraps

ith a modulus of 2 to the power of 64.

'he Bridge Configuration.
he Port Configuration for éach Port.

Bridge Configuration: The Bridge Configuration object models the operations that modify, or
about, the configuration of the Bridge’s resources. There is a single Bridge Configuration object per

anagement _operations that can be performed on the Bridge Configuration are Dlscover Bridge,
Read Bridge, Set Bridge Name, and Reset Bridge.

8.4.1.1 Discover Bridge

4:1.1.1 Purpose. To solicit configuration information regarding the Bridge(s) in the Bridged Local
ork:

Area

6.4.1.1.2 Inputs
(1) Inclusion Range, a set of ordered pairs of specific MAC Addresses. Each pair spec1ﬁes a range of
MAC Addresses. A Brldge shall respond if and only if
(a) For one of the pairs, the numerical comparison of its Bridge Address with each MAC Address of
the pair shows it to be greater than or equal to the first, and
(b) Less than or equal to the second, and
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(¢) Its Bridge Address does not appear in the Exclusion List parameter below. .

The numerical comparison of one MAC Address with another, for the purpose of this operation, is
achieved by deriving a number from the MAC Address according to the following procedure. The
consecutive octets of the MAC Address are taken to represent a binary number; the first octet that
would be transmitted on a LAN medium when the MAC Address is used in the source or destination
fields of a MAC frame has the most 51gn1ﬁcant value, the next octet the next most significant value.
Within each octet the first bit of each octet is the least significant bit. .

(2) Exclusion List, a list of specific MAC addresses.

6.4.1.1.3 Outputs
(1)[ Bridge Address—the MAC Address for the Bridge from which the Bridge Identifier used by the

Spanning Tree Algorithm and Protocol is derived.

(2)| Bridge Name—a text string of up to 32 characters, of locally determined significance;
(8)] Number of Ports—the number of Bridge Ports (MAC Entities).

(4)] Port Addresses—a list specifying the following for each Port:

(a) Port Number—the number of the Bridge Port.

(b) Port Address—the specific MAC Address of the individual MAC Entity associated with the Port.
(5)| Uptime—count in seconds of the time elapsed since the Bridge was lastreset or initialized.

§.4.1.2 Read Bridge

6.4.1.2.1 Purpose. To obtain general information regardingthe-Bridge.
6.4.1.2.2 Inputs. None:

6.4.1.2.3 Outputs

(1)] Bridge Address—the MAC Address for the Bridge from whlch the Brldge Identifier used by the
Spanning Tree Algorithm and Protocol is derived.

(2)] Bridge Name—a text string of up to 32 characters, of locally determined significance.
(3)| - Number of Ports—the number of Bridge Ports (MAC Entities).

(4)] Port Addresses—a list specifying the following for each Port:

(a) Port Number.

(b) Port Address—the specific MAC Address of the individual MAC Entity associated with the Port.
(5)] Uptime—count in seconds of the time elapsed since the Bridge was last reset or initialized.

6.4.1.3 Set Bridge Name

6.4.1.3.1 Purpose; To associate a text string, readable by the Read Bridge‘operation, with g Bridge.

6.4.1.3.2 Inputs
(1)) Bridge Name—a text string of up to 32 characters.

6.4:1.3.3 Outputs. None.

6.4.1.4 Reset Bridge

6.4.1.4.1 Purpose. To reset the specified Bridge. The Forwarding Database is cleared and initialized
with the entries specified in the Permanent Database, and the Bridge Protocol Entity is initialized (4.8.1).

6.4.1.4.2 Inputs. None.

6.4.1.4.3 Outputs. None.
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6.4.2 Port Configuration. The Port Configuration ohject models the operations which modify, or
inquire about, the configuration of the Ports of a Bridge. There area fixed set of Bridge Ports per Bridge
(one for each MAC interface), and each is identified by a permanently allocated Port Number. Ports are
numbered consecutively starting from 1.

The information provided by the Port Configuration consists of summary data indicating its state and
type. Specific counter information pertaining to the number of packets forwarded, filtered, and errors are
maintained by the Forwarding Process resource. The management operations supported by Bridge Proto-
col Entity allows for controlling the states of each Port.

The management operations that can be performed on the Port Entities are Read Port and Set Port
Name.

|6.4.2.1 Read Port

6.4.2.1.1 Purpose. To obtain general information regarding a specific Bridge Port:

6.4.2.1.2 Inputs
(1} Port Number—the number of the Bridge Port.

6.4.2.1.3 Outputs :
(1) Port Name—a text string of up to 32 characters, of locally determined significance.
(2) Port Type—the MAC Entity type of the Port (ISO/IEC 8802-3 [5] ISO/IEC 8802-4 [6]; [SO/IEC

8802.5 [7]; ISO 9314 [14]; other).
B.4.2.2 Set Port Name

6.4.2.2.1 Purpose. To associate a text string, readable by the Read Port operation, with a Bridge
Port

6.4.2.2.2 Inputs
(1) Port Number.
(2) Port Name—a text string of up to 32 characters.

6.4.2.2.3 Outputs. None.

6.5 Media Access Control Entities. The Management Operations and Facilities provided by the MAC

Entities are those specified in-the Layer Management Standards of the individual MACs. A MAC Entity is
assopiated with each Bridge Port.

6.6 Forwarding Process. The Forwarding Process contains information relating to the forwdrding of
frames. Counters-are maintained that provide information on the number of frames forwarded,|filtered,

opped.due to error. Configuration data, defining how frame priority is handled, is maintained by the
arding Process.

(2) The Transmission Priority objects for each Port.

6.6.1 The Port Counters. The Port Counters object models the operations that can be performed on the
Port counters of the Forwarding Process resource. There are multiple instances (one for each MAC Entity)
of the Port Counters object per Bridge.

The management operation that can be performed on the Port Counters is Read Forwardmg Port
Counters.
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6.6.1.1 Read Forwarding Port Counters

6.6.1.1.1 Purpose. To read the forwarding counters associated with a specific Bridge Port.

6.6.1.1.2 Inputs
(1) Port Number.

6.6.1.1.3 Outputs
(1) Frames Received—count of valid frames received.
)] D1scard Inbound———count of vahd frames recelved that were dlscarded by the Forwarding Process.

3 : TItity:

4 Dlscard Lack of Buffers—count of frames that were to be transmltted through the associated Port
but were discarded due to lack of buffers.

(5) | Discard Transit Delay Exceeded—count of frames that were to be transmitted but,were digcarded
due to the maximum bridge transit delay being exceeded (buffering may have been-available).

- (8) | Discard on Error—count of frames that were to be forwarded on the associated MAC but copld not
be transmitted (e.g., frame would be too large).
(7) | Discard on Error Details—a list of 16 elements, each containing the source address of a fragne and
the reason why the frame was discarded (frame too large). The list \is'maintained as a dircular

buffer. The only reason for discard on error, at present, is transmissible service data unmit size
exceeded.

6.6.2 Transmission Priority. The Transmission Priority object models the operations that can [be per-
formed to control how frame priority is handled for each transmitting Port, in accordance with 3.7.4, There
are mpultiple instances (one for each MAC Entity) of the Transmission Priority objects per Bridge.

Thd management operations that can be performed on the Transmission Priority are Read Transmission
Priority and Set Transmission Priority.

6/6.2.1 Read Transmission Priority

6.6.2.1.1 Purpose. To read the settings-of the parameters governing the use of priority for relayed
frames. ‘

6.6.2.1.2 Inputs
(1) | Port Number.

6.6.2.1.3 Outputs
(1) | Outbound User Priority;in the range 0 through 7.
(2) | Outbound Access Priority, in the range 0 through 7.

6/6.2.2 Set Transmission Priority

6.6.2.2.1'Purpose. To set the parameters governing the use of priority for relayed frames.

6.6:2.2.2 Inputs

(1).| Port Number.

(2) ~Outbound User Priority; imthe range 0-throughr #-
(8) Outbound Access Priority, in the range 0 through 7.

6.6.2.2.3 Outputs. None.

6.7 Filtering Database. The Filtering Database is described in 3.9. It contains filtering information used
by the Forwarding Process (3.7) in deciding through which Ports of the Bridge frames should be forwarded
The objects that comprise this managed resource are
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(1) The Filtering Database
(2) The Static Entries

(8) The Dynamic Entries

(4) The Permanent Database

6.7.1 The Filtering Database. The Filtering Database object models the operations that can be per-
formed on, or affect, the Filtering Database as a whole. There is a single Filtering Database object per
Bridge.

The management operations that can be performed on the Database are Read Filtering Database, Set
Filtering Database Ageing Time, and the Create Filtering Entry, Delete Filtering Entry, Read Filtering
Entry,[and Read Filtering Entry Range operation fied in6.7.5.

6.7.1.1 Read Filtering Database
6.7.1.1.1 Purpose. To obtain general information regarding the Bridge’s Filtering Database.
6.7.1.1.2 Inputs. None. |

6.7.1.1.3 Outputs
(1) |Filtering Database Size—the maximum number of entries that can be held in the Filtering Data-
base. '
(2) |Number of Static Entries—the number of static entries currently)in the Filtering Database.
(83) |Number of Dynamic Entries—the number of dynamic entries‘currently in the Filtering Database.
(4) |Ageing Time—for ageing out dynamic entries when the Port-associated with the entry is in the For-
warding State. ~

6.17.1.2 Set Filtering Database Ageing Time
6.7.1.2.1 Pilrpose. To set the ageing time for-dynamic entries.

6.7.1.2.2 Inputs
(1) |Ageing Time.

6.7.1.2.3 Outputs. None.

6.7.2 A Static Entry. A Static Entry object models the operations that can be performed on a single
static |entry in the Filtering ‘Database. The set of Static Entry objects within the Filtering Ddtabase
changes under management control. )

A Static Entry object. supports the Create Filtering Entry, Delete Filtering Entry, and Read Filtering
Entry|operations defined’in 6.7.5.

6.7.3 A Dynamic Entry. A Dynamic Entry object models the operations that can be performed on a
single|dynamic entry (i.e., one that is created by the Learning Process as a result of the observation|of net-
work frafficyin the Filtering Database.

A Djnamic Entry object supports the Delete Filtering Entry and Read Filtering Entry operations defined
in 6.7.6-

6.7.4 Permanent Database. The Permanent Database object models the operations that can be
performed on, or affect, the Permanent Database. There is a single Permanent ‘Database per Filtering
Database. ‘ :

The management operations that can be performed on the Permanent Database are Read Permanent
Database, and the Create Filtering Entry, Delete Filtering Entry, Read Filtering Entry, and Read Filtering
Entry Range operations defined in 6.7.5.
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6.7.4.1 Read Permanent Database

6.7.4.1.1 Purpose. To obtain general information regarding the Permanent Database.
6.7.4.1.2 Inputs. None,

6.7.4.1.3 Outputs

(1) - Permanent Database Size—maximum number of entries that can be held in the Permanent Data-
base.

(2) Number of Permanent Entries—number of entries currently in the Permanent Database.

6.7.5 General Filtering Database Operations

$.7.5.1 Create Filtering Entry

6.7.5.1.1 Purpose. To create an entry in the Filtering Database or Permanent Databage. Only
Statjc Entries may be created in the Filtering Database.

6.7.5.1.2 Inputs

(1} Identifier—Filtering Database or Permanent Database.
(2] Address—MAC address of the entry.

(8] Port Map—a list specifying the following for each Port:
(a) Inbound Port—the number of the Bridge Port.

(b) Outbound Ports—a set of Boolean indicators, one for each Bridge Port.

If b member of Outbound Ports is True, the entry permits forwarding to the associated Port. Thelmember
of Ofitbound Ports that represents the Inbound Port takesthe value False.

6.7.5.1.3 Outputs. None.

8.7.5.2 Delete Filtering Entry

6.7.5.2.1 Purpose. To delete an entry from the Filtering Database or Permanent Database

6.7.5.2.2 Inputs

(1) Identifier—Filtering Database or Permanent Database.
(2) Address—MAC addressof the desired entry.

6.7.5.2.3 Outputs{None.
6.7.5.3 Read Filtering Entry

6.7.5.3.1' Purpose. To read an entry from the Filtering or Permanent Databases.

6.7.5.3.2 Inputs

(1) -Identifier—Filtering Database or Permanent Database.
(20 —Address—MAC address of the desired entry

6.7.5.3.3 Outputs
(1) Address—MAC address of the desired entry.

(2) Entry Type—either Dynamic or Static.
(8) Either

(a) Port Number, if the Entry Type is Dynamic, or
(b) Port Map, as specified for the Create Static Entry operation, if the Entry Type is Static.
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6.7.5.4 Read Filtering Entry Range

6.7.5.4.1 Purpose. To read a range of entries from the Filtering or Permanent Databases..
Since the number of values to be returned in the requested range may have exceeded the capacity of the
service data unit conveying the management response, the returned entry range is identified. The indices
that define the range take on values from zero up to Filtering Database Size minus one.

6.7.5.4.2 Inputs
(1) Identifier—Filtering Database or Permanent Database.
(2) Start Index—inclusive starting index of the desired entry range.
(3) rStophdex—inclusiveending imdexof thedesired range:

6.7.5.4.3 Outputs
(1) |Start Index—inclusive starting index of the returned entry range.
(2) |Stop Index—inclusive ending index of the returned range.
(8) |For each Filtering Entry returned,
(a) Address—MAC address of the desired entry.
(b) Entry Type—either Dynamic or Static.
(c) Either , .
(i) Port Number, if the Entry Type is Dynamic, or
(i) Port Map, as specified for the Create Static Entry operation, if the Entry Type is Static.

6.8 Briidge Protocol Entity. The Bridge Protocol Entity is described in 3.10 and Section 4.
The|objects that comprise this managed resource are
(1) The Protocol Entity itself. '
(2) The Ports under its control.

6.8.1 The Protocol Entity. The Protocol Entity object models the operations that can be performed
upon, pr inquire about, the operation of the Spanning Tree Algorithm and Protocol.
There is a single Protocol Entity per Bridge; it can, therefore, be identified as a single fixed compopent of
the Prptocol Entity resource.

The| management operations that can be performed on the Protocol Entity are Read Bridge Protocol
Paraneters and Set Bridge Protocol Parameters.

6.8.1.1 Read Bridge Protocol Parameters

6.8.1.1.1 Purpose. To obtain information regarding the Bridge’s Bridge Protocol Ehtity.
6.8.1.1.2 Inputs. None.

6.8.1.1.3 Outputs
(1) |Bridge Identifier—as defined in 4.5.3. v
(2) |Time Sinee Topology Change—count in seconds of the time elapsed since the Topology Change flag
parameter for the Bridge (4.5.3.12) was last True. ,
(8) | Topology Change Count—count of the times the Topology Change flag parameter for the Bridge has
been set (i.e., transitioned from False to True) since the Bridge was powered on or initialized

(4) “Fopology Change(4:5:3-12)-

(56) Designated Root (4.5.3.1).

(6) Root Cost (4.5.3.2).

(7) Root Port (4.5.3.3).

(8) Max Age (4.5.3.4).

(9) Hello Time (4.5.3.5).
(10) Forward Delay (4.5.3.6).
(11) Bridge Max Age (4.5.3.8).
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Bridge Hello Time (4.5.3.9).
Bridge Forward Delay (4.5.3.10).
Hold Time (4.5.3.14).

6.8.1.2 Set Bridge Protocol Parameters

1)
2)
3)
4)

not ¢

ANSI/IEEE Std 802.1D, 1993 Edition

6.8.1.2.1 Purpose. To modify parameters in the Bridge’s Bridge Protocol Entity in order to force a
configuration of the spanning tree and/or tune the reconfiguration time to suit a specific topology.

6.8.1.2.2 Inputs

Bridge Max Age—the new value (4.5.3.8).

Bridge Hello Time—the new value (4.5.3.9).

Bridge Forward Delay—the new value (4.5.3.10).

Bridge Priority—the new value of the priority part of the Bridge Identifier (4.5.3.7):

6.8.1.2.3 Outputs. None.

6.8.1.2.4 Procedure. The input parameter values are checked for compliancekwith 4.10.2. If
mply, or the value of Bridge Max Age or Bridge Forward Delay is less than the lower limi

they do
L of the

rangd specified in Table 4-3, then no action shall be taken for any of the supplied parameters. If the value

of any of Bridge Max Age, Bridge Forward Delay, or Bridge Hello Time'is outside the range speq
Table|4-3, then the Bridge need not take action.

Otherwise, the Bridge’s Bridge Max Age, Bridge Hello Time, and Bridge Forward Delay parame]
set to| the supplied values. The Set Bridge Priority procedure (4.8:4) is used to set the priority pai

Brid

6.8
‘relati

There are a fixed set of Bridge Ports per Bridge; @ach can, therefore, be identified by a permanen

cated
Th
Port h

6

col Entity.

1)

o
@)

Identifier to the supplied value.

2 Bridge Port. A Bridge Port object models theopérations related to an individual Bridge
bn to the operation of the Spanning Tree Algorithm and Protocol.

Port Identifier, as a fixed component of the-Protocol Entity resource.
tate, and Set Port Parameters.

8.2.1 Read Port Parameters

6.8.2.1.1 Purpose. To obtain information regarding a specific Port within the Bridge’s Bridg

6.8.2.1.2 Inputs.
Port Number~the number of the Bridge Port.

6.8.2.1.3-Outputs
Uptime-~count in seconds of the time elapsed since the Port was last reset or initialized.
State=—the current state of the Port (i.e., Disabled, Listening, Learning, Forwarding, or B

ified in

lers are
t of the

Port in

tly allo-

management operations that can be performed on a Bridge Port are Read Port Parameters, Force

e Proto-

ocking)

6))

“)
6)
(6)
N
8
9)

(4.4, 4.5.5.2).

Priority field (4.5.5.1).

Path Cost (4.5.5.3).

Designated Root (4.5.5.4).

Designated Cost (4.5.5.5).

Designated Bridge (4.5.5.6).

Designated Port (4.5.5.7).

Topology Change Acknowledged (4.5.5.8).
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6.8.2.2 Force Port State

6.8.2.2.1 Purpose. To force the specified Port into Disabled or Blocking.

6.8.2.2.2 Inputs
(1) Port Number—the number of the Bridge Port.
(2) State—either Disabled or Blocking (4.4, 4.5.5.2).

6.8.2.2.3 Outputs. None.

the s eclﬁed Port If the selected state is Blockmg, the Enable Port procedure (4 8 2) is used ’

i.8.2.3 Set Port Parameters

6.8.2.3.1 Purpose. To modlfy parameters for a Port in the Bridge’s Brldge Protocol Entity in
force @ configuration of the spanning tree.

| 6.8.2.8.2 Inputs
(1) | Port Number—the number of the Bridge Port,
(2) | Path Cost—the new value (4.5.5.3).

(8) | Port Priority—the new value of the priority field for the Port Identifier (4.5.5,1)‘.
6.8.2.3.3 Qutputs. None.

isused for

brder to

6.8.2.3.4 Procedure. The Set Path Cost procedure (4.8.6) is used to set the Path Cost ‘parameter 'for

the specified Port. The Set Port Priority procedure (4.8.5)is used to set the priority part of the Port| Identi-

fier (4.5.5.1) to the supplied value.
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7. Management Protocol

Thi
are re
It sp
L

)
3

NOTE:
throughi

section specifies how the management facilities provided by MAC Bridges and specifiedin Se
lized through the use of the set-of management tools specified in IEEE Std 802.1B [3].
ecifies

objects as defined in Section 6.
The parameter identifiers and values associated with each operation.
The encoding of parameter identifiers and value types.

A further section is under development to specify how the managément facilities provided by MAC Bridges are
the use of CMIS [12] and CMIP [13]. This proposed addendum will specify the ASN!1 (ISO 8824 [10]) encodings

CMIP tq

718
work }
@H)
2
3)

7.1.]

fied:
1)

(2) H

7.1.5
fied:

in ISOTC JTC1 SC21/WG4.

convey the operations defined. It is being developed as the notational and encoding requirements for CMIP become

ecification of Operations. Each operation on an objectds'carried out by one of the followin
Management Operations: ‘
Get

Set

Action

| Specification of a Get Operation. For each operation carried out by Get, the following are

For the invoke primitive and the associated Request PDU,

ction 6

Use of the Network Management Protocol procedures to carry out the management operatipns on

realized .
used by
clarified

g Net-

speci-

(a) The Identifier Code (idCode),.aninteger identifying the object (parameter) to be accesse
is referenced both by the (value of the Identifier Code and by the name of the r
ATTRIBUTE Macro callused in the ASN.1 (ISO 8824 [10]) encoding definition.

attributes or subordinate objects pertinent to this operation. This is referenced by the
the relevant IDTYPE in the ATTRIBUTE Macro call (above). It is not always present.

or the reply primitive-and the associated Response PDU,

(a) The Identifier,Code, as specified for the corresponding invoke primitive.

(b) The Identifier Type, as specified for the corresponding invoke primitive.

(¢) The Value Type, which conveys the result of the Get. This is referenced by the name of t}
vant VALUETYPE in the ATTRIBUTE Macro call referred to above.

1. This
levant

(b) The Identifier Type (idtypeQualifier), which qualifies the Identifier Code in order to select those

me of

e rele-

2 Specification of a Set Operation. For each operation carried out by Set, the following ar¢ speci-

1)

)

For the invoke primitive and the assoclated kkequest PDU,

(a) The Identifier Code.

(b) The Identifier Type, if present.

(¢) The Value Type, specifying the desired settings of the object attributes.
For the reply primitive and the associated Response PDU,

(a) The Identifier Code. :

(b) The Identifier Type.

(¢) The Value Type, which conveys the result of the Set.
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7.1.3 Specification of an Action Operation: For each operation carried out by Action, the following

are specified:

(1) For the invoke primitive and the associated Request PDU,
(a) The Action Identifier—an integer identifying the action to be performed. This is referenced by

the name and value of the Action Identifier Code specified in the ASN.1 (ISO 8824 [10]) encod-

ing definition.

(b) The Identifier Code, as for Get and Set.

(¢) The Identifier Type, as for Get and Set.

(d) The Action Value Type, specifying the desired settings of the object attributes. This is refer-
enced by the name of the relevant VALUETYPE in the ATTRIBUTE Macro call for the object on

which the action is to be periormed.

(2) |For the reply primitive and the associated Response PDU,

(a) The Action Identifier.
(b) The Identifier Code.
(¢) The Identifier Type.

7.2 Operations. Tables 7-1, 7-2, 7-3, and 7-4 specify the mapping of the Bridge Management Operations
for thg Bridge Management Entity (6.4), the Forwarding Process (6.6), the Filtering Database (6.7), and

the Bridge Protocol Entity (6.8) onto the Protocol Operations specified in IEEE Std 802.1B [3].

' ' Table 7-1
Mapping of Bridge Management Entity Operations to Management Protocol
Manpgement Protocol Action " Identifier Identifier Value
S;Fration Operation Identifier Code Type Type
Discover Get k —_ bridgeEntity BridgeSelect BridgeCanfig
Bridge »
Read Get — bridgeEntity _— BridgeCqnfig
Bridge _
Sef Bridge Set — bridgeEntity | BridgeNameld | BridgeName
Name , '
Reset Action ‘reset bridgeEntity — —
Bridge ‘
Read Get —_ -bridgeEntity Portld PortConfig
Port { '
Set Port Set — bridgeEntity PortNameld PortName
Name
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Table 7-2
Mapping of Forwarding Process Operations to Management Protocol
Management | Protocol Action Identifier Identifier Value
Operation Operation | Identifier Code - Type Type
Read Get —_ forwardProc PortCountsld Port Counters
Forwarding ‘
Port Counters
Gret forwardProe— TransmitPriorityld | TransmitPriority
Transmission ' \
riority
aIHSet Set —_ forwardProc | TransmitPriorityld | TransmitPriority
Transmission
Priority
Table 7-3
Mapping of Filtering Database Operations to Management Protocol
Management | Protocol Action | Identifier Identifier ‘ Valpne
Operation Operation | Identifier Code Type Type .
Read " Get —_ filterDatabase FilterDatabaseld FilterGeneral
Riltering
Database ,
Set Filtering Set — filterDatabase AgeingTimeld AgeingTime
Database -
Agping Time
Read Get — filterDatabase | PermanentDatabaseld | PermGeneral
Permanent
Database
Create Action create filterDatabase Entry Filter
Kiltering
Entry
Delete Action delete filterDatabase k Entry Filter
Hiltering ‘
Entry
Read Get e filterDatabase Entry Filter
Hiltering :
Entry
Read Get e filterDatabase EntryRange FilterRange
Filtering
Entry Range
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Mapping of Bridge Protocol Entity Operations to Management Protocol

Management
Operation

Protocol
Operation

Action
. Identifier

Identifier
Code

Identifier
Type

Value
Type

Read
Bridge
Parameters

Get

protoéolEntity

ProtocolBridgeld

ProtocolParms

Set

Eridge
Parameters

protocolEntity

—BridgeParmsld

| NewBridgeParms

Read
Port
Parameters

Get

protocolEntity

ProtocolPortId

PortParms

Set
Port
State

Action

ForceState

protocolEntity

ProtocolPortld

NewPortState -

Set
Port
Parameters

Set

protocolEntity

PortParmsId

NewPortParms
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7.3 Encoding. This section specifies the encoding of parameter identifiers and values using Abstract Syn-
tax Notation One (ASN.1, specified in ISO 8824 [10] and ISO 8825 [11]). Common Definitions are defined in
P802.1F/D13, Common Definitions and Procedures for IEEE 802 Management Information (Nov. 1992).7
IEEE802-1BridgelmeDefinitions DEFINITIONS ::= BEGIN

- rev 1

~- *%%%* Import common definitions and assign local
- identifiers. ##***

-~ Define the ATTRIBUTE macro

ATTRIBUTE ::= IEEE802CommonDefinitions.ATTRIBUTE

-- Define local names for common data types

MACAddiress ::= IEEE802CommonDefinitions.MACAddress
ResourceTypelD ::= IEEE802CommonDefinitions.ResourceTypelD

-~ Define Protocol Actions required (in addition to the built-in
-- Protocol Operations : Get, Set ..

IEEE8{2-1Bridge-Lme-ActionID ::= CHOICE {
privateAction [0] ANY,

create (1] IMPLICIT NULL,
delete [2}IMPLICT NULL,
reset {37 IMPLICIT NULL,

forceState (4] IMPLICIT NULL }

-- Ligt legal instances of Parameter Identifiers (idCodes).

-- Patrameter idCodes are defined using ithe ATTRIBUTE macro.

-- Negative idCodes are used for implementation specific parameters.

—- The relationship between idCodes,) idtypeQualifiers (IDTYPES) and

-- VALUETYPES is described along with instances of use of the ATTRIBUTE macro.

-- The definitions in the list' here mirror those contained in the IDType

-- references in the ATTRIBUTE Macro calls.

-- Note: This correspondence is maintained manually, with no checking by an

-— ASN.1 compiler. The\list of definitions needs to be specified here to

~- define the PDU syntax by establishing the relationship between the use

-- of|the codes in-the ATTRIBUTE macro, which is a notational device for

-- collecting together references to a single object, and what goes in the PDU.

IEEE802-1Bridge-Lme-ParameterID ::= SEQUENCE {
idCode INTEGER, -- takes vales of ATTRIBUTE codes
idtypeQualifier CHOICE {
bridgeSelect {0] IMPLICIT BridgeSelect,
bridgeNameId [1] IMPLICIT BridgeNameld,

"This authorized standards project was not approved by the IEEE Standards Board at the time this went to press. It is available
from the IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331, USA.
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- A Set Operation specifying the idCode, IDTYPE BridgeNameld and VALUETYPE
-— BridgeName sets the Bridge Name.

- An Action Operation with Action Identifier Reset. specifying the idCode
- resets the Bridge.

- A Get Operation spec;fylng the idCode and IDTYPE Portld returns VALUETYPE
- PortConfig.

- PortName sets the Port Name.

BridgeSelect ::= SEQUENCE {
inclusion [0]) IMPLICIT InclusionRange,
exclusion [1] IMPLICIT ExclusionList }

InclusionRange ::= SET OF SEQUENCE {

lower [0) IMPLICIT MACAddress,

upper [1] IMPLICIT MACAddress }
ExclusionlList ::= SET OF MACAddress
BridgeNameId ::= NULL
PortId ::= INTEGER -- takes values from 1 upwards

PortNameld ::= INTEGER -- takes same values as PortId

BridgeConfig ::= SEQUENCE {
bridgeaddr (0] IMPLICIT MACAddress,

bname (1) IMPLICIT BridgeName,
portAddresses [2] IMPLICIT PortAddresses,
uptime [3]SIMPLICIT Counter64 } .

BridgeName ::= OCTETSTRING -- printable (Latinl String) up to 32 octets
PortAddresses\ v:= SEQUENCE OF PortAddress
PortAddress ::= SEQUENCE { _
pNumber [0] IMPLICIT INTEGER, -- takes same values as PortId
portAddr [1] IMPLICIT MACAddress }

}--BridgeName is defined above

PortConfig ::= SEQUENCE {
pName [0] IMPLICIT PortName,
pType [1] IMPLICIT PortType }

PortName ::= OCTETSTRING -~ printable (Latinl String) up to 32 octets

PortType ::= INTEGER {
p802.3 (83),
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p802
p8o02
FDDI

-~ PortName is defined above

-- Forwarding Process

forwaj

The¢ Forwarding Process can be accessed in the following ways:

.4 (84),
.5 (85),
(87) }
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rdProc ATTRIBUTE

IDTYPES [4] PortCountsld

(5] TransmitPriorityld
VALUETYPES [5] PortCounters

(6] TransmitPriority

brtCounters ::= SEQUENCE {

framesReceived [0}
discardInbound (1]
forwardOutbound [2]
discardBuffers (3}
discardTransitDelay [4]
discardOnError 5}
details (6]

DiscardbDetail ::= SEQUENCE {

A Get Operation specifying the idCode (2) and IDTYPE PortCountsId
returns PortCounters

A Get Operation specifying the idCode and IDTYPE\TransmitPriorityld
returns TransmitPriority.

A Set Operation specifying the idCode, IDTYPE TransmitPriorityld and
VALUETYPE TransmitPriority sets the transmission priorities.

brtCountsId ::= INTEGER -- takes values

FansmitPriorityId ::= INTEGER -~ values

IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT

from 1 upwards, to identify Port

from 1 upwards, to identify Port

Counter64,
Counteré64,
Counteré64,
Counteré4,
Counteré64,
Counteré64,
Discardbetails }

DiscardDetails ::= SEQUENCE OF DiscardDetail

sourcehAddress (0] IMPLICIT MACAddress,
errorReason = [1] IMPLICIT INTEGER {

reasonTransmitSize (0) }}
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TransmitPriority::= SEQUENCE ({
outboundUserPriority [0] IMPLICIT INTEGER, -- 0 through 7
outboundAccessPriority [1] IMPLICIT INTEGER } -- 0 through 7

-- Filtering Database

filterDatabase ATTRIBUTE
IDTYPES (61 FilterDatabaseld
{7] AgeingTimeId
[8] PermanentDatabaseId
(9] Entry '
[10] EntryRange
VALUETYPES [7] FilterGeneral
[8] AgeingTime
[9] PermGeneral
[10] Filter
{11} FilterRange

-- The Filtering Database can be accessed in the following ways:

- A Get Operation specifying the idCode (3) and IDTYPE
— FilterDatabaseld returns VALUETYPE FilterGeneral.

-— A Set Operation specifying the idCodey  IDTYPE AgeingTimeId'and
-- VALUETYPE Ageing Time sets the filtering database ageing time.

- A Get Operation specifying the idCode and IDTYPE
- PermanentDatabaseld returng” VALUETYPE PermGeneral.

- An Action Operation with\Action Identifier Create specifying the idCode,
- IDTYPE Entry and VALUETYPE Filter creates an entry in either the
- active Filtering Datdbase or the Permanent Database.

- An Action Operation with Action Identifier Delete specifying the idCode
-— and IDTYPE Entry deletes an entry from either the active Filtering
- Database /O0rthe Permanent Database.

- A Get'Operation specifying the idCode and IDTYPE Entry returns
- VALUETYPE Filter.

- A Get Operation specifying the idCode and IDTYPE EntryRange returns
- VALUETYPE FilterRange.

FilterDatabaselD ::= NULL

PermanentDatabaselD ::= NULL
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Entry ::= SEQUENCE {
database [0] IMPLICIT INTEGER {
permanentDatabase (0),
filteringbatabase (1) }
addr [1) IMPLICIT MACAddress }

EntryRange ::= SEQUENCE {
database [0] IMPLICIT INTEGER {
: permanentDatabase (0),
filteringDatabase (1) }
startIndex [1] IMPLICIT INTEGER,
stopIndex [2] IMPLICIT INTEGER }

FillterGeneral ::= SEQUENCE {
filterSize (0] IMPLICIT INTEGER,

" staticEntries [1] IMPLICIT INTEGER,
dynamicEntries [2] IMPLICIT INTEGER,
ageingTime (3] IMPLICIT INTEGER }

AgepingTime ::= INTEGER

PermGeneral ::= SEQUENCE {
permSize [0]) IMPLICIT INTEGER,
permEntries [1) IMPLICIT INTEGER }

Fillter ::= CHOICE {
staticEntry (0] IMPLICIT PortMaps,
dynamicEntry (1] IMPLICIT INTEGER } -<.to identify Port

PortMaps ::= SEQUENCE OF PortMap

PortMap ::= SEQUENCE { -~ a record for every Port, ascending order
inbound (0] IMPLICIT INTEGER -- values from 1 to identify Port
outbound {1] IMPLICIT\BITSTRING } -- a bit for every Port,

-- ascending order, True
-~ denoted by value 1

FillterRange ::= SEQUENCE X

startIndex (0] IMPLICIT INTEGER,

stopIndex 1] IMPLICIT INTEGER,

filterRange (2] IMPLICIT SEQUENCE OF FilterRangeEntry }

FilterRangeEntry ::= SEQUENCE {
address [0] IMPLICIT MACAddress,
filter [1]) IMPLICIT Filter }

-- Filter is defined above

© —- Bridge Protocol Entity

protocolEntity ATTRIBUTE
IDTYPES [11] ProtocolBridgeld
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[12] BridgeParmsId
[13] ProtocolPortld
[14] PortParmsId
VALUETYPES [12] ProtocolParms
[13] PortParms
[14] NewBridgeParms
[15] NewPortState
[16] NewPortParms

.

.
]

'S

-- The Bridge Protocol Entity can be accessed in the following ways:

- A Get Operation specifying the idCode (4) and IDTYPE ProtocolBridgeld
- returns VALUETYPE ProtocolParms.

- A Set Operation specifying the idCode, IDTYPE BridgeParmsId and
- VALUETYPE NewBridgeParms sets Bridge Parameters.

- A Get Operation specifying the idCode and IDTYPE ProtocolPortId
- returns VALUETYPE PortParms.

- An Action Operation with Action Identifier ForceState! specifying
- the idCode, IDTYPE ProtocolPortld and VALUETYPE NewPortState forces
- the Port to the specified State.

- A SetvOperation specifying the idCode, IDTYPE PortParmsId and
- VALUETYPE NewPortParms sets Port Parameters.

ProtocolBridgeId ::= NULL

BridgeParmsId ::= NULL

ProtocolPortld ::= INTEGER ~- takes values from 1 upwards
PortParmsId ::= INTEGER -- takes values from 1 upwards

ProtocolParms- 3= SEQUENCE {

bridgeid (0] IMPLICIT Bridgeldentifier
timeChange {1] IMPLICIT INTEGER,
topologyChangeCount [2] IMPLICIT INTEGER, -
topologyChange [3] IMPLICIT BOOLEAN,
designatedRoot [4) IMPLICIT BridgeIdentifier,
rootPathCost {5] IMPLICIT INTEGER,
rootPort (6] IMPLICIT INTEGER,
maxAge [7) IMPLICIT INTEGER,
helloTime (8] IMPLICIT INTEGER,
fowardDelay [9] IMPLICIT INTEGER,
bridgeMaxAge [10] IMPLICIT INTEGER,
bridgeHelloTime {11] IMPLICIT INTEGER,

bridgeForwardDelay [12] IMPLICIT INTEGER,:
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filterTime (13} IMPLICIT INTEGER }
BridgeIdentifier ::= OCTETSTRING /* always length 8 */

PortParms ::= ' SEQUENCE {

state [0] IMPLICIT PortStates,
portid [1] IMPLICIT PortIdentifier
pathCost {2]) IMPLICIT INTEGER,

desigRoot. =~ [3] IMPLICIT BridgeIdentifier,
desigCost [4] IMPLICIT INTEGER,

jesigBrid [5]) IMPLICTT BridgeIdentifier,
desigPort {6) IMPLICIT Portldentifier,
topChangeAck (7) IMPLICIT BOOLEAN }

PortStates ::= INTEGER {
disabled (0),
listening (1),
learning (2),
forwarding(3),
blocking (4) }

PortIdentifier ::= SEQUENCE {
portPriority [0] IMPLICIT INTEGER,
portNumber [1] IMPLICIT INTEGER. }

-~ Bridgeldentifier is defined above

NegwBridgeParms ::= SEQUENCE “{

maxAge [0) IMPLICIT INTEGER,
helloTime [1] IMPLICIT INTEGER,
delay [2}_IMPLICIT INTEGER,
priority 3] IMPLICIT INTEGER }

NewPortState “s(&= SEQUENCE {
number {0]) IMPLICIT INTEGER,
state (1) IMPLICIT PortStates }

=~ PortStates is defined above

NewPortParms. ::= SEQUENCE {
number [0] IMPLICIT INTEGER,
cost (1} IMPLICIT INTEGER,
priority [2] IMPLICIT INTEGER }

END
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8. Bridge Performance

been selected to allow a basic level of confidence to be established in a Bridge, for use.in a
mination of its suitability for a given application. They cannot be considered to provide an e

ption of the performance of a Bridge. It is recommended that further performance.information
and sought concerning the applicability of a Bridge implementation.

This section specifies a set of parameters that represent the performance of a Bridge. These pa:&meters

Guaranteed Port Filtering Rate, and a related time interval T that togéther characterize th
for which filtering is guaranteed.
Guaranteed Bridge Relaying Rate, and a related time interval TR«

in frames per second, is a value that, given any set of franies'from the specific Bridge Port t
during any T'p interval, the Forwarding Process shall filter all of the set as long as all of the fg
ue: :
The number of frames in the set does not exceed the specific Bridge Port’s Guaranteed Py
tering Rate multiplied by Tz .

The Guaranteed Port Filtering Rate of each of the other Bridge Port(s) is not exceeded.
The Guaranteed Bridge Relaying Rate is not exceeded.
Relayed frames are not discarded due to output congestion (3.7.3).

s per second, is a value that given-any set of frames from the specific Bridge Port to be relayed
» interval, the Forwarding Process shall relay all of the set as long as all of the following are
The number of frames in the'set does not exceed the Bridge’s Guaranteed Bridge Relayin
multiplied by T'p .

The Guaranteed Port Filtering Rate of each Bridge Port is not exceeded.
Relayed frames are(not discarded due to output congestion (3.7.3).

initial
austive
be pro-

b traffic

jtering
o be fil-
llowing

ort Fil-

aranteed Bridge Relaying Rate. For a Bridge, a valid Guaranteed Bridge Relaying Rate, in

during
true:
g Rate
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Annexes

Annex Al
PICS Proforma

(normative)

Al. Introduction. The supplier of an implementation that is claimed to. conform to ISO/IEC 15803-3 shall
complete the following Protocol Implementation Conformance Statément (PICS) proforma and accpmpany

it by the information necessary to identify fully both the supplier‘and the implementation.
A2. Abbreviations and Special Symbols: Option-status Symbols

M Mandatory

0] Optional

On Optional, but support of at least one of'the group of options labelled by the same numg¢ral n is
required '

P Prohibited

Item is supported.
Not Mandatory if the option labelled by the same numeral is supported.

ItIl: The status or answer followirig applies only when the PICS states that the item identified by

A3. Instructions for Completing the PICS Proforma. The PICS proforma takes the form of a fixed-for-
mat questionnaire. It allows\a supplier to provide additional information of two kinds. When present, such

information is to be provided as items labeled X.i or S.i for cross-referencing purposes, where

| is any

unambiguous identification for the item (e.g., simply a number); there are no other restrictions on its for-

A cpmpleted PICS proforma is the Protocol Implementation Conformance Statement for the impl

mat ﬁExd presentation.
tion i

question. ,

bmenta-

Angwers. to the questionhaire are to be provided in the right-most column, either by simply maxnking an

answer to.indicate a restricted choice (such as Yes or No), or by entering a value or a set or range of values.
Items of Exception information are required by certain answers in the questionnaire; this is indi¢ated by

an “X._ " cross-reference to be completed. This occurs when, for example, an answer indicates that a fea-
ture classified as Mandatory has not been implemented; the Exception item should contain the appropriate

rationale.
The PICS allows a supplier to provide Supplementary information intended to assist the interp

retation

of the PICS. It is not intended or expected that a large quantity will be supplied, and a PICS can be consid-

YCopyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can

be used for its intended purpose and may further publish the completed PICS.
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ered complete without any such information. Examples might be an outline of the ways in which a (single)
implementation can be set up to operate in a variety of environments and configurations.

References to items of Supplementary information may be entered next to any answer in the question-
naire, and may be included in items of Exception information. Supplementary information is also required
by certain answers in the questionnaire where additional information is required to indicate how a feature
classified as Optional has been implemented.

NOTE: Where an implementation is capable of being conﬁgured in more than one way, a single PICS may be able to describe all such
configurations. However, the suppher has the choice of providing more than one PICS, each covering some subset of the 1mplementa
tion's configuration capabilities, in case this makes for easier and clearer presentatmn of the information.

A4, Identification of Requirements. The information in each of the columns labelled “Feature’ in the -
PICS gerves only to name and assist in the identification of conformance requirements in this stgndard.
This fnformatmn does not supersede or augment the provisions referenced in the main body of this
standard

PICS PROFORMA—ISO/IEC 10038 : 1993

Section 1. Conformance to IEEE 802 MAC and LLC Standards

Item Feature Stat\us References Support
(1a) Do the Media Access Control technolo- 2.5
gies implemented conform to the rele- ,
vant MAC Standards? CSMA/CD: M {5] Yes No:
X
Token Bus: M (6] | Yes No
‘ X__
Token Ring: M | [7] Yes INo:
X _
FDDI: M [14] Yes No:
; X__
(1b) Does the implementationof Logical Link | M , 3.2,3.3,3.12, | Yes No:
Control Conform to the-ELC Standard? (4] X__

Section 2. Relay and Filtering of Frames

Item Feature Status References Support
(2a) Are received frames with media access M 3.5 Yes  No:
method errors discarded? X__
2b) Are correctly received frames submit- M 3.5 Yes No:
ted to the Learning Process? ‘ ‘ X__
(20) Are user data frames the only type of M 3.5 Yes No:
frame relayed? ' X__
(2d) Are request with no response frames the M 3.5 Yes No:
only frames relayed? X__
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Section 2. (Continued) Relay and Filtering of Frames
Item Feature Status References Support
(2¢) Are all frames addressed to the Bridge M 3.5 Yes No:
Protocol Entity submitted to it? X __
(2f) Are user data frames the only type of M 3.6 Yes No:
frame transmitted? X.__
(2¢g Are requ ] M 3.6 Yes No:
only frames transmitted? X __
(2h Are relayed frames queued for trans- M 3.7.1,3.9.1, Yes No:
mission only under the conditions in 3.92,44 X__
3.7.12 . ,
(21) Is the order of relayed frames of given M 3.7.3,3.1.1 Yes No:
user priority preserved? X.__
(2 Is arelayed frame submitted to a MAC M 3.7.3,2.3.4 Yes No:
Entity for transmission only once? X__
2k Is a maximum bridge transit delay M 3.7.3 Yes No:
enforced for relayed frames? X.__
(4] Are queued frames discarded if a Port M 3.7.8 Yes No:
leaves the Forwarding State? X
2n1) Is the user priority of relayed frames M 3.74,2.3.9 Yes No:
preserved where possible? : X__
(2n Is the user priority set to Outbound M 3.74 Yes No:
User Priority otherwise? X.__
(20 Is the access priority set to Outbound 01 3.74 Yes No
; Access Priority?* ; '
@p Is the access priority set to the user 01 3.74 Yes No
priority?*
2q Can the Bridge us¢ the default values of M 3.7.4, Table 3-2 | Yes No:
Outbound Access Priority specified?* X__
@r Is the undeteected frame error rate P 3.7.5,2.3.7 No Yes:
greater than'that achievable by preser- X
vation ‘ofthe FCS where possible?
(2s Is.the FCS of frames relayed between 0" 3.7.5. Yes No
Ports of the same MAC type preserved?
2t Does the Bridge generate an M_UNIT- P 2.5.4, [14] No Yes:
DATA indication primitive on receipt of X __
a valid frame transmitted by the Bridge
Port’s local MAC entity?** o
2w Is only Asynchronous service used?** M [14]8.1.4 Yes No:
X__

*Applies to [5], [6], and [7] only.
**Applies to [14] only.
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Section 2. (Continued) Relay and Filtering of Frames

Item Feature Status References Support

(2v) | Onreceiving a frame from an FDDI ring 0 2.5.4,[14]7.38 | Yes  No
for forwarding, does the bridge set the C L
indicator?**

2w) On receiving a frame from an FDDI ring 0] 2.5.4,{14] 7.3.8 | Yes No
for forwarding, does the bridge leave the X__
C-indicatorunaltered 2t

(3a) Does the Bridge filter frames with equal 02 3.7.1,3.7.2 Yes No
source and destination addresses?

(8b) Does the Bridge not filter frames with 02 3.7.1,3.7.2 Yes No
equal source and destination addresses?

4 Does the Bridge support management of 0 3.7.4, Yes: No
the priority of relayed frames? Table 3-1; S.__

Table3-2

(4a) Can the Outbound User Priority be set 4:M 3.7.4; Table 3-1 | Yes No:
to any of the range of values specified X__
for each Port?

(4b) Can the Outbound Access Priority be set 4:M 3.7.4, Table 3-2 | Yes No:
to any of the range of values specified X__
for each Port? c

(4c) Is the Outbound User Priority for each 4:—M 3.7.4, Table 3-1 | Yes No:
transmission Port as specified for the ' X__
recommended default value in
Table 3-1? v

(4d) Is the Outbound User Priority for each 4:—M 3.7.4, Table 3-2 | Yes No:
transmission Port as specified for the X__
recommended or default valuein
Table 3-2?

Section 3. Maintenance of Filtering Information
Item Feature Status References Support

(5a) Are Filtering Database entries created M 3.8,4.4 Yes No:
and-updated if and only if the Port State X.__
permits? ,

(5b) Are Filtering Database entries made on P 3.8,3.9.2 No Yes:
receipt of frames with a group source : X__
address?

(5¢) Can a dynamic entry be created that P 3.8,3.9 No Yes:
conflicts with an existing static entry? X__

**Applies to [14] only.
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Section 3. (Continued) Maintenance of Filtering Information
Item Feature Status References Support

(5d) Does the Filtering Database support M ‘3.9 Yes No:
static entries? X__

(5e) Does the Filtering Database support M 3.9 Yes  No:
dynamic entries? X__

(50 Daoes the creation of a static entry M 3.9 Yes No:
remove any dynamic entry for the same X__
address?

(5g) | -| Does each static entry specify a MAC M 3.9.1 Yes No:
Address and an outbound Port Map for X__
each inbound Port?

(5h) Are dynamic entries removed from the M 3.9.2 Yes No:
Filtering Database if not updated for : X__
the Ageing Time period? ‘

(51) Does each dynamic entry specify a MAC M 3.9.2 Yes No:
Address and a Port Number? X__

6))) Is the Filtering Database initialised M 3.9.3 Yes No:
with the entries contained in the Per- X _
manent Database?

(6a) State the Filtering Database Size. M 3.9 —_

(6b) State the Permanent Database Size. M 3.9 —

(7a) Can the Filtering Database be read by (0] 3.9 Yes: No
management? ' S.__

(7b) Can the Filtering Database be:updated 0 3.9 Yes: No
by management? o 1S _

(7c) Can static entries be created and 0 3.9.1 Yes: No
deleted? | S.__

(7d) Can static entries be made for individ- Te:M 3.9.1 Yes No:
ual MAC Addresses? X _

(Te) Can static/entries be made for group Te:M 3.9.1 Yes No:
MAC Addresses? X

(70 Can'a static entry be made for the Te:M 3.9.1 Yes No:
broadcast MAC Address? X__

(7 Can static entries be created and 0] 3.9.3 Yes: No
deleted in the Permanent Database? S

(8a) Can the Bridge be configured to use the 0 3.9.2 Yes: No
default value of Ageing Time recom- S.__
mended in Table 3-3?
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Section 3. (Continued) Maintenance of Filtering Information

Item Feature Status References Support

(8b) Can the Bridge be configured to use any (0] 3.9.2 Yes: No
of the range of values of Ageing Time S.
specified in Table 3-3?

Section 4. Addressing

Item Feature Status References ‘Support

(9a) Can the Bridge be configured to use 48- 03 3.12 “Yes: No
bit Universal Addresses? S._

9b) Can the Bridge be configured to use 48- 03 3.12 Yes: No
bit Local Addresses? ' S._

9c) Can the Bridge be configured to use 16- 03 3.12 Yes: No
bit Local Addresses? ‘ S._

(10a)| | Does each Port have a separate MAC M 3.12.2 | Yes No:
Address? o X

(10b)| | Are all BPDUs transmitted to the same M 3.12.3, 4.2 Yes No:
group address? ‘ Xl__

(10¢) Are all BPDUs transmitted to the 9a:M 3.12.3, 4.2 Yes - No:
Bridge Protocol Group Address when X__
Universal Addresses are used?

(10d)| | Is the source address of BPDUs the 9a:M 3.12.3 Yes No:
address of the transmitting Port? ‘ Xl__

(10e)| | Is the Bridge Address a Universal « 9a:M 3.12.5, 4.2 Yes No
Address? 9b:M :

(10f) Are frames addressed te’any of the P 3.12.6 No Yes:
Reserved Addresses relayed by the : X__
Bridge?

(11a) Is Bridge Management accessible 13:0 3.12.4 - Yes No
through each Port using the MAC ‘
Address of the Port and the LSAP
assigned? ,

(11b)| |AsBridge Management accessible 13:0 . 3.124 Yes 0
through all Ports using the All LANs
Bridge Management Group Address?

(11¢0) Is the Bridge Address the Address of 9a:0 3.12.5 Yes No
Port 1? 9¢:0

(11d) | Are Group Addresses additional to the 0] 3.12.6 Yes No
Reserved Addresses preconfigured in
the Permanent Database?
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Section 4. (Continued) Addressing
Item Feature Status References Suppdrt
(11e) Can the additional preconfigured 11d:0 3.12.6 Yes No
entries in the Filtering Database be
deleted? ‘
(11) Are the 802.5 Functional Addresses 11d:0 3.12.6 Yes No
She Pormanent Batebanet | |
(12a Can a group MAC Address be assigned 9b:M 4.2 Yes: ) "No
to identify the Bridge Protocol Entity? 9c:M ' S.n X
(12b Can a uniqué identifier be assigned to 9c:M 4.2,4.5.3.7 Yes:  No
the Bridge? S._ . X__
(12¢ Does each Port of the Bridge have a dis- M 42,4551 Yes No:
tinct identifier? X__
Section 5. Spanning Tree Algorithm
Item Feature Status References - Support
(13a) | Are all the following Bridge Parameters M 4.5.3 Yes No:
maintained? X__
Designated Root 4.5.3.1
Root Cost 4.5.3.2
Root Port 4.5.3.3
Max Age 4534
Hello Time 4.5.35
Forward Delay 453.6
Bridge Identifier 4.5.3.7
Bridge Max Agé 4.5.3.8
Bridge Hello, Time 4.5.3.9
BridgeForward Delay 4,5.3.10
Topology Change Detected 4.53.11
Topology Change 4.53.12
Topology Change Time 4.5.3.13
Hold Time 4.5.3.14
(13b) | Are all the following Bridge Timers M 4.54 Yes No:
maintained? ' ‘ X _
Hello Timer 4.54.1
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Section 5. (Cohtinued). Spanning Tree Algorithm
Item  Feature Status References Support
Topology Change Notification | 4.5.4.2
Timer -
Topology Change Timer 4.5.4.3
(13c) | Are all the following Port Parameters M 4.5.6 Yes No:
maintained for each Port? X _
Port Identifier 4.5.5.1
State 45.32,4.4
Path Cost 4553
Designated Root 4554
Hello Time 4.5.5.5
Forward Delay 4556
Bridge Identifier 4.:5.5.7
Bridge Max Age 4.5.5.8
Bridge Hello Time 4.5.5.9
(13d) | | Are all the following Timers maintained M 4.5.6 Yes Npo:
for each Port? Xl__
Message Age Timer 4.5.6.1
Forward Delay Timer 4.5.6.2
Hold Timer 4.5.6.3
(13e) | | Are Protocol Parameters and Timers M 4.7,4.9, 4.5.3, Yes Njo:
maintained, and BPDUs transmitted, as 4.54,4.5.5, Xt
required on each of the following events? 4.5.6
Received Configuration BPDU 4.7.1
Received Topology Change 4.7.2
Notification BPDU
Hello Timer Expiry 4.7.3
Message Age Timer Expiry 4.7.4
Forward Delay Timer Expiry | 4.7.5
Topology Change Notification 4.7.6
Timer Expiry ‘
Topology Change Timer 4.17.7
Timer Expiry
Hold Timer Expiry 4.7.8
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Section 5. (Continued) Spanning Tree Algorithm
Item Feature Status References |  Support
(13f) | Do the following operations modify Pro- M 48,499,453, | Yes No:
tocol Parameters and Timers, and trans- 4.5.4,4.5.5, X__
mit BPDUs as required? 4.5.6
Initialization 4.8.1
Enable Port. 4892
Disable Port 4.8.3
Set Bridge Priority 4.84
Set Port Priority 4.8.5
Set Path Cost 4.8.6
(1428) | Does the Bridge underestimate the incre- P 4.10.1 No Yes:
ment to the Message Age parameter in K._ _
transmitted BPDUs?
(14b) | Does the Bridge underestimate Forward P 4.10.1 -No es:
Delay? S
(14c) | Does the Bridge overestimate the Hello P 4.10.1 No es:
| Time interval? __
(15a) | Does the Bridge use the specified value M 4.10.2, Table Yes No:
for Hold Time? ’ 4-3 K. _
(16) Does the Bridge support management of 0 4.2 - Yes No
the Spanning Tree Topology? s
(16a) | Can the relative priority of the Bridge be 16:M 4.2,4.5.3.7, Yes: No:
set? 4.8.4 S.__ o
(16) | Can the relative priority of the Ports be 16:M 42,4551, Yes 0
set? 4.8.5 S _ o
(16¢ Can the path cost for éach Port be set? 16:M 4.2,4.5.5.3, Yes: 0
4.8.6 S.__ .
amn Does the Bridge support management of (0] 4.10 Yes o
the protocol timers?
(174) | Can Bridge Max Age be set to any of the 17:M 4,10.2,4.5.3.8, | Yes: o
range.of values specified? Table 4-3 S.__ .
(17b)  “Can Bridge Hello Time be set to any of 17:M 4.10.2,4.5.3.9, | Yes: 0
the range of values specified? Table 4-3 S.__ e
| 17¢) | Can Bridge Forward Delay be set to any 17:M 4.10.2,4.5.3.10, | Yes: No:
of the range of values specified? Table 4-3 S__  X__
(18a) | Do all BPDUs contain an integral M 511 Yes No:
number of octets? X__
(18b) | Are all the following BPDU parameter M °5.1.1,5.2 Yes No:
types encoded as specified? X__
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Section 5. (Continued) Spanning Tree Algorithm

Item Feature , Status References . Support
Protocol Identifiers 5.2.1
Protocol Version Identifiers 5.2.2
BPDU Types 5.2.3
Flags 524
Bridge Identifiers 5.2.5
Root Path Cost 5.2.6
Port Identifiers 5.2.7
Timer Values ' 5.2.8
(18¢) | Do Configuration BPDUs have the M 53.1 Yes No:
format and parameters specified? X__
| 18d} | Do Topology Change Notification M 5.3:2 Yes No:
‘ BPDUs have the format and parameters X__
specified? ‘ :
(18e] | Are received BPDUs validated as M 5.3.3 Yes No:
specified? X__

Section 6. Bridge Management

Itemn ‘ Feature | Status References Suppgrt
119 ] Bridge Management Operations 0 6 ~ | Yes - No
(19a) | Discover Bridge 19:M 6.4.1.1 Yes §Jo:
‘ . -
(19b) | Read Bridge " 1M | 6412 o Yo
. -
(19¢ Set Bridge Name o | 19:M 6.4.1.1 Yes §f o;
; , 4
(19d) | Reset Bridge 19:M 6.4.1.4 | s igo:
(19¢] | Read Port . . o 19M 6.4.2.1 Yes §¢::_
4
(19f)| . Ci, Set Port Name ‘ 19:M 6.4.2.2 Yes No:
Moo
(19g)‘j Read Forwarding Port Counters 1M 6.6.1.1 | Yés )I\go:
{¢( 19h) Read Transmission Priority 19:M 6.6.2.1 Yes )I\(I(-)- i
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Section 6. (Continued) Bridge Management

Item Feature Status References ~ Support

(191) Set Transmission Pribrity 19:M 6.6.2.2 Yes }I\{Io:
(19) | Read Filtering Database 19:M 6.7.1.1 B Yes )l\gc: i
(19k) | Set Filtering Database Ageing Time 19:M 6.7.1.2 | Yes gxrc:_
(19)| | Read Permanent Database 19:M 6741 Yes §g::_
e

(19nj) | Create Filtering Entry 19:M 6.7.5.1 Yes §go:
: : . M

(19n) | Delete Filtering Entry 19:M 6.7.5.2 ' Yes §f o:
M —

(19 Read Filtering Entry 19:M 6.75.3 Yes %g 0:
(19p Read Filtering Entry Range 19:1‘\/[‘ 6.’%.5.4 Yes %g; i
(199 | Read Bridge Protocol Parameters 19:M 6.8.1.1 Yes Eg; i
X__

(19r Set Bridge Protocol Parameters 19:M 6.8.1.2 Yes Ig o:
(19s Read Port Parameters 19:M '6.’8.2. 1 Yes Ig (:: i
(19t Force Port State 19:M 6.8.2.2 | Yes Ig;_
(19u Set Port Parameters 19:M 6.8.2.3 Yes Igc: i
(20)’ IEEE 802.1 Remote Management 0 7,13] Yes N: i}

(20a Conformanceto IEEE Std 802.1B [3] 20:M {31 Yes ]go:
(20b Netwerk Management Operations and 20:M 17 Yes N:: i
Encodings : X_ o
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Section 7. Performance

Item Feature Status References Support
(21a) | Specify a Guaranteed Port Filtering M 8.1 ” S.__
Rate, and the associated measurement
interval T, for each Bridge Port in the
format specified below.
(21b)| | Specify a Guaranteed Bridge Relaying M 8.2 S.__
Rate, and the associated measurement
interval T, in the format specified
below.
Supplementary information shall clearly
identify the Ports.
Guaranteed Bridge Relaying Rate Tr
__________ frames per second o —___second(s)
Port Number(s) or Guaranteed Port Filtering Rate Ty '
other identification (specify for all Ports) (specify for all Ports
I\ i) frames persecond | 0 ___ ___ second(s)
__________ frames per second — - —___second(s)
__________ frames per second e —__ _second(s)
__________ frames per second — — ——_ _second(s)
I frames persecond | @ ___ ___ second(s)
I frames persecond | 0 ______ second(s)
__________ frames per second - — — ___second(s)
I frames persecond | 0 ______ second(s)
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Annex B
Calculating Spanning Tree Parameters

(Informative)

(THis Annex is not a part of IEEE Std 802.1D-1990, but is included for information only.)

This Annex describes the method and rationale for calculating the recommended values and operational

ranggs for the essential Spanning Tree Algorithm performance parameters.

B1. Qverview. The calculation is described in a number of steps. Each of these steps establlshes values for

a number of the parameters that are then used as the basis for the following steps.

The description and equations given are pertinent to a homogeneous Bridged Local Area Netwprk, i.e.,
one ip which all the individual LANs dnd Bridges are of the same type and speed. It is easy to extend this

for a heterogeneous Bridged Local Area Network.

Thp explanation is illustrated by recommended values for IEEE 802 Local Area Networks. All times are

given] in seconds.

B2. Abbreviations and Special Symbols.

dia maximum bridge diameter

life maximum frame lifetime

td ‘ average frame transit delay

ma_d average medium access delay

mma d maximum medium access delay

bt d maximum bridge transit delay

time |unit the resolution-of Message Age

msg_laio maximum Message Age increment overestimate
msg_jao maximum-Message Age overestimate

pdu_fd maximum BPDU transmission delay

lost_imsgs ‘maxinum number of lost Bridge Protocol Messages to be tolerated prior to reconfiguration
msg_prop maximum Bridge Protocol Message propagation time
hello| ¢ Hello Time

hold |t Hold Time

max |age Max Age

fwd_telay Forward Delay

B3. Calculation

B3.1 Lifetime, Diameter, and Transit Delay

B3.1.1 Step. Choose the maximum bridge diameter for the Bridged Local Area Network and the
maximum bridge transit delay. Note that, where the individual LANSs support a range of transmission

priorities, the bridge transit delay may vary according to priority.
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B3.1.2 Basis of Choice. The frame lifetime is equal to the maximum bridge diameter times the
maximum bridge transit delay plus the maximum medium access delay for the initial transmission,
ie.,

life = (dia xbt_d ) + mma_d ‘ (Eql)

The average frame transit delay between end systems in a Bridged Local Area Network is greater than
that experienced in a single LAN by the sum of the average forwarding delays and frame transmission
delays of Bridges in the path between the end systems. These will be of the order of the medium access
delays for hghtly loaded LANS. So for systems at the extremities of the Bridged Local Area Network we

tdzdiaxmad)+mad k , (Eq 2)

Thig bounds our enthusiasm for insisting on low maximum bridge transit delays and high|maxi-
mum bridge diameters.

'B3.1.3 Recommended Values for IEEE 802 Bridged Local Area Networks

a d =0.5
life <7.5
dia =7

bt d =1.0

B3.2 Transmission of BPDUs

B3.2.1 Step. Select the transmission priority for BPDUs and a value for the maximum BPDU ftrans-
mission delay.

B3.2.2 Basis of Choice. In general, a high transmission priority will be chosen, since the continued
operation of the Bridged Local Area Network depends on the successful transmission and recexion of
BPDUk. In some cases, other traffic native to an’individual LAN may be more important.

The[lowest value that could be chosen for the maximum BPDU transmission delay then is the/maxi-
mum medium access delay for framés of that priority. In recognition of implementation difficulties that
may arise in trying to achieve this figure, it seems more reasonable to choose the value to be equal to the
maximum bridge transit delayfor frames transmitted with that priority.

pdu)d = bt_d | (Eq 3)

B3.2.3 Recommended Values for IEEE 802 Bridged Local Area Networks. Priority transmission
is not available for al IEEE 802 media access methods. Therefore, we select the following:

pdu)d =bt_d
=10

B3.3 Aecuracy of Message Age

B3.3.1 Step. Select an appropriate value for the maximum Message Age increment overestimate.
This is the maximum overestimate of the increment made to the value of the Message Age parameter in
transmitted Bridge Protocol Data Units. This parameter allows a Bridge receiving a Protocol Message to
discard the information in it when it becomes too old. The transmitting Bridge should not be allowed to
underestimate the value of this field.
Calculate the value of the maximum Message Age overestimate, which is the max1mum overestlmate
any Bridge can make of the age of received Bridge Protocol Message information. Lo
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B3.3.2 Basis of Choice. The choice of maximum Message Age increment overestimate is gov-

erned by the following: '

(1) time_unit—the resolution with which the Message Age parameter is carried in Configuration

Messages.

(2) The granularity and accuracy of timers in the Bridge.

(3) The maximum BPDU transmission delay.

Assuming the Bridge timers are not necessarily synchronized with received BPDUs, that they are accu-:
rate, and that they have a granularity of time_unit, we have, as a best effort, the following:

msg_aio = pdu_d + time_unit (Eqd

Thiks value should be rounded up to the nearest multiple of time_unit. It is worth noting here that any
Bridge will always increment the value by at least one unit.
Making the same allowance for the timers in a Bridge receiving and storing Bridge Protocol Message
information, the maximum Message Age overestimate will be equal to the maximum Messie Age
incregment overestimate times the maximum bridge diameter minus one: .

msg_ao = msg_aio x (dia — 1) (Eq 5)
B3.3.3 Recommended Values for IEEE 802 Bridged Local Area Networks

msg_aio = 1.0
msg _ao =6.0

B34 Hello Time !
B3.4.1 Step. Provisionally select a value for the Hello/ Time.

B3.4.2 Basis of Choice.The choice of Hello Time is made with regard to its contribution to the maxi-
mun] Bridge Protocol Message propagation time (see next step).
There is no point in transmitting Bridge Protocol Messages at intervals more frequent than the maxi-
munj BPDU transmission delay. In the worst case, where we are trying to guarantee correct operation,
these messages would just run into one'another.
A provisional value of twice the maximum BPDU transmission delay is suggested.

helfo_t =2 x pdu_d (Eq 6)

B3.4.3 Recommended Values for IEEE 802 Bridged Local Area Networks
helfo_t = 2.0

B3{5 Bridge Protocol Message Propagation

83.5.1Step. Calculate the maximum Bridge Protocol Message propagation time.

mum t1me taken for a Bndge Protocol Message mformatlon to Cross the Bndged Local Area Network from
Bridge to Bridge. This is composed of the following components:

(1) The maximum propagatmn time for a single Bridge Protocol Message to cross the Bridged Local
Area Network, i.e., maximum BPDU transmission delay times the maximum bridge diame-
ter minus one.

(2) An allowance of Hello Time times the maximum number of consecutive lost Bridge Protocol Mes-
sages to be tolerated (note that losing even a single message should be a rare occurrence).
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(8) A further allowance of Hello Time, since we should not assume synchronization with the Root
Bridge, and we may have to wait that long for it to transmit the next BPDU.

msg_prop =((lost_msgs + 1) x hello_t ) + pdu_d x (dia-— 1) EqD
B3.5.3 Recommended Values for IEEE 802 Bridged chal Area Networks. Assuming lost_msgs

msg_prop = 14.0

B3 Time

3.6.1 Step. Select a value for Hold Time.

3.6.2 Basis of Choice. If Hold Time is greater than the maximum BPDU transmission delay,
then the Maximum Bridge Protocol Message propagation time will be set, in the worst scenario, by a
delay|of Hold Time at each Bridge rather than by a delay of maximum BPDU transmission delay. This
would invalidate the conclusion in B3.5, above. We therefore choose the following:

hold_t = pdu_d ‘ (Eq 8)
B3.6.3 Recommended Values for IEEE 802 Bridged Local Area Networks
hold t =1.0

B3/7 Max Age

]

3.7.1 Step. Calculate the lower limit for Max Age fqr the Bridged Local Area Network.

B3.7.2 Basis of Choice. Under stable conditions (i.e., no failure, removal or insertion of Bridges and
other| LAN components), Bridges on the periphery of Bridged Local Area Network must not time|out the
Root.|To do so would result in temporary local denial of service.
This means that Max Age must be adequate to cope with the worst-case propagation delays and Protocol
Message Age inaccuracies as follows.
If 4t any time a Bridge is depending on Protocol Message information whose age has been maximally
overestimated, then the sum of
(1) The interval between the-transmission of the next Protocol Message that it receives from the Root
| and the original transmission of the Protocol Message information it is currently using —
(2)| The overestimate©f the Age of the current information —
(3)| The propagation-time of the next Protocol Message to be received —
must|be less than Max Age, or the Bridge will timeout the Protocol Message information and attempt to
become the Rootiitself. : '

maj_age = {((lost_msgs + 1) x hello_t ) + msg_ao + (pdu_d x (dia— 1))
= msg_ao + msg_prop (Eq9)

B3.7.3 Recommended Values for IEEE 802 Bridged Local Area Networks
max_age = 20.0 |
B3.8 Forward Delay

B3.8.1 Step. Calculate the Forward Delay.
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B3.8.2 Basis of Choice. When the Forward Delay Timer for a Port expires and the Bridge starts for-
warding received frames on that Port, we must be sure that there are no longer any frames in the system
that were being forwarded on the previous active topology. If there are, then we run the risk of duplicat-
ing frames or, if remnants of the old active topology still exist while we move to the new topology, of cre-
ating data loops.

So the Listening and Learning periods during which the Forward Delay T1mer runs must cover the fol-

lowing consecutive periods:

(1) From the first Bridge Port entering the Listening State (and staying there through the subsequent
reconfiguration) to the last Bridge in the Bridged Local Area Network hearing of the change in
active topology.

(2) |For the last Bridge to stop the forwarding of frames received on the previous topology and [for the

last frame so forwarded to disappear.

In (1), above, there may be a difference of up to maximum Message Age overestimate in the tjmes at

which|Bridges timeout old Root information and are prepared to become or listen to a newRoot. Following
this, it can take maximum Bridge Protocol Message propagation time for the news-of the new topol-
ogy to|propagate from the new Root to all Bridges.

For|(2), above, the time to stop forwarding will be the maximum transmission halt delay, which is

bounded by the maximum bridge transit delay (for all priorities); subsequently, the frame will di‘Jappear
within the frame lifetime.

So we have the following:

2 x fwd_d = msg_ao + msg_prop + bt_d + life (Eq 10)
BB.8.3 Recommended Values for IEEE 802 Bridged Local Area Networks
fwd| d =15.0

B4. Selection of Parameter Ranges

B4.1 Absolute Maximum Values. It might be desirable to configure a LAN or Bridge with a greater
maximum medium access delay than assumed in the calculations for recommended values above. This
could pe a consequence of the type of traffic carried by the LAN or particular aspects of a Bridge implemen-
tation, designed to maximize the throughput, for example. However, it is highly desirable that apsolute
maximhum values of maximum bridge transit delay, maximum BPDU transmission delay, and max-
imum Message Age increment-overestimate be mandated by this IEEE Standard in order to provide
- for inferoperability.

A Bridge operating with-absolute maximum values of these parameters should be configurabje with
Bridges employing recommended values in a Bridged Local Area Network of a bridge diameter of pt least
3. Thik criterion is met-by the following:

bt_d =20
du_ d =2:0
m3g_aio =2.0

Thesélimits are believed to encompass the requirement for parameter values greater than those|recom-
mended in B3:

B4.2 Hold Time. There is no benefit in reducing Hold Time below the recommended value of maxi-
mum BPDU transmission delay. Nor would any purpose be served, in terms of reduced use of band-
width or processing capability in a Bridge, by increasing Hold Time. It is, therefore, appropriate to fix the
value of this parameter as a constant;

hold_t =1.0
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B4.3 Range of Hello Time. There is no requirement for HelloTime to be less than Hold Time. Simi-
larly, no purpose would be served by setting Hello Time to more than twice the absolute maximum value
for maximum BPDU transmission delay. Therefore we choose the following:

1.0 < hello_t = 4.0

B4.4 Maximum Required Values of Max Age and Forward Delay. The maximum required values
for Max Age and Forward Delay are calculated using the equations of B3 with the following parameter
values: ,

dic =7
mma_d <2.0
bt_d =2.0
pdu_d =20
msg_aio =2.0
hell t = 4.0

lost|msgs =8
whigh gives the following:

mdx_age = 40.0
fwd|delay =30.0

Althpugh these are believed to be the maximum values required there is no desire to preVent greafer val-
ues being used.

B4.§ Minimum Values for Max Age and Forward'Delay. The minimum realistic values for Mgx Age
and Forward Delay are calculated using the equatlons of B3 with the following parameter values:

dia =2
mma_d s0.5
bt.d =05
du_d =0.5
old_t =1.0
msg_aio =1.0
ello t =1.0

lost|msgs =3
whidh gives the following:

mdyx_age = 6.0
fwd |delay =4.0

It is| suggested that Bridge implementations do not permit lower values of Max Age and Forward
Delay|tobe used in order to guard against absurd settings.

B4.6 Relationship Between Max Age and Forward Delay. In order to further guard against bad set-
tings of parameters that affect the correctness of operation of the Spanning Tree Algorithm and Protocol, it
is suggested that Bridges enforce the relationship between Max Age and Forward Delay given in B3.8 by
ensuring that ‘

2 x (fwd_delay —1.0) = max_age
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Qverview. A Source-Routing Transparent (SRT) Bridge is a MAC Bridge that performs source
wher] frames are received with routing information (RII=1), and that performs Transparent Bridgi

C:El Scope. For the purpose of compatible interconnection of data processing equipment usin
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038 : 1993
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Annex C

Source-Routing Transparent Bridge Operation

(normative)

f source routing in an SRT Bridge. Source-routing frame formats and Bridge operations will f
tation source routmg of frames. Source-routing operation by end stations is speclﬁed in
2 PDAMS5 [C2)L. Source routing provides the following:

Greater utilization of resources by providing multiple routes through the Brldged Log

Network.

Greater individual control of frames through the Bridged Liocal Area Network.

g source routing. To this end it

support and preservation of the MAC Service, and the maintenance of Quality of Service.
Specifies the enhanced MAC Internal<Sublayer Service as it pertains to the SRT Bridge.
Augments the architectural model of the internal operation of a Bridge.

Establishes the requirements for Bridge Management of the source-routing function in the
LAN, identifying the basic managed objects and management operations.

ms for future study are as follows:
architectural deseription provided by IEEE Std 802.1B-1992, LAN/MAN Management.

tional parameéters of a Bridge.
addition, SRT-operation is defined for only those MACs that have defined the routing infq
As of this-publication they include the following:

Token'Ring (ISO/IEC 8802-5 [C3]).

EDDI MAC (ISO 9314-2 [C5]).

AC-specific matters are discussed in C2.5, Internal Sublayer Service.

routing
hg when

bs are received without routing information (RII=0). This annex specifies'the protocols for the opera-

acilitate
[SO/IEC

al Area

source

g on a Bridged Local Area Network, this IEEE standard specifies the operation of MAC Bridges sup-

Defines the principles of operation of the MAC Bridge in providing source routing, in terms of the

Bridged

Specifies the requirements.to be satisfied by equipment claiming conformance to this standard.
How the management-operations are made available to a remote Manager using the protocol and

Performance requirements, and recommended default values and applicable ranges for the opera-

rmation

C1.2 Definitions

ARE Rd Limit. This limit represents the maximum allowable number of route descriptors in an-All
Routes Explorer frame. This limit is implemented in Bridges to limit the number of Bridges traversed by
All Routes Explorer frames between end stations during the route determination process.

IThe numbers in brackets correspond to those of the references in C1.3.
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Explorer frame. A frame to which the SRT Bridge adds routing information as it forwards the frame. The
explorer frame is used to discover routes. There is an All Routes Explorer, which is intended to be for-
warded by every Port; and a Spanning Tree Explorer frame, which is forwarded only by Ports designated to
forward them by the spanning tree protocol.

LAN-in ID (LIN). The identifier of the LAN from which an SRT Bridge receives a frame.
LAN-out ID (LOUT). The identifier of the LAN to which an SRT Bridge transmits a frame.
Local Area Network (LAN) A smgle mstance of an IEEE 802 Local Area Network For example, an

IEEE [8625/ISOAEC-8862 ke s a2 : - -Multi-
ple LANS can be bndged together to form a Bndged Local Area Network

parallel Bridges. Two or more Bridges connecting the same LANs.

route. A path through a series of LANs and SRT Bridges.

routd discovery. The process of obtaining a route to a destination station.

routd descriptor. A two-octet field in the routing information field that désignates a LAN ID and|Bridge
number.

routd control. The first two-octet field in the routing information field of a source-routed frame. This field
indicdtes the type and characteristics of the frame to be source routed.

routing information. A route control field and a sequence of route descriptors consisting of LAN IDs and
Bridgp numbers, indicating a route through the network between two stations. '

source routmg Abndglng mechanism to route frames through a multi-LAN network by specifying in the

ng tree. A topology of Bridges such that there is one and only one data route between any fwo end

STE Rd Limit. This limit represents the maximum allowable number of route descriptors in a Spanning
Tree Explorer frame. This limit is-implemented in Bridges to limit the number of Bridges traversed by
Spanning Tree Explorer frames.

Transparent Bridging. A bridging mechanism, which is transparent to end stations, that intercpnnects
LAN [segments by Bridges designated to forward frames through partlclpatlon in a Spanning Tree
Algor{thm.

(1.2.1 Abbreviations. The following abbreviations are specific to this standard among the fgmily of
IEEE|802 standards: :

ARE All Routes Explorer RII=1, RT=10x
AR i uuuu.

BN Bridge Number

BPP Bridge Port Pair

LIN LAN-in ID

Lour LAN-out ID

LTH Length Field

MSDU MAC Service Data Unit
RC Routing Control
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RD Route Descriptor

RI Routing Information

RT Routing Type -

RII ' Routing-Information Indicator

SRF Specifically Routed Frame: RII=1, RT=0xx
SRT Source Routing Transparent (Bridge) '
STE Spanning Tree Explorer: RII=1, RT=11x
STERdLim STE Route Descriptor Limit

NSR Non-Source Routed: RII=0, no RI Field

C1.8 References. This annex shall be used in conjunction with the following standards o their
approvied revisions:

[C1]1 ISO 8802-2:1988, Information processing systems—Local area networks—Part 2: Logical link control.
[C2] ISO/IEC 8802-2 PDAMS5.3 (6N7721), Source Routing Operation by End Systems:

[C8] ISO/IEC 8802-5:1992, Information technology—Local and metropolitan networks—Part 5: Token ring
access method and physical layer specifications.

[C4] ISO/IEC 8886:1992, Information technology—Telecommunications and information exchange bgtween
systems—Data link service definition for Open Systems Interconnection:

[C5] ISO/IEC 10039:1991, Information technology—Open systems interconnection—Local area netwprks—
Medium Access Control (MAC) service definition.

[C6] ISO 9314-2:1989, Information processing systems-~Fibre Distributed Data Interface (FDDI)—Part 2:
Token Ring Media Access Control (MAC).

C1.4 Conformance. A MAC Bridge that claims-conformance to this annex
(1) |Shall conform to the main body of this standard, augumented by this annex, and represent a|super-
set of the functions described in the main body of this standard for frames with routing inforrJlation.

(2) |Shall conform to the static and dynamic requirements given in C1.4.1 and C1.4.2.
Furthermore, the supplier of an implementation that is claimed to conform to this standard sha}l com-
plete g copy of the PICS proformasprovided in Section C6, and shall provide the information necesgary to
identify both the supplier and the implementation.

Cl.4.1 Static Conformance Requirements. An implementation claiming conformance to this
standgrd
(1) [Shall conformwith the MAC Sublayer and Physical Layer of the LANSs it interconnects.
(2) |Shall conformto the static characteristics of the SRT Bridge as described in Section C3 pf this
annex.

C1.4.2 Dynamic Conformance Requirements. An implementation claiming conformance fo this

standdrd ,
(l) Shall exXhibit exXternal beavior corresponding to e B o: g Opera fonsfo g tramdti g0l source-

routed frames as described in Section C3 of this annex.
(2) Shall report errors as described in Section C3.

© C2. Support of the MAC Service

C2.1 Support of the MAC Service. The MAC Service provided to end stations attached to a Bridged
Local Area Network is supported by the Bridges in that Bridged Local Area Network as described in 2.2.
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C2.2 Preservation of the MAC Service. SRT Bridges preserve the MAC Service as described in 2.2.

C2.3 Quality of Service Maintenance. The quality of the MAC Service supported by an SRT Bridge is
not significantly inferior to that provided by a single LAN. A full set of Quality of Service parameters is
included in 2.3. Parameters that are affected by the source-routing capability are listed below:

(1) Frame misordering

(2) Frame duplication

(3) Undetected frame error rate

@ Max1mum Serv1ce Data Umt Slze

type. Bridges receiving frames of the same type (e.g., SRFs) will transmit them in a First In First Out
(FIFO) manner. Regarding the specific types of frames,

(1) NSR frames cannot be misordered (see the main body .of this standard) because they follow the
unique path of the spanning tree.
(2) |STE frames cannot be misordered (see the main body of this standard) because they follow the
unique path of the spanning tree.
(8) |ARE frames are used as control frames. Misordeéring does not apply for these frames since they are
sent on multiple routes by definition.
(4) [SRFs will not be misordered provided the sender uses one and only one source route to deliyer the
sequence of frames; frames that use different routes between the same pair of Ports are susceptible
to frame misordering. v

C2.3.2 Frame Duplication
(1) [NSR and STE frames cannot be duplicated (see the main body of this standard). : -
(2) |ARE frames are used as.control frames; the receiving side must accept multiple ARE frames (one for
each route). ;
(3) |SRFs cannot be duplicated because frames are forwarded only by the Bridge sequence specified in
the routing information field. Furthermore, Bridges prevent frames with duplicate LAN numbers in
the routing sequence from being forwarded.

C2.3.3 Undetected Frame Error Rate. The service provided by the MAC Sublayer introduceq a very
low undetected frame error rate in transmitted frames. See 2.3.7. In particular the following shquld be
noted: '

(1) |The rate of undetected errors for NSR and SRFs is unchanged.

(2) ARE and STE frames collect routing information as they travel to their destination; therefore, the
FCS is recalculated at each intermediate Bridge. These frames can have a higher undetected frame
error rate, but they are not intended to be used for data transport.

C2.3.4 Maximum Service Data Unit Size Supported. For a complete descriptien of the Maximum
Service Data Unit, see 2.3.8. The SRT Bridge meets-all requirements associated with Maximum Service
Data Unit Size. The Maximum Service Data Unit Size supported by a Bridge between two LANs is the
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smaller of that supported by the LANs. No attempt is made by a Bridge to relay a frame to a LAN that does
not support the size of Service Data Unit conveyed by that frame.

Source routing reduces Bridge receipt of frames of unacceptable sizes since the sender of the data can
determine the maximum size of the data unit on the chosen route during route discovery.

C2.4 Internal Sublayer Service. The MAC entities provide an additional enhanced service with a new
set of primitives in addition to the Internal Sublayer Service specified in 2.4.

The Internal Sublayer Service excludes procedures whose operation is confined to that of the individual
LANSs. The unitdata primitives that describe this service follow. The parameters and their meaning are
identical to those in 2.4 except for the addition of the following parameter:

routiing_information

CR.4.1 Interactions. The following primitives are defined for the MAC relay to requaest the MAC to
transmit a PDU.

M_UNITDATA request
M_UNITDATA.indication

C2.4.2 Detailed Service Specification. All primiti\?es are speciﬁed‘as examples only. Each [service
nameg the particular primitive and the required information that is passed between MAC and the MAC
relay unction. Only those primitives not included in 2.4 are defined here

CR.4.2.1 M_UNITDATA. mdlcatlon. Each MAC data indication pr1m1t1ve invoked corresponds to the
receipt of a frame from an individual LAN.

Semantics of the Service Primitive

M_UNITDATA. indication (

frame_type,
mac_action;
destination_address,
source_address,
routing_information,
mac_service_data_unit,
user_ priority,
frame_check_sequence

)

routi.ng_information. The routing_information parameter specifies the routing information field of the
received frame,

When Generated Thls pnmmve is generated by the MAC entlty to the MAC relay functlon to indicate
came-toh aF rted-o ; ; d(as-defined

by the respectlve MACs)

Effect of Receipt. The receipt of this primitive causes the MAC relay function to process the frame
according to the forwarding logic specified in C3.7.

C2.4.2.2 M_UNITDATA.request. A data request primitive is invoked to transmit a frame to an indi-
vidual LAN.
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Semantics of the Service Primitive

M_UNITDATA.request (

routi

frame_type,

mac_ action,
destination_address,
source_address,
routing_information,
mac_service_data_unit,
user_priority,

ANNEXES

access priority,
frame check sequence

framd to be forwarded as modified by the Bridge function.

NOTE:

calculated.

When Generated. This primitive is generated by the MAC relay functlon to the MAC entity w]

MAC

Effect of Receipt. The receipt of this primitive causes the MAC entity to append all the applopriate

fields

relay passes a frame to the MAC entity for forwarding.

and pass the properly formed frame to the lower layers of the protocol for transfer to the pe

entity or entities.

Subl

er Service to MAC Protocol and Procedures, and-the encoding of the parameters of the se

MAC frames.

2.5.1 Support of Token Ring. The Token Ring Access Method is specified in ISO/IEC 880

hg_information. The routing_information parameter spec1ﬁes the routmg information ﬁeld of the

If the Frame Check Sequence (FCS) is supplied, then it may be forwarded without recalculation; otherwise, it ghould be

nen the

r MAC

C2.5 Support of the Internal Sublayer Service. This section specifies the 'mapping of the ltg:‘ernal

ice in

5 [C3).

Sectign 3 of that standard specifies Formats and Facilities, and Section 4 specifies Token Ring protgcols.
On [receipt of an M_UNITDATA. request primitive, the local MAC Entity composes a frame using the

para

routin

bit is

eters supplied as specified below; appending the frame control, destination address, source gddress,
g information, and frame check sequence fields to the user data. The Routing Information Indicator
set to one to indicate the presence of the routing information field. The frame is enqueued for trans-

missign on reception of a suitable token (4.1.1). On transmission the starting delimiter, access control field,
endinf delimiter and frame status fields are added.

On

receipt of a valid frame, with frame_type and mac_action parameter values of user_data_fr.

requept_with_no_responsé respectively, with the Routmg Information Indicator bit set to one, and
constrraint that either

1)

@
an M

The routing type indicates a specifically routed frame and the LAN-in ID-Bridge Number-1]
ID sequence matches a unique port-to-port sequence designated to the Bridge; or
The routing type indicates All Routes Explorer or Spanning Tree Explorer frame

specif] jed below.

NOTE:

e and
ith the

AN-out

| UNITDATA.indication primitive is generated, with parameters derived from the frame fields as

On receipt of a valid MAC frame that was not transmitted by the Bridge Port’s local MAC entity with the Routmg I

ormation

Indicator bit set to zero, an M_ UNITDATA indication primitive is generated as required by 2.5.3, and the frame is handled by the

Transp:

arent Bridging function.

The frame_type, mac_action parameter, destination_address, source_address, mac_service_data_unit, user_priority, and frame_
check_sequence parameter are encoded as specified in 2.5.3.
The Routing Information Indicator bit is encoded in the source address field. It occupies the same position in the source address field
as does the Group Address indicator bit in the destination address field.

If an M_UNITDATA request primitive is not accompanied by the frame_check_sequence parameter, it is
calculated in accordance with 3.2.7 of ISO/IEC 8802-5 [C3].
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For the setting of the A and C bits, refer to 2.5.3.
In order to support the MAC Internal Sublayer Service, a Token Ring Brldge must be capable of recog-

nizing and removing frames transmitted by itself, even though they can carry a source address different
than that of the Bridge Port that transmitted them.

C2.5.2 Support of FDDI, Support for FDDI was added to IEEE Std 802.1D-1990 by IEEE Std 802.1i-
1992, which has been incorporated into the main body of this standard.

On receipt of a valid frame (ISO 9314-2 [C6]) that was not transmitted by the Bridge Port’s local MAC
entity, an M_UNITDATA. indication primitive is generated. The parameters associated with the primitive
are denved from the frame’s ﬁelds as speclﬁed in 2 5. 4

On 1Ete v TDATA - :
parameters supphed as speclﬁed in 2 5.4.

ing the

C3. Principles of Operation. This section uses the principles and model of operation of an SRT Brifge. It
s the following:
explanation of the principal elements of source-routing Bridge operation and-a list of thie sup-
orting functions

architectural model that governs the provision of these functions
model of the operation of the SRT Bridge in terms of the operation of processes and entitigs that
upport the functions

etails concerning the additional addressing requirements

.1l Source-Routing Bridge Operation. The principal elements of source-routing operation pre as

elay of source routed data frames
elay and processing of frames to support the transfer.and acquisition of routing information|
anagement of the above

.1.1 Relay of Data Frames. A MAC Bridge relays individual MAC user data frames between the
e MACs of the Bridged Local Area Networks' connected to its Ports. The order of frames of given
iority and frame_type received on one Port and transmitted on another is preserved.
unctions that support the relay of souree-routed data frames and maintain the Quality of Service
ed by the Bridge are as follows: '

Frame reception

Discard of received frame in error

Selection of source-routed data frames ,

Frame discard if transmittable service data unit size exceeded (C2.3.4)
Modification of routing information

Frame discard when-maximum Bridge transit delay is exceeded
Selection of outhound access priority

Frame transmission

C3.1.2 Dissemination of Routing Information. The functions that support the relay and process-
ing of framesto-support the transfer and acquisition of routing information are as follows:
(1) |Handling of All Routes Explorer (ARE) frames
(2) [Handling of Spanning Tree Explorer (STE) frames

C38.1.3 Bridge Management. The functions that support Bridge Management contrel and monitor
the provision of the functions in the subsections above are specified in C4.

C3.2 Bridge Architecture. Each Bridge Port receives and transmits frames to and from the LAN to
which it is attached using the services provided by the individual MAC entity associated with that port as
described in 3.2. The MAC relay entity handles the MAC-independent functions of relaying frames
between Bridge Ports. If the received frame is not source routed (RII = 0), then the Bridge frame is
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