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Foreword

respective organization to deal with particular fields of technical activity, ISO and |f
technical committees collaborate in fields of mutual interest. Other-internation
organizations, governmental and non-governmental, in liaison with~ISO and IEC, al
take part in the work.

in the field of information technology, ISO and IEC have established a joint technidal

committee, ISO/IEC JTC 1. Draft International Standards adopted by the joi
technical committee are circulated to national bodies for-approval before their acce

tance as International Standards. They are approved in.accordance W|th procedures re-

quiring at least 75 % approval by the national bodies voting.

international Standard ISO/IEC 10031-2 was prépared by Joint Techmcal Committg
ISO/IEC JTC 1, Information technology. .

ISO/IEC 10031 consists of the following parts, under the general title: Informatid
technology — Text and office systems — Distributed-office-applications model -

- Part 1: General model
- Part 2: Distinguished-object-reference and associated procedures.

Annexes A and B of this part of 1SO/IEC 10031 are for information only.
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Introduction

This part of ISO/IEC 10031 is one of a set of standards for distributed-office-applications.

Distributed-office-applications are used by an integrated distributed office system,
consisting of user nodes and server nodes linked by a network. The user nodes access the
server nodes via the network, using access protocols.

In such an environment, data processing applications that within a single host act as a
single unit, have been split among the different intelligent components of the system.
This splitting has led to the need for standardization of inter-relationships between the
different parts of an application.

In this environment the distributed-office-applications should satisfy ¢he following
pbjectives:

a) Make easier the implementation of application-processes’developed for a
distributed environment based on micro-processors and large or medium sized
mainframes interconnected through local area network or #ide area network means;

b) Reduce the processing delay time for documen® related activities such as
document filing and retrieval, document distribution, printing, etc., and group
communication related activities such as interpérsonal messaging, user directory
and authentication processes, etc; ‘

¢) Allow concurrent processing of different tasks within the distributed office
system;

d) Reduce the overall size of an officé system and facilitate its modular extension.

Within distributed-office-applications, there will be applications that will act as an
Accessee or Accessor of objects whose values are of comparatively large quantities, for
example files, documents or body parts.

The transfer of data objectvalues conceptually involves three parties: an Initiator which
requests the transfer, ar{ Accessee which produces the data object value and an Accessor
which consumes the data object value. To achieve economies in the use of transmission
facilities and hence“more efficient use of system resources, a mechanism is required
whereby an Accéssee can provide an Initiator with a reference to a data object value.
This reference‘can then be given by the Initiator to the Accessor,which can directly
contact the Accessee to obtain the data object value. This mechanism is known as
referenced-object-access (ROA). It provides a mechanism to perform ROA-operations
between an open ended list of parties.

CCITT has expressed the intent to publish a recommendation aligned with the content of

1. 4 fihdalaVianTalRW.VataX ]
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INTERNATIONAL STANDARD I1SO /IEC 10031-2 : 1991(E)

Information technology - Text and office systems -
Distributed-office-applications model -

Part 2: | |
Distinguished-object-reference and associated procedures

ju—y

Scope

This part of ISO/IEC 10031 defines the elements used in the specification of the Distinguished-obj
réference for use within distributed-office-applications.

el

ks content covers three major areas:

a) anintroductory partin which references, definitions and abbreviations-are collected tbgeth
b) a description of Distinguished-object-reference and associated procedures together wit
Functional model; ‘
c¢) distinguished-object-reference structure and Abstract Syntax.
Normative references

he following standards contain provisions which, ‘through reference in this text, constit]

11 standards are subject to revision, and parties toagreements based on this part of ISO/IEC 10

indicated below. Members of IEC and ISQ maintain registers of currently valid Internatio
Standards.

Protocol specification for the Association Control Servtce Element

2
T
provisions of this part of ISO/IEC 10031. At the time 6fipublication, the editions indicated were vallid.
A
a

pet-

[

r
N a

ute

D31

Fe encouraged to investigate the possibility ofapplying the most recent editions of the standards

nal

180 7498 : 1984, ' Inforination processing systems - Open Systems Interconnection - Basic
Reference Model. o ‘

ISO 7498-2: 1989, Information processing systems - Open Systems I nterconnectwn Basic
Reference Model Part2 : Security Architecture.

ISO 7498-3: 1989 Information processing systems - Open Systems Interconnection - Baszc
Reference Model Part3:Naming and addressing. ,

ISO 8649 {1988, Information processing systems - Open Systems Interconnection -
Service definition for the Association Control Service Element.

1SO 8650 : 1988, . . Information processing systems - Open Systems Interconnectign -

Qﬁ LEREO - 199/
OO TYOOr T

Information processing systems - Open Systems Interconnectio
Protocol specification for the Association Control Service Element’
TECHNICAL CORRIGENDUM 1.

IS0 8822: 1988, ' 'Informatton processzng systems - Open Systems Interconnectlo
Connection oriented presentation service definitions. :

ISO/IEC 8824 : 1990, Information processing systems - Open Systems Inferconﬁectio
Specification of Abstract Syntax Notation One (ASN.1).

n -

n -

n -
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ISO/IEC 9072-1: 1989, Information processing systems - Text communication - Remote
Operatlons Part1: Model, notation and servzce deﬂnztton

ISO/IEC 9072-2: 1989, Information processing systems - Text communication - Remote‘
Operations - Part 2 : Protocol specification.

ISO/IEC 9594-2: 1990, Information processing systems - Open Systems Interconnection -
The Directory - Part 2: Models. »

ISO/IEC 9594-3: 1990, Information processing systems - Open Systems Interconnection
The Directory -Part 3: Abstract service definition.

ISO/IEC 10031-1:1991, Information technology - Text and office systems - Distributed
office-applications model - Part 1: General model.

3 Definitions

3.1 OSI basic reference model definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO 7498:

a) application-entity;

b) open system;

¢) presentation-address;
d) protocol;

e) transfer syntax.

q

3.2 OSI basic reference model Security part definition

This part of ISO/IEC 10031 makes use of the following term defined in ISO 7498-2:

a) security policy.

3.3 OSI basic reference model paming and addressing part definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO 7498-3:

a) network address;

b) Presentation selector;
c) Session selector;

d) Transportselector.

L

3.4 Presentation service definition .

This part of ISOIIEC 10031 makes use of the following term defined in ISO 8822:

a) abstract syntax.

3.5 Association Control Service Element (ACSE) definition

This part of ISO/IEC 10031 makes use of the followmg terms deﬁned in ISO 8649:

a) application context;
b) AE-title.
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3.6 Abstract Syntax Notation definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO 8824:

a) ASN.1,
b) Generalized Time ;
¢) object ldentilier.

3.7 Remote Operations definition

This part of ISO/IEC 10031 makes use of the following term defined in ISO/IEC 9072

a) operation.

3.8 Directory definitions

This part of ISO/IEC 10031 makes use of the following terms defined inISO/IEC 9594:

a) directory entry;
" b) distinguished name.

3.9 Distributed-office-applications model part 1 definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO/IEC 10031-1:

a) accessee;

b) accessor;

¢). consume-operation;

d) dataobject; -

e) data object value;

f) distinguished-object-reference;
g) distributed-office-applications;
h) initiator;

i) produce-operation;

) referenced-object-access;

k) ROA-operation;

1) ROA-prétocol.

3.10 Distributed-ofﬁce-appiications model, part 2 definitions

For the purposes of this part of ISO/IEC 10031, the following definitions apply:

310.1 access-time: Time of execution of ROA-operation.

3.10.2 fidelity-time: Time up to which the Accessee pei‘forming ROA-operation guarantees the
DOR to be valid. ’ ‘

3.10.3 produce-time: Time of execution of the produce-operation.

3.10.4 token: An authorization mechanism whereby the Accessee can validate that the
Accessor is authorized to request the access of the referenced data object value.
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4 Abbreviations

ASN.1 Abstract Syntax Notation One
AE Application Entity

DOR Distinguished Object Reference
QoS Quality of Service

ROA Referenced Object Access

5 Conventions
This part of ISO/IEC 10031 uses the descriptive convention listed below:

a) ASN.1 to specify the abstract syntax of information objects.

6 Functional model

[

objects. Within the distributed office environment there.isa need for a more general, applicatio
independent referencing convention to allow different applications to interwork. T
“Distinguished Object Reference (DOR)” provides this mechanism.

Application protocols normally define their own methods'for selecting and referring to daj

The DOR has two main functions:

a) It describes how to contact the relevant application entity, using the “AE-identifier” field
" b) It contains a “Local-reference” “which gives instructions to the application entity aboy

what subset of its state is to be ¢onsidered in the response. For example, if the AE is

document store, DORs may indicate a particular document within the store. - ,

O

The DOR also carries supporting information about the data object to which it refers:

a) The type of that data‘object;
b) Some Quality-of-service information;
¢) Security and access-control information.

In principle, DORs may be used wherever a reference to a data-object-value is required, although
some protocols may choose to limit the usage of the DOR option. :

wn

There’is also a class of protocols which always refer to data-objects by using DORs. This class
called “Referenced-object-access Protocols”, which may be shortened to “ROA-protocols”. (Se

T . Y W = 1 r 1 1 4 L ROA & 1 1 1 : 1 " D | rtlas
LIVIIGO TUUD -1, J.9.] ITOLUCUT €ITIRCIILS 1TUIT SULIC IVUATUIULWOCUIH Hidy dlsU UT ITICIUUTU WL 1
more specialized Application Protocols.

[+



https://standardsiso.com/api/?name=d2abc22291e600ff3b9eb8f22a0acb11

ISO /1EC 10031-2:1991(E)

7 Distinguished-object-reference
7.1 Structure

The DOR is a collection of information providing a globally unique reference to a data object value for
a period of time. The components of the DOR are described in the following clauses. (See also table 1.).

Table 1 - Components of DOR

Component : Presence '

AE-identifier
Locational-identifier
Presentation-address
AE-title
Application-contexts
Direct-logical-identifier
Indirect-logical-identifier

Local-reference
Application
Specific-reference

Data-object-type

Quality-of-service
Qos-level
Produce-time
Fidelity-time
Usage-of-reference

Token

olvogoo|g|RoR|CcOROROTG

*

Mandatory

in case of produce-operations and consume-operations
conditional

optional

mandatory

defaultable

S=E200

1.1, "AE-identifier

7.1.1.1 Overview

The AE-identifier identifies the AE which is the part of the Accessee performing the ROA-operation.
This parameter is classified as conditional, but it is mandatory in produce-operations and consume-
operations.

The AE-identifier has three optional components the locational-identifier, the direct-logical-identifier
and the indirect-logical-identifier, however at least one component shall be present. If more than one
component are present the present identifiers are used in decreasing precedence, locational-identifier
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first indirect-logical-identifier last. If one attempt to gain access to the referenced data object value

fails the next present identifier is used to gain access.

7.1.1.2 Locational-identiﬁer

Locates the application-entity for ROA-operations by means of its presentation-address. The

presentation-address is mandatory.

a) Presentation-address comprises:

1) Presentation selector OPTIONAL;

2) Session selector . OPTIONAL;
3) Transport selector OPTIONAL;
4) Network-address;
b} AE-title identifies an Application-entity;
¢) Application-contexts contains one or more names-of/the application contg

performing referenced-object-access. -

7:1.1.3 Direct-logical-identifier

Ifentifies the application-entity which is part of the Aécessee-application-process. This structure
only be used if a Directory server is available to allowresolution of the location of the AE, and to
the available application contexts for the purpose of transfer. (See ISO/IEC 9594.)

7.1.1.4 Indirect-logical-identifier

Iflentifies a primary Directory entry.which refers directly or 1nd1rectly to the Directory entry of]
?phcatlon -entity. How this application-entity is referred to is defined by the object class of
entified prlmary Directory entry.

NOTE - This field is/intended to allow more flexibility in the information returned ﬁjom Directory entries.

the open system can.easily be changed without altering the directory entry of all the individual servers.

711.2 Loecal-reference

hisparameter is mandatory.

xts

can
list

the
the

For

example, if several named servers are inditectly defined to regide on a named open sysﬁem, the presentation addrdss of

of spec1ﬁc references serv1ced by the AE deﬁned by the AE 1dentxﬁer (See 7 1.1)

The specific-reference is the application-specific reference to the data object value.

The internal structure and semantics of the local-reference components are local to the Accessee.

erator



https://standardsiso.com/api/?name=d2abc22291e600ff3b9eb8f22a0acb11

1SO /1EC 10031-2:1991(E)

7.1.3 Data-object-type

The type of the referenced data object is identical in produce-operations and consume- operations.
This type shall be a self-identifying type using the “direct reference” mechanism of the ASN.1

external type.

Spe c1ﬁc transfer syntax

7.1.4 Quality-of-service

If this parameter is absent, level 1 and single use of the DOR is assumed.

7.1.4.1 QoS-level

If this parameter is absent, level 1 is assumed. Produce-time is mandatory for level 2 and level

fidplity-time is mandatory for level 3.

Produce-time is the time of execution of the produce-operation.

Fidelity-time is the time up to which the Accessee performing the ROA-operation guarantees the D(

to be valid.
Acpess time is the time of execution of the ROA-operation.
Time is represented in “Generalized Time”, defined\in ISO 8824.

The referenced data object value as existing atproduce-time may be the same at access-time, mlght

changed in between, or may not be availablelat all at access-time,

Thiis situation can be modeled by three leyels of QoS:

a) Levell: the referenced data object value might be changed or might not be available
access-time;

b) Level2: the referenced data object value might be changed or might not be available
access-time. However a change which has occurred since the produce-time
indicated to the Accessor and 1t is a decision of the Accessor to process the chang
data’object value;

time (fidelity-time) (i.e. the referenced data object value is identical at produc
time and access-time). The referenced data value is reserved independently of t
original data object value, which may be changed by other operations.

¢) Level 3 \vas level 2 but now the fidelity of the DOR is guaranteed up to a certain point i

The Object Identlﬁer w1th1n the external Lype 1s the value of the Data obJect type parameter m the

3,

R

Thednitiator may request a certain level of QoS in the produce -operation, but the Accessee mapy
resﬁmmmﬁ@v&mtmmﬂ'mu theTequested; ‘

7.1.4.2 Usage-of-reference

The existence of an DOR requires resources in the Accessee. An Accessee may provide two levels of

use for an DOR:
a) single use;

b) multiple use.
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In the case of single use the resources required for an DOR are freed after the execution of the ROA-

operation. No more ROA-operations using that DOR are possible.

In the case of multiple use of an DOR, the resources required for an DOR are kept after the ROA-
operation to allow multiple ROA-operations. The lifetime of the DOR is determined by the Accessee.

However in the case of QoS level 3 the lifetime is greater or equal to the fidelity-time.

The user may request multiple use of DOR in the produce-operation and the Accessee responds with a

usage-of-reference he determines.

7.1.5 Token

The token is used as an authorization mechanism whereby the Accessee can.validate tha
Accessor is authorized to request the access of the referenced data object value.,

t the

The mechanism by which the Initiator authenticates itself to the Accessee is putside the scope of this

part of ISO/IEC 10031. Assuming that this authentication has taken place; and that the Acces
satisfied that this Initiator has the right to access the specified data object value, the Ace
includes in the DOR a token, which must be used by a Accessor when'ibaccesses the Accessee.

see is
bssee

The structure of the simple-token can be as simple or comp]ex’ as required by the security policy

applicable to the Accessee and is conveyed transparently by<the DOR. Alternatively an exter
defined token may be taken from a future Security Standard.

7.2 Matching Rules

If the configuration of AE-identifier and Local-reference match in two DORs, they should refer {
same object.

7.3 Abstract Syntax

nally

o the

The following is the formal definition of the DOR, using the Abstract Syntax Notation identified in

ISO 8824.

DOR-definition {joint-iso-ccitt dor(??) reference-definition (0)}

DEFINITIONS: = BEGIN

EXPORTS _A€-identifier, Altered-value, DOR, dor-abstract-syntax, dor-syntax-asn1, dorx,
Extend-QoS, Local-reference, Locational-identifier, Produce-QoS, QoS-level,
Quality-of-Service, Requested-QoS-level, Single-use-of-reference, Token;

IMPORTS DistinguishedName  FROM InformationFramework

{joimt-iso-ccittds(s) modutes(t)
informationFramework(1)}
PresentationAddress FROM SelectedAttributeTypes
{joint-iso-ccitt ds(5) modules(1)
selectedAttributeTypes(5)};

-- Defined Object Identifiers
dorx OBJECT IDENTIFIER :: = {joint-iso-ccitt dor(11)}
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-- Object identifier for abstract syntax of DOR S
dor-abstract-syntax OBJECTIDENTIFIER :: = {dorx reference-abstract-syntax (1)}

-- Object identifier for abstract syntax of DOR with.basic ASN. 1 encodings in EXTERNAL
dor-syntax-asn1 OBJECT IDENTIFIER :: =  {dorx reference-syntax(2) asn1(0)}

DDR

A

Lg

Ld

Q

Q

Definition of DOR type

= SEQUENCE { :
ae-identifier [0] AE-Identifier OPTIONAL,
-- mandatory in case of produce-operations and consume: operatlon
local-reference [1] Local-reference,
data-object-type OBJECT IDENTIFIER,

-- identifying the abstract syntax and the transfer syntax of the
--referenced data value

quality-of-service [2] Quality-of-Service DEFAULT{},

token {3] Token OPTIONAL}

E-Identifier ;: = SEQUENCE { -- at least one component shall be present
locational-identifier [0] Locational-identifier OPTIONAL,
direct-logical-identifier - [1] DistinguishedName OPTIONAL,
indirect-logical-identifier [2] DistinguishedName OPTIONAL}

cational-identifier :: = SEQUENCE {
presentation-address [0] PresentationAddress,
ae-title [1] AE-title -- asdefined in iSO 8650:1988/Cor.1:1990 --
OPTIONAL,
application-contexts SET OF OBJECT IDENTIFIER}

cal-reference:: = SEQUENCE{

application [0] OCTET STRING OPTIONAL,
specific-reference 4] ‘OCTET STRING}
Lality-of-Service:: = SEQUENCE({
goS-level [0] QoS-level DEFAULT level-1 NULL,
usage-of-reference Single-use-of-reference DEFAULT TRUE}
bS-level:: = CHOICE(
level-1 [1] IMPLICIT NULL,
level:2 [2] IMPLICIT GeneralizedTime -- specifying the produce time --,
level-3 [3] IMPLICIT SEQUENCE{

produce-time GeneralizedTime,

)

fidelity-time _GeneralizedTime}}

Single-use-of-reference:: = BOOLEAN

Token:: = CHOICE({

simpletoken OCTET STRING, -- used to validate an access which use this DOR
externaltoken EXTERNAL -- for future proxy mechanism
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-- Data types for produce-operations

Produce-QoS 1 = SEQUENCE{
qoS-level [0] Requested-QoS-level DEFAULT level-1 NULL,
usage-of-reference - Single-use-of-reference DEFAULT TRUE}

Requested-QoS-level:: = CHOICE{

level-1 [1] IMPLICIT NULL,
level-2 [2] IMPLICIT NULL, : , v
level-3 [3] IMPLICIT GeneralizedTime -- specifying the requested fidelity-time

} .
-- Data types for extending a specific QoS

Extend-QoS . ::=SEQUENCE{

qoS-level [0] Requested-QoS-level OPTIONAL,
-- if omitted, no change required
usage-of-reference Single-use-of-reference OPTIONAL

-- if omitted, no change required

}

-- Data types for requesting / indicating value alteration iy produce-operation or access-operation

Altered-value :: = ENUMERATED { value-not-altered (1),
value-altered (2),
undefined(3) }

END -- of DOR-definition

10
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