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Foreword

Electrotechnical Commnssmn) together form a system for worldwide standardization.as
a whole.. National bodies that are members of 1SO or IEC participate in the develop-
ment of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. 150 and {EC
technical committees collaborate in fields of mutual interest. Otheminternational
organizations, governmental and non-governmental, in liaison with-S0 and IEC, aldo
take partin the work: : :

In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1. ~ Draft International Standards-adopted by the joint
technical committee are circulated to national bodies for approval before their accep-
tance as International Standards. They are approved in.accordance with procedures re-
quiring at least 75 % approval by the national bodies voting.

International Standard I1SO/IEC 10031-1 was prepared by Joint Technlcal Commxttee
ISO/IEC JTC, lnformatlon technology:.

ISO/IEC 10031 conswts of the following parts, under the general title: Informatign
technology ~ Text and office systems - Distributed-office-applications model -

—Part 1: General model , ‘
- Part 2: Distinguished-object-reférence and associated procedures.

Annexes A to K of this part of4SO/IEC 10031 are for information only..
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Introduction

apphcatlon to be distributed over a network. Some applications may be dlstrlbuted in
order to reduce costs, e.g. in the case of an office system connected by a high speed Local
Area Network (LAN), where some expensive resources may be shared. Other
applications may be distributed for administrative or functional reasons, e.g. in the case
of a world wide electronic mail system. These are examples of distributed applications
whose design differs from the traditional “single host” approach. In genetral, the
increasing range of technological options permits a number of design approaches with
quite a different distribution of costs and computational load on the vaftious system
elements, such as the desk top devices that populate a modern office and-{Ke “back room
devices with which these users are networked.

The purpose of ISO/IEC 10031 is to establish a general framework for d1st1 ibuted-office-
applications based on the Remote Operations Service Element.

ISO/IEC 10031 is one of a series, relating to Open Systems Interconnection. Open
Systems Interconnection standards are intended“to facilitate homogeneous
interconnection between heterogeneous information processing systems. ISO/IEC 10031
is within the framework for the coordination, of standards for Open Systems
Interconnection defined by ISO 7498. ‘

A particular emphasis of ISO/IEC 10031 is to specify the homogeneous externally visible
and verifiable characteristics needed for interconnection compatibility, while avoiding
unnecessary constraints upon and changes to the heterogeneous internal design and
implementation of the information processing systems to be interconnected. It does this
by specifying a general model and a set of design principles that will ensure that
different distributed-office-applications will function together in a coherent manner.

ISO/IEC 10031 defines the.necessary common framework that will enable distributed-
office-applications to be developed. Additionally, it provides the concepts and principles
applicable to distributed-office-applications that will enable:

a) the modular;simple and expandable development of related products;

b) their implementation from the services of different vendors or service providers;
¢) theirinterworking;

d) theoptimization of development costs.

In theinterest of effective standardization, ISO/IEC 10031 is oriented towards well
understood needs. It is capable of modular extensions to cover future developments in
technology and needs.

Although mainly intended lor distributed-ollice-applications, the confents of I[SO/IEC
10031 may be used in other information processing environments.

iv
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Information technology - Text and office systems -
Dlstrlbuted office- appllcatlons model -

Part 1:

[General model

1 Scope

=]

ISO/IEC 10031 provides a framework for the purpose of the development of proto¢ol-standards fq
distributed-office-applications (DOAs). 1t applies to applications distributed over significan
physical distances as well as “closely-coupled” office systems.

[SO/IEC 10031 describes a model. D’istributed—ofﬁce-applications to be standardized shall use tHe
principles specified in it.

I=a

wn

[SO/IEC 10031 provides gpidélines‘ for the design of protocols which allow access to the variou
applications and interactions between applications. The protocolsfor distributed applications an
within the OSI Application Layer and conform to the Remote Operations defined in ISO/IEC 9072

[+

[SO/IEC 10031 embraces the intent that elements of a system conforming to some parts of it can be
implemented from devices supplied by different vendors.and by different service providers.

[SO/IEC 10031 does not define human-machine intérfaces used with the distributed- application
Also, it does not define the interface between the software that interacts directly with the user an
the software of specific applications.

The content of ISO/IEC 10031 is comprised.of two parts. -

This part of ISO/IEC 10031 describes!the general model of distributed- ofﬁce apphcatlons and is
divided into two sections: ‘

[=TiRg

a) model;
b) guidelines for the design of DOA protocols.

[SO/IEC 10031-2 describes the Distinguished-object-reference and associated prdcedures that maly
be used by all DOAs,

No requirement ds made for conformance to this part of ISO/IEC 10031. Other parts of ISO/IE
10031 may specify conformance for systems implementing procedu_res of those other parts.

[P}

2 Normative references

The following standards contain provisions which, through reference in this text, constitute

rovistons of this partof 1SOAEC-1003 At thetimeof pubtication, theeditions mdicated wer
valid. All standards are subject to revision, and parties to agreements based on this part of
ISO/IEC 10031 are encouraged to investigate the possibility of applying the most recent editions of
the standards indicated below. Members of IEC and ISO maintain registers of curr ently valid

International Standards.

ISO 7498: 1984, Information processing systems - Open Systems Interconnectton -
Basic Reference Model. ~ :
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ISO 7498-2: 1989,

ISO 7498-3: 1989,

ISO 8649: 1988,

Information processing systems - Open Systems Interconnection
Basic Reference Model - Part 2 : Security architecture.

Information processing. systems - Open Systems Interconnection

Basic Reference Model - Part 3 : Naming and addressing.

Information précessing systems - Open Systems Interconnection
Service definition for Association Control Service Element.

ISO 8822:1988,

ISO/IEC 8824: 1990,

ISO/IEC 9066-1: 1989,
ISO/IEC 9066-2: 1989,
ISO/IEC 9072-1: 1989,
ISO/IEC 9072-2: 1989,
ISO/IEC 9594;2: 1990,
ISO/IEC 9594-3: 1990,

ISO 9735: 1988,

ISO/IEC 10021-2: 1990,
ISO/IEC 10021-3: 1990,

ISO/IEC 10621°5: 1990,

3~<Definitions

Information processing systems - Upen Systems Interconnection
Connection oriented presentation service definition.

Information processing systerﬁs - Open Systems Intercennection
Specification of Abstract Syntax Notation One (ASN.I).

Inforrﬁation processing systems - Text communication - ReliaYle

Transfer - Part 1: Model and service definition.

Information processing systems - Text cammunication - Relialjle

Transfer - Part 2: Protocol specification.

v

Information processing systems - Text communication - Remdte

Operations - Part 1: Model, notation.and service definition.

Information processing systemts - Text communication - Remdte

Operations - Part2: Protocol specification.

Information processingsystems - Open Systems Interconnection
The Directory - Part2: Models.

Information processing systems - Open Systems Interconnection
The Directory=Part 3: Abstract service definition.

Electronic data interchange for administration, commerce apd

transport(EDIFACT) - Application level syntax rules.

Information processing systems - Text communication - Message-
i

Oriented Text Interchange Systems (MOTIS) - Part 2: Overq
architecture. .

Information processing systems - Text communication - Message-
Oriented Text Interchange Systems (MOTIS) - Part 3: Abstrqct

Service Definition conventions.

‘ Informatwn processing systems - Text communtcatton Messa,g e-
Oriented Text Interchange Systems (M OTIS) - Part 5: Message

Store: Abstract service definition.

3.1 vOSI basic reference mbdél definitions

This part of ISO/IEC 10031 makes use of the following terms defined in 1SO 7498:

a) Application Layer;
b) application-entity;

¢) application-service-element;

d) Presentation Layer;

e) presentation-connection;

f) protocol;
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g) service definition.

3.2 OSI basic reference model Security part definitions

This part of ISO/IEC 10031 makes use of the following terms deﬁned in ISO 7498-2:

a) authentication;
by authorization,
¢) credentials;

d) security poliey.

3.3 Association control service element (ACSE) definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO 8648;

a) application context;
b) Association Control Service Element.

3.4 Presentation service definition

This part of ISO/IEC 10031 makes use of the following term defined in ISO 8822:

a) abstract syntax.

3.5 Abstract syntax notation definitions

This part of ISO/IEC 10031 makes use of the follewing terms defined iﬁ ISO 8824:

a) ASN.1;

b) external type;

¢) Generalized Time;
d) macro;

e) object identifier;
f) UTC Time.

3.6 Reliable transfér service element (RTSE) definition

This part of ISOAEC 10031 makes use of the following term defined in ISO/IEC 9066:

a) Reliable Transfer Service Element.

3.7 Remote operatlons service element (ROSE) defimtlons

This part of ISOAEC 10031 makes use of the following terms defined in ISO/ITRC 9072:

a) argument;

b) bind-operation;

¢) invoke;

d) operation;

e)  perform;

f) Remote Operations;

g) Remote Operatxons Service Element
h) result;

i} unbind-operation.
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3.8 Directory definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO/IEC 9594:

a) attribute;
b) attribute macro;

c) attribute type;
d) attribute value;
e) filter.

3.9 EDIFACT definition

This part of ISO/IEC 10031 makes use of the following term defined in ISO 9735
a) EDIFACT. |

3.10 Message oriented text interchange systems (MOTIS) definitions

This part of ISO/IEC 10031 makes use of the following terms»deﬁned in ISO/IEC 10021-2:

a) body part;
b) IP-message;
¢) message.

3.11 Abstract service definition conventions definitions

This part of ISO/IEC 10031 makes use of the following terms defined in ISO/IEC 10021-3:

a) abstract model;

b) abstract operations;

¢) abstract service;

d) abstract service macyo;
e) asymmetric;

f) port;

g) refinement;

h) symmetric)

3.12 Distributed-office-applications model (DOAM) definitions

For the purposes of this part of ISO/IEC 10031, the following definitions apply:

342(1 accessee: An x-server which can assi‘gn distinguished-object-referénces (DORs)| to
objects which it manages upon requests from x-clients, and which can perform operations that

designate objects by DORs which 1t assigned.

3.12.2 accessor: An x-server which can perform operations that designate objects by DORs, by
accessing Accessees with the DORs.

3.12.3 control-attributes: Attributes, associated with a security-object that, when matched
against the privilege-attributes of a security-subject, are used to grant or deny access to the
security-object.

3.12.4 control-attribute-package: A collection of control-attributes.
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3.12.5 consume-operation: An operation invoked by an x-client to an Accessor that designates
objects by DORs.

3.12.6 data-object: An obJect that represents data.

3.12.7 data-object-value: A value derived from a data object in accoxdance with a set of rules,
or in the absence of such rules, the value of the entire object.

3.12.8 direct-value-aceess: Data-object access by value, instead of a reference

3.12.9 direct-value-transfer: Direct transfer of data-object-value, instead of transfer of a
reference. '

3.12,10 dlstmgulshed object-reference: A unique reference to a real object in’a DOA
environment. : :

3.12.11 distributed-office-application: A set of information processing resources distributed
over one or more open systems which provides a well defined set of functionality to (humap)
users, to assist a given office task. ‘

3.12.12 document: A structured amount of information intended for either direct or indiregt
human perception that can be interchanged, stored, retrieved and-processed by means of office
applications.

3.12.13 initiator: An x-client which invokes operations requesting DORs instead of data objeft
value to an Accessee, and which invokes operations that designate objects by DORs to an Accessor.

3.12.14 office-data-object: An object that represents effice-information.
3.12.15 office-information: Data used in the offic€environment.

3.12.16 privilege-attributes: Attributes, associdted with a security-subject that, when matchgd
against control-attributes of a security-object; are used to grant or deny access to that security-
object.

3.12.17 privilege-attribute-certificate: A certificate using privilege attributes.

3.12.18 produce-operation: Acoperation invoked by an x-client to an Accessee that réQues’ts 4qn
DOR instead of data object value. :

3.12.19 qualified-attributes: Attributes that have qualification for their usage.
3.12.20 referenced-object-access: Access to objects by means of reference.
3.12.21 ROA-operation: An operation invoked by an Accessor to an Accessee.

3.12.22 security‘attributes: A general term covering both privilege-attributes and contrdl-
attributes. Thease of security-attributes is defined by a security policy.

3.12.23 {security-object: An entity in a passive role to which access 1s granted or denied
according to an authorization-policy.

3:12.24 security-subject: An entity in an active role that is granted or denied access to security-

nhjpnf’q according toanauthorization-policy
L] T 4

3.12.25 -user-application process: An application-process that contains an OA-user and one or
more clients of distributed(-office)-applications (e.g. x-client, y-client, etc.).

3.12.26 x-: Generic placeholders for specific application names.

3.12.27 x-access: The definition of the functionality of an x-application, as visible between a x-
client and a x-server.

3.12.28 x-access-abstract-service: The abstract service between an x-client and an x-server.
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3.12.29 x-access-protocol: The protocol used between an x-client and an x-server.

3.12.30 x-application: A distributed(-office)-application of a certain kind, e.g. an Electronic
Mail Application or a Filing and Retrieval Application.

3.12.31 x-application-system: The collection of x-clients and x-server-system that together
provide x-user the functionality of x-application.

3.12.32 x-client: That part of an x-application which is part of an application-process which

contains an x-user.

3.12.33 x-server: That part of an x-application which is part of a x-server-application-process
and that provides the functionality specified by an x-access-abstract-service-definition,

3.12.34 x-server-system: The collection of one or several x-servers.
3.12.35 x-system-abstract-service: The abstract service between x-servers.

3.12.36 x-system protocol: Protocol used between x-servers.

3.12.37 x-user: Part of an application-process in the role assumed whei.ising an x-application

4 Abbreviations

ACSE ~ Association Control Service Element

ASN.1 Abstract Syntax Notation One

CAP Control Attribute Package

DOA Distributed Office Applicationg

DOAM Dist’ributed Office Applications Model

DOR Distinguished Object Reference

EDIFACT Electronic Data Intérchange For Administration, Commerce, and Transport
OSI Open Systems Interconnection '
PAC Privilege Attribute Certificate

QoS Qualityof Service

ROA Referenced Object Access

ROSE Remote Operations Service Element

RTSE Reliable Transfer Service Element

UTC Coordinated Universal Time
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5 Model

NOTE -~ For tutorial background information about the concept used in ‘this clause, see annex D.

5.1 DOA Abstract Model

51 AbstractModelforAccess

Distributed-office-applications shall be developed aligning to the client-server abstractCmod
shown in figure 1, using abstract service definition conventions defined by 1SO/IEC 10021-3.

w
—

X-user

v x-application-system

X-access

X-server-system

In figure 1, the x-user is a user of an x-application, which is provided by the x-application-system.
The x-user interacts with x-client to use the service provided by the x-application. The x-client
accesses to the x-server via the x-access. The x-server-system may be divided and distributed to
more than one x-servers. Details of the internal structure of x-server-system is defined in 5.1.2.
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One or more ports may be defined between the x-client and the x-server. For every port, port type
shall be asymmetric.

NOTE 1 - Services provided by symmetric ports for access are outside the scope of this part of ISO/IEC 10031.

Information exchanged between the x-client and the x-server-system shall be Office-information.
Office-information is data used in the office environment, for example: ‘

a) documents;

b) messages;

¢) EDIFACT data;

d) attributes of documents;

e) time;

f) information relating to messages;

g) information to file documents;

h) information to print documents (including fonts);
i) management information for servers.

This information is viewed as a collection of office data objects, whicl’ can be accessed apd
manipulated individually or in groups.

NOTE 2~ Exchange of information other than Office-information,ds; and will be, defined by other Internatiopal
Standards. '
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5.1.2 Abstract Model for Server-Systems

The x-server-system in figure 1 may be refined to distribute the x-server-system by defining an
abstract service between servers, as ISO/IEC 10021-3 suggests. Figure 2 shows a refinement of an

x-server-system.

x-client

X~ s)
server

X=
server

x-server-system
/

a) x-access-abstract-service .
s) x-system-abstract-service

Figuré 2 - Refinement of x-server-system

In figure 2, an x-client accesses an x-server-system via the x-access-abstract-service (a)). In the
server-system, an x-server responds to the access. The x-server may interact with other x-serve

via the x-system-abstract-service (s)) to perform the service requested by the x-client.

£

An x-server-system may comprise different types of x-servers,

One or more ports may be defined between x-servers. Any type of port may be used.
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5.2 Realization of DOA Abstract Model

5.2.1 Realization of Abstract Model for Access

To reahze the Abstract Model for access, ROSE defined by ISO/IEC 9072 and its OSI mapping
shall be used. The Layer Model is shown in figure 3. Further information about how x-clients and

x-servers are identified, see 6.4.4.

5.2.2 Realization of Abstract Model for server-systems

There is no restriction to realize the Abstract model for server-systems. Examples are shown
annex D.

5.3 Referenced-object-access
5.3.1 Classes of Data Access

The access of data object values conceptually involves three parties:

a) anInitiator, which requests the access,
“b) an Accessee, which stores and produces the data object value,
c¢) an Accessor, which consumes or modifies the data object value.

Within distributed-office-applications, there will h¢’applications that will act as an Accessee
Accessor for data objects, for example files, documents or body parts.

When the Initiator is co-located with eitherthe Accessor or the Accessee, data access takes pla
as part of the access request. This is known as direct value access.

In cases where the Initiator is separated from both Accessor and Accessee either physically or by

period of time, using direct value'dccess may involve two data transfers ( a “read” and a “write

operation). Alternatively, to use/network capacity more efficiently, the Initiator may ask 4
Accessee to return a reference.to the data object, rather than its actual value. This reference ca
then given by the Initiator to the Accessor, which can contact the Accessee directly to access th
data object value with a(single transfer.

Using high-level programming languages as an analogy, one can consider that the argument
result is passed by value” when using direct access, and “by name” when using referenced da
access.

In

e

10



https://standardsiso.com/api/?name=6298597f8f285f873b8caadb5392d05f

ISO /1EC 10031-1:1991(E)

x-user
x-client ; o x-server
~ ' k A
v b
application- ‘ application-
entity o entity
L - x-client- , X-server-
Application service- x-access-protocol service-
Layer elements elements
: - >
ROSE ROSE
I grees 1 I “RTsEx |
L _RTET ) L RTSE
ACSE ACSE
A PN
Presentation
Layer and its ‘presentation-connection
underlying
layers
*use of RTSE is optional
> NCTES
1 Thisfigureisan exémple and does not restrict mappings.

2 Anx-client and an x-server may have several application entities and vice versa.

3 Anapplication entity may serve different server types.

Figure 3 — Layer Model for Realization of DOA Abstract Model for Access

11
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5.3.2 Functional Model for Referenced-object-access
5.3.2.1 Functional Model

The referenced-object-access (ROA) functional model is applicable when an Initiator, Accessee and
Accessor are separated either spatially or temporally. Figure 4 illustrates this functional model.
For example, the Initiator, Accessee and Accessor may be running on three different systems, or

A

Initiator

DOR

consume-
operation

produce-
operation

< DOR

Accessee | Accessor
ROA-operation

“Figure 4 - Referenced-object-access model

In ROA,@ reference to the data object value (known as a Distinguished-object-reference, or DOR)
is returned to the Initiator in the result of a produce-operation and passed to the Accessor in th
argamient of a consume-operation. The Accessor then invokes an ROA-operation. In the case of
write operation, a new value, or instructions for modifying the data value, can be passed with th
access requess. In the case of a read operation, the actual value of the reierenced data object 1s
returned in the result of the access operation.

@ & ©

The value accessed when an ROA-operation is performed is related to the data known to the
Accessee by application-specific rules that are associated with the DOR during the produce-
operation. For example, a DOR could be defined to reference the first Body part of a particular
MOTIS IP-message. '

ROA-operations are not necessarily constrained to access a fixed or permanent data object.

12
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In figure 4, a DOR is generated by the Accessee in response to a produce-operation invoked by the
Initiator. The DOR is offered to the Accessor by the Initiator as a parameter in an consume-
operation. The Accessor can then use the DOR to interact with the Accessee.

5.3.2.2 Produce-Operations
value (the complete data object, or some subset or derivative of the data object) from an Accessep.
This class of operation is termed “produce-operation”.

In direct value transfer, the Accessee returns the data object value to the Initiator, and the
Initiator takes the role of the Accessor. In the indirect case, on the other hand,he Initiat¢r
requests a reference to the data object, rather than the data object value, and the Accessee returns
the DOR to the Initiator. DORs identify their associated data value uniquely.

Where DORs are supported by a produce protocol element, a parameter in the Invoke is required fo
specify whether a direct data value or a DOR is to be returned. The result will accordingly contain
a data value or a DOR.

5.3.2.3 Consume-Operations

The Initiator can also use an application-specific protocel to cause a data object value to he
accessed by an Accessor. This class of operation is termed “consume-operation”. In direct valye
transfer the Initiator also acts as the Accessee and provides the data object value in the protocql.
In the indirect case, the Initiator provides a DOR (previously obtained from an Accessee) to the
Accessor. The Accessor uses this DOR to perform an access operation on the Accessee to read ¢r
write the referenced data object value.

Where DORs are supported by a consumé protocol element, the supplied data may be either a data
object value or a DOR. The result willhave identical semantics in both cases, but if a DOR is usefl,
the Accessor may need to wait for-the result of the ROA-operation before returning the result pf
the consume operation. '

5.3.24 ROA-operations
The distributed-office-applications model defines a special class of protocols which always uge

DORs to interaet)with Accessee Application-objects, and which provide a generalized set pf
operations. This class is called “Referenced-object-access protocols (ROA-protocols)”.

5.3.2,5 Implications of supporting DORs

DORs require additional functionality to be built into the Accessee and Accessor:

a) The Accessee needs to be able to provide a DOR rather than a data object value in response
to a produce-operation;

b) The Accessor needs to be able to accept a DOR rather than a data object value in a consume
operation; '

¢) The Accessor needs to be able to invoke an access-operation;

d) The Accessee needs to be able to perform an access-operation.

Within application-specific protocols, standards may chose whether:
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a) to allow DORs to be used in any protocol element where a reference to a data object
supplied or returned; '
b) to place additional restrictions on where DORs are allowed;

is

¢) to define special protocol elements to handle the ROA-produce and ROA-consume

operations.

The first of these option is strongly preferred, and shall be used whenever possible.

Imtlator has no ch01ce but to execute two consecutlve dxrect value transfers. In this case,
produce-operation invoked by the Initiator returns a data object value from the Accesseerto t
Initiator, and the Initiator transfers that data object value to the Accessor in the argument of
consume-operation. (This description applies to a read operation. In the case of a write eperatiqg
the data will flow in the opposite direction.)

5.3.2.6 Quality of Service

protocols may chose whether DORs:

a) refer to the value of the data object when the DOR was geherated;
b) refer to the current value of the data object;
¢) become undefined if the object is updated.

To assist in the control of references to dynamically\changing objects, DOR may include
Quality-of-service (QoS) indication. The QoS describes the expected or required:scope for t
validity of both the DOR and the value of the a§sociated data. X-access protocols may need
support protocol elements to update the QoS.

5.3.2.7 Structure of DORs

Details of the structure of the DORand its associated procedures are defined in ISO/IEC 10031-2

The value of some data objects will change with time, or the object(may be deleted. Individuyal
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6 Guidelines for the design of protocols

6.1 Introduction

This clause shows the guidelines for the design of protocols to be adhered to by all distributed-

office-applications standards.

6.2 Office-information
The main purpose of distributed-office-applications is to interchange, store, retrieve and\proce
office-information.

To maintain the variety of existing or future concepts and types of office-information, the abstra
syntax and the semantics of the office-data-object may typically be transparent.to the protocols

distributed-office-applications. In this case, the office-data-object shall-appear as an ASN.

external type in the “direct-reference” variant (i.e. no presentation layer negotiation of encodij
rules) in the abstract syntax of DOA protocols. The “direct-reference OBJECT IDENTIFIE
value of the external type references both the abstract syntax and the'encoding of the object. T
value shall be used in attributes identifying the object type.

6.3 Object model and remote operations

6.3.1 Use of remote operations

The Remote Operations defined in ISO/IEC 9072provide a notation and a protocol specification for

bind-operations, unbind-operations and operations (called type-operations in the object model).
standard set and naming guidelines for operations are described in the following subclauses.

All access protocols for distributed-officecapplications shall conform to the Remote Operations

specified in ISO/IEC 9072. In moredetail the access protocols shall use the notation and concep
of that International Standard and\shall allow any mappings defined in ISO/IEC 9072-1 clause

. Annex J gives a short introduction to these concepts in the context of an access protocol takij
into consideration the application rules of 6.4.

For system protocols, it(is;encouraged to also use Remote Operations wherever possible.

6.3.2 Use of theabstract service technique for the x-service-definition

The abstract service technique is based on a number of ASN.1 macros which are used to descri
the funetiph and parameters of services. This description technique for services is closely relat
to thesway Remote Operations are formally defined. The technique guarantees full consisten
between service definitions and protocol specifications. It also saves duplication of work a
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documentation through the possibility to import definitions made for services into the formal

protocol. It 1s also very easy to import definitions made in one DOA to another DOA witho

ut

having to redefine or redocument them. Standards for MHS and Directory are already using this

technique. All future DOAs shall use the same technique for the documentation of services.
Abstract service macros are defined in ISO/IEC 10021-3.
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6.4 Application rules

The following rules have been established in order to simplify the management of shared
resources among a number of applications.

6.4.1 Concurrency and resource sharing

6.4.1.1 Concurrency

[=]

[There are established techniques in centralized systems to control concurrent access and t
preserve the integrity of data. For distributed systems there are no economic general solutions
the general case of distributed data.

[=]

Applications should avoid the gerieral case. Until a stronger requirement arises.and a solution is
worked out for a specific application, the guideline is to use a managed weak consistency - that is:

a) allow inconsistent data,

~

b) have one master copy for each item of data, and have one specific server responsible fg
updating it;

[=]

¢) have one sequence of propagating changés to copieslef that data item and changes ¢
related data items;

d) minimize relationships between data items in different servers;
e) provide administrative controls to regulate how long it takes for a change to propagate;
f) design applications to be tolerant of or resilient to out of date data.

(With this guideline, concurrency controls e&n be limited within a single x-server, or at modt
within an x-system. The impact on protocolsis limited to the impact of resource sharing.

6.4.1.2 Resource sharing

Shared resources within asserver are managed by the server (which in turn relies on the
underlying operating system of the node).

The impact on protocols-is limited to managing the consequences of a server not being able 4
respond to an interaction for a time. This can be manifested by a refusal to accept an interaction,
response indicating a delay or a deferred response. The entity acting as an x-user may impose
time-out disciplines.

PO

[f required,\an x-system may provide for management of resources shared between its x-servers.
This willrequire to be expressed in the x-system-protocol, but will not impact the x-access-protocg
exceptas described above.

—

6.4.2 Network transparency

To insulate users from the details of environmental network configuration, servers and clients
shall be referred by name rather than by the Presentation Address. The Directory may be used to
provide this translation.
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6.4.3 Common definition of time
All protocols in the distributed-office-application environment shall express the time using the
data type “GeneralizedTime” as defined by ISO 8824.

Time :: = GeneralizedTime

NOTE - ISO/IEC 9594 and ISO/IEC 10021 currently use "UTCTime” instead of “GeneralizedTime”.

e £
5€-0F

6.4.4 Common definition of identifiers

All objects defined in DOA-standards shall have at least one globally unique name® A commopn
perception of names and a common definition of identifiers are defined in ISO-7498-3, ISO 8834,
and ISO/IEC 9594. They are introduced in annex E.

. The ASN.1 encoding of names used by applications adhering to this Modellis-as defined in ISO/IEC
4 9594. , ‘ ' P

6.4.5 Use of attributes and filters

Many objects in the context of distributed-office-applications (e.g. represented in an informatipn
base) are characterized by attributes. An attribute consists of an attribute type, which identifies
the class of information given by that attribute and the ¢orresponding attribute value(s).

The attribute concept, a notation supporting the.definition of attributes, and the abstract syntax|of
attributes are defined in ISO/IEC 9594-2. A subset is defined in ISO/IEC 10021-5. Standards for
distributed-office-applications shall use attributes if appropriate and shall refer to ISO/IEC 9594-
2.

If objects represented by entries in an information base are characterized by attributgs,
information retrieval (e.g. entry séleé¢tion) may require filters. A filter applies a test that is either
satisfied or not (e.g. by a particular entry). The filter is expressed in terms of assertions about the
presence or value of cértain attributes (e.g. of an entry).

The semantics and abstract/syntax of filters are defined in ISO/IEC 9594-3, and a subset is defined
‘ in ISO/IEC 10021-5. Standards for distributed-office-applications shall use filters if appropridte
and shall refer to ISOAEC 9594-3 .

Attribute Types-defined for one application may be reused by another appl‘ication as lohg as the
definitions and/the semantics are the same. The OBJECT IDENTIFIER defined in ISO 8824|is
used as a tool to achieve this.

The Attribute Macro is defined in ISO/IEC 9594-2.

The technique of “qualified attributes” may be considered for use in distributed-offide-
applications. This allows for example a client to flag whether a particular attribute is compulsory
in the sense that the corresponding server has to understand the semantics of the attribute and
know how to respond, or if the server can ignore the attribute or substitute a default.

NOTE -~ For examples of the usage of this technique, see ISO/IEC 10175-1:19921Y), Information technology ~ Text
and office systems - Document printing application - Part 1: Abstract service definition and procedures.’

1 Tobe published,
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6.4.6 Referenced-object-access

Data object values and DOR in access protocols may typically appear as ASN.1 external types.

6.4.7 Application-service-elements and application context.

4 - erelements—impless ne-the—funetions—requiredfor several-access—protocols
may be combined into a single application context. This requires distinct abstract syntaxes-fpr
each of these application-service-elements. (See also figure 3.)

6.5 Security rules

6.5.1 Introduction

The following rules have been established in order to simplify the implementation and
management of the security aspects of Access Control and Authenticatien.

The rules enable a wide range of security policies to be used without change to the distributed-
office-applications protocols, including security policies that.demand individual accountability jof
persons using the distributed-office-applications.

NOTE - For detailed tutorial introduction to the security concepts, see annex F.

6.5.2 Security subject

The security subject is often the individual accountable for the operations being performed. [n
some security policies, accountability,may be vested in a group of people, or in a user. Distributed-
office-applications may control (aceess in terms of the security subject identity, or in terms jof
capabilities claimed by the security subject (there are techniques to validate such claims). (A
Privilege Attribute Certificate is a data structure that securely carries the attributes of security
subject; the values present in the structure depend upon the security subject and the security
policy in force. ' :

Distributed-office-applications shall use a Privilege Attribute Certificate (PAC) to signify the
authenticity and privileges of the security subject. Where the security policy in force requirps
individual accountability, the PAC shall include the necessary identification.

The PAC ghall be passed on the BIND, and it shall apply to all subsequent operations in the
association until UNBIND or ABORT terminate it. Each individual operation shall allow the
client'to pass another PAC; this shall supplement the BIND’s PAC for that individual operation.

Where an operation causes processing subsequent to the operation, or subsequent to the UNBIND
" or ABORT, the the PAC(s) in force for the operation shall also apply to the subsequent processing.

6.5.3 Security objects

The security object is the object that is being protected in order that access by security subjects is
regulated by the security policy in force. The security policy may require that checks are made on
the basis of privileges claimed by the security subjects identity, or on the basis of privileges
claimed by the security subject, or some composite of the two approaches. A Control Attribute
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Package (CAP) is a data structure that securely carries the access control information; the values

present depend upon the security policy in force and the individual object.

Distributed-office-applications shall use a Control Attribute Package (CAP) to convey the access
control information of an office-data-object. This can occur when creating an object mod1fymg an

object, or transferring an object with its access control information.

6.5.4 Access Control

The preceding security rules separate out the design of distributed-office-applications protocqls

from the design of security elements conveyed within the protocols. This facilitates the.use of th
same protocols in differing security environments.

The operation definitions and data structure models of distributed-office-applications shall permit

a wide range of security policies to be used in conjunction with their protocols.

Any security policy assumptions, such as implicit copying of access control attributes from on

security object to another, should be qualified by “subject to the constrains of the security policy jn

force”.

6.5.5 Security Errors

Almost any operation may be wholly refused on the grounds of security.

Security refusals shall be reported as errors, taking precedence over other errors (except fpr
protocol errors which prevent the determination:of the security subject, the security object and the
operation). Security error responses shadll not be phrased in such a way, nor accompanied by, npr
followed by other error responses that could 1mply or convey information that the security subjdct

should not be given.

Operations that cause one access to a smgle security object shall have no effect on the object if thiat

access is refused.

Operations that access several security objects may encounter security refusals on some of thoge

objects. The resulting effects-and responses of such operations shall be defined.

6.6 Standard setofeperations

This subclausé shows the standard set of abstract operations.

Its primary-purpose is to harmonize sets of abstract operations and their names for various
distributed’ office applications. This harmonization will reduce the time and effort needed [to

standardize specific distributed office applications, and will make it easier for implementors |of

DOA'standards to become familiar with and apply operations of a specific application.
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set to define the set of operations in their specific distributed-office-application where appropriate.

The following is the standard set of DOA abstract operations:

a) List;

b) Read;
¢) Modify;
d) Copy;
e) Move;
f) Search;
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g) Create;
h) Delete;

i) Reserve;
I Notify;

k) Abandon.

An example of the details of those operations are shown in annex K.
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Annex A
(informative)
References, definitions, and abbreviations

for informative annexes

A.l1 Introduction

This annex shows references, definitions and abbreviations specific to the informative annexes pf
this part of ISO/IEC 10031. References, definitions and abbreviations which-are shown in the
body of this part of ISO/IEC 10031 are not included.

A.2 References

The following standards contain provisions which, through reference in this text, constitupe
provisions of the annexes of this part of ISO/IEC 10031. At/the time of publication,the editions
indicated were valid. All standards are subject to revisiof, )and parties to agreements based dn
this part of ISO/IEC 10031 are encouraged to investigate the possibility of applying the mopt
recent editions of the standards indicated below. Members of IEC and ISO maintain.registers pf
currently valid International Standards.

ISO 7498-4: 1989, Information. grocessing systems - Open Systems Interconnection -
' Basic Reference Model Part4:Management framework.

ISO 8571: 1988, . Information processing systems - Open Systems Interconnection| -
FileTransfer, Access and Management (FTAM).

IS0 8613:1989, Information processing systems - Text and office systems - Ofﬁ Pe

‘ DocumentArchttecture (ODA) and interchange format. :

ISO/IEC 8879: 1988, Information processing - Text and office systems - Standatd
Generalized Markup Language (SGML)

ISO/IEC 954521989, Information technology - Open Systems Interconnection .

Application Layer structure (ALS).

A.3 Definitions

A.3:1 OSI basic reference model defimtmn

The annexes of this part of ISO/IEC 10031 make use of the followmg term defined in ISO 7498:

a) application-process.

A.3.2 OSI basic reference model security part definitions

The annexes of this part of ISO/IEC 10031 make use of the following terms defined in ISO 7498-2:

a) access control;
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b) access control list;

c) audit;

d) audit trail;

e) authentication information,;

f) capability; '

g) confidentiality;

h) data integrity;
_H_d'ata'ﬂfi'gi'n'aﬁbhcut;bat;uu,

j) digital signature;

k) encryption;

) key;

m) key management;

n) repudiation.

A.3.3 Message oriented textinterchange systems (MOTIS) definitions

The annexes of this part of ISO/IEC 10031 make use of the following-terms defined in ISO/IE(
10021-2:

a) message transfer;

b) message transfer system,;
¢) message store;

d) P2

e) user agent.

A.3.4 Distributed-office-applications model (DOAM) definitions

For the purposes of the annexes of this partof ISO/IEC 10031, the following definitions apply:

A.3.4.1 access-control-policy: A set'of rules, part of a security policy, by which human users,
or their representatives, are authenticated and by which access by these users to services and
security-objects is granted or denied:

A.3.4.2 access-context: The context, in terms of such variables as location, time of day, level of
security of the underlying asseciations, etc, in which an access to a security-object is made.

A.3.4.3 cryptographickey: See key.

A.3.4.4 data-object-format-specification: A data type, in the ASN.1 sense, that is defined
independently of X-access-protocols.

A.3.4.5 node: A data processing facility that provides information processing resources as par}
of a network. A node may support user-application-processes, server-application-processes or a
combination of both kinds of processes.

A.3:4.6 OA-user: A part of an application-process which directly interacts with a human usey
and which is using one or more office applications on behalf of the human user.

A.3.4.7 security-administrator: An authority (a person or group of people) responsible for
implementing the security policy for a security-domain. :

A.3.4.8 security-domain: A bounded group of security-objects and security-subjects to which
applies a single security policy executed by a single security-administrator..

A.3.4.9 security-facility: Procedures, processes, mechanism or set thereof, that models a
security related function. : oo ‘
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A.3.4.10 server-application-process: An application-process that implements all or part of the
functionality defined by an x-service-definition.

A.3.4.11 user: A human user or an x-user.

A.3.4.12 user-application-process: An application-process that contains an OA-user and one
or more clients of distributed(-office)-applications (e.g. x-client, y-client, etc.).

A.3.4.13 x-,y-,z-,...: Generic placeholders for specific application names.

A.3.4.14 x-application-interface: The interface to an x-application, as visible between an. x-
user and an x-client.

A.3.4.15 x-service-definition: The definition of the functionality of an x-applicationjas visible
between x-clients and the x-system. ' T ’ ‘

A.4 Abbreviations

ASE Application-service-element
CCR Commitment, Concurrency and Recovery
DSSSL Document Style Semantics and Specification Language
FTAM File Transfer, Access and Management

-~ MS Message Store
MOTIS Message Oriented Text Interchange Systems
OA Office Applications
ODA Office (Open) Document; Architecture
ODP Open Distributed Pracessing
RDA Remote Database Access
SGML Standard Generalized Markup Language
SPDL Standard-Page Description Language
TP " Transaction Processing
VTP Virtual Terminal Protocol
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Annex B
(informative) |
Relationship to other standards

B.1 Context

This part of ISO/IEC 10031 addresses aspects of an integrated, yet distributed office syste

supporting professional, technical and administrative users. This part of ISO/IEC 10031 does n

address real time nor transaction processing which generally support frontline operational stafff,

such as point of sale, reservations clerks, cash dispensers, etc.

This part of ISO/IEC 10031 addresses the use of multi-vendor equipment through the use of O$I,

and it addresses interworking between organizations. There is _provision for securif
incorporation of firm detailed guidelines will be done when OSI security standards become cleax
and more stable. :

B.2 Use of other standards

Protocol development under this model is carried by~"ROSE over the normal mode OSI Upp
Layer protocols. Directory is assumed to be availablethroughout the distributed office system.

B.3 Synergy with other standards

Message Oriented Text Interchange Systems (MOTIS).and Directory set precedents on a humb
of aspects common to distributed-office-applications. For historical reasons, MOTIS has aspe
which do not fully align with thigpart of ISO/IEC 10031.

Documents as processable information, printable inforfnation, mailed information are the mayj
form of office informationsWhile the protocols to be developed under this model do not depe
upon the use of particular encodings of documents there will be synergy between the existing a

developing document ‘standards of Office (Open) Document Architecture (ODA), Standalrd

Generalized Markup/Language (SGML), Standard Page Description Language (SPDL) a
Document Style-Semantics and Specification Language (DSSSL).
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Remote Database Access (RDA) may be used as an office function and some harmonization with

DOAM would be beneficial.

B4 "Coexistence with other standards

B.4.1 Virtual terminal protocol (VTP)

Since VTP is located between applications and the human user, it is outside the scope of this part

of ISO/IEC 10031.
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B.4.2 File transfer protocols

File Transfer Access and Management (FTAM) are not directly perceived by the majority of office
system users who operate in terms of documents and relational-like data access. This part of
ISO/IEC 10031 lays down guidelines that are not fulfilled with FTAM. Nevertheless, user
applications that wish to use FTAM-like file store models and functionality will also be able to use
FTAM as well as office applications.

B.4.3 Transaction processing (TP) and commitment, concurrency and recovery (CCR)

There are no requirements at present to use office applications in the environment of distributed
TP. There are no requirements at present for CCR disciplines. This part of ISO/IEC 10031
currently does not therefore require office application protocols to be designed.in a style that
might fit these forthcoming standards.

B.4.4 Open distributed processing (ODP)

This part of ISO/IEC 10031 does not currently take the ODP Work Item into account. Howevey,
harmonization is expected in due course. ‘
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Annex C
(informative)
Requirements

C.] Introduction

Distributed-office-applications are used by an integrated distributed office system. A distribut

office system consists of user nodes and server nodes linked by a network. The user nedes access

the server nodes via the network, using access protocols. An integrated office system maintai
coherent cooperation of the various office applications.

In such an environment, data processing applications, that within a single host act as a single
unit, have been split among the different intelligent components of the system. This splitting hfs

led to the need for standardization of inter-relationships between thé different parts of
application.

In a distributed office system, simultaneous availability of all resgurces can not be guaranteed a
neither supportive nor productive applications should assume that all parties to a particul
distributed process (e.g transmittal of a message) are simultaneously in communication unle
demanded by the semantics of that process. This leads)to the concept of store and forwa
communication, for example for message transmittal where neither the originator nor t
potential recipient nor intermediary message transfer-agents are on-line during the same peri
of time.

C.2 Functional requirements
Amongst the services that may be required by the user from a distributed office system, and whi
the framework should address, are:

a) Inter-personal messaging, to communicate with other users;

b) Group communication, to communicate with groups of users;

¢) Conversion, to allow the interchange of documents with different syntaxes or character

coding;

d) Filing and'retrieval of documents, to allow an ordered filing and multi-key retrieval
documents;

e) Input and output of documents to the distributed office system from different physid
deviees, such as secanners, printers, etc;

f) ~ Directory, to know where are and how to access remote communication elemen
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applications or users;

g) Authentication, to avoid unauthorized access to the different applications;

h) A time base which is locally accessed, for purposes such as time stamping messages and

files throughout the network;

i) Direct access to remote servers (e.g. Videotex) and users (e.g. via Teletex);

) Indirect communication (store and forward) with remote systems, to transfer non real-

time information or to access other networks for example Message Transfer System,;
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k) Data transfer between different applications or remote servers.

The above list of applications will grow in the future (e.g. data base access). Most of these

additional applications are likely to be productive applications because their main purpose is
provide specific facilities to office workers. : '

to

The typical usage of these applications needs a high degree of integration. For example, a
document may be fetched from a message store server, stored on a document filing and retrieval

lorinted o -

The operation of some of the above distributed-office-applications (more usually Gro

Communication, Document Filing and Retrieval, Printing) may need the use of other apphcatlo
which perform supportive application roles (e.g. Directory, Authentication).

However, applications and their users should not be impacted by the way supportiyve-applicatiops

are carried out. In particular, the actual distribution should be as transparenf)to the user
possible.

Supportive applications are not necessarily visible to the human user, but they do enable secur

reliable and smooth operation of the overall system.

C.3 Design requirements

The design of the protocols should ensure
a) Stability:

the recommended design principles sh@ll be such that distributed- ofﬁce apphcat1
protocol designers can specify highly‘stable distributed-applications interactions, wi
comprehensive use of common supportive applications; :

b) Modular design:

1) minimizing inter-dependencies between different office applications of a yet opd
ended list of productive.applications;

2) enabling the required high degree of integration;
¢) Common style of protocol design;

1) Homogeneous usage of supportive applications and facilities;

2) Homogeneous usage of the Remote Operations Service Element;
d) Security:of various levels specified by the user;

e) Simplicity: this is a key point from the human user's point of view of distributed-offi¢
applications. This means that the user should not be involved in the way
request is managed by the applications;

‘This part of ISO/IEC 10031 specifies the principles of interaction between the vario
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Annex D
(informative)
Basic concepts

.1 Introauction

Distributed-office-applications are categorized as a number of applications which, from the-humpan
user point of view, constitute an integrated office system:

A distributed office system consists of nodes connected through a network. While this syst¢m
exists for the benefit of human users, any part of an application-process may use the office
applications.

A user node is the device with which a human user directly interacts. It provides direct interactive
functions.

A server node is a device that manages resources which are shared among many users.

A human user's interactions with a distributed office system may cause a number of activities|to
be performed on a number of nodes. How these separate activities on one node are represented by
processes, tasks, etc, is not the concern of this part of ISOAEC 10031. The interactions between ope
activity on one node and one activity on another node are represented in the OSI model Irby
interactions between a pair of application process invocations, one on each node. An application
process invocation executes the functionality of an OSI application-process.

For clarity, this subclause describes interactions in terms of appli,cavtion-processes. ETh
functional entity described in this sub-clauge is related to an application-process; each separgte
activity executing the functions is related to a separate application process invocation.

D.2 Client-server model

This subclause adopts a tutorial approach to explain the distribution of a single x-application, fan
application of a certain kind. ‘ ‘

D.2.1 Non-distributed single application

In a non-distributed single x-application, the x-user and the x-application are co-located. In the
special case where the x-user is interacting with a human user and interacting with the|x-
application on behalf of the human user, the x-user is termed OA-user and the application-procgss
is termed user-application-process (see D.3.1). The x-user interacts with the x-application through
an ‘x-application-interface, which is usually proprietary and is not proposed for .standardizati|on

| (seefigure D 1)

If an x-application is a candidate for distribution, an x-service-definition is needed as a separation
line for potential future distribution.
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application-process
. x-application
T
; | ,
X-USET E——»|_ x-client [ Xserver
I
. t
. 1
. 1
. |
‘x-application- x-service-
interface definition

Figure D.1 - Non-distributed Office Application

D.2.2 Distributed single application

The distribution of an x-application should be transparent to the x-user, so that the x-applicati
interface will not change. The x-client is co-located with the x-user. The x-user and the x-client ¢

together within one application-process.

The x-server is generally remote from the user: The x-server is part of an application-procg
which is termed a server-application-process;

An x-client and an x-server communicate over the network by means of an x-access-protoc

There may be several independent interactions between an x-client and an x-server.

===

application-process

I X-access-

X-user ~—| x-client

protocol

D e

L

|
| application-process
|

x-server

n-
re

ESS

x-application-
interface

e

x-service-
definition

Figure D.2 - Distributed-office-application

The new situation is depicted in figure D.2 which shows the x-service-definition of figure D.1
expanded into a “dashed” box encapsulating the x-access-protocol.
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In the case of distribution, the x-service-definition and the x-access- protocol need to be

standardized.

D.2.3 Client-server OS] communication

An x-access-protocol is the standard way for an x-client to gain access to its remote x-server. The

_fnllomngnodaLshnm.thQShmnm.ples.am&used.mspeﬂﬁLan x-access-protocol

inside, not outside that dashed box.

Presentation Layer of the OSI Reference Model.

According to the OSI Reference Model, a protocol is used between peer entities. In figure D@, OSI
communications occur only within the dashed box. Thus, the OSI communication peer entities dre

In compliance with the OSI Reference Model, the x-client and the x-server are considered part|of
an application processes, and have application-entities associated with them.\The applicatidn-
entities are part of the Application Layer of the OSI Reference Model and contain sets [of
application-service-elements. The application-service-elements provide jthe communicatipn
functions, in accordance with the service definition, to the x-client(and the x-server, ahd
implement the x-access-protocol. In doing so, an application-servicé-element may use servides
provided by other application-service-elements in the same application-entity, and by the

x-user
x-application-  _ | ¢ X2
interface
x-client x-service- 3 x-server
definition
1 o ' :
| application x-access-protocol application
— -en -enti
: Application entity ( > entity
| Layer '
I ASE | 1 ASE | | ASE ASE | | ASE | | ASE
1 = : 1 '
1 —k — ' A
: Presentation .
i Layer and presentation-connection
;) other ,
i layers
L

Figure D.3 - Distributed-office-application with OSI Communication

Bu o o e v rem m e e A e o e

Infigure D.3, the dashed box is expanded to show a more detaﬂed model of the OSI commumcatlon

between the x-client and the x-server.
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In detail, interactions take place between application entity invocations, Discrete sets

of

interactions between the same pair of application process invocations, if required, are performed

between discrete pairs of application entity invocations.

However, for most practical purposes, it is not necessary to refer to the above detailed structure.

Instead, the model of x-client/x-server communication by means of an x-access- protocol
generally sufficient for discussing the structure of distributed-office-applications.

is

Additional details about the client/server communication-are specifiedin D 4

D.2.4 Object Model of a distributed-office-application
The interworking of the application-processes of a distributéd~ofﬁce-application requires a shar
conceptual schema describing the shared universe of discourse.

The typical universe of discourse is composed of objects and relationships between them and m
provide a classification of objects.

 The client/server model is considered as an application oriented tool td develop conceptual schema.

The obhject model has broader view and is more abstract. The components of a distributed-offig
application (e.g., mailbox, filing cabinet, etc.) are all addressed asiebjects.

The tools which were developed within the object model areused here for the specification of t
conceptual schema. The conceptual schema is the basis for the service-definition.

It is worth noting that another kind of object type, isiused in the context of distributed-offiq

applications. These are data objects (e.g. ASN.1 data types, message contents, Interpersonfal

Message body parts, private document formatg)(“The abstract syntax of these data objects
defined independently of x-access-protocols and'x-system-protocols.

L4

hy

-
he

e-

is
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D.3 Functional Model
D.3.1 Multiple applications in an integrated system

An integrated office system is formed by a set of office applications (e.g. Message Transfer,
Document Filing and Retrieval and Printing). The integration of the office applications is
performed by the OA-user. The OA-user interacts with the human user and, on behalf of the
human user, with the set of office applications. Interactions between the OA-user and an x-server
are performed via the x-client. Interaction between clients is performed via the OA-user. This|is
depicted in figure D.4.

application-process
OA-user
x-application o 4 y-application o
interface x-application interface _y-application
messanaan T R T
1 i
x-client | x-server y-client | - y-server
l i '
1 1
l I
] I
| i
X-service= y-service-
definition definition

Figure D.4 - Multiple Non-distributed Office Applications

D.3.2 Multipledistributed-office-applications

The OAc<user and the clients are in one application-process which is termed the user-application-
process-(see figure D.5). Several user-application-processes may coexists on one user node, but
these’are kept separate within this part of ISO/IEC 10031.

For some applications (e.g. Directory, Message Store) the representation of each OA-usker
accessing a server is called a User Agent. This User Agent contains the clients and the OA-user.
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user-application-process
. OA-user
X-5€TVer | gmmmd—am| x-client y-client  |gfrmmm—z |\ y-server
X-access- : , ' | y-access-
protocol : protocol

Figure D.5 - Multiple Distributed-office-applications

D.3.3 Organization of servers

There can be a second distribution step, distributing the functionality of the server part of an x-
application to several x-servers on several'nodes. The set of x-servers is termed an x-system. Each
x-server is functionally equivalent in that it supports the same x-access-protocol. Each x-servef is
within one node.

An x-system may consist of

a) asingle x-server;
b) several non- 1nteractmgx servers;
¢) several mteractmg X-Servers.

The interaction hétween an x-client and an x-server is governed by an x-access- protocol (see ﬁg ire
D.6). These protocols are subject to specific x-application standardization and are not addressed in
detail in thispart of ISO/IEC 10031.

Several-xsservers connected through a network may interact to form the total x-system. In that
case, they co-operate by means of an x-system-protocol. These protocols are subject to specifi¢ x-
applieation standardization and are not addressed in detail herein.

The subset of the x-access-protocol available between the x-client and a particular x-serfer

depends on the x-service-definition and the partitioning of the x-server. For x-servers which are
maintaining a distributed information base, for example, the x-access-protocol may contain a
referral mechanism (which means that the contacted x-server returns a hint to the x-client as to
which other x-server(s) to contact in order to find a particular piece of information), if an x-system-
protocol does not exist, or if the x-server is not not able, or unwilling to obtain this in a way
transparent to the x-client.
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x-service-definition
x-system

X-server

a2) /
/

at)
3 | x-server

¢

x-server .

x-client

s)

a1) x-access-protocol
a2) x-access-protocol (optional)
s) x-system-protocol (if required)

Figure D.6 - X-system

Note that an x-client is nét introduced for x-system-protocols, although the same OSI concepts bf
application-process and.application-entity, etc., are applied. The inherent asymmetry of the
client/server model thay not be useful in the design of some system protocols.
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D.3.4 Cooperation between servers
D.3.4.1 A Server as a user of another server
Sometimes one system (x-system) will use another system (y:system). This is modelled

describing the x-server that needs to use the y-system as having the role of a y-user of the
application. In this case, a y-client exists within the application-process containing the x-server.

x-server ‘ N
(y-user) -« y-client - 3|\ Y-server

server-application-process y-access-protocol

Figure D.7 - A Server as a User-0f Another Server

This model can also be'used when the two serverséare of the same type, i.e., when an x-servet
using another x-server. :

D.3.4.2 Referenced-object-access

For some data object types (see D.2;4) an x-server acts as a source and a y-server acts as a sink
data values (e.g. a Message Store server may be a source and a Printing server may be a sink
printable documents such as.Interpersonal Message Body Parts). In general, a server may act
both a source and a sink of data (e.g. Document Filing and Retrieval Server, Message St
Server).

If an x-client and a-y-client are co-located within one application-process and an bbject value has
be transferred from‘an x-server to a y-server, it may be inefficient to transfer this object value
the x-access-protocol from the x-server to the x-client, and then via the y-access-protocol from f

by
y-

is

of
of
as
hre

to
ria

he

y-client to the'y-server (see figure D.8). In this case it is more efficient to transfer only a reference

to.the object value in the access protocols. The referenced object value 1tself is transferred direc
from thesource x-server to the sink y-server. ~

When an object value is transferred with an x- ~access protocol between the x- -client and the

tly

X-

sérver, it may be useful for the user-apphcatlon process to manage the data transfer usm
Distinguished-object-reference (DOR). : :
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user-application-process
OA-user
\
!
x-client y-client
_/ \

- .X-access-protocol y-access-protocol
server- ROA- server-
application- Protocol application-
process , process
x-server ‘ | Yserver
(accessee) {accessor)

_Figure D:8= Referenced-object-access

D.4 Client-server communication model

This subclause specifies'some additional details about the communication between an x-client and
gn x-server, on the basisof the model introduced in D.2.3 and figure D.3.

H

gpplication-service-elements. The Association Control Service Element (ACSE) is required in
gvery set of application service elements. Furthermore, the Remote Operations Service Element
(ROSE).is.required in every set. The Reliable Transfer Service Element (RTSE) is optional. Which
ddditional application service elements are required in a given set depends on:

[igures D.9 toD.12 show various examples of configurations that require different sets of

a) the nature of the distributed-office-application concerned;

b) whether the set is associated with a client or a server;
¢) whether the set implements the access protocol or the system protocol.

The data-object-format-specification represents a basis of cooperation between the x-user and the
x-server, or between OA-users. :

36



https://standardsiso.com/api/?name=6298597f8f285f873b8caadb5392d05f

ISO/1EC 10031-1:1991(E)

_ data-object-format-
specification
x-user - >
) x-server
x-client x-service-
definition
| o el S D D M S GRN UE SN MR NI e e e mmm el ommomm oM
.. -entity -entity
Application - > ‘
Layer
ASEs (1) ASEs (2)

Presentation
Layer and
other

layers

ASEs (1) This set of application-service-elements implements the functions required by a
x-client for communication with an x-server, using the x-access-protocol.

ASEs(2) This set of‘application-service-elements implements the functions required by a
x-server for communication with an x-client, using the x-access-protocol.

presentation-connection

Figure D.9 - OSI Communication between an x-client and an x-server
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ASEs (1) This set of application-service—elements implements the functibns required by an
x-client for communieation with an x-server, using the x-access-protocol.

ASEs (2) This/set of application—servicé-elements implements the functions required by an
x-server for communication with an x-client, using the x-access-protocol.

ASEs (3)\ This set of application-service-elements implements the functions required by an
x-server for communication with another x-server using the x-system-protocol.

F)x-access-protocol.

2) x-system-protocol.

NOTE- The application-entities including ASEs (2) and ASEs (3) respectively may be combined into a single
application-entity supporting two application contexts.

Figure D.10 - OSI Communication between an x-client an x-server and between two x-
servers
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data-object-format-
specification
x-user ~-€ -
. : x-server ‘ x-server
x-client = |-d : : ,
——— - ol o - ——— o o 2’ g o R
application x-system-protocol application
L -entity - -entity
Application - -
Layer , ‘ ‘
ASEs 3 ‘ A ASEs (3)

Presentation

Layerand presentation-connection
other

layers

o e e

————— e e Sos hum e v mm s em WS WM e Gmm R e Gw S Gmm Awm een e Man e wem m wme mem e vl

ASEs (3) This set of application service elements implements the functions required by an x
server for communication with another x-server using the x-system-protocol.

Figure D.1X~08I Communication between an x-client with a co-located x-server andg
another x-server
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data-object-format-
( . specification :
OA-user - >»| OA-user
: x-server : N
x-client x=client
et St B Et ottt Dt Tt Tt &
application application ' application
Applicatio -entity " -entity 1 -entity
pplication : 1
- e
Layer v
ASEs (1) ASEs (2) ASEs (1)
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other connection connection

T mm e e e e v e e m e W
P Dt G Gws G M amE BN me s e

layers

I o o o o e v o s = e e . - S S — - o o oo o]

ASEs (1) This set of application-service-elements implements the functions required by |an
- x-client for comrmunication with an x-server, using the x-access-protocol.

ASEs (2) This-set of application-service-elements implements the functions required by [an
x-server for éommunication with an x-client, using the x-access-protocol.

1) x-access-protocol.
NOTE ~ Infigure D.12 the x-server is used as a store-and-forward system between the two OA-users (e.gl in

Document Filing and Retrieval or Message Transfer). In this case the data-object-format-specification represgnts
the basis for cooperation between two OA-users.

More than one access protocol may be defined in a single application context.

Figure D.12 - OSI Communication between two x-clients and an x-server and between
two Users
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D.5 Functional categories
D.5.1 Productive and supportive applications and facilities

A distinction is made between supportive applications and productive applications and between
supportive roles and productive roles of an application. .

It is worth noting that the eategorization of applications as “productive” or “supportive” is
omewhat imprecise, though nonetheless useful. For example, the basic Message Transfer
pplication could potentially be used as a supportive application for other applications, such-as for
istributing directory updates between directory servers. Likewise, although the Directory

pplication is generally viewed as a supportive application, it could also be consideréd as 4
roductive application when used for responding to human user queues for information, Rather
han being an intrinsic property of the application, the distinction is based on whether or not am
pplication directly provides facilities of interest to human users, ‘

pplications with supportive roles collaborate in order to provide users with a-stable, “high-levelf
nvironment. Just as a programming environment consists of a number of programs (many of
hich are general utilities), the network operating environment for-the productive distributed}
pplications consists of several supportive applications. These supportive applications, which ar¢
uilt using the same model concepts as the productive applications, constitute the general
perating support that can be assumed by the productlve applicdtions, and provide the users of the
SI distributed-office-applications with a “high-level” viewof\their environment, such as allowing
hem to be decoupled from the location and physical addréssing of various devices and resources:

4

S

p

o

n other words, these supportive applications constitute'the high level support env1r0nment for th(
roductive applications and for the users of these applications. .

he productive applications are visible to the himan user, are seen as uéeful and are speciﬁcaliv
sed by him. For the general office worker_the productive applications include remote prmtmg.
ocument filing and retrieval, mail, some uses of directory, etc. ~

D.5.2 Operating support
[he general operating support that can be assumed by the productive applications includes, for
¢xample:

a) time base;
b) authentlcatlon and attribute facility;
¢) some directory functions (e.g. name to address mapping).

This list is notlexclusive. Annex H gives a more detailed view of these roles.
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D.5.3 Management

Some management functions are particularly important, e.g. those functions recording
operational behaviour of the distributed-office-applications environment.

Other management functions are seen as distinct applications, and are seen by the human user as
productive applications. This is particularly so for the ana1y51s and presentation of management
information. ‘ ,

Management may be the subject of future standardization.

D.5.4 Guidelines for applications

Some supportive applications, for example, authentication, have a major impact-on other acceps
protocols. This is both in terms of the information carried by the protocols and in terms of the
‘|sequence in which operations are performed. The framework will speeify in due course, for
instance, the permitted sequences required for authenticating, requesting'and gaining access tola
server. The area of authentication may be the subject of future standardization.

Other functionality, for example logging and accounting, have an‘impact on application design
and specification. The areas of security logging and accountmg may be the subject of future
standardization.

Administrators of a distributed office application systemwill choose policies for some of thege
aspects; so productive applications will need to be adaptable to changes in these policies.

Clause 6 of this part of ISO/IEC 10031 gives an initial set of guidelines, which can be used at
present, until certain aspects e.g. the security aspects, have been studied more in depth.

D.6 Types of interactions between applications

This sub-clause describes and classifies different types of interactions as they relate to the
categories of supportive applications and productive applications introduced in clause D.5.

These types of interactions will be used in later subclauses of this annex.

The interactions betweén an x-user and a productive x-application is described in the former part
of this annex and is notjrepeated here. :

The interactions-between, e.g. an x-user and a supportive application may occur in relation to 4n
interaction between the OA-user and a productive application. This is shown in figure D.13 as|a
Type 1 intefaction between the OA-user and the (supportive) y-application. Information obtained
in this Type 1 interaction is used by the OA-user in the interaction with the (productive)
application. The interactions uses the x- and the y-access-protocols respectively.

”~
i

The.interactions between two servers (either of which may be productive or supportive) is shown
as a Type 2 interaction in figure D.13. The x-server uses the co-located y-client to access the y-

server using the y-access-protocol.

Finally a set of coordinated interactions exists that is known as a referenced-object-access. Here
the user or an entity acting as x-user and y-user using the x- and y-access-protocols, instructs the
x-server and y-server to perform an information transfer.This is shown as a Type 3 interaction in
figure D.13. The Type 3 interactions thus contain two coordinated actions. First, the action,
internal to the user, to coordinate the setup for a referenced-object-access with the x-server and the
y-server, and secondly, the required access itseif.
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! (x-user) OA-user (y-user) L

‘ |

¢ application-process ¢

x-client y-client
1) -

y ]

x-server y-client 2) 3| y-server ' 'y-server

server- server-

o application- application-
server-application-process process process

1) Type 1 interactiong between an OA-user or a server acting in an x-user role and a y-server
which result in information obtained from the y-server being used in interaction with the xt
application. ,

2) Type 2 interactions between an x-server and a y-server using the y-client and the y-access
protocok

=3

3) Type 3 interactions between two servers acting upon instructions issued by the OA-user o
an-entity acting in the role of x-user and y-user (using the x-access-protocol and the y-accessf
protocol). The information transfer from the x-server to the y-server uses a ROA-protocol.

4) Type 4 interactions between two servers of the same type, using a system-protocol defined
for that purpose. Figure D.13 shows two y-servers using a y-system-protocol in a Type 4
interaction.

Figure D.13 - Types of Interaction
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D.7 Example of application interactions
Figure D.14 shows an example of interactions between an OA-user and applications performing
productive and supportive functions.

The simple action of filing a message received in the Message Store will actually require the
following operations once the OA-user starts with a bind-operation to the Message Store server.

pe

2 interaction).

b) The OA-user accesses the Message Store server to identify the message as an objéet to|be
offered later.

¢) The OA-user accesses f,he; Directory . to get the address of the Document Filing and
Retrieval server able to file the message (type 1 interaction).

d) The OA-user accesses the Document Filing and Retrieval server/to select the structyre
under which the message has to be filed and identifies it w1th the refetence supplied as a reshlt
of the previous interaction 2).

e) The Document Filing and Retrieval server gets the message from the Message Stqre
server through ROA- protocol (type 3 interaction).

Message Store.
User and OA-user

<) )T d)
1
Directory Message Store ' Document
= 3 Filing & Retrieval
(T
a) | 2
1)..5) Sequence of interaction *
. L Authentication &
J Type 1 interaction; Security Attributes
2 - Type 2 interaction;
3 Type 3interaction

Figure D.14 - Interactions between an OA-user of the Message Store and other
applications
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Annex E
(informative)

Identification considerations

.1 General requirements

he distributed-office-applications environment is characterized by the geographical and\logica
ispersion of entities such as applications, nodes, objects, clients and servers. These entities mus
11 be made to work together in a coherent interconnection in order for a distributed-office
pplication to effectively carry out its tasks.

An important tool in developing this coherent interconnection is the utilization of the concep}
alled “Naming”. A “Name” is a linguistic concept that identifies a particular'entity from amon
the set of all entities. An entity, e.g. a server, would therefore have its own name distinguishing i
from other servers. This distinguished name would be found within the\Directory application.

Bome system entities which will have distinguished names are listéd below.

-  Human user;

-~ Group of human users;

- Node (user node and server node);
- Server; ‘

- Data Object (e.g. Document Store).

n addition to identifying the separate entities, the naming concept assists in providing other
lunctional capabilities necessary for distributed-office-applications. User nodes and server node$
need, for example, to be able to find the namesof:

- aFiling and Retrieval server that-contains a specific filing cabinet;
- aserver that contains a Message Store for a specific user;

- aserver that holds the mdster copy of data (e.g., that one who is allowed to update a part of
the directory); ‘ R
~ Print servers in an ofganization that can offer Elite typefaces and wide carriages.

Y—

[Jsers can accomplish these actions because the Directory offers the‘follow\ing functiona
bapabilities: ~ S :

- Name-to-attributes binding: This capability binds a name to a piece of information relatefl
to the entity (object) to which the name refers. Name-to-address binding is a special case qf
name-to-attribute binding. The large number of entities that may reside in a distributed
officecapplication system, make this capability essential. This function is analogous to &
“white’pages” directory. ’ .

1

2" Attribute-to-set-of-names binding: This capability lists the name or names of entitiep
{objects) which have a given attribute or attributes. One example of this is a “yellow pages
directory which can be used, for example, to find the names of all remote Print servers in an
organization which have “Elite” typefaces and have wide carriages available to them.

— Alternative names: Different names for the same entity (object), i.e. aliases, are useful in
allowing users more flexibility to access the numerous entities of the distributed-office-
application environment. In order to provide different spellings of the same object, it may be
convenient to introduce an alias (e.g. MUNICH / MUNCHEN). Similarly, in an inter-
enterprise environment, a server may be referenced externally by a name different to its
internally used one, to hide any organizational details.
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E.2 Name Types

E.2.1 Overview

Standards for distributed-office-applications require the following naming and addressing

information:

a) names and addresses required for control of application associations;
b) names required for identification of human users and x-user;
¢) names required for data objects.

E.2.2 Names and addresses for control of application associations

ISO 7498-3 sets forth some principles for naming and addressing. Names 'and addresses requir
for the control of application associations are defined in180 8649 (ACSE).

E.2.3 Names for users

In the context of MOTIS, users are identified by O/R names, JAn O/R name comprlses optionall;
distinguished name.

In the context of the other distributed-office-applications users are identified by distinguish
names. '

O/R names are defined in ISO/IEC 10021-2, distinguished names are defined in ISO/IEC 9594-2.

E.2.4 Names of objects
If information about objects is ‘stored in the Diréctory (e.g. a document store) these objects g
identified by distinguished names (see ISO/IEC 9594-2).

There can be rules for identifying objects within a collection of objects, for example to identify
document within a document store.

Other objects requiring unique 1dent1ﬁcat10n (see annex, clause E, 3) are identified by ASP .

object identifiers.

E.3 Registration of identifiers

A'number of object types will have to be given standardized identifiers, either as part of ¢
fespective standards or by some registration authority. A few examples are given belg

[ a

W.

Identifiers are OBJECT IDENTIFIERs as defined in ISO 8824.
E.3.1 Application context

The Association Control Service ‘Element (ISO 8649) requires identification of Applmatx
Contexts.
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E.3.2 Message content types

The message content types defined in MOTIS identify the different types of content that can be
carried by the P1 protocol. Content type is an example of the data-object-format- spec1ﬁcat10n
(figure D.9). For details see ISO/IEC 10021-2.

sage body parttypes

essage body part types identify the different types of format/encoding which can be found as’part
of a User Message (see ISO/IEC 10021). These message body part types are also data-object-
fgrmat-specifications.

Spme message body part types are defined in ISO/IEC 10021-7. Others may be defined in other
ternational Standards or by registration authorities.

H.3.4  DOR object types

OR object types need to be identified (see ISO/IEC 10031-2).

H.3.5 Attribute types

>3

ttribute types will be defined by individual distributed-office-applications standards, using ‘the
pncept of “Attributes” (see 6.4.5). If an attribute typeidentifier has been allocated for a particular
Ype of information in one application, this typeican (and should) be used by other applications
needing the same attribute type.

]
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Annex F
(informative)
Security concepts

F.1 Introduction

This annex is tutorial in nature.

F.1.1 A definition of “Security”

For the purposes of this part of ISO/IEC 10031 “security” refers to characteristics of office syste]
that give resistance to accidents, failure and misuse, intentional or otherwise. Thus, secur

ns
ty

refers to a compiex of procedural, logical and physical measures aimed*at prevention, detection

and correction of certain kinds of accident, failure and misuse together w1th tools to administ
and manage these measures.

er

Given this definition, security does not only address intentiohal misuses, e.g. threats to a system,

but it also addresses accidents such as the misrouting of 4.message and pinpointing the cause
the misrouting so that the responsible party can be identified.

In this way, security improves the integrity of doingbusiness in addition to addressing threats
the organization itself.

F.1.2 Scope of security

of

Many different security needs imply a common set of secure functions to be provid
independently of office applications’ These common, secure functions will become visible in

d
e

interactions between users and-productive applications, between productive applications ahd

supportive applications but also in the installation, maintenance and management of applicati

S

and of the underlying system. These functions, their interactions and their management

constitute the scope of security in this part of ISO/IEC 10031,

F.1.3 Security-policies

To be effective, security measures need to be coherent. Therefore, an organization will define

security, measures and methods of administration and management of those measures in
security policy. The responsibility for executing the security policy and for maintaining

effectiveness is exercised by a security-administrator.

implement as part of a given security policy depends on the environment of the organization:

a) integrity of information contained in and/or processed by a system

b) confidentiality of (selected) information contained in and/or processed by a system;
¢) integrity of services and functions provided by a system;

d) confidentiality of services and functions provided by a system.

e) means to obtain third party guarantees for certain operations. In other words, verification

of the integrity of processes and information by third parties is needed,;
f) means to authenticate individual users or groups of users according to defined rules;
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g) control of access to servers, functions and information available on or through a system
h)  control of the flow of information within and between systems.

In the general case the organization will require interaction with other organizations.
Organizations will select their own policies; each security policy can be said to apply to a given
securlty -domain which is under the control of a single security-administrator. Doing business
requires, by 1mp11cat10n interaction between security-domains. This too needs to be addressed by
g.security policy

some cases, two securlty -domains may interact directly, in other cases they may mteract trough
third party. Also, the degree of trust between security-domains may vary.

[«5]

F.2 Security Requirements for Distributed-office-applications
F.2.1 General security requirements

This subclause introduces general security requirements as these occur™n a distributed-office
dpplication environment. These requirements reflect both implied reguirements - for example ng
dystem can be secure without some form of control of access - as well as specific requirements foj
decurity functions from a user point of view - for example, authentication of data origin.

¥.2.1.1 Protection of access

12 .1.1.1 General

ccess control provides the means to confine aceess to certain known users as well as to contro
gecess by these users to specific resources for@pecific operations. Thus, control of access has twq
major components: authentication of users~and authorization of access by authenticated users
Access control will be exercised according-to an access-control- pohcy which applies to a security
domain,

.2.1.1.2 Authentication

sers gaining access to a distributed-office-application system will be authenticated before being
llowed access to any particular application that is subject to access-control-policy. Users may alsg
equire that the sefvers accessed are authentic. Users may access an x-server from a nodg
elonging to theGame security-domain as the x-server or from a node belonging to anothel
decurity-domain, JIn either case, a commonly agreed procedure of exchanging authentication
informationaust be used.

Authentication may be time bound; repeated authentication throughout an occasion of
dommunication may be required by certain security policies. -

F.2.1.1.3 Access authorization

Nodes in a distributed-office-application environment may require the use of access authorization
to protect the confidentiality and integrity of security-objects and the integrity of the server node.
Authorization methods may use a variety of mechanisms such as access control lists, capabilities
and other security-attributes, singly or in combination,

Users will be granted access to x-servers and to security-objects within x-servers based on their
privilege-attributes under the prevailing security policy of the security-domain(s) involved.
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Whenever users access servers or security-objects not belonging to their security-domain,
authorization information as required by the serving security-domain, will be passed in a secure
fashion.

F.2.1.2 Protection of data information

protected from external attack “External” in thls context is: used to 1nd1cate other than by the
normal system access route, (e.g. line tapping, theft of media.) .

Data protection covers both confidentiality (keeping secret) and integrity (protecting against
change).

Within a distributed-office- apphcatxon environment the following requir ements w1th regard| to
data protection apply: ,

~a) Protection of data in storage (even on removable media); ‘
b) Protection in inter change, e.g. access control information, messages, electronic documepts
and files exchanged between systems.

Protection refers to preventing leakage of sensitive information as well as preventing
contamination of trusted information with untrusted information.

Unless physical protection is to be depended upon, ¢onfidentiality may require the use| of
encryption, integrity may require the use of digital signature.

Encryption techniques require the use of cryptographic keys. Systems supporting encryption mpst
provide a secure method of key management both within a security-domain and between security-
domains.

F.2.1.3 Protection of usage of resotirces

Security policies may require protection of usage of resources. This protection takes two forms:
keeping usage secret (confidentiality of usage) and preventing denial of service.

F.2.1.4 Accountability of usage of resources

Security policies mdy require means to assure accountability of usage of resources. Accountabiliity
includes the selective logging of an audit trail of operations (both attempted and completed)|as
well as nor-repudiation of data origin and of receipt.

Non-repudiation is proof, a posteriori, to a third party, of the identity of an entity that sent|or
received for example a given message. It is closely allied to data integrity and is usually combined
with it.

F.2.2 Security management requirements

F.2.2.1 General considerations

Systems supporting secure distributed-office-applications should provide the operating
organization with the tools to manage the security-facilities of these systems. Examples of these

tools are secure software installation and audit fac111t1es for auditing the operation of the security-
facilities.
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Users of a distributed-office-application trust the integrity of system components to perform the
expected functions and no other. :

F.2.2.2 Aspects of security management

For evei‘y kind of security function defined for the distributed-office-application environment, four
bpcbbb of misuseorbreachofsecur u;y shoutd-beaddressed-that wscuhm define-the meahagemeit
quirements of these functions. These aspects are: prevention, detectlon recovery -ang
dministration. Depending on the level of security desired, some or all of these aspects becomg

isible in actual implementations.

REVENTION is based upon rules for managing a security function or application. Ah example
df such a rule is changing passwords every three months.

PETECTION is based upon auditing of the security operations of a system.

&uditing of a security related operation provides security-administtators with feedbac}
oncerning the use and effectiveness of the securlty functions of the system.

o T

Auditing has three components

a) audit trail generation and collection;
b) audit trail analysis; and
¢) audit trail archiving.

The latter belongs to the aspect of administration.

a distributed-office-applications environment an-gpplication may be distributed over multiplg
ecurity-domains. Where such is the case, commonly agreed audit techniques may be needed t
cilitate inter-domain cooperation.

ECOVERY of a security breach - real or,suspected - may require changes in security procedures
gnd information available at the differentnodes of a distributed system. Therefore, plotocols ang
procedures are needed to support the. implementation of recovery measures.

ADMINISTRATION has two aspects related to the life of the system: .
a) gathering informatioffrom the system;

b) creating information for the system.

r

"he first aspect coneerns reports made from information logged in the protected data base. Special
filters must be provided so that a security-administrator can adapt the report to get only the king
f information e needs. The second aspect deals with the creation or the deletion of security}
gubjects and security-objects and with the definition of keys, rights and passwords (at least th
initial pagsword).

©

F3-Secure systems model

F.3.1 Overview

In a secure distributed system, a number of activities must-be engaged to provide that security.

The secure systems model divides these activities into elements, each one having a single,
coherent role to play in the provision of the total security picture. These abstract elements are
intended as reasoning tools rather than as real implementations of security functions. These
elements are referred to as security-facilities.
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Having identified the security-facilities and the communications between them, it.can be shown
how they might combine together to form supportive security applications or how they become

trusted components of user-application-processes and server-application-processes, and standa

rd

protocols defined where appropriate for their interactions with each other and w1th their elements

of the distributed-office-application environment.

In terms of the OSI model, the level of view addressed here is above the Application Layer. The

supportive security applications described communicate using services of sufficient security

satisfy their needs. These needs take the form of guarantees, to some acceptable level, th
communications between them and with their untrusted peers are confidential and unmodifig
and that each communication is with a known and identified peer entity.

The model for the provision of these guarantees at lower OSI layers may be a subject for futu Y

standardization.

There are two fundamentally different levels at wh1ch the secumty requir ements of a distribut
system need to be addressed:

a) apphcatlon 1ndependent le‘vel to control access to distribufed system Security objects
user-application-processes, server-application-processes, workstauons commumcatl
resources, etc.; '

to
at
d,

b) application specific level, to control access to spemﬁc security-objects within an apphcatmn

(such as a document).

These two levels of view have quite different requirements’reflected in different security policy

subsets tailored to the different kinds of protected seeurity-objects involved and the differe
components that are responsible for their support. *Semething that is considered as a protect
security-object at.one level can-become an accessing’security-subject at another.

F.3.2 Security-facilities

At this stage of description, the reader should make no assumptions about the degree
distribution of the facilities; this might vary from being a single security server. to being an asps
of every distributed supportive or/productive dapplication. Neither is it suggested that all of the
facilities need be available on.every node of a distributed system. They should be viewed as a list
building blocks from which a choice can be made appropriate to the security policy and level
security required for the distributed system. However, by identifying the full list;, the mod
causes omissions to beymade evident and any resulting security weaknesses other than accident
Annex F, 3.3 and‘annex H clause 2 show some of these security-facilities combined into thr
supportive security applications. This part of this annex identifies the following security-faciliti¢

F.3.2.1<User sponsor facility

THe only entity in a distributed system that is aware (independently of any services that may

nt
ed

of
ct
se
of
of
el
al.

ee
s:

be

being used) of an individual security-subject's current access to protected security-objects. T

he

security-subject involved will usually be a human user, but under policies where servers access
other servers is policed, the security-subject can be an x-server. Its responsibility include:

a) passing credentials for authentication;
b) initiating of service selection;
¢) timingoutinactive users.
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F.3.2.2 Authentication facility

Accepts and checks security-subject credentials, communicating its conclusions to other security-
facilities. The security-subject will either be a human user via his user sponsor, a non-security
application acting as security-subject (i.e. an x-server using a y-server), or a non-security
application coming on-line and making itself available. :

11'.3.2.3 Security-attribute‘facility

]

rovides appropriate subject-related access privilege-attributes and access control-attributes, tg
e used to authorize or deny requested access by security-subjects to security-objects.

fond

K.3.2.4 Authorization facility

Uses access-context, (security- subject) privilege- attributes and (security-object) control-attributes
tp authorize or deny requested access by security-subjects to security-objects.

K.3.2.5 Association management facility

This facility ensures:

a) secure underlying communications, including assurance of the identity of the
communicating entities.
b) authorization, via an authorization facility, for the two entities to commumcate on behal §
of the controlling user.

How the upper layer architecture functions relate to or may be used to support the Association
Management Facility may be the subject of future standardization. :

F.3.2.6 Security state facility
Maintains the current dymamic state of authenticated security-subjects and security-objects in the

distributed system, their aSsociations and the privilege-attributes carried by those associations.

F.3.2.7 Securityaudit Facility.

eceives €vént information from other security-facilities for recording and immediate or later
nalysis;

.3.2.8 Security recovery r‘acmty
Acts upon event information from the Security Audit Facility according to a set of rules defined by
a security-administrator.

F.3.2.9 Inter-domain facility

Controls and maps one security-domain's interpretation of security-subject identity, security-
object identity, authentication and authorization data into another security-domain's
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interpretation. Helps Association Management form associations between entities in different

security-domains.

F.3.2.10 Cryptographic support facility

data in storage and tran51t in the followmg spec1f'1c ways:

a) confidentiality of data;
b) cenﬁdentiality of communications;
¢) integrity of communications;
d) data origin authentication;
. e) non-repudiation of origin;

f) non-repudiation of receipt.

F.3.3 Supportive security applications

eylire

For the purpose of this part of ISO/IEC 10031, the following three security applications gre

identified:.

a) Authentlcatlon and Security- attrlbutes application. Thls combmes the Authenticati
- Facility and the Security-attribute Facility;

b) Inter-domain application. This is the-Inter-domain Fac111ty,

©) Securlty Audit application. This isthe Security Audlt Facility.

In addltlon other supportive securlty apphcatmns may be defined that implement ot}

er

combinations of the security-facilities given in annex F, 3.2. Note that the presence of security-

facilities, e.g. Association Management, whether as separate entities or as part of us
application-processes and server-application-processes will need additional protocol elements
distributed-office- apphcatlons

F.3.4 Proxy

Jr_
for

In some cases an'x-server may be accessed by a y-server rather than directly by a user. There are

two situations:

a) the initiating x-server is acting on its own behalf; or
b)\ the x-server is acting on behalf of of another security-subject (e.g. a human user).

The first situation may be used for example to restrict access to security-objects held on one ser

fer

the Database server to act with respect to the File server asa securxty-subject with its own 1dent1ty ‘

and access privileges.

for

On the other hand, it might be appropriate for the initiating x-server to act on behalf of the user

(by proxy) and assume some or all of his security-attributes. The proxy could either imply trust

by

the user for a single specific access request or it can imply wider powers. The proxy may either
contain access request details or it may contain a reference to those details. This may be the

subject for future standardization.
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In this way access can be controlled in terms of the route used.

F.4 Access-rights for distributed-office-applications

There are some DOA-specific security features. An example is the access-rights. Access-rights for
Distributed-office-applications will be designed on the basis described in this sub-clause.

Table F.1 shows an example of the relationship between the standard set of abstract operationg
4nd one possible set of access-rights option.
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Table F.1 - Access-rights and allowed operations

OWN RMD | RM | RO
List | X x x'A ! Cox
Read X X ' X X
Modify X X X
Copy X X X X
Move X X
Search X X X X
Create X
Delete X X
Reserve X X X
Notify
Abandon X X X X
X means that the corresponding operation is allowed under the corresponding Access-right
NOTE - Tablel.1 shows the following four levels of Access-rights.
a) Owner (OWN);
b) _Read-modify-delete (RMD);
c)\.“Read-modify (RM);
d)) Read-only (RO).
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(informative)
Management
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a)
b)
c
d)
e)

istributed-office-applications require procedural, Togical and physical measures which provide
he managers of distributed-office-applications with the ability to plan, organize, supervise
ontrol and account for the use of the distributed-office-applications. These measures may eperaté
n a single distributed-office-application or operate on multiple distributed-office-applications
cross a number of open systems. These measures are referred to as “management”.

Management is provided by a range of facilities, each of which supports ahaspect of the
equired measures. These facilities include:

fault management;

accounting management;
configuration and name management;
performance management;

security management.

reneral OSI Management is discussed further in ISO 7498-4.

57


https://standardsiso.com/api/?name=6298597f8f285f873b8caadb5392d05f

iSO /IEC10031-1:1991(E)

Annex H
(informative)
Categories and relationship of applications

H.1 Introduction

This annex examines the general need for office applications, any one of which may-hav¢ at
various times, roles of a supportive or productive nature. In the former case, the dpplicatioh is
supporting (provides a service) to another application. This other application will’génerally ll:]ive
a role of a productive nature, normally offering a service visible to a humancuseér. This anhex
describes how cooperation is achieved between an application performing a supportive role and an
application affording productive services.

NOTE - Hereafter in this annex the terms supportive and productive will‘be\used to describe the role thaf any
application is performing at the instance of time relevant to the activity-being described. This annex wil] not
presume that applications are inherently supportive or productive.

H.2 Operation of supportive applications and facilities
H.2.1 Time base facility

With the current proliferation of international organizations, a worldwide means of providirlg a
reliable and unambiguous time base is réquired. This will become even more important in [the
future, as large numbers of nodes are connected to worldwide networks which themselves |are
interconnected to other networks.

The various components of any distributed system must be able to obtain the current time. This
time could be used by other applications, e.g. to timestamp files, to timestamp messages, to engble
authentication to be carriedout.

Synchronization does net/have to be exact but should maintain time to be within a reasondble
spread (e.g. something-of the order of 10 minutes) over the whole of the distributed system. The
accuracy is set by the’administrators.

More precise timing if required, (e.g for timestamps) is by use of local time facilities within a nqde.
Values of time derived locally may need to be qualified by location information indicating [the
source ofithe time value.

T

The miethods by which various hosts obtain and maintain the correct time is outside the scopg of
thispart of ISO/IEC 10031.

This facility provides for a generalized international time containing day, month and year in [the

Christian era (with optional seconds), which can be specified to a precision of one second or one
minute.

H.2.2 Supportive security applications
H.2.2.1 Introduction

This subclause describes the supportive security applications which together provide support for
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