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Foreword

SO (the International Organization for Standardization) and 1EC (the International
Electrotechnical  Commission) form the specialized system for worldwide
standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with
SO and |EC, also take part in the work.

Intermational Standards are drafted in accordance with the rules given in the
ISO/IEC Directives, Part 3.

In the field of information technology, ISO and IEC have established a joint
techrfical committee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint fechnical committee are circulated to national bodies for voting. Publication as
an Infernationa Standard requires approval by at least 75 % of the nationa bodies
castipg avote.

Atterftion is drawn to the possibility that some of the elements of this part of
ISO/IEC 10021 may be the subject of patent rights. 1SO and IEC shall not be held
respdnsible for identifying any or al such patent rights.

Interpational Standard 1SO/IEC 10021-8 was prepared by Joint~ Technical
Compittee ISO/IEC JTC 1, Information technology, Subcommittee SC6,
Telejommunications and information exchange between systems;.in-"collaboration
with | TU-T.

This second edition cancels and replaces the first edition (FSO/IEC 10021-8:1995),
which has been technically revised.

ISO/IEC 10021 consists of the following parts, under the general title Information
techrjology — Message Handling Systems (MHS):

— PRart 1: System and Service Overview

— Rart 2: Overall architecture

— Rart 4: Message transfer system: Abstract service definition and procedures
— Part 5: Message store;“Abstract service definition

— Part 6: Protocol specifications

— PRart 7: Interpersonal messaging system

— Part 8: Electronic Data Interchange Messaging Service

— PRart’9; Electronic Data Interchange Messaging System

Fan, aaiao "
— Part16: VIFToS TUUtTy

Annexes A and B form a normative part of this part of ISO/IEC 10021. Annexes C, D,
and E are for information only.

© ISO/IEC 1999 — All rights reserved \"


https://standardsiso.com/api/?name=b8a833265ac01f82906b3cdfb6e505ba

ISO/IEC 10021-8 : 1999 (E)

I ntroduction

This part of 1SO/IEC 10021 is one of a number of parts of ISO/IEC 10021
(Information technology - Message Handling Systems (MHS)).

Message
store-and

handling systems and services enables user to exchange of messages on a
-forward basis. A message submitted by one user (the originator) is

conveyed by the message transfer syssem (MTS), the principa component of a
larger message handling system (MHS), and is subsequently delivered to one or

more ot

arusars  tha maecssanes recinients A _usar mav intaract diracthv with tha
S—HSeFS—HeH 5 FEeCHEHERtS——HSE—Hay—HteeEt—aH-E6H YR

MTS, orfindirectly viaamessage store (MS).

The M1

message
them to

S comprises a variety of interconnected functional entities called
transfer agents (MTAS). MTAS cooperate to transfer messages and deliver
their intended recipients. Message stores (MSs) provide storage for

messages and enable their submission, retrieval and management. User agents

(UAS)
commur]
services,

This part

elp users access MHS. Access units (AUs) provide links to other
ication systems and services of various kinds (e.g., other telematic
postal services).

of ISO/IEC 10021 wes initially developed and published by the ITU-T in

1991. The current ITU-T version is published as ITU-T Recommendation F.435

(1999).

This par

of ISO/IEC 10021 defines the overall system and service description-of

the mesgage handling application called EDI Messaging.

ISO/EC

As statef

the expfession “Adminidration” ~isused for conciseness to indicate both a

telecomn

NOTE

 in the ITU-T version of thispart of ISO/IEC 10021 [i.e., F.435 (1999)],

hunication Administratien-and recognized private operating agency.

Vi
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| nfor mation technology - M essage Handling
Systems (MHYS) —

Part 8 :

Hrectronic DatatnterchangeMessagimg-Service

1

Th

Ot
St

10021-1 | ITU-T Recommendation X/F.400. The public services built on.MHS, as well as access to and from the

for|

Th
of

Re
Re

2

Th
thi
do
po!
the

curfrently valid International-Standards.

Scope

spart of ISO/IEC 10021 defines the overall system and service of EDI messaging.

public services are defined in the ITU-T's F.400-Series of Recommendations.

her aspects of message handling systems and services are defined in other, parts of ISO/IEC 10021. The layqut of
Indards | Recommendations defining the message handling system and services is shown in table 1 of ISQ/IEC

MHS

b technical aspects of MHS are defined in the multi part series Aumbered 1SO/IEC 10021 and ITU-T's X.400-$eries

Recommendations. The overall system architecture of \WIHS is defined in ISO/IEC 10021-2 | IJTU-T

commendation X.435.

Nor mative references

b following normative documents contain:provisions which, through reference in this text, constitute provisi
5 part of 1SO/IEC 10021. For dated references, subsequent amendments to, or revisions of, any of these public
not apply. However, parties to agreements based on this part of 1SO/IEC 10021 are encouraged to investigal
Esibility of applying the most recent editions of the normative documents indicated below. For undated referg
latest edition of the normative document referred to applies. Members of 1SO and IEC maintain registg

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2: 1998, Information technology — Open Systems
Interconnection = The Directory: Models.

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8: 1998, I nformation technology — Open Systems
Interconmection — The Directory: Authentication framework.

'TU-T Recommendation X.521 (1997) | ISO/IEC 9594-7: 1998, Information technology — Open Systems
| nterconnection — The Directory: Selected object classes.

commendation X.402. The technical aspects of EDlthessaging are defined in ISO/IEC 10021-9 | ITU-T

ns of

ions
e the
NCes,
brs of

150 9755:1968, Electronic data interchange for administration, commerce, and transport (EDIFACT) -
Application level syntax rules.

ITU-T Recommendation F.400/X.400 (1999), Information technology — Message handling services. Message

handling system and service overview.

I SO/IEC 10021-1:1999, Information technol ogy — Message Handling Systems (MHS) — Part 1: System and
Service Overview.

ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Message Hand
Systems (MHS): Overall Architecture.

© ISO/IEC 1999 — All rights reserved
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ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5: 1999, |nformation technology — Message Handling

Systems (MHS): Message Sore: Abstract Service Definition.

ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7: 1999, |nformation technology — Message Hand
Systems (MHS): Interpersonal Messaging System.

ling

ITU-T Recommendation X.435 (1999) | ISO/IEC 10021-9: 1999, Information technology — Message Handling

Systems (MHS): Electronic Data I nterchange Messaging System.

3

Fol

De
1S4
ca
Re

3.1
3.1
for|

ED
for|

3.1
me

Sef
3.1

both originates and receives EDI messages. The EDI"messaging environment contains any number of EDI mess
rs. An EDI messaging user may be a person‘or a computer process. An EDI messaging user may access th¢ EDI

usq
me

3.1
ED

3.1
m4g
sig

3.2

Defimitions
the purpose of this part of ISO/IEC 10021, the following definitions, and those defined in annex A apply:
D/IEC 10021. The elements of service applicable to the Message Transfer service, and used by-ED] messagin

ed out in this part of ISO/IEC 10021, however their definitions are contained in ISO/IEC”10021-1 | |
commendation F.400, annex B.

Termsdefined in thispart of SO/IEC 10021

.1 EDI forwarding: Onward transfer of a received EDIM to one ormore recipients determined b
Wwarding EDI user agent/message store.
warded onward to another EDI user agent or EDI message store.

.2 EDI message: Information in electronic form that is.transferred between EDI messaging users. An
ssage is a member of the primary class of information objects conveyed between EDI messaging users.

 also | SO/IEC 10021-9 | ITU-T Recommendation X.435¢lause 8.

.3 EDI messaging user: User that engages in EPI messaging. An EDI messaging user originates, receivi

Ssaging system through an access unit.

.4 EDI notification: Member of the-secondary class of information objects that indicates to the originator
| message the disposition of EDIM\responsibility for the EDI message.

.5 EDI message responsibility: EDI message responsibility indicates whether the subject EDI message has
de available to a specificiuser by its EDI user agent/message store. EDI message responsibility carries no
hificance within this partof 1SO/IEC 10021 and I SO/IEC 10021-9 | ITU-T Recommendation X.435.

Termsimported from 1SO 9735
—Acknowledgment request

== Application reference

finitions of the elements of service applicable to EDI messaging are contained in annex B ¢of-this part of

), are
TU-T

y the

| forwarding takes place when an EDI message having been deliveredt0 an EDI user agent or EDI message sfpreis

EDI

s, Or
pging

of an

been
legal

— Communication agreement ID

— Dateftime of preparation
— Functional group header

— Interchage control reference
— Interchange header

— Interchange recipient

— Interchange sender

— Message header

© ISO/IEC 1999 — All rights reserved
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Processing priority code
Recipients reference, password
Service string advice

Syntax identifier

Test indicator

UNA

UNB
UNG
UNH
UNT
UNZ

NOTE — These terms are further expanded in annex A of this part of 1SO/IEC 10021 and anrdex K of 1SO/IEC 10021-9 |
Recommendation X.435.

3.3] Termsimported from ANSI X12

Application reference

Date and Time of Transmission
GS

I nterchange header

Functional group header
Transaction set header

ISA

IEA

Recipient;s transmissi 0n reference/password
ST

Transmission sender
Transmission recipient

Transmission priority code

NOTE — These terms are further expanded in annex A of this part of ISO/IEC 10021 and annex K of ISO/IEC 10021-9 |
Recommendation X.435.

4 Abbreviations
ANS| American National Standards | nstitute
AU Access unit
DIT Directory information tree
DL Distribution list
DUA Directory user agent
EDI Electronic data interchange
EDIFACT Electronic data interchange for Administration, commerce and transport
EDIM EDI message
EDIME EDI messaging environment

© ISO/IEC 1999 — All rights reserved
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EDIMG EDI messaging
EDIMS EDI messaging system
EDI-AU EDI access unit
EDI-MS EDI message store
EDI-UA EDI user agent
EDIN EDI notification
FN Forwarded notification
ID [dentifier
|PM Interpersonal messaging
MD Management domain
MH Message handling
MHS M essage handling system
MS Message store
MT M essage transfer
MTA M essage transfer agent
MTS Message transfer system
NDN Non-delivery notification
NN Negative notification
O/R Originator/Recipient
PD Physical delivery
PDAU Physical delivery access unit
PDS Physical delivery system
PN Positive notification
PRMD Private management domain
TLMA Telematic agent
UA User agent
UNTDI United Nations, trade data interchange
uTC Coordinated universal time
5 Conventions
In ¢lause 2, ITU-T aligned standards are cited.
Common language practices have been applied as far as possible in the use of capitalization of words.
6 EDI messaging service
6.1 Introduction
The EDI messaging Service provides an EDI messaging user with features to assist in communicating with othef EDI

me

Issaging users.<EDI messaging users are in many cases computer processes. The EDI messaging service usgs the

capabilities of the Message Transfer service (see also Recommendation F.410) for sending and receiving EDI

mg
cla

ED

5si fied inclause 14.

ssages. Theelements of service describing the features of the EDI messaging service are defined in annex B, and

| Lebectronic data interchange, can be described as computer to computer exchange of structured business datal such

as

The EDI messaging serviceis provided by EDI messaging.

6.2

EDI messaging

NVOICES and purchase orders. In some cases the EDT messaging Service can be used 1o transmit an EDI interchange
to aphysical rendition system, such as a physical delivery system, or facsimile.

EDI messaging (EDIMG) consists of the exchange of EDI messages (EDIMs), and EDI noatifications (EDINS), which
are information objects specified in ISO/IEC 10021-9 | ITU-T Recommendation X.435.

© ISO/IEC 1999 — All rights reserved
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6.3  EDI messaging environment

The environment in which EDI messaging takes place can be modelled as a functional object which is hereafter
referred to as the EDI messaging environment (EDIME). When refined (i.e., functionally decomposed), the EDIME
can be seen to comprise lesser objects referred to as the primary objects of EDI messaging. They include a single

central object, the EDI messaging system (EDIMS), and numerous peripheral objects called EDI messaging users
(EDIMG users).

The structure of the EDIME is depicted in figure 1.

EDI messaging
environment

T0101260-93

Figure 1 — EDI messaging environment

6.4 EDI messaging user

An EDI messaging user (EDIMG usgr) is a user that engages in EDI messaging. An EDIMG user originates, recgives,
or poth originates and receives EDNVIS. The EDIME contains any number of EDIMG users.

=

An EDIMG user may be a person or a computer process. An EDIMG user may access the EDIMS through an
acgess unit.

7 EDI messaging system

7.1 Introduction

The EDI\messaging system (EDIMS) is the functional object by means of which al EDIMG users communicatg with
one another in EDI messaging.

The EDIMS can be modelled as comprising lesser functional objects which interact with one another. These lesser
objects are referred to as the secondary objects of EDI messaging. They include a single, central object, the message

transfer system (MTS), and numerous peripheral objects of three kinds: EDI user agents (EDI-UAs), EDI message
stores (EDI-M Ss), and EDI access units (EDI-AUS).

The structure of the EDIMS is depicted in figure 2. As shown in figure 2, EDI-UAs, EDI-MSs, and EDI-AUs are the
objects by which the EDIM S provides service to EDIMG users.

© ISO/IEC 1999 — All rights reserved
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EDI messaging system

Message
transfer

7.1

An
meq

system

TQ101270-93

Figure 2 — EDI messaging system

1 EDI user agents

ssaging. It helps that EDIMG user originate and receive messages containing EDIMs. The EDIMS contain

number of EDI-UAS.

7.1
An
mg
7.1
In
ED
7.1

An

ph
meg

NOTE — An exact definition of the boundary betweenrthe EDI-UA and the EDIMG user is beyond the scope of this
ISO/IEC 10021.

.2 EDI message store
EDI message store (EDI-MS) is a message store tailored so as to better assist a single EDI-UA engage in
ssaging. It helpsthat EDI-UA submit; take delivery of, store, and retrieve messages containing EDIMs.
.3 Messagetransfer system

the present context the \message transfer system (MTS) conveys EDIMs or EDI notifications (EDINS) bef
[-UAs, or between an\EDI-UA and an access unit. The EDIMS containsasingle MTS.
4 EDI accesSunits

EDIMG «ser may have access to/from the EDIMS through an access unit (AU). One type of access unit
sical delivery access unit (PDAU). In EDIMG, the physical delivery access unit provides the ability to
ssagesito EDIMG recipients through a physical delivery system (PDS). Other types of EDI-AUs (e.g., facs

acq

EDI user agent (EDI-UA) is a user agent tailored so as toubetter assist a single EDIMG user to engage i

EDI
S any

art of

EDI

ween

s the
send
imile

eSs-units) may be the subject of future standardization.

7.2

Information flow in the EDIM S

Figure 3 expands on figure 2 and shows the principal information flowsin EDI messaging.

NOTE — Figure 3 illustrates aspects of the EDI encoded data exchanged in this model, not the actual details.
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(EDI application)
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ISA
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STX
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EDI interchange including
interchange control information

(i.e., receiver ID. Etc.)

EDIMG

into X.400 O/R name)

- Generates EDI heading and submit envelope from interchange
control info plus other info in EDI Interchange (receiver ID maps

- Places EDI heading + EDI interchange in submit envelope
and submits to MTS

4

user

NOTES

7.3 EDI messagingservice functional model

» EDI-UA «

- On delivery from MTS extracts EDI interchange and passes
to EDI application

» EDI-MS

. EDIMG

EDI-UA [«

part of ISO/IEC 10021.
carried in the envelope, EDIM heading;linterchange header, etc. The control information could also be ext
from the EDI interchange and/or fofm.other sources.

Figure 3 — Information flow in EDI messaging

T0101280-93

1- For abbreviations and acronyms see 4 and anhex A of this part of ISO/IEC 10021.

¥ user

2— The structure of the information exchangedbetween the EDIMG user and the EDI-UA is not defined b
In addition to the_EDI interchange, the control information may comprise infornpation

v this

acted

Figure 4 shows the functional model of the EDI messaging service. The UAs used in the EDI messaging sgrvice
cofnprise a specific class of cooperating UAs. The optional PDAU alows EDIMG users to send messages to in|
usgrs outside'of the EDI messaging environment. The message stores used in the EDI messaging service have sp
EQI related functions and can optionally be used by EDIMG users to take delivery of messages on their behalf
teleématic agent (TLMA) shown in figure 4 will allow access to telematic services and may be the subject of 1

Hirect
Ecific
. The
uture

standardization.

7.4  Structureof EDI messages

The EDI class of UAs create messages containing a content specific to the EDI messaging service. The specific
content that is sent from one EDI-UA to another is aresult of an originator, which is generally an application process,
composing and sending a message, called an EDI message (EDIM). The EDIM carries the EDI interchange and
optionally other information associated with the EDI interchange. Only one EDI interchange shall be present in an
EDIM. Every EDIM shall contain an EDI interchange body part on origination of the EDIM. Any of the body parts
can subsequently be removed (wholly, not partialy) when forwarding an EDIM, except a forwarded body part, which
cannot be removed. Body parts that are removed when forwarding are replaced with place holders to indicate what
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type of body part was removed. The heading of an EDIM shall not be removed when forwarding an EDIM. The
structure of an EDIM asiit relates to the basic message structure of MHS is shown in figure 5. The EDIM is conveyed
with an envelope when being transferred through the MTS.

EDIMG
user
EDI messaging

service

Physical
delivery
services

Recipient

Figure 4 — EDI_messaging service functional model

T0101290-93

Basic message
structure

N
Envelope )
)

Envelope

Heading

Body

Body part

Body part

Content

PQ S TO =P~ =

T0101300-93

Figure 5 - EDI message structure
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Fig
int
X1

with the EDI interchange such as drawings,explanatory text, etc. The heading of the EDIM contains various fie

inf
seq

7.5

An
me
ED

generation of aypositive notification (PN), a negative notification (NN), or a forwarded notification (FN). The i

me
me
mg

bofly part(s) form the EDIM.

_EDIFACT
interchange
UNA Field 1
UNB Field 2
UNH Field 3 Heading
User
dara
segments _
el Field n
UNT e
UNZ Primary body part |
——————————————————————— B Body part n | Body
Additional P °
Information °
(e.g. drawings) A

T0101310-93

Figure 6 — EDI message structurefor a'typical EDI transaction

brchange is mapped entirely within one body«part, called the primary body part, and may be an EDIFACT,
2, UNTDI or privately defined EDI interchange. Other body parts are available to convey information asso

brmation, some of which are present in.the EDIFACT interchange header segments (or corresponding ISA or
ments for ANSI X12 and UNTDJ), and others containing service requests from the originator. The headin

EDI notification

ssage received,-This notification is requested by an originating EDI-UA, and is generated by a recipient ED
I-MS, or AU, <There are 3 possible conditions that can be requested and reported on, resulting in eith

anings of-the responses PN, NN, and FN are described in subclause 8.1. It is possible to forward a receiveq

ssage'is forwarded, or intermediate recipients, who then shall respond to the original originator of the messag

ure 6 shows a mapping between a typical EDI interchange, and the corresponding EDI message structure. The EDI

ANSI
Ciated
ds of
STX
y and

EDIMG user can fequest that a recipient return an EDI notification (EDIN) indicating the disposition of the¢ EDI

-UA,
the
plied
EDI

ssage unchanged and forward the obligation to respond to the notification request to the recipient to whom the EDI

e. An

ori

HRP ER LA P la U HPRN Y S Y laliciat: + ol +lo U HPPar PV Py
JITIAITY CUTTUA TTIdy  TTUUTSL U UT TIOUTITU TT U UDITyaliun tu TSoPJUINu tU U TIOUTTeatiun TTYUutol Tias

been

forwarded. In this case, the EDI-UA or EDI-MS that forwards the EDIM shall send to the originating EDI-UA an EDI
forwarded notification (FN).

In all cases, including notifications sent by EDI-UAs to whom the EDIM has been forwarded, the notifications shall
contain the OR-name of the recipient that was specified by the original originator.

The originating EDI-UA may request any combination of the several EDINs from any combination of the recipients to

wh

om the EDIM is sent. If no notifications are requested by an originator, none shall be sent by the recipient(s).

EDI notifications cannot be forwarded, and EDI natifications cannot be requested for EDINS.
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8 EDIM responsibility and forwarding

8.1 Introduction

The EDIMS includes a concept called EDIM responsibility. This concept is key to the description below of EDINs and
forwarding. In order to simplify the descriptions in the text below, all forwarding is shown as performed by the EDI-
UA. It should be noted that the descriptions apply equally to forwarding performed by the EDI-MS.

The purpose for introducing the concept of EDIM responsibility is primarily to provide a method for confirming the
passing of messages amongst EDI-UAs. EDIM responsibility may apply to access units in certain cases. The concept
of EDIM responsibility 1s described as follows.

EQIM responsibility indicates that the EDIM is made available to the EDIMG user by the receiving EDIsUA. EDIM
onsibility shall always be accepted when the EDI-UA adds or removes body parts when forwarding. An EDIM

EQIM cannot be changed in any way. If EDIM responsibility is accépted, body parts may be removed from, or
to the original EDIM when creating the forwarded EDIM. Body, parts that are removed when forwarding are refjlaced
with place holders to indicate what type of body part was removed. EDIM responsibility forwarding is limited tq only
on¢ recipient.

EDQIMG includes mechanisms to prevent looping when forwarding.

8.2 Forwarding and secondary distribution

In EDIMG it may be desirable to receive EDI messages at a central EDI user agent, with subsequent forwarding fo the
fingl EDI user agents. Such a practice would, for example, enable a large organization to perform centralized fungtions
sugh as logging, auditing, etc., on al EDI message traffic entering that organization. After performance of [these
furjctions the traffic would be distributed to the EDI user agents serving the recipient EDI applications. Similgrly, a
value added network service provider might operate a similar intermediary stage on behalf of its customerq The
following text describes the use.of an EDI-UA as such an intermediary stage.

Sinjce an intermediate EDI-UA will generaly not be the final EDI-UA, there is a need to provide end-tp-end
coffirmation of EDIM~responsibility acceptance for an EDIM within EDIMG. The element of service |"EDI
nofification request®.allows an originator to request from each recipient, positive, negative and forwarded notificetions.
Topether with profocol elements defined in ISO/IEC 10021-9 ITU-T Recommendation X.435, the "EDI notifi¢ation
reduest” alows,intermediate EDI-UAs to indicate, in a forwarded message, whether or not EDIM responsibility has
begn accepted. These tools allow EDIM responsibility acceptance to be deferred until an EDIM reaches the final|EDI -
UA, and provide an indication to that EDI-UA that a notification is to be returned to the original originator.

In prder to illustrate the use of an EDI-UA as an intermediate stage, three cases are described below. In all casgs, an
EDIM originatesin EDI-UA1 and terminatesin EDI-UA3. EDI-UA2 istheintermediate EDI-UA. Incases1and 2 it is
assumed that the EDIM is forwarded with content unchanged. In all three cases it is assumed that EDI-UAL has
reguested notifications.

NOTE - Events described in the following tables are not necessarily performed in the exact sequential order shown in the
tables.

8.3 Casel: Noforwarding

The EDIM prepared by EDI-UAL is addressed to EDI-UA3. The EDIM is submitted to MTAL, transferred to MTA3,
delivered to EDI-UA3 and retrieved by EDIMG user 3. EDI-UA3 will respond with an appropriate EDIN, accepting
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EDIM responsibility (i.e., PN). (If EDI-UA3 had determined that EDIMG user 3 could not retrieve the message, EDI-
UAS3 would have responded with an EDIN refusing EDIM responsibility (i.e., NN)). Figure 7 illustrates the flow of
information. The sequence of EDIMs and EDINSsis depicted in table 1.

Message transfer system
MTS

EDI messaging system
(EDIMS)

EDI messaging environment

N T0101320-93
_____ p Direction of transfer EDIN

—P Direction of transfer EDIM

Figure7 —Gase 1. No forwarding

Tablel.> Case 1: No forwarding

Events EDIM EDIN
1 EDI-UA1 submits’EDIM to MTA1
2 MTAL transfers EDIM to MTA3
3 MTAQ délivers EDIM to EDI-UA3
4 EDI-UA3 submits PN/NN to MTA3
5 MTA3 transfers PN/NN to MTA1
6 MTAL1 delivers PN/NN to EDI-UA1

In this case an intermediary EDI-UA forwards a message from EDI-UA1 to EDI-UA3. The fina recipient is EDI-
UA3, and EDI-UA?2 performs a forward operation, forwarding EDIM responsibility to EDI-UA3. The EDIM prepared
by EDI-UAL1 is addressed to EDI-UAZ2. The EDIM is delivered to EDI-UA2, which forwards it unchanged to EDI-
UA3, based on selection criteria known to EDI-UA2.

EDIM responsihility is handled as follows:

When EDI-UA2 forwards EDIM responsibility, it shall create the forwarded EDIM so that requested
EDINSs are received by EDI-UA1, (see ISO/IEC 10021-9 | ITU-T Recommendation X.435 for details).
The following EDINs may be sent.
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a) |If EDI-UA1 requested notification of forwarding of EDIM responsibility, EDI-UA2 shall
forwarded notification - FN to EDI-UA1. This EDIN is sent when EDI-UA2 successfully su
the EDIM to MTA2.

send
bmits

b) If EDI-UAZ2 receives a non-delivery notification from MTA3 (via MTA2) it may send negative

notification - NN to EDI-UAL.
NOTE - EDI-UAZ2 has the choice to send or not to send the EDIN in this case.

No other EDINs may be requested or sent. For example, EDI-UA2 cannot request notifications

from EDI-UA3 and EDI-UA3 cannot send EDINsto EDI-UUA2

Fi

d

In the case of non-delivery, EDI-UA2 may attempt to resubmit the EDIM to the intended teci
In this case, the NN to EDI-UAL is sent only when EDI-UA2 determines that it shall’yio |
attempt to resubmit the EDIM to EDI-UA3.

¢) |If forwarding succeeds, EDI-UA3 shall send an appropriate EDIN to EDJ-UA1, accepti
refusing EDIM responsibility.

ure 8 illustrates the information flow described above for case 2. The sequence of possible EDIMs and EDI

explained in table 2. Events (8, 11, 13, 15) and (10, 12, 14, 16) are mutually exclusive,

Message transfer system

EDI messaging system
EDIMS)

EDI messaging environment

— T0101330-93
_____ > Direction of transfer EDIN, NDN

—-> Direction of transfer EDIM

Figure 8 — Case 2: EDIM responsibility forwar ded

pient.
bnger

g or

Nsis

12

© ISO/IEC 1999 — All rights reserved


https://standardsiso.com/api/?name=b8a833265ac01f82906b3cdfb6e505ba

ISO/IEC 10021-8 : 1999 (E)

Table2 — Case 2: EDIM responsibility forwarded

Events EDIM EDIN NDN
1 EDI-UA1 submits EDIM to MTA1
2 MTAL transfers EDIM to MTA2
3 MTAZ2 delivers EDIM to EDI-UA2
4 If requested, EDI-UA2 submits FN
to MTA2
5 EDI-UA2 submits forwarded EDIM
to MTA2
6 MTAZ2 transfers FN to MTAL
7 MTAZ2 transfers EDIM to MTA3
8 MTAZ2 sends NDI\ to EDI-UA2
9 MTA1 delivers FN to EDI-UA1
10 MTA3 delivers EDIM to EDI-UA3
11 EDI-UA2 submits NN to MTA2
12 EDI-UAS submits PN/NN
to MTA3
13 MTAZ2 transfers NN to MTAL
14 MTAS3 transfers PN/NN to MTA1
15 MTAZ1 delivers NN to EDI-UA1
16 MTAL delivers PN/NN
to EDI-UA1
The following should be noted:
1) EDI-UA1 will usually receive several EDINSif it requests FN ( forwarded notification).
2) EDI-UA1 may receive EDINSsin-a sequence other than that in which they were created.
3) EDI-UA1 may receive no,EDIN whatsoever even if it requested FN (for example, in the cdse of

Iti

Ite
at
SC(q

5 up to EDI-UA1 to correctly handle 1 through 3 above. Item 1 can be handled for example, by keeping track gf:

a)
b)
0)
d)

M 2 can be‘handled by using the UTC time included in the EDIN (EDIN creation time). Item 3 can be handleg

catastrophic failure of EDI-UA2 after MTA2 has delivered the EDIM to EDI-UA2).

the EDIM 1D,
the originalrecipient,

the submission time, and

the.EDI notifications expected.

with

me-out.-mechanism in EDI-UAL. Mechanisms to handle 1 to 3 are local implementation issues, thus beyorld the
pe.ofithis part of I SO/IEC 10021.

8.5

Case 3: EDIM responsibility not forwarded

This scenario provides for the case where the EDIM prepared by EDI-UAL1 is addressed to EDI-UA2, and EDI-UA2
accepts EDIM responsibility for the message prior to forwarding to EDI-UA3. This would occur, for example, if EDI-
UA2 were to add or remove body parts when forwarding (changes of the content). When EDIM responsibility is
accepted, EDI-UA2 sends an EDIN to the originator (i.e., PN), and creates the forwarded EDIM so that no further
EDINs are received by EDI-UAL1 (the originator) (see ISO/IEC 10021-9 | ITU-T Recommendation X.435 for details).
Asin case 2, EDI-UAL1 addresses the EDIM to EDI-UA2. As in both previous cases EDI-UA3 represents the final
destination.

© ISO/IEC 1999 — All rights reserved
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EDI-UAL

Message transfer system
(MTS)

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)

----- p Direction of transfer EDIN 10101340:93
—»  Direction of transfer EDIM

Figure 9 — Case 3. EDIM responsibility notforwarded, Part 1

Message transfer system
(MTS)

EDI messaging system
(EDIMS)

EDI messaging environment
(EDIME)

10101350-93
----- P Direction of franster EDIN, NDN
—P  Direction of transfer EDIM

Figure 10 — Case 3: EDIM responsibility not forwarded, Part 2

Upon retrieval of the EDIM, EDI-UA2 returns an appropriate notification to EDI-UAL. The message is then forwarded
to EDI-UA3. Since initial EDIM responsibility has now been accepted, EDI-UAZ2 is at liberty to request EDIM
responsibility or not, as desired. If requested, the resulting EDIM responsibility relationship shall apply between EDI-
UA3 and EDI-UAZ2, i.e. not end to end as in the previous cases. In the scenario described here EDIM responsibility is
assumed to have been requested, with the result that EDI-UA3 responds to EDI-UA2 with an appropriate notification.
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Figures 9 and 10 illustrate the flow of information for Case 3. The sequence of EDIMs and EDINSs for case 3 is
explained in table 3.

Table 3—Case 3: EDIM responsibility not forwarded

Events Figure9 Figure 10
1 EDI-UA1 submits EDIM to MTA1
2 MTAL transfers EDIM to MTA2
3 MTAZ Oelivers EDIV 10 EDI-UAZ
4 EDI-UA2 submits PN to MTA2
5 EDI-UA2 submits forwarded EDIM to MTA2
6 MTAZ2 transfers PN au MTA1
7 MTAZ2 transfers EDIM to MTAG
8 MTAL delivers PN to EDI-UA1
9 MTA3 delivers EDIM\tQEDI-UA3
10 EDI-UA3 submitSPN/NN to MTA3
11 MTAS transfers PN/NN to MTA2
12 MTAZ2delivers PN/NN to EDI-UA2

Th
pra
Eaf

ED
thi

10

Th
arg
ref

An
Pr

EDI naming, addressing and use of directory.

e MHS use of Directory as defined in ISO/IEE,10021-1 | ITU-T Recommendation X/F.400, clause 13 is ug
vide the Directory services required for ED| messaging.

ch management domain should provide directory servicesfor its EDIMG users.

I messaging, naming and addressing.and the subsequent directory service requirements are outlined in annex
5 part of [SO/IEC 10021.

EDI security

e MHS security capabilities are defined in 1ISO/IEC 10021-1 | ITU-T Recommendation X/F.400 in clause 19

brenced doeunent.
overviéw-of the extended security capabilitiesin EDIMG is asfollows:

pof-of\EDI notification: Enables the recipient of an EDIM to create an EDIN which may be used by the recipi

ed to

D of

, and

also applicable-for EDI messaging. In addition, the following extensions are provided to 15.4 of the @bove

ent of

the

EDPIN to authenticate the ariginator of the EDIN

Non-repudiation of the EDI notification: Provides the recipient of an EDIN with proof of the origin of the EDIN which

wil

| protect against any attempt by the originator of the EDIN from fal sely denying sending the EDIN.

Proof of content received: Enables the originator of an EDIM to verify that the message content received by the
recipient was the same as the message content originated by the originator.

Non-repudiation of content originated: Provides the recipient of the EDIM with proof that the message content
received was the same as the message content originated. This protects against any attempt by the originator to falsely
deny originating the message content.

© ISO/IEC 1999 — All rights reserved
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Non-repudiation of content received: Provides the originator of the EDIM with proof that the message content
received was the same as the message content originated. This proof will protect against any attempt by the recipient
to falsely deny the content of the EDIM received.

Table 4 —Provision and use of secur e messaging elements of service by MHS components

Elements of service EDIM originator MTS EDIM recipient
Proof of EDI notification u - P
Non-rept diation of EDI natification 1 = P
Proof of content received u - P
Non-repudiation of content originated P - U
Non-repudiation of content received U - P.

P A provider of the service

] A user of the service

Annex C describes the EDIMS vulnerabilities and details how they are countered. Annex I-of 1SO/IEC 10021-9 |[ITU-
T Recommendation X.435 supplements 1SO/IEC 10021-2's | ITU-T Recommendation X.402's MHS security model
forl EDIMS with EDI security features. ISO/IEC 10021-9 | ITU-T Recommendation X.435 describes operations and
prqcedures for security services.

11 I ntercommunication with physical delivery services

11.L Introduction

A defined in ITU-T Recommendation F.415, MH/PD intercommunication is a generic capability of the Mgssage
Transfer service. To make use of this capability, the originator may use a postal O/R address on submission, for, if
usihg a directory name on submission, select physical>delivery as the "Requested delivery method" and choose any
degired options from the MH/PD elements of service(table 1 of ITU-T Recommendation F.415).

The originator provides the address of the recipient as defined in ITU-T Recommendation F.401, postal O/R adflress.
Th|s may be done through the Directory.

11.p Ddivery and notifications
Dgivery to the access unit occurs when the EDIM is passed from the final MTA to the PDAU (MTSto EDI-AU)

Dgivery notifications andy EDI notifications relevant to physical delivery apply as defined in ITU-T
Repommendation F.415 with'the addition of an EDIN, as depicted below in figure 11.

These notifications are-generated by the MTA/PDAU system components, which are considered to be co-located.
D¢finitions of "I*¢imes are provided in ITU-T Recommendation F.415; "Tegi" can be defined as:

Tedi= " Generation and delivery of the EDIN.

NQTES

1 — Start time corresponds to the time at which the EDIN is generated.
2 — End time corresponds to the time that the EDIN is made available to the EDIMG user.

11.3 Transfer of EDIM responsibility

While it is up to the PDAU to physically render and subsequently deliver an EDIM sent to it, a PDAU can never
accept EDIM responsibility for an EDIM. If an "EDI notification request” is asked for, two possibilities exist for the
PDAU. If it determines that it can render the EDIM for physical delivery, it shall return an FN to the originator of the
EDIM. However, if it determines that it cannot render or deliver the EDIM, it shall return an NN to the originator of
the EDIM.
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EDIMG user

MTA MTA | PDAU PDS

Recipient
Lme >

Creation of message

____________ e >

Submission of message

A
l T1 L ]
Transfer of message

_________________________ [we> N

Delivery of message

PD
T2 4 Physical rendition

Notification generation

i
______ B ’

Physical transport

<| ebin PD
EDI notification generation Physical delivery A
Tedi
Tb
<| eoin

‘A7 &Y 7 nNotffication by MHS generation
Tc
T3
Notification bysMHS delivery
PD y
Notification by PDS délivery

T0101360-93

I:I> Electronic event Physical event

Figure 11 —M/PD delivery and notification times model

11.4 Physical rendition

The basic physical rendition details defined in ITU-T Recommendation F.415, annex B, should be used as a base,

primarily for the rendition of routing and delivery information such as the address blocks, position on the page relative
to the window, etc.

For hard copy physical rendition specific to EDI, three approaches are identified;
1) Standardized rendition

2)  Privately defined rendition
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3)  Accompanying information for rendition (may be the subject of future standardization).

Alternatively, if rendition rules are not available, the EDIM could simply be printed "asis', if possible, assuming that
the recipient is able to work with the information, possibly with guidelines provided through some other means or
message. (Additional guidelines and rules for the physical rendition of EDIMs may be the subject of future
standardization.)

12

Use of message store for EDI

Mgssage store features may be used for EDI messaging. The general MS elements of service, "stored.imgssage

fet

ard applicable for EDI messaging.

General MS attributes and auto-actions are described in 1SO/IEC 10021-5 | ITU-T Recommendation X.413
specific M S attributes and auto actions are described in ISO/IEC 10021-9 | ITU-T Recommendation.X.435.

Ching”, "stored message listing”, "stored message summary", " stored message deletion”, and "stored message

plert”

EDI

An EDI specific MS element of service, "Stored EDI message auto-forward", provides suitable MS auto-forwarding

capabilities for EDI messaging.

Segurity policies may restrict the use of message store elements of service.

13

Eleéments of service are particular features, functions, or capabilities of-MIHS. The elements of service applicab
EDQI messaging are made up of MT elements of service and EDI mesSaging elements of service. The MT eleme]

ser]
in
me

14

14.

Th
ED

copperate with each other to facilitate communication between their respective EDIMG users. To send an

me
wh
ori

=

Elements of service

SO/IEC 10021-1 | ITU-T Recommendation F.400, annex B.*The definitions of elements of service specific t¢

Classification of elements of service

|l Basic EDI messaging service
b basic EDI messaging service, which makes use of the MT service, enables an EDIMG user to send and r¢
| messages. An EDIMG user prepares EDI messages with the assistance of an EDI user agent (EDI-UA). EDI

ssage, the originating EDIMG-user submits the message to his EDI-UA specifying the OR-name of the rec
0 is to receive the EDI message. The EDI message, which has an identifier conveyed with it, is then sent 4
pinator's EDI-UA to therecipient's EDI-UA/MS via the Message Transfer service.

Table 5 — Elements of service belonging to the basic EDI messaging service

e for
nts of

vice used in EDI messaging are called out in this part of ISO/IEE 10021 in tables 5 to 7, however they are dgfined

EDI

ssaging are also listed in tables 5 to 7, and are defined . int@nnex B. The redlization of all the elements of sgrvice
applicable to EDI messaging is described in other parts of this Standard.

ceive
-FUAS

EDI
pient
y the

18

Elements of service References
Access management B.1
Content type indication B.12
Converted indication B.15
Delivery time stamp indication B 22
EDI message identification EDI.8
Message identification B.41
Non-delivery notification B.47
Origina encoded information types indication B.54
Submission time stamp indication B.89
Typed body EDI.30
User/UA capabilities registration B.93

NOTE - B. references are to annex B ISO/IEC 10021-1 |
ITU-T Recommendation X/F.400, and EDI references are to
annex B in this part of ISO/IEC 100021.
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Following a successful delivery to the recipient's EDI-UA/MS, the EDI message is available for the recipient. To
facilitate meaningful communication, a recipient can specify the encoded information type(s) contained in EDI
messages that he will allow to be delivered to his EDI-UA, as well as the maximum length of an EDI message that he

is willing to accept. The origina encoded information type(s) and an indication if any conversions that have

been

performed and the resulting encoded information type(s) are supplied with each delivered EDI message. In addition,
the submission time and delivery time are supplied with each EDI message. Non-delivery notification is provided with

the basic MT service. The elements of service belonging to the basic EDI messaging service are listed in table 5.

14.2 EDI messaging service optional user facilities

of the elements of service of the EDI messaging service are optional user facilities. The optional user facili&&e of

thg EDI messaging service, which may be selected on a per-message basis or for an agreed contractual petigadof[time,
ardlisted in table 6 and table 7, respectively.
The optional user facilities of the EDI messaging service that are selected on a per-message basis are classifigd for
both origination and reception by EDI-UAs. If a management domain offers these optional| user facilitigs for
oripination by EDI-UAs, then an EDIMG user is able to create and send EDI messages according to the procedures
defined for the associated element of service. If a management domain offers these_optional user facilitigs for
r tion by EDI-UAS/MSs/AUs, then the receiving EDI-UA/MSAU shall be able to_receive and recognize the
indication associated with the corresponding element of service and to inform the\EDIMG user of the reqyested
optional user facility. Each optional user facility is classified as additional (A) or essential (E) for EDI-UASMSJAUs
from these two perspectives.
Table 6 — EDI messaging optional user facilities selectableon a per-message basis
Elements of service Origination Reception References

Additional physical rendition A A B.2

Alternate recipient allowed E E B.3

Application security element A A EDI.1

Basic physica rendition A E* B.7

Character set E E EDI.2

Content confidentiaity A A B.10

Content integrity A A B.11

Conversion prohibition E E B.13

Conversion prohibition in case of loss of information A A B.14

Counter collection A E* B.16

Counter collection with advice A A B.17

Cross reference information A E EDI.3

Deferred delivery E N/A B.19

Deferred delivery can€etlation E N/A B.20

Délivery notification E N/A B.21

Ddlivery via bureaufax service A A B.23

Designationef recipient by directory name A N/A B.24

Disclosure of other recipients E E B.25

DL expansion history indication N/A E B.26

D.expansion prohibited A N/A B.27

EDI forwarding A N/A EDI.4

EDI message type(s) E E EDI.5

EDI notification request E E EDI.6

EDI standard indication E E EDI.7

EDIM responsibility forwarding allowed indication E E EDI.9

EDIN receiver A E EDI.10

EMS (Express Mail Service)? A E* B.28

Expiry date timeindication A E EDI.11

Explicit conversion A N/A B.30

Grade of delivery selection E E B.32
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Table 6 (concluded)
Elements of service Origination Reception References
Incomplete copy indication A E EDI.12
Interchange header E E EDI.13
Latest delivery designation A N/A B.39
Message flow confidentiaity A N/A B.40
Message origin authentication A A B.42
M essage security labelling A A B.43
M essage sequence integrity A A B.44
Multi-destination delivery E N/A B.45
Multi-part body A E EDINI4
Non-repudiation of content originated A A ED|:15
Non-repudiation of content received A A EDI.16
Non-repudiation of content received request A A EDI.17
Non-repudiation of delivery A A B.49
Non-repudiation of EDI notification A A EDI.18
Non-repudiation of EDI notification request A A EDI.19
Non-repudiation of origin A A B.50
Non-repudiation of submission A A B.51
Obsoleting indication A E EDI.20
Ordinary mail A E* B.53
Originator indication E E EDI.21
Originator requested alternate recipient A N/A B.56
Physical delivery notification by MHS A A B.57
Physical delivery natification by PDS A E* B.58
Physical forwarding allowed A E* B.59
Physical forwarding prohibited A E* B.60
Prevention of non-delivery notification A N/A B.61
Probe A N/A B.63
Probe origin authentication A N/A B.64
Proof of content received A A EDI.22
Proof of content received request A A EDI.23
Proof of delivery A A B.65
Proof of EDI notification A A EDI.24
Proof of EDI notification request A A EDI.25
Proof of submission A N/A B.66
Recipient indication E E EDI.26
Redirection disallowed by originator A N/A B.68
Registered mait A A B.70
Registered mail to addressee in person A A B.71
Related\message(s) A E EDI.27
Reporterigin authentication A A B.74
Request for forwarding address A A B.75
Requested preferred delivery method A A B.76
Servicesindication A A EDI.28
Special delivery? A E* B.81
Stored message deletion N/A E*** B.84
Stored message fetching N/A E*** B.85
Stored message listing N/A E** B.86
Stored message summary N/A E** B.87
Undeliverable mail with return of physical message A E* B.91
Use of distribution list A N/A B.92

E Essentia optional user facility shall be provided
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E* Essentia optional user facility only applying to PDAUs

E**  Essential optional user facility only applying to MSs

E***  Essential optional user facility applying to MSs and UAs

A Additional optional user facility may be provided

N/A  Not applicable

3 At least EMS or "Special delivery" shall be supported by the PDAU and associated PDS.

NOTES
1 — Bilateral agreement may be necessary in cases of reception by EDI-UA of elements of service classified astA".

2 — B. references are to annex B to ISO/IEC 10021-1 | ITU-T Recommendation X/F.400, and EDI eferences
annex B to this part of 1SO/IEC 10021.

Table 7 — EDI messaging service optional user facilities agreed for a contractuakperiod of time

Elements of service Classification References
Auto-acknowledgement of EDI messages A EDI.31
Auto-correlation of EDI messages A EDI.32
Auto-correlation of EDI notifications A EDI.33
Alternate recipient assignment A B.4
Hold for delivery A B.33
Implicit conversion A B.34
MS register A B.nn?
Redirection of incoming messages A B.69
Restricted delivery A B.77
Secure access management A B.79
Stored EDI message auto-forward A EDI.29
Stored message alert A B.82
Stored message auto-forward A B.g3?
Submission of EDI messagesincorporating stored A EDI.34
messages

3 Thiselement-of service shall be defined and assigned a"B" number in the next publication

of ISO/IEE 10021-1 | ITU-T Recommendation X/F.400. It describes a capability that is
supported in ISO/IEC 10021-5 | ITU-T Recommendation X.413, but not described in
ISOAEC 10021-1 | ITU-T Recommendation X/F.400.

P “jThe use of this element of service, which is a general MS capability, is discouraged for

EDI messaging. "Stored EDI message auto-forward”, which is an EDI specific MS
capability, provides a suitable aternative.

NOTE - B. references are to annex B to ISO/IEC 10021-1 | ITU-T Recommendation X/F.400,
and EDI references are to annex B to this part of ISO/IEC 10021.

are to

15 Quality of service

15.1 EDI message status

The unique identification of each EDI message enables the system to provide information about e.g., the status of an

EDI message.
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21


https://standardsiso.com/api/?name=b8a833265ac01f82906b3cdfb6e505ba

ISO/IEC 10021-8 : 1999 (E)

In the event of system failure all accepted and non-delivered EDI messages should be traceable. If EDI messages
cannot be delivered, the originator shall be informed by a "Non-delivery notification" unless the originator invoked
"Prevention of non-delivery notification".

15.2 Support by providers of EDI service

Service providers should provide assistance to their subscribers, with regard to non-delivery notifications not being

received in due time, as far as system components are concerned. Additional provision of support for status and tracing
of messages may be provided under national responsibility.

15.8 Model of delivery and notification times

Se¢figure 12.

EDI- EDI-
EDIMG user UA Lo MTA MTA - EDIMG user
Ms

D

Creation of EDIM

Submission of EDIM

T1
Transfer of EDIM
__________________________ Délivery of EDIM
T2
Delivery
notification generation
Delivery
notification delivery.
______________________________________ EDI notification
generation
Tedi
T EDI notification
delivery

T0101370-93

T1  DBelivery time

Note 1 — Start time of T1 corresponds to the submission time stamp indication.
Note 2 — End time of T1 corresponds to the delivery time stamp indication.

T2—Detfivery otificatiorn

Note 1 — Start time of T2 corresponds to the delivery time stamp indication.
Note 2 — End time of T2 is the time delivery notification is made available to the EDIMG user
through the EDI-UA or EDI-MS.

Tedi Generation and delivery of EDI notification

Note 1 — Start time corresponds to the time at which the EDIN is generated.
Note 2 — End time corresponds to the time that the EDIN is made available to the EDIMG user.

Figure 12 — Notification time model
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154 EDI message delivery timetargets

The delivery time targets (including transfer times) are dependent on the message transfer system, on the number of
transiting domains, and on message sizes. Values significantly less than those currently specified for the IPM service

areaimed at.

The management domain of the recipient EDI-UA should force non-delivery naotification if the EDI message has not
been delivered within x hours after submission (or after date and time indicated for deferred delivery), the value of x

being dependent on the grade of delivery requested by the originator.
Th . . .
15.

De
ED

b EDI notification timetargets

[-UA they have the same time targets as the EDI messages that caused them to occur (see table 8).

Table 8 —EDIN timetargets

Grade of delivery 95% delivered before
Urgent 15 minutes
Normal 60 minutes

Non-urgent 4 hours

NOTES
1— Intercommunication with PRMDs is not included in
the calculation of the timétargets.

2 — Thevauesare provisiona and due for revision after
proven experience:

3— For qudity of service for physical deivery see
clause 1%

4— Achiéving these time targets relies heavily on the
MT;Stimings.

15.6 Error protection

ivery time targets for EDI notifications depend on local arrangements. When EDINSs are initiated by 'the recgiving

Ertfor protection on/transmission is provided by the MHS and underlying protocols used in the provision of the¢ EDI

seryice.

/' Availability of service

15.
principle the EDI service should be available continuously. The EDI-UA or the EDI-MS should be availab)

e for

In
sulimission or deliv ntin nl hold for delivery is invoked). In wh he EDI-UA isn

for delivery continuously, an EDI-M S should be used.
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Annex A
(normative)

Glossary of terms

NOTE — The explanations given below are not necessarily definitions in the strict sense. See also the definitions in annex B
and the Glossary in ISO/IEC 10021-1 | ITU-T Recommendation X/F.400 and terms provided in the other parts of 1SO/IEC
10021 (especially 1SO/IEC 10021-9 | ITU-T Recommendation X.435). The terms have, depending on the source, varying
levels of abstraction.

Al EDI application
A computer process that creates and/or processes EDI messages.
See also clause A.13.

A2 EDI interchange

"Cpmmunication between partners in the form of a structured set of messages and service segments starting with an
interchange control header and ending with an interchange control trailer" (see | SO9735).

In the context of EDI messaging, the contents of the primary body part of an EDhmessage.

A3 EDI message (EDIM)
Se¢ definition in clause 3.

A4 EDI message store (EDI-M S)
Se¢ definition in ISO/IEC 10021-9 | ITU-T Recommendatien.X.435, in subclause 3.5.

Ab EDI messaging (EDIMG)

EQl messaging consists of the exchange and assaciated procedures of EDI messages and EDI notifications, whi¢h are
infprmation objects specified in SO/IEC 10021-9 | ITU-T Recommendation X.435.

A.b EDI messaging environment (EDIM E)

The environment in which EDI messaging takes place can be modeled as a functional object which is referred to gsthe
EQI messaging environment. When refined (i.e., functionally decomposed), the EDIME can be seen to be comprised
of Jesser objects referred to as.the primary objects of EDI messaging. They include a single central object, the EDI
messaging system, and numerous peripheral objects called EDI messaging users.

AT EDI messaging service

A |service that ‘provides an EDI messaging user with features to assist in communicating with [other
EQI messaginglisers. EDI messaging users are in many cases computer processes. The EDI messaging servicg uses
thg capabilities of the message transfer service for sending and receiving EDI messages. Certain elements of sgrvice
degcribing’the features of the EDI messaging service are defined in annex B, and classified in clause 14.

A.8—EBtmessagingsystem{(EDHHS)
The EDI messaging system is the functional object by means of which users communicate with one another in EDI
messaging.

The EDI messaging system can be modeled as comprising lesser functional objects which interact with one another.
These lesser objects are referred to as the secondary objects of EDI messaging. They include a single, central object,
the message transfer system, and numerous peripheral objects of three kinds: EDI user agents, EDI message stores,
and EDI access units.

A9 EDI messaging user (EDIM G user)
See definition in 3.3 of this part of ISO/IEC 10021.
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NOTE — In the context of ISO/IEC 10021-9 | ITU-T Recommendation X.435, for conciseness the term "user” is used with the
meaning "EDIMG user".

See also clause A.13 below.

A.10 EDI notification (EDIN)
See definition in 3.4.
In EDI messaging an EDIMG user can request that a recipient return an EDI notification indicating the disposition of

regorted on, resulting in either the generation of a positive notification (PN), a negative notification((NN),| or a
forwarded notification (FN). The one notification serves to carry either the positive notification, the negative
nofification, or the forwarding notification. It is possible to forward a received EDI message unchanged and fofward
thg obligation to respond to the notification request to the forwarded recipient, or intermediaterecipients, whq then
shall respond to the original originator of the message. An originating UA may request to be natified if the obligation
to respond to the natification request has been forwarded. In this case, the UA or MS that ferwards the EDI mgssage
willl send to the originating UA an EDI forwarded notification.

In Al cases, including notifications sent by UAs to whom the EDI message has been forwarded, the notificationg shall
comtain the O/R name of the recipient that was specified by the original originator.

The originating UA may request any combination of the several EDI notifications from any combination ¢f the
red pients to whom the EDI message is sent. If no notifications are requested by an originator, none shall be sent iy the
regipient(s).

EQI notifications cannot be forwarded, and EDI notifications cannot bé requested for EDI notifications.

A.11  EDI messageresponsibility

Seg definition in subclause 3.5 of this part of |SO/IEC 10021
NOTE — EDIM responsibility is a trace-keeping means for confirming and tracking the passage of EDI messages amon EDI
user agents and EDI message stores.
A.12  EDI security

The MHS security capabilities as definéd in ISO/IEC 10021-1 | ITU-T Recommendation X/F.400, in clause 1p and
ISP/IEC 10021-2 | ITU-T Recommendation X.402, in clause 10, are used for EDI to provide the security featurgs for
thg EDI messaging system. EDI méssaging system vulnerabilities and how they are countered are outlined in anpex C
of this part of 1SO/IEC 10021.

A.13  EDI user
Se¢ 1SO/IEC 10021-941TU-T Recommendation X.435.

The EDI user is‘@n-object not necessarily belonging to the EDI messaging environment. In the context of megssage
handling, largely/identical with an EDI messaging user.

also clalises A.1 and A.9 above, and the NOTE to clause A.14.

A.140 EDI user agent (EDI-UA)

See definition in 10021-9 | ITU-T Recommendation X.435.

NOTE — An exact definition of the boundary between the EDI-UA and the EDI messaging user is beyond the scope of this part
of ISO/IEC 10021.

A.15 Electronic datainterchange (EDI)

EDI can be defined as computer to computer exchange of structured business data, such as invoices and purchase
orders. In the context of the MHS multi part series, it refers to the standardized way of performing the interchange by
using the protocol means of 1SO/IEC 10021-9 | ITU-T Recommendation X.435 and the service outlined in this
Standard.
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A.l6 GS

Functional group header. Segment name in ANSI X12.

Al7 IEA

Interchange trailer. Segment namein ANSI X12.

A.18 Interchange

Sex

A.

Int

A.

Mé

A

b EDI interchange in A.2.
|9 ISA
brchange header. Segment namein ANSI X12.

0  MHD

issage header. Segment name in UNTDI.

21 ST

Trgnsaction set header. Segment namein ANSI X12.

A.

St3

A

Sel
A.

Int

M4

A.

P2 STX

rt of transmission. Defined in UNTDI.

23  UNA

vice string advice. Defined in EDIFACT.
P4 UNB

brchange header. Segment name in EDIEACT.

25  UNG

26 UNH

issage header. Segrhent name in EDIFACT.

27  UNT

ssage traiter. Segment namein EDIFACT.

P8~ UNZ

nctional group header. Segmerit name in EDIFACT.

Interchange trailer. Segment name in EDIFACT.
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Annex B
(normative)

Definitions of elements of service

This annex contains definitions for the elements of service unique to EDI messaging. It does not contain definitions for
those elements of service of the MT service applicable to EDI messaging. Those are contained in ISO/IEC 10021-1 |
ITU-T Recommendation X/F.400, annex B. The abbreviation PR in the title line means that this element of serviceis
available to be used on a per-recipient basis. The numbering for EDI elements of service uses, for ease of retefence,
andl to distinguish them from message transfer and IPM elements of service, the abbreviation "[EDI.n]".

B.1 application security element [EDI.1]

Element of service that allows the originator and the recipient to indicate in the heading. 6f the EDI message
application security information in order to support end-to-end security services.

B.2 auto-acknowledgement of EDI messages [EDI.31]

Element of service that enables an EDI-MS-user to instruct the EDI-MS to-generate a positive notifigation
automatically for each EDIM requesting a PN which is delivered to the EDI-MS.-Fhe PN is sent when the conpplete
EQIM has been retrieved by the EDI-M S-user or when the user indicates to the\EDI-MS that he regards the mgssage
as having been retrieved. Use of this EoS implies that responsibility will be aCeepted whenever auto-acknowledgement
ocqurs.

B.3 auto-correlation of EDI messages [EDI.32]

Element of Service that enables the MS-user to retrieve information, automatically generated by the MS, concgrning
thg correlation between various related EDI messages. The fellowing types of message may be correlated:

the EDI messages which forwarded (or auto-forwarded) an EDI message;

the received or submitted EDI messages that obsolete an EDI message;

the received or submitted EDI messages that, cross-reference an EDI message;
| the received or submitted EDI messages that are related to an EDI message.

B G DO

B.4 auto-correlation of EDI notifications[EDI.33]

Elg¢ment of Service that enables the M S-user to retrieve information, automatically generated by the MS, concgrning
thg EDI notifications that have been“received in response to a previousy submitted EDI message. Informatior] may
alsp be retrieved concerning EDI notifications send by the MS-user or the MS in response to a delivered EDI megsage.
The MS identifies each EDnotification related to a given submitted or delivered EDI message, and for subrpitted
messages, it also provideSasummary of received EDI notifications.

B.% character‘set [EDI.2]

Element of service that allows the originator to indicate in the heading of an EDI message, the character set used |n the
EQI body of'thé message.

B.6 cross reference information [EDI .3]

Element of service that allows the originator to indicate in the heading of an EDI message, information that can be
used for cross referencing between application specified reference IDs within an EDI interchange and body parts of
this or other EDI messages.

B.7 EDI forwarding [EDI .4]

Element of service that enables an EDI-UA to forward with or without changes, and an EDI-MS to forward without
changes, areceived EDIM. Support of the element of service "EDIN receiver" is also required when forwarding.
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B.8 EDI message type(s) [EDI.5]

Element of service that allows the originator to indicate in the heading of an EDI message the type(s) of EDI messages
contained in the EDI interchange (e.g., invoices, purchase orders, etc.).

B.9 EDI notification request [EDI .6] PR

Element of service that allows the originating EDI-UA to request that it be notified of a recipient's acceptance, refusal
or forwarding of EDIM responsibility, in any combination, for the message carrying this request. The originating EDI-
UA conveysthis request to the recipient EDI-UA/MS/AU

If the recipient EDI-UA/MS accepts EDIM responsibility for the message it issues a positive notification (PN) b:lxck to
thgq originator of the message and no further notifications are issued back to this originator for this message!

In [the case where the recipient EDI-UA/MS does not accept EDIM responsibility and successfully) forwards the
message with content unchanged, the forwarded recipient UA/MS, or optionally any intermediate'JAs/M Ss, hgs the
sarne obligations as the first recipient UA/M S with respect to responding to this request, and the response is due o the
original originator of the message. A forwarding notification (FN) is sent back to the originator.

If the recipient EDI-UA/MS/AU refuses EDIM responsibility for the message, or is unable to successfully forwafd the
message, it issues a negative notification (NN) back to the originator of the message, with a reason indicated. Regsons
forfrefusing EDIM responsibility for the message are as follows:

1) the EDI interchange could not be passed over to the EDIMG user;

2) the EDI interchange could not be passed over to the EDIMG user within a specified time limit;
3) the message was discarded before processing;

4) therecipient's subscription was terminated after delivery but before responding;

5) EDI forwarding and forwarding of EDIM responsibility was attempted, but failed;

6) PDAU could not render the message;

7) security error;

8) unspecified local reasons;

In the case of physical delivery access units, @ PN is not meaningful, so aforwarded notification (FN) is returned fo the
originator instead of a PN.

A negative notification indicates that:this message shall not be made available to the EDIMG user and implies that the
EQIM shall not be processed by an\EDI application.

Supject to the security policy, the capabilities of the message store may be restricted, e.g., when a secure notificajon is
requested, the message store shall not be allowed to generate a PN.

B.10  EDI standar@-indication [EDI.7]

Elément of servies-that enables the originating EDI-UAs to indicate in he heading of an EDI message the tyjpe of
EQI standard-that isbeing used in this EDI message (e.g., EDIFACT, etc.)

B.11 EDI messageidentification [EDI.8]

Elg¢ment of services that enables cooperation EDI-UAs to convey a globally unique identifier for each EDI message
sent or received. The EDI message identiiier 1S composed of an OR-name of the originaior and an identitier that is
unique with respect to that name. EDI-UAs and EDIMG users use this identifier to refer to a previously sent or
received EDI message (for example, in EDI notifications).

B.12  EDIM responsibility forwarding allowed indication [EDI.9] PR

Element of service that allows an originating EDI-UA to indicate that the EDIM responsibility for this EDI message
may be forwarded on by the recipient EDI-UA.

28 © ISO/IEC 1999 — Al rights reserved


https://standardsiso.com/api/?name=b8a833265ac01f82906b3cdfb6e505ba

ISO/IEC 10021-8 : 1999 (E)

B.13  EDIN receiver [EDI.10]

Element of service that allows the originator, or a forwarding EDI-UA/MS, to indicate to a recipient the O/R address
that requested notifications should be returned to.

B.14  expiry date/timeindication [EDI.11]

Element of service that allows the originator to indicate to the recipient the date and time after which the originator
considers the EDI message to be invalid. The intent of this element of service isto state the originator's assessment of
the current applicability of an EDI message. The particular action by the recipient, or by the recipient's EDI-UA, is

un
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17  multi-part body [EDI.14]

.19  non-repudiation of content.received [EDI.16]

bpecified. Possible actions might be to file or delete the EDI message after the expiry date has passed.
|5  incomplete copy indication [EDI.12]

bment of service that allows a forwarding EDI-UA to indicate that the forwarded EDI  message
omplete copy of an EDI message with the same EDI message identification in that one or mere'body parts
pinal EDI message are absent.

|6 interchange header [EDI.13]

ment of service that enables the originating EDI-UA to place data elements of\the’EDI interchange head
responding fieldsin the EDIM.

bment of service that allows an originator to send to a recipient an ED1 message with a body that is comprig
eral parts. The nature and attributes, or type, of each body part are conveyed along with the body part.

18  non-repudiation of content originated [EDI.15]

ment of service that enables an originating EDI-UA to providearecipient EDI-UA with an irrevocable proof
authenticity and integrity of the content of the message asit-was submitted into the MH environment.

b corresponding proof data can be supplied in two ways.depending on the security policy in force:
1) Using the Non-repudiation of Origin-security service applied to the original message or,
2) By means of a notarization mechanism.

NOTE — Use of a notarization mechanismis.net reflected in protocol elements, but is subject to bilateral agreement.

S an
bf the

Brs in

ed of

asto

PR

bment of service that enables an)originating EDI-UA to get from a recipient EDI-UA an irrevocable proof th

warded or refused. This service provides irrevocable proof as to the integrity of the content received and irrev:
of as to the authentieity’ of the recipient of the message. It will protect against any attempt by the recipien
sequently deny having received the message content. This service is stronger than the "Proof of Content Rece
vice.

b correspanding proof data can be supplied in two ways depending on the security policy in force:
1). By returning a"non-repudiation of origin" of the "EDI notification" which incorporates the followi

— theoriginator's "non-repudiation of origin" arguments (if present),

pinal subject message content was received by the recipient EDI-UA and EDIM responsibility was acc[ipted,

At the
cable

s) to
ived"

hg:

— the complete original message content, if the originator's "non-repudiation of origin" arguments are

not present.

2) By means of a notarization mechanism.

NOTE — Use of a notarization mechanism is not reflected in protocol elements, but is subject to bilateral agreement.

B.20  non-repudiation of content received request [EDI.17]

PR

Element of service that enables the originating EDI-UA to request the recipient EDI-UA to provide it with an
irrevocable proof of the received message content by means of an EDI notification.
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NOTE — This element of service requires the "EDI notification request” also to be present.

B.21  non-repudiation of EDI notification [EDI.18] PR

Element of service that provides the originator of a message with irrevocable proof that the subject message was
received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused.

This shall protect against any attempt by the recipient EDI-UA to deny subsequently that the message was received
and that the EDIM responsibility for the message has been accepted as indicated. This element of service provides the
originator with irrevocable proof of the "proof of EDI notification™.

Sugh a proof may be provided by means of the "Non-repudiation of Origin" security service, currently defirjed in
ISQ/IEC 10021-2 | ITU-T Recommendation X.402 in 8 10.2.5.1, applied to the notification.

This serviceis stronger than the "Proof of EDI Notification" service.

B.22  non-repudiation of EDI notification request [EDI.19] PR

Element of service, used in conjunction with "EDI notification request”, that enables the.originating EDI-UA to
reduest the responding EDI-UA to provide it with irrevocable proof of the origin of the natification.

NOTE - This element of service supersedes the "Proof of EDI notification request” and assumed that
"EDI Notification Request" is already present.
B.23  obsoleting indication [EDI.20]

Element of service that allows the originator to indicate to the recipientdhat one or more EDI messages previously sent
by tthe originator are obsolete. The EDI message that carries this indicCation supersedes the obsolete EDI message(p).

The action to be taken by the recipient or the recipient's EDI-UAcis'alocal matter. The intent, however, isto alow the
EQI-UA or the recipient to, for example, remove or file an obsolete message(s).
B.24  originator indication [EDI.21]

Elgment of service that allows the identity of the originator to be conveyed to the recipient.

B.25  proof of content received [EDI.22] PR

Element of service that allows an originating EDI-UA to get from a recipient EDI-UA proof that the original sfibject
message content was received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused.

The corresponding proof is obtainéd by returning a proof of origin of the EDI notification which incorporatgs the
oripinator's message origin adthentication and/or content integrity arguments, if present, or the complete or|ginal
message content otherwise,

B.26  proof of content received request [EDI.23] PR

Element of servieeithat enables the originating EDI-UA to request the recipient EDI-UA to provide it with proof pf the
regeived messagecontent by means of an EDI notification.

NOTE =Thi's element of service requires the "EDI notification request" to also be present.

B.27_ ‘proof of EDI notification [EDI.24] PR

Element of service that allows the originator of a message to obtain the means to corroborate that the subject message
was received by the recipient EDI-UA and EDIM responsibility was accepted, forwarded or refused. Such a
corroboration is provided by means of the MTS user-to-MTS user "Message Origin Authentication" security service,
currently defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, subclause 10.2.1.1.1, applied to the EDI
notification.

B.28  proof of EDI natification request [EDI.25] PR

Element of service, used in conjunction with "EDI notification request”, that enables the originating EDI-UA to
request the responding EDI-UA to provide it with a corroboration of the source of the EDI notification.
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NOTE — This element of service assumes that "EDI notification request" is already present.

B.29 recipient indication [EDI.26]

PR

Element of service that alows the originator to provide the names of one or more EDIMG users, or DLs, who are
intended recipients of the EDI message. In addition it is possible to specify an action request qualifier for each

rec

ipient, such as;

1) for action;
2) copy;

B.30  related message(s) [EDI.27]

Elgment of service that allows the originator to associate with the EDI message being sent, the globally u
idgntifiers of one or more other messages which share the same identification space (e.g. 1 P-messages), see | SC

3) other, asdefined bilaterally.

NOTE — The qualifier represents intent on the part of the originator with respect to the EDIM, however the recipient
necessarily bound by thisintent.

is not

hique
/IEC

10021-7 | ITU-T Recommendation X.420. This enables the recipient's EDI-UA, for example, to retrieve from stofage a
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34 _7\typed body [EDI.30]

y of the referenced messages.

Bl servicesindication [EDI.28]

bment of service that allows the originator to indicate in the heading of(the EDI message various service requg
vice suppliers that have bilateral meaning outside this part of 1SO/IEC 10021.

2  stored EDI message auto-forward [EDI.29]

bment of service that allows a user of an EDI-MS to havethie message store automatically perform EDI forwal
bugh use of the element of service "MS register?,*The complete EDIM, as received from the originat
warding is limited to only one recipient. Support of the element of service "EDIN receiver” is also required
warding.

j ect to the requirements of the security policy in force, the capabilities of the message store may be restricted
en a secure notification is requested; the message store shall not be allowed to generate a PN.
3 submission of EDI messagesincor porating stored messages [EDI.34]

ent of Service that enables,the M S-user to instruct the EDI-MS to incorporate parts of one or more stored meg

ission from the EDI=MS-user. The primary body part shall contain either an EDI interchange or aforwarded E

tored messageWhich is the source of a body part may be a delivered, submitted, or draft message. Individual
or the whole\gentent of a stored message may be incorporated. The EDI-MS may optionally support the forwa
[y parts ftem messages that are not EDI messages.

Sts to

ding,
DIMs
Dr, is

warded unchanged, and if requested, an appropriate EDIN is generated by the EDI-MS. EDIM responsibility

when

eg.,

Sages

dy parts of a submittedyEDI message. The submitted EDI message may also contain body parts supplied in the

DIM.

body
rding

Element of service that permits the nature and characteristics of the body of an EDI message to be conveyed along
with the body. Permissible body part types are EDI body, forwarded EDIM body, and externally defined body parts.
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Annex C
(informative)

Security overview

Cil Introduction

Th‘|‘s annex details the vulnerabilities identified within an EDIME and the resulting security services regul to
colinter those vulnerabilities.

Th|s annex is based on the assumption that an EDIME may use the secure messaging services as definedhin I1SQ/IEC
10021-1 | ITU-T Recommendation X/F.400. However, where vulnerabilities are not adequately ‘covered the
existing MHS security services, provision has been made in ISO/IEC 10021-9 | ITU-T Recommendation X.435 for
addlitional security servicesin the EDIME.

So
thd
1S(
C.

In

considerations at the level of the EDI applications (i.e.,, EDIMG users).<The security model reflected in this

asy
asy

suffficient to meet the user's security policy.

Th
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endl users but also to such service providers.

It

comsideration of-legal issues. One possible division of the EDIME into EDIM responsibility domainsis as follows:

EDIME. The security services defined for the EDIME are specific to EDIMG and are therefore fully defi
D/IEC 10021-9 | ITU-T Recommendation X.435.

p Vulner abilities

most of the areas identified below, there will also be further ,vulnerabilities and corresponding

umes that such considerations are outside the scope of this part<<f ¥SO/IEC 10021. The EDIMG security
umes that the EDIMG user provides adequate security and trusted. functionality in the operation of EDI appli

NOTE - In practice this may necessitate co-location of the“EDI application and the EDI-UA unless a suitably $ecure
environment is established which includes both components.

b following description of vulnerabilities is based Ofrthe threat definitions in annex D of ISO/IEC 10021-2 | ITU-T
commendation X.402. In addition, it has beenyconsidered necessary to examine message loss independenfly of
ssage sequencing and modification of information, and to take account of further vulnerabilities for EDIMG yhich
not currently identified in ISO/IEC 10021-2 | ITU-T Recommendation X.402.

important aspect of the EDI envirenment which is not recognised within the ISO/IEC 10021-2 | IfTU-T
commendation X.402 security model is the concept of EDIM responsibility for messages at each stage ¢f the
ssage path through the MHS environment.

bn EDI context, the increased-possibility of a number of service providers offering commercia services may require
I the forwarding of EDIM-responsibility be clearly identified and assured to provide further protection, not only to

s therefore necessary to establish the concept of EDIM responsibility domains, which may involve addifional

- EDIMG user environment plusthe EDI-UA,;

¥ MTS management domain;

— EDI message stare (if not co-lacated with either of the above)

C.21 Masquerade

As

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

C.22 Message sequencing

As

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

Users should not assume that EDIMs shall be delivered in correct sequence. EDI applications should be able to
recover from duplication and out-of-sequence messages, provided that MHS offers protection against the modification
of information while messages are within the MHS environment.
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C.23 Messageloss

Vu

Inerability to message lossis considered critical in the EDIMG environment.

Two types of message |oss are distinguished:

—  catastrophic failure of an EDI-UA, EDI-MS or MTA,
—  lossof individua message(s).

EDI messaging users and service providers may need to consider more carefully issues concerning transfer of
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—  from the originating EDI-UA user domain;
—  between relaying domains;

—  totherecipient EDI-UA user domain.

.24 Maodification of infor mation

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

.25 Denial of service

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

2.6 Repudiation

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex.D.

thermore repudiation vulnerability in the EDIM environment is:considered to be critical. Such vulnerability m
reased by use of certain MHS services (e.g., auto-forwarding,edirection).

2.7 Leakage of information

defined in ISO/IEC 10021-2 | ITU-T Recommendation X.402, annex D.

2.8 Manipulation of information by EDI MG user

b EDI community has additionally identified a further vulnerability where the integrity of a message cont
bred subsequent to EDI interchange(i.€., by either or both of the originating EDI-UA and recipient EDI-UA)
nerability includes manipulatien\of message content in the originator's local store after non-repudiati
mission and/or manipulation. of message content in the recipient's store after non-repudiation of delivery.

2.9 Other vulnerabilities

her vulnerabilitiesareconsidered important such as.
misrouting;

— {misdelivery (especially important in the context of redirection);
insider threats;

ay be

Nt s
This
bn  of

receipt of datathat the EDI application is not prepared to accept.

NOTE — The vulnerability of misrouting is expanded in ISO/IEC 10021-2 | ITU-T Recommendation X.402.

C.3 Vulnerabilities countered

ISO/IEC 10021-2 | ITU-T Recommendation X.402, clause 10 provides an abstract security model for
Message Transfer. The security model provides a framework for describing security services that counter potential
vulnerabilities within the MTS and between MTS-User to MTS-User. EDIMG vulnerabilities may also be countered
by security services which are outside the existing model in ISO/IEC 10021-2 | ITU-T Recommendation X.402. The
following text describes how the EDIM vulnerabilities are countered using ISO/IEC 10021-2 | ITU-T
Recommendation X.402 security services, enhanced security services defined in ISO/IEC 10021-9 | ITU-T
Recommendation X.435 and pervasive mechanisms defined in this part of 1SO/IEC 10021.
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C.31 Masguerade

The existing MHS security services which counter this vulnerability are:
—  message origin authentication,;
—  secure access management;
—  security labelling;
—  proof of delivery;

—  proof of submission.

Sirjce an EDI-UA/MS is deemed in the MHS architecture as belonging to one user, it is not considered appropripte to
prqvide selective access control for the various operations that may be performed on a EDI-MS. However, there is a
redquirement for security audit trail to record the actions of the EDIMG user.

In this part of ISO/IEC 10021 such security audit trails are expected to be implemented as pervasi ve mechanismg (the
tern pervasive mechanism is defined in ISO/IEC 7498-2). Protocols to support audit capabilityymay be the subjgct of
futpre standardization.

C.3.2 Message sequencing

The existing MHS Security service which counters this vulnerability is:

—  message sequence integrity.

This security service has limited effect asit is based on the provision.efian integer by the originating EDI-UA with no
asqurance as to unigqueness or consecutiveness.

It ils considered that the MHS environment should not be requited to ensure message sequence integrity, but should
support detection of sequence integrity failure (by additionalprovision of audit/logging facilities and/or the proyision
of third party notary services). In this part of ISO/IEC 10021 it is considered the responsibility of the EDIMG uper to
redover from sequence errors and message duplication,

C.3.3 Messageloss

Message loss could occur potentially over.any peer-to-peer communications link (e.g., by deliberate malicious agt), or
by [the failure or incorrect behaviour (whether by malicious intent or otherwise) of any MHS component (EDJ-UA,
EQI-MS, MTA). The following categories of message |oss are distinguished:

—  catastrophic message loss (i.e. failure of a component);
— lossof individua-messages in the EDI-M S - whether malicious or accidental;
—  MTS message loss.

C.B.3.1 Catastrophic failure

Failure of the EDI-UA is outside the scope of this part of 1SO/IEC 10021.

Failure of the EDI-MS is potentially catastrophic and desirably needs some protection, at least in terms of detegtion.
D/IEC

Failure of any component in the MTS may similarly be catastrophic and can again be protected by offline archive of
messages. As for the message store, detection and recovery from message loss using such archive mechanisms in the
MTSisaloca matter and outside the scope of this part of 1SO/IEC 10021.

C.3.3.2 EDI-MS specific message loss

Loss of individual messages in the message store - whether malicious or accidental - shall require the provision of a
secure audit trail to enable detection of such loss. Such a service may need to be provided to the EDIMG user and to
EDI-MS management. In this part of ISO/IEC 10021, secure EDI-MS audit trail could be realized as a pervasive
mechanism and is alocal issue. Protocol to support an audit trail may be the subject of future standardization.
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