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Foreword

2003(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

€

— 0y —

stablished by the respective organization to deal with particular fields of technical activity. 1SQO
echnical committees collaborate in fields of mutual interest. Other international organizations, gove
nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field“of in
echnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hternational Standards are drafted in accordance with the rules given in the ISO/IEC Birectives, Part
'he main task of the joint technical committee is to prepare International Standards. Draft Intq
btandards adopted by the joint technical committee are circulated to national/bodies for voting. Publ
n International Standard requires approval by at least 75 % of the national bedies casting a vote.

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO and IEC shall not be held responsible for identifying any orall such patent rights.

SO/IEC 10021-7 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information te
TU-T. The identical text is published as ITU-T Rec. X.420.

[his third edition cancels and replaces the second edition (ISO/IEC 10021-7:1997), which H
echnically revised. It also incorporates Amendment 1:1998 and Corrigendum 1:1998.

SO/IEC 10021 consists of the following parts, under the general title Information technology —
Handling Systems (MHS):

— Part 1: System and service overview

— Part 2: Overall architecture

— Part 4: Message transfer system — Abstract service definition and procedures
— Part 5: Message.store: Abstract service definition

— Part 6: Protecol specifications

— Part - ZvInterpersonal messaging system

—-Part 8: Electronic Data Interchange Messaging Service

and |IEC
rnmental
ormation

2.
rnational
cation as

of patent

Chnology,

bubcommittee SC 6, Telecommunications and information.exchange between systems in collaboration with

as been

Message

— Part 9: Electronic Data Interchange Messaging System

— Part 10: MHS routing

— Part 11: MHS Routing — Guide for messaging systems managers [Technical Report]
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Introduction

This Specification is one of a set of Recommendations | International Standards for Message Handling. The entire set
provides a comprehensive blueprint for a Message Handling System (MHS) realized by any number of cooperating
open systems.

C Ol d Vil O CIIdDIC USC O CX dll1£C CSSdE2CS O OIC-dlld-10I'wald Dd A CSSdE2C SUD cd O

The purp u g 7 : g
behalf of|one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently delivered fa
the agentp of one or more additional users, the recipients. Access units (AUSs) link the MTS to communication, systems
of other kinds (e.g., postal systems). A user is assisted in the preparation, storage, and display of messages by-a use]
agent (UA). Optionally, it is assisted in the storage of messages by a message store (MS). The MTS comprjises‘a numbel
of message transfer agents (MTAs) which collectively perform the store-and-forward message transfer fanction.

This Spetification defines the Message Handling application called Interpersonal Messaging, specifying in the process
the messqdge content type and associated procedures known as P2.

This Spe¢ification was developed jointly by ITU-T and ISO/IEC. It is published as common‘text as ITU-T Rec. X.420
ISO/IEC |10021-7.

X © ISO/IEC 2003 — All rights reserved
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Message Handling Systems (MHS) —
Interpersonal Messaging System

SECTION 1 — INTRODUCTION

1 Scope

This|Recommendation | International Standard defines Interpersonal Messaging, a form of Meéssage Handling taijored
for ordinary interpersonal business or private correspondence.

This| Recommendation | International Standard is one of a series on Message Handling. ITU-T Rec. X.402 |
ISOQEC 10021-2 constitutes the introduction to the series and identifies the other do¢uments in it.

The prchitectural basis and foundation for Message Handling are defined in still othér Recommendations | International
Stanglards. ITU-T Rec. X.402 | ISO/IEC 10021-2 identifies those documents as(well.

This|Recommendation | International Standard is structured as follows{ Section one is this introduction. Sectior] two
defirjes the kinds of information objects exchanged in Interpersonal Messaging. Section three defines the assodiated
abstijact service. Section four specifies how it is provided. Annexes provide important supplemental information.

The tequirements for conformance to this Recommendation | Intetnational Standard are given in clause 22.

2 Normative references

The [following Recommendations and International*Standards contain provisions which, through reference in this|text,
consfitute provisions of this Recommendation ¢ International Standard. At the time of publication, the editions indigated
werg valid. All Recommendations and Standards are subject to revision, and parties to agreements based or this
Recqmmendation | International Standardare encouraged to investigate the possibility of applying the most rgcent
editipns of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The(T¢lecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Open Systems Interconnection

This|Specification eités/the following OSI specifications:

—  JTUY-T Recommendation X.227 (1995) | ISO/IEC 8650-1:1995, Information technology — Open Sy§tems
Interconnection — Connection-oriented protocol for the Association Control Service Element: Profocol
specification.

= ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abgtract
Symrax Notation One (ASN-1)==Spectficarion of Basic Notarion:

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Information Object Specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Constraint Specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.I
Encoding Rules — Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

ITU-T Rec. X.420 (06/1999) 1
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2.2

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote

Operations — Concepts, Model and Notation.

Message Handling Systems

This Specification cites the following Message Handling System specifications:

2.3
This

24
This

2.5
This

2.6

ITU-T Recommendation F.400/X.400 (1999), Message handling: System and service overview.

ISO/IEC 10021-1:2003, Information technology — Message Handling Systems (MHS) — Part 1: System

and service overview.

ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2:2003, Information technology — Message

Handling Systems (MHS) — Overall architecture.

Directory Systems

Specification cites the following Directory System specifications:

Language Code

Specification cites the following Language Code specification:

Character Sets

Specification cites the following Character Set specifications:

CCITT Recommendation X.408 (1988), Message handling systems: Encoded information
conversion rules.

ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technolggy\~ Me.
Handling Systems (MHS) — Message transfer system — Abstract service definition and procedures.

ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information technology — Me
Handling Systems (MHS) — Message store: Abstract service definition.

ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information technology — Mes
Handling Systems (MHS) — Protocol specifications.

CCITT Recommendation X.420 (1984), Message handling systems: Ipterpersonal messaging user ¢
layer.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Open Sys
Interconnection — The Directory — Models.

ITU-T Recommendation X.509 (1997) | ISO/AEC 9594-8:1998, Information technology — Open Sy.
Interconnection — The Directory — Authentiéation Framework.

ITU-T Recommendation X.520 (1997).\ISO/IEC 9594-6:1998, Information technology — Open Sy.
Interconnection — The Directory — Sélected Attribute Types.

ISO 639: 1988, Code for the representation of names of languages.

ISOAEC2022:1994, Information technology — Character code structure and extension techniques.
ISO 2375:1985, Data processing — Procedure for registration of escape sequences.

ISO 8859-1:1987, Information processing — 8-bit single-byte coded graphic character sets — Pd
Latin alphabet No. 1.

type

sage

sage

sage

gent

tems

tems

tems

rt 1:

ISQ 10646-1:1993 Information tpf'hnnlngv — [niversal Mulﬁln/p-f)rﬂtp)‘ Coaded Character Set (L]

) —

Part 1: Architecture and Basic Multilingual Plane.

CCITT Recommendation T.61 (1988), Character repertoire and coded character sets for the

international Teletex service.

Telematic Services

This Specification cites the following Telematic Service specifications:

2

ITU-T Recommendation T.4 (1993), Standardization of group 3 facsimile apparatus for docu
transmission.

ITU-T Rec. X.420 (06/1999)
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— ITU-T Recommendation T.30 (1993), Procedures for document facsimile transmission in the general
switched telephone network.
—  CCITT Recommendation T.100 (1988), International information exchange for interactive videotex.
—  ITU-T Recommendation T.101 (1994), International interworking for videotex services.

—  CCITT Recommendation T.330 (1988), Telematic access to interpersonal messaging system.

File Transfer

This Specification cites the following File Transfer specifications:

— ISO 8571-1:1988, Information processing systems — Open Systems Interconnection — File Transfer,
Access and Management — Part 1. General Introduction

2.8
This

2.9
This

2.10
This

3

Specification cites the following Open Document Architecture spécifications:

Specification cites the following specifications on-the Digital Encoding of Sound:

Specification €ites the following Cryptographic specification:

— ISO 8571-2:1988, Information processing systems — Open Systems Interconnection — File Transfer,
Access and Management — Part 2: Virtual Filestore Definition.

—  ISO 8571-2:1988/Amd.1:1992, Information processing systems — Open Systems Interconnection - File
Transfer, Access and Management — Part 2: Virtual Filestore Definition — Amendment 1: Filestore
Management.

— ISO 8571-4:1988, Information processing systems — Open Systems Interconmection — File Trangsfer,
Access and Management — Part 4: File Protocol Specification.

—  ISO 8571-4:1988/Amd.1:1992, Information processing systems — OpensSystems Interconnection - File
Transfer, Access and Management — Part 4: File Protocol Specification — Amendment 1: Filestore
Management.

Open Document Architecture

— ITU-T Recommendation T.415 (1993), | ISO/IEC, 8613-5:1994, Information technology — Open docu-
ment architecture (ODA) and Interchange Format; Open Document Interchange Format.

Digital Encoding of Sound

—  CCITT Recommendation G.711 (1988), Pulse code modulation (PCM) of voice frequencies.

—  CCITT Recommendation G,726-(1990), 40, 32, 24, 16 kbit/s Adaptive Differential Pulse Code Molula-
tion (ADPCM).

—  CCITT Recommendation G.728 (1992), Coding of Speech at 16 kbit/s Using Low-Delay Code Excited
Linear Prediction.

— IEC908: 1987, .Compact Disc Digital Audio.

Cryptography

— RSA Laboratories. PKCS#7: Cryptographic Message Syntax Standard. Version 1.5, November 1993

Definitions

For the purposes of this Specification, the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4

Abbreviations

For the purposes of this Specification, the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5

Conventions

This Specification uses the descriptive conventions identified below.
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5.1

ASN.1

This Specification uses for the indicated purposes the following ASN.1-based descriptive conventions:

a) To define the information objects of Interpersonal Messaging, and other data types and values of all
kinds, ASN.1 itself. ASN.1 is defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 |
ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4.

b) To define the functional objects of Interpersonal Messaging, the MHS-OBJECT information object class
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

c¢) To define the abstract service of Interpersonal Messaging, the PORT and ABSTRACT-OPERATION
and ABSTRACT-ERROR information object class of ITU-T Rec. X.411 | ISO/IEC 10021-4 and the
CONTRACT information object class of ITU-T Rec. X.880 | ISO/IEC 13712-1.

d) To define the /PMS extensions, the IPMS-EXTENSION 1information object class ot /.2.17/.

e) To define extended body part types, the EXTENDED-BODY-PART-TYPE information object_class of
7.3.1.

f) To define IPMS-MS attributes, the ATTRIBUTE information object class of ITU-T\Rec. X.413 |
ISO/IEC 10021-5.

The pbstract-syntax defined in this Specification may be mapped to that used in previous editions as follows. All ASN.1
defifjitions of object sets and Enumerated types which contain the ASN.1 extensions marker ("...") are treated as if any
extemsion additions following the marker are absent. For ASN.1 definitions where the extension marker is not used, the
ASN.1 comment "-- /994 extension --" has a similar interpretation. See 5.7 of ITU-T\Rec. X.413 | ISO/IEC 100p1-5.
The pffect of this is that certain attribute-types, matching-rules, and auto-actions are.not standardized for use in [1988

Application Contexts.

The [various uses of the ASN.1 notation are summarized in Table 1. With/the-two exceptions evident from the fable,
whemever ASN.1 is employed, it appears both in the body of this Specification to aid the exposition, and again, lafgely

redupdantly, in an annex for reference.

Table 1 — Uses of the ASN.1 Notation

e e mmmmmmm oo +
| Subject Matter [* Exposition | Reference |
et e e +
| Object Identifiers | - | annex C |
| Abstract information objects | section two | annex D |
| Extended body part .types | clauses 7.3, 7.4 | annex E |
| Functional objects | clauses 10, 11, 16 | annex F |
| Abstract service | clauses 12-13 | annex G |
| Message storetattributes | clause 19 | annex I |
| Message stoxérauto-actions | clause 19 | annex J |
| Heading extensions | annex A | annex H |
| Security ‘exXtensions | annex B | annex K |
| Upper bounds | - | annex L |
R B oo mmmm oo mmmmmmooe +

If differences are found between the ASN.1 used in the exposition and that supplied for reference, a specification ferror

is indlicated.

Excqpt for Aniniex J, ASN.1 tags are implicit throughout the ASN.1 module the annex defines; the module is defigitive

in thht reSpéct.

5.2

NOTE 1 — The use of ASN.1 to describe a class or piece of information does not in itself imply that that informatfon is
transported between open systems. The fact that the information, by virtue of its description in ASN.T and of ASN.T's Basic
Encoding Rules, has a concrete transfer syntax may be immaterial. Information actually conveyed between systems is designated
as such by its inclusion in an application protocol.

NOTE 2 — The use of the ABSTRACT-OPERATION and -ERROR information object classes, derived from the correspondingly
named information object classes of Remote Operations, does not imply that the abstract operations and errors are invoked and
reported across the boundary between open systems. The fact that the abstract operations and errors, by virtue of their description
using these information object classes and with minimal additional specification, actually could be invoked via ROS is
immaterial in the present context.

Grade

This Specification uses the concept of grade as developed in ITU-T Rec. X.402 | ISO/IEC 10021-2.

4
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5.3 Terms

Throughout this Specification, terms are rendered in bold when defined, in italic when referenced prior to their
definitions, without emphasis upon all other occasions.

Terms that are proper nouns are capitalized, generic terms are not.

5.4 Conventions for attribute-types used in Table 5

This Specification uses the conventions listed below in its definition of the attribute-types for the IPMS-MS abstract-
service.

For the column headed 'Single/Multi-valued' the following values can occur:

S single-valued

M multi-valued.

For the column headed 'Source' the following values can occur:

IPM Originate-IPM, Receive-IPM abstract-operations;

Mod Modify abstract-operation;

MS IPMS Message Store;

NRN Originate-NRN, Receive-NRN abstract-operations;

ON Originate other-notifications, Receive other-notifications;

RN Originate-RN, Receive-RN abstract-operations.

5.5 Interpretation of UTC Time values

Datef and times in the MHS protocols are represented using the ASNN UTCTime type which uses only two de¢imal
digitp to represent the year, leaving the century unspecified. Since MHS systems must deal with dates both in thg past
(e.g.|submission times of old messages which may be held in loeal storage or forwarded) and in the future (expiry time,
defefred delivery time), it is important to observe a standard‘convention to avoid inaccurate display or malfunctipn of
the NTHS when dates from different centuries are compared.

The fwo decimal digits give 100 different years that can-be expressed; an implementation has to associate each of fhese
valugs with a particular century. The chosen convefition is that dates up to ten years prior to the current time and pp to
forty] years ahead of the current time should be-associated with the corresponding century, with the interpretation qf the
remdining 49 values being implementation.dépendent. For example, for a system operating in 1996 the values|"86"
to "99" are interpreted as 1986 to 1999 and the values "00" to "36" are interpreted as 2000 to 2036, and the values|"37"
to "&5" are implementation dependent.
NOTE - This convention permits twepossible implementation strategies. An implementation can choose a fixed interpretatjon of
a]l the year values, such that theconvention is satisfied throughout the expected life of the product, or it can interpret the|dates
dynamically, based on the current-date, such that the implementation remains valid indefinitely. For example, an implemenfation

cpuld choose the fixed range. 1970 to 2069 for the available values, meaning that the implementation would require revisiop if it
iy still in use by the year<2029.

SECTION 2_%~ABSTRACT INFORMATION OBJECTS

6 Overview

This section abstractly describes the information objects that users exchange in Interpersonal Messaging. They are of
two kinds, interpersonal messages (IPMs) and interpersonal notifications (IPNs). One of the latter acknowledges a
user's receipt of one of the former.

InformationObject ::= CHOICE (
ipm [0] IPM,
ipn [1] IPN}
This section covers the following topics:
a) Interpersonal messages;

b) Interpersonal notifications.
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NOTE 1 — The use, throughout this section, of words such as "originator" and "recipient" anticipates the fact that
IPMs and IPNs are conveyed between users as the contents of messages (see clause 20). These words, therefore,

refer to the roles users and DLs play in such transmittals.

NOTE 2 — An /PM may appear (see 7.4.7) in the Body of another /PM which itself is conveyed as the content of
a message. The words "originator" and "recipient" shall be understood in the context of an /PM's conveyance as

the (entire) content of a message, not as a component of the Body of another /PM so conveyed.

NOTE 3 — An IPM or IPN makes various assertions about its own transmittal (e.g., who originates the message
containing it). Furthermore, an /PN makes assertions about the transmittal of the /PM to which it responds. All

of these assertions are unverified.

7 Interpersonal Messages

An ipterpersonal message (IPM) 1s a member of the primary class of information object conveyed between usq

Interpersonal Messaging.

IPM ::= SEQUENCE
heading Heading,
body Body}

It hap the following components:
IPM (e.g., its importance).

between users (e.g., a document).

Body ::= SEQUENCE OF BodyPart

The ptructure of an IPM is depicted in Figure 1.

-7 Field 1

- Field 2

Heading

Fieldn

Body-Part 1 |
Body-Part 2 I
Body-Part 3

Body

X.420_F01

Figure 1 — An Interpersonal Message

a) Heading: A Set of heading fields (or fields), each an information item that gives a characteristic d

b) Body: A Sequence of body parts, each an information object that the"IPM is intended to cq

s in

f the

nvey

This clause defines and describes the most prominent Heading field component types and the defined Heading
and body part types.

NOTE — An IPM may be likened to a business memo. In fact, the terms "Heading" and "Body" appeal to that analogy.

7.1 Heading Field Component Types

ields

Information items of several kinds appear throughout the Heading. These Heading field component types — IPM

identifier, recipient specifier, OR-descriptor and IPMS extension — are defined and described below.
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7.1.1 IPM Identifier

An IPM identifier is an information item that unambiguously and uniquely identifies an IPM, distinguishing it from all
other IPMs ever conveyed by any user.
IPMIdentifier ::= [APPLICATION 11] SET {

user ORName OPTIONAL,
user-relative-identifier LocalIPMIdentifier}

An IPM identifier has the following components:

a) User (O): Identifies the user who originates the IPM. One of the user's OR-names. This component's
omission is discouraged.

b) User-relative-identifier (M): Uniquely and unambiguously identifies the IPM, distinguishing it from all
+la IDAN et ot tla 1. S | 4a o d Lo 4L o T T 4 st 4+ ADeiatolola Qe L I‘L‘r
ULIVI I1T IVIOS UIAdl IV USUIL WIIU 105 TUVIILITIVUD U)’ IV UoLl \/UlllPUll\.«llL Ullolllal\uO. 2 1T 1TIHItaviIv ullllléL \vpuis Om

zero to a prescribed number of characters (see annex L)|]. A length of zero is discouraged.

LocalIPMIdentifier ::= PrintableString
(SIZE (0..ub-local-ipm-identifier))

NOTE — The "11" in IPMlIdentifier is the only ASN.1 application-wide tag this Specificatiomassigns.

7.1.2 Recipient Specifier

A regipient specifier is an information item that identifies an (intended) recipient of an IPM and that may make cqrtain
requgsts of him.

RecipientSpecifier ::= SET {
recipient
notification-requests
reply-requested
recipient-extensions

0] ORDescriptor,
1] NotificationRequests DEFAULT {},
2] BOOLEAN DEFAULT FALSE,

[
[
[
[3] RecipientExtensiongField OPTIONAL}

A regipient specifier has the following components:

a) Recipient (M): Identifies the recipient in question. An@QR-descriptor.

If the Notification-requests or Reply-requested, component makes a request of the recipient| the
Formal-name component of the OR-descriptor-above shall be present.

b) Notification-requests (D no values): Mays make certain requests of the recipient denoted by the
Recipient component.

NotificationRequests ::= BIT, (STRING {
rn (0)
nrn (1)
ipm-return (29
an-supported (3)
suppress-an, (4)

}
This component may-assume any of the following values simultaneously, except that the value 7 [shall
not be selected unless'the value nrn is selected:

1)  rn: A receipt notification is requested in the circumstances prescribed in clause 8.

il) nrnyAwion-receipt notification is requested in the circumstances prescribed in clause 8.
iil) ipmsreturn: It is requested that the IPM be returned in any non-receipt notification.

iv)\ran-supported: It is requested that advice notifications (conveying absence advice or change of
address advice) are conveyed within ONs as prescribed in clause 8.

v) suppress-an: It is requested that no advice notifications (conveying absence advice or change of
address advice) are sent in response to this [PM.

C) Reply-requested (D jalse): Indicates whether a reply is requested ol the recipient denoted Dy the
Recipient component. A Boolean.

A reply is one IPM sent in response to another. A user may reply to an IPM even though no reply is
requested of him and, indeed, even if he is not among the IPM's intended recipients. Furthermore, a user
of whom a reply is requested may refrain from replying.

d) Recipient-extensions (O) contains extensions to the recipient specifier subfield.

RecipientExtensionsField ::= SET OF IPMSExtension {{ RecipientExtensions }}

General recipient extensions are defined in Annex A. Recipient extensions for IPMS Security are defined
in Annex B. There are no other recipient extensions defined in this Specification.
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7.1.3 OR-Descriptor

An OR-descriptor is an information item that identifies a user or DL.

ORDescriptor ::= SET ({
formal -name ORName OPTIONAL,
free-form-name [0] FreeFormName OPTIONAL,
telephone-number [1] TelephoneNumber OPTIONAL}

An OR-descriptor has the following components:
a) Formal-name (C): Identifies the user or DL in question. One of its OR-names.

This conditional component shall be present if (but not only if) one or more of the following criteria are
satisfied:

Ty——T 1T Free-form-Tiame COMPOTTIT 1S aDSCIt.
i) The OR-descriptor appears in the Reply Recipients heading field.

iii) The OR-descriptor is the Recipient component of a recipient specifier and the conditions statpd in
item a of 7.1.2 are satisfied.

b) Free-form-name (O): Identifies the user or DL in question. A Teletex String[’ bf from zero|to a
prescribed number of characters (see annex L)|], chosen from the graphic subsetiof the Teletex String
character set. A length of zero is discouraged.

FreeFormName ::= TeletexString (SIZE (0..ub-free-form-namey)

c) Telephone-number (O): Provides the telephone number of the user~or' DL in question. A Printable
String[ of from zero to a prescribed number of characters (see anineX L)|], chosen from the graphical
subset of the Printable String character set. A length of zero is diseouraged.

TelephoneNumber ::= PrintableString (SIZE (0..ulkstelephone-number))

NOTE 1 — One or more OR-descriptors may appear in.each of the following heading fields: Origihator,
Authorizing Users, Primary Recipients, Copy Recipients,Blind Copy Recipients, Circulation List Recigjients,
Reply Recipients and Distribution Codes. In addition, annOR-descriptor may appear in the following notifi¢ation
fields (see clause 8): IPN Originator and IPM Intended Recipient.

NOTE 2 — The omission of the formal name can-bé/used to indicate names of recipients and other users who do
not receive the message through MHS, and who'do not have MHS OR-names.

7.1.4 IPMS Extension

An IPMS extension (or extension) is an information)item which enables extensions to be defined.

IPMSExtension {IPMS-EXTENSION:ChosenFrom} ::= SEQUENCE ({
type IPMS-EXTENSIONNid ({ChosenFrom}),
value IPMS-EXTENSION/&Type ({ChosenFrom} {etype}) DEFAULT NULL:NULL }

EacH extension has the following components:

a) Type (M): Identifies-the semantics and restricts the abstract syntax of the Value component. An Opject
Identifier.

b) Value (D null): An information item whose abstract syntax is restricted only by the Type componenft. An
Any.

in the field. Eaeh\extension type shall occur at most once in a set of ExtensionsField, unless multiple occurrences are
explicitly permitted in the definition of the extension type. The same extension type may occur in different places in the
protgcol. This applies to both standardised extensions and private extensions.

The [l'ype componénts-of all the extensions in the Extensions field shall differ. Not every defined extension need a{)ear

Every ‘extension is defined by means of the following information object class.

IPMS-EXTENSION ::= CLASS
&id OBJECT IDENTIFIER UNIQUE,
&Type DEFAULT NULL }
WITH SYNTAX { [VALUE &Type , ] IDENTIFIED BY &id }

The &id value field is the identifier field for the class. It distinguishes an IPMS Extension from all other instances of the
class.

The &Type field defines the data type to which every value of this instance of [IPMS Extension shall conform.

PrivateIPMSExtensions IPMS-EXTENSION ::= { ... }

NOTE — Whenever an IPMS extension is defined, it should also be considered whether new MS attributes should also be defined
(see 19.6), and whether the UA operation needs to be modified (see clause 18). As any extension may be ignored, privately-
defined extensions are not able to mandate support of the new MS attributes or UA operation.
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Heading Fields
The fields that may appear in the Heading of an IPM are defined and described below.
Heading ::= SET ({
this-IPM ThisIPMField,
originator [0] OriginatorField OPTIONAL,
authorizing-users [1] AuthorizingUsersField OPTIONAL,
primary-recipients [2] PrimaryRecipientsField DEFAULT {}
copy-recipients [3] CopyRecipientsField DEFAULT {},
blind-copy-recipients [4] BlindCopyRecipientsField OPTIONAL,
replied-to-IPM [5] RepliedToIPMField OPTIONAL,
obsoleted-IPMs [6] ObsoletedIPMsField DEFAULT {},
related-IPMs [7] RelatedIPMsField DEFAULT {},
subject [8] EXPLICIT SubjectField OPTIONAL,
p‘;v‘ =t ilma [Q] i p-; ‘v*-(lr"l"-;ma'l:‘-; ald ODTTONAL .

reply-time [10] ReplyTimeField OPTIONAL,
reply-recipients [11] ReplyRecipientsField OPTIONAL,
importance [12] ImportanceField DEFAULT normal,
sensitivity [13] SensitivityField OPTIONAL,
auto-forwarded [14] AutoForwardedField DEFAULT FALSE,
extensions [15] ExtensionsField DEFAULT {}}

Som|

7.2.1

b fields have components and thus are composite, rather than indivisible. A field component-is.called a sub-fie

This IPM

The [This IPM heading field (M) identifies the IPM. It comprises an IPM identifier.

7.2.2
The

7.2.3

The
comj

ThisIPMField ::= IPMIdentifier

Originator

Priginator heading field (O) identifies the IPM's originator. It comprises an OR-descriptor.
OriginatorField ::= ORDescriptor
Authorizing Users

Authorizing Users heading field (C) identifies the zetQ.or more users who are the IPM's authorizing use
prises a Sequence of sub-fields, each an OR-descriptorjone for each such user.

AuthorizingUsersField ::= SEQUENCE OF AuthorizingUsersSubfield

AuthorizingUsersSubfield ::= ORDescriptor

An guthorizing user is a user who, either individually or in concert with others, authorizes the origination of an

The

This
N
I

7.2.4

The
are t
and
prim

word "authorizes" above is not precisély/defined by this Specification; it is given meaning by users.

conditional field shall be present.if'the authorizing users are other than the IPM's originator alone.

OTE - Suppose, e.g., that a manager instructs his secretary to originate an IPM on his behalf. In this case, the secretar
M's originator, might considenthe manager the authorizing user.

Primary Recipients

Primary Recipients‘heading field (D no subfields (i.e., elements)) identifies the zero or more users and DLs
he "primary reCipients” of the IPM. It also identifies the responses the authorizing users ask of each of those
bf each member of those DLs. It comprises a Sequence of sub-fields, each a recipient specifier, one for

d.

ps. It

[PM.

, the

who
1sers
each

ary recipient.
PY¥imaryRecipientsField ::= SEQUENCE OF PrimaryRecipientsSubfield
PrimaryRecipientsSubfield ::= RecipientSpecifier

The phrase "primary recipients" above is not precisely defined by this Specification; it is given meaning by users.

NOTE — The primary recipients, e.g., might be those users and those DLs whose members are expected to act upon the IPM.

7.2.5 Copy Recipients

The Copy Recipients heading field (D no subfields (i.e., elements)) identifies the zero or more users and DLs who are
the "copy recipients" of the IPM. It also identifies the responses the authorizing users ask of each of those users and of
each member of those DLs. It comprises a Sequence of sub-fields, each a recipient specifier, one for each copy
recipient.

CopyRecipientsField

SEQUENCE OF CopyRecipientsSubfield

CopyRecipientsSubfield ::= RecipientSpecifier
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The phrase "copy recipients" above is not precisely defined by this Specification; it is given meaning by users.

NOTE — The copy recipients, e.g., might be those users to whom, and those DLs to whose members the IPM is conveyed for
information.

7.2.6 Blind Copy Recipients

The Blind Copy Recipients field (C) identifies zero or more users and DLs who are intended b/ind copy "recipients" of
the IPM. It also identifies the responses the authorizing users ask of each of those users and of each member of those
DLs. It comprises a Sequence of sub-fields, each a recipient specifier, one for each blind copy recipient. It may be
present as a Heading field, or alternatively as an equivalent MTS extension that may be present in the per-recipient-
message-submission-extensions field of a message-submission envelope and in the message-delivery-extensions field of
a message-delivery envelope.

BlindCopyRecipientsSubfield ::= RecipientSpecifier

blind-copy-recipients EXTENSION ::= {
BlindCopyRecipientsField,
IDENTIFIED BY standard-extension:41 }

The phrase "copy recipients" above has the same meaning as in 7.2.5. A blind copy recipient is_ofie whose role as|such
is digclosed to neither primary nor copy recipients.

In thg instance of an IPM intended for a blind copy recipient, this conditional field shall be présent and identify thaf user
or DL. Whether it shall also identify the other blind copy recipients is a local matter. Inithe/instance of the IPM intgnded
for alprimary or copy recipient, the field shall be absent or identify no users or DLs,
NOTE — When submitting through an MS which provides Storage on Submission, the use of the alternative envelope encpding
Will result in a single submitted-message entry instead of an additional submitted-message entry for each blind copy recipient,
which gives greater efficiency of submission, better correspondence between thgruser’s perception of submitting one IPM ard the
r¢sultant stored entry, and improved correlation of reports and notifications ferblind copy recipients with the submitted-megssage
eptry. However, if the blind copy recipient’s MS or UA conforms to an/g¢arlier version of this specification, then use ¢f the
ajternative envelope encoding will result in the absence of requested natifications and the recipient being aware only implicitly
rather than explicitly that he was a blind copy recipient.

7.2.7% Replied-to IPM

The [Replied-to IPM heading field (C) identifies the IPM™to which the present IPM is a reply. It comprises an|{IPM
idenfifier.

RepliedToIPMField ::= IPMIdentifder

This|conditional field shall be present if, and-oly if, the IPM is a reply.

NOTE - In the context of forwarding, caré should be taken to distinguish between the forwarding IPM and the forwarded|IPM.
Thhis field should identify whichever of these two IPMs to which the reply responds.

7.2.8 Obsoleted IPMs

The Obsoleted IPMs heading-field (D no subfields (i.e., elements)) identifies zero or more IPMs that the authorjzing
userg of the present IPM consider it to obsolete. It comprises a Sequence of sub-fields, each an IPM identifier, one for
each|IPM.

ObsoletedIpPMsField SEQUENCE OF ObsoletedIPMsSubfield

ObsoletwedIPMsSubfield ::= IPMIdentifier

NOTE - In‘the’ context of forwarding, care should be taken to distinguish between the forwarding IPM and the forwarded|IPM.
Thhis field,should identify whichever of these two IPMs the present IPM obsoletes.

7.2.9 Related IPMs

The Related IPMs heading field (D no subfields (i.e., elements)) identifies zero or more IPMs that the authorizing users
of the present IPM consider related to it. It comprises a Sequence of sub-fields, each an IPM identifier, one for each
IPM.

RelatedIPMsField ::= SEQUENCE OF RelatedIPMsSubfield

RelatedIPMsSubfield ::= IPMIdentifier
The word "related" above is not precisely defined by this Specification; it is given meaning by users.

NOTE 1 — A related IPM, e.g., might be one discussed in the Body of the present [IPM.

NOTE 2 — In the context of forwarding, care should be taken to distinguish between the forwarding IPM and the forwarded IPM.
This field should identify whichever of these two IPMs is related to the present IPM.
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7.2.10  Subject

The Subject heading field (O) identifies the subject of the IPM. It comprises a Teletex String[ of from zero to a
prescribed number of characters (see annex L)|], chosen from the graphic subset of the Teletex String character set. A
length of zero is discouraged.

SubjectField ::= TeletexString (SIZE (0..ub-subject-field))

The Extended Subject (see A.1.9), which has an unrestricted character repertoire, takes precedence over this heading
field if both are present on reception.

7.2.11  Expiry Time
The Expiry Time heading field (O) identifies when the authorizing users consider the IPM to lose its validity. It

- h h
COMPTISTS & Tatc arrcr tire.

ExpiryTimeField ::= Time
7.2.12  Reply Time

The Reply Time heading field (O) identifies by when the authorizing users request (but do not demand) that any rgplies
to thg present IPM be originated. It comprises a date and time.

ReplyTimeField ::= Time
7.2.13  Reply Recipients

The Reply Recipients heading field (C) identifies zero or more users and DLs whom the authorizing users reques{ (but
do npt demand) be among the recipients of any replies to the present IPM. It comprises a Sequence of sub-fields,|each
an OR-descriptor, one for each user or DL.

ReplyRecipientsField

SEQUENCE OF ReplyRecipientsSubfield

ReplyRecipientsSubfield ::= ORDescriptor (WITH COMPONENTS{..., formal-name PRESENT|

This|conditional field shall be present if the desired reply recipients are other than the originator of the present|{IPM
along.

NOTE — If this field is present and identifies several users and DLs, the originator may include himself among them. If he flects
npt to do so, he will not be considered among the desired reply-recipients.

7.2.14 Importance

The fmportance heading field (D normal) identifies the importance that the authorizing users attach to the IPM. Iff may
assume any one of the following values: lowy #tormal, or high.
ImportanceField ::= ENUMERATED (
low (0),
normal (1),
high (2)}
The palues above are not defified by this Specification; they are given meaning by users.

7.2.15  Sensitivity

The Bensitivity heading field (C) identifies the sensitivity that the authorizing users attribute to the IPM.

SengitivityField ::= ENUMERATED ({
personal (1),
private (2),

company-confidential (3) }

Thislfield may assume any one of the following values:

a) personal: The IPM is conveyed to its intended recipients as individuals, rather than in their professional
capacities.

b) private: The IPM should be conveyed to no one other than its intended recipients.

c) company-confidential: The IPM contains information that should be handled according to
company-specific procedures.

This conditional field shall be present if, and only if, the IPM is sensitive.

ITU-T Rec. X.420 (06/1999) 11
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7.2.16 Auto-forwarded

The Auto-forwarded heading field (D false) indicates whether the IPM is the result of auto-forwarding. It is a Boolean.

AutoForwardedField ::= BOOLEAN

7.2.17 Extensions

The Extensions heading field (D no extensions (i.e., members)) conveys information accommodated by no other
heading field. It comprises a Set of zero or more IPMS extensions each conveying one such information item.

ExtensionsField ::= SET OF IPMSExtension {{ HeadingExtensions }}

HeadingExtensions IPMS-EXTENSION ::= {
authorization-time |

All K
not y
N

Vi
7.3

The
Bodjy

The
Speo

auto=submitted I
body-part-signatures |
circulation-list-recipients |
distribution-codes |
extended-subject |
incomplete-copy |
information-category |
ipm-security-label |

languages |
manual-handling-instructions |
originators-reference |
precedence-policy-identifier |
PrivateIPMSExtensions,

eading extensions defined in this Specification are contained in annex A. Ansextension whose Type compon:
nderstood may be ignored.

OTE — Future addenda or versions of this Specification may define additional e€xtensions. Furthermore, future addend|
prsions are likely to add information to the Heading only by means of this field:

Body Parts
IPM Body Part Table information object set has as its mrembers the types of body part that may appear i
of an IPM:
IPMBodyPartTable EXTENDED-BODY-PART-TYPE ::= {
StandardBodyParts |

ApplicationSpecificBodyParts™}

Standard Body Parts information object set has as its members the types of body part defined in|
ification:

StandardBodyParts EXTENDED=BODY-PART-TYPE ::= {
ia5-text-body-part’ |
g3-facsimile;body-part |
g4-classl-bedytpart |
teletex-bodyfpart |
videotex-body-part |
encrypted=body-part |
message=body-part |
mixed-mode-body-part |
bilaterally-defined-body-part |
nationally-defined-body-part |
general-text-body-part |
file-transfer-body-part |
voice-body-part |
report-body-part |
notification-body-part |

nt is

h and

h the

this

content -body-part !{{1 2 3 -- RETATIVE-QTD to be provided ——}}

pkcs7-body-part,

The Application Specific Body Parts information object set has as its members the types of body part defined in other
Specifications, and defined for proprietary or private use:

ApplicationSpecificBodyParts EXTENDED-BODY-PART-TYPE ::= {
--any body part defined in other Specifications, or for proprietary or private use --
S

Some types of body part contain a single component, the Dafa component. Other types of body part contain two
components, Parameters and Data. The Parameters component, if defined, comprises information items that describe
the information object the body part represents, and typically contains format and control parameters. The Data
component is the information object itself.

12
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7.3.1 Extended Body Part

Every body part type defined in this Specification is defined as an instance of the Extended Body Part Type
information object class. Every body part type defined elsewhere shall be defined in the same way.

EXTENDED-BODY-PART-TYPE ::= CLASS {
&parameters TYPE-IDENTIFIER OPTIONAL,
&data TYPE-IDENTIFIER }

WITH SYNTAX { [PARAMETERS &parameters,] DATA &data }

An instance of the Extended Body Part Type information object class defines, by means of its &parameters field, the
type of the data value that is represented by the Parameters component of such a body part, and the Object Identifier
that identifies this Parameters component. The presence of the &parameters field implies the presence of the Parameters
component in every instance of that specific extended body part type; its omission implies the absence of the

& . . "
Pard TIVIVITS bUlllPUllL«llL pusy L«VL«l'y IIISTAIIvT.

An ifstance of the Extended Body Part Type information object class also defines, by means of its &data field, the type
of the data value that is represented by the Data component of such a body part, and the Object Identifier that-identifies
this PData component. The Object Identifier identifies the encoding rules for the body part. Those body ‘parts whose
types are defined in this Specification shall be encoded using ASN.1's basic encoding rules.

Spedific Extended body part types may be defined by users to convey any type of information~ebject. The definitions
in7.4.11,7.4.12, 7.4.14 and 7.4.15 give examples where the information object is an ASN.1 Type, while the exarhples
below show definitions for information objects not defined by ASN.1. User-defined Extended body part typef are
apprppriate where the recipient's UA will be configured to invoke a process to render that body part, but wherg the
requirement is to move information into the recipient's filestore the File Transfer body part (see 7.4.12) may be more
apprppriate.

Exarhples

An qrganisation has two products for which it wishes to define Extended)body parts. Its 'Simple Spreadsheet' ukes a
single file of octets for its data, while its 'Whizzbang Wordprocessof' always uses two related data files of dctets
(e.g.] one for format proforma, and one for the text using these profotma). The organisation has obtained a branch ¢f the
Objdct Identifier tree from its national registration authority, called“\here local-object-identifier.

The following definition is an Extended body part for the 'Simple Spreadsheet' data file, and the same object identifier
( { lgcal-object-identifier 1 } ) can be used for its Encoded Information Type:

simple-spreadsheet-body-part EXTENBED-BODY-PART-TYPE ::= {
DATA { OCTET STRING (TDENTIFIED BY { local-object-identifier 1 } } }

The [following definition is an Extended bodytpart for the "Whizzbang Wordprocessor' data files, with the fqrmat
profgrma file being placed in the Parameters component and the text file in the Data component. The same dbject
idenfifier as used for the Data component (“{’local-object-identifier 3 } ) can be used for its Encoded Information Type:

whizzbang-wordprocess8rt-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {(OCTET STRING IDENTIFIED BY { local-object-identifier 2 } 1},
DATA { JOCTET STRING IDENTIFIED BY { local-object-identifier 3 } } }
OTE 1 — This body part type enables the exchange of information objects of all kinds, each kind unambiguously identified.
his unambiguous identifiedtion relies upon the use of Object Identifiers. Object Identifiers are easily obtained, e.g., by nafional
bdies and private organizations. It is desirable that the identification is also unique, and anyone defining a data forrpat is
hcouraged to definfe and publicise an Extended body part for that format in order to remove the likely non-uniqueness iff such
efinition is left to/the users of that data format.

OTE 2 — If-an(Extended body part has a Parameters component, its Object Identifier is allocated at the same time and Ry the
me naming authority as that for the Data component, and must be different to it.

OTE 3=~"When a new Extended body part type and a new Encoded Information Type are defined and have a one tp one
lationship, then the same Object Identifier may be used for the data component and the Encoded Information Type.

Z a2 Z »nZ oo o427

a 4 e bods pnart othe H o ended- bods. part-m be biected-to-conversion—However—spec

f the
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7.3.2

Body Part Encoding
Each body part present in the Body of an IPM is represented as follows:
BodyPart ::= CHOICE ({
basic CHOICE {
ia5-text 0] IASTextBodyPart,
g3-facsimile 3] G3FacsimileBodyPart,
g4-classl 4] G4ClasslBodyPart,

[
[
[
teletex [5] TeletexBodyPart,
[
[

All b

An i
by tH

The
(see
A of]

IZER I R~ Ay A B A= - Bl w 4

videotex 6] VideotexBodyPart,
encrypted 8] EncryptedBodyPart,
message [9] MessageBodyPart,
mixed-mode [11] MixedModeBodyPart,
bilaterally-defined [14] BilaterallyDefinedBodyPart,
nationally-defined [7] NationallvyDefinedRodyPart

extended [15] ExtendedBodyPart}{{IPMBodyPartTable}}

ody part types are divided into two classes as follows:
a) Dbasic: Denoted by an integer (an ASN.1 context-specific tag).

All basic body part types are defined in this Specification. Each basic body past type also h:
equivalent extended body part definition.

b) extended: Denoted by an Object Identifier.

Some extended body part types are defined in this Specification. Some are-defined in other stan
(e.g., the ODA body part defined in ITU-T Rec. T.411 | ISO/IEC 8613-]1Y). Others may be defing
users. The extended body part type enables the exchange of information objects of any kind, each
unambiguously and uniquely identified.

hstance of the extended body part contains an information object whose semantics and abstract syntax are def
e Object Identifier which the body part carries. It has Parameters andData components.

ExtendedBodyPart { EXTENDED-BODY-PART-TYPE: IPMBodyPartTable} ::= SEQUENCE
parameters [0] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
data INSTANCE OF TYPE-IDENTIFIER“}
(CONSTRAINED BY {-- must correspond to the &parameters field and &data field
-- of a member of -- IPMBodyPartTable})

Parameters and Data components correspond to fields of the Extended Body Part Type information object
7.3.1). Hence each component is defined as an instance of the Type-Identifier information object class (see Al
ITU-T Rec. X.681 | ISO/IEC 8824-2).

ocument body parts, respectively, which aréno’longer defined. In ISO DP 9065, context-specific tags 12 and 13 denote
hd ISO6937Text body parts, respectively, which are no longer defined. In CCITT Recommendation X.420 (1984), C}
ecommendation X.420 (1988), and ISO/IEC 10021-7 : 1990, context-specific tag 2 denotes the Voice basic body part wh
p longer defined. These tags, therefore, are avoided in BodyPart.

OTE 2 — Under some circumstances, an IPM may be subjected to conversion while in transit between users. Such a trans
ent may alter a body part's type.

OTE 3 — The basic body, parttypes exist for purely historical reasons, predating the extended body part type.

OTE 4 — In editions ,ef\this Specification published before 1994, the Parameters and Data components of extended body
ere defined as Externals. When the single-ASN1-type encoding alternative of the External is used, the value of the encod
h External is idemtical with that of Type-Identifier. However, to accommodate the case where the octet-aligned enc
ternative is usedj\an associated type for the representation of the extended body part may be used on origination, and sho
ipported on'Teception. This associated type is assumed to be defined in an environment of EXPLICIT TAGS:

SEQUENCE {
parameters [0] IMPLICIT SEQUENCE {
direct-reference EXTENDED-BODY-PART-TYPE.&parameters.&id,

Hards
d by
kind

hoted

class
nnex

OTE 1 — In CCITT Recommendation X.420%(1984), context-specific tags 1 and 10 denote Telex and Simple Formaftable

ODA
CITT
ich is

ittal

parts
ng of
bding
1d be

encoding CHQICE {

single-ASN1-type [0] EXTENDED-BODY-PART-TYPE.&parameters.&Type,
octet-aligned [1] IMPLICIT OCTET STRING } } OPTIONAL,
data [UNIVERSAL 8] IMPLICIT SEQUENCE {
direct-reference EXTENDED-BODY-PART-TYPE.G&data.&id,
encoding CHOICE {
single-ASN1-type [0] EXTENDED-BODY-PART-TYPE.&data.&Type,
octet-aligned [1] IMPLICIT OCTET STRING } } }

If the Parameters or Data component is defined as an Octet String, or comprises octet-aligned data not defined using
ASN.1, its encoding may occupy either the single-ASN1-type alternative (as an explicitly tagged Octet String) or the
octet-aligned alternative (as an implicitly tagged Octet String). Otherwise, the encoding should occupy the single-
ASNI-type alternative.

14
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Standard Body Part Types

standard body part types defined in this Specification are enumerated below.

7.4.1 IAS Text

Anl

The

The

(e.g.
be fq

N
i

7.4.2
AG

The

AS Text body part represents IAS text. It has Parameters and Data components.
IASTextBodyPart ::= SEQUENCE {
parameters IAS5TextParameters,
data IASTextData}
ia5-text-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {IASTextParameters IDENTIFIED BY id-ep-ia5-text},
DATA {IAS5TextData IDENTIFIED BY id-et-ia5-text} }
IASTextParameters ::= SET {

repertoire [0] Repertoire DEFAULT ia5}

IASTextData ::= IAS5String

Parameters component comprises the following parameters:
a) Repertoire (D /45): Identifies the character set to which the Data component is constrained.

Repertoire ::= ENUMERATED {

ita2(2;,
ias (5)}

This parameter may assume any one of the following values:

i)  ITA2: The Data component shall be limited to the ITA2 (i.e., Teléx) character set.

ii) IA5: The Data component may draw upon the full A5 character set.

Pata component is the text, an IAS String. It may contain lines of anylength. Whenever the component is ren

displayed to or printed for a user), all (rather than only a part) of th¢ text must be communicated (e.g., lines
Ided but shall not be truncated).

OTE — Many terminals have a maximum line length of 80 charactets. Therefore, lines that do not exceed that length are
kely to be satisfactorily rendered (e.g., are most likely to avoid.being folded).

G3 Facsimile
B Facsimile body part represents Group 3 facsimile images. It has Parameters and Data components.
G3FacsimileBodyPart ::= SEQUENCE{
parameters G3FacsimilePafameters,
data G3FacsimileData}
g3-facsimile-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {G3FagsimileParameters IDENTIFIED BY id-ep-g3-facsimile},
DATA {@3FacsimileData IDENTIFIED BY id-et-g3-facsimile} }
G3FacsimileParameters ::= SET {
number -df “pages [0] INTEGER OPTIONAL,

non-bagi¢“parameters [1] G3FacsimileNonBasicParameters OPTIONAL}
G3FacsimilePata ::= SEQUENCE OF BIT STRING
Parameters component comprises the following parameters:

a) . Number-of-pages (O): Identifies the number of pages of Group 3 facsimile data present in the
component. A non-negative Integer.

b) Non-basic-parameters (C): Identifies the non-basic parameters (NBPs) for Group 3 facsimile

characterize the Data component. A G3 NBPs descriptor.

ered
may

most

Data

that

This conditional parameter may be absent if the data component is of basic G3 Facsimile type. If the data
component is of a non-basic type, it shall be present if (but not only if) the Body contains two or more

G3 Facsimile body parts. The absence of this parameter when the data component is of a non-basic
is discouraged.

type

NOTE - Its absence in these conditions provides compatibility with CCITT Recommendation X.420 (1984).

ITU-T Rec. X.420 (06/1999)
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The Data component is the facsimile images, a Sequence of Bit Strings, each encoding a single page of Group 3
facsimile data as dictated by ITU-T Recommendation T.4, but filled out to a multiple of 8 bits with additional zero bits,
and with each group of 8 bits reversed such that, for each page of the T.4 data:

the st bit in the T.4 data becomes the 8th bit in the G3FacsimileData bit string,

the 8th bit in the T.4 data becomes the 1st bit in the G3FacsimileData bit string,

the 9th bit in the T.4 data becomes the 16th bit in the G3FacsimileData bit string,

the 16th bit in the T.4 data becomes the 9th bit in the G3FacsimileData bit string, etc.

The Return-To-Control signal (defined in ITU-T Recommendation T.4) shall be present at the end of each page of T.4

data.

NOTE 1 — The Number-of-pages component identifies the number of elements in the Sequence that constitutes the Data
component and is thus redundant.

N
1

=B AR e I 2N = M v s B By AR B~ N A =>

ko]

7.4.3 G4 Class 1

A G

termjnals. It comprises a Sequence of interchange data elements;-defined in ITU-T Rec. T.415 | ISO/IEC 8613-5, v

desc

7.4.4 Teletex

A Teletex body part represents a Teletex document. It has Parameters and Data components.

The

16

¢ message that contains the [PM.
OTE 3 — Where the body part has been received from a facsimile terminal, the Return-To-Control signal may be encoded

ibject to error.

ze) it will be necessary to use a separate body part for each group of adjacent pages that have jthe/same parameter v,
xcept where the originator of the message deliberately requests separate body parts, all consegutive pages that have the
prameter values should be placed in a single body part. In particular, when receiving pages from-a facsimile terminal, if
bt of parameters are signalled, they should be compared with the parameters of the previous,page; a new body part shoy
Feated only if the parameters have changed.

OTE 5 — The G3 Facsimile body part is primarily intended for the conveyance of bitmap graphical data. ITU-T Rec
hd T.30 provide encodings which could, in principle, allow this body part to be used for a variety of other applications
le-transfer). However, more effective interworking will be achieved if these data‘types are encoded using more specific
brts (such as the file-transfer body part, see 7.4.12), or content-types (such as"EDI-messaging).

4 Class 1 body part represents a final-form document of the sott that is processable by Group 4 Class 1 facs

fibe the document's layout structure.
G4ClasslBodyPart ::= SEQUENCE OF Intefchange-Data-Element
g4-classl-body-part EXTENDED-BODY=PART-TYPE ::= {

DATA {G4ClasslBodyPart IDENTIFIED BY id-et-g4-classl} }

TeletexBodyPart ::=(SEQUENCE {
parameters (TeletexParameters,
data TeletexData}
teletex-body=part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {TeletexParameters IDENTIFIED BY id-ep-teletex},
DATA {TeletexData IDENTIFIED BY id-et-teletex} }
TeletexParameters ::= SET {
number-of -pages [0] INTEGER OPTIONAL,
telex-compatible [1] BOOLEAN DEFAULT FALSE,

non-basic-parameters [2] TeletexNonBasicParameters OPTIONAL}

TeletexData ::= SEQUENCE OF TeletexString

OTE 2 — If the Body comprises a single such body part, its NBPs may (but need not) be conveyed by means of the enyeldpe of

n the

rm that it was received from the terminal. Where received over an unreliable network, the Return-To-Control signal mpy be

OTE 4 — All of the pages in any one G3 Facsimile body part are required to have the same values for thehon-basic parameters.
Vhen a message is created containing facsimile data where pages have different values for these parameters’(e.g., different paper

lues.
same
new
1d be

. T4

(e.g.
body

mile
hich

arameters component comprises the tollowing parameters:

a) Number-of-pages (O): Identifies the number of pages of Teletex text present in the Data component. A

non-negative Integer.

b) Telex-compatible (D false): Indicates whether the document in the Data component is telex-compatible.

A Boolean.

If this parameter has the value frue, every Teletex String in the Data component shall be restricted t
ITA2 character set. No line shall exceed 69 characters in length.

o the

c¢) Non-basic-parameters (C): Identifies the NBPs for Teletex that characterize the Data component. A

Teletex NBPs descriptor.
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This conditional parameter may be absent if the data component is of basic Teletex type. If the

data

component is of a non-basic type, it shall be present if (but not only if) the Body contains two or more
Teletex body parts. The absence of this parameter when the data component is of a non- basic type is

discouraged.

NOTE - Its absence in these conditions provides compatibility with CCITT Recommendation X.420 (1984).

The Data component is the document, a Sequence of Teletex Strings, each of which encodes one of its pages. The text
of every page (including the first page of the document) shall be introduced either by Form Feed and Carriage Return or
by Carriage Return and Form Feed. This sequence shall be preceded by Identify Graphic Subrepertoire under the
conditions stated in CCITT Recommendation T.61.

NOTE 1 — The Number-of-pages component identifies the number of elements in the Sequence that constitutes the Data

component, and is thus redundant.

th

The

The
Synt]

7.4.4
An |

) I o e o
O OaY a

¢ message that contains the [PM.
OTE 3 — The initial Form Feed and Carriage Return on each page of a Teletex document is required( by’ C

Jecommendation T.61.

Videotex

deotex body part represents Videotex data. It has Parameters and Data components.

VideotexBodyPart ::= SEQUENCE ({
parameters VideotexParameters,
data VideotexData}
videotex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VideotexParameters IDENTIFIED BY id-ep=videotex},
DATA {videotexData IDENTIFIED BY id-et-videotex} }
VideotexParameters ::= SET {

syntax [0] VideotexSyntax OPTIONAL}

VideotexData ::= VideotexString

Parameters component comprises the following parameters:

a) Syntax (O): Identifies the syntax of the Data.comiponent. In the parameter's absence, the syntax sha
considered unspecified.

VideotexSyntax ::= INTEGER {
ids (o),
data-syntaxl (1)
data-syntax2 (2)

(3)

0
1
2
data-syntax3 (3

}
This parameter may assume.any one of the following values, each of which denotes as follows one
Videotex syntaxes defined in CCITT Recommendations T.100 and T.101:

i)  ids: The IDS syntax.

il) data-syntaxl:Data Syntax 1.

iii) data-syntex2: Data Syntax 2.

iv) data=syntax3: Data Syntax 3.

Data component is the Videotex data, a Videotex String. It shall conform to the Videotex syntax denoted b
hx parameter,

Enecrypted

11 be

f the

y the

Lncpypted body part represents the result of encrypting a body part of a type defined by this Specification. It has

Parameters and Data components.

EncryptedBodyPart ::= SEQUENCE ({
parameters EncryptedParameters,
data EncryptedData}
encrypted-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {EncryptedParameters IDENTIFIED BY id-ep-encrypted},
DATA {EncryptedData IDENTIFIED BY id-et-encrypted} }
EncryptedParameters ::= SET {
algorithm-identifier AlgorithmIdentifier,

originator-certificates ExtendedCertificates OPTIONAL,

EncryptedData ::= ENCRYPTED { BodyPart }

ITU-T Rec. X.420 (06/1999)
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The Parameters component comprises the following parameters:

a) Algorithm-identifier (M): Identifies the encryption algorithm used; see 8.5.10 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 and clause 8 of ITU-T Rec. X.509 | ISO/IEC 9594-8. Where this identifies a
symmetric algorithm, a session key may be conveyed in the Body Part Encryption Token in recipient-

extensions, see B.6.1.

NOTE — A symmetric algorithm may also be used where the message has a single recipient, or where the key is

shared between the originator and all recipients (e.g. a closed user group), and key management (distributi

on) is

performed outside the IPM. An asymmetric algorithm may be used directly for encryption of a body part (rather

than for encryption of a session key) if the message has a single recipient, or where a private key is s
between all recipients.

hared

b) Originator-certificates (C): This may be used to convey a verified copy of the public-asymmetric-

encryption-key of the originator who encrypted the body part (i.e. a Certificate), or the name

of a

The
(AS]

7.4.7

Directory entry containing the originator’s certificate, or multiple certificates (or Directory names), v
the public-asymmetric-encryption-key is verified with different certification paths or by(diff
certification authorities. This component shall be present only if the asymmetric encryption-algo
requires a key of both originator and recipient (for example, the Diffie-Hellman algorithm).” Wher
originator certificate is required but is not included within these parameters, then the oniginator certi
which may be present on the envelope shall be used. If no certificates are present,|it is assumed
another method (e.g. use of the Directory) is to be used to obtain a verified €opy of the origing
public key.

N.1) type BodyPart encoded in accordance with the Basic Encoding Rules of ITU=T\Rec. X.690 | ISO/IEC 882
Message
A Miessage body part represents an IPM and, optionally, its delivery envelope. It has Parameters and Data compong
MessageBodyPart ::= SEQUENCE ({
parameters MessageParameters,
data MessageData}
message-body-part EXTENDED-BODY-PART-TYPE y»= {
PARAMETERS {MessageParameters IDENTIFIED BY id-ep-message},
DATA {MessageData IDENTIFIED”BY id-et-message} }
MessageParameters ::= SET {
delivery-time [0] MessageDeliveryTime OPTIONAL,

The

The

Inclu
callef

If th
enve
comj

delivery-envelope [1] Othé?MessageDeliveryFields OPTIONAL}

MessageData ::= IPM

Parameters component comprises the following parameters:

a) Delivery-time (O): Thé\date and time the IPM was delivered. The presence of this component i
absence of the Deliyery-envelope component is discouraged.

b) Delivery-envelope(O): The IPM's other message delivery fields. For a delivered message, the preg
of this component in the absence of the Delivery-time component is discouraged.
Pata component is the IPM.

ding one IPM{n-another as described in the present clause is called forwarding that IPM. The enclosing IH
d the forwarding IPM, the enclosed IPM the forwarded IPM.

b forwarded IPM represents a previously submitted IPM (rather than a delivered IPM) then a simulated deli
lopel may be constructed to contain message-submission-time; the originator-name and this-recipient-
ponents of this envelope each contain the OR-address of the IPM's originator.

here
Eerent
ithm
e the
icate

that
tor’s

Data component is the encrypted body part, a Bit String. The bits of the Bit String/shall encrypt a data valyie of

b-1.

h the

ence

M is

very-
hame

NOTE 1 — The possible future inclusion of a message identifier in the Parameters component may be the subject of

standardization. Its present omission provides compatibility with CCITT Recommendation X.420 (1984).

NOTE 2 — That the IPM and purported delivery envelope of a Message body part are, in any sense, genuine is unverified.

7.4.8 Mixed-mode

future

A Mixed-mode body part represents a final-form document of the sort that is processable by mixed-mode Teletex
terminals and Group 4 Classes 2 and 3 facsimile terminals. It comprises a Sequence of interchange data elements,
defined in ITU-T Rec. T.415 | ISO/IEC 8613-5, which describe the document's layout structure.

18

MixedModeBodyPart ::= SEQUENCE OF Interchange-Data-Element

mixed-mode-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {MixedModeBodyPart IDENTIFIED BY id-et-mixed-mode} }

ITU-T Rec. X.420 (06/1999)
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7.4.9 Bilaterally Defined

A Bilaterally Defined body part represents an information object whose semantics and abstract syntax are bilaterally
agreed by the IPM's originator and all of its potential recipients. It comprises an Octet String.

BilaterallyDefinedBodyPart ::= OCTET STRING
bilaterally-defined-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {BilaterallyDefinedBodyPart IDENTIFIED BY id-et-bilaterally-defined} }

NOTE - The use of this body part type is discouraged. It predates the Extended body part type and is retained for backward
compatibility with CCITT Recommendation X.420 (1984). The Extended body part type provides the same capabilities and
more, and its use is preferred, e.g., because such use clearly distinguishes between the body parts defined by one community of
users and those defined by another.

7.4.10 _ Nationally Defined

A Nationally Defined body part represents an information object whose semantics and abstract syntax are fiatiopally
defirjed by a country whose identity is bilaterally agreed by the IPM's originator and all of its potential secipierts. It
comprises an Any.

NATIONAL-BODY-PARTS ::= CLASS {&Type}

NationallyDefinedBodyPart ::= NATIONAL-BODY-PARTS.&Type
-- Provided for Historic reasons. Use is strongly deprecated.

nationally-defined-body-part EXTENDED-BODY-PART-TYPE ::=
DATA {NationallyDefinedBodyPart IDENTIFIED BY id-et-nationally-defined} }

NOTE 1 — This body part type is intended for use in domestic communication where the ¢ountry in question is implicitly that of
the originator and all of the potential recipients.

NOTE 2 — The use of this body part type is discouraged. It predates the Extended body part type and is retained for backward
bmpatibility with CCITT Recommendation X.420 (1984). The Extended body part type provides the same capabilitieg and
ore, and its use is preferred, e.g., because such use clearly distinguishes between the body parts defined by one countrly and
those defined by another.

S5 O

7411 General Text

A Qeneral Text extended body part represents character téxt of a general nature. It has Parameters and [Data
components.

general-text-body-part EXTENDED-BODY{PART-TYPE ::= {
PARAMETERS {GeneralTextParaméters IDENTIFIED BY id-ep-general-text},
DATA {GeneralTextData IDENTIFIED BY id-et-general-text} }

GeneralTextParameters ::= SETOE CharacterSetRegistration

GeneralTextData ::= GeneralString

The [Parameters component comprises.a list of the character set registrations that are or may be present in the |Data
component. Each character set is represented by the registration number defined in the registration of that charactefr set,
regigtered in accordance with ISO 2375.

The [implicit character sets.(registration numbers 2 and 1) specified by the ASN.1 Basic Encoding Rules should be
pres¢nt in the Parameters eomponent if they are used.

CharacterSetRegistration ::= INTEGER (1..32767)

The [Data compofient comprises a single General String. Character set designators other than those for charactey sets
defirjed in the.Rarameters component shall not be used.

Eacll General String shall be encoded using 8-bit encoding (not 7-bit).

WitHinthe Data component, lines may be of any length. Whenever the component is rendered (e.g., displayed fto or
printed for a user), all (rather than only a part) of the text must be communicated (e.g., lines may be folded but shall not
be truncated).

For this extended body part type, extended EITs are defined (for the purposes of item ¢ of 20.4) as follows. One EIT is
used for each character set the Parameters component has explicitly identified. It is denoted by the Object Identifier
assigned to that character set.

This specification acts as the registration authority for such Object Identifiers, as follows. All the Object Identifiers are
allocated as leaves immediately under the single vertex representing this registration authority (id-cs-eit-authority). The
Object Identifier component identifying the character set represented by the leaf is the registration number of that
character set as allocated in accordance with ISO 2375.

EXAMPLE 1 — The extended EITs for Latin Alphabet number 1 (ISO 8859-1) are {id-cs-eit-authority 1} for the CO set,
{id-cs-eit-authority 6} for the GO set and {id-cs-eit-authority 100} for the G1 set.
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7.4.12 File Transfer

EXAMPLE 2 — The extended EITs for the Basic Multilingual Plane of ISO/IEC 10646-1 (16-bit encoding without restrictions on
combining characters) are {id-cs-eit-authority 176} for the GO set, {id-cs-eit-authority 1} for the basic CO set, and (if required)
{id-cs-eit-authority 77} for the C1 set of ISO 6429.

NOTE 1 — It is preferred that the list of characters sets within the Parameters component includes only the registration numbers
of those character sets which are actually used within the Data component.

NOTE 2 — The ASN.1 Basic Encoding Rules (ITU-T Recs. of the X.690-series | ISO/IEC 8825) provide default character sets
designated and invoked for GO and CO. These rules require that any other character set designators are inserted within the
encoding of the General String. However, since different editions of these rules specify different defaults, it is recommended that
all required G sets (even sets 2 or 6 for IAS) are explicitly designated. The G sets then have to be invoked using locking shift or
single shift control functions.

NOTE 3 — The registration numbers and the associated escape sequences for the character set designators are defined in the ISO
International Register of Coded Character Sets To Be Used With Escape Sequences. This is the register established in accordance
with ISO 2375.

A File Transfer body part represents an information object used to convey the contents, and optionally therattributes, of
a stored file. The file transfer body part is based on the file model defined in ISO 8571-2. It has Pararfieters and|Data

components.

7.4.12.1 Related Stored File Parameter

file-transfer-body-part EXTENDED-BODY-PART-TYPE ::=
PARAMETERS (FileTransferParameters IDENTIFIED BY id—ep—file-transfer},
DATA (FileTransferData IDENTIFIED BY id-et-file-transfer} }
FileTransferParameters ::= SEQUENCE {
related-stored-file [0] RelatedStoredFile OPTIONAL,
contents-type [1] ContentsTypeParameter DEFAULT document-type:

{ document-type-name {iso“Standard 8571
document -type (5) urstructured-binary(3)} },
environment [2] EnvironmentParameter OPTIONAL,
compression [3] CompressionParametet,/OPTIONAL,
1
1

file-attributes [4] FileAttributes OPTIQNAL,
extensions [5] ExtensionsField {QPTIONAL }
FileTransferData ::= SEQUENCE OF EXTERNAL

-- This conveys a sequence of data values representing filecontents;
-- The rules ]%r generating this sequence are implied byithe value of the contents-type parameter.

OTE — A number of elements of the FileTransferParametersvare of type GraphicString. The ASN.1 Basic Encoding Rules
becify that the encoding for these strings may include ISO/EEC 2022 escape sequences to designate and invoke graphic chafacter
bts. A default GO set is provided, but any other G sets that‘dre required must be explicitly designated and invoked. This requires
at implementations accept on reception various combinations of escape sequences and/or shift functions even if only IA5
haracters are supported. On origination, it is recommended that the default is ignored and that all required sets are explicitly
psignated and invoked using the appropriate ¢seape sequences and locking shift functions. For implementations wishing to
Figinate [AS characters, it is recommended that-¢haracter set 6 be invoked and designated (the octets required to achieve this are
SC, 2/8, 4/2, LS0).

=74

o oo

The felated stored file parametef indicates to the recipient any intended relationship between the file in this body| part
and gny file(s) held by the recipient. Stored files may be identified either by pathname or by reference to previous MHS

mesdages sent. Explicit relatipnships with stored files that may be indicated include:

The pyntax for this parameter is:

20

—  unspecified}
— anew file may be created using the contents in this body part;
— hg contents of an existing file may be replaced by the contents in this body part;

-+~ an existing file may be extended using the contents of this body part.

RelatedStoredFile ::= SET OF SEQUENCE {
file-identifier FileIdentifier,
relationship Relationship DEFAULT explicit-relationship: unspecified }

FileIdentifier ::= CHOICE ({
pathname-and-version [0] PathnameandVersion,
cross-reference [1] CrossReference }

PathnameandVersion ::= SEQUENCE {
pathname [0] Pathname-Attribute,
file-version [1] GraphicString OPTIONAL}

CrossReference ::= SEQUENCE {
application-cross-reference [0] OCTET STRING,
message-reference [1] MessageReference OPTIONAL,
body-part-reference [2] INTEGER OPTIONAL }

ITU-T Rec. X.420 (06/1999)
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MessageReference ::= SET

user ORName OPTIONAL,

-- Defined in 8.5.5 of ITU-T Rec. X411 | ISO/IEC 10021- 4

user-relative-identifier [1] PrintableString }
Relationship ::= CHOICE (

explicit-relationship [0] ExplicitRelationship,

descriptive-relationship [1] GraphicString }
ExplicitRelationship ::= INTEGER (

unspecified (0),

new-file (1),

replacement (2),

extension (3) }

The pathname option is intended for use in a manner consistent with ISO 8571-2, as amended by Amendment 1. It is a

sequ|
elem
N

A m

N
fi

A bg
cont

7.4.1

The
whig

The
nam

Pnice of elements, each of which represents a name component. When more than one element 1s encoded, thd
ent shall be the file name and the remaining elements shall be concatenated to represent the file name prefix,

ote 1 —ISO 8571-2 Amendment 1 renamed the "filename" attribute in ISO 8571-2 to the "pathname" attribute.

pssage reference has the following components:

a) User (C): Identifies the user who originated the referenced message. One of the user's OR-names.
conditional component shall be present unless the reference is an IPM identifier whieh does not conf
User component.

b) User-relative-identifier (M): Unambiguously identifies a message, distinguishing it from all
messages that the user who is identified by the User component originates. A Printable String of
zero to a prescribed number of characters. A length of zero is discouraged.

OTE 2 — The MessageReference shares the same value set with the IPMIdentifierg, ERIMIdentifier and VMIdentifier. Hg
le transfer body part is capable of referencing IPM, EDIM or VM messages.

dy part reference uniquely identifies a body part within a message. If is'for use when referencing a message W
ent type which includes body part references.

2.2 Contents Type Parameter

contents type parameter indicates the abstract data types of the contents of the file and the structuring inform

h is necessary if the complete file structure and semantics are to be maintained during the transfer of the file.
ContentsTypeParameter ::= Contents-Type-Attribute
Contents-Type-Attribute ::= CHOICE {
document -type [0] SEQUENCE {
document - type=hate Document - Type-Name,
parameter [0] DOCUMENT-PARAMETER. &Type OPTIONAL },

-- The actual types to be used for values of the parameter field
-- are defined-in the named document type.
constraint-set<and-abstract-syntax [1] SEQUENCE {
constraint-set-name Constraint-Set-Name,
abstract-syntax-name Abstract-Syntax-Name } }

Document -TypezName ::= OBJECT IDENTIFIER
DOCUMENT-PARAMETER ::= CLASS {&Type}
ConstraihtwSet-Name ::= OBJECT IDENTIFIER
Abstragt-Syntax-Name ::= OBJECT IDENTIFIER

value isteither a document-type name (optionally with parameters of the open type) or a pair of abstract s)
b and constraint set name. Each of these names is an Object Identifier.

first

This
ain a

bther
from

nce a

ith a

htion

The

document types Wthh may be used in th1s body part are:

a) unstructured text file (FTAM-1)
b) unstructured binary file (FTAM-3)
c) sequential binary file (FTAM-4)
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7.4.12.3 Environment Parameter

The environment parameter describes the environment (e.g., machine, operating system, and application) from which
the file originated. It has the following syntax:

The

EnvironmentParameter ::= SEQUENCE {
application-reference [0] Generalldentifier OPTIONAL,
machine [1] GeneralIdentifier OPTIONAL,
operating-system [2] OBJECT IDENTIFIER OPTIONAL,
user-visible-string [3] SEQUENCE OF GraphicString OPTIONAL }
Generalldentifier ::= CHOICE

registered-identifier [0] OBJECT IDENTIFIER,
descriptive-identifier [1] SEQUENCE OF GraphicString }

pplication-reference field is intended to be nsed for identifying application programs and versions The ma

hine

field
inter

7.4.1
The

7.4.1

The
new

Z

The
take
para

is intended to be used for executable code modules to indicate hardware platforms. The operating-systent fi
ded to be used to identify the operating system of the processor from which the file originated.

2.4 Compression Parameter
Compression parameter describes the compression type if the file is transferred in a compressedmode.
CompressionParameter ::= SEQUENCE (
compression-algorithm-id [0]

COMPRESSION-ALGORITHM. &id ({CompressionAldoyithmTable}),
compression-algorithm-param [1] COMPRESSION-ALGORITHM.‘&Type
({CompressionAlgorithmTable} {@compressivn-algorithm-id}) }

COMPRESSION-ALGORITHM ::= TYPE-IDENTIFIER

CompressionAlgorithmTable COMPRESSION-ALGORITHM ::

1]
—~
—

2.5 File Attributes Parameter

file attributes parameter conveys values of any of a set of optional*file attributes. When the recipient is to crg
file, these values are to be used in establishing the initial file attributes.

ote — Transfer of an attribute value to a recipient should be intefpreted as a request only; no particular recipient behavi
paranteed as a result.

file attributes are technically aligned with ISO 8571-2% The semantic descriptions of these attributes in ISO 8
precedence over the abbreviated descriptions given below. The file attributes which can be conveyed in
neter are:

pathname

permitted actions

storage account

date and time of creation

date and time of last modification
date and time of last réadiaccess
date and time of last attribute modification
identity of creator

identity of last-modifier

identity of-last reader
identityofilast attribute modifier
availability

object size

future object size

access control

1d is

ate a

bur is

71-2
this

22

tegat quatifications
private use
attribute-extensions

ITU-T Rec. X.420 (06/1999)


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/IEC 10021-7:2003 (E)

The syntax for the file attributes parameter is as follows:

FileAttributes ::= SEQUENCE {
pathname Pathname-Attribute OPTIONAL,
permitted-actions [1] Permitted-Actions-Attribute OPTIONAL,
storage-account [3] Account-Attribute OPTIONAL,
date-and-time-of-creation [4] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-modification [5] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-read-access [6] Date-and-Time-Attribute OPTIONAL,

date-and-time-of-last-attribute-modification

[7] Date-and-Time-Attribute OPTIONAL,
identity-of-creator [8] User-Identity-Attribute OPTIONAL,
identity-of-last-modifier [9] User-Identity-Attribute OPTIONAL,
identity-of-last-reader [10] User-Identity-Attribute OPTIONAL,
identity-of-last-attribute-modifier [11] User-Identity-Attribute OPTIONAL,
object-availability [12] Object-Availabilityv-Attribute

OPTIONAL,
object-size [13] Object-Size-Attribute OPTIONAL,
future-object-size [14] Object-Size-Attribute OPTIONAL,
access-control [15] Access-Control-Attribute OPTIONAL,
legal-qualifications [16] Legal-Qualification-Attribute
OPTIONAL,
private-use [17] Private-Use-Attribute OPTIONAL,
attribute-extensions [22] Attribute-Extensions-QBTIONAL }

The fypes of all the above components are defined below or imported from ISO 8571-4.

7.4.12.5.1 Pathname Attribute

The pathname attribute provides a file name.

Pathname-Attribute ::= CHOICE ({
incomplete-pathname [0] Pathname,
complete-pathname [23] Pathname }

7.4.12.5.2 Permitted Actions Attribute

The permitted actions attribute indicates the set of actions that can‘be’performed on the file.

7.4.12.5.3 Storage Account Attribute

The ptorage account attribute identifies the accountable authority responsible for accumulated file storage charges.

Account-Attribute ::= CHOICE ({
no-value-available [0] NULL,
-- Indicates partial supportofthis attribute
actual-values Account }

Account ::= GraphicString

7.4.12.5.4 Date and Time Attributes

The flate and time of creation attribute indicates when the file was created.

The flate and time of last medification attribute indicates when the contents of the file were last modified.

The flate and time of dastread access attribute indicates when the contents of the file were last read.

The flate and time of last attribute modification attribute indicates when the attributes of the file were last modified.
7.4.92.5.5 Identity Attributes

The jdentity of creator, identity of last modifier, identity of last reader, and identity of last attribute modifier attriputes
identify-the user(s) who created, last modified, and last read the file

User-Identity-Attribute ::= CHOICE {
no-value-available [0] NULL,
-- Indicates partial support of this attribute.
actual-values User-Identity }

User-Identity ::= GraphicString
7.4.12.5.6 Availability Attribute

The availability attribute indicates whether the file had (or should have) immediate or deferred availability (e.g.,
whether it was stored on permanently mounted or demountable storage media).
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7.4.12.5.7 Object Size Attributes
The object size attribute is set to the nominal size in octets of the complete file.

The future object size attribute indicates the nominal size in octets to which the file may grow as a result of
modification and extension.

7.4.12.5.8 Access Control Attribute

The access control attribute defines conditions under which access to the file is valid.

Access-Control-Attribute CHOICE {
no-value-available [0] NULL,
-- Indicates partial support of this attribute.
actual-values [1] SET OF Access-Control-Element }

(2]
[3]
[4]

BIT STRING

identity
passwords
location

{

Access-Request
read
insert
replace
extend
erase
read-attribute
change-attribute
delete-object

Access-Passwords SEQUENCE

read-password [0]
insert-password [1]
replace-password [2]
extend-password [3]
erase-password [4]
read-attribute-password [5]
change-attribute-password [6]
delete-password [7]
pass-passwords [8]

link-password

Password ::= CHOICE { graphic-~string

-- Ine semaniics of this aitribute are descrived in 15U 35 /1-2

Access-Control-Element = SEQUENCE {
action-list [0] Access-Request,
concurrency-access [1] Concurrency-Access OPTIONAL,

User-Identity OPTIONAL,
Access-
Application-Entity-Title OPTIONAL }

Passwords OPTIONAL,

Password,
Password,
Passwordy
Passwoxd,
Password,
Password,
Rassword,
Password,
Pass-Passwords,
Password }

GraphicString, octet-string OCTET STRING }

Pass-Passwords SEQUENCE yOF Password

Application-Entity-Title
ap-title AP=title,
ae-qualifier\AE-qualifier }

-- AP-title and AE-qualifier are defined in ITU-T Rec. X.227 | ISO/IEC 8650-1

SEQUENCE {

7.4.1
The

2.5.9 Legal Qualifications Attribute
egal qualifications attribute conveys information about the legal status of the file and its use.

7.4.1
The

2.5.10 _“Private Use Attribute

meaning of the private use attribute is not defined.

7.4.125H—Attribute Fxtensions:

The attribute extensions attribute allows for the inclusion of additional attributes in a manner consistent with
Amendment 1 of ISO 8571-2 and ISO 8571-4.

7.4.12.6 Extensions Parameter

The extensions parameter conveys information accommodated by no other parameter of the file transfer body part. The
syntax and usage of this field are the same as those of the extensions heading field specified in 7.2.17.

7.4.12.7 File Transfer Body Part Data

The data component of the body part contains the file contents being transferred.
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The syntax for representation of these contents is implied by the contents-type parameter. When this parameter specifies
a document type, the corresponding document type definition describes how to construct the data values representing
the file contents, and identifies the necessary abstract syntax(es). Where the file content comprises more than one data
value, each value is placed in a separate External in the FileTransferData. When the contents-type parameter specifies a
constraint set and abstract syntax, the contents comprise a sequence of one or more data values from the identified
abstract syntax.

For the purposes of FileTransferData, this Specification places additional restrictions on the encoding of the External
ASN.1 type, excluding some of the implementation options permitted by the ASN.1 Basic Encoding Rules in 8.18 of

ITU-

T Rec. X.690 | ISO/IEC 8825-1:

a) If the data value is a single ASN.1 type, the single-ASN1-type choice shall be used; the options to place a

BER-encoding of the data value in the octet-aligned or arbitrary choices are excluded.

A da
ASN
choi
addi

7.4.1

For this extended body part type, an extended EIT is defined (for the purposes of item ¢'0f20.4) by the object iden

id-ei

b) If the data value comprises an integral number of octets, but is not a single ASN.1 type, the octet-ali
choice shall be used; the option to place octet-aligned data in the arbitrary choice is excluded.

ta value comprising a single ASN.1 Octet String and a data value comprising octets which are not specified a
.1 type are considered equivalent, and either of the applicable encodings may be used (i.e. the single-ASNI1
e containing an explicitly tagged Octet String, or the octet-aligned choice containing just the"data octets wi
ional Octet String encoding).

2.8 Encoded Information Type

-file-transfer. This value shall be used in all instances of a message containing the File Transfer body part.

ened

b any

-type
hout

tifier

Addftional EITs may optionally be derived from each of the parameter ¢omponents Contents Type Paranpeter,

Envil

o'z hs 7

7.4.1

AV
comyj

N
I

Each
in th

ronment Parameter and Compression Parameter. If used, these shall be defived as follows:

a) If the Contents Type Parameter is encoded as document-type or specified by default, the additiona
is the Object Identifier assigned to that document typeIf the Contents Type Parameter is encod
constraint-set-and-abstract-syntax, two additional EITs are defined, having the values of the O
Identifiers assigned to the constraint-set-name and abstract-syntax-name.

b) If the Environment Parameter contains an application-reference which is encoded as an Object Ident
the additional EIT is the Object Identifier assigned to that application.

compression-algorithm-id.
OTE 1 — When a file-transfer body part is being(submitted by a UA which did not originally encode it (e.g., when forwarg

lessage), the information necessary to encode.the additional EITs may not be available. In this case, only the primary EIT
le-transfer needs to be used.

OTE 2 — The use of additional EITs where the recipient has not registered to allow reception of those EITs will cause
elivery. Practical use of additional EFTs'will therefore be subject to bilateral agreement between originator and recipient.

3 Voice

oice body part represents speech, or other types of audio data such as music. It has Parameters and
bonents.

OTE — The voice body part defined here replaces the basic voice body part specified in CCITT Rec. X.420 (1
BO/IEC 10021-75¢1990.

instance.of this body part in an IPM carries a single voice encoded message. The voice-encoding-type is speq
b voice.parameters component.

voice-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VoiceParameters IDENTIFIED BY id-ep-voicel,

EIT
bd as
bject

ifier,

c) If the Compression Parameter is present; the additional EIT is the Object Identifier assigned tp the

ling a
d-eit-

non-

Data

D38) |

ified

DATA {VoiceData IDENTIFIED BY id-et-voice} }

VoiceParameters ::= SEQUENCE {
voice-message-duration [0] INTEGER OPTIONAL, --/In seconds
voice-encoding-type [1] OBJECT IDENTIFIER,
supplementary-information [2] IA5String OPTIONAL }

VoiceData ::= OCTET STRING

The Parameters component contains the following components:

a) Voice-message-duration (O): the duration of the voice encoded data component in seconds.

b) Voice-encoding-type (M): an object identifier which identifies the voice encoding applied to the
portion of this body part.

ITU-T Rec. X.420 (06/1999)
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¢)

Supplementary-information (O): conveys additional information to advise the recipient of the content
of the voice encoded data component.

Four values for voice-encoding-type are defined by this Specification to identify voice encodings commonly used with
personal computers:

a)

b)

id-voice-11khz-sample: 1dentifies encoding as 8-bit linear-law samples at a nominal 11 Khz (11025 Hz)
sampling frequency. Each sample comprises a signed integer value in the range -128 to +127, bearing a
linear relationship to the amplitude of the analogue wave-form. Each sample is encoded as a single octet,
containing a 2's complement representation of the integer value, with the least significant bit of the value
in the least significant bit of the octet.

id-voice-22khz-sample: Identifies encoding as 8-bit linear-law samples at a nominal 22 Khz (22050 Hz)
sampling frequency. Each sample comprises a signed integer value in the range -128 to +127, bearing a

Two
telep

d)

hony:
a)

b)

linear relationship to the amplitude of the analogue wave-form. Each sample is encoded as a single pctet,
containing a 2's complement representation of the integer value, with the least significant bit ofithe’Yalue
in the least significant bit of the octet.

id-voice-cd-quality: 1dentifies encoding of 'Compact Disc' quality, as specified in IEC 908. Sampling
occurs at a rate of 44100 Hz. Each sample comprises two 16-bit values, for left and\right channelq of a
stereo pair, and is encoded as four octets in the following order: 8 least significant bits”of 'left' chantpel; 8
most significant bits of 'left' channel; 8 least significant bits of 'right' channel; |§ ‘most significant bjts of
'right' channel. Within each octet, the most significant bit of the sample is ptaced in the most significant
bit of the octet, and the least significant bit of the sample is placed in the least’significant bit of the ¢ctet.
The length of the data shall be a multiple of 4 octets.

id-voice-g711-mu-law: ldentifies pulse code modulation (PCM)~encoding at 8000 samples/sdc as
specified in CCITT Recommendation G.711, using p-law. Eachvalue specified by G.711 compripes 8
bits; each value is encoded as a single octet, with bit No,/1 (polarity bit) of the sample in the most
significant bit of the octet, and bit No. 8 (the least significant bit) encoded in the least significant bit of
the octet.

NOTE - The ability of individual implementations teN\record or replay voice body parts will be limitgd by

hardware capabilities. In some cases the sampling rate’ will be slightly higher or lower than the nomingl rate
specified, or interpolation will be required to match/h1 Khz samples with hardware capable of only 22 Khz.

further values for voice-encoding-type are defined, to identify voice encodings commonly used in djgital

id-voice-g726-32k-adpcm: ldentifies~32 kbit/s adaptive differential pulse code modulation (ADHCM)
encoding as specified in CCITT Reeommendation G.726. The 4-bit code words of the G.726 encqding
shall be packed into the octets ©f'the OCTET STRING as follows: the first code word is placed ip the
four least significant bits of the first octet, with the least significant bit of the code word in the[least
significant bit of the octet; the second code word is placed in the four most significant bits of thd first
octet, with the most significant bit of the code word in the most significant bit of the octet. Subsequent
pairs of code words.shall be packed in the same way into successive octets, with the first code word of
each pair placed ‘in’the least significant four bits of the octet. It is preferred that the voice sampje be
extended with'silence such that the encoded value comprises an even number of code words. Howeper, if
the voice sample comprises an odd number of code words, then the last code word shall be discarded.

id-voice-g728-16k-1d-celp: ldentifies 16 kbit/s low-delay code excited linear prediction (LD-CELP)
encoding as specified in CCITT Recommendation G.728. The 10-bit code words of the G.728 encgding
shall be packed into the octets of the OCTET STRING by considering groups of four code worfls as
follows.

The eight least significant bits of the first code word are placed in the first octet, with the least signifiicant
bit of the code word as the least significant bit of the octet. The two most significant bits of the first|code

26

word are placed in the two least signilicant bits ol the second octet, with the less signilicant of the bits
from the code word as the least significant bit of the octet. The six least significant bits of the second
code word are placed in the six most significant bits of the second octet, with the most significant bit of
those taken from the code word as the most significant bit of the octet. The four most significant bits of
the second code word are placed in the four least significant bits of the third octet, with the least
significant of the bits from the code word as the least significant bit of the octet. The four least
significant bits of the third code word are placed in the four most significant bits of the third octet, with
the most significant bit of those taken from the code word as the most significant bit of the octet. The six
most significant bits of the third code word are placed in the six least significant bits of the fourth octet,
with the least significant of the bits from the code word as the least significant bit of the octet. The two
least significant bits of the fourth code word are placed in the two most significant bits of the fourth
octet, with the most significant bit of those taken from the code word as the most significant bit of the
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octet. The eight most significant bits of the fourth code word are placed in the fifth octet, with the most
significant bit of the code word as the most significant bit of the octet.

Subsequent quadruplets of code words shall be packed in the same way into successive groups of five
octets, with the eight least significant bits of the first code word of each group placed in the first octet. It
is preferred that the voice sample be extended with silence such that the encoded value comprises a
multiple of four of code words. However, if the voice sample comprises a number of code words which
is not a multiple of four, then the last remaining code words (i.e., those in excess of an exact multiple of
four) shall be discarded.

The Data component is the digital encoding of the voice, an Octet String. The encoding is specified by the value of the
voice-encoding-type component of the Parameters.

For
each

7.4.14
A R¢

The
1SO

Ifre

gpnerating the report body part provide an option to allow the user to choose whether to include the Returned Content.

is extended body part type, extended EITs are defined for the purposes of item ¢ in 20.4. One EIT is defined for

voice body part; it comprises the value of the voice-encoding-type component of the Parameters.

port body part represents an MTS Report. It has a Data component.

rned-content is present in the MTS Report, it is a local matter whether it is copied into the report body part.

Report

report-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {ReportDeliveryArgument IDENTIFIED BY id-et-report} }

Pata component is the argument of the MTS Report-delivery abstract-operation (see 8:3.1.2 of ITU-T Rec. X}§411 |
[EC 10021-4).

OTE - Forwarding of delivery reports containing returned content may presenta-security risk. It is desirable that| UAs

74.15 Notification
A Notification body part represents an /PN and, optionally, itssdelivery envelope. It has Parameters and [Data
components.
notification-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {MessageParameters IDENTIFIED BY id-ep-notification},
DATA {IPN IDENTIFIED BY idiet-notification}
The Parameters component is identical to that for a message body part and is defined in 7.4.7.
The Pata component is the /PN.
If refurned-ipm is present in an NRN, it is a loeal matter whether it is copied into the notification body part.
NOTE - Forwarding of notifications contaihing returned IPMs may present a security risk. It is desirable that UAs generating the
nptification body part provide an optiofnto allow the user to choose whether to include the Returned IPM.
7.4.16 Forwarded Content
A Fgrwarded Content body part represents a message (not necessarily an IPM) which has been previously transferred
by tHe MTS. It has Parameters and Data components.
A family of these body parts is defined, one for each possible content-type. It is therefore possible to forward a megsage
of arly type, using th€-appropriate forwarded content body part.
Thede body parts/are defined using the following template:

content-body-part {ExtendedContentType:content-type} EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {ForwardedContentParameters IDENTIFIED BY
{id-ep-content -- concatenated with content-type -- content-type}},

DATA {Content IDENTIFIED BY {id-et-content --concatenated with content-type --
content-type}}}
ForwardedContentParameters ::= SET {

delivery-time [0] MessageDeliveryTime OPTIONAL,

delivery-envelope [1] OtherMessageDeliveryFields OPTIONAL,

mts-identifier [2] MessageDeliveryIdentifier OPTIONAL,

submission-proof [3] SubmissionProof OPTIONAL }
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To realise an instance of this family of body parts, the values of Object Identifiers to identify the Parameters and Data
components are constructed by concatenating the prefixes id-ep-content and id-et-content respectively with the Object
Identifier defined for the content-type of the message to be forwarded. For example, to forward a message of the
inner-envelope content-type (see ITU-T Rec. X.411 | ISO/IEC 10021-4), the parameters would be identified by
{ id-ep-content id-cont-inner-envelope } or {26 1111726331 }:

The

inner-envelope-content-body-part EXTENDED-BODY-PART-TYPE ::=
content-body-part {id-cont-inner-envelope}

Parameters component comprises the following parameters:
a) Delivery-time (O): The date and time the original message was delivered.
b) MTS-identifier (O): The MTS identifier assigned to the original message.

Deali 1 LON-T1a. -t 1 1 +la. Jdals £ald
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envelope, if the content represents a message previously submitted to the MTS.

d) Submission-proof (C): The proof-of-submission of the original message together with the assediated
certificate of the public key of the MTA which generated that proof and the messagg-submispion-

SubmissionProof ::= SET
proof-of-submission [0] ProofOfSubmission,
originating-MTA-certificate [1] OriginatingMTACertificatie,
message-submission-envelope MessageSubmissionEnvelopg}
The Pata component is the Content of the original message.
Wheh forwarding an IPM, the Message body part (see 7.4.7) should be used unléss)it is necessary to represerft the

mesdage in precisely the form that was transferred by the MTS.

N
tl

a

If th
nece

NOTE 2 — While the components of the parameters are optional (to eds¢ implementation in simple applications), for

bplications their omission would render the body part useless.

OTE 1 — An example of a case where it may be necessary to use the forwarded content body part to forward an IPM is yhere
¢ content of the original message is encrypted or secured by content-integrity-check. Use of the forwarded content body fart in
these cases allows the recipient to verify the security arguments.

many

b original message’s delivery envelope contains a message-token which contains encrypted-data then it mgy be
ksary to create a Forwarded Content Token (see B.6.2) fér‘each recipient of the forwarding IPM. This is reqyired,
for example, when an asymmetric algorithm is used for enetypted-data that contains a content-confidentiality-key.

For this extended body part type, extended EITs are defined for the purposes of item ¢ in 20.4. One EIT is defingd for

each

7417 PKCS7

forwarded content body part; it comprises the Object Identifier which identifies the Data component.

A PKCS7 body part represents an information object which has had some public key cryptographic service applied,

typidally encryption or signature. It pravides a mechanism for securing an information object without using an enc

spec

remqved from the messaging system whilst preserving its security information.

N
1

il
H
W
N

I

NOTE 1 — When it is required that the receiving MHS system should verify or decrypt security parameters then use of

fic to any messaging system (€.g* the ASN.1 BodyPart syntax), thus allowing the secured information object

be exported from MHS,

pkcs7-bgdy~part EXTENDED-BODY-PART-TYPE ::= {
DATA { ContentInfo IDENTIFIED BY id-et-pkcs7 } }

he Data component is the PKCS#7 ContentInfo type.

hichtidentifies the Data component.
OTE 2 — If a PKCS7 body part contains encrypted data and uses an asymmetric key encryption algorithm, the origir

ding
(o be

MHS

bcurity services is recommeénded; the PKCS7 body part is recommended when the secured object plus its security parameters are

or thiscextended body part type an extended EIT is defined for the purposes of item c in 20.4; it comprises the Object Ideftifier

ating

MS-user will only be able to decrypt this data from a stored copy of the IPM if a RecipientInfo is included for the originating

IPMS-user within the PKCS#7 ContentInfo. Forwarding an IPM that contains a PKCS7 body part that contains encrypted data
that uses an asymmetric key encryption algorithm is unlikely to be useful, as the recipient of the forwarded IPM is unlikely to be
able to decrypt the PKCS7 body part.

28
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Interpersonal Notifications

An interpersonal notification (IPN) is a member of a secondary class of information object conveyed between users in
Interpersonal Messaging.

IPN ::= SET {
-- common-fields -- COMPONENTS OF CommonFields,
choice [0] CHOICE (
non-receipt-fields [0] NonReceiptFields,
receipt-fields [1] ReceiptFields,
other-notification-type-fields [2] OtherNotificationTypeFields}}

An IPN may take any of the following forms:

a) non-receipt notification (NRN): An IPN that reports its originator's failure to receive or accept an IPM.

The
shalll
shalll

N
T

An 4
recip
whig

The

subj
enve
field
foun|
as it
else

-0 Z

NRN ::= IPN (WITH COMPONENTS {

choice (WITH COMPONENTS { non-receipt-fields PRESENT }) })

b) receipt notification (RN): An IPN that reports its originator's receipt, or his expected and arrg
future receipt, of an IPM.

RN ::= IPN (WITH COMPONENTS {
choice (WITH COMPONENTS { receipt-fields PRESENT }) })
c) other notification (ON): An IPN that reports some other event concerning an TPM.

ON ::= IPN (WITH COMPONENTS {

choice (WITH COMPONENTS
{ other-notification-type-fields PRESENT }) })

nged

This version of the Specification defines two ONs, which arednstances of advice notification. Additional

uses of ON may be defined in future versions of the Specification to support extended semantics
IPN, such as secure notifications.

[PM to which an IPN refers is called the subject IPM. Only a UA to which the subject IPM is actually deliy
originate an IPN relating to it, and it shall originate at:mest one such NRN or RN, and one or more ONs W
be conveyed to the subject IPM's originator alone.

OTE 1 — An IPM originator may receive an ON indicatihg that the ON’s originator is temporarily absent, and subseqy
ceive an RN when the IPM is eventually received.

ctual recipient shall originate an IPN only in‘accordance with the Notification-requests component of the su
ient specifier. The subject recipient specifier is that recipient specifier in the subject [IPM's Heading as a res;
h the subject IPM is delivered to that Gser.

subject recipient specifier is deté€rmined by examining the Sequences of recipient specifiers that constitut
ct IPM's Primary, Copy, Blind\Copy, and Circulation List Recipients heading fields, and Blind Copy Recip
lope field. The fields are examined in the order in which they are mentioned in the preceding sentence. Within
the specifiers are examined in the order in which they appear there. The subject recipient specifier is the firs
H whose Recipient component has as its value an OR-descriptor whose Formal-name component is present an

bf an

rered
thich

ently

bhject
it of

b the
ients
each

[ one
 has

value the value of-either the OR-name from the first element of the redirection-history argument (if presenjt) or

he this-recipienf*name argument of the Message Delivery operation.

OTE 2 — In the,case where the subject IPM has been delivered as a result of DL Expansion, an IPN is not generated. Thi
Fder to prevent'inadvertent disclosure of the membership of the DL (which should be the subject of the DL policy). How
Ns maysbergenerated in the case of Redirection or alias OR-names.

An
foll

N comprises a Set of information items called notification fields (or fields), each of which is of one o
ing classes:

is in
ever,

f the

a) common field: A notification field applicable to both NRNs and RNs.

b) non-receipt field: A notification field applicable to NRNs alone.

c) receipt field: A notification field applicable to RNs alone.

d) other notification type field: A notification field applicable to ONs alone.

The structure of an IPN is depicted in Figure 2.

The fields, in each of the above classes, that may appear in an IPN are defined and described below.

ITU-T Rec. X.420 (06/1999)
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8.1
The

Common Fields
common fields are defined and described below.
CommonFields ::= SET {
subject-ipm SubjectIPMField,
ipn-originator [1] IPNOriginatorField OPTIONAL,
ipm-intended-recipient [2] IPMIntendedRecipientField OPTIONAL,
conversion-eits ConversionEITsField OPTIONAL,

notification-extensions [3] NotificationExtensionsField OPTIONAL}

8.1.1 Subject IPM

The Subject IPM common field (M) contains the value of the This IPM field of the subject IPM. It comprises an IPM
identifier.

SubjectIPMField ::= IPMIdentifier

8.1.2 IPN Originator

The

If th
is th

[PN Originator common field (O) identifies the IPN's originator. It comprises an OR-descriptor.

IPNOriginatorField ::= ORDescriptor

value of the Recipient component of the subject recipient specifier.

8.1.3 IPM Intended Recipient

The

[IPM Intended Recipient common field (C) identifies the originally specitfied recipient which gave rise t

subj¢ct IPM's delivery to the IPN's originator. It comprises an OR-descriptor.

The
spec
This
subj{
subj{

IPMIntendedRecipientField ::= ORDescriptor

fier.

ct recipient specifier contained another, non-preferred; OR-address of the same user.

Common Field 1

Common Field 2

Common Field i

b IPN's originator is a intended recipient of the subject IPM, the OR-descriptor above shall\be precisely that which

h the

DR-descriptor above shall be precisely that which is the value of the Recipient component of the subject recipient

conditional field shall be present if, and only if, the OR-address of the IPN's originator is different from that qf the
ct recipient specifier, i.e. when the IPN's originator received the message as a result of redirection, or wherg the

30

(always)
(If NRN) (IfRN)
.. Common Fields L
Non-Receipt Field 1 . o Receipt Field 1
Non-Receipt Field n Receipt Field n

X.420_F02

Figure 2 — An Interpersonal Notification
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8.14 Conversion EITs

The Conversion EITs common field (C) identifies the EITs of the subject IPM upon delivery to the IPN's originator. It
comprises an EITs descriptor.

ConversionEITsField ::= EncodedInformationTypes

This conditional field shall be present if, and only if, the IPM was subjected to conversion for delivery to the IPN's
originator.

8.1.5 Notification Extensions

The Notification Extensions common field (O) allows for future extensions to the IPN.

NotificationExtensionsField ::= SET OF IPMSExtension {{ NotificationExtensions }}
NotificationExtensions IPMS-EXTENSION ::= {

ipn-security-response |

PrivateIPMSExtensions, ... }

Notification extensions for IPMS Security are defined in Annex B. There are no other notification extensions definied in
this yersion of the Specification.

8.2 Non-receipt Fields
The hon-receipt fields are defined and described below.
NonReceiptFields ::= SET ({
non-receipt-reason [0] NonReceiptReasonField,
discard-reason [1] DiscardReasonField OPTIONAL)

1
1
auto-forward-comment [2] AutoForwardCommentField<OPTIONAL,
1
1

returned-ipm [3] ReturnedIPMField OPTIONAL,
nrn-extensions [4] NRNExtensionsField OPTIONAL}
8.2.1 Non-receipt Reason
The [Non-receipt Reason non-receipt field (M) indicates why the"\NRN's originator has not received the subject|{IPM

(even though it was delivered to him).

NonReceiptReasonField ::= ENUMERATED {
ipm-discarded (0),
ipm-auto-forwarded (1),

}

This[field may assume any one of the following yaltes:

a) ipm-discarded: The IPM was discarded. This case is further illumined by the Discard Reason field.

b) ipm-auto-forwarded: The'IPM was auto-forwarded. This case is further illumined by the Auto-foryard
Comment field.

8.2.2 Discard Reason

The PDiscard Reason non-feceipt field (C) indicates why the subject IPM was discarded (subsequent to its delivdry to
the NRN's originator and prior to its receipt).

[ ITY-T version:

DisgardReasonField ::= ENUMERATED ({
ipm-expired (
ipm-obsoleted (
user-subscription-terminated (
not-used (

| ISO/IEC version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),
-- The following value may not be supported b
-- implementations of earl)z{er versions of this S]V)eciﬁcation
ipm-deleted (3),
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This

field may assume any one of the following values:

a) ipm-expired: Auto-discard was in effect, expired IPMs were being discarded, and the time identified by

the subject IPM's Expiry Time heading field had arrived.

b) ipm-obsoleted: Auto-discard was in effect, obsolete IPMs were being discarded, and the Obsoleted IPMs

heading field of another IPM, delivered to the NRN's originator, identified the subject IPM.

c) user-subscription-terminated: The Interpersonal Messaging subscription of the NRN's originator was

terminated.

[ ITU-T version:

d) not-used: Implementations shall not generate this value. However, since this value is used by
implementations conforming to ITU-T Recs. of the X.400-series | ISO/IEC 10021 to indicate

|

This
of th|

ipm-deleted, messages may be encountered that contain this value.

| ISO/IEC version:

d) ipm-deleted: The subject IPM was deleted before receipt occurred. Where a message stare.1s invo
deletion occurred before the IPM's status became processed.

conditional field shall be present only if the Non-receipt Reason field has the value ipm-discarded. In the abs
Is field the reason for discarding is not specified.

8.2.3 Auto-forward Comment

The

origipator. It comprises a Printable String[ of from zero to a prescribed number-of characters (see annex L), chosen
the Hrintable String character set|]. A length of zero is discouraged.

The
oper.

This

AutoForwardCommentField ::= AutoForwardComment

AutoForwardComment ::= PrintableString %SIZE (0..ub-auto-forward-comment))

value of this field shall be precisely the auto-forward-cominent argument of the Change Auto-forwarding ab
hition as a result of which the subject IPM was auto-forwarded.

conditional field shall be present if, and only if,thie Non-receipt Reason field has the value ipm-auto-forwg

and the auto-forward-comment argument above was-supplied.

8.2.4 Returned IPM

The

This

Returned IPM non-receipt field (C) is_precisely the subject IPM.

ReturnedIPMField ::= IPM

conditional field shall be present if, and only if, ipm-return is among the values of the Notification-req

component of the subject regipient specifier and the subject IPM was not subjected to conversion for delivery t|
NRN's originator.

8.2.5 NRN Extensions

The

NRN Extensions field (O) allows for future extensions to the structure of an NRN.
NRNExtensionsField ::= SET OF IPMSExtension {{ NRNExtensions }}

NRNEXtenSionsiIPMS—EXTENSION ti= {
PrivateIPMSExtensions,

lved,

ence

Auto-forward Comment non-receipt field (C) is information pre-supplied for this purpose by the NRN's

from

tract

rded

uests
b the

There are no NRN Extensions defined in this version of the Specification.

8.3

Receipt Fields
The receipt fields are defined and described below.
ReceiptFields ::= SET {
receipt-time [0] ReceiptTimeField,

32

acknowledgment-mode [1] AcknowledgmentModeField DEFAULT manual,
suppl-receipt-info [2] SupplReceiptInfoField OPTIONAL,
rn-extensions [3] RNExtensionsField OPTIONAL}
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8.3.1 Receipt Time

The Receipt Time receipt field (M) identifies when the RN's originator received the subject IPM. It comprises a date
and time.

ReceiptTimeField ::= Time
8.3.2 Acknowledgment Mode

The Acknowledgment Mode receipt field (D manual) identifies the manner in which the RN was originated.

AcknowledgmentModeField ::= ENUMERATED {
manual (0),
automatic (1)}

Th £oald £alo o 11 . 1
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a) manual: The RN was originated by means of the Originate RN abstract operation.
b) automatic: The RN was originated as a result of auto-acknowledgment.
8.3.3 Suppl Receipt Info

The Suppl Receipt Info receipt field (O) gives supplementary information about the receipt of-the subject IPM bjy the
RN'{ originator. It comprises a Printable String[ of from zero to a prescribed number of characters (see ITU-T|Rec.
X.411), chosen from the Printable String character set|].

SupplReceiptInfoField ::= SupplementaryInformation
8.34 RN Extensions

The RN Extensions ficld (O) allows for future extensions to the structure of arf RN.

RNExtensionsField ::= SET OF IPMSExtension {{ RNExtémnsions }}
RNExtensions IPMS-EXTENSION ::= {
PrivateIPMSExtensions, ... }

Therg are no RN Extensions defined in this version of the Specification.

8.4 Other Notification Type Fields
The pther notification type fields are defined and described below.
OtherNotificationTypeFields ::= “SET OF IPMSExtension {{ OtherNotifications }}
OtherNotifications IPMS-EXTENSION ::= {
AdviceNotificationg |
PrivateIPMSExtensions, ... }
AdviceNotifications IBMS-EXTENSION ::= {

absence-advice) |
change-of-address-advice,

An advice notification (AN)'is a type of ON that reports its originator’s (temporary) absence, or (permanent) change of
address. The absence,advite and change of address advice fields together constitute the advice notification fields.

NOTE — The Absence’ Advice and Change of Address Advice fields may both be present in the same AN.

8.4.1 Absénce Advice

The Absence Advice advice notification field (O) indicates that the AN’s originator is unable to receive the IPM at the
pres¢nttime. It contams information previously supplied for the purpose by the AN’s orlgmator and comprises an|[PM

bod‘ Bart 1 r 1 4 ol ¢l + 1 dabla +o a1 + ~FfIDN Mo Tl 1 thlS
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field shall be that of the corresponding field of the registered IPM auto-advise auto-action responsible for causing the
generation of the AN.

absence-advice IPMS-EXTENSION ::= {
VALUE AbsenceAdvice, IDENTIFIED BY id-on-absence-advice}

AbsenceAdvice ::= SEQUENCE {
advice BodyPart OPTIONAL,
next-available Time OPTIONAL
-- at least one component shall be present -- '}
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8.4.2 Change of Address Advice

The Change of Address Advice advice notification field (O) indicates a change of address for the AN’s originator. It
contains information previously supplied for the purpose by the AN’s originator, and comprises an OR-descriptor, and,
optionally, the time from which the new address will be effective. The value of this field shall be that of the
corresponding field of the registered IPM auto-advise auto-action responsible for causing the generation of the AN.

change-of-address-advice IPMS-EXTENSION ::= {

VALUE ChangeOfAddressAdvice, IDENTIFIED BY id-on-change-of-address-advice}
ChangeOfAddressAdvice ::= SEQUENCE ({

new-address [0] ORDescriptor (WITH COMPONENTS {

formal-name PRESENT }),
effective-from [1] Time OPTIONAL }

OTE - For example, Change of Address Advice may be used where the Redirection of incoming messages element of seryice is
npt available.

Z
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SECTION 3 — ABSTRACT SERVICE DEFINITION

9

Overview

This section defines the abstract service that characterizes Interpersonal Messaging, and describes the environment in
which that service is supplied and consumed. It does both using the abstract service definition conventions of
ITU-T Rec. X.402 | ISO/IEC 10021-2.

This

section covers the following topics:
a) Primary object types;
b) Primary port types;

10
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¢) Abstract operations;
d) Abstract errors;
e) Other capabilities.

Primary Object Types

environment in which Interpersonal Messaging takes place can be modelled as an abstract object which is herg
red to as the Interpersonal Messaging Environment (IPME).

h refined (i.e., functionally decomposed), the IPME can be seen to comprise lesserjobjects which interact by
rts.

lesser objects are referred to as the primary objects of Interpersonal Messaging. They include a single, cqg
t, the Interpersonal Messaging System (IPMS), and numerous periphetal objects called Interpersonal Messd
m users (IPMS users).

structure of the IPME is depicted in Figure 3.

primary object types are defined and described below. The types of ports by means of which they interad
ssed in clause 11.

Origination Origination
O ' ) ]
Reception Reception
[ L]
.‘ ' }
Management Management

X.420_F03

Figure 3 — The Interpersonal Messaging Environment

Interpersonal Messaging System User

after
eans
ntral

ging

t are

An Interpersonal Messaging System user (IPMS user) is a user that engages in Interpersonal Messaging. An I

user

originates, receives, or both originates and receives information objects of the types defined in section two.

ipms-user MHS-OBJECT ::= {
INITIATES {ipms-access-contract}
D id-ot-ipms-user }

ipms-access-contract CONTRACT ::=
INITIATOR CONSUMER OF {origination | reception | management} }

The IPME comprises any number of IPMS users.
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NOTE 1 — As its name suggests, Interpersonal Messaging is typically an activity of people. Often, therefore, this Specification
uses personal pronouns (e.g., "he") to refer to IPMS users. This practice, however, is not intended to preclude other, atypical uses

of

Interpersonal Messaging in which IPMS users are not people.

NOTE 2 - For brevity, the term "user" is used throughout the rest of this Specification with the meaning of "IPMS user".

10.2

Interpersonal Messaging System

The Interpersonal Messaging System (IPMS) is the object by means of which all users communicate with one another
in Interpersonal Messaging.

ipms MHS-OBJECT ::= {
RESPONDS {ipms-access-contract}
D id-ot-ipms }

The [PME comprises exactly one IPMS.

11

Primary Port Types

The primary objects of Interpersonal Messaging are joined to and interact with one another by means of ports. 1

porty,
type

11.1

which the IPMS supplies, are referred to as the primary ports of Interpersonal Messaging: They are of the
defined below.

NOTE - In clause 16 to follow, the IPMS is decomposed into still lesser objects, amongs/which is the MTS. This fl
apticipated in the present clause by the inclusion of certain MTS capabilities in the IPMS Abstract Service.

Origination

An drigination port is the means by which a single user conveys to the IPN¥LS messages containing information o
of the types defined in section two. Through such a port the user ofiginates interpersonal messages and rd
notiffcations. In addition, the user may originate probes through such a“port.

The [PMS supplies one origination port to each user (with the excéption of indirect users served by PDAUs--see 16

11.2

A rec

Reception

eption port is the means by which the IPMS convéys to a single user messages containing information obje

the fypes defined in section two. Through such a-port the user receives interpersonal messages and interper.
notiffcations. In addition, the user may receive reports through such a port.

The [PMS supplies one reception port to eachuser.

11.3

The

Management

nagement port is the meahs;by which a single user changes information about himself on file with the IPM

A m
mealrs of such a port the user@nables and disables auto-discard, -acknowledgment, and -forwarding.

IPMS supplies one,~management port to each user (with the exception of indirect users serve

PDAUs--see 16.5).

12

Abstract Operations

The [PMS Abstract Service is the set of capabilities that the IPMS provides to each user by means of one originz
one feception, and one management port. Those capabilities are modelled as abstract operations, which may enco|

hese
three

het 1S

jects
ceipt

5).

ts of
onal

b. By

by

tion,
inter

abstract errors when invoked.

The abstract operations available at origination, reception, and management ports, respectively, are defined and
described below. The abstract errors they may provoke are the subject of clause 13.

NOTE 1 — The IPMS Abstract Service involves neither abstract bind nor abstract unbind operations.

NOTE 2 — The IPMS authenticates (i.e., establishes the identity of) the typical user before offering the IPMS Abstract Service to
him. By this means it can verify, e.g., that the user is an IPMS subscriber. Authentication, where required, is implicit (rather than
explicit) in the definition of the IPMS Abstract Service.

NOTE 3 — The purpose of the IPMS Abstract Service definition is not to prescribe the user interfaces of implementations of
portions of the IPMS, but rather to clarify the meaning and intended use of the information objects of section two. A user
interface need not provide commands in one-to-one correspondence to the service's abstract operations, nor indeed even divide
the labour between the user and the IPMS as the service does. Also, the IPMS Abstract Service definition does not model the
facilities provided by a Message Store.
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NOTE 4 — In clause 16 to follow, the IPMS is decomposed into objects among which is the MTS. The present clause reflects this
fact by its inclusion of various MTS-defined information items in the IPMS Abstract Service.

12.1 Origination Abstract Operations

The abstract operations available at an origination port are invoked by the user and performed by the IPMS.
origination PORT ::= {
CONSUMER INVOKES {originate-probe | originate-ipm | originate-rn |
originate-on}
ID id-pt-origination }
12.1.1  Originate Probe

The |

originate-probe ABSTRACT-OPERATION ::=
ARGUMENT SET {
envelope [0] ProbeSubmissionEnvelope,
content [1] IPM}
RESULT SET
submission-identifier [0] ProbeSubmissionIdentifier,
submission-time [1] ProbeSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

This|abstract operation has the following arguments:

a) Envelope (M): A probe submission envelope, whose make-up the"MTS Abstract Service defines| The
UA supplies all but the following envelope components, which the user provides:

i)  The desired per-message options (i.e., per-message indiedtors and extensions).

i) The OR-names of the intended recipients and thé ‘per-recipient options (i.e., originator rpport
request, explicit conversion, and extensions) desired for each.

b) Content (M): An instance of the class of IPM whose deliverability is to be probed.

This|abstract operation has the following results:
a) Submission-identifier (M): The probe submiission identifier the MTS assigns to the probe.

b) Submission-time (M): The date and time the probe was directly submitted.

12.12  Originate IPM

The Priginate IPM abstract operation originates a message whose content is an [IPM.

originate-ipm ABSTRACT@PERATION ::= {
ARGUMENT SET /A
envelope [0] MessageSubmissionEnvelope,
content [1] IPM}
RESULT SET) o
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {
subscription-error |
recipient-improperly-specified} }

This|abstract dperation has the following arguments:

a) "~ Envelope (M): A message submission envelope, whose make-up the MTS Abstract Service defines| The
UA supplies all but the following envelope components, which the user provides:

1)  The desired per-message options (i.e., priority, per-message indicators, deferred delivery time, and
extensions).

i) The OR-names of the intended recipients and the per-recipient options (i.e., originator report
request, explicit conversion, and extensions) desired for each.

b) Content (M): The IPM being originated. Its Auto-forwarded heading field shall be absent or have the
value false.

This abstract operation has the following results:
a) Submission-identifier (M): The message submission identifier the MTS assigns to the submission.

b) Submission-time (M): The date and time the message was directly submitted.
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12.1.

3  Originate RN

The Originate RN abstract operation originates a message whose content is an RN.

originate-rn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageSubmissionEnvelope,
content [1] RN}
RESULT SET {
submission-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS
subscription-error |
recipient-improperly-specified} }

An RN shall be originated only by an actual recipient of the subject IPM of whom an RN is requested by means gf the

Noti
The

abstijact operation or auto-acknowledgment.

N
r

This

This

12.1
The

This

fication-requests component of the subject IPM's subject recipient specifier.

user shall not have previously originated an RN in response to the subject IPM, by means of either the pr

OTE - If more than one copy of the same subject IPM is delivered to a recipient then an RN may be originated for each
ceived.

abstract operation has the following arguments:

a) Envelope (M): A message submission envelope, whose make-up the MTS, Abstract Service defines
UA supplies all but the following envelope components, which the user provides:

1)  The desired per-message options (i.e., priority, per-message Andicators, and extensions). Pr
shall be that of the subject [PM.

ii) The OR-name of the intended recipient (the Originator from the subject IPM) and the per-reci
options desired for each.

b) Content (M): The RN being originated.

abstract operation has the following results:
a) Submission-identifier (M): The message submission identifier the MTS assigns to the submission.

b) Submission-time (M): The date and time ofSubmission as returned by the MTA.

4  Originate ON

PDriginate ON abstract operation originates a message whose content is an ON.

originate-on ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope, [0] MessageSubmissionEnvelope,
content. \{1] ON}
RESULT SET {
submiggion-identifier [0] MessageSubmissionIdentifier,
submission-time [1] MessageSubmissionTime}
ERRORS {
Subscription-error |
recipient-improperly-specified} }

abstract operationhas the following arguments:

a) /Envelope (M): A message submission envelope, whose make-up the MTS Abstract Service defines
UA supplies all but the following envelope components, which the user provides:

1)  The desired per-message options (i.e., priority, per-message indicators, and extensions).

This

38
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i1) The OR-name of the intended recipient (the Originator from the subject IPM) and the per-reci

options desired for each.
b) Content (M): The ON being originated.

abstract operation has the following results:
a) Submission-identifier (M): The message submission identifier the MTS assigns to the submission.

b) Submission-time (M): The date and time of submission as returned by the MTA.
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Reception Abstract Operations

The abstract operations available at a reception port are invoked by the IPMS and performed by the user.

reception PORT ::= {
SUPPLIER INVOKES { receive-report | receive-ipm | receive-rn | receive-nrn |
receive-on }
ID id-pt-reception }

NOTE 1 — As abstractly defined, the IPMS provides no storage for received messages because whether or not it does so for a
particular user has no impact upon that user's ability to communicate with other users. Thus the provision of storage is a local
matter.
NOTE 2 — Elaborating upon the above, the Receive IPM abstract operation, e.g., expels an IPM from the IPMS because its
purpose is to clarify the meaning of the receipt transmittal step. In contrast, the capabilities of a user to whom storage for

a
11
r

12.2
The

The

This

This
12.2
The

Vokmg the command The first, but not subsequent uses of the command to view a particular IPM represents the‘co
alization of the Receive IPM abstract operation in such an implementation.

1 Receive Report

Receive Report abstract operation receives a report.

receive-report ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] ReportDeliveryEnvelope,

undelivered-object [1] InformationObject OPTIONAL?}, }

report received may concern any of the following previously originated by the réport's recipient:

a) A probe concerning a message whose content was an IPM that was originated with the Originate |
abstract operation.

b) A message whose content was an NRN that was originatedas a result of auto-discard of auto-forwa

¢) A message whose content was an RN that was originated, with the Originate RN abstract operation
auto-acknowledgment.

d) A message whose content was an ON that was originated with the Originate ON abstract operation.
e) A message whose content was an IPM that was originated with the Originate IPM abstract operati
by auto-forwarding.
abstract operation has the following arguments:
a) Envelope (M): A report delivery.envelope, whose make-up the MTS Abstract Service defines.
b) Undelivered-object (C): The'content of the message whose status is being reported. An IPM or IPN]

argument shall be absent. If the report was provoked by a previous Originate IPM abstract oper
invocation, the argument shall be present if, and only if, content return was requested. Otherwise (i
the report was proveked by an IPN) the argument shall be absent.

abstract operation hasng results.

2  Receive IPM

Receive IPM abstract operation receives a message whose content is an [PM.

recéive-ipm ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,

received messages 1s prov1ded mlght mclude a "Dlsplay IPM" command that enables the user to view the dehvered (and perhaps

robe

d.
br by

n or

If the report was provoked by a previous Originate Probe abstract operation invocation, this conditional

ation
e., if

content [1] IPM} }

This

This

abstract operation has the following arguments:
a) Envelope (M): The message's delivery envelope.
b) Content (M): The IPM that is the message's content.

abstract operation has no results.
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12.2.3 Receive RN

The Receive RN abstract operation receives a message whose content is an RN. The RN is provoked by an IPM
originated with the Originate IPM abstract operation.

receive-rn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] RN} }

This abstract operation has the following arguments:
a) Envelope (M): The message's delivery envelope.
b) Content (M): The RN that is the message's content.

This[abstract operation has no results.

12.2/4 Receive NRN

The Receive NRN abstract operation receives a message whose content is an NRN. The NRN is provoked by an{IPM
origipnated with the Originate IPM abstract operation.

receive-nrn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] NRN} }

This|abstract operation has the following arguments:
a) Envelope (M): The message's delivery envelope.
b) Content (M): The NRN that is the message's content.

This|abstract operation has no results.

12.2}5 Receive ON

The [Receive ON abstract operation receives a message whose,content is an ON. The ON is provoked by an|IPM
originated with the Originate IPM abstract operation.

receive-on ABSTRACT-OPERATION ::= {
ARGUMENT SET ({
envelope [0] MessageDeliveryEnvelope,
content [1] ON} %

This|abstract operation has the following argurents:
a) Envelope (M): The message's’'delivery envelope.
b) Content (M): The ON.that is the message's content.

This|abstract operation has no results.

12.3 Management-Abstract Operations

The pbstract operatiofis available at a management port are invoked by the user and performed by the IPMS.

managetent PORT ::= {
CONSUMER INVOKES { change-auto-discard | change-auto-acknowledgment |
change-auto-forwarding }
ID id-pt-management }

12.3{1~2) Change Auto-discard

The Change Auto-discard abstract operation enables or disables auto-discard, the automatic discard by the IPMS of
expired or obsolete IPMs delivered to, but not yet received by the user.

change-auto-discard ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-discard-expired-IPMs [0] BOOLEAN,
auto-discard-obsolete-IPMs [1] BOOLEAN} }

When it auto-discards an IPM, the IPMS originates an NRN on the user's behalf if, and only if, one was requested of
him by means of the Notification-requests component of the subject recipient specifier.
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This abstract operation has the following arguments:
a) Auto-discard-expired-IPMs (M): Whether or not expired IPMs are to be auto-discarded. A Boolean.
b) Auto-discard-obsolete-IPMs (M): Whether or not obsolete IPMs are to be auto-discarded. A Boolean.

This abstract operation has no results.

12.3.2  Change Auto-acknowledgment

The Change Auto-acknowledgment abstract operation enables or disables auto-acknowledgment, the automatic
origination of RNs by the IPMS on the user's behalf. Such origination occurs upon delivery of IPMs that request RNs of
the user by means of the Notification-requests components of their subject recipient specifiers.

change-auto-acknowledgment ABSTRACT-OPERATION ::=
ARGUNENT SLE1 {
auto-acknowledge-IPMs [0] BOOLEAN,
auto-acknowledge-suppl-receipt-info [1]
SupplementaryInformation OPTIONAL}

ERRORS {
subscription-error} }

This|abstract operation has the following arguments:
a) Auto-acknowledge-IPMs (M): Whether or not IPMs are to be auto-acknowledged.” A Boolean.

b) Auto-acknowledge-suppl-receipt-info (C): The Suppl Receipt Info receipt field of each RN provjoked
by auto-acknowledgment.

This conditional argument shall be present if, and only if, the Auto-acknowledge-IPMs argument hds the
value true.

This|abstract operation has no results.

12.313 Change Auto-forwarding

The [Change Auto-forwarding abstract operation enables or disables auto-forwarding, the automatic forwarding of
IPM} by the IPMS to pre-specified users or DLs. Such forwarding occurs upon delivery of the [PMs.

change-auto-forwarding ABSTRACT-OPERATION: := {
ARGUMENT SET ({
auto-forward-IPMs [0] BOOLEAN,
auto-forward-recipients [1] SEQUENCE OF ORName OPTIONAL,
auto-forward-heading [2] Heading OPTIONAL,
auto-forward-comment [3] AutoForwardComment OPTIONAL}
ERRORS {

subscriptionsérror |
recipient-improperly-specified} }

—

The |Body of each IPM the IPMS .originates as a result of auto-forwarding comprises a single body part of
Message. The content of the message)represented by that body part is the forwarded IPM.

ype

When it auto-forwards an IPM, the IPMS originates an NRN on the user's behalf if, and only if, one was requestgd of
him py means of the NotifiCation-requests component of the subject recipient specifier.

This|abstract operation-has the following arguments:

a) Autosforward-IPMs (M): Whether or not IPMs are to be auto-forwarded. A Boolean.

b) .“Auto-forward-recipients (C): The users or DLs to which IPMs are to be auto-forwarded. A Sequenice of
OR-names.

This conditional argument shall be present if, and only if, the Auto-forward-IPMs argument has the yalue
true.

c¢) Auto-forward-heading (C): The Heading that is to be used for each forwarding IPM. Its
Auto-forwarded heading field shall have the value frue.

This conditional argument shall be present if, and only if, the Auto-forward-IPMs argument has the value
true.

d) Auto-forward-comment (C): The value that is to be supplied as the Auto-forward Comment non-receipt
field of each NRN conveyed to the originator of an auto-forwarded IPM.

This conditional argument shall be present if, and only if, the Auto-forward-IPMs argument has the value
true.

This abstract operation has no results.
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NOTE - This abstract operation is intended to define the essence of auto-forwarding, and not to preclude the provision of more
sophisticated auto-forwarding capabilities, e.g., like those of an MS.

13

Abstract Errors

The abstract errors that may be reported in response to the invocation of the abstract operations available at origination,
reception, and management ports are defined and described below or as part of the MTS Abstract Service definition.

NOTE — The set of abstract errors represented below is intended to be illustrative, rather than exhaustive.

13.1 Subscription Error

The
imp

This|abstract error has the following parameters:

13.2 Recipient Improperly Specified
The

the

This|abstract error is defined by the MTS Abstract Service.

14

In adldition to the capabilities embodied injthe IPMS Abstract Service, defined above, the IPMS shall transpar

ljcit in his invocation of the abstract operation whose performance is aborted.
subscription-error ABSTRACT-ERROR ::= {

PARAMETER SET {
problem [0] SubscriptionProblem} }

a) Problem (M): The subscription-related problem encountered.

SubscriptionProblem ::= ENUMERATED {
ipms-eos-not-subscribed (0),
mts-eos-not-subscribed (1)}

This parameter may assume any one of the following values:
1)  IPMS-eos-not-subscribed: An IPMS element of service is net\subscribed.

i1)  MTS-eos-not-subscribed: An MTS element of service is'fiot subscribed.

abstract operation whose performance is aborted, or as components of its arguments, are invalid.

Other Capabilities

Recipient Improperly Specified abstract error reports that(@ne or more of the OR-names supplied as argumerjts of

ently

exted to each user the other MS and MTS capabilities identified below. (The enumeration of these capabillities

necepsarily anticipates the fact, stated\in clause 16, that MSs and the MTS are among the IPMS' component parts.)

The following additional capabilities shall be provided:

a)  Submission Capabilities of the MS' or MTS' submission port not embodied in the IPMS Ab
Service, e;gy the ability to cancel delivery of a previously originated message whose content is an
(but nat anrRN), if deferred delivery was selected.

b) Delivery: Capabilities of the MTS' delivery port not embodied in the IPMS Abstract Service, e.g
ability to temporarily control the kinds of information objects the MTS conveys to the user's UA.

¢)s Administration: The capabilities of the MS's or MTS's administration port.
d) Retrieval: The capabilities of the MS' retrieval port.

tract
IPM

, the

In addition to the above and as a local matter, the IPMS may provide to users additional capabilities neither defined nor
limited by this Specification. Among such capabilities are those of the Directory.

NOTE — The required capabilities of this clause are excluded from the formal definition of the IPMS Abstract Service for purely
pragmatic reasons, in particular, because their inclusion would largely and needlessly reproduce the definitions of the MS

42

and MTS abstract operations upon which the capabilities are based.
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SECTION 4 — ABSTRACT SERVICE PROVISION

15 Overview
This section specifies how the IPMS provides the IPMS Abstract Service to users.
This section covers the following topics:

a) Secondary object types;

b) Secondary port types;

¢) User agent operation;

d)_ Message store operation,
e) Message contents;
f)  Port realization;

g) Conformance.

16 Secondary Object Types
The [PMS can be modelled as comprising lesser objects which interact with one another\by/means of (additional) pprts.

Thede lesser objects are referred to as the secondary objects of Interpersonal Messaging. They include a single, cgntral
obje¢t, the MTS, and numerous peripheral objects: Inferpersonal Messaging~System user agents (IPMS UAs),
Interpersonal Messaging System message stores (IPMS-MSs), telematic agents (TLMAs), telex access units (TLXAUs),
and PDAUs.

The ptructure of the IPMS is depicted in Figure 4. As shown by the. figure, IPMS UAs, TLMAs, TLXAUs, and POQAUs
are the instruments by means of which the IPMS provides the IPMS‘Abstract Service to users.

The gecondary object types are defined and described below. . The types of ports by means of which they interadt are
discyssed in clause 17.
OTE 1 — The refinement above encompasses all possible interconnections of all possible objects. It ignores the possible absence
[ objects of a particular type (e.g., PDAU), and specific-logical configurations of the /PMS-MS. The latter are identiffed in
[U-T Rec. X.402 | ISO/IEC 10021-2.

OTE 2 —CCITT Recommendation T.330 effectiyely extends the abstract service of Interpersonal Messaging by its definitfon of
miscellanea port, which is not shown in the figure. See the note in 16.3.

OTE 3 — The MTS supplies import and export ports. However, since those ports are not formally defined (in ITU-T| Rec.
411 | ISO/IEC 10021-4), they are not included in the formal refinement above.

X7 © 7 =o Z

16.1 Interpersonal Messaging System User Agent

engage in Interpersonal Messaging. It helps him originate, receive, or both originate and receive messages contajning

An %E‘terpersonal Messaging System user agent (IPMS UA) is a UA tailored so as to better assist a single uger to
infomation objects of-thetypes defined in section two.

The [PMS comprises any number of IPMS UAs.
NOTE - Forbrevity, the term "UA" is used throughout the rest of this Specification with the meaning of "IPMS UA".

16.2 Interpersonal Messaging System Message Store

Anl i Yy = isan aitored SO as to better assist a singic UA
engage in Interpersonal Messaging. It helps it submit, take delivery of, or both submit and take delivery of messages
containing information objects of the types defined in section two.

The IPMS comprises any number of [IPMS-MSs.

16.3 Telematic Agent

A telematic agent (TLMA) is an AU that helps a single indirect user engage in Interpersonal Messaging from a
Telematic terminal, along with that terminal and the network that joins the two. A TLMA helps the user originate,
receive, or both originate and receive messages containing information objects of the types defined in section two.

ITU-T Rec. X.420 (06/1999) 43


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/TEC 10021-7:2003 (E)

The [PMS comprises any number of TLMAs.

16.

A teJex access unit (TI:XAU) is an AU that helps any number of indirect users engage in Interpersonal Mess:
from| Telex terminals=Tt helps them originate, receive, or both originate and receive messages containing inform
obje¢ts of the types defined in section two.

The [PMS comprises any number of TLXAUs.

IPMS ]
(]
Indirect—lsubmission
Retrieva i
Administration Reception
L]
o I A
I
[
. —>»
Direct-Submission [
Delivery L]
Administratio
[ ]
Origination
Reception Origination
Management Rec%ption
,, Management

B Supplier
X.420_F04

O Consumer

Figure 4 — The Interpersonal Messaging System

OTE 1 — TLMA consumes import and expost\ports. However, since those ports are not formally defined (in ITU-T Rec. X
BO/IEC 10021-4), they are not included in\thé formal definition of TLMA above.

OTE 2 — A TLMA's miscellanea port.is defined in CCITT Recommendation T.330. It is not part of the IPMS Abstract Sg
i its most general form, which is-the subject of this Specification. Rather it embodies capabilities available only to a T|

zZ = Z

4 Telex Access Unit

OTE.—A TLXAU consumes import and export ports. However, since those ports are not formally defined (in ITU-T

411

rvice
L MA

uber. For this reason, it is not considered further here and is not included in the formal refinement of the IPMS found in clauge 16.

) ging
ation

Rec.

> 7

41D | ISO/IEC 10021-4), they are not included in the formal definition of TLXAU above.

16.5 Physical Delivery Access Unit

In the present context, a PDAU helps any number of indirect users engage in Interpersonal Messaging by means of a
PDS. It helps them receive (but not originate) messages containing information objects of the types defined in section
two.

The IPMS comprises any number of PDAUS.
Note — A PDAU consumes import and export ports. However, since those ports are not formally defined (in ITU-T Rec. X.411 |

44

ISO/IEC 10021-4), they are not included in the formal definition of PDAU above.

ITU-T Rec. X.420 (06/1999)


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

16.6

ISO/IEC 10021-7:2003 (E)

Message Transfer System

In the present context, the MTS conveys information objects of the types defined in section two between UAs, MSs,
TLMAs, and AUs.

The IPMS comprises a single MTS.

17

Secondary Port Types

The secondary objects of Interpersonal Messaging are joined to and interact with one another by means of ports. These
ports, which MSs and the MTS supply, are referred to as the secondary ports of Interpersonal Messaging. They are of
the types identified below.

The
Serv

The
Serv

N
S
17.1

In th|
prob

An N
The

17.2

In th
mess

The

17.3
In th

capabilities embodied in one submission, one retrieval, and one administration port constitute the MS_Ab
ce. They are defined in ITU-T Rec. X.413 | ISO/IEC 10021-5.

capabilities embodied in one submission, one delivery, and one administration port constitute the\ MTS Ab
ce. They are defined in ITU-T Rec. X.411 | ISO/IEC 10021-4.

OTE — By means of the abstract bind operation which guards its ports, an MS or the MTS typically, atthenticates arf
bcondary object before offering its abstract service to that object.
Submission

e present context, a submission port is the means by which a UA (directly or indirectly) or an MS (directly) sul
bs concerning and messages containing information objects of the types defined-in section two.

1S supplies one submission port to its UA.

MTS supplies one submission port to each UA configured without amMS and to each MS.

Delivery

e present context, a delivery port is the means by which*a UA or MS takes delivery of reports concerning
ages containing information objects of the types defined in section two.

MTS supplies one delivery port to each UA configured without an MS and to each MS.

Retrieval

infogmation objects of the types defined in section two.

An N

17.4

In th|
file ¥

An N
The

1S supplies one retrieval port to its UA.

Administration

e present contextyan-ddministration port is the means by which a UA changes information about itself or its us
ith its MS, or@UA or MS changes such information on file with the MTS.

1S supplieSone administration port to its UA.

MTS supplies one administration port to each UA configured without an MS and to each MS.

17.5
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E present context, a retrieval port is the theans by which a UA retrieves reports concerning and messages contajning

Cr on

—Tmport

In the present context, an import port is the means by which the MTS imports reports concerning and messages
containing information objects of the types defined in section two.

The MTS supplies one import port to each AU (or TLMA).

17.6

Export

In the present context, an export port is the means by which the MTS exports probes concerning and messages
containing information objects of the types defined in section two.

The MTS supplies one export port to each AU (or TLMA).
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18

User Agent Operation

A UA must employ the MTS in a particular way in order to (correctly) provide the IPMS Abstract Service to its user. If
the user is equipped with an MS, the latter contributes to the provision of the abstract service and, therefore, is subject
to the same rules.

The rules that govern the operation of a UA (and MS) are the subject of the present clause. The operation of a TLMA
or AU is beyond the scope of this Specification.
NOTE 1 — It is for historical reasons that the Specification that defines the IPMS Abstract Service also specifies how a UA
(and MS), but not a TLMA or AU, provides it.

NOTE 2 — The purpose of this clause is not to dictate or constrain the implementation of a real UA unnecessarily, but rather to
clarify the meaning and intended effect of the IPMS Abstract Service.
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State Variables

bperation of a UA is described below with the aid of state variables. A state variable is an information)item w
b records the results of the UA's past interactions with its user and influences future interactions. Stdte variablg

[UA maintains each state variable continuously, i.e., throughout its user's IPMS subscriptien.)Each Boolean
ble is assigned the value false when the subscription commences. The initial values ofother state variable
hterial and therefore unspecified.

[JA alters its state variables when performing or invoking abstract operations. It.constlts them in determining]
rform, or whether or how to invoke abstract operations. Their values (if any)transcend the binding and unbir
Its.

OTE - State variables are pedagogic devices not intended to constrain the implementation of a real UA unnecessari
articular, a UA need not maintain run-time data structures corresponding to thégtate variables if the behaviour required of
e assured in another way.

Performance of Origination Operations

A shall perform the abstract operations it makes availablg(at its origination port as prescribed below. The UA
of its state variables in the performance of these particular operations.

e performance of these operations, the UA invokes-the following abstract operations of the MTS Abstract S¢
Ch, for the remainder of this clause, are unqualified as to their source):

a) Probe Submission

b) Message Submission

OTE - In response to the invocation, of these abstract operations, a UA reports abstract errors as appropriate. Specificat
e precise circumstances under which.gach abstract error should be reported is beyond the scope of this Specification.

1  Originate Probe

A shall perform the Originate Probe abstract operation by invoking Probe Submission with the arguments indi
v, and by returningto'its user the results indicated below.

hrguments of Probe’ Submission shall be as follows:

a) FEnuvelope: The components of this argument that constitute per-probe fields shall be as follows; thos
explicitly mentioned below shall be as specified by Originate Probe's Envelope argument:

1)  Originator-name: The OR-name of the UA's user.
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i1)  Content-type, Content-length, and Original-encoded-information-types: Determined from Origlinate

Probe's Content argument as specified in clauses 20.2-20.4.
iii) Content-identifier and Content-correlator: Specified or omitted as a local matter.

The components of this argument that constitute per-recipient fields shall be as specifie
Originate Probe's Envelope argument.

The results of Originate Probe shall be as follows:

a)  Submission-identifier: Probe Submission's Probe-submission-identifier result.

b) Submission-time: Probe Submission's Probe-submission-time result.

NOTE 1 — The UA shall ignore all properties of Originate Probe's Content argument other than those mentioned above.
NOTE 2 — How the UA employs Probe Submission's Content-identifier result is a local matter.
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18.2.2  Originate IPM

A UA shall perform the Originate IPM abstract operation by invoking Message Submission with the arguments
indicated below, and by returning to its user the results indicated below.

The arguments of Message Submission shall be as follows:

a)

Envelope: The components of this argument that constitute per-message fields shall be as follows; those

not explicitly mentioned below shall be as specified by Originate [IPM's Envelope argument:

1)  Originator-name: The OR-name of the UA's user.

it) Content-type and Original-encoded-information-types: Determined from Originate IPM's Content

argument as specified in clauses 20.2 and 20.4, respectively.

1i1) f‘nntont-ir]pntiﬁpr and Content-caorrelatar: Qppr‘iﬁpﬂ oromitted as a local matter

b)

The fesults of Originate)[PM shall be as follows:

a)
b)

z _Z

OTE I\>How the UA employs Message Submission's Content-identifier result is a local matter.
QTE 2 — The inclusion of Message Submission's Extensions result among Originate IPM's results is proper and may |

S 1]«jpr‘f of future standardization

iv) Blind-copy-recipients and Disclosure-of-other-recipients: If blind copy recipients are specifi
the envelope then Disclosure-of-other-recipients shall have the value disclosure-of-other<recip
prohibited (either explicitly or by default), and the Blind Copy Recipients heading field sha
absent within the Content.

v)  Priority: If the Precedence field is supported then the priority value shall becselected based o
precedence values determined from the Originate IPM’s Content argument{ The precedence V|
assigned to all the recipients of a IPM shall affect the priority attribute,in the submission enve
Precedence values in the range of 0 to 42 shall correspond to a/ptierity value of non-un
Precedence values in the range of 43 to 85 shall correspond ‘to.*a priority value of no
Precedence values in the range of 86 to 127 shall correspond. to a priority value of urge
different priority values are indicated by the various specific,precedence values selected for
recipient, the originating UA may perform one of the following actions: the UA may submit a s
message using the highest priority value indicated by any of the precedence values; otherwisg
UA may make multiple submissions of the message,.each with a different priority value.
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The components of this argument that constitute persrecipient fields shall be as specified by Originate

IPM's Envelope argument.
Content: Determined from Originate IPM's Contefit argument (identified as an IPM) as specified in 2

If the Blind Copy Recipients heading field afithe IPM identifies one or more users and DLs, the UA
invoke Message Submission multiple tifies, upon each occasion varying the heading field so
comply with the information hiding requirements of 7.2.6. The This IPM heading field of the [IPM
contain the same value for each instance of such a multiple submission.
NOTE — An alternative to themultiple submissions required by the Blind Copy Recipients heading fiel
single submission with the-blind copy recipients encoded in the Blind-copy-recipients per-recipient field
envelope.

If the Precedence field.1s supported, and if different priority values are indicated by the various spg
precedence values_§elected for each recipient, then the UA may invoke Message Submission twi
three times using.different priority values (see A.2.2). If the UA makes multiple submissions ir]
instance, then th¢ Content argument shall be identical on each occasion, and thus the same value sh
used in thexThis IPM heading field for each submission.

Submission-identifier: Message Submission's Message-submission-identifier result.

Submission-time: Message Submission's Message-submission-time result.
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18.2.3  Originate RN

A UA shall perform the Originate RN abstract operation by invoking Message Submission with the arguments indicated
below, and by returning to its user the results indicated below.

The arguments of Message Submission shall be as follows:

a)

Envelope: The components of this argument that constitute per-message fields shall be as follows; those

not explicitly mentioned below shall be as specified by Originate RN's Envelope argument:

1)  Originator-name: The OR-name of the UA's user.

it) Content-type and Original-encoded-information-types: Determined from the RN as specified in

clauses 20.2 and 20.4, respectively.
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ii1) Content-identifier and Content-correlator: Specified or omitted as a local matter.
iv) Deferred-delivery-time: Omitted.

v) Per-message-indicators: notification-type may be set to type 1.

The components of this argument that constitute per-recipient fields shall be as specified by Originate

RN's Envelope argument.

b) Content: Determined from Originate RN's Content argument (identified as an RN) as specified in 20.1.

The results of Originate RN shall be as follows:

18.2[4  Originate ON

A UA shall perform the Originate ON abstract operation by invoking Message Submission with the arguments indi
beloyw, and by returning to its user the results indicated below.

The prguments of Message Submission shall be as follows:

The fesults of Originate ON shall be as follows:

18.3 Performance’of Management Operations

A UA shall performdflie abstract operations it makes available at its management port as specified below. The UA
one ¢r more of7its state variables (see below) in the performance of each operation.

18.

a)  Submission-identifier: Message Submission's Message-submission-identifier result.

b) Submission-time: Message Submission's Message-submission-time result.

z

UTE T'=HN0W UIC UA CIIPIOYS IVICSSAgC STUDIISSION'S COMENt-Tdemi Ier TeSUIt 1S @ toCal TITatter.

OTE 2 — The inclusion of Message Submission's Extensions result among Originate RN's results is proper and may.4
ibject of future standardization.

w

a) Envelope: The components of this argument that constitute per-message fields shall be as follows;
not explicitly mentioned below shall be as specified by Originate ON's Envelope argument:

1)  Originator-name: The OR-name of the UA's user.

ii) Content-type and Original-encoded-information-types.,Determined from the ON as specifig
clauses 20.2 and 20.4, respectively.

iii) Content-identifier and Content-correlator: Specifiedlor omitted as a local matter.
iv) Deferred-delivery-time: Omitted.
v) Per-message-indicators: notification-type.may be set as appropriate.

The components of this argument that constituteper-recipient fields shall be as specified by Originate
Envelope argument.

a)  Submission-identifier: Message Submission's Message-submission-identifier result.

b) Submission-time: Message Submission's Message-submission-time result.
OTE 1 — How the UA employs Message Submission's Content-identifier result is a local matter.

OTE 2 — The inclusion of Mdssage Submission's Extensions result among Originate ON's results is proper and may b
ibject of future standardization.

Z

© Z

NOTE — Inresponse to the invocation of these abstract operations, a UA reports abstract errors as appropriate. Specificat
the precise circumstances under which each abstract error should be reported is beyond the scope of this Specification.

b) Content: Determined from Originate ©N's Content argument (identified as an ON) as specified in 20}.1.
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31 Phnngp Auto-discard

To assist it in providing this abstract operation, a UA maintains the following state variables:

a) Auto-discard-expired-IPMs: A Boolean that indicates whether or not auto-discard is in effect for

expired I[PMs.

b) Auto-discard-obsolete-IPMs: A Boolean that indicates whether or not auto-discard is in effect for

obsolete IPMs.

A UA shall perform the Change Auto-discard abstract operation by recording the values of the Auto-discard-expired-
IPMs and Auto-discard-obsolete-IPMs arguments in the correspondingly named state variables.
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18.3.2  Change Auto-acknowledgment

To assist it in providing this abstract operation, a UA maintains the following state variables:
a) Auto-acknowledge-IPMs: A Boolean that indicates whether or not auto-acknowledgment is in effect.

b) Auto-acknowledge-suppl-receipt-info: The Suppl Receipt Info field of each RN provoked by auto-
acknowledgment.

A UA shall perform the Change Auto-acknowledgment abstract operation by recording the value of the Auto-
acknowledge-IPMs argument in the correspondingly named state variable. If that value is true, it also shall record the
value of the Auto-acknowledge-suppl-receipt-info argument in the correspondingly named state variable.

18.3.3 Change Auto-forwarding

To apsist it in providing this abstract operation, a UA maintains the following state variables:
a) Auto-forward-IPMs: A Boolean that indicates whether or not auto-forwarding is in effect.

b) Auto-forward-recipients: A Sequence of OR-names that identify the users and DLs to which [PMs are
being auto-forwarded.

c) Auto-forward-heading: The Heading of each forwarding IPM provoked by auto-forwarding. Its Auto-
forwarded field has the value true.

d) Auto-forward-comment: The Auto-forward Comment non-receipt field of each NRN conveyed tp the
originator of an auto-forwarded [IPM.

A UA shall perform the Change Auto-forwarding abstract operation by recording,the value of the Auto-forward-|PMs
argument in the correspondingly named state variable. If that value is true, it alsg shall record the values of the Auto-
forwprd-recipients, Auto-forward-heading, and Auto-forward-comment arguments in the correspondingly named [state
varigbles.

18.4 Invocation of Reception Operations

A UA shall invoke the abstract operations available at its reception port as specified below. The UA alters none pf its
state|variables in connection with its invocation of these operations.

The UA invokes these operations in response to the MTSYinvocation of the following abstract operations of the MTS
Abstract Service (which, for the remainder of this clause, are unqualified as to their source):

a) Report Delivery

b) Message Delivery
NOTE — The abstract operations of a reception‘port report no errors.

18.4]1 Receive Report

Whepever the MTS invokes Report-Delivery at a UA's delivery port, the UA shall invoke the Receive Report abstract
opergition with the following arguments:

a) Envelope: Report Delivery's Envelope argument.

b) Undelivered-object: Determined from Report Delivery's Returned-content argument as specified in 40.1.
NOTE — How thé. WA employs the Content-identifier component of Report Delivery's Envelope argument is a local matter.

18.4]2 Receive IPM

Whepever the MTS invokes Message Delivery at a UA's delivery port, and its Content argument encodes an IPM as
speclfied,1in 20.1, the UA shall invoke the Receive IPM abstract operation with the following arguments, provided that
the nressage Tssubject to Teither auto-forwarding mor auto-discard (See 1875)"

a) Envelope: Message Delivery's Envelope argument.

b) Content: Determined from Message Delivery's Content argument as specified in 20.1 (but no longer
marked as an IPM).
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18.4.3 Receive RN

Whenever the MTS invokes Message Delivery at a UA's delivery port, and its Content argument encodes an RN as
specified in 20.1, the UA shall invoke the Receive RN abstract operation with the following arguments:

a) Envelope: Message Delivery's Envelope argument.
b) Content: Determined from Message Delivery's Content argument as specified in 20.1 (but no longer
marked as an RN).

18.4.4 Receive NRN

Whenever the MTS invokes Message Delivery at a UA's delivery port, and its Content argument encodes an NRN as
specified in 20.1, the UA shall invoke the Receive NRN abstract operation with the following arguments:

a) Envelope: VIcssage Delivery's Envelope arguiment.
b) Content: Determined from Message Delivery's Content argument as specified in 20.1 (but.ng Ignger
marked as an NRN).

18.4}5 Receive ON

Whepever the MTS invokes Message Delivery at a UA's delivery port, and its Content argumeént ‘encodes an QN as
specified in 20.1, the UA shall invoke the Receive ON abstract operation with the following arguments:

a) Envelope: Message Delivery's Envelope argument.

b) Content: Determined from Message Delivery's Content argument as-specified in 20.1 (but no I¢gnger
marked as an ON).

18.5 Internal Procedures

A UA shall perform as specified below the internal procedures of autesdiscard, -acknowledgment, and -forwardipig in
ultimate fulfilment of the abstract operations available at its management port.

The procedures involve the following abstract operations of the MTS Abstract Service (which, for the remainder of this
clauge, are unqualified as to their source):

a) Message Submission

b) Message Delivery

As implied by the above, in the course of the proeedures, the UA has occasion to invoke Message Submission. What it
does|with the results of this abstract operation js\a-local matter.

The [UA shall consider as a candidate fofr_each procedure individually every message for which all of the following
conditions hold:

a) The MTS has conveyed the message to the UA by invoking Message Delivery at the UA's delivery flort.
b) The UA has not conveyed the message to the user by invoking Receive IPM at the user's reception pprt.

c¢) The messagecontains an [PM (rather than an IPN).

NOTE — With reference-tor Item b above, the message might be detained in the UA, e.g., as might be typical, because of the juser's
uhavailability.

18.5]1 Auto-discard

The [UA shall-subject to auto-discard each candidate message with respect to whose content either of the following
conditions Kolds:

a) _The Auto-discard-expired-IPMs state variable has the value frue and the date and time denoted by the
IPM's Expiry Time field have past.

b) The Auto-discard-obsolete-IPMs state variable has the value true and another candidate IPM identifies
the present candidate IPM by means of its Obsoleted IPMs heading field.

The UA shall auto-discard each such message as follows.

18.5.1.1 Discard of IPM

The UA shall discard the IPM, so as to never convey it to the user.
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18.5.1.2 Construction of NRN

The UA shall construct an NRN if, and only if, one is requested by means of the Notification-requests component of the
IPM's subject recipient specifier.

The NRN shall have the common fields prescribed for auto-acknowledgment (see 18.5.2.1).

The NRN shall have the following non-receipt fields:
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a)  Non-receipt Reason: The value ipm-discarded.

b) Discard Reason: The value ipm-expired or ipm-obsoleted, whichever applies. If both apply, either value
may be specified.

c) Auto-forward Comment: Omitted.

d) Returned IPM: 1f the return of the IPM is requested by means of the Notification-requests compongnt of

a)

a)
b)

©)

d)

a)
b)
©)

1.3 Submission of NRN

2  Auto-acknowledgment

[JA shall auto-acknowledge each such message as follows.

2.1 Construction of RN
[JA shall construct an RN.

RN shall have the following common fields:

RN shall have the following receipt fields:

2.2 Submission of RN

[JA-shall submit the RN above by invoking Message Submission with the following arguments:

its subject recipient specifier, and the Converted-encoded-information-types component of(Mesgsage
Delivery's Envelope argument is absent, the IPM. Omitted otherwise.

[UA shall submit the NRN (if any) above by invoking Message Submission. Its Envelope(argument shall be as
ribed for auto-acknowledgment (see 18.5.2.2) except that notification-type may be set\to type 2, its Copntent
ment determined from the NRN as specified in 20.1.

[UA shall subject to auto-acknowledgment each candidate message with respect to whose content the following
ition holds:

The Auto-acknowledgment state variable has the value true dnd the IPM requests an RN of the UA'{ user
by means of the Notification-requests component of the [PMs subject recipient specifier.

Subject IPM: The IPM's This IPM héading field.
IPN Originator: Specified or omitted as a local matter (but, of course, in accordance with 8.1.2).

IPM Intended Recipient. The) Recipient component of the IPM's subject recipient specifier, unlegs its
Formal-name component is. the OR-name of the UA's user, in which case the field shall be omitted.

Conversion EITs: (The Converted-encoded-information-types component of Message Deliyery's
Envelope argument.

Receipt Time: The current date and time.
Acknowlédgment Mode: The value automatic.

Suppl Receipt Info: The Auto-acknowledge-suppl-receipt-info state variable.

a)

b)

Envelope: The components of this argument shall be as prescribed for performance of the Originate RN
abstract operation with the following exceptions:

i)  Priority: As specified by Message Delivery's Envelope argument.

il) Per-message-indicators: A local matter, except that conversion-prohibited shall be among the
values specified and except that the notification-type may be set to type 1.

iii) Per-recipient-fields: A single field whose Recipient-name component shall be the Originator-name
component of Message Delivery's Envelope argument.

Content: Determined from the RN as specified in 20.1.
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18.5.3  Auto-forwarding

The UA shall subject to auto-forwarding every candidate message, provided that the Auto-forward-IPMs state variable
has the value true.

The UA shall auto-forward each such message as follows.

18.5.3.1 Prevention of Loops

The UA shall suppress auto-forwarding if, and only if, the IPM to be forwarded itself contains a forwarding IPM that
the UA previously created. Auto-forwarding shall be suppressed whether the forwarding IPM appears (directly) in a
Message body part of the IPM to be forwarded, or (nested) in a Message body part of the IPM that appears in such a
body part.

The [UA shall consider 1tself to have created the forwarding IPM above (whose Auto-Torwarded heading field hgs the
valug¢ true) if, and only if, the Originator-name component of the IPM's Parameters component matches the OR=nathe of
the JA's user.

NOTE — Auto-forwarding an IPM of the kind described above would constitute an auto-forwarding "loop".

18.5]3.2 Construction of IPM

The JUA shall construct a forwarding IPM whose Heading is the Auto-forward-heading jstate variable (its Auto-
forwprded field having the value #7ue) and whose Body contains a body part of type Message.

The Message body part shall have the following components:

~

a) Parameters: The Envelope argument and the Delivery Time argument'of Message Delivery. See 7.4
b) Data: The IPM to be forwarded.

18.5)3.3 Submission of IPM

The A shall submit the IPM it constructed above by invoking Message Submission with the following arguments;
a) Envelope: The components of this argument shall beas follows:
1)  Originator-name: The OR-name of the UA'sdiser.

ii) Content-type and Original-encoded-information-types: Determined from the IPM as specifi¢d in
clauses 20.2 and 20.4.

ii1) Content-identifier and Content-¢qrrelator: Specified or omitted as a local matter.
iv) Priority: As specified by Message Delivery's Envelope argument.

V) Per-message-indicators-and Extensions: A local matter.

vi) Deferred-delivery-time: Omitted.

vii) Per-recipient-fields: Their Recipient-name components shall be the OR-names that make up the
Auto-forward-recipients state variable. Their other components are a local matter.

b) Content: Detetminied from the IPM as specified in 20.1.
18.5{3.4 Construction‘ef NRN

The [JA shall constrtdet’an NRN if, and only if, one is requested by means of the Notification-requests component ¢f the
forwprded IPM's subject recipient specifier.

The NRN shalt*have the common fields prescribed for the performance of auto-acknowledgment (see 18.5.2.1).

The NRNshall have the following non-receipt fields:

a) Non-receipt Keason: 1'he value ipm-auto-forwarded.
b) Discard Reason: Omitted.
c) Auto-forward Comment: The Auto-forward-comment state variable.

d) Returned IPM: If the return of the IPM is requested by means of the Notification-requests component of
its subject recipient specifier, and the Converted-encoded-information-types component of Message
Delivery's Envelope argument is absent, the [IPM. Omitted otherwise.

18.5.3.5 Submission of NRN

The UA shall submit the NRN (if any) above by invoking Message Submission. Message Submission's Envelope
argument shall be as prescribed for auto-acknowledgment except that notification-type may be set to type 2, its Content
argument determined from the NRN as specified in 20.1.
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19 Message Store Operation

ITU-T Rec. X.413 | ISO/IEC 10021-5 defines the abstract service for a general content-independent Message Store
(MS). This is an optional component in MHS, whose purpose is to provide a continuously available storage medium to
take delivery of messages on the UA's behalf and to enable their subsequent retrieval by the UA. In addition, the MS
provides the UA with facilities for the storage of submitted messages, the classification of stored messages, the
correlation of reports with the messages to which they refer, the modification by the MS-user of certain attributes of
stored messages, and the logging of submission and delivery operations. The MS can also perform certain predefined
auto-actions on the MS-user's behalf.

All the entry-classes, abstract-operations, general attribute-types and general auto-actions defined in ITU-T Rec. X.413 |
ISO/IEC 10021-5 are available for use in Interpersonal Messaging.

An NfSTmustperformreertaim interpersomat-iviessagmg=specific functions toquatify asamr 1P M S=mS—amd-thusdistimguish
itself from a generic MS. These functions are the subject of the present clause.

NOTE 1 — Because the MS is an optional system component in MHS, use of the word "shall" with respect to MS-specificptions
hould not be construed as mandating the provision of an MS or the services it provides. Use of the word "shall"-with respgct to
[S specifications should be construed as mandating the specifications of an MS, if one is provided, and the ‘relevant s¢rvice
bmponent is supported.

s
N

c

NOTE 2 —In this Specification the description of the IPMS-MS abstract-service assumes that all .defined entry-classds are
ajailable for use. In practice, the behaviour of a given IPMS-MS implementation will depend on itspsupport for optional s¢rvice
cpmponents (e.g., the optional entry-classes, attribute-types, matching-rules, and auto-actions) and-on subscription.

N

a

p

OTE 3 — Several new service components have been introduced in the 1994 edition of this{Specification. However, all[basic
hd essential optional requirements defined for the IPMS Message Store are the same as.those defined for editions published
Fior to 1994. Consequently, all enhanced facilities introduced in the 1994 edition are additional optional.

19.1 Binding to the IPMS-MS

The [PMS-MS-user binds to the IPMS-MS as described in 7.1 of ITU-T'Rec. X.413 | ISO/IEC 10021-5. The following
shoulld be noted when using the MS for Interpersonal Messaging.

19.141 MS-Bind-argument

The following components of the fetch-restrictions parametet. defined in 7.1.1 of ITU-T Rec. X.413 | ISO/IEC 10(21-5
have|particular significance in this Specification:

a)  Allowed-content-types: The names of-.the Object Identifiers for the IPM content types defined irf this
Specification are id-mct-p2-1984 and id-mct-p2-1988. See Annex C.

b) Allowed-EITs: The names of the:-Object Identifiers for the encoded-information-types defined irf this
Specification are enumerated in~Annex C. See also 20.4.

NOTE — An extension to the MS-Bind abstract-operation for the IPMS-MS is defined in 19.5.1.

19.12 MS-Bind-result

The |available-auto-actions parameter defined in 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5 has particular
significance in this Specifieation. Where this indicates support for the IPM auto-forward auto-action, this shall operate
as d¢fined in 19.8.2; where-Support for the IPM auto-acknowledgement auto-action is indicated, this shall opergte as
defijed in 19.8.3; where-support for the IPM auto-correlate auto-action is indicated, this shall operate as defingd in
19.8}4; where support-for the IPM auto-discard auto-action is indicated, this shall operate as defined in 19.8.5.

Where the Assembly Capability extension defined in 19.5.2 indicates support for IPM-assembly-instructions, this|shall
operfite as défined in 19.5.3.1.

19.2l - Creation of Information Objects

An IPMS-MS shall satisfy the following requirements related to the information objects it maintains:

a) The IPMS-MS shall maintain a separate information object for each (message containing an) IPM or IPN
that is submitted to it or delivered to it.

b) The IPMS-MS shall maintain as a separate information object not only each (message containing a)
forwarding IPM (pursuant to Item a) but also each (message containing a) forwarded object (recursively),
where the forwarded object is conveyed as a Message, Forwarded Content, Notification, or Report body
part.

¢) The IPMS-MS shall maintain as a separate information object the Returned IPM which may be present in
an NRN.
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1 Mapping an IPMS Message to an MS entry

When an IPM or IPN is stored in the IPMS-MS, a corresponding MS entry is created in the appropriate entry-class. The
attributes of such an entry are derived from various sources:

a) some attributes, such as Sequence-number and Creation Time, are generated by the MS for

administrative purposes;
b) some attributes are derived from components of the MHS Envelope;
c) some attributes summarize the contents of the IPM;
d) some attributes are derived from the Heading fields of the IPM;
e) some attributes are derived from the body parts of the IPM;

2| £elbo TDN].
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g) some attributes correlate IPMs and IPNs with other messages to which they are related;

h) some attributes are created by the IPMS-MS-user by means of the Modify abstract-operation.

Besifles these direct mappings, the IPMS-MS shall also create attributes corresponding to the complete ‘Envelops
complete Content, and the complete IPM Heading. Thus the same information may be logically present in more
one jttribute.

If th
Mes

Figu|
19.2

The
Mes
maplj

e Message-log entry-class is supported, a Message-log entry is created for each (Stored-message main-¢
age-log child-entries are not created.

Fe 5 illustrates the mapping of an IPM to an MS entry.

2  Mapping of forwarding messages in the IPMS-MS

[PMS-MS shall model a forwarding IPM as a main-entry with one child-entry for each forwarded object
age, Forwarded Content, Notification, or Report body part) thesmessage contains. A simple illustration o
bing is shown in Figure 6.
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Figure 5 — Mapping an IPM to an Ms entry
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Figure 6 — Mapping a Forwarding message to an IPMS-MS entry

3  Presence of General-attributes in child-entries

following general attribute-types shall be present in child-entries of an IPM or NRN when stored in an entry

val-status, sequence-number. The absence of a delivery envelope precludes~the generation of other ge
utes which are mandatory in Table 2 of ITU-T Rec. X.413 | ISO/IEC_4B021-5 for the following typ
-entry:

a) the Returned IPM optionally present in an NRN;

b) the Message body part (i.e. the forwarded IPM) of a forwarding IPM where the Parameters compong
the body part is empty;

¢) the Notification body part of a forwarding IPM where the Parameters component of the body p
empty;

d) the Forwarded Content body part of a forwardirig IPM where the Parameters component of the body
is empty.

e case where a child-entry is generated from an\IPM's Message or Notification body part in which the Parani
bonent is present:

a) if Delivery-time is present im\Parameters then the message-delivery-time general-attribute-type shs
present;

b) if Delivery-envelope is.present in Parameters then all the other mandatory general-attribute-types de
for a delivered-message entry shall be present except for message-delivery-envelope
message-delivery-identifier which shall be absent.

re a child-entry is gen¢iated from an IPM's Report body part the general attribute-types which are mandatory
rt in Table 2 of ITU=T"Rec. X.413 | ISO/IEC 10021-5 shall be present.

re a child-entry is‘generated from an IPM's Forwarded Content body part the content general attribute-type sh
nt. Additionally, content-specific attribute-types appropriate to that child-entry's content-type shall be press
ontent-type/is supported by the MS, provided that the content is not encrypted.

e case(where a child-entry is generated from an IPM's Forwarded Content body part in which the Param
ponent is present:

20_F06

class
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a) if Delivery-time is present in Parameters then the message-delivery-time general-attribute-type shall be

present;

b) if MTS-identifier is present in Parameters then the message-delivery-identifier general-attribute-type

shall be present;

c) if Delivery-envelope is present in Parameters then all the other mandatory general-attribute-types defined

for a delivered-message entry (except for message-delivery-envelope) shall be present;

d) if Delivery-time, MTS-identifier and Delivery-envelope are all present in Parameters then the

message-delivery-envelope general-attribute-type shall be present;

e) if Submission-proof is present in Parameters then the proof-of-submission, originating-MTA-certificate,

and message-submission-envelope general-attribute-types shall be present.
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The entry-type general-attribute of child-entries in the Delivery and Delivery-log entry-classes shall have the value
delivered-message, except those containing returned content which shall have the value returned-content. The entry-
type general-attribute of child-entries present in the Submission and Submission-log entry-classes shall have the value
submitted-message.

The example in Table 2 illustrates the use of child-entries in the Delivery entry-class. This table shows four sets of
entries corresponding, respectively, to a delivered IPM, a delivered RN, a delivered NRN, and a delivered report
concerning a previously submitted IPM.

Table 2 — Example of the use of child-entries

Seqtenee Entry-type Child-sequenee Parentseqtenree——HM-entry-tvpe Neotes
pumber numbers number
100 delivered-message 101, 102 - IPM Delivered IRM
containing two
message body parts
101 delivered-message - 100 IPM Méssage body part
102 delivered-message - 100 IPM Message body part
120 delivered-message - - RN No child-entries
possible
130 delivered-message 131 - NRN Contains a
returned [PM
131 delivered-message 132 130 1PM Contains one
message body part
132 delivered-message - 131 IPM Message body part
140 delivered-report 141 - - Contains at least on
non-delivery report
141 returned-content 142 140, IPM Contains one
message body part
142 delivered-message - 141 IPM Message body part

19.3 Maintenance of Attributes

An IPMS-MS shall satisfy the following requiremetits related to the MS attributes which it supports:

a) For each IPM or IPN it holdsyincluding the child-entry of a delivery report containing Returned-coijtent,
the IPMS-MS shall support the attributes defined in 19.6.

b) For each body part type'present in a stored IPM, the IPMS-MS shall maintain an Extended body| part
attribute (and, when_appropriate, an attribute corresponding to the Parameters component of that pody
part type) such that.it contains all body parts of that type regardless of whether they were conveyed to the
IPMS-MS as.basic or Extended body parts of the IPM.

¢) For eachAPM it holds, the IPMS-MS shall give the following meanings to the defined values of th¢ MS
retrieval-status general-attribute:

1) «.new: No attribute values have been conveyed to the UA.

ii)) listed: At least one attribute value has been conveyed to the UA, and at least one body part has not
been conveyed.

iil) processed: All body parts (the body parts as single attributes, or the data component only from all

attribute. See 11.2.68 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

d) For each IPN it holds, the IPMS-MS shall give the following meanings to the defined values of the MS
retrieval-status general-attribute:

i) mew: No attribute values have been conveyed to the UA.

ii) listed: At least one attribute value has been conveyed to the UA, and at least one attribute other than
Returned IPM has not been conveyed.

iii) processed: All attributes, with the possible exception of Returned IPM, have been conveyed to
the UA.
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e) When the MS retrieval-status general-attribute is retrieved in the result of an abstract-operation, the value
returned shall reflect the state of affairs prior to the execution of that abstract operation.

f) The performance of the IPM auto-forward auto-action may cause the MS retrieval-status general-
attribute of the auto-forwarded entry to be set to processed, see 19.8.2.

g) The content-type attribute of each (message containing an) IPM or IPN that is stored in the IPMS-MS
shall have the value id-mct-p2-1984 or id-mct-p2-1988 (see annex C), as appropriate, depending upon
the content type of the message (see 20.2).

The general (content independent) attributes that may occur in the MS entry-classes are documented in ITU-T Rec.
X.413 | ISO/IEC 10021-5. All content independent MS attributes can be used for the content defined in this
Specification. The IPMS specific attributes are defined in 19.6. All general attribute types classified as mandatory in
Tables 2 and 3 of ITU-T Rec. X.413 | ISO/IEC 10021-5 shall be supported.

19. Notification of Non-receipt

When it deletes an IPM while performing the Delete abstract-operation or the Auto-delete auto-action”of thd MS
Abstract Service, the IPMS-MS shall generate an NRN if, and only if, one is requested by means of the Notificgtion-
requests component of the subject recipient specifier of the deleted IPM, and the IPM's entry-status has the value /fsted.
In thie case of the Delete abstract-operation, the NRN shall not be generated if prevent-NRN-gengration is specifipd in
the delete-extensions parameter of the Delete abstract-operation which deletes the IPM (see,19.5:6).

The NRN shall have the common fields prescribed for the performance of auto-acknowledgement (see 18.5.2.1).
The NRN shall have the following non-receipt fields:

a)  Non-receipt reason: The value ipm-discarded.
b) Discard reason: [Omitted| The value ipm-deleted].
c) Auto-forward comment: Omitted.

d) Returned IPM: If the return of the IPM is requested by means of the Notification-requests compongnt of
its subject recipient specifier, and the Converted-encoded-information-types component of the Mesgsage
Delivery Envelope argument is absent, the IPM.-@mitted otherwise.

The [PMS-MS shall submit the NRN by invoking MS-message-submission. Message Submission's Envelope argujment
shalll be as prescribed for auto-acknowledgement (see;18:5.2.2), except that notification-type may be set to type P, its
Confent argument determined from the NRN as specified in 20.1. If the IPM auto-correlate auto-action is in effect|then
the IPMS-MS shall add the sequence-number of*the submitted IPN to the AC Submitted IPNs attribute of the pntry
reprgsenting the deleted IPM in the Message-lpgtentry-class; in addition, that entry's AC Submitted IPN Status attrjbute
is giyen the value ipm-discarded.

19.5 IPMS-MS abstract-opération extensions

The MS abstract-service defined.in ITU-T Rec. X.413 | ISO/IEC 10021-5 provides a general mechanism for extefding
variqus abstract-operations_and) érrors, in order to satisfy additional requirements specific to particular content-types.
The pxtensions used by the-TPMS-MS are defined below.

WitH the exception of the forwarding-request extension (see 19.5.5), each extension is defined as an instance of the MS-
EXTIENSION information object class (see 6.6 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

19.5]1 MS=Bind extensions

The [PMS-MS-user may make use of the bind-extensions parameter of the MS-Bind abstract-operation (see 7.1.1 of
ITU{T-Rec. X.413 | ISO/IEC 10021-5) to cause the suspension of the IPM auto-acknowledgement auto-actiop, as
defined in 19.8.3. The suspend-auto-acknowledgement information object is defined as follows:

suspend-auto-acknowledgement MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-suspend-auto-acknowledgement }

The presence of this object in the bind-extensions parameter of the MS-Bind abstract-operation causes the suspension of
the IPM auto-acknowledgement auto-action for entries whose retrieval-status becomes processed during the abstract-
association. There are no parameters. Where an IPMS-MS does not provide the IPM auto-acknowledgement auto-
action, it shall ignore the presence of the suspend-auto-acknowledgement bind-extension.

NOTE — Where a UA itself generates RN, it should select suspend-auto-acknowledgement, to avoid the interference which
could arise if the user employs another UA which, by registration, has activated the [IPM-auto-acknowledgement auto-action.
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19.5.2 MS-Bind-Result extensions

The Assembly Capability extension indicates by its presence in the MS-bind-result that the IPMS-MS supports
[PM-assembly-instructions (see 19.5.3.1) within IPM-submission-options (see 19.5.3). It shall be present when
requested by means of the MS-configuration-request parameter of MS-bind.

assembly-capability MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-assembly-capability }

19.5.3 IPM -submission options

The submission-options parameter of the MS-message-submission abstract-operation defined in 8.3.1.1 and 8.1.6 of
ITU-T Rec. X.413 | ISO/IEC 10021-5 allows for the specification of IPMS-specific extensions.

The submission-options
defined for the IPMS-MS:

IPMSubmissionOptions MS-EXTENSION ::= {
ipm-assembly-instructions |
originator-body-part-encryption-token |
originator-forwarded-content-token,

. -- For future extension additions -- }

19.5{3.1 IPM assembly instructions

This|IPM submission option is used to request the incorporation of stored IPMs and stgred’body parts in a subnjitted
IPM

The [PM-assembly-instructions- information object is defined as follows:

ipm-assembly-instructions MS-EXTENSION ::= {
IPMAssemblyInstructions IDENTIFIED BY id-még-assembly-instructions }
IPMAssemblyInstructions ::= SET {
assembly-instructions [0] BodyPartReferénces }
BodyPartReferences ::= SEQUENCE OF BodyPartRe&ference
BodyPartReference ::= CHOICE ({

stored-entry
stored-content

0] SequencéeNumber,

1] SeguenceNumber,

submitted-body-part 2] INTEGER (1..MAX),

stored-body-part 3] ~8EQUENCE {
message-entry SequenceNumber,
body-part-number INTEGER (1..MAX) } }

The pingle component of IPM-assembly-instrictions has the following meaning:

Asse¢mbly-instructions (M): This component instructs the IPMS-MS to assemble stored body parts or stored entries
with|the present submitted IPM, befdie‘submitting the resulting IPM to the MTS (or storing it as a draft-message eftry).
The [PMS-MS shall construct the new Body by assembling body parts in the order specified in the argument, i.¢. the
sequgnce of body parts which.forms the new Body is determined by the sequence of body-part-references. If stored-
entry is specified, it may identify an IPM, IPN, or Report. The new body part constructed from the stored-entry will be,
respgctively, a Message-body part, a Notification body part, or a Report body part. If stored-content is specified, the
new [body part constriicted from the identified entry will be a Forwarded Content body part. If submitted-body-part is
specified, the new bedy part is a body part of the present submitted IPM (identified by number). If stored-body-part is
specfied, the new¢body part is copied from the entry identified by message-entry, with the body-part-number indidated.
Body parts aré.hnumbered starting at '1".

In a|MesSsage body part constructed from a stored IPM that represents a delivered-message entry, the Paramjeters
component shall contain delivery-time and delivery-envelope.

In a Message body part constructed from a stored IPM that represents a submitted-message entry, the Parameters
component shall not contain delivery-time and shall contain delivery-envelope. This simulated delivery-envelope shall
not contain originally-intended-recipient-name, converted-encoded-information-types, nor any extension whose
presence is not defined in both a Message Submission envelope and a Message Delivery envelope. The originator-name
and this-recipient-name components of this delivery-envelope each contain the OR-address of the IPM's originator.

In a Message body part constructed from a stored IPM that represents a draft-message entry, the Parameters component
shall not contain delivery-time or delivery-envelope.

In a Forwarded Content body part constructed from a stored IPM, the Parameters component shall contain delivery-time
and delivery-envelope as prescribed above for a Message body part, and shall also contain MTS-identifier except where
the stored IPM represents a draft-message entry. In a Forwarded Content body part constructed from a stored IPM that
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represents a submitted-message entry which has a proof-of-submission and the associated originating-MTA-certificate,
the Parameters component shall contain submission-proof.

When the IPMS-MS has assembled the new Body, it shall update the original-encoded-information-types in the
message-submission-envelope as necessary, such that the complete message still satisfies the requirements of 20.4.

If the present submitted IPM contains a Body Part Signature (see A.1.4), a Body Part Encryption Token (see B.6.1), or
a Forwarded Content Token (see B.6.2) then the body-part-numbers within these shall refer to the parts of the Body as
they will appear after the assembly-instructions have been performed. If the entry from which a stored-body-part is
copied has a body-part-signature containing one or more signatures for the identified body part, then the IPMS-MS shall
append those signatures to the body-part-signature in the submitted IPM (creating a new body-part-signature if
necessary) ensuring that the appropriate Certificate or Directory name is included in the originator-certificates
component of each such copied body-part-signature.

If th¢ present submitted IPM contains an /PM Security Label (see A.1.5) which contains body-part-security-labeéls| then
the ¢rder of components within this shall refer to the parts of the Body as they will appear after the~assembly-
instrfictions have been performed. If a referenced stored entry has an IPM Security Label or a Message, Security Label
then|the IPMS-MS shall insert the content-security-label from the IPM Security Label (or if this is not present theph the
Mesjage Security Label) into the appropriate component of the body-part-security-labels in theysubmitted IPM (if
necepsary creating a new body-part-security-labels or replacing a submitted component value). If th€ entry from which
a stored-body-part is copied has an associated body-part-security-label then the IPMS-MS shall“insert that body-part-
secufity-label into the appropriate component of the body-part-security-labels in the sgbmitted IPM (if necepsary
creaIﬁng a new body-part-security-labels or replacing a submitted component value). M-body-part-security-labels are
insefted then the IPMS-MS shall ensure that the content-security-label component gentains the appropriate aggrggate
valug, or if it is unable to aggregate any of these labels then the IPMS-MS shall generate a submission error specifying a
secufity-error of unable-to-aggregate-security-labels.

The [[PMS-MS shall generate a submission error specifying a security-etror of assembly-instructions-conflict-pith-
secufity-services if assembly-instructions are present with the submifted IPM together with any of: corjtent-
confldentiality-algorithm-identifier, content-integrity-check, or messageorigin-authentication-check.

OTE 1 — The presence of delivery-envelope in the Parameters compenent of a Message body part does not imply that the|body
hrt was derived from a delivered-message. This derivation is implied (but not verified) by the presence of delivery-time.

OTE 2 — The assembly of body-parts from entries with confent-type other than IPM is possible only for body parts yhose
efinition is compatible with IPM (as stated in the relevant contetit-type Specification), or for which rules of conversion intq IPM
pdy parts are defined.

OTE 3 — In the case where the MS-user wishes to submit a message comprising entirely body parts assembled by the MP, the
Fgument to MS-message-submission will contain a zeto-length Body.

OTE 4 — If any of the assembled body parts contain data that has been encrypted with a symmetric encryption algorithm yhere
e session-key for that algorithm is itself encrypted in an associated token, it is the responsibility of the IPMS-MS-uger to
enerate appropriate tokens for each recipient of the forwarding IPM. This does not require the IPMS-MS-user to retrigve or
berypt the encrypted data in these body parts, but just to retrieve, decrypt and re-encrypt the associated tokens.

S Z o Z oo Z o 7
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The pctions performed by an IPMS=MS when the IPM-assembly-instructions parameter is present in an MS-mesfage-
subnpission argument are defined in 19.9.2.

19.5{3.2 Originator body part encryption token

The Priginator-body-part-encryption-token MS-submission-extension is used where the submitted message contains
a Bofly Part Encryption Token (see B.6.1) that has been encrypted such that it cannot subsequently be decrypted bly the
originator. This eXtension enables the originator to supply a Body Part Encryption Token constructed as if the origihator
werd a recipient of the message, to be stored in the submitted-message entry but not submitted to the MTS.
Subsequently; the originator may retrieve this information and use it to recover the encrypted body part.

originator-body-part-encryption-token MS-EXTENSION ::= {
BodyPartTokens IDENTIFIED BY id-mst-originator-body-part-encryption-token }

19.5.3.3 Originator forwarded content token

The Originator forwarded content token MS-submission-extension is used where the submitted message contains a
Forwarded Content Token (see B.6.2) that has been encrypted such that it cannot subsequently be decrypted by the
originator. This extension enables the originator to supply a Forwarded Content Token constructed as if the originator
were a recipient of the message, to be stored in the submitted-message entry but not submitted to the MTS.
Subsequently, the originator may retrieve this information and use it to recover the Forwarded Content body part.

originator-forwarded-content-token MS-EXTENSION ::= {
ForwardedContentToken IDENTIFIED BY id-mst-originator-forwarded-content-token }
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19.5.4 IPM submission errors

When an IPMS-MS performs the MS-message-submission abstract-operation of ITU-T Rec. X.413 | ISO/IEC 10021-5,
the IPMS-specific errors defined below may be reported. These are reported as MS-extension-errors, as defined in 9.12
of ITU-T Rec. X.413 | ISO/IEC 10021-5.

The IPM-submission-errors information object set comprises the submission errors defined for the IPMS-MS:

IPMSubmissionErrors MS-EXTENSION ::= {
invalid-assembly-instructions |
invalid-ipn,

. -- For future extension additions -- }

The invalid-assembly-instructions error shall be reported where the IPM assembly instructions component of IPM-
submission-options is present, but the message submitted is not an IPM., or the IPM assembly instructions component

contgins a reference to an entry whose content-type is not compatible with IPM, or contains a reference to a body part
not fresent in the submitted or stored message. The invalid body-part-references are reported in the error.

invalid-assembly-instructions MS-EXTENSION ::=
BodyPartReferences IDENTIFIED BY id-mst-invalid-assembly-instructions }

The jnvalid-IPN error shall be reported if the UA submits an IPN concerning a message for which an IPN has alteady
been| sent, except that an RN may be generated for an auto-forwarded IPM where an NRIN\indicating IPM-puto-
forwprded has already been sent.

invalid-ipn MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-invalid-ipn }

19.55 Forwarding-request extension

The [IPMS-MS provides two methods for incorporating stored IPMs in th€)body of a submitted IPM. If a (1994
Application Context is in use, the IPM assembly instructions extension defified in 19.5.3.1 is used for this purposd. If a
1984 Application Context is in use, the forwarding-request extension defined below is used.

If a [1988 Application Context is in use (see 5.7 of ITU-T Rec, X413 | ISO/IEC 10021-5) then an IPMS-MS [shall
suppprt the forwarding-request extension as specified in 8.3.1.1 of ITU-T Rec. X.413 | ISO/IEC 10021-5.| The
IPMB-MS-user may submit an IPM, including Heading and” Body, using the MS-message-submission absfract-
opergtion, and identify by means of the forwarding-requestiextension, a message that is already stored in the IPM$-MS
whidh is to be combined with the submitted message Body; for forwarding to the message's recipient(s).

The pubmitted message Body and the forwarded message are then combined by inserting the forwarded messagd as a
Message body part into the submitted message Body. The Message body part becomes the last body part of the
subnpitted message Body.

19.5]6  Delete extensions

The [PMS-MS-user may make use-of the delete-extensions parameter of the Delete abstract-operation (see 8.2.4.1 of
ITU{T Rec. X.413 | ISO/IEC 1002]=5) to prevent the generation of an NRN when an IPM is deleted, as defined in [19.4.
The prevent-NRN-generationrextension is defined as follows:
prevent-nrn-genération MS-EXTENSION ::= {

NULL-)IDENTIFIED BY id-mst-prevent-nrn-generation }
NOTE — This may-beused to prevent the automatic generation of NRNs where a UA implementation itself generates NRNs

19.6 IPMS-MS Attributes

As describéd in ITU-T Rec. X.413 | ISO/IEC 10021-5, an MS maintains and provides access to certain attributes of
each| information object it holds. An attribute comprises a type and, depending upon the type, one or more vdlues.
Attributes that may assume several values simultaneously (all pertaining to one object) are termed multi-valued, those
that may assume just one value, single-valued. Some attributes pertain to information objects of all kinds; others only to
those of certain kinds (e.g., those of section two).

This clause defines the MS attributes specific to Interpersonal Messaging. Each IPMS-MS attribute is defined as an
instance of the ATTRIBUTE information object class (see 6.3.3.3 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

All the IPMS-MS attributes defined in this Specification, except those corresponding to Extended body part types
(which cannot be enumerated; see 19.6.3.3), are listed alphabetically, for reference, in the first column of Table 5
in 19.6.7. Table 3 indicates their presence in IPM, NRN, RN and ON entries of the Stored-message, Submission-log,
and Delivery-log entry-classes of the MS. For entries of the Submission-log and Delivery-log entry-classes the Body
attributes (see 19.6.3) shall not be present. Table 3 also indicates whether the attribute is single-valued or multi-valued,
and whether it is available for retrieval by the List and Summarize abstract-operations. Rules for the presence and
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maintenance of general-attributes in the IPMS-MS are defined in 19.2 and 19.3. No requirements are placed on the
IPMS-MS-user for the support of any of the IPMS-MS attributes.

Where a delivery report contains returned content, the child-entry so created shall possess the attributes indicated for an
IPM, NRN, RN or ON as appropriate. Where an NRN contains a returned IPM, the child-entry so created shall possess
the attributes indicated for an IPM. Where an IPM (whether submitted, delivered, in the returned content of a delivery
report, or present in an NRN), contains a Message body part, the child-entry so created shall possess the attributes
indicated for an IPM. Where an IPM (whether submitted, delivered, in the returned content of a delivery report, or
present in an NRN), contains a Report body part which contains returned content, the report child-entry shall itself have
a returned content child-entry which shall possess the attributes indicated for an IPM, NRN, RN or ON as appropriate.
Where an IPM (whether submitted, delivered, in the returned content of a delivery report, or present in an NRN),
contains a Notification body part, the child-entry so created shall possess the attributes indicated for an IPN; where the
IPN is an NRN which contains a returned IPM, the notification child-entry shall itself have a returned IPM child-entry
whidh shall possess the attributes indicated for an IPM. Where an IPM (whether submitted, delivered, in the retrned
contgnt of a delivery report, or present in an NRN), contains a Forwarded Content body part which contains_an|IPM
(whith is not encrypted), the child-entry so created shall possess the attributes indicated for an IPM.

Tablp 3 applies to all entries except those of the Auto-action-log entry-class. There are no IPMSs:specific attriputes
defirled for the Auto-action-log entry-class. See 5.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5 for.an elaboration df the
tablefs legend.

Table 3 — Summary of IPMS-specific common attributes

Attribute S'M Support Presence
DI SI |IPM NRN RN ON

»
=S

AcKnowledgment Mode - - P -

Authorization Time

[elKe!

Authorizing Users

I
@]
I
I

Autp-forward Comment

Autp-forwarded

O|O|Of)L|0o|O
o|o|0|Z| o)

Autp-submitted

Bildterally Defined Body Parts
Blijd Copy Recipients

o
<

Body

Body Part Encryption Token
Body Part Security Label

o|0o

Body Part Signatures Verification Stafus

Body Part Signatures

Body Part Summary*

Cirdulation List Recipients

Conversion EITs

@]
|
|
|

Copy Recipients

I
@)
|
|

Dis¢ard Reaso

O|O|0|0|0C|O|0|0|0|0O

Oo|o|g|o|Oo|0O|O
!
9!
9!
9!

Di
EncfyptedBody Parts

stribution,Codes

—

zlz|wn|z|z|2|2|w|v|z|a|n|Ez|e|v|n|z|n|x| <
alg|laja|lajlal"s|ala|lale
|
|
|
Z K| K| <K< << <<= Z[ < Z[ << <<= =]

4
9

b
4
=

Encrypted-Data

|
|
|
.
4

Encrypted Parameters

o
o

Expiry Time

Extended Body Part Types

Extended Subject

Forwarded Content Token

o) e}
oo

Forwarding Token

G3 Facsimile Body Parts
G3 Facsimile Data

O|O|O|O|O|O|O|O0|0O|P|O|O|O|O|O|O|0|0|0O|O|0|L|O|0O|T}0|0|0(0|0
Z|Z|Z|Z|Z|Z2|<|Z|Z2|Z2|Z|Z|=<|2Z2|Z|Z2|Z2|Z|Z|z2|Z2|Z|Z|Z2|Z2|<|Z2|Z2|Z|<]|=»n

zlz|z|v|n|ulz|x|z
ala|laja|lajlalalaja|lg|ala

|1

[

[
Z|Z|Z|<|<|<|=<|=<|Z

G3 Facsimile Parameters

ITU-T Rec. X.420 (06/1999) 61


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/TEC 10021-7:2003 (E)

Table 3 — Summary of IPMS-specific common attributes (continued)
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Table 3 — Summary of IPMS-specific common attributes (concluded)

Attribute S/M Support Presence
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Som|
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19.6
The

This

e 4 indicates the presence of the correlation attributes (see 19.6.5) in IPM entries of the Stored-messagg
age-log entry-classes. None of the attributes listed in Table 4 are definéd for 1988 Application Contexts. 1
utes shall not be present in entries representing IPNs.

.1 Summary Attributes

e attributes summarize an Interpersonal Messaging information object. These attributes are defined and desc
v.

1.1 IPM Entry Type

[PM Entry Type attribute identifies an information object's type.

ipm-entry-type ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX IPMEntryType,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-sat-ipm-entry-type }

IPMEntryType ::= ENUMERATED {
ipm (0),
rn (1)
nrn (2)
on (3)

j

attribute may assume any one of the following values:
a) Jpur. The information object is an IPM.
b)<#n: The information object is an RN.

¢) nrn: The information object is an NRN.

and
hese

Fibed

2AY on- Tha tnforaatinn oot 1o o (WN]
o
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An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a message whose content is an IPM or IPN.
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Table 4 — Summary of IPMS-specific correlation attributes

19.6
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Legend:
SMV Single/multi valued
Sup Support level by IPMS-MS
Del IPM Presence in delivered IPM
Sub IPM Presence in submitted IPM
IPN Presence in IPN
L Available for List
S Available for Summarize

1.2 IPM Synopsis
[PM Synopsis attribute 'gives the structure, characteristics, size, and processing status of an [PM at the granu
dividual body parts,
ipm-synop§ig ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSynopsis,
NUMERATION single-valued,
ID id-sat-ipm-synopsis }

Kynopsis-of an IPM comprises a synopsis of each of its body parts. The synopses appear in the order in whic
parts-appear.

arity

h the

IPMSynopsis ::= SEQUENCE OF BodyPartSynopsis

The synopsis of a body part takes one of two forms depending upon whether the body part is of type Message. This
enables the synopsis of a forwarding IPM to encompass the body parts of each forwarded IPM (recursively), as well as
those of the forwarding IPM itself.

64

BodyPartSynopsis ::= CHOICE {
message [0] MessageBodyPartSynopsis,
non-message [1] NonMessageBodyPartSynopsis}

MessageBodyPartSynopsis ::= SEQUENCE {
number [0] SequenceNumber,
synopsis [1] IPMSynopsis}
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NonMessageBodyPartSynopsis ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
parameters [1] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
size [2] INTEGER,
processed [3] BOOLEAN DEFAULT FALSE}

The synopsis of a Message body part has the following components:

a) Number (M): The sequence-number that the IPMS-MS assigns to the entry that the Message body
represents.

b) Synopsis (M): The synopsis of the IPM that forms the content of the message that the body
represents.

part

part

The synopsis of a body part of type other than Message has the following components. For the purposes of this

tha JPA S NAS
TVE

syn
7.4 1]
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br definitions of Extended body part types equivalent to the basic body part types):

Object Identifier.

b) Parameters (C): The body part's format and control parameters, i.e., the body "part's Paranj
component. An instance of TYPE-IDENTIFIER. This conditional component shallibe present if]
only if, a Parameters component is defined for this type of body part.

c¢) Size (M): The size in octets of the encoding of the Encoding componénty of the body part's
component when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IE€ 8825-1 are followed. If
rules permit several (e.g., both primitive and constructed) encodings™of the component, the size
reflect any one of them. An Integer.

d) Processed (D false): An indication of whether or not the body. part (as a single attribute or the
component only) has been conveyed to the UA by means of the TPMS-MS's Fetch abstract operatid
has been processed by an auto-action whose definition_€auses the body part to become processé
Boolean.

a) Type (M): The body part's Extended type, i.e., the &id field of the body part's Data component.

(see
An

eters
and

Data
hose
may

Data
n, or
d. A

body

[PM.
shall

An IPMS-MS that supports this attribute shall maintain it for an fformation object that it holds (and the Messagp-log
entry for such an object) if, and only if| that object is a message Whose content is an IPM.
NOTE — As a consequence of its variability, the value of the Size'component should be considered only an estimate of the
pprt's size.
19.6{1.3 Body Parts Summary
The Body Parts Summary attribute, which isshulti-valued, provides a summary of the body parts present in an
One [value of body-part-descriptor shall be present for each body part present in the IPM. Body-part-descriptors
appefr in the same order in the attribute as‘\bddy parts appear in the IPM.
body-parts-summary ATTRIBUTE ::= {
WITH ATTRIBUTE}SYNTAX BodyPartDescriptor,
NUMERATION multi-valued,
ID id-sat-body-parts-summary }
BodyPartDescriptor ::= SEQUENCE {
data [0] OBJECT IDENTIFIER,
parameters [1] OBJECT IDENTIFIER OPTIONAL,
fthig-child-entry [2] SequenceNumber OPTIONAL,
position [3] INTEGER,
size [4] INTEGER,
processed [5] BOOLEAN DEFAULT FALSE }

For
cony

he purpose of this summary, body parts are considered to be of type Extended, whether or not they we

[€ SO

eyed to the IPMS-MS. See 7.4 for definitions of the Extended body part types equivalent to the basic body

part

types.
The body-part-descriptor has the following components:

a) Data (M): The body part's Extended type, i.e. the &id field of the body part's Data component

(see

19.6.3.3). This Object Identifier identifies the attribute generated for the Data component of the body

part.

b) Parameters (C): The Extended type of the body part's Parameters, i.e. the &id field of the body part's

Parameters component (see 19.6.3.3). This Object Identifier identifies the attribute generated fo
Parameters component of the body part. This conditional component shall be present if, and only
Parameters component is defined for this type of body part.
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¢) This-child-entry (C): Identifies the sequence-number of the child-entry that constitutes this body part.
This shall be present for body part types for which child-entries are generated (e.g., Message body parts).

d) Position (M): Indicates the position of this body part within the sequence of values that constitutes the
Extended Body Part attributes (Data and Parameters) for this Extended body part type.

e) Size (M): The size in octets of the encoding of the Encoding component of the body part's Data
component when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825-1 are followed. If those
rules permit several (e.g., both primitive and constructed) encodings of the component, the size may
reflect any one of them. An Integer.

f)  Processed (D false): An indication of whether the body part (as a single attribute or the Data component
only) has been conveyed to the UA by means of the IPMS-MS's Fetch abstract-operation, or has been
processed by an auto-action whose definition causes the body part to become processed. A Boolean.

NOTE 1 — As a consequence of its variability, the value of the Size component should be considered only an estimate of thelbody
pprt's size.

NOTE 2 — This attribute may be used in preference to the IPM Synopsis attribute where the IPM comprises many recursive |evels
of forwarded IPM, or where the Parameters components are large, or where a summary of only a single body part is réquired.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and\the Messagg-log
entry for such an object) if, and only if, that object is a message whose content is an IPM. An IRMS-MS that supports
this attribute shall also support the IPM Synopsis attribute.

19.6]1.4 IPM Auto-discarded

The [PM Auto-discarded attribute may be present in entries of the Delivery-log entryselass, and indicates whethgr the
corrgsponding entry of the Delivery entry-class was deleted as a result of the performance of the IPM auto-discard puto-
action.

ipm-auto-discarded ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX BOOLEAN,
EQUALITY MATCHING-RULE booleanMatch,
NUMERATION single-valued,
ID id-sat-ipm-@utd-discarded }

An IPMS-MS that supports this attribute shall maintain it for<dn information object if, and only if, that objec{ is a
Deliyery-log entry corresponding to a delivered IPM which ‘was deleted by the performance of the IPM auto-difcard
autojaction.

19.6{1.5 Body Part Signature Verification Status

The-Body Part Signature Verification Status attribute reports the outcome of verification by the IPMS-MS that pody
partq of a delivered IPM have not been modified in the MTS, if the IPMS-MS has the capability to perform |such
veriffication and a signature of the body, part was present in the IPM. It is generated by the IPMS-MS. Trust ir this
indidation implies trust in the IPMS-MS,

body-part-signature-verification-status ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX BodyPartSignatureVerification,

NUMERAT ION single-valued,

ID id-hat-body-part-signature-verification-status }
BodyPartSigrnatureVerification ::= SET OF SET

body-part-sequence-number BodyPartNumber,

body-part-signature SignatureStatus }

The pignature.tatus values are defined in 11.2.77 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

19.6{2 <Heading Attributes

Somk attributes are derived from the Hpnding of an TPM_ These attributes are defined and described helow

19.6.2.1 Heading
The Heading attribute is the (entire) Heading of an IPM.

heading ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Heading,
NUMERATION single-valued,
1D id-hat-heading }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds if, and only if, that
object is a message whose content is an [PM.
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2.2 Heading Analyses

Some attributes have as their values OR-descriptors selected after analysis of the Heading. They identify the "primary",
"copy", "blind copy", and "circulation list" recipients of an IPM of whom an RN, NRN, or reply is requested.

An IPMS-MS that supports one of these attributes shall maintain it for an information object that”it holds (an

rn-requestors ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

D id-hat-rn-requestors }
nrn-requestors ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

ID iﬂ—h;\i‘—hrﬂ—?‘pqncqi‘nrq }
reply-requestors ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

NUMERATION multi-valued,

ID id-hat-reply-requestors }

 the

Mesgage-log entry for such an object) if, and only if, that object is a delivered message whosejcontent is an IPM whose
Heading requests, of at least one user or DL, an RN, NRN, or reply, respectively. It shall maintain one attribute yalue
for gvery recipient specifier in the IPM's Primary, Copy, Blind Copy, or CirculatiofizList Recipients field whose
Notification-requests component includes the value rn (in the case of the first atteibute) or nrn (in the case of the
secopd), or whose Reply-requested component signifies that a reply is requested/(in-the case of the third). The yalue
shalllbe the recipient specifier's Recipient component.
Note — These attributes exist for historical reasons, predating those defined to support’/IPM auto-correlation.
19.6)2.3 Heading Fields
Somgp attributes bear the names of heading fields and have those fields:as their values.
this-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ThisIPMField,
EQUALITY MATCHING-RULE iPMIdentifierMatch,
NUMERATION single-valued,
D idai@t-this-ipm }
originator ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorField,
EQUALITY MATCHING-RULE oRDescriptorMatch,
OTHER MATCHING-RULES {oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
ORDescriptorSingleElementMatch, ...},
NUMERATION single-valued,
D id-hat-originator }
replied-to-IPM ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX RepliedToIPMField,
EQUALITY) MATCHING-RULE iPMIdentifierMatch,
NUMERATION single-valued,
ID id-hat-replied-to-IPM }
subject ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SubjectField,
EQUALITY MATCHING-RULE mSStringMatch,
SUBSTRINGS MATCHING-RULE mSSubstringsMatch,
NUMERATION single-valued,
ID id-hat-subject }
expiry-time ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX ExpiryTimeField,
EQUALITY MATCHING-RULE UTCTimeMatch,
ORDERING MATCHING-RULE UTCTimeOrderingMatch,
NUMERATION single-valued,
D id-hat-expiry-time }
reply-time ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX ReplyTimeField,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
D id-hat-reply-time }
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An IPMS-MS that supports one of these attributes shall maintain it for an information object that itsholds (an

Mes
cont

19.6

Som

importance ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
1D

sensitivity ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
D

auto-forwarded ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX

ImportanceField,
integerMatch,

integerOrderingMatch, -- not defined for 1988 Application Contexts

single-valued,
id-hat-importance }

SensitivityField,
integerMatch,

integerOrderingMatch, -- not defined for 1988 Application Contexts

single-valued,
id-hat-sensitivity }

AutoForwardedField,

EQUALITY MAICHING-RULE
NUMERATION
ID

hins the field whose name the attribute bears.

2.4 Heading Sub-fields

authorizing-users ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
OTHER MATCHING-RULES

NUMERATION
ID

primary-recipients ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
OTHER MATCHING-RULES

NUMERATION
ID

copy-recipients ATTRIBUTE ::=-Y
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
OTHER MATCHING-RULES

NUMERATION
ID

blind-copy-retipients ATTRIBUTE
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
OTHER MATCHING-RULES

NUMERATION
ID

BoOTSanMaten,
single-valued,
id-hat-auto-forwarded }

e attributes bear the names of heading fields and have sub-fields of those fields as their ‘values.

{

AuthorizingUsersSubfieldy
oRDescriptorMatch,
{oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
ORDescriptorSingdeElementMatch, ...},

multi-valued,

id-hat-authorizing-users }

{

PrimaryRegipientsSubfield,

recipientSpecifierMatch,
{recipientSpecifierElementsMatch |
recipientSpecifierSubstringElementsMatch |
re&ipientSpecifierSingleElementMatch, ...},

madti-valued,

id-hat-primary-recipients }

CopyRecipientsSubfield,

recipientSpecifierMatch,
{recipientSpecifierElementsMatch |
recipientSpecifierSubstringElementsMatch |
recipientSpecifierSingleElementMatch, ...},

multi-valued,

id-hat-copy-recipients }

BlindCopyRecipientsSubfield,
recipientSpecifierMatch,
{recipientSpecifierElementsMatch |
recipientSpecifierSubstringElementsMatch |
recipientSpecifierSingleElementMatch, ...},

multi-valued,

id-hat-blind-copy-recipients }

NOTE - If the blind-copy-recipients envelope field is present then the heading field of the same name W
absent, and this attribute contains subfields of the envelope field as its values.

 the

age-log entry for such an object) if, and only if, that object is a message whose content is an IPM.whose Heading

ill be
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obsoleted-IPMs ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

related-IPMs ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

ITU-T Rec. X.420 (06/1999)
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reply-recipients ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReplyRecipientsSubfield,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch, ...},

NUMERATION multi-valued,

D id-hat-reply-recipients }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an [PM whose Heading
contains the field whose name the attribute bears. It shall maintain one attribute value for each sub-field.

19.6.2.5 Heading Extensions

therdof.

Somg¢ attributes bear the names of heading extensions and have as their values the values of those extensions or 4
incomplete-copy ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IncompleteCopy,
NUMERATION single-valued, -- An equality match is specified for 1988
-- Application Contexts --
D id-hat-incomplete-copy }
languages ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Language,
EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch, -- Not definedfor 1988 Application
Contexts

NUMERATION multi-valued,

ID id-hat-languages }
auto-submitted ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoSubmitted,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued;

D id-hat-auto-submitted }
body-part-signatures ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX BodyPaxntSignatures,

NUMERATION single-valued,

ID id-hat-body-part-signatures }
ipm-security-label ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMSecurityLabel,

NUMERATION single-valued,

D id-hat-ipm-security-label }
body-part-security-label (ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX BodyPartSecurityLabel,

NUMERATION multi-valued,

ID id-hat-body-part-security-label }
authorization-timenATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AuthorizationTime,

EQUALITY)y MATCHING-RULE generalizedTimeMatch,

ORDERING MATCHING-RULE generalizedTimeOrderingMatch,

NUMERATION single-valued,

1D id-hat-authorization-time }
circulgtion-list-recipients ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX CirculationMember,

EQUALITY MATCHING-RULE circulationMemberMatch,

OTHER MATCHING-RULES { circulationMemberElementsMatch |

circulationMemberSubstringElementsMatch |
circulationMemberSingleElementMatch |

circulationMemberCheckmarkMatch, ... },

NUMERATION multi-valued,

ID id-hat-circulation-list-recipients }
distribution-codes ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DistributionCode,

EQUALITY MATCHING-RULE distributionCodeMatch,

NUMERATION multi-valued,

D id-hat-distribution-codes }
extended-subject ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ExtendedSubject,

EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION single-valued,

D id-hat-extended-subject }
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information-category ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX InformationCategory,

EQUALITY MATCHING-RULE informationCategoryMatch,

NUMERATION multi-valued,

ID id-hat-information-category }
manual-handling-instructions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ManualHandlingInstruction,

EQUALITY MATCHING-RULE mSStringMatch,

NUMERATION multi-valued,

ID id-hat-manual-handling-instructions }
originators-reference ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorsReference,

EQUALITY MATCHING-RULE mSStringMatch,

NUMERATION single-valued,

TD T NE T OOt OT S - YE e TeNCE  J
precedence-policy-identifier ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX PrecedencePolicyIdentifier,

EQUALITY MATCHING-RULE objectIdentifierMatch,

NUMERATION single-valued,

ID id-hat-precedence-policy-id }

An IPMS-MS that supports one of these attributes shall maintain it for an information object.that it holds (angl the
Mesgage-log entry for such an object) if, and only if, that object is a message whose content issan [PM whose Hegding
contgins the extension whose name the attribute bears.

In the case of the Languages attribute, the IPMS-MS shall maintain one attribute value\for each language the extepsion
idenfifies.

NOTE — Each value of Languages comprises a language code, followed optionally by a.country code. The Languages attripute's
spibstrings matching rule may be used to select values of a given language code; yegardless of the presence, or value ¢f the
optional country code; see A.1.2.

19.6{2.6 Recipient Extensions

One | attribute bears the name of a recipient extension contained in the recipient-specifier which identifies| this
IPMPB-MS-user and has as its value the values of that recipient extension.

precedence ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX Precedence,
EQUALITY MATCHING-RULE int€gerMatch,
NUMERATION single-valued,
D id-hat-precedence }

An IPMS-MS that supports this attributes shall maintain it for an information object that it holds (and the Messagp-log
entry for such an object) if, and only if, that object is a delivered-message whose content is an IPM whose Hegding
contgins a recipient-specifier which identifies this IPMS-MS-user, and that recipient-specifier contains the recipient
extemsion whose name the attribute bears.

19.6{2.7 Envelope Extensions

Somgp attributes bear the names of extensions that are logically part of the IPM, but to facilitate efficient processinjg are
envelope extensions, and-have as their values the values of those extensions or a part thereof.

body-part-encryption-token ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX BodyPartTokens,

NUMERATION single-valued,

ID id-hat-body-part-encryption-token }
forwarded-content-token ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ForwardedContentToken,

NUMERATION single-valued,

ID id-hat-forwarded-content-token }
forwarding-token ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageToken,

NUMERATION single-valued,

ID id-hat-forwarding-token }

An IPMS-MS that supports the Forwarded Content Token attribute shall maintain it for an information object that it
holds (and the Message-log entry for such an object) if that object is a message whose content is an IPM whose Body
contains a Forwarded Content. An IPMS-MS that supports the Forwarding Token attribute shall maintain it for an
information object that it holds if, and only if, that object is a child-entry which represents a Forwarded Content body
part, where that content originally had an associated message-token containing encrypted-data.
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19.6.3 Body Attributes

Some attributes are derived from the Body of an IPM. These attributes are defined and described below.

NOTE — The attributes defined in 19.6.3.4, 19.6.3.5, and 19.6.3.6 exist for historical reasons. When using a 1994 Application
Context only the Extended body parts attributes should be used.

19.6.3.1 Body
The Body attribute is the (entire) Body of an IPM.

body ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Body,
NUMERATION single-valued,
D id-bat-body }

An [PMS-MS that supports this attribute shall maintain it for an information object that it holds if, and only-if] that
obje¢t is a message whose content is an [PM.

19.6{3.2 Extended Body Part Types

The |[Extended Body Part Types attribute identifies the Extended body part types represented ,in‘an IPM. For the
purppses of this attribute, all body parts of an IPM are considered to be of type Extended regardless of whether|they
werg so conveyed to the IPMS-MS.

extended-body-part-types ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,
ID id-bat-extended-body-paxt-types }

An [PMS-MS that supports this attribute shall maintain it for an information_object that it holds if, and only if] that
obje¢t is a message whose content is an IPM whose Body contains one<or more body parts. It shall maintai] one
attribute value for every type of body part present. The value shall denote the type as specified in 7.3.2.

NOTE — Each value of this attribute identifies both an Extended body pattitype represented in the IPM and the attribute gengrated
for the Data component(s) of the body part(s) of that body part type, ds'specified in 19.6.3.3.

19.6{3.3 Extended Body Parts

Somg attributes, unnamed, have as their values the value-components of the Sequence type associated with the instance-
of tyjpe that constitutes the Data (and Parameters) components of Extended body parts. See 7.3.2 above, and (0.7 of
ITU{T Rec. X.681 | ISO/IEC 8824-2. For the purpases of these attributes, all body parts of an IPM are considered ffo be
of type Extended regardless of whether they were so conveyed to the IPMS-MS; see 19.3, item (b).

To epch Extended body part type there corresponds two attributes. The first attribute is denoted by the Object Identifier
that |s the &id field of the TYPE-IDENTIFIER object that constitutes the Data component of a body part of that fype.
The fontent of this first attribute is the'walue component of the Sequence type associated with the instance-of typge for
that [Data component. The second attribute is denoted by the Object Identifier that is the &id field of the TYPE-
IDEINTIFIER object that constifutés the Parameters component of a body part of that type. The content of this sgcond
attripute is the value component of the Sequence type associated with the instance-of type for that Paramfeters
component.

Whete a Parameters €ype is defined for an Extended body part type, the sequence of values in the attribute genefated
from| the Data coniponents of body parts of that Extended body part type corresponds to the sequence of values ih the
attripute generated from the Parameters components of the same body parts. Thus the value created for the [Data
component fxa’body part occupies the same position in the first attribute as the value created for the Paranjeters
component\decupies in the second attribute.

An IPMS-MS that supports one of these body parts shall maintain the first attribute, and, if defined, the second attribute,
for an information object that it holds if, and only if, that object is a message whose content is an IPM whose Body
contains one or more body parts of the type that corresponds to that attribute. It shall maintain one value of the first
attribute, and, if defined, the second attribute for each such body part. The order of values shall reflect the order of
appearance of body parts of that type in the [PM.

The Data and Parameters attributes of Extended body parts may be derived from the following parameterized object
assignments:

extended-body-part-data-attribute{ EXTENDED-BODY-PART-TYPE:ebpt} ATTRIBUTE ::

{

WITH ATTRIBUTE-SYNTAX [0] EXPLICIT ebpt.&data.&Type,
NUMERATION multi-valued,
ID ebpt .&data.&id }
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extended-body-part-parameters-attribute{EXTENDED-BODY-PART-TYPE:ebpt} ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX [0] EXPLICIT ebpt.&parameters.&Type,
NUMERATION multi-valued,
D ebpt . &parameters.&id }

NOTE 1 — In editions of this Specification published before 1994, the Parameters and Data attributes of extended body parts were
derived from Externals. When the single-ASN1-type encoding alternative of the External is used, the value of the encoding of an
External is identical with that of Type-Identifier. However, the IPMS-MS may generate Parameters and Data attributes whose
ATTRIBUTE-SYNTAX also supports the octet-aligned encoding alternative. The following associated types indicate the
ATTRIBUTE-SYNTAX of the Parameters and Data attributes respectively, that may be generated by the IPMS-MS, and should
be anticipated by the IPMS-MS-user:

CHOICE (
single-ASN1l-type [0] EXPLICIT ebpt.&parameters.&Type,
octet-aligned [1] IMPLICIT OCTET STRING }

The
EXA
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An IPMS-MS holds each forwarded IPM (i.e., each Message body part) as an information object in its own

sepa

CHOICE {
single-ASN1l-type [0] EXPLICIT ebpt.&data.&Type,
octet-aligned [1] IMPLICIT OCTET STRING }
Constraint specified in 7.3.2 on the choice of encoding applies.
MPLES

xample, the Data attribute for the IAS Text Extended body part type may be derived as follows:

ia5-text-extended-data-attribute ATTRIBUTE ::=

extended-body-part-data-attribute {ia5-text-body-part}

is equivalent to the following assignment:
ia5-text-extended-data-attribute ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT IAS5TextData,
NUMERATION multi-valued,
D id-et-ia5-text }

Pata attribute for the 'Simple Spreadsheet' Extended body part type used as an example in 7.3.1 may be deriv|
WS:

simple-spreadsheet-extended-data-attribute“ATTRIBUTE ::=

extended-body-part-data-attribute {simple-spreadsheet-body-part}

is equivalent to the following assignment:
simple-spreadsheet-extended-data-attribute ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX [0] EXPLICIT OCTET STRING,
NUMERATION multi-valued,
D {local-object-identifier 1} }

OTE 1 — The Extended body parts ‘attributes cannot be enumerated because the Extended body part types cannot
humerated.

OTE 2 — The Extended Body Part Types attribute (see 19.6.3.2) indicates the types of the Extended body part attributes p
the entry representing an [PM.

3.4 Basic Body Parts

e attributes bearjthe' names of basic body part types and have, with one exception, such body parts as their valy|

OTE — The aftributes defined below exist for historical reasons. When using a 1994 Application Context, only the (Exte
pdy parts aftributes of 19.6.3.3 should be used.
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rate_from the forwarding IPM. That information object is a message whose content is an IPM. The Message

ia5-text-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IASTextBodyPart,

NUMERATION multi-valued,

ID id-bat-ia5-text-body-parts }
g3-facsimile-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G3FacsimileBodyPart,

NUMERATION multi-valued,

ID id-bat-g3-facsimile-body-parts }
g4-classl-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G4ClasslBodyPart,

NUMERATION multi-valued,

ID id-bat-g4-classl-body-parts }
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teletex-body-parts ATTRIBUTE ::=

03 (E)

WITH ATTRIBUTE-SYNTAX TeletexBodyPart,

NUMERATION multi-valued,

D id-bat-teletex-body-parts }
videotex-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexBodyPart,

NUMERATION multi-valued,

D id-bat-videotex-body-parts }
encrypted-body-parts ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedBodyPart,

NUMERATION multi-valued,

ID id-bat-encrypted-body-parts }
message-body-parts ATTRIBUTE ::= {

1o

NUMERATION multi-valued,

ID id-bat-message-body-parts }
mixed-mode-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX MixedModeBodyPart,

NUMERATION multi-valued,

ID id-bat-mixed-mode-body-parts }
bilaterally-defined-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX BilaterallyDefinedBodyPart,

NUMERATION multi-valued,

ID id-bat-bilaterally-defined-bddy,parts }
nationally-defined-body-parts ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX NationallyDefinedBodyPart,

NUMERATION multi-valued,

ID id-bat-nationally-defdned-body-parts }

bbject is a message whose content is an IPM whose Body contains oné or more body parts of the type whose

- of appearance of body parts of that type in the [PM.

3.5 Basic Body Part Parameters Components

b attributes bear the names of basic body part types and have the Parameters components of such body parts as
S,

NOTE — The attributes defined below exist for histérical reasons. When using a 1994 Application Context, only the (Exte

PMS-MS that supports one of these attributes shall maintain it for an‘information object that it holds if, and orﬁy if,

ame

ttribute bears. It shall maintain one attribute value for each such body part. The order of values shall refledt the

their

hded)

pdy parts attributes of 19.6.3.3 should be used.

ia5-text-parameters ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IASTextParameters,

NUMERATION multi-valued,

ID id-bat-ia5-text-parameters }
g3-facsimile-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX G3FacsimileParameters,

NUMERATION multi-valued,

ID id-bat-g3-facsimile-parameters }
teletex-parameters ATTRIBUTE ::= {

WZTH ATTRIBUTE-SYNTAX TeletexParameters,

NUMERATION multi-valued,

ID id-bat-teletex-parameters }
videotex-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexParameters,

NUMERATION multi-valued,

1B +—bat—videotex—parameters—}
encrypted-parameters ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedParameters,

NUMERATION multi-valued,

ID id-bat-encrypted-parameters }
message-parameters ATTRIBUTE = {

WITH ATTRIBUTE-SYNTAX MessageParameters,

NUMERATION multi-valued,

ID id-bat-message-parameters }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds if, and only if,
that object is a message whose content is an IPM whose Body contains one or more body parts of the type whose name

ITU-T Rec. X.420 (06/1999)
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the attribute bears. It shall maintain one attribute value for each such body part. The order of values shall reflect the
order of appearance of body parts of that type in the [PM.

19.6.3.6 Basic Body Part Data Components

Some attributes bear the names of basic body part types and have the Data components of such body parts as their
values.

NOTE — The attributes defined below exist for historical reasons. When using a 1994 Application Context, only the (Extended)
body parts attributes of 19.6.3.3 should be used.

ia5-text-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IASTextData,

NUMERATION multi-valued,

D id-bat-ia5-text-data }
g3-facsimile-data ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX G3FacsimileData,

NUMERATION multi-valued,

D id-bat-g3-facsimile-data }
teletex-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX TeletexData,

NUMERATION multi-valued,

D id-bat-teletex-data }
videotex-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX VideotexData,

NUMERATION multi-valued,

D id-bat-videotex-data }
encrypted-data ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX EncryptedData,

NUMERATION multi-valued,

D id-bat-encryptedsdata }
message-data ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX MessageData,

NUMERATION multi-valued,

D id-bat-megsage-data }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds if, and orﬁy if,
that pbject is a message whose content is an IPM whoseBody contains one or more body parts of the type whose fame
the dttribute bears. It shall maintain one attribute value* for each such body part. The order of values shall refledt the
ordet of appearance of body parts of that type in the TPM.

19.6}/4 Notification Attributes
SomgE attributes are derived from an IPN. These attributes are defined and described below.

19.6}/4.1 Common Fields

SomgE attributes bear the names_of-common fields and have those fields as their values.

subject-ipm ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SubjectIPMField,

EQUALITY MATCHING-RULE iPMIdentifierMatch,

NUMERATION single-valued,

ID id-nat-subject-ipm }

ipnsbriginator ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPNOriginatorField,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
ORDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch, ...},

NUMERATION single-valued,

D id-nat-ipn-originator }

ipm-intended-recipient ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IPMIntendedRecipientField,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |

oRDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch,
NUMERATION single-valued,
ID id-nat-ipm-intended-recipient }
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conversion-eits ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MS-EIT,

EQUALITY MATCHING-RULE objectIdentifierMatch,

NUMERATION multi-valued,

ID id-nat-conversion-eits }
notification-extensions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMSExtension {{ NotificationExtensions }},

NUMERATION multi-valued,

ID id-nat-notification-extensions }

An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an IPN that contains the
field whose name the attribute bears.

19.6@-2—Norn-receipt Fields

Somg attributes bear the names of non-receipt fields and have those fields as their values.

non-receipt-reason ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX NonReceiptReasonField,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

D id-nat-non-receipt-reason }
discard-reason ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DiscardReasonField,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

ID id-nat-discard-reason }
auto-forward-comment ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoForwardCommentField,

EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION single-valued,

ID id-nat-auto-foxward-comment }
returned-ipm ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReturnediPMField,

NUMERATION single-¥walued,

D id-natsreturned-ipm }
nrn-extensions ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMSExtension {{ NRNExtensions }},

NUMERATION multi-valued,

ID id-nat-nrn-extensions }

An IPMS-MS that supports one of these(atfributes shall maintain it for an information object that it holds (angl the
Mesgage-log entry for such an object) if,’and only if, that object is a message whose content is an NRN that contairfs the
field|whose name the attribute bears.<The Returned IPM attribute shall not be present in entries of either the submission-
log dr delivery-log.

19.6}4.3 Receipt Fields

Somg attributes bear the'names of receipt fields and have those fields as their values.

receipttime ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReceiptTimeField,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

ID id-nat-receipt-time }
acknowledgment -mode ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AcknowledgmentModeField,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

ID id-nat-acknowledgment-mode }
suppl-receipt-info ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX SupplReceiptInfoField,

EQUALITY MATCHING-RULE mSStringMatch,

SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION single-valued,

ID id-nat-suppl-receipt-info }
rn-extensions ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX IPMSExtension {{ RNExtensions }},

NUMERATION multi-valued,

D id-nat-rn-extensions }
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An IPMS-MS that supports one of these attributes shall maintain it for an information object that it holds (and the
Message-log entry for such an object) if, and only if, that object is a message whose content is an RN that contains the

field

whose name the attribute bears.

19.6.4.4 Other Notification Type Fields

The Other Notification Type Fields attribute contains values of the field whose name it bears.

other-notification-type-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSExtension,
NUMERATION multi-valued,
ID id-nat-other-notification-type-fields }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log

entry

for such an nhjpr‘ﬂ if and only if; that nhjpr‘f 1S3 message whose content is an IPN whose content is an ON
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5  Correlation Attributes

e attributes correlate messages which are interrelated in various ways:
a) an IPM and the IPMs generated in reply;
b) an IPM and the IPNs notifying receipt or non-receipt;

c) anIPM and the IPMs which subsequently forward it, or obsolete it, or are relatedto it.

b attributes are relevant to all submitted and delivered messages which contain replies and notifications; othe
fic to submitted-message entries, and correlate the delivered replies and IPNs reegived in response to a sub
age; others still are specific to delivered-message entries, and correlate the“xeplies and IPNs generated by
B-MS-user in response to a delivered message. All the Correlation attributes defined in this clause are generatg

cable only to main entries.

Heletion of an entry referred to by one of the correlation attributes has no effect on the value of that attribute.

5.1 Common attributes

e attributes, common to the entries of both the Submissien.and Delivery entry-classes (and corresponding entri
essage-log entry-class), correlate an IPM with the IPMs which indicate in their Heading fields that they ren
[ete, or are related to it, or are replies to it, or havéforwarded it. A further common attribute correlates an IPN|
PM entry to which it refers.

5.1.1 AC Forwarding IPMs

AC Forwarding IPMs attribute, which'is multi-valued, contains the sequence-numbers of the IPM entrieg
the present IPM as a Message o Forwarded Content body-part. One value of the attribute shall be generate

forwarding IPM containing th&imessage. The attribute values are stored in ascending order of the forwa
bs' creation times.
ac-forwarding-ipmg* ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUAKLITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-forwarding-ipms }

PMS-MS\that supports this attribute shall maintain it for an information object that it holds (and the Messag|
for such-an object) if, and only if, that object is a message whose content is an IPM, which has been the subjq
arding by, or on behalf of, this IPMS-MS-user.
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19.6.5.1.2 AC Forwarded IPMs

The AC Forwarded IPMs attribute, which is multi-valued, contains the sequence-numbers of the stored IPMs that
correspond to the Message or Forwarded Content body-part that the present child-entry represents. One value of the
attribute shall be generated for each stored IPM that corresponds to the body part that the present entry represents. Each
value indicates the sequence-number of the corresponding IPM. The attribute is absent unless at least one IPM entry

exist
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s that corresponds to the IPM body part that the present entry represents.
ac-forwarded-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-forwarded-ipms }
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An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a child-entry that represents a Message body part or Forwarded
Content IPM body part that corresponds to at least one IPM present in the [IPMS-MS.

19.6.5.1.3 AC Obsoleting IPMs

The AC Obsoleting IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries that
indicate, by means of their Obsoleted IPMs heading field, that they render obsolete the present IPM. The attribute
values are stored in ascending order of the obsoleting entries' creation times.

ac-obsoleting-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUNMERA T IUN L l.J.._ dlucd,
ID id-cat-obsoleting-ipms }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and theMessagp-log
entry for such an object) if, and only if, that object is a message whose content is an IPM, to which at least one{IPM
referg in its Obsoleted IPMs heading field.

19.6j5.1.4 AC Obsoleted IPMs

The AC Obsoleted IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries identified
by the Obsoleted IPMs heading field of the present IPM. One value of the attribute shalllbegenerated for each suljfield
of the Obsoleted IPMs heading field. The value sfored indicates the one or more IPM ‘entries identified by a given
subfield. The value absent indicates that no IPM entry corresponds to a given subfield-The attribute values are stored in
the fame order as the corresponding values of the heading field. The attribute is\absent unless at least one IPM pntry
existp that is identified by a subfield of the Obsoleted IPMs heading field.

ac-obsoleted-ipms ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX IPMLocation,

OTHER MATCHING-RULES {iPMLocationMatch, ...},

NUMERATION multi-valued,

D id-cat-obsoleted-ipms }
IPMLocation ::= CHOICE ({

stored SET OF SequenceNumber,

absent NULL,

}

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Messagg-log
entry for such an object) if, and only if, that dbject is a message whose content is an IPM, which identifies |n its
Obsgleted IPMs heading field one or more IPRMS present in the IPMS-MS.

19.6{5.1.5 AC Relating IPMs

The |JAC Relating IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries Which
indidate, by means of their Related IPMs heading field, that they are related to the present IPM. The attribute valugs are
stordd in ascending order of thelrelating entries' creation times.

ac-relatingfipms ATTRIBUTE ::= {
WITH “ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-relating-ipms }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Messagg-log
entry fepsuch an object) if, and only if, that object is a message whose content is an IPM, to which at least one{IPM
refers in 1ts Relafed IPMs heading field.

19.6.5.1.6 AC Related IPMs

The AC Related IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries identified by
the Related IPMs heading field of the present IPM. One value of the attribute shall be generated for each subfield of the
Related IPMs heading field. The value stored indicates the one or more IPM entries identified by a given subfield. The
value absent indicates that no IPM entry corresponds to a given subfield. The attribute values are stored in the same
order as the corresponding values of the heading field. The attribute is absent unless at least one IPM entry exists that is
identified by a subfield of the Related IPMs heading field.
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ac-related-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMLocation,
OTHER MATCHING-RULES {iPMLocationMatch, . } ,
NUMERATION multi-valued,
ID id-cat-related-ipms }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Message-log
entry for such an object) if, and only if, that object is a message whose content is an IPM, which identifies in its Related
IPMs heading field one or more IPMs present in the [IPMS-MS.

19.6.5.1.7 AC Replied-to IPM

The AC Replied-to IPM attribute, which is multi-valued, contains the sequence-numbers of each instance of the IPM
entry to which the present IPM is a reply.

ac-replied-to-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
ID id-cat-replied-to-ipm }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds((and the Messagp-log
entry for such an object) if, and only if, that object is a message whose content is an IPM, and which contains a Refjlied-
to IHM heading field. Its value shall be the sequence-number of each entry identified by the Replied-to IPM hedding
field

19.6{5.1.8 AC Replying IPMs

The |JAC Replying IPMs attribute, which is multi-valued, contains the sequence-numbers of the IPM entries which
indidate, by means of their Replied-to IPM heading field, that they were sent in'reply to the present IPM. The attrjbute
valugs are stored in ascending order of the replying entries' creation times;

ac-replying-ipms ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumbery,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOxrderingMatch,
NUMERATION multi-wvalued,
ID id-catsreplying-ipms }

An IPMS-MS that supports this attribute shall maintannit for an information object that it holds (and the Messagp-log
entry for such an object) if, and only if, that objectqs a message whose content is an IPM, and at least one reply tq that
[PM|has been submitted or delivered.

19.65.1.9 AC Subject IPM

The JAC Subject IPM attribute, which is multi-valued, contains the sequence-numbers of each instance of the|(IPM
entry to which the present IPN refers.

ac-subject-ipm ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITYy MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-subject-ipm }

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the Messagg-log
entry for suchhan object) if, and only if, that object is a message whose content is an IPN, and whose Subject{IPM
common,fi¢ld identifies an IPM entry. Its value shall be the sequence-number of each entry identified by the Subject
IPM|common field.

19.6.5.2 Submitted message correlation

Some attributes correlate IPMs submitted by this IPMS-MS-user with the replies and notifications subsequently
delivered in response, and provide a summary of the responses requested and those received.
NOTE - If a non-delivery-report is received concerning an intended recipient of a submitted message then no reply or IPN will

be generated by that recipient. The UA can determine when this applies by examining the MS AC-report-summary attribute and
correlating the recipients identified in the MS Recipient-names and AC IPM Recipients attributes.

For any given entry, the number of values of each of the submitted message correlation attributes, defined below, shall
be the same. The ordering of values in the attributes is aligned, such that all values at a given order position within the
sequence of attribute-values refer to one of the intended recipients of the IPM. The AC IPM Recipients attribute shall be
supported if any of the other attributes defined in 19.6.5.2 are supported.
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19.6.5.2.1 AC IPM Recipients

The AC IPM Recipients attribute, which is multi-valued, contains one value for each distinct Primary, Copy, Blind
Copy, and Circulation List Recipient of the submitted IPM. Where two or more recipient specifiers contain the same
value of OR-name (i.e. the Formal-name component of the Recipient component of recipient specifier) a value is
generated only for the first of these. Fields are inspected in the order Primary, Copy, Blind Copy, and Circulation List
Recipients.

The order of values in this attribute is aligned with the order of values in the other attributes defined in 19.6.5.2.

NOTE - For example, the value containing the OR-descriptor for a given recipient occupies the same position in this attribute as
the position occupied by the value containing the delivered-reply-status for the same recipient in the AC Delivered Replies
Summary attribute.

The initial values of this attribute are drawn from the (‘nrrmpnnding rer‘ipiPnt pr‘(‘iﬁPFQ as determined by the proc dure
indidated above.

ac-ipm-recipients ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORDescriptor,

EQUALITY MATCHING-RULE oRDescriptorMatch,

OTHER MATCHING-RULES {oRDescriptorElementsMatch |
oRDescriptorSubstringElementsMatch |
oRDescriptorSingleElementMatch, . ),

NUMERATION multi-valued,

ID id-cat-ipm-recipients }

An IPMS-MS that supports this attribute shall maintain it for an information object thatitholds (and the submissiop-log
entry for such an object) if, and only if, that object is a submitted message whose gontent is an IPM. It shall maintain
one pttribute value for each distinct recipient specifier in the IPM's Primary, Copyy Blind Copy, and Circulatior] List
Recipients fields. The values shall be the recipient specifiers' Recipient components.

19.6{5.2.2 AC Delivered Replies Summary

The AC Delivered Replies Summary attribute, which is multi-valued, fecords whether replies have been solicited [from
each|of the AC IPM Recipients of a submitted IPM and whether.replies have been received. The initial value qf the
attripute is set for each of the AC IPM Recipients according to, whether a reply was requested of that recipient| The
ordef of values in this attribute is aligned with the order of valdes’in the other attributes defined in 19.6.5.2.

ac-delivered-replies-summary ATTRIBUTEl»:=

WITH ATTRIBUTE-SYNTAX Delit/eredReplyStatus,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE IntegerOrderingMatch,

NUMERATION multi-valued,

ID id-cat-delivered-replies-summary }
DeliveredReplyStatus ::= INTEGER {

no-reply-requested (0) --reply not requested --,

reply-outstanding (1) -- rep& requested -- ,

reply-receivéd (2)

For ¢ach value present in the ACHPM Recipients attribute, this attribute may assume any one of the following valu

2]

a) no-reply-requested: No reply was requested of this recipient and none has been received. This|is a
possible initial value of the attribute.

b) reply-outstanding: A reply was requested of this recipient and none has been received. This is a podsible
initial'value of the attribute.

¢).eply-received: One or more replies originated by this recipient have been received.

An IPMS:-MS that supports this attribute shall maintain it for an information object that it holds (and the submissiop-log
entry fof)such an object) if, and only if, that object is a submitted message whose content is an IPM. It shall maihtain
one attribute value for each value of the AC IPM Recipients attribute. The initial values shall reflect the values of the
recipient specifiers' Reply-requested components.

19.6.5.2.3 AC Correlated Delivered Replies

The AC Correlated Delivered Replies attribute, which is multi-valued, identifies the delivered IPMs which were
originated by an intended recipient of a submitted IPM, and which indicate, by means of their Replied-to IPM heading
field, that they were sent in reply to the submitted IPM. The initial value of the attribute is set for each of the AC IPM
Recipients and indicates that no reply has been received. The order of values in this attribute is aligned with the order of
values in the other attributes defined in 19.6.5.2.
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ac-correlated-delivered-replies ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX CorrelatedDeliveredReplies,
NUMERATION multi-valued,
ID id-cat-correlated-delivered-replies }
CorrelatedDeliveredReplies ::= CHOICE {
no-reply-received [0] NULL,
received-replies [1] SEQUENCE OF SequenceNumber }

The components of correlated-delivered-replies have the following meaning:

a) No-reply-received (C): No reply has been received from this intended recipient of the submitted IPM.
This is the initial value of the attribute.

b) Received-replies (C): This identifies the sequence-numbers of the one or more IPMs received by this
IPMS-MS-user in reply to a previously submitted IPM. The sequence-numbers are present in ascending

Eaclf value of this attribute indicates that no reply has been received, or identifies each delivered-message.€ntry v

cont

the IPM.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the submissio
entry for such an object) if, and only if, that object is a submitted message whose content is an. JPM. It shall mai

one

19.6
The

generated by, or on behalf of, the AC IPM Recipients of a submitted message. The initial values of AC Delivered
Summary are set according to the values of the Notification-requests component of each of the IPM Recip
recip]

than

the value it replaces). The order of values in this attribute is align€d with the order of values in the other attri
defirled in 19.6.5.2.
ac-delivered-ipn-summary ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DeliveredIPNStatus,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integexOrderingMatch,
NUMERATION muil €4;-valued,
ID idycat-delivered-ipn-summary }
DeliveredIPNStatus ::= INTEGER
no-ipn-requested (0),
an-requested (3),
nrn-requested (5),
rn-requested (10),
an-received (13),
ipm-auto-forwarded (15),
ipm-discarded (20),
rn-received (25) }

For ¢ach value present in the;AC IPM Recipients attribute, this attribute may assume any one of the following valu

order of the corresponding entries' creation times.

hins a reply, whose subject is the originally submitted IPM, and whose originator was an intended wecipie

ittribute value for each value of the AC IPM Recipients attribute. The initial values shall- be no-reply-received.
5.2.4 AC Delivered IPN Summary

AC Delivered IPN Summary attribute, which is multi-valued, contains a sutamary of the IPNs requested of

the attribute.

received. This is a possible initial value of the attribute.
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ient specifier, and each value is updated as each IPN is received (withi\the condition that the new value is gfeater

butes

w1

a) no-ipnsrequested: No notification-requests were made of this recipient. This is a possible initial valpe of
b) an-tequested: An advice notification was requested of this recipient, and no such notification has [been

cY = nrn-requested: Non-receipt-notification was requested of this recipient and no such notification has|been
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d) rn-requested: Receipt notification was requested of this recipient and no such notification has been

received. This is a possible initial value of the attribute.

e) an-received: An advice notification generated by, or on behalf of, this recipient has been received which

contains additional advice concerning receipt of the IPM; see 8.4.

f)  ipm-auto-forwarded: A non-receipt-notification generated by, or on behalf of, this recipient has been

received which indicates that the IPM was auto-forwarded; see 8.2.1.

g) ipm-discarded: A non-receipt-notification generated by, or on behalf of, this recipient has been received

which indicates that the IPM was discarded; see 8.2.1.

h) rn-received: An IPN generated by, or on behalf of, this recipient has been received which confirms the

receipt of the submitted IPM.
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NOTE — A future version of this Specification may specify additional values of AC Delivered IPN Summary for ONs.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the submission-log
entry for such an object) if, and only if, that object is a submitted message whose content is an IPM. It shall maintain
one attribute value for each value of the AC IPM Recipients attribute. The initial values shall reflect the values of the
recipient specifiers' Notification-requests components.

19.6.5.2.5 AC Correlated Delivered IPNs

The AC Correlated Delivered IPNs attribute, which is multi-valued, identifies the delivered IPNs that have been
correlated with each of the AC IPM Recipients of a submitted IPM. The initial value of the attribute is set for each of
the AC IPM Recipients and indicates that no IPNs have been received. The order of values in this attribute is aligned
with the order of values in the other attributes defined in 19.6.5.2.

ac-correlated-delivered-ipns ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX CorrelatedDeliveredIPNs,
NUMERATION multi-valued,
ID id-cat-correlated-delivered-ipns }
CorrelatedDeliveredIPNs ::= CHOICE {
no-ipn-received [0] NULL,
ipns-received [1] SEQUENCE OF SequenceNumber }

The fomponents of correlated-delivered-IPNs have the following meaning:

a) No-IPN-received (C): No IPN has been received from this intended recipient-or from an actual recipient
acting on his behalf. This is the initial value of the attribute.

b) IPNs-received (C): This identifies the sequence-numbers of the [PN-¢ntries received from this intgnded
recipient or the actual recipient acting on his behalf. The sequence-numbers are present in ascepding
order of the corresponding entries' creation times.

EacH value of this attribute indicates that no IPN has been received, ordentifies each delivered-message entry which
contgins an IPN, whose subject is the originally submitted IPM, and whose originator received the IPM as, or on behalf
of, ap intended recipient.

An IPMS-MS that supports this attribute shall maintain it for an‘4nformation object that it holds (and the submissiop-log
entry for such an object) if, and only if, that object is a submitted message whose content is an IPM. It shall maiptain
one jttribute value for each value of the AC IPM Recipients attribute. The initial values shall be no-IPN-received.

19.6{5.3 Delivered message correlation

Somp attributes correlate IPMs delivered to this IPMS-MS-user with the replying IPMs and IPNs subsequntly
subnpitted by the IPMS-MS-user, and provide'a-summary of the responses requested and those generated.

19.6{5.3.1 AC Submitted Reply Status

The JAC Submitted Reply Status  attribute indicates whether a reply to a delivered IPM was requested and whiether
one has been sent.

ac-submitted-rep¥y-status ATTRIBUTE ::=
WITH-ATTRIBUTE-SYNTAX SubmittedReplyStatus,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-cat-submitted-reply-status }
SubmittedReplyStatus ::= INTEGER {
no-reply-requested (0),
no-reply-intended (1),
reply-pending (2),
reply-sent (3) }

This attribute may assume any one of the following values:

a) no-reply-requested: The delivered IPM does not contain a request for this recipient to generate a reply.
This is a possible initial value of the attribute. If the subject recipient specifier of the delivered IPM
cannot be identified, this value is assumed.

b) no-reply-intended: This recipient has determined not to generate a reply to the delivered IPM (regardless
of whether one was requested).

b) reply-pending: The delivered message contains a request for this recipient to generate a reply, or this
recipient has declared an intention to generate a reply. The action is still outstanding. This is a possible
initial value of the attribute.
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c) reply-sent: A reply to the delivered IPM has been generated.

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an [PM. The initial value of
the attribute is set in accordance with the reply-requested component of the subject recipient specifier. The attribute is
subject to modification by means of the Modify abstract-operation and the Auto-modify auto-action.

19.6.5.3.2 AC Submitted IPN Status

The AC Submitted IPN Status attribute indicates whether an interpersonal notification for a delivered message was
requested and whether one has been sent.

ac-submitted-ipn-status ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX SubmittedIPNStatus,
EQUALLTY NMATCUHING-KULE liltegeriatCll,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
D id-cat-submitted-ipn-status }
SubmittedIPNStatus ::= INTEGER{
no-ipn-requested (0),
nrn-requested (5),
nrn-with-ipm-return-requested (10),
rn-requested (15),
rn-with-ipm-return-requested (20),
ipm-auto-forwarded (25),
ipm-discarded (30),
rn-sent (35) }

This|attribute may assume any one of the following values:

a) no-ipn-requested: The delivered message contains no notification-requests for this [IPMS-MS-user.| This
is a possible initial value of the attribute. If the subject recipiént specifier of the delivered IPM cannpt be
identified, this value is assumed.

b) nrn-requested: The delivered message contains a non-receipt notification request for this IPMS-MS{user.
This is a possible initial value of the attribute.

c) nrn-with-ipm-return-requested: The delivered‘message contains a request for non-receipt notificption
with return of IPM for this IPMS-MS-user. This is a possible initial value of the attribute.

d) rn-requested: The delivered message cohtains a receipt notification request for this IPMS-MS-user.| This
is a possible initial value of the attribute.

e) rn-with-ipm-return-requested: The. delivered message contains a request for receipt notification [with
return of IPM in the event of men-receipt by this IPMS-MS-user. This is a possible initial value df the
attribute.

f)  ipm-auto-forwarded: A'\non-receipt-notification which indicates that the IPM was auto-forwarded has
been sent; see 8.2.1!

g) ipm-discarded;~ A" rion-receipt-notification which indicates that the IPM was discarded has been [sent;
see 8.2.1.
h) rn-sent. Acxéceipt notification has been sent.

NOTE — The specification of additional values of AC Submitted IPN Status for ONs may be the subject of future
standardization.

An IPMS-MS\that supports this attribute shall maintain it for an information object that it holds (and the deliver-log
entry for saehan object) if, and only if, that object is a delivered message whose content is an IPM. The initial valpe of
the aftribute is set in accordance with Notification-requests component of the subject recipient specifier.

19.6.5.3.3 AC Submitted IPNs

The AC Submitted IPNs attribute, which is multi-valued, identifies the IPNs submitted in response to a delivered IPM.
The IPMS-MS shall record, by means of this attribute, any IPN submitted by the IPMS-MS-user, and any NRN caused
by the invocation of the Delete abstract-operation (see 19.4), or caused as a consequence of auto-actions performed by
the IPMS-MS. The attribute values are stored in ascending order of the IPN entries' creation times.

ac-submitted-ipns ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION multi-valued,
D id-cat-submitted-ipns }
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An IPMS-MS that supports this attribute shall maintain it for an information object that it holds (and the delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an [PM.

19.6.5.3.4 Recipient Category

The Recipient Category attribute indicates the category of recipient (primary, copy, blind copy, or circulation list), if
known, in which this IPMS-MS-user was placed by the originator of a delivered IPM. If this recipient is represented in
more than one category, the attribute assumes the lowest applicable value.

recipient-category ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX RecipientCategory,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-cat-recipient-category }
RecipientCategory ::= INTEGER

primary-recipient (0
copy-recipient (1
blind-copy-recipient (2
(3
(4

/
'
/
category-unknown ,
circulation-list

{
)
)
)
)
)

}

An IPMS-MS that supports this attribute shall maintain it for an information object that it holds)(and the delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an IPM.

19.6§5.3.5 Revised Reply Time

The |Revised Reply Time attribute enables the IPMS-MS-user to maintain a rhedified version of the Reply [[ime
attripute. The IPMS-MS-user may generate this attribute using the Modify abstract~operation.

revised-reply-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReplyTimeField,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valuedy
ID id-cat-revised-reply-time }

An IPMS-MS that supports this attribute shall maintain it for'an information object that it holds (and the Delivery-log
entry for such an object) if, and only if, that object is a delivered message whose content is an IPM.

19.6j6 The IPMS-attribute-table information object class

For the IPMS-MS, the members of the IPMS-attribute-table information object set are regarded as objects populating
the Content-specific-attributes information Qbject set defined in 11.3 of ITU-T Rec. X.413 | ISO/IEC 10021-5.|1t is
defirjed as follows:
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IPMSAttributeTable ATTRIBUTE ::= {

acknowledgment-mode | authorizing-users | auto-forward-comment |

auto-forwarded | auto-submitted | bilaterally-defined-body-parts |
blind-copy-recipients | body | conversion-eits | copy-recipients |
discard-reason | encrypted-body-parts | encrypted-data | encrypted-parameters |
expiry-time | extended-body-part-types | g3-facsimile-body-parts |
g3-facsimile-data | g3-facsimile-parameters | g4-classl-body-parts | heading |
ia5-text-body-parts | iaS5-text-data | ia5-text-parameters | importance |

incomplete-copy | ipm-entry-type

| ipm-intended-recipient | ipm-synopsis |

ipn-originator | languages | message-body-parts | message-data |
message-parameters | mixed-mode-body-parts | nationally-defined-body-parts |

non-receipt-reason | nrn-requestors | obsoleted-IPMs | originator |
primary-recipients | receipt-time | related-IPMs | replied-to-IPM |
reply-recipients | reply-requestors | reply-time | returned-ipm |

rn-requestors | sensitivity | subject | subject-ipm | suppl-receipt-info |

teletex-bodyv-parts |

teletex-data |

teletex-parameters | this-ipm |

-- 1994 extension additions --

rn-extensions

19.6]7 Generation of the IPMS-specific Attributes

videotex-body-parts | videotex-data | videotex-parameters,

ac-correlated-delivered-ipns | ac-correlated-delivered-replies |
ac-delivered-ipn-summary | ac-delivered-replies-summary | ac-forwarded:ipms
ac-forwarding-ipms | ac-ipm-recipients | ac-obsoleted-ipms |
ac-obsoleting-ipms | ac-related-ipms | ac-relating-ipms | ac-replied-to-ipm
ac-replying-ipms | ac-subject-ipm | ac-submitted-ipn-status |
ac-submitted-ipns | ac-submitted-reply-status | authorization<time |
body-part-encryption-token | body-part-security-label |
body-part-signature-verification-status | body-part-signatures |
body-parts-summary | circulation-list-recipients | distpibution-codes |
extended-subject | forwarded-content-token | forwarding<token |
information-category | ipm-auto-discarded | ipm-security-label |
manual-handling-instructions | notification-extensions | nrn-extensions |
originators-reference | other-notification-type-fiélds | precedence |
precedence-policy-identifier | recipient-categor¥ | revised-reply-time |

Tablp 5 summarizes the rules governing the generation of the IPMS:specific attributes. See 5.4 for a description ¢
clasgifications used. The definitive rules for the generation of attributes is given in 19.6 and 19.9.

Table 5 — Generation of-the IPMS attribute-types

f the

Single/
Attribute-type name multi-| Source Generation rules
valued

AC (orrelated Delivered IPNs M MS A value is generated for each delivered IPN which has been
correlated with an intended recipient of the submitted IPM.

AC (orrelated Delivered Replies M MS A value is generated for each delivered reply which has beer]
correlated with an intended recipient of the submitted IPM.

AC Delivered IPN Summary M MS Summarizes the notification requests in a submitted IPM,
correlated with the IPNs received. One value is generated fo
each of the IPM recipients.

AC Tpelivered Replies-Summary M MS Summarizes the reply requests in a submitted IPM, correlatefl
with the replies received. One value is generated for each of the
IPM recipients.

AC Horwarded-IRMs M MS The attribute-values are the sequence-numbers of the stored
IPMs hat correspond to the body-part that the present child-gntry
represents.

AC HerwardingPMs MS The-attri
which bear the present IPM as a Message body part.

AC IPM Recipients M MS A value is generated for each recipient of the submitted [PM.

AC Obsoleted IPMs M MS A value is generated for each IPM referred to in the Obsoleted
IPMs Heading field of the present IPM.

AC Obsoleting IPMs M MS A value is generated for each IPM which refers to the present
IPM in its Obsoleted IPMs Heading field.

AC Related IPMs M MS A value is generated for each IPM referred to in the Related
IPMs Heading field of the present IPM.

AC Relating IPMs M MS A value is generated for each IPM which refers to the present
IPM in its Related IPMs Heading field.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

AC Replied-to IPM S MS The attribute-value is the sequence-number of the IPM to which
the present IPM refers in its Replied-to IPM Heading field.

AC Replying IPMs M MS The attribute-values are the sequence-numbers of IPMs which
refer to the present IPM in their Replied-to IPM Heading fields.

AC Subject IPM S MS The attribute-value is the sequence-numbers of IPM to which the
present IPM refers in its Subject [IPM common field.

AC Submitted IPN Status S MS The attribute-value is initially set to the value of notification
requests pertaining to this IPMS-MS-user. Assigned by auto
correlation.

AC Submitted IPNs M MS The attribute-values are the sequence-numbers of\[PNs whode
subject IPM is this entry. Assigned by auto-cérrélation.

AC Submitted Reply Status S MS, The attribute-value is initially set to the value/of reply-requested

Mod | pertaining to this IPMS-MS-user. The IPMS-MS updates thi
value if the IPMS-MS-user generates a‘reply.

Acknowledgment Mode S RN The attribute-value is the value 6f the Receipt field of the safne
name.

Authprization Time S IPM | The attribute-value is the-value of the Heading Extension of fhe
same name.

Authprizing Users M IPM | The attribute-values(ase the values of the sub-fields of the
Heading field ofithe same name. One value is generated for ¢gach
sub-field presénty

Autofforward Comment S NRN | The attributésvalue is the value of the Non-receipt field of thp
same namjie:

Autotforwarded S IPM The-attribute-value is the value of the Heading field of the sqme
name.

Autofsubmitted S IPM The attribute-value is the value of the Heading Extension of fhe
same name.

Bilatg¢rally Defined Body Parts M IPM | The attribute-values are the values of the Bilaterally Defined|
basic body parts present in the IPM. One value is generated for
each such body part.

Blind Copy Recipients M IPM The attribute-values are the values of the sub-fields of the
Envelope field, if present, otherwise of the Heading field of the
same name. One value is generated for each sub-field presenf.

Body IPM The attribute-value is generated from the Body of the IPM.

Body] Part Encryption Token IPM For a delivered-message main-entry the attribute-value is thd
value of the Delivery Envelope parameter of the same name.
For a submitted-message main-entry the attribute-value
is the value of the Originator-body-part-encryption-token
MS-submission-extension.

For a child-entry the attribute-value is the appropriate message-
or-content-body-part component from this attribute-value in jts
parent-entry.

Body| Part Security Label M IPM The attribute-values are the values of the body-part-security-
label sub-fields of the IPM Security Label heading extension
field. One value is generated for each sub-field present.

Bod Paft S;sllﬂtul\.« ‘V’Uliﬁ\;ati\}ll Stﬂtub S }V{s Thl./ “ttl;but\/ va}uu ;D s\tll\tlat\ud b)’ th\a }V{S VVh\/ll Pvlfullll;lls
body part signature verification.

Body Part Signatures S IPM The attribute-value is the value of the Heading Extension of the
same name.

Body Part Summary M MS The value is generated for each body part present in the IPM.

Circulation List Recipients M IPM The attribute-values are the values of the Heading Extension of
the same name.

Conversion EITs M RN, The attribute-values are derived from the values of the

ON, Notification common field of the same name.
NRN
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Table 5 — Generation of the IPMS attribute-types (continued)

Attribute-type name

Single/
multi
valued

Source

Generation rules

Copy Recipients

M

IPM

The attribute-values are the values of the sub-fields of the
Heading field of the same name. One value is generated for each
sub-field present.

Discard Reason

NRN

The attribute-value is the value of the Non-receipt field of the
same name.

Distribution Codes

IPM

The attribute-values are the values of the Heading Extension of

the same name.

Encrypted Body Parts

IPM

The attribute-values are the values of the Encrypted basic)bofy
parts present in the IPM. One value is generated foreach sudh
body part.

Encrypted Data

IPM

The attribute-values are the values of the Datd\components off
the Encrypted basic body parts present in the/ [IPM. One valug is
generated for each such body part.

Encrypted Parameters

IPM

The attribute-values are the values of the Parameters
components of the Encrypted basic body parts present in the
IPM. One value is generated for€ach such body part.

Expify Time

IPM

The attribute-value is the value'of the Heading field of the sgme
name.

Extenpded Body Part Types

IPM

The attribute-values identify the Extended body part types
represented in the IPM. (All body part types are considered tp be
of type Extendedy.regardless of whether they were so conveyled
to the IPMS<MS’). One value is generated for each such typq
present.

Extended Subject

IPM

The attribute-value is the value of the Heading Extension of fhe
same,name.

Forwprded Content Token

IPM

Eora delivered-message main-entry the attribute-value is thd
value of the Delivery Envelope parameter of the same name,
For a submitted-message main-entry the attribute-value is th¢
value of the Originator-forwarded-content-token MS-
submission-extension.

For a child-entry the attribute-value is the appropriate messafe-
or-content-body-part component from this attribute-value in jts
parent-entry.

Forwprding Token

IPM

This attribute may only be present in a child-entry which
represents a Forwarded Content body part, where that conter
originally had an associated message-token containing
encrypted-data. The attribute-value is the value of the
Forwarding-token component of the Forwarded Content Toklen
that is associated with this Forwarded Content body part.

—

G3 Fpcsimile Body Parts

IPM

The attribute-values are the values of the G3 Facsimile basic
body parts present in the IPM. One value is generated for eagh
such body part.

G3 Fhesimile Data

IPM

The attribute-values are the values of the Data components off
the G3 Facsimile basic body parts present in the IPM. One vhlue
is generated for each such body part.

G3 Fhcsimile Parameters

IPM

The attribute-values are the values of the Parameters
components of the G3 Facsimile basic body parts present in the

A4 1 - 1—c 1 11 1
1T IVIL UTIC VAdIUuC IS gCHCT4LTU 10T TACIT SUCIT 00Uy pdIt.

G4 Class 1 Body Parts

IPM

The attribute-values are the values of the G4 Class 1 basic body
parts present in the IPM. One value is generated for each such
body part.

Heading

IPM

The attribute-value is the value of the Heading of the IPM.

IAS Text Body Parts

IPM

The attribute-values are the values of the IAS Text basic body
parts present in the IPM. One value is generated for each such
body part.

IAS Text Data

IPM

The attribute-values are the values of the Data components of
the IA5 Text basic body parts present in the IPM. One value is
generated for each such body part.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

IAS Text Parameters M IPM The attribute-values are the values of the Parameters
components of the IAS Text basic body parts present in the IPM.
One value is generated for each such body part.

Importance S IPM The attribute-value is the value of the Heading field of the same
name.

Incomplete Copy S IPM The attribute-value is the value of the Heading Extension of the
same name.

Information Category M IPM | The attribute-values are the values of the Heading Extension|of
the same name.

IPM Auto-discarded S MS Set false when the entry is created; set true if tHe\IPM is
subsequently auto-discarded.

IPM Entry-type S IPM, | The attribute-value is generated according tolthe abstract-

RN, operation which caused the entry to be ereated (see 12.1
ON, and 12.2).
NRN
IPM [ntended Recipient S RN, The attribute-value is the value\of'the Notification common field
ON, of the same name.
NRN

IPM Becurity Label S IPM | The attribute-value is’the value of the Heading Extension of fhe
same name.

IPM Bynopsis S MS The value is génerated from an analysis of the structure and
types of thelbody parts present in the IPM.

IPN Qriginator S RN, The attribute-value is the value of the Notification common field

ON, of the’same name.
NRN

Langhages M IPM The attribute-values are the values of the Heading Extension|of
the same name.

Manyal Handling Instructions M IPM: The attribute-values are the values of the Heading Extension|of
the same name.

Messpge Body Parts M IPM The attribute-values are the sequence-numbers of the child-
entries containing Message Body Parts. One such value is
generated for each such body part in the IPM.

Messpge Data M IPM The attribute-values are the values of the Data components off
the Message basic body parts present in the IPM. One value |s
generated for each such body part.

Messpge Parameters M IPM The attribute-values are the values of the Parameters
components of the Message basic body parts present in the [PM.
One value is generated for each such body part.

Mixe(d-mode Body Parts M IPM | The attribute-values are the values of the Mixed-mode basic
body parts present in the [IPM. One value is generated for eagh
such body part.

Natidnally Defined)Body Parts M IPM The attribute-values are the values of the Nationally Defined
basic body parts present in the IPM. One value is generated for
each such body part.

Non-feceipt Reason S NRN | The attribute-value is the value of the Non-receipt field of thp

Notification Extensions M RN, The attribute-values are the values of the Notification common

ON, field of the same name.
NRN

NRN Extensions M NRN | The attribute-values are the values of the Non-receipt field of the
same name.

NRN Requestors M MS The attribute-values are generated from Heading analysis.

Obsoleted IPMs M IPM The attribute-values are the values of the sub-fields of the
Heading field of the same name. One value is generated for each
sub-field present.

Originator S IPM | The attribute-value is the value of the Heading field of the same

name.
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Table 5 — Generation of the IPMS attribute-types (continued)

Single/
Attribute-type name multi | Source Generation rules
valued

Originator's Reference S IPM The attribute-value is the value of the Heading Extension of the
same name.

Other Notification Type Fields M ON The attribute-values are the values of the Notification common
field of the same name.

Precedence S IPM The attribute-value is the value of the Recipient Extension of the
same name.

Precddence Policy Identifier S IPM | The attribute-value is the value of the Heading Extension/of the
same name.

Primgry Recipients M IPM | The attribute-values are the values of the sub-fields of the
Heading field of the same name. One value is génerated for ¢gach
sub-field present.

Rece|pt Time S RN The attribute-value is the value of the Receipt'field of the sagne
name.

Recipient Category S IPM The attribute-value is generated from an analysis of the Primipry,
Copy, Blind Copy, and Circulation-Eist Recipients Heading
fields.

Related IPMs M IPM | The attribute-values are thewalues of the sub-fields of the
Heading field of the samename. One value is generated for ¢gach
sub-field present.

Replied-to IPM S IPM The attribute-value is the value of the Heading field of the sqme
name.

Reply Recipients M IPM The attributé=values are the values of the sub-fields of the
Heading\field of the same name. One value is generated for ¢gach
sub-field-present.

Reply Requestors M MS Theattribute-values are generated from Heading analysis.

Reply Time S IPM The attribute-value is the value of the Heading field of the sgme
name.

Retugned IPM S NRN | The attribute-value is the value of the Non-receipt field of thp
same name.

Reviged Reply Time S Mod | The IPMS-MS-user may create, and subsequently modify th¢
contents of this attribute.

RN Hxtensions M RN The attribute-values are the values of the Receipt field of the
same name.

RN Requestors M MS The attribute-values are generated from Heading analysis.

Sensitivity S IPM The attribute-value is the value of the Heading field of the sgme
name.

Subjgct S IPM | The attribute-value is the value of the Heading field of the sgme
name.

Subjgct IPM N RN, The attribute-value is the value of the Notification common field

ON, of the same name.
NRN

Supp] Receipt Info S RN The attribute-value is the value of the Receipt field of the sagne
name.

Teletex Body Parts M IPM | The attribute-values are the values of the Teletex basic body
parts present in the IPM. One value 1s generated for each suc
body part.

Teletex Data M IPM | The attribute-values are the values of the Data components of
the Teletex basic body parts present in the IPM. One value is
generated for each such body part.

Teletex Parameters M IPM The attribute-values are the values of the Parameters
components of the Teletex basic body parts present in the IPM.
One value is generated for each such body part.

This IPM S IPM | The attribute-value is the value of the Heading field of the same
name.
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Table 5 — Generation of the IPMS attribute-types (concluded)

Single/
Attribute-type name multi | Source Generation rules
valued

Videotex Body Parts M IPM The attribute-values are the values of the Videotex basic body
parts present in the IPM. One value is generated for each such
body part.

Videotex Data M IPM The attribute-values are the values of the Data components of
theVideotex basic body parts present in the IPM. One value is
generated for each such body part.

Videptex Parameters M IPM The attribute-values are the values of the Parameters ]L
components of the Videotex basic body parts present in‘theIPM.
One value is generated for each such body part.

19.6{8 Attributes Subject to Modification

Of the IPMS-specific attribute-types, only those listed below are subject to modification by the Mpdify
abstract-operation and Auto-modify auto-action. Where an IPMS-MS supports one of these attributes, it shall suppqrt its
modlfication by the Modify abstract-operation.

a) AC Submitted Reply Status
b) Revised Reply Time

19.7 IPMS-MS matching rules

A nfatching-rule allows entries to be selected by making an assertion“about their attribute-values. Each attijibute
defirfition indicates which matching-rules (if any) can be used to make assertions about values of that attribute-type. A
numper of matching rules used in this Specification are défined in ITU-T Rec. X.413 | ISO/IEC 100R1-5,
ITU{T Rec. X.501 | ISO/IEC 9594-2, and ITU-T Rec. X.520 | ISO/IEC 9594-6. In addition to these general matching-
rule§ which may apply to attributes of any content-type, some matching-rules are defined for use with the IfMS-
speclfic attributes. These are defined as instances of the-MPATCHING-RULE information object class; see 6.3.9.3 of
ITU{T Rec. X.413 | ISO/IEC 10021-5. For the IPMS-MS, the elements of the IPM-matching-rule-table informpation
obje¢t set are regarded as objects populating the Content-specific-matching-rules information object set defined inf12.6
of ITU-T Rec. X.413 | ISO/IEC 10021-5. It is defined as follows:

IPMMatchingRuleTable MATCHING<RULE ::= {

iPMIdentifierMatch | oRDescriptorMatch | recipientSpecifierMatch,
-- 1994 extension additions --,

circulationMemberCheckmarkMatch | circulationMemberElementsMatch |
circulationMerberMatch | circulationMemberSingleElementMatch |
circulationMemberSubstringElementsMatch | distributionCodeMatch |
informationCategoryMatch | iPMLocationMatch | oRDescriptorElementsMatch |
oRDescriptorSingleElementMatch | oRDescriptorSubstringElementsMatch |
recipientSpecifierElementsMatch | recipientSpecifierSingleElementMatch |
recigientSpecifierSubstringElementsMatch }

19.7]1 IPM-identifier-match

The [PM-identifier-match compares for equality a presented value with attribute-values of type IPM-identifier.

iBMIdentifierMatch MATCHING-RULE ::= {
SYNTAX IPMIdentifier
D id-mr-ipm-identifier }

The rule returns #rue if, and only if, the user component of IPM identifier is present in both or absent in both values, and
corresponding components match. The user component matches according to the OR-name-match rule, and the user-
relative-identifier matches according to the MS-string-match rule.

19.7.2  IPM-location-match

The IPM-location-match compares for equality a presented value with an element of the stored alternative of
attribute-values of type IPM Location.

iPMLocationMatch MATCHING-RULE ::=
SYNTAX SequenceNumber
ID id-mr-ipm-location }
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The rule returns true, if and only if, the presented value matches an element of the stored alternative of at least one
value of the attribute according to the Integer Match rule.

19.7.

3 OR-descriptor-match
The OR-descriptor-match compares for equality a presented value with attribute-values of type OR-descriptor.
ORDescriptorMatch MATCHING-RULE ::= {
SYNTAX ORDescriptor
D id-mr-or-descriptor }

The rule returns true if, and only if, one of the following conditions is fulfilled for the presented value and at least one
value of the attribute:

a) the formal-name component of OR-descriptor is present in both values, and matches according to the
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OR-name-match rule;

b) formal-name component of OR-descriptor is absent in either (or both) values, but free-form-nar
present in both, and matches according to the MS-string-match rule.

¢) the formal name component of OR-descriptor is absent in either (or both) values, but telephone-nul
is present in both and matches according to the MS-string-match rule.

rwise, the rule returns false.

4  OR-descriptor-elements-match

DR-descriptor-elements-match determines whether a presented value is a subsetyof the elements present in

b of an attribute of type OR-descriptor.
ORDescriptorElementsMatch MATCHING-RULE ::= {
SYNTAX ORDescriptor
ID id-mr-or-descriptor-elements }

Fule is identical to the OR-descriptor-match rule except that the formal-name component of OR-descriptor ma
b the OR-name-elements-match rule rather than the OR-name-match rule.

5  OR-descriptor-substring-elements-match

OR-descriptor-substring-elements-match rule detefmines whether a presented value is a subset of the eler]

sponding stored value.
ORDescriptorSubstringElementsMatch MATCHING-RULE ::=
SYNTAX ORDescriptokh
ID id-mr-or-degcriptor-substring-elements }

rule is identical to the OR-descriptor-elements-match rule except that:
— the formal-name component matches using the OR-name-substring-elements-match rule;
—  the free-form-pame’component matches using the MS-single-substring-match rule;

— the telephoresnumber matches according to the MS-single-substring-match rule.

6  OR-descriptor-single-element-match

DR-descriptor-single-element-match rule determines whether a presented string and some element present 1
hl-name,free-form-name, or telephone-number component of a value of an attribute of type OR-descriptor 1
Huality:

OoRDescriptorSingleElementMatch MATCHING-RULE ::=
SYNTA MSString {ub-msstring-match}
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ID id-mr-or-descriptor-single-element }

The rule returns true if, and only if, the stored OR-descriptor contains at least one element that matches the presented
value according to the MS-string-match rule. The terminal-type and extended form of network address elements are not
considered when evaluating the OR-descriptor-single-element-match rule.

19.7.7 Recipient-specifier-match

The Recipient-specifier-match compares for equality a presented value with the OR-descriptor components of
attribute-values of type recipient specifier.

90

recipientSpecifierMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier }
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The rule is identical to the OR-descriptor-match rule as applied to the recipient component of the presented and stored
values of recipient specifier. The other components of recipient specifier are not considered.

19.7.8 Recipient-specifier-elements-match

The Recipient-specifier-elements-match determines whether a presented value is a subset of the elements present in
some value of an attribute of type recipient specifier.

recipientSpecifierElementsMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier-elements }

The rule is identical to the OR-descriptor-elements-match rule as applied to the recipient component of the presented
and stored values of recipient specifier. The other components of recipient specifier are not considered.

19.7]9  Recipient-specifier-substring-elements-match

The Recipient-specifier-substring-elements-match determines whether a presented value is a subset ofithe)elerhents
pres¢nt in some value of an attribute of type recipient specifier, where each presented string value is a.§ubstring f the
corrgsponding stored value.

recipientSpecifierSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX RecipientSpecifier
ID id-mr-recipient-specifier-substring-elements }

The frule is identical to the OR-descriptor-substring-elements-match rule as applied to,the recipient component qf the
pres¢nted and stored values of recipient specifier. The other components of recipient gpecifier are not considered.

19.7]10 Recipient-specifier-single-element-match

The Recipient-specifier-single-element-match rule determines whether a presented string and some element pres¢nt in
the rpcipient component of some value of an attribute of type recipient spécifier match for equality.

recipientSpecifierSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-recipient-specifier-single-element }

The [rule is identical to the OR-descriptor-single-element-match rule as applied to the recipient component ¢f an
attrifjute of type recipient specifier.

19.7]11 Circulation-member-match

The |Circulation-member-match compares for equality a presented value with the OR-descriptor componengts of
attripute-values of type Circulation Member.

circulationMemberMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mSedirculation-member }

The [rule is identical to the recipient-specifier-match rule as applied to the circulation-recipient component of the
pres¢nted and stored values of Girculation Member. The other components of Circulation Member are not considergd.

19.7]12 Circulation-member-elements-match

The [Circulation-member-elements-match determines whether a presented value is a subset of the elements presgnt in
som¢ value of an attribute of type Circulation Member.

cireulationMemberElementsMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-elements }

The rufeTsTdemnticattothe Tecipient-specifier-elements-match Tule as appiicd to the circutarion-recipienr component of
the presented and stored values of Circulation Member. The other components of Circulation Member are not
considered.

19.7.13 Circulation-member-substring-elements-match

The Circulation-member-substring-elements-match determines whether a presented value is a subset of the elements
present in some value of an attribute of type Circulation Member, where each presented string value is a substring of the
corresponding stored value.

circulationMemberSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-substring-elements }
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The rule is identical to the recipient-specifier-substring-elements-match rule as applied to the circulation-recipient
component of the presented and stored values of Circulation Member. The other components of Circulation Member
are not considered.

19.7.14 Circulation-member-single-element-match

The Circulation-member-single-element-match rule determines whether a presented string and some element present
in the circulation-recipient component of a value of an attribute of type Circulation Member match for equality.

circulationMemberSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-circulation-member-single-element }

The rule is identical to the recipient-specifier-single-element-match rule as applied to the circulation-recipient
% £ dedgan] % AR yaki L . AL L s nl) 4] 4 Akl L . AL L
CO[II UIILVIIL Ul all dluaivuiv Ul l)’PL« Circulttore Ivicinuocr . 111V UUICT bUlllPUllbllLD Ul CUircuidiiort  vicririucr  dIy nOt

consjdered.

19.7{15 Circulation-member-checkmark-match

The Circulation-member-checkmark-match rule compares a presented value with attribute-values of type Circullation
Member for the presence of the checked component value.

circulationMemberCheckmarkMatch MATCHING-RULE ::= {
SYNTAX CirculationMember
ID id-mr-circulation-member-checkmark }

The Jrule returns #rue if, and only if, the checked component is present. Otherwise;~the¢ rule returns false. The pther
components of Circulation Member are not considered.

19.7]16 Distribution-code-match

The [Distribution-code-match rule compares for equality a presented valye with attribute-values of type Distribltion
Codg as defined in A.1.8.

distributionCodeMatch MATCHING-RULE ::= {
SYNTAX DistributionCode
D id-mr-distribution-code ¢

The fule returns true if, and only if, at least one of the following conditions is fulfilled for the presented value ahd at
least|one value of the attribute:

a) the OID-code component of the Distribution Code is present in both values, and matches accordipg to
the object-identifier-match rule; and either:

i) the alphanumeric-code-somponent is present in both values, and matches according to the|MS-
string-match rule; or

ii) the alphanumerie-code component is absent from both values.

b) the OID-code compenent of the Distribution Code is absent from at least one of the values; anfl the
alphanumeric,eqde’component is present in both values, and matches according to the MS-string-mhatch
rule.

Othdrwise, the rule returns false.
NOTE — The OR<descriptor component of the Distribution Code is not considered by this matching-rule.

19.7{17 Information-category-match

The | Information-category-match rule compares for equality a presented value with attribute-values of [type
Infomation Category as defined in A.1.10.

informationCategoryMatch MATCHING-RULE ::= {
SYNTAX InformationCategory
ID id-mr-information-category }

The rule returns true if, and only if, one of the following conditions is fulfilled for the presented value and at least one
value of the attribute:

a) the reference component of the Information Category is present in both values, and matches according to
the object-identifier-match rule; and either:

i) the description component of the Information Category is present in both values, and matches
according to the MS-string-match rule;

ii) the description component of the Information Category is absent from at least one of the values.
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b) the reference component of the Information Category is absent from both values; and the description
component of the Information Category is present in both values, and matches according to the MS-
string-match rule.

Otherwise, the rule returns false.

19.8 IPMS-MS auto-actions

The IPMS-MS shall perform the general-auto-actions as specified in clause 13 of ITU-T Rec. X.413 | ISO/IEC 10021-5.
In addition, this Specification defines five auto-actions that are specific to the IPMS-MS:

a) IPM auto-forward;
b) IPM auto-acknowledgement;

¢) IPM auto-correlate;
d) IPM auto-discard,
e) IPM auto-advise.

Eacll IPMS-MS auto-action is defined as an instance of the AUTO-ACTION information object\class (see 6.51 of
ITU{T Rec. X.413 | ISO/IEC 10021-5). For the IPMS-MS, the elements of the IPM-auto-actions'information objeft set
are fegarded as objects populating the Content-specific-auto-actions information object sethdefined in clause 13 of
ITU{T Rec. X.413 | ISO/IEC 10021-5. It is defined as follows:

IPMAutoActions AUTO-ACTION ::= {
ipm-auto-forward,

-- 1994 extension additions -- ,
ipm-auto-acknowledgement |
ipm-auto-correlate |
ipm-auto-discard |
ipm-auto-advise }

EacH auto-action-error that may be generated by the IPM auto-actions 1$.defined as an instance of the AUTO-ACTJON-
ERRIOR information object class. For the IPMS-MS, the element$yof the IPM-auto-action-error-table informption
obje¢t set are regarded as objects populating the Content-specific-auto-action-errors information object set defingd in
clauge 13 of ITU-T Rec. X.413 | ISO/IEC 10021-5. 1t is defined as follows:

IPMAutoActionErrorTable AUTO-ACTION-ERRGR ::= {
-- 1994 extension additions -- ;
submission-control-violated f
element-of-service-not-sub&dribed |
originator-invalid |
recipient-improperly-sgecified |
inconsistent-requesg” |
security-error |
unsupported-critdcal-function |
remote-bind-erron |
auto-forwardihg} loop |
duplicate-ipn) |
ipm-auto-discard-error }

The IPMS-MS-user may“register and deregister auto-actions by subscription, or, in certain cases, by means of the
Regikter-MS abstract-eperation as described in 8.2.5 of ITU-T Rec. X.413 | ISO/IEC 10021-5. An auto-adtion-
regigtration-parameter i associated with the registration of an auto-action and contains the parameters required bly the
IPMB-MS to perform the registered auto-action.

The pperation-of [PM auto-actions may be affected by the implementation of a security policy.

Tablp 6"summarises the registration and log generation capabilities of each of the [PM-auto-actions in the following
resp¢cts:

—  whether the auto-action may be registered by means of the Register-MS abstract-operation;
—  whether multiple registrations are permitted;
—  whether a registration parameter is defined for the auto-action;

—  whether the execution of the auto-action may cause the generation of an entry in the Auto-action-log.

NOTE - If the register-MS-argument contains a registration-status-request for auto-action-registrations, then all auto-actions
currently in effect (whether registered by means of Register-MS or by subscription) are reported in the registered-information
argument of register-MS-result.
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Table 6 — Summary of IPM-auto-action registration and logging capabilities

Auto-action-type Register-MS regi[slilrt;lt)il(fns l;ef:::;:::n Auto-action-log
IPM auto-advise Y Y Y Y
IPM auto-forward Y Y Y Y
IPM auto-acknowledgement Y N Y Y
IPM auto-correlate N N N N
IPM auto-discard Y Y Y Y

19.8]T Auto-action performance

Tablg 7 shows the various events which may cause the creation of an entry in the IPMS-MS, and indicates which
genefal and IPM-specific auto-actions are performed consequently for each type of event, and their order of execpition
(reading left to right).

Table 7 — Order of auto-action execution

Auto-action
Event AUtO- | yprauto- | Auto- | IPM auto- | APM auto- | IPM auto-
correlate- . . . Auto-alert
correlate modify forward advise discard
reports
IPM felivery - Y Y Y- Y Y Y
IPN delivery - Y Y Y - - Y
Report delivery Y - Y Y - - Y
Otheft delivery - — Y Y - — Y
Subnjit IPM Y Y Y - - - _
Subnyit IPN Y Y Y - - — _
Subnjit probe Y — Y — — _ _
Creafe draft - — Y - - - _
Legend
Y auto-action performed
- not performed

OTE 1 — The Submit IPN event arises*both from the submission of an IPN by the IPMS-MS-user and from the submissionfof an
N by the IPMS-MS as a secondary consequence of the performance of an abstract-operation (Fetch, Modify, Delete) for an
ito-action (IPM auto-forward, IRM auto-acknowledgement, IPM auto-discard, Auto-delete).

OTE 2 — The Submit IPM‘event arises both from the submission of an IPM by the IPMS-MS-user and from the submissfon of
h auto-forwarding [PM ‘by-the IPMS-MS.

N

I

a

N

a

NOTE 3 — The IPMauto-discard auto-action is present in Table 7 only in regard to its effect when an obsoleting IfM is
delivered; the effect of the auto-action on expired IPMs is not directly reflected in Table 7 (except that it may result in a Spbmit
IPN event).

NOTE 4 — The IPM auto-acknowledgement, IPM auto-discard (of expired IPMs), and Auto-delete auto-actions are not perfgrmed
ap a consequence of the events recorded in Table 7, and are not part of the sequence of auto-action executions shown in the
Tlable{However, all may give rise to a Submit IPN event.
N
c

OTE 5 — The Other delivery table row indicates the performance of the IPM auto-forward auto-action when a Message yhose
OMTent-type is not IPM 1S detivered 1o the IPMS-MS:

19.8.2 IPM Auto-forward

The IPM auto-forward auto-action enables the IPMS-MS-user to instruct the IPMS-MS to forward, automatically, any
subsequently delivered information object (i.e., message or report) to another recipient or recipients. The auto-action is
performed when an information object is delivered to the IPMS-MS.

One or more IPM-auto-forward-registration-parameters may be registered with the IPMS-MS, each identified by its
registration-identifier. The IPM-auto-forward-registration-parameter specifies criteria, by means of its filter component,
that determine whether this registration applies to a particular delivered object. If so, the object is auto-forwarded using
the MS-message-submission abstract-operation (see 8.3.1 of ITU-T Rec. X.413 | ISO/IEC 10021-5). If the delivered
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object matches the criteria of more than one IPM auto-forward registration, it is auto-forwarded for each such
registration.

Each IPM-auto-forward-registration-parameter contains a Message Submission Envelope argument, an [PM Heading,
and, optionally, an IPM body part. These components are combined with components of the delivered object to
construct the forwarding IPM.

Each IPM-auto-forward-registration-parameter specifies whether the delivered object shall be deleted after auto-
forwarding. If any of the registered parameters acted upon indicates no deletion, or if any one of the submissions fails,
then the entry shall not be deleted.

If the delivered object is an IPM whose originator requested notification of non-receipt, the IPMS-MS shall submit an
NRN, unless the MS retrieval-status attribute retains the value new after the IPM is auto-forwarded.

Whe
regis
using

The

a)

b)

ipm-auto-forward AUTO-ACTION ::=

IDENTIFIED BY id-act-ipm-auto-forward }
IPMAutoForwardRegistrationParameter ::= SEQUENCE {
filter 0] Filter OPTIONAL,

components of the IPM-auto-forward-registration-parameter have the following meaning:

h a 1994 Application Context is in use, auto-action registration is performed using the IPM-auto-forward-
tration-parameter defined below. When a 1988 Application Context is in use, auto-action registration is perfoymed
b the auto-forward-registration-parameter-88 defined in Annex J.

REGISTRATION PARAMETER IS CHOICE {
ipm-auto-forward-registration-parameter IPMAutoForwardRegistrationParam¢ter

-- used in 1994 Application Contexts onl

auto-forward-registration-parameter-88 AutoForwardRegistrationParametey88

-- used in 1988Application Contexts only

}

ERRORS { auto-forwarding-loop | element-of-<{sé&rvice-not-subscribed
inconsistent-request | ms-extensfienerror |
originator-invalid | recipient-iwiproperly-specified |
remote-bind-error | security-evror | service-error |
submission-control-violated, | “unsupported-critical-functidn,

}

[
forwarding-envelope [1] MessageSubmissionEnvelope,
forwarding-heading [2] Heading,

forwarding-cover-note [3] BodyPart OPTIONAL,
submission-options [4] MSStbmissionOptions OPTIONAL,
nrn-comment [5] "AutoForwardComment OPTIONAL,
ipm-auto-forward-options [6]“IPMAutoForwardOptions DEFAULT { } }

Filter (O): This specifies a set.of criteria that a newly delivered object shall satisfy before the IPM$-MS

will auto-forward it using this’registration.

If this component is absent, then all newly delivered objects are auto-forwarded by this registration.

Forwarding-envelope (M): This component specifies a Message Submission Envelope foi the
forwarding IPM; see Figure 2 (Part 11) of ITU-T Rec. X.411 | ISO/IEC 10021-4. Before the forwarding
IPM is submutted, the Envelope may be modified according to the values of the delivered object's
MessagecDelivery (or Report Delivery) arguments. The following Message Submission arguments [shall
be absent from forwarding-envelope: deferred-delivery-time, latest-delivery-time, forwarding-reduest,
and ‘those security arguments whose values are derived from message Content. The original-enc¢ded-
mformation-types argument shall identify the encoded-information-types represented in the forwargling-
cover-note component (if present).

Forwarding-heading (M): This component specifies a Heading for the forwarding IPM. If the deliyered
object is an IPM, the Heading may be modified according to the values of the delivered Heading| The

d)

Tolfowing fields shall be absent from forwarding-heading, and, except for the Auto-submitted tield, will
assume the values of the corresponding fields (if present) in the delivered Heading: Replied-to IPM,
Obsoleted IPMs, Related IPMs, Expiry Time, Reply Time, Auto-submitted, Incomplete Copy, and
Languages.

Forwarding-cover-note (O): The forwarding-cover-note, if present, shall form the forwarding IPM's
first body part.

Submission-options (O): This component contains submission-options that shall apply to the forwarding
IPM and to the submitted NRN (if one is requested). Submission-options are specific to MS operation
(see 8.1.6 of ITU-T Rec. X.413 | ISO/IEC 10021-5). The value draft is not permitted for the object-entry-
class component. The assembly-instructions component of IPM-submission-options shall be absent from
the MS-submission-extensions component. If submission-options is omitted, it assumes the value of
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submission-defaults, as registered by means of Register-MS; see 8.2.5.1 of ITU-T Rec. X.413 | ISO/IEC
10021-5.

f)  NRN-comment (O): This component contains the Auto-forward Comment field of the NRN that may be
returned to the object's originator, if the delivered object is an IPM. An NRN is generated if the delivered
object is auto-forwarded successfully, an NRN was requested by the delivered object's originator, and the
performance of the IPM-auto-forward auto-action causes the deletion of the delivered IPM or a change in
the value of its retrieval-status attribute from new to processed.

g) IPM-auto-forward-options (O): This component specifies IPM-auto-forward-options affecting the
performance of the IPM auto-forward auto-action.

IPMAutoForwardOptions ::= BIT STRING {
forward-all-object-types (0), --forward-all-object-types ‘one’, forward IPMs only
/, Ol/'n’
include-returned-content (1), --include-returned-content 'one’, exclude 'zero!}-
include-returned-ipm (2), --include-returned-ipm 'one’, exclude zero(>
forwarded-content-prohibited (3), --forwarded-content-prohibited 'one’, alloywed tero’
preserve-retrieval-status (4), -- preserve-retrieval-status 'one’, chdnge "zero' +
delete-delivered-object (5) -- delete-delivered-object 'one’, noldéletion zerd' --

If forward-all-object-types is set, there is no restriction on the types of delivered ‘ebject that will be puto-
forwarded by this registration. If not set, then only [IPMs will be auto-forwarded.

If include-returned-content is set, and the delivered object is a Report ¢dntaining returned-content] this
registration requests inclusion of the returned-content in the Report body: part of the forwarding IPM. If
not set, returned-content shall not be included.

If include-returned-IPM is set and the delivered object is ai, NRN containing returned-IPM| this
registration requests inclusion of the returned-IPM in the Ngtification body part of the forwarding [PM.
If not set, returned-IPM shall not be included.

If forwarded-content-prohibited is set, then the IPMS=MS shall not use the forwarded-content body part
type to auto-forward a delivered message. This may)be set where the recipient of the auto-forwarding
message is known not to be capable of handling this body part type.

If preserve-retrieval-status is set, this registration requests that the retrieval-status of the message if left
unchanged. If not set, and retrieval-status;is*new (i.e. has not been altered by a previous auto-action),
then this registration requests that retrigval=status is set to processed.

If delete-delivered-object is set, this ‘tegistration requests deletion of the delivered object after succdssful
auto-forwarding. If not set, th¢\delivered object shall not be deleted after auto-forwarding. If[both
preserve-retrieval-status and.\delete-delivered-object are set, then the IPMS-MS shall not accept the
registration and returns a Register-MS-error.
NOTE 1 — The IPMS-MS may checkithe consistency of the IPM-auto-forward-registration-parameter, and may rejeft an
ifjconsistent registration. For example, the IPMS-MS may verify that the recipients specified in the forwarding-envielope
brrespond to those specified ift the forwarding-heading, and it may verify that the originator specified in the forwafding-
hvelope (and forwarding-heading) corresponds to an OR-name of the IPMS-MS-user. (This latter check may not be possiple at
gistration time unless the-[PMS-MS and MTA are co-located.)

= CEKe]

The procedure for the performance this auto-action is defined in 19.9.1.2.

The performance of the IPM auto-forward auto-action may cause the creation of one or more entries in the Auto-adtion-
log gntry-class{subject to subscription to the Auto-action-log entry-class). The auto-action-errors associated with the
IPM| auto-forward auto-action correspond to the abstract-errors of the MS-message-submission abstract-opergtion;
see §.3.1 of FTU-T Rec. X.413 | ISO/IEC 10021-5.

NOTE 2 — The entry-class-error and message-group-error abstract-errors of the MS-message-submission abstract-operatiqn are
nbt défined as anto-action-errors of the TPM auto-forward auto-action since both errors are detected at rPgiqtmtirm time tather

than execution time of the auto-action.

In addition, the following auto-action-error is generated if an auto-forwarding loop is detected (see 18.5.3.1):

auto-forwarding-loop AUTO-ACTION-ERROR ::=
CODE global:id-aae-auto-forwarding-loop }

Support of the IPM auto-forward auto-action by an IPMS-MS or an IPMS-MS-user requires that it supports the
registration of the IPM-auto-forward-registration-parameter by means of the Register-MS abstract-operation.

19.8.3 IPM Auto-acknowledgement

The IPM auto-acknowledgement auto-action enables the IPMS-MS-user to instruct the IPMS-MS to automatically
originate RNs on the user's behalf. The auto-action is performed on the first occasion on which the retrieval-status of an
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IPM entry in the Delivery entry-class changes to processed (the same change may occur on subsequent occasions if the
IPMS-MS-user uses the Modify abstract-operation to change retrieval-status back to [listed; the auto-action is not
performed in these cases. The RN is originated only if RN was requested of this user for this IPM by means of the
Notification-requests component of the subject recipient specifier. The RN shall not be generated if suspend-auto-
acknowledgement was specified in the bind-extensions parameter of the MS-bind abstract-operation which established
the present abstract-association (see 19.5.1). The RN shall have the common fields and receipt fields as prescribed in
18.5.2.1 and shall be submitted as prescribed in 18.5.2.2.

NOTE 1 — No RN should be generated for an IPM which has been the subject of DL-expansion.

NOTE 2 — An RN is not originated for an entry whose retrieval-status changes to processed as a consequence of IPM auto-

forwarding.

NOTE 3 — An abstract-association might terminate abnormally after an RN has been submitted by the IPMS-MS, but before the
fetch-result that caused the IPM auto-acknowledgement has been received by the IPMS-MS-user. The IPMS-MS has no detection

The [PM-auto-acknowledgement-registration-parameter may specify the Suppl Receipt Info field of each RIN.genefated
by IPM auto-acknowledgement, and the submission-options that shall apply (see 8.1.6 of ITU-T Ree. X}§13 |
ISOAIEC 10021-5). In submission-options, the value drafi is not permitted for the object-entry-class‘componeny; the
MS-submission-extensions component shall be absent. If the submission-options parameter is omitted, it assumgs the
valu¢ of submission-defaults, as registered by means of Register-MS; see 8.2.5.1 item (h) of NTPU-T Rec. X§413 |
ISO/NIEC 10021-5.

ipm-auto-acknowledgement AUTO-ACTION ::= {
REGISTRATION PARAMETER IS IPMAutoAcknowledgementRegigttrationParameter
ERRORS { recipient-improperly-specified \[Ninconsistent-request |

element-of-service-not-subscihibed | originator-invaljd |
unsupported-critical-functdief) | remote-bind-error |
submission-control-violatled™| security-error |
duplicate-ipn}
IDENTIFIED BY id-aa-ipm-auto-acknowlefgement }
IPMAutoAcknowledgementRegistrationParameter ::= SEI
auto-acknowledge-suppl-receipt-info [0]l\ SupplReceiptInfoField OPTIONAL,
submission-options [LI\V'MSSubmissionOptions OPTIONAL }

The performance of the IPM auto-acknowledgement auto-actiofimay cause the creation of an entry in the Auto-adtion-
log dntry-class, subject to subscription to the Auto-action-log.entry-class. Where an IPN has already been generatdd for
a delivered IPM, (except for an auto-forwarded IPM whete an NRN indicating IPM-auto-forwarded has already |been
sent), IPM auto-acknowledgement fails and generates thé-following error:
duplicate-ipn AUTO-ACTION-ERROR %52 {
CODE global:id-aae-duplicate-ipn }

Suppgort of the IPM auto-acknowledgement-auto-action by an IPMS-MS, or an IPMS-MS-user, requires that it supports
a sirjgle registration of the [IPM-auto-acknowledgement-registration-parameter by means of the Register-MS absfract-
opergtion. The registration-identifier \ecomponent of auto-action-registration shall be absent when registratign is
requested. The IPM auto-acknowlédgement auto-action shall not be subscribed to unless the AC Submitted-IPN-Status
attripute is also subscribed to.

An [[PMS-MS which suppofts the IPM auto-acknowledgement auto-action shall support the suspend-puto-
acknpwledgement extension defined in 19.5.1.

19.8/4 IPM Auto-correlate

The [PM auto<correlate auto-action correlates IPMs and IPNs related in the following ways:
a),-an IPM and the IPMs generated in reply;

b) an IPM and the IPNs notifying receipt or non-receipt;

c) an IPM and the IPMs which subsequently forward it, or obsolete it, or are related to it.

The auto-action also correlates response requests made of the IPMS-MS-user with any corresponding replies or IPNs
subsequently generated by this user, or by the IPMS-MS in the performance of some other auto-action. The auto-action
is performed whenever an IPM or IPN is submitted or delivered. The IPM auto-correlate auto-action is provided by
subscription only, and not by registration using the Register-MS abstract-operation of ITU-T Rec. X.413 |
ISO/IEC 10021-5.

ipm-auto-correlate AUTO-ACTION ::=
IDENTIFIED BY id-aa-ipm-auto-correlate }

The IPMS-specific attributes which support IPM auto-correlate are defined in 19.6.5, and the additional procedures
necessary for the support of this auto-action are defined in 19.9.1.1. The performance of the IPM auto-correlate auto-
action shall not cause the creation of an entry in the Auto-action-log entry-class.
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19.8.5 IPM Auto-discard

The IPM auto-discard auto-action enables the IPMS-MS-user to instruct the IPMS-MS to automatically delete a
delivered IPM entry (and any child-entries associated with it) when the date and time denoted by its Expiry Time field
has passed or when a subsequently delivered IPM renders it obsolete. IPM auto-discard shall not be performed while an
abstract-association exists between the IPMS-MS and the IPMS-MS-user. When it auto-discards an IPM, the IPMS-MS
originates an NRN on the user's behalf if, and only if, an NRN is requested of this user by means of the Notification-
requests component of the subject recipient specifier and the retrieval-status does not have the value processed. The
NRN shall have the common fields and non-receipt fields as prescribed in 18.5.1.2 and shall be submitted as prescribed
in 18.5.1.3.

ipm-auto-discard AUTO-ACTION ::= {
REGISTRATION PARAMETER IS IPMAutoDiscardRegistrationParameter
ERRORS { submission-control-violated | inconsistent-request |

originator-invalid | recipient-improperly-specified |
unsupported-critical-function | security-error (|
element-of-service-not-subscribed |
remote-bind-error | ipm-auto-discard-error}

3] BOOLEAN,
4] BOOLEAN }

auto-discard-obsoleted-ipms
restrict-obsoleting-to-originator

IDENTIFIED BY id-aa-ipm-auto-discard }
IPMAutoDiscardRegistrationParameter ::= SET {
filter [0] Filter OPTIONAL,
submission-options [1] MSSubmissionOptions ORTTONAL,
auto-discard-expired-ipms [2] BOOLEAN,
[
[

The pomponents of IPM-auto-discard-registration-parameter have the following meaning:

a) Filter (O): This specifies a filter which an expired or obsoleted¢message shall satisfy before IPM puto-
discard is performed; if omitted, all expired and obsoleted IPMg are auto-discarded (subject to Item$ c, d
and e).

NOTE — The IPMS-MS-user may prevent IPM auto-discard)frem acting on entries with MS retrieval-statug new,
by constructing a Filter which excludes such entries.

b) Submission-options (O): This specifies submissionrequests for the submitted NRN (see 8.1.6 of ITU-T
Rec. X.413 | ISO/IEC 10021-5). The value draftds not permitted for the object-entry-class compopent;
the MS-submission-extensions component shall be absent. If the submission-options is omittgd, it
assumes the value of general-submission-defaults, as registered by means of Register-MS; see 8.2.4.1 of
ITU-T Rec. X.413 | ISO/IEC 10021-5.

¢) Auto-discard-expired-IPMs (M):\f #rue, and if the filter is satisfied, then expired IPMs shall be puto-
discarded.

d) Auto-discard-obsoleted-IPMs'(M): If true, and if the filter is satisfied, then obsoleted IPMs shqll be
auto-discarded.

e) Restrict-obsoleting-to=originator (M): If frue, then an IPM shall be deemed to be obsolete only {f the
obsoleted IPM and-the' IPM carrying the obsoleting-indication were originated by the same user.

The performance of the IPM{auto-discard auto-action may cause the creation of an entry in the Auto-action-log gntry-
clasg, subject to subscription to the Auto-action-log entry-class. Where an IPM is not auto-discarded becaus¢ the
restr]ct-obsoleting-to-originator component is true, the IPMS-MS shall assign an IPM-auto-discard-error with the yalue
not-g¢bsoleted-by-originator to the auto-action-error attribute in the corresponding Auto-action-log entry:

ipm-aut¢-discard-error AUTO-ACTION-ERROR ::=
PARAMETER SET
problem [0] AutoDiscardProblem }
CODE global:id-aae-auto-discard-error }
AutoDiscardProblem ::= INTEGER ({

not-obsoleted-by-originator (0) }

If an IPM is auto-discarded and the Message-log entry-class is subscribed to then an IPM-auto-discarded attribute is
added to the Message-log entry and assigned the value true.

Support for the IPM auto-discard auto-action by an IPMS-MS, or an IPMS-MS-user, requires that it supports the
registration of the IPM-auto-discard-registration-parameter by means of the Register-MS abstract-operation.

19.8.6 IPM auto-advise

The IPM auto-advise auto-action enables the IPMS-MS-user to instruct the IPMS-MS to generate ANs automatically
that will convey additional advice to the originators of subsequently delivered [PMs. The auto-action is performed when
an IPM is delivered to the IPMS-MS.
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One or more IPM auto-advise-registration-parameters may be registered with the IPMS-MS, each identified by its
registration-identifier, that specifies criteria which determine whether this registration applies to a particular delivered
IPM. If so, an AN is generated to inform the IPM’s originator of the AN originator’s absence.

ipm-auto-advise AUTO-ACTION ::=

o

REGISTRATION PARAMETER IS IPMAutoAdviseRegistrationParameter

ERRORS {inconsistent-request |
element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
remote-bind-error | security-error |
submission-control-violated |
unsupported-critical-function }

IDENTIFIED BY id-aa-ipm-auto-advise }

= TR - R L — E - o L
Trrrmattonav ISenegrSTracronrarameter o= oot |

enabled [0] BOOLEAN DEFAULT TRUE,

filter [1] Filter OPTIONAL,

advice-notifications [2] SET OF IPMSExtension
{{AdviceNotifications}},

suppress-subsequent-notifications [3] BOOLEAN DEFAULT TRUE,

use-ipm-if-an-not-supported [4] BOOLEAN DEFAULT FALSE,

submission-options [5] MSSubmissionOptions OPTIONAL, }

The fomponents of [IPM-auto-advise-registration-parameter have the following meaning:

a)

b)

d)

Enabled (D true): This specifies whether each registered IPM auto-adyiseauto-action is enabl
disabled. If frue, then the registered IPM auto-advise auto-action is e€nabled, and remains so ut
subsequent registration disables it. If false, then the registered IPM_dutp-advise auto-action is disa
and remains so until a subsequent registration enables it, but its othér parameters remain register:
that it may be re-enabled easily.

Filter (O): This specifies a filter that the delivered IPM shall\satisfy before IPM auto-advise is perfo,
using this registration. If this component is absent then all.delivered IPMs are subject to this regis
IPM auto-advise auto-action.

Advice-notifications (M): This contains the valueithat is to be supplied as the other notification
fields of each AN conveyed to the originator, ofithe delivered IPM; see 8.4. This may convey abs
advice or change of address advice (or both).

Suppress-subsequent-notifications (D. zzze): If true, then the delivered IPM’s originator will re
only a single AN. Subsequently delivered IPMs from the same originator will not be subject to the
auto-advise auto-action. If false, then IPM auto-advise shall apply to subsequently delivered
regardless of whether an AN was-previously sent to the same I[PM originator. For any given origir
the suppression of subsequent notifications is cancelled when the auto-action is next disabled (an|
enabled).

Use-IPM-if-AN-not-supported (D false): If true, and the Notification-requests component of the su
recipient specifier doés not indicate that ANs are supported (i.e. an-supported is not set), then thq
may send an IPM_ instead of the AN if the MS has the capability to render into a text body part g
IPM the infotmation that would have been conveyed by the AN. The IPM shall include the
submitted indication.
NOFE~ The facility to render an AN into an IPM is a transition aid to enable the contents of auto-3
notifications to be conveyed to UAs which do not have the capability to render ANs. Use of ANs is pref]
where available, to provide a more appropriately unobtrusive service and to permit ANs to be correlated
precise manner in which the information in the AN is rendered into the IPM is implementation dependent.

Submission-options (O): This specifies submission requests for the submitted AN (see 8.1.6 of I’
Rec. X.413 | ISO/IEC 10021-5). The value draft is not permitted for the object-entry-class compo
the MS-submission-extensions component shall be absent. If the submission-options is omittg
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assumes the value of general-submission-defaults, as registered by means of Register-MS; see 8.2.5.1 of

ITU-T Rec. X.413 | ISO/IEC 10021-5.

The additional procedures necessary for the support of this auto-action are defined in 19.9.1.4. The performance of the
IPM auto-advise auto-action shall cause the creation of an entry in the Auto-action-log entry-class. The value of
retrieval-status is not affected by the execution of this auto-action.

Support for the IPM auto-advise auto-action by an IPMS-MS, or IPMS-MS-user, requires that it supports the
registration of the IPM-auto-advise-registration-parameter by means of the Register-MS abstract-operation.
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19.9

Procedures for the IPMS-MS

The procedures for a general (content-independent) MS are described in clauses 15 and 16 of ITU-T Rec. X.413 |
ISO/IEC 10021-5. Additional procedures required to support the operation of an IPMS-MS are defined here.

19.9.1

Additional procedures for Message-delivery and Report-delivery

The performance of the Message-delivery and Report-delivery abstract-operations is described in 15.1.1 and 15.1.2,
respectively, of ITU-T Rec. X.413 | ISO/IEC 10021-5. Additions to item (c) in 15.1.1, required for the support of
Message-delivery in Interpersonal Messaging, are described in 19.9.1.1 — 19.9.1.3 below. Additions to item (c)
in 15.1.2, required for the support of Report-delivery in Interpersonal Messaging, are described in 19.9.1.2 below.

19.9.1.1 Additional procedures for IPM auto-correlate

If th

100

IPM auto-correlate auto-action is subscribed to, the IPMS-MS performs the following actions:

a)

b)

If the delivered message contains an IPM whose Replied-to IPM heading field is present, the TPMS
shall attempt to locate the entry identified by the Replied-to IPM field by searching main-entries

the entry-classes except the Draft and Auto-action-log entry-classes. If this entry is found'\(the repli
entry), its sequence-number is recorded in the AC Replied-to IPM attribute ofythe present o
Similarly, the replied-to entry has its AC Replying IPMs attribute updated to referehce’the present er

If the replied-to entry described above is located in the Submission or Submission-log entry-class
following additional actions are taken. The Originator of the present IPM. is_thatched against the 1
recipients held in the replied-to entry's AC IPM Recipients attributes\f/a match is found, ther
IPMS-MS shall update the value corresponding to that recipient in the replied-to entry's AC Corrg
Delivered Replies attribute to cause it to reference the present IPM.-Inn addition, the value correspor
to the same recipient in the replied-to entry's AC Delivered Replies Summary attribute shall be up
to record that a reply was received from that recipient.

NOTE - If no match is found for the Originator, the IPMSMS ‘may attempt to match one of the OR-nan

DL-expansion-history, if present in the delivered IPM, against the list of recipients held in the replied-to g

AC IPM Recipients attribute.

If the delivered message contains an IPM whose “This IPM heading field matches a subfield o
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Replied-to IPM heading field of a stored IPM; then the sequence-number of each such stored 1M is

recorded in the AC Replying IPMs attribute of the present entry. In addition, the AC Replied-to
attribute of each such stored IPM is updated to reference the present entry.

If the delivered message contains an IPM, then each of the recipient specifier values present

Primary, Copy, Blind Copy, and Girculation List Recipients fields is matched against the origir
intended-recipient-name argument, or if that argument is not present, the this-recipient-name argu
If any recipient specifier matehes the intended recipient, then the following actions are taken.

recipient specifier's reply-requested component indicates that a reply is requested, then the IPM§
shall create an AC Submnitted Reply Status attribute containing the value reply-pending; otherwis|
value no-reply-requiested is assigned. If the recipient specifier's Notification-requests comp

IPM
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indicates that an.JPN is requested, and the message contains no DL-expansion-history, then the

IPMS-MS shall create an AC Submitted IPN Status attribute containing the value nrn-requested,
with-ipm-return-requested, rn-requested, or rn-with-ipm-return-requested as appropriate; otherwis
value no=ipn-requested is assigned. The IPMS-MS shall create a Recipient Category attribut
according to whether a recipient specifier was found which matches the intended recipient, and if s
category of recipient field in which the recipient specifier was found.

NOTE - This procedure attempts to identify which recipient specifier caused the delivery of this copy

message by comparing the recipient specifiers against information taken from the message-delivery-enveloj
the time of submission, the OR-names of the recipients in the message submission envelope will comprise

nrn-
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the OR-names from the recipient specifiers in the IPM heading. At the time of delivery, the this-recipient-
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message. If the message has not been subject to DL-expansion or Redirection, the value of this-recipient-name
will be one of the values from the original message-submission-envelope, and can be expected to match one of
the recipient specifiers in the heading. If DL-expansion or Redirection has occurred, this-recipient-name will not
contain a value supplied by the originator, but in this case the originally-intended-recipient-name will be present
in the envelope, containing the value supplied by the originator which was replaced by the first Redirection or
DL-expansion. Hence the procedure will identify the relevant recipient specifier regardless of DL-expansion or
Redirection. This is desirable behaviour in the case of the Recipient Category and AC Submitted Reply Status
attributes, but the DL-expansion service requires that receipt notifications are not generated in response to
messages received as a result of DL-expansion (in order that the membership of the DL may be kept
confidential) and hence the AC Submitted IPN Status attribute has to be set explicitly to the value
no-ipn-requested in this case.

If the delivered message contains an IPM whose This IPM heading field is identical with that of a
(previously delivered) stored IPM, then the value of the delivered IPM’s AC Submitted Reply Status
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d)

e)

19.9J1.2 Additional precedures for IPM auto-forward

If th¢ IPM auto-forward auto-action is subscribed to the IPMS-MS performs the following actions:

a)

b)

ISO/IEC 10021-7:2003 (E)

attribute and that of the corresponding attribute of the stored IPM shall be made identical, the higher
value taking precedence.

If the delivered message contains one or more forwarded IPMs, either as Message or Forwarded Content
body parts, the IPMS-MS attempts to locate any corresponding stored IPM entries by searching
main-entries of all the entry-classes, except the Draft and Auto-action-log entry-classes, and matching on
IPM identifier. For each forwarded IPM, all matching stored IPM entries found have their AC
Forwarding IPMs attribute updated to record the sequence-number of the delivered message entry. In
addition, for each child-entry of the delivered message which contains a forwarded IPM, the AC
Forwarded IPMs attribute is updated to record the sequence-numbers of the matching stored IPM entries.

If the delivered message contains an IPM whose Related IPMs heading field is present, the IPMS-MS
shall attempt to locate all the entries 1dent1f1ed by each subﬁeld of the Related IPMs field by searchmg

found each has its AC Relatlng IPMS attrlbute updated to record the sequence- number of the delv ered
message entry. In addition, the AC Related IPMs attribute of the delivered message entry iscupdated to
record the sequence-numbers of the related IPMs.

If the delivered message contains an IPM whose This IPM heading field matches,a-subfield of the
Related IPMs heading field of a stored IPM, then the AC Related IPMs attribute of gach such stored| IPM
is updated to record the sequence-number of the delivered IPM. In addition the’AC Relating |PMs
attribute of the delivered IPM is updated to record the sequence-numbers of the stored IPMs.

If the delivered message contains an [PM whose Obsoleted IPMs heading/field is present, the IPM$-MS
shall attempt to locate all the entries identified by each subfield of the Obsoleted IPMs field by sear¢hing
entries of all the entry-classes except the Draft and Auto-action-log.entry-classes. If any such entrids are
found, each has its AC Obsoleting IPMs attribute updated to“record the sequence-number of the
delivered message entry. In addition, the AC Obsoleted IPMs attribute of the delivered message enfry is
updated to record the sequence-numbers of the obsoleted IPNls.

If the delivered message contains an IPM whose Thi§)IPM heading field matches a subfield of the
Obsoleted IPMs heading field of a stored IPM, then the. AC Obsoleted IPMs attribute of each such sfored
IPM is updated to record the sequence-number of the delivered IPM. In addition the AC Obsolkting
IPMs attribute of the delivered IPM is updated to@ecord the sequence-numbers of the stored IPMs.

If the delivered message contains an IPN, theyIPMS-MS shall attempt to locate all entries which| may
correspond to the IPN's subject IPM by, searching the Submission (and Submission-log) entry-classps. If
any such entries are found, the IPMS-MS'shall perform the following actions on each such entry in|turn.
The sequence-number of the subject IBM entry is recorded in the AC Subject IPM attribute of the prpsent
entry. The IPN's IPM Intended Rgcipient field (or, if this field is absent, the IPN's IPN Originator field)
is compared against the list of we¢ipients recorded in the subject IPM's AC IPM Recipients attributd. If a
match is found, then the IPMS-MS shall update the value corresponding to that recipient in the subject
IPM's AC Correlated Dglivered IPNs attribute to cause it to reference the present entry. In additioy, the
corresponding value-in;the subject IPM's AC Delivered IPN Summary attribute is updated to indicate
that an IPN has been-received from that recipient (or from the IPN originator to whom delivery df the
subject IPM ogeurred as a consequence of its being addressed to that recipient).

Therdelivered object is matched against the filter specified in each IPM-auto-forward-registrdtion-
parameter, in turn. For each registration in which the delivered object satisfies the filter, steps (b) fo (i)
are followed.
If the forward-all-object-types optlon is reglstered or if the delivered object is an IPM, the objgct is
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stbjeet-to-auto-forwarding—Otherwisethe-object-willnot-be-asuto-forwarded-and-the IPMS-MSrestimes

processing the next registered IPM-auto-forward auto-action.

NOTE — This option ensures that, by default, only IPMs will be auto-forwarded. The same condition could be set
using filter, which enables the specification of general selection criteria, but the option provides a simple
mechanism for this common requirement.

An entry is created in the Auto-action-log entry-class. If an error in processing this registered auto-action
occurs, the error is recorded by attaching an auto-action-error attribute to the auto-action-event entry
(see 6.5.3 of ITU-T Rec. X.413 | ISO/IEC 10021-5).

If the delivered object is an IPM and an auto-forwarding loop is detected (see 18.5.3.1), the auto-
forwarding-loop auto-action-error is recorded. The procedure then terminates, and no further IPM auto-
forward registrations are processed.
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e)

The forwarding IPM is constructed as follows:

D)

The Body is constructed from the registered forwarding-cover-note (if present), and the delivered
object. The registered forwarding-cover-note, if present, forms the first body part. The second body
part (or, if the forwarding-cover-note is absent, the only body part) is one of the following,
depending on the type of the delivered object:

)

ii)

if the delivered object is an IPN, then a Notification body part (if the include-returned-IPM
option is registered, and a returned-IPM is present in the IPN it shall also be present in the
body part); or,

if the delivered object is a Report, then a Report body part (if the include-returned-content
option is registered, and a returned-content is present in the Report it shall also be present in
the body part); or,

2)

iii)

iv)

v)

if the delivered object is an IPM, and the message-origin-authentication-check, corftent-
confidentiality-algorithm-identifier, content-integrity-check, and message-token argumenfs are
absent from the message envelope, or any of the arguments is present, but the) ferwafded-
content-prohibited option is registered, then a Message body part; or,

if the forwarded-content-prohibited option is registered, then the messagesdoes not satisfly the
criteria of this registered auto-action and the IPMS-MS considers the\next registered puto-
action;

a Forwarded Content body part otherwise.

The Heading is constructed from the registered forwarding-heading and the delivered Heading

(present if the delivered object is an IPM):

)

ii)

iii)

vi)

vii)

If the Subject field, Extended Subject heading extension, or Sensitivity field is absent from the
forwarding-heading, each assumes the value (if any) present in the delivered Heading.

The Importance field assumes the higher of thelvalues present in the forwarding-heading and
delivered Heading. The Precedence recipient‘€xtension assumes the higher of the valugs (if
any) present in the forwarding-heading and\delivered Heading, irrespective of the Precedence
Policy Identifier associated with that value: The Precedence Policy Identifier heading extefision
assumes the value (if any) present~in the forwarding-heading or delivered Heading as
appropriate depending on which valu¢ was selected for the Precedence.

The following fields of the forwarding IPM's Heading assume the values, if present, of the
corresponding fields of the delivered Heading, and are absent otherwise: Replied-to [PM,
Obsoleted IPMs, Related IPMs, Expiry Time, Reply Time, Incomplete Copy, Languhges,
Distribution Codes,, Information Category, Manual Handling Instructions, and Originjtor's
Reference.

The Reply Recipients field assumes the value, if present, of the corresponding field of the
forwarding-hieading, and is absent otherwise.

If the dé¢liyered object is an IPM, the User-relative-identifier component of its This IPM fig¢ld is
appefided to the corresponding component of the forwarding-heading's This IPM field.
Qtherwise, a value generated by the IPMS-MS is appended.
NOTE — The IPMS-MS may make other modifications to the User-relative-identifier, if necessaly, to

ensure that the This IPM field uniquely and unambiguously identifies the forwarding IPM (see 7.1.1), and
satisfies any size constraints.

The IPMS-MS shall create an Auto-forwarded Heading field with the value true.

If the delivered object is an IPN, then the notification-requests component of each recipient-
specifier present in Primary, Copy, Blind Copy, and Circulation List Recipients is deleted.

3)

The Envelope is constructed from the registered forwarding-envelope and the delivered Envelope
(present if the delivered object is a Message):

)

ii)

The priority argument assumes the value present in forwarding-envelope, or the delivered
Envelope, whichever has the higher priority.

If the value conversion-with-loss-prohibited is specified for the conversion-with-loss-
prohibited argument either in forwarding-envelope, or in the delivered Envelope, then that
value is assumed. If the value implicit-conversion-prohibited is specified for the implicit-
conversion-prohibited argument either in forwarding-envelope, or in the delivered Envelope,
then that value is assumed.
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iii) The original-encoded-information-types argument shall be the union of those values specified
in the same argument of forwarding-envelope, and one of following dependent on the body

part type for the forwarded object selected in item ¢) 1):

Message the encoded-information-types specified in the delivered Envelope
(from the converted-encoded-information-types argument, if

present, or original-encoded-information-types otherwise);

Forwarded Content the encoded-information-type for the Forwarded Content body part
specified in 7.4.16;

Notification no additional encoded-information-types;

Report no additional encoded-information-types.

nder

2)

h)

)

k)

19.9{1.3 “Additional procedures for IPM auto-discard
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construction, the originator-report-request is given the value no-report.

NOTE - If the delivered object is a Report, the Envelope is specified solely by the registered\forwa
envelope.

The IPMS-MS combines the Body, Heading, and Envelope to form the forwarding IPM? The IPMS
then stages a performance of the MS-message-submission abstract operation with-the forwarding
and the registered submission-options as its arguments, and the procedure defined.in"19.9.2 is follow

If the submission fails, the error is recorded by attaching an auto-action-errof attribute to the auto-ag
event entry.

If the submission is successful, the IPMS-MS verifies the following:
1) that an NRN reporting non-receipt of the delivered object has hot’already been submitted;
2) that the registered IPM-auto-forward-options do not specifyipreserve-retrieval-status;

3) that the delivered object is an IPM whose originator réquested an NRN by means of the notificg
requests component of the subject recipient specifier.

If these conditions are fulfilled, then the IPMS-MS)shall submit an NRN. The IPMS-MS draw,
NRN’s Auto-forward Comment field from the registered NRN-comment, if present. Other fields g
NRN are constructed as specified in 18.5.3.4xThe IPMS-MS stages a performance of the MS-mes
submission abstract-operation with the NRNand the registered submission-options as its arguments
the procedure defined in 19.9.2 is followed.

If an entry for the forwarding IPM was created in the Submission (or Submission-log) entry-class,
the MS general-attribute MS-originated is created and assigned the value true. The IPMS-MS
resumes processing the next registered IPM-auto-forward auto-action.

Once all registered IPM ‘auto-forward-registration-parameters have been processed, the proc
continues as follows.

If at least one of the IPM auto-forward auto-actions is performed successfully, and at least one g
registered [PM-auto*forward-registration-parameters whose criteria were satisfied by the delivered o
did not request) preserve-retrieval-status, then the delivered object’s MS retrieval-status is s
processed.~\This change in retrieval-status does not cause the performance of the IPM
acknowledgement auto-action.

If atleast one of the IPM auto-forward auto-actions is performed successfully, and all of the regis
IPM-auto-forward-registration-parameters whose criteria were satisfied by the delivered object requ
delete-delivered-object, then the IPMS-MS shall delete the delivered object.
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If theTPMauto-discard-auto=action s subscribed to; amd the IPMS=-MS=user tras Tegistered =t feast omewhich e

auto-discard of obsoleted IPMs, the IPMS-MS performs the following actions:
If the delivered message contains an [PM whose Obsoleted IPMs heading field is present, the IPMS-MS

a)

shall attempt to identify an entry corresponding to each Obsoleted IPM by searching entries o

ests

f the

Stored-message entry-class. If any such entries are found, only those which satisfy the IPM auto-discard

Filter shall be considered further.

If restrict-obsoleting-to-originator has been set to frue, then the originator-name attribute of each
entry shall be compared for equality with the originator-name attribute of the delivered message and

such
only

those entries which match shall be considered further. For each occasion on which matching fails, the
IPMS-MS shall generate an Auto-action-log entry and assign an IPM-auto-discard-error with the value

not-obsoleted-by-originator to its auto-action-error attribute.
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b)

d)

For each entry selected in step (a) that has a retrieval-status of new or listed then the IPMS-MS shall
construct an NRN as specified in 18.5.1.2 if, and only if, one is requested by means of the Notification-
requests component of the IPM's subject recipient specifier. The NRN is submitted by invoking MS-
message-submission, using the submission-options parameter registered for the IPM auto-discard auto-
action, and the procedures defined in 19.9.2 are followed.

Each of the entries selected in step (a) shall be deleted by the IPMS-MS. If the Message-log entry-class is
subscribed to then an IPM-auto-discarded attribute is added to the corresponding Message-log entry and
assigned the value true.

NOTE - If the IPMS-MS is able to determine that the delivery of an IPM, now auto-discarded, caused an alert
condition that is still outstanding, and would not be in effect but for that delivered IPM, it may set the alert-
indication to false; see 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

Auto-discard auto-action processing continues until all the obsoleted TPMs have been deleted, or a]l the
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e)
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1.4 Additional procedures for IPM auto-advise

2 Additional Procedures for MS-message-submission

registrations which contain a request to auto-discard obsoleted IPMs have been processed.

e IPM auto-advise auto-action is subscribed to, the IPMS-MS performs the following actions when an IPM is

If any of the following conditions apply, then the procedure terminates and no fusther IPM auto-aflvise
registrations are considered:

i)  the Notification-requests component of the subject recipient specifierrequests suppression of adlvice
notification (suppress-an);

ii) an NRN has already been generated as a consequence of the.performance of the IPM auto-forward
auto-action;

iii) the IPM was delivered as a result of DL-expansion;

iv) a previously delivered IPM from the same originafor caused the execution of an IPM auto-aflvise
auto-action whose registration-parameter specified suppress-subsequent-notifications.

NOTE - Suppression only applies to IPMs delivered-after that [IPM auto-advise registration was last enabled.

The delivered IPM is matched against the filterspecified in the IPM auto-advise registration, proyided
that the registration is enabled. If the filter ig\satisfied, the procedure continues at step (c). Otherwis¢, the
present step is repeated using the next. registered IPM auto-advise auto-action. If all IPM auto-aflvise
auto-action registrations have been considered, the procedure terminates.

If the Notification-requests comporient of the subject recipient specifier indicates that ANs are suppprted
(i.e. an-supported is true) the procedure continues at step (d). Otherwise, if use-IPM-if-ANfnot-
supported is false then step/(b).1s repeated using the next registered IPM auto-advise auto-action. Iff use-
IPM-if-AN-not-supported. is #rue then steps (d) and (e) are followed except that an IPM is constrjicted
and submitted containing.the information which would otherwise have been encoded in the AN.

The AN is constructed with the common fields prescribed for auto-acknowledgement (see 18.5.2.1). In
addition the AN, shall contain the advice notification fields drawn from the Registration component ¢f the
IPM-auto-advise-registration-parameter.

The ANGs)'submitted by invoking MS-message-submission, using the submission-options paraineter
registered for the IPM auto-advise auto-action, and the procedures defined in 19.9.2 are followed| The
procedure then terminates.

edufes \for the invocation of the Message-submission abstract-operation and for the performance of the |MS-
ag€submission abstract-operation are defined in 15.2.1 and 16.2.1, respectively, of ITU-T Rec. X413 |

IEC 10021-5.

The following two items are additions to 16.2.1 (a) and (b) of ITU-T Rec. X.413 | ISO/IEC 10021-5, and apply where
the IPMS-MS-user invokes MS-message-submission:

a)

b)

If a 1994 Application Context is in use and the submitted message contains an IPM, and the submission-
options parameter of the MS-message-submission argument contains an IPM assembly instructions
parameter, then the IPMS-MS shall verify that each stored-IPM specified in the IPM assembly
instructions parameter refers to an IPM entry, and that each body-part-number specified is present either
in the associated stored-entry or in the submitted IPM, as indicated. The forwarding IPM's Body is
constructed as indicated in 19.5.3.1.

If a 1988 Application Context is in use, and the submitted message contains an IPM, the IPMS-MS
examines the MS-message-submission argument for the presence of a forwarding-request parameter. If
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present, the IPMS-MS verifies that the entry to be forwarded is a delivered IPM and constructs the
forwarding IPM's Body as indicated in 19.5.5.

If the IPM auto-correlate auto-action is subscribed to, then the following additions are required
to 16.2.1 (f) of ITU-T Rec. X.413 | ISO/IEC 10021-5, and apply both in the case where the
IPMS-MS-user invokes MS-message-submission, and where the IPMS-MS invokes Message-submission
as a consequence of auto-action processing. This procedure is described for the case where an entry is
created in the Submission-log (or Submission) entry-class; if the submission options and subscription
details are such that no entry is created, the maintenance of the AC Submitted IPN Status and AC
Submitted Reply Status attributes shall be performed as described in steps ¢) and e), but the remaining
steps are not applicable.

If the submltted message contams an IPN the IPMS- MS shall attempt to locate the entry identified by

entry is found the sequence- number of the submltted IPN is added to the subject IPM’s AC Sub itted
IPNs attribute. Conversely, the sequence-number of the subject IPM is recorded in the AC Subject|IPM
attribute of the present entry. In addition, the subject IPM's AC Submitted IPN Status attribute is given
the value ipm-discarded, ipm-auto-forwarded, an-sent or rn-sent as appropriate. If\the IPN| was
submitted as the result of an IPMS-MS auto-action, an MS-originated general-attribute'is attached tp the
entry and assigned the value frue.

If the submitted message contains an IPM, the IPMS-MS shall attach the following attributes tp the
entries created in the Submission and Submission-log entry-classes:

1) AC IPM Recipients shall contain one value for each distinct recipient specified in the Prirpary,
Copy, Blind Copy, and Circulation List Recipients fields;

2) AC Correlated Delivered Replies shall contain the same fiumber of values, each of which [shall
indicate that no reply has been received from the corresponding member of AC IPM Recipients

3) AC Delivered Replies Summary shall contain the €§amie number of values, each of which [shall
indicate whether a reply was requested of the corresponding member of AC IPM Recipients;

4) AC Correlated Delivered IPNs shall contain«the same number of values, each of which [shall
indicate that no IPN has been received from the ‘corresponding member of AC IPM Recipients;

5) AC Delivered IPN Summary shall contain'the same number of values, each of which shall indicate
whether an RN, NRN, AN (if neither RN or NRN is present), or no notification was requested qf the
corresponding member of AC IPM\Recipients.

If the submitted message contains an JPM whose Replied-to IPM heading field is present, the IPM$-MS
shall attempt to locate the entry“identified by the Replied-to IPM field by searching main-entries qf the
Delivery and Delivery-log entry=-classes. If this entry is found (the replied-to entry), its sequence-number
is recorded in the AC Replied~to IPM attribute of the present entry. Similarly, the replied-to entry hps its
AC Replying IPMs attribute updated to reference the present entry. In addition, that entry'y AC
Submitted Reply Status.attribute is given the value reply-sent.

If the submission-options parameter inspected in item (a) above identifies one or more IPMs {o be
forwarded by (the ‘submitted message, then for each distinct [IPM entry indicated (as a stored-entfy or
stored-contert) the IPMS-MS shall add the sequence-number of the submitted (forwarding) entfy to
those entries' AC Forwarding IPMs attribute. In addition, the AC Forwarded IPMs attribute of eath of
the submitted message's child entries, corresponding to one or more stored IPM entries is updatgd to
record the sequence-numbers of these forwarded IPMs.

Ifthe submitted message contains one or more forwarded IPMs, either as Message or Forwarded Coptent
body parts, not identified in submission-options, the IPMS-MS attempts to locate the stored IPM etries
by searching main-entries of all the entry-classes, except the Draft and Auto-action-log entry-classeq, and
matching on IPM identifier. For each forwarded IPM, all matching stored IPM entries found haveltheir

2

AC Forwarding [PMs attribute updated to record the sequence-number of the submitted message entry.
In addition, the AC Forwarded IPMs attribute of the child-entry of the submitted message that
corresponds to the matching stored IPM entries is updated to record the sequence-number of each stored
IPM entry.

If the submitted message contains an I[PM whose Related IPMs heading field is present, the IPMS-MS
shall attempt to locate all the entries identified by each subfield of the Related IPMs field by searching
main-entries of all the entry-classes except the Draft and Auto-action-log entry-classes. If any such
entries are found, each has its AC Relating [PMs attribute updated to record the sequence-number of the
submitted message entry. In addition, the AC Related IPMs attribute of the submitted message entry is
updated to record the sequence-numbers of the related IPMs.
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19.9
If th

3

h) If the submitted message contains an IPM whose Obsoleted IPMs heading field is present, the [IPMS-MS
shall attempt to locate all the entries identified by each subfield of the Obsoleted IPMs field by searching
main-entries of the Stored-message and Message-log entry-classes. If any such entries are found, each
has its AC Obsoleting IPMs attribute updated to record the sequence-number of the submitted message
entry. In addition, the AC Obsoleted IPMs attribute of the submitted message entry is updated to record
the sequence-numbers of the obsoleted IPMs.

i)  If the submitted message contains an IPM, and the submission-options parameter of the MS-message-
submission argument contains an originator-body-part-encryption-token parameter, then the IPMS-MS
shall create a body-part-encryption-token attribute in the Submission and Submission-log entry-classes
containing that value.

j)  If the submitted message contains an IPM, and the submission-options parameter of the MS-message-
2222 i i H-1H = e . 2! .. G+ SeE=-c0 = aras P4 aar=ire & & S Shall

create a forwarded-content-token attribute in the Submission and Submission-log entry-elhsses

containing that value.

b on aument-con a h-ortainator-forwarded-content-token-param hen-th PN\ \Vi

Additional Procedures for Fetch

b [PM auto-acknowledgement auto-action is subscribed to and the suspend-auto-acknowledgement bind-extenpions

paraeter was not present in the MS-Bind-argument which established the present abstract-association, the IPM§-MS

perfi
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rms the following action:

a)  On the first occasion when the performance of Fetch causes the retrieval<statas of an IPM to change to
processed, the IPMS shall construct an RN if, and only if, one is requested by means of the Notificqtion-
requests component of the IPM's subject recipient specifier. (If Modify.is supported to set retrieval-dtatus
back to listed, then a subsequent Fetch may cause the IPM to become processed for a second timg; no
RN is generated in this case). The IPMS-MS draws the Suppl Receipt Info field from the puto-
acknowledge-suppl-receipt-info field of IPM-auto-acknowledgement-registration-parameter if prgsent,
and constructs other RN fields as specified in 18.5.2.1.

NOTE — The AC Submitted IPN Status attribute, if supported, may be used to ensure that only a gingle
notification is ever sent.

b) MS-message-submission is invoked using the submission-options parameter registered for the IPM puto-
acknowledgement auto-action, and the procedures defined in 19.9.2 are followed.

¢) The performance of the IPM auto-acknowledgement auto-action shall cause the creation of an enfry in
the Auto-action-log entry-class, if subscribed to. If the performance causes an auto-action-erroy, the
IPMS-MS shall attach an auto-actign-error attribute indicating the nature of the error to the Auto-adtion-
log entry, and shall set the auto-ac¢tion-error-indication, which is reported to the IPMS-MS-user whep the
next abstract-association is established.

Additional Procedures for Délete and Auto-delete

h performing the Delete abstract-operation or the Auto-delete auto-action, the IPMS-MS shall generate an N
ntry contains a delivered IPM)whose retrieval-status is listed, and an NRN was requested of this user by mea|
Notification-requests comppnent of the subject recipient specifier, as specified in 19.4. In the case of the d

RN if
ns of
elete

abstijact-operation, an NRN-8 not generated if prevent-nrn-generation is specified in the delete-extensions paramefer of

the I

MS-
regis
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elete abstract-operation which deletes the IPM (see 19.5.6).

message-submission is invoked with the submission-options parameter drawn from general submission-defaulfs (as
tered by means of Register-MS), and the procedures defined in 19.9.2 are followed.

Auto-discard of expired IPMs

IPM auto-discard auto-action is subscribed to and the user has registered at least one IPM auto-discard auto-afction

who

T Tcgisation-parameter Ccomains _an_auto-discard-expired-1P Vs vatue ot Irie, the 1PVIS-MS—performs the

following actions:

106

a) The IPMS-MS shall identify each entry in the Delivered-message entry-class with an expiry-time
attribute containing a date and time which has passed. If any such entries are found, only those which
satisfy the IPM auto-discard Filter shall be considered further.

b) If any entries selected in step (a) have a retrieval-status of new or listed then the IPMS-MS shall
construct an NRN as specified in 18.5.1.2 if, and only if, one is requested by means of the Notification-
requests component of the [IPM's subject recipient specifier.

¢) MS-message-submission is invoked using the submission-options parameter registered for the IPM auto-
discard auto-action, and the procedures defined in 19.9.2 are followed.
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d) Each of the entries selected in step (a) shall be deleted by the IPMS-MS. If the Delivery-log entry-class is
subscribed to then an IPM-auto-discarded attribute is added to the corresponding Delivery-log entry and
assigned the value true.

NOTE - If the IPMS-MS is able to determine that the delivery of an IPM, now auto-discarded, caused an alert

condition that is still outstanding, and would not be in effect but for that delivered IPM, it may set the alert-
indication to false; see 7.1.2 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

e) The performance of the IPM auto-discard auto-action shall cause the creation of an entry in the Auto-
action-log entry-class, if subscribed to. If the performance causes an auto-action-error, the IPMS-MS
shall attach an auto-action-error attribute indicating the nature of the error to the Auto-action-log entry,
and shall set the auto-action-error-indication, which is reported to the IPMS-MS-user when an abstract-

association is next established.

20 Message Contents
As Hhas already been seen, various secondary objects (e.g., UAs) have occasion to convey the information” objedts of
sectipn two as the contents of messages, as well as to convey probes concerning such messages. This.clause spegifies
precisely how they shall do this.
The fules governing the transmittal of such messages and probes, and the semantics and abstract’and transfer synfaxes
of thir contents, are called the Interpersonal Messaging Protocol (P2).
NOTE — The name, "P2", reflects the historical fact that this was the second Message Handling\ptetocol to be developed.
20.1 Content
A sefondary object that submits a message containing an IPM or IPN shall supply as the octets of the Octet String that
consfitutes the content of the message the result of encoding the InformationObject of section two in accordance|with
the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825-) and the additional encoding rules spegified
in7.4.12.7.
20.2 Content Type
A sefondary object that submits a message containing an IRM or IPN shall select its content type as follows.
If th¢ IPM or IPN satisfies all of the following constraints, the Integer 2 shall be specified:
i) The Heading and the recipient specifier (of an IPM), or the common fields, non-receipt flelds,
receipt fields, and the othernotification type fields (of an IPN), lack extension fields.
ii) The Body (of an IPM)‘la¢ks Extended body parts.
iii) The Parameters element of any Videotex body part (of an IPM) lacks the Syntax member.
iv) Every comppnent of the IPM or IPN that is a value of a data type defined as part of the MTS
Abstract Serviece meets the constraints of CCITT Recommendation X.411 (1984).
The types-in question are those listed in the IMPORTS clause of the ASN.l module defingd in
annéx~'D. The constraints in question are detailed in an annex of ITU-T Rec. X419 |
ISOMEC 10021-6.
v){»The Parameters and Data elements of any Message body part (of an IPM) satisfy these pame
constraints (recursively).
Othgrwise,\the Integer 22 shall be specified.
NOTE 1 — The message content protocol (here) denoted by the Integer 2 is 1dent1ca1 to that specified by CCITT Reconjmen-
dbtternrXA420-H984)-(as-elarified-byVerstonb-ofthe- COITT 1994 X A00-seriesEmplementoris—Grideyexeeptthatthe-Stmple
Formattable Document body part type, defined in the latter, is omitted from the former.

NOTE 2 — The Integer 2 is favoured, above, over the Integer 22 to foster interworking between systems conforming to this
Specification and systems conforming (only) to CCITT Recommendation X.420 (1984).

NOTE 3 —If conversion is performed on a message of content type 2 which results in a message containing an Extended body
part, the content type will change to 22.

20.3

Content Length

A secondary object that submits a probe concerning a message containing an IPM or IPN shall specify as the length of
the message's content the size in octets of the encoding of the instance in question of the InformationObject of section
two (a choice of an IPM or an IPN) when the Basic Encoding Rules of ITU-T Rec. X.690 | ISO/IEC 8825-1 are
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followed. If those rules permit several (e.g., both primitive and constructed) encodings of that InformationObject, the

content length may reflect any one of them.

20.4 Encoded Information Types

A secondary object that submits a message containing an IPM or IPN shall specify the encoded information types
(EITs), see 8.5.6 of ITU-T Rec. X.411|ISO/IEC 10021-4, and non-basic parameters (NBPs) of the message as follows.

In the case of an IPN, the EITs shall be unspecified.
In the case of an IPM, the EITs and NBPs shall be specified in accordance with the following rules:

a)  Multiple body parts: The EITs (if any) and NBPs (if any) of the message shall comprise the logical union

of the EITs and NBPs of the TPM's individual body parts,_respectively

b) (Forwarded) Message body part: The EITs (if any) and NBPs (if any) of a Message body part.she
those of the forwarded message.

¢) Standard body part. The EITs (if any) and NBPs (if any) of an individual Standard/body part
depend upon that body part type as specified in Table 8. A body part type for which thé table indi
that the EITs are unspecified contributes no EITs to the IPM.

more extended EITs, then those appropriate to this instance of the application-specific body part sh:

e) Encrypted body part: The effect of an Encrypted body part upon the EITs and NBPs to be specified
be the subject of future standardization.

Table 8 — Interpersonal Messaging EI'TSéand NBPs

oo m oo e A +
| Standard Body Part Type | Basic EIT | NBPs |
o m oo oo mmmmm oo — o nT o mm oo +
| IA5 Text | IA5 Text | - |
| G3 Facsimile | G3 Facsimile | G3 Facsimile |
| G4 Class 1 | G4 Ctass 1 | G4 Class 1/Mixed-mode |
| Teletex | Telletex | Teletex |
| videotex | ¥ideotex | - |
| Encrypted [Dunspecified | - |
| Message [ see 20.4 b) | see 20.4 b) |
| Mixed-mode | Mixed-mode | G4 Class 1/Mixed-mode |
| Bilaterally Definegd | Undefined | - |
| Nationally Defined | Undefined | - |
| General Text | see 7.4.11 | - |
| File Transfer | see 7.4.12.8 | - |
| Voice | see 7.4.13 | - |
| Report | unspecified | - |
| Notification | unspecified | - |
| Forwarded Content | see 7.4.16 | - |
e B R T +

21 Port Realization

How an.MS or the MTS concretely realizes the secondary ports it supplies is specified in I[TU-T Rec. X

specified. Otherwise, the undefined EIT shall be indicated. In either case, ne NBPs shall be specified.

11 be

shall
cates

d) Application-specific body part: If the definition of an application-specific body’part specifies ope or

11 be

may

119 |
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How a UA, TLMA, or AU concretely realizes the primary ports it supplies is beyond the scope of this Specification.

NOTE 1 — A UA's user interface is a local matter. A wide variety of interfaces involving, e.g., a wide variety of input/output

devices are possible.
NOTE 2 — A TLMA's realization of its primary ports is specified in part by CCITT Recommendation T.330.

NOTE 3 — An AU provides its primary ports by means of the particular communication system to which that AU provides

access.
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22 Conformance

The requirements a secondary object (excluding the MTS) and its implementor shall meet when the latter claims the
former's conformance to this Specification are identified below. A number of the conformance requirements distinguish
between support upon origination and support upon reception.

22.1 Origination Versus Reception

A UA, TLMA, or AU shall be said to support upon origination a particular heading field, heading extension, basic
body part type, or extended body part type if, and only if, it accepts, preserves, and emits, in full accord with this
Specification, that particular heading field or extension, or body parts of that particular basic or extended type,
whenever a user calls upon it to convey an IPM containing them to the MTS or the user's MS (the latter only in the case
of a PA9-

A UA, TLMA, or AU shall be said to support upon reception a particular heading field, heading extension, basic pody
part |[type, or extended body part type if, and only if, it accepts, preserves, and emits, in full accord-with this
Spedification, that particular heading field or extension, or body parts of that particular basic or/extended [type,
whefever the MTS or a user's MS (the latter only in the case of a UA) calls upon it to convey to.the user an|{IPM
contjining them.

NOTE - In point of fact, a PDAU supports nothing upon origination because it is not a supplier of the origination port.

22.2 Statement Requirements

The mplementor of an IPMS UA, IPMS-MS, TLMA, or AU shall state the following. For each item below separate
statements shall be made concerning conformance upon origination and conformahce upon reception:

a) The heading fields and heading extensions for which conformaneé is claimed.
b) The standard and application-specific body part types for. which conformance is claimed.

¢) In the case of an IPMS-MS, or an IPMS UA accessing an IPMS-MS, the Interpersonal Messaping-
specific MS attribute-types for which conformancets.¢laimed.

d) In the case of an IPMS-MS, or an IPMS UA aetcessing an IPMS-MS, those IPMS-specific auto-agtions
and matching-rules for which conformance is claimed.

In addition, the implementor of a TLMA or AU shall state’whether conformance is claimed for import or export or poth.

22.3 Static Requirements

An IPMS UA, IPMS-MS, TLMA, or AU shall'satisfy the following static requirements:

a) An IPMS UA, IPMS-MS, TLMA, or AU shall implement the heading fields and heading extensiong, and
the standard and application-specific body part types for which conformance is claimed.
b) An IPMS-MS, of ai [IPMS UA accessing an IPMS-MS, shall support the Interpersonal Messaging-
specific MS dftyibute-types for which conformance is claimed, but including as a minimum those
designated.taandatory in Table 3.

c) An IPMSZUA, IPMS-MS, TLMA, or AU shall concretely realize its abstract ports as specifigd in
clauge 2V.

d) _AnIPMS UA or IPMS-MS shall be able to both submit and accept delivery of messages of both df the
content types of 20.2.

e) ~ An IPMS-MS, or an IPMS UA accessing an IPMS-MS, shall conform to at least one of the MS Agcess
Protocols specified in ITU-T Rec. X.419 | ISO/IEC 10021-6.

f) An IPMS UA, IPMS-MS, TLMA, or AU which claims support upon reception for any Standard body
part type for which both basic and extended representations are defined shall support the reception of
both the basic and the extended representation of that body part type.

g) An IPMS UA, IPMS-MS, TLMA, or AU which claims support upon reception for an Application-
specific body part type consisting of octet-aligned data, or which claims support upon reception for the
File Transfer body part's application-reference encoded as an Object Identifier, shall support both the
reception of that application-specific octet-aligned data encoded in the Application-specific body part
and the reception of it encoded in the File Transfer body part.

h) A TLMA or AU shall be able to import and/or export such messages, according to the conformance
claimed.
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224 Dynamic Requirements

An IPMS UA, IPMS-MS, TLMA, or AU shall satisfy the following dynamic requirements:
a) An IPMS UA or IPMS-MS shall follow the rules of operation specified in clause 18 or 19, respectively.

b) An IPMS UA, IPMS-MS, TLMA, or AU shall submit and accept delivery of messages whose contents
are as specified in clause 20.

c¢) An IPMS UA, IPMS-MS, TLMA, or AU shall register with the MTS its ability to accept delivery of
messages of both of the content types of 20.2.
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Annex A

General IPMS Extensions

(This annex forms an integral part of this Recommendation | International Standard)

This annex defines general extensions for Interpersonal Messaging. Security extensions are defined in Annex B.

Al Heading Extensions

This section defines all (presently defined) general heading extensions. Heading extensions are conveyed in the
exteiSTons fieading field of the IPMT(see 7.2 1 7).

A.l.]l Incomplete Copy

The Incomplete Copy heading extension, by its presence, indicates that one of more body parts or heading fields are
absept from the Body of (the present instance of) the IPM. The extension comprises a Null.

incomplete-copy IPMS-EXTENSION ::= {VALUE IncompleteCopy,
IDENTIFIED BY id-hex-incompletec-edpy}

IncompleteCopy ::= NULL

If this extension is absent from the Extensions heading field, all body parts shall be considéred present.

A.l1.2 Languages

The JLanguages heading extension identifies the languages used in the composition of the IPM's Subject heading|field
and Body. The extension comprises a Set of zero or more Printable Strings, each one of the two-character language
codep identified by ISO 639. The two-character language code may{optionally be followed by a space and a|two-
chargcter ISO 3166 country code (see ISO 639 clause 4.4) if it is necessary to identify a specific national usage df the
langpage (e.g., "en" identifies the English language, "en GB" identifies English as used in the UK, and "en|US"
identifies English as used in the USA).

languages IPMS-EXTENSION ::= {VALUE SET\OF Language, IDENTIFIED BY id-hex-languaged

——

Language ::= PrintableString (SIZE (2[5))

If this extension is absent from the Extensions héading field or no languages are indicated, the languages shdll be
consjdered unspecified.

A.l1.3 Auto-submitted

The Auto-submitted heading extension.indicates whether the IPM was submitted without human intervention, and|if so
whether the message was auto-geng€rated, or auto-replied.

If this heading extension has the value not-auto-submitted, the message-submission is under direct or indirect contfol of
a hugnan.

auto-submit®@d IPMS-EXTENSION ::= {VALUE AutoSubmitted,
IDENTIFIED BY id-hex-auto-submitted}

AutoSubmitted ::= ENUMERATED {
not-auto-submitted (0),
auto-generated (1),
auto-replied (2)}

The patorforwarded heading field may also indicate that the message has been submitted without human intervention.
The absence of both this heading extension and the auto-forwarded heading field indicates that no information is
available as to whether the message-submission involved human control.

A.1.4  Body Part Signature

The Body Part Signature heading extension may contain a digital signature for each body part in the IPM to enable the
recipient to verify that the body part has not been modified.

The encoding of the body part itself is unchanged in order that it may be understood by all recipients, irrespective of
ability to verify these signatures.

body-part-signatures IPMS-EXTENSION ::= {VALUE BodyPartSignatures,
IDENTIFIED BY id-hex-body-part-signatures }
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BodyPartSignatures ::= SET OF SET ({
body-part-number BodyPartNumber,
body-part-signature BodyPartSignature,
originator-certificate-selector CertificateAssertion OPTIONAL,
originator-certificates [0] ExtendedCertificates OPTIONAL,
BodyPartNumber ::= INTEGER (1..MAX)
BodyPartSignature ::= SIGNATURE { SEQUENCE ({
signature-algorithm-identifier AlgorithmIdentifier,
body-part BodyPart,
body-part-security-label SecurityLabel OPTIONAL } }

The Body part signatures comprises the following components for each signed body part:

A bg

b)

d)

dy part may be-signed more than once if it is required to use different algorithms for some recipients, or to in:

Body-part-signature (M): Identifies an algorithm and contains the signature obtained by applying
algorithm to the Body Part together with its Body-part-security-label (see A.1.5) and the\algor
identifier; the algorithm-identifier specifies five constituent parts:

i)  the ASN.1 encoding rule (CER or DER) to be applied to the body part before hashing;

ii) the hash function;

iii) whether or not the hash value is to be encoded within an ASN.1 Bit String prior to encryption;
iv) the algorithm used to protect the hash value (e.g. an asymmetric encryption algorithm); and

v) any parameters of the algorithm such as any necessary keys,(initialisation values, and pag
instructions.

that
thm-

ding

NOTE — There is no requirement to transmit the CER or DER encéding of the body part, but simply to ppply

CER or DER encoding before computing the signature.

Where body-part-number identifies an encrypted body paft, the signature applies to the body part b
encryption.

Originator-certificate-selector (C): If the originatop has more than one public key for the sign
algorithm (and therefore more than one certificate with the same algorithm-identifier), then eithg
originator-certificate-selector shall be present<Containing components of certificate-assertion (see 1
of ITU-T Rec. X.509 | ISO/IEC 9594-8) appropriate to enable the recipient to determine which o

efore

hture
r the
D.7.2
he of

the originator’s certificates (and thus whi¢h one of the originator’s public keys for this algorithn) is

applicable, or else precisely one certificate for this algorithm shall be present in originator-certificatd

Originator-certificates (C): This may be used to convey a verified copy of the public-asymm
encryption-key of the originatet.who signed the body part (i.e. a Certificate), or the name of a Dire

entry containing the originator’s certificate, or multiple certificates (or Directory names) wher¢

public-asymmetric-encryption-key is verified with different certification paths or by diff
certification authoriti€s:>This component shall be present if the originator who signed the body p
different from the ‘eriginator of the IPM, but may also be present otherwise. Where the origi
certificate is not included within the body part signatures, then the originator certificate which m4
present on thevenvelope shall be used. If no certificates are present, it is assumed that another mg
(e.g. use pf'the Directory) is to be used to obtain a verified copy of the originator’s public key.
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sage

morg than one signatory.
A.1.5  IPM-Security Label
The IPM Security Label heading extension provides the capability to label a complete message content, the me
headingsand individual message body parts
ipm-security-label IPMS-EXTENSION ::= {
VALUE IPMSecurityLabel,
IDENTIFIED BY id-hex-ipm-security-label }
IPMSecurityLabel ::= SEQUENCE({
content-security-label [0] SecurityLabel,
heading-security-label [1] SecurityLabel OPTIONAL,
body-part-security-labels [2] SEQUENCE OF BodyPartSecurityLabel OPTIONAL }
BodyPartSecurityLabel ::= CHOICE ({
body-part-unlabelled [0] NULL,
body-part-security-label [1] SecurityLabel }

The IPM Security Label comprises the following components:
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a) Content-security-label (M): Identifies the aggregate security classification of all the security labels
contained in this heading extension. The relationship between this aggregate security label and the other
labels in this heading extension are subject to the local security policy. The content-security-label
component and the message-security-label (in the envelope) both provide an indication of the security
classification of the message content. However, depending on local architecture and policy, the security
policy cited by the two elements may differ. Local policy may also affect the choice of whether to use
the content-security-label, the message-security-label, or both as part of the security architecture. One
factor influencing this choice is that the content-security-label is within the message content, and will
therefore be affected by any encryption of the content; whereas the message-security-label is in the
envelope and is therefore independent of content encryption.

b) Heading-security-label (O): Identifies the security classification of the information collectively

conveyed in the heading of the IPM.

A.l.
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individual body parts of the IPM. Labels may be included for any subset of the body parts included
IPM. One value of body-part-security-label shall be present for each body part present in. the TPM|
shall appear in the same order in body-part-security-labels as the body part appears within the bo
the IPM. The body-part-security-label comprises either:

1) Body-part-unlabelled (C): Indicates that the body part is not labelled.
ii) Body-part-security-label (C): Identifies the security label (see 8.59 of ITU-T Rec. X
ISO/IEC 10021-4) pertaining to the body part.

b Authorization Time

Authorization Time heading extension identifies the date and time at which asmessage was formally authoriz
uthorizing users. Depending upon local requirements, this date and time‘stamp may vary from the date and
I the message was submitted to the MTS. The authorization time eatf.be used to augment the authorizing

rization time or authorizing users may be present according to local policy.

authorization-time IPMS-EXTENSION ::= {
VALUE AuthorizationZime,
IDENTIFIED BY id-hex-authokization-time }

AuthorizationTime ::= GeneralizedTime

f  Circulation List Recipients

Circulation List Recipients heading extension identifies the two or more users to whom the authorizing
st that the IPM be distributed sequentially. It also identifies the responses the authorizing users ask of ea
users. It comprises a Sequence of sub=fields, each a Circulation Member, one for each circulation list recipig

and time when the IPM wasreeeived, and optionally a digital signature. In this context, users that have receive
age are said to be "checked" 1 the circulation list.

circulation-1¥st-recipients IPMS-EXTENSION ii= |
VALUE CirculationList,
IDENTIFIED BY id-hex-circulation-list-recipients }

CirculationList ::= SEQUENCE (SIZE(2..ub-circulation-list-members))
OF CirculationMember

Ci¥culationMember ::= SET {
circulation-recipient RecipientSpecifier (WITH COMPONENTS {

recipient (WITH COMPONENTS {

c¢) Body-part-security-labels (O): Identifies the security classification of the information conveyf by

ing field (see 7.2.3) to provide additional information about{the’ authorizing event. Either or both of

the
and
Iy of

411 |

bd by
time
isers
the

1sers
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nt.

circulation member includes aniindication of whether that user has already received the IPM, and optionallly the

d the

formal-name PRESENT } ) } ),

checked Checkmark OPTIONAL }
Checkmark ::= CHOICE ({
simple NULL,
timestamped CirculationTime,
signed CirculationSignature }
CirculationTime ::= GeneralizedTime
CirculationSignature ::= SIGNED { SEQUENCE (
algorithm-identifier CirculationSignatureAlgorithmIdentifier,
this-IPM ThisIPMField,
timestamp CirculationTime } }
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CirculationSignatureAlgorithmIdentifier ::= AlgorithmIdentifier

A circulation list is a set of circulation members, each of which has the following components:

a) Circulation-recipient (M): Identifies a member of the circulation list and any information (i.e.,
notification requests, reply request, and recipient extensions) associated with that member. The formal-
name component of the OR-descriptor shall be present. If the recipient is a DL then this should be the
last circulation-recipient in the circulation list, as the IPM will not be sent to members of a circulation list
subsequent to a DL.

b) Checked (C): Identifies whether or not this member has received the IPM as a result of the circulation
list.

If a member of the circulation list has not yet received the IPM, then the checked component shall be
absent. If a member has received the IPM. then the checked component shall take one of the following
values:

1)  simple: a simple assertion that the circulation recipient has received the IPM;
ii) timestamped: indicates the date and time at which the IPM was accessed by the circulation recipient;

iii) signed: includes the IPM Identifier, the date and time (as above), and a digital sighature of theye by
the circulation recipient.

The puthorizing user should compose the circulation list to indicate the preferred order of circulation. Any notifications
requested are returned to the originator. These may be used by the originator to perform eorrelation and tracking gf the
progtess of the circulation. If the authorizing user elects to receive the completed circulation list at the conclusipn of
circylation, then the originator should be included as the last member of the circilation list. If the authorizing|user
ifles that replies to the message be received by all members of the circulation list;then this should be reflected in the

eception, the UA examines the circulation list recipients as part ofithe check of recipient fields. If the recipi¢nt is
inclyded in the circulation list, the UA determines the receipt {equests, reply requests and recipient extenfions
applicable to that recipient as specified in clause 8. Notifications Wwill'be returned to the originator of the circulation list.
Repliies should be directed to the reply recipients specified in thesheading by the authorizing users.

The [circulation list should be updated by the UA to add the“checked component to it’s own entry. It may optiopally
inclyde additional recipients in the list. Existing elements0f the list should not be deleted, and the UA shall ensur¢ that
the griginator’s last entry remains last in the sequence: Other heading fields of the IPM should not be modified. In
partipular it is vital that the this-IPM field (see 7.2ul\) and originator field (see 7.2.2) be preserved intact.

If, after updating, all the members of the li§tyare checked, or if the IPM has been delivered as the result of DL
Expgnsion, then the IPM requires no fuftheér sequential circulation. Otherwise, the UA should select the nexft list
ber that does not contain the checked component for the next circulation step. After processing and revigw is
complete, the UA should resubmit_the, modified IPM to the MTS. The submission envelope should address only the

A of each circulation mémber may append additional body parts (containing annotations or other commenfs) at

UAs|that originate cirCujation list-recipients may optionally generate in addition a single instance of a recipient spegifier
lude the circalation list indicator recipient extension (see A.2.1) in any one of the other recipient heading fields
ary recipients, copy recipients, or blind copy recipients) for backward compatibility purposes. UAs that support

The Di pdes reading extensio Ol t0 butiomr o C th the
MHS (e.g., auto-forwarding) or external to the MHS (e.g., hard copy distribution). A specific definition of distribution
code values and semantics should be mutually supported by the originator and the recipient. The value of this field may
be used within filters which select specific auto-actions (e.g., specific auto-forward and auto-alert registrations) and

within the attributes in an Alert operation.

distribution-codes IPMS-EXTENSION ::=
VALUE DistributionCodes,
IDENTIFIED BY id-hex-distribution-codes }
DistributionCodes ::= SEQUENCE (SIZE (1..ub-distribution-codes)) OF DistributionCode
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DistributionCode ::= SEQUENCE {
oid-code OBJECT IDENTIFIER OPTIONAL,
alphanumeric-code AlphaCode OPTIONAL,
or-descriptor ORDescriptor OPTIONAL }

AlphaCode ::= UniversalOrBMPString {ub-alpha-code-length}

The Distribution Code has the following components:

a) OID-code (O): Identifies a request from the originator for the recipient to redistribute the IPM according
to previously agreed semantics. The semantics of the originator’s request may be solely conveyed by this

component, or may additionally depend on the values of the OR-descriptor or alphanumeric-

components.

b) Alphanumeric-code (O): Identifies a request from the originator for the recipient to redistribute the

code

IPM

At 1
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extefded subject shall be used in preference to the subject for display to theaser.
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aecording—to—previousty—asreed—semanties— e semanties—of—the—orisinator’srequestray—be
conveyed by this component, or may additionally depend on the values of the OR-descript
OID-code components.

¢) OR-descriptor (O): Identifies a non-IPMS user whom the originator has requested be patt, '0f the
delivery distribution process for this IPM. The values of alphanumeric-code and OIDxcede may qu
the distribution role requested by the originator.

ast one component of the DistributionCode shall be present.

D Extended Subject

Extended Subject heading extension identifies the subject of the IPM. The exXtended subject consists of a §
provides both a richer character set and a greater length than is provided by the-Subject heading field (see 7.2.1

e extended subject is supported on reception, and both the subject and the extended subject are present, the

extended-subject IPMS-EXTENSION ::= {

VALUE ExtendedSubject,

IDENTIFIED BY id-hex-extended-gubject }
ExtendedSubject ::= UniversalOrBMPString.fub-extended-subject-length}

lely
r or

post-
alify

tring
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h the

On (drigination, if the text of the subject can be accommodated without loss within the constrained length and charLacter
repeftoire of the subject heading field (see 7.2.10) then.that field should be generated in preference to extended subject.
Wheh extended subject is generated, it is recommended that if possible the subject heading field is also generated (for
reciglient UAs which may not support extended subject) containing the same text converted and truncated as necessfry.
A.1.]0 Information Category
The Information Category heading extension identifies the character of the information contained in the IPM. It can
conviey a registered identifier forSeach particular type, or free form information describing the nature of the
communication. Recipient UAs~may use the information conveyed by this extension to affect the presentatign of
mesgages to the recipient, or to affect any other local processing functions. A specific definition of information cat¢gory
valugs and semantics should/be mutually supported by the originator and the recipient. Examples of pogsible
infogmation category values-include: draft message, press release, contractual commitment, policy statement.
informatien*category IPMS-EXTENSION ii= |
VALUE InformationCategories,
IDENTIFIED BY id-hex-information-category }
InfexmationCategories ::= SEQUENCE (SIZE (1..ub-information-categories))
OF InformationCategory
InformationCategory ::= SEQUENCE {
reference f—OBFRET—FDENTFFIRR—OPPFONAT
description [1] DescriptionString OPTIONAL }
DescriptionString ::= UniversalOrBMPString {ub-information-category-length}
The Information Category has the following components:
a) Reference (O): Depending on the mutually agreed semantics, this component may identify either:
i) the category of message; or
ii) the context in which the description component should be interpreted to determine the category of
the message.
This component may be used either alone or in combination with the description component.
b) Description (O): identifies the category of message based on mutually agreed semantics.
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This component may be used either alone or in combination with the reference component.

At least one component of the Information Category shall be present. If both components are used, then the category
shall be determined primarily by the reference component, as qualified by description component.

A.1.11 Manual Handling Instructions

The Manual Handling Instructions heading extension identifies instructions for manual handling of the IPM
following its delivery. The extension can convey instructions consisting of free form text. Examples of manual handling
instructions include special recipient handling requests (e.g., "Please pass to ...", "Please DO NOT pass to ..."), and
instructions for how to process body data.
NOTE - Instructions indicated by this heading extension may apply either to the IPM as a whole or to specific components of the
IPM (e.g., specific body parts). Where necessary the content of the instructions should indicate the scope of the instructions or

t1 WYY £41 IDMN4 & localo sl M 4 e 1.
e P atrtCs) o tiCIT IV O~ WITCIT the ISt ucTrioappres:

manual-handling-instructions IPMS-EXTENSION ::= {

VALUE ManualHandlingInstructions,

IDENTIFIED BY id-hex-manual-handling-instructions }
ManualHandlingInstructions ::= SEQUENCE (SIZE (1..ub-manual-handling-insgractions))

OF ManualHandlingInstruction

ManualHandlingInstruction ::=
UniversalOrBMPString {ub-manual-handling-instruction-length}

A.1.]2 Originator's Reference

The Priginator's Reference heading extension identifies a reference value that is chosen by the authorizing users| The
originator's reference may be used within the organization of the originator,ds_an internal reference. Examplgs of
poss]ble originator's references include: file number, claim number, legal case~number. This information may be|used
by the recipient in later communications with the originator, possibly outside/the MHS, concerning a particular IPM.

originators-reference IPMS-EXTENSION ::=

VALUE OriginatorsReferenge,

IDENTIFIED BY id-hex-originatorsgsreference }
OriginatorsReference ::= UniversalOrBMPStrizlg {ub-originators-reference-length}

A.1.]13  Precedence Policy Identifier

The [Precedence Policy Identifier heading extension identifies the semantics of the precedence values assigned tp the
reciffients by the authorizing users. The precedence(policy identifier is intended to be used only in conjunction with the
prec¢dence recipient extension defined in A.2.2,@and applies to all instances of the precedence recipient extension. [f the
precg¢dence policy identifier is received in thelabsence of any precedence values, then the precedence policy idenftifier
shalllbe ignored.

precedence-policy-identifier IPMS-EXTENSION ::= {
VALUE PrecedencePolicyIdentifier,
IDENTIFIED (BY id-hex-precedence-policy-id }
PrecedencePolicyIdentifier ::= OBJECT IDENTIFIER
A2 Recipient Extensions

This|section defines all/general recipient extensions. Recipient extensions are conveyed in the recipient-extensions|field
of the recipient speeifier (see 7.1.2).

RecipientExtensions IPMS-EXTENSION
circulation-list-indicator |
precedence |
recipient-security-request |

. 1

Daa T DML T Ly
FrIrvacteTIrMmonXtCeIrSTIOnNST - -

1]
—_

A2.1 Circulation List Indicator

The Circulation List Indicator recipient extension identifies a recipient specifier that is associated with the circulation
list-recipients heading extension. Use of this extension provides graceful degradation of the circulation list-recipients
function for UAs that do not support the circulation list-recipients.

circulation-list-indicator IPMS-EXTENSION ::= {
VALUE NULL,
IDENTIFIED BY id-rex-circulation-list-indicator }

UAs that originate a circulation list-recipients may optionally generate a single instance of recipient specifier in any one
of the recipient heading fields (primary recipients, copy recipients, or blind copy recipients) for backward compatibility
purposes. Such a recipient specifier should include the circulation list indicator recipient extension to allow it to be
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easily identified by recipient UAs that support circulation list. UAs that support circulation list-recipients should also
support the circulation list identifier on reception.

Inclusion of this extension in an instance of the recipient specifier constrains the allowed values of the recipient
component of that recipient specifier. When this extension is used, the recipient shall be specified using only the value
“CIRCULATION LIST” in the free-form-name component of the OR-descriptor. The formal-name and telephone-
number components of the OR-descriptor shall be absent. A maximum of one instance of this extension is allowed
per IPM.

On reception, a UA or MS that supports circulation list-recipients shall expunge a recipient-specifier if it contains
circulation list identifier.

A.2.2 Precedence

The

each|
each|
prec
iden
prec

The precedence recipient extension affects the priority attribute in the submission-envelope as described in 18.2
bulldt (iv).

A3 Notification Extensions

This| section defines all general notification extensions. Notification" extensions are conveyed in the notifid
extemsions (see 8.1.5), rn extensions (see 8.3.4), nrn extensions ($€e.8.2.5), or other notification type (see 8.4) fiel
the IPN.

No general notification extensions are defined in this edition of ITU-T Rec. X.420 | ISO/IEC 10021-7.

Precedence recipient extension identifies the precedence level that the authorizing users attribute to the IR
recipient. The precedence level provides an indication of the perceived importance, or relevance, of the)IP
recipient. The semantics of values that appear in this field are entirely dependent on the value conveyed i
bdence policy identifier extension. If precedence values are present in the absence of the précedence p

ifier, then the precedence values shall be ignored. This extension shall only be originated in conjunction wit
bdence policy identifier extension.
precedence IPMS-EXTENSION ::= {
VALUE Precedence,
IDENTIFIED BY id-rex-precedence }
Precedence ::= INTEGER (0..ub-precedence)

1 for
M to
h the
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Annex B

IPMS Security Extensions

(This Annex forms an integral part of this Recommendation | International Standard)

This annex defines security extensions for Interpersonal Messaging. It specifies an optional request which may be
included in an IPM, the response which may be included in the resulting IPN, and additional procedures for generating
this response. It uses the IPMS Extension of 7.2.17.

B.1 Recipient Security Request

The IRecipient Security Request is an IPMS extension which may be present in the recipient-extensions field| of a
reciffient specifier. The Recipient Security Request indicates which security function is requested to be applied fo an
IPN (RN or NRN) from this recipient (whether proof or non-repudiation), and which security function is:to‘be applied
to thg IPM by this recipient (whether proof or non-repudiation) on receipt of the [PM.

recipient-security-request IPMS-EXTENSION ::= {
VALUE RecipientSecurityRequest,
IDENTIFIED BYid-sec-ipm-security-request}

RecipientSecurityRequest ::= BIT STRING ({
content-non-repudiation (0),
content-proof (1),
ipn-non-repudiation (2),
ipn-proof (3)}

The Recipient Security Request shall be present only if the notification-requests in the recipient specifier has the yalue
rn orfnrn (see 7.1.2), and thus requires that the recipient specifier containg'a\formal-name (see 7.1.3).

The Recipient Security Request may have the following values:

a) content-non-repudiation: An IPN generated in the*Circumstances prescribed in clause 8 is requestpd to
contain verified security elements possessing nod<repudiation properties from the message whose content
is the subject IPM.

The security elements to be verified by _the recipient shall depend on the security arguments presgnt in
the envelope of this message and on the-security policy in force.

If the recipient is unable to verify the security arguments, the IPN may contain either the content df the
message or an appropriate secugity diagnostic code.

b) content-proof: An IPN generated in the circumstances prescribed in clause 8 is requested to coptain
verified security elements from the message whose content is the subject IPM.

The security elementsyto be verified by the recipient shall depend on the security arguments presdnt in
the envelope of this message and on the security policy in force.

If the recipient_is unable to verify the security arguments, the IPN may contain either the content df the
message ofan‘appropriate security diagnostic code.

c) ipn-non-népudiation: An IPN generated in the circumstances prescribed in clause 8 is requested fo be
signed-with non-repudiation properties on submission of the IPN to the MTS.

d) .4pnproof: An IPN generated in the circumstances prescribed in clause 8 is requested to be signdd on
submission of the IPN to the MTS.

The pbseree of the Recipient Security Request implies that no IPM recipient security request is made.

Support of the Recipient Security Request does not imply support of /PN Security Response (see B.2). If the recipient
UA does not support the IPN Security Response then it ignores the Recipient Security Request. If the recipient UA
supports the /PN Security Response but is unable to generate the required response then it shall generate an appropriate
Security Diagnostic Code (see B.3).

The Recipient Security Request does not in itself require any security arguments to be present in the subject message on
submission. However, the requested notification may contain the original-content of the subject message unless one of
the following security elements is generated on message submission:

Content-integrity-check,
Message-token (including at least one content-integrity-check),

Message-origin-authentication-check.
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These security arguments are defined in 8.2.1.1.1.28, 8.2.1.1.1.29 and 8.2.1.1.1.26 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 respectively.

NOTE — When requesting content-non-repudiation, it is recommended that the security arguments applied to the message on
submission have non-repudiation properties.

B.2 IPN Security Response

The IPN Security Response is an IPMS extension which may be present in the notification extensions field of an IPN.
It shall be present only if the subject recipient specifier contains a Recipient Security Request. The IPN Security
Response may contain the subject message content, or security elements of the subject message, or a security diagnostic
code.

The hje £SSAY antain
Rec.|X.411 | ISO/IEC 10021-4.

ipn-security-response IPMS-EXTENSION ::= {
VALUE IpnSecurityResponse,
IDENTIFIED BYid-sec-security-common-fields}

IpnSecurityResponse ::= SET
content-or-arguments CHOICE {
original-content OriginalContent,
original-security-arguments SET {
original-content-integrity-check
[0] OriginalContentIntegrityCheck OPTIONALy
original-message-origin-authentication-check
[1] OriginalMessageOriginAuthenticatienChieck OPTIONAL,
original-message-token [2] OriginalMessageToKen OPTIONAL}},
security-diagnostic-code SecurityDiagnosticCode ©PTIONAL }

OriginalContent ::= Content

OriginalContentIntegrityCheck ::= ContentIntegrifyCheck
OriginalMessageOriginAuthenticationCheck ::= MégsageOriginAuthenticationCheck
OriginalMessageToken ::= MessageToken

The petting of these fields and their use will be subject to the'originator's request in the Recipient Security Reques|, the
secufity elements present in the subject message and the security policy in force (in the circumstances prescfibed
in Bf3).

The [PN Security Response may have one or more‘of the following values:

a) original-content: the content of the subject message.

b) original-content-integrity-check: the content-integrity-check of the subject message.

c) original-message-originsauthentication-check: the message-origin-authentication-check of the subject
message.

d) original-messgge-token: the message-token of the subject message.

NOTE - b)sc) and d) above are available only if the subject message contains the relevant security argumepts in
its delivery envelope.

e) security-diagnostic-code: the security diagnostic code (see B.3).
Support of the IRN Security Response requires support for reception of the Recipient Security Request.

Unlgss the IPIN*Security Response is a security-diagnostic-code, at least one of the following security elements sh3ll be
generated on message submission of the IPN in reply to the subject message:

Content-integrity-check.

Message-token (including at least one content-integrity-check),

Message-origin-authentication-check.
These security arguments are defined in 8.2.1.1.1.28, 8.2.1.1.1.29 and 8.2.1.1.1.26 of ITU-T Rec. X.411|
ISO/IEC 10021-4 respectively.
B.3 Security Diagnostic Code

A Security Diagnostic Code may be generated if a UA cannot support a Recipient Security Request or a security
failure is detected.

ITU-T Rec. X.420 (06/1999) 119


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/TEC 10021-7:2003 (E)

The

120

SecurityDiagnosticCode ::= INTEGER ({

integrity-failure-on-subject-message (0),
integrity-failure-on-forwarded-message (1),
moac-failure-on-subject-message (2),
unsupported-security-policy (3),
unsupported-algorithm-identifier (4),
decryption-failed (5),

token-error (6),
unable-to-sign-notification (7),
unable-to-sign-message-receipt (8),
authentication-failure-on-subject-message (9),
security-context-failure-message (10),
message-sequence-failure (11),
message-security-labelling-failure (12),
repudiation-failure-of-message (13),
failure-of-proof-of -megsage (14)

signature-key-unobtainable (15),
decryption-key-unobtainable (16),

key-failure (17),
unsupported-request-for-security-service (18),
inconsistent-request-for-security-service (19),
ipn-non-repudiation-provided-instead-of-content-proof (20),
token-decryption-failed (21),
double-enveloping-message-restoring-failure (22),
unauthorised-dl-member (23),
reception-security-failure (24),
unsuitable-alternate-recipient (25),
security-services-refusal (26),
unauthorised-recipient (27),
unknown-certification-authority-name (28),
unknown-dl-name (29),

unknown-originator-name (30),
unknown-recipient-name (31),
security-policy-violation (32) }

Security Diagnostic Code may have one of the following values:

a) integrity-failure-on-subject-message: validation of.the content-integrity-check argument of the subject
message failed, the contents of the message receiyed could not be validated.

b) integrity-failure-on-forwarded-message: validation of the content-integrity-check argument of a subject
message which has been forwarded has failed, the contents of the message-body part received coulfl not
be validated.

¢) moac-failure-on-subject-message: w\alidation of the message-origin-authentication-check argumept of
the subject message failed, the original contents of the subject message received could not be validated.

d) unsupported-security-policy: the recipient does not support the required security policy, as identified in
the message-security-label argument of the subject message.

e) unsupported-algorithin=identifier: the recipient does not support the algorithm identifiers used the
security argument-of.the subject message.

f)  decryption-failed:- the recipient could not decrypt the message content.

g) token-errgr“an error has been detected with the message-token argument of the subject message.

h) unablefto sign-notification: the recipient is unable to sign IPNs.

1)  unable-to-sign-message-receipt: the recipient is unable to validate the contents or sign IPNs.

J) Nauthentication-failure-on-subject-message: validation of the content-integrity-check, message-ofigin-
authentication-check, or message-token (i.e. token signature, or any other the token data) argument ¢f the
subject message failed, the contents of the message received could not be authenticated or validated.

I secnritcontaxitaoilurenessace—the messace-securitylabel failed the security—context

lo—security-context-faitnre-message—the-message-security-label-failed-the-security-context-

1)  message-sequence-failure: failure of the message-sequence-number.

m) message-security-labelling-failure: a fault was detected in the message-security-label in the envelope or
in the message-token.

n) repudiation-failure-of-message: a fault was detected in the repudiation security arguments in the subject
message, or the subject message content could not be validated.

0) failure-of-proof-of-message: a fault was detected in the proof-of security arguments in the subject
message.

p) signature-key-unobtainable: the recipient could not obtain the required signature keys for one or more of

the pieces of signed information in the subject message.
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q) decryption-key-unobtainable: the recipient could not obtain the required decryption keys for the message
token encrypted data or for content confidentiality.

r)  key-failure: the recipient could not obtain the required keys.

S)  unsupported-request-for-security-service: the recipient could not support the requested security services
in the Recipient Security Request.

t)  inconsistent-request-for-security-service: the recipient could not support the requested security services
in the Recipient Security Request because the requests where not consistent.

u) ipn-non-repudiation-provided-instead-of-content-proof: the recipient has supported ipn-non-repudiation
but not content-proof.

V) token-decryption-failed: The recipient could not decrypt the message token.

W) double-enveloping-message-restoring-failure: The message contained an inner envelope, but failue of
security services on the outer envelope prevented the UA from extracting the inner meSsag¢ for
subsequent processing.

X) unauthorised-dl-member: The UA has detected that the message has been received via'a DL, yef this
recipient was prohibited by the security policy from being a member of that DL.

y) reception-security-failure: The message could not be received due to the failure-0f)one of the megsage
security services.

z) unsuitable-alternate-recipient: The message was not able to be processedras-it has been delivered fo an
alternate recipient and this recipient is unable to process the security functions.

aa) security-services-refusal: The security services cannot be supporteds

ab) unauthorised-recipient. The recipient is not allowed to get the& required decryption keys for coptent
confidentiality. The recipient is not authorised to read the message content.

ac) unknown-certification-authority-name: The message cannot be processed because the certificption
authority named in a certificate contained within one_of'the security arguments is not known to thel UA,
or is not trusted by the UA.

ad) wunknown-dl-name: The security policy requires fhe UA to perform checks on messages that have [been
received via DLs, and in this case one of the*DLs named in the DL-expansion-history was unknown to
the UA.

ae) unknown-originator-name: The originator MTS-user OR-name identifies a user who is not known tp the
receiving UA, and hence the security arguments cannot be validated.

af) unknown-recipient-name: The recipient MTS-user OR-name identifies a user who is not known tp the
receiving UA, and hence the-security arguments cannot be validated.

ag) security-policy-violation: The security policy is violated.

AY

Additional UA Proceédures

Originate 1IPM

hrgliments of Message Submission shall be as follows:

clause defines additienal/procedures for user agent operation to support Recipient Security Request and| IPN
rity Response.

e UA supports the Recipient Security Request, the UA shall perform the Originate IPM abstract operatiqn by
king Message Submission with the arguments indicated in 18.2.2 and the following additional arguments.

MW han—th R 1
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support of one or more of Non-Repudiation of Origin or Content Integrity or Message Origin
Authentication, the following shall apply.

The UA shall sign the IPM by generating one or more of:
1)  content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ii) content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4 included in
the message-token defined in 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

iil) message-origin-authentication-check:  defined in  82.1.1.1.29 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

Content: The Recipient Security Request shall be absent (or all bits within it shall be zero) unless the
Notification-requests contains the value rn or nrn.
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B.4.2 Originate IPN

If the UA supports the IPN Security Response, the UA shall perform the Originate RN abstract operation by invoking
Message Submission with the arguments indicated in 18.2.3 extended to support security as defined below, and by
returning to its user the results indicated in 18.2.3.

B.4.2.1 Message Submission

The arguments of Message Submission shall be as follows:

a) Envelope: The UA shall generate and submit security arguments defined in 8.2.1.1.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4 as required by the IPN Security Response procedures defined in
B.4.2.2.

pport ol one ormoreo he following emen a ervice Non_

Repudiation of Origin, Content Integrity or Message Origin Authenticatio the following shall*apply.
The UA shall sign the IPN by generating one or more:

1)  content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021 +4!

il) content-integrity-check: defined in 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4 included in
the message-token defined in 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021 +4.

iii) message-origin-authentication-check: defined in 8.2.1.1.1.29 of NTU-T Rec. XHl11|
ISO/IEC 10021-4.

Subject to the security policy in force the UA may generate and submit’ other security argumerjts as
defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) Content: The components of the IPN Security Response shall be”as required by the IPN Sedurity
Response procedures defined below.

B.4.2.2 IPN Security Response Procedures

Unlgss the security policy of the receiving UA requires the UA torhonour the Recipient Security Request, a UA can
ignofe the Recipient Security Request on reception. Also, a UA%s-able to support the Recipient Security Requept on
reception without supporting the IPN Security Response. Alternatively, a security policy may dictate that the UA id able
to support the Recipient Security Request on reception only when the UA supports the IPN Security Response, in which
case|the UA shall obey all the IPN Security Request procedures defined below.

NOTE — The security context established for the UA may be used to ensure that delivery can only be to a UA that is aple to
sppport either or both the Recipient Security Request@and the IPN Security Response.

B.4.2.2.1 Precedence of Requests

If mgre than one value is present in Recipient Security Request and the UA supports more than one of the requests,| then
the fpllowing precedence rules shall apply:

a) the content-non-repudiation procedures (see B.4.2.2.2) shall be the only procedures invoked wheh the
request is present'and supported, otherwise

b) the ipn-non-repudiation procedures (see B.4.2.2.4) shall be the only procedures invoked when
ipn-non-repudiation together with either or both content-proof or ipn-proof are requested and suppgrted,
otherwise

c) the_¢ontent-proof procedures (see B.4.2.2.3) shall be the only procedures invoked when [both
content-proof and ipn-proof are requested and supported.

When bothsipn-non-repudiation and content-proof are requested and supported, the UA shall in addition t¢ the
ipn-gon‘repudiation procedures also generate a Security Diagnostic Code with the value ipn-non-repudiation-provided-
instepd-of-content-proof.

If more than one value is present in Recipient Security Request but the UA supports only one of the requests, then the
procedure for the supported request shall apply.

B.4.2.2.2 Content-non-repudiation Requested

If, in the subject IPM, the Recipient Security Request is set to content-non-repudiation then:

a) The UA shall validate security arguments present in the subject message as required by the security
policy in force. The UA shall copy only validated arguments from the subject message to the IPN
Security Response as defined in Table B.1.
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If the UA cannot validate any of the security arguments in the subject message, then the UA shall

generate an [PN Security Response with an appropriate Security Diagnostic Code (such as: repudiation-
failure-of-message, unsupported-algorithm-identifier, authentication-failure-on-the-subject), see B.3.

Table B.1 — Security argument mapping

FROM: TO
Subject message security arguments IPN Security Response arguments
message-token original-message-token original-message-token
content-integrity-check original-content-integrity-check
message-origin-authentication-check original-message-origin-authentication-check

b) If the UA supports Non-Repudiation of Origin then the UA shall submit the IPN with one or mere ¢f the
following (depending on the security policy in force):

i)  The security element content-integrity-check, possibly in the message-token, which'possesses|non-
repudiation properties; or

ii) The security element message-origin-authentication-check which possdsses non-repudiption
properties.

If the UA does not supports Non-Repudiation of Origin the UA shall generate an IPN Security Respjonse
with a Security Diagnostic Code of unsupported-request-for-security-serviée:
¢) If the UA supports Non-Repudiation of Origin but the subject message has not included any df the

following security arguments:

i)  message-token;

ii) content-integrity-check; or

iil) message-origin-authentication-check.

Then the content of the subject message shall be*copied into the original-content of the IPN Sedurity

Response or the UA shall generate an IPN Security Response with an appropriate Security Diagrfostic

Code (such as: authentication-failure-on-subject-message, repudiation-failure-of-message), see B.3
NOTE — The choice of returning the content-or Security Diagnostic Code is a local issue and can be a matter for
the User or the implementation to decide,

Then the UA shall submit the IPN with one or more of the following (depending on the security policy in
force):

i)  the security element content-integrity-check, possibly in the message-token, which possesses|non-
repudiation properties.

ii) Or the security element message-origin-authentication-check which possesses non-repudiption
properties.

B.4.2.2.3 Content-proof Requested

If, in| the subject IPM, the-Recipient Security Request is set to content-proof then:

a) ThedUAshall validate security arguments present in the subject message as required by the sedurity
poliey in force. The UA shall copy only validated arguments from the subject message to the| IPN
Security Response as defined in Table B.1. If the UA cannot validate any of the security arguments in the
subject message the UA shall generate an IPN Security Response with an appropriate Sedurity
Diagnostic Code, see B.3.

b) If the A _sunnorts Content Inteoritvy_or Message Orioin Authentication then the A _shall submit the
rr t=3 J o t=J t=

IPN with one or more of the following (depending on the security policy in force):
i)  The security element content-integrity-check, possibly in the message-token; or
ii) the security element message-origin-authentication-check.

If the UA does not supports Content Integrity, or Message Origin Authentication the UA shall generate
an IPN Security Response with a Security Diagnostic Code of unsupported-request-for-security-service.

c) If the UA supports Content Integrity, or Message Origin Authentication but the subject message has not
included any of the following security arguments:

i)  message-token;

il) content-integrity-check; or
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iil) message-origin-authentication-check.

Then the content of the subject message shall be copied into the original-content of the IPN Security
Response or the UA shall generate an IPN Security Response with an appropriate Security Diagnostic

Code.

NOTE — The choice of returning the content or Security Diagnostic Code is a local issue and can be a matter for

the User or the implementation to decide.

Then the UA shall submit the IPN with one or more of the following (depending on the security poli
force):

i)  the security element content-integrity-check, possibly in the message-token; or

ii) the security element message-origin-authentication-check.
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.2.4 TPN-non-repudiation Requested

the Subject IPM, Recipient Security Request is set to ipn-non-repudiation then:

a) If the UA supports Non-Repudiation of Origin, then the UA shall submit the IPN with one, 6r'more d
following (depending on the security policy in force):

i)  the security element content-integrity-check, possibly in the message-token, Whith possesses
repudiation properties; or

ii) the security element message-origin-authentication-check which ( possesses non-repudi
properties.

If the UA does not supports Non-Repudiation of Origin the UA shall generate an IPN Security Resp

with an appropriate Security Diagnostic Code.

.2.5 IPN-proof Requested

the Subject IPM, Recipient Security Request is set to ipn-proof then:

a) If the UA supports Content Integrity, or Message Origin Authentication, then the UA shall subm
IPN with one or more of the following (depending on*the security policy in force):

i)  the security element content-integrity-cheeky possibly in the message-token; or
ii) the security element message-origin-authentication-check.

If the UA does not supports the Content Integrity, or Message Origin Authentication the UA
generate an IPN Security Response,with an appropriate Security Diagnostic Code.

Additional MS Procedures

b Recipient Security Request is present in a subject message, then the Message Store actions are subject t
ity policy in force. No additionalprocedures for the message store are defined in this Specification.

MTS Extensions

Body Part Enenyption Token

Body Part Encryption Token MTS extension may be present in the per-recipient-message-submission-exten
of a message“Submission envelope and in the message-delivery-extensions field of a message-delivery enve
Body Part.Encryption Token shall be present only if the [IPM contains (directly, or within a forwarded IPM) at
encrypted body part (see 7.4.6) whose algorithm-identifier identifies a symmetric encryption algorithm. The

Part

Encryption Token contains a protected copy of the session key for each body part that has been encrypted us|

f the
non-
ption

onse

t the

shall

b the

bions
lope.
least
Body
ing a

syminetric encryption algorithm

body-part-encryption-token EXTENSION ::= {
BodyPartTokens,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:43 }

BodyPartTokens ::= SET OF SET {
body-part-number BodyPartNumber,
body-part-choice CHOICE (
encryption-token EncryptionToken,

message-or-content-body-part BodyPartTokens } }

Each member of body-part-tokens has the following components:
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a) Body-part-number (M): Identifies one of the body parts in this IPM, numbered starting at ‘1°, which is
either an Encrypted body part or else a Message or Forwarded Content body part which contains
(directly or recursively) an Encrypted body part.

NOTE — A body-part-number may occur twice in a body-part-token only if an encrypted body part
contains a Message or Forwarded Content body part which itself contains an encrypted body part.

b) Encryption-token (C): Contains a protected copy of a session key used with a symmetric encryption
algorithm to encrypt the identified body part, if the identified body part is an Encrypted body part.

EncryptionToken ::= SET {
encryption-algorithm-identifier AlgorithmIdentifier,
encrypted-key ENCRYPTED { EncryptionKey },
recipient-certificate-selector [0] CertificateAssertion OPTIONAL,
recipient-certificate [1] Certificates OPTIONAL,
v“;g-;nzi- rcoxrtifiocaoto _colocotaor [2] Coxtificatclacocrtion f\'D'T‘Tf\]\TDT,

originator-certificates [3] ExtendedCertificates OPTIONAL,

An encryption token has the following components:

i)  Encryption-algorithm-identifier (M): Identifies the asymmetric encryption algorithm us¢d to
protect the session keys, i.e. to compute the encrypted-key component.

ii) Encrypted-key (M): This contains a session-key which is encrypted by the originator of the{[PM
using the algorithm identified by the encryption-algorithm-identifier,and ‘the public asymnjetric
encryption key of the recipient.

iii) Recipient-certificate-selector (C): If the recipient has more than" one public key for thd key
encryption algorithm identified by the encryption-algorithm-identifier (and therefore more thah one
certificate with the same algorithm-identifier) and the recipiéntscertificate component is absent, then
the recipient-certificate-selector shall be present containing.¢omponents of certificate-assertion (see
12.7.2 of ITU-T Rec. X.509 | ISO/IEC 9594-8) appropriate to enable the recipient to determine
which one of the recipient’s certificates (and thus4yhich one of the recipient’s public keys fof this
algorithm) was used by the originator, and thus to:determine which of the recipient’s private kgys is
applicable.

iv) Recipient-certificate (C): If the recipient\has more than one public key for the key encryption
algorithm identified by the encryption-algorithm-identifier (and therefore more than one certificate
with the same algorithm-identifier),cthien either this component, or the recipient-certificate op the
envelope, or the recipient-certificate=selector component shall be present to enable the recipignt to
determine which one of the recipient’s certificates (and thus which one of the recipient’s public|keys
for this algorithm) was used\by the originator, and thus to determine which of the recipient’s pijivate
keys is applicable.

v) Originator-certificate-selector (C): If the key encryption algorithm identified by the encrygtion-
algorithm-identifiet\requires a key of the originator (for example, the Diffie-Hellman algorithm),
and if the originator has more than one public key for this algorithm (and therefore more than one
certificate with)the same algorithm-identifier), then either the originator-certificate-selector shgll be
present cOntaining components of certificate-assertion (see 12.7.2 of ITU-T Rec. X.509 | ISQVIEC
9594-8) appropriate to enable the recipient to determine which one of the originator’s certificates
(and-thus which one of the originator’s public keys for this algorithm) is applicable, or else predisely
one/certificate for this algorithm shall be present within the originator-certificates component, or
within the originator-certificates component of the encrypted body part parameters.

vi) Originator-certificates (C): This may be used to convey a verified copy of the public-asymmetric-
encryption-key of the originator who encrypted the body part (i.e. a Certificate), or the name of a
Directory entry containing the originator’s certificate, or multiple certificates (or Directory names)
where the public-asymmetric-encryption-key is verified with different certification paths dr by
different certification authorities. This component shall be present only if the asymmetric encryption
algorithm requires a key of both originator and recipient (for example, the Diffie-Hellman
algorithm). Where the originator certificate is required but is identical for all recipients then this
component shall be absent, and the originator-certificate may be included within the parameters of
the encrypted body part, or in originator certificate or multiple-originator certificates which may be
present on the envelope. If no certificates are present, it is assumed that another method (e.g. use of
the Directory) is to be used to obtain a verified copy of the originator’s public key.

c) Message-or-content-body-part (C): Contains body-part-tokens, if the identified body part is a Message
(or Encrypted Message) or Forwarded Content (or Encrypted Forwarded Content) body part which
contains (directly or recursively) an Encrypted body part.
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B.6.2 Forwarded Content Token

The Forwarded Content Token MTS extension, which may be present in the per-recipient-message-submission-
extensions field of a message-submission envelope and in the message-delivery-extensions field of a message-delivery
envelope, enables an IPM’s originator to convey one or more message-tokens (containing encrypted-data) to each of the
IPM’s recipients. Each Token enables a recipient to verify the security properties of a Forwarded Content body part
contained either directly in the Body of the IPM or recursively within a Message or another Forwarded Content body
part. The Forwarded Content Token shall be present only if the IPM contains (directly or recursively) at least one
Forwarded Content body part (see 7.4.16) where that original message’s envelope contains a message-token (see
8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4) which itself contains encrypted-data. The Forwarded Content
Token contains a message-token for each such Forwarded Content body part contained (directly or recursively) in the
forwardlng IPM. The Forwarded Content Token 1s created by the orlglnator of the forwardlng IPM after decryptrng the

tokens with encrypted data components encrypted appropnately for each recipient of the forwardmg IPM.

A Fd

forwarded-content-token EXTENSION ::= {
ForwardedContentToken,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:44 }

ForwardedContentToken ::= SET OF SET {
body-part-number BodyPartNumber,
body-part-choice CHOICE {
forwarding-token MessageToken,
message-or-content-body-part ForwardedContentTokéd /| }

rwarded Content Token has the following components:

a) Body-part-number (M): Identifies one of the body parts in thisdPM, numbered starting at ‘1°, wh
a Message (or Encrypted Message) or Forwarded Content (or, Encrypted Forwarded Content) body p

NOTE — A body-part-number may occur twice in a Forwarded\Content Token only if a Forwarded Content
part containing encrypted content itself contains a Forwardéd ‘€ontent body part containing encrypted conte

b) Forwarding-token (C): Contains a message-token (see 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISQ
10021-4) which itself contains encrypted-data which'is encrypted appropriately for each recipient b
originator of the forwarding IPM, if the identified®body part is a Forwarded Content body part wher
message’s envelope contains a message-token which itself contains encrypted-data.

c) Message-or-content-body-part (C): Ceritains a Forwarded Content Token if the identified body p
a Message (or Encrypted Message) or-Forwarded Content (or Encrypted Forwarded Content) body
which itself contains (directly orxrecursively) another Forwarded Content body part with wh
Forwarding-token is to be associated.

ch is
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Annex C

Reference Definition of Object Identifiers

(This annex forms an integral part of this Recommendation | International Standard)

ISO/IEC 10021-7:2003 (E)

The annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexes.

It uses ASN.1.

All Object Identifiers this Specification assigns are assigned in this annex. The annex is definitive for all but those for
ASN.1 modules and the IPMS application itself. The definitive assignments for the former occur in the modules

the

selves: other references to them appear in IMPORT clauses. The latter is fixed

IPM4ObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0) object-identifiers{(D)

version-1999(1) }
DEFJINITIONS IMPLICIT TAGS ::=
BEGIN

-- Pplogue

-- Exports everything.
IMPQRTS -- nothing -- ;
ID {:=

OBJECT IDENTIFIER

-- Inferpersonal Messaging (not definitive)
id-ipms ID ::=

-- Cqtegories

{joint-iso-itu-t mhs(6) ipms(

1)} -- not definitive

id-fjod ID ::= {id-ipms 0} -- modules; not definitivée

id-dqt ID ::= {id-ipms 1} -- object types

id-gt ID ::= {id-ipms 2} --portty

id-qt ID ::= {id-ipms 4} -- extencfdbodyparllypes

id-Hex ID ::= {id-ipms 5} -- heading extensions

id-dat ID ::= {id-ipms 6} -- summary attributes

id-Hat ID ::= {id-ipms 7} -- heading attributes

id-Hat ID ::= {id-ipms 8} -- body attributes

id-fat ID ::= {id-ipms 9} -- natification attributes

id-gct ID ::= {id-ipms o} -- message content types

id-dp ID ::= {id-ipms 11} £{- extenfedbodypartparameters

id-dit ID ::= {id-ipms 12} + encoded information types

id-dat ID ::= {id-ipms A3 }.-- correlation attributes

id-gr ID ::= {id-ipms 14} -- matching-rules

id-da ID ::= {id-ipms.A15} -- auto-actions

id-dae ID ::= {id-ipfls 16} -- auto-action errors

id-gst ID ::= {idsipms 17} --message store types

id-dec ID ::= {Gd~ipms 18} -- ipm security extensions

id-qn ID ::= \Pid-ipms 19} -- other notification type extensions

id-gex ID :5¢){id-ipms 20} -- recipient extensions

-- Mpdules

id-mod-object-identifiers ID ::= {id-mod O} --7iol definitive
id-mod-functional-objects ID ::= {id-mod 1} --notdefinitive
id-mod-information-objects ID ::= {id-mod 2} --notdefinitive
id-mod-abstract-service ID ::= {id-mod 3} --not definitive
id-mod-heading-extensions ID ::= {id-mod 6} --notdefinitive
id-mod-extended-body-part-types ID ::= {id-mod 7} --notdefinitive
id-mod-message-store-attributes ID ::= {id-mod 8} --notdefinitive
id-mod-file-transfer-body-part-type ID ::= {id-mod 9} --not definitive
id-mod-upper-bounds ID ::= {id-mod 10} --not definitive
id-mod-extended-voice-body-part-type ID ::= {id-mod 11} -- not definitive
id-mod-forwarded-report-body-part-type ID ::= {id-mod 12} -- not definitive
id-mod-auto-actions ID ::= {id-mod 13} -- not definitive
id-mod-ipm-security-extensions ID ::= {id-mod 14} --not definitive
id-mod-forwarded-content-body-part-type ID ::= {id-mod 15} -- not definitive
id-mod-pkcs7-body-part-type ID ::= {id-mod 16} --not definitive
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-- Object types

id-ot-ipms-user ID ::= {id-ot 1}

id-ot-ipms ID ::= {id-ot 2}

-- Port types

id-pt-origination ID ::= {id-pt 0}

id-pt-reception ID ::= {id-pt 1}

id-pt-management ID {id-pt 2}

-- Extended body part types

id- ge—teS—text B Hd—et—=6
id-dt-g3-facsimile D {id-et 2}
id-dt-g4-classl ID {id-et 3}
id-dt-teletex D {id-et 4}
id-dt-videotex ID {id-et 5}
id-dt-encrypted D {id-et 6}
id-qt-message ID {id-et 7}
id-dt-mixed-mode D {id-et 8}
id-dt-bilaterally-defined ID {id-et 9}
id-qt-nationally-defined ID {id-et 10}
id-dqt-general-text ID {id-et 11}
id-qt-file-transfer {id-et 12}

-- Vhlue {id-et 13} is no longer defned

id-dt-report D {id-et 14}
id-dt-notification ID {id-et 15}
id-qt-voice D {id-et 16}
id-dt-content D {id-et 17} -- This value is not used-directly, only as a prefix
id-dqt-pkcs7 D {id-et 18}

-- Hgading extensions

id-Hex-incomplete-copy ID ::= {id-hex 0}
id-Hex-languages D {id-hex(z}
id-Hex-auto-submitted ID ::= {id-hek 2}
id-Hex-body-part-signatures ID {id-hex 3}
id-Hex-ipm-security-label ID ::= {id=hex 4}
id-Hex-authorization-time D {d'd-hex 5}
id-Hex-circulation-list-recipients 1ID ::= {id-hex 6}
id-Hex-distribution-codes D {id-hex 7}
id-Hex-extended-subject ID(::= {id-hex 8}
id-Hex-information-category 1D {id-hex 9}
id-Hex-manual-handling-instructiodg \ID ::= {id-hex 10}
id-Hex-originators-reference 1D {id-hex 11}
id-Hex-precedence-policy-id ID ::= {id-hex 12}
-- Suynmary attributes

id-dat-ipm-entry-type ID ::= {id-sat 0}
id-dat-ipm-synopsis ID ::= {id-sat 1}
id-dat-body-parts-sdmmary ID ::= {id-sat 2}
id-dat-ipm-auto>digcarded ID ::= {id-sat 3}
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-- Heading attributes

id-hat-heading ID ::= {id-hat 0}
id-hat-this-ipm ID ::= {id-hat 1}
id-hat-originator ID ::= {id-hat 2}
id-hat-replied-to-IPM ID ::= {id-hat 3}
id-hat-subject ID ::= {id-hat 4}
id-hat-expiry-time ID ::= {id-hat 5}
id-hat-reply-time ID ::= {id-hat 6}
id-hat-importance ID ::= {id-hat 7}
id-hat-sensitivity ID ::= {id-hat 8}
id-hat-auto-forwarded ID ::= {id-hat 9}
id-hat-authorizing-users ID ::= {id-hat 10}
id-hat-primary-recipients ID ::= {id-hat 11}
id-hat-copy-recipients ID ::= {id-hat 12}
id-Hat-bIind-copy-Tecipientcs ID := (id-hat I3
id-Hat-obsoleted-IPMs ID ::= {id-hat 14}
id-Hat-related-IPMs ID ::= {id-hat 15}
id-Hat-reply-recipients ID ::= {id-hat 16}
id-Hat-incomplete-copy ID ::= {id-hat 17}
id-Hat-languages ID ::= {id-hat 18}
id-Hat-rn-requestors ID ::= {id-hat 19}
id-Hat-nrn-requestors ID ::= {id-hat 20}
id-Hat-reply-requestors ID ::= {id-hat 21}
id-Hat-auto-submitted ID ::= {id-hat 22}
id-Hat-body-part-signatures ID ::= {id-hat 23}
id-Hat-ipm-security-label ID ::= {id-hat 24}
id-Hat-body-part-security-label ID ::= {id-hat 25}
id-Hat-body-part-encryption-token ID ::= {id-hat 26}
id-Hat-authorization-time ID ::= {id-hat 27}
id-Hat-circulation-list-recipients ID ::= {id-hat 28}
id-Hat-distribution-codes ID ::= {id-hat 29}
id-Hat-extended-subject ID ::= {id-hdt 30}
id-Hat-information-category ID ::= {id<hat 31}
id-Hat-manual-handling-instructions D {idrhéat 32}
id-Hat-originators-reference 1D {id-hat 33}
id-Hat-precedence-policy-id ID {id-hat 34}
id-Hat-forwarded-content-token 1D {id-hat 35}
id-Hat-forwarding-token D {id-hat 36}
id-Hat-precedence ID\::= {id-hat 37}
id-Hat-body-part-signature-verification-statuseID ::= {id-hat 38}
-- Bqdy attributes

id-Rat-body ID {id-bat 0}
id-Hat-ia5-text-body-parts D {id-bat 1}
id-Yat-g3-facsimile-body-parts ID {id-bat 3}
id-hat-g4-classl-body-parts ID {id-bat 4}
id-Hat-teletex-body-parts 1D {id-bat 5}
id-Hat-videotex-body-parts D {id-bat 6}
id-Yat-encrypted-body-parts ID {id-bat 7}
id-Yat-message-body-parts D {id-bat 8}
id-Hat-mixed-mode-body-parts 1D {id-bat 9}
id-hat-bilaterally-defined-body-parts ID {id-bat 10}
id-Yat-nationally-defined-body-parts ID {id-bat 11}
id-Hat-extended-hody<part-types D {id-bat 12}
id-Yat-ia5-text parameters 1D {id-bat 13}
id-Hat-g3-facsimile-parameters D {id-bat 15}
id-Yat-telegexiparameters 1D {id-bat 16}
id-Hat-videotéx-parameters ID {id-bat 17}
id-Yat-encrypted-parameters ID {id-bat 18}

id-Hat “message-parameters ID {id-bat 19}
id-Yaf~ias-text-data 1D {id-bat 20}
id-bat=g3-facesimile-data 1D {4A bat oo}
id-bat-teletex-data ID {id-bat 23}
id-bat-videotex-data D {id-bat 24}
id-bat-encrypted-data 1D {id-bat 25}
id-bat-message-data D {id-bat 26}
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-- Notification attributes

id-

id-nat-subject-ipm ID {id-nat o0}
id-nat-ipn-originator 1D {id-nat 1}
id-nat-ipm-intended-recipient D {id-nat 2}
id-nat-conversion-eits ID {id-nat 3}
id-nat-non-receipt-reason D {id-nat 4}
id-nat-discard-reason 1D {id-nat s}
id-nat-auto-forward-comment D {id-nat 6}
id-nat-returned-ipm 1D {id-nat 7}
id-nat-receipt-time D {id-nat 8}
id-nat-acknowledgment -mode 1D {id-nat 9}
id-nat-suppl-receipt-info D {id-nat 10}
id-nat-notification-extensions 1D {id-nat 11}
id-nat-nrn-extensions D {id-nat 12}
IC-TN-CXCensions TD {Ta—m=t 137
id-fat-other-notification-type-fields ID {id-nat 14}
-- Cqrrelation attributes
id-dat-correlated-delivered-ipns 1D {id-cat o0}
id-dat-correlated-delivered-replies D {id-cat 1}
id-dat-delivered-ipn-summary 1D {id-cat 2}
id-dat-delivered-replies-summary D {id-cat 3}
id-dat-forwarded-ipms ID {id-cat 4}
id-dat-forwarding-ipms D {id-cat 5}
id-dat-ipm-recipients 1D {id-cat 6}
id-dat-obsoleted-ipms D {id-cat 7}
id-dat-obsoleting-ipms 1D {id-cat 8}
id-dat-related-ipms ID {id-cat 9}
id-dat-relating-ipms 1D {id-cat 10}
id-dat-replied-to-ipm D {id-cat 11}
id-dat-replying-ipms ID {id-cat 12}
id-dat-revised-reply-time D {id-cat 134
id-dat-submitted-ipn-status 1D {id-cat 14}
id-dat-submitted-ipns D {id-cat 15}
id-dat-submitted-reply-status 1D {id-cati16}
id-dat-subject-ipm ID {id-€at 17}
id-dat-recipient-category ID {#dscat 18}

-- Message content types (for use by MS and Directory)

id-nct-p2-1984 ID ::=

{id-mct 0} -- P2 1984

id-nct-p2-1988 ID ::= {id-mct 1} -- P2\988
-- Extended body part parameters

id-gdp-ia5-text ID-u= {id-ep 0}
id-gp-g3-facsimile ID_4:= {id-ep 2}
id-dp-teletex ID ::= {id-ep 4}
id-gp-videotex ID ::= {id-ep 5}
id-dp-encrypted ID ::= {id-ep 6}
id-gdp-message ID ::= {id-ep 7}
id-dp-general -text ID ::= {id-ep 11}
id-gp-file-trangfer {id-ep 12}
-- Vhlue {id-ep 13Nsno longer defned
id-dp-notifieation ID ::= {id-ep 15}
id-gp-voice ID ::= {id-ep 16}
id-dp-content ID ::= {id-ep 17} -- This value is not used directly, only as a prefix
-- Excoded Information Types
id-eit-file-transfer 1ID ::= {id-eit 0}
id-eit-voice ID ::= {id-eit 1}

-- Voice Encoded Information Types

id-voice-1l1lkhz-sample ID =
id-voice-22khz-sample ID =
id-voice-cd-quality ID =
id-voice-g711-mu-law ID =
id-voice-g726-32k-adpcm ID =

id-voice-g728-16k-1d-celp 1ID
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id-mr-ipm-identifier ID ::= {id-mr 0}
id-mr-or-descriptor ID ::= {id-mr 1}
id-mr-or-descriptor-elements ID ::= {id-mr 2}
id-mr-or-descriptor-substring-elements ID ::= {id-mr 3}
id-mr-recipient-specifier ID ::= {id-mr 4}
id-mr-recipient-specifier-elements ID ::= {id-mr 5}
id-mr-recipient-specifier-substring-elements ID = {id-mr 6}
id-mr-ipm-location ID ::= {id-mr 7}
id-mr-or-descriptor-single-element ID ::= {id-mr 8}
id-mr-recipient-specifier-single-element ID ::= {id-mr 9}
id-mr-circulation-member ID ::= {id-mr 10}
id-mr-circulation-member-elements ID ::= {id-mr 11}
id-mr-circulation-member-substring-elements ID ::= {id-mr 12}
id-nfT-ciTculation-member -5ingle-clement ID := (id-mr I3]
id-nr-circulation-member-checkmark ID ::= {id-mr 14}
id-nr-distribution-code ID ::= {id-mr 15}
id-nr-information-category D {id-mr 16}
-- Afto-actions

d-da-ipm-auto-acknowledgement 1D {id-aa 0}
d-da-ipm-auto-correlate ID ::= {id-aa 1}
id-gda-ipm-auto-discard ID ::= {id-aa 2}
d-da-ipm-auto-advise ID {id-aa 3}
-- Afto-action-errors

d-dae-auto-discard-error ID ::= {id-aae 0}
id-dae-auto-forwarding-loop ID ::= {id-aag 1}
d-dae-duplicate-ipn ID {id-a=mel2}
-- Megssage Store types

id-nist-invalid-assembly-instructions ID :¢2 {id-mst 0}
id-njst-invalid-ipn IDN:y= {id-mst 1}
id-njst-assembly-instructions ID %:= {id-mst 2}
id-njst-suspend-auto-acknowledgement ID ::= {id-mst 3}
id-nlst-prevent-nrn-generation ID ::= {id-mst 4}
id-njst-originator-body-part-encryption-token ID ::= {id-mst 5}
id-njst-originator-forwarded-content - token ID ::= {id-mst 6}
id-nist-assembly-capability D {id-mst 7}
-- Serurity extensions

ec-ipm-security-request ID ::= {id-sec 0}
ec-security-common-fields 1D {id-sec 1}

-- Otfrer notification types

id-dn-absence-advice ID ::= {id-on 0}
id-dn-change-of-dddress-advice ID ::= {id-on 1}

-- Recipient extensions

id-fex-gireulation-list-indicator 1ID ::= {id-rex 0}
id-gexprecedence ID ::= {id-rex 1}

END -- of IPMSObjectldentifiers

IPMSObjectIdentifiers2 { iso standard mhs(10021) ipms(7) modules(0) object-identifiers(0) }

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- Prologue
-- Exports everything.

IMPORTS -- nothing -- ;
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ID ::= OBJECT IDENTIFIER

-- Interpersonal Messaging (ISO/IEC extensions)

id-iso-ipms ID ::= {iso standard mhs(10021) ipms(7)}
-- Categories

id-iso-mod ID ::
id-iso-cs ID ::

{id-iso-ipms 0} -- modules; not definitive
{id-iso-ipms 1} -- character sets

-- Modules

id-nfod-object-identifiers-2 ID ::
id-njod-extended-body-part-types-2 ID ::

{1d-1so-mod
{id-iso-mod

-- Ragistration Authority for General Text Character Set EITs
id-ds-eit-authority ID ::= {id-iso-cs 0}

END |-- of IPMSObjectldentifiers2

0] -- 7ot dejiniiive
1} -- not definitive
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Annex D

Reference Definition of Abstract Information Objects

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to section two, defines for reference purposes the abstract information objects of Interpersonal
Messaging.

IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules(0) information-objects(2)
o R—i-9-95-(1-)

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Pplogue
-- Exports everything.

IMPQRTS
-- I[PMS Extended Body Parts

bilaterally-defined-body-part, encrypted-body-part, g3-faceimile-body-part,
g4-classl-body-part, ia5-text-body-part, message-body-part,~mixed-mode-body-part,
nationally-defined-body-part, teletex-body-part, videotex-body-part

FROM IPMSExtendedBodyPartTypes { joint-iso-it{-t mhs(6) ipms(1l) modules (0)
extended-body-part-types(7) version®1994 (0) }

general-text-body-part

FROM IPMSExtendedBodyPartTypes2 { i§0 standard mhs(10021) ipms(7) modules (0
extended-body-part-types-2(1) }

file-transfer-body-part

FROM IPMSFileTransferBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (
file-transfer-body~part-type (9) }

voice-body-part
FROM IPMSExtendedVoiceBodyPartType { joint-iso-itu-t mhs(6) ipms (1) modules|{0)
extended-voice-body-part-type (11) }

notification-body-part, report-body-part

FROM IPMSForwardedReportBodyPartType { joint-iso-itu-t mhs(6) ipms (1)
modules (0)
forwarded-report-body-part-type (12) }

contentbody-part { }

FROM IPMSForwardedContentBodyPartType { joint-iso-itu-t mhs(6) ipms (1)
modules (0) forwarded-content-body-part-type (15) }

pkcs7-body-part

FROM PKCS7BodyPartType { joint-iso-itu-t mhs(6) ipms (1) modules (0)
pkcs7-body-part-type (16) }

-- IPMS Heading Extensions

authorization-time, auto-submitted, body-part-signatures, circulation-list-indicator,
circulation-list-recipients, distribution-codes, extended-subject, incomplete-copy,
information-category, ipm-security-label, languages, manual-handling-instructions,
originators-reference, precedence, precedence-policy-identifier
FROM IPMSHeadingExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
heading-extensions(6) version-1999(1) }
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-- IPMS Security Extensions

body-part-encryption-token, BodyPartTokens, forwarded-content-token,
ForwardedContentToken, ipn-security-response, recipient-security-request

FROM IPMSSecurityExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
ipm-security-extensions(14) version-1999(1) }

-- IPMS Upper bounds

ub-auto-forward-comment, ub-free-form-name, ub-local-ipm-identifier, ub-subject-field,

ub-telephone-number

FROM IPMSUpperBounds { joint-iso-itu-t mhs(6) ipms (1) modules (0)

Timg

. b
Uupper=0D0OUIllUs {T1LU] SIS 1IOII=13335 (1) J

-- ODIF

Interchange-Data-Element

FROM Interchange-Data-Elements { 2 8 1 5 5 }

-- MTS Abstract Service

EncodedInformationTypes, ExtendedCertificates, EXTENSION,
G3FacsimileNonBasicParameters, MessageDeliveryTime, ORName, OtherMessageDeliveryFie]
SupplementaryInformation, TeletexNonBasicParameters
FROM MTSAbstractService { joint-iso-itu-t mhs(6)mts(3) modules (0)
mts-abstract-service(l) version-1999 (¥) Y

-- MS Abstract Service

MS-EXTENSION, SequenceNumber
FROM MSAbstractService { joint-isotitu-t mhs(6) ms(4) modules (0)
abstract-service(l) version-1999(1) }

-- Directory Authentication Framework

AlgorithmIdentifier, ENCRYPTED. { }
FROM AuthenticationFramework { joint-iso-itu-t ds(5) module (1)
authenticationFramework (7) 3 }

-- IPMS Object Identifiers

id-mst-assembly-eapability, id-mst-assembly-instructions,
id-mst-invalid-assembly-instructions, id-mst-invalid-ipn,
id-mst-originator-body-part-encryption-token,
id-mst-origimator-forwarded-content-token, id-mst-suspend-auto-acknowledgement,
id-mst-preévent-nrn-generation , 1d-on-absence-advice,
id-on-change-of-address-advice

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)

object-identifiers(0) version-1999(1) };

. ="UTCTime

-- Information object

Informa

--IPM

IPM ::=

134

tionObject ::= CHOICE (
ipm [0] IPM,
ipn [1] IPN}

SEQUENCE {
heading Heading,
body Body}
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-- MTS Extensions
IPMPerRecipientEnvelopeExtensions EXTENSION ::= {

blind-copy-recipients |
body-part-encryption-token |

forwarded-content-token, ... }
-- IPMS Extensions
IPMSExtension {IPMS-EXTENSION:ChosenFrom} ::= SEQUENCE {

type IPMS-EXTENSION.&id ({ChosenFrom}),
value IPMS-EXTENSION.&Type ({ChosenFrom} {etype}) DEFAULT NULL:NULL }

IPMS-EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type DEFAULT NULL }

WITH SYNTAX { [VALUE &Type , ] IDENTIFIED BY &id }
PrijateIPMSExtensions IPMS-EXTENSION ::= { ... }
-- Hé¢ading
Heading ::= SET

this-IPM ThisIPMField,

originator [0] OriginatorField OPTIONAL,

authorizing-users [1] AuthorizingUsersField OPTIONAL,
primary-recipients [2] PrimaryRecipientsField DEFAULT {J},
copy-recipients [3] CopyRecipientsField DEFAULT {},
blind-copy-recipients [4] BlindCopyRecipientsField OPTIONAL,
replied-to-IPM [5] RepliedToIPMField OPTIONAL,

]
]
]
]
]
]
obsoleted-IPMs [6] ObsoletedIPMsField DEFAULT{},
related-IPMs [7] RelatedIPMsField DEFAULTN{},
]
]
]
]
]
]
]
]

subject [8] EXPLICIT SubjectField OPTIONAL,
expiry-time [9] ExpiryTimeField OPTIONAL,
reply-time [10] ReplyTimeField OPTIONAL,
reply-recipients [11] ReplyRecipientsFigld OPTIONAL,
importance [12] ImportanceField\DEFAULT normal,
sensitivity [13] SensitivityField OPTIONAL,
auto-forwarded [14] AutoForwardedField DEFAULT FALSE,
extensions [15] ExtensionsE¥eéld DEFAULT {}}

-- Hgading component types

IPM]dentifier ::= [APPLICATION 11}~SET {
user ORName OPTIONAL,

user-relative-identifier LocalIPMIdentifier}

LocgdlIPMIdentifier ::= PrintableString (SIZE (0..ub-local-ipm-identifier))
RecipientSpecifier ::= (SET {
recipient [0] ORDescriptor,
notificatiomsxequests [1] NotificationRequests DEFAULT {},
reply-requésted [2] BOOLEAN DEFAULT FALSE,

recipientréttensions [3] RecipientExtensionsField OPTIONAL}

ORDgscriptof, j)i= SET {
formal -name ORName OPTIONAL,
free-form-name [0] FreeFormName OPTIONAL,

telephone-number [1] TelephoneNumber OPTIONAL}

FreeFormName ::= TeletexString (SIZE (0..ub-free-form-name))
TelephoneNumber ::= PrintableString (SIZE (0..ub-telephone-number))

NotificationRequests ::= BIT STRING {
rn (0)

nrn (1)
ipm-return (2)
(3)

(4)

’

’

an-supported
suppress-an

RecipientExtensionsField ::= SET OF IPMSExtension {{ RecipientExtensions }}
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RecipientExtensions IPMS-EXTENSION

{

circulation-list-indicator |

precedence |

recipient-security-request |

PrivateIPMSExtensions,

-- This IPM heading field

ThisIPMField IPMIdentifier

-- Originator heading field

OriginatorField

ORDescriptor

-- Adthorizing Users heading field

AutHorizingUsersField

AutHorizingUsersSubfield

-- Pi§mary Recipients heading field

Prin

aryRecipientsField

Prin =

aryRecipientsSubfield

-- Cqdpy Recipients heading field

CopyRecipientsField

CopyRecipientsSubfield =

-- Blind Copy Recipients heading field

BlirjdCopyRecipientsField =

BlirjdCopyRecipientsSubfield =

-- Blind Copy Recipients envelope field

blirjd-copy-recipients EXTENSION

BlindCopyRecipientsField,

-- Replied-to IPM heading field

ReplliedToIPMField ITPMIdentif

-- Obsoleted IPMs heading field

ObsdletedIPMsEield

ObsdletedTPMsSubfield

-- Rdlated IPMs heading field

SEQUENCE OF AuthorizingUsersSubfield

ORDescriptor

SEQUENCE OF PrimaryRecipientsSubfield

RecipientSpecifier

SEQUENCE OF CopyRecipientsSubfield

RecipientSpecifier

SEQUENCE OF BlindCopyRecipientsSubfield

RecipientSpecifier

{

IDENTIFIED BY standard-extension:41 }

ier

SEQUENCE OF ObsoletedIPMsSubfield

IPMIdentifier

RelatedIPMsField

RelatedIPMsSubfield IPMIdent

-- Subject heading field

SubjectField

TeletexString (

-- Expiry Time heading field

ExpiryTimeField = Time
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ReplyTimeField ::= Time

-- Reply Recipients heading field
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ReplyRecipientsField ::= SEQUENCE OF ReplyRecipientsSubfield

ReplyRecipientsSubfield ::= ORDescriptor (WITH COMPONENTS{..., formal-name PRESENT})

-- Importance heading field

ImportanceField ::= ENUMERATED {

low (0),
normal (1),
high (2)}

-- Sepsitivity heading field

SenditivityField ::= ENUMERATED {
personal (1),
private (2),

company-confidential (3) }
-- Ato-forwarded heading field

AutqForwardedField ::= BOOLEAN

-- Extensions heading field

ExtgnsionsField ::= SET OF IPMSExtension {{ HeadingExtenions }}

HeadingExtensions IPMS-EXTENSION ::= {
authorization-time |
auto-submitted |
body-part-signatures |
circulation-list-recipients |
distribution-codes
extended-subject |
incomplete-copy |
information-category |
ipm-security-label |

languages |
manual-handling-instructions |
originators-reference |
precedence-policy-identifier |
PrivateIPMSExtensions.,

-- Bddy
Body ::= SEQUENCE~QE-BodyPart
BodyPart ::= CHOICE {
basié CHOICE (
ia5-text [0] IA5TextBodyPart,
g3-facsimile [3] G3FacsimileBodyPart,
g4-classl [4] G4ClasslBodyPart,
teletex [5] TeletexBodyPart,
Tdeote F6—irdeotexBodyParts
encrypted [8] EncryptedBodyPart,
message [9] MessageBodyPart,
mixed-mode [11] MixedModeBodyPart,
bilaterally-defined [14] BilaterallyDefinedBodyPart,
nationally-defined [7] NationallyDefinedBodyPart },
extended [15] ExtendedBodyPart}{{IPMBodyPartTable}}
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-- Extended body part

ExtendedBodyPart { EXTENDED-BODY-PART-TYPE: IPMBodyPartTable} ::= SEQUENCE {

parameters [0] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
data INSTANCE OF TYPE-IDENTIFIER }
(CONSTRAINED BY ({-- must correspond to the &parameters field and

&data field
-- of a member of -- IPMBodyPartTable})
IPMBodyPartTable EXTENDED-BODY-PART-TYPE ::= {
StandardBodyParts |

ApplicationSpecificBodyParts }

StandardBodyParts EXTENDED-BODY-PART-TYPE ::= {

40+ P A} paek I
g3-facsimile-body-part |
g4-classl-body-part |
teletex-body-part |
videotex-body-part |
encrypted-body-part |
message-body-part |
mixed-mode-body-part |
bilaterally-defined-body-part |
nationally-defined-body-part |
general-text-body-part |
file-transfer-body-part |
voice-body-part |
report-body-part |
notification-body-part |
content-body-part |{{1 2 3 -- RELATIVE-OID to be provided\-<}}
pkcs7-body-part,

ApplicationSpecificBodyParts EXTENDED-BODY-PART-TYPE ::={ [
--any body part defined in other Specifications, or for proprietary or private use --
EXTHNDED-BODY-PART-TYPE ::= CLASS {
&parameters TYPE-IDENTIFIER OPTIONAL,
&data TYPE-IDENTIFIER }
WITH SYNTAX { [PARAMETERS &parametexfy] DATA &data }
-- IAp Text body part
IASTextBodyPart ::= SEQUENCE {
parameters IAS5TextParameteks)
data IAS5TextData}
IASTextParameters ::= SET f
repertoire [0] Repertoire DEFAULT ia5}
IA5TextData ::= IAS5Stking
Repqrtoire ::= ENUMERATED {
ita2(2)
ia5 (50}
-- G§ Facsimile body part
G3FddeimileBodyPart ::= SEQUENCE {
parameters G3FarsImteParameters;
data G3FacsimileData}
G3FacsimileParameters ::= SET {
number-of -pages [0] INTEGER OPTIONAL,
non-basic-parameters [1] G3FacsimileNonBasicParameters OPTIONAL}
G3FacsimileData ::= SEQUENCE OF BIT STRING

-- G4 Class 1 and Mixed-mode body parts

G4ClasslBodyPart ::= SEQUENCE OF Interchange-Data-Element
MixedModeBodyPart = SEQUENCE OF Interchange-Data-Element
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-- Teletex body part
TeletexBodyPart ::= SEQUENCE ({
parameters TeletexParameters,
data TeletexData}
TeletexParameters ::= SET {
number-of-pages [0] INTEGER OPTIONAL,
telex-compatible [1] BOOLEAN DEFAULT FALSE,

non-basic-parameters [2] TeletexNonBasicParameters OPTIONAL}

TeletexData ::= SEQUENCE OF TeletexString

-- Videotex body part

VidqotexBodyPart ::= SEQUENCE {
parameters VideotexParameters,
data VideotexData}

VidqotexParameters ::= SET {
syntax [0] VideotexSyntax OPTIONAL}

VidqotexSyntax ::= INTEGER {
ids (0),
data-syntaxl (1),
data-syntax2(2),
data-syntax3 (3) }

VidqotexData ::= VideotexString

-- EAcrypted body part

EnchyptedBodyPart ::= SEQUENCE {
parameters EncryptedParameters,
data EncryptedData}

EncydyptedParameters ::= SET {
algorithm-identifier AlgorithmIdentifier,
originator-certificates ExtendedCextificates OPTIONAL,

EncydyptedData ::= ENCRYPTED { BodyPart\(}
-- Megssage body part
MesdageBodyPart ::= SEQUENCE™Y
parameters MessageParameters,
data MessageData}
MesgageParameters ::= SET {
delivery-time [0] MessageDeliveryTime OPTIONAL,

delivery-énvelope [1] OtherMessageDeliveryFields OPTIONAL}

MesgdageData ¥ IPM

-- Bilaterally-Defined body part

BildterallyDefinedBodyPart ::= OCTET STRING

-- Nationally Defined body part
NATIONAL-BODY-PARTS ::= CLASS {&Type}

NationallyDefinedBodyPart ::= NATIONAL-BODY-PARTS.&Type
-- Provided for Historic reasons. Use is strongly deprecated.
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--IPN
IPN ::= SET {
-- common-fields -- COMPONENTS OF CommonFields,
choice [0] CHOICE (
non-receipt-fields [0] NonReceiptFields,
receipt-fields [1] ReceiptFields,
other-notification-type-fields [2] OtherNotificationTypeFields}}
RN = IPN (WITH COMPONENTS {
choice (WITH COMPONENTS { receipt-fields PRESENT }) })
NRN ::= IPN (WITH COMPONENTS {
choice (WITH COMPONENTS { non-receipt-fields PRESENT }) })
ON {:= IPN (WITH COMPONENTS {
choice (WITH COMPONENTS { other-notification-type-fields PRESENT }) })
ComnonFields ::= SET {
subject-ipm SubjectIPMField,
ipn-originator [1] IPNOriginatorField OPTIONAL,
ipm-intended-recipient [2] IPMIntendedRecipientField OPTIONAL,
conversion-eits ConversionEITsField OPTIONAL,
notification-extensions [3] NotificationExtensionsField OPTIONAL}
NonHeceiptFields ::= SET {
non-receipt-reason [0] NonReceiptReasonField,
discard-reason [1] DiscardReasonField OPTIONALy
auto-forward-comment [2] AutoForwardCommentField OPTIONAL,
returned-ipm [3] ReturnedIPMField OPTIONAR,
nrn-extensions [4] NRNExtensionsField OPTIONAL}
RecqiptFields ::= SET ({
receipt-time [0] ReceiptTimeField,
acknowledgment-mode [1] AcknowledgmentModeField DEFAULT manual,
suppl-receipt-info [2] SupplReceiptInfeField OPTIONAL,
rn-extensions [3] RNExtensionsField OPTIONAL}
-- Cqmmon fields
SubjectIPMField ::= IPMIdentifier
IPNQriginatorField ::= ORDescriptor
IPMIntendedRecipientField _:%=)ORDescriptor
ConyjersionEITsField ::= EncodedInformationTypes
NotijficationExtensionsField ::= SET OF IPMSExtension {{ NotificationExtensions }}
NotificationExtengions IPMS-EXTENSION ::= {
ipn-secdrity-response |
PrivateIPMSExtensions, ... }
-- Ngn-receipt fields
NonReceiptReasonField ::= ENUMERATED {
ipm-discarded (0),

ipm-auto-forwarded (1),

[ ITU-T version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),
not-used (3) }
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| ISO/IEC version:

DiscardReasonField ::= ENUMERATED {
ipm-expired (0),
ipm-obsoleted (1),
user-subscription-terminated (2),

-- The following value may not be supported by implementations of earlier versions of this Specification

ipm-deleted (3),

o)
AutoForwardCommentField ::= AutoForwardComment
AutoForwardComment ::= PrintableString (SIZE (0..ub-auto-forward-comment))
RetyrnedIPMField ::= IPM
NRNHxtensionsField ::= SET OF IPMSExtension {{ NRNExtensions }}
NRNHxtensions IPMS-EXTENSION ::= {

PrivateIPMSExtensions, ... }
-- Receipt fields
RecqdiptTimeField ::= Time
AckrjowledgmentModeField ::= ENUMERATED {

manual (0),

automatic (1)}
SupglReceiptInfoField ::= SupplementaryInformation
RNEjtensionsField ::= SET OF IPMSExtension {{ RNExtensions }}

RNEytensions IPMS-EXTENSION ::= {
PrivateIPMSExtensions, ... }

-- Other Notification Type fields

OthdrNotificationTypeFields ::= SET OF IPMSExtension {{ OtherNotifications }}
OthdrNotifications IPMS-EXTENSION /%= {

AdviceNotifications |

PrivateIPMSExtensions, ... }

AdviceNotifications IPMS-EXTENSION
absence-advice |
change-of-addregssyadvice,

}

1]
—_

-- Advice Notificationfields

absqnce-adviee\(IPMS-EXTENSION ::= {
VALUE\ AbsenceAdvice, IDENTIFIED BY id-on-absence-advice}

AbsqnceAdvice ::= SEQUENCE {
advice BodyPart OPTIONAL,
nexc—availabl Time CRTIONAL

-- at least one component shall be present -- '}

change-of-address-advice IPMS-EXTENSION ::=
VALUE ChangeOfAddressAdvice, IDENTIFIED BY id-on-change-of-address-advice}

ChangeOfAddressAdvice ::= SEQUENCE {
new-address [0] ORDescriptor (WITH COMPONENTS {

formal-name PRESENT }),
effective-from [1] Time OPTIONAL }
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-- Message Store Realization

prevent-nrn-generation MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-prevent-nrn-generation }

suspend-auto-acknowledgement MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-suspend-auto-acknowledgement }

assembly-capability MS-EXTENSION ::= {
NULL IDENTIFIED BY id-mst-assembly-capability }

IPMSubmissionOptions MS-EXTENSION ::= {
ipm-assembly-instructions |
originator-body-part-encryption-token |

Ooriglnator-rorwarded-cCcoIintent-ctoker,
-- For future extension additions -- '}

ipm{assembly-instructions MS-EXTENSION ::= {
IPMAssemblyInstructions IDENTIFIED BY id-mst-assembly-instructions }

IPMAssemblyInstructions ::= SET {
assembly-instructions [0] BodyPartReferences }
BodyPartReferences ::= SEQUENCE OF BodyPartReference
BodyPartReference ::= CHOICE {
stored-entry [0] SequenceNumber,
stored-content [1] SequenceNumber,
submitted-body-part [2] INTEGER (1..MAX),
stored-body-part [3] SEQUENCE ({
message-entry SequenceNumber,
body-part-number INTEGER (1..MAX) } }
oridinator-body-part-encryption-token MS-EXTENSION : :=\{

BodyPartTokens IDENTIFIED BY id-mst-originatot-body-part-encryption-token }

oridinator-forwarded-content-token MS-EXTENSION %= {
ForwardedContentToken IDENTIFIED BY id-mst-originator-forwarded-content-token }

IPMQubmissionErrors MS-EXTENSION ::=
invalid-assembly-instructions |
invalid-ipn,

-- For future extension additions~="}

invglid-assembly-instructions MS-EXTENSION ::= {
BodyPartReferences IDENTIFIED BY id-mst-invalid-assembly-instructions }

invglid-ipn MS-EXTENSION y7=A
NULL IDENTIFIED BY- id-mst-invalid-ipn }

END [-- of IPMSInformatiouObjects
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Annex E

Reference Definition of Extended Body Part Types

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to 7.4, defines for reference purposes certain extended body part types.

E.1 Equivalents of Basic Body Part Types

IPMYExtendedBodyPartTypes { joint-iso-itu-t mhs(6) ipms (1) modules (0)
extended-body-part-types (7)version-1994 (0) }
DEFJNITIONS IMPLICIT TAGS ::=

BEGIN

-- Prplogue
-- Exports everything.

IMPQRTS
-- IPMS Information Objects

BilaterallyDefinedBodyPart, EncryptedData, EncryptedParameters,

NationallyDefinedBodyPart, TeletexData, TeletexParameters, VideotexData,
VideotexParameters

FROM IPMSInformationObjects { joint-isd>itu-t mhs(6) ipms (1) modules (0)
information-objects (2) versions1999(1) }

-- IPMS Object Identifiers

id-ep-videotex, id-et-bilaterally-defined, id-et-encrypted, id-et-g3-facsimile,
id-et-g4-classl, id-et-ia5-text, id-et-message, id-et-mixed-mode,
id-et-nationally-defined, id-et-teletex, id-et-videotex
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

-- Extended IA5 Text body part

ia5{text-body-part EXTENDEB<BODY-PART-TYPE ::= {
PARAMETERS {IAS5TextParameters IDENTIFIED BY id-ep-ia5-text},
DATA {125TextData IDENTIFIED BY id-et-ia5-text} }

-- Exftended G3 Facsimile body part

g3-flacsimile~hoédy-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {G3FacsimileParameters IDENTIFIED BY id-ep-g3-facsimile},
DATA {G3FacsimileData IDENTIFIED BY id-et-g3-facsimile} }

-- Exjtended G4 Class 1 body part

EXTENDED-BODY-PART-TYPE, G3FacsimileData, G3FacsimileParameters, G4ClasslBodyPart,
IASTextData, IAS5TextParameters, MessageData, MessageParameters, MixedModeBodyPart,

id-ep-encrypted, id-ep-g3-facsimile,: id-ep-ia5-text, id-ep-message, id-ep-teletex,

g4-classl-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {G4ClasslBodyPart IDENTIFIED BY id-et-g4-classl} }

-- Extended Teletex body part

teletex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {TeletexParameters IDENTIFIED BY id-ep-teletex},
DATA {TeletexData IDENTIFIED BY id-et-teletex} }
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-- Extended Videotex body part

videotex-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VideotexParameters IDENTIFIED BY id-ep-videotex},
DATA {videotexData IDENTIFIED BY id-et-videotex} }

-- Extended Encrypted body part

encrypted-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {EncryptedParameters IDENTIFIED BY id-ep-encrypted},
DATA {EncryptedData IDENTIFIED BY id-et-encrypted} }

-- Extended Message body part

mesdage-body-part EXTENDED-BODY-PART-TYPE ::=
PARAMETERS {MessageParameters IDENTIFIED BY id-ep-message},
DATA {MessageData IDENTIFIED BY id-et-message} }

-- Extended Mixed-mode body part

mixdd-mode-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {MixedModeBodyPart IDENTIFIED BY id-et-mixed-mode} }

-- Extended Bilaterally Defined body part

bildterally-defined-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {BilaterallyDefinedBodyPart IDENTIFIED BY id-et-bilaterally-defined} }

-- Extended Nationally Defined body part

nationally-defined-body-part EXTENDED-BODY-PART-TYPE ::={
DATA {NationallyDefinedBodyPart IDENTIFIED BY idset-nationally-defined} }

END |-- of IPMSExtendedBodyPartTypes

E.2 General Text

IPMYExtendedBodyPartTypes?2 {iso standard mhs (10021) ipms(7) modules (0)
extended-body-part-types-2 (1) }
DEFINITIONS IMPLICIT TAGS ::=

BEGIN
-- Prplogue
-- Exports everything.
IMPQRTS
-- IPMS Information Objects
EXTENDED-BODY-PART-TYPE
FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects(2) version-1999(1) }
-- IPMS Object Identifiers
id-ep-general-text, id-et-general-text
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };
-- General Text body part
general-text-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {GeneralTextParameters IDENTIFIED BY id-ep-general-text},
DATA {GeneralTextData IDENTIFIED BY id-et-general-text} }
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GeneralTextParameters ::= SET OF CharacterSetRegistration
GeneralTextData ::= GeneralString
CharacterSetRegistration ::= INTEGER (1..32767)

END -- of IPMSExtendedBodyPartTypes?2

E.3 File Transfer

IPMSFileTransferBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
file-transfer-body-part-type(9) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prplogue
-- Exports everything.

IMPQRTS

-- FTAM Attribute Types

Attribute-Extensions, Concurrency-Access, Date-and-Time-Attributé,
Legal-Qualification-Attribute, Object-Availability-Attribute,.Object-Size-Attribute
Pathname, Permitted-Actions-Attribute, Private-Use-Attribute

FROM ISO8571-FTAM

-- ACSE definitions of AP-title and AE-qualifier

AE-qualifier, AP-title

FROM ACSE-1 { joint-iso-itu-t association-control (2) modules (0) apdus (0)
versionl (1) }

-- IPMS Information Objects

EXTENDED-BODY-PART-TYPE, ExtensionsField

FROM IPMSInformationObjeets { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-file-transfep; \id-et-file-transfer

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) }

-- MTS Abstract Service

ORName

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) };

-- File Transfer body part

file-transfer-body-part EXTENDED-BODY-PART-TYPE ::= {

PARAMETERS {FileTransferParameters IDENTIFIED BY id-ep-file-transfer},

DATA {FileTransferData IDENTIFIED BY id-et-file-transfer} }
FileTransferParameters ::= SEQUENCE {

related-stored-file [0] RelatedStoredFile OPTIONAL,

contents-type [1] ContentsTypeParameter DEFAULT document-type:{document-type-name

{iso standard 8571 document-type(5) unstructured-binary(3)}},

environment [2] EnvironmentParameter OPTIONAL,

compression [3] CompressionParameter OPTIONAL,

file-attributes [4] FileAttributes OPTIONAL,

extensions [5] ExtensionsField OPTIONAL }
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FileTransferData ::= SEQUENCE OF EXTERNAL
-- This conveys a sequence (Z’ data values representing file contents,
-- The rules ﬁr generating this sequence are implied by the value of the contents-type parameter.

RelatedStoredFile ::= SET OF SEQUENCE {
file-identifier FileIdentifier,
relationship Relationship DEFAULT explicit-relationship: unspecified }

FileIdentifier ::= CHOICE {
pathname-and-version [0] PathnameandVersion,
cross-reference [1] CrossReference }

PathnameandVersion ::= SEQUENCE {
pathname [0] Pathname-Attribute,
file-version [11 GraphicString OPTIONAL}

CrogsReference ::= SEQUENCE {
application-cross-reference [0] OCTET STRING,
message-reference [1] MessageReference OPTIONAL,
body-part-reference [2] INTEGER OPTIONAL }
MesdageReference ::= SET ({
user [0] ORName OPTIONAL,

- Defined in 8.5.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4

user-relative-identifier [1] PrintableString }

Reldtionship ::= CHOICE (
explicit-relationship [0] ExplicitRelationship,
descriptive-relationship [1] GraphicString }

ExpllicitRelationship ::= INTEGER ({
unspecified (
new-file (
replacement (
extension (

ConfentsTypeParameter ::= Contents-Type-Attribute

Conflents-Type-Attribute ::= CHOICE (
document - type [0} SEQUENCE ({
document -type-name Document -Type-Name,
parameter [0] DOCUMENT-PARAMETER. &Type OPTIONAL },
-- The actual types to be used. for'values of the parameter field
-- are defined in the named. document type.
constraint-set-and-abstracg=syntax [1] SEQUENCE {
constraint-set-name Constraint-Set-Name,
abstract-syntax-name Abstract-Syntax-Name } }

Docyment -Type-Name ::= OBJECI/ IDENTIFIER
DOCUMENT - PARAMETER ::= CLASS {&Type}
Congdtraint-Set-Name=3):= OBJECT IDENTIFIER
Absfjract-Syntax~Name ::= OBJECT IDENTIFIER
EnvironmentPafameter ::= SEQUENCE {

application-reference 0] GenerallIdentifier OPTIONAL,

OBJECT IDENTIFIER OPTIONAL,

[
machine [
[
f

]

] GenerallIdentifier OPTIONAL,
operating-system ]
=1l T 1

3 PR : h]
USTL=VISIDITC=SLL 1Y S LYULNULE U GL4PIIICOLUL 1LY UFLIUNAL ¢

Generalldentifier ::= CHOICE (
registered-identifier [0] OBJECT IDENTIFIER,
descriptive-identifier [1] SEQUENCE OF GraphicString }

CompressionParameter ::= SEQUENCE {
compression-algorithm-id [0]

COMPRESSION-ALGORITHM. &id ({CompressionAlgorithmTable}),
compression-algorithm-param [1]

COMPRESSION-ALGORITHM. &Type ({CompressionAlgorithmTable} {@compression-algorithm-id})

COMPRESSION-ALGORITHM ::= TYPE-IDENTIFIER
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CompressionAlgorithmTable COMPRESSION-ALGORITHM ::=
FileAttributes ::= SEQUENCE {
pathname
permitted-actions 1]
storage-account 3]

ISO/IEC 10021-7:2003 (E)

Pathname-Attribute OPTIONAL,
Permitted-Actions-Attribute OPTIONAL,
Account-Attribute OPTIONAL,

[

[
date-and-time-of-creation [4] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-modification [5] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-read-access [6] Date-and-Time-Attribute OPTIONAL,
date-and-time-of-last-attribute-modification[7] Date-and-Time-Attribute OPTIONAL,
identity-of-creator [8] User-Identity-Attribute OPTIONAL,
identity-of-last-modifier [9] User-Identity-Attribute OPTIONAL,
identity-of-last-reader [10] User-Identity-Attribute OPTIONAL,
identity-of-last-attribute-modifier [11] User-Identity-Attribute OPTIONAL,
object-availability [12] Object-Availability-Attribute OPTIONAL,
) 0 = - o B | 1 0 = faiid Do e = DT OMLA T
v JeLL o Lot LL=27 ML LTI LT TALTL LIUUTT L L LUINIALT
future-object-size [14] Object-Size-Attribute OPTIONAL,
access-control [15] Access-Control-Attribute OPTIONALSY
legal-qualifications [16] Legal-Qualification-Attribute~OPTIONAL,
private-use [17] Private-Use-Attribute OPTIONALY
attribute-extensions [22] Attribute-Extensions OPTIONAL }

PatHname-Attribute ::=
incomplete-pathname
complete-pathname

CHOICE (
[0] Pathname,
[23] Pathname }

Accqunt-Attribute ::= CHOICE {
no-value-available [0] NULL,

-- Indicates partial support of this attribute
actual-values Account }

Accdunt ::= GraphicString
Usey-Identity-Attribute ::= CHOICE (
no-value-available [0] NULL,

-- Indicates partial support of this attribute.
actual-values User-Identity }
Usey-Identity ::= GraphicString
Accqdss-Control-Attribute ::= CHOICE
no-value-available [0] NULL,

-- Indicates partial support of this attribute.
actual-values

SEQUENCE {
[0]e.Aecess-Request,

[a]

Accgss-Control-Element ::=
action-1list
concurrency-access

Accqss-Request ::=.'BIT STRING ({

[1] SET OF Akcess-Control-Element }
-- The semantics of this attribute are'described in ISO 8571-2

Concurrency-Access OPTIONAL,

identity [2¥ User-Identity OPTIONAL,
passwords f3] Access-Passwords OPTIONAL,
location [4]

Application-Entity-Title OPTIONAL }

read (0),
insert (1),
replace (2),
extend (3),
erage (4),
redd-attribute (5),
change-attribute (6),
delete-object (7) }

Access-Passwords ::= SEQUENCE (
read-password [0] Password,
insert-password [1] Password,
replace-password [2] Password,
extend-password [3] Password,
erase-password [4] Password,
read-attribute-password [5] Password,
change-attribute-password [6] Password,
delete-password [7] Password,
pass-passwords [8] Pass-Passwords,
link-password [9] Password }

Password ::= CHOICE { graphic-string

GraphicString, octet-string OCTET STRING }
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Pass-Passwords ::= SEQUENCE OF Password
Application-Entity-Title ::= SEQUENCE
ap-title AP-title,

ae-qualifier AE-qualifier }

END -- of IPMSFileTransferBodyPartType

EA4 Voice

IPMSExtendedVoiceBodyPartType { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
extended-voice-body-part-type (11) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Piptogme
-- Exports everything.

IMPQRTS

-- IPMS Information Objects

EXTENDED-BODY-PART-TYPE

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipmsA1l) modules (0)
information-objects(2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-voice, id-et-voice
FROM IPMSObjectIdentifiers { joint-iso-itw-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) };

-- Exjtended Voice body part

voide-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {VoiceParameters IDENTIFIEDJBY id-ep-voice},
DATA {VoiceData IDENTIFIED BY-id-et-voice} }

VoideParameters ::= SEQUENCE {

voice-message-duration [0] INTEGER OPTIONAL, -- In seconds
voice-encoding-type [1] OBJECT IDENTIFIER,
supplementary-information [2] IA5String OPTIONAL }

VoideData ::= OCTET STRING

END |-- of IPMSExtendedVoiceBodyPartType

ES Report and Notification

IPMYForwardedReportBodyPartType {joint-iso-itu-t mhs(6) ipms(1l) modules (0)
forwarded-report-body-part-type (12) }

DEFJNITIONS {IMPLICIT TAGS ::=

BEGIN

-- Prplogire

-- Exports everything.

IMPORTS

-- MTS Abstract Service

ReportDeliveryArgument

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) }
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-- IPMS Information Objects

EXTENDED-BODY-PART-TYPE, IPN, MessageParameters

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-notification, id-et-report, id-et-notification
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };

-- Rgport body part

repqrt-body-part EXTENDED-BODY-PART-TYPE ::= {
DATA {ReportDeliveryArgument IDENTIFIED BY id-et-report} }

-- Natification body part

notification-body-part EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {MessageParameters IDENTIFIED BY id-ep-notification},
DATA {IPN IDENTIFIED BY id-et-notification} }

END |-- of IPMSForwardedReportBodyPartType

E.6 Forwarded Content

IPMYForwardedContentBodyPartType {joint-iso-itu-t mhs(6) iPms(1l) modules(0)
forwarded-content-body-part-type (15) }

DEFJNITIONS IMPLICIT TAGS ::=

BEGIN

-- Prologue
-- Exports everything.

IMPQRTS

-- MTS Abstract Service

Content, ExtendedContentTyp€, MessageDeliveryIdentifier, MessageDeliveryTime,
MessageSubmissionEnvelope,  OriginatingMTACertificate, OtherMessageDeliveryFields,
ProofOfSubmission

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules (0)
ft§-abstract-service (1) version-1999(1) }

-- IPMS Information Objects

EXTENDED<BODY-PART-TYPE

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }

-- IPMS Object Identifiers

id-ep-content, id-et-content
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) };

-- Forwarded Content body part

content-body-part {ExtendedContentType:content-type} EXTENDED-BODY-PART-TYPE ::= {
PARAMETERS {ForwardedContentParameters IDENTIFIED BY
{id-ep-content -- concatenated with content-type -- content-type}},
DATA {Ccontent IDENTIFIED BY {id-et-content -- concatenated with content-type --

content-typel} }
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ForwardedContentParameters ::= SET {

delivery-time [0] MessageDeliveryTime OPTIONAL,
delivery-envelope [1] OtherMessageDeliveryFields OPTIONAL,
mts-identifier [2] MessageDeliveryIdentifier OPTIONAL,
submission-proof [3] SubmissionProof OPTIONAL}

SubmissionProof ::= SET
proof-of-submission [0] ProofOfSubmission,
originating-MTA-certificate [1] OriginatingMTACertificate,
message-submission-envelope MessageSubmissionEnvelope}
END -- of IPMSForwardedContentBodyPartType
E.7 PKCS7
PKCY7BodyPartType {joint-iso-itu-t mhs(6) ipms(1l) modules (0) pkcs7-body-part-type(16) }
DEFINITIONS IMPLICIT TAGS ::=
BEGIN
-- Prplogue
-- Exports everything.
IMPQRTS
-- PKCS#7
ContentInfo
FROM PKCS7 { iso(1l) member-body(2) usa(840) rsadsi(113549) pkcs(l) 7 module
-- module not formally defined in the PKCS#7document, therefore defined in Annex O {-
-- IPMS Information Objects
EXTENDED-BODY - PART-TYPE
FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects(2) Arersion-1999(1) }
-- IPMS Object Identifiers
id-et-pkcs7
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
object-identifiers(0) version-1999(1) };
-- PRCS7 body part
pkcq7-body-part EXTENDED<BODY-PART-TYPE ::= {
DATA { Contentlrifo IDENTIFIED BY id-et-pkcs7 } }
END |-- of PKCS7BodyPartType
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Annex F

Reference Definition of Functional Objects

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to clauses 10, 11, and 16, defines for reference purposes the functional objects of
Interpersonal Messaging. It uses the MHS-OBJECT information object class of ITU-T Rec. X.411 | ISO/IEC 10021-4
and the CONTRACT information object class of ITU-T Rec. X.880 | ISO/IEC 13712-1.

IPMJFUNCTIONalI0bTeCtE | JOINT-180-1CU-C MNS(6) 1pme(I) ModUles (U] TUNCTIonal-obJecta (D)
version-1994 (0) }

DEFJINITIONS IMPLICIT TAGS ::=

BEGIN

-- Pplogue
-- Exports everything.

IMPQRTS
-- IPMS Abstract Service

management, origination, reception

FROM IPMSAbstractService { joint-iso-itu-t mhls(6) ipms(1l) modules (0)
abstract-service (3) version-1994(0) }

-- IPMS Object Identifiers

id-ot-ipms, id-ot-ipms-user

FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers (0) we€¥sion-1999(1) }

-- MTS Abstract Service

MHS -OBJECT

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules (0)
mts-abst¥act-service (1) version-1999(1) }

-- Remote Operations

CONTRACT

FROM7Remote-Operations-Information-Objects { joint-iso-itu-t
remote-operations (4) informationObjects(5) versionl (0) };

-- Pimary objecttypes

ipmd-user/MHS-OBJECT ::= {
INITIATES {ipms-access-contract}
1D id-ot-ipms-user }

ipms-access-contract CONTRACT ::= {
INITIATOR CONSUMER OF {origination | reception | management} }

ipms MHS-OBJECT ::=
RESPONDS {ipms-access-contract}
ID id-ot-ipms

END -- of IPMSFunctionalObjects
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Annex G

Reference Definition of Abstract Service

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to clauses 12 and 13, defines for reference purposes the IPMS Abstract Service. It uses the
PORT and ABSTRACT-OPERATION and ABSTRACT-ERROR information object class of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

IPMJEDSTTACtSEIVICE | JOINC-180-1TU-C MNS(6) 1pMS(I] MOOUIES(U) abSCTacC-Service(3)
version-1994 (0) }
DEFJINITIONS IMPLICIT TAGS ::=
BEGIN
-- Pplogue
-- Exports everything.
IMPQRTS
-- IPMS Information Objects
AutoForwardComment, Heading, InformationObject, IPM, NRN, ON, RN
FROM IPMSInformationObjects { joint-iso-itu-,mhs(6) ipms(1l) modules (0)
information-objects (2) version-1999/1 }
-- IPMS Object Identifiers
id-pt-management, id-pt-origination, id-pt-téception
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers (0) we€¥sion-1999(1) }
-- MTS Abstract Service
ABSTRACT-ERROR, ABSTRACT-OPERATION, MessageDeliveryEnvelope, MessageSubmissionEnveldgpe,
MessageSubmissionIdentifier,, ;MessageSubmissionTime, ORName, PORT,
ProbeSubmissionEnvelope, ProbeSubmissionIdentifier, ProbeSubmissionTime,
recipient-improperly-spécified, ReportDeliveryEnvelope, SupplementaryInformation
FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mtstabstract-service(1l) version-1999(1) };
-- Pqrts
oridgination PORT- ;= {
CONSUMERWINVOKES { originate-probe | originate-ipm | originate-rn | originate-on }
1D id-pt-origination }
recqption PORT ::=
SUPPLIER INVOKES { receive-report | receive-ipm | receive-rn receive-nrn
receive-on
ID id-pt-recentiocn .
i g J

management PORT ::=
CONSUMER INVOKES { change-auto-discard | change-auto-acknowledgment |
change-auto-forwarding }
ID id-pt-management
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-- Origination abstract operations

originate-probe ABSTRACT-OPERATION ::= {
ARGUMENT SET {

envelope [0] ProbeSubmissionEnvelope,

content [1] IPM}
RESULT SET {

ISO/IEC 10021-7:2003 (E)

submission-identifier [0] ProbeSubmissionIdentifier,

submission-time
ERRORS

subscription-error |

recipient-improperly-specified} }

originate-ipm ABSTRACT-OPERATION ::= {
ARGUMENT SET {

[1] ProbeSubmissionTime}

content [1] IPM}
RESULT SET {

submission-time
ERRORS

subscription-error |

recipient-improperly-specified} }

originate-rn ABSTRACT-OPERATION ::= {
ARGUMENT SET {

content [1] RN}
RESULT SET {

submission-time
ERRORS

subscription-error |

recipient-improperly-specified} }

oridinate-on ABSTRACT-OPERATION ::= {
ARGUMENT SET {

content [1] ON}
RESULT SET {

submission-time
ERRORS

subscription-error |

recipient-improperly-speeified} }

-- Rdception abstract operations

recdive-report ABSTRACT-OPERATION ::= {
ARGUMENT SET {

recdive-ipm ABSTRACTSOPERATION ::= {

ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
eobntent [1] IPM} }

recdive-rn\ABSTRACT-OPERATION ::= {

ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] RN} 1}

envelope [0] MessageSubmissionEnvelope,

submission-identifier [0] MessageSubmissionIdentifier,
[1] MessageSubmissionTime}

envelope [0] MessageSubmissionEnvelope,

submission-identifier [0] MessageSubmissionIdentifier,
[1] MessageSubmissionTime}

envelope [0] MessageSubmissionEnvelope,

submission-identifier [0] MesgageSubmissionIdentifier,
[1] MessageSubmissionTime}

envelope [0] ReportDeliveryEnvelope,
undelivered-object [1] InformationObject OPTIONAL} }

receive-nrn ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] NRN} }

receive-on ABSTRACT-OPERATION ::= {
ARGUMENT SET {
envelope [0] MessageDeliveryEnvelope,
content [1] ON} }
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-- Management abstract operations

change-auto-discard ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-discard-expired-IPMs [0] BOOLEAN,
auto-discard-obsolete-IPMs [1] BOOLEAN} }

change-auto-acknowledgment ABSTRACT-OPERATION ::= {
ARGUMENT SET {
auto-acknowledge-IPMs [0] BOOLEAN,
auto-acknowledge-suppl-receipt-info [1]
SupplementaryInformation OPTIONAL}

ERRORS

subscription-error} }
charlge-auto-forwarding ABSTRACT-OPERATION ::= {

ARGUMENT SET {
auto-forward-IPMs [0] BOOLEAN,
auto-forward-recipients [1] SEQUENCE OF ORName OPTIONAL,
auto-forward-heading [2] Heading OPTIONAL,
auto-forward-comment [3] AutoForwardComment OPTIONAL}

ERRORS
subscription-error |
recipient-improperly-specified} }

-- Afstract errors

subdcription-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] SubscriptionProblem} }

SubdcriptionProblem ::= ENUMERATED {
ipms-eos-not-subscribed(0),
mts-eos-not-subscribed (1)}

END [-- of IPMSAbstractService
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Annex H

Reference Definition of IPM Extensions

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to annex A, defines for reference purposes the general extensions defined for Interpersonal
Messaging. It uses the IPMS-EXTENSION information object class of 7.2.17.

IPMSHeadingExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0) heading-extensions (6)

1900 (1
FSFoH—r -+

1
J

DEF]]
BEGI

-- Pr

-- Exports everything.

IMPQ

NITIONS IMPLICIT TAGS ::=

N

ologue

RTS

-- IPMS Information Objects

IPMS-EXTENSION, ORDescriptor, RecipientSpecifier, ThisIPMFgeld, BodyPart

FROM IPMSInformationObjects { joint-iso-itu-t mh§(6) ipms (1) modules (0)
information-objects(2) version-1999 (1) }

-- MTS Abstract Service

ExtendedCertificates, SecurityLabel, Universdl@rBMPString

FROM MTSAbstractService { joint-is0-<itu-t mhs(6) mts(3) modules (0)
mts-abstract-service (1) wversion-1999(1) }

-- Directory Authentication Framework

AlgorithmIdentifier, SIGNATURE,{ }, SIGNED { }

FROM AuthenticationFramework { joint-iso-itu-t ds(5) module (1)
authenticationFramework(7) 3 }

-- Directory Certificate Extensions

CertificateAssertdioln
FROM €eértificateExtensions { joint-iso-itu-t ds(5) module (1)
certificateExtensions(26) 0 }

-- IPMSupper bounds

ub-<alpha-code-length, ub-circulation-list-members, ub-distribution-codes,
ub»extended-subject-length, ub-information-categories, ub-information-category-length,
ub*manual-handling-instruction-length, ub-manual-handling-instructions,
ub-originators-reference-length, ub-precedence

FROM IPMSUpperBounds { joint-iso-itu-t mhs(6) ipms(1l) modules (0)
upper-bounds (10) version-1999(1) }

-- IPMS Object Identifiers

id-hex-authorization-time, id-hex-auto-submitted, id-hex-body-part-signatures,
id-hex-circulation-list-recipients, id-hex-distribution-codes, id-hex-extended-subject,
id-hex-incomplete-copy, id-hex-information-category, id-hex-ipm-security-label,
id-hex-languages, id-hex-manual-handling-instructions, id-hex-originators-reference,
id-hex-precedence-policy-id, id-rex-circulation-list-indicator, id-rex-precedence
FROM IPMSObjectIdentifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)
object-identifiers(0) version-1999(1) };
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-- Incomplete Copy

incomplete-copy IPMS-EXTENSION ::= {VALUE IncompleteCopy, IDENTIFIED BY
id-hex-incomplete-copy}

IncompleteCopy ::= NULL
-- Languages
languages IPMS-EXTENSION ::= {VALUE SET OF Language, IDENTIFIED BY id-hex-languages}
Language ::= PrintableString (SIZE (2|5))
-- Ayro-submmitted
autd-submitted IPMS-EXTENSION ::= {VALUE AutoSubmitted, IDENTIFIED BY id-hex-auto-subtiitted
AutdSubmitted ::= ENUMERATED ({
not-auto-submitted (0),
auto-generated (1),
auto-replied (2)}
body-part-signatures IPMS-EXTENSION ::= {VALUE BodyPartSignatures,
IDENTIFIED BY id-hex-body-part&éignatures }
BodyPartSignatures ::= SET OF SET ({
body-part-number BodyPartNumber,
body-part-signature BodyPartSignature,
originator-certificate-selector CertificateAssertion, ORTIONAL,
originator-certificates [0] ExtendedCertificdtes OPTIONAL,
BodyPartNumber ::= INTEGER (1..MAX)
BodyPartSignature ::= SIGNATURE { SEQUENCE (
signature-algorithm-identifier AlgorithmlIdentifier,
body-part BodyPaxt,
body-part-security-label SecuritylLabel OPTIONAL } }
ipm{security-label IPMS-EXTENSION ::= {
VALUE IPMSecurityLabel,
IDENTIFIED BY id-hex-ipm-security-label }
IPMYecurityLabel ::= SEQUENCE{
content-security-label [0] SecurityLabel,
heading-security-label [1] SecurityLabel OPTIONAL,
body-part-security~labels [2] SEQUENCE OF BodyPartSecurityLabel OPTIONAL }
BodyPartSecurityLabel _\; ;= CHOICE ({
body-part-unlabelled [0] NULL,
body-part-seeprity-label [1] SecurityLabel }
-- Aythorization Time
autHorization‘time IPMS-EXTENSION ::= {
VALUE AuthorizationTime,
IDENTIFIED BY id-hex-authorization-time }
AuthorizationTime ::= Generalizedlime

-- Circulation List

circulation-list-recipients IPMS-EXTENSION ::= {

VALUE CirculationList,

IDENTIFIED BY id-hex-circulation-list-recipients }
CirculationList ::= SEQUENCE (SIZE(2..ub-circulation-list-members))
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CirculationMember ::= SET ({
circulation-recipient RecipientSpecifier (WITH COMPONENTS {

recipient (WITH COMPONENTS {

formal-name PRESENT } ) } ),

checked Checkmark OPTIONAL }
Checkmark ::= CHOICE (

simple NULL,

timestamped CirculationTime,

signed CirculationSignature }
CirculationTime ::= GeneralizedTime
CirdqulationSignature ::= SIGNED { SEQUENCE {

algorithm-identifier CirculationSignatureAlgorithmIdentifier,

this-IPM ThisIPMField,

timestamp CirculationTime } }
CirdqulationSignatureAlgorithmIdentifier ::= AlgorithmIdentifier

-- Cifculation List Indicator

cirqulation-list-indicator IPMS-EXTENSION ::= {
VALUE NULL,
IDENTIFIED BY id-rex-circulation-list-indicator }

-- Dilstribution Codes

disfribution-codes IPMS-EXTENSION ::= {
VALUE DistributionCodes,
IDENTIFIED BY id-hex-distribution-codes }

DisfributionCodes ::= SEQUENCE (SIZE (1..ub-distributitn-codes)) OF DistributionCode

DisfributionCode ::= SEQUENCE {

oid-code OBJECT IDENTIFIERYOPTIONAL,
alphanumeric-code AlphaCode OPTIGNAL,
or-descriptor ORDescriptor OPTIONAL }

AlpHaCode ::= UniversalOrBMPString {ubtalpha-code-length}
-- Extended Subject

extgnded-subject IPMS-EXTENSION,“::= {
VALUE ExtendedSubject,
IDENTIFIED BY id-hex-extended-subject }

ExtgndedSubject ::= UfiiveérsalOrBMPString {ub-extended-subject-length}

-- Information categoty

infdqrmation-eategory IPMS-EXTENSION::= {
VALUE InformationCategories,
IDENTIFIED BY id-hex-information-category }
Infqrinat ionCategories ::= SEQUENCE (SIZE (1..ub-information-categories))

o

Tt P aPws
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InformationCategory ::= SEQUENCE {
reference [0] OBJECT IDENTIFIER OPTIONAL,
description [1] DescriptionString OPTIONAL }
DescriptionString ::= UniversalOrBMPString {ub-information-category-length}

-- Manual handling Instructions

manual-handling-instructions IPMS-EXTENSION ::= {
VALUE ManualHandlingInstructions,
IDENTIFIED BY id-hex-manual-handling-instructions }
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ManualHandlingInstructions ::= SEQUENCE (SIZE (1..ub-manual-handling-instructions))
OF ManualHandlingInstruction

ManualHandlingInstruction ::=
UniversalOrBMPString {ub-manual-handling-instruction-length}

-- Originator’s Reference

originators-reference IPMS-EXTENSION ::= {

VALUE OriginatorsReference,

IDENTIFIED BY id-hex-originators-reference }
OriginatorsReference ::= UniversalOrBMPString {ub-originators-reference-length}

-- Priecedence Policy Identifier

prededence-policy-identifier IPMS-EXTENSION ::= {
VALUE PrecedencePolicyIdentifier,
IDENTIFIED BY id-hex-precedence-policy-id }
PrededencePolicyIdentifier ::= OBJECT IDENTIFIER
-- Precedence

prededence IPMS-EXTENSION

VALUE Precedence,
IDENTIFIED BY id-rex-precedence }
Prededence ::= INTEGER (0..ub-precedence)

END |-- of IPMSHeadingExtensions
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Annex I

Reference Definition of Message Store Attributes

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to 19.6, defines for reference purposes the MS attributes and matching rules specific to
Interpersonal Messaging. It uses the ATTRIBUTE information object class of ITU-T Rec. X.413 | ISO/IEC 10021-5.

IPMSMessageStoreAttributes { joint-iso-itu-t mhs(6) ipms (1) modules (0)

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prplogue

-- Exports everything.

IMPQ

MSSHring{}, mSStringMatch, mSSubstringsMatch

FROM MSMatchingRules {joint—iso—itu—t mhs (6) ms(4) modules (0) genéral-matching-rules(5)

109009 (1)
=+ E—

version-1999 (1)}
-- IPMS Heading Extensions

AuthorizationTime, AutoSubmitted, BodyPartNumbex, “BodyPartSecurityLabel,
BodyPartSignatures, CirculationMember, DistribubionCode, ExtendedSubject,
IncompleteCopy, InformationCategory, IPMSecuritylabel, Language,
ManualHandlingInstruction, OriginatorsReferénce, Precedence, PrecedencePolicyIdentif
FROM IPMSHeadingExtensions { jointZiso-itu-t mhs(6) ipms (1) modules (0)
heading-extensions(6) wy&rsion-1999(1) }

-- IPMS Security Extensions

BodyPartTokens, ForwardedConténtToken
FROM IPMSSecurityExtensions { joint-iso-itu-t mhs(6) ipms (1) modules (0)
ipm-secuxity-extensions(14) version-1999(1) }

-- IPMS Information Objects

AcknowledgmentModeField, AuthorizingUsersSubfield, AutoForwardCommentField,
AutoForwardedField, BilaterallyDefinedBodyPart, BlindCopyRecipientsSubfield, Body,
ConversionEITSField, CopyRecipientsSubfield, DiscardReasonField, EncryptedBodyPart,
EncryptedData, EncryptedParameters, ExpiryTimeField, EXTENDED-BODY-PART-TYPE,
G3FacsimideBodyPart, G3FacsimileData, G3FacsimileParameters, G4ClasslBodyPart, Head]
IASTextBodyPart, IASTextData, IAS5TextParameters, ImportanceField, IPMIdentifier,
IPMIntendedRecipientField, IPMSExtension { }, IPNOriginatorField, MessageBodyPart,
MesS€ageData, MessageParameters, MixedModeBodyPart, NationallyDefinedBodyPart,
NonReceiptReasonField, NotificationExtensions, NRNExtensions, ObsoletedIPMsSubfield
ORDescriptor, OriginatorField, OtherNotifications, PrimaryRecipientsSubfield,

ReceiptTimeField, RecipientSpecifier, RelatedIPMsSubfield, RepliedToIPMField,

ReplyRecipientsSubfield, ReplyTimeField, ReturnedIPMField, RNExtensions,
SensitivityField, SubjectField, SubjectIPMField, SupplReceiptInfoField,
TeletexBodyPart, TeletexData, TeletexParameters, ThisIPMField, VideotexBodyPart,
VideotexData, VideotexParameters

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }
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-- IPMS Object Identifiers

id-bat-bilaterally-defined-body-parts, id-bat-body, id-bat-encrypted-body-parts,

id-bat-encrypted-data, id-bat-encrypted-parameters, id-bat-extended-body-part-types,

id-bat-g3-facsimile-body-parts, id-bat-g3-facsimile-data,
id-bat-g3-facsimile-parameters, id-bat-g4-classl-body-parts,
id-bat-ia5-text-body-parts, id-bat-ia5-text-data, id-bat-ia5-text-parameters,
id-bat-message-body-parts, id-bat-message-data, id-bat-message-parameters,
id-bat-mixed-mode-body-parts, id-bat-nationally-defined-body-parts,
id-bat-teletex-body-parts, id-bat-teletex-data, id-bat-teletex-parameters,
id-bat-videotex-body-parts, id-bat-videotex-data, id-bat-videotex-parameters,
id-cat-correlated-delivered-ipns, id-cat-correlated-delivered-replies,

id-cat-delivered-ipn-summary, id-cat-delivered-replies-summary, id-cat-forwarded-ipms,

id-cat-forwarding-ipms, id-cat-ipm-recipients, id-cat-obsoleted-ipms,
id-cat-obsoleting-ipms, id-cat-related-ipms, id-cat-relating-ipms,

Td-cac-replied-to-1ipm, 1d-Cat-IecCipient-cacegory, id-cat-replying-ipms,
id-cat-revised-reply-time, id-cat-subject-ipm, id-cat-submitted-ipn-status,
id-cat-submitted-ipns, id-cat-submitted-reply-status, id-hat-authorization-times
id-hat-authorizing-users, id-hat-auto-forwarded, id-hat-auto-submitted,
id-hat-blind-copy-recipients, id-hat-body-part-encryption-token,
id-hat-body-part-security-label, id-hat-body-part-signature-verification-status,
id-hat-body-part-signatures, id-hat-circulation-list-recipients,
id-hat-copy-recipients, id-hat-distribution-codes, id-hat-expiry-time,
id-hat-extended-subject, id-hat-forwarded-content-token, id-hat-forwdrding-token,
id-hat-heading, id-hat-importance, id-hat-incomplete-copy, id-hat-information-categ
id-hat-ipm-security-label, id-hat-languages, id-hat-manual-handlimg-instructions,
id-hat-nrn-requestors, id-hat-obsoleted-IPMs, id-hat-originatoxn|
id-hat-originators-reference, id-hat-precedence, id-hat-precedenc¢e-policy-id,
id-hat-primary-recipients, id-hat-related-IPMs, id-hat-replied-to-IPM,
id-hat-reply-recipients, id-hat-reply-requestors, id-hat-reply-time,
id-hat-rn-requestors, id-hat-sensitivity, id-hat-subjecty, id-hat-this-ipm,
id-mr-ipm-identifier, id-mr-ipm-location, id-mr-or-desariptor,
id-mr-or-descriptor-elements, id-mr-or-descriptor-single-element,
id-mr-or-descriptor-substring-elements, id-mr-circylation-member,
id-mr-circulation-member-checkmark, id-mr-circulatioh-member-elements,
id-mr-circulation-member-single-element, id-mr-girculation-member-substring-elementy
id-mr-distribution-code, id-mr-information-category, id-mr-recipient-specifier,
id-mr-recipient-specifier-elements, id-mr-recipient-specifier-single-element,
id-mr-recipient-specifier-substring-elements! id-nat-acknowledgment-mode,
id-nat-auto-forward-comment, id-nat-convexsion-eits, id-nat-discard-reason,
id-nat-ipm-intended-recipient, id-nat-ipm-originator, id-nat-non-receipt-reason,
id-nat-notification-extensions, id-nat*rrn-extensions,
id-nat-other-notification-type-fields} id-nat-receipt-time, id-nat-returned-ipm,
id-nat-rn-extensions, id-nat-subjeet-ipm, id-nat-suppl-receipt-info,
id-sat-body-parts-summary, id-sat<ipm-auto-discarded, id-sat-ipm-entry-type,
id-sat-ipm-synopsis

FROM IPMSObjectIdefitifiers { joint-iso-itu-t mhs(6) ipms (1) modules (0)

object-identifiers(0) version-1999(1) }

-- MS Abstract Service

ATTRIBUTE, MS-EIT,) SequenceNumber

FROM"MSZbstractService { joint-iso-itu-t mhs(6) ms(4) modules (0)
abstract-service(l) version-1999(1) }

-- MS General Attribute Types

SighatureStatus

FROM MSGeneralAttributeTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)

general-atrtribnte-types(?) version-1999(7) }

-- MS matching-rules

mSStringMatch, mSSubstringsMatch

FROM MSMatchingRules { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-matching-rules(5) version-1999(1) }

ITU-T Rec. X.420 (06/1999)

ry,


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

ISO/IEC 10021-7:2003 (E)
-- MTS Abstract Service

EncodedInformationTypes, MessageToken

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) }

-- Directory Information Framework

objectIdentifierMatch, MATCHING-RULE

FROM InformationFramework { joint-iso-itu-t ds(5) module (1)
informationFramework (1) 3 }

-- Directory Abstract Service

booleanMatch, generalizedTimeMatch, generalizedTimeOrderingMatch, integerMatch,
integerOrderingMatch, uTCTimeMatch, uTCTimeOrderingMatch
FROM SelectedAttributeTypes { joint-iso-itu-t ds(5) module (1)
selectedAttributeTypes(5) 3 };

-- IPMS attribute table information object set

IPMYAttributeTable ATTRIBUTE ::= {

acknowledgment-mode | authorizing-users | auto-forward-commefit\| auto-forwarded |
auto-submitted | bilaterally-defined-body-parts | blind-copy>recipients | body |
conversion-eits | copy-recipients | discard-reason | encrypted-body-parts |
encrypted-data | encrypted-parameters | expiry-time | exbended-body-part-types |
g3-facsimile-body-parts | g3-facsimile-data | g3-facgimile-parameters
g4-classl-body-parts | heading | ia5-text-body-parts.{ iaS-text-data |

ia5-text-parameters | importance | incomplete-copyy‘,/ipm-entry-type |
ipm-intended-recipient | ipm-synopsis | ipn-origiHator | languages |
message-body-parts | message-data | message-parameters | mixed-mode-body-parts |
nationally-defined-body-parts | non-receipt-réason | nrn-requestors | obsoleted-IPMg |
originator | primary-recipients | receipt-time | related-IPMs | replied-to-IPM |
reply-recipients | reply-requestors | reply“time | returned-ipm | rn-requestors |
sensitivity | subject | subject-ipm | suppl-receipt-info | teletex-body-parts |
teletex-data | teletex-parameters | this-ipm | videotex-body-parts | videotex-data

videotex-parameters,

-- 1994 extension additions -- ,
ac-correlated-delivered-ipns | as‘cdorrelated-delivered-replies |
ac-delivered-ipn-summary | ac-dglivered-replies-summary | ac-forwarded-ipms |
ac-forwarding-ipms | ac-ipm-récipients | ac-obsoleted-ipms | ac-obsoleting-ipms |
ac-related-ipms | ac-relating-ipms | ac-replied-to-ipm | ac-replying-ipms |
ac-subject-ipm | ac-submitted-ipn-status | ac-submitted-ipns |
ac-submitted-reply-statis | authorization-time | body-part-encryption-token |
body-part-security-labed | body-part-signature-verification-status |
body-part-signatures\])body-parts-summary | circulation-list-recipients |
distribution-codes\|)extended-subject | forwarded-content-token | forwarding-token
information-categdry | ipm-auto-discarded | ipm-security-label |
manual-handling-instructions | notification-extensions | nrn-extensions |
originators-zéference | other-notification-type-fields | precedence |
precedence~policy-identifier | recipient-category | revised-reply-time |
rn-extengions }

-- SUMMARY ATFRIBUTES
-- [PM entry type
ipm-cuLLy—Lypc APPRIBYTE =
WITH ATTRIBUTE-SYNTAX IPMEntryType,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
1D id-sat-ipm-entry-type }
IPMEntryType ::= ENUMERATED |
ipm (0),
rn (1),
nrn (2),
on (3) }
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-- IPM synopsis
ipm-synopsis ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX IPMSynopsis,
NUMERATION single-valued,
1D id-sat-ipm-synopsis }
IPMSynopsis ::= SEQUENCE OF BodyPartSynopsis
BodyPartSynopsis ::= CHOICE (
message [0] MessageBodyPartSynopsis,
non-message [1] NonMessageBodyPartSynopsis}
MessageBodyPartSynopsis ::= SEQUENCE ({
TTumber [0 SequenceNumber,
synopsis [1] 1IPMSynopsis}
NonMessageBodyPartSynopsis ::= SEQUENCE {
type [0] OBJECT IDENTIFIER,
parameters [1] INSTANCE OF TYPE-IDENTIFIER OPTIONAL,
size [2] INTEGER,
processed [3] BOOLEAN DEFAULT FALSE}
-- Bqdy part summary
body-parts-summary ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX BodyPartDescriptor,
NUMERATION multi-valued,
ID id-sat-body-parts-summary }
BodyPartDescriptor ::= SEQUENCE {
data [0] OBJECT IDENTIFIER,
parameters [1] OBJECT IDENTIFIER OPTIONALY
this-child-entry [2] SequenceNumber OPTIONAL,
position [3] INTEGER,
size [4] INTEGER,
processed [5] BOOLEAN DEFAULT FALSE }
-- IPM auto discarded
ipm{auto-discarded ATTRIBUTE ::=
WITH ATTRIBUTE-SYNTAX BOOLEAN,
EQUALITY MATCHING-RULE booleanMatch,
NUMERATION single-valued,
ID id*sat-ipm-auto-discarded }
-- Bddy part signature verification stdtils
body-part-signature-verififation-status ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX BodyPartSignatureVerification,
NUMERATION single-valued,
ID id-hat-body-part-signature-verification-status }
BodyPartSignatureVerification ::= SET OF SET ({
bodyspatt-sequence-number BodyPartNumber,
bodypart-signature SignatureStatus }
-- HEAPDING ATTRIBUTES
-- Heading
heading ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Heading,
NUMERATION single-valued,
ID id-hat-heading }
-- Heading analyses
rn-requestors ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORDescriptor,
EQUALITY MATCHING-RULE oRDescriptorMatch,
NUMERATION multi-valued,
D id-hat-rn-requestors }

162 ITU-T Rec. X.420 (06/1999)


https://standardsiso.com/api/?name=ba60289738f03e5de0fcc11b325de2e1

	ITU-T Rec. X.420 (06/1999) Information technology - Message Handling Systems (MHS) - Interpersonal Messaging System
	Summary
	Source
	FOREWORD
	CONTENTS
	SECTION 1 - INTRODUCTION
	1 Scope
	2 Normative references
	2.1 Open Systems Interconnection
	2.2 Message Handling Systems
	2.3 Directory Systems
	2.4 Language Code
	2.5 Character Sets
	2.6 Telematic Services
	2.7 File Transfer
	2.8 Open Document Architecture
	2.9 Digital Encoding of Sound
	2.10 Cryptography

	3 Definitions
	4 Abbreviations
	5 Conventions
	5.1 ASN.1
	5.2 Grade
	5.3 Terms
	5.4 Conventions for attribute-types used in Table 5
	5.5 Interpretation of UTC Time values

	SECTION 2 - ABSTRACT INFORMATION OBJECTS
	6 Overview
	7 Interpersonal Messages
	7.1 Heading Field Component Types
	7.1.1 IPM Identifier
	7.1.2 Recipient Specifier
	7.1.3 OR-Descriptor
	7.1.4 IPMS Extension

	7.2 Heading Fields
	7.2.1 This IPM
	7.2.2 Originator
	7.2.3 Authorizing Users
	7.2.4 Primary Recipients
	7.2.5 Copy Recipients
	7.2.6 Blind Copy Recipients
	7.2.7 Replied-to IPM
	7.2.8 Obsoleted IPMs
	7.2.9 Related IPMs
	7.2.10 Subject
	7.2.11 Expiry Time
	7.2.12 Reply Time
	7.2.13 Reply Recipients
	7.2.14 Importance
	7.2.15 Sensitivity
	7.2.16 Auto-forwarded
	7.2.17 Extensions

	7.3 Body Parts
	7.3.1 Extended Body Part
	7.3.2 Body Part Encoding

	7.4 Standard Body Part Types
	7.4.1 IA5 Text
	7.4.2 G3 Facsimile
	7.4.3 G4 Class 1
	7.4.4 Teletex
	7.4.5 Videotex
	7.4.6 Encrypted
	7.4.7 Message
	7.4.8 Mixed-mode
	7.4.9 Bilaterally Defined
	7.4.10 Nationally Defined
	7.4.11 General Text
	7.4.12 File Transfer
	7.4.13 Voice
	7.4.14 Report
	7.4.15 Notification
	7.4.16 Forwarded Content
	7.4.17 PKCS7


	8 Interpersonal Notifications
	8.1 Common Fields
	8.1.1 Subject IPM
	8.1.2 IPN Originator
	8.1.3 IPM Intended Recipient
	8.1.4 Conversion EITs
	8.1.5 Notification Extensions

	8.2 Non-receipt Fields
	8.2.1 Non-receipt Reason
	8.2.2 Discard Reason
	8.2.3 Auto-forward Comment
	8.2.4 Returned IPM
	8.2.5 NRN Extensions

	8.3 Receipt Fields
	8.3.1 Receipt Time
	8.3.2 Acknowledgment Mode
	8.3.3 Suppl Receipt Info
	8.3.4 RN Extensions

	8.4 Other Notification Type Fields
	8.4.1 Absence Advice
	8.4.2 Change of Address Advice


	SECTION 3 - ABSTRACT SERVICE DEFINITION
	9 Overview
	10 Primary Object Types
	10.1 Interpersonal Messaging System User
	10.2 Interpersonal Messaging System

	11 Primary Port Types
	11.1 Origination
	11.2 Reception
	11.3 Management

	12 Abstract Operations
	12.1 Origination Abstract Operations
	12.1.1 Originate Probe
	12.1.2 Originate IPM
	12.1.3 Originate RN
	12.1.4 Originate ON

	12.2 Reception Abstract Operations
	12.2.1 Receive Report
	12.2.2 Receive IPM
	12.2.3 Receive RN
	12.2.4 Receive NRN
	12.2.5 Receive ON

	12.3 Management Abstract Operations
	12.3.1 Change Auto-discard
	12.3.2 Change Auto-acknowledgment
	12.3.3 Change Auto-forwarding


	13 Abstract Errors
	13.1 Subscription Error
	13.2 Recipient Improperly Specified

	14 Other Capabilities
	SECTION 4 - ABSTRACT SERVICE PROVISION
	15 Overview
	16 Secondary Object Types
	16.1 Interpersonal Messaging System User Agent
	16.2 Interpersonal Messaging System Message Store
	16.3 Telematic Agent
	16.4 Telex Access Unit
	16.5 Physical Delivery Access Unit
	16.6 Message Transfer System

	17 Secondary Port Types
	17.1 Submission
	17.2 Delivery
	17.3 Retrieval
	17.4 Administration
	17.5 Import
	17.6 Export

	18 User Agent Operation
	18.1 State Variables
	18.2 Performance of Origination Operations
	18.2.1 Originate Probe
	18.2.2 Originate IPM
	18.2.3 Originate RN
	18.2.4 Originate ON

	18.3 Performance of Management Operations
	18.3.1 Change Auto-discard
	18.3.2 Change Auto-acknowledgment
	18.3.3 Change Auto-forwarding

	18.4 Invocation of Reception Operations
	18.4.1 Receive Report
	18.4.2 Receive IPM
	18.4.3 Receive RN
	18.4.4 Receive NRN
	18.4.5 Receive ON

	18.5 Internal Procedures
	18.5.1 Auto-discard
	18.5.2 Auto-acknowledgment
	18.5.3 Auto-forwarding


	19 Message Store Operation
	19.1 Binding to the IPMS-MS
	19.1.1 MS-Bind-argument
	19.1.2 MS-Bind-result

	19.2 Creation of Information Objects
	19.2.1 Mapping an IPMS Message to an MS entry
	19.2.2 Mapping of forwarding messages in the IPMS-MS
	19.2.3 Presence of General-attributes in child-entries

	19.3 Maintenance of Attributes
	19.4 Notification of Non-receipt
	19.5 IPMS-MS abstract-operation extensions
	19.5.1 MS-Bind extensions
	19.5.2 MS-Bind-Result extensions
	19.5.3 IPM -submission options
	19.5.4 IPM submission errors
	19.5.5 Forwarding-request extension
	19.5.6 Delete extensions

	19.6 IPMS-MS Attributes
	19.6.1 Summary Attributes
	19.6.2 Heading Attributes
	19.6.3 Body Attributes
	19.6.4 Notification Attributes
	19.6.5 Correlation Attributes
	19.6.6 The IPMS-attribute-table information object class
	19.6.7 Generation of the IPMS-specific Attributes
	19.6.8 Attributes Subject to Modification

	19.7 IPMS-MS matching rules
	19.7.1 IPM-identifier-match
	19.7.2 IPM-location-match
	19.7.3 OR-descriptor-match
	19.7.4 OR-descriptor-elements-match
	19.7.5 OR-descriptor-substring-elements-match
	19.7.6 OR-descriptor-single-element-match
	19.7.7 Recipient-specifier-match
	19.7.8 Recipient-specifier-elements-match
	19.7.9 Recipient-specifier-substring-elements-match
	19.7.10 Recipient-specifier-single-element-match
	19.7.11 Circulation-member-match
	19.7.12 Circulation-member-elements-match
	19.7.13 Circulation-member-substring-elements-match
	19.7.14 Circulation-member-single-element-match
	19.7.15 Circulation-member-checkmark-match
	19.7.16 Distribution-code-match
	19.7.17 Information-category-match

	19.8 IPMS-MS auto-actions
	19.8.1 Auto-action performance
	19.8.2 IPM Auto-forward
	19.8.3 IPM Auto-acknowledgement
	19.8.4 IPM Auto-correlate
	19.8.5 IPM Auto-discard
	19.8.6 IPM auto-advise

	19.9 Procedures for the IPMS-MS
	19.9.1 Additional procedures for Message-delivery and Report-delivery
	19.9.2 Additional Procedures for MS-message-submission
	19.9.3 Additional Procedures for Fetch
	19.9.4 Additional Procedures for Delete and Auto-delete
	19.9.5 Auto-discard of expired IPMs


	20 Message Contents
	20.1 Content
	20.2 Content Type
	20.3 Content Length
	20.4 Encoded Information Types

	21 Port Realization
	22 Conformance
	22.1 Origination Versus Reception
	22.2 Statement Requirements
	22.3 Static Requirements
	22.4 Dynamic Requirements

	Annex A - General IPMS Extensions
	A.1 Heading Extensions
	A.2 Recipient Extensions
	A.3 Notification Extensions
	Annex B - IPMS Security Extensions
	B.1 Recipient Security Request
	B.2 IPN Security Response
	B.3 Security Diagnostic Code
	B.4 Additional UA Procedures
	B.5 Additional MS Procedures
	B.6 MTS Extensions
	Annex C - Reference Definition of Object Identifiers
	Annex D - Reference Definition of Abstract Information Objects
	Annex E - Reference Definition of Extended Body Part Types
	E.1 Equivalents of Basic Body Part Types
	E.2 General Text
	E.3 File Transfer
	E.4 Voice
	E.5 Report and Notification
	E.6 Forwarded Content
	E.7 PKCS7
	Annex F - Reference Definition of Functional Objects
	Annex G - Reference Definition of Abstract Service
	Annex H - Reference Definition of IPM Extensions
	Annex I - Reference Definition of Message Store Attributes
	Annex J - Reference Definition of IPMS-MS auto-actions
	Annex K - Reference Definition of IPMS Security Extensions
	Annex L - Reference Definition of Upper Bounds
	Annex M - Support of the Interpersonal Messaging Service
	M.1 Support of Recipient Specifier Components
	M.2 Support of Heading Fields
	M.3 Support of Body Aspects
	M.4 Support of Notification Fields
	M.5 Support of Envelope Fields
	M.6 Support of IPMS Message Store
	Annex N - Security Model Supplement for IPMS
	N.1 Introduction
	N.2 Security Services
	N.3 Supplements to Clause 10.2: Security Services
	N.4 Body Part Encryption
	N.5 Body Part Authentication and Integrity
	N.6 IPM Security Labelling
	N.7 IPN Authentication
	N.8 Non-repudiation of IPM Responsibility.
	Annex O - ASN.1 Module for PKCS#7
	Annex P - Differences Between ISO/IEC 10021-7 and ITU-T Recommendation X.420
	Annex Q - Summary of Changes to Previous Editions
	Q.1 Differences between CCITT Rec. X.420 (1984) and CCITT Rec. X.420 (1988)
	Q.2 Differences between CCITT Rec. X.420 (1988) and ISO/IEC 10021-7:1990
	Q.3 Differences between ISO/IEC 10021-7:1990 and CCITT Rec. X.420 (1992)
	Q.4 Differences between CCITT Rec. X.420 (1992) and ITU-T Rec. X.420 (1996) | ISO/IEC 10021-7:1997
	Q.5 Differences between ITU-T Rec. X.420 (1996) | ISO/IEC 10021-7:1997 and ITU-T Rec. X.420 (1998) | ISO/IEC 10021-...
	Annex R - Index

