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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technica activity. 1ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations, governmental and non-governmental, in liaison with 1SO and IEC, aso take part in the work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the fi
Internati

International Standard requires approval by at least 75 % of the national bodies casting avote.

d of information technology, 1SO and IEC have established a joint technical committee, 1SO/IEC JFE€'Y]. Draft
al Standards adopted by the joint technical committee are circulated to national bodies for voting. Pubilicatign as an

Attention|is drawn to the possibility that some of the elements of this part of 1SO/IEC 10021 may bethe subject of| patent

rights. ISD and |EC shall not be held responsible for identifying any or all such patent rights.

Internati

al Standard | SO/IEC 10021-5 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techpology,

Subcomnjittee SC 6, Telecommunications and information exchange between systems, in‘collaboration with ITU-[T. The

identical

ext is published as ITU-T Recommendation X.413.

This fourth edition cancels and replaces the third edition (ISO/IEC 10021-5:1996), which has been technically revised,
incorporaies Amendment 1:1998 and Technical Corrigendum 1:1998.

ISO/IEC 10021 consists of the following parts, under the genera title Information technology — Message Handling $ystems

(MHS):
— Part [l: Systemand Service Overview

— Part : Overall architecture

— Part B: Abstract Service Definition Conventions

— Part #i: Message transfer system: Abstract service definition and procedures
— Part b: Message store: Abstract service defihition

— Part p: Protocol specifications

— Part [7: Interpersonal messaging System

— Part B: Electronic Data Interchange Messaging Service

— Part P: Electronic Datalnterchange Messaging System

— Part [10: MHSrouting

— Part [11: Guidefor Messaging Systems Managers

Annexes Ato,G form a normative part of this part of ISO/IEC 10021. Annexes H to K are for information only.
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Introduction

This Service Definition is one of a series of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more other users (the recipients).

This Service Definition defines the Message Store abstract-service (MS abstract-service) which supports message-
retrieval from a Message Store (MS) and message-submission through the MS in a Message Handling System (MHS).
The MS abstract-service also provides message-administration services, as defined by the Message Transfer System
(MTS) abstract-service.

This
ITU-

Service Definition has been produced by joint ITU-T — ISO/IEC agreement. It is published as commomt
[ Rec. X.413 | ISO/IEC 10021-5. Annex K lists the differences between ITU-T and ISO/IEC texts.

PXt as

© ISO/IEC 1999 — All rights reserved
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE STORE: ABSTRACT SERVICE DEFINITION

9 (E)
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provi
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'TION 1 — GENERAL

Scope

Recommendation | International Standard defines the Message Store abstraet-service. This abstract-serv
ded by the Message Store access protocol (specified in ITU-T Rec. X.419 | ISOAEC 10021-6) in conjunction
TS abstract-service (defined in ITU-T Rec. X.411 | ISO/IEC 10021-4);, together with the Remote Oper
ce Element (ROSE) services (defined in ITU-T Rec. X.219 | ISO/IEC 9072-1). The abstract-syntax fq
Cation-layer protocols used in this Recommendation | International Standard is defined in I
X.680 | ISO/IEC 8824-1.

Recommendations | parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400 | IS
-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 provid

hoing and defines the format of Interpersonal Messaggs.
bn 2 of this Recommendation | International~Standard contains the Message Store abstract-service defin
e 6 describes the MS model. Clause 7 defines the semantics and abstract-syntax of the MS-bind and the MS-ui
hct-operations. Clause 8 defines the semantics and abstract-syntax of the operations of the MS abstract-se|

e 9 defines the semantics and abstract-syntax of the errors of the abstract-service.

bn 3 of this Recommendation | Intérnational Standard defines the general-attribute-types, general-matching
eneral-auto-action-types related to the MS. Clause 10 contains an overview. Clause 11 defines the semantig

hing-rules. Clause 13 defines the semantics and abstract-syntax of the general-auto-action-types.

bn 4 of this Recommendation | International Standard describes the procedures for Message Store and the
ation. Clause<l4-Contains an overview. Clause 15 describes how the Message Transfer System abstract-sery

consymed. Clause(16 describes how the Message Store abstract-service is supplied. Clause 17 describes how th|
ports|are realized:

The [requirements for conformance to this Recommendation | International Standard are stated in clause

ITU-

ce is
with
itions
r the
TU-T

/IEC
s an

ectural overview of the MHS. ITU-T Rec. X.420 | ISOAEC 10021-7 defines the abstract-service for Interpersonal

ition.
hbind
Fvice.

rules,
s and

hct-syntax of the general-attribute-types. Clause 12 defines the semantics and abstract-syntax of the geperal-

ports
ice is
c MS

|0 of

Rec X 419 | ISQAEC 10021-6

2

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently

valid

ITU-T Recommendations.
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2.1

Reference Model references

This Recommendation | International Standard cites the following Reference Model specification:
— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1: 1994, Information technology — Open Systems

2.2
This

2.3
This

2.4
This

2.5
This

3.1

Interconnection — Basic Reference Model: The Basic Model.

Presentation references

Recommendation | International Standard cites the following Presentation specifications:

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1: 1998, Information technology — Abstract Syntax

Notation One (ASN.1 ) Specification of basic notation.

Notatzon One (ASN I ): Informatzon object specification.

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3: 1998, Information technology — Abstract §
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1: 1998, Information technology > ASN.! enc
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER)Yand Distingu
Encoding Rules (DER).

Remote Operations references

Recommendation | International Standard cites the following Remote Operations-specification:

— ITU-T Recommendation X.880 (1994)|ISO/IEC 13712-1: 1995, Information technology — R
Operations: Concepts, model and notation.

Directory references

Recommendation | International Standard cites the following Directory specifications:

— ITU-T Recommendation X.501 (1997) | ISO/IEE.'9594-2: 1998, Information technology — Open Sy
Interconnection —The Directory: Models.

— ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8: 1998, Information technology — Open Sy
Interconnection — The Directory: Autlentication framework.

— ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6: 1998, Information technology — Open Sy
Interconnection —The Directorp:>Selected attribute types.

Message Handling references

Recommendation | International Standard cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (1999), Message handling services: Message handling systen
service overview.

ISO/TEC\10021-1: 1999, Information technology — Message Handling Systems (MHS) — Part 1: Syste
serviceloverview.

— ITUT Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Me
Handling Systems (MHS): Overall architecture.

—\ ITU-T Recommendation X.411 (1999)|ISO/IEC 10021-4: 1999, Information technology — Me

yntax

ntax

bding
ished

mote

stems

stems

stems

 and

i and

ssage

ssage

Hnnrﬂrno Svstems. ‘(}4HS) Z]gleggagg tzangf_éz system.: Abstract service rfof‘nrhnn and. nrnr*oriurov

— ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6: 1999, Information technology — Message

Handling Systems (MHS): Protocol specifications.

— ITU-T Recommendation X.420 (1999) |ISO/IEC 10021-7: 1999, Information technology — Message

Handling Systems (MHS): Interpersonal messaging system.

Definitions

Common Definitions for MHS

For a list of the common definitions for MHS refer to ITU-T Rec. X.402 | ISO/IEC 10021-2.
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Message Store Definitions

For the purposes of this Recommendation | International Standard the following definitions apply:

3.21

3.2.2

3.23

3.25
3.2.6
3.2.7

3.2.8

3.2.9

3.2.1p
3.2.1
3.2.1p
3.2.18

3.2.14

3.2.1p

3.21
3.21

~ N

3.2.1B8

3.2.1p

3.2.2D

3.2.20
3.2.2
3.2.23

3.2.24

3.2.25
3.2.26

3.2.27

abstract-association: An abstract binding between two communication partners. In this Service Definition, the
binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and the
MTS for the provision of the MTS abstract-service.

Administration Port: A port which supports the administration services (of the MTS) within the MS abstract-
service.

Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-user that a message
or report has been delivered to the MS. May be issued only over an existing abstract-association.

attribute-type: That component of an attribute which indicates the class of information given by thag.attr{bute.
attribute-value: A particular instance of the class of information indicated by an attribute type.

attribute-value-assertion: A proposition, which may be true, false, or undefined, concerning the values|of an
attribute in an entry.

auto-action: Actions that are performed automatically by the MS according to instructions previously registered
by the MS-user.

Auto-action-log: An entry-class which contains entries that record the performance of certain auto-actigns by
the MS.

auto-action-event: An entry of the Auto-action-log entry-class which répresents an auto-action execution
auto-action-type: The type of an auto-action, e.g., Auto-alert.
Auto-alert: An auto-action which alerts the MS-user when.a message or report is delivered.

Auto-correlate-reports: An auto-action which correlates delivery reports with the originally subritted
messages or probes to which they are related.

Auto-delete: An auto-action that deletes messages-whose storage period has expired.

Auto-forward: A class of auto-actions which\ causes the MS to forward a delivered message to one or[more
recipients. As the definition of Auto-forwatd is content-specific, it is not defined in this Service Defirfition.
Rather, each type of Auto-forward auto-action is defined in the Specification for the content-type concerngd.

Auto-modify: An auto-action whichyapplies modifications to the attributes of newly created entries.

child-entry: An entry immediately subordinate to another entry (its parent-entry) in a tree-strudtured
relationship. An entry which)is not a child-entry is a main-entry.

child-sequence-number:“A sequence-number in a parent-entry pointing to a child-entry. A parent-entry hgs one
value of child-sequenee-number for each child-entry it possesses.

constraining, set;) An information object set used to constrain the values of related components within a $et or
Sequence. SeedTU-T Rec. X.682 | ISO/IEC 8824-3.

content=specific: Describes a specification or action whose effect depends on the content-type of the mdssage
being-handled.

creation-time: An attribute which records the date and time at which the entry was created by the MS.

= oI = i i T —Class.

delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content
of a delivered-message.

delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-
message.

delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-report.

Delivery: An entry-class which contains entries that represent messages and reports delivered by the MTS to
the MS.

Delivery-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and reports delivered by the MTS to the MS.

ITU-T Rec. X.413 (1999 E) 3
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3.2.28
3.2.29
3.2.30

3.2.31

3.2.32

3.2.33

Draft: An entry-class which contains draft-message entries.
draft-message: An entry of the Draft entry-class which represents a message not yet submitted to the MTS.

entry: An information object stored in the MS. See 3.2.17, 3.2.45, and 3.2.61 for further classification of
entries.

entry-class: A category of entry which represents a particular type of information object. The principal entry-
classes are the Stored-message, the Message-log and the Auto-action-log entry-classes.

entry-information: A parameter, used in abstract-operations, which conveys selected information from an
entry.

entry-information-selection: A parameter, used in abstract-operations, which indicates what information from

3.2.34

3.2.3p

3.2.3p

3.2.37

3.2.3B8

3.2.3p

3.2.4D

3.2.40

3.2.4p
3.2.48

3.2.44

3.2.4p

3.2.4p

3.2.47

an entry 1s being requested.

entry-type: An attribute which indicates whether an entry contains a delivered-message, a delivered-report, a
returned-content, a submitted-message, a submitted-probe, a draft-message or an auto-action-eyent entry.

Fetch abstract-operation: An abstract-operation which allows an unrestricted set of attribute informatign for
one selected entry of a specified entry-class to be fetched from the MS by the MS-user.

fetch-restrictions: Restrictions, imposed by the MS-user, on the type of information it'is prepared to recejve as
a result of Fetch. The possible restrictions are on attribute-length, content-types and.eéncoded information fypes.

filter: A parameter, used in abstract-operations, which applies a test to a patticular entry and is either safjisfied
or not by that entry.

filter-item: An assertion about the presence or value(s) of an attribute(of'a particular type in an entry undef test.
Each such assertion is either true, false, or undefined.

forwarding-request: A parameter that may be present in the argument of the MS-message-submission abdtract-
operation, invoked by the MS-user, to request that a stored message is forwarded from the MS.

general-attribute: An attribute which is valid for all\types of messages and reports, independent of coptent-
type. Only attributes of this type are defined in this Service Definition.

general-auto-actions: An auto-action whichi\is/valid for all types of messages and reports, independ¢nt of
content-type. Only auto-actions of this type-ar¢ defined in this Service Definition.

grade: Defined in 5.2 of ITU-T Rec. X:402 | ISO/IEC 10021-2.

limit: A component of the selector Jparameter which specifies the maximum number of selected entries|to be
returned in the result of an abstract-operation.

List abstract-operation: ‘An abstract-operation which allows the selection of entries of a specified entryjclass
and requests certain attribute information to be returned for those entries.

main-entry: An ehtpy which may form the root of a set of related entries, organized in a tree-structured faghion.
Zero or more chitd-entries may be associated with a main-entry.

matching-xule: A rule which allows entries to be selected by making assertions concerning their attr{bute-
values,

message-group: A set of related entries. An entry's message-group-name attribute indicates the message-groups
of which it is a member.

3.2.4

3.2.49

3.2.50

3.2.51
3.2.52

Message-log. An entry-class which incorporates all entries of the submission-log and Delivery-log entry-
classes.

Message-submission abstract-operation: An abstract-operation the MS invokes to submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain content-specific auto-actions are
performed.

Modify abstract-operation: An abstract-operation used to modify the attributes of one or more entries within
an entry-class.

MS abstract-service: The set of capabilities that the MS offers to its users by means of its ports.

MS abstract-service-user: The user of the MS abstract-service. An end-user may employ different UAs, at
different times, to act as the MS-abstract-service-user when accessing the MS abstract-service.

ITU-T Rec. X.413 (1999 E)
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3.2.53
3.2.54

3.2.55

3.2.56

3.25

3.2.58
3.2.5p
3.2.6D

3.2.6[

3.2.6p

3.2.68

3.2.64

3.2.6p

3.2.6p

3.2.6]
3.2.6B8
3.2.6p

3.2.7D

3.2.71
3.2.7p

3.2.78

ISO/IEC 10021-5 : 1999 (E)

MS abstract-service-provider: The MS which provides the MS abstract-service.

MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
message to the MTS (and optionally store a copy), or to store a draft message.

MS-probe-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
probe to the MTS, and optionally store a copy.

MS-submission Port: A port which supports the MS-submission services of the MS abstract-service. The MS-
submission abstract-service offers the same services as the Message-submission abstract-service (of the MTS
abstract-service), and in addition, offers services for the storage of submitted messages, the logging of submitted
messages, and the forwarding of messages residing in the MS.

- A _Dparg CIC cd 0_aD d C On d d 0 Q_(ACIC hera
message or probe is to be submitted to the MTS, or stored in the MS, or both submitted and stored.
MS-user: A shorter form of “MS abstract-service-user”.
multi-valued attribute: An attribute which may have several values associated with it.

override: A component of the selector parameter which indicates that previously registéred/restrictions fpr the
performance of theis Fetch abstract-operation shall not apply in this instance of the abstract-operation.

parent-entry: An entry immediately superior to one or more child-entries. A parent-entry which is not a ¢hild-
entry of some other entry is a main-entry.

parent-sequence-number: A sequence-number which identifies a child-efitry's parent-entry. Each childientry
has one value of parent-sequence-number.

partial-attribute-request: A form of the entry-information-selection parameter which requests the retyrn of
selected values only, from a multi-valued attribute. See 3.2.33¢

range: A parameter used in abstract-operations to select.a ‘contiguous sequence of entries of a specified ¢ntry-
class.

Register-MS abstract-operation: An abstract-operation which allows the MS-user to register infornjation
relevant to its interworking with the MS.

registration: Information which is registered with the MS and stored between abstract-associations [until
changed by the Register-MS abstract-operation). See 3.2.65.

registration-identifier: An identifi¢tfor one particular set of registration parameters for an auto-action-type.
Retrieval Port: A port whichtsupports the retrieval services of the MS abstract-service.

retrieval-status: An attribute which records whether an entry has been retrieved from the MS by the MS-user..
Possible values are new, fisted and processed.

returned-content:”An entry of the Delivery entry-class which contains the returned content of a previjously
submitted message.

selector:.Aparameter used in abstract-operations to select entries of a specified entry-class.

sequénce-number: An attribute which unambiguously identifies an entry. Sequence-numbers are allocated in
as€ending order.

single-valued attribute: An attribute which may have one value only associated with it.

3.2.74
3.2.75

3.2.76

3.2.77

3.2.78

Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry-classes.

Submission: An entry-class which contains entries that represent messages and probes which have been
submitted to the MTS via the MS.

Submission-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and probes which have been submitted to the MTS.

submitted-message: An entry of the Submission or Submission-log entry-classes which represents a submitted-
message.

submitted-probe: An entry of the Submission or Submission-log entry-classes which represents a submitted-
probe.

ITU-T Rec. X.413 (1999 E) 5
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3.2.79 subscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
availability and use of optional MS features. This Service Definition assumes that such an agreement can be

made, but does not prescribe the method by which it is made.

3.2.80 Summarize abstract-operation: An abstract-operation which provides an overview of the kind and number of

entries of some entry-class which are currently stored in the MS.

3.2.81 UA-registration: Information registered with the MS which is specific to one of a user's UAs. See 3.2.66.

4 Abbreviations

The abbreviations used in this Service Definition are defined in clause 5, and in ITU-T Rec. X.402 | ISO/IEC 10021-2,

1 13
CXCerWITCTT TIOTCU UCTOW:

ASN.1 Abstract Syntax Notation One
DL distribution-list
EIT encoded-information-type

MASE-88  Message Administration Service Element 1988
MASE-94  Message Administration Service Element 1994
MHS Message Handling Systems

MRSE-88  Message Retrieval Service Element 1988
MRSE-94  Message Retrieval Service Element 1994

MS Message Store

MSSE Message Submission Service Element

MS-MSSE  MS Message Submission Service Element

MTS Message Transfer System

ROS Remote Operations

UA User Agent

UTC Universal Coordinated Time (see ITU-T Rec. X.680 | ISO/IEC 8824-1)
5 Conventions

This Bervice Definition uses the descriptive-conventions listed below.

5.1 Conventions for abstract-services

This Bervice Definition uses the following ASN.1-based descriptive conventions for the indicated purposes:
a) To define the information objects of the MS abstract-service, and other data types and values, ASN.1

b) To defineCthe MS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERATION,
ABSTRACT-ERROR information object classes of ITU-T Rec. X.411 |ISO/IEC 10021-4. Theg
derived{ directly from the corresponding information object classes defined in ITU-T Rec. X
ISOAEC 13712-1, which also defines the CONTRACT and CONNECTION-PACKAGE inforni
object classes.

¢) ' To define attributes, the ATTRIBUTE information object class of 6.3.3.3.

itself.

and
e are
880 |
ation

d)__Tao define auto-actions_the AUTQO-ACTION and AUTQ-ACTION-ERROR information nhjm“r C

asses

of 6.5.

e) To define matching-rules, the MATCHING-RULE information object class of ITU-T Rec. X
ISO/IEC 9594-2 (see also 6.3.9.3).

501 |

Whenever this Service Definition describes a class of data structure having components, each component is categorized

as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of the

object (e.g. user) supplying that instance.

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by this

Service Definition.
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5.2 Conventions for attribute-types used in Tables 2 and 3 of clause 11

This Service Definition uses the conventions listed below in its definition of the attribute-types for the MS
abstract-service.
For the column headed “Single/Multi-valued” the following values may occur:
S Single-valued
M Multi-valued
In Table 2, for the column headed “Support level by MS”, the sub-heading “Stored-message entry-class” refers to the

Stored-message (and the Submission, Delivery and Draft) entry-classes, and the sub-heading “Message-log entry-class”

refers to the Message-log (and the Submission-log and Delivery-log) entry-classes. The following values may occur in
thls lumnan Tahleg 2 and 3-

M Mandatory
O Optional
—  Not supported

For the columns headed “Presence in” any of delivered-message, delivered-report, returned-message, subniitted-
messfge, submitted-probe entry, draft-message, and Auto-action-log entries, the presencepofieach attribute-type is
descriibed by one of the following values:

P Always present in the entry because:

— it is mandatory for generation by the MS; or
— it is a mandatory or defaulted parameter in the relevant abstraet-operation.

C Conditionally present in the entry. It is present if:

— it is supported by the MS and subscribed to by the user;and
— it is present in an optional parameter in the relevang.abstract-operation.

—  Always absent, otherwise.

For the columns headed “Available for List”, and “Availablexfor Summarize”, the following values may occur:

N No
Y Yes
5.3 Conventions for attribute-types used in Table 4 of clause 11

This [Service Definition uses the conventions listed below in its definition of the attribute-types for the MS abgtract-
servige.

For the column headed “Single/Multi-valued”, the following values may occur:

S Single-valued
M Multi-valued

For the column headed “Source generated by”, the following values may occur:

Amod Auto-modify auto-action

Md Message-delivery abstract-operation

Mod\." Modify abstract-operation

MS Message Store

Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation.

5.4 General font conventions

Throughout this Service Definition, terms are rendered in bold when defined. Terms that are proper nouns are
capitalized, generic terms are not. Multi-word generic terms are hyphenated.

5.5 Font conventions for ASN.1 definitions

Throughout this Service Definition, ASN.1 definitions appear in Couri er font to highlight the difference between
normal text and ASN.1 definitions. The font used for ASN.1 definitions is also one size smaller than normal text.
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5.6 Rules for ASN.1 definitions

ASN.1 definitions appears both in the body of this Service Definition to aid the exposition, and again, formally, in
annexes for reference. If differences are found between the ASN.1 used in the exposition and that formally defined in the
corresponding annex, a specification error is indicated.

5.7 Conventions for previous editions of this Service Definition

This Service Definition uses the term "1988 Application Contexts" to refer to MS operation using the ms-access-88
and ms-reliable-access-88 Application Contexts originally defined in CCITT Rec. X.419 (1988) and (1992) |
ISO/IEC 10021-6:1990. The term "1994 Application Contexts" refers to MS operation using the ms-access-94 and
ms-reliable-access-94 Application Contexts defined in ITU-T Rec. X.419 (1995)|ISO/IEC 10021-6:1990,
Amefidment 1:199%:

The gbstract-syntax defined in this Service Definition may be mapped to that used in previous editions as follows. All
ASN]1 definitions of object sets and Enumerated types which contain the ASN.1 extensions marker ("..,"") are treafed as
if any extension additions following the marker are absent. For definitions where the extension marker'i$ not usefl, the
ASN]|1 comment "-- 1994 extension --" has a similar interpretation. The effect of this is that certaimabstract-operations,
entryfclasses, entry-types, attribute-types, matching-rules, and auto-action-types are not standatrdized for use in|1988
Appljcation Contexts. In addition, attribute-types and columns marked with an asterisk (*) in, Fable 2 are not d¢fined
for 1988 Application Contexts.

5.8 ASN.1 Packed Encoding Rules

Althqugh the abstract syntax in this Service Definition contains extension markers, it has not been verified that thepe are
present in all instances that would be required before Packed Encoding Rulés could safely be used.

5.9 Interpretation of UTC Time values

Dateg and times in the MHS protocols are represented using the ASN.1 UTCTime type which uses only two defimal
digitg to represent the year, leaving the century unspecifiedxSince MHS systems must deal with dates both in th¢ past
(e.g. pubmission times of old messages which may be heldun local storage or forwarded) and in the future (expiry|time,
deferted delivery time), it is important to observe a stariddrd convention to avoid inaccurate display or malfunction pf the
MHS| when dates from different centuries are compared:

The §wo decimal digits give 100 different years'that can be expressed; an implementation has to associate each of|these
valugs with a particular century. The chosen\convention is that dates up to ten years prior to the current time and|up to
forty [years ahead of the current time should-be associated with the corresponding century, with the interpretation pf the
remajning 49 values being implementation dependent. For example, for a system operating in 1996 the values "§6" to
"99" pre interpreted as 1986 to 1999and the values "00" to "36" are interpreted as 2000 to 2036, and the values "$7" to
"85" pre implementation dependént.

NPTE — This convention petmits two possible implementation strategies. An implementation can choose a fixed interpretafion of
all the year values, such«that the convention is satisfied throughout the expected life of the product, or it can interpret thd dates
dynamically, based on th® current date, such that the implementation remains valid indefinitely. For example, an implemerftation
cquld choose the fixed range 1970 to 2069 for the available values, meaning that the implementation would require revision|if it is
stjll in use by the year 2029.

SEQTION 2 — MESSAGE STORE ABSTRACT-SERVICE DEFINITION

6 Message Store model

The Message Store (MS) is modelled as an object which acts as a provider of services to the MS abstract-service-user
(the MS-user), and as a user of services provided by the Message Transfer System (MTS).

The MS serves an intermediary role between the MS-user and the MTS. Its primary function is to provide storage for
messages submitted by and delivered to a single MHS end-user, and to retain these for subsequent retrieval by the end-
user's UA or UAs. The MS also provides message-submission and message-administration services to the MS-user, in
effect, via 'pass-through' to the MTS. This enables the MS to provide additional functionality compared to submission
directly to the MTS, such as the storage of submitted messages, the forwarding of messages residing in the MS, and the
logging of submission and delivery events.
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Like the MS-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not provide a common or shared
multi-user MS service.

NOTE — In a typical implementation, a single system will serve many users and hence comprise many Message Stores.

The MS is described using an abstract model to define the service it provides — the Message Store abstract-service.
Figure 1 shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service.
In this figure, the open boxes represent the consumption of the abstract service, and the closed boxes represent the supply
of the abstract service.

MS-user MS MTS
Retrieval Delivery
MS L MS L MTS
abstract-service MS-Submission abstract-service Submission abstract-service
user Administration provider Administration provider

TISO5440-95/d01

Figure 1 — Message Store abstract-service

For fn introduction and description of the abstract-service concept and-its definition conventions, see I[TU-T
Rec. X.402 | ISO/IEC 10021-2. These conventions make use of variou$, information object classes used for the
specification of ROS-based application protocols which are defined in ITU-T" Rec. X.880 | ISO/IEC 13712-1.

In segure messaging the MS is treated as a separate object with a unique identity and has a separate key (or a set of|keys)
from [the MS-user.

6.1 Message Store objects and contracts

The Message Store (MS) is modelled as an objeet-which acts as provider of the MS abstract-service to the M$-user
undef the terms of an MS-access-contract. ThetMS is the responder to both the MS-access-contract-88 and thq MS-
access-contract-94, which are associated with\}988 and 1994 Application Contexts respectively.

ns MHS- OBJECT :: = {
1S {nmt s-user}
RESPONDS {ns-access-contract-88 | nms-access-contract-94}
1D i d- ot - 8-}

To provide the MS-user, with' access to the services of the MTS, the MS also acts as an MTS-user object; see Figure 2
(Part|2) and clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4. In this role it consumes the Submission, Delivery, and
Administration absttact“services of the MTS and acts as supplier of the MTS Submission and Administration abgtract-
serviges to the MS-user.

The MS-user:is also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contract-88 hinder
which it'acts as consumer of the MS abstract-service.

ms- user IHS- OBJECT :: = {
I NI TI ATES {ns-access-contract-88 | ns-access-contract-94}
1D id-ot-ns-user }

The MS-access-contract-94 defines an association contract established by means of the MS-connect connection
package, under which the initiator (the MS-user) acts as consumer of the Retrieval Port and MS-submission Port
abstract-services provided directly by the MS, and of the Administration Port abstract-services provided transparently by
the MS.

nms- access-contract-94 CONTRACT :: = {
CONNECTI ON nms- connect
I NI TI ATOR CONSUMER OF {retrieval | ns-subm ssion | adm nistration}
1D id-crt-nms-access-94 }
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The MS-access-contract-88 defines an association contract established by means of the MS-connect connection
package, under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port abstract-services provided
directly by the MS, and of the Submission and Administration-88 Port abstract-services provided transparently by

the MS.
nms- access-contract-88 CONTRACT :: = {
CONNECTI ON nms-connect -- with all 1994 extension additions omtted --
I NI TI ATOR CONSUMER OF {retrieval -88 | subm ssion | adm nistration-88}
I D id-crt-nms-access-88 }

The MS-connect connection package specifies the operations used in the establishment and release of an abstract-

assocC

1ation between the MS and MS-user.

ns- connect CONNECTI ON- PACKAGE : : = {

6.2

The ]
provi
capal
resid

Addi
outgd

submiitted messages or probes to which they are related.

By njeans of the MS-bind abstract-operation, the MS authenticates ‘an MS-user before providing it with any

stora,
abstr

Exce;
Chan
by th

Secu
how

of st
secu
discr

If sed
that

secur
discr

6.2.1

The Retrieval Port is defined as follows:

Bl ND nms- bi nd
UNBI ND nms- unbi nd
1D i d-cp-nms-connection }

Message Store ports

MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The (collection of capab)
ded by these ports constitutes the MS abstract-service. The retrieval capabilities are unique to the MS.
ilities include obtaining summaries of messages, fetching messages (in whole er\in part), deleting mes
ng in the MS, and registering requests for the MS to perform certain message management activities automati

ional message management services are performed by the MS on the MS-user’s behalf, for logging incomin
ing messages, for the automatic classification of stored messages, and for,duto-correlating delivery reports wi

be and retrieval capabilities indicated above. Similarly, the MTS abstract-service shall authenticate the
hct-service user before extending its services to the MTS abstract-service-user (the MS).

pt for the Alert service of the Retrieval Port, the Submission-control service of the MS-submission Port, arn
ge-credentials service of the Administration Port, all-the services provided by the MS abstract-service are in
e MS-user and performed by the MS.

ity-labels may be assigned to the MS in line with the security-policy in force. The security-policy may also
becurity-labels are to be used to enforce the security-policy. If security-labels are assigned to the MS, the har
red messages and reports bearing imessage-security labels may be affected by the security-policy in for
ity-labels are not assigned to the MS, the handling of stored messages and reports bearing message-security lal
Ptionary.

urity-contexts are established between the UA and the MS, and between the MS and the MTS, the securityj

ity-contexts are not“established, the assignment of a message-security-label to a message or probe is 3
btion of the origimator.

Retrieval Ports

ilities
[hese
sages
cally.

p and
h the

f the
MTS

d the
oked

lefine
dling
ce. If
els is

tlabel

s assigned to a message.or probe is confined by the security-context in line with the security-policy in fofce. If

t the

Detai

petrieval PORT ::= {
CONSUVER TNVORES {SUMMEr T Z€ | TSt | fEetCIT [ detete | TEegir Ster-ms,
... -- 1994 extension addition --,
nodi fy}
SUPPLI ER | NVOKES {al ert}
I D id-pt-retrieval -94 }

Is of the Retrieval Port abstract-services are given in 8.2 and clause 9.

The Retrieval-88 Port provided under the MS-access-contract-88 is defined as follows:

10

retrieval -88 PORT ::= {
-- Wth all 1994 extension additions to the abstract-operations absent --
CONSUMER | NVOKES {summarize | list | fetch | delete | register-Ms}
SUPPLI ER | NVOKES {al ert}
1D id-pt-retrieval -88 }
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MS-submission Ports

The MS-submission Port is defined as follows:

Detai

ms- subm ssion PORT ::= {
CONSUMER | NVOKES { ns- message- subm ssion | ns-probe-subm ssion |
nms- cancel - def erred-del i very}
SUPPLI ER | NVOKES {ns- subni ssi on-control }
1D i d-pt-ns-subnission }

Is of the MS-submission Port abstract-services are given in 8.3 and clause 9.

The Submission Port provided under the MS-access-contract-88 is defined in 8.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

6.2.3

The
Rec.

Whet
MTS
with

abstr

6.3

The ]
about
entryj
The

6.3.1

Administration rorts

Administration Port is defined in 84 of (and the Administration-88 Port in Annex C(of) I
X.411 | ISO/IEC 10021-4.

Lservice-provider, and passes through the MS. The MS stores the new credentials for use when.it.subsequently
the MTS. If the MS-user needs to update the credentials it uses when binding to the MS,\then the Registd
hct-operation is used (see 8.2.5).

Information model

VIS models each information object that it stores as an entry, which consists of the collection of information ki
that object. Each entry belongs to an entry-class, which identifies the claSs‘of object which the entry describd
comprises a set of attributes, which represent the component eleménts of information associated with the
ypes of attribute which are present in an entry depend, in part, on the entry-class of the entry.

Entry-classes

An entry-class comprises a category or categories of entries thatrepresent a particular type of information object.

pring
log e

Five
The ]
log a
of en

Whet

ipal entry-classes are defined: the Stored-message entry-class, the Message-log entry-class, and the Auto-a¢
ntry-class.

a) The Stored-message entry-class contains-entries which correspond to messages, reports, probes, and
messages.

b) The Message-log entry-class contains entries that provide a restricted representation of messages, re|
and probes. These entries clo§ely resemble the corresponding entries of the Stored-message entry-clag
contain only a subset of the ‘attributes present in the latter in accordance with their logging function.

c¢) The Auto-action-log@ntry-class contains entries that record the performance of auto-actions by th
(see 6.3.7.3).

subordinate entry-classes-are defined which contain subsets of the entries contained in the principal entry-cl

hd Submission-lgg\entry-classes are subordinates of the Message-log entry-class. Further details of the organiz
ry-classes arefgiveén in 6.3.7.

| invoking, the abstract-operations of the MS abstract-service the MS-user confines the effect of these abg

TU-T

) invoked by the MS-user, the Change-credentials abstract-service operates end-to-end between theMS-user afd the

binds
r-MS

nown
s. An
entry.

Chree
tion-

draft

ports,
s, but

e MS

NSSCS.

Delivery, Submissien;and Draft entry-classes are subordinates of the Stored-message entry-class. The Delijvery-

ation

tract-

operdtions to those entries of immediate concern by specifying the entry-class of the entries on which to operate.
EntryC ass ::= | NTEGER {
del i very (0),
-- 1994 extensions --
submi ssi on (1),
draft (2),
st or ed- message (3),
del i very-1og (4),
submi ssi on-1 og (5),
message- | og (6),
aut o-acti on-1og (7) } (0..ub-entry-classes)
NOTES

1

2

The term information-base used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by
entry-class in this Service Definition.

In this Service Definition the description of the MS abstract-service assumes that all defined entry-classes are available for
use. In practice, the behaviour of a given MS implementation will depend on its support for optional service components (e.g., the
optional entry-classes and attribute-types) and on subscription. See 6.3.7.4.
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6.3.2 Entries

Each information object stored in the MS (e.g., each submitted-message or delivered-report) is represented as an entry.
An entry is identified by its sequence-number which the MS generates when the entry is created. Sequence-numbers are
generated in ascending order and are never re-used.

SequenceNunber ::= | NTEGER (0. . ub-nmessages)

No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE — The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to ensure
uniqueness.

All eftries have three further properties in common. The entry-type indicates the type of information object represented
by the entry, the creation-time indicates the date and time at which the entry was created, and the retrieval-ytatus
indicptes whether the entry has been retrieved by the MS-user.

6.3.3 Attributes

An entry consists of a set of attributes. This is depicted in Figure 2.

ENTRY Attribute Attribute LA . Attribute

ATTRIBUTE | | Attribitetype e;tlrl';‘zs
-~ N
s N
- N
r - N
- N
v O N
- N
-~ N
- N
- N
ATTRIBUTE Adtribute Attribute .. . | ntribute
VALUES(S) value value value

TISO5450-95/d02

Figure 2 — The Components of an entry

Each|attribute provides a piece of information about, or derived from, the data to which the entry corresponds. Ong such
piecelof infermation is the sequence-number of the entry itself, and another is the creation-time.

Each|atttibute is defined as an instance of the ATTRIBUTE information object class (see 6.3.3.3).

An attribute consists of an attribute-type, which identifies the class of information contained in the attribute, and one
or more attribute-values, which are the particular instances of that class appearing in the entry. The constraining set
(Attribute-table) is defined in 11.2.

Attribute ::= SEQUENCE {
attribute-type ATTRIBUTE. & d ({AttributeTable}),
attribute-val ues SEQUENCE S| ZE (1..ub-attribute-values) OF ATTRI BUTE. &Type
({AttributeTable} {@ttribute-type}) }

NOTE 1 — Thus, for example, in a delivered-message entry (described in 6.3.6) the attribute-type could be the message's Priority,
and the corresponding attribute-value could be urgent.

All attributes in an entry shall be of distinct attribute-types.
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For some attribute-types, an attribute shall contain only a single attribute-value. Such an attribute-type is said to be
single-valued. For others, an attribute may contain one or more attribute-values, all of the same ASN.1 data-type. Such
an attribute-type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the
attribute-type is defined (see 6.3.3.3).

NOTE 2 — Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-
recipient-names attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of matching-rules may be
associated with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).

6.3.3.1 Attribute-type

Some attrlbute types are 1nternat10na11y standardlzed Other attr1bute types may be deﬁned by nat10na1 admlnlstratlve
authdrt i i
types|in a way that ensures that each is distinct from all other a551gned types. This is accomphshed by 1dent1fy1ng each
attribute-type with an Object Identifier when the attribute-type is defined.

AttributeType ::= OBJECT | DENTI FI ER

Certdin general-purpose attribute-types applicable to entries of all content-types are defined in clausé 11. Such attrjbute-
types|are known as general-attribute-types and attributes of these types as general-attributes.

6.3.3]2 Attribute-values

Defirjing an attribute-type also involves specifying the syntax, and hence data-type to-which every value in the attfibute
shall[conform. The data-type of an attribute-value for the attribute-type is indicated’ by the Object Identifier fgr the
attribute-type.

6.3.3]13 The ATTRIBUTE information object class

An aftribute-type is defined as an instance of the ATTRIBUTE informatioh object class. This class is defined by ajset of
namdd field specifications each of which corresponds to some propetty possessed by each instance of the class. These
fieldd are:

a) an identifier for the attribute which denotes the:attribute-type;
b) the attribute-syntax to which every value of-the attribute shall conform;

c) a collection of matching-rules identifying the types of matches which may be applied to the attfibute
(see 6.3.9);

d) an indication of whether an attribute of this type shall contain only a single value, or may contain dne or
more values, all of the same ASN:1 type.

The dlefined syntax for specifying instances of the ATTRIBUTE information object class is shown below. This spgcifies
a notftion for defining attribute-types,that is used throughout this Service Definition.

ATTRI BUTE :: = CLASS {
& d AttributeType UN QUE,
&Type,
&equal i t yMat-ch MATCHI NG RULE OPTI ONAL,
&subst rifqigshat ch MATCHI NG RULE OPTI ONAL,
&or derd nghat ch MATCHI NG RULE OPTI ONAL,
&nunerati on ENUMERATED {si ngl e-val ued(0), multi-valued(1)},
-- 1994 extension --
&y her Mat ches MATCHI NG RULE OPTI ONAL }
W THNSYNTAX {
W TH ATTRI BUTE- SYNTAX &Type,
[ EQUALI TY MATCHI NG RULE &equal i tyMat ch, ]
L\JUU\JIF\I NOO  TVRATT O TNOT TNOULL T QQUUDI.I T IIUDIVEI. ull J
[ ORDERI NG MATCHI NG RULE &or deri nghat ch, ]
[ OTHER MATCHI NG- RULES &0t her Mat ches, |
NUMERATI ON &numer at i on,
ID & d }

The field specifications have the following meaning:

a) The &id value field is the identifier field for the class. It distinguishes a particular attribute-type from all
others in the class.

b) The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall
conform.

c) The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of a
filter-item when applied to the attribute (see 8.1.2.2).
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d) The &substringsMatch value field identifies the matching-rule used to evaluate the substrings component
of a filter-item when applied to the attribute (see 8.1.2.2).

e) The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components
(greater-or-equal and less-or-equal) of a filter-item when applied to the attribute (see 8.1.2.2).

f) The &OtherMatches value set field identifies any further matching-rules defined for the attribute-type.

g) The &numeration value field specifies whether the attribute-type is single-valued or multi-valued.

6.3.4 Main-entries, parent-entries, and child-entries

Althqugiremriesare generatty deperdernt of Tacir Otier, CertaiT emries are retated. A chitd=emtry mmay be the chjild of
anotlfer, its parent-entry, in a tree-structured relationship. An entry which is not a child-entry is termed a main=gntry.

This felationship is recorded by means of two special general-attributes:

a) parent-sequence-number: This single-valued attribute gives the sequence-numben of a child-gntry's
parent-entry. It is absent from a main-entry. Its definition is given in 11.2.51.

b) child-sequence-numbers: This multi-valued attribute gives the sequence-nufnbers of all the child-eptries
of a parent-entry. It is absent from an entry which is not a parent-entry. Its.d€finition is given in 11.2(8.

The fbstract-operations of the MS abstract-service (see clause 8) act by default“only on main-entries. Some mpay be
direcfed to act on all entries, both main-entries and child-entries. In particular, the argument of the Delete abdtract-
operdtion (see 8.2.4) shall select only main-entries, in which case the main-entry and all its children and childiren's

childfen, etc., will also be deleted.

The ¢ne case defined in this Service Definition where a child-entry.is generated is where a delivered-report contgins a
returped-content. The delivered-report entry is the main-entry and the returned-content entry is its child-entry. Pther
Specifications which define message content-types may set down additional rules for the storage of message cqntent

which prescribe the use of a main-entry and one or more related child-entries.

6.3.5 Content-specific Attributes

This [Service Definition defines only generalzattribute-types which model those properties of messages, probed, and
reports which pertain regardless of content=type. However, to draw information from the content of a message, the MS
must|know the content's syntax and semantics, as indicated by the content-type. The content-specific attribut¢s are

those| attribute-types which are defined'in the relevant Specification for support of a particular content-type.

A p3rticular instance of the MS.may have knowledge of no content-types (a 'generic' MS) or of one or more coptent-
types] When an MS encounters a message with a content-type of which it has no knowledge, it is unable to generafe any

contgnt-specific attributes\in_the message entry.

Except for the singlé.case described in 6.3.4, the rules governing the use of child-entries for storing componefts of
messfige-content.are’ specific to each content-type. If child-entries are used in this way, a content-specific syrjopsis

attribute may provide details of these child-entries (e.g., sizes, sequence-numbers).

Whete thecontent-specific rules defined for a content-type contained in a returned-content entry require the genefation

of child-entries, such entries shall be assigned an entry-tvpe of delivered-message

14

NOTES

1 The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 19.2 of ITU-T
Rec. X.420 | ISO/IEC 10021-7). An IP-message which contains one or more forwarded IP-message body-parts is represented in
the MS by a main-entry and one child-entry for each IP-message body-part. The content general-attribute of the main-entry
comprises the complete content. Consequently, each IP-message body-part is notionally present both in its own child-entry and in
the main-entry.

2 A body-part of type IP-message may itself contain further encapsulated IP-messages in a recursive fashion. The MS models
this structure by the recursive allocation of child-entries.

3 The internal structure of the contents of an IP-message is defined by its IPM synopsis attribute. This attribute-type is an
example of a content-specific synopsis attribute.
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Entry-types

Every entry belongs to one of the entry-types defined below.

EntryType ::= | NTEGER {
del i ver ed- nessage (0),
del i ver ed-report (1),
ret urned- cont ent (2),
-- 1994 extensions --

subnmi tted- message (3),
subni tt ed- probe (4),
draft - message (5),
aut o-acti on-event (6) }

A delivered-message entry is created by the performance of the Message-delivery abstract-operation of the Delivery

Port, [and contains the information associated with a delivered message. Delivered-report entries and returned-content
entri¢s are created by the performance of the Report-delivery abstract-operation of the Delivery Port and (repr
respegtively, a delivered report, and the returned-content conditionally present in a delivered report.

Esent,

A submitted-message entry is created by the performance of the MS-message-submission abstract-operation of th¢ MS-
submfission Port, or by the performance of an auto-action that invokes the Message-submission abstract-operation pf the
MTS| Submission Port, and contains the information associated with a submitted message. A submitted-probe entry is
creatgd by the performance of the MS-probe-submission abstract-operation of the MS-submissien Port and contaifis the
information associated with a submitted-probe.
A dnaft-message entry is created by the performance of the MS-message-submisgion abstract-operation of thq MS-
submiission Port, and represents a message which has not been submitted to the M'S, but is stored for possible future
retrigval and submission. The creation of a draft-message entry is at the discretion of the MS-user for each MS-megsage-
submfission.
An apto-action-event entry is created by the performance of an auto-action by the MS, and records the outcome df that
auto-pction execution (see 6.5). One or more entries may be created ‘for each occasion on which an auto-actfon is
execyted by the MS, and so provide a record of the auto-actionséperformed by the MS on behalf of the MS-user] The
definftion of an auto-action states whether its performance may be recorded by the creation of auto-action-event enfries.
A delivered-message, returned-content, submitted-message; or draft-message entry may contain a message content ¢f any
contgnt-type.
The general-attribute-types present in each of the'ehtry-types listed above are enumerated in Tables 2 and 3 and d¢fined
in clduse 11.
6.3.7 Organization of entry-classes
The ¢lass of information object represented by and the entry-types present in each entry-class are defined below. Table 1
gives|a summary of the entry-types present in each entry-class. The general-attribute-types supported in each entryjclass
are lipted in Tables 2 and 3 and, defined in clause 11.
Table 1 — Entry-types present in entry-classes
Entry-types
Entry-elasses delivered- | delivered- | returned- | submitted- | submitted- draft- ai?itc;-
message report content message probe message event
entry entry entry entry entry entry entry
Detivery X X X = = = =
Submission - - - X X - -
Draft — — — — — X —
Stored-message X X X X X X -
Delivery-log X X - - - - -
Submission-log - - — X X - -
Message-log X X - X X - -
Auto-action-log - - - - - - X
X entry-type present
— entry-type absent
ITU-T Rec. X.413 (1999 E) 15
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6.3.7.1 The Stored-message entry-class

The Stored-message entry-class contains entries which represent complete messages, reports, probes, and draft messages
for an unrestricted range of content-types. Three subordinate entry-classes are defined which contain subsets of the
entries contained in the Stored-message entry-class:

a)

b)

The Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and
returned-content, which are created by the performance of the Message-delivery and Report-delivery
abstract-operations of the Delivery Port. The MS-user has no selective control over the creation of entries
of the Delivery entry-class.

The Submission entry-class contains entries with entry-type submitted-message and submitted-probe
which are created by the performance of the MS-message-submission and MS-probe-submission abstract-
operations, or by the performance of auto-actions which invoke the Message-submission abstract-operation.

6.3.7

The 1
for mnj
prese

Two

A clg
Deliy
entryj

a)
b)

a)

b)

e)

2 The Message-log entry-class

The MS shall create a submitted-message or submitted-probe entry only if the submission is successfu], and
if so requested by the MS-user. The request may be made explicitly in the argument of the subfmissjon or
the registration-parameter of the auto-action, or may be registered for all submissions by means ¢f the
Register-MS abstract-operation.

The Draft entry-class contains entries with entry-type draft-message. The value of th€)submission-options
parameter (which is optionally present in the argument of the MS-message-submission abstract-operition)
controls whether a Draft entry is created (with no submission to the MTS), or\whether the messgge is
actually submitted (see 8.1.6). The entries of the Draft entry-class diffef mainly from those f the
Submission entry-class in that they lack those attributes which are derived.ftom the result parameter pf the
Message-submission abstract-operation returned by the MTS after successful submission.

Message-log entry-class contains entries which provide a restricted representation of messages, reports, and grobes
essages of any content-type. These entries are intended to be long-lived, and contain only a subset of the attr]butes
nt in the corresponding entries of the Stored-message entry-class (See Table 2).

subordinate entry-classes are defined which contain subsets of\the entries contained in the Message-log entry-class:

The Delivery-log entry-class contains entries with entry-type delivered-message and delivered-report

The Submission-log entry-class contains entties with entry-type submitted-message and submitted-prpbe.

se relationship exists between entries of the Message-log and Stored-message entry-classes, the Delivery-log and
ery entry-classes, and the Submission-log, ahd Submission entry-classes. The relationship between these paired
-classes is realized by the application of-the following rules:

One Message-log entry exists-for every Stored-message main-entry, each possessing identical sequence-
number and creation-timéattributes. However, a Message-log entry may be retained after the correspopding
Stored-message entry~has been deleted. A Message-log entry is created at the same time ag the
corresponding Storéd-message entry is created.

A Submission-logentry shall be created upon the submission of a message or probe, regardless of whether
the submissioen/is successful or of whether a Submission entry is also created (see 6.3.7.1). If the
submissien, is not successful, the Submission-log entry shall not contain those attributes which are dgrived
from Message-submission or Probe-submission result but shall contain an MS-submission-error attribute to
indicate the reason for the failure of the submission. The MS-user has no selective control over the cr¢ation
of'Submission-log or Delivery-log entries.

Every attribute of a Message-log entry (except for deletion-time and MS-submission-error, which are
specific to Message-log entries) is identical with its counterpart in the corresponding Stored-message gntry.

16

d)

Fhe-attributesof Message-togentriesshallnotbestbjeet-to-modtfreattondirectly (by-meansof the Modify
abstract-operation or the Auto-modify auto-action), except for the message-group-name attribute which
may be modified if no corresponding Stored-message entry exists. However, when an attribute of a Stored-
message entry is modified the modification is also apparent in the corresponding Message-log entry.

Certain attributes present in Stored-message entries shall be absent from the corresponding Message-log
entries. These are message-delivery-envelope, message-submission-envelope, probe-submission-envelope,
report-delivery-envelope, and content. The set of attribute-types available in Message-log entries is not
prescribed, and is determined by subscription.

A Message-log entry cannot be deleted before any corresponding Stored-message entry has been deleted.
However, as a matter of local policy, the deletion of Message-log entries may be subject to additional
restrictions. The MS shall continue to update attributes which hold correlation information in a Message-
log entry even after the corresponding Stored-message entry has been deleted.

ITU-T Rec. X.413 (1999 E)


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

f) The deletion-time attribute of a Message-log entry is created when the corresponding Stored-message

entry

is deleted. In the case of a Submission-log entry for which no Submission entry is created, the deletion-time
attribute is generated when the Submission-log entry is created, and is assigned the same value as the

entry's creation-time.

g) Other Specifications which define message content-types may set down rules for the creation of a Message-
log child-entry for each child-entry present in a Stored-message entry. No such rules are defined in this
Service Definition. In particular, the Message-log entry-class shall not contain a child-entry representing

the returned-content of a delivered-report.

NOTE — Entries of the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.

6.3.7.3 The Auto-action-log entry-class
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tions (see 6.5). No subordinate entry-classes are defined. The definition of an auto-action-type specifies Whe
cause the generation of Auto-action-log entries. As a subscription option, the MS may record all suchauto-{
tions or only those which result in an auto-action-error, or may record no executions (see 6.5.3).

4 Entry-class support
L using a 1988 Application Context only the Delivery entry-class shall be available.

L using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a suborg
Lclass implies support of the entry-class to which it is subordinate. Consequently, support for the Stored-mg
Lclass is also mandatory (but if no other entry-classes are supported, it shall ¢ontdin only those entries also pi
e Delivery entry-class). Similarly, the Message-log entry-class shall be supperted if either the Submission-}
ery-log entry-classes is supported. The Submission-log entry-class shall be)supported if both the Submission
and the Delivery-log entry-class are supported. The Delivery-log entry=class shall be supported if the Submi
htry-class is supported.

vailability of the optional entry-classes is subject to subscription.

DTE — Support for an auto-action does not in itself imply supportdfor the Auto-action-log entry-class.
Retrieval-status
nportant property of each entry in any entry-class'is its retrieval-status:
Retrieval Status ::= | NTEGER {
new (0),
listed (1),

processed (2) }

Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto—ttion

er it
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og or
ENtry-
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The yalues of retrieval-status are as-follows:

a) new: The entry has'neither been Listed by the MS-user nor has it been automatically processed by thq MS.

b) listed: Information about the entry has been returned to the MS-user in either a List abstract-operatiop or a
Fetch abstract-operation, but the entry has not yet been completely processed.

c) processedsEither an MS-user has 'completely fetched' the entry, or the MS has performed an auto-actipn on
it, afid-the definition of that auto-action causes its retrieval-status to be set to processed. (Note that|some
autoractions result in the message being deleted.) The meaning of 'completely fetched' depends gn the
message content-type and is defined in the relevant Specification.

The [étrieval-status of a delivered-report becomes processed when the report-delivery-envelope is retrieved| The
retrieval-Status of an entry i the Auto-action-10g eniry-class Decomes processed wiien all its attributes arc retrieved.

The retrieval-status of a child-entry is maintained according to the same rules as apply to a main-entry. A change in the
retrieval-status of an entry may result from operations performed on the entry's parent or child-entry. If a child-entry is
logically present in an attribute of its parent-entry, the retrieval of the attribute is regarded as equivalent to the retrieval of
all attributes of the child-entry. If an attribute of an entry is logically present in one or more child-entries, then retrieval

of all

those child-entries is equivalent to retrieval of the attribute.

The retrieval of attributes from a Message-log entry shall not affect the retrieval-status of that entry or of the
corresponding Stored-message entry. The retrieval-status of a Message-log entry shall not be affected by the deletion of
the corresponding Stored-message entry.

NOTE — The term entry-status used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by the
term retrieval-status in this Service Definition.

ITU-T Rec. X.413 (1999 E)
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6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class
based on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.

The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be
supported using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or
undefined, concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-
rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the
assertion.

A mdtching-rule is defined through the specification of:
— the types of matches supported by the rule;

— the syntax required to express an assertion of each type of match.

Somg matching-rules are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6 4nd in
clausp 12. Other matching-rules required to support content-specific attributes may be defineddnthe Specificatiohs for
those| content-types, and yet others may be defined by national administrative authorities and private organisations

NPTE — No restrictions are placed on the matching-rules that may be defined for a contentstype or may be locally dgfined.
Hpwever, locally defined rules may not be widely supported by MSs and UAs. Wherever possible, the matching rules defihed in
thiis or other Specifications should be used in preference to the creation of new ones.

Somdtimes there will be a one-to-one correspondence between a matching-rule and-the types of matches supported. For
exampple, the MS Abstract Service supports a presence relation allowing a presént match.

Somgtimes there will be a many to one correspondence between a rule and the types of matches supported. For exajmple,
the MIS Abstract Service supports a generic ordering rule allowing gréater than or equal and less than or equal types of
matches.

6.3.9{1 Generic Matching Rules

Ther¢ are a number of generic matching rules common to_values of many different types of attribute. These rules afe:
—  present,

—  equality;

—  substrings;
— ordering;

—  approximate.

Syntgx for asserting certain types of matches associated with these generic rules has been built into the MS Abstract
Service:

— apresent syntax for the present match;

— an equalitysyntax for the equality match;

— initial;@ny and final syntaxes for the substrings match;

— greaterOrEqual and lessOrEqual syntaxes for the ordering match;

- {»an approximateMatch syntax for the approximate match.

The MS-supports a present matching-rule which may be applied to an attribute of any type. The present match tegts for
the presence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.

When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax.
However, a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be applied
to attribute-types with different attribute-syntaxes (e.g., different character string types). Consequently, the possible
matching-rules that may be specified as a generic matching-rule in an attribute definition are constrained to those for
which the attribute-syntax is a subtype of the assertion-syntax.
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A matching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match rule for some
other attribute-type (see 8.1.2.2).

6.3.9.2 Matching Rule definition

The definition of a matching-rule involves:
a) assigning an Object Identifier to the matching-rule;
b) specifying the different types of matches supported by the rule;
c) defining the syntax of an assertion of the matching-rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute-values
held in an entry.

A mdtching-rule may apply to different types of attributes with different attribute syntaxes.

The definition of a matching-rule shall include a specification of the syntax of an assertion of the matching=rule, and the
way in which values of this syntax are used to perform a match. This does not require a full specification.0f the attfibute
syntaix to which the matching-rule may apply. The definition of a matching-rule for use with attributes with different
ASN]|1 syntaxes shall specify how matches shall be performed. The syntax used in the matching-rule-assertion (ije. for
the mjatch-value component of the matching-rule-assertion) is the matching-rule's assertion-syntax:

6.3.913 The MATCHING-RULE information object class

Each|matching-rule defined in this Service Definition is an instance of the MATCHING-RULE information object [class,
which is defined in ITU Rec. X.501 | ISO/IEC 9594-2. 1t is reproduced below as an-aid’to exposition:

MATCHI NG RULE :: = CLASS {
&AssertionType OPTI ONAL,
& d OBJECT | DENTI FI ER UNI QUE }

W TH SYNTAX {
[ SYNTAX &AssertionType]
ID & d }

The gbject class contains the following fields:

a) The &AssertionType type field indicates the assertion-syntax, i.e. the syntax to which every valu¢ in a
presented matching-rule-assertion shall conferm. It is always present in matching-rules used in this S¢rvice
Definition.

b) The &id value field is the identifier fi¢ld for the class and contains an Object Identifier.

DTES

No support is provided in the definéd,syntax for actually defining the matching-rules themselves; this must be d¢ne by
ndtural language or by other means.

2 The defined syntax is used to define matching-rules in this and other Specifications.

- Z

6.4 Message grouping

The purpose of message-grouping is to provide an organizational framework which enables the user to establish a
classffication scheme for-the storage of messages, supported by the manual and automatic assignment of messages to
user-flefined categofies” The allows the user to arrange that submitted messages and probes, delivered messages and
reporfts, and draft\messages are stored in such a way that they may be subsequently located, by selection based|upon
class{fications\devised by the user and tailored to suit that user's pattern of communication.

Messpge~grouping employs the message-group-name attribute-type (see 11.2.33) which has the following attr|bute-
syntak

MessageG oupNane ::= SEQUENCE S| ZE(1..ub-group-depth) OF G oupNanePart

GroupNanmePart ::= General String (S| ZE(1..ub-group-part-Iength))

Zero or more message-group-name values may be attached to any entry in the MS, with the exception of entries of the
Auto-action-log entry-class. All entries which possess the same message-group-name attribute-value may be regarded as
members of the same message-group. The MS provides the following facilities to support message-grouping;:

a) The MS-user shall register with the MS, by means of the Register-MS abstract-operation, the set of
message-group-names that the user intends to employ for the classification of messages. This is analogous
to the creation of a directory structure in a filestore. Subsequently, the MS shall verify that only registered
message-group-names are assigned to entries, to ensure internal consistency. A message-group-descriptor
may accompany each message-group-name registered to provide an informal description of its contents
(see 8.2.5).
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b)

d)

The MS allows the registration of a message-group-name containing more than one group-name-part only if
a registration exists for that message-group-name's parent, i.e. the message-group-name formed by omitting
the last group-name-part of the name.

The MS allows the deregistration of a registered message-group-name provided that the name is not present
in the message-group-name attribute of any entry, that the name is not the parent of any other registered
message-group, and that the name is not referenced in the modifications component of a registered Auto-
modify auto-action.

The MS may be instructed to automatically assign appropriate message-group-names to messages,
controlled by the specification of selection criteria. This is performed by the Auto-modify auto-action
(see 13.2).

The MS-user may manually amend the membership of a message-group. This is performed by the Modify

Anng

6.5

An a

g)

x | contains further description of message-grouping and its uses.

Auto-actions

abstract-operation (see 8.2.7).

The MS-user may retrieve details of the set of registered message-group-names for display to the endtuser.
This is performed by the Register-MS abstract-operation.

The membership of a message-group may be determined by selection based on the value’of the megsage-
group-name attribute. The MS need not make any special provision for this as selection,of entries baged on
the values of their attributes is a basic capability of the MS.

NOTE — However, some performance gains may be derived from organizing the, storage of entries to feflect
message-group membership.

ito-action is an action performed automatically by the MS wheneventhe conditions defined for its performange are

satisfied. These conditions are registered with the MS either by subseription, or by means of the Register-MS abdtract-
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tion (see 8.2.5). The result of the performance of an auto-action)is visible externally to the MS.

type of auto-action is identified by its auto-action-type:The definition of some auto-actions specifies a paramneter
1 the MS will use in performing the auto-action. This\pdrameter, the registration-parameter, is presented fo the
'hen the auto-action is registered. As certain auto-agtioh-types permit more than one registration, each registragion is

ration-identifier.

e a registration-parameter is defined for an’auto-action-type, the information it contains may be conveyed to th
eans of subscription. However, some Jauto-actions may require that the MS also supports registration
ration-parameter by means of the,Register-MS abstract-operation.

beneral-auto-actions apply.to_cntries of all content-types and are defined in clause 13. Other auto-action
fic to a given content-type are/defined in the Specification for that content-type.

The AUTO-ACTION information object class

type of auto-action’is defined as an instance of the AUTO-ACTION information object class:

AUTO- AETKON :: = CLASS {
&id Aut 0Act i onType UNI QUE,
&Regi strati onPar anet er OPTI ONAL,
&Errors AUTO- ACTI ON- ERROR OPTI ONAL }

WATH SYNTAX {

fied by a registration-identifier. Registered auto-actions of a given type are executed in ascending order of

e MS
pof its

types

[ REG STRATI ON PARAMETER IS &ReqistrationParaneter]

[ ERRORS &Errors]
| DENTI FI ED BY & d }
Aut oActi onType ::= OBJECT | DENTI FI ER

The object class contains the following fields:

20

a) The &id is the identifier field for the class and contains an Object Identifier.

b)

The &RegistrationParameter type field defines the syntax of the registration-parameter associated with
the auto-action-type (see 6.5.2). The field is optional as some auto-action-types require no registration-
parameter.

The &Errors value set field defines a set of errors, any of which may arise from an unsuccessful
performance of the auto-action (see 6.5.3).

ITU-T Rec. X.413 (1999 E)


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

6.5.2 Auto-action registration

An auto-action is registered with the MS by means of the auto-action-registrations parameter of the Register-MS
abstract-operation (see 8.2.5.1, item a).

Aut oAct i onRegi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),
registration-identifier [0] I NTEGER (1..ub-per-auto-action) DEFAULT 1,
regi strati on-paraneter [1] AUTO- ACTI ON. &Regi strati onParanmeter ({AutoActionTabl e}

{@ut o-action-type}) OPTIONAL }

The components of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-action-type. The constraining set
(Auto-action-table) is defined in clause 13.

b) Registration-identifier (O): Used to distinguish this auto-action-registration from other registrations pf the
same auto-action-type. This component also governs the order of execution of registered auto*actiqns of
this auto-action-type. This component is disregarded in the case where the auto-action-type supports lnly a
single registration.

c) Registration-parameter (C): The parameter that the MS shall use when it perforngs, this registered|auto-
action. This shall be present if the auto-action-type identifies an auto-action,fon which a registfation
parameter is defined, and is absent otherwise.

6.5.3 Auto-action errors

The Auto-action-log entry-class provides a record of the auto-actions performed bythe MS (see 6.3.7.3), and is avajilable
to th¢ MS-user subject to subscription. The definition of an auto-action-type specifies whether execution of that|auto-
actiof may result in the generation of an entry in the Auto-action-log entry-¢lass. Where auto-action processing resylts in
an erfror, an auto-action-error attribute may be attached to the Auto-action-log entry associated with that executipn (if
procdssing is successful, the attribute is absent). In the first abstract-association established after the occurrence |of an
auto-pction-error, the MS informs the MS-user of the error by means.of the auto-action-error-indication parameter pf the
MS-Hind-result. This parameter indicates the sequence-number of'the first Auto-action-log entry, created since the last
abstrjict-association was established, in which an auto-action-ertor attribute is present.

Each|type of auto-action-error is an instance of the AUTO-ACTION-ERROR information object class which is ideptical
with fhe ABSTRACT-ERROR information object class;

AUTO- ACTI ON- ERROR : : = ABSTRACT- ERROR

Wheieas abstract-errors are defined in the centext of ROS, and are reported across the boundary between open-sygtems,
auto-pction-errors cause the creation of autofaction-error attributes (see 11.2.4) in entries of the Auto-action-log ¢ntry-
class| This attribute-type has the following syntax:

Aut oActionError ::= SET {
error-code [ 0] AUTO ACTI ON- ERROR. &error Code ({AutoActionErrorTable}),
error-paraneter [1] AUTO ACTI ON- ERROR. &Par anet er Type ({ Aut oActi onError Tabl e}
{@rror-code}) OPTIONAL }

The gonstraining set (Alto-action-error-table) is defined in clause 13. This Service Definition does not define|auto-
actiot—errors where”identical abstract-errors have already been defined. Any abstract-error may be used as an |auto-
actiop-error.

6.5.4 Auto-action execution

Autotactipns are performed autonomously by the MS (possibly in the absence of an abstract-association with thg MS-
user) WIS Zivelr conditions arc fuifitted. The fITst Stage of UIS Process 1S e identiication of anm entry witich has
become a candidate for auto-action processing as a consequence of some event. The most common event which initiates
auto-action processing is the creation of an entry (as the result of Message-delivery or Message-submission, for
example). Other events, such as the expiry of a timer, may also initiate auto-action processing.

The second stage in the performance of an auto-action is the evaluation of selection criteria optionally present in the
auto-action registration-parameter, that the candidate entry must satisfy before the auto-action is applied to it. Some auto-
action-types allow more than one set of auto-action registration-parameters to be registered with the MS. The definition
of such auto-action-types determines whether the execution of the first auto-action for which the entry has satisfied the
selection criteria is the only one performed for that auto-action-type, or whether all registered auto-actions of that type
are applied. The order of execution of registered auto-actions of a given auto-action-type is fixed according to the
ascending value of the auto-action registration-identifier. The order of execution of each defined auto-action-type is
described in clauses 15 and 16.
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6.6 MS extensions

This Service Definition defines MS operation regardless of the content-types of the messages present. To accommodate
the additional functions which may be required to support specific content-types, and other extensions, the following
information object class is defined:

Ms- EXTENSI ON :: = TYPE- | DENTI FI ER

This information object class has two fields: an identifier field (an Object Identifier), and a type field which defines the
ASN.1 type of each instance of that class of information. See Annex A of ITU-T Rec. X.681 | ISO/IEC 8824-2. This
object class is used where the MS abstract-syntax requires a placeholder for information which is specific to each
possible content-type. Refer to the Specification for a given content-type for the definition of each instance of use of this
object class.

NPTE 1 — For example, 19.5.2.2 of ITU-T Rec. X.420 | ISO/IEC 10021-7 defines IPMS-specific submission options that dccupy
the MS extensions placeholder defined in MS-submission-options (see 8.1.6).

The following types are derived from the MS-EXTENSION information object class:
MSExt ensi onl tem :: = | NSTANCE OF MS- EXTENSI ON

MSExt ensi ons ::= SEQUENCE Sl ZE(1. . ub-extensi ons) OF MSExtensionltem

Whete the argument of an abstract-operation (other than MS-bind) contains an MS-extensioh component unknown fo the
MS, the MS shall generate an MS-extension-error (see 9.12). An MS-extension specific)to a particular content-typq shall
be difregarded when processing an entry of some other content-type. Where the testlt of an abstract-operation comtains
an MfS-extension component unknown to the MS-user, the MS-user shall ignor¢ithe MS-extension.

NPTE 2 — The MS-bind abstract-operation reports unsupported extensions in.th¢ MS-bind-result, to permit the establishnjent of
thie abstract-association even where an unsupported extension is present.

7 MS-bind and MS-unbind operations

7.1 MS-bind abstract-operation

The [MS-bind abstract-operation binds the MS=submission, Retrieval and Administration Ports of the MS$-user
(congumer) to the MS (supplier). The initiatof (of the MS-bind) is the MS-user, while the responder is the MS ftself.
Inforation exchanged in the argument afidyresult of MS-bind shall apply for the duration of the abstract-associption.
MS-hind is defined as follows:

ns- bi nd ABSTRACT- OPERATI ON :: = {
ARGUMENT MSBi ndAr gunent
RESULT MSBi ndResul t
ERRORS {ms-bind-error} }

NPTE — The MS abstract=service does not provide any explicit mechanisms to support multiple associations; the effect of
imultaneously invoking abstract-operations over different abstract-associations is not defined. Where multiple associatiops are
Upported (as a loeal matter) it is the responsibility of the MS-user to co-ordinate such invocations so that mutual interferdnce is
ayoided (e.g.,.simultaneous invocations of Modify abstract-operations could fail or produce unintended results).

wv wn

7.1.1 MS-bind-argument

The ] g ara 3 3 ate g X ]
also contain a set of restrictions for entries to be returned as the result of the Fetch abstract-operation, identify a set of
registrations associated with this instance of the MS-user, and may contain a request to be informed of the entry-classes,
auto-action-types, attribute-types, matching-rules, message-group support and content-types to which the MS-user has
subscribed.

opument p mete e ed to identify henti e and sc he se itv-conte Q nMS-1Se They

MSBi ndAr gunment ::= SET {
initiator-nane ORAddr essAndOr Di r ect or yNane,
initiator-credentials [2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTI ONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none--,

nms- confi guration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] Registrationldentifier OPTI ONAL,
bi nd- ext ensi ons [ 7] MSExt ensi ons OPTI ONAL}
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The parameters of MS-bind-argument have the following meaning:

a) Initiator-name (C): This parameter contains the name of the MS-user and is defined further in 8.1.1.1.1.1

of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) Initiator-credentials (M): This parameter contains the credentials of the MS-user. The initiator-

credentials may be used by the MS to authenticate the identity of the MS-user (see I
Rec. X.509 | ISO/IEC 9594-8).

TU-T

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is

defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in
clause 6 of ITU-T Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X.402

! ISOAEC 100212

d)

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token, and, opti(;knally,
an initiator-certificate or certificate-selector. The initiator-bind-token, initiator-certificate, and-Certifcate-

selector are defined in 8.1.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The initiatorscertificate
contain the OR-address of the MS-user in the x400Address component in its subject alternative namg
(see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy provides an altery
binding of the certificate to the MS-user. The initiator-credentials of the MS=user may differ
the initiator-credentials used in the MTS-bind as defined in 8.1.1.1.1.2 "of ITU-T Rec. X]
ISO/IEC 10021-4.

Security-context (O): This parameter identifies the security-context within'which the MS-user propg
operate. The security-context is defined in 8.1.1.1.1.3 of ITU-T Rec. X.441 | ISO/IEC 10021-4.

The security-context comprises one or more security-labels that define the sensitivity of interaction
may occur between the MS-user and the MS for the duration/of the abstract-association, in line wi
security-policy in force. The security-context shall be one ¢hat is allowed by the registered user-seg
labels of the MS-user and by the security-labels associatedwith the MS.

In the absence of this parameter, security-contexts are)iot established between the MS-user and thq
and the sensitivity of interactions that may occur between the MS-user and the MS is at the discretion
invoker of an abstract-operation.

Fetch-restrictions (O): This specifies resttietions on the entries to be returned as result of the
abstract-operation. The fetch-restrictions remain in force for the duration of the abstract-associatiol
apply unless the Fetch argument explicitly overrides the restriction.

In the absence of this argument;the MS shall not enforce any fetch-restrictions during the abf
association.

Restrictions ::= SET |
al | owed- cont entit ypes [0] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI H
OPTI ONAL --default is no restriction--,
al | owed- El(Ts [1] MS-EITs OPTIONAL --default is no restriction--,
maxi mumrat i bute-1ength [2] | NTEGER OPTIONAL --default is no restriction--}

The parameter<Contains the following components:

1) Allowed-content-types (C): The content-types that the MS abstract-service-user is prepared to g
asithe result of the Fetch abstract-operation. Any message with a content-type other than
specified will not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the content-tyj
entries.

shall
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2) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-user is prepa

ed to

accept as the result of the Fetch abstract-operation. If a message contains encoded-information-types
other than those specified, a filtering will take place so that disallowed EIT parts are not returned along
with the text of the message. If the whole message consists of disallowed EITs, a fetch-restriction-error
will be reported.

MS-ElTs ::= SET SIZE (1..ub-encoded-information-types) OF M5-EIT
MS-EIT ::= OBJECT | DENTI FI ER

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 — The allowed-EITs component is present for historical reasons and its use is deprecated. The body-
parts present in the content of an entry may be discovered by inspecting a content-specific synopsis attribute,
and an implementation need only Fetch those body-parts which are acceptable to it.
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3) Maximum-attribute-length (C): The maximum attribute length, in octets, that the MS-user is prepared
to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to Fetch an
attribute-value where the length of the encoding exceeds the maximum-attribute-length, then the MS

shall return a fetch-restriction-error.

NOTE 2 — The size in octets of the encoding of an attribute-value may vary where ASN.1's Basic Encoding

Rules permit several encodings (e.g., primitive and constructed).

NOTE 3 — In 1988 Application Contexts, the maximume-attribute-length restriction applies only to an entry's

content attribute.

In the absence of this component, the MS shall not enforce fetch-restrictions on the length of attributes.

e) MS-configuration-request (C): This parameter specifies whether the MS is requested to return information
which identifies the auto-action-types, attribute-types, entry-classes, content-types, matching-rules, and any

g)

additional capabilities to which the MS-user has subscribed, and which consequently are available
course of the abstract-association.

In the absence of this parameter, the MS shall not return MS-configuration information jn- the MS{
result.

NOTE 4 — In practice, an MS-user may cache this information rather than request it inceyery MS-bind. T}
may indicate a change in the services supported by means of the service-information pdrameter of MS-bind-|

UA-registration-identifier (O): This parameter specifies an identifier for a s¢t of registration inform
If a previous invocation of Register-MS recorded a UA-registration bearing\this value of UA-registr
identifier, then that UA-registration shall apply for the duration of the-present abstract-association.
parameter does not identify a previously recorded UA-registration, their'the MS shall indicate this

MS-bind-result. If this parameter is absent, then the general defaults (list-attribute-defaults, fetch-attr
defaults, and submission-defaults) shall apply, if previously. registered by means of Registd
(see 8.2.5.1).

Regi strationldentifier ::= PrintableString
(SI ZE(1..ub-ua-registration-identifier-Iength))

n the
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Bind-extensions (O): This parameter specifies extensions requested by the MS-user; if the MS suppoits the

requested bind-extensions, they shall apply for the duration of the abstract-association. Any bind-extd

nsion

not supported by the MS shall be reported in‘the MS-bind-result. Any bind-extension that is imprgperly
specified shall be reported in MS-bind-ertot/ Extensions associated with a particular message contenf-type
may be defined in the relevant Specification. In the absence of this parameter, no extensions are requgsted.
7.1.2 MS-bind-result
NSBi ndResult ::= SET {
responder -credential s [2] ResponderCredenti al s,
avai | abl e-aut o- acti ons [3] SET SIZE (1..ub-auto-actions) OF AUTO ACTION. & d
({Aut oActi onTabl e}) OPTI ONAL,
avail abl e-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAL,
al ert-indication [5] BOOLEAN DEFAULT FALSE,
content-types-supported [6] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI ER OPTI ONAL,
-- 1994 extensions --
entry-cl assesssupported [7] SET SIZE(1..ub-entry-classes) OF EntryCl ass OPTI ONAL,
mat chi ng- r ul¢€s- support ed [8] SET SIZE(1..ub-matching-rules) OF OBJECT | DENTI FI ER OPTI ONAL,
bi nd- r esul\t"~ext ensi ons [9] MSExtensions OPTI ONAL,
nmessagexgr oup- depth [10] I NTEGER (1..ub-group-depth) OPTI ONAL,
aut o-actti on-error-indication [11] AutoActi onErrorlndi cati on OPTI ONAL,
unsupport ed- ext ensi ons [12] SET SI ZE(1..ub-extensions) OF OBJECT | DENTI FI ER OPTI ONAL,
ua-regi stration-id-unknown [13] BOOLEAN DEFAULT FALSE,
Servi ce-information [14] GCeneral String (SIZE(1..ub-service-information-length))
OPTI ONAL }

The parameters of MS-bind-result have the following meaning:

24

a) Responder-credentials (M): This parameter contains the credentials of the responding MS. The
responder-credentials may be used by the MS-user to authenticate the identity of the MS (see ITU-T

Rec. X.509 | ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated
the MS. The password is defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

with

If protected-authentication is used, the responder-credentials comprise a password protected as described in

clause 6 of ITU-T Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X
ISO/IEC 10021-2.
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If strong-authentication is used, the responder-credentials comprise a responder-bind-token generated by
the MS and, optionally, a responder-certificate or certificate-selector. The responder-bind-token, responder-
certificate, and certificate-selector are defined in 8.1.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The
responder-certificate shall contain the OR-address of the MS in the x400Address component in its subject
alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy pro-
vides an alternative binding of the certificate to the MS.".

Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS-bind-
argument is frue and at least one auto-action-type is available; it is absent otherwise. The constraining set
(Auto-action-table) is defined in clause 13.

Avattable-a btte-types —Hrts—tdentites—the—se attrrotte-ty Wrteh—the—S-usey has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS{bind-
argument is frue; it is absent otherwise.

NOTE 1 — All available attribute-types should be identified in this parameter, including those for Which support is
mandatory. The set of attribute-types for which support is mandatory may change over time.

Alert-indication (C): If frue, then an alert condition has occurred since) the last succpssful
alert-indication.

Content-types-supported (C): This identifies the set of content-types™to which the MS-usef has
subscribed, and for which the MS offers specific support, as defined in the relevant conten}-type
Specification. A message whose content-type is absent from this set.may still be submitted, or deliyered,
and subsequently retrieved. In this case, none of the attribute-types or auto-action-types specific t¢ that
content-type will be available to the MS-user.

This parameter shall be present if the MS-configurationstequest parameter of the MS-bind-argument if true
and at least one content-type is supported; it is absent-Qthierwise.

Entry-classes-supported (C): This identifies thé.entry-classes supported by the MS. Support for an ¢ntry-
class implies that it shall be available to_the Summarize, List, Fetch, Delete, and Modify abstract-
operations, and to the auto-action-types supported by the MS. In addition, support for the Submission ¢ntry-
class implies support for its use in_the MS-message-submission and MS-probe-submission abstract-
operations. Support for the Draft entty-class implies support for its use in the MS-message-submission
abstract-operation. This parametershall be present if the MS-configuration-request parameter ¢f the
MS bind-argument is true; it is absent otherwise.

Matching-rules-suppoxted (C): This identifies the matching-rules supported by the MS. Support|for a
matching-rule implie§ that it shall be available for use with an attribute for which the matching-rple is
defined, where support for that attribute-type is also claimed. This parameter shall be present |f the
MS configuratidn-réquest parameter of the MS-bind-argument is frue and at least one matching-rple is
supported; itsisZabsent otherwise.

NOTFE?2 — All supported matching-rules should be identified in this parameter, including those for which syipport
is‘mandatory. The set of matching-rules for which support is mandatory may change over time.

Bind-result-extensions (C): This parameter allows for future general and content-specific extensi
MS-bind-result. If the MS supports one or more additional capabilities whose specification defines an
ed extensions shall be present. MS-extensigns to

may be defined in future editions of this Service Definition, in content-specific Specifications, or to indicate
proprietary capabilities.

Message-group-depth (C): This indicates the maximum number of group-name-parts that may be present
in a message-group-name. It shall be present if the MS-configuration-request parameter of the MS-bind-
argument is true and the MS supports the message-group-name attribute-type; it is absent otherwise. If the
MS-user presents, in the argument of an abstract-operation or in an auto-action registration-parameter, a
message-group-name which contains more group-name-parts than are specified in this parameter, then a
message-group-error results.

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the
previous abstract-association was established caused the generation of an auto-action-error. Since this
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7.1.3

An M

The {

[S-bind-error reports a problem in attempting to establish an‘abstract-association. It is defined as follows:

arameters‘of MS-bind-error are as follows:

information cannot be reported when a 1988 Application Context is in use, the establishment of such an
association shall not affect the setting of this parameter which shall be presented when a 1994 Application
Context is next used.

Aut oActi onErrorlndication ::= CHO CE {
i ndication-only [0] NULL,
aut o-action-1og-entry [1] SequenceNunber }

If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the first
entry which records an auto-action-error which occurred since the previous abstract-association (which
used a 1994 Application Context) was established. Otherwise it contains a Null. The parameter shall be
absent if no auto-action-errors occurred since the previous abstract-association was established.

1] —extensi . T —USersupplic INd-extensions parameter in_the Tbind-
argument and one or more of these extensions are not supported by the MS, this parameter identifiles all
such unsupported-extensions. The parameter contains the Object Identifier values of each)-of |these
unsupported-extensions, drawn from the bind-extensions parameter. The parameter is present'if the|bind-
extensions parameter of the MS-bind-argument is present and at least one of the,extensions is not
supported; it is absent otherwise.

1) UA-registration-id-unknown (C): This parameter is present and has the value~frue if the MS{bind-
argument specifies a UA-registration-identifier which has not been registered previously by means pf the
Register-MS abstract-operation. It is absent otherwise.

m) Service-information (C): This provides information concerning the~operation of the service. Ap MS

implementation may use this to report operational matters such as:service availability and resource ysage.
The parameter shall be present at the discretion of the MS seryice-provider.

MS-bind-error

ms- bi nd- error ABSTRACT- ERROR :: = {
PARAMETER CHO CE {
unqual i fied-error Bi ndPr obl em
-- 1994 extension --
qualified-error SET {
bi nd- probl em [l0] Bi ndProbl em
suppl ementary-information.J1] General String (Sl ZE(1..ub-supplenentary-info-Iength)
OPTI ONAL,
bi nd- ext ensi on-errors [2] SET SIZE(1..ub-extensions) OF OBJECT | DENTI FI ER
OPTIONAL } } }
Bi ndProbl em : : = ENUMERATED {
aut henti cati on-.er ror (0),
unaccept abl e-security-cont ext (1),
unabl e-t o- est-abl i sh-associ ation (2),
-- 1994y'extension addition -- ,
b| nd- extéensi on- probl em (3),

i nadeqlat.e- associ ati on-confidentiality (4) }

d), ' Unqualified-error (C): This indicates the nature of the error. If authentication-error is indicategl, the
abstract-association cannot be established because the initiator's credentials are not acceptable g¢r are

26

improperly specified. If unacceptable-security-context is indicated, then the security-context proposed by
the initiator of the abstract-association is unacceptable to the responder. If unable-to-establish-association
is indicated, then the responder has rejected the initiator's attempt to establish an abstract-association for an
unspecified reason. If bind-extension-problem is indicated, the abstract-association cannot be established
because the bind-extensions parameter specified in the MS-bind-argument contains an improperly specified
extension. If inadequate-association-confidentiality is indicated, the abstract-association cannot be
established because the underlying connection does not provide the necessary confidentiality.

b) Qualified-error (C): This parameter indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters
have been improperly specified, the Object Identifier values of these extensions shall be reported in bind-
extension-errors.
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7.2 MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions
that were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated
with the MS-unbind abstract-operation.

nms- unbi nd ABSTRACT- OPERATI ON : : = enpt yUnbi nd

8 Abstract-operations

This clause defines the capabilities of the MS abstract-service provided to an MS-user at the Retrieval Port and MS-
submission Port of the MS. These capablhtles are modelled as abstract- operatlons which may cause abstract- -errors when
Port

in 8.3. The abstract -errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2

8.1 Common data-types used in abstract-operations

This [subclause defines a number of common data-types which are used in several of the abstract-gperations defirjed in
clausg 8. The following common data-types are defined:

a) Range;

b) Filter;

c) Selector;

d) Entry Information Selection;
e) Entry Information;

f) MS Submission Options;

g) Common Submission Results.

8.1.1 Range

A rapge parameter is used to select a contiguous sequence ofentries of a specified entry-class.

Range ::= CHO CE {
sequence- nunmber - r ange [0] Number Range,
creation-time-range [1] Ti meRange }
Nunmber Range ::= SEQUENCE {
from [0] SequenceNunber. OPTI ONAL -- onitted neans no | ower bound--,
to [1] SequenceNurmber\OPTI ONAL -- onitted means no upper bound--}
Ti neRange :: = SEQUENCE {
from [0] CreationTime OPTIONAL -- omitted means no | ower bound--,
to [1] CreatjionTine OPTIONAL -- omitted nmeans no upper bound--}
CreationTime ::= UTCIlinme

The ¢omponents of range have-the following meaning:
a) Sequence-number-range (C); and

b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of entries |[to be
selectéd. The sequence-number-range is given in terms of sequence-numbers, and the creation-time-
range is given in terms of creation-times. The creation-time of an entry is the time at which the MS
generated the entry. The sequence-numbers of successive entries are always in ascending order, but s¢veral
adjacent entries may have the same creation-time. The parameters of both number-range and time-fange
have the following meaning:

1) From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the
earliest entry (lowest sequence-number) of the specified entry-class.

2) To (O): This is the upper bound for the range.

In the absence of this component, the default is no upper bound, and the selection finishes with the
latest entry (highest sequence-number) of the specified entry-class.

If from is greater than to, then the range is defined in descending order; otherwise, the range is defined
in ascending order (see 8.1.3). If a 1988 Application Context is in use, range shall be specified in
ascending order. A range is inclusive of its upper and lower bounds.

The values of sequence-number and creation-time specified in range need not identify existing entries.
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8.1.2 Filters

8.1.2.1 Filter

A filter parameter applies a test to a particular entry and is either satisfied or not by the entry. The filter is expressed in
terms of assertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only if it
evaluates to true. A filter may be true, false, or undefined.

Filter ::= CHO CE {
item [0] Filterltem
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }

A filfer 1s either a filter-ifem, or an expression involving simpler filters composed together with the Togical ope}ators
and, pr, and not:

a) A filter which is an item has the value of the filter-item (i.e. true, false, or undefined).

b) A filter which is the and of a set of filters is true if the set is empty or if each filter is #rue; it is fals¢ if at
least one filter is false; otherwise it is undefined (i.e. at least one filter is undefined and no filters are flalse).

c) A filter which is the or of a set of filters is false if the set is empty or if each filteris false; it is tru¢ if at
least one filter is true; otherwise it is undefined (i.e. at least one filter is undefined and no filters are tfue).

d) A filter which is the not of a filter is true if the filter is false; false if\it\is true; and undefined if it is
undefined.

8.1.2]2 Filter-item

A filfer-item is an assertion about the presence or value(s) of an attribute,ef’a particular type in the entry under test.|Each
such pssertion is true, false, or undefined.

Filterltem::= CHO CE {
equality [0] AttributeVal ueAssert.jon,
substrings [1] SEQUENCE {
type ATTRI BUTE. & do({Attri buteTabl e}),
strings SEQUENCE OF¢CHO CE {
initial [0] ATTRI'BUTE. &Type ({Attri buteTable} {@ubstrings.type}),
any [1] AFTRI BUTE. &Type ({Attri buteTabl e} {@ubstrings.type}),
final [ 2] ATTRI BUTE. &Type ({AttributeTabl e} { @ubstrings.type})}|},
greater-or-equal [2] AttributieVal ueAssertion,
| ess-or-equal [3] AttributeVal ueAssertion,
present [4] ATTR)BUTE. & d ({Attri buteTable}),
approxi mate-match [5] AttributeVal ueAsserti on,
-- 1994 extension --
ot her-mat ch [ 8]\ Mat chi ngRul eAssertion }
Mat chi ngRul eAssertjoh-:= SEQUENCE {
mat chi ng-rul e [[0] MATCHI NG RULE. & d( { Mat chi ngRul eTabl e}),
attribute-type) [1] ATTRIBUTE. & d,
mat ch- val u€ [2] MATCHI NG RULE. &AssertionType ({Matchi ngRul eTabl e} {@mtching-rule})}

Every filter-item includes an attribute-type which identifies the attribute under test.

An apsertion about the value of an attribute can be evaluated only if properly specified. If the MS does not support the
attribute-type (or it is not subscribed to by the MS-user), or the MS does not support the matching-rule, or the predented
valug do€s not conform to the matching-rule's assertion-syntax, or the definition of the attribute-type does not inclugle the
type pf-match requested, then the abstract-operation or auto-action which contains the assertion shall fail; the abgtract-
operation shall return an attribute-error.

NOTE — In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the Presentation
Service and cause the rejection of the protocol data unit.

Assertions about the values of an attribute are evaluated using the generic matching-rules (equality, substrings, greater-
or-equal, less-or-equal, and approximate-match), or any other matching-rules defined for that attribute-type. The
present match is supported for all attribute-types. A matching-rule used as a generic matching-rule is constrained to have
an assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rule used as
an other-match is not constrained in this way. A matching-rule may be used as a generic matching-rule for one attribute-
type and as an other-match for a different attribute-type.

All the matching-rules defined in this Service Definition have an outcome of true or false. However, matching-rules
defined elsewhere, may also allow the outcome undefined.
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If the filter-item is properly specified, then where it asserts:

8.1.2

An a
Itis g
attrib

If the

tad ualua-
Hea—vartde;

a) equality, it is true if and only if there is a value of the attribute for which the attribute's equality matching-
rule applied to that value and the presented value returns true;

b) substrings, it is frue if and only if there is a value of the attribute in which the attribute's substring
matching-rule applied to that value and the presented value in strings returns frue. The meaning of the
components of strings is defined in the appropriate matching-rule definition; see 12.2.3 for an example of a
substrings matching-rule.

c) greater-or-equal, it is true if and only if there is a value of the attribute for which the attribute's ordering
matching-rule applied to that value and the presented value returns false, i.e. there is a value of the attribute

d) less-or-equal, it is true if and only if there is a value of the attribute for which either the attribute/s-equality
matching-rule or ordering matching-rule applied to that value and the presented value returns trup, i.e.
there is a value of the attribute which is less than or equal to the presented value;

e) present, it is true if and only if such an attribute is present in the entry;

f) approximate-match, it is true if and only if there is a value of the attribute(for which the approin:ate-
match matching-rule applied to that value and the presented value returns/zue. The approximate-mnatch
matching-rule may provide phonetic matching to accommodate spelling-variations, and is locally defined;
there are no specific guide-lines for approximate matching in this¢Service Definition. If approximate-
match is not supported, this filter-item shall be treated as a match for-equality;

g) other-match, it is true if and only if there is a value of the-attribute with the indicated attribute-type for
which the matching-rule, applied to that value and the presented-value, returns true. If the matching-fjule is
one of those specified as an other-matching-rule in thie definition of the specified attribute-type, 4nd is
supported by the MS, then matching proceeds as specified in the matching-rule definition; otherwise an
attribute-error of inappropriate-matching may result; As a local matter, an MS may support matchingtrules
in addition to those defined in this Service Defifition. The constraining set (MatchingRuleTable) is d¢fined
in clause 12.

3 Attribute-value-assertion

ftribute-value-assertion is a proposition)which may be true, false, or undefined, concerning the values of an
valuated using a matching-rule specified for the attribute-type, and which is appropriate for the context in whi

ute-value-assertion is evaluated, [t\involves an attribute-type and an attribute-value:
AttributeVal ueAssertion ::= SEQUENCE {
attribute-type ATTRI BUTE. & d ({AttributeTabl e}),

attribute-valkue ATTRI BUTE. &Type ({AttributeTable} {@ttribute-type}) }

attribute-value-dssertion is properly specified (see 8.1.2.2) its evaluation has one of the following outcomes:

a) true,\if the entry contains an attribute of that attribute-type, one of whose attribute-values matchg
presented attribute-value;

b).  undefined, if the entry contains an attribute of that attribute-type, and the specified matching-rule de

entry.
h the

s the

tlares

the result of the match to be nndpﬁnpd;

c) false, otherwise.

NOTE — None of the matching-rules defined in this Service Definition returns undefined. However, matching-rules defined in
other Specifications for given content-types may do so.

8.1.3

Selector

A selector parameter is used to select entries of a specified entry-class. The selection operates in three stages. Firstly, the
total set of entries of the entry-class may be restricted to a particular contiguous set by specifying its range. Secondly,
entries from within this set may be selected by specifying a filter which the selected entries shall satisfy. Thirdly, a limit
may be placed on the number of entries thus selected. If the range is defined in ascending order (or is omitted), those
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entries with the lowest sequence-numbers are selected; if the range is defined in descending order, those entries with the
highest sequence numbers are selected (see 8.1.1). Abstract-operations are applied to selected entries according to their
range order, i.e. where the range is defined in ascending order, the selected entry with the lowest sequence-number is
operated on first.

Sel ector ::= SET {
child-entries [0] BOOLEAN DEFAULT FALSE,
range [1] Range OPTIONAL --default is unbounded--,
filter [2] Filter OPTIONAL -- default is all entries within the specified range--,
limt [3] I NTEGER (1..ub-nmessages) OPTI ONAL,
override [4] OverrideRestrictions OPTI ONAL

- by default, any fetch-restrictions in force apply--}

The components of selector have the following meaning:

8.1.4

An e

a) Child-entries (O): If false, only main-entries are considered for selection. If #rue, both main-entrigs and
child-entries are considered for selection. In the absence of this component, only main-efitrigs are
considered for selection.

b) Range (O): The abstract-syntax-notation of range is given in 8.1.1. In the absence of this‘componert, the
range is unbounded.

c) Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absenée of this component, all
entries within the specified range are selected.

d) Limit (O): This allows the specification of an upper limit to the number of‘entries selected. In the absence
of this component, there is no limit to the number of entries selected.

NOTE — The primary role of the limit is to protect against huge\r€sults from an abstract-operatior] as a
consequence of badly formulated selections. It may also be used to retrieve an exact number of information-pets to
fit a particular output device.

e) Override (O): If an override of any of the fetch-restrictions jis required, the corresponding compongnt(s)
of override-restrictions shall be present.

OverrideRestrictions ::= BIT STRI NG {
override-content-types-restriction (0),
override-El Ts-restriction (1)

override-attribute-length-restrigtion (2) } (SIZE (1.. ub-restrictions))

The values of override-restrictions have the\following meaning:

1) Override-content-types-restriction*(M): This bit shall be set to 1 if the fetch-restrictions on coptent-
types are to be overridden. If this-bit is set to 0, the fetch-restrictions on content-types as specified {n the
MS-bind-argument shall apply-

2) Override-ElTs-restriction (M): This bit shall be set to 1 if the fetch-restrictions on encoded-informgtion-
types are to be overridden. If this bit is set to 0, the fetch-restrictions on encoded-information-types as
specified in the MS-bind-argument shall apply.

3) Override-attribute-length-restriction (M): This bit shall be set to 1 if the fetch-restrictions on attfibute
length are to-b€ overridden. If this bit is set to 0, the fetch-restrictions on attribute length as specified jn the
MS-bind-argiment shall apply.

In the‘absence of override-restrictions, all the fetch-restrictions specified in the MS-bind-argumen{ shall
apply

Entry-information-selection

htry-information-selection parameter indicates what information from an entry is being requested. An empty set

indicates that information about the entry itself, rather than the attributes of the entry, is being requested.

Entryl nformationSel ection ::= SET SIZE (0..ub-per-entry) OF AttributeSel ection

AttributeSel ection ::= SET {
type ATTRIBUTE. & d ({AttributeTable}),
from [0O] INTEGER (1..ub-attribute-values) OPTIONAL --used if type is multi val ued--,
count [1] INTEGER (O..ub-attribute-val ues) OPTI ONAL
-- for 1988 Application Contexts the |ower bound is one-- }

The components of attribute-selection have the following meaning:

30

a) Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the
entry, then no values are returned for the attribute. If the attribute-type is not supported by the MS or is not
subscribed to by the MS-user, then an attribute-error shall be generated.
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b) From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value

9 (E)

to be

returned. If it specifies a value beyond those present in the attribute, no values are returned. This component
shall not be present unless the attribute-type is multi-valued. If this component is omitted, values starting at

the first value are returned.

¢) Count (O): This Integer specifies the maximum number of values to be returned. It is not an error if count
is greater than the number of values present in the entry. If count is zero, then information is requested on
the total number of values present in the attribute but no actual values are returned. If this component is

omitted, there is no limit as to how many values are returned.

Where either from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-request.

Where an attribute of the type specified in an attribute-selection is supported by the MS, but is absent from a particular

when

entry
apply

8.1.5

An entry-information parameter conveys selected information from an entry.

The ¢

8.1.6
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ing the associated abstract-operation to the entry.

Entry-information

Entryl nformation ::= SEQUENCE {
sequence- nunber SequenceNunber,
attributes SET SIZE (1..ub-per-entry) OF Attribute OPTI GNAL,

-- 1994 extension --
val ue- count - exceeded [0] SET S| ZE(1..ub-per-entry) OF AttributeValueCount OPTI ONAL }

AttributeVal ueCount ::= SEQUENCE {
type [0] ATTRIBUTE. & d ({AttributeTable}),
t ot al [1] | NTEGER }

omponents of entry-information have the following meaning:
a) Sequence-number (M): The sequence-number identifying‘the entry (see 6.3.2).

b) Attributes (C): The set of selected attributes from the-entry. Where the corresponding attribute-selg
constitutes a partial-attribute-request, only the requested subset of the attribute-values actually pres
that attribute are returned. This component is absent if the requested-attributes parameter was omitted
the list-argument or fetch-argument, and-no (UA-specific or general) list-attribute-defaults or
attribute-defaults are in force. The component is also absent if none of the requested-attributes are pi
in the entry, or if all the requested-attributes present were specified in entry-information-selections in Y
the count component indicated that zero attribute-values were to be returned.

¢) Value-count-exceeded (C): Thisrcomponent is present where, in the performance of the List or
abstract-operation, count is specified in the attribute-selection, and the specified attribute contains ¥
beyond the limit set by count. The type indicates the attribute-type concerned, and total indicates thg
number of values posséssed by the attribute. One value of the component is present for each attr
selection which exéeeds the limit set by count. The component is absent if none of the attribute-sele
exceeded their count limits.

MS-submission=options

MS-submission-options parameter is used to request the creation of an entry in a specified entry-class, contd
utes derived \from the argument and result of the associated MS-message-submission or MS-probe-subm
hct-operation. Other components of MS-submission-options control the assignment of further attributes

ction
bt in
from
fetch-
esent
which

Fetch
alues
total
bute-
tions

ining
ssion
o the

bd entny:
MSSubmi ssi onOptions ::= SET {
obj ect-entry-class [0] Entryd ass (submssion | submssion-lTog | draft) OPTI ONA
di sabl e- aut o- nodi fy [1] BOOLEAN DEFAULT FALSE,

add- nessage- gr oup- nanmes [2] SET SIZE(1..ub-nmessage-groups) OF MessageG oupName OPTI ONAL,

ms- subm ssi on-extensi ons [3] MSExtensions OPTI ONAL }

The components of MS-submission-options have the following meaning:

a) Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details of

the associated message or probe submission. Three values are defined:

1) Submission. The message or probe shall be submitted to the MTS and an entry created in the

Submission, and, subject to subscription, the Submission-log entry-classes.

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created in the

Submission-log entry-class only.
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3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to the
MTS. This option is not available for MS-probe-submission.

If the specified object-entry-class is not subscribed to then an error is generated. If the object-entry-
class is omitted, and the Submission-log entry-class is subscribed to, the component defaults to
Submission-log. If the object-entry-class is omitted, and the Submission-log entry-class is not
subscribed to, then the message or probe shall be submitted to the MTS and no storage shall take place.

b) Disable-Auto-modify (O): This specifies whether the currently registered Auto-modify auto-actions shall
be applied to the entry of the Submission, or Submission-log, or Draft entry-class, which may be created as
a result of performing the associated message or probe submission. This component shall be omitted if no
entry is to be created. In the absence of this component the currently registered Auto-modify auto-actions
shall be applied to the new entry

c) Add-message-group-names (O): This specifies one or more message-group-name attribute-values ywhich
shall be assigned to the entry of the Submission, or Submission-log, or Draft entry-class, whieh mjay be
created as a result of performing the associated message or probe submission. This attribute=type is d¢fined
in 11.2.33. This component shall be omitted if no entry is to be created. In the absence of'this compongnt no
message-group-name attribute is attached to the new entry.

NOTE — Message-group-names assigned to an entry by the performance of the Autosmodify auto-action gre not
affected by the setting of this component.

d) MS-submission-extensions (O): This component allows for future generaland content-specific exter{sions
to MS-submission-options. The Specification for a given content-typé-defines its use of this component. In
the absence of the component no MS-submission-extensions are specified. This Service Definition d¢fines
the following extensions:

1) Originator-token (O): This extension is used where th€)submitted message contains a message-token
which contains encrypted-data that has been encrypted-such that it cannot subsequently be decrypted by the
originator. This extension enables the originator to supply a message-token constructed as if the origjnator
were a recipient of the message, to be stored in the8ubmitted-message entry but not submitted to the MTS.
Subsequently, the originator may retrieve this ififermation and use it to recover the original message.

ori gi nator-token Ms-EXTENSVON :: = {
Ori gi nat or Token I'BENTI FI ED BY i d- ext-ori gi nat or-token}

Ori gi nat or Token : 2.MessageToken
( CONSTRAI NED’BY {-- Must contain an asymmetric-token with an
-- encrypted-data conponent --} )

The originator-token cofitains a message-token argument of the Message-submission abstract-opefation
(see 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4) which contains an encrypted-data comppnent
that is encrypted using the public key of the message originator.

NOTES

1 When storage-on-submission is used, the originator retains a copy of the message in the MS, but|is not
te€ated as a recipient in the message submission envelope. This extension provides the originator with the sqcurity
arguments that are encrypted on a per-recipient basis for the conventional recipients of the message. Nofe that
content-integrity-check does not need to be duplicated here, as it is only a signature, and so the origingtor is
implicitly able to use any of the values provided for the other recipients.

2 If Content Confidentiality is provided using a symmetric encryption algorithm with a cdntent-
confidentiality-key (session key) which is itself encrypted such that it requires each recipient's private key to
decrypt it, then the message’s originator would have no means of decrypting the copy of the message as stored in
the MS on submission. This MS-submission-extension enables the MS-user to supply a value with the submitted
message, which is stored in the submitted-message entry but is not included in the message submitted to the MTS.
This contains the session key for the message, encrypted with the public key of the submitting MS-user. When the
MS-user subsequently retrieves the submitted-message, his private key may be used to decrypt the session key,
and hence decrypt the message.

3 Where Content Confidentiality is provided by use of a symmetric algorithm, and a method other than the
message-token is used to distribute the key, then the originating MS-user must employ a different mechanism to
retain the key and so enable subsequent decryption of the stored-message.

4 Where Content Confidentiality is provided directly by use of an asymmetric algorithm, it is unlikely that

storage on submission will be useful, except where the key pair is shared between users, including the originating
MS-user, who thus has access to both public and private keys.
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2) Originator-certificate-selectors-override (O): This extension contains information sufficient to identify

one certificate, where the originator has more than one certificate with the same algorithm-identifier. The
extension enables the originator to identify a certificate to validate specific digital signatures within the
content-integrity-check or message-token arguments of Message-submission, or to be used for key
agreement for encryption. It also allows a certificate of each recipient to be identified for key agreement or
asymmetric encryption. It is constructed as if the originator were a recipient of the message, and is stored in
the submitted-message entry rather than being submitted to the MTS. Subsequently, the originator may

retrieve this information and use it to recover the original message.

originator-certificate-sel ectors-override MS-EXTENSION ::= {

CertificateSel ectors (WTH COVPONENTS{

message- ori gi n-aut henti cati on ABSENT}) | DENTI FI ED BY
id-ext-originator-certificate-sel ectors-override }

8.1.7

The ¢
and N

The ¢

8.2
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If this extension is present and MS-submission-options request storage of the submitted message| then
when generating the certificate-selectors attribute the value in each component that is present replacgs the
value in the corresponding component of certificate-selectors (see 11.2.9).
Common-submission-results
ommon-submission-results parameter contains information common to the results of the MS-message-subm{|ssion
[S-probe-submission abstract-operations.

ComonSubmi ssi onResults ::= SET {
created-entry [0] SequenceNumber OPTI ONAL,
aut o-action-error-indication [1] AutoActionErrorlndication OPTI ONAL,
nms- submi ssi on-resul t-extensi ons [2] MSExt ensions OPTI ONAL .}

omponents of common-submission-results have the following meaning:

a) Created-entry (C): This shall be present if the MS-user requested storage of a submitted message or probe
in the Submission or Submission-log entry-classes, or storage of a draft-message entry in the Draft ¢ntry-
class. It indicates the sequence-number of the newly créated entry.

b) Auto-action-error-indication (C): This shall be preseént if an auto-action performed by the MS concgrning
the submitted-message or probe, or stored draft:fiiessage, caused the generation of an auto-action-eryor. If
the Auto-action-log entry-class is subscribed.to, this parameter indicates the sequence-number of th¢ first
entry which records these unsuccessful auto-action executions. Otherwise it contains a Null (see [.1.2,
item j). The parameter shall be absent if no auto-action-errors occurred.

¢) MS-submission-result-extensions (C): This component allows for future general and content-specific
extensions to common-submissiofisresults. No extensions are defined in this Service Definition. It shpll be
present if the MS-user specified MS-submission-extensions in the submission-options parameter of th¢ MS-
message-submission or MS<probe-submission argument, and those extensions caused the generation ¢f this
corresponding result.

Retrieval Port abstract-operations
ollowing abstract-opgerations are available at the Retrieval Port:

a) Summarize;

b) List;

c) <Fetch;

d). * Delete;

) Reoocictar NMS.

e—Register MS:

f) Alert;

g) Modify.

Abstract-operations are performed asynchronously subject to the following conditions:

— the Delete, Register-MS, and Modify abstract-operations shall not be performed until all outstanding

abstract-operations have been completed;

— the Delete, Register-MS, and Modify abstract-operations are performed in the order in which they are

invoked and are allowed to complete before any other abstract-operation is performed.

Because of this, and the fact that the List and Fetch abstract-operations may change the retrieval-status of an entry, the
results of the Summarize, List and Fetch abstract-operations may be non-deterministic.
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8.2.1 Summarize abstract-operation

The Summarize abstract-operation returns summary counts of selected entries of a specified entry-class. In addition to
these summaries, a count of the entries selected and their lowest and highest sequence-numbers is also returned. Zero or

more individual summaries may be requested.

The Summarize abstract-operation will be successful only when access to the entry-class is permitted according to the

security-context and the security-policy in force.

The attributes that may be requested for summaries are restricted. For the general-attributes of entries of the various entry
classes, the restrictions are defined in Tables 2 and 3. For content-specific attributes, the attribute definition in the
relevant Specification shall state whether the attribute is available for Summarize.

surmart Ze ABSTRALT- WFERATTUN U0 =1

NPTE — An example of the Summarize abstract-operation is given in Annex J.

ARGUVENT Sumrar i zeAr gunent
RESULT Sunmari zeResul t
ERRORS {attribute-error | invalid-paranmeters-error |
security-error | service-error,
-- 1994 extension additions -- |,
entry-class-error | ns-extension-error}
CODE op- sunmari ze }

range-error |

- -,

1.3).
This

8.2.1}11 Summarize-argument
Surmmari zeArgunent ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
sel ector [1] Sel ector,
sunmary-requests [2] SEQUENCE Sl ZE (1..ub-sunmmaries) ‘OF ATTRI BUTE. & d
({AttributeTable}) OPTIONAL -- absént if no summaries are requeste
-- 1994 extension --
summari ze- ext ensi ons [ 3] MSExtensi ons OPTI ONAL }
The parameters of summarize-argument have the following meahing:
a) Entry-class (O): This specifies which entry-class.is addressed by the abstract-operation (see 6.3.1).
b) Selector (M): This is a set of selection critegia to determine which entries shall be summarized (see §
¢) Summary-requests (O): This is the sequénce of attribute-types for which summaries are requested
parameter is present only if a summaryis requested.
d) Summarize-extensions (O): This-parameter allows for future general and content-specific extensigns to

8.2.1{2 Summarize-result
Should the request succeed, the\summarize-result will be returned.
Summari zeResult\ "= SET {
next [0] SequenceNurmber OPTI ONAL,
count [1] I NTEGER (0. . ub-nmessages)
span [2] Span OPTI ONAL --
SUMuAEri es [3]

1994 extension --
MSExt ensi ons OPTI ONAL }

summari ze-resul t - ext ensi ons [ 4]

The parameters of summarize-result have the Fn”n\xring meaning:
S

summarize-argument. No extensions are defined in this Service Definition.

of the entries sel ected--

of the entries selected,
omtted if count
SEQUENCE SI ZE (1..ub-summaries) OF Sunmary OPTI ONAL,

is zero--,

a) Next (C): This is returned in the case where the number of entries selected would have been greater if it
were not for the limit specified in the selector. The parameter contains the sequence-number of the next
entry that would have been selected, as determined by the range order which determines the direction of

searching (see 8.1.3).
b)
c)

criteria. It is absent if there are no such entries.

Span :: =
| onest
hi ghest

SEQUENCE {
[0]
[1]

SequenceNunber,
SequenceNunber }
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The components of span have the following meaning:

1) Lowest (M): Identifies the entry with the lowest sequence-number which matches the selection criteria.

2) Highest (M): Identifies the entry with the highest sequence-number which matches the selection

criteria.

NOTE — The values of lowest and highest are not affected by the order of the range (ascending or

descending); see 8.1.1.

d) Summaries (C): One summary is returned for each summary-request. The summaries are returned in the

order that they were requested.

Summary ::= SET {

absent [0] I NTEGER (1..ub-nmessages) OPTIONAL --count of entries where attribute is absent--,

SEQUENCE {
type ATTRIBUTE. & d ({AttributeTable}),
val ue ATTRI BUTE. &Type ({AttributeTable} {@type}),
count | NTEGER (1..ub-nmessages)} OPTI ONAL}
The components of summary have the following meaning:

1) Absent (C): A count of the entries that do not contain an attribute of the attribute‘type specified
request. The component is omitted if there are no such entries.

2) Present (C): A summary of the entries that contain an attribute of thedattribute-type specified, b
down by the attribute-values actually present. The component is omitted if there are no such entr

The components of present have the following meaning:

i) Type (M): The type of the attribute.

ii) Value (M): The attribute-value for which the count is,given.
iii) Count (M): A count of entries with this attribute-value.

e) Summarize-result-extensions (C): This parameter, allows for future general and content-sp
extensions to summarize-result. No extensions are ‘defined in this Service Definition.

3 Summarize abstract-errors

d the request fail, one of the listed abstract-efrors will be reported. The circumstances under which the part
hct-errors will be reported are defined in clause 9. The attribute-error abstract-error shall be reported both in th
improperly specified filter, and wheréthe summary-requests parameter specifies an attribute-type which

List abstract-operation

LList abstract-operation jis\uSed to search a specified entry-class for entries of interest, and to return se
nation from those entries:

ist abstract-operation will be successful only when access to the entry-class is permitted according to the seg
xt and the security-policy in force.

nformation _that may be selected for entries of a given entry-class may be restricted. For the general-attribu
s of the various entry-classes, the restrictions are defined in Tables 2 and 3.

hi'st ABSTRACT- OPERATI ON :: = {

ARGUNENT List Argunent

n the

Foken
es.

ecific

cular
P case
S not

ected

urity-

tes of

g
RESULT Li st Resul t
ERRORS {attribute-error | invalid-paranmeters-error | range-error |
security-error | service-error,
. -- 1994 extension additions --
entry-class-error | nms-extension-error}
CODE op-list }

8.2.2.1 List-argument

Li st Argunent ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
sel ector [1] Sel ector,
requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --
i st-extensions [ 4] MSExt ensi ons OPTI ONAL }
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The parameters of list-argument have the following meaning:

8.2.2

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Selector (M): This is a set of selection criteria to determine which entries shall be returned (see 8.1.3).

c) Requested-attributes (O): This indicates what information from the selected entries is to be returned
result (see 8.1.4). If this parameter is absent, the registered set of UA-list-attribute-defaults is used.
UA-registration was specified when the abstract-association was established, or no UA-list-attr

in the
If no
ibute-

defaults are registered for the currently active UA-registration, then the general (non UA-specific) list-

attribute-defaults are used (see 8.2.5.1, items c and g).

d) List-extensions (O): This parameter allows for future general and content-specific extensions to list-

argument. No extensions are defined in this Service Definition.

2 List-result

Should the request succeed, the list-result will be returned.

Li stResult ::= SET {
next [0] SequenceNumber OPTI ONAL,
request ed [1] SEQUENCE Sl ZE (1..ub-nmessages) OF Entryl nformatjion OPTI ONAL

--omitted if none found--,
-- 1994 extension --
list-result-extensions [2] MSExtensions OPTI ONAL }

The parameters of list-result have the following meaning:

8.2.2

entry that would have been selected, as determined by the ranige order which determines the direct
searching (see 8.1.3).

b) Requested (C): This conveys the requested entry-information (see 8.1.5) from each selected entry.
item of entry-information appears in the same order.(ascending or descending) as the range orde
8.1.3). The parameter is absent if no entries were sélected.

result. No extensions are defined in this Service Definition.

3 List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the part

abstr

8.2.3
The

nct-errors will be reported are defined(iny clause 9.

Fetch abstract-operation

Alterhatively, it is used to returh ‘selected information from the first entry from among several entries of interest; i

case

he sequence-numbers 0f the other selected entries are also returned. The Fetch abstract-operation will be succ

a) Next (C): This is returned in the case where the number of entriesss€lected would have been greatdr if it
were not for the limit specified in the selector. The parameter contains the sequence-number of thq¢ next

on of

Each
- (see

e) List-result-extensions (C): This parameter allows for future general and content-specific extensions tp list-

cular

[Fetch abstract-operation is_used to return selected information from a specific entry of some entry-class.

h this
bssful

only when access to theehtry-class is permitted according to the security-context and the security-policy in force.
Infornation fromeait.entry may be fetched several times, until the entry is explicitly deleted using the Delete abgtract-
operdtion.
f eteh ABSTRACT- OPERATI ON :: = {
ARGUVENT Fet chAr gunment
RESULT Fet chResul t
ERR@S {attlibutc-cllul i fctb:l'lCDtI;bt;UII'CIIUI i ;IIVQ:;CI"PQI ﬂIICtCID'CIIUI i

8.2.3

36

range-error | security-error | sequence-nunber-error | service-error,
-- 1994 extension additions -- |,
entry-class-error | ns-extension-error}

CODE op-fetch }
.1 Fetch-argument
Fet chArgument ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
item CHO CE {
sear ch [1] Sel ector,
preci se [2] SequenceNumnber},

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --
f et ch- ext ensi ons [ 4] MSExt ensi ons OPTI ONAL }

ITU-T Rec. X.413 (1999 E)
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The parameters of fetch-argument have the following meaning:
a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Item (M): One of the components described below shall be specified in order to determine which entry to
fetch.

1) Search (C): This is a selector specifying a set of entries. Of the entries selected (if any) the entry
fetched shall be the one with the highest sequence number if the range is defined in descending order,
and that with the lowest sequence-number otherwise (see 8.1.3).

2) Precise (C): This is the sequence-number of the entry to be fetched (see 6.3.2).

¢) Requested-attributes (O): This indicates what information from the selected entry is to be returned in the
result (see 8.1.4). If this parameter is absent, the registered set of UA-fetch-attribute-defaults is used. If no

1IA bt 1Fad 1o 4+l Lt s 4 talalicl ad 4+l 41 v UA_
HA-registratton—was—speetfied—when—the—abstraet-operatton—was—established—er—the—eunrrenthyaetve

registration does not specify UA-fetch-attribute-defaults, then the general (non UA-specific) fetch-attr|bute-
defaults are used (see 8.2.5.1, items d and g).

d) Fetch-extensions (O): This parameter allows for future general and content-specific extensions to fetch-
argument. No extensions are defined in this Service Definition.

8.2.3]2 Fetch-result

Should the request succeed, the fetch-result will be returned.

FetchResult ::= SET {
entry-information [0] Entrylnformation OPTIONAL --if apentry was sel ected--,
Iist [1] SEQUENCE Sl ZE (1.. ub-nmessages) (OF-SequenceNunber OPTI ONAL,
next [2] SequenceNumber OPTI ONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTI ONAL }

The parameters of fetch-result have the following meaning:

a) Entry-information (C): This is the set of all those requested attributes that are present in the selected|entry
(see 8.1.5). It is not present in the case that a search was performed and no entry was selected.

b) List (C): This is returned in the case that more thanone entry matched the search selector. The list gives the
sequence-numbers of these further entries in the same order (ascending or descending) as the range[order
(see 8.1.3).

¢) Next (C): This is returned in the case~where the number of entries selected would have been greatdr if it
were not for the limit specified in the-Selector. The parameter contains the sequence-number for th¢ next
entry that would have been selected, as determined by the range order which determines the directjon of
searching.

d) Fetch-result-extensions (C): This parameter allows for future general and content-specific extensiqns to
fetch-result. No extensions are defined in this Service Definition.

8.2.3|3 Fetch abstract-errors

Should the request fail, oneZof the listed abstract-errors will be reported. The circumstances under which the partjcular
abstriict-errors will be réported are defined in clause 9.

8.2.4 Delete abstract-operation

The Pelete abstract-operation is used to delete selected entries of a specified entry-class. A main-entry and gll its
depenident child-entries shall only be deleted together. This is achieved by specifying just the main-entry as an argument.
The Delete abstract-operation will be successful only when the entry-class permits deletion, and this is allowed lry the
security=context and the Qf‘r‘nri‘rv-pn]i{‘v in force

Certain entries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-error of child-entry-
specified. An attempt to delete an entry of the Delivery entry-class which has a retrieval-status of new (see 6.3.8) shall
result in a delete-error of new-entry-specified; the retrieval-status shall not be considered when entries of entry-classes
other than Delivery are deleted. The retrieval-status of any child-entry associated with a main-entry shall not be
considered when applying the Delete abstract-operation to the main-entry. An attempt to delete an entry of the Message-
log entry-class for which a corresponding entry exists in the Stored-message entry-class shall result in a delete-error of
Sstored-message-exists.

As a subscription option, the deletion of the entries of any entry-class or entry-classes may be restricted or prohibited,
and cause a delete-error of entry-class-restriction. Further restrictions may be defined for entries of a given content-type
as indicated in the Specification which defines that content-type. An attempt to violate such a delete restriction causes the
generation of a delete-error of delete-restriction-problem.
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NOTE — Implementations may choose to prohibit the deletion of entries of the Message-log entry-class except for the oldest entry,
or a contiguous sequence that includes the oldest.

del et e ABSTRACT- OPERATI ON :: = {
ARGUVENT Del et eAr gurrent
RESULT Del et eResul t
ERRORS {del eteError | invalid-paraneters-error | range-error | security-error |

sequence- nunber-error | service-error,
-- 1994 extension additions --
entry-class-error | ns-extension-error}

CODE op-delete }
8.2.4.1 Delete-argument
Del et eArgunment ::= SET {
entry-class [ﬂ] EntryvCl ass DEFAUIT delivery
itens CHO CE {
sel ector [1] Sel ector,

The parameters of delete-argument have the following meaning:

8.2.4{2

Should the request succeed, the delete-result shall be returned:

The parameters of delete-result have the following meaning:

8.2.4.3—Deteteabstract=errors

sequence-nunbers [2] SET SIZE (1..ub-nmessages) OF SequenceNunber},
-- 1994 extension --
del et e-extensions [3] MSExtensions OPTI ONAL }

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Items (M): One of the components described below shall be specified in order fo determine which eptries
to delete.

1) Selector (C): See 8.1.3.
2) Sequence-numbers (C): An unordered list of sequence-numbers (see 6.3.2).

c) Delete-extensions (O): This parameter allows for future general and content-specific extensions to delete-
argument. No extensions are defined in this Service Definttion.

NOTE — The Interpersonal Messaging content-type makes.use of delete-extensions as defined in 19.5.3 of [TU-T
Rec. X.420 | ISO/IEC 10021-7.

Delete-result

Del eteResult ::= CHO CE {
del ete-result-88 NULL,
-- 1994 .extension --
del ete-result-94 SET {
entries-del eted [0] SEQUENCE Sl ZE( 1. . ub-nessages) OF SequenceNumber OPTI ONAL,

del ete-resul t-extensi‘ons [1] MSExtensions OPTIONAL } }

a) Delete-result-88.(C)This parameter is returned if a 1988 Application Context is in use.

b) Delete-result‘94 (C): This parameter is returned if a 1994 Application Context is in use. It contains the
following ¢emponents:

1) Entriés-deleted (C): This identifies the entries deleted. It is present if the selector componenft was
present in the delete-argument, and at least one entry has been deleted. It is absent otherwise.

2)> Delete-result-extensions (C): This component allows for future general and content-specific
extensions to delete-result. No extensions are defined in this Service Definition.

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.5

Register-MS abstract-operation

The Register-MS abstract-operation is used to register or deregister various information with the MS, and retrieve
registered information from it:

38

a) auto-actions;
b) default requested attribute-types for List and Fetch;

c) credentials;

ITU-T Rec. X.413 (1999 E)
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d) user-security-labels;
e) UA registrations;
f) submission defaults;

g) message-group-names.

Where an MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations made using one

Application Context shall be effective when the other Application Context is in use.

NOTE - For example, the registered general submission-defaults registered when using a 1994 Application Context will apply to

submissions invoked in an abstract-association established using a 1988 Application Context.

regi st er- MS ABSTRACT- OPERATI ON :: = {
ARGUVENT Regi st er - MSAr gunent
RESULT Regi st er - MSResul t
ERRORS {attribute-error | auto-action-request-error | invalid-paraneterscerrof |

security-error | service-error | old-credentials-incorrectly-speeified
new- cr edenti al s-unaccept abl e,

-- 1994 extension additions -- |,
message- group-error | ms-extension-error | register-ns-error}

CODE op-regi ster-nms }
8.2.5|1 Register-MS-argument
Rdgi st er - MSArgunent ::= SET {
aut o-action-regi strations [0] SET SIZE (1..ub-auto-registrations) YOF Aut oActi onRegi stratifon
OPTI ONAL,
aut o-acti on-deregistrations [1] SET SIZE (1..ub-auto-registratjods) OF AutoActionDeregistrajtion
OPTI ONAL,
list-attribute-defaults [2] SET SIZE (0..ub-default-registrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTIGNAL,
fetch-attribute-defaults [3] SET SIZE (0..ub-defaulgfyregistrations) OF ATTRI BUTE. & d
({AttributeTabl e}).s_OPTI ONAL,
change-credential s [4] SEQUENCE {
ol d-credential s [0] Credential's (WTH COVPONENTS {sinple}),
new- credential s [1] Credentdral s (W TH COVPONENTS {sinple})} OPTI ONAL,
user-security-1abels [5] SET SIZE (1..ub<l'abel s-and-redirections) OF Securitylabel
OPTI ONAL,
-- 1994 extension --
ua-registrations [6] SET SIZE(\X.". ub-ua-regi strations) OF UARegi stration OPTI ONAY,
submi ssi on-defaul ts [ 7] MSSubmi-ssi onOpti ons OPTI ONAL,
message- group-regi strations [8] MessageG oupRegi strati ons OPTI ONAL,
regi stration-status-request [9] Registrati onTypes OPTI ONAL,
regi ster-ns-extensions [10] «MSExt ensi ons OPTI ONAL }
The parameters of register-MS-argument have the following meaning:

a) Auto-action-registrations (O): This is a set of auto-action-registration (see 6.5.2), one for each |auto-
action to be registefed. The new auto-action registration-parameter replaces any previously registered|auto-
action (if any) with that registration-identifier and auto-action-type.

In the absence.of auto-action-registrations, no new auto-actions are registered.

b) Auto-actien-deregistrations (O): This is a set of auto-action-deregistration, one for each auto-actjon to
be déregistered. Any registered auto-action with registration-identifier and auto-action-type matching|those
ih\an auto-action-deregistration is deregistered.

Aut oAct i onDeregi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1 }
In the absence of auto-action-deregistrations, the existing set of registered auto-actions remains unchanged,
except where updated by auto-action-registrations.
c¢) List-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any

subsequently invoked List abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active UA-
registration does not specify UA-list-attribute-defaults.

In the absence of list-attribute-defaults, there is no change to the registered default (if any). The list-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 1 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.
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d) Fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked Fetch abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active UA-

registration does not specify UA-fetch-attribute-defaults.

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-

operation.
NOTE 2 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of on

c.

Change-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the

identity of the MS-user to the MS.

The old-credentials are the current credentials of the MS-user, and the new-credentials are the crede

ntials

g)

proposed for future use in MS-bind.

If protected-authentication is used within initiator-credentials, then protected-change-credentials,(sec
k) provides an alternative to change-credentials. At most one of change-credentials and proteeted-ch|
credentials shall be present in Register-MS-argument. In the absence of both, the previcusly regi
credentials remain unchanged.

The credentials of the MS-user may differ in value from the initiator-credentials detailed in 8.1.1.1.
ITU-T Rec. X.411 | ISO/IEC 10021-4. The credentials used between the MTS-user (the MS) and the!
are maintained separately and may be changed by use of the Administration Port's Register abg
operation.

User-security-labels (O): This contains the security-label(s) of the MS.abstract-service-user, if they
be changed. User-security-labels is defined in 8.4.1.1.1.7 of ITU-T,Ree/ X.411 | ISO/IEC 10021-4.

In the absence of this parameter, the user-security-labels remain tnchanged.

NOTE 3 — Some security-policies may permit the user-secufity*labels to be changed in this way only if a
link is employed. Other local means of changing the userssectrity-labels in a secure manner may be prov

UA-registrations (O): This specifies one or more amendments to the set of UA-registrations. If thg
bind-argument of the present or a subsequently established abstract-association identifies a UA-regist
that was registered by means of this parameter;‘then the defaults specified below, associated witl
registration, shall apply for the duration of that abstract-association (see 7.1.1, item f).

NOTE 4 — On different occasions a user, may employ different UAs to communicate with the MS.
UARegi stration ::= SET {

ua-registration-identifier” [0] Registrationldentifier,

ua-list-attribute-defaullts [1] SET Sl ZE(O..ub-default-registrations) OF
ATTRI BUTE. & d ({AttributeTabl e}) OPTI ONAL,

ua-fetch-attributesdefaults [2] SET Sl ZE(O..ub-default-registrations) OF
ATTRI BUTE. & d ({AttributeTabl e}) OPTI ONAL,

ua- submi ssi onsdefaul ts [3] MsSubnmi ssi onOptions OPTI ONAL,

cont ent - specifyirc-defaul ts [4] MSExtensions OPTI ONAL }

The components of \UA-registration are as follows:

1) UA-registration-identifier (M): An identifier for this UA-registration. If the same value of]
registration-identifier was specified in a previous invocation of this abstract-operation, the
comporients present in the new registration replace the corresponding components of the prg
régistration; otherwise a new UA-registration is created. If the value of UA-registration-idef
matches that optionally present in the MS-bind-argument which established the current abg
association, then the new UA-registration takes immediate effect.

bullet
nge-
tered

1.2 of
MTS
tract-

are to

becure
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h the
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tract-

UA-

If the UA-registration-identifier is the only component present in a UA-registration then ng

registration is recorded and any existing UA-registration bearing this UA—registration—identﬂ'ier is

40

deleted.

NOTE 5 — A UA-registration is likely to contain values influenced both by the design of the UA and by
user controlled options. It may be desirable for the UA-registration-identifier to be made configurable by

the user rather than fixed in the UA implementation.

2)

3)

UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed List abstract-operation if the entry-information-selection parameter is absent.
In the absence of this component, there is no change to the UA-list-attribute-defaults defined for this
UA-registration (if any).

UA-fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed Fetch abstract-operation if the entry-information-selection parameter is absent.
In the absence of this component, there is no change to the UA-fetch-attribute-defaults defined for this
UA-registration (if any).
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4) UA-submission-defaults (O): This specifies the submission-options parameter which shall be used in a
subsequently performed MS-message-submission or MS-probe-submission abstract-operation when the
submission-options parameter is absent. The value draft is not permitted for the object-entry-class
component (see 8.1.6). In the absence of this component, there is no change to the UA-submission-
defaults defined for this UA-registration (if any).

5) Content-specific-defaults (O): This specifies registrations specific to a particular content-type. The
definition of a content-specific default appears in the Specification for the content-type concerned. In
the absence of this component, there is no change to the content-specific-defaults defined for this UA-
registration (if any).

Any existing UA-registration omitted from UA-registrations remains unaltered. In the absence of UA-
registrations, no change is made to existing registrations.

h) Submission-defaults (O): If the submission-options argument of MS-message-submission or MS-fjrobe-
submission is absent when those abstract-operations are invoked, and no UA-registration is specified [when
the abstract-association is established (or that UA-registration did not specify UA-submissien-defaults), or
where the MS itself performs submission while processing an auto-action, this parameter Supplies deffaults
for the submission-options argument. The initial state of the parameter, which is deseribed in 8.1.6, is that
all its components are absent and assume their default values. These values pers§ist-until changed py an
invocation of the Register-MS abstract-operation. The value draft is not permitted for the object-entrytclass
component. In the absence of this parameter, the value of submission-defaults\is'unchanged.

i) Message-group-registrations (O): This specifies amendments to the' set of message-group-rfames
registered by the MS-user which may be employed for the classification and organization of MS ehtries
(see 6.4). An attempt to add a value to an entry's message-group=name attribute shall result in an|error
unless the specified value was previously registered by means of this parameter.

MessageG oupRegi strations ::= SEQUENCE SI ZE( X,/ ub-defaul t-regi strati ons) OF CHO CH {
regi ster-group [0] MessageG oupNaneAndDescri ptor,
der egi st er-group [1] MessageGroupNane,
change-descriptors [2] MessageG oupNaneAndDescriptor }
MessageG oupNaneAndDescri ptor ::= SETY
message- gr oup- nane [0] MessSageG oupNane,
nmessage- group-descriptor [1] «Geheral String (SIZE(1..ub-group-descriptor-I|ength)|)
OPTI ONAL }

The components of message-group-registrations are as follows:

1) Register-group (O): The, message-group-name specified is added to the set of registered megsage-
groups. A message-group-name remain registered until explicitly deregistered in a subseguent
Register-MS abstragt-operation. An error results from an attempt to register a message-group{name
which is already'registered. Where a specified message-group-name contains more than one group-
name-part, an, error results unless a registration currently exists for that name less its final group-fjame-
part.

NOTE 6 — Consequently, every message-group-name that contains more than one group-name-parf has a
parent message-group-name above it in the notional message-group-name hierarchy.

The message-group-descriptor is an optional component which provides an informal descriptjon of
each message-group registered.

2) Deregister-group (O): The message-group-name specified is removed from the set of message-group-

egistrations—A—message-group-error-is—reported-fany-child-message-group-name-(i-e—one-formrcd by
adding a group-name-part to the specified message-group-name) is currently registered. A message-
group-error is also reported if the specified message-group-name is not registered, or is in use, i.e. is
assigned to the message-group-name attribute of any entry, or is referenced in a registered Auto-
modify auto-action.

3) Change-descriptors (O): The supplied value of message-group-descriptor replaces the stored value for
the message-group-name specified. A message-group-error is reported if a specified message-group-
name is not registered.

The components of message-group-registrations shall be applied in the order presented. In the absence of

message-group-registrations, no change is made to the registered set of message-group-names and
descriptors.
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),

Registration-status-request (O): This parameter is used to request information from the MS concerning
the current settings of defaults and other registered items. The result returned reflects the state of registered
information after all other parameters of register-MS-argument have been processed. The parameter
contains several elements each of which, if set, requests the registration status of the corresponding class of
information. In the absence of this parameter, no registration status information is requested.

Regi strationTypes ::= SET {
regi strations [0] BIT STRING {
aut o-action-regi strations (0),
list-attribute-defaults (1),
fetch-attribute-defaults (2),
ua-registrations (3),
subnmi ssi on-defaul ts (4),

message- group-regi strations (5) } OPTI ONAL,
H a1
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restrict-message-groups [2] MessageG oupsRestriction OPTI ONAL }
The components of registration-types have the following meaning:

1) Registrations (O): This specifies the items of registered information requested. One or'more of|auto-
action-registrations, list-attribute-defaults, fetch-attribute-defaults, UA-registrations, submisgsion-
defaults, and message-group-registrations may be requested.

2) Extended-registrations (O): This specifies those items of extended registered information requegted.

3) Restrict-message-groups (O): If message-group-registrations is requested, this component spdcifies
restrictions on the information returned.

MessageG oupsRestriction ::= SET {
par ent - gr oup [0] MessageG oupNanme OPTI ONAL,
i mredi at e- descendants-only [1] BOOLEAN DEFAULT TRUE,
om t-descriptors [2] BOOLEAN DEFAULT TRUE }

If parent-group is specified only those registered-message-groups which are children of this parent-
group shall be returned, i.e. those message-group-names which are formed by adding one or |more
group-name-parts to the parent-group name(If immediate-descendants-only is t7ue, then only|those
message-group-names formed by adding a Single group-name-part to the parent-group are retyrned,
otherwise all descendant message-group-hames are returned. If immediate-descendants-only if frue
and parent-group is absent, then only‘those message-group-names which contain a single group-jame-
part are returned. If omit-descriptors is true, then message-group-descriptors shall be omitted from the
result.

If restrict-message-groups)is absent (and message-group-registrations is requested), then all regigtered
message-group-names and descriptors are returned. Restrict-message-groups shall be omitfed if
message-group-registrations is not specified.

k) Register-MS-extensions (O): This parameter allows for future general and content-specific extensigns to

register-MS-argument. The following extension is defined in this Service Definition.

— Protectéd-change-credentials (O): This specifies a change in the credentials used in MS-bihd to
authenticate the identity of the MS-user to the MS, if protected-authentication is used. In orgler to
provide similar protection to the new-credentials, the change is transmitted as a modification|to be
applied to the old-credentials, rather than transmitting the new-credentials unprotected. This is
described in Annex H of ITU-T Rec. X.402 | ISO/IEC 10021-2.

prot ect ed- change-credentials MsS-EXTENSION ::= {

Protact adf“hangat‘r adaentialec | DENTIECIEN BY

i d- ext - prot ect ed-change-credential s }

Pr ot ect edChangeCredential s Ms:: = SEQUENCE {
algorithmidentifier [0] I MPLICIT OBJECT | DENTI Fl ER,

ol d-credential s InitiatorCredentials (WTH COWONENTS {
protected PRESENT } ),
password-delta [2] IMPLICIT BIT STRING }

The components of protected-change-credentials are as follows:
1) Algorithm-identifier (M): This specifies the algorithm used to compute the password delta.

2) Old-credentials (M): This is the current credentials of the MS-user for authentication, and is processed
as for protected-authentication in MS-bind.
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3) Password-delta (M): This specifies the change to be made to the existing value of Protectedl (which
the MS has stored) to derive the new value of Protectedl. Protectedl is defined in ITU-T
Rec. X.509 | ISO/IEC 9594-8 and further described in Annex H of ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The following standardized value of algorithm-identifier is provided; other values may be the subject

Regi ster-MSResult ::= CHO CE {

of future standardization or may be registered privately:

— id-alg-password-xor: The new protectedl is derived by a bitwise exclusive-or between the

previous value of protectedl and the supplied password-delta.

NOTE — The xor password change algorithm is only suitable if the algorithms chosen for password

protection are such that protected! is of fixed length.

At most one of change-credentials and protected-change-credentials shall be present in Register-MS-

argument. In the absence of both, the previously registered credentials remain unchanged.

2 Register-MS-result

d the request succeed, the register-MS-result shall be returned.

no-status-information NULL,
-- 1994 extension --
regi stered-informati on SET {

submi ssi on-defaul ts [4] MsSSubmi ssi onOpt i 6nSVOPTI ONAL,

message- group-regi strations [5] SET SIZE(1..ubamessage-groups) OF
MessageG oupNanmeAndDescri pt or OPTI ONAL,

regi ster-nms-result-extensions [6] MSExtensi ons™OPTIONAL } }

arameters of register-MS-result have the following meaning:

a) No-status-information (C): Present if _registration-status-request was absent from the reg
MS argument.

b) Registered-information (C): This contains the information requested in the registration-status-rg
parameter of the register-MS-argument. Each component of registered-information corresponds
similarly named component of the register-MS-argument. The presence of an element of informat
conditional upon the setting of the corresponding component of registration-status-request, and upq
availability of a value for'that element. The information conveyed in the result reflects the values
registered information subsequent to the processing of any registrations or deregistrations requested

specific extensidns to register-MS-result. No extensions are defined in this Service Definition.

3 Register-MS_ abstract-errors

d the request fail, one of the listed abstract-errors will be reported. The circumstances under which the part
hct-errors will'be reported are defined in clause 9. In addition to those abstract-errors which arise directly (e.g.
valid change-credentials parameter), the MS shall generate an abstract-error where a registration affectin
quent ‘performance of List, Fetch, or an auto-action would cause that abstract-operation or auto-action to fail.

DTE)— This occurs, for example, where list-attribute-defaults include an unavailable attribute-type, or where an auto-3

aut o-action-regi strations [0] SET Sl ZE(1..ub-auto-registrations)—OF
Aut 0Act i onRegi strati on OPTI GNAL,
list-attribute-defaults [1] SET SIZE(1..ub-default-registriations) OF ATTRI BUTE. & (d
({AttributeTabl e}) OPTI GNAL;
fetch-attribute-defaults [2] SET SIZE(1..ub-default-regiStrations) OF ATTRI BUTE. & (d
({AttributeTabl e}) ORTINONAL,
ua-registrations [3] SET Sl ZE(1..ub-ua-registrations) OF UARegi stration
OPTI ONAL,
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Alert abstract-operation

The Alert abstract-operation enables the MS to inform the MS-user of the delivery of a message or report, whose
attributes match the selection criteria of one of the auto-alert-registration-parameters (see 13.1) previously supplied by
means of the Register-MS abstract-operation or by subscription.

The Alert abstract-operation may be invoked only during an existing abstract-association initiated by the MS-user, and
only as a result of entries created after the establishment of the abstract-association.

The presence of entries which have been created between abstract-associations, and match the registered selection
criteria, shall be indicated in the result of the MS-bind abstract-operation which establishes the next abstract-association.
No Alert abstract-operation will be invoked for these entries (see 7.1.2, item d).
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The Alert abstract-operation will be successful only when access to the Delivery entry-class is permitted according to the
security-context and the security-policy in force.

al ert ABSTRACT- OPERATION :: = {
ARGUVENT Al ert Ar gunment
RESULT Al ert Resul t
ERRORS {security-error}
CODE op-alert }

8.2.6.1 Alert-argument

The parameters of the alert-argument have the following meaning:
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Al ert Argunment ::= SET {
alert-registration-identifier [0] I NTEGER (1..ub-auto-actions),
newentry [2] Entrylnformation OPTI ONAL }

a) Alert-registration-identifier (M): Indicates the registration-identifier of the registered Auto-aler?
action which caused the alert (see 6.5.2 and 13.1).

b) New-entry (O): This conveys the information from the new entry which was requested ifi~the auto-
registration-parameter (see 13.1). It may be absent if the MS-user did not specify requested-attributes
auto-alert-registration-parameter.

NOTE - Even if the requested-attributes component is not specified in the auto-alert-registration-parameter
entry, if present, will indicate the sequence-number of the entry.

2 Alert-result

d the request succeed, the alert-result will be returned.

AlertResult ::= NULL

3 Alert abstract-errors

d the request fail, the security-error will be reported. This occursswhen the abstract-operation violates the sed
 in force.

Modify abstract-operation

Modify abstract-operation enables the MS-user to-add or remove attributes, or individual attribute-values asso
one or more MS entries. Only certain general-attribute-types are subject to modification using this abs
tion (see 11.6). Attribute-types specific to a particular content-type, and subject to modification, are defined
hint Specification. The definition of an attribute-type which is subject to modification may specify restrictions fi
rmance of the Modify abstract-operation.” The Modify abstract-operation is not standardized for use with
cation Contexts.

| Modify is invoked, the MS firSt*verifies that the supplied argument is valid; if any errors are found, one
abstract-errors is returned All-static errors, i.e. those which may be detected by examining the modify-argu
be detected before any attemipt is made to apply the specified modifications to the selected entries; the static

argument is valid.the specified modifications are applied to each of the selected entries in the order specified
s argument. A} modifications shall be applied to a selected entry before any modifications are applied to thq

hct-operation terminates with a modify-error. However, entries already modified successfully, remain in
fied state.and are reported in the modify-error.

nodi fy ABSTRACT- OPERATION :: = {
ARGUMENT Modi f yAr gunent
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RESULT Modi f yResul t

ERRORS {attribute-error | invalid-paranmeters-error | security-error |
sequence-nunber-error | service-error | nodify-error | nessage-group-error
entry-class-error | ms-extension-error,
... ~-- For future extension additions --}

CODE op-nodi fy }

8.2.7.1 Modify-argument

44

Modi f yArgument ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
entries CHO CE {
sel ector [1] Sel ector,
specific-entries [2] SEQUENCE Sl ZE(1..ub-nessages) OF SequenceNumber },
nmodi fi cations [3] SEQUENCE Sl ZE(1..ub-nodifications) OF EntryModification,

nodi f y- ext ensi ons [4] MSExt ensi ons OPTI ONAL }
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The parameters of modify-argument have the following meaning:

a)

b)

Entry-class (O): This specifies the entry-class which contains the entries to be modified. If an entry-class
not subject to modification is specified then an entry-class-error is generated.

Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or explicitly by
sequence-number. If the specific-entries component is present, the existence of each entry shall be verified
before any modifications are applied and a sequence-number-error reported if one or more does not exist.
Entries shall be processed in the order specified.

Modifications (M): This defines a sequence of modifications, which shall be applied to each selected entry
in the order specified. The attribute-types present in the parameter shall be examined before any
modifications are applied, and an attribute-error reported if an unsupported attribute-type, or one not subject
to modification, is specified.

EntryMbdi fication ::= SET {
strict [0] BOOLEAN DEFAULT FALSE,
nmodi fication CHO CE {
add-attribute [1] Attribute,
remove-attribute [2] ATTRIBUTE. & d ({AttributeTable}),

add- val ues [3] OrderedAttribute,
renmove- val ues [4] OrderedAttribute } }
OrderedAttribute ::= SEQUENCE {

attribute-type ATTRIBUTE. & d ({AttributeTable}),

attribute-values SEQUENCE S| ZE(1..ub-attribute-val ues) GF, SEQUENCE {
-- at least one nust be specified --
val ue [0] ATTRI BUTE. &Type ({AttributeTabl e} {@t)tribute-type}) OPTI ONAL,
position [1] I NTEGER (1..ub-attribute-val ues)_-@PTI ONAL } }

The components of entry-modification have the following meaning:

1) Strict (O): This specifies whether a strict interpretation-efithe modification requests shall be follpwed.
For each type of modification defined below, one or miore minor error conditions are defined. If ptrict
is true, the occurrence of any of these minor errors-shall cause the termination of the abstract-opefation
with a modify-error. If strict is false, then the‘performance of the abstract-operation shall corjtinue
regardless of the occurrence of a minor error.

2) Modification (M): This indicates the modification requested.

If add-attribute is specified, this identifies a new attribute to be added to the selected entries, whiich is
fully specified by the argument. Af Strict interpretation is requested an attempt to add an already
existing attribute to an entry _causes the termination of the abstract-operation with a modify-erfor. If
strict interpretation is not requested then the new attribute replaces any existing attribute.

If remove-attribute is specified, this identifies (by its type) an attribute to be removed frofn the
selected entries. If strict interpretation is requested an attempt to remove an attribute which s not
present in an entpy-Causes the generation of a modify-error; otherwise the abstract-operation cont{nues.

If add-values is_specified this identifies an attribute by the attribute-type in the argument and dne or
more values.to be added to it for each selected entry. If strict interpretation is requested and an attfibute
of the specified type is not already present in the entry, a modify-error is generated; otherwige the
attribute/is created. If strict interpretation is requested, an attempt to add a value which is already
present in the attribute causes the generation of a modify-error; otherwise the value is added. If|strict
interpretation is requested, an attempt to add a second instance of a value to an attribute which dogs not
permit multiple instances of the same value causes the generation of a modify-error; otherwige the
request is ignored. If pesition is specified it identifies the position within the sequence of attr|bute-
values that the supplied value shall occupy. If a position is specified which exceeds the number of
attribute-values present by more than one, a modify-error is generated, regardless of the value pf the

strict parameter. If an attribute-value already occupies the specified pesition, then that value, and all
values which follow it, are displaced. Where position is omitted, the new values are added to the end
of the sequence of attribute-values. An attribute's first value occupies position 1.

If remove-values is specified this identifies an attribute by the attribute type in the argument and one
or more values to be removed from it for each selected entry. If strict interpretation is requested and the
attribute is absent from the entry (or lacks any of the specified values), then a modify-error is
generated; otherwise the abstract-operation continues. If more than one attribute-value matches a
specified value, and a pesition component is not present, then all such attribute-values are removed. If
a position component is present then only the attribute-value at that position is removed; the value
component need not be supplied and is ignored if present. If a position is specified which exceeds the
number of attribute-values present, then a modify-error is generated regardless of the value of the strict
parameter. If all attribute-values are removed, then the attribute is removed from the entry.
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An attribute-error is generated if the add-values or remove-values modification is specified for a si
valued attribute-type. This static error is detected before any modifications are applied.

ngle-

d) Modify-extensions (O): This parameter allows for future general and content-specific extensions to

modify-argument. No extensions are defined in this Service Definition.

NOTE — To summarize, the following static errors are detected before any modifications are attempted:

a)
b)

©)
d)

an entry is specified which does not exist, or belongs to an entry-class not subject to modification;

modification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed to by the

MS-user), or for an attribute-type not subject to modification;
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submfissiontabstract-operation is to create an entry in the Draft entry-class.

an add-values or remove-values modification is specified for a single-valued attribute-type;
a request is made to assign an unregistered message-group-name to an entry.
2 Modify-result
d the request succeed, the modify-result shall be returned.
Modi f yResult ::= SET {
entries-nodified [0] SEQUENCE Sl ZE( 1. . ub-nessages) OF SequenceNumrber, OPTI ONAL,

nmodi fy-resul t-extensions [1] MSExt ensions OPTI ONAL }

arameters of modify-result have the following meaning:

a) Entries-modified (C): This identifies the entries selected for modification.(It is present if the se
component was present in the modify-argument, and at least one entry waséelected for modificatior
absent otherwise.

NOTE -1t is possible for an entry selected for modification to remain.unchanged after the modification
been applied.

modify-result. No extensions are defined in this Service Definition.

3 Modify Abstract-errors

d the request fail, one of the listed abstract-errors shall betéported. Clause 9 defines the circumstances under Y
pbstract-error is reported.

MS-submission Port abstract-operations

ollowing abstract-operations are available-at-the MS-submission Port:
a) MS-message-submission;

b) MS-probe-submission;

c) MS-cancel-deferred-delivery;

d) MS-submissionscontrol.

 abstract-operations correspond directly to those supplied at the Submission Port of the MTS Abstract Servid
additional functionality related to the storage capabilities of the MS. When an MS-message-submission abs
tion or MS-ptebe-submission abstract-operation is invoked, the MS extracts those parameters of the abs
tion argument which concern MS-specific activity and, where submission is requested, invokes the correspo
tion at thé\MTS Submission Port. Where submission to the MTS is not requested, the effect of the MS-mes

ector
Ctis

have

b) Modify-result-extensions (C): This parameter allows for futir¢ general and content-specific extensi¢ns to
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8.3.1

MS-message-submission abstract-operation

The MS-message-submission abstract-operation is used to submit a message to the MTS and optionally store a copy of
it, either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. Alternatively,
the message may be stored (without submission) in the Draft entry-class. MS-message-submission makes use of the MTS

Mess

46

age-submission abstract-operation, which is defined in 8.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
ns- message- subm ssi on ABSTRACT- OPERATI ON :: = {
ARGUVENT MSMessageSubmi ssi onAr gurrent
RESULT MSMessageSubmi ssi onResul t
ERRORS {subm ssion-control -viol ated | el enent-of-service-not-subscribed |
originator-invalid | recipient-inproperly-specified | inconsistent-request |

security-error | unsupported-critical-function | renote-bind-error,
-- 1994 extension additions -- |,

nms- extension-error | message-group-error | entry-class-error | service-error}

CODE op- ms- nessage- submi ssi on }
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8.3.1.1 MS-message-submission-argument

MSMessageSubmi ssi onArgurment :: = SEQUENCE {
COVPONENTS OF MessageSubmi ssi onArgunent -- This inported type has IMPLICIT tags -- ,
-- 1994 extension --
submi ssi on-options [4] MSSubm ssi onOpti ons OPTI ONAL }

The parameters of MS-message-submission-argument have the following meaning:

a) Message-submission-argument (M): This contains the argument of the Message-submission abstract-
operation as defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

This Service Definition defines an extension (see 9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4) to the
message-submission-argument of the MTS abstract-service. This extension, forwarding-request, may be
present only if a 1988 Application Context is in use.

forwar di ng-request EXTENSION :: = {
SequenceNunber,
| DENTI FI ED BY st andar d- ext ensi on: 36 }

This extension is present if the MS-user requests that a delivered-message stored in the MS is |to be
forwarded to other users. It indicates the sequence-number of the entry to be forwarded. The request is
processed as defined in the Specification for the content-type of the forwarding (meSsage. An ergfor in
processing the forwarding-request is reported using the inconsistent-request abstract-error of 8.2.2.7 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE 1 — When a 1988 Application Context is in use forwarding-request provides a mechanism for forwhrding
delivered-message entries. In the 1994 Application Contexts a content-spéeific mechanism may be availgble to
enable submitted messages to incorporate the content (in whole or parf)-0f entries of the Stored-message |entry-
class. See 19.5.1 of ITU-T Rec. X.420 | ISO/IEC 10021-7 for an instane¢ of use of each of these mechanists.

b) Submission-options (O): This contains submission requests which’are specific to MS operation (see §.1.6).
If these indicate that submission to the MTS is requested; the MS removes this parameter frofn the
argument before invoking Message-submission. If the<parameter is absent and the present abstract-
association identified a UA-registration in its MS-bind~argument, the submission-options are drawn| from
the UA-submission-defaults of that UA-registration (sc¢€ 8.2.5.1, item g). If the parameter is absent arjd the
present abstract-association did not identify a UA=registration, or the UA-registration did not contair] UA-
submission-defaults, the submission-options are-drawn from the general (non UA-specific) submigsion-
defaults registered by Register-MS.

NOTE 2 — Where submission-options request the creation of a draft-message entry, the message-submission-
argument must be syntactically complete, in order to conform to the abstract-syntax of the abstract-operatign.

8.3.1{2 MS-message-submission-result

Should the request succeed, the MS-message-submission-result shall be returned.

MSMessageSubni ssi onResul ™ : = CHO CE {
ms-result SET {
COVPONENTS OF MessageSubmi ssi onResult -- This inported type has IMPLICIT tags - ,

--11994 extension --
ms- nessagedjresult [4] CommonSubm ssi onResul ts OPTI ONAL },
-- 1994 extension --
store-draft=result [4] ComonSubm ssionResults }

The parameters of MS-message-submission-result have the following meaning:

a) JMPFS-result (C): This is returned only if the MS-user requested submission of the message to the MTfS and
that submission was successful. It contains the following components:

1) Message-submission-result (M): This contains the result of the Message-submission abdtract-
operation defined 1n 8.2.1.1.2 of I'TU-T Rec. X.411 | ISO/IEC 10021-4.

2) MS-message-result (C): This contains results specific to MS operation. The components of common-
submission-results shall be present in the cases defined in 8.1.7.

b) Store-draft-result (C): This is returned if the MS-user requested creation of a draft-message entry in the
Draft entry-class rather than submission to the MTS. The created-entry component indicates the sequence-
number of the newly created draft-message entry. The other components of store-draft-result are defined
in 8.1.7.

8.3.1.3 MS-message-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or in 8.2.1.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.
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8.3.2

MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. MS-probe-
submission makes use of the MTS Probe-submission abstract-operation, which is defined in 8.2.1.2 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

nms- probe- subm ssi on ABSTRACT- OPERATI ON :: = {
ARGUVENT MSPr obeSubmi ssi onAr gunent
RESULT MSPr obeSubmi ssi onResul t
ERRORS {subm ssion-control -viol ated | el enent-of-service-not-subscribed |
originator-invalid | recipient-inproperly-specified | inconsistent-request |

security-error | unsupported-critical-function | renote-bind-error,
-- 1994 extension additions -- |
ng-extension-error | nessage-group-error | entry-class-error | service-error}

8.3.2

The {

8.3.2
Shou

The {

8.3.2

8.3.3

1

arameters of MS-probe-submission-argument have the following meaning:

2

d the request succeed, the MS-probe-submission-result is returned.

arameters of MS-probe<submission-result have the following meaning:

3

CODE op- ms- pr obe- submi ssi on }

MS-probe-submission-argument

MSPr obeSubmi ssi onArgunent ::= SET {
COVPONENTS OF ProbeSubmi ssi onArgunent -- This inported type has | MPLLCIT tags --
-- 1994 extension --
submi ssi on-options [4] MSSubm ssi onOpti ons OPTI ONAL }

a) Probe-submission-argument (M): This specifies the argument of the Probe-Submission abstract-opefation
as defined in 8.2.1.2.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) Submission-options (O): This contains submission requests which*are specific to MS operation (see §.1.6).
The MS removes this parameter from the argument before invoking Probe-submission. The object-¢ntry-
class component of this parameter shall not contain the value'draft; the relevant Specification may indlicate
what action (if any) is taken concerning the MS-submissioni-extensions component, if one is presgnt. If
submission-options is absent and the present abstract-association identified a UA-registration in ity MS-
bind-argument, the submission-options are drawn froi-the UA-submission-defaults of that UA-registfation
(see 8.2.5.1, item g). If the parameter is absent and’the present abstract-association did not identify 3 UA-
registration, or the UA-registration did not contain UA-submission-defaults, the submission-options are
drawn from the general (non UA-specific) submission-defaults registered by Register-MS.

MS-probe-submission-result

MSPr obeSubmi ssi onResult ::= SET {
COVMPONENTS OF ProbeSubmi ssi onResult -- This inported type has IMPLICIT tags -- ,
-- 1994 extension --
ms- probe-result [4] CommoDnSubm ssi onResul ts OPTI ONAL }

a) Probe-submission-result (M): This is the result of the Probe-submission abstract-operation as defirjed in
8.2.1.2.20f ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) MS-probe-result (C): This contains results specific to MS operation. The components of common-
submission-results shall be present in the cases defined in 8.1.7.

MS-probe-submission Abstract-errors

TU-T

MS-cancel-deferred-delivery abstract-operation

The argument, result, and errors of the MS-cancel-deferred-delivery abstract-operation are identical with those of the
Cancel-deferred-delivery abstract-operation defined in 8.2.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nms- cancel - def erred-del i very ABSTRACT- OPERATI ON :: = cancel -def erred-del i very

If the request for cancellation of deferred delivery is successful, the MS searches for an entry in the Submission and
Submission-log entry-classes corresponding to the submitted-message for which deferred-delivery has been cancelled. If
this entry is present, the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date and time at
which delivery cancellation occurred, and shall update the AC-report-summary attribute to record the cancellation.
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MS-submission-control abstract-operation

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the
Submission-control abstract-operation defined in 8.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9

nme- subm ssi on-control ABSTRACT- OPERATI ON :: = subm ssi on-control

Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operations at the Retrieval Port and
MS-submission Port:

9.1

Whet
abstr
are a

N
€1

9.2

An Alttribute=error reports an attribute related problem.

—Attribute-errors

b) Auto-action request error;

c) Delete error;

d) Fetch restriction error;

e) Invalid parameters error;

f) Range error;

g) Security error;

h) Sequence-number error;

i) Service error;

j)  Message-group error;

k) MS-extension error;

1) Old credentials incorrectly specified;
m) New credentials unacceptable;
n) Register-MS error;

0) Modify error;

p) Entry-class error.

Error precedence

L an error is detected during(the’ performance of an abstract-operation, the MS shall discontinue processir]
\ct-operation and return the.error to the MS-user. Where more than one error is manifest, the actual errors ret
the discretion of the MS.

DTE — When using a, 988 Application Context, the MS is not required to discontinue processing the abstract-operation w
ror is encounteredConsequently, several abstract-errors allow more than one error to be reported.

Attribute-error

g the
irned

lcn an

attribute-error ABSTRACT- ERROR :: = {

PARAMETER SET {
probl ens [0] SET SIZE (1.. ub-per-entry) OF SET {
probl em [0] AttributeProblem
type [1] ATTRIBUTE. & d ({AttributeTable}),
val ue [2] ATTRI BUTE. &Type ({AttributeTable} {@type}) OPTIONAL} }
CODE err-attribute-error }

AttributeProblem::= | NTEGER {

invalid-attribute-val ue (0),

unavai |l abl e-attri bute-type (1),

i nappropri at e- mat chi ng (2),
attribute-type-not-subscribed (3),

i nappropriate-for-operation (4),

-- 1994 extensions --

i nappropriate-nodification (5),

singl e-val ued-attribute (6) } (0..ub-error-reasons)
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The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
attribute-type, and, if necessary to avoid ambiguity, the value which caused the problem:

a) invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-operation does
not conform to the data-type defined for the attribute-type concerned.

b) unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-operation is not
one of those which is supported by the MS.

c) inappropriate-matching: The filter contains a filter-item in which an attribute is matched using a matching
rule (equality, ordering, substrings, or other-match) that is not defined for that attribute-type or is not
supported by the MS.

d) attribute-type-not-subscribed: An attribute-type used as an argument of the abstract-operation is not tl)ne of
those to which the MS-user has subscribed.

NOTE — A change in subscription is not necessarily reflected in the attributes present in an entry created pefore
the change.

e) inappropriate-for-operation: An attribute-type used as an argument of the abstract-Operation is unsujitable
for its required use.

f) inappropriate-modification: An attribute-type which is not subject to modification has been used fps an
argument of the Modify abstract-operation.

g) single-valued-attribute: An attempt has been made to use the Modify-abstract-operation to apply ar] add-
values or remove-values modification to a single-valued attribute-type.

9.3 Auto-action-request-error

An Aluto-action-request-error reports a problem related to the registration of an auto-action.

aut o-acti on-request-error ABSTRACT- ERROR ::=_{
PARAMETER  SET {
probl ens [0] SET SIZE (1..ub-autosregistrations) OF SET {
probl em [0] Aut oActi onRequest,Probl em
type [1] AUTO ACTI ON. & 'd-({ Aut oActionTable})} }
err-auto-action-request-error }
Aut oAct i onRequest Probl em :: = | NTEGER {
unavai | abl e- aut o-acti on-type (0),

aut o- acti on-type-not-subscrijped (1),
-- 1994 extension --
not-willing-to-perform (2) } (0..ub-error-reasons)

The parameter has the following/meaning:

Problems (M): The'particular problems encountered. Each problem is accompanied by an indication ¢f the
auto-action-type.which caused the problem:

a) unavailgble-auto-action-type: An auto-action-type used as an argument of the abstract-operation is n¢t one
of these. which is supported by the MS abstract-service-provider.

b) .aute-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-operation s not
one of those to which the MS-user has subscribed.

¢) not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead|to an
excessive consumption of resources.

9.4 Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries of an entry-class.

del et e-error ABSTRACT- ERROR :: = {
PARAMETER SET {
probl ens [0] SET SIZE (1..ub-nmessages) OF SET {
probl em [0] Del et eProbl em
sequence- nunber [1] SequenceNunber},
-- 1994 extension --
entries-deleted [1] SET SIZE (1..ub-nessages) OF SequenceNunmber OPTI ONAL }
CODE err-del ete-error }
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Del et eProbl em :: = | NTEGER {
child-entry-specified (0),
del ete-restriction-problem (1),
-- 1994 extensions --

newentry-specified (2),
entry-class-restriction (3),
st or ed- nessage- exi sts (4) } (0..ub-error-reasons)

The parameter has the following meaning:

9.5

A Fe

The {

tch-restriction-error reports an attempt to violate a restriction assQciated with the Fetch abstract-operation.

arameter has the following\meaning:

a) Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
sequence-number of the entry which caused the problem:

1) child-entry-specified: An attempt has been made to delete a child-entry.

delele=re Qu=problen. A

abstract-operation (see 8.2.4).

3) new-entry-specified: An attempt has been made to delete an entry of the Delivery entry-class’whigh has
a retrieval-status of new.

4) entry-class-restriction: An attempt has been made to delete an entry of an entry-class for yhich
deletion is restricted or prohibited.

5) stored-message-exists: An attempt has been made to delete an entry of the.Message-log entry-class for
which a corresponding entry exists in the Stored-message entry-class.

b) Entries-deleted (C): This parameter identifies the entries deleted beforg the abstract-operation termipated.
The parameter is absent if no entries were deleted.

Fetch-restriction-error

fetch-restriction-error ABSTRACT- ERROR :: = {
PARAMETER  SET {
problems [0] SET SIZE (1..ub-defaul t-regihsStrations) OF SET {

probl em [3] FetchRestrictionProbl em
restriction CHO CE {
content-type [0] OBJECT.<VDENTI FI ER,
eit [1] Ms-EITs,
attribute-length [2] INIEGER} } }
CODE err-fetch-restrictingn-error }
Fet chRestrictionProblem::= |INTEGER {
content -type-probl em 1),
ei t-probl em (2)

maxi mum | engt h- pr obl_€m (3) ‘ } (0..ub-error-reasons)

Problems (M): Theyparticular problems encountered. Each problem is accompanied by an indication ¢f the
offending content;type, encoded-information-type or attribute-length which caused the problem:

a) contenftype-problem: The content-type of the message being fetched is disallowed by the fetch-restri¢tions
currently in force.

b)_<EET-problem : The encoded-information-types requested in the Fetch abstract-operation are disallowled by
the fetch-restrictions currently in force.

¢)  maximum-length-problem: The length of the encoding of an attribute-value being fetched exceed$ that

9.6

allowed by the fetch-restrictions currently in force.

Invalid-parameters-error

An Invalid-parameters-error reports an undefined problem in processing the argument of an abstract-operation. This
error may be used, for example, to report that an optional parameter was present in the wrong context, or to report that a
value for one of the parameters is inappropriate.

i nval i d- paraneters-error ABSTRACT- ERROR :: = {
PARAMETER  NULL
CODE err-invalid-paraneters-error }

This error has a Null parameter.
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9.7 Range-error

A Range-error reports a problem related to the range specified in a selector as an argument of an abstract-operation.

range-error ABSTRACT- ERROR :: = {
PARAMETER  SET {

probl em [ 0] RangeProbl en}

err-range-error }

RangeProbl em :: = | NTEGER {
reversed (0) } (0..ub-error-reasons)

The parameter has the following meaning:

Problem (M): The particular problem encountered. The value reversed is returned if the upper bound indicated
a sequence-number or creation-time before that indicated by the lower bound

This pbstract-error shall not be generated when a 1994 Application Context is in use.

9.8 Security-error

A Sefurity-error reports that the requested abstract-operation cannot be provided because it would violate the sedurity-
policy in force. This error is defined in 8.2.2.8 of ITU-T Rec. X.411 | ISO/IEC 10021-4. The Security-error contaips the
securfity-problem parameter which indicates the cause of the security-policy violation.

The §ecurity-problem parameter concerns:
—  Delete;

—  Fetch;

—  List;

—  Modify;

—  MS-message-submission;

—  MS-probe-submission;

—  Register-MS;

—  Summarize.

9.8.1 Security-error for Register-MS abstract-operation

The gecurity-problem parameter may have one of the following values related to the change-credentials compongnt of
the r¢gister-MS-argument:

a) operation-security-failure; The operation failed for security reasons.
b) security-policy-violation: The security-policy is violated.

c) security-services-=refusal: The security services requested cannot be supported.

9.8.2 Security-error.for-Delete, Fetch, List, Modify and Summarize abstract-operations

The §ecurity-problem parameter may have one of the following values:

a) operation-security-failure: The operation failed for security reasons.

b) «unauthorised-entry-class: The security policy does not permit the requested operation to be performpd on
the specified entry-class.

The security-problem parameter may have one of the following values in addition to those defined in ITU-T
Rec. X.411 | ISO/IEC 10021-4 for the Message-submission and Probe-submission abstract-operations:

a) authentication-problem: The submission failed because the MTS-bind cannot be performed by the MS for
peer entity authentication reasons.

b) confidentiality-association-problem: The submission failed because the MTS-bind cannot be performed by
the MS for confidentiality association reasons.

c) responder-credentials-checking-problem: The submission failed because the MTS-bind cannot be
performed by the MS for responder credentials checking reasons.

d) security-context-problem: The submission failed because the MTS-bind cannot be performed by the MS for
security-context reasons.
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Sequence-number-error

A Sequence-number-error reports a problem related to the sequence-number specified in the argument of an abstract-
operation.

The {

9.10

A Se

The {

9.11
AM

sequence- nunber - error ABSTRACT- ERROR :: = {
PARAMETER SET {
problems [1] SET SIZE (1..ub-nessages) OF SET {
probl em [0] SequenceNumber Probl em
sequence- nunber [1] SequenceNunber} }
CODE err-sequence- nunber-error }

SequenceNunber Probl em :: = | NTEGER {
no- such-entry (0)} (O..ub-error-reasons)

arameter has the tollowing meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication
sequence-number which caused the problem. If no-such-entry is returned the sequence-number-supplied
not match that of any entry of the specified entry-class.

Service-error
Fvice-error reports an error related to the provision of the service.
servi ce-error ABSTRACT- ERROR :: = {
PARAMETER  Ser vi ceError Par anet er
CODE err-service-error }
Servi ceError Paraneter ::= SET {
probl em [0] ServiceProblem

-- 1994 extension --
suppl ementary-information [1] General String (SIZE(1.. ub-suppl ementary-info-Iength))

OPTI ONAL }
Servi ceProbl em::= | NTEGER {
busy (0),
unavai |l abl e (1),
unwi I ling-to-perform(2) } (O..ub-errpt-reasons)

arameter has the following meaning:
a) Problem (M): The particular problém encountered:

1) busy: The MS, or some partof it, is too busy at present to perform the requested abstract-operati
may be able to do so after a short while.

2) wunavailable: The(MS, or some part of it, is unavailable at present.

3) unwilling-tosperform: The MS is not prepared to execute this request because it would le
excessive,consumption of resources.

b) Supplementary-information (C): This provides further details of the reported problem. It is present
discretion.of the MS service provider.

Message-group-error

pssage-group-error reports a problem in the use of a message-group-name.

f the
does

n but

hd to

at the

message- group- error ABSTRACT- ERROR :: = {
PARAMETER MessageG oupEr r or Par anet er
CODE err-nessage-group-error }

MessageG oupError Parameter ::= SET {
probl em [ 0] MessageG oupProbl em
name [1] MessageG oupNane }

MessageG oupProbl em :: = | NTEGER {
name- not - regi st ered (0),
name- al ready-regi stered (1),
parent-not-registered (2),

group- not - enpty (3),
name-i n- use (4),
chil d-group-registered (5),
gr oup- dept h- exceeded (6) } (0..ub-error-reasons)
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The parameter has the following meaning:

a) Problem (M): This identifies the problem encountered. The following problems may be indicated:

1)

2)

3)

name-not-registered: An attempt has been made to assign an unregistered message-group-name to an
entry's message-group-name attribute using the Modify abstract-operation, or to deregister an
unregistered message-group-name using the Register-MS abstract-operation.

name-already-registered: An attempt has been made to register a message-group name which is
already registered.

parent-not-registered: An attempt has been made to register a message-group-name containing more
than one group-name-part, whose parent is not registered (where the parent is defined as the name
formed by omitting the message-group-name's last group-name-part).

4)

5)

6)

7)

9.12 MS-extension-error

b) Name (M): This indicates the message-group-name which is the subject of the abstract-error.

group-not-empiy: An attempt has been made to deregister a message-group-name which 1s present in at
least one entry's message-group-name attribute.

name-in-use: An attempt has been made to deregister a message-group-name which is réferencefl in a
registered Auto-modify auto-action.

child-group-registered: An attempt has been made to deregister a message-grouprname for whjch at
least one child message-group-name is currently registered (where child is defined as a name fgrmed
by adding one group-name-part to the message-group-name).

group-depth-exceeded: An attempt has been made to register a message-group-name containing|more
than the maximum number of group-name-parts supported by the MS.

An MS-extension-error reports a problem concerning an extension parameter presented in the argument of an abstract-

operdtion.

The parameter has the following meaning:

9.13 Register-MS-error

A RégistersMS-error reports a problem in an attempt to register information with the MS.

ns- ext ensi on-error ABSTRACT- ERROR :: = {
PARAMETER MSExt ensi onErr or Par anet er
CODE err-ns-extension-error }

MSExt ensi onError Paraneter ::= CHO CE {
nms- ext ensi on- probl em [0] MSExtensionltem
unknown- ns- ext ensi on [1] OBJECT | DENTI FI ER }

a) MS-extension-problem (C): This identifies the problem encountered. The definition of an instance|of an
MS-extension-problem may-appear in the Specification for a given content-type.

NOTE — The MS-¢xtension-problems specified for Interpersonal Messaging are enumerated in the IP-submission-
errors information pbject set (see 19.5.2.3 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

b) Unknown-MS-extension (C): An extension presented in the argument of an abstract-operation is not
known to the\MS. The parameter contains the Object Identifier value of the unknown extension drawn| from
its identifterfield.

hegi ster-nms-error ABSTRACT- ERROR :: = {
PARAVETER—SET—
probl em [0] RegistrationProblem
registration-type [1] RegistrationTypes }
CODE err-register-nms-error }
Regi strati onProbl em :: = ENUVERATED {
regi stration-not-supported (0),
regi stration-inproperly-specified (1),
registration-1imt-exceeded (2),
-- For future extension additions -- }

The parameter has the following meaning:

a) Problem (M): The particular problem encountered. Either the requested registration is not one of those
supported by the MS, or the request was improperly specified, or a pragmatic limit has been reached in the
number of registrations that the MS is able to record.
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b) Registration-type (M): This indicates the type of registration requested by the MS-user with which the

problem is associated. See 8.2.5.1, item j, for the definition of registration-types.

NOTE — Where a different abstract-error provides a more precise description of a registration problem, Register-MS-error is not
reported.

9.14

Old-credentials-incorrectly-specified

An Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified. This error is defined in 8.4.2.3 of ITU-T Rec. X.411 | ISO/IEC

1002

9.15

1-4.

New-credentials-unacceptable

A N
credd

9.16
AM

The {

pw-credentials-unacceptable abstract-error reports that the credentials cannot be changed becausecthe
ntials are unacceptable. This error is defined in 8.4.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Modify-error

pdify-error reports a problem in an attempt to modify the attributes of an entry.

nmodi fy-error ABSTRACT- ERROR :: = {
PARAMETER Modi f yError Par anet er
CODE err-nodi fy-error }

Modi f yError Paraneter ::= SET {
entries-nodified [0] SEQUENCE Sl ZE(1.. ub-nmessages) OF SeguenceNumber OPTI ONAL,
failing-entry [1] SequenceNunber,
nodi fi cati on-nunmber [2] | NTEGER,
probl em [3] MbdifyProblem}

arameter has the following meaning:

a) Entries-modified (C): The sequence-numbers of ¢h¢ " entries to which modifications were aj
successfully. Present if at least one entry was modified successfully.

b) Failing-entry (M): The sequence-number of theentry for which a modification failed.

c) Modification-number (M): This identifie’y which modification, in the sequence presented i1
modifications parameter of modify-argument, caused the generation of the error. The first modificaf]
numbered '1".

d) Problem (M): This identifies the@roblem encountered.

Modi fyProbl em :: = | NTEGER {
attribut e-not - present (0),
val ue- not - pr esent (1),
attribute-or-val ue-al ready-exists (2),
i nval i d- pasiytion (3),
nodi fy-sestTiction-problem (4)} (0..ub-error-reasons)

1) attributeznot-present: The entry lacks one of the attribute-types specified as an argument (
operatien.

2) value*not-present: The entry lacks one of the attribute values specified as an argument of the oper

3) attribute-or-value-already-exists: An attempt has been made to add an attribute which already e
in the entry, or a value which already existed in the attribute.

4) invalid-position: The attribute contains too few values for the modification to be valid.

new-

plied

| the
jon is

f the

htion.

kisted

) mnr]{lfy restriction prnl‘ulom' An atte

7
abstract-operation.

odify

If no entries have been modified successfully and an error other than those defined in problem occurs, the appropriate
abstract-error shall be returned. However, if some entries have been modified successfully, the MS shall return a modify-

€rror

9.17

which specifies the entries-modified and reports the error.

Entry-class-error

An Entry-class-error reports a problem in an attempt to address an entry-class in an abstract-operation.

entry-cl ass-error ABSTRACT- ERROR :: = {
PARAMETER Ent ryCl assError Par anet er
CODE err-entry-class-error }
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EntryC assError Paraneter ::= SET {
entry-class [0] Entryd ass,
probl em [1] BIT STRING {
unsupport ed-entry-cl ass (0),
entry-cl ass-not -subscribed (1),
i nappropriate-entry-class (2) } }

The parameter has the following meaning:

a) Entry-class (M): This indicates the entry-class specified in the abstract-operation.

b) Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of

those to which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.

SE(

10

The
Clau

rules| which are specified for the MS. Clause 13 defines the general-auto-action-types\which are specified for the

11

The §
defin
Rec.

11.1
The

constructed mainly from the parameters of the Message-submission, Probe-submission, Message-delivery and R

delivi
and §
by th

Tablg

TION 3 — GENERAL-ATTRIBUTE-TYPES, MATCHING-RULES AND
AUTO-ACTION-TYPES

Overview

MS information model and the attribute, matching-rule, and auto-action concepts are introduced in 6.3 an
e 11 defines the general-attribute-types which are specified for the MS. Clause 12, defines the general-matc

General-attribute-types

reneral-attribute-types are valid for all message content-types. Other(attribute-types, which are content-specifi
bd in their respective Specification, e.g. the IPMS-specific attribute-types for MS are defined in clause 19 of
X.420 | ISO/IEC 10021-7.

General-attribute-types overview

beneral-attributes defined for the entries of eachcof the entry-classes are listed in Tables 2 and 3. Thd

ery abstract-operations of the MTS abstract-sefvice as defined in clause 8 of ITU-T Rec. X.411 | ISO/IEC 10(
uch attributes are correspondingly named. ‘Some general-attributes are generated, and some of these also maint
e MS.

2 defines the following for each of the general-attribute-types:

— for entries of the Delivery and Delivery-log entry-classes, whether the attribute-type is always pr

entry respectively;

present, conditionally present, or absent in a submitted-message entry and submitted-probe entry;

—  for enfries” of the Draft entry-class, whether the attribute-type is always present, conditionally prese
absent'in a draft-message entry.

— _<whether support by the MS is mandatory or optional for entries of the Stored-message and Messag
eéntry classes;

1 6.5.
hing-
MS.

Cc, are
TU-T

y are
bport-
21-4,
hined

Esent,

conditionally present, or absent in a delivered-message entry, a delivered-report entry, or a returned-cqntent

— for entries_ofthe Submission and Submission-log entry-classes, whether the attribute-type is ajways

ht, or

e-log

2 whether the attribute-type is single-valued or multi-valued;

—  whether values of the attribute may be returned in a List abstract-operation (and, for entries of the Delivery

entry-class only, in an Alert abstract-operation);

—  whether the attribute-type may be the subject of summary-requests in a Summarize abstract-operation.

Table 3 defines equivalent information for entries of the Auto-action-log entry-class. For a more detailed description of
the classifications in Tables 2 and 3 refer to the conventions in 5.2.

An optional attribute-type which is supported by an MS may be available to the MS-user subject to subscription. Each
optional attribute-type may be the subject of individual subscription.

Attribute-types defined as present in a delivered-message entry may not always be present in a child-entry. The rules
governing the presence of attribute-types in child-entries may be supplemented in the Specification which defines the
content-type of the child-entry.
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Table 2 — Message Store common general-attribute-types

Attribute-type name

Presence in:

Support
level by MS

delivered-
message

entry

delivered-
report
entry

returned-
content

entry

submitted-
message

entry*

submitted-
probe
entry*

draft-
message

entry*

Stored-
message
entry-class

Message-
log entry-

class*

Single/
multi-
valued

Available
for List

Available
for Sum-
marize

AC-correlated-report-list*

C

(6] (6]

AC-report-subject-entry*

C

AC-report-summary*

AC-uncorrelated-report-list*

[eNKe!

h || 2| |E

Certificate=selectors
|

Childlsequence-numbers

a

2lplolo|o

Conteht

s~}

Contept-confidentiality-
algorifhm-identifier

afl=wlalp

afl=mlalplalo

a

ClZ|Z|pP|o|o]|O

@)

wnln|=Z

~AZ| <K <I<[=<]=

z|Z|z|z|Zz|Zz|z|Z

Conteht-correlator

Contept-identifier

Contept-integrity-check

Conteht-length

"N o N

Contept-returned

Contept—type

Ol

Convgrsion-with-loss-prohibited

[@N Ba)

[@N Ba]

Qe

Convdrted-EITs

Creatjon-time

vla|lalw

Deferfed-delivery-

cancellation-time*

(ol dl Kol Holl -4 Jol ol Kol Hol Heo)
(ol dl Kol Hol k4l Kol Ro) FoN Holl Kol

nln|[Zlu|lu|lvn]|lwn|wn]|wnla

<< <<= <<=

z|Z|Z|z|<|=<|z|Z2]|Z2|Z

Deferfed-delivery-time*

o

Deletjon-time*

Deliv¢red-EITs

Deliv¢ry-flags

DL-ejempted-recipients

DL-ejpansion-history

aljlal=|9w|ao

DL-ejpansion-prohibited*

Entryitype

Internpl-trace-information

Q.

[@N Ba]

Latestdelivery-time*

Locally-originated*

Mark¢d-for-deletion*

o|o|o|o|g|o|Oo|O|O|O|KE]|O

Messdge-delivery-envelopé

Messqge-delivery-timeé

Messgge-group-tame*

Messggeé-identifier

Message-notes*

Message-origin-authentication-
check

alall=|al=|=|a|la

alallala

o|ollo|ofo|g|o|o|oc|o|Lg|o|o|o|o|0O

(o}l o) |[ol Nol o)

| Zllw|Rlue|lvw|lvw|lw]|lw|Z(lvu]|lrn|Z|Z2|lw|[Zlvn|xw

<<= =<[<]lz|<|<[<|[Z2|<[<[<]|=<]|=<]|<|[<]|=

z|Z|Z|(<|Z|Z2|<|z|Z2|Z2|<|Z2|Z2|Z2|2|Z2|Z2|Z

Message-security-label

@

@)

Message-submission-envelope*

Message-submission-time

Message-token

Q|

MS-originated*

o|o|ofE]|©o

MS-submission-error*

aja|laflw|ew|a

o|o|Oo |0

nlwnlnlrn|lwn|wn

<<= =<]Z|~

z|=<|Z|z|Z2]|Z
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Table 2 (concluded) — Message Store common general-attribute-types

Presence in: Support
level by MS Single/ Available Available
Attribute-type name delivered- | delivered- | returned- | submitted-|submitted-| draft- | Stored- | Message- | multi- for List for Sum-
message | report | content | message | probe | message | message | logentry-| Vvalued marize
entry entry entry entry* entry* entry* |entry-class| class*
Multiple-originator-certificates C - - C - C (6] (6] S Y N
Original-EITs C C - C C C (0] (6] M Y N
Originally-intended-recipient- - - - - - (6] (6] S Y N
name
Originating-MTA- - - - C - - (6] (6] S Y N
certififafe™
Origigator-certificate C - - C C (6} (6] S Y N
Origigator-name P - - P P (6] (6] S X N
Origigator-report-request* - - P P P O (6] M Y N
Origigator-return-address* C - - C - C (6] (6] S Y N
Otherfrecipient-names C - - - - - O 6} M Y N
Parenf-sequence-number C - P C - C M M S Y N
Per-mpssage-indicators* - - P P P (6] O, S Y N
Per-refipient-message- - - - P - P (6] (6] M N N
submiksion-fields*
Per-regipient-probe- - - - - P - (0] (6] M N N
submiksion-fields*
Per-regipient-report-delivery- - P - - - - M M M Y N
fields
Priorify P - - P P (6] (6] S Y Y
Probetorigin-authentication- - - - - C - (6] (6] S Y N
check
Probefsubmission-envelope* - - - > P - o - S N N
Proofjof-delivery-request C - - - - - (6] (6] S Y N
Proofjof-submission* - - - C - - (6] (6] S Y N
Recipjent-certificate C - N - - - (6] (6] S Y N
Recipjent-names* - - - P P P (6] (6] M Y N
Recipjent-reassignment- - — - C C C (6] (6] S Y N
prohiljited*
Redirgction-history C C - - - - (6} O M Y N
Reporg-delivery-envelope - P - - - - M - S N N
Reporting-DL-name - C - - - - (6] (6] S Y N
Reporting-MT A-certificate, - C - - - - (6] (6] S Y N
Report-origin-authentication- - C - - - - (6] (6] S Y N
check
Retrigval-status P P M M S Y Y
Securlty-classification C C - C C O (6} S Y Y
Sequekieehusmber p p p p p M M S v N
Signature-verification-status C C - - - - (6] (6] S Y N
Storage-period* C C - C C C (0] (0] S Y N
Storage-time* C C - C C C (0] (0] S Y N
Subject-submission-identifier - P - - - - M M S Y N
This-recipient-name P - - - - (6] (6] S Y N
Trace-information C C - - - - (6] (6] M N N

NOTE - Attribute-types and table columns marked with an asterisk (*) are not defined for 1988 Application Contexts.
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Table 3 — General-attribute-types for the Auto-action-log entry-class

Aubwepename | Aoacion. | SPpSIewl || Snaly | Avilile o | Avalble fr
og entry

Auto-action-error C M S Y N
Auto-action-registration-identifier P M S Y N
Auto-action-subject-entry P M S Y N
Auto-action-type P M S Y Y
Content-type C M S Y Y
Cyeation-time P M S Y N
Entry-type P M S Y Y,
Rptrieval-status P M S Y Y
S¢quence-number P M S Y N
NOTE — The auto-action-log entry-class is not defined for 1988 Application Contexts

11.1. MS support requirements for general-attribute-types
The general-attribute-types for which support by the MS is mandatory are shows/in Tables 2 and 3. Where an attrifjute is
supp¢rted, it shall be supported in all entry-classes for which it is defined\(with the possible exception of the Megsage-
log entry-class). All supported attributes shall be available for retrievalvby the Fetch abstract-operation, and, ywhere
indicpted in Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of the Delivery
entrytclass and are shown in Table 2 as available for List are also<available for the Alert abstract-operation.Selectjon of
an enftry (by means of Filter) for a supported attribute-type usingzone of its matching rules shall be available if supgort is
also ¢laimed for the matching-rule concerned.

NPTES

1 Support for an attribute-type does not in it§€lf require support for all matching-rules defined for that attribute-type
(spe 12.5).

2 For some attribute-types originally defined in versions of this Service Definition published prior to 1994, additional generic
mptching-rules are defined in this version:~In 1988 Application Contexts, support for these additional generic matches [is not
piohibited. However, some MS implementations will generate an attribute-error if requested to perform a match of this typ.

11.1.2  MS-user support requirements for general-attribute-types

No rgquirements are placed-on the MS-user for the support of any of the general-attribute-types.
NPTE — The MS-usér nitay employ a variety of strategies for retrieving information for display to the user. For example, the MS-

uger may choose fo‘retrieve the complete message-delivery-envelope, or, alternatively, may selectively retrieve attributes [which
are derived from the message-delivery-envelope. Since both approaches are valid, no one method is prescribed.

11.2 Description of the general-attribute-types

The following subclauses contain a short description of each general-attribute-type together with its abstract-syntax using
the defined syntax of the ATTRIBUTE information object class described in 6.3.3.3.

NOTE — Some general-attributes are used primarily for filtering and listing purposes while others may contain more complex
(further structured ASN.1 data-types) and potentially voluminous information. Only a few general-attributes are suitable for use
with the Summarize abstract-operation.

11.2.1  AC-correlated-report-list

This general-attribute, which is multi-valued, identifies the delivered-report entries which have been correlated with the
originally specified recipients of a submitted message or probe. The attribute contains one value for each value of the
recipient-name argument of the Message-submission or Probe-submission abstract-operation. Values at corresponding
positions in this attribute and in the recipient-names attribute refer to the same recipient. Each value indicates the
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sequence-numbers of relevant delivered-report entries, and the positions within their per-recipient-report-delivery-fields
attribute of the values which relate to that specified recipient. The attribute is generated by the MS. Subscription to this
attribute requires subscription to the Auto-correlate-reports auto-action (see 13.3).

The ¢

nms-ac-correl ated-report-list ATTRIBUTE ::= {

W TH ATTRI BUTE- SYNTAX Report Locati on,

NUMERATI ON mul ti-val ued,

1D id-att-ac-correl ated-report-list }
ReportLocation ::= CHO CE {

no-correl ated-reports [0] NULL,

| ocati on [1] SEQUENCE OF Per Reci pi ent Report }
Per Reci pi ent Report ::= SEQUENCE {

rr\pr\rf ant r\]l [n] qu..nnnnl\lurﬂ-\nr’

position [1] I NTEGER (1..ub-recipients) DEFAULT 1}

omponents of report-location have the following meaning:

a) No-correlated-reports (C): No reports have been received which can be correlated with+this origjnally
specified recipient of the submitted message or probe. This is the initial value of the afttibute.
b) Location (C): Identifies the sequence-numbers of the delivered-reports and the ‘positions of the yalues
within their per-recipient-report-delivery-fields attributes which relate to this originally specified recipient.
The attribute is created when the message or probe is submitted and is updated as reports are delivered. The contgnt of
this qttribute is unaffected by any subsequent deletion of the delivered-report entries.to-which it refers.
11.2.2  AC-report-subject-entry
This peneral-attribute identifies, by sequence-number, the submitted-meSsage entry or submitted-probe entry whichl|is the
subjept of this delivered-report entry. It is generated by the MS. Subs¢ription to this attribute requires subscription fo the
Autotcorrelate-reports auto-action (see 13.3).
nms-ac-report-subject-entry ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber ,
EQUALI TY MATCHI NG RULE i nt eger Mat ef;
ORDERI NG MATCHI NG- RULE i nt eger Or'deri nghat ch,
NUMERATI ON si ngl e,val ued,
1D i d-attzac-report-subject-entry }
The 3ttribute is created when a report is delivered whose subject-submission-identifier identifies a submitted-messgge or
submiitted-probe entry. The content of this attribute is unaffected by the subsequent deletion of the submitted-messgge or
submiitted-probe entry to which it refers.
11.2.8  AC-report-summary
This peneral-attribute, whichis multi-valued, contains a summary of the reports requested and reports received fron] each
originally specified reciprent of a submitted message or probe. The attribute contains one value for each value ¢f the
recipfent-name argument of the Message-submission or Probe-submission abstract-operation. Values at correspopding
positions in this attribute and in the recipient-names attribute refer to the same recipient. The initial values of the attfibute
are s¢t according\to the values of the originator-report-request specified for each recipient, and are amended as r¢ports
are deliveredi=The attribute is generated by the MS. Subscription to this attribute requires subscription to the Auto-
correjate~teports auto-action (see 13.3).
ne. ac rapnrf c-urrrmr\jl ATTRI BLITE e {
W TH ATTRI BUTE- SYNTAX Repor t Summary,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON mul ti-val ued,
1D id-att-ac-report-sunmary }
Report Summary :: = ENUMERATED {
no-report-requested (0) -- non-delivery report suppressed -- ,
no-report-received (1) -- non-delivery report requested -- ,
report-outstandi ng (2) -- delivery report requested -- ,
del i very-cancel | ed (3),
del i very-report-from anot her-recipi ent (4),
non-del i very-report-fromanother-recipient (5),
del i very-report-fromintended-recipi ent (6),
non-del i very-report-fromintended-recipient (7) }
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The values of report-summary have the following meaning:

The gttribute is created when the message or probe is submitted. When. reports are delivered to the MS, the value o
report-summary is updated if the resulting value is greater than that'already recorded. This is in recognition that

than

N

11.2.4  AC-uncorrelated-report-list

This

corre|
recip
auto-

The attribute is created when the first report of the kind described is delivered, and is updated as further reports ¢

kind
whic

recipient-report-transfer-fields to determine the intended recipient who is the subject of an incoming report.

a) no-report-requested: The suppression of non-delivery-reports was requested for this originally spe
recipient and no reports have been received. This is a possible initial value of the attribute.

b) no-report-received: A request for the reporting of non-delivery was made of this originally spe
recipient and no reports have been received. This is a possible initial value of the attribute.

cified

cified

c) report-outstanding: A request for the reporting of delivery and non-delivery was made of this originally

specified recipient and no reports have been received. This is a possible initial value of the attribute.

e) delivery-report-from-another-recipient: A delivery-report has been received concerning thisyorig
specified recipient which indicates successful delivery of the message (or the potentially successful de
of the probe's subject-message) to another recipient (possibly following redirection or DL-expansion).

f) non-delivery-report-from-another-recipient. A non-delivery-report has been recéived concerning
originally specified recipient which indicates a failure to deliver the message (or, potentially, the p
subject message) to another recipient (possibly following redirection or DL-expansion).

g) delivery-report-from-intended-recipient: A report has been delivered confirming delivery to this orig
specified recipient.

h) non-delivery-report-from-intended-recipient: A report has been (delivered indicating non-delivery t
originally specified recipient.

nally
ivery

this
Fobe's

nally

b this

fAC-
more

DTE — An MS which is colocated with an MTA may make use of the originally-specified-recipient-number component

oeneral-attribute, which is multisvalued, identifies each of the per-recipient-report-delivery-fields which havg

ated with a submitted message or probe but which have not been correlated with any of its originally spe
ents. It is generated by the,MS. Subscription to this attribute requires subscription to the Auto-correlate-r«
hction (see 13.3).
nms-ac-uncorrel ated-report-1ist ATTRI BUTE ::= {
W TH ATTRI-BUTE- SYNTAX Per Reci pi ent Report,
NUMERATIPEN mul ti-val ued,
1D id-att-ac-uncorrel ated-report-list }

nre delivered. The content of this attribute is unaffected by any subsequent deletion of the delivered-report entt

pne report may be generated as result of PDS delivery or.DL expansion. The method by which an MS deterlnines
the iftended recipient to whom a report refers is not prescribed and is therefore implementation dependent. The ¢
of this attribute is unaffected by any subsequent deletion of'the delivered-report entries to which it refers.

ntent

f per-

been
cified
ports

f this
ies to

h it refers.

11.2.5 Auto-action-error

This general-attribute identifies the auto-action-error which occurred when a registered auto-action was applied to an
entry. The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.3). It is generated by

the MS.
nms- aut o-action-error ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Aut oAct i onError,
NUMERATI ON si ngl e-val ued,
1D id-att-auto-action-error }
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11.2.6  Auto-action-registration-identifier

This general-attribute indicates the registration-identifier of the auto-action whose execution is the subject of this entry in
the Auto-action-log entry-class. The registered auto-action is identified by this attribute combined with the corresponding
value of the auto-action-type general-attribute. The attribute may be present only in entries of the Auto-action-log entry-
class (see 6.5.2). It is generated by the MS.

nms- aut o-action-registration-identifier ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX | NTEGER,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-auto-action-registration-identifier }

11.2.7_Auto-action-subject-entry

This [general-attribute indicates the sequence-number of the Stored-message entry which was the subject of the|auto-
actiof processing recorded by the present entry. The attribute may be present only in entries of the Auto-actionslog ¢ntry-
class| It is generated by the MS.

nms- aut o- acti on-subject-entry ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-auto-action-subject-entry }

11.2.8  Auto-action-type

This |general-attribute identifies the type of the auto-action whose execution is‘the subject of this entry. The regigtered
auto-pction is identified by this attribute combined with the corresponding value-of the auto-action-registration-identifier
genetal-attribute. The attribute may be present only in entries of the~Auto-action-log entry-class (see 6.5.1)) It is
genetfated by the MS

nms- aut o- action-type ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Aut oAct i onType,
EQUALI TY MATCHI NG RULE obj ectl denti fi erMat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-auto-action-type }

11.2.p  Certificate-selectors

This |general-attribute contains the certificate-selectors argument of the Message-submission and Message-de|ivery
abstrjct-operations. It may be generated Cby the originator of the message. See 8.2.1.1.1.43 of IIU-T
Rec. X.411 | ISO/IEC 10021-4, and 8.1.6 dbove.

nm-certificate-selectors ATFRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX CertificateSel ectors,
NUMERATI ON si ngl e-val ued,
1D id-att-certificate-selectors }

For spibmitted-message entries; this attribute takes, in each component of its value, the value present in that compongnt of
certifficate-selectors unl€ss there is a value present in the corresponding component of originator-certificate-selegtors-
overtfide, in which case the attribute's component takes the latter value.

For delivered-message entries, this attribute takes, in each component of its value, the value present in that componpnt of
certifficate-selectors unless there is a value present in the corresponding component of certificate-selectors-overrifle, in
which casesthe attribute's component takes the latter value

11.2.107)Child-sequence-numbers

This general-attribute, which is multi-valued, identifies the child-entries of a parent-entry, if such exist. It is generated by
the MS. It is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entries (see 6.3.4).

nms- chi | d- sequence- nunbers ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
NUMERATI ON mul ti-val ued,
1D id-att-child-sequence-nunbers }

11.2.11 Content

This general-attribute contains the complete content of a message as submitted by the MS-message-submission abstract-
operation, or as delivered by the Message-delivery abstract-operation, or as presented in the returned-content of the
Report-delivery abstract-operation. In this last case, the content general-attribute is created in the returned-content child-
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entry, and not in the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ITU-T Rec. X.411 | ISO/IEC
10021-4. The encoding of the content contained in the Octet String that constitutes this attribute shall be identical, when
retrieved, to that delivered to the MS; there is no constraint on the encoding employed for the containing Octet String
itself.

nt - content ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Cont ent,
NUMERATI ON si ngl e-val ued,
1D id-att-content }

11.2.12 Content-confidentiality-algorithm-identifier

This general-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-submission and
Messpge-delivery abstract-operations. See 8.2.1.1.1.27 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt-content-confidentiality-algorithmidentifier ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Al gorithm dentifier,
NUMERATI ON si ngl e-val ued,
1D id-att-content-confidentiality-algorithmidentifier }

11.2.13 Content-correlator

This |general-attribute contains the content-correlator argument of the Message-subniission, Probe-submission, and
Repoft-delivery abstract-operations. See 8.2.1.1.1.36 of ITU-T Rec. X.411 | ISO/IEC(10021-4.

nt-content-correlator ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Content Correl at or,
EQUALI TY MATCHI NG RULE cont ent Cor r el at or Mat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-content-correlator }

11.2.14 Content-identifier

This [general-attribute contains the content-identifier argument of the Message-submission, Probe-submission, Megsage-
delivery, and Report-delivery abstract-operations. It may be generated by the originator. See 8.2.1.1.1.35 of Il'U-T
Rec. K.411 | ISO/IEC 10021-4.

nt-content-identifier ATTRIBUTE ::=\
W TH ATTRI BUTE- SYNTAX Contentldentifier,
EQUALI TY MATCHI NG RULE content |l dentifierMatch,
NUMERATI ON si ngl e-val ued,
1D id-att-content-identifier }

11.2.15 Content-integrity-check

This |general-attribute contains the content-integrity-check argument of the Message-delivery abstract-operatipn; it
provides the MS-uservith' a means of verifying that the content of a delivered-message has not been modified. It njay be
genetated by the originator of the message. In submitted-message entries, this information is contained in th¢ per-
recipjent-messagessubmission-fields attribute. See 8.2.1.1.1.28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -.content -i ntegrity-check ATTRI BUTE ::= {
W'TH ATTRI BUTE- SYNTAX Content | ntegrityCheck,
NUMERATI ON si ngl e-val ued,
D rd-att-content-Tntegrity-check |

11.2.16 Content-length

This general-attribute indicates the length of the content, in octets, of a submitted message, a submitted probe, a draft-
message, a delivered message, or the returned-content of a delivery-report. For a submitted probe, the attribute indicates
the length in octets of the content of the subject-message. It is generated by the MS.

nms-content-length ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Cont ent Lengt h,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-content-length }
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11.2.17 Content-returned

This general-attribute indicates whether a
generated by the MS (see 6.3.4).

nme-content-returned ATTRI BUTE :: =

W TH ATTRI BUTE- SYNTAX
EQUALI TY MATCHI NG RULE
NUMERATI ON

1D

11.2.18 Content-type

content has been returned in the Report-delivery abstract-operation. It is

{
BOOLEAN,

bool eanMat ch,
si ngl e-val ued,
id-att-content-returned }

This general- attrlbute 1dent1ﬁes the type of the content of a message and 1s generated from the content- lype argument of

the .1.34
of ITIU-T Rec. X.411 | ISO/IEC 10021-4. When present in an entry of the Auto- actlon log entry—class it identifigs the
contgnt-type of the entry which was the subject of auto-action processing; where that entry is a delivered-report, the
presence of the attribute is conditional.
nt-content-type ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX OBJECT | DENTI FI ER,
EQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUMERATI ON si ngl e-val ued,
I D id-att-content-type }
11.2.19 Conversion-with-loss-prohibited
This | general-attribute contains the conversion-with-loss-prohibited argument ©f -the Message-submission, Hrobe-
submiission, and Message-delivery abstract-operations. It indicates whether conversion with loss of informatiofi was
allowjed or prohibited by the originator. See 8.2.1.1.1.10 of ITU-T Rec. X.411 [ISO/IEC 10021-4.
nt - conver si on-w t h-1 oss- prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Conver si onW t hLossPr ohi\bi t'ed,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-conversionsw'th-1oss-prohibited }
11.2.20 Converted-EITs
This peneral-attribute, which is multi-valued, identifies the encoded-information-types of the content after conversipn, as
indicpted by the Message-delivery abstract-operation. It is generated from the converted-encoded-informationitypes
arguthent of the Message-delivery abstract-operation. It is absent if no conversion took place. See 8.3.1.1.1.§ and
8.3.1]2.1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
nt - converted- El Ts ATTRI BUTE : : ={
W TH ATTRI BUTE- SYNTAX Ms-EI T,
EQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUMERATI ON nmul ti-val ued,
I D id-att-converted-ElTs }
11.2.21 Creation-time
This general-attributedindicates the time at which an entry was created in the MS. It is generated by the MS. See 6J3.2.
NPTE — Two or.more consecutive entries may have the same creation-time.
nms-creahi on-ti me ATTRIBUTE :: = {
W TH™ATTRI BUTE- SYNTAX CreationTi ne,
EQUALI TY MATCHI NG RULE uTCTi neMat ch,
GRDERI NG MATCHI NG- RULE uTCTi neOr der i nghat ch,
NUMERATI ON singl e-val ued
1D id-att-creation-tine }

11.2.22 Deferred-delivery-cancellation-time

This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery
of a previously submitted message (see 8.3.3). It is generated by the MS.

64

ms- def erred-del i very-cancel l ation-tine ATTRI BUTE ::=
W TH ATTRI BUTE- SYNTAX
EQUALI TY MATCHI NG RULE
ORDERI NG MATCHI NG RULE
NUMERATI ON
ID

{

Def erredDel i veryCancel | ati onTi e,

uTCTi meMat ch,

uTCTi neOr der i nghat ch,

si ngl e-val ued,
id-att-deferred-delivery-cancellation-time }
Def erredDel i veryCancel | ati onTime ::= UTCTi ne
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11.2.23 Deferred-delivery-time

This general-attribute contains the deferred-delivery-time argument of the Message-submission abstract-operation. It
indicates the time before which a submitted message shall not be delivered to its recipient(s). See 8.2.1.1.1.12 of ITU-T
Rec. X.411 | ISO/IEC 10021-4. Subscription to this attribute requires subscription to the Auto-correlate-reports auto-
action (see 13.3).

nt - deferred-delivery-tine ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Def erredDel i veryTi ne,
EQUALI TY MATCHI NG RULE uTCTi meMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-deferred-delivery-time }

11.2.

This |general-attribute may be present in entries of the Message-log entry-class, and indicates the time atywhigh the
correpponding entry in the Stored-message entry-class was deleted. In the case of a Submission-log entry'fof” whifh no
Subnpission entry is created, the deletion-time attribute is generated when the Submission-log entry i§_cteated gnd is
assighed the same value as the entry's creation-time. It is generated by the MS. See 16.1.4.

nms-del etion-time ATTRIBUTE :: = {

W TH ATTRI BUTE- SYNTAX
EQUALI TY MATCHI NG RULE
ORDERI NG MATCHI NG- RULE
NUMERATI ON

1D

Del etionTime ::= UTCTi ne

Del eti onTi ne,

uTCTi meMat ch,

uTCTi neOr der i nghat ch,
si ngl e-val ued,
id-att-deletion-tine }

11.2.p5 Delivered-EITs
This |general-attribute, which is multi-valued, identifies the encoded-information-types in the content of a messgge as
delivgred. It is generated by the MS, and is derived from the oxiginal-encoded-information-types and the convérted-
encodled-information-types arguments of the Message-delivery absttact-operation.
nms-del i vered- El Ts ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Ms-EI T,
EQUALI TY MATCHI NG RULE obj ect | dentd/fi er Mat ch,
NUMERATI ON mul ti-valued,
1D i d-atst-delivered-ElTs }
NPTE — This attribute has the same value as eouverted-encoded-information-types (if present); otherwise, the same vallue as
otfiginal-encoded-information-types. It proyides-a convenient way of determining, in a single operation, the EITs present|in the
cdntent.
11.2.26 Delivery-flags
This |general-attribute contains_information derived from the arguments of the Message-delivery abstract-operatipn. It
indichtes whether implicit-conversion of the content is prohibited. See 8.2.1.1.1.9 of ITU-T Rec. X.411 | ISQ/IEC
1002]-4.
nt - del i very,£fhags ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Del i veryFl ags,
EQUALATY "MATCHI NG- RULE bi t StringMatch,
NUMERATI ON si ngl e-val ued,
1D id-att-delivery-flags }
11.2.p7~DL-exempted-recipients

This general-attribute, which is multi-valued, contains components of the DL-exempted-recipients argument of the
Message-submission abstract-operation. When present, it identifies the recipients that are requested not to be added to the
set of intended recipients as a result of DL-expansion. See 8.2.1.1.1.40 of ITU-T Recommendation X.411 | ISO/IEC

10021-4.
nt - dl - exenpt ed-reci pients ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX ORNanre,
EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG- RULES

NUMERATI ON
I D

{ oRNaneEl enent svat ch |
oRNaneSubstri ngEl enent sMat ch |
oRNaneSi ngl eEl emrent Mat ch,

o),

mul ti-val ued,
id-att-dl-exenpted-recipients }
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11.2.28 DL-expansion-history

This general-attribute, which is multi-valued, contains a history of distribution-list expansion. If present in a delivered-
message, it contains one or more distribution-list names used during the expansion process. It is absent if delivery to the
MS-user did not involve any expansion of a distribution-list. If present in a delivered-report, it contains the originator
name and one or more distribution-list names used during the expansion process. It is absent if the message, or the
report's subject message, did not involve any expansion of a distribution-list. See 8.3.1.1.1.7 and 8.3.1.2.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

nt - dl - expansi on- hi story ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX DLExpansi on,
OTHER MATCHI NG RULES {redirectionO DLExpansi onMat ch |

redirecti onOr DLExpansi onEl ement sMat ch |
redirecti onOr DLExpansi onSubst ri ngEl enent sMat ch |
redrTectonor DCEXpansr onst Ngr eEr enent Vet ¢,

o)
NUMERATI ON mul ti-val ued,
1D id-att-dl-expansion-history }

11.2.29 DL-expansion-prohibited

This general-attribute contains the DL-expansion-prohibited argument of the Message-submissioniand Probe-subm{ssion
abstrjict-operations; it indicates whether DL-expansion within the MTS is prohibited for a recipi¢nt-name which dgnotes
aDL| See 8.2.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - dl - expansi on- prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX DLExpansi onPr ohi bi t ed,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUMERATI ON si ngl e-val ued,
I D i d-att-dl-expansion-prohibited)}

11.2.30 Entry-type

This eneral-attribute identifies the type of an entry (see 6.3.6). It is.generated by the MS.

ms-entry-type ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Ent ryType,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or dersngMat ch, --rule not defined in 1988 Application Contgxts
NUMERATI ON si ngl e- valhued,
I D id-att-entry-type }

11.2.31 Internal-trace-information

This [general-attribute, which is multi-valued, documents the actions taken on the message (or probe or report) by each
MTA through which it passed as it transferred within an MD. It is generated from the Message-delivery-envelope and the
Repoft-delivery-envelope. See 12.2 13114 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt-internal -trace-infornati on ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX I nt ernal Tracel nf or mati onEl enent,
NUMERATI ON mul ti-val ued,
1D id-att-internal-trace-information }

11.2.82 Latest-delivery-time

This |general-attribute contains the latest-delivery-time argument of the Message-submission abstract-operatipn; it
indicptes thestime after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ITU-T| Rec.
X410 | ISOIEC 10021-4.

nt-|atest-delivery-tinme ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Lat est Del i veryTi ne,
EQUALI TY MATCHI NG RULE uTCTi nmeMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-latest-delivery-time }

11.2.33 Locally-originated

This general-attribute indicates, by its presence or absence, whether this delivered-message entry was originated by this
MS-user.

nms-| ocal l y-origi nated ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
1D id-att-locally-originated }
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11.2.34 Marked-for-deletion

This general-attribute indicates (by its presence or absence) whether the MS-user has marked the entry for subsequent
deletion. Support for this attribute implies that the MS-user shall be able to create it or amend it by means of the Modify
abstract-operation and the Auto-modify auto-action.

ms- mar ked- f or - del eti on ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
1D id-att-marked-for-deletion }

NOTE — The MS-user may use this attribute-type to support a two-stage entry deletion function, i.e. a 'wastebasket'.

11.2.35 Message-delivery-envelope

This [generat-attribute contains e 7essage-delivery-envelope COMponent of e argument of e Message-dejivery
abstrjict-operation. See Figure 2 (Part 5) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - nessage-del i very-envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageDel i ver yEnvel ope,
NUMERATI ON si ngl e-val ued,
1D id-att-nmessage-delivery-envel ope }

11.2.36 Message-delivery-time

This | general-attribute contains the message-delivery-time argument of the Message=dclivery abstract-operption.
See §.3.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
NPTE — There is no general-attribute corresponding to the delivery-time parameter of.th¢ Report-delivery abstract-opefation,

b¢cause in order to be useful, this delivery-time must be correlated with the name of the-tecipient the message was delivefed to.
Bpth items of information are present in the per-recipient-report-delivery-fields general-attribute.

nt - nessage-del i very-time ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX MessageDel i veryTi e,
EQUALI TY MATCHI NG RULE uTCTi meMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i ngMat chs
NUMERATI ON si ngl e-val ued,
1D id-att-nessage-délivery-tine }

11.2.37 Message-group-name

This general-attribute, which is multi-valued, identifies\the message-group-names which the MS-user has attached|to an
entry|(see 6.4). Support for this general-attribute implies that the MS-user shall be able to create or amend it by use pf the
Modilfy abstract-operation and the Auto-modify’duto-action. An attempt to assign a message-group-name attribute{value
which has not been registered previously by-nieans of the Register-MS abstract-operation shall result in the generatjon of
a megsage-group-error. Each value of the attribute shall be distinct.

ns- message- gr oup- nane ATTREBUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageG oupNane,
EQUALI TY MATCHI NG RULE nSSt ri ngli st Mat ch,
OTHER MATCHI NG RULES {nBSi ngl eSubstringLi st Mat ch |

nSStri ngLi st El ement sMat ch |
nSSi ngl eSubst ri ngLi st El enent sMat ch |
val ueCount Mat ch,

o)
NUMERATI @N mul ti-val ued,
1D id-att-nmessage- group-nane }

NPTE — Fhesmaximum number of group-name-parts which will be present in a message-group-name may be determined fr¢m the
mfssage-group-depth parameter of MS-bind-result (see 7.1.2, item h).

11.2.B8 “Message-identifier

This general-attribute contains an MTS-identifier that distinguishes this message or probe from all other submitted
messages and probes, and delivered messages. It contains the message-submission-identifier or probe-submission-
identifier result of the Message-submission or Probe-submission abstract-operation, or the message-delivery-identifier
argument of the Message-delivery abstract-operation. Where Message-submission or Probe-submission fails, the
attribute is absent from any entry created in the Message-log entry class. Where Message-submission or Probe-
submission succeeds, the attribute is present in any entry created in the Stored-message entry class. It is generated by the
MTS. See 8.2.1.1.2.1, 8.2.1.2.2.1, and 8.3.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - message-identifier ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX MrSl denti fier,
EQUALI TY MATCHI NG RULE nrSl dentifierMatch, -- rule not defined in 1988 Application Contexts
NUMERATI ON si ngl e-val ued,
I D id-att-nmessage-identifier }
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11.2.39 Message-notes

This general-attribute, which is multi-valued, contains textual annotations specified by the MS-user. The meaning
attached to message-notes is of concern only to the MS-user. Support for this attribute implies that the MS-user shall be
able to create or amend it by means of the Modify abstract-operation and the Auto-modify auto-action.

NOTE — The attribute may contain keywords, annotations, or reminders chosen by the MS-user, but does not represent
information conveyed by the MTS.

nms- nessage- not es ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX General String (SIZE (1..ub-nmessage-notes-length)),
EQUALI TY MATCHI NG RULE nSSt ri nghat ch,
SUBSTRI NGS MATCHI NG RULE nBSSubst ri ngsMat ch,
NUMERATI ON mul ti-val ued,
I D id-att-nmessage-notes }

11.2.I40 Message-origin-authentication-check

This |general-attribute contains the message-origin-authentication-check argument of the Message—submissiol and
Messpge-delivery abstract-operations. It provides the recipient(s) of a message with a means of authentieating its ¢rigin
and rhay be generated by the originator of the message. See 8.2.1.1.1.29 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - message-ori gi n-aut henti cati on-check ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX MessageOri gi nAut henti cati onCheck,
NUMERATI ON si ngl e-val ued,
1D i d-att-nmessage-origin-authentication-gheek }

11.2.41 Message-security-label

This |general-attribute contains the message-security-label argument of the Message-submission, Probe-submipsion,
Messpge-delivery, and Report-delivery abstract-operations. It comprises a set 0fsecurity attributes which may include a
securfity-policy-identifier, a security-classification, a privacy-mark, and a-sét of security-categories. See 8.2.1.1.1J30 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - nessage-security-1abel ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX MessageSecuri t yLabek;
NUMERATI ON si ngl e-val ued,
I D id-att-nmessage<security-I|abel }

11.2.42 Message-submission-envelope

This [general-attribute contains the envelope component of the argument of the Message-submission abstract-operption.
See Higure 2 (Part 3) of ITU-T Rec. X.411 | ISOAEC 10021-4.

nt - message- submi ssi on- envel ope /ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageSubmi ssi onEnvel ope,
NUMERATI ON si ngl e-val ued,
1D i d-att-nmessage-subni ssi on-envel ope }

11.2.43 Message-submission-time

This [general-attribute indi¢ates the time at which the MTS accepted responsibility for the message or probe. It coptains
the message-submissiontime result of Message-submission, or the probe-submission-time result of Probe-submissipn, or
the message-submission*time argument of Message-delivery. It is generated by the MTS. See 8.2.1.1.2.2 and 8.2.1{2.2.2
of ITU-T Rec. X.411| ISO/IEC 10021-4.

nt - message- subm ssion-ti me ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageSubmi ssi onTi ne,
EQUALI TY MATCHI NG RULE uTCTi meMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERAFH-OMN sHrgHe—vat-ued:
1D id-att-nmessage-subm ssion-tinme }

11.2.44 Message-token

This general-attribute contains the message-token argument of the Message-delivery abstract-operation or the originator-
token argument of the Message-submission abstract-operation. When present in a submitted-message entry, this attribute
contains an encrypted-data component that is encrypted using the public key of the message originator rather than that of
any recipient. It may be generated by the originator of the message. See 8.2.1.1.1.26 of ITU-T Rec. X.411 |
ISO/IEC 10021-4, and 8.1.6 above.

nt - nessage-t oken ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX MessageToken,
NUMERATI ON si ngl e-val ued,
I D id-att-nmessage-token }
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11.2.45 MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS
as a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is
present in the former case and absent in the latter. It is generated by the MS.

ms-originated ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX NULL,
NUMERATI ON si ngl e-val ued,
I D id-att-nms-originated }

11.2.46 MS-submission-error

This general-attribute may be present in entries of the Submission-log entry-class and indicates the error returned by the

MS-1pessa ! ubm abstra = at-ca : . perated
by th
nms- submi ssion-error ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Subnmi ssi onError,
NUMERATI ON si ngl e-val ued,
1D id-att-ns-subm ssion-error }
Submi ssi onError ::= CHO CE {
submi ssi on-control -vi ol at ed [1]  NULL,
originator-invalid [2] NULL,

reci pi ent-inproperly-specified [3] I nproperlySpecifiedRecipient’s,
el enent - of - servi ce-not - subscri bed [4] NULL,

i nconsi st ent -request [11] NULL,

security-error [12] SecurityProbl em
unsupported-critical -function [13] NULL,

r enot e- bi nd-error [15] NULL,

servi ce-error [27] Servi ceError Par afret er,
message- gr oup- error [ 30] MessageG oupEr{ oy Par anet er,
nms- ext ensi on-error [ 31] MSExt ensi onEfrorf Par anet er,
entry-class-error [34] Entryd assErrorParaneter }

Each|component of submission-error corresponds to one of the errors defined for the MS-message-submission and MS-
probg¢-submission abstract-operations. The tag numbers correspornd to the remote error codes (see 8.3.1 and 8.3.2).

11.2.47 Multiple-originator-certificates

This |[general-attribute contains the multiple-originator-certificates argument of the Message-submission and Megsage-
delivery abstract-operations. It is generated by a trusted source (e.g. a certification-authority), and may be supplied by the
origihator of the message. See 8.2.1.1.1.41 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

m-multiple-originator-certificates ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Ext endedCerti fi cates,
NUMERATI ON si ngl e-val ued,
1D id-att-multiple-originator-certificates }

11.2.48 Original-EITs

This [general-attribute, which is multi-valued, identifies the encoded-information-types in the content of the messgge as
subnrted, or specified inthe envelope of a submitted probe. It is generated from the original-encoded-informationitypes
arguthent of the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstract-operations.

See §.2.1.1.1.33-fTTU-T Rec. X.411 | ISO/IEC 10021-4.

nt - orirginal - El Ts ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX MS-EI T,
EQUALI TY MATCHI NG RULE obj ectldentifierMatch,
NUNMFRATI ON milti-valued
1D id-att-original -ElTs }

11.2.49 Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-
operation, and is present if the message has been redirected. See 8.3.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-originally-intended-recipient-name ATTRI BUTE ::= {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON si ngl e-val ued,

I D id-att-originally-intended-recipient-nanme }
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11.2.50 Originating-MTA-certificate

This general-attribute contains the originating-MTA-certificate result of the Message-submission abstract-operation. It is
generated by the MTA to which the message was submitted. See 8.2.1.1.2.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-originating-MIA-certificate ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Originati ngMIACertificate,
NUMERATI ON si ngl e-val ued,
1D id-att-originating-MIA-certificate }

11.2.51 Originator-certificate

This general attrlbute contains the orzgznator—certzf cate argument of the Message submlssmn Probe submission, and
Message-=de 3 3 ay be

supplied by the orlglnator ofthe message. See 8.2.1.1.1.25 ofITU T Rec X. 411 | ISO/IEC 10021 -4
nmt-originator-certificate ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX OriginatorCertificate,
NUMERATI ON si ngl e-val ued,
I D id-att-originator-certificate }

11.2.p2 Originator-name

This | general-attribute contains the originator-name argument of the Message-submission, Probe-submission} and
Messpge-delivery abstract-operations. See 8.2.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC10021-4.

nt-originator-name ATTRI BUTE ::= {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNatreSubstri ngEl enent sMatch |
oRNaneSi ngl eEl ement Mat ch,
o)

NUMERATI ON si ngl e-val ued,

I D id-att-originator-nane }

11.2.p3 Originator-report-request

This | general-attribute, which is multi-valued, contaifis the originator-report-request argument of the Megsage-
submfission and Probe-submission abstract-operations. See 8.2.1.1.1.22 of ITU-T Rec. X.411 | ISO/IEC 10021-4 The
orderiing of the values of this attribute matches the‘erdering of the values of the per-recipient-message-submission-fields
attribjute.

nt-originator-report-request ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Ori gi nat or Repor t Request ,
NUMERATI ON mul ti-val ued,
I D id-att-originator-report-request }

11.2.p4 Originator-return-address

This general-attribute eentains the originator-return-address argument of the Message-submission and Message-de]ivery
abstrjict-operationsy it ihdicates the postal-OR-address of the originator of the message. See 8.2.1.1.1.21 of Il'U-T
Rec. X.411 | ISO/IEC 10021-4.

nt - or "gi*nat or - r et ur n- addr ess ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Ori gi nat or Ret ur nAddr ess,
NUMERATI ON si ngl e-val ued,
1D id-att-originator-return-address }

11.2.55 Other-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-delivery
abstract-operation. See 8.3.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - ot her-reci pi ent-names ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES {oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON mul ti-val ued,

1D id-att-other-recipient-nanes }
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11.2.56 Parent-sequence-number

This general-attribute identifies the entry's parent-entry. It is generated by the MS. It is always present in a child-entry
and is absent in a main-entry (see 6.3.4).

nms- par ent - sequence- nunber ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Orderi nghat ch,
NUMERATI ON si ngl e-val ued,
I D i d-att-parent-sequence-nunber }

11.2.57 Per-message-indicators

This
Probg
discl.
1SO/I

11.2.

This
envell

11.2.p9 Per-recipient-probe-submission-fields
This |general-attribute, which is multi-valued,, contains the per-recipient-fields component of the Probe-submi
envelope. See Figure 2 (Part 8) of ITU-T Rec. X:411 | ISO/IEC 10021-4.
nt - per - reci pi ent - probe-subni ssion-fields ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Per Reci pi ent ProbeSubmi ssi onFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient-probe-subm ssion-fields }
11.2.p0 Per-recipient-report-delivery-fields
This |general-attribute; which is multi-valued, contains the per-recipient-fields component of the Report-del
envelope. See Figuré.2 (Part 9) of ITU-T Rec. X.411 | ISO/IEC 10021-4.
nt - per=heci pi ent-report-delivery-fields ATTRI BUTE :: = {
W-TH ATTRI BUTE- SYNTAX Per Reci pi ent Report Del i veryFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient-report-delivery-fields }

general-attribute comprises various arguments of the Message-submission and (for the first two argument:
-submission abstract-operations. These include the implicit-conversion-prohibited, alternate-recipint-all

sure-of-other-recipients, and content-return-request arguments. See Figure 2 (Part 10) of ITU-T Rec. X
EC 10021-4.
nt - per - nessage-i ndi cators ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Per Messagel ndi cat or s,
EQUALI TY MATCHI NG RULE bi t St ri ngMat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-per-nessage-indicators }

b8 Per-recipient-message-submission-fields

general-attribute, which is multi-valued, contains the per-recipient-fields component of the Message-submi
ope. See Figure 2 (Part 7) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - per - reci pi ent - nessage- subm ssion-fields ATTRI BUTEN = {
W TH ATTRI BUTE- SYNTAX Per Reci pi ent MessageSubni ssi onFi el ds,
NUMERATI ON mul ti-val ued,
1D id-att-per-recipient-nmessage-subnission-fields }

5) the
bwed,
411 |
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sion-
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11.2.61 Priority

This general-attribute contains the priority argument of the Message-submission and Message-delivery abstract-
operations. If no value for the parameter is supplied in the Message-submission or Message-delivery abstract-operation
then the attribute is generated with the default value for priority. See 8.2.1.1.1.8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

m-priority ATTRIBUTE ::= {
W TH ATTRI BUTE- SYNTAX Priority,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nteger OrderingMatch, --rule not defined in 1988 Application Conte
NUMERATI ON si ngl e-val ued,
I D id-att-priority }
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11.2.62 Probe-origin-authentication-check

This general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abstract-
operation. It provides any MTA through which the probe is transferred with a means of authenticating its origin. It may
be generated by the MS-user when originating the probe. See 8.2.1.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - probe-ori gi n-aut henti cati on-check ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX ProbeOri gi nAut henti cat i onCheck,
NUMERATI ON si ngl e-val ued,
1D id-att-probe-origin-authentication-check }

11.2.63 Probe-submission-envelope

This general-attriby ains-the-en 5 mponrent-o AEoHN of the Probe-sub RiSSIoNR-3 3 ation. See
Figute 2 (Part 3) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - pr obe- submi ssi on- envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Pr obeSubm ssi onEnvel ope,
NUMERATI ON si ngl e-val ued,
I D i d-att-probe-subm ssion-envel ope }

11.2.p4 Proof-of-delivery-request

This peneral-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-operation. It may
be gdnerated by the originator of the message. In submitted-message entries, this information may be found in th¢ per-
recipjent-message-submission-fields attribute. See 8.2.1.1.1.32 of ITU-T Rec. X.411-{TSO/IEC 10021-4.

nt - proof - of -del i very-request ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Pr oof Of Del i ver yRequest ,
EQUALI TY MATCHI NG RULE integerMatch, -- rule not{défined in 1988 Application Contexts --
NUMERATI ON si ngl e-val ued,
1D id-att-proof-of-delivery-request }

11.2.p5 Proof-of-submission

This [general-attribute contains the proof-of-submission result of the Message-submission abstract-operation. It prqvides
the MiS-user with proof of submission of a message to theZMTS. See 8.2.1.1.2.4 of ITU-T Rec. X.411 | ISO/IEC 10(21-4.

nt - pr oof - of - subm ssi on ATTRI BUTE :: =%
W TH ATTRI BUTE- SYNTAX Pr oof O Submi ssi on,
NUMERATI ON si'ngl e- val ued,
1D iyd-att - proof - of -submi ssion }

11.2.p6 Recipient-certificate

This |general-attribute contains ‘the recipient-certificate argument of the Message-delivery abstract-operation.| It is
genetfated by a trusted sourcé, (€.g. a certification-authority), and may be supplied by the originator of the messagg. See
8.2.1}11.1.42 of ITU-T Ree. X411 | ISO/IEC 10021-4. In submitted-message entries, this information is contained |n the
per-rgcipient-message-stbmission-fields attribute.

nt-recipieatscertificate ATTRIBUTE :: = {
W TH-ATTRI BUTE- SYNTAX Ext endedCerti fi cates,
NUVERATI ON si ngl e-val ued,
D id-att-recipient-certificate }

11.2.p7-/Recipient-names

This general-attribute, which is multi-valued, contains the recipient-name components specified in the per-recipient-
fields components of the Message-submission-envelope and Probe-submission-envelope. It is generated by the MS. The
ordering of the values of this attribute matches the ordering of the values of the per-recipient-message-submission-fields
(or per-recipient-probe-submission-fields) attribute. See 8.2.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nms-reci pi ent-names ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNanre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES { oRNaneEl enent svat ch | oRNaneSubstri ngEl enent sMatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON mul ti-val ued,

1D id-att-recipient-nanes }
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11.2.68 Recipient-reassignment-prohibited

This general-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submission abstract-operations. It indicates whether a message or probe submitted by the MS-user may be redirected
to a recipient-assigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ITU-T Rec.
X.411 | ISO/IEC 10021-4.

nt -reci pi ent -reassi gnment - prohi bited ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Reci pi ent Reassi gnment Pr ohi bi t ed,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-recipient-reassi gnment-prohibited }

11.2.69 Redirection-history

This [general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) froln the
Messpge-delivery or Report-delivery abstract-operations. In the latter case, the redirections concern the delivery feport
itself|rather than the report's subject message. See 8.3.1.1.1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nmt-redirection-history ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Redi recti on,
OTHER MATCHI NG RULES {redirectionO DLExpansi onMat ch |

redirecti onOr DLExpansi onEl ement sMat ch |

redi recti onOr DLExpansi onSubst ri ngEl ement’Shat ch |
redi recti onOr DLExpansi onSi ngl eEl ement ¥at'eh |
redi recti onReasonMat ch,

o)
NUMERATI ON mul ti-val ued,
1D id-att-redirection-history }

11.2.f0 Report-delivery-envelope

This [general-attribute contains the report-delivery-envelope componentiof the argument of the Report-delivery absgtract-
operdtion. See Figure 2 (Part 9) of ITU-T Rec. X.411 | ISO/IEC 100214.

nt -report-delivery-envel ope ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Report Del i ver yEnvel ope,
NUMERATI ON si ngl e- val ued,
1D id-att-report-delivery-envel ope }

11.2./1 Reporting-DL-name

This [general-attribute contains the reporting-DL*name argument of the Report-delivery abstract-operation. It idertifies
the OL that forwarded the report to the owher of the DL. See 8.3.1.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt-reporting-DL-nane ATTRI.BUTE ::= {
W TH ATTRI BUTE- SYNTAX Report i ngDLNane,
EQUALI TY MATCHI NG RULE oRNaneMat ch, -- rule not defined in 1988 Application Contexts |--
OTHER MATCHI NG RULES {oRNaneEl ement sMat ch | oRNameSubstri ngEl ement sMat ch |
oRNaneSi ngl eEl emrent Mat ch,
..}
NUMERATI ON si ngl e-val ued,
I D id-att-reporting-DL-name }

11.2.f2 Reporting-MTA-certificate

This |general-attribute contains the reporting-MTA-certificate argument of the Report-delivery abstract-operatipn. It
conta]ins the certificate of the MTA that generated the report. See 8.3.1.2.1.12 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

II‘t'I CPUI tl IIH' IlV‘ITA' CTl tl fl bﬂtc ATTR: BL)TE .= {
W TH ATTRI BUTE- SYNTAX ReportingMrACertificate,
NUMERATI ON si ngl e-val ued,
1D id-att-reporting-MIA-certificate }

11.2.73 Report-origin-authentication-check

This general-attribute contains the report-origin-authentication-check argument of the Report-delivery abstract-
operation. It provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

nmt-report-origin-authentication-check ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Report Ori gi nAut henti cati onCheck,
NUMERATI ON si ngl e-val ued,
I D id-att-report-origin-authentication-check }
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11.2.74 Retrieval-status

This general-attribute indicates the retrieval-status of an entry (see 6.3.8). If the Modify abstract-operation is available,
the MS-user shall support modification of the attribute in the case where its existing value is /isted and the replacement
value is processed. The MS may optionally support the additional capability to modify the attribute in an unrestricted
manner (e.g. from processed to listed). In an entry of the Message-log entry-class, the attribute reflects the retrieval-
status of the corresponding Stored-message entry. In an entry of the Auto-action-log entry-class, the attribute indicates
the retrieval-status of the entry itself (not that of the auto-action-subject-entry). The attribute is created and maintained by
the MS.

ms-retrieval -status ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Retrieval St at us,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUNERATL OMN S ngl o-al ||ar‘|’
I D id-att-retrieval -status }

NPTE — Modification of this attribute by means of the Auto-modify auto-action is not applicable unless the MS(Suppoits the
optional unrestricted modification capability, as the value will always be new at the time when Auto-modify is attempted.

11.2.]5 Security-classification

This |general-attribute comprises the security-classification component of the message-security-label. It is definedl as a
separpte attribute to allow its use in the Summarize abstract-operation. See 8.5.9 of IFU-T Rec. X.411 | ISQ/IEC
1002[-4.

nmt -security-classification ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX Securityd assification,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
NUMERATI ON si ngl e-val ued,
1D id-att-security-classification }

11.2.f6 Sequence-number

This |general-attribute identifies the entry containing the attribute>It is allocated by the MS when the entry is cfeated
(see ¢.3.2).

nms- sequence- nunber ATTRI BUTE :: = {
W TH ATTRI BUTE- SYNTAX SequenceNunber ,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger.Or deri nghat ch,
NUMERATI ON si ngl.e- val ued,
1D i'd-att - sequence- nunber }

11.2.7 Signature-verification-status

This general-attribute reports the outéome of verification by the MS that the content of a delivered message has nof been
modified in the MTS, if the MS has the capability to perform such verification and a signature of the content was pfesent
in coptent-integrity-check, message-origin-authentication-check or message-token. It is generated by the MS. Trpst in
this ipdication implies trustin the MS.

nms-si gnaturesverification-status ATTRI BUTE :: = {

W TH ATTRI'BUTE- SYNTAX Si gnatureVerificationStatus,

NUNVERATI ON si ngl e-val ued,

1D id-att-signature-verification-status }
SigndtureVerificationStatus ::= SET {

content-integrity-check [0] SignatureStatus DEFAULT si gnature-absent,

nessage-oriqgin-authentication-check [1] SignatureStatiis DEFAUIT signature-ahsent

message-t oken [2] SignatureStatus DEFAULT signature-absent,

report-origin-authentication-check [3] SignatureStatus DEFAULT signature-absent,

proof - of -del i very [4] SignatureStatus DEFAULT signat ure-absent,

pr oof - of - submi ssi on [5] SignatureStatus DEFAULT signature-absent }
SignatureStatus ::= | NTEGER {

si gnat ur e- absent (0),

verification-in-progress (1),

verification-succeeded (2),

verification-not-possible (3),

content - convert ed (4),

si gnat ur e-encrypt ed (5),

al gorithm not - supported (6),

certificate-not-obtainable (7),

verification-failed (8) }

74 ITU-T Rec. X.413 (1999 E)


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

The components of signature-verification-status have the following meaning:

a) Content-integrity-check (O): Indicates the signature-status of the content-integrity-check.

b) Message-origin-authentication-check (O): Indicates the signature-status of the message-origin-

authentication-check.

c) Message-token (O): Indicates the signature-status of the content-integrity-check within the signed data or

encrypted data in a token.

d) Report-origin-authentication-check (O): Indicates the signature-status of the report-origin-authentication-

check.
e) Proof-of-delivery (O): Indicates the signature-status of proof-of-delivery argument.

f) Proof-of-submission (O): Indicates the signature-status of the proof-of-submission argument. May be

present in a child-entry of a delivered-message entry.
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ralues of signature-status have the following meaning:

a) signature-absent: Verification is not possible because the signature is absent.

b) verification-in-progress: Signature verification is in progress.

c) verification-succeeded: The signature was verified successfully.

d) verification-not-possible: Verification is not possible for an unspecified reason.

e) content-converted: Verification is not possible because the message was subjected to content conversi
f) signature-encrypted: Verification is not possible because the object was enctypted after it was signed.,
g) algorithm-not-supported: Verification is not possible because the algorithin identifier was not suppor
h) certificate-not-obtainable: Verification is not possible because the certificate cannot be obtained.

1) verification-failed: The verification process failed. This is the\only value of signature-status lik

indicate a breach of security.

78 Storage-period

red, relative to its creation-time. An entry becomes subject to deletion by the Auto-delete auto-action wh
be-period expires (see 13.4). An MS that supports this geireral-attribute shall support its creation and amendm

rresponding storage-time minus the creation-fime, expressed in seconds. The creation, modification, or delet
orage-period general-attribute is reflected\fin the creation, modification, or deletion of the storage-time ge

ute; i.e. the semantic link between the two-is always preserved.
nms- st or age- peri od ATTRI BUTE :< = {
W TH ATTRI BUTE- SYNTAX St or agePer i od,
EQUALI TY MATCHI NG RULE i nt eger Mat ch,
ORDERI NG MATCHI NG- RULE i nt eger Or deri nghat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-storage-period }
St oragePeri od :¢~=\NTEGER -- seconds- -

solute time.

79 Storage-time

béneral-attribute indicates the date and time at which the MS-user estimates that storage for the entry will no |

ely to

peneral-attribute indicates the period, in seconds, for which the MS-user anticipates that storage of the entry will be

b 1ts
ent by

[odify abstract-operation and the Auto-modify autoraction; it shall also support the storage-time general-attribute to
1 this general-attribute is semantically related. A-given value of the storage-period attribute is equal to the vaJue of

on of
heral-

DTE — This attribute jis intended for use with the Auto-modify auto-action, to enable the MS-user to add a storage-time equal to a
xed period afterentry creation to selected entries. This is not possible using storage-time directly as that attribute contains an

bnger

be r

qUiTed. ATl STy DTCOMTS SUbject 10 deiction by e AUto-dciete auto-action WITe 1S Storage-time 15 IT

ched

(see 13.4). An MS that supports this general-attribute shall support its creation and amendment by the Modify abstract-
operation and the Auto-modify auto-action; it shall also support the storage-period general-attribute to which this
general-attribute is semantically related. The creation, modification, or deletion of the storage-time general-attribute is
reflected in the creation, modification, or deletion of the storage-period general-attribute; i.e. the semantic link between
the two is always preserved.

nms-storage-ti me ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX St or ageTi ne,
EQUALI TY MATCHI NG RULE uTCTi meMat ch,
ORDERI NG MATCHI NG RULE uTCTi meOr der i nghat ch,
NUMERATI ON si ngl e-val ued,
I D id-att-storage-tine }
StorageTime ::= UTCTi ne
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11.2.80 Subject-submission-identifier

This general-attribute contains the subject-submission-identifier argument of the Report-delivery abstract-operation. It
indicates the message-submission-identifier or the probe-submission-identifier of the subject of the report. See 8.3.1.2.1.1
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt - subj ect - subm ssion-identifier ATTRI BUTE ::= {
W TH ATTRI BUTE- SYNTAX Subj ect Submi ssi onl denti fier,
EQUALI TY MATCHI NG RULE nrSl dentifierMatch, -- rule not defined in 1988 Application Contexts
NUMERATI ON si ngl e-val ued,
1D id-att-subject-subnission-identifier }

11.2.81 This-recipient-name

This | general-attribute contains the this-recipient-name argument of the Message-delivery abstract-operation} and
identjfies the MS-user. See 8.3.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nt -t hi s-reci pi ent-name ATTRI BUTE :: = {

W TH ATTRI BUTE- SYNTAX ORNarre,

EQUALI TY MATCHI NG RULE oRNaneMat ch,

OTHER MATCHI NG RULES { oRNaneEl enent svat ch | oRNaneSubstri ngEl enentShatch |
oRNaneSi ngl eEl emrent Mat ch,
o)

NUMERATI ON si ngl e-val ued,

1D id-att-this-recipient-nane }

11.2.82 Trace-information

This [general-attribute, which is multi-valued, documents the actions taken on(the message (or probe or report) by each
MD through which it passed as it transferred through the MTS. It is generated from the Message-delivery-envelope and
the Report-delivery-envelope. See 12.2.1.1.1.3 of ITU-T Rec. X.411 | ISOAEC 10021-4.

nmt-trace-information ATTRIBUTE :: = {
W TH ATTRI BUTE- SYNTAX Tracel nf or mati onEl enent ,
NUMERATI ON mul ti-val ued,
I D id-att-trace-i’nfformation }

11.3 The Attribute-table information object-set

The Attribute-table information object set is used as a constraining set in this Service Definition where related figlds of
the ATTRIBUTE information object class areteferenced in the MS abstract-syntax. It comprises two object sets:

AttributeTabl e ATTRI BUTE ::& {
General Attributes | Content SpecificAttributes }

The (General-attributes information object set contains the general-attributes defined in this Service Definition| It is
definpd in Annex C. An MS(implementation is not constrained to support only those general-attributes present jn the
General-attributes object set:

The Content-specific-attributes information object set is an empty, extensible set. Where an MS offers support| for a
giver] content-type,. the attribute-types associated with that content-type shall be regarded as objects populatinjg the
Content-specific-attributes object set.

Cont'ent Speci fi cAttributes ATTRIBUTE ::= { ... }

11.4 Generation of the general-attributes

This subclause describes how the general-attributes are generated. The information is summarized in Table 4; definitive
attribute descriptions are given in 11.2. For a description of the classifications used see 5.3.

11.5 Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages
present in the MS at the time the subscription was changed. The handling of attributes for which subscription has been
cancelled is a local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this
attribute for messages present in the MS at the time the subscription was changed.
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Table 4 — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by

AC-correlated-report-list M - MS A value is generated for each originally specified
recipient, identifying the per-recipient-report-
delivery-fields which have been correlated with that
recipient.

AC-report-subject-entry S B MS The attribute-value is the sequence-number of the
submitted-message or submitted-probe entry which
is the subject of this report.

AC-report-summary M — MS The initial values are the values of originator-report-
request. They are updated as reports are recelvid.
One value is generated for each originallyspecified
recipient.

AC-yncorrelated- report-list M — MS A value is generated for each per-reeipient-repqrt-
delivery-fields which cannot be correlated with|an
originally specified recipient.

Autofaction-error S — MS The attribute-value is the value of the error gendrated
as the result of auto-action ‘processing.

Autofaction-registration- S - MS The attribute-value s the registration-identifierjof a

identifier registered auto-actiofi.executed by the MS.

Autofaction-subject S - MS The attribute-yalue is the sequence-number of gn
entry to whiChyauto-action processing was applied.

Autofaction-type S - MS The attribute-value is the type of a registered afito-
action eéxecuted by the MS.

Certifficate-selectors S certificate-selectors, Ms Eorsubmitted-message entries, this attribute talfes, in

originator-certificate- gach component of its value, the value present if that
selectors-override component of certificate-selectors unless there {s a
value present in the corresponding component ¢f
originator-certificate-selectors-override, in whi¢h
case the attribute's component takes the latter vplue.
certificate-selectors, Md For delivered-message entries, this attribute takfes, in
certificate-selectors- each component of its value, the value present if that
override component of certificate-selectors unless there {s a
value present in the corresponding component ¢f
certificate-selectors-override, in which case the
attribute's component takes the latter value.

Child-sequence-numbers M - MS A value is generated for each child-entry belonging
to a parent-entry.

Contgnt S eontent Ms, The attribute-value in the delivered or submitted

Md message entry is the value of the source paramdter.
returned-content Rd The attribute-value in the returned-content chilgl-
entry of the delivered-report entry is the value ¢f the
source parameter.
Contpnt-confidentiality# S content- Ms, The attribute-value is the value of the source
algorfithm-identifier confidentiality- Md parameter.
algorithm-identifier
Contgnt-correlator S content-correlator Ms, Ps, The attribute-value is the value of the source
Rd parameter.
Contgnt-1dentifier S content-identifier Ms, Ps, The attribute-value is the value of the source
Md, Rd parameter.

Content-integrity-check S content-integrity- Md The attribute-value is the value of the source

check parameter.

Content-length S - MS The (approximate) size of the content in octets.

content-length Ps The attribute-value is the value of the source
parameter.

Content-returned S - MS The value is set to true if returned-content is present
in a Report-delivery and to false if not present.

Content-type S content-type Ms, Ps, If represented by Object Identifier, the value of the

Md, Rd source parameter. If represented by Integer,

converted to the corresponding Object Identifier.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Conversion-with-loss- S conversion-with-loss- Ms, Ps, The attribute-value is the value of the source
prohibited prohibited Md parameter.
Converted-EITs M | converted-encoded- Md A corresponding value is generated from each bit
information-types that is set to 1 in the built-in-encoded-information-
types component of, and from each extended-
encoded-information-type present in the converted-
encoded-information-types parameter.
Creation-time — MS The time of creation of the entry.
Defefred-delivery- - MS The time at which the Cancel-deferred-delivery
canc¢llation-time abstract-operation was performed.
Defefred-delivery-time S deferred-delivery- Ms The attribute-value is the value of the Seurce
time parameter.
Delefion-time S — MS Generated when the entry to which this Messagde-log
entry corresponds is deleted;
Deliyered-EITs M | converted-encoded- MS Converted-EITs if converted-encoded-informatipn-
information-types, if types is present; Original-EITs otherwise.

present;

original-encoded-

information-types

otherwise

Deliyery-flags S delivery-flags Md The attribute-value is the value of the source
parafpetet. If there are no delivery-flags in the Md,
generate a default value with no flags set.

DL-gxempted-recipients M |dl-exempted- Ms, A corresponding value is generated from each

recipients Md component of the SET.

DL-gxpansion-history M |dl-expansion-history Md A corresponding value is generated from each
component of the SEQUENCE.

originator-and-dl- Rd A corresponding value is generated from each

expansion-history component of the SEQUENCE.

DL-gxpansion-prohibited S dl-expansion- Ms, The attribute-value is the value of the source

prohibited Ps parameter.

Entry-type S Md Argumént MS The value is "delivered-message".

Rd Argument MS The value is "delivered-report". If a returned-cqntent
is present, a child-entry which contains the retuned-
content is created and given an entry-type of
"returned-content".

Ms Argument MS The value is "submitted-message".

Ps Argument MS The value is "submitted-probe"

Ms Argument MS The value is "draft-message"

MS The value is "auto-action-event"

Interpal-trace-information M |internal-trace- Md A corresponding value is generated from each

information Rd component of the SEQUENCE.

Lateqdt-delivery-time S latest-delivery-time Ms The attribute-value is the value of the source
parameter.

Locally-originated S - MS The attribute-value is present if the originator df the
delivered-message is this MS-user.

Marked-for-deletion S Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-delivery-envelope S MessageDelivery Md The attribute-value is the value of the source

Envelope parameter.

Message-delivery-time S message-delivery- Md The attribute-value is the value of the source

time parameter.

Message-group-name M  |Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modity auto-action.

Argument
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Message-identifier S message-submission- Ms, The attribute-value is the value of the source
identifier, parameter.
probe-submission- Ps,
identifier,
message-delivery- Md
identifier
Message-notes M | Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modify Amad Auto-modify anta-action
Argument
Mesgdage-origin- S message-origin- Ms, The attribute-value is the value of the squice
authg¢ntication-check authentication-check Md parameter.
Mesdage-security-label S message-security- Ms, Ps, The attribute-value is the value of the)source
label Md, Rd parameter.
Mesdage-submission- S Message- Ms The attribute-value is the valug '6f the source
envelope Submission-Envelope parameter.
Mesgage-submission-time S message-submission- Ms, The attribute-value 1§'the value of the source
time, Md parameter.
probe-submission- Ps The attribute-yalue'is the value of the source
time parameter.
Mesdage-token S originator-token Ms The attribute-value is the value of the source
parameter.
message-token Md The attribute-value is the value of the source
parameter
MS-griginated S - MS Set true if the MS originated this message in ayto-
action processing.
MS-qubmission-error S MS-message- MS Generated from the ERROR returned by the Mp-
submission error, message-submission or MS-probe-submission
MS-probe- abstract-operations.
submission error
Multjple-originator- S multiple-originator- Ms, Md | The attribute-value is the value of the source
certificates certificates parameter.
Origfnal-EITs M | original-eneoded- Ms, Ps, A corresponding value is generated from each it
information-types Md, Rd that is set to 1 in the built-in-encoded-informatjon-
types component of, and from each extended-
encoded-information-type present in the origingl-
encoded-information-types parameter.
Origfnally-intended- S originally-intended- Md The attribute-value is the value of the source
recipjent-name recipient-name parameter.
Orignating-MTA-certificate S originating-mta- Ms The attribute-value is the value of the source
certificate parameter
Originator-certificate S originator-certificate Ms, Ps, The attribute-value is the value of the source
Md parameter.
Originator-name S originator-name Ms, Ps, The attribute-value is the value of the source
Md parameter.
Orignator-report-request M | originator-report- Ms, The attribute-value is the value of the source
request Ps parameter
Orig lldtUI -1ctu1u-addlcbb S Ul isillﬂ.t\}l =1 btulll' }V{D, Tlllb ﬂ.ttl ilUutL«'Vﬂllul.« iD t}lb Vﬂllul.« Uf t}lb SUUILUL
address Md parameter
Other-recipient-names M | other-recipient-names Md A corresponding value is generated from each
component of the SEQUENCE.
Parent-sequence-number S - MS When creating a child-entry, this attribute is
generated with the corresponding parent-entry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the value of the source
indicators Ps parameter. If absent from Ms or Ps, generate a
zeroed bit string by default.
Per-recipient-message- M | PerRecipientMessage Ms The attribute-value is the value of the source
submission-fields SubmissionFields parameter

ITU-T Rec. X.413 (1999 E)

79


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

Table 4 (concluded) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi Source parameter generated Generation rules
valued by
Per-recipient-probe- M | PerRecipientProbe Ps The attribute-value is the value of the source
submission-fields SubmissionFields parameter
Per-recipient-report-delivery-| M | per-recipient-fields Rd A corresponding value is generated from each
fields component of the SEQUENCE.
Priority S priority Ms, The attribute-value is the value of the source
Md parameter.
Probe-origin-authentication- S probe-origin- Ps The attribute-value is the value of the source
chec atthentreattoneheek parameter:
Probg-submission-envelope S ProbeSubmission- Ps The attribute-value is the value of the soureg
Envelope parameter
Proof-of-delivery-request S proof-of-delivery- Md The attribute-value is the value of the'source
request parameter.
Proof-of-submission S proof-of-submission Ms The attribute-value is the value jof the source
parameter
Recipient-certificate S recipient-certificate Md The attribute-value is the value of the source
parameter.
Recipient-names M  |recipient-name Ms, The attribute-value, is the value of the source
Ps parameter
Recipient-reassignment- S recipient- Ms, The attribute-value is the value of the source
prohibited reassignment- Ps parameter
prohibited
Reditection-history M | redirection-history Md, A corresponding value is generated from each
Rd component of the SEQUENCE.
Repdrt-delivery-envelope S ReportDelivery Rd The attribute-value is the value of the source
Envelope parameter.
Repdrting-DL-name S reporting-dl-name Rd The attribute-value is the value of the source
parameter.
Repdrting-MTA-certificate S reporting-MTA- Rd The attribute-value is the value of the source
certificate parameter.
Repdrt-origin-authentication- S report-origin- Rd The attribute-value is the value of the source
check authenticatioh-check parameter.
Retrieval-status S - MS Generated when the entry is created; given the palue
new'.
Secutity-classification S security-classification Md, The attribute-value is the value of the source
Rd parameter.
Sequgence-number S - MS When creating an entry, the MS assigns a uniqye
value for this attribute in ascending order.
Signjture-verification-status S content-integrity- MS The attribute-value is present only if the contenft was
check, message- signed by the originator (with the signature in gny of
origin-authentication- the source parameters), and the MS has the capapbility
check, message- to verify the signature.
token, report-origin-
authentication-check,
proof-of-delivery,
proof-of-submission
Storqge<period S Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modily Amod Auto-modily auto-action. Storage-time 1s generated
Argument at the same time.
Storage-time S Modify Argument, Mod, Generated by the Modify abstract-operation or the
Auto-modify Amod Auto-modify auto-action. Storage-period is
Argument generated at the same time.
Subject-submission-identifier| S subject-submission- Rd The attribute-value is the value of the source
identifier parameter.
This-recipient-name S this-recipient-name Md The attribute-value is the value of the source
parameter.
Trace-information M |trace-information Md A corresponding value is generated from each
Rd component of the SEQUENCE.
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General-attribute-types subject to modification

Of the general-attribute-types, only those listed below are subject to modification by the Modify abstract-operation and
the Auto-modify auto-action. With the exception of retrieval-status, where an MS supports one of these attributes, it shall
support its modification by the Modify abstract-operation.

a) Marked-for-deletion
b) Message-group-name
¢) Message-notes

d) Retrieval-status

e) Storage-period

If nome of the attributes listed above (except retrieval-status) is supported, then support for the Modify abstract-ope

s an
Supp|

Details of content-specific attributes that are subject to modification are given in the Specificatioen/which defin

contg

12
The
whic
defin
infor

12.1
The 4

For the standard attributes of OR-address; these alternative forms of representation are listed in Table 9 of I
X.402 | ISO/IEC 10021-2. It is.cenvenient to define an ASN.1 syntax for specifying these optional forgs in

Rec.
matc}

Whet
confi

Cons

1) dStorage-time

optional capability. The facility to modify retrieval-status in an unrestricted manner is also an optional capa
prt for these optional capabilities is reported in the MS-bind-result (see item h in 7.1.2 and Annex F))

nt-type concerned.

General matching-rules

beneral-matching-rules may be applied to the attributes of an entry of any-eontent-type. Other matching
@ are content-specific, are defined in the relevant Specification. Some of;the rules are based on matching
ed in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 {ISO/IEC 9594-6. The MATCHING-}
ation object class used in this Service Definition is described in 6:3.9.3.

MS-string syntax
ttribute-syntax of some attribute-types allows the same information to be represented in different forms:
— as either a Numeric String or Printable String;
— as a Printable String, Teletex String, or Universal String;

— other content-specific attribute-types may be defined with an attribute-syntax of General String or
String.

hing-rule-assertions:

MSString {I NTEGER . nmaxSi ze} ::= CHO CE {
printable PrintableString (SIZE (1..naxSi ze)),
tel etex Tel etexString (SIZE(1..maxSize)),
gener al General String (SIZE (1..naxSi ze)),
uni ver sal Uni versal String (SIZE(1..naxSi ze)),
bmp BMPString (SIZE (1..nmaxSize)) }

| the MS<sthing type is used as the assertion-syntax in a matching-rule-assertion, the choice of string ty}
hed to_that'represented in the attribute-syntax of the attribute under test.

ation
bility.

s the

rules,
Lrules
YULE

BMP

TU-T

bes 1S

vn in

Spect

12.2

raints on the set of Universal String characters that may be present in an MS-string may be laid doy

h an g b mtax o niversal String
- - N R - = - t=]

String matching-rules

In the matching-rules specified in 12.2.1 to 12.2.9, the following spaces are not regarded as significant:

— leading spaces (i.e. those preceding the first printing character);
— trailing spaces (i.e. those following the last printing character);

— multiple consecutive internal spaces (these are taken as equivalent to a single space character).

In the matching-rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces were
not present in either string. A value which contains only space characters is regarded as containing a single significant
space.
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The following rules also apply:

— the Non-spacing underline graphic character shall be considered insignificant, as shall all control functions
except Space and those used for code extension procedures;

— the choice between different encodings of the same character shall be considered insignificant.
Where the strings being matched are of different ASN.1 character string types (e.g., a presented Printable String and a
stored Teletex String), the comparison proceeds as normal so long as the corresponding characters are in both character

sets; the comparison is based on the equivalence of the characters and the choice of encoding is ignored. Otherwise
matching fails.

12.2.1 MS-string-match

the cgse (uppe or lower) of the strings (e.g., "Dundee" and "DUNDEE" match).

NPTE — In some languages, the concept of distinct upper-case and lower-case letters does not exist.

nSSt ri ngvat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nsstring-match }

The fule returns true if, and only if, the strings have the same number of characters and corresponding charactefs are
identjcal (except that the case shall be ignored). Where the attribute-type allows the choice between different ASN.1
chardcter string types, the comparison is based on the equivalence of the characters<and the choice of encoding is
ignored.

12.2.p  MS-string-ordering-match

The MS-string-ordering-match compares the collation order of a presented string with attribute-values of typgd MS-
string without regard to the case (upper or lower) of the strings.

nSStri ngOrderi ngvat ch MATCHI NG RULE : : = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nmsstring-ordering-match }

The fule returns true if, and only if, some value of the attributeis 'less' or appears earlier than the presented value, [when
the sfrings are compared using the normal collation ordettfor their syntax after lower-case letters in both stringg have
been [replaced by their upper-case equivalents.

NPTES

1 For example, the rule returns true where apresented value of "Falkirk" is compared with an attribute containing the yalues
"(flasgow" and "Edinburgh", since the value “Edinburgh" is 'less than' the presented value.

2 The definition of normal collation order may be the subject of National Decision.

12.2.83  MS-substrings-match

The MS-substrings-match determines whether a presented value is a substring of some value of an attribute of type
MS-dtring without regard to.thelcase (upper or lower) of the strings.

nmSSubst ri ngsMat-ch MATCHI NG RULE :: = {
SYNTAX SubstringAssertion
I D id-nr-nms-substrings-match }

Subst pirngAssertion :: = SEQUENCE OF CHO CE {
i"niNti al [0] MSString {ub-nsstring-match},
any [1] MSString {ub-nsstring-match},
final [2] MSString {ub-nsstring-match} }

-- at nost one initial and one final conponent --

For a substring value to match, the specified substrings must appear in the asserted order. The substrings shall be non-
overlapping, and may (but need not) be separated from the ends of the attribute-value and from one another by zero or
more string elements.

If initial is present, the substring shall match the initial string of the value; if final is present, the substring shall match
the final substring of the value; if any is present, the substring shall match any substring in the value. Each substring is
matched according to the MS-string-match rule.

For a component of substring-assertion to match a portion of the attribute-value, corresponding characters must be
identical, except in regard to case. Where the attribute-type allows the choice between different ASN.1 character string
types, the comparison is based on the equivalence of the characters and the choice of encoding is ignored.

NOTE - For example, the rule returns #7ue where a presented value containing initial "mes", any "age" and final "ore" is compared
with an attribute containing the value "Message Store".
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12.2.4 MS-single-substring-match

The MS-single-substring-match determines whether a presented string is a single substring of some value of an
attribute of type MS-string without regard to the case (upper or lower) of the strings.

nSSi ngl eSubst ri ngvat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D i d-nr-ns-singl e-substring-match }

The rule is identical to the MS-substrings-match rule, except that the presented value is treated as the sole any
component of the substring-assertion; the initial and final components are absent.

NOTE - For example, the rule returns #rue when a presented value of "Age" is compared with an attribute containing the value
"Message Store".

12.2.p MS-string-case-sensitive-match

The IMS-string-case-sensitive-match compares for equality a presented string with attribute-values of type MS=stifing.

nSStri ngCaseSensi ti veMat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-nestring-case-sensitive-nmatch }

The fule is identical to the MS-string-match rule except that case is not ignored.

NPTE — For example, the rule returns t7ue for a presented value of "CaSe" if and only if that value is compared with an atfribute
cqntaining the value "CaSe".

12.2.p MS-string-list-match

The MS-string-list-match compares for equality a presented sequence of(strings with attribute-values which are
sequgnces of MS-string without regard to the case (upper or lower) of the strings.

nSStri ngLi st Mat ch MATCHI NG RULE : : = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-mestring-list-match }

The fqule returns #rue if, and only if, the number of strings in eacli-is the same, and corresponding strings match using the

MS-gtring-match matching-rule.
NPTE - For example, the rule returns #7ue when a presentédyvalue of "ms projects+milestones+announcements" is comparefl with
a1} attribute containing the value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequerce).

12.2.f MS-string-list-elements-match

The MS-string-list-elements-match detetmines whether a presented sequence of strings is a leading subset ¢f the
sequgnce of strings present in some value,of an attribute containing sequences of MS-string without regard to th¢ case
(uppgr or lower) of the strings.

nSSt ri ngli st El ement sivat ch MATCHI NG RULE : : = {
SYNTAX SEQUENCE OF MsSString {ub-nsstring-match}
I D ird-vr - mestring-list-elenents-nmatch }

The fule is identical to-fhe MS-string-list-match rule except that strings are matched in the order presented in the
sequgnce (beginningywith the first string in each sequence), and the rule returns true when all strings in the presented
sequgnce match (ire.the number of strings in the presented sequence shall be less than or equal to the number of sfrings
in th¢ stored valug).

NPTE —Eor example, the rule returns t7ue when a presented value of "ms projectstmilestones" is compared with an atfribute
cqntaining the value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequence).

12.2.8 MS-single-substring-list-match

The MS-single-substring-list-match determines whether each string in a presented sequence is a single substring of
each corresponding string in a sequence that constitutes some value of an attribute containing sequences of MS-string,
without regard to the case (upper or lower) of the strings.

nSSi ngl eSubst ri ngLi st Mat ch MATCHI NG RULE :: = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-nms-single-substring-list-match }

The rule returns #rue if, and only if, the number of strings in each is the same, and corresponding strings match using the
MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projectstmilestounce" is compared with an attribute
containing the value "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequence).
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12.2.9 MS-single-substring-list-elements-match

The MS-single-substring-list-elements-match determines whether a presented sequence of single substrings is a subset
of the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the
case (upper or lower) of the strings.

nSSi ngl eSubst ri ngLi st El enent sMat ch MATCHI NG RULE : : = {
SYNTAX SEQUENCE OF MsString {ub-nsstring-match}
I D id-nr-nms-single-substring-1ist-elements-match }

The rule is identical to the MS-single-substring-list-match rule except that strings are matched in the order presented in
the sequence (beginning with the first string in each sequence), and the rule returns frue when all strings in the presented
sequence match (i.e. the number of strings in the presented sequence shall be less than or equal to the number of strings
in the stored value).

NPTE — For example, the rule returns frue when a presented value of "ms+stones" is compared with an attribute containihg the
vdlue "MS Projects+Milestones+Announcements" (where "+" separates the strings in the sequence).

12.3 Syntax-based matching-rules

This |Service Definition makes use of the following syntax-based matching-rules defined in-ITU-T Rec. X}501 |
ISO/JEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6: Bit String Match, Object Identifiér\Match, Distingyished
Namg¢ Match, Boolean Match, Integer Match, Integer Ordering Match, Octet String Match, UTC Time Match, UTC|Time
Ordefing Match, and Presentation Address Match. In addition to these a Value-count matching-rule is defined.

NPTE 1 —The Integer Match rule defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 is also applied here to Enumerated types

The palue-count-match determines whether the number of values present in anattribute of an entry is equal to a
presepnted Integer.

val ueCount Mat ch MATCHI NG RULE :: = {
SYNTAX I NTEGER (1..ub-attribute-val ues)
I D i d-nr-val ue-count-match }

The fule returns true if, and only if, the nominated attribute containg)ya number of values equal to the presented Intpger.

NPTE 2 — This rule could be used in a filter that selects entries which belong to a given message-group to identify those ¢ntries
which belong only to that message-group.

12.4 Matching-rules for complex Message Store attributes

The fomponents of an OR-address are defined in clause 18 of ITU-T Rec. X.402 | ISO/IEC 10021-2 as starjdard
attribute types and domain defined attribute, types (but are not formally defined as instances of the ATTRIBUTE
information object class). Many standard aftribute types are complex data-types (e.g., personal-name) and are not ajways
suitable for matching as complete unijts: For this reason, the standard attribute types are broken into their prititive
components which are referred to as @R-address elements in this Service Definition.

NPTE — Thus the standard attribute-type personal-name comprises the four OR-address elements surname, given-name, iffitials,
ad generation-qualifier.

12.4.1 OR-address-match

The QR-address-match rule compares for equality a presented value with attribute-values of type OR-address.

oRAddr esgivat ch MATCHI NG RULE :: = {
SYNTAX ORAddr ess
D i d-nr-oraddress-match }

The fule’returns true if the presented value and at least one value of the stored attribute both contain the same numper of
OR-address elements of the same type, and corresponding elements match. Otherwise matching fails.

Matching of elements is performed according to the following rules, which reflect the rules for Attribute List
Equivalence defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

a) All elements are matched using the MS-string-match rule, except for:
1) Terminal-type, which is matched using Integer Match.

2) The extended form of network-address. The E163-4-address alternative is matched using the MS-
string-list-match rule. The PSAP-address alternative is matched using the Presentation Address Match.

b) Where the value of an element may be a Numeric String or an equivalent Printable String, either form of
presented value shall match either form of stored value.

NOTE 1 — For administration-domain-name, private-domain-name, and postal-code the same numeric value may
be represented as either a Numeric or Printable String.
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12.4.2 OR-address-elements-match

The QR-address-elements-match rule determines whether a.presented value is a subset of the elements present in
valug of an attribute of type OR-address.

The tule returns true if, and only if, at 1€ast'one value of the attribute includes those elements which compri
presented value, and the values of the presented elements match those of the corresponding elements in the stored
Matching of elements is performed aecording to the rules defined for the OR-address-match rule.

For the complex eomponents (personal-name, organizational-unit-names, domain-defined-attributes, and the ext
form Jof network-address) only those elements presented are considered.

12.4.8 _~/OR-address-substring-elements-match

ISO/IEC 10021-5 : 1999 (E)

¢) The equivalence rule between the X.121 and ISO 3166 forms of the country-name element shall apply (see

ITU-T Rec. X.402 | ISO/IEC 10021-2).

NOTE 2 — As a local matter, where X.121 allocates more than one number to a country, these may be regarded as

equivalent.

d) Where the value of an element may be a Printable String, Teletex String, Universal String, or a combination
of these types, any form of presented value shall match any form of stored value. Where more than one
form is present (in the presented value, or stored value, or both) then matching of the element succeeds if

the matching of at least one form succeeds.

NOTE 3 — For example, the organization-name element may be present as a built-in-standard-attribute (a
Printable String), or as an extension-attribute (a Teletex String or Universal String), or as any combination of
these. Similarly, the common-name element may be present as any of three extension-attributes: common-name (a

Printable-Stiina) tolotox
o/

e) The type or value components of a domain-defined-attribute element may be a Printable String{a,T
String, a Universal String, or any combination of these; any form of presented value pair shall“matc
form of stored value pair.

f) The order of elements is not significant, except for the elements derived from organizational-unit-n
which must appear in the same order in the presented value and stored value.

g) Any language code present in the presented value or stored value shall be disgegarded.

NOTE 4 — As a local matter, where an MS has specific knowledge of certain ‘domain-defined-attributes,
apply additional rules which attach significance to the punctuation characters, the case of letters, or the rq
order of those domain-defined-attributes.

it assigns to its own users and DLs. The MS may utilize local information about the equivalence of att
values or combinations of values to determine whether a supplied OR-address unambiguously identifies a
OR-address.

OoRAddr essEl enent svat ch MATCHI NG RULE = {
SYNTAX ORAddr ess
I D i d-nr-oraddress-elements-match }

NPTE 1 — Care should be taken/Wwheh constructing a complex filter. Where a filter consists of two filter-items, each contai
vdlues. Consequently an eatry.could be selected even where no single attribute-value contains both elements; this occurs

atfribute-value contains.G=xx and another O=zz. This is avoided if both elements are presented in the same OR-address-elet
mptch.

NPTE 2¢~.Fhis allows a match to proceed on a part of a complex component, e.g., "PersonalName.surname=Maruba".

lg) .

pletex
h any

hmes,

t may
lative

NOTE 5 — An MD may impose additional rules for matching based-on local equivalence rules upon the attﬂlbutes

ibute-
stored

some

e the
balue.

hing a

sybset of OR-address elements, and the and operator (e.g., "C=xx and O=zz") each filter-item might match on different attjibute-

if one
hents-

ended

OoRAddr essSubst ri ngEl ement sMat ch MATCHI NG RULE : : = {
SYNTAX ORAddr ess
I D i d-nr-oraddress-substring-el enents-nmatch }

The OR-address-substring-elements-match rule determines whether a presented value is a subset of the elements
present in some value of an attribute of type OR-address, where each presented string value is a substring of the
corresponding stored value.

This rule is identical to the OR-address-elements-match rule except that for those elements which are matched using the
MS-string-match rule, the MS-single-substring-match rule is applied.

NOTE - For example, the rule returns t7ue when a presented value of "OrganizationName=rc", "PersonalName.surname=arthur" is

compared with an attribute which includes the value "OrganizationName=RCC", "PersonalName.surname=McArthur".
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12.4.4 OR-name-match

The OR-name-match rule compares for equality a presented value with attribute-values of type OR-name.

oRNameMat ch MATCHI NG- RULE :: = {
SYNTAX ORName
I D id-nr-ornanme-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-name
which matches according to the following rules:

a) Ifthe presented OR-name contains only an OR-address, the rule matches if the presented value matches an
OR-address in the stored value according to the OR-address-match rule.

b) Ifthe presented OR-name contains only a directorv-name, the rule matches if the presented value matches a
directory-name in the stored value according to the Distinguished Name Match rule.

c) Ifthe presented OR-name contains both an OR-address and a directory-name, the rule matches-if cither of
the rules described above matches.

Othefwise matching fails.

NPTE — It will not always be possible for the MS to perform a Distinguished Name Match, where theditectory-name contgins an
atfribute-value whose type is unknown to the MS.

12.4.5 OR-name-elements-match

The QR-name-elements-match rule determines whether a presented value is a subset of the elements present in|some
valud of an attribute of type OR-name.

oRNaneEl ement sMat ch MATCHI NG RULE :: = {
SYNTAX ORName
I D i d-nr-ornane-el enents-nmatch }

The tule returns true if, and only if, at least one value of the attribute includes those elements which comprige the
presepted value, and the values of the presented elements matchcthose of the corresponding elements in the stored yalue.

This fule is identical to the OR-name-match rule except that the OR-address-elements-match rule is used instead pf the
OR-address-match rule.
NPTE — As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-

distinguished-names which appear in the presented value are required to match.

12.4.p OR-name-substring-elements-match

The QR-name-substring-elements-match rule determines whether a presented value is a subset of the elements pfesent
in sofme value of an attribute of type,OR-name, where each presented string value is a substring of the correspopding
storeql value.

oRNaneSubst ri ngErenent svat ch MATCHI NG RULE : : = {
SYNTAX ORNane
1D i d- nr - or nane- substring-el ements-match }

This [rule is identical to the OR-name-elements-match rule except that for those elements which are matched usirg the
MS-gtring-matehiriile, the MS-single-substring-match rule is applied.

NPTE — As 2 local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-
distingtiished-names which appear in the presented value are required to match as substrings of the stored value.

12.4. = =Si = mt=mmatch

The OR-name-single-element-match rule determines whether a presented string and some element present in a value of
an attribute of type OR-name match for equality.

oRNaneSi ngl eEl ement Mat ch MATCHI NG RULE : : = {
SYNTAX MSString {ub-nsstring-match}
I D i d- nr - or nane- si ngl e-el enent -match }

The rule returns true if, and only if, the stored OR-name contains an element (in its OR-address or directory-name
components) that matches the presented value according to the MS-string-match rule. The terminal-type and extended
form of network address elements are not considered when evaluating the OR-name-single-element-match rule.

NOTE — As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-
distinguished-names which appear in the presented value are required to match.
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12.4.8 Redirection-or-DL-expansion-match

The Redirection-or-DL-expansion-match rule compares for equality a presented value with the OR-address-and-
optional-directory-name component of attribute-values of type Redirection-history or DL-expansion-history.

redirecti onOr DLExpansi onvat ch MATCHI NG RULE :: = {
SYNTAX ORAddr essAndOpt i onal Di r ect or yNane
I D id-nr-redirection-or-dl-expansion-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-
and-optional-directory-name which matches according to the OR-name-match rule.

12.4.9 Redirection-or-DIL pvpaneinn elements-match

The Redirection-or-DL-expansion-elements-match rule determines whether a presented value is a subSet ¢f the
elem¢nts present in the OR-address-and-optional-directory-name component of some value of an attribute of type
Redifection-history or DL-expansion-history.

redirecti onOr DLExpansi onEl ement sMat ch MATCHI NG RULE : : = {
SYNTAX ORAddr essAndOpt i onal Di r ect or yNane
I D id-nr-redirection-or-dl-expansion-el enents-natch }

The fule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-ad{lress-
and-gptional-directory-name which matches according to the OR-name-elements-madtch ‘rule.

12.4.10 Redirection-or-DL-expansion-substring-elements-match

The Redirection-or-DL-expansion-substring-elements-match rule detétmines whether a presented value of el¢gment
substfings is a matching subset of the elements present in the OR-address-and-optional-directory-name compong¢nt of
some| value of an attribute of type Redirection-history or DL-expansion-history.

redi recti onOr DLExpansi onSubst ri ngEl ement sMatich *MATCHI NG- RULE : : = {
SYNTAX ORAddr essAndOpt i onal Di r ect oryNane
I D id-nr-redirection-or-dl-expansi on-substring-el ements-match }

This [rule is identical to the Redirection-or-DL-expansion-elements-match rule except that for those elements whigh are
matched using the MS-string-match rule, the MS-sihgle-substring-match rule is applied.

12.4.11 Redirection-or-DL-expansion-single-element-match

The Redirection-or-DL-expansion-single-element-match rule determines whether a presented string and some el¢gment
present in the OR-address-and-optional-directory-name component of a value of an attribute of type Redirection-hjstory
or DIL-expansion-history mat¢hyfor equality.

redirecti onODeExpansi onSi ngl eEl ement Mat ch MATCHI NG RULE :: = {
SYNTAX MSString {ub-nsstring-match}
I D id-nr-redirection-or-dl-expansion-singl e-el enent-nmatch }

The fule returns/true if, and only if, the stored OR-name contains an element (in its OR-address or directoryname
components)-that matches the presented value according to the MS-string-match rule. The terminal-type and ext¢nded
form [of-hetwork address elements are not considered when evaluating the Redirection-or-DL-expansion-single-elenent-
match rule

12.4.12 Redirection-reason-match

The Redirection-reason-match rule compares for equality a presented value with the Redirection-reason component of
attribute-values of type Redirection-history.

redirecti onReasonvat ch MATCHI NG RULE :: = {
SYNTAX Redi rect i onReason
I D id-nr-redirection-reason-match }

The rule returns true if, and only if, the presented value matches the redirection-reason component of at least one value
of the attribute according to the Integer Match rule.
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12.4.

13 MTS-identifier-match

The MTS-identifier-match rule compares for equality a presented value with attribute-values of type MTS-identifier.

nmrSl dentifi er Match MATCHI NG RULE :: = {
SYNTAX MTSI denti fi er
1D id-nmr-nts-identifier-match }

Each element of MTS-identifier (country-name, administration-domain-name, private-domain-identifier, and local-
identifier) is matched using the MS-string-match rule. The rule returns true if, and only if, at least one value of the
attribute contains elements which match those of the presented value. The equivalence rule between the X.121 and
ISO 3166 forms of the country-name element may be applied (see ITU-T Rec. X.402 | ISO/IEC 10021-2).

12.4.

14 Content-correlator-match
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content Correl at or Mat ch MATCHI NG RULE :: = {
SYNTAX Cont ent Corr el at or
I D id-nr-content-correlator-match }

presented and stored values are encoded as Octet Strings, then the rule matches according to the Octet §
h rule. If both are encoded as character string types, the rule matches according to the MS-string-case-seng
1 rule. Otherwise matching fails.

IS Content-identifier-match

Content-identifier-match rule compares for equality the presented value with attribute-values of type co

fier.
contentldentifierMatch MATCH NG RULE :: = {
SYNTAX Contentldentifier
I D id-nr-content-identifier-match }

-case-sensitive-match rule.

Matching-rule support

brt for the following general-matching-rules is mandatory: Integer Match, Integer Ordering Match, Object Idet
h, UTC Time Match, and UTC Ordering-Match. An MS that claims support for a matching rule shall support i
Filter for any attribute-type for which it also claims support, where the attribute-type includes that matching-r
ribute definition (see 11.1.1).

resent match is supported for{all supported attribute-types.

The Matching-rule<table information object set

Matching-rule-table/information object set is used as a constraining set in this Service Definition where r
of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It comprise
| sets:

Mat chivngRul eTabl e MATCHI NG RULE :: = {
Gener al Mat chi ngRul es | Cont ent Speci fi cMat chi ngRul es }

Content-correlator-match rule compares for equality the presented value with attribute-values of type colltent—
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Gener al Mat chi ngRul es MATCHI NG RULE : : = {
bitStringMatch | bool eanMatch | contentldentifierMatch | integerMtch |
integerOrderi ngMatch | nBSStringCaseSensitiveMatch | objectldentifierMatch |
oRNaneMat ch | uTCTi meMat ch | uTCTi meOr deri nghat ch,
-- 1994 extension additions -- ,
content Correl ator Mat ch | nBSSi ngl eSubstringMatch | nSStringCaseSensitiveMatch |
nSStringlLi st El ement sMatch | mSStringLi stMatch | nSStringvatch | nSStringOrderingMatch
nSSi ngl eSubst ri ngLi st El enent sMatch | nSSi ngl eSubstri ngLi st Match | nSSubstringsMatch |
nrSl dentifierMatch | oRAddressEl ementsMatch | oRAddressMatch |
ORAddr essSubst ri ngEl ement sMat ch | oRNaneEl enent sMat ch | oRNaneMat ch |
oRNaneSi ngl eEl ement Mat ch | oRNaneSubstri ngEl ement sMat ch |
redirecti onOr DLExpansi onEl ement sMatch | redirecti onOr DLExpansi onMat ch |
redirecti onOr DLExpansi onSi ngl eEl ement Mat ch |
redirecti onOr DLExpansi onSubst ri ngEl enent sMat ch | redi recti onReasonMat ch | val ueCount Mat

ITU-T Rec. X.413 (1999 E)
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The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

Cont ent Speci fi cMat chi ngRul es MATCHI NG RULE ::={ ... }

13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are
defined in the relevant Specification.

Autoraetions—a - S of—a S -1 e eRegistqr-MS
abstriict-operation is described in 8.2.5. Alternatively, registration information may be conveyed to the MS by fegns of
subsdription. However, some auto-action-types may require that the MS supports registration by means df the
Regigter-MS abstract-operation.

The following general-auto-action-types are defined:
a) Auto-alert;

b) Auto-modify;

c) Auto-correlate-reports;

d) Auto-delete.

NPTE — The Auto-forward auto-action defined in previous editions of this Specifi¢ation is now defined as the IPM auto-fdrward
ayto-action in ITU-T Rec. X.420 | ISO/IEC 10021-7.

Each|general-auto-action-type is defined as an instance of the AUTO-AE€TION information object class (see 6.5.1]. The
Autotaction-table information object set is used as a constraining.sgt in this Service Definition where related fields of
the AUTO-ACTION information object class are referenced in the MS abstract-syntax. It comprises two object sety:

Aut oActi onTabl e AUTO-ACTION :: = {
Gener al Aut oActions | Content Speci fi cAut'0Acti ons }

The General-auto-actions object set contains the general-auto-actions defined in this Service Definition. It is defijed as
follos:

Gener al Aut 0Acti ons AUTO- ACTI ON\s = {
auto-alert,
. -- 1994 extensien additions -- |,
auto-nodi fy | auto-ceryel ate-reports | auto-delete }

The [Content-specific-auto-actions object set is an empty, extensible set. Where an MS offers support for a jgiven
contdnt-type, the auto-action§ dssociated with that content-type shall be regarded as objects populating the Coptent-
specific-auto-actions object set.

Cont ent SpecifJ cAut oActions AUTO-ACTION ::= { ... }

Each|auto-action=gfror that shall be generated by the general-auto-action-types is defined as an instance of the AUTO-
ACTION-ERROR or ABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. The Auto-
actiop-errop=table information object set is defined below. It comprises the General-auto-action-errors and the Coptent-
specifig=auto-action-errors information object sets:

Aut oAct i onError Tabl e AUTO ACTI ON- ERROR : : = {
Gener al Aut oActionErrors | Content Specifi cAutoActi onErrors }
Gener al Aut oActi onErrors AUTO ACTI ON- ERROR :: = {
autoAl ertError | nodifyError | serviceError | securityError | nessageG oupError,
-- For future extension additions -- }
Cont ent Speci fi cAut oActi onErrors AUTO-ACTION-ERROR ::={ ... }

The operation of auto-actions may be affected by the implementation of a security-policy.
Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry's retrieval-status

general-attribute. None of the auto-actions defined in this Service Definition affect the value of the retrieval-status
general-attribute.
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Table 5 summarizes the registration and log generation capabilities of each of the general-auto-actions in the following
respects:

—  whether the auto-action may be registered by means of the Register-MS abstract-operation;
—  whether multiple registrations are permitted,
—  whether a registration parameter is defined for the auto-action;

—  whether the execution of the auto-action may cause the generation of an entry in the Auto-action-log.

NOTE — If the register-MS-argument contains a registration-status-request for auto-action-registrations, then all auto-actions
currently in effect (whether registered by means of Register-MS or by subscription) are reported in the registered-information
argument of register-MS-result.
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Table S — Summary of general-auto-action registration and logging capabilities

Auto-action-type Register-MS regi[:tlrteillt)ifns R;:agri ;gzg;n Auto-action-log
Auto-alert Y Y Y Y
Auto-modify Y Y Y Y
Auto-correlate-reports N N N N
Auto-delete Y N N Y

Auto-alert

A\ uto-alert auto-action enables the MS-user to instruct the MS to alert\the user automatically when the delivg
ed messages or reports causes the creation of an entry in the Deliyery.entry-class.

ilert may be conveyed to the MS-user by means of the Alert, abstract-operation (see 8.2.6). Alternatively,

on), the alert may be conveyed to the entity utilizing the sesvices of the MS-user (e.g., a person) by means of
alert mechanism, e.g., a pager, a light on a telephone, of other terminal equipment. In this case, the device v
bes the alert is called the alert-destination, and is identified by an alert-address.

Auto-alert auto-action-type allows one or more-auto-alert-registration-parameters to be registered with the}
identified by its auto-alert registration-identifiér) Registration information may be conveyed to the MS either b
e Register-MS abstract-operation or by subscription. Each auto-alert-registration-parameter specifies critet
mine whether it applies to a particular delivered-message or delivered-report. It may also specify one or more

hations, and the attributes of the delivered-message or delivered-report which are to be conveyed in the
hct-operation.
auto-alert AUTO ACTION:J = {
REG STRATI ON PARAMETER | S Aut oAl ert Regi strati onPar anet er
ERRORS {auto-alert-error}
| DENTI FI ED BY id-act-auto-alert }
Aut oAl ert Regi.strationParaneter ::= SET {
filter [0] Filter OPTI ONAL,
al ert-destinations [1] SEQUENCE Sl ZE (1..ub-alert-addresses) OF
Al ert Destination OPTI ONAL,
requested-attributes [2] EntrylnformationSel ecti on OPTI ONAL,

-- 1994 extension --
Suppress-al ert-destinations [3] BOOLEAN DEFAULT TRUE }

ry of

or in
Kome
hich

MS,
y use
ia to
hlert-
Alert

lomponents of the auto-alert-registration-parameter have the following meaning:

a) Filter (O): This specifies a set of criteria which a new entry representing a delivered-message or delivered-
report shall satisfy before the MS will perform this registered Auto-alert auto-action. In the absence of this
component, this Auto-alert auto-action will be performed for all new delivered-messages and delivered-

reports.

b) Alert-destinations (O): This component identifies one or more alert-destinations, each identified by an

alert-address, together with any information required to control the alert and qualify the information i

tis to

convey to the alert-destination. The MS shall attempt to alert the alert-destinations subject to the

qualification specified in item d.

Al ertDestination ::= SEQUENCE {
al ert -address EXTERNAL,
alert-qualifier OCTET STRI NG OPTI ONAL }
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The alert-address identifies the type of alert to be performed (e.g., the paging system to be used), and the
address of an entity reachable by an alert of that type. The alert-qualifier specifies any additional
information required to control the alert, and other information to be conveyed to the alert-destination. In
the absence of this component, no control information is specified, and no additional information will be
conveyed to the alert-destination (unless the required information has been registered by subscription).

Some types of alert may be internationally standardized. Others may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible
for assigning identifiers for each type of alert in a way that ensures that each is unique. Each alert type is
identified by an Object Identifier which is assigned when the alert type is defined. The Object Identifier is
contained in the alert-address component. The ASN.1 data-type of the alert-address, and any further rules
for processing the alert-qualifier are defined when the alert type is defined.

R C() C o5 [ C ' A are! - N4 QIO QN _11rom ne ac cred-mece

is to be included in the argument of the Alert abstract-operation (see 8.1.4).

The Alert abstract-operation shall be invoked if this component is present or if alert-destinatipnsyis alpsent.

d) Suppress-alert-destinations (O): This component is meaningful only if both the alert-destinationp and
requested-attributes components are present; it is disregarded otherwise. If this component is frue, ajd the
Alert abstract-operation has been invoked successfully, then no attempt shall be made.to.convey the alert to
the alert-destinations.

When a message or report is delivered, each of the registered Auto-alert auto-actions is processed in turn, in orgler of
their [registration-identifiers, until one is completed successfully. This occurs when the\delivered-message or deliyered-
reporft satisfies the selection criteria of the registered Auto-alert, and the MS-user{ or*one of the alert-destinati¢ns is
alertdd as described above. If the requested-attributes component is present or the alept-destinations component is apsent,
the Alert abstract-operation shall be invoked. This is possible only if an abstract-association already exists betweg¢n the
MS dnd MS-user. If the alert-destinations component is present (and the Alert' was not performed successfully, ¢r the
suppiess-alert-destinations component is false), the MS attempts to issuethealert to each alert-destination in turnf until
one dttempt succeeds. If, after processing all Auto-alert registrations,‘the”entry has been found to satisfy the sel¢ction
criterfia of at least one registration, but none of the attempts to convey the alert to an alert-destination, or to invole the
Alert] abstract-operation has been successful, then the MS shall set\the alert-indication which is reported to the M§-user
when| an abstract-association is next established (see 7.1.2, item'd).

The following auto-action-error is generated if none of the\alert-destinations can be alerted, or if some locally d¢fined
error|condition arises:

auto-al ert-error AUTO ACTI ON- ERROR €5 {
PARAMETER  SEQUENCE Sl ZE (1. .ub-‘al ert-addresses) OF AutoAlertErrorlndication
CODE gl obal : i d- aae- auto-al ert-error }

Aut oAl ert Errorlndication ::="SET {
failing-alert-destination. [0] Al ertDestinati on OPTI ONAL,
suppl ement ary-informatilon [1] General String
(SI ZE(1. . ub-suppl enentary-info-length)) OPTI ONAL }

The parameter has the following meaning:

a) Failing-alert-destination (O): This identifies the alert-destination, if any, associated with the |error
condition deScribed in supplementary-information.
b) Supplémeéntary-information (O): A description of the error condition.

NPTE — As a-local matter, the MS may generate an auto-action-error concerning one alert-destination even if another|alert-
dg¢stination_has’been successfully alerted, e.g., where an alert-destination is registered with an erroneous address which may be
dg¢tectedionly when an attempt is made to alert this destination.

The gxecution of the Auto-alert auto-action may cause the creation of an entry in the Auto-action-log entry-class.

13.2 Auto-modify

The Auto-modify auto-action enables the MS-user to instruct the MS to apply modifications automatically to the
attributes of an entry provided that the entry satisfies given criteria. The auto-action is performed whenever an entry of
the Stored-message or Message-log entry-classes is created, i.e., when a message or report is delivered, or when a draft
message is stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also applies to
entries created as a consequence of the performance of content-specific auto-actions.

Only certain general-attribute-types are subject to modification using this auto-action (see 11.6). Attribute-types specific
to a particular content-type, and subject to modification, are defined in the relevant Specification. The definition of an
attribute-type which is subject to modification may specify additional rules for the performance of the Auto-modify auto-
action.
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The Auto-modify auto-action-type allows one or more auto-modify-registration-parameters to be registered with the MS,
each identified by its registration-identifier. Each auto-modify-registration-parameter identifies the entry-class addressed
by the auto-action, and specifies criteria which determine whether the auto-action shall apply to the particular entry, in
which case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-action
for which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

The ¢

The ¢

Supp|
auto-|

be cof

13.3

The ]
repof]

aut o-nodi fy AUTO-ACTION :: = {
REG STRATI ON PARAMETER | S Aut oModi f yRegi st rati onPar anet er
ERRORS {securityError | serviceError | nodifyError |
messageG oupError}
| DENTI FI ED BY id-act-auto-nodify }
Aut oMbdi f yRegi strati onParaneter ::= SET {
entry-cl ass [0] EntryC ass DEFAULT delivery,
HHter 3 e r—OPH-ONAL;
nmodi fi cations [2] SEQUENCE SI ZE( 1. . ub-nodifications) OF EntryMdificating

omponents of the auto-modify-registration-parameter have the following meaning:
a) Entry-class (O): This specifies the entry-class addressed by the auto-action.

b) Filter (O): This specifies a set of criteria which a new entry shall satisfy before thé¢ MS will perfor
registered Auto-modify auto-action. In the absence of this component, all entries'created in the spe
entry-class are subject to modification.

c) Modifications (M): This defines a sequence of modifications, which shallbe“applied in the order spe
in the sequence (see 8.2.7.1).

brt of the Auto-modify auto-action by an MS, or UA accessing an NS, requires that it supports registration
nodify-registration-parameter by means of the Register-MS abstfact-operation. Registration information ma
hveyed to the MS by subscription.

Auto-correlate-reports

A\ uto-correlate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically, deliy
t entries of the Delivery entry-class with the submitted messages and probes to which they are related. The

actiop also records each successful invocation “of the MS-cancel-deferred-delivery abstract-operation. The

corre|
oper3

The
entryj
(see

No e

actiop.

13.4

ate-reports auto-action-type is available only by subscription, not by registration using the Register-MS abg
tion.

auto-correl ate-reports AUTO ACTION ::= {
| DENTI FI ED BY id-aet<auto-correl ate-reports }

MS supports the Auto-correlate-reports auto-action by means of the AC-correlated-report-list, AC-report-sul
AC-report-summary; “\AC-uncorrelated-report-list, and deferred-delivery-cancellation-time general-attr
1.2.1,11.2.2, 11.23\4.2.4, and 11.2.22).

itry shall be created in the Auto-action-log entry-class as the result of performing the Auto-correlate-reports

Auto-delete

xecution of the Auto-modify auto-action may cause the creation of an entrynin the Auto-action-log entry-clasg.

h this
cified

cified
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auto-

The

uto-delete auto-action enables the VIS-User to instruct the VIS to delete an entry (and any child-entries associated
with it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion every entry in
the Stored-message entry-class which possesses a storage-time general-attribute whose value is less than the current date
and time. Auto-deletion shall not be performed while an abstract-association exists between the MS and MS-user. All
restrictions specified for the Delete abstract-operation apply equally to the Auto-delete auto-action. Consequently, Auto-
delete shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval-status value of new

(see 8.2.4).
aut o-del ete AUTO-ACTION :: = {
ERRORS {securityError}
| DENTI FI ED BY id-act-auto-delete }

No registration-parameter is defined for the Auto-delete auto-action.
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NOTES

1 This auto-action differs from the others defined in this Service Definition in that its activity is initiated by the expiry of a
timer rather than the creation of an entry. The period within which deletion shall occur after the storage-time is reached is not
prescribed. In practice, implementations may choose to perform this action at fixed intervals, e.g., hourly, daily, or weekly.

2 A newly-created entry is subject to Auto-delete processing only after all other registered auto-actions have been performed.

3 An entry which contains the storage-period general-attribute also contains the storage-time general-attribute. Both attributes
indicate, in different ways, the date and time after which the message is to be deleted, i.e. storage-period in combination with

cr
4

eation-time is equivalent to storage-time (see 11.2.71).
The marked-for-deletion attribute-type is not considered when performing the Auto-delete auto-action.

Support of the Auto-delete auto-action by an MS, or UA accessing an MS, requires that it supports registration of the
auto-action with the MS by means of the Register-MS abstract-operation. The Auto-delete auto-action is also available
by subscription.
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15.1.
Whet

xecution of the Auto-delete auto-action may cause the creation of an entry in the Auto-action-log entry-class!

Overview

section describes the procedures for the MS and the port realization. It containsa-description of the consumpt
(TS abstract-service in clause 15. The provision of the MS abstract-serviceZis-described in clause 16. Thq
ation in the form of application service elements is described in clause 16.

berformance of the abstract-operations described in clauses 15 and 46 may be subject to the requirement
ity-policy, (if one is in force), which applies to the MTS abstract-serfvi¢es and to the MS abstract-services.

Consumption of the Message Transfer abstract-service

clause specifies how the MS consumes the MTSy abstract-service which is defined in clause 8 of I
X.411 | ISO/IEC 10021-4. The consumption by .the;MS of the services of the MTS Delivery, Submission
nistration Ports is defined.

Consumption of the Delivery Port;abstract-services

clause describes the performance of the Message-delivery and Report-delivery abstract-operations, an
ation of the Delivery-control abstract-operation. The MS consumption of the Delivery Port abstract-se
hes that an abstract-associatiopexists between the Delivery Port supplier (the MTS) and the Delivery Port con§
MS). The performance of the,abstract-operations is in sequential order; no parallel processing takes place.
are not described.

I Performance of the Message-delivery abstract-operation

) the MTS invgkes'the Message-delivery abstract-operation, the MS performs the following actions:

a) TheMIS creates an entry (and conditionally one or more child-entries) with entry-type delivered-mess
the'Delivery entry-class and sets its retrieval-status to new. A corresponding entry with the same sequ
number is created in the Delivery-log entry-class. The mandatory and optional attribute-types for deliy
message entries of the Delivery and Delivery-log entry-classes are indicated in Table 2.

'TION 4 — PROCEDURES FOR MESSAGE STORE AND PORT REALIZATION
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b) 1he MS returns a Message-delivery result to the M IS 1o mdicate that the delivery was successiul

. The

Message-delivery result shall contain proof-of-delivery information if the delivered-message contains a
proof-of-delivery-request argument. This proof-of-delivery may be computed using the subject-MS secret

key (see 8.5.7 and 8.3.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

c) The MS determines if any auto-actions are to be performed. In addition to the general-auto-action-types
defined in this Service Definition, content-specific auto-action-types may be defined for individual content-
types in the relevant Specifications. Except for content-specific auto-actions whose order of execution is

specified in the relevant Specification, auto-actions are executed in the order indicated below:

1) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-class and

any selection criteria specified in each Auto-modify registration-parameter. If the entry satisfies

these

criteria, then the sequence of entry-modifications is applied. This is repeated for each registered Auto-

modify auto-action.
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2) If Auto-alert auto-actions have been registered, the new entry is matched against the selection criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection criteria of any of

these, the MS shall attempt to invoke the Alert abstract-operation or issue the alert to an
destination (or perform both of these actions) as defined in 13.1.

alert-

NOTE — If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is not

performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
one of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication,
which is reported to the MS-user when an abstract-association is next established. The MS then resumes

processing of registered auto-actions.

d)

15.1.2  Performance of the Report-delivery abstract-operation

When the MTS invokes the Report-delivery abstract-operation, the MS performs the following agtions:

a)

b)

d)

After the actions described above have been performed, the new entry is made accessible to the MS
over the Retrieval Port.

The MS creates an entry with entry-type delivered-report in the Delivery entry-class and sets its retr|
status to new. A corresponding entry with the same sequence-number is created in the Delivery-log
class. The mandatory and optional attribute-types for delivered-report entries,of the Delivery and Del
log entry-classes are indicated in Table 2.

If the delivered-report contains the originally submitted message in its returned-content field, then th
shall create a child-entry containing the returned-content-entry(in the Delivery entry-class; no enj
created in the Delivery-log entry-class.

The MS returns a Report-delivery result to the MTS.to<indicate that the delivery was successful
Report-delivery result has no parameters. For . details, see 8.3.1.2.2 of ITU-T Rec. X]
ISO/IEC 10021-4.

The MS determines if any auto-actions are, to-'be performed. Auto-actions are executed in the
indicated below:

1) If the Auto-correlate-reports autozaction is in effect then the MS attempts to correlate the deliy
report with the entry in the Submission or Submission-log entry-class which is the subject of the r
If an entry corresponding to_the report's subject-message is found in the Submission or Submissiq
entry-class, then the MS shall update the auto-correlation attributes indicated in 13.3.

2) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-clag
any selection critetia specified in each Auto-modify registration-parameter. If the entry satisfies
criteria, then the Sequence of entry-modifications is applied. This is repeated for each regi
Auto-modify auto-action.

3) If Aute=alert auto-actions have been registered, the new entry is matched against the selection cj
speeified in each Auto-alert registration-parameter. If the entry satisfies the selection criteria of
these,” the MS shall attempt to invoke the Alert abstract-operation or issue the alert
alert-destination (or perform both of these actions) as defined in 13.1.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-cld
one of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error att
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indic
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which is reported to the MS-user when an abstract-association is next established. The MS then resumes

processing of registered auto-actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user

over the Retrieval Port.

15.1.3 Invocation of the Delivery-control abstract-operation

If the MS requires a temporary restriction on the delivery abstract-operations that the MTS may invoke, or requires an
alteration to the existing restrictions, it performs the following actions:

a) The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed. See

94

8.3.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ITU-T Rec. X.413 (1999 E)


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

b) The MTS returns a result to signify that the specified controls are now in force; alternatively, an error is
returned. The result indicates any abstract-operations that the MTS would invoke, or any message types that
it would deliver, were it not for the prevailing controls. See 8.3.1.3.2 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

c) When the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-control
abstract-operation to relax the restrictions. The effects of a Delivery-control abstract-operation are
cancelled when either a new Delivery-control abstract-operation alters the restrictions or when the abstract-
association between the MS and MTS is released.

15.1.4  Generation rules for general-attributes

Attributes shall be generated when a message or report is delivered, and may be generated when an auto-action is
perfoymed.

The ¢ntries of the Delivery and Delivery-log entry-classes created as a result of Message-delivery and Repont-de]ivery
shall|contain the mandatory attributes indicated in Table 2, and such optional attributes as are supperted by the MS
impl¢mentation and subscribed to by the MS-user. The generated attributes form a new entry, or in somecases a prent-
entryland one or more child-entries (see 6.3.4). Each attribute of an entry in the Delivery-log entry-class is identical with
the afttribute of the same name in the corresponding entry of the Delivery entry-class (except,for the deletion-time
attribute which may be present only in Delivery-log entries). The following kinds of_ general-attributes shgll be
genetfated:

a) general-attributes generated by the MS itself (e.g. sequence-number);

b) general-attributes generated from components of the message-delivery-envelope and report-del{very-
envelope. For components which are not present, but for whichydefault values are defined, a geperal-
attribute containing the default value is generated.

See Table 4 and 11.4 for the rules on the generation of the general-atttibutes. The generation rules for content-specific
attributes are defined in the relevant Specifications, e.g., the IPMSsspecific attributes are described in 19.7 of IT'U-T
Rec. X.420 | ISO/IEC 10021-7.

15.2 Consumption of the Submission Port abstract-services

This [subclause describes the invocation of the Message-submission, Probe-submission, and Cancel-deferred-de]ivery
abstrjict-operations, and the consumption of the Submission-control abstract-operation. The MS consumption ¢f the
Subnpission Port abstract-services assumes.thiat an abstract-association exists between the Submission Port supplier
(the MTS) and the Submission Port constmer (the MS). The performance of the abstract-operations is in sequntial
order} no parallel processing takes place. Error cases are not described.

15.2.1 Invocation of the Message-submission abstract-operation

The invocation of the Message-submission abstract-association results from the performance of an auto-action by tHe MS
or frpm the invocation-of-the MS-message-submission abstract-operation by the MS-user. The definition qf the
perfomance of MS-message-submission includes a description of the invocation of the Message-submission abgtract-
operdtion (see 16.24)-

If thg Message-submission is the consequence of an auto-action execution, the following additional actions are tak¢n:

&) ( The submission-options parameter of the MS-message-submission abstract-operation is obtaingd as
follows: if the auto-action's registration-parameter contains a submission-options parameter, that vallue is
Tsed directly. CTWISE, the generat (mon UA-Specitic) Submission-defaults previously Tegistered by means
of the MS-register abstract-operation are used.

b) For auto-actions which cause the creation of an entry in the Auto-action-log entry-class, an error in the MS-
message-submission abstract-operation shall cause the MS to attach an auto-action-error attribute indicating
the nature of the error to the Auto-action-log entry. In addition, the MS shall present an auto-action-error-
indication to the MS-user in MS-bind-result when an abstract-association is next established.

15.2.2  Invocation of the Probe-submission abstract-operation

The invocation of the Probe-submission abstract-operation results from the invocation of the MS-probe-submission
abstract-operation by the MS-user. The definition of the performance of MS-probe-submission includes a description of
the invocation of the Probe-submission abstract-operation (see 16.2.2).

ITU-T Rec. X.413 (1999 E) 95


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

ISO/IEC 10021-5 : 1999 (E)

15.2.3

Invocation of the Cancel-deferred-delivery abstract-operation

When the MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following actions:

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with the MTS,

b)

using the Cancel-deferred-delivery argument supplied by the MS-user. See 8.2.1.3.1 of ITU-T
X.411 | ISO/IEC 10021-4.

Rec.

If the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed to,
then the MS searches the Submission and Submission-log entry-classes for an entry corresponding to the
submitted message for which deferred-delivery has been cancelled. If such an entry is found, then the MS
attaches a deferred-delivery-cancellation-time attribute to it to record the date and time at which the

cancellation occurred. The AC-report-summary attribute is also updated.

15.2.4

When the MTS invokes the Submission-control abstract-operation, the MS performs the following.actions:

15.3

This subclause describes the performance of the Register and Change-credentials abstract-operations. The consun]

of th{

supplier (the MTS) and the Administration Port consumer (the MS). The performance of the abstract-operationg
sequgntial order, no parallel processing takes place. Error cases are not described.

The MS use of the Administration Port is subject to the security-policy in force.

15.3.1

When the MS-dser invokes the Register abstract-operation, the MS performs the following actions:

©)

Performance of the Submission-control abstract-operation

a)

b)

©)

d)
e)

Consumption of the Administration Port abstract-services

If the abstract-operation is performed successfully, the result is returned to the MS-user in the fosph of a

Cancel-deferred-delivery result issued by the MS. Otherwise the error is returned to the MS-user!

If no abstract-association exists between the MS and MS-user, a remote-bind-error'is returned to the
and the procedure terminates.

The MS invokes a Submission-control abstract-operation over its abstract-association with the M4
using the Submission-control argument supplied by the MTS.

The MS-user may return a result to signify that the specified controls are now in force; alternativg
error is returned. The result indicates any abstract-operations that the MS-user would invoke, of
message types that it would submit, were it not for the prevailing controls. See 8.2.1.4.2 of I
Rec. X.411 | ISO/IEC 10021-4.

The result or error returned by the MS-user is returnéd.to the MTS.

When the MTS is able to accept the submissiomof messages or probes, it may invoke the Submi
control abstract-operation to relax the restriction’s. The effects of a Submission-control abstract-ope
are cancelled when either a new Submissign-control abstract-operation alters the restrictions or whq
abstract-association between the MS and-MTS is released.

MTS
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Administration Port abstract-services assumes that an abstract-association exists between the Administration Port

Invocatiomofthe Register abstract-operation

is in

o the

a)\»>The MS invokes the Register abstract-operation over its abstract-association with the MTS, usin
Register argument supplied by the MS-user. See 8.4.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
b) The result or error returned by the MTS is returned to the MS-user.

NOTE — Some security-policies may permit the user-security-labels to be changed only if a secure link is employed.

15.3.2

Invocation of the Change-credentials abstract-operation

When the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

96

a) The MS invokes the Change-credentials abstract-operation over its abstract-association with the MTS,
using the Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ITU-T

b)

Rec. X.411 | ISO/IEC 10021-4.

The MTS generates a Change-credentials result or error, which the MS returns to the MS-user. If the

abstract-operation is successful, the MS stores the new credentials.
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15.3.3  Performance of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.

See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS.

16 Supply of the Message Store abstract-service

This [cTause specifies how the MS supplics the VS abstract-service. 1his describes the supply ol the abstract-sefvices
availfble at the Retrieval, MS-submission, and Administration Ports.

16.1 Supply of the Retrieval Port abstract-services

This |[subclause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify, land Alert abgtract-
operdtions. The MS abstract-service supply of the Retrieval Port abstract-services assumes that.an abstract-assoclation
existy between the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The performafce of
the abstract-operations is asynchronous, subject to the conditions stated in 8.2. Not all error eases are described.

16.1.1. Performance of the Summarize abstract-operation

When the MS-user invokes the Summarize abstract-operation, the MS performs.the following actions:

a) The MS verifies that the supplied arguments are valid for the-Summarize abstract-operation. Any attrjbute-
types specified in summary-requests must be available for’ use with Summarize and subscribed to By the
MS-user. See 8.2.1.1 and Table 2. If an error is found, the procedure terminates and the error is returped.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the enfry or
entries specified in the argument. If no entries até selected, this is reported to the MS-user in the Sumnjarize
result and the procedure terminates.

c) If a security-context is specified for the-abstract-association, then the message-security-labels ¢f the
selected entries are checked against,tlie security-context. Any entry bearing a message-security-labgl not
permitted by the current security-context is eliminated from the set of selected entries. If no entries remain,
the MS returns a Summarize resultand the procedure terminates. If the requested operation is barred by the
security-policy, the Summarize abstract-operation is abandoned and a security error is indicated.

d) If any entries are selected;\the MS accumulates counts in accordance with the supplied summary-requests
argument.

e) The MS returnsthe.Summarize result to the MS-user (see 8.2.1.2).

16.1.2  Performance of the List abstract-operation
When the MS-user 4nvokes the List abstract-operation, the MS performs the following actions:

©)

d)

The)MS verifies that the supplied arguments are valid for the List abstract-operation. Any attributejtypes
specified in requested-attributes must be available for use with List and subscribed to by the MS-usef. See
8.2.2.1 and Table 2. If an error is found, the procedure terminates and the error is returned.

he N e hliche hich on ddresced b he h one on nd 1den e he—eniry or

entries specified in the argument. If no entries are selected, the MS returns a List result to the MS-user and
the procedure terminates.

If a security-context is specified for the abstract-association, then the message-security-labels of the
selected entries are checked against the security-context. Any entry bearing a message-security-label not
permitted by the current security-context is eliminated from the set of selected entries. If no entries remain,
the MS returns a List result and the procedure terminates. If the requested operation is barred by the
security-policy, the List abstract-operation is abandoned and a security error is indicated.

If a requested-attributes parameter is specified in the List argument, then for each selected entry these
attributes (if present) are returned. If no requested-attributes are specified in the List argument, the MS
determines whether the present abstract-association identified, in its MS-bind-argument, a UA-registration
which specifies UA-list-attribute-defaults. If so, these attributes (if present) are returned for each selected
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e)

entry. Otherwise, the MS returns the attributes (if present) specified in the general (non UA-specific) list-
attribute-defaults if the MS-user has previously registered these using the Register-MS abstract-operation
(see 8.2.5.1, item c). The retrieval-status of each Stored-message entry for which entry-information is
returned is set to listed if its current value is new. Additional rules affecting the setting of retrieval-status
may be defined in the Specifications for particular content-types.

The MS returns a List result to the MS-user (see 8.2.2.2).

16.1.3  Performance of the Fetch abstract-operation

When the MS-user invokes the Fetch abstract-operation, the MS performs the following actions:

a)

The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types
specified in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an error

b)

d)

f)

16.1. Performance of the Delete abstract-operation
Whe = I = TOTT; I TOTTST

a)

b)
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is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the-enjry or
entries specified in the argument. If no entries are selected, the MS returns a Fetch result to the M§-user
and the procedure terminates.

If a security-context is specified for the abstract-association and the Fetch argument specifies a specific
entry (using the Precise parameter), then the message-security-label of that entry 1S"checked againpt the
security-context. If the entry bears a message-security-label not permitted by the current security-coptext,
then the Fetch abstract-operation is abandoned and a security error is indicated.

If a security-context is specified for the abstract-association and the/Fetch argument specifies a pet of
entries (using the Search parameter), then the message-security-labelsyof the selected entries are chpcked
against the security-context. Any entry bearing a message-secugity-label not permitted by the cirrent
security-context is eliminated from the set of selected entries. If 0 entries remain, the MS returns a [Fetch
result and the procedure terminates. If the requested operation is barred by the security-policy, the [Fetch
abstract-operation is abandoned and a security error is indigated.

The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operation (ynless
overridden) are applied to determine whether requested-attributes of the selected entry shall be returrjed or
whether an error results (see 7.1.1, item d).

If a requested-attributes parameter is specified‘in the Fetch argument, then these attributes are returrjed, if
present, for the first selected entry. If no reéquested-attributes are specified in the Fetch argument, the MS
determines whether the present abstragt-association identified, in its MS-bind-argument, a UA-registfation
which specifies UA-fetch-attribute-defaults. If so, these attributes (if present) are returned. Otherwisg, the
MS returns the attributes (if presént) specified in the general (non UA-specific) fetch-attribute-defaplts if
the MS-user has previously régistered these using the Register-MS abstract-operation (see 8.2.5.1, itgm d).
The fetch-restrictions on ‘allowed-EITs and maximume-attribute-length established by the MS{bind-
argument may limit thesinfoermation returned (see 7.1.1, item d).

If the first selected(entry belongs to the Stored-message entry-class and has a retrieval-status of new, its
retrieval-status is'set to listed. Additional rules affecting the setting of retrieval-status may be defined |n the
Specification felevant to a given content-types. If several entries match the search criteria, the sequence-
numbers of the second and subsequent entries are returned in the order specified by selector (see 8.13). If
the numbep of matching entries exceeds the specified limit, the next sequence-number beyond the limit is
also retitned (see 8.2.3.2).

The MS returns the Fetch result to the MS-user.

The MS verifies that the supplied arguments are valid for the Delete abstract-operation (see 8.2.4.1). If an
error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a Delete result to the MS-user
and the procedure terminates.

If a security-context is specified for the abstract-association and the Delete argument specifies specific
entries (using the Sequence-numbers parameter), then the message-security-labels of those entries are
checked against the security-context. If any entry bears a message-security-label not permitted by the
current security-context, then the Delete abstract-operation is abandoned and a security error is indicated.
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If a security-context is specified for the abstract-association and the Delete argument specifies a set of
entries (using the Selector parameter), then the message-security-labels of the selected entries are checked
against the security-context. Any entry bearing a message-security-label not permitted by the current
security-context is eliminated from the set of selected entries. If no entries remain, the MS returns a Delete
result and the procedure terminates. If the requested operation is barred by the security-policy, the Delete

abstract-operation is abandoned and a security error is indicated.

d) If an entry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4), then an error is
generated which includes an indication of the sequence-numbers of the entries successfully deleted (if any),
and the procedure terminates. As a local matter, the MS may verify that no delete restrictions apply to any

of the selected entries before attempting their deletion. If an entry in the Stored-message entry-cl
deleted, then the corresponding entry in the Message-log entry-class has its deletion-time attribute set
time at which deletion occurred.

ass 1s
to the

16.1.p

When the MS-user invokes the Register-MS abstract-operation, the MS performs the following\actions:

16.1.p

When the MS-user invokes the Modify abstract-operation, the MS performs the following actions:

e) The MS returns a Delete result to the MS-user (see 8.2.4.2). If the Delete argument containsca se
parameter to specify the entries to be deleted, then the sequence-numbers of those entries are reported
Delete result.

Performance of the Register-MS abstract-operation

a) The MS verifies that the supplied arguments are valid for the Register-MS dbstract-operation (see 8.2
If an error is found, the procedure terminates and the error is returned.

b) If a security-policy is in force then the Register-MS abstract-operation shall be subject to such a p
Some security-policies may permit user-security-labels to be changed only if a secure link is emp
Other local means of changing the user-security-labels in a seeure"manner may be provided.

c¢) The supplied arguments may cause registrations to b¢)added, deleted, or changed. In genera
registration of an auto-action has no effect on existing €ntries; only entries created subsequent to the
action registration are subject to auto-action processing. However, auto-actions whose performance
initiated by the creation of an entry (such as Auto-delete, which is initiated by the expiry of a timer) sh
effective for existing entries.

d) Ifthe supplied arguments include a registration-status-request, then the requested information is returt
the MS-user. Otherwise, a Null result is returned.

Performance of the Modify abstract-operation

a) The MS verifies that thé&supplied arguments are valid for a Modify abstract-operation. The MS attem
discover all possible-static errors before applying the modifications requested. For details see 8.2.7.1
error is found, the precedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry
of entries.specified in the argument.

c) If a sécurity-context is specified for the abstract-association and the Modify argument specifies sp
entrigs (using the Specific-entries parameter), then the message-security-labels of those entries are ch
against the security-context. If any entry bears a message-security-label not permitted by the ct
security-context, then the Modify abstract-operation is abandoned and a security error is indicated.

If a security-context is specified for the abstract-association and the Modify argument specifies a
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entries (using the Selector parameter), then the message-security-labels of the selected entries are checked
against the security-context. Any entry bearing a message-security-label not permitted by the current
security-context is eliminated from the set of selected entries. If no entries remain, the MS returns a Modify
result and the procedure terminates. If the requested operation is barred by the security-policy, the Modify

abstract-operation is abandoned and a security error is indicated.

d) The MS applies the sequence of modifications in the order specified to each selected entry in turn.

If an

error is encountered then the procedure terminates leaving the entry which caused the error unchanged. The
modify-error indicates the sequence-numbers of those entries which were successfully modified, as well as

that of the failing entry.

e) The result is returned to the MS-user; it contains a list of the sequence-numbers of the entries selected for

modification (if any).
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16.1.7

Invocation of the Alert abstract-operation

When the MTS invokes the Message-delivery or Report-delivery abstract-operations, the MS performs the following

actions:

16.2

This
defer
servi

a)

b)

d)

Supply of the MS-submission Port abstract-services

If a security-context is specified for the abstract-association, then the message-security-labels of the
delivered message or report are checked against the security-context. If the entry bears a message-security-
label not permitted by the current security-context, or other security restrictions apply, the action taken shall
be defined by the security-policy in force.

Each registered Auto-alert auto-action is processed until one succeeds in issuing the alert or all have been
attempted. If the delivered-message or delivered-report satisfies the registered selection criteria, and the
requested-attributes parameter is present (or the alert-destinations component is absent), then the MS
; 3 " ation- . is —a o with-th : ped-in 16.1,
assumes that an abstract-association exists between the MS and MS-user; if no abstract-associatign’gxists,
Alert cannot be invoked.) If the Alert is performed successfully, the MS-user returns an alert-result.

If the alert-destinations component is present (and the Alert was not performed successfully, qr the
suppress-alert-destinations component is false), the MS attempts to issue the alert to each alert-destinjation
in turn, until one attempt succeeds, as defined in 13.1.

If, after processing all Auto-alert registrations, the Alert abstract-operation 'has not been perfqrmed
successfully, and no alert-destinations have been alerted, then the MS sets (the alert-indication whjch is
reported to the MS-user when an abstract-association is next established.

subclause describes the performance of the MS-message-submission, MS-probe-submission, and MS-cqgncel-
Fed-delivery abstract-operations, and the invocation of the Submissionscontrol abstract-operation. The MS abstract-
e supply of the MS-submission Port abstract-services assumes_that an abstract-association exists between th¢ MS-

submiission Port supplier (the MS) and the MS-submission Port, gonsumer (the MS-user). The performance ¢f the

abstr

16.2.

Whet

hct-operations is in sequential order, no parallel processing takes place. Not all error cases are described.

Performance of the MS-message-submission abstract-operation

) the MS-user invokes the MS-message-submission ‘abstract-operation, the MS performs the following actions:

a)

b)

If a security-policy is in force, then toensure that such a security-policy is not violated during MS-megsage-
submission, the message-security-label is checked against the security-context by the MS. If theg MS-
message-submission is barred either by the security-policy or by temporary security restrictions, a secqurity-
error shall be indicated.

If a 1994 Application/Context is in use, the submission-options parameter of the MS-message-submigsion-
argument is extractéd and the MTS Message-submission argument is constructed from the remainder.|If the
submission-options parameter is absent and the present abstract-association identified a UA-registrat{on in
its MS-bind-drgument, the submission-options are drawn from the UA-submission-defaults of thaf UA-
registratiod-Af'the present abstract-association did not identify a UA-registration, or the UA-registrati¢gn did
not contain UA-submission-defaults, the submission-options are drawn from the general (non UA-spdcific)
submission-defaults registered by Register-MS. If the submission-options contain any MS-submigsion-
extepsions these are acted on according to the rules stated in the Specification which defines the coptent-
type of the submitted message. If the MS is unable to progress the submission because the submigsion-
options are incorrectly specified or include MS-submission-extensions which are not supported, thgn the
MS shall create an entry in the Submission-log entry-class and attach an MS-submission-error to it; irl this

100

d)
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If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Application Context, then the
submission-options parameter of the MS-message-submission-argument is drawn from that registration.

If a 1988 Application Context is in use, and the MS-message-submission argument contains a forwarding-
request parameter. the MS verifies that the entry to be forwarded is a delivered-message entry of the
Delivery entry-class and incorporates the entry in the MTS Message-submission argument according to
content-type specific rules.

If the submission-options contained a request for the creation of a draft-message entry (without submission
to the MTS) then this entry is created and the procedure continues at step h) below. The mandatory and
optional attribute-types for entries of the Draft entry-class are indicated in Table 2.
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The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

The MS invokes the Message-submission abstract-operation over its abstract-association with the MTS, and
creates an entry in the Submission-log entry-class (if subscribed to by the MS-user). If the submission-
options parameter (or its registered default) requests the creation of an entry in the Submission entry-class,
then that entry is created at the same time. The mandatory and optional attribute-types for submitted-
message entries of the Submission and Submission-log entry-classes are indicated in Table 2. If the
submission-options parameter contains an originator-token component, then the MS shall create a message-
token attribute in the Submission and Submission-log entry-classes containing that value.

If the Message-submission is successful and the Auto- correlate reports auto-action is subscribed t0 by the
122 1€+

16.2.
Whet

h)

),

a)

b)

P Performance of the MSyprobe-submission abstract-operation

) the MS-user invokes the-MS-probe-submission abstract-operation the MS performs the following actions:

NS +la tha NS +la 1ot 4tacalooot = d Lha N L

MS-tser-thenthe-MS-—senerates—the-—correlationattributesindteatedin133—H the Message-submission is
unsuccessful, the MS deletes the newly created entry in the Submission entry-class and attaches.ay MS-
submission-error to the Submission-log entry to record the error.

The entry created in the Submission-log or Draft entry-class, or the entries created in both¢he Submigsion-
log and Submission entry-classes are modified as follows. If the submission-options\parameter (pr its
registered default) specified one or more message-group-names to be added to the new.entry or entries| then
these attribute-values are added. If Auto-modify auto-actions have been registered, by the MS-useq, and
enabled in the submission-options parameter (or its registered default), then each is'examined in turn.|If the
entry belongs to the entry-class specified for that registered auto-action, and satisfies any selection citeria
specified, then the sequence of modifications is applied. If any contentsspécific auto-actions have| been
registered they are performed.

Certain auto-actions, when executed, cause the creation of an entry'in the Auto-action-log entry-cldss. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attfibute
indicating the nature of the error to the Auto-action-log entry;and shall set the auto-action-error-indichtion,
which is returned to the MS-user in the MS-message-subfission-result. The MS then resumes procgssing
of registered auto-actions.

If the Message-submission is unsuccessful, or failed in step b) above, the error is reported to the M§-user
and the procedure continues at step j).

The MS-message-submission-result is returned to the MS-user. This shall indicate the sequence numbper of
any main-entry created in the Draft, Submission or Submission-log entry-class. If Message-submissioh was
requested (rather than storage of a draft~message), then the MS-message-submission-result shall inclugle the
MTS Message-submission result (for details see 8.2.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

The MS may choose to terminate'the abstract-association with the MTS either when the MS-user terminates
its abstract-association with, the’MS, or after a certain period of inactivity.

If a security-palicy is in force, then to ensure that such a security-policy is not violated during MS-grobe-
submission;the message-security-label is checked against the security-context by the MS. If the MS-probe-
submigsion’ is barred either by the security-policy or by temporary security restrictions, a securityjerror
shalliberindicated.

I£.271994 Application Context is in use, the submission-options parameter of the MS-probe-submigsion-
argument is extracted and the MTS Probe-submission argument is constructed from the remainder. [[f the

submission-options parameter is absent and the present abstract-association 1dent1ﬁed a UA- reglstrat on in
1ts MS.bind qrgnm 2 UA_

registration. If the present abstract ass0c1at10n d1d not 1dent1fy a UA- reglstratlon or the UA reglstratlon did
not contain UA-submission-defaults, the submission-options are drawn from the general (non UA-specific)
submission-defaults registered by Register-MS. If the MS is unable to progress the submission because the
submission-options are incorrectly specified, then the MS shall create an entry in the Submission-log entry-
class and attach an MS-submission-error to it; in this case the procedure resumes at step f).

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific)
submission-defaults by means of Register-MS when using a 1994 Application Context, then the
submission-options parameter of the MS-probe-submission-argument is drawn from that registration.

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.
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d)

The MS invokes the Probe-submission abstract-operation over its abstract-association with the MTS, and
creates an entry in the Submission-log entry-class (if subscribed to by the MS-user). If the submission-
options parameter (or its registered default) requests the creation of an entry in the Submission entry-class,
then that entry is created at the same time. The mandatory and optional attribute-types for submitted-probe
entries of the Submission-log entry-class are indicated in Table 2.

If the Probe-submission is successful and the Auto-correlate-reports auto-action is subscribed to by the MS-
user then the MS generates the correlation attributes indicated in 13.3. If the Probe-submission is
unsuccessful, the MS deletes the newly created entry in the Submission entry-class and attaches an
MS-submission-error to the Submission-log entry to record the error.

The entry created in the Submission-log entry-class, or the entries created in both the Submission-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or its registered

default) qpprﬁﬁpd QL& Or MO MEeSSage=0roup-names to be added to the new Pnfry or Pﬂfi‘;PQ, then these

g)

h)

16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation

attribute-values are added. If Auto-modify auto-actions have been registered by the MS-user, and(énabled
in the submission-options parameter (or its registered default), then each is examined in turnIfthelentry
belongs to the entry-class specified for that registered auto-action, and satisfies any selection cfiteria
specified, then the sequence of modifications is applied.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-cldss. If
any of these auto-actions causes an auto-action error, the MS shall attach an aute-action-error attfibute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indichtion,
which is returned to the MS-user in the MS-probe-submission-result. The MS then resumes processing of
registered auto-actions.

If the Probe-submission was unsuccessful, or failed in step b) abovesthe’error is reported to the M§-user
and the procedure continues at step h).

The MS-probe-submission-result is returned to the MS-user. This'shall indicate the sequence number ¢f any
entries created in the Submission and Submission-log entry<Classes. The MS-probe-submission-resulf shall
include the MTS Probe-submission result (for details<se¢ 8.2.1.2.2 of ITU-T Rec. X.411 | ISQ/IEC
10021-4).

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates
its abstract-association with the MS, or after a eettain period of inactivity.

When the MS-user invokes the MS-cancel-deferredsdelivery abstract-operation, the MS performs the following actjons:

a)

b)

©)

d)
¢)

The MS verifies that the supplied arguments are valid for an MS-cancel-deferred-delivery
abstract-operation. For details-see8.2.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MS attempts to establish an abstract-association with the MTS if one does not already exist.|If an
abstract-association canfiet be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

The MS invokeS a‘Cancel-deferred-delivery abstract-operation to the MTS. If the request for delivery
cancellation i$-successful and the user has subscribed to the Auto-correlation of Reports element of sefvice,
the MS searches for an entry in the Submission and Submission-log entry-classes corresponding {o the
submitted-message for which deferred-delivery has been cancelled. If this entry is present, the MS atfaches
a defefred-delivery-cancellation-time attribute to it to record the date and time at which defivery
cahoellation occurred, and updates the AC-report-summary attribute to record the cancellation.

The MS reports the outcome of the abstract-operation to the MS-user.

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates
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16.2.4 Invocation of the Submission-control abstract-operation

If the MTS invokes the Submission-control abstract-operation, or if for some internal reason the MS requires a temporary
restriction on the submission abstract-operations that the MS-user may invoke, or requires an alteration to the existing
restrictions, the MS performs the following actions:

a)
b)

©)

102

The MS invokes the MS-submission-control abstract-operation (see 8.3.4).

The MS waits for the MS-user to generate an MS-submission-control result, confirming the acceptance of
the MS-submission-control abstract-operation.

If the Submission-control was originally invoked by the MTS, the MS returns the MS-submission-control
result received from the MS-user to the MTS.
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16.2.5 Generation rules for general-attributes

The entries of the Submission, Submission-log, and Draft entry-classes created as a result of MS-message-submission
and MS-probe-submission shall contain the mandatory attributes indicated in Table 2, and such optional attributes as are
supported by the MS implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in
some cases a parent-entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Submission-log
entry-class has the same value as the equivalent attribute in the corresponding entry of the Submission entry-class (with
the exception of the deletion-time and MS-submission-error attributes which are specific to Submission-log entries). The
following kinds of general-attributes shall be generated:

a) General-attributes generated by the MS itself (e.g., sequence number).

b) General-attributes generated from components of the message-submission-envelope and probe submission
envelope, and from the result of the MTS Message-submission and Probe-submission abstract-operations.
For components which are not present, but for which default values are defined, a general-atifibute
containing the default value is generated.

See Table 4 and 11.4 for the rules on how the general-attributes are generated. The generation rules for content-specific
attribjutes are described in the relevant Specification for the content-type concerned (e.g., the IPMS-specifi¢ attributps are
descriibed in clause 19 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

16.3 Supply of the Administration Port abstract-services

This ubclause describes the performance of the Register and Change-credentials abstra¢t‘operations. The MS abstract-
servige supply of the Administration Port abstract-services assumes that an abstraet-association exists between the
Administration Port supplier (the MS) and the Administration Port consumer (the-MS-user). The performance ¢f the
abstrjict-operations is in sequential order, no parallel processing takes place. Not all error cases are described.

16.3.1 Performance of the Register abstract-operation

When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Register abstract-operation. See 8.4.1.f.1 of
ITU-T Rec. X.411|ISO/IEC 10021-4. Subject to, local policy or subscription, the MS may irhpose
additional restrictions on the registrations which‘may be performed by the MS-user; if these restrictiofs are
violated, an abstract-error is returned to the MS-user and the procedure terminates.

b) The MS attempts to establish an abstract-association with the MTS if one does not already exist.|If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure
terminates.

c¢) The MS invokes the Register abstract-operation over its abstract-association with the MTS, containijg the
arguments of the original abstract-operation.

d) The result or error returned by the MTS is returned to the MS-user.

e) The MS may choosg-to-terminate the abstract-association with the MTS either when the MS-user terminates
its abstract-association with the MS or after a certain period of inactivity.

f) The scope of permitted changes by the MS-user to the user-security-labels shall be confined by the sedurity-
policy in férce: Some security-policies may only permit user-security-labels to the changed in this wdy if a
secure link’ is employed. Other local means of changing user-security-labels in a secure manner mjay be
provided.

16.3.2  Invecation of the Change-credentials abstract-operation

When thesMTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

See 8.4.1.2 of ITU-T Rec. X.411 | IS/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS and returns a
result to the MTS.

16.3.3  Performance of the Change-credentials abstract-operation

When the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 |ISO/IEC 10021-4. Subject to local policy, the MS may impose
restrictions on the use of the Change-credentials abstract-operation by the MS-user; if these restrictions are
violated, an abstract-error is returned to the MS-user and the procedure terminates.
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17

b) The MS attempts to establish an abstract-association with the MTS if one does not already exist.

If an

abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the procedure

terminates.
¢) The MS invokes the Change-credentials abstract-operation over its abstract-association with the MTS

d) The result or error returned by the MTS is returned to the MS-user. If the abstract-operation was perfo
successfully, the MS stores the new credentials.

e) The MS may choose to terminate the abstract-association with the MTS either when the MS-user termi
its abstract-association with the MS or after a certain period of inactivity.

Ports realization

This flause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-servi
provided. For a description of how the MTS abstract-service provides the Delivery, the Submission, -an
Administration Ports, refer to clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

171

The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operations and real operati
the Nlessage Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Service Element 1994 (MRS
which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

NPTE — The MRSE-88 applies when using a 1988 Application Context; the MRSE-94. applies when using a 1994 Applj
Cpntext.

17.2

The MS-submission Port abstract-services are realized on a one-to-ene basis between abstract-operations an

oper3

MSSE) which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6:

NPTE — The MSSE applies when using a 1988 Application Céntext; the MS-MSSE applies when using a 1994 Applj
Cpntext.

17.3

The Administration Port abstract-services arg\realized on a one-to-one basis between abstract-operations ang

oper3

Elemlent 1994 (MASE-94) which are defined'in ITU-T Rec. X.419 | ISO/IEC 10021-6.

N
C

Retrieval Port

MS-submission Port

tions in the Message Submission Service Element (MSSE) and*MS Message Submission Service Element

Administration Port

tions in the Message Administration,Service Element 1988 (MASE-88) and the Message Administration S

DTE — The MASE-88 applies whea using a 1988 Application Context; the MASE-94 applies when using a 1994 Appli
bntext.
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Annex A
Formal assignment of Object Identifiers

(This annex forms an integral part of this Recommendation | International Standard)

All Object Identifiers assigned in this Service Definition are formally assigned in the present annex using ASN.1. The
specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this Service
Definition. The definitive assignments for the former occur in the modules themselves. The latter is fixed. Other
references to the values assigned to modules appear in IMPORT clauses.

MSObjlect I dentifiers {joint-iso-itu-t mhs(6) ns(4) nodul es(0) object-identifiers(0) version-1999(1)}
DEFI NI TIONS :: =

BEGQ N
-- Hrol ogue

-- Bxports everything

| MPORTS
ID, id-ns
FROM MHSObj ect I dentifiers {joint-iso-itu-t mhs(6) arch{5)\nodul es(0) object-identifiers(0
version-1999(1)};

-- (ategories

i d-nmpd -- nodul es -- ID::= {id-ns O}

i d- of -- objects -- ID::={id-ns 1}

i d- pt -- port types -- ID::= {id-nms 2}

id-aft -- attribute types -- ID::= {id-n8) 3}

id-agt -- auto-action types -- ID::= {idinms 4}

id-cqt -- contracts -- ID::={id-ns 5}

id-c -- connection-packages -- ID:;= f1d-ns 6}

i d-aae -- auto-action-errors-- ID = {id-ns 7}

id-m -- matching-rules -- D\ = {id-ns 8}

id-ext -- extensions -- ND ::= {id-ns 9}

id-alg -- algorithns -- ID::= {id-nms 10}

-- Nbdul es

i d- mpd- obj ect-identifiers ID::= {id-mod 0} -- not definitive
i d- mpd- abstract - servi cég ID::= {id-mod 1} -- not definitive
id-mpd-attribute-types ID::= {id-nbd 2} -- not definitive
i d-mpd- acti on-types ID::= {id-nod 3} -- not definitive
i d- mpd- upper - bounds ID::= {id-nod 4} -- not definitive
i d- mpd- mat chi ngss.0l es ID::= {id-npd 5} -- not definitive
-- Objects

i d-of - n5 ID::= {id-ot 0}

i d- of - B~ user ID::= {id-ot 1}

-- Port types

id-pt-retrieval -88 ID::= {id-pt 0}

id-pt-retrieval -94 ID::= {id-pt 1}

i d- pt-nms-subm ssion ID::= {id-pt 2}

-- Contracts

id-crt-nms-access-88 ID::= {id-crt 0}
id-crt-nms-access-94 ID::= {id-crt 1}

-- Connecti on-packages

i d- cp-nms-connection ID::= {id-cp 0}
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-- Attribute-types

id-att-ac-correl ated-report-1list = {id-att
id-att-ac-report-subject-entry = {id-att
id-att-ac-report-summary = {id-att
id-att-ac-uncorrel ated-report-1list = {id-att

id-att-auto-action-error
id-att-auto-action-registration-identifier
id-att-auto-action-subject-entry
id-att-auto-action-type
id-att-certificate-selectors
id-att-child-sequence-nunbers

id-att-content
id-att-content-confidentiality-algorithmidentifier

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att

id-att-content-correl ator = {id-att
id-afft-content-identifier = {id-att
id-afft-content-integrity-check = {id-att
id-afft-content-length = {id-att
id-afft-content-returned = {id-att
id-aft-content-type = {id-att
id-afft-conversion-with-1oss-prohibited = {id-att
id-aft-converted-ElTs = {id-att

id-aft-creation-tinme
id-afft-deferred-delivery-cancellation-tine
id-afft-deferred-delivery-tine
id-aft-deletion-tinme

id-aft-delivered-ElTs
id-aft-delivery-flags
id-afft-dl-exenpted-recipients
id-afft-dl-expansion-history
id-aft-dl-expansi on- prohibited
id-aft-entry-type

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att

id-aft-internal-trace-information = {idmatt
id-afft-latest-delivery-tine = {idvatt
id-aft-locally-originated = {hd-att
id-aft-marked-for-deletion =vid-att
id-aft- message-del i very-envel ope = {id-att
id-aft-nmessage-delivery-tinme = {id-att

i d-aft - message- gr oup- nane
id-aft-message-identifier
id-afft-nmessage-notes

id-aft- message-ori gi n-aut henti cati on-check
id-aft-message-security-I|abe

i d-afft-message- subm ssi on- envel ope
id-aft-nmessage-subnission-tine
id-aft-nmessage-token
id-afft-ns-originated

i d-aft-ns-subm ssion-error
id-aft-nultiple-originator-certiffiscates

{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att
{id-att

id-aft-original -ElTs = {id-att
id-aft-originally-intended-recipi ent-nanme = {id-att
id-afft-originating- MIA-ceftyficate = {id-att
id-afft-originator-certificdte = {id-att
id-aft-originator-nane = {id-att
id-aft-originator-report-request = {id-att
id-aft-originatorsyeturn-address = {id-att
id-aft-other-reeipi ent-nanes = {id-att

i d-aft - parentssequence- nunber

i d-aft- per-nessage-indicators

id-aft- per~recipi ent - message- subni ssi on-fi el ds
id-aft-per-recipi ent-probe-subnission-fields

{id-att
{id-att
{id-att
{id-att

id-afftper-recipient-report-delivery-fields o= {id-att
id'atpl;ul;ty —{Idﬂtt
id-att-probe-origin-authentication-check = {id-att
id-att-probe-submn ssi on-envel ope = {id-att
id-att-proof-of-delivery-request = {id-att
id-att-proof-of-subm ssion = {id-att
id-att-recipient-certificate = {id-att
id-att-recipient-nanes = {id-att
id-att-recipient-reassi gnnent-prohibited = {id-att

id-att-redirection-history
id-att-report-delivery-envel ope
id-att-reporting-DL-nane
id-att-reporting-MIA-certificate
id-att-report-origin-authentication-check
id-att-retrieval -status
id-att-security-classification
id-att-sequence- nunber

{id-att
{id-att
{id-att
= {id-att
{id-att
{id-att
{id-att
{id-att
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id-att-signature-verification-status ID::={id-att 79}

id-att-storage-period ID::={id-att 73}

id-att-storage-tine ID::={id-att 74}

id-att-subject-subnm ssion-identifier ID::= {id-att 40}

id-att-this-recipient-nane ID::= {id-att 41}

id-att-trace-information ID::={id-att 75}

-- Auto-action-types

id-act-i pmauto-forward ID::= {id-act 0} -- Reserved for use in
-- ITUT Rec. X 420 |
-- 1SQ 1 EC 10021-7

id-act-auto-alert ID::= {id-act 1}

id-act-auto-correlate-reports ID::= {id-act 2}

id-act-auto-delete ID::= {id-act 3}

id-a¢t-auto-nodify ID::= {id-act 4}

-- Auto-action errors

i d-aae-auto-alert-error ID::= {id-aae 0}

-- Natching-rul es

id-m|-content-correl ator-match ID::={id-m 1}
id-ml-content-identifier-match ID::={id-m 2}
i d-ml-nms-single-substring-1ist-el ements-match ID::={id-m 3}
i d-m|-ns-singl e-substring-1ist-nmatch ID::= {id-m 4}
i d-m|- ns- si ngl e-substring-match ID::= {id-m 5}
i d-m|-ns-substrings-match ID::={id-m 6}
i d-m|-nmBstring-case-sensitive-natch ID::={id-mr 7}
id-ml-nmsstring-list-el enents-natch ID::= {id-‘w 8}
id-ml-nmsstring-1list-match ID::= {id-m 9}
id-m|-nsstring-match ID::= {id-m 10}
i d-m|-nmsstring-ordering-natch ID::s5id-m 11}
id-ml-nts-identifier-match ID &= {id-mr 12}
i d- m|- oraddress- el ement s-mat ch 1 Dy; = {id-mr 13}
i d- m|- or addr ess- nat ch (D7 := {id-m 14}
i d-m|- oraddress-substring-el ements-match D ::= {id-m 15}
i d- m|- or nane- el enment s- mat ch ID::= {id-m 16}
i d- m|- or nane- mat ch ID::={id-m 17}
i d- m|- or nane- si ngl e- el enent - mat ch ID::= {id-m 18}
i d- m|- or nane- substri ng- el ement s- mat ch ID::={id-m 19}
id-m|-redirection-or-dl-expansi on-el ements- mat ch ID::= {id-mr 20}
id-m|-redirection-or-dl-expansi on-mat ch ID::= {id-m 21}
id-m|-redirection-or-dl-expansion-sihgle-el enent - nat ch ID::= {id-m 25}
id-m|-redirection-or-dl-expansion-subString-el ements-match ID ::= {id-nr 22}
id-m|-redirecti on-reason-match ID::= {id-m 23}
i d- m|- val ue- count - mat ch ID::= {id-m 24}
-- Hxtensions

i d- ext - nodi fy- capabi ity ID::= {id-ext 0}
id-ext-nodify-retrieval-status-capability ID::= {id-ext 1}
id-ext-originator~certificate-sel ectors-override ID::= {id-ext 2}
i d- ext-origi nater st oken ID::= {id-ext 3}
i d- ext - prot ected- change-credential s ID::= {id-ext 4}
i d- ext - protect'ed- change-credenti al s-capability ID::= {id-ext 5}
-- Al goxi'thns

i d- al g- passwor d- xor ID::= {id-alg 0}

END -- of MSObjectldentifiers
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Annex B
Formal definition of the Message Store abstract-service

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of ITU-T
Rec. X.411 | ISO/IEC 10021-4, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ITU-T Rec. X.880 | ISO/IEC 13712-1.

NOTE — The use of the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object
classes, which are derived from the ROS-OBJECT-CLASS, OPERATION-PACKAGE, OPERATION and ERROR information
olfject ctasses of RUS, docs not imply that the abstract-operations and abstract-eIrors arc invoked and reported across the bogndary
bgtween open-systems in every instance. However, frequently this will be done. Just how this is accomplished is the-subject of
ITJU-T Rec. X.419 | ISO/IEC 10021-6.

MSAbgtract Service {joint-iso-itu-t mhs(6) nms(4) nodul es(0) abstract-service(1l) version-1999(1)}
DEFI NI TIONS :: =

BEGQ N
-- Hrol ogue

-- Bxports everything

I MPORTS

-- MIS information object classes

ABSTRACT- ERROR, ABSTRACT- OPERATI ON, EXTENSI ON, MdS- OBJECT, PORT,

-- MIS objects and ports

admini stration, delivery, nts-user, subnilssion,

-- MIS abstract-operations and“abstract-errors

cancel -deferred-delivery, elenment:of-service-not-subscribed, inconsistent-request,

new- cr edenti al s-unaccept abl e, old-credential s-incorrectly-specified, originator-invalid,
reci pi ent-inproperly-specified, renote-bind-error, security-error, subm ssion-control,
submi ssi on-control -vi ol at ed,\*unsupported-critical -function,

-- MIS abstract-sérvice data-types

CertificateSel ectgr.sy” Credentials, InitiatorCredentials, MessageSubmi ssionArgunent,
MessageSubm ssienResul t, MessageToken, ORAddressAndOr Di rect oryName, ProbeSubm ssi onAr gunent
ProbeSubmi ssi pnResul t, Responder Credentials, SecurityContext, SecuritylLabel
FROM MFSAbst ract Service {joint-iso-itu-t nmhs(6) nts(3) nodul es(0) nts-abstract-service[l)
version-1999(1)}

-- MIS/abstract-service 1988 ports

adfi ni stration-88

EROM MISAhst r act Sarvi ca89 {J. olnt -l cso it t nhe(a) nt e(’)) nadul ae(ﬂ)
nt s-abstract-service(1l) version-1988(1988)}

-- MIS abstract-service upper bounds

ub- content-types, ub-encoded-information-types, ub-I|abel s-and-redirections

FROM MTSUpper Bounds {joint-iso-itu-t mhs(6) nts(3) nodul es(0) upper-bounds(3)
version-1999(1)}

-- M5 attribute table

AttributeTabl e

FROM MSGeneral Attri buteTypes {joint-iso-itu-t nmhs(6) ns(4) nodul es(0)
general -attribute-types(2) version-1999(1)}
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MS mat ching rule table

Mat chi ngRul eTabl e
FROM MSMat chi ngRul es {joint-iso-itu-t
version-1999 (1)}

MS aut o-action-table and auto-action-e

Aut oAct i onTabl e, Aut oActi onError Tabl e

FROM MSGener al Aut oActi onTypes {joint-iso-itu
gener al - aut o-

MS object-identifiers

ISO/IEC 10021-5 : 1999 (E)

mhs(6) ns(4) nodul es(0) general - mat chi ng-rul es(5)

rror table

-t mhs(6) ns(4) nodul es(0)
action-types(3) version-1994(0)}

id-cp-nms-connection, id-crt-ms-access-88, id-crt-
id-ext-nodify-retrieval -status-capability, id-ext
id-ext-originator-certificate-sel ectors-override,

i d- ext - prot ect ed- change-credential s-capability, i
id-pt-retrieval -94, id-pt-ns-submn ssion
FROM MSObj ect Il dentifiers {joint-iso-itu-t mh

version-1999(1)}

M5 Access abstract-operation and error

err-attribute-error,
err-delete-error, err-entry-class-error,
err-invalid-paraneters-error,
err-range-error, err-security-error,
err-register-nms-error, op-alert, op-delete,
op- ms- nessage- submi ssi on, op- ns- probe-subm ssi on,

FROM MSAccessPr ot ocol

err-fetc

{joint-iso-itu-t
ns- access- protocol (2)

bounds

M5 abstract-service upper

ub-attributes-supported, ub-attribute-val.ugs; ub-
ub-auto-regi strations, ub-default-registrations,

ub- ext ensi ons, ub-group-depth,

ub- mat chi ng-rul es, ub-nmessage- groups, \Ub- nessages

ub- per -auto-action, ub-service-information-1ength

ub-ua-registration-identifier-I|ength, ub-ua-regis
FROM MSUpper Bounds {joint-iso-itu-t

versi on-1994(0) }

cl ass

MATCHI NG- RULE imfer mati on obj ect

MATCHI NG- RULE

FROM I nf or'mat i onFranework {joint-iso-itu-t d

Rempt'e Oper ati ons

CONTRACT,” CONNECTI ON- PACKAGE

err-auto-action-r equest-error,

err-nmessage- gr oup-error,
err-sequence- nunber - err o)
op-fetch,

ub- groups descri ptor-1ength,

FROM Renpt e- Oper ati ons- | nformati on- Gbjects {joint-iso-itu-t

nms- access- 94, id-ext-nodify-capability]
-originator-token,

i d- ext - prot ect ed- change- cr edenti al‘s,
d-ot-ns, id-ot-ns-user, id-pt-retrileval-88

s(6) ms(4) nodul es(0) object=¥dentifiers(0

codes

err-ms- extensi'en*error,
h-restriction-ercor,
err-nodify-error,
err-service-error,
op-Liét, op-nodify,
op-reghster-ms, op-sunmmarize

mhs(6) protocol s(0) nmodul es(0)

\epsi on-1999(1)}

aut o-action-errors, ub-auto-actions,
ub-entry-cl asses, ub-error-reasons,

ub- group- part -1 ength,

, ub-nodifications, ub-per-entry,

, ub-summaries, ub-supplenentary-info-Ileng
trations, ub-restrictions

mhs(6) ns(4) nodul es(0) upper-bounds(4)

s(5) nodul e(1) informationFranework(1l) 3}

renot e- operati ons(4)
informati onObj ect s(5) versionl(0)}

enpt yUnbi nd

FROM Renpt e- Oper ati ons- Useful -Definitions {joint-iso-itu-t

us
-- MS Abstract hjects
ns MHS- OBJECT :: = {
1S {nmt s-user}
RESPONDS {ns-access-contract-88 | ns-access-cont
1D id-ot-nms }
ms- user IHS- OBJECT :: = {

I NI TI ATES {ms-access-contract-88 |
1D id-ot-ns-user }

mB- access-cont

renot e- oper ati ons(4)
eful -definitions(7) versionl(0)};

ract-94}

ract - 94}
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-- Contracts
nms- access-contract-94 CONTRACT :: = {
CONNECTI ON nms- connect

I NI TI ATOR CONSUMER OF {retrieval | ns-subm ssion |

I D id-crt-nms-access-94 }
nms- access-contract-88 CONTRACT :: = {
CONNECTI ON nms-connect -- with all

I NI TI ATOR CONSUMER OF {retrieval -88 |
1D

submi ssion |
id-crt-nms-access-88 }

Connect i on- package

nms- connect
BLND.

CONNECTI ON- PACKAGE : : = {

nehind

adm ni stration}

1994 extensions omtted --
adm ni stration-88}

UNBI ND
I D

nms- unbi nd
i d-cp-nms-connection }

-- NS Ports

retrijeval PORT ::= {

CONSUMER | NVOKES {summarize | list | fetch | delete |
.-- 1994 extension addition --,

nodi fy}

{alert}

id-pt-retrieval -94 }

SUPPLI ER | NVOKES
ID

retrijeval -88 PORT ::= {
Wth all
CONSUMER | NVOKES {summari ze |
SUPPLI ER | NVOKES {alert}

1D id-pt-retrieval -88 }

list | fetch | delete |

bm ssion PORT ::= {
CONSUMER | NVOKES  { mB- message- submi ssion |
SUPPLI ER | NVOKES {ns- subni ssi on-control}

1D i d-pt-ns-subnission }
-- ATTRI BUTE i nformati on object class
ATTR|BUTE ::= CLASS {
& d AttributeType \UNI QUE,
&Type,
&equal i t yMat ch MATCHI NG RUEE OPTI ONAL,
&substringsMat ch MATCHI NG-RULE OPTI ONAL,
&or deri ngiat ch MATCHING RULE OPTI ONAL,
&nuner ation ENUMERATED {si ngl e- val ued(0),
-- 1994 extension --
&0t her Mat ches MATCHI NG RULE OPTI ONAL }
W TH| SYNTAX {
W TH ATTRI BUTE- SYNTAX &Type,
[ EQUALI TY MATCHI NG: RULE &equal i t yMat ch, ]
[ SUBSTRI NGS MATCHMNG- RULE  &subst ri ngsMat ch, ]
[ ORDERI NG MATCHLNG- RULE &or deri nghat ch, ]
[ OTHER MATCHING-"RULES &0t her Mat ches, |
NUMERATI ON &numer at i on,
ID & d }
Attrilbut e :«=uSEQUENCE {

at triCbut e-type
at't\wi'but e- val ues

ATTRIBUTE. & d ({AttributeTable}),
SEQUENCE SI ZE (1..

1994 extensions to the abstract-operations absent
regi st er -\Ws}

ns- probe- subni ssion |

regi ster-M,

ns- cancel - def erred-del i ver

mul ti-valued(1)},

ub-attribute-val ues) OF ATTRI BUTE. &Type

({AttributeTable} {@ttribute-type

AttributeType ::= OBJECT | DENTI FI ER

-- AUTO ACTI ON i nformati on object class
AUTO- ACTI ON :: = CLASS {
& d Aut 0Act i onType UNI QUE,
&Regi strati onPar anet er OPTI ONAL,
&Errors AUTO- ACTI ON- ERROR OPTI ONAL }

W TH SYNTAX {
[ REG STRATI ON PARAMETER | S
[ ERRORS
| DENTI FI ED BY

&Regi strati onPar anet er]
&Errors]
& d }

Aut oActi onType ::= OBJECT | DENTI FI ER
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Aut oAct i onRegi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),
registration-identifier [0] | NTEGER (1..ub-per-auto-action) DEFAULT 1,
registration-paraneter [1] AUTO ACTI ON. &Regi strati onPar anet er ({AutoActionTabl e}
{@ut o-action-type}) OPTI ONAL}

-- AUTO ACTI ON- ERROR i nformati on obj ect cl ass

AUTO- ACTI ON- ERROR : : = ABSTRACT- ERROR
Aut oActionError ::= SET {
error-code [0] AUTO ACTI ON- ERROR. &error Code ({AutoActi onErrorTable}),
error-paraneter [1] AUTO ACTI ON- ERROR. &Par anet er Type ({Aut oActi onError Tabl e}{@rror-code})
OPTI ONAL}

-- NB- EXTENSI ON i nf or mati on obj ect class

MS- EXTENSI ON : : = TYPE- | DENTI FI ER
MSEx{ensi onltem :: = | NSTANCE OF Ms- EXTENSI ON
MSExfensi ons ::= SEQUENCE Sl ZE( 1. . ub-extensi ons) OF MSExtensionltem

-- CJommon data-types related to the information nodel

Entryd ass ::= | NTEGER {
del i very (0),
-- 1994 extensions --
submi ssi on (1),
draft (2),
st or ed- message (3),
del i very-1og (4),
submi ssi on-1 og (5),
message- | og (6),

auto-action-log (7) } (O..ub-entry-classes)

EntryType ::= | NTEGER {

del i ver ed- nessage (0),
del i ver ed-report (1),
ret urned- cont ent (2),
-- 1994 extensions --
submi tted-nessage (3),
submi tt ed- probe (4),
draft-message (5),
aut o-acti on-event (6) }

SequénceNunber ::= | NTEGER (0(. ub- messages)
Retrileval Status ::= | NTEGER {

new (0),

listed (1),

processed (2}
MessageG oupNane”+: = SEQUENCE Sl ZE( 1. . ub- group-depth) OF G oupNanePart

GroupNanmePRart ::= General String (S| ZE(1.. ub-group-part-Iength))

-- NB-bi nd abstract-operation

ns- bi nd ABSTRACT- OPERATI ON :: = {
ARGUVENT MSBi ndAr gurrent
RESULT MSBi ndResul t
ERRORS {ms-bind-error} }

MSBi ndAr gunment ::= SET {
initiator-nane ORAddr essAndOr Di r ect or yNane,
initiator-credentials [2] InitiatorCredentials,
security-context [3] IMPLICIT SecurityContext OPTI ONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none--,
nms- confi guration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] Registrationldentifier OPTI ONAL,
bi nd- ext ensi ons [ 7] MSExt ensi ons OPTI ONAL}
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Restrictions ::= SET {
al | owed- cont ent -t ypes [0] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI ER OPTI ONAL
--default is no restriction--,
al | owed- El Ts [1] MS-EITs OPTIONAL --default is no restriction--,
maxi mumattribute-length [2] | NTEGER OPTI ONAL --default is no restriction--}

MS-ElTs ::= SET SIZE (1..ub-encoded-information-types) OF M5-EIT
MS-EIT ::= OBJECT | DENTI FI ER
Regi strationldentifier ::= PrintableString (SIZE(1..ub-ua-registration-identifier-Ilength))
MSBi ndResult ::= SET {
responder -credential s [2] ResponderCredenti al s,
avail abl e-aut o-actions [3] SET SIZE (1..ub-auto-actions) OF AUTO ACTION & d

({Aut oActi onTabl e}) OPTI ONAL,
avail abl e-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI(ONAL,

al ert-indication [5] BOOLEAN DEFAULT FALSE,
content-types-supported [6] SET SIZE (1..ub-content-types) OF OBJECT | DENTI FI/ER OPTI QNAL,
-- 1994 extensions --
entry-cl asses-supported [7] SET SIZE(1..ub-entry-classes) OF EntryC ass OPTI ONAL,
mat chi ng-rul es- support ed [8] SET SIZE(1..ub-matching-rules) OF OBJECT LDENTI FI ER OPTI QNAL,
bi nd-resul t - ext ensi ons [9] MSExtensions OPTI ONAL,
message- gr oup- dept h [10] I NTEGER (1..ub-group-depth) OPTI ONAL,
aut o-action-error-indication [11] AutoActi onErrorlndi cati on OPTI ONAL,
unsupport ed- ext ensi ons [12] SET Sl ZE(1.. ub-extensions) OF OBJECK I'DENTI FI ER OPTI ONAL,
ua-regi stration-id-unknown [13] BOOLEAN DEFAULT FALSE,
servi ce-information [14] General String (SIZE(1..ub-servj-ce-i nformation-1|ength))
OPTI ONAL }
nmodi f|y-capability MS-EXTENSION :: = {

NULL | DENTI FI ED BY i d-ext-nodi fy-capability }

nmodi fy-retrieval -status-capability MS-EXTENSION ::= {
NULL | DENTI FI ED BY id-ext-nodify-retrieval -status-capability }

pr ot ¢ct ed- change-credenti al s-capability MS-EXTENSI ON/S= {
ChangeCredenti al sAl gorithns | DENTI FI ED BY i d-exi- protect ed- change-credenti al s-capability }

ChangeCredential sAlgorithns ::= SET OF OBJECT [‘DENTI FI ER
Aut ofcti onErrorlndication ::= CHO CE {
i ndication-only [0] NULL,
auto-action-1og-entry [1] SeguenceNunber }
nms- bijnd- error ABSTRACT- ERROR :: = {
PARAMETER CHO CE {
unqual i fied-error Bi hdPr obl em
£- 1994 extension --
qualified-error SET {
bi nd- probl em [0] Bi ndProbl em
suppl emrent ary<i*hformation [1] General String (SIZE(1..ub-suppl ementary-info-Iength))
OPTI ONAL,
bi nd- ext ensi'‘on-errors [2] SET Sl ZE(1..ub-extensions) OF OBJECT | DENTI FI ER OPTI ONAL} }
Bi ndipr obl em : ;. =\ENUMERATED {
aut hentihcati on-error (0),
unacceéptiabl e- security-cont ext (1),
unable=t o- est abl i sh-associ ation (2),
p -- 1994 extension addition -- |,
bind- ext ensi on- pr obl em (3),

i nadequat e- associ ati on-confidentiality (4) }

-- MS Unbi nd abstract-operation

nms- unbi nd ABSTRACT- OPERATI ON : : = enpt yUnbi nd

-- Common dat a-types

Range ::= CHO CE {
sequence- nunber-range [0] Nunmber Range,
creation-tine-range [1] Ti meRange }
Nunmber Range ::= SEQUENCE {
from [0] SequenceNunber OPTIONAL -- omitted means no | ower bound--,
to [1] SequenceNunber OPTIONAL -- omitted means no upper bound--}
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Ti neRange :: = SEQUENCE {
from [0] CreationTine OPTIONAL -- omitted means no | ower bound--,
to [1] CreationTine OPTIONAL -- omitted neans no upper bound--}
CreationTime ::= UTCTi me
Filter ::= CHO CE {
item [0] Filterltem
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }
Filterltem::= CHO CE {
equality [0] AttributeVal ueAssertion,
substrings [1] SEQUENCE {
Type ATTRIBUTE. & d ({Atributerabl e}y,
strings SEQUENCE OF CHO CE {
initial [0] ATTRI BUTE. &Type ({Attri buteTabl e} {@ubstrings.type});
any [1] ATTRI BUTE. &Type ({Attri buteTabl e} {@ubstrings.type}),
final [2] ATTRI BUTE. &Type ({AttributeTable} {@ubstrings.type})} },
greater-or-equal [2] AttributeVal ueAssertion,
| ess-or-equal [3] AttributeVal ueAssertion,
present [4] ATTRIBUTE. & d ({AttributeTable}),

approxi mate-match [5] AttributeVal ueAsserti on,
-- 1994 extension --

ot her-mat ch [6] MatchingRul eAssertion }
Mat clhi ngRul eAssertion ::= SEQUENCE {

mat chi ng-rul e [0] MATCHI NG RULE. & d( { Mat chi ngRul eTabl e}),

attribute-type [1] ATTRI BUTE. & d,

mat ch- val ue [2] MATCHI NG RULE. &AssertionType ({Matchi ngRul’'eTabl e} {@mtching-rule})}
Attrilbut eVal ueAssertion ::= SEQUENCE {

attribute-type ATTRIBUTE. & d ({AttributeTable}),
attribute-val ue ATTRI BUTE. &Type ({AttributeTabl e} {@ttribute-type}) }

Sel e¢tor ::= SET {

child-entries [0] BOOLEAN DEFAULT FALSE,

range [1] Range OPTIONAL -- default is<unbounded --,

filter [2] Filter OPTIONAL -- defaulteis all entries within the specified range --,

limt [3] INTEGER (1..ub-nessages)OPTI ONAL,

override [4] OverrideRestrictions OPTHONAL -- by default, --

-- any fetch-gestrictions in force apply-- }

OverfideRestrictions ::= BI T STRI NG {

override-content-types-restriction (0),

override-El Ts-restriction (1),

override-attribute-length-restriction (2) } (SIZE (1.. ub-restrictions))
Entryl nformationSel ection ::=\SET SIZE (0..ub-per-entry) OF AttributeSel ection

AttrilbuteSel ection ::= SET {

type ATTRI BUTEL&)d ({AttributeTable}),

from [0] |INTEGER (1..ub-attribute-values) OPTIONAL --used if type is multi val ued--,
count [1] A'NFEGER (O0..ub-attribute-values) OPTIONAL --used if type is multi valued-- }

Ent ryI nf or mat i on>+" = SEQUENCE {
sequence- nunmber SequenceNunber,
attrihubes SET SIZE (1..ub-per-entry) OF Attribute OPTI ONAL,

-- 1994 extension --
val'ue- count - exceeded [0] SET SIZE(1..ub-per-entry) OF AttributeVal ueCount OPTI ONAL }

AttributeVal ueCount ::= SEQUENCE {
type [0] ATTRIBUTE. & d ({AttributeTable}),
t ot al [1] | NTEGER }
MSSubmi ssi onOptions ::= SET {
obj ect-entry-cl ass [0] Entryd ass (subm ssion|subnm ssion-1og|draft) OPTI ONAL,
di sabl e- aut o- nodi fy [1] BOOLEAN DEFAULT FALSE,
add- nessage- gr oup- nanmes [2] SET SIZE(1..ub-nmessage-groups) OF MessageG oupName OPTI ONAL,
nms- submi ssi on- ext ensi ons [3] MsExtensions OPTI ONAL }
originator-token M5 MS-EXTENSI ON :: = {
Ori gi nat or Token | DENTI FI ED BY i d- ext-ori gi nator-token }
Ori gi nat or Token ::= MessageToken ( CONSTRAI NED BY {
-- Must contain an asymetric-token with an encrypted-data conponent -- } )
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originator-certificate-sel ectors-override MS-EXTENSION ::= {
CertificateSel ectors (WTH COVPONENTS{
message- ori gi n-aut henti cati on ABSENT}) | DENTI FI ED BY
id-ext-originator-certificate-sel ectors-override }

ComonSubmi ssi onResults ::= SET {
created-entry [0] SequenceNurmber OPTI ONAL,
aut o-action-error-indication [1] AutoActionErrorlndicati on OPTI ONAL,

ms- subm ssion-result-extensions [2] MSExtensions OPTI ONAL }

-- Retrieval Port abstract-operations

summari ze ABSTRACT- OPERATI ON :: = {
ARGINVENF SeHFaF+Z e A gHrent
RESULT Sunmari zeResul t
ERRORS {attribute-error | invalid-paranmeters-error | range-error |

security-error | service-error,
. -- 1994 extension additions -- |,
entry-class-error | ns-extension-error}

CODE op- sunmari ze }
Surmgri zeArgunment ::= SET {
entry-cl ass [0] Entryd ass DEFAULT delivery,
sel ector [1] Selector,
summary-request s [2] SEQUENCE Sl ZE (1..ub-sunmmaries) OF ATTRIBUTE/& d ({AttributeTabl e

OPTI ONAL -- absent if no summaries are“requested--,
-- 1994 extension --
summari ze-extensions [3] MSExt ensions OPTI ONAL }

Summgri zeResul t:: = SET {
next [0] SequenceNurmber OPTI ONALg
count [1] I NTEGER (0. .ub-nmessages)v-- of the entries selected--,
span [2] Span OPTIONAL -- of sthe entries selected,
-- omitted if count is zero --,
sunmari es [3] SEQUENCE Sl ZE (1. wJb-sunmaries) OF Sunmary OPTI ONAL,

-- 1994 extension --
summari ze-resul t-extensi ons [4] MSExt ensi ons SORTI ONAL }

Span|:: = SEQUENCE {
| onest [0] SequenceNumnber,
hi ghest [1] SequenceNunber }

Summgry ::= SET {

SEQUENCE {
type ATTRIBUTE. & d ({AttributeTable}),
val ue ATTRI BUTE. &Type ({AttributeTable} {@type}),

count I NTEGER (1..ub-nmessages)} OPTI ONAL }
|'i st | ABSTRACT- OPERAT ON : : = {
ARGUVENT Li st Ar gunent
RESULT Li st Resul t
ERRORS {attribute-error | invalid-paranmeters-error | range-error |

security-error | service-error,
-- 1994 extension additions -- |,
entry-class-error | ns-extension-error}
hl

absent [0] [|INTEGER (1..ub-nessages) OPTIONAL --count of entries where attribute is absen
present [1] SET SIZE (1..ub-attribute-values) OF --one for each attribute val ue present--

O 1 +
ep—H-st—1
Li st Argunent ::= SET {
entry-cl ass [0] Entryd ass DEFAULT delivery,
sel ector [1] Selector,

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --

i st-extensions [4] MSExtensions OPTI ONAL }
Li stResult ::= SET {
next [0] SequenceNumber OPTI ONAL,
request ed [1] SEQUENCE Sl ZE (1..ub-nmessages) OF Entrylnformati on OPTI ONAL

--onmitted if none found--,
-- 1994 extension --
list-result-extensions [2] MSExtensions OPTI ONAL }
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fetch ABSTRACT- OPERATI ON :: = {
ARGUVENT Fet chAr gunment
RESULT Fet chResul t
ERRORS {attribute-error | fetch-restriction-error | invalid-parameters-error |

range-error | security-error | sequence-nunber-error | service-error,
. -- 1994 extension additions -- |,
entry-class-error | ns-extension-error}

CODE op-fetch }
Fet chArgunment ::= SET {
ENntry-clhdadss LUl ENtTYyU d5S DEFAULT derTvery,
item CHO CE {
sear ch [1] Sel ector,
preci se [2] SequenceNunber},

requested-attributes [3] EntrylnformationSel ecti on OPTI ONAL,
-- 1994 extension --

f et ch- ext ensi ons [ 4] MSExt ensi ons OPTI ONAL }

FetchResult ::= SET {
entry-information [0] Entrylnformation OPTIONAL --if an entry was-Sel ect ed- -,
list [1] SEQUENCE Sl ZE (1..ub-nmessages) OF SequenceNumber OPTI ONAL,
next [2] SequenceNurmber OPTI ONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTI ONAL }

del ef e ABSTRACT- OPERATI ON :: = {
ARGUVENT Del et eAr gurmrent
RESULT Del et eResul t
ERRORS {del ete-error | invalid-parameters-error | range-error | security-error |

sequence-nunber-error | servi.céyerror,
-- 1994 extension additilons --
entry-class-error | ns-extension-error}

CODE op-delete }
Del e eArgunment ::= SET {
entry-cl ass [0] Entryd ass DEFAULT delivery,
itens CHO CE~§
sel ector [1] Selector,

sequence-nunbers’ [2] SET SIZE (1..ub-nmessages) OF SequenceNumber },
£-)1994 extension--
del et e- ext ensi ons(C~}3] MSExt ensi ons OPTI ONAL }

Del efeResult ::=z"CHO CE {
del et e- pesult - 88 NULL,
-- 1994 extension --
del ete<result-94 SET {
entries-del eted [0] SEQUENCE SI ZE(1..ub-nessages) OF SequenceNumber OPTI ONAL

del ete-result-extensions [1] MSExtensions OPTIONAL } }

regi ster- M5 ABSTRACT- OPERATI ON :: = {
ARGUVMENT Regi st er - MSAr gunent
RESULT Regi st er - MSResul t
ERRORS {attribute-error | auto-action-request-error | invalid-paranmeters-error |

security-error | service-error | old-credentials-incorrectly-specified |
new- cr edenti al s- unaccept abl e,
-- 1994 extension additions -- |,
message- group-error | ms-extension-error | register-ns-error}
CODE op-regi ster-nms }
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Regi st er - MSArgunent ::= SET {
aut o-action-regi strations

aut o-acti on-deregi strations
list-attribute-defaults
fetch-attribute-defaults
change-credential s

ol d-credential s

new- credential s
user-security-1abels

ua-regi strations

[0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTI ONAL,
[1] SET SIZE (1..ub-auto-registrations) OF
Aut oAct i onDer egi strati on OPTI ONAL,
[2] SET SIZE (O..ub-default-registrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAL,
[3] SET SIZE (O..ub-default-registrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAL,
[4] SEQUENCE {
[0] Credentials (WTH COVPONENTS {sinple}),
[1] Credentials (WTH COVPONENTS {sinple})} OPTI ONAL,
[5] SET SIZE (1..ub-1abel s-and-redirections) OF Securitylabel
OPTI ONAL,
-- 1994 extensions--
[6] SET SIZE(1..ub-ua-registrations) OF UARegi strati on OPTI ONAL,

subm ssion-defaul ts
message- group-regi strations
regi stration-status-request

regi st er-ns- ext ensi ons [10] MSExtensions OPTI ONAL }
Aut ofct i onDeregi stration ::= SEQUENCE {
aut o-action-type AUTO- ACTI ON. & d ({Aut oActionTabl e}),

registration-identifier

UARegi stration ::= SET {
ua-registration-identifier
ua-list-attribute-defaults

ua-fetch-attribute-defaults

ua- subm ssion-defaul ts
content-specific-defaults

MessageG oupRegi strations ::= SEQUENCE SI ZE(1. . ub-defaul't-registrations) OF CHO CE {

regi ster-group [0]
der egi st er-group [1]
change-descriptors [2]

Mess@geG oupNaneAndDescri ptor ::=
message- gr oup- nane [0]
message- gr oup- descri ptor [1]

Regi $trati onTypes ::= SET {

regi strations [0]
aut o-action-regjstrati
list-attribGte-default
f et ch- at taiblt e- def aul
ua- r egisty-ati ons
submi ssihon- def aul ts

ext ended=x'egi strations [1]
restrjctsmessage-groups [2]

Messqge& oupsRestriction ::= SET {

message- group-regi strations (5) } OPTI ONAL,

[ 7] MsSubm ssi onOptions OPTI ONAL,
[8] MessageG oupRegi strations OPTI ONAL,
[9] RegistrationTypes OPTI ONAL,

[0] I NTEGER (1..ub-per-auto-action) DEFAULT 1 }

[0] Registrationldentifier,

[1] SET SI ZE(O. . ub-default-registrations) OF ATTRI BUTE. & d
(FAttributeTabl e}) OPTI ONAL,

[2] SET SIZE(O..ub-default-registrations) OF ATTRI BUTE. & d
({AttributeTabl e}) OPTI ONAL,

[3] MSSubni ssionOptions OPTNONAL,

[4] MSExtensions OPTI ONAL ‘%

MessageG oupNaneAndDescri pt or,
MessageG oupNarne,
MessageG oupNaneAndDescri ptor }

SET {
MVessageG oupNane,
General String (SIZE(1.. ub-group-descriptor-length)) OPTI ONAL

BI T STRI NG {
ons (0),
s (1),
ts (2),
(3),
(4),

SET OF MS- EXTENSI ON. & d OPTI ONAL,
MessageG oupsRestriction OPTI ONAL }

par ent - gr oup
i mredi at e- descendant s-only
om t-descriptors

[0] MessageG oupName OPTI ONAL,
[1] BOOLEAN DEFAULT TRUE,
[2] BOOLEAN DEFAULT TRUE }

prot ect ed- change-credentials MsS-EXTENSION :: = {

Pr ot ect edChangeCredential s |

DENTI FI ED BY i d- ext - pr ot ect ed- change- cr edenti al s}

Pr ot ect edChangeCredential s ::= SEQUENCE {
algorithmidentifier [0] I MPLICIT OBJECT | DENTI FI ER,
ol d-credential s InitiatorCredentials (WTH COWONENTS { protected PRESENT } ),
password-delta [2] IMPLICIT BIT STRING }

116 ITU-T Rec. X.413 (1999 E)


https://standardsiso.com/api/?name=f3b9b48b2b35c165272aacc39f0f490a

