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Foreword

ISO (the International Organization for Standardization) and IEC (the

International Electrotechnical Commission) form the specialized system

for

worldwide standardization. National bodies that are members of ISO or IEC

partrcr andards through techy

ical

committees established by the respective organization to deal with particutarfields
of technical activity. ISO and IEC technical committees collaborate iffields of
mutual interest. Other international organizations, governmental ‘and fon-

governmental, in liaison with ISO and IEC, also take part in the work:

In the field of information technology, ISO and IEC have eStablished a joint

technical committee, ISO/IEC JTC 1. Draft International Standards adopted by

the

Joint technical committee are circulated to national bodies for voting. Publicdtion
as an International Standard requires approval by 4t Ieast 75 % of the natipnal

bodies casting a vote.

International Standard ISO/IEC 10021-5, was prepared by Joint Techi]
Committee ISO/IEC JTC 1, Informatigntechnology, Subcommittee SQ

ical
18,

Document processing and related communication, in collaboration with ITU-T.

The identical text is published as ITU-T Recommendation X.413.

This third edition is a revision of‘the second edition (ISO/IEC 10021-5:1994).

ISO/IEC 10021 consists of.the following parts, under the general title Information

technology — Message Handling Systems (MHS):

—  Part I: Systeni-and Service Overview
—  Part 2:'Overall Architecture
—  Parf3: Abstract Service Definition Conventions

— , Part 4: Message Transfer System: Abstract Service Definition
Procedures

= Part5: Message Store: Abstract Service Definition

—  Part 6: Protocol Specification

—  Part 7: Interpersonal Messaging System

—  Part 8: Electronic Data Interchange Messaging Service

—  Part 9: Electronic Data Interchange Messaging System

Annexes A to F form an integral part of this part of ISO/IEC 10021. Annexes

T are for information only.

nd

vil
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Introduction

This Recommendation | International Standard is one of a series of Recommendations | International Standards
Message Handling in a distributed open systems environment.

Meomge H'mdling ‘nmvidm for the Px(‘hnnge of messages between users on a store-and-forward basis_ A

defining

message

submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and deliveredrt one or

moile other users (the recipients).

Thif Recommendation | International Standard defines the Message Store abstract-service (MS abstrdet-service) which

critmbrnt e s mcca e et arral Feaas A AA s cnnn Qb IMAQCY nn A e nccn v el oot el L Ll AAQ b KA v T 1
SUPPOTLS THESSAEC-TCUICVAL ITOTI d IVICSSagC OSLUIT (VIO ) dlll THESSAZC-SUDIMISSION tNrougn ne ivio 17d IvIESSage ridindlil

System (MHS). The MS abstract-service also provides message-administration services, as defined by the Nlessage

Trapsfer System (MTS) abstract-service.

viii
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE STORE: ABSTRACT SERVICE DEFINITION

(E)

SECTION 1 - GENERAL

1

Scope

This Rpcommendation | International Standard defines the Message Store abstraCtssérvice. This abstract-servic
providgd by the Message Store access protocol (specified in ITU-T Rec. X.419 | ISO/IEC 10021-6) in conjunction
the MTS abstract-service (defined in ITU-T Rec. X.411 | ISO/IEC 10021-4)\ tfogether with the Remote Operat
Servicel Element (ROSE) services (defined in ITU-T Rec. X.219 | ISOAEC 9072-1). The abstract-syntax for
applicafion-layer protocols used in this Recommendation | InternationdD) Standard is defined in ITU-T Rec. X.6
ISO/IE( 8824-1.

Other

ISO/IEC 10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 1002
providgs an architectural overview of the MHS. ITU-T Rec:X.420 | ISO/IEC 10021-7 defines the abstract-service
Interpefsonal Messaging and defines the format of Interpersdnal Messages.

Section|

Clause p describes the MS model. Clause 7 defines‘the semantics and abstract-syntax of the MS-bind and the MS-unt
abstracf-operations. Clause 8 defines the semantics and abstract-syntax of the operations of the MS abstract-sery
Clause P defines the semantics and abstract-syntax of the errors of the abstract-service.

Section| 3 of this Recommendation |(International Standard defines the general-attribute-types, general-matching-ru
and gemeral-auto-action-types related to the MS. Clause 10 contains an overview. Clause 11 defines the semantics
abstracf-syntax of the generalfatiribute-types. Clause 12 defines the semantics and abstract-syntax of the geng
matchipg-rules. Clause 13 defines the semantics and abstract-syntax of the general-auto-action-types.

Section| 4 of this Recompiendation | International Standard describes the procedures for Message Store and the p
realizafion. Clause {4 contains an overview. Clause 15 describes how the Message Transfer System abstract-servig
consumjed. Clausé 16 describes how the Message Store abstract-service is supplied. Clause 17 describes how the
ports atle realized:

P IS
vith
ons
the
B0 |

Recommendations | parts of ISO/IEC 10021 define other, aspects of the MHS. ITU-T Rec. F.400/X.400 |

1-2
for

2 of this Recommendation | International“Standard contains the Message Store abstract-service definitjon.

ind
ice.

les,
and
ral-

orts
e is
MS

The requirements for conformance to this Recommendation | International Standard are stated in clause 10 of IT
Rec. X A9 TISOAECT0021=6:

2

[J-T

Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.413 (1995 E)
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2.1 Reference Model references

This Recommendation | International Standard cites the following Reference Model specification:

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

2.2 Presentation references
MThic Dannmandatinm | Tntarmatinna 1 Ctandard ritag tha fallauwing Deacantatinm crmanifirnntinnmos
LIS NCCulLHiciuactiusl | llllCllldllUllal LLalualu viied v lUIlUWlllé I leClllallUll Dpcblllbdll\)llb

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

-~ ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Absiact Syntax
Notation One (ASN.1): Constraint specification.

TTIT_.T Rarcamment latian A0N 11004 | TCNOH/TEC QQ

1.100Q%
- 11uU-1 l\Cb\lllllllCllU(—lll\Jll /\ \J7U L1Z77) 110oVUr1LC O

()25 L1770, IIU(IIIILull(IIl lCLIlll(/L(/b'y —“QIV l’ €ii (/dl’ig
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

2.3 Remote Operations references

This|Recommendation | International Standard cites the following Remote Operations.specification:

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations.: Concepts, model and notation.

2.4 Directory references

Thig Recommendation | International Standard cites the following‘Directory specitications:

— ITU-T Recommendation X.501 (1993) | ISOAEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models.

—  ITU-T Recommendation X.509 (1993} KISO/IEC 9594-8:1995, Information technology — Open Systems
Interconnection — The Directory: Authentication framework.

— ITU-T Recommendation X.520%1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems
Interconnection — The Directoyy! Selected attribute types.

2.5 Message Handling references

Thi§ Recommendation | Internatiopal Standard cites the following Message Handling System specifications:

—  ITU-T Recommendation F.400/X.400 (1993), Message handling services: Message handling syst¢m and
service gverview.

ISO/IEO) 10021-1:1996, Information technology — Message Handling Systems (MHS) — Part 1:|System
and'service overview.

- «JDU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1996, Information technology — Message
Handling Systems (MHS): Overall architecture.

-~ ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4: 1996 [nformation technology — Message

Handlina (‘ SEEHES /A/H-l(‘\ Messqoe n-nnrfov system—Abstract-serpicedea oo
CHHEHHHL 7o) w4 SEFHHEE uLJt HHHOH—GH pul.l FOCeates:

—~ ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1996, Information technology — Message
Handling Systems (MHS): Protocol specifications.

—  ITU-T Recommendation X.420V | ISO/IEC 10021-7..1, Information technology — Message Handling
Systems (MHS): Interpersonal messaging system.

) Presently at the stage of draft.

2 ITU-T Rec. X.413 (1995 E)
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3 Definitions

3.1 Common Definitions for MHS
For a list of the common definitions for MHS refer to ITU-T Rec. X.402 | ISO/IEC 10021-2.

3.2 Message Store Definitions
For the purposes of this Recommendation | International Standard the following definitions apply:

3.2.1 abstract-association: An abstract binding between two communication partners. In this Service Definition, the

binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and the MTS
for the provision of the MTS abstract-service

3.2.2 Administration Port: A port which supports the administration services (of the MTS) within the MS{abstfact-
servicg.

3.2.3 Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-userthat a mesage
or repqrt has been delivered to the MS. May be issued only over an existing abstract-association.

3.24 attribute: The information of a particular type appearing in an entry.
3.2.5 attribute-type: That component of an attribute which indicates the class of inforfhation given by that attritjute.
3.2.6 attribute-value: A particular instance of the class of information indicated by an attribute type.

3.2.7 attribute-value-assertion: A proposition, which may be true, false, or‘undefined, concerning the values ¢f an
attribufe in an entry.

3.2.8 auto-action: Actions that are performed automatically by he/MS according to instructions previdusly
registeyed by the MS-user.

3.2.9 Auto-action-log: An entry-class which contains entries-that record the performance of certain auto-actions by
the M§.

3.2.10| auto-action-event: An entry of the Auto-action-Jog entry-class which represents an auto-action execution
3.2.11| auto-action-type: The type of an auto-action, e.g. Auto-alert.
3.2.12| Auto-alert: An auto-action which alerts\the MS-user when a message or report is delivered.

3.2.13| Auto-correlate-reports: An auto-action which correlates delivery reports with the originally submiitted
messages or probes to which they are related.

3.2.14| Auto-delete: An auto-action’that deletes messages whose storage period has expired.

3.2.15| Auto-forward: A clas$ of auto-actions which causes the MS to forward a delivered message to one or fore
recipignts. As the definition.of?’Auto-forward is content-specific, it is not defined in this Service Definition. Rather, pach
type of Auto-forward autozaction is defined in the Specification for the content-type concerned.

3.2.16] Auto-modify: An auto-action which applies modifications to the attributes of newly created entries.

3.2.17| child-entry: An entry immediately subordinate to another entry (its parent-entry) in a tree-structured
relatiopship.SAu entry which is not a child-entry is a main-entry.

3.2.18| “child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A parent-entry| has
one value of child-sequence-number for each child-entry it possesses.

3.2.19  constraining set: An information object set used to constrain the values of related components within a Set or
Sequence. See ITU-T Rec. X.682 | ISO/IEC 8824-3.

3.2.20  content-specific: Describes a specification or action whose effect depends on the content-type of the message
being handled.

3.2.21  creation-time: An attribute which records the date and time at which the entry was created by the MS.
3.2.22  Delete abstract-operation: An abstract-operation used to delete one or more entries of a specified entry-class.

3.2.23  delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content
of a delivered-message.

ITU-T Rec. X.413 (1995 E) 3
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3.2.24  delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-
message.

3.2.25  delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-report.

3.2.26  Delivery: An entry-class which contains entries that represent messages and reports delivered by the MTS to
the MS.

3.2.27 Delivery-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and reports delivered by the MTS to the MS.

3.2.28 Draft: An entry-class which contains draft-message entries.

3.2.29  draft-message: An entry of the Draft entry-class which represents a message not yet submitted to the MTS.

3.2.3) entry: An information object stored in the MS. See 3.2.17, 3.2.45, and 3.2.61 for further classificatjon of
entrig

o

3.2.3]l  entry-class: A category of entry which represents a particular type of information object. The principal pntry-
classgs are the Stored-message, the Message-log and the Auto-action-log entry-classes.

3.2.30  entry-information: A parameter, used in abstract-operations, which conveys selected-information fr¢m an
entry|

3.2.38  entry-information-selection: A parameter, used in abstract-operations, which indicates what informatior from
an entry is being requested.

3.2.34  entry-type: An attribute which indicates whether an entry contains a,delivered-message, a delivered-report, a
returfed-content, a submitted-message, a submitted-probe, a draft-message or anauto-action-event entry.

3.2. Fetch abstract-operation: An abstract-operation which allows$. an unrestricted set of attribute informatipn for
one delected entry of a specified entry-class to be fetched from the MS by the MS-user.

3.2 fetch-restrictions: Restrictions, imposed by the MS-usér,“on the type of information it is prepared to rgceive
as a fesult of Fetch. The possible restrictions are on attribute-length, content-types and encoded information types.

3.2.37 filter: A parameter, used in abstract-operations;Which applies a test to a particular entry and is either safisfied
or nqt by that entry.

3.2.38 filter-item: An assertion about the presénce or value(s) of an attribute of a particular type in an entry|under
test. Each such assertion is either true, false, oyundefined.

3.2.39 forwarding-request: A parameter that may be present in the argument of the MS-message-subnjission
abstrfact-operation, invoked by the MStusér, to request that a stored message is forwarded from the MS.

3.2.40 general-attribute: Anattribute which is valid for all types of messages and reports, independent of cqntent-
type| Only attributes of this type are defined in this Service Definition.

3.241 general-auto-actions: An auto-action which is valid for all types of messages and reports, independent of
contgnt-type. Only autosactions of this type are defined in this Service Definition.

3.2.42 grade: Defined in 5.2 of ITU-T Rec. X.402 I ISO/IEC 10021-2.

3.243 limit> A component of the selector parameter which specifies the maximum number of selected entrie§ to be
retulnedAn the result of an abstract-operation.

3.2.44 istabstract-operation: abstra ation-which-a S
and requests certain attribute information to be returned for those entries.

3.2.45 main-entry: An entry which may form the root of a set of related entries, organized in a tree-structured
tfashion. Zero or more child-entries may be associated with a main-entry.

3.2.46  matching-rule: A rule which allows entries to be selected by making assertions concerning their attribute-
values.

3.2.47 message-group: A set of related entries. An entry’s message-group-name attribute indicates the message-
groups of which it is a member.

3.2.48 Message-log: An entry-class which incorporates all entries of the Submission-log and Delivery-log entry-
classes.

4 ITU-T Rec. X.413 (1995 E)
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3.2.49  Message-submission abstract-operation: An abstract-operation the MS invokes to submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain content-specific auto-actions are performed.

3.2.50  Modify abstract-operation: An abstract-operation used to modify the attributes of one or more entries within
an entry-class.

3.2.51  MS abstract-service: The set of capabilities that the MS offers to its users by means of its ports.

3.2.52  MS abstract-service-user: The user of the MS abstract-service. An end-user may employ different UAs, at
different times, to act as the MS-abstract-service-user when accessing the MS abstract-service.

3.2.53  MS abstract-service-provider: The MS which provides the MS abstract-service.

3.2.54  MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to submit a
messagetotie MTS~amd-optiomatty storeaTopy ), or 1o Store @ draft message.

3.2.55 MS-probe-submission abstract-operation: An abstract-operation which enables the MS-user t&)submlit a
probe tp the MTS, and optionally store a copy.

3.2.56 | MS-submission Port: A port which supports the MS-submission services of the MS abstract-service. [The
MS-subpmission abstract-service offers the same services as the Message-submission abstract-service (of the MITS
abstracf-service), and in addition, offers services for the storage of submitted messages, the“logging of submitted
messages, and the forwarding of messages residing in the MS.

3.2.57 | MS-submission-options: A parameter used in abstract-operations and auto-actions to determine whethpr a
message or probe is to be submitted to the MTS, or stored in the MS, or both submittedand stored.

3.2.58 | MS-user: A shorter form of “MS abstract-service-user’.
3.2.59 | multi-valued attribute: An attribute which may have several valuesassociated with it.

3.2.60 | override: A component of the selector parameter which indicates that previously registered restrictions for the
perfornpance of theis Fetch abstract-operation shall not apply in this instance of the abstract-operation.

3.2.61 | parent-entry: An entry immediately superior to one or_miore child-entries. A parent-entry which is not a cHild-
entry of some other entry is a main-entry.

3.2.62 | parent-sequence-number: A sequence-numbef Which identifies a child-entry’s parent-entry. Each child-e htry
has ong value of parent-sequence-number.

3.2.63 | partial-attribute-request: A form of the entry-information-selection parameter which requests the returp of
selecteq values only, from a multi-valued attrfibute. See 3.2.33.

3.2.64 | range: A parameter used in abstract-operations to select a contiguous sequence of entries of a specified enry-
class.

3.2.65 | Register-MS abstract-pperation: An abstract-operation which allows the MS-user to register informafion
relevan to its interworking with the MS.

3.2.66 | registration: dnformation which is registered with the MS and stored between abstract-associations (yntil
changedl by the Registef-MS abstract-operation). See 3.2.65.

3.2.67 | registration-identifier: An identifier for one particular set of registration parameters for an auto-action-typg.

3.2.68 | Retrieval Port: A port which supports the retrieval services of the MS abstract-service.

3.2.69 —Terrfeval-statusT AN atribute which records whether an entry has been retrieved from the MS by the MS-user.
Possible values are new, listed and processed.

3.2.70  returned-content: An entry of the Delivery entry-class which contains the returned content of a previously
submitted message.

3.2.71  selector: A parameter used in abstract-operations to select entries of a specified entry-class.

3.2.72  sequence-number: An attribute which unambiguously identifies an entry. Sequence-numbers are allocated in
ascending order.

3.2.73  single-valued attribute: An attribute which may have one value only associated with it.

3.2.74  Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry-classes.

ITU-T Rec. X.413 (1995 E) 5
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3.2.75 Submission: An entry-class which contains entries that represent messages and probes which have been
submitted to the MTS via the MS.

3.2.76  Submission-log: An entry-class which contains entries that provide, for logging purposes, a restricted
representation of messages and probes which have been submitted to the MTS.

3.2.77 submitted-message: An entry of the Submission or Submission-log entry-classes which represents a
submitted-message.

3.2.78 submitted-probe: An entry of the Submission or Submission-log entry-classes which represents a submitted-
probe.

3.2.79 subscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
availability and use of optional MS features. This Service Definition assumes that such an agreement can be made, but
doeq not prescribe the method by which it 1s made.

3.2.80 Summarize abstract-operation: An abstract-operation which provides an overview of the kind afid aurpber of
entr{es of some entry-class which are currently stored in the MS.

3.2.81 UA-registration: Information registered with the MS which is specific to one of a user’s UAS. See 3.2.46.

4 Abbreviations

Thel|abbreviations used in this Service Definition are defined in clause 5, and in ITUXTWRec. X.402 | ISO/IEC 14021-2,
excgpt where noted below.

ASN.1 Abstract Syntax Notation One
DL distribution-list
EIT encoded-information-type

MASE-88 Message Administration Service Element 1988
MASE-94 Message Administration Service Element 1994
MHS Message Handling Systems

MRSE-88 Message Retrieval Service Elefiient 1988
MRSE-94 Message Retrieval Service-Element 1994

MS Message Store

MSSE Message Submisgion*Service Element

MS-MSSE  MS MessagenSubmission Service Element

MTS Message(Transfer System

ROS Remote-Operations

UA User Agent

UTC Universal Coordinated Time (see ITU-T Rec. X.680 | ISO/IEC 8824-1)
S Conventions

Thip Service Definition uses the descriptive conventions listed below.

5.1 Conventions for abstract-services

This Service Definition uses the following ASN.1-based descriptive conventions for the indicated purposes:
a) To define the information objects of the MS abstract-service, and other data types and values, ASN.1
itself.

b) To define the MS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and
ABSTRACT-ERROR information object classes of ITU-T Rec. X.411 | ISO/IEC 10021-4. These are
derived directly from the corresponding information object classes defined in ITU-T Rec. X.880 |
ISO/IEC 13712-1, which also defines the CONTRACT and CONNECTION-PACKAGE information
object classes.

¢) To define attributes, the ATTRIBUTE information object class of 6.3.3.3.
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d) To define auto-actions, the AUTO-ACTION and AUTO-ACTION-ERROR information object cl
of 6.5.

asses

e) To define matching-rules, the MATCHING-RULE information object class of ITU-T Rec. X.501 |

ISO/TEC 9594-2 (see also 6.3.9.3).

Whenever this Service Definition describes a class of data structure having components, each component is categorized

as one

5.2
This §

For th

In Table 2, for the column headed “Support level by MS”, the sub-heading “Stored-message entry-class” refers t

Stored
refers
this cd

For the columns headed “Presence in” any of deliveredsmessage, delivered-report, returned-message, subm

messal
descri

For th

5.3

of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of

the object (e.g. user) supplying that instance.

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by

this-Service Defimition:
Conventions for attribute-types used in Tables 2 and 3 of clause 11

3

e column headed ““Single/Multi-valued” the following values may occur:

S Single-valued
M  Multi-valued

lumn in Tables 2 and 3:

M Mandatory
O Optional
—  Not supported

be, submitted-probe entry, draft-message, and Auto-action-log entries, the presence of each attribute-ty
bed by one of the following values:

P Always present in the entry because:

—  itis mandatory for generation by the MS; or
—  itis a mandatory or defaulted parameter in the relevant abstract-operation.

C Conditionally present.iiithe entry. It is present if:

— itis supported.by the MS and subscribed to by the user, and
— itis present in ‘an optional parameter in the relevant abstract-operation.

—  Always absent; otherwise.

e columns headedv*Available for List”, and “Available for Summarize”, the following values may occur:
N No
Y «Xes

ervice Definition uses the conventions listed below in its definition of the attribute-types fomthe”MS absfract-
serviceg.

b the

-message (and the Submission, Delivery and Draft) entry-classes, and the-Sub-heading “Message-log entry-class”
to the Message-log (and the Submission-log and Delivery-log) entry<Classes. The following values may occur in

tted-
be is

Conventions for attribute-types used in Table 4 of clause 11

This Service Definition uses the conventions listed below in its definition of the attribute-types for the MS abstract-
service.

For the column headed “Single/Multi-valued”, the following values may occur:

S Single-valued
M  Multi-valued

For the column headed “Source generated by”, the following values may occur:

Amod  Auto-modify auto-action
Md Message-delivery abstract-operation
Mod Modify abstract-operation

ITU-T Rec. X.413 (1995 E)
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MS Message Store

Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation.

54 General font conventions
Throughout this Service Definition, terms are rendered in bold when defined. Terms that are proper nouns are
capitalized, generic terms are not. Multi-word generic terms are hyphenated

5.5 Font conventions for ASN.1 definitions

. . . B .
Thl'( ughuut lllllb SCIVI\.C Dcflllluull, ASI‘V‘} \JblllllLlUllo appear—t Tun\,o n\,w L\Ulll(lll lUIll aud S—ORe—StZe uuu” I than
normal text.

5.6 Rules for ASN.1 definitions

ASN.1 definitions appears both in the body of this Service Definition to aid the exposition, and,again, formally, in
anndxes for reference. If differences are found between the ASN.1 used in the exposition and tHat;formally defined in the
corrgsponding annex, a specification error is indicated.

5.7 Conventions for previous editions of this Service Definition

Thig Service Definition uses the term "1988 Application Contexts" to refer to MS-operation using the ms-access-88 and
ms-fleliable-access-88 Application Contexts originally defined in CCITT Rec. X.419 (1988) and (1992) | ISO/IEC
10021-6:1990. The term "1994 Application Contexts" refers to MS operdtion using the ms-access-94 and ms-r¢liable-
access-94 Application Contexts defined in ITU-T Rec. X.419 (1995) IISO/IEC 10021-6:1990, Amendment 1:1994.

The|abstract-syntax defined in this Service Definition may be mapped to that used in previous editions as follos. All
ASN.1 definitions of object sets and Enumerated types which ¢ontain the ASN.1 extensions marker ("...") are trepted as
if arly extension additions following the marker are absent:For definitions where the extension marker is not used, the
ASN.1 comment "-- /994 extension --" has a similar integpretation. The effect of this is that certain abstract-opefations,
entry-classes, entry-types, attribute-types, matching-tule$, and auto-action-types are not standardized for use ip 1988
Appflication Contexts. In addition, attribute-types and Columns marked with an asterisk (*) in Table 2 are not defiped for
1988 Application Contexts.

SECTION 2 - MESSAGE/STORE ABSTRACT-SERVICE DEFINITION

6 Message Store model

The|Message Storel(MS) is modelled as an object which acts as a provider of services to the MS abstract-servige-user
(the]MS-user){and as a user of services provided by the Message Transfer System (MTS).

The| MS, sérves an intermediary role between the MS-user and the MTS. Its primary function is to provide storpge for
messages submitted by and delivered to a smgle MHS end user, and to retain these for subsequent retrieval by the end-

: essage ser, in
eﬁect via 'pass- through‘ to the MTS ThlS enables the MS to prov1de addmonal tunctxonahty compared to submlss1on
directly to the MTS, such as the storage of submitted messages, the forwarding of messages residing in the MS, and the
logging of submission and delivery events.

Like the MS-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not provide a common or shared
multi-user MS service.

NOTE - In a typical implementation, a single system will serve many users and hence comprise many Message Stores.
The MS is described using an abstract model to define the service it provides — the Message Store abstract-service.
Figure 1 shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service.

In this figure, the open boxes represent the consumption of the abstract service, and the closed boxes represent the
supply of the abstract service.
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MS-user

Retrieval Delivery

MS abstract-
service provider

MS abstract-
service user

MS-Submission Submission MTS abstract-

service provider

Administration Administration

TISO5440-95/d0 1

Figure 1 — Message Store abstract-service

For an[introduction and description of the abstract-service concept and its definition conventions, see ITU-T Rec.. X.402
| ISO/[EC 10021-2. These conventions make use of various information object classes used for the specificatiqn of
ROS-Hased application protocols which are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

In secyre messaging the MS is treated as a separate object with a unique identity and has a separate key (0r’a set of Reys)
from the MS-user.

6.1 Message Store objects and contracts

The Message Store (MS) is modelled as an object which acts as provider of the MS. abstract-service to the MStuser
under [the terms of an MS-access-contract. The MS is the responder to both the MS-access-contract-88 and the
MS-agcess-contract-94, which are associated with 1988 and 1994 Application Contexts respectively.

ms MHS-OBJECT ::={

IS {mts-user}
RESPONDS {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms }

To prgvide the MS-user with access to the services of the MTS, the*MS also acts as an MTS-user object; see Figpre 2
(Part 2) and clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4-1n this role it consumes the Submission, Delivery| and
Administration abstract-services of the MTS and acts as supphier of the MTS Submission and Administration abs{ract-
services to the MS-user.

The MIS-user is also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contract-88 ynder
whichl|it acts as consumer of the MS abstract-seryice:
ms-user MHS-OBJECT ::= {
INITIATES {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms-user }

The MS-access-contract-94 defin€s)an association contract established by means of the MS-connect conneftion
package, under which the initiator) (the MS-user) acts as consumer of the Retrieval Port and MS-submission|Port
abstragt-services provided directly by the MS, and of the Administration Port abstract-services provided transparent]y by
the M§.

ms-access-contract*94 CONTRACT ::= {

CONNECTION ms-connect
INITIATOR CONSUMER OF {retrieval | ms-submission | administration}
ID id-crt-ms-access-94 }

The MS-aceess-contract-88 defines an association contract established by means of the MS-connect connection
package,-under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port abstract-services proyided
directly by Tie VS, amdof the-Submmissiom amd Admimistration=88-Portabstract=services provided tramsparemntty by the

MS.

ms-access-contract-88 CONTRACT ::= {

CONNECTION ms-connect -- with all 1994 extension additions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission | administration-88}
1D id-crt-ms-access-88 }

The MS-connect connection package specifies the operations used in the establishment and release of an abstract-
association between the MS and MS-user.

ms-connect CONNECTION-PACKAGE ::={

BIND ms-bind
UNBIND ms-unbind
ID id-cp-ms-connection }

ITU-T Rec. X.413 (1995 E) 9


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

6.2

Message Store ports

The MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The collection of capabilities
provided by these ports constitutes the MS abstract-service. The retrieval capabilities are unique to the MS. These
capabilities include obtaining summaries of messages, fetching messages (in whole or in part), deleting messages
residing in the MS, and registering requests for the MS to perform certain message management activities automatically.

Additional message management services are performed by the MS on the MS-user’s behalf, for logging incoming and
outgoing messages, for the automatic classification of stored messages, and for auto-correlating delivery reports with the
submitted messages or probes to which they are related.

By means of the MS-bind abstract-operation, the MS authenticates an MS-user before providing it with any of the
storage_and retrieval capabilities indicated above. Similarly, the MTS abstract-service shall authenticate the MTS
abstlact-service user before extending its services to the MTS abstract-service-user (the MS).

Exc

Chal

by t

ept for the Alert service of the Retrieval Port, the Submission-control service of the MS-submissiomPort,

ne MS-user and performed by the MS.

nd the

hge-credentials service of the Administration Port, all the services provided by the MS abstract-sérvice are ifvoked

Sectirity-labels may be assigned to the MS in line with the security-policy in force. The secutity-policy may alsq define
how security-labels are to be used to enforce the security-policy. If security-labels are assigned to the MS, the h
of stored messages and reports bearing message-security labels may be affected by(the” security-policy in f

secy

is discretionary.

If sgcurity-contexts are established between the UA and the MS, and between the MS and the MTS, the securi

that

secy

discretion of the originator.

6.2.

The]

Det

Thej

i Retrieval Ports
Retrieval Port is defined as follows:
retrieval PORT ::= {

CONSUMER INVOKES {summarize’l list | fetch | delete | register-MS,
o - 4994 extension addition --,

modify}
SUPPLIER INVOKES  {alert}
ID id-pt-retrieval-94 }

hils of the Retrieval Port abstract-services are given in 8.2 and clause 9.

Retrieval-88 Port provided under the MS-access-contract-88 is defined as follows:

retrieval-88PORT ::= {
--With all 1994 extension additions to the abstract-operations absent --
CONSUMER INVOKES {summarize | list | fetch | delete | register-MS}
SUPPLIER INVOKES {alert}
ID id-pt-retrieval-88 }

6.2.

The

! hqs S"bm’lss:"" Paortc
IO T OTTS

indling
rce. If

rity-labels are not assigned to the MS, the handling of stored messages and reperts'bearing message-security labels

y-label

is assigned to a message or probe is confined by the security-context in line with the security-policy in fprce. If
rity-contexts are not established, the assignment of a message=security-label to a message or probe is| at the

MS-submission Port is defined as follows:

ms-submission PORT ::={

CONSUMER INVOKES {ms-message-submission | ms-probe-submission | ms-cancel-deferred-delivery}

SUPPLIER INVOKES  {ms-submission-control}
ID id-pt-ms-submission }

Details of the MS-submission Port abstract-services are given in 8.3 and clause 9.

The Submission Port provided under the MS-access-contract-88 is defined in 8.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.
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6.2.3 Administration Ports

The Administration Port is defined in 8.4 of (and the Administration-88 Port in Annex C of) ITU-T Rec. X.411 |
ISO/IEC 10021-4.

When invoked by the MS-user, the Change-credentials abstract-service operates end-to-end between the MS-user and
the MTS-service-provider, and passes through the MS. The MS stores the new credentials for use when it subsequently
binds with the MTS. If the MS-user needs to update the credentials it uses when binding to the MS, then the Register-
MS abstract-operation is used (see 8.2.5).

6.3 Information model

ormation-object-that-it-stores-as-an-e ; : ROWN
about that object. Each entry belongs to an entry-class, which identifies the class of object which the entry describes} An
entry dqomprises a set of attributes, which represent the component elements of information associated with(the eptry.
The types of attribute which are present in an entry depend, in part, on the entry-class of the entry.

= cO O o > o O ©

6.3.1 Entry-classes

An enfry-class comprises a category or categories of entries that represent a particular type of information object. Three
principal entry-classes are defined: the Stored-message entry-class, the Message-log entry-Class, and the Auto-action-
log entry-class.

a) The Stored-message entry-class contains entries which correspond tomessages, reports, probes, and ¢lraft
messages.

b) The Message-log entry-class contains entries that provide a restricted representation of messages, repprts,
and probes. These entries closely resemble the corresponding entries of the Stored-message entry-cfass,
but contain only a subset of the attributes present in the lafter in accordance with their logging functiop.

c) The Auto-action-log entry-class contains entries thdt'récord the performance of auto-actions by the| MS
(see 6.3.7.3).

Five sgbordinate entry-classes are defined which contain subsets of the entries contained in the principal entry-clagses.
The Dglivery, Submission, and Draft entry-classes are;subordinates of the Stored-message entry-class. The Delivery-
log arld Submission-log entry-classes are subordinates of the Message-log entry-class. Further details of| the
organigation of entry-classes are given in 6.3.7.

When [invoking the abstract-operations of the\MS abstract-service the MS-user confines the effect of these abstfact-
operations to those entries of immediate concern by specifying the entry-class of the entries on which to operate.

EntryClass ::= INTEGER {

delivery 0),

-- 1994 extensions\--

submission (1),

draft 2),

stored-méssage 3),

delivery-log @),

submiission-log (5),

message-log 6),

auto-action-log (7) } (0..ub-entry-classes)

NOTES

1 The werm jormation-base used in CCITT Rec. X413 (1988) and (1992) 1 ISO/IEC T00Z21-5:1990 has been replaced
by entry-class in this Service Definition.

2 In this Service Definition the description of the MS abstract-service assumes that all defined entry-classes are
available for use. In practice, the behaviour of a given MS implementation will depend on its support for optional service components
(e.g. the optional entry-classes and attribute-types) and on subscription. See 6.3.7.4.

6.3.2 Entries

Each information object stored in the MS (e.g. each submitted-message or delivered-report) is represented as an entry.
An entry is identified by its sequence-number which the MS generates when the entry is created. Sequence-numbers are
generated in ascending order and are never re-used.

SequenceNumber ::= INTEGER (0..ub-messages)

ITU-T Rec. X.413 (1995 E) 11


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE — The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to
cnsure uniqueness.

All entries have three further properties in common. The entry-type indicates the type of information object represented
by the entry, the creation-time indicates the date and time at which the entry was created, and the retrieval-status
indicates whether the entry has been retrieved by the MS-user.

6.3.3 Attributes

An entry consists of a set of attributes. This is depicted in Figure 2.

ENTRY Attribute Attribute P Attribute
s Sl
“\ -~..h
\ e
‘ S
A ~u
. AN
Y Sey
ATTRIBUTE | | Attribute type Attribute
value(s)
_—';' Y
a"—— \s
" -
,—"“ \~
- .
4"“ \s
“_—‘ ~
ATTRIBUTE Attribute Attribute Attribute
VALUES(S) value value B value

TISO5450-95/d02

Figure 2 ~The Components of an entry

Each attribute provides a piece of information about, or derived from, the data to which the entry corresponds. One
such piece of information is the seglience-number of the entry itself, and another is the creation-time.

Each attribute is defined as an insfance of the ATTRIBUTE information object class (see 6.3.3.3).

An httribute consists of amattribute-type, which identifies the class of information contained in the attribute, gnd one
or thore attribute-val@ies, which are the particular instances of that class appearing in the entry. The constrairfing set
(Atfribute-table) isdefined in 11.2.

Attributé ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),

attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF ATTRIBUTE.&Type
({AttributeTable} { @attribute-type}) }

Priority, and the corresponding attribute-value could be urgent.

All attributes in an entry shall be of distinct attribute-types.

For some attribute-types, an attribute shall contain only a single attribute-value. Such an attribute-type is said to be
single-valued. For others, an attribute may contain one or more attribute-values, all of the same ASN.1 data-type. Such
an attribute-type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the
attribute-type is defined (see 6.3.3.3).

NOTE 2 - Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-
recipient-names attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of matching-rules may be
associated with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).
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Some attribute-types are internationally standardized. Other attribute-types may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for assigning
types in a way that ensures that each is distinct from all other assigned types. This is accomplished by identifying each
attribute-type with an Object Identifier when the attribute-type is defined.

AttributeType ::= OBJECT IDENTIFIER

Certain general-purpose attribute-types applicable to entries of all content-types are defined in clause 11. Such attribute-
types are known as general-attribute-types and attributes of these types as general-attributes.

6.3.3.2 Attribute-values

Defining an attribute-type also involves specifying the syntax, and hence data-type to which every valne in the attrj

shall ¢
attribue-type.

6.3.3.3 The ATTRIBUTE information object class

An att
named|
fields gre:

a)

b)

c)
(see 6.3.9);

d)
more values, all of the same ASN.1 type.

The dd

ATTRIBUTE ::= CLASS {
&id
&Type,
&equalityMatch
&substringsMatch
&orderingMatch
&numeration

-- 1994 extension --

&OtherMatches

WITH SYNTAX {
WITH ATTRIBUTE-SYNTAX
[EQUALITY MATCHING-RULE
[SUBSTRINGS MATCHING-RULE
[ORDERING MAPCHING-RULE
[OTHER MATCHING-RULES
NUMERATION
ID

The figld specifications have the following meaning:

)

others in the class.

ibute-type is defined as an instance of the ATTRIBUTE information object class. This class.i§ defined by a §
field specifications each of which corresponds to some property possessed by each instance’of the class. T]

an identifier for the attribute which denotes the attribute-type;

the attribute-syntax to which every value of the attribute shall conform;

an indication of whether an attribute of this type shall contaifonly a single value, or may contain of

fined syntax for specifying instances of the ATTRIBUTE information object class is shown below. This sped
a notation for defining attribute-types that is used throughout this Service Definition.

The &id value field is the identifier field for the class. It distinguishes a particular attribute-type frof

onform. The data-type of an attribute-value for the attribute-type is indicated by the Object Identifier(fof

AttributeType UNIQUE,

MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
ENUMERATED {single-valued(0), multi-valued(1)},

MATCHING-RULE OPTIONAL }

&Type,
&equalityMatch,]
&substringsMatch,]
&orderingMatch,]
&OtherMatches,]
&numeration,

&id }

bute
the

et of
hese

a collection of matching-rules identifying the types of matches whith may be applied to the attribute

€ or

ifies

n all

b)
conform.
)
a filter-item when applied to the attribute
d)

(see 8.1.2.2).

component of a filter-item when applied to the attribute (see 8.1.2.2).

e)

(greater-or-equal and less-or-equal) of a filter-item when applied to the attribute (see 8.1.2.2).

f)
2

The &numeration value field specifies whether the attribute-type is single-valued or multi-valued.

ITU-T Rec. X.413 (1995 E)

The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall
The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of
The &substringsMatch value field identifies the matching-rule used to evaluate the substrings
The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components

The &OtherMatches value set field identifies any further matching-rules defined for the attribute-type.
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6.3.4 Main-entries, parent-entries, and child-entries

Although entries are generally independent of each other, certain entries are related. A child-entry may be the child of
another, its parent-entry, in a tree-structured relationship. An entry which is not a child-entry is termed a main-entry.

This relationship is recorded by means of two special general-attributes:

a) parent-sequence-number: This single-valued attribute gives the sequence-number of a child-entry’s
parent-entry. It is absent from a main-entry. Its definition is given in 11.2.51.

b) child-sequence-numbers: This multi-valued attribute gives the sequence-numbers of all the child-entries
of a parent-entry. It is absent from an entry which is not a parent-entry. Its definition is given in 11.2.8.

The abstract-operations of the MS abstract-service (see clause 8) act by default only on main-entries. Some may be
directed to act on all entries, both main-entries and child-entries. In particular, the argument of the Delete (abptract-
operdtion (see 8.2.4) shall select only main-entries, in which case the main-entry and all its children and-children’s
children, etc., will also be deleted.

The pne case defined in this Service Definition where a child-entry is generated is where a deliveréd-report confains a
returhed-content. The delivered-report entry is the main-entry and the returned-content entry ishits’ child-entry.|Other
Specjfications which define message content-types may set down additional rules for the storage of message cpntent
which prescribe the use of a main-entry and one or more related child-entries.

6.3.5 Content-specific Attributes

This|Service Definition defines only general-attribute-types which model thesé.properties of messages, probes, and
repofts which pertain regardless of content-type. However, to draw informati¢n from the content of a message, the MS
mustl know the content’s syntax and semantics, as indicated by the contént-type. The content-specific attribufes are
thosg attribute-types which are defined in the relevant Specification forsupport of a particular content-type.

A pdrticular instance of the MS may have knowledge of no content-types (a 'generic' MS) or of one or more cqntent-
typeg. When an MS encounters a message with a content-type ofwhich it has no knowledge, it is unable to genergte any
contgnt-specific attributes in the message entry.

Excdpt for the single case described in 6.3.4, the rule§ governing the use of child-entries for storing compongnts of
mesdage-content are specific to each content-type. If* child-entries are used in this way, a content-specific sypopsis
attripute may provide details of these child-entries(e’g. sizes, sequence-numbers).

Where the content-specific rules defined fer\a-Content-type contained in a returned-content entry require the gengration
of child-entries, such entries shall be assigned an entry-type of delivered-message.

NOTES

1 The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 19.2 of|ITU-T
Rec. [X.420 | ISO/IEC 10021-7)7"An IP-message which contains one or more forwarded IP-message body-parts is represented in the
MS By a main-entry and one(child-entry for each IP-message body-part. The content general-attribute of the main-entry comprises
the cpmplete content. Consegtiently, each IP-message body-part is notionally present both in its own child-entry and in thg main-
entry|

2 A body-part of type IP-message may itself contain further encapsulated IP-messages in a recursive fashion. The MS
modgdls this strugtur€ by the recursive allocation of child-entries.

3.\ The internal structure of the contents of an IP-message is defined by its IPM synopsis attribute. This attributejtype is
an eample 6f a content-specific synopsis attribute.

6.3. Entry-types

Every entry belongs to one of the entry-types defined below.

EntryType ::= INTEGER {

delivered-message (0),
delivered-report ),
returned-content (2),
-- 1994 extensions --

submitted-message 3),
submitted-probe 4),
draft-message (5),
auto-action-event 6) }
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A delivered-message entry is created by the performance of the Message-delivery abstract-operation of the Delivery
Port, and contains the information associated with a delivered message. Delivered-report entries and returned-content
entries are created by the performance of the Report-delivery abstract-operation of the Delivery Port and represent,
respectively, a delivered report, and the returned-content conditionally present in a delivered report.

A submitted-message entry is created by the performance of the MS-message-submission abstract-operation of the
MS-submission Port, or by the performance of an auto-action that invokes the Message-submission abstract-operation of
the MTS Submission Port, and contains the information associated with a submitted message. A submitted-probe entry
is created by the performance of the MS-probe-submission abstract-operation of the MS-submission Port and contains
the information associated with a submitted-probe.

A draft-message entry is created by the performance of the MS-message-submission abstract-operation of the
MS-submission Port, and represents a message which has not been submitted to the MTS, but is stored for possible
future retrievat—amd—submisstor—The creatiomof @ draft=message emry Ts—at thediscretionrof the MS-userforpach
MS-mgssage-submission.

An aufo-action-event entry is created by the performance of an auto-action by the MS, and records the outcome off that
auto-agtion execution (see 6.5). One or more entries may be created for each occasion on which anvauto-actign is
executpd by the MS, and so provide a record of the auto-actions performed by the MS on behalf of the MS-user.[ The
definitjon of an auto-action states whether its performance may be recorded by the creation of auto{action-event entrfes.

A delipered-message, returned-content, submitted-message, or draft-message entry may contain a message contept of
any coptent-type.

The ggneral-attribute-types present in each of the entry-types listed above are enumerated in Tables 2 and 3 and defined
in clause 11.

6.3.7 Organization of entry-classes

The cljss of information object represented by and the entry-types preseptiineach entry-class are defined below. Taple 1
gives 4 summary of the entry-types present in each entry-class. The genefal-attribute-types supported in each entry-flass
are listed in Tables 2 and 3 and defined in clause 11.

Table 1 — Entry-types présént in entry-classes

Entry-types
Entry-classes delivered- | delivered- returned- submitted- | submitted- draft- auto-action-|
message report content message probe message event
entry entry. entry entry entry entry entry
Delivery X X X - - - -
Submission - - - X X - -
Draft - - - - - X -
Stored-message X X X X -
Delivery-log X X - - - - -
Submission-log - - - - -
Message-log X X - X X - -
Auto-action-log - - - - - - X
X entry-type.present
— entry-fype absent

6.3.7.1 The Stored-message entry-class

The Stored-message entry-class contains entries which represent complete messages, reports, probes, and draft
messages for an unrestricted range of content-types. Three subordinate entry-classes are defined which contain subsets
of the entries contained in the Stored-message entry-class:

a) The Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and
returned-content, which are created by the performance of the Message-delivery and Report-delivery
abstract-operations of the Delivery Port. The MS-user has no selective control over the creation of entries
of the Delivery entry-class.

b) The Submission entry-class contains entries with entry-type submitted-message and submitted-probe
which are created by the performance of the MS-message-submission and MS-probe-submission abstract-
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operations, or by the performance of auto-actions which invoke the Message-submission abstract-
operation. The MS shall create a submitted-message or submitted-probe entry only if the submission is
successful, and if so requested by the MS-user. The request may be made explicitly in the argument of the
submission or the registration-parameter of the auto-action, or may be registered for all submissions by
means of the Register-MS abstract-operation.

The Draft entry-class contains entries with entry-type draft-message. The value of the submission-options
parameter (which is optionally present in the argument of the MS-message-submission abstract-operation)
controls whether a Draft entry is created (with no submission to the MTS), or whether the message is
actually submitted (see 8.1.6). The entries of the Draft entry-class differ mainly from those of the
Submission entry-class in that they lack those attributes which are derived from the result parameter of
the Message-submission abstract-operation returned by the MTS after successful submission.

6.3.7.2—The Message-logentry-class

The

for 1

-classes is realized by the application of the following rules:

Message-log entry-class contains entries which provide a restricted representation of messages, reports.(@id [probes
essages of any content-type. These entries are intended to be long-lived, and contain only a subset of the atfributes
ent in the corresponding entries of the Stored-message entry-class (see Table 2).

subordinate entry-classes are defined which contain subsets of the entries contained in the MeSsage-log entryfclass:

The Delivery-log entry-class contains entries with entry-type delivered-message‘and delivered-repqrt.

The Submission-log entry-class contains entries with entry-type submitted-inessage and submitted-{probe.

ose relationship exists between entries of the Message-log and Stored-message-entry-classes, the Delivery-lpg and
very entry-classes, and the Submission-log, and Submission entry-classes. The-relationship between these|paired

One Message-log entry exists for every Stored-message mdin-entry, each possessing identical sequence-
number and creation-time attributes. However, a Message-log entry may be retained affer the
corresponding Stored-message entry has been deleted. A’ Message-log entry is created at the same fime as
the corresponding Stored-message entry is created,

A Submission-log entry shall be created upom’the submission of a message or probe, regardless of
whether the submission is successful or of whether a Submission entry is also created (see 6.3.7.1). If the
submission is not successful, the Submissidn-log entry shall not contain those attributes which are glerived
from Message-submission or Probe-subthission result but shall contain an MS-submission-error aftribute
to indicate the reason for the failupe, of the submission. The MS-user has no selective control ojer the
creation of Submission-log or Delivery-log entries.

Every attribute of a Messagé-tog entry (except for deletion-time and MS-submission-error, whiich are
specific to Message-log entries) is identical with its counterpart in the corresponding Stored-message
entry. The attributes of\Message-log entries shall not be subject to modification directly (by meang of the
Modify abstract-op€ration or the Auto-modify auto-action), except for the message-group-name aftribute
which may be modified if no corresponding Stored-message entry exists. However, when an attribpte of a
Stored-message, entry is modified the modification is also apparent in the corresponding Messpge-log
entry.

Certaimattributes present in Stored-message entries shall be absent from the corresponding Messpge-log
entfies”’ These are message-delivery-envelope, message-submission-envelope, probe-subnpission-
envelope, report-delivery-envelope, and content. The set of attribute-types available in Messpge-log
entries is not prescribed, and is determined by subscription.

A Message-log entry cannot be deleted before any corresponding Stored-message entry has been dleleted.
However, as a matter of local policy, the deletion of Message-log entries may be subject to adflitional

restrictions. The MS shall continue to update attributes which hold correlation information in a viessage-
log entry even after the corresponding Stored-message entry has been deleted.

The deletion-time attribute of a Message-log entry is created when the corresponding Stored-message
entry is deleted. In the case of a Submission-log entry for which no Submission entry is created, the
deletion-time attribute is generated when the Submission-log entry is created, and is assigned the same
value as the entry’s creation-time.

Other Specifications which define message content-types may set down rules for the creation of a
Message-log child-entry for each child-entry present in a Stored-message entry. No such rules are defined
in this Service Definition. In particular, the Message-log entry-class shall not contain a child-entry
representing the returned-content of a delivered-report.

NOTE - Entries of the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.
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6.3.7.3 The Auto-action-log entry-class

The Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto-action
executions (see 6.5). No subordinate entry-classes are defined. The definition of an auto-action-type specifies whether it
may cause the generation of Auto-action-log entries. As a subscription option, the MS may record all such auto-action
executions or only those which result in an auto-action-error, or may record no executions (see 6.5.3).

6.3.7.4 Entry-class support
When using a 1988 Application Context only the Delivery entry-class shall be available.

When using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a subordinate
entry-class implies support of the entry-class to which it is subordinate. Consequently, support for the Stored-message
entry-glassTsatsoTmandatory tbut i o-other emtry=ctasses-are supported; Tt statt contain only Those entries also_prpsent
in the[Delivery entry-class). Similarly, the Message-log entry-class shall be supported if either the Submissioti-l g or
Delivgry-log entry-classes is supported. The Submission-log entry-class shall be supported if both the SubmiSsion entry-
class gnd the Delivery-log entry-class are supported. The Delivery-log entry-class shall be supported if the Submisgion-
log enfry-class is supported.

The ayailability of the optional entry-classes is subject to subscription.

NOTE ~ Support for an auto-action does not in itself imply support for the Auto-action-log entry-class.

6.3.8 Retrieval-status
An imjportant property of each entry in any entry-class is its retrieval-status:

RetrievalStatus ::= INTEGER {

new 0),
listed (1),
processed 2}

The values of retrieval-status are as follows:

a) new: The entry has neither been Listed by the MS-user nor has it been automatically processed by the
MS.

b) listed: Information about the entry hasibeen returned to the MS-user in either a List abstract-operatipn or
a Fetch abstract-operation, but the.gntry has not yet been completely processed.

¢) processed. Either an MS-usef has 'completely fetched' the entry, or the MS has performed an auto-aftion
on it, and the definition of that auto-action causes its retrieval-status to be set to processed. (Notg that
some auto-actions result.in the message being deleted.) The meaning of 'completely fetched' depends on
the message content-type and is defined in the relevant Specification.

The rptrieval-status of a delivered-report becomes processed when the report-delivery-envelope is retrieved.| The
retrievial-status of an entry intHe Auto-action-log entry-class becomes processed when all its attributes are retrieved.

The rdtrieval-status of,achild-entry is maintained according to the same rules as apply to a main-entry. A change ip the
retrievial-status of ap.entry may result from operations performed on the entry’s parent or child-entry. If a child-en{ry is
logically present.in an attribute of its parent-entry, the retrieval of the attribute is regarded as equivalent to the retrjeval
of all [attributeés of the child-entry. If an attribute of an entry is logically present in one or more child-entries, [then
retrievial of\all those child-entries is equivalent to retrieval of the attribute.

The retrieval of attributes from a Message-Tog eniry shall not affect the retrieval-status of that entry or of the
corresponding Stored-message entry. The retrieval-status of a Message-log entry shall not be affected by the deletion of
the corresponding Stored-message entry.

NOTE - The term entry-status used in CCITT Rec. X.413 (1988) and (1992) | ISO/IEC 10021-5:1990 has been replaced by
the term retrieval-status in this Service Definition.

6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class
based on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.
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The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be
supported using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or
undefined, concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-
rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the
assertion.

A matching-rule is defined through the specification of:
—  the types of matches supported by the rule;

—  the syntax required to express an assertion of each type of match.

Somf matching-rules are defined in I[TU-T Rec. X.507 I ISO/IET 9594-2 and ITU-T Rec. X.520 T ISO/IEC 9594-6 and
in cljuse 12. Other matching-rules required to support content-specific attributes may be defined in the Specificatipns for
thos¢ content-types, and yet others may be defined by national administrative authorities and private organjsations

NOTE - No restrictions are placed on the matching-rules that may be defined for a content-type or may\be locally defined.
Howgver, locally defined rules may not be widely supported by MSs and UAs. Wherever possible, the matching fules defined in this
or other Specifications should be used in preference to the creation of new ones.

SomEtimes there will be a one-to-one correspondence between a matching-rule and the types'of matches support¢d. For
exanpple, the MS Abstract Service supports a presence relation allowing a present match,

Somgptimes there will be a many to one correspondence between a rule and the types/of 'matches supported. For example,
the MS Abstract Service supports a generic ordering rule allowing greater than ot-equal and less than or equal types of
matdhes.

6.3.9.1 Generic Matching Rules

There are a number of generic matching rules common to values of many different types of attribute. These rules gre:
-  present;

—  equality;

—  substrings;

— ordering;

- approximate.

Synfax for asserting certain types of matches associated with these generic rules has been built into the MS Albstract
Service:

—  apresent syntaxforthe present match;

—  an equality,syntax for the equality match;

—  initial, dny and final syntaxes for the substrings match;

- greaterOrEqual and lessOrEqual syntaxes for the ordering match;

- San approximateMatch syntax for the approximate match.

The|MS&upports a present matching-rule which may be applied to an attribute of any type. The present match tgsts for
the présence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.

When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax.
However, a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be
applied to attribute-types with different attribute-syntaxes (e.g. different character string types). Consequently, the
possible matching-rules that may be specified as a generic matching-rule in an attribute definition are constrained o
those for which the attribute-syntax is a subtype of the assertion-syntax.
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A matching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match rule for some
other attribute-type (see 8.1.2.2).

6.3.9.2 Matching Rule definition

The definition of a matching-rule involves:

a) assigning an Object Identifier to the matching-rule;
b) specifying the ditferent types of matches supported by the rule;

¢) defining the syntax of an assertion of the matching-rule;

d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute-values

held in an entry.
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hing-rule may apply to different types of attributes with different attribute syntaxes.

finition of a matching-rule shall include a specification of the syntax of an assertion of the matching-rule, an
which values of this syntax are used to perform a match. This does not require a full specification of the attri
to which the matching-rule may apply. The definition of a matching-rule for use with attributes with diff

tch-value component of the matching-rule-assertion) is the matching-rule’s assertion-syntax:

The MATCHING-RULE information object class

hatching-rule defined in this Service Definition is an instance of the MATCHING-RULE information object g
is defined in ITU Rec. X.501 | ISO/IEC 9594-2. It is reproduced below as an‘aid to exposition:

MATCHING-RULE ::= CLASS {

&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[SYNTAX  &AssertionType]

ID &id }

ject class contains the following fields:

a) The &AssertionType type field indicate§ the assertion-syntax, i.e. the syntax to which every value
presented matching-rule-assertion shdll conform. It is always present in matching-rules used in
Service Definition.

b) The &id value field is the identifier field for the class and contains an Object Identifier.

NOTES

1 No support is provided imthe defined syntax for actually defining the matching-rules themselves; this must be
ral language or by other means:

2 The defined syntaXis used to define matching-rules in this and other Specifications.

Message grouping

irpose of message-grouping is to provide an organizational framework which enables the user to establj
cation scheme for the storage of messages, supported by the manual and automatic assignment of messag
pfinedycategories. The allows the user to arrange that submitted messages and probes, delivered messages
, and_draft messages are stored in such a way that they may be subsequently located, by selection based
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cations devised by the user and tailored to suit that user’s pattern of communication.

Message-grouping employs the message-group-name attribute-type (see 11.2.33) which has the following attribute-

syntax

MessageGroupName ::= SEQUENCE SIZE(1..ub-group-depth) OF GroupNamePart

GroupNamePart ::= GeneralString (SIZE(1..ub-group-part-length))

Zero or more message-group-name values may be attached to any entry in the MS, with the exception of entries of the
Auto-action-log entry-class. All entries which possess the same message-group-name attribute-value may be regarded as
members of the same message-group. The MS provides the following facilities to support message-grouping:

a) The MS-user shall register with the MS, by means of the Register-MS abstract-operation, the set of
message-group-names that the user intends to employ for the classification of messages. This is analogous
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b)

to the creation of a directory structure in a filestore. Subsequently, the MS shall verify that only registered
message-group-names are assigned to entries, to ensure internal consistency. A message-group-descriptor
may accompany each message-group-name registered to provide an informal description of its contents
(see 8.2.5).

The MS allows the registration of a message-group-name containing more than one group-name-part only
if a registration exists for that message-group-name’s parent, i.e. the message-group-name formed by
omitting the last group-name-part of the name.

¢) The MS allows the deregistration of a registered message-group-name provided that the name is not
present in the message-group-name attribute of any entry, that the name is not the parent of any other
registered message-group, and that the name is not referenced in the modifications component of a
registered Auto-modity auto-action.

d) The MS may be instructed to automatically assign appropriate message-group-names to gssages,
controlled by the specification of selection criteria. This is performed by the Auto-modify -dufd-action
(see 13.2).

e) The MS-user may manually amend the membership of a message-group. This is performé&d by the Modity
abstract-operation (see 8.2.7).

f) The MS-user may retrieve details of the set of registered message-group-names for display to the end-

Q
~

Annex H contains further devr‘rmtmn of message-gr Q_lp

6.5 Auto-actions

ta S e t
user. This is performed by the Register-MS abstract-operation.

The membership of a message-group may be determined by selection-based on the value of the mgssage-
group-name trlbute The MS need not make any special provisign,for this as selection of entriep based

on the values of their attributes is a basic capability of the MS.

NOTE - However, some performance gains may be derived from organizing the storage of entries 1 reflect
message-group membership.

oy
1_“

An futo-action is an action performed automatically by-the MS whenever the conditions defined for its performgnce are
satified. These conditions are registered with the-MS either by subscription, or by means of the Register-MS abstract-

operation (see 8.2.5). The result of the performance of an auto-action is visible externally to the MS.

Eagh type of auto-action is identified by (ts,auto-action-type. The definition of some auto-actions specifies a pafameter
which the MS will use in performing the auto-action. This parameter, the registration-parameter, is presentedl to the
MS| when the auto-action is registefed: As certain auto-action-types permit more than one registration, each registration
is iflentified by a registration-identifier. Registered auto-actions of a given type are executed in ascending grder of

reg{stration-identifier.

Whire a registration-parameter is defined for an auto-action-type, the information it contains may be conveyed to the
MS|[ by means of subscription. However, some auto-actions may require that the MS also supports registration of its

reg{stration-paramietet’ by means of the Register-MS abstract-operation.

Thg general-auto-actions apply to entries of all content-types and are defined in clause 13. Other auto-actidn-types

spefific tgagiven content-type are defined in the Specification for that content-type.

6.50— The AUTO-ACTION information object class

Each type of auto-action is defined as an instance of the AUTO-ACTION information object class:

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL }

WITH SYNTAX {

[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors]
IDENTIFIED BY &id }

AutoActionType ::= OBJECT IDENTIFIER
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The object class contains the following fields:
a) The &id is the identifier field for the class and contains an Object Identifier.

b)  The &RegistrationParameter type field defines the syntax of the registration-parameter associated with

the auto-action-type (see 6.5.2). The field is optional as some auto-action-types require no registration-
parameter.

¢) The &Errors value set field defines a set of errors, any of which may arise from an unsuccessful
performance of the auto-action (see 6.5.3).

6.5.2 Auto-action registration

An auto-action is registered with the MS by means of the auto-action-registrations parameter of the Register-MS

rs 43 L QN & 1 ¢ AN
abStraCl OpeTratromT CSCC 027071, It ays

AutoActionRegistration ::= SEQUENCE {

auto-action-type AUTO-ACTION.&id ({AutoActionTable}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1,
registration-parameter [1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}

{@auto-action-type}) OPTIONAL }
The cdmponents of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-agtion-type. The constraining set
(Auto-action-table) is defined in clause 13.

b) Registration-identifier (0): Used to distinguish this auto-action-régistration from other registrationjs of
the same auto-action-type. This component also governs the ordef of execution of registered auto-actions
of this auto-action-type.

¢) Registration-parameter (O): The parameter that the MS'$hall use when it performs this registered quto-
action.

6.5.3 Auto-action errors

The Agito-action-log entry-class provides a record of the aufo-actions performed by the MS (see 6.3.7.3), and is available
to the MS-user subject to subscription. The definition-0f*an auto-action-type specifies whether execution of that guto-
action may result in the generation of an entry in the.Auto-action-log entry-class. Where auto-action processing resulfs in
an errgr, an auto-action-error attribute may be ‘dttached to the Auto-action-log entry associated with that execytion
(if progessing is successful, the attribute is absent). In the first abstract-association established after the occurrence df an
auto-agtion-error, the MS informs the MS-user of the error by means of the auto-action-error-indication parameter of the
MS-bind-result. This parameter indicates.the sequence-number of the first Auto-action-log entry, created since thellast
abstradt-association was established,imwhich an auto-action-error attribute is present.

Each type of auto-action-error js-an‘instance of the AUTO-ACTION-ERROR information object class which is iden}ical
with the ABSTRACT-ERROR-jnformation object class:

AUTO-ACTION-ERROR ::= ABSTRACT-ERROR

Wheregs abstract-effors are defined in the context of ROS, and are reported across the boundary between open-syst¢ms,
auto-adtion-errors.cause the creation of auto-action-error attributes (see 11.2.4) in entries of the Auto-action-log entry-
class. This attribute-type has the following syntax:

AutoActionError ::= SET {
error-code [0] AUTO-ACTION-ERROR.&errorCode ({AutoActionErrorTable}),
error-parameter [1]1 AUTO-ACTION-ERROR.&ParameterType ({AutoActionErrorTable}
{@error-code}) OPTIONAL }

The constraining set (Auto-action-error-table) is defined in clause 13. This Service Definition does not define auto-

action-errors where identical abstract-errors have already been defined. Any abstract-error may be used as an auto-
action-error.

6.5.4 Auto-action execution

Auto-actions are performed autonomously by the MS (possibly in the absence of an abstract-association with the
MS-user) when given conditions are fulfilled. The first stage of this process is the identification of an entry which has
become a candidate for auto-action processing as a consequence of some event. The most common event which initiates
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auto-action processing is the creation of an entry (as the result of Message-delivery or Message-submission, for
example). Other events, such as the expiry of a timer, may also initiate auto-action processing.

The second stage in the performance of an auto-action is the evaluation of selection criteria optionally present in the
auto-action registration-parameter, that the candidate entry must satisty before the auto-action is applied to it. Some
auto-action-types allow more than one set of auto-action registration-parameters to be registered with the MS. The
definition of such auto-action-types determines whether the execution of the first auto-action for which the entry has
satistied the selection criteria is the only one performed for that auto-action-type, or whether all registered auto-actions
of that type are applied. The order of execution of registered auto-actions of a given auto-action-type is fixed according
to the ascending value of the auto-action registration-identifier. The order of execution of each defined auto-action-type
is described in clauses 15 and 16.

6.6 MS-extemnsions

This| Service Definition defines MS operation regardless of the content-types of the messages present. To accomipodate
the gdditional functions which may be required to support specific content-types, and other extensions, the following
infofmation object class is defined:

MS-EXTENSION ::= TYPE-IDENTIFIER

This| information object class has two fields: an identifier field (an Object Identifier), and a type field which defipes the
ASN.1 type of each instance of that class of information. See Annex A of ITU-T Recs X.681 | ISO/IEC 8824-2. This
objeft class is used where the MS abstract-syntax requires a placeholder for information which is specific tp each
possjible content-type. Refer to the Specification for a given content-type for the definition of each instance of use|of this
objeft class.

NOTE 1 - For example, 19.5.2.2 of ITU-T Rec. X.420 | ISO/IEC 1002]-7(defines [PMS-specific submission optipns that
occupy the MS extensions placeholder defined in MS-submission-options (see 8. 1.6

The[following types are derived from the MS-EXTENSION informatiof object class:

MSExtensionItem ::= INSTANCE OF MS-EXTENSION
MSExtensions ::= SEQUENCE SIZE(1..ub-extensions\OF MSExtensionItem

Whgre the argument of an abstract-operation (other thandMS-bind) contains an MS-extension component unknow to the
MS ] the MS shall generate an MS-extension-error (se€'9.12). An MS-extension specific to a particular content-tyge shall
be disregarded when processing an entry of somedther content-type. Where the result of an abstract-operation cpntains
an NiS-extension component unknown to the MS-user, the MS-user shall ignore the MS-extension.

NOTE 2 - The MS-bind abstract-bperation reports unsupported extensions in the MS-bind-result. to perfnit the
estalplishment of the abstract-association eyen.where an unsupported extension is present.

7 MS-bind and MS-unbind operations

7.1 MS-bind@bstract-operation

The| MS-bind-.abstract-operation binds the MS-submission, Retrieval and Administration Ports of the MS-user
(corjsumer)_to.the MS (supplier). The initiator (of the MS-bind) is the MS-user, while the responder is the MY itself.
Infgrmatigp~exchanged in the argument and result of MS-bind shall apply for the duration of the abstract-assog¢iation.
MSibind'is defined as follows:

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind-error} }

NOTE - The MS abstract-service does not provide any explicit mechanisms to support multiple associations; the effect of
simultaneously invoking abstract-operations over different abstract-associations is not defined. Where multiple associations are
supported (as a local matter) it is the responsibility of the MS-user to co-ordinate such invocations so that mutual interference is
avoided (e.g. simultaneous invocations of Modify abstract-operations could fail or produce unintended results).

7.1.1 MS-bind-argument

The MS-bind-argument parameters are used to identify, authenticate and set the security-context for an MS-user. They
also contain a set of restrictions for entries to be returned as the result of the Fetch abstract-operation, identify a set of
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registrations associated with this instance of the MS-user, and may contain a request to be informed of the entry-classes,
auto-action-types, attribute-types, matching-rules, message-group support and content-types to which the MS-user has
subscribed.

MSBindArgument ::= SET {

initiator-name ORAddressAndOrDirectoryName,
initiator-credentials [2] InitiatorCredentials,

security-context [3] IMPLICIT SecurityContext OPTIONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- default is none --,

ms-configuration-request [S] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier ~ [6] Registrationldentifier OPTIONAL,
bind-extensions [7] MSExtensions OPTIONAL }

The pgrameters of MS-bind-argument frave the folfowing meaming:

a) Initiator-name (C): This parameter contains the name of the MS-user and is defined further in 8-1)T.Jl.1.1
of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) Initiator-credentials (M): This parameter contains the credentials of the MS-user.,Fhe initiator-
credentials may be used by the MS to authenticate the identity of the MS-user (see ATU-T Rec. X.p09 |
ISO/TEC 9594-8).

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is
defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If strong-authentiedtion is used, the initifator-
credentials comprise an initiator-bind-token, and, optionally, an initiator>certificate. The initiator-bind-
token and initiator-certificate are defined in 8.1.1.1.1.2 of ITU-T Rec..X.411 | ISO/IEC 10021-4, The
initiator-credentials of the MS-user may differ from the initiator-credentials used in the MTS-bind as
defined in 8.1.1.1.1.2 of ITU-T Rec. X.411 I ISO/IEC 10021-4.

c) Security-context (O): This parameter identifies the security=Context within which the MS-user proposes
to operate. The security-context is defined in 8.1.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The security-context comprises one or more security-labels that define the sensitivity of interactionq that
may occur between the MS-user and the MS for the duration of the abstract-association, in line with the
security-policy in force. The security-context shall'be one that is allowed by the registered user-secyrity-
labels of the MS-user and by the security-labels dssociated with the MS.

In the absence of this parameter, security~¢ontexts are not established between the MS-user and the|MS,
and the sensitivity of interactions that-may occur between the MS-user and the MS is at the discretipn of
the invoker of an abstract-operation.

d) Fetch-restrictions (O): This_speecifies restrictions on the entries to be returned as result of the Fetch
abstract-operation. The fetch-reéstrictions remain in force for the duration of the abstract-associatior} and
apply unless the Fetch argument explicitly overrides the restriction.

In the absence of this argument, the MS shall not enforce any fetch-restrictions during the absfract-
association.

Restrictions ;:=8ET {

allowed-content-types [0] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-- default is no restriction --,
allowed-EITs [1]1 MS-EITs OPTIONAL -- default is no restriction --,

maximume-attribute-length [2] INTEGER OPTIONAL -- default is no restriction -- }

The parameter contains the following components:

1) Allowed-content-types (C): The content-types that the MS abstract-service-user is prepardd to
| 2  accept asthe resnlt of the Fefch abstract-operation. Any message with a content-type other than those

specified will not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the content-types of
entries.

2) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-user is prepared to
accept as the result of the Fetch abstract-operation. If a message contains encoded-information-types
other than those specified, a filtering will take place so that disallowed EIT parts are not returned
along with the text of the message. If the whole message consists of disallowed EITs, a fetch-
restriction-error will be reported.

MS-EITs ::= SET SIZE (1..ub-encoded-information-types) OF MS-EIT

MS-EIT ::= OBJECT IDENTIFIER
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7.1

24

3)

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 — The allowed-EITs component is present for historical reasons and its use is deprecated. The
body-parts present in the content of an entry may be discovered by inspecting a content-specific synopsis
attribute, and an implementation need only Fetch those body-parts which are acceptable to it.

Maximume-attribute-length (C): The maximum attribute length, in octets, that the MS-user is
prepared to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to Fetch
an attribute-value where the length of the encoding exceeds the maximum-attribute-length, then the

MS shall return a fetch-restriction-error.

NOTE 2 — The size in octets of the encoding of an attribute-value may vary where ASN.I
Encoding Rules permit several encodings (e.g. primitive and constructed).

’s Basic

NOTE 23 _In 8% Apr\linminn Contexts the quimnm-mrrihnrp-lpngth restriction QPPHPQ only to an en[ry’s

content attribute.

In the absence of this component, the MS shall not enforce fetch-restrictions on the lepgth of

attributes.

e) MS-configuration-request (C): This parameter specifies whether the MS igyrequested to| return
information which identifies the auto-action-types, attribute-types, entry-classes..content-types, mgtching-
rules, and any additional capabilities to which the MS-user has subscribed, and“which consequeptly are

available in the course of the abstract-association.

In the absence of this parameter, the MS shall not return MS-configuration information in the MfS-bind-

result.

NOTE 4 - In practice, an MS-user may cache this information rather than request it in every MS-bind.

The MS

may indicate a change in the services supported by means of the serviee-information parameter of MS-bind-rdsult.

f)  UA-registration-identifier (O): This parameter specifies an identifier for a set of registration

information. If a previous invocation of Register-MS Fecorded a UA-registration bearing this

alue of

UA-registration-identifier, then that UA-registration shall apply for the duration of the present gbstract-
association. If the parameter does not identify a previously recorded UA-registration, then the MS shall
indicate this in the MS-bind-result. If this parameter is absent, then the general defaults (list-aftribute-
defaults, fetch-attribute-defaults, and submission-defaults) shall apply, if previously registered by means

of Register-MS (see 8.2.5.1).

Registrationldentifier ::= PrintableString
(SIZE(1..ub-ua-registration-identifier-length))

g) Bind-extensions (O): This parameter specifies extensions requested by the MS-user; if the MS qupports
the requested bind-extensions, they shall apply for the duration of the abstract-association. Anly bind-
extension not supported by the MS shall be reported in the MS-bind-result. Any bind-extension] that is
improperly specified’shall be reported in MS-bind-error. Extensions associated with a particular hessage

content-type may-be defined in the relevant Specification. In the absence of this parameter, no ex
are requested:

ensions

2 MS-bindresult
MSBindResult ::= SET {

responder-credentials [2] ResponderCredentials,

available-auto-actions [3] SET SIZE (1..ub-auto-actions) OF AUTO-ACTION.&id
({AutoActionTable}) OPTIONAL,

available-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

alert-indication [S] BOOLEAN DEFAULT FALSE,

content-types-supported [6] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL,

-- 1994 extensions --

entry-classes-supported [7] SET SIZE (1..ub-entry-classes) OF EntryClass OPTIONAL,

matching-rules-supported [8] SET SIZE (1..ub-matching-rules) OF OBJECT IDENTIFIER OPTIONAL,

additional-capabilities [91 MSExtensions OPTIONAL,

message-group-depth [10] INTEGER (1..ub-group-depth) OPTIONAL,

auto-action-error-indication  [11] AutoActionErrorIndication OPTIONAL,

unsupported-extensions [12] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,

ua-registration-id-unknown  [13] BOOLEAN DEFAULT FALSE,

service-information [14] GeneralString (SIZE (1..ub-service-information-length)) OPTIONAL }
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The parameters of MS-bind-result have the following meaning:

a)

b)

Responder-credentials (M): This parameter contains the credentials of the responding MS. The
responder-credentials may be used by the MS-user to authenticate the identity of the MS (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated with the
MS. The password is defined in 8.5.11 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If strong-authentication
is used, the responder-credentials comprise a responder-bind-token generated by the MS. The responder-
bind-token is defined in 8.1.1.1.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has
subscribed. This parameter shall be present if the MS-configuration-request parameter of the MS-bind-
argument is true and at least one auto-action-type is available; it is absent otherwise. The constraining set

c)

d)

f)

h)

(Auto-action-table) is defined in clause 13.

Available-attribute-types (C): This identifies the set of attribute-types to which the MStusef has
subscribed. This parameter shall be present if the MS-configuration-request parameter of:th¢ MS-pind-
argument is true; it is absent otherwise.

NOTE 1 - All available attribute-types should be identified in this parameter, including thoSe for which sypport
is mandatory. The set of attribute-types for which support is mandatory may change over timeé.

Alert-indication (C): If true, then an alert condition has occurred since the last successful glert-
indication.

Content-types-supported (C): This identifies the set of content-types to which the MS-user has
subscribed, and for which the MS offers specific support, as. defined in the relevant contentftype
Specification. A message whose content-type is absent from this.set may still be submitted, or deliviered,
and subsequently retrieved. In this case, none of the attributétypes or auto-action-types specific tq that
content-type will be available to the MS-user.

This parameter shall be present if the MS-configuration-request parameter of the MS-bind-argumgnt is
true and at least one content-type is supported; it is-absent otherwise.

Entry-classes-supported (C): This identifies ‘the entry-classes supported by the MS. Support f¢r an
entry-class implies that it shall be availableto the Summarize, List, Fetch, Delete, and Modify absfract-
operations, and to the auto-action-types.supported by the MS. In addition, support for the Submi$sion
entry-class implies support for its use(in the MS-message-submission and MS-probe-submission absfract-
operations. Support for the Draft\éntry-class implies support for its use in the MS-message-submigsion
abstract-operation. This parametet shall be present if the MS-configuration-request parameter of the
MS-bind-argument is frue; it'is/absent otherwise.

Matching-rules-supported (C): This identifies the matching-rules supported by the MS. Support for a
matching-rule implies.that it shall be available for use with an attribute for which the matching-ryle is
defined, where support for that attribute-type is also claimed. This parameter shall be present if the
MS-configuration‘request parameter of the MS-bind-argument is frue and at least one matching-ryle is
supported; it ‘is-absent otherwise.

NOTE) 2 — All supported matching-rules should be identified in this parameter, including those for which
supportds mandatory. The set of matching-rules for which support is mandatory may change over time.

Additional-capabilities (C): This parameter indicates additional capabilities, possibly content-spegific,
Supported by the MS. It shall be present if the MS-configuration-request parameter of the MS-tind-
argument is frue and at least one additional capability is supported; it is absent otherwise.

j)

Message-group-depth (C): This indicates the maximum number of group-name-parts that may be
present in a message-group-name. It shall be present if the MS-configuration-request parameter of the
MS-bind-argument is true and the MS supports the message-group-name attribute-type; it is absent
otherwise. If the MS-user presents, in the argument of an abstract-operation or in an auto-action
registration-parameter, a message-group-name which contains more group-name-parts than are specified
in this parameter, then a message-group-error results.

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the
previous abstract-association was established caused the generation of an auto-action-error. Since this
information cannot be reported when a 1988 Application Context is in use, the establishment of such an
association shall not affect the setting of this parameter which shall be presented when a 1994 Application
Context is next used.
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7.1.3

An |

The

AutoActionErrorIndication ::= CHOICE {
indication-only [0] NULL,
auto-action-log-entry [1] SequenceNumber }

If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the
first entry which records an auto-action-error which occurred since the previous abstract-association
(which used a 1994 Application Context) was established. Otherwise it contains a Null. The parameter
shall be absent if no auto-action-errors occurred since the previous abstract-association was established.

k) Unsupported-extensions (C): If the MS-user supplied a bind-extensions parameter in the MS-bind-
argument and one or more of these extensions are not supported by the MS, this parameter identifies all
such unsupported-extensions. The parameter contains the Object Identifier values of each of these
unsupported-extensions, drawn from the bind-extensions parameter. The parameter is present if the bind-
extensions parameter of the MS-bind-argument is present and at least one of the extensions is not

1S-bind-error reports a problem in attempting to establish an abstract-association. It is defined as follows:

ms-bind-error ABSTRACT-ERROR ::= {

parameters of MS-bind-eryor; are as follows:

supported; it is absent otherwise.

1)  UA-registration-id-unknown (C): This parameter is present and has the value true if theyM3-bind-
argument specifies a UA-registration-identifier which has not been registered previously, by means|of the
Register-MS abstract-operation. It is absent otherwise.

m) Service-information (C): This provides information concerning the operation ©f, the service. An MS
implementation may use this to report operational matters such as service availability and resource |usage.
The parameter shall be present at the discretion of the MS service provider.

MS-bind-error

PARAMETER CHOICE {
unqualified-error BindProblem,
-- 1994 extension --
qualified-error SET {

bind-problem [0] BindProblemy
supplementary-information [1] GeneralString (SIZE(1..ub-supplementary-info-length)) OPTIONAL,
bind-extension-errors [2] SET SIZE(1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL } } }
BindProblem ::= ENUMERATED {

authentication-error ((UA

unacceptable-security-context ®,

unable-to-establish-association 2),

. = 1994 extension addition >~

bind-extension-problem 3}

a) Unqualified-error (C): This indicates the nature of the error. If authentication-error is indicatgd, the
abstract-assoeiation cannot be established because the initiator’s credentials are not acceptable |or are
impropertly’ specified. If unacceptable-security-context is indicated, then the security-context propgsed by
the initidtor of the abstract-association is unacceptable to the responder. If unable-to-establish-assoliation
is indicated, then the responder has rejected the initiator’s attempt to establish an abstract-associatjon for
an unspecified reason. If bind-extension-problem is indicated, the abstract-association canfiot be
established because the bind-extensions parameter specified in the MS-bind-argument contafins an
improperly specified extension.

7.2

b) Qualified-error (C):. This paramefer indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters
have been improperly specified, the Object Identifier values of these extensions shall be reported in bind-
extension-errors.

MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions
that were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated
with the MS-unbind abstract-operation.

26

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind
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8 Abstract-operations

This clause defines the capabilities of the MS abstract-service provided to an MS-user at the Retrieval Port and
MS-submission Port of the MS. These capabilities are modelled as abstract-operations which may cause abstract-errors
when invoked. The abstract-operations available at the Retrieval Port are defined in 8.2 and those of the MS-submission
Port in 8.3. The abstract-errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2.

8.1 Common data-types used in abstract-operations

This subclause defines a number of common data-types which are used in several of the abstract-operations defined in
clange  Tha fallauwing comman Aata_t q ara dafinad-

Lvidauov O. 11Iv lklll\lWllIE LCUILLHTHTTIULNL uawa l)’}}bb alv uviiiicu,

d) Entry Information Selection;
e) Entry Information;
f)  MS Submission Options;

g) Common Submission Results.
8.1.1 Range

A range parameter is used to select a contiguous sequence of entries of a specified entry-class.

Range ::= CHOICE {
sequence-number-range [0] NumberRange,
creation-time-range [1] TimeRange }

NumberRange ::= SEQUENCE {

from [0] SequenceNumber OPTIONAL'S? omitted means no lower bound --,

to [1] SequenceNumber OPTIONAL -- omitted means no upper bound -- }
TimeRange ::= SEQUENCE {

from [0] CreationTime OPTIONAL -- omitted means no lower bound --,

to [1] CreationTime OPTIONAL -- omitted means no upper bound -- }

CreationTime ::= UTCTime
The cqmponents of range have/the.following meaning:
a) Sequence-number-range (C); and

b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of entries to be
selected. The sequence-number-range is given in terms of sequence-numbers, and the creation-tjme-
range is given in terms of creation-times. The creation-time of an entry is the time at which thel MS
generated the entry. The sequence-numbers of successive entries are always in ascending order] but
several adjacent entries may have the same creation-time. The parameters of both number-range and fime-
range have the following meaning: T

1)  From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the
earliest entry (lowest sequence-number) of the specified entry-class.

2) To (O): This is the upper bound for the range.

In the absence of this component, the default is no upper bound, and the selection finishes with the
latest entry (highest sequence-number) of the specified entry-class.

If from is greater than to, then the range is defined in descending order; otherwise, the range is defined in
ascending order (see 8.1.3). If a 1988 Application Context is in use, range shall be specified in ascending
order. A range is inclusive of its upper and lower bounds.
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8.1.2 Filters

8.1.2.1 Filter

A filter parameter applies a test to a particular entry and is either satisfied or not by the entry. The filter is expressed in
terms of assertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only if it
evaluates to rrue. A filter may be true, false, or undefined.

Filter ::= CHOICE {

item [0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }

A [ilter 1s either a filter-item, or an expression involving simpler filters composed together with the Togical dperators
anfl, or, and not:

a) A filter which is an item has the value of the filter-item (i.e. true, false, or undefined).

b) A filter which is the and of a set of filters is true if the set is empty or if each filter is true; it is f@lse if at
least one filter is false; otherwise it is undefined (i.e. at least one filter is undefined and no fifters are
false).

c) A filter which is the or of a set of filters is false if the set is empty or if gach filter is false; it is frue if at
least one filter is true; otherwise it is undefined (i.e. at least one filter is\sfidefined and no filters arg true).

d) A filter which is the not of a filter is true if the filter is false; false/if it is true; and undefined if it is
undefined.

8.1.2.2 Filter-item

A filter-item is an assertion about the presence or value(s) of an_dttribute of a particular type in the entry under test.
Eagh such assertion is true, false, or undefined.

FilterItem ::= CHOICE {

equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0]1 ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
any [1] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
final [2] ATTRIBUTE.&Type ({AttributeTable} {@substrings.type}) } |},
greater-or-equal [2] AttributeValueAssertion,
less-or-equal [3] AttributeValueAssertion,
present [4} "ATTRIBUTE.&id ({AttributeTable}),

approximate-match [5] AttributeValueAssertion,
-- 1994 extension --

other-match [6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matching-rule [0] MATCHING-RULE.&id ({MatchingRuleTable}),
attribate-type [1] ATTRIBUTE.&id,
miatch-value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} { @matching-rufe}) }

Every filter-item includes an attribute-type which identifies the attribute under test.

A asSertion about the value of an attribute can be evaluated only if properly specified. If the MS does not support the
attribute-type (or 1t 1s not subscribed to by the MS-user), or the MS does not support the matching-rule, or the presented
value does not conform to the matching-rule’s assertion-syntax, or the definition of the attribute-type does not include
the type of match requested, then the abstract-operation or auto-action which contains the assertion shall fail; the
abstract-operation shall return an attribute-error.

NOTE - In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the
Presentation Service and cause the rejection of the protocol data unit.

Assertions about the values of an attribute are evaluated using the generic matching-rules (equality, substrings,
greater-or-equal, less-or-equal, and approximate-match), or any other matching-rules defined for that attribute-type.
The present match is supported for all attribute-types. A matching-rule used as a generic matching-rule is constrained to
have an assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rule
used as an other-match is not constrained in this way. A matching-rule may be used as a generic matching-rule for one
attribute-type and as an other-match for a different attribute-type.
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All the matching-rules defined in this Service Definition have an outcome of true or false. However, matching-rules
defined elsewhere, may also allow the outcome undefined.

If the filter-item is properly specified, then where it asserts:

a) equality, it is true if and only if there is a value of the attribute for which the attribute’s equality
matching-rule applied to that value and the presented value returns true;

b) substrings, it is true if and only if there is a value of the attribute in which the attribute’s substring
matching-rule applied to that value and the presented value in strings returns true. The meaning of the
components of strings is defined in the appropriate matching-rule definition; see 12.2.3 for an example of
a substrings matching-rule.

. Lt | if and only if . | ‘i . . hich hute’s
ordering matching-rule applied to that value and the presented value returns false, i.e. there is a(value of
the attribute which is greater than or equal to the presented value;

d) less-or-equal, it is true if and only if there is a value of the attribute for which eithei-the attribute’s
equality matching-rule or ordering matching-rule applied to that value and the presented value r¢turns
true, i.e. there is a value of the attribute which is less than or equal to the presented value;

e) present, itis true if and only if such an attribute is present in the entry;

f)  approximate-match, it is true if and only if there is a value of the attribdte for which the approximate-
match matching-rule applied to that value and the presented value returns true. The approximate-match
matching-rule may provide phonetic matching to accommodate spelling“variations, and is locally defined,;
there are no specific guide-lines for approximate matching in this“Service Definition. If approximate-
match is not supported, this filter-item shall be treated as a match/for equality;

¢) other-match, it is rrue if and only if there is a value of the attribute with the indicated attribute-type for
which the matching-rule, applied to that value and the\presented-value, returns true. If the matchinp-rule
is one of those specified as an other-matching-ruledn the definition of the specified attribute-type, gnd is
supported by the MS, then matching proceeds asyspecified in the matching-rule definition; otherw|se an
attribute-error of inappropriate-matching may<result. As a local matter, an MS may support mat¢hing-
rules in addition to those defined in this Service Definition. The constraining set (MatchingRuleTable) is
defined in clause 12.

8.1.2]3 Attribute-value-assertion

An attribute-value-assertion is a propositiony'which may be true, false, or undefined, concerning the values of an entry.
It is ¢valuated using a matching-rule specified for the attribute-type, and which is appropriate for the context in which
the aftribute-value-assertion is evaluated* It involves an attribute-type and an attribute-value:

AttributeValueAssertion'::= SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-value ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) }

If the attribute-value-assertion is properly specified (see 8.1.2.2) its evaluation has one of the following outcomes:

a) true)if the entry contains an attribute of that attribute-type, one of whose attribute-values matchgs the
presented attribute-value;

b)' undefined, if the entry contains an attribute of that attribute-type, and the specified matching-rule ddclares
the result of the match to be undefined;

c) false, otherwise.

NOTE - None of the matching-rules defined in this Service Definition returns undefined. However, matching-rules defined
in other Specifications for given content-types may do so.

8.1.3 Selector

A selector parameter is used to select entries of a specified entry-class. The selection operates in three stages. Firstly, the
total set of entries of the entry-class may be restricted to a particular contiguous set by specifying its range. Secondly,
entries from within this set may be selected by specifying a filter which the selected entries shall satisfy. Thirdly, a limit
may be placed on the number of entries thus selected. If the range is defined in ascending order (or is omitted), those
entries with the lowest sequence-numbers are selected; if the range is defined in descending order, those entries with the
highest sequence numbers are selected (see 8.1.1). Abstract-operations are applied to selected entries according to their
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range order, i.e. where the range is defined in ascending order, the selected entry with the lowest sequence-number is
operated on first.

Selector ::= SET {
child-entries [0] BOOLEAN DEFAULT FALSE,

range [1]1 Range OPTIONAL -- default is unbounded --,

filter [2] Filter OPTIONAL -- default is all entries within the specified range --,
limit [3] INTEGER (1..ub-messages) OPTIONAL,

override [4] OverrideRestrictions OPTIONAL

-- by default, any fetch-restrictions in force apply -- }

The components of selector have the following meaning:

a) _ Child-entries (O); 1T jalse, only main-entrics are considered 1or selection. 11 frue, both maim-entries and
child-entries are considered for selection. In the absence of this component, only mainentries are
considered for selection.

b) Range (O): The abstract-syntax-notation of range is given in 8.1.1. In the absence of this-compongnt, the
range is unbounded.

¢) Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absenee of this compongnt, all
entries within the specified range are selected.

d) Limit (O): This allows the specification of an upper limit to the number, 0f entries selected. In the apsence
of this component, there is no limit to the number of entries selected:

NOTE - The primary role of the limit is to protect against huge results from an abstract-operatign as a
consequence of badly formulated selections. It may also be used to/retrieve an exact number of information-sdts to fit
a particular output device.

e) Override (O): If an override of any of the fetch-restrictions is required, the corresponding compopent(s)
of override-restrictions shall be present.

OverrideRestrictions ::= BIT STRING {
override-content-types-restriction (0),
override-EITs-restriction (1),
override-attribute-length-restriction (2) } (SIZE (1..ub-restrictions))

The values of override-restrictions have the following meaning:

1) Override-content-types+restriction (M): This bit shall be set to 1 if the fetch-restrictipns on
content-types are to be overridden. If this bit is set to 0, the fetch-restrictions on content-types as
specified in the-MS-bind-argument shall apply.

2) Override-EITs;restriction (M): This bit shall be set to 1 if the fetch-restrictions on enfcoded-
informatien-types are to be overridden. If this bit is set to 0, the fetch-restrictions on enfoded-
informdtion-types as specified in the MS-bind-argument shall apply.

3) <{Override-attribute-length-restriction (M): This bit shall be set to 1 if the fetch-restrictipns on
attribute length are to be overridden. If this bit is set to 0, the fetch-restrictions on attribute lepgth as
specified in the MS-bind-argument shall apply.

In the absence of override-restrictions, all the fetch-restrictions specified in the MS-bind-argument
shall apply.

8.1.4 Entry-information-selection

An entry-information-selection parameter indicates what information from an entry is being requested. An empty set
indicates that information about the entry itself, rather than the attributes of the entry, is being requested.

EntryInformationSelection ::= SET SIZE (0..ub-per-entry) OF AttributeSelection
AttributeSelection ::= SET {
type ATTRIBUTE.&id ({AttributeTable}),

from [0] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi-valued --,
count [1] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi-valued -- }
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The components of attribute-selection have the following meaning:

a) Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the
entry, then no values are returned for the attribute. If the attribute-type is not supported by the MS or is
not subscribed to by the MS-user, then an attribute-error shall be generated.

b) From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value to
be returned. If it specifies a value beyond those present in the attribute, no values are returned. This
component shall not be present unless the attribute-type is multi-valued. If this component is omitted,
values starting at the first value are returned.

¢) Count (O): When an attribute is multi-valued, this Integer gives the maximum number of values to be
returned. It is not an error if count is greater than the number of values present in the entry. This

Where

Where
entry,

applying the associated abstract-operation to the entry.

8.1.5

An enfry-information parameter conveys selected information from an entry.

The cq

component shall not be present unless the mtrihnm_typp is—multi-valued If this component is—omitted,

there is no limit as to how many values are returned.

either from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-request.

pr is not applicable to an entry of that entry-type, then that attribute-selection shall be regarded as absent W

an attribute of the type specified in an attribute-selection is supported by the MS, but is absent from a partiqular

hen

EntryInformation ::= SEQUENCE {

AttributeValueCount ::= SEQUENCE {

mponents of entry-information have the following meaning:

Entry-information

sequence-number SequenceNumber,
attributes SET SIZE (1..ub-per-entry) OF Attribute OPTIONAL,
-- 1994 extension --
value-count-exceeded [0] SET SIZE (1..ub-per-entry).OF AttributeValueCount OPTIONAL }

type [0] ATTRIBUTE.&id ({AttributeTable}),
total (1] INTEGER }

a) Sequence-number (M): The sequence-number identifying the entry (see 6.3.2).

b) Attributes (C): The set of selected attributes from the entry. Where the corresponding attribute-seledtion
constitutes a partial-attribute-request, only the requested subset of the attribute-values actually preseft in
that attribute are retufned. This component is absent if the requested-attributes parameter was omijtted
from the list-argument or fetch-argument, and no (UA-specific or general) list-attribute-defaults or fgtch-
attribute-default§ dare in force. The component is also absent if none of the requested-attributes are present
in the entry.

¢) Value-count-exceeded (C): This component is present where, in the performance of the List or Fetch
abstract-Operation, count is specified in the attribute-selection, and the specified attribute contains vdlues
beyond the limit set by count. The type indicates the attribute-type concerned, and total indicates the fotal
number of values possessed by the attribute. One value of the component is present for each attritjute-
Selection which exceeds the limit set by count. The component is absent if none of the attribute-selectlions

exceeded their count limits.

8.1.6

MS-submission-options

The MS-submission-options parameter is used to request the creation of an entry in a specified entry-class, containing
attributes derived from the argument and result of the associated MS-message-submission or MS-probe-submission
abstract-operation. Other components of MS-submission-options control the assignment of further attributes to the
created entry.

MSSubmissionOptions ::= SET {

object-entry-class [0] EntryClass (submission | submission-log | draft) OPTIONAL,
disable-auto-modify [1] BOOLEAN DEFAULT FALSE,

add-message-group-names [2] SET SIZE (1..ub-message-groups) OF MessageGroupName OPTIONAL,
ms-submission-extensions [3] MSExtensions OPTIONAL }
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The components of MS-submission-options have the following meaning:

a)

Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details
]

£t tad . .
of the associated message or probe submission. Three values are defined:

1) Submission. The message or probe shall be submitted to the MTS and an entry created in the
Submission, and, subject to subscription, the Submission-log entry-classes

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created in the
Submission-log entry-class only.

3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to the
MTS. This option is not availabie for MS-probe-submission.

8.1.F

The

and|MS-probe-submission abstraét-Operations.

The

b)

c)

d)

Common-submission-results

If the specified object-entry-class is not subscribed to then an error is generated. If the object- entrt' -class
is omitted, and the Submission-log entry-class is subscribed to, the component defaults to Submjssion-
log. If the object-entry-class is omitted, and the Submission-log entry-class is not subscribed-to, then the
message or probe shall be submitted to the MTS and no storage shall take place.

Disable-Auto-modify (O): This specifies whether the currently registered Auto-madify auto-actiors shall
be applied to the entry of the Submission, or Submission-log, or Draft entry-class,-which may be ¢reated
as a result of performing the associated message or probe submission. This component shali be omfitted if
no entry is to be created. In the absence of this component the currently \tegistered Auto-modify auto-
actions shall be applied to the new entry.

Add-message-group-names (O): This specifies one or more message-group-name attribute-valueq which
shall be assigned to the entry of the Submission, or Submissionslog, or Draft entry-class, which may be
created as a result of performing the associated message’ or-probe submission. This attribute-fype is
defined in 11.2.33. This component shall be omitted if doyentry is to be created. In the absence (ot this
component no message-group-name attribute is attacheti¢to the new entry.

NOTE — Message-group-names assigned to an entiypby the performance of the Auto-modify auto-actiorj are not
affected by the setting of this component.

MS-submission-extensions (O): This coniponent allows for future general and content-gpecific
extensions to MS-submission-options, N0 extensions are defined in this Service Definitiop. The
Specification for a given content-type-defines its use of this component. In the absence of the component
no MS-submission-extensions are‘specified.

common-submission-results parameter contains information common to the results of the MS-message-subinission

CommonSubmissionResults ::= SET {

componefity of common-submission-results have the following meaning:

@)

created-entry. [0] SequenceNumber OPTIONAL,
auto-action-€rror-indication [1] AutoActionErrorIndication OPTIONAL,
ms-submission-result-extensions [2] MSExtensions OPTIONAL }

Created-entry (C): This shall be present if the MS-user requested storage of a submitted mespage or
probe in the Submission or Submission-log entry-classes, or storage of a draft-message entry in the Draft

AR AR

32

b)

c)
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Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS
concerning the submitted-message or probe, or stored draft-message, caused the generation of an
auto-action-error. If the Auto-action-log entry-class is subscribed to, this parameter indicates the
sequence-number of the first entry which records these unsuccessful auto-action executions. Otherwise it
contains a Null (see 7.1.2, item j). The parameter shall be absent if no auto-action-errors occurred.

MS-submission-result-extensions (C): This component allows for future general and content-specific
extensions to common-submission-results. No extensions are defined in this Service Definition. It shall be
present if the MS-user specified MS-submission-extensions in the submission-options parameter of the
MS-message-submission or MS-probe-submission argument, and those extensions caused the generation
of this corresponding result.

ITU-T Rec. X.413 (1995 E)


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

8.2 Retrieval Port abstract-operations

The following abstract-operations are available at the Retrieval Port:

a) Summarize;

b) List;

¢) Fetch;

d) Delete;

e) Register-MS;
f)  Alert;

g) Modify.

Abstragt-operations are performed asynchronously subject to the following conditions:

—  the Delete, Register-MS, and Modify abstract-operations shall not be performed until all outstan Hing
abstract-operations have been completed;

—  the Delete, Register-MS, and Modify abstract-operations are performed in the order ifi which they| are
invoked and are allowed to complete before any other abstract-operation is performed.

Because of this, and the fact that the List and Fetch abstract-operations may change the retrieval-status of an entry| the
results jof the Summarize, List and Fetch abstract-operations may be non-deterministic.

8.2.1 Summarize abstract-operation

The Symmarize abstract-operation returns summary counts of selected entries 6f a specified entry-class. In addition to
these symmaries, a count of the entries selected and their lowest and highest'sequence-numbers is also returned. Zerpo or
more igdividual summaries may be requested.

The Symmarize abstract-operation will be successful only when access to the entry-class is permitted according tq the
security-context and the security-policy in force.

The atfributes that may be requested for summaries are restricted. For the general-attributes of entries of the varjous
entry classes, the restrictions are defined in Tables 2 and 3ZFor content-specific attributes, the attribute definition ir| the
relevanlt Specification shall state whether the attribute is-available for Summarize.

summarize ABSTRACT-OPERATION ::={

ARGUMENT SummarizeArgument
RESULT SummarizeResult
ERRORS {attribute-error | invalid-parameters-error | range-error |

security-error | sequence-number-error | service-error,
st 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-summarize }

NOTE - An example\of the Summarize abstract-operation is given in Annex I.

8.2.1.1| Summarize-argument

SummarizeArgument ::= SET {

entry=class [0] EntryClass DEFAULT delivery,
selector [1] Selector,
summary-requests [2] SEQUENCE SIZE (1..ub-summaries) OF ATTRIBUTE.&id ({AttributeTable})

OPTTONAL—absenrif io summaries are requested --,
-- 1994 extension --
summarize-extensions [3] MSExtensions OPTIONAL }

The parameters of summarize-argument have the following meaning:
a)  Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).
b) Selector (M): This is a set of selection criteria to determine which entries shall be summarized (see 8.1.3).

¢) Summary-requests (O): This is the sequence of attribute-types for which summaries are requested. This
parameter is present only if a summary is requested.

d) Summarize-extensions (O): This parameter allows for future general and content-specific extensions to
summarize-argument. No extensions are defined in this Service Definition.
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8.2.1.2 Summarize-result

Should the request succeed, the summarize-result will be returned.

The

SummarizeResult ::= SET {

next [0] SequenceNumber OPTIONAL,
count [1] INTEGER (0..ub-messages) -- of the entries selected --,
span [2] Span OPTIONAL -- of the entries selected,
-- omitted if count is zero --,
sumimaries [3] SEQUENCE SIZE (1..ub-summaries) OF Summary OPTIONAL,

-- 1994 extension --

summarize-result-extensions [4] MSExtensions OPTIONAL }

C 3 1¢ L tha £o11 H H .
ey e OO w T g e atiiTes

were not for the limit specified in the selector. The parameter contains the sequence-number-of t
entry that would have been selected, as determined by the range order which determinés the direc

a) Next (C): This is returned in the case where the number of entries selected would have beengreafer if it

e next
fion of

1y

2)

searching (see 8.1.3).

b) Count (M): This is an integer giving the count of entries that match the selection criteria.

Span ::= SEQUENCE {

The components of span have the following meaning:

see 8.1.1.

The components of summary have the following meaning:

c) Span (C): This contains the lowest and highest sequence-numbers of the entries that match the sefection
criteria. It is absent if there are no such entries.

lowest [0] SequenceNumber,
highest [1] SequenceNumber }

Lowest (M): Identifies the entry with the lowest sequence-number which matches the sefection
criteria.

Highest (M): Identifies the entry with the highest sequence-number which matches the seflection
criteria.

NOTE - The values of lowest and highest are not affected by the order of the range (ascending or descqnding):

d) Summaries (C): One summary is returned for each summary-request. The summaries are retugned in
the order that they were requested.

Summary ::= SET:{
absent [O]NINTEGER (1..ub-messages) OPTIONAL -- count of entries where attribute is absent --,
present [11 SET SIZE (1..ub-attribute-values) OF -- one for each attribute value present --

SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE.&Type ({AttributeTable} {@.type}),
count INTEGER (1..ub-messages)} OPTIONAL }

1) Absent (C): A count of the entries that do not contain an attribute of the attribute-type specified in
the request. The component is omitted if there are no such entries.
2) Present (C): A summary of the entries that contain an attribute of the attribute-type specified, broken

down by the attribute-values actually present. The component is omitted if there are no such entries.
The components of present have the following meaning:

i)  Type (M): The type of the attribute.

ii) Value (M): The attribute-value for which the count is given.

iii) Count (M): A count of entries with this attribute-value.

e) Summarize-result-extensions (C): This parameter allows for future general and content-specific
extensions to summarize-result. No extensions are defined in this Service Definition.
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8.2.1.3 Summarize abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9. The attribute-error abstract-error shall be reported both in the
case of an improperly specified filter, and where the summary-requests parameter specifies an attribute-type which is not

supported by the MS, or is not s

8.2.2 List abstract-operati

ubscribed to by the MS-user.

on

The List abstract-operation is used to search a specified entry-class for entries of interest, and to return selected

information from those entries.

The List abstract-operation will be successful only when access to the entry-class is permitted according to the security-

The i

contej: and the security-policy 1n force.

formation that may be selected for entries of a given entry-class may be restricted. For the general;dttribut

entried of the various entry-classes, the restrictions are defined in Tables 2 and 3.

ARGUMENT
RESULT
ERRORS

CODE

8.2.2.1 List-argument

ListArgument ::= SET {

selector
requested-attributes

list-extensions

list ABSTRACT-OPERATION ::= {

ListArgument

ListResult

{attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,

w. -- 1994 extension additions --,

entry-class-error | ms-extension-error}
op-list }

[1] Selector,
[3] EntryInformationSelection OPTIONAL,
-- 1994 extension --

[4] MSExtensions OPTIONAL }

The p4rameters of list-argument have the following meaning:

a) Entry-class (O):

d) List-extensions

8.2.2.2 List-result

Should the request succeed, the

This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

b) Selector (M): This is a set of\seléction criteria to determine which entries shall be returned (see 8.1.3).

¢) Requested-attributes (O): This indicates what information from the selected entries is to be return
the result (see 8.1.4).\If)this parameter is absent, the registered set of UA-list-attribute-defaults is use
no UA-registration\was specified when the abstract-association was established, or no UA-list-attri
defaults are registered for the currently active UA-registration, then the general (non UA-specific)
attribute-defaults are used (see 8.2.5.1, items ¢ and g).

(O): This parameter allows for future general and content-specific extensions to

argument. No extensions are defined in this Service Definition.

list-result will be returned.

ps of

ed in
d. If
bute-
list-

list-

ListResult ::= SET {
next
requested

[0] SequenceNumber OPTIONAL,

[1] SEQUENCE SIZE (1..ub-messages) OF EntryInformation OPTIONAL
-- omitted if none found --,

-- 1994 extension --

list-result-extensions  [2] MSExtensions OPTIONAL }

The parameters of list-result have the following meaning:

a) Next (C): This is returned in the case where the number of entries selected would have been greater if it
were not for the limit specified in the selector. The parameter contains the sequence-number of the next
entry that would have been selected, as determined by the range order which determines the direction of

searching (see 8.

1.3).
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8.2.

b) Requested (C): This conveys the requested entry-information (see 8.1.5) from each selected entry. Each
item of entry-information appears in the same order (ascending or descending) as the range order

(see 8.1.3). The parameter is absent if no entries were selected.

¢) List-result-extensions (C): This parameter allows for future general and content-specific extens
list-result. No extensions are defined in this Service Definition.

2.3 List abstract-errors

ions to

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.

The

Lasy

ope

8.2.

The

3—Fetchrabstract-operation
Fetch abstract-operation is used to return selected information from a specific entry of some/entry-class.
Altgrnatively, it is used to return selected information from the first entry from among several entries of interest;|in this
casq the sequence-numbers of the other selected entries are also returned. The Fetch abstract-operatignawill be successful
only when access to the entry-class is permitted according to the security-context and the security=policy in force.
Information from an entry may be fetched several times, until the entry is explicitly deleted using the Delete apstract-
ation.
fetch ABSTRACT-OPERATION ::= {
ARGUMENT FetchArgument
RESULT FetchResult
ERRORS {attribute-error | fetch-restriction-error’] invalid-parameters-error |
range-error | security-error | sequencé-number-error | service-error,
. -- 1994 extension additions --,
entry-class-error | ms-extension-error}
CODE op-fetch }
B.1 Fetch-argument
FetchArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
item CHOICE {
search [1) Selector,
precise [2] SequenceNumber},
requested-attributes [3] EntryInformationSelection OPTIONAL,
=Y'994 extension --
fetch-extensions [4] MSExtensions OPTIONAL }
parameters of fetch-argument have the following meaning:
a) Entry=class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1)
b) Item (M): One of the components described below shall be specified in order to determine which ¢ntry to

fetch.

1) Search (C): This is a selector specifying a set of entries. Of the entries selected (if any) the entry

fetched shall be the one with the highest sequence number if the range is defined in desd

36

order, and that with the lowest sequence-number otherwise (see 8.1.3).

2) Precise (C): This is the sequence-number of the entry to be fetched (see 6.3.2).

ending

¢) Requested-attributes (O): This indicates what information from the selected entry is to be returned in the
result (see 8.1.4). If this parameter is absent, the registered set of UA-fetch-attribute-defaults is used. If no

UA-registration was specified when the abstract-operation was established, or the currently
UA-registration does not specify UA-fetch-attribute-defaults, then the general (non UA-specific)
attribute-defaults are used (see 8.2.5.1, items d and g).

active
fetch-

d) Fetch-extensions (O): This parameter allows for future general and content-specific extensions to fetch-

argument. No extensions are defined in this Service Definition.

ITU-T Rec. X.413 (1995 E)


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

8.2.3.2 Fetch-result

Should the request succeed, the fetch-result will be returned.

FetchResult ::= SET {

entry-information [0] EntryInformation OPTIONAL -- if an entry was selected --,
list [1] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL,

-- 1994 extension --
fetch-result-extensions [3] MSExtensions OPTIONAL }

The parameters of fetch-result have the following meaning:

8.2.3.

Shoul
abstra

8.2.4

The 1
depen
The [
securi

entry (see 8.1.5). It is not present in the case that a search was performed and no entry was selected!

b) List (C): This is returned in the case that more than one entry matched the search selectoy. The list

order (see 8.1.3).

entry that would have been selected, as determined by the range order whichr determines the directi
searching.

fetch-result. No extensions are defined in this Service Definition.

3 Fetch abstract-errors

ct-errors will be reported are defined in clause 9.

Delete abstract-operation

elete abstract-operation will be successful only when the entry-class permits deletion, and this is allowed b
ly-context and the security-policy in forCe.

c) Next (C): This is returned in the case where the number of entries selected would-have been greatef
were not for the limit specified in the selector. The parameter contains the séquence-number for the|next

a3y Emry-information (CyThis S the Ser ot aft Those Tequested atributes that are present in e selgeted

bives

the sequence-numbers of these further entries in the same order (ascending or descending) as the fange

if it

n of

d) Fetch-result-extensions (C): This parameter allows for future general and content-specific extensiopns to

1 the request fail, one of the listed abstract-errors will be reperted. The circumstances under which the particular

pelete abstract-operation is used to delete selected entries of a specified entry-class. A main-entry and 41l its
dent child-entries shall only be deleted together. This is achieved by specifying just the main-entry as an argument.

y the

Certain entries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-error of child-gntry-

specif]
result
other
consig
log er
storeq

As a
and cd

ed. An attempt to delete an.ehtry of the Delivery entry-class which has a retrieval-status of new (see 6.3.8)
in a delete-error of new-eniry-specified, the retrieval-status shall not be considered when entries of entry-cl
than Delivery are deleted. The retrieval-status of any child-entry associated with a main-entry shall n
ered when applying.the Delete abstract-operation to the main-entry. An attempt to delete an entry of the Mes

-message-exists.

ubscription option, the deletion of the entries of any entry-class or entry-classes may be restricted or prohi

the ge

neration of a delete-error of delete- restrtctton-problem

shall
Asses
t be
sage-

try-class for which a corresponding entry exists in the Stored-message entry-class shall result in a delete-erfjor of

bited,

use a delete error of entr) class restrtctton Further restrictions may be deﬁned for entries of a glven contem-type

AUSEs

NOTE - Implementations may choose to prohibit the deletion of entries of the Message-log entry-class except for the
oldest entry, or a contiguous sequence that includes the oldest.

delete ABSTRACT-OPERATION ::= {

ARGUMENT DeleteArgument

RESULT DeleteResult

ERRORS {deleteError | invalid-parameters-error | range-error | security-error |
sequence-number-error | service-error,
w. -- 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-delete }

ITU-T Rec. X.413 (1995 E)
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8.2.4.1 Delete-argument

The

8.2.4.2 Delete-result

Sho

The

8.2

Sho
abst]

8.2.

The
regi
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DeleteArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
items CHOICE {
selector [1] Selector,
sequence-numbers [2] SET SIZE (1..ub-messages) OF SequenceNumber },
-- 1994 extension --
delete-extensions [3] MSExtensions OPTIONAL }

parameters of delete-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation (see 6.3.1).

) ot N Ona of tha mpanentedeceribhod holaw: chall ha cnaoi£:od rdar tao datarnaiog whiol
o v He-ot—tre-coh HehtS—a Hoea—BEeroW—Stdoe-5 pav) te e Wreh

ntries

TTOTy ' PeeTT e oOTrac oG

to delete.
1) Selector (C): See 8.1.3.
2) Sequence-numbers (C): An unordered list of sequence-numbers (see 6.3.2).
¢) Delete-extensions (O): This parameter allows for future general and content-specific lextensions to

argument. No extensions are defined in this Service Definition.

ITU-T Rec. X.420 | ISO/IEC 10021-7.

i1d the request succeed, the delete-result shall be returned:

DeleteResult ::= CHOICE {
delete-result-88 NULL,
-- 1994 extension --
delete-result-94 SET {
entries-deleted [0] SEQUENCE SIZE/(1..ub-messages) OF SequenceNumber OPTIONAL
delete-result-extensions [1] MSExtensions OPTIONAL } }

parameters of delete-result have the following medning:
a) Delete-result-88 (C): This parameteris returned if a 1988 Application Context is in use.

b) Delete-result-94 (C): This parameter is returned if a 1994 Application Context is in use. It contd
following components:

1) Entries-deleted (€): ‘This identifies the entries deleted. It is present if the selector compong
present in the delete-argument, and at least one entry has been deleted. It is absent otherwise.

2) Delete-result-extensions (C): This component allows for future general and content-{
extensionsto delete-result. No extensions are defined in this Service Definition.

1.3 Delete abstract-errors

ild the request-fail, one of the listed abstract-errors will be reported. The circumstances under which the pa
ract-error$\Wwill be reported are defined in clause 9.

b Register-MS abstract-operation

NOTE - The Interpersonal Messaging content-type makes use of delete-¢xtensions as defined in 19.5.

delete-

ins the
nt was

pecific

rticular

Register-MS—abstract-operation 15 used to Tegister or deregister various formation with the MSTamd
stered information from it:

a) auto-actions;

b) default requested attribute-types for List and Fetch;
¢) credentials;

d) user-security-labels;

e) UA registrations,

f)  submission defaults;

g) message-group-names.

ITU-T Rec. X.413 (1995 E)
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Where an MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations made using one
Application Context shall be effective when the other Application Context is in use.

NOTE - For example, the registered general submission-defaults registered when using a 1994 Application Context will
apply to submissions invoked in an abstract-association established using a 1988 Application Context.

register-MS ABSTRACT-OPERATION ::= {

ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {attribute-error | auto-action-request-error | invalid-parameters-error |

security-error | service-error | old-credentials-incorrectly-specified |
new-credentials-unacceptable,

w. - 1994 extension additions --,

message-group-error | ms-extension-error | register-ms-error}

CODE op-register-ms }

8.2.5.1

The pg

Register-MS-argument

Register-MSArgument ::= SET {

rameters of register-MS-argument have the_following meaning:

a)

b)

d)

auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,
auto-action-deregistrations [1] SET SIZE (1..ub-auto-registrations) OF AutoActionDeregistration
OPTIONAL,
list-attribute-defaults [2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
fetch-attribute-defaults [3] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
change-credentials [4] SEQUENCE {
old-credentials [0] Credentials,
new-credentials [1] Credentials } OPTIQNAL,
user-security-labels [S] SET SIZE (1..ub-labels-and-rédirections) OF SecurityLabel OPTIONAL,
-- 1994 extension --
ua-registrations [6] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,
submission-defaults [7] MSSubmissionOptions‘OPTIONAL,

message-group-registrations  [8] MessageGroupRegistrations OPTIONAL,
registration-status-request [9] RegistrationTypes OPTIONAL,

register-ms-extensions [10] MSExtensionss OPTIONAL }

Auto-action-registrations (O): TFhis is a set of auto-action-registration (see 6.5.2), one for each juto-
action to be registered. The/mew auto-action registration-parameter replaces any previously regisiered
auto-action (if any) with that registration-identifier and auto-action-type.

In the absence of auto-agtion-registrations, no new auto-actions are registered.

Auto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each auto-actin to
be deregistered( Any registered auto-action with registration-identifier and auto-action-type matching
those in an aut®’action-deregistration is deregistered.

AufoActionDeregistration ::= SEQUENCE {
auto-action-type AUTO-ACTION.&id ({AutoActionTable}),
registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1 }

In* the absence of auto-action-deregistrations, the existing set of registered auto-actions remjains
unchanged, except where updated by auto-action-registrations.

-attribute-defa Q). This specifies the tynes of the-attribute hich—shal-be—returned—in! any
subsequently invoked List abstract-operation if the requested-attributes argument is absent, and either no
UA-registration was specified when the abstract-association was established, or the currently active

UA-registration does not specify UA-list-attribute-defaults.

In the absence of list-attribute-defaults, there is no change to the registered default (if any). The list-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-
operation.

NOTE 1 - In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.
Fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any
subsequently invoked Fetch abstract-operation if the requested-attributes argument is absent, and either no

UA-registration was specified when the abstract-association was established, or the currently active
UA-registration does not specify UA-fetch-attribute-defaults.
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e)

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-
attribute-defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-

operation.

NOTE 2 — In versions of this Service Definition published prior to 1994, the Set had a lower bound of one.

identity of the MS-user to the MS.

Change-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the

The old-credentials are the current credentials of the MS-user, and the new-credentials are the

credentials proposed for future use in MS-bind.

In the absence of this parameter, the previously registered credentials remain unchanged.

o n he o Q

of ITU-T Rec. X.411 | ISO/IEC 10021-4. The credentials used between the MTS-user (the MS)
MTS are maintained separately and may be changed by use of the Administration Port’s Register a
operation.

f)  User-security-labels (O): This contains the security-label(s) of the MS abstract-service-user, if t
to be changed. User-security-labels is defined in 8.4.1.1.1.7 of ITU-T Rec. X.411 {ISO/IEC 1002144.

In the absence of this parameter, the user-security-labels remain unchanged,

NOTE 3 — Some security-policies may permit the user-security-labels to be'¢hanged in this way only if
link is employed. Other local means of changing the user-security-labels in a,seoure manner may be provided.

) UA-registrations (O): This specifies one or more amendments, o the set of UA-registrations

1.1.1.2
ind the
pstract-

hey are

secure

If the

MS-bind-argument of the present or a subsequently established abstract-association identjfies a

UA-registration that was registered by means of this parameter, then the defaults specified
associated with that registration, shall apply for the duratien of that abstract-association (see 7.1.1,

NOTE 4 - On different occasions a user may employ.different UAs to communicate with the MS.

UARegistration ::= SET {

ua-registration-identifier [0] Registrationldentifier,

ua-list-attribute-defaults [1] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&
({AttributeTable}) OPTIONAL,

ua-fetch-attribute-defaults __ 2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&
({AttributeTable}) OPTIONAL,

ua-submission-defaults {3] MSSubmissionOptions OPTIONAL,

content-specific-defaults [4] MSExtensions OPTIONAL }

The components of UA-registration are as follows:

1) UA-registration-identifier (M): An identifier for this UA-registration. If the same v
UA-registration-identifier was specified in a previous invocation of this abstract-operation, t
components present in the new registration replace the corresponding components of the p

below,
tem f).

hlue of
hen the
Fevious

registration; otherwise a new UA-registration is created. If the value of UA-registration-identifier

ntatehes that optionally present in the MS-bind-argument which established the current a
asSociation, then the new UA-registration takes immediate effect.

If the UA-registration-identifier is the only component present in a UA-registration, t
UA-registration is recorded and any existing UA-registration bearing this UA-registration-id
is deleted.

pstract-

hen no
entifier

NOTES=AtA-Tegistration s tkety tocontaim vatues nftuenced-both by the destgmrof the HA and by
user controlled options. It may be desirable for the UA-registration-identifier to be made configurable by the

user rather than fixed in the UA implementation.

2) UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be returned in a
subsequently performed List abstract-operation if the entry-information-selection parameter is
absent. In the absence of this component, there is no change to the UA-list-attribute-defaults defined

for this UA-registration (if any).

3) UA-fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned
in a subsequently performed Fetch abstract-operation if the entry-information-selection parameter is
absent. In the absence of this component, there is no change to the UA-fetch-attribute-defaults

defined for this UA-registration (if any).
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4) UA-submission-defaults(O): This specifies the submission-options parameter which shall be used
in a subsequently performed MS-message-submission or MS-probe-submission abstract-operation
when the submission-options parameter is absent. The value draft is not permitted for the object-
entry-class component (see 8.1.6). In the absence of this component, there is no change to the
UA-submission-defaults defined for this UA-registration (if any).

5)  Content-specific-defaults (O): This specifies registrations specific to a particular content-type. The
definition of a content-specific default appears in the Specification for the content-type concerned. In
the absence of this component, there is no change to the content-specific-defaults defined for this
UA-registration (if any).

Any existing UA-registration omitted from UA-registrations remains unaltered. In the absence of
UA-registrations, no change is made to existing registrations.

hmission-defa Q). he submission-options-argument—o S-Fressaee-sub v
submission is absent when those abstract-operations are invoked, and no UA-registration is spectfied
when the abstract-association is established (or that UA-registration did not specify UA-sGbmisdion-
defaults), or where the MS itself performs submission while processing an auto-action, this paranjeter
supplies defaults for the submission-options argument. The initial state of the parameter, which is
described in 8.1.6, is that all its components are absent and assume their default values. These vdlues
persist until changed by an invocation of the Register-MS abstract-operation. Fhe) value draft is| not
permitted for the object-entry-class component. In the absence of this parameter, thé"value of submission-
defaults is unchanged.

Message-group-registrations (O): This specifies amendments to the\'s¢t of message-group-names
registered by the MS-user which may be employed for the classification-and organization of MS enlries
(see 6.4). An attempt to add a value to an entry’s message-group-name attribute shall result in an drror
unless the specified value was previously registered by means of thig parameter.

MessageGroupRegistrations ::= SEQUENCE SIZE (1..ub<default-registrations) OF CHOICE {

register-group [0] MessageGroupNaméAndDescriptor,
deregister-group [1] MessageGroupName,
change-descriptors [2] MessageGroupNameAndDescriptor }

MessageGroupNameAndDescriptor ::= SET {
message-group-name [0] MessageGroupName,
message-group-descriptor [1] GeneralString (SIZE (1..ub-group-descriptor-length)) OPTIONAL(}

The components of message-group-registrations are as follows:

1) Register-group (O): The message-group-name specified is added to the set of registered messjge-
groups. A message-groupshame remain registered until explicitly deregistered in a subseqyient
Register-MS abstract-operation. An error results from an attempt to register a message-group-njme
which is already registered. Where a specified message-group-name contains more than one grqup-
name-part, an eryoryresults unless a registration currently exists for that name less its final grqup-
name-part.

NOTE 6 = Consequently, every message-group-name that contains more than one group-name-part has a
parent message-group-name above it in the notional message-group-name hierarchy.

ThedmesSage-group-descriptor is an optional component which provides an informal descriptiop of
edch-message-group registered.

2)<_Deregister-group (O): The message-group-name specified is removed from the set of message-
group-registrations. A message-group-error is reported if any child message-group-name (i.e. jone
formed by adding a group-name-part to the specified message-group-name) is currently registered. A
message-group-error is also reported if the specified message-group-name is not registered, or i in

J)

use, 1.e. 1s assigned to the message-group-name attribute of any entry, or is referenced in a registered
Auto-modify auto-action.

3) Change-descriptors (O): The supplied value of message-group-descriptor replaces the stored value
for the message-group-name specified. A message-group-error is reported if a specified message-
group-name is not registered.

The components of message-group-registrations shall be applied in the order presented. In the absence of
message-group-registrations, no change is made to the registered set of message-group-names and
descriptors.

Registration-status-request (O): This parameter is used to request information from the MS concerning
the current settings of defaults and other registered items. The result returned reflects the state of
registered information after all other parameters of register-MS-argument have been processed. The
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parameter contains several elements each of which, if set, requests the registration status of the
corresponding class of information. In the absence of this parameter, no registration status information is
requested.

RegistrationTypes ::= SET {

registrations [0] BIT STRING {
auto-action-registrations (0),
list-attribute-defaults 1),
fetch-attribute-defaults 2),
ua-registrations A3),
submission-defaults 4),

message-group-registrations (5) } OPTIONAL,
extended-registrations [1] SET OF MS-EXTENSION.&id OPTIONAL,
restrict-message-groups  [2] MessageGroupsRestriction OPTIONAL }

The components ot registration-types have the following meaning:

1) Registrations (O): This specifies the items of registered information requested. OneZor r:lore of
auto-action-registrations, list-attribute-defaults, fetch-attribute-detaults, UA-registfations,
submission-defaults, and message-group-registrations may be requested.

2) Extended-registrations (O): This specifies those items of extended (registered inforpnation
requested.

3) Restrict-message-groups (O): If message-group-registrations is requestéd, this component sglecifies
restrictions on the information returned.

MessageGroupsRestriction ::= SET {

parent-group [0] MessageGroupNameOPTIONAL,
immediate-descendants-only [1] BOOLEAN DEFAULT TRUE,
omit-descriptors [2] BOOLEAN DEFAULT TRUE }

If parent-group is specified only those registered<message-groups which are children of this parent-
group shall be returned, i.e. those message-group-names which are formed by adding one of more
group-name-parts to the parent-group name. If immediate-descendants-only is true, then only those
message-group-names formed by adding a'single group-name-part to the parent-group are refurned;
otherwise all descendant message-group-names are returned. If immediate-descendants-only|is true
and parent-group is absent, then oply those message-group-names which contain a single [group-
name-part are returned. If omit-déseriptors is true, then message-group-descriptors shall be ¢mitted
from the result.

If restrict-message-groups:~is absent (and message-group-registrations is requested), then all
registered message-group=names and descriptors are returned. Restrict-message-groups shall be
omitted if message-group-registrations is not specified.

k) Register-MS-extensions (O): This parameter allows for future general and content-specific extendions to
register-MS-argument. No extensions are defined in this Service Definition.

8.2.5.2 Register-MS-result

Shopld the request succeed, the register-MS-result shall be returned.

Register-MSResult ::= CHOICE {
no-status-information NULL,
-- 1994 extension --
registered-information SET {

auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,
list-attribute-defaults [1] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
fetch-attribute-defaults [2] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
ua-registrations [3] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,
submission-defaults [4] MSSubmissionOptions OPTIONAL,
message-group-registrations [51 SET SIZE (1..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,
register-ms-result-extensions [6] MSExtensions OPTIONAL } }

The parameters of register-MS-result have the following meaning:

a) No-status-information (C): Present if registration-status-request was absent from the register-MS-
argument.
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b) Registered-information (C): This contains the information requested in the registration-status-request
parameter of the register-MS-argument. Each component of registered-information corresponds to the
similarly named component of the register-MS-argument. The presence of an element of information is
conditional upon the setting of the corresponding component of registration-status-request, and upon the
availability of a value for that element. The information conveyed in the result reflects the values of the
registered information subsequent to the processing of any registrations or deregistrations requested in the
register-MS-argument. The register-MS-result-extensions component allows for future general and

content-specific extensions to register-MS-result. No extensions are defined in this Service Definition.

Register-MS abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the partlcular
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hlid change-credentials parameter), the MS shall generate an abstract-error where a registration affectifig
uent performance of List, Fetch, or an auto-action would cause that abstract-operation or auto-action tofail:

NOTE - This occurs, for example, where list-attribute-defaults include an unavailable attribute-type, of/where an
egistration contains a filter which makes reference to an unavailable attribute-type.

Alert abstract-operation

ert abstract-operation enables the MS to inform the MS-user of the delivery of_a Thessage or report, w
es match the selection criteria of one of the auto-alert-registration-parameters (see*13.1) previously supplie
of the Register-MS abstract-operation or by subscription.

ert abstract-operation may be invoked only during an existing abstract-association initiated by the MS-user,
a result of entries created after the establishment of the abstract-assopeidtion.

shall be indicated in the result of the MS-bind abstract-operfation which establishes the next abstract-associal
rt abstract-operation will be invoked for these entries (see #1.2, item d)).

ert abstract-operation will be successful only when agcess to the Delivery entry-class is permitted according t
-context and the security-policy in force.

alert ABSTRACT-OPERATION ::= {
ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security-error}
CODE op-alert.}

Alert-argument
AlertArgument ::= SET {

alert-registration-identifier [0] INTEGER (1..ub-auto-actions),
new-entry [2] EntryInformation OPTIONAL }

rameters.Of the alert-argument have the following meaning:

&)\ Alert-registration-identifier (M): Indicates the registration-identifier of the registered Auto-alert g

from
the

huto-

hose

d by

and

tion
tion.

the

uto-

action which caused the alert (see 6.5.2 and 13.1).

b) New-entry (O): This conveys the information from the new entry which was requested in the auto-alert-
registration-parameter (see 13.1). It may be absent if the MS-user did not specify requested-attributes in

the auto-alert-registration-parameter.

NOTE - Even if the requested-attributes component is not specified in the auto-alert-registration-parameter,

new-entry, if present, will indicate the sequence-number of the entry.

8.2.6.2 Alert-result

Should the request succeed, the alert-result will be returned.

AlertResult ::= NULL
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8.2.6.3 Alert abstract-errors

Should the request fail, the security-error will be reported. This occurs when the abstract-operation violates the security-
policy in force.

8.2.7

Modify abstract-operation

The Modify abstract-operation enables the MS-user to add or remove attributes, or individual attribute-values associated
with one or more MS entries. Only certain general-attribute-types are subject to modification using this abstract-
operation (see 11.6). Attribute-types specific to a particular content-type, and subject to modification, are defined in the
relevant Specification. The definition of an attribute-type which is subject to modification may specity restrictions for
the performance of the Modify abstract-operation. The Modify abstract-operation is not standardized for use with 1988

Appli
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When
listed
shall
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If the
entrie|
select
abstrg

modifiied state and are reported in the modify-error.

8.2.7

The

Modify is invoked, the MS first verifies that the supplied argument is valid; if any errors are found, éne
abstract-errors is returned. All static errors, i.e. those which may be detected by examining the modify=argu
e detected before any attempt is made to apply the specified modifications to the selected entries;{the static ¢
mmarized at the foot of 8.2.7.1.

argument is valid the specified modifications are applied to each of the selected entries in the order specified
argument. All modifications shall be applied to a selected entry before any modifications are applied to the
bd entry. If the modification of an entry cannot be performed, then that entry is restered-to its original state ar
ct-operation terminates with a modify-error. However, entries already modified Successfully, remain in

modify ABSTRACT-OPERATION ::= {

ARGUMENT ModifyArgument
RESULT ModifyResult
ERRORS {attribute-error | invalid-parameters-errer | security-error |

sequence-number-error | service-errormodify-error | message-group-error |
entry-class-error | ms-extension-errer,

... -- For future extension addjtions -- '}

CODE op-modify }
1 Modify-argument
ModifyArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
entries CHOICE {
selector [1] Selector,
specific-entries [2)'SEQUENCE SIZE (1..ub-messages) OF SequenceNumber },
modifications [3] (SEQUENCE SIZE (1..ub-modifications) OF EntryModification,

modify-extensions [4] MSExtensions OPTIONAL }

arameters of modify-argument have the following meaning:

notstibject to modification is specified then an entry-class-error is generated.

verified before any modifications are applied and a sequence-number-error reported if one or mor¢

f the
ment,
ITors

n the
next
d the
their

a) Entryclass (O): This specifies the entry-class which contains the entries to be modified. If an entry-class

b) - Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or explicifly by
sequence-number. If the specific-entries component is present, the existence of each entry shall be

does
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¢) Modifications (M): This defines a sequence of modifications, which shall be applied to each selected
entry in the order specified. The attribute-types present in the parameter shall be examined before any
modifications are applied, and an attribute-error reported if an unsupported attribute-type, or one not

subject to modification, is specified.

EntryModification ::= SET {

strict [0] BOOLEAN DEFAULT FALSE,
modification CHOICE {
add-attribute [1] Attribute,
remove-attribute [2] ATTRIBUTE.&id ({AttributeTable}),
add-values [3] OrderedAttribute,
remove-values [4] OrderedAttribute } }
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OrderedAttribute ::= SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF SEQUENCE {
-- at least one must be specified --
value [0] ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) OPTIONAL,
position [1] INTEGER (1..ub-attribute-values) OPTIONAL } }
The components of entry-modification have the following meaning:
1) Strict (O): This specifies whether a strict interpretation of the modification requests shall be
followed. For each type of modification defined below, one or more minor error conditions are

defined. If strict is true, the occurrence of any of these minor errors shall cause the termination of
the abstract-operation with a modify-error. If strict is false, then the performance of the abstract-

operation shall continue regardless of the occurrence of a minor error

2)

Modification (M): This indicates the modification requested.

It add-attribute is specified, this identifies a new attribute to be added to the selected entries, wh
is fully specified by the argument. If strict interpretation is requested an attempt to add an alre

existing attribute to an entry causes the termination of the abstract-operation witl"a modify-errof.

strict interpretation is not requested then the new attribute replaces any existing-attribute.

If remove-attribute is specified, this identifies (by its type) an attribute to be removed from
selected entries. If strict interpretation is requested an attempt to reméve an attribute which is
present in an entry causes the generation of a modify-error; etherwise the abstract-opera
continues.

If add-values is specified, this identifies an attribute by the attribute-type in the argument and on
more values to be added to it for each selected entry. If’strict interpretation is requested and
attribute of the specified type is not already presenf\in the entry, a modify-error is genera
otherwise the attribute is created. If strict interpretation.is requested, an attempt to add a value wh
is already present in the attribute causes the genération of a modify-error; otherwise the valu
added. If strict interpretation is requested, an-attempt to add a second instance of a value to
attribute which does not permit multiple ifistances of the same value causes the generation
modify-error; otherwise the request is ignored. If position is specified, it identifies the posi
within the sequence of attribute-values that the supplied value shall occupy. If a position is speci
which exceeds the number of attribute-values present by more than one, a modify-error is genera
regardless of the value of the strict parameter. If an attribute-value already occupies the speci
position, then that value, and-all values which follow it, are displaced. Where position is omit|
the new values are added te“the end of the sequence of attribute-values. An attribute’s first v
occupies position 1.

If remove-valuesis specified, this identifies an attribute by the attribute type in the argument
one or more values to be removed from it for each selected entry. If strict interpretation is reque
and the attribute is absent from the entry (or lacks any of the specified values), then a modify-errq
generatedi-Otherwise the abstract-operation continues. If more than one attribute-value matche
specified)value, and a position component is not present, then all such attribute-values are remo
If a position component is present, then only the attribute-value at that position is removed,
value component need not be supplied and is ignored if present. If a position is specified wh
exceeds the number of attribute-values present, then a modify-error is generated regardless of
value of the strict parameter. If all attribute-values are removed, then the attribute is removed f
the entry.
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Amrattribute=errorts—generated it -the-add=vatuesor remmove=vatues Trodifieatiom Tsspecifiedforasim
valued attribute-type. This static error is detected before any modifications are applied.

vle-

Modify-extensions (O): This parameter allows for future general and content-specific extensions to
modify-argument. No extensions are defined in this Service Definition.

NOTE - To summarize, the following static errors are detected before any modifications are attempted:

a)

b)

c)

d)

an entry is specified which does not exist, or belongs to an entry-class not subject to modification;

modification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed to by
the MS-user), or for an attribute-type not subject to modification;

an add-values or remove-values modification is specified for a single-valued attribute-type;

a request is made to assign an unregistered message-group-name to an entry.
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8.2.7.2 Modify-result

Should the request succeed, the modify-result shall be returned.

ModifyResult ::= SET {
entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
modify-result-extensions [1] MSExtensions OPTIONAL }

The parameters of modify-result have the following meaning:

a) Entries-modified (C): The sequence-numbers of the entries selected for modification. Present if at least

one entry was selected for modification.

NOTE - It is possible for an entry selected for modification to remain unchanged after the modifications have

8.2
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b) Modify-result-extensions (C): This parameter allows for future general and content-specific,extq
to modify-result. No extensions are defined in this Service Definition.

.3 Modify Abstract-errors

ha ~ircnimctancag

1. Al
HICTYS tllc clircuinmnualeoy

A Poead Aliae..
he listea aostr

11 e £ PR AP
i ne request idai, onc ort
h each abstract-error is reported.

MS-submission Port abstract-operations

following abstract-operations are available at the MS-submission Port:

a) MS-message-submission;

LN [ -1

wAQ SR PR ET P
D) lVlD-plUUC-SUUllllbblUll,
c) MsS-cancel-deferred-delivery;

d) MS-submission-control.

e abstract-operations correspond directly to these supplied at the Submission Port of the MTS Abstract Serv
r additional functionality related to the storage capabilities of the MS. When an MS-message-submission a
ation or MS-probe-submission abstract-Operation is invoked, the MS extracts those parameters of the a
ation argument which concern MS-specific activity and, where submission is requested, invokes the corresp
ation at the MTS Submission Port.* Where submission to the MTS is not requested, the effect of the MS-m

i MS-message-submission abstract-operation

MS-message-submission abstract-operation is used to submit a message to the MTS and optionally store a
ther in the Submiission-log entry-class, or in both the Submission and Submission-log entry-classes. Altern
message may <be-Stored (without submission) in the Draft entry-class. MS-message-submission makes use

ris-message-submission ABSTRACT-OPERATION ::= {
ARGUMENT MSMessageSubmissionArgument

K Message-submission abstract-operation, which is defined in 8.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

nsions

nnnnnn

urnucl

ce, but
bstract-
bstract-
onding
Pssage-

opy of
htively,
of the

RESULT MSMessageSubmissionResult

8.3.
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ERRORS {submission-control-violated | element-of-service-not-subscribed |
originator-invalid | recipient-improperly-specified | inconsistent-request |
security-error | unsupported-critical-function | remote-bind-error,

v -- 1994 extension additions --,
ms-extension-error | message-group-error | entry-class-error | service-error}
CODE op-ms-message-submission }

1.1 MS-message-submission-argument

MSMessageSubmissionArgument ::= SEQUENCE {
COMPONENTS OF  MessageSubmissionArgument -- This imported type has IMPLICIT tags --,
-- 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL }
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The parameters of MS-message-submission-argument have the following meaning:

a)

Message-submission-argument (M): This contains the argument of the Message-submission abstract-
operation as defined in 8.2.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

This Service Definition defines an extension (see 9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4) to the
message-submission-argument of the MTS abstract-service. This extension, forwarding-request, may be
present only if a 1988 Application Context is in use.

forwarding-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY standard-extension:36 }

This extension is present if the MS-user requests that a delivered-message stored in the MS is to be

b)

8.3.1.2] MS-message-submission-result

Should]the request succeed, the MS-message-submission-result shall be returned.

The pafameters of MS-message-submission-result have the following meaning:

a)

MSMessageSubmissionResult ::= CHOICE {
mts-result SET {

store-draft-resultC~ 4] CommonSubmissionResults }

forwarded to other users. It indicates the sequence-number of the entry to be forwarded. The requekt is
processed as defined in the Specification for the content-type of the forwarding message. An_errdr in
processing the forwarding-request is reported using the inconsistent-request abstract-error of 8.2.2[7 of
ITU-T Rec. X.411 I ISO/IEC 10021-4.

NOTE 1 — When a 1988 Application Context is in use forwarding-request provides a mechranism for forwatding
delivered-message entries. In the 1994 Application Contexts a content-specific mechanism may be available to efable
submitted messages to incorporate the content (in whole or part) of entries of the Stored-message entry-dlass.
See 19.5.1 of ITU-T Rec. X.420 | ISO/IEC 10021-7 for an instance of use of each of these mechanisms.

Submission-options (O): This contains submission requests which \aré/specific to MS operdtion
(see 8.1.6). If these indicate that submission to the MTS is requested, thé MS removes this parameter from
the argument before invoking Message-submission. If the parametef-i3 absent and the present abstfact-
association identified a UA-registration in its MS-bind-argument, the submission-options are drawn from
the UA-submission-defaults of that UA-registration (see 8.2.5.1, item g). If the parameter is absent|and
the present abstract-association did not identify a UA-registfation, or the UA-registration did not corjtain
UA-submission-defaults, the submission-options are_drawn from the general (non UA-spedific)
submission-defaults registered by Register-MS.

NOTE 2 — Where submission-options request the Creation of a draft-message entry, the message-submisgion-
argument must be syntactically complete, in order to ¢onform to the abstract-syntax of the abstract-operation.

COMPONENTS OF MessageSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --
ms-message-resulf [4] CommonSubmissionResults OPTIONAL },

-- 1994 extension --

MTS:result (C): This is returned only if the MS-user requested submission of the message to the MTS
and that submission was successful. It contains the following components:

1) Message-submission-result (M): This contains the result of the Message-submission abstfact-
operation defined in 8.2.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. 1

b)

2) MS-message-result (C): This contains results specific to MS operation. The components of
common-submission-results shall be present in the cases defined in 8.1.7.

Store-draft-result (C): This is returned if the MS-user requested creation of a draft-message entry in the
Draft entry-class rather than submission to the MTS. The created-entry component indicates the
sequence-number of the newly created draft-message entry. The other components of store-draft-result
are defined in 8.1.7.

8.3.1.3 MS-message-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or in 8.2.1.1.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.
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8.3.2 MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. MS-probe-
submission makes use of the MTS Probe-submission abstract-operation, which is defined in 8.2.1.2 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.

ms-probe-submission ABSTRACT-OPERATION ::= {
ARGUMENT MSProbeSubmissionArgument
RESULT MSProbeSubmissionResult
ERRORS {submission-control-violated | element-of-service-not-subscribed |
originator-invalid | recipient-improperly-specified | inconsistent-request |
security-error | unsupported-critical-function | remote-bind-error,

1Q04 oxtonsion additions

ms-extension-error | message-group-error | entry-class-error | service-error}
CODE op-ms-probe-submission }

8.3.2J]1 MS-probe-submission-argument

MSProbeSubmissionArgument ::= SET {
COMPONENTS OF ProbeSubmissionArgument -- This imported type has IMPLICIT tags --,
-- 1994 extension --
submission-options  [4] MSSubmissionOptions OPTIONAL }

The parameters of MS-probe-submission-argument have the following meaning:

a) Probe-submission-argument (M): This specifies the argument\of the Probe-submission abgtract-
operation as defined in 8.2.1.2.1 of ITU-T Rec. X.411 | ISO/IEC10021-4.

b) Submission-options (O): This contains submission requests which are specific to MS opefation
(see 8.1.6). The MS removes this parameter from the argument before invoking Probe-submission). The
object-entry-class component of this parameter shall not'contain the value draft; the relevant Specifigation
may indicate what action (if any) is taken concerning the MS-submission-extensions component, if pne is
present. If submission-options is absent and the present abstract-association identified a UA-registration
in its MS-bind-argument, the submission-gptions are drawn from the UA-submission-defaults gf that
UA-registration (see 8.2.5.1, item g). If the parameter is absent and the present abstract-associatign did
not identify a UA-registration, or thesUA-registration did not contain UA-submission-default, the
submission-options are drawn from-the general (non UA-specific) submission-defaults registerpd by
Register-MS.

8.3.2]2 MS-probe-submission-result

Should the request succeed, the MS-probe-submission-result is returned.

MSProbeSubmissionResult ::= SET {
COMPONENTS.OF  ProbeSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --
ms-probe<resilt [4] CommonSubmissionResults OPTIONAL }

The parameters of MS-probe-submission-result have the following meaning:

a) S Probe-submission-result (M): This is the result of the Probe-submission abstract-operation as defiped in
8.2.1.2.2 of ITU-T Rec. X.411 [ ISO/IEC 10021-4.

S-prob sult (C S—conta \mon-
submission-results shall be present in the cases defined in 8.1.7.

8.3.2.3 MS-probe-submission Abstract-errors

Should the request fail, one of the abstract-errors defined in clause 9 of this Service Definition, or 8.2.1.2.3 of ITU-T
Rec. X.411 | ISO/IEC 10021-4 shall be reported.

8.3.3 MS-cancel-deferred-delivery abstract-operation

The argument, result, and errors of the MS-cancel-deferred-delivery abstract-operation are identical with those of the
Cancel-deferred-delivery abstract-operation defined in 8.2.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ms-cancel-deferred-delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery
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If the request for cancellation of deferred delivery is successful, the MS searches for an entry in the Submission and
Submission-log entry-classes corresponding to the submitted-message for which deferred-delivery has been cancelled. If
this entry is present, the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date and time at
which delivery cancellation occurred, and shall update the AC-report-summary attribute to record the cancellation.

8.3.4 MS-submission-control abstract-operation

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the
Submission-control abstract-operation defined in 8.2.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ms-submission-control ABSTRACT-OPERATION ::= submission-control

9 Abstract-errors

This clguse defines the following abstract-errors associated with using the abstract-operations at the Retrieyal’Port|and
MS-sufimission Port:

a) Attribute error;

b) Auto-action request error;

c) Delete error;

d) Fetch restriction error;

e) Invalid parameters error;

f)  Range error;

g) Security error;

h)  Sequence-number error;

i)  Service error;

j)  Message-group error;

k) MS-extension error;

1)  Old credentials incorrectly specified;
m) New credentials unacceptable;
n) Register-MS error;

0) Modify error;

p) Entry-class error

9.1 Error precedence

When pn error is_detected during the performance of an abstract-operation, the MS shall discontinue processing the
abstracf-operation.and return the error to the MS-user. Where more than one error is manifest, the actual errors retufned
are at the diseretion of the MS.

NOTE — When using a 1988 Application Context, the MS is not required to discontinue processing the abstract-operftion
when arterroris encountered (’nncpqnpnrlv several ahstract-errors allow more than one error to be ernrth

9.2 Attribute-error
An Attribute-error reports an attribute related problem.
attribute-error ABSTRACT-ERROR ::= {

PARAMETER SET {
problems [0] SET SIZE (1..ub-per-entry) OF SET {

problem [0] AttributeProblem,

type [1] ATTRIBUTE.&id ({AttributeTable}),

value [2] ATTRIBUTE.&Type ({AttributeTable} { @.type}) OPTIONALY} }
CODE err-attribute-error }
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AttributeProblem ::= INTEGER {

invalid-attribute-value 0),
unavailable-attribute-type 1),
inappropriate-matching 2),
attribute-type-not-subscribed 3),
inappropriate-for-operation 4),

-- 1994 extensions --

inappropriate-modification S,
single-valued-attribute (6) } (0..ub-error-reasons)

The parameter has the following meaning:

9.3

An 4

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
attribute-type, and, if necessary to avoid ambiguity, the value which caused the problem:

Auto-action-request-error reports a problem related to the registration of an auto-action.

auto-action-request-error ABSTRACT-ERROR ::= {

AutoActionRequestProblem ::= INTEGER {

a) invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-épg¢ration
does not conform to the data-type defined for the attribute-type concerned.

b) unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-pperatior| is not
one of those which is supported by the MS.

c) inappropriate-matching: The filter contains a filter-item in which an attribute”is matched uping a
matching rule (equality, ordering, substrings, or other-match) that is not defined for that attribute-{ype or
is not supported by the MS.

d) attribute-type-not-subscribed: An attribute-type used as an argument-of\the abstract-operation is rjot one
of those to which the MS-user has subscribed.

NOTE - A change in subscription is not necessarily reflected in the.attributes present in an entry created before
the change.

e) inappropriate-for-operation: An attribute-type used as an argument of the abstract-operation is unshitable
for its required use.

f) inappropriate-modification: An attribute-type which is not subject to modification has been used as an
argument of the Modify abstract-operation.

g) single-valued-attribute: An attempt hassbeen made to use the Modify abstract-operation to apply an
add-values or remove-values modification to a single-valued attribute-type.

Auto-action-request-error

PARAMETER SET({
problems [0} SET SIZE (1..ub-auto-registrations) OF SET {

problem [0] AutoActionRequestProblem,
type [1] AUTO-ACTION.&id ({AutoActionTable}) } }
CODE err-auto-action-request-error }

unavailable-auto-action-type 0,
auto-action-type-not-subscribed ),

-- 1994 extension --

not-willing-to-perform (2) } (0..ub-error-reasons)

The parameter has the following meaning:

50

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the
auto-action-type which caused the problem:

a) unavailable-auto-action-type: An auto-action-type used as an argument of the abstract-operation is not
one of those which is supported by the MS abstract-service-provider.

b) auto-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-operation is not
one of those to which the MS-user has subscribed.

¢) not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead to
an excessive consumption of resources.
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Delete-error

te-error reports a problem in an attempt to delete one or more entries of an entry-class.

delete-error ABSTRACT-ERROR ::={
PARAMETER SET {
problems [0] SET SIZE (1..ub-messages) OF SET {
problem [0] DeleteProblem,
sequence-number  [1] SequenceNumber},
-- 1994 extension --
entries-deleted [1] SET SIZE (1..ub-messages) OF SequenceNumber OPTIONAL }
CODE err-delete-error }

DeleteProblem ::= INTEGER {
child-entry-specified 0),

The pa

9.5
A Feta

delete-restriction-problem 1,
-- 1994 extensions --

new-entry-specified 2),
entry-class-restriction A3),

stored-message-exists (4) } (0..ub-error-reasons)

rameter has the following meaning:

a) Problems (M): The particular problems encountered. Each problem is accompanied by an indicatio
the sequence-number of the entry which caused the problem:

1)  child-entry-specified: An attempt has been made to delete a child-entry:

2) delete-restriction-problem: An attempt has been made to violate@-estriction specified for the D
abstract-operation (see 8.2.4).

3) new-entry-specified: An attempt has been made to delete’an €ntry of the Delivery entry-class w
has a retrieval-status of new.

4)  entry-class-restriction: An attempt has been made _to delete an entry of an entry-class for w
deletion is restricted or prohibited.

5) stored-message-exists: An attempt has been~made to delete an entry of the Message-log entry-¢
for which a corresponding entry exists in.the Stored-message entry-class.

b) Entries-deleted (C): This parameter ;identifies the entries deleted before the abstract-operg
terminated. The parameter is absent if noentries were deleted.

Fetch-restriction-error

h-restriction-error reports an attempt to violate a restriction associated with the Fetch abstract-operation.

fetch-restriction-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problems [0] SET SIZE (1..ub-default-registrations) OF SET {
problem _.[3)) FetchRestrictionProblem,
restriction .CHOICE {

n of

tlete

hich

hich

lass

tion

content-type [0] OBJECT IDENTIFIER,
eit [1] MS-EITs,
attribute-length [2] INTEGER} }}
CODE err-fetch-restriction-error }
FetchRestrictionProblem ::= INTEGER {
content-type-problem (1),
eit-problem (2),

maximum-length-problem  (3) J (U..UD-€ITOT-T€asons)

The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the

offending content-type, encoded-information-type or attribute-length which caused the problem:

a) content-type-problem: The content-type of the message being fetched is disallowed by the fetch-

restrictions currently in force.

b)  EIT-problem: The encoded-information-types requested in the Fetch abstract-operation are disallowed by

the fetch-restrictions currently in force.

¢)  maximum-length-problem: The length of the encoding of an attribute-value being fetched exceeds
allowed by the fetch-restrictions currently in force.
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9.6 Invalid-parameters-error

An Invalid-parameters-error reports an undefined problem in processing the argument of an abstract-operation. This
error may be used, for example, to report that an optional parameter was present in the wrong context, or to report that a
value for one of the parameters is inappropriate.

invalid-parameters-error ABSTRACT-ERROR ::={
PARAMETER NULL
CODE err-invalid-parameters-error }

This error has a Null parameter.

9.7 Range-error

A Rlange-error reports a problem related to the range specified in a selector as an argument of an abstract-operatipn.

range-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] RangeProblem}
CODE err-range-error }

RangeProblem ::= INTEGER {
reversed (0) } (0..ub-error-reasons)

The|parameter has the following meaning:

Problem (M): The particular problem encountered. The value reversed is-teturned if the upper bound inflicated
a sequence-number or creation-time before that indicated by the lower, beund.

Thig abstract-error shall not be generated when a 1994 Application Context is in use.

9.8 Security-error

A Skcurity-error reports that the requested abstract-operation cannot be provided because it would violate the s¢curity-
poliky in force. This error is defined in 8.2.2.8 of ITU-T Re¢xX:411 1 ISO/IEC 10021-4.

9.9 Sequence-number-error

A Sequence-number-error reports a problem rélated to the sequence-number specified in the argument of an apstract-
opefation.

sequence-number-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problems [1] SET'SIZE (1..ub-messages) OF SET {

problem [0] SequenceNumberProblem,
sequence-number [1] SequenceNumber} }
CODE err-sequence-number-error }

SequenceNumberProblem ::= INTEGER {
no-such-entry (0) } (0..ub-error-reasons)

Thel parametep-has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indicatior] of the
seéquence-number which caused the problem. If no-such-entry is returned the sequence-number suppli¢d does
not match that of any entry of the specified entry-class.

9.10 Service-error

A Service-error reports an error related to the provision of the service.

service-error ABSTRACT-ERROR ::= {
PARAMETER  ServiceErrorParameter
CODE err-service-error }

ServiceErrorParameter ::= SET {
problem [0] ServiceProblem,
-- 1994 extension --
supplementary-information  [1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL }
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ServiceProblem ::= INTEGER {
busy (0),
unavailable 1),
unwilling-to-perform  (2) } (0..ub-error-reasons)

The parameter has the following meaning:

9.11

a) Problem (M): The particular problem encountered:

ISO/IEC 10021-5 : 1996 (E)

1)  busy: The MS, or some part of it, is too busy at present to perform the requested abstract-operation

but may be able to do so after a short while.

2) unavailable: The MS, or some part of it, is unavailable at present.

3) unwilling-to-perform: The MS is not prepared to execute this request because it would lead to

b)

excessive consumption of resources.

Supplementary-information (C): This provides further details of the reported problem. It isCprese
the discretion of the MS service provider.

Message-group-error

A Message-group-error reports a problem in the use of a message-group-name.

The pa

it at

message-group-error ABSTRACT-ERROR ::= {
PARAMETER MessageGroupErrorParameter
CODE err-message-group-error }

MessageGroupErrorParameter ::= SET {
problem [0] MessageGroupProblem,
name

MessageGroupProblem ::= INTEGER {

[1] MessageGroupName }

name-not-registered 0),

name-already-registered ),

parent-not-registered 2),

group-not-empty 3),

name-in-use @),

child-group-registered (5,

group-depth-exceeded (6) } (0..ub-error-reasons)

fameter has the following meaning:

a) Problem (M): This identifies the problem encountered. The following problems may be indicated:

1)  name-not-registered: An attempt has been made to assign an unregistered message-group-namg to
an entry’s message-group-name attribute using the Modify abstract-operation, or to deregistef an
unregistered-message-group-name using the Register-MS abstract-operation.

2) name-alveady-registered: An attempt has been made to register a message-group name which is
already registered.

3)¢parent-not-registered: An attempt has been made to register a message-group-name containing more
than one group-name-part, whose parent is not registered (where the parent is defined as the name
formed by omitting the message-group-name’s last group-name-part).

4) group-not-empty: An attempt has been made to deregister a message-group-name which is prekent
in at least one entry’s message-group-name attribute.

5) name-in-use: An attempt has been made to deregister a message-group-name which is referenced in
a registered Auto-modify auto-action.

6) child-group-registered: An attempt has been made to deregister a message-group-name for which at
least one child message-group-name is currently registered (where child is defined as a name formed
by adding one group-name-part to the message-group-name).

7)  group-depth-exceeded: An attempt has been made to register a message-group-name containing
more than the maximum number of group-name-parts supported by the MS.

b) Name (M): This indicates the message-group-name which is the subject of the abstract-error.
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9.12 MS-extension-error

An MS-extension-error reports a problem concerning an extension parameter presented in the argument of an abstract-
operation.

ms-extension-error ABSTRACT-ERROR ::= {
PARAMETER MSExtensionErrorParameter
CODE err-ms-extension-error }

MSExtensionErrorParameter ::= CHOICE {
ms-extension-problem [0] MSExtensionltem,
unknown-ms-extension [1] OBJECT IDENTIFIER }

The [parameter has the following meaning:

a) MS-extension-problem (C): This identifies the problem encountered. The definition of an inStange of an
MS-extension-problem may appear in the Specification for a given content-type.

NOTE - The MS-extension-problems specified for Interpersonal Messaging are “enumerated |in the
IP-submission-errors information object set (see 19.5.2.3 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

b) Unknown-MS-extension (C): An extension presented in the argument of an*abstract-operatior] is not
known to the MS. The parameter contains the Object Identifier value of the unknown extension|{drawn
from its identifier field.

9.13 Register-MS-error

A Rlegister-MS-error reports a problem in an attempt to register inforpfation with the MS.

register-ms-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problem [0] RegistrationProblem,
registration-type  [1] RegistrationTypes }
CODE err-register-ms-error }

RegistrationProblem ::= ENUMERATED {

registration-not-supported (0);
registration-improperly-specified. ( (1),
registration-limit-exceeded 2),

. -- For future extension additions -- }
The|parameter has the following meaning:

a) Problem (M): jThe particular problem encountered. Either the requested registration is not one df those
supported<byithe MS, or the request was improperly specified, or a pragmatic limit has been rea¢hed in
the numbe€r of registrations that the MS is able to record.

b) Registration-type (M): This indicates the type of registration requested by the MS-user with wHich the
problem is associated. See 8.2.5.1, item j, for the definition of registration-types.

NOTE — Where a different abstract-error provides a more precise description of a registration problem, Register-M(S-error
is nqQt reported.

9.14 Old-credentials-incorrectly-specified

An Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the

current (old-) credentials were incorrectly specified. This error is defined in 8.4.2.3 of ITU-T Rec. X.411 |
ISO/IEC-10021-4.

9.15 New-credentials-unacceptable

A New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-credentials are unacceptable. This error is defined in 8.4.2.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
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9.16 Modify-error

A Modify-error reports a problem in an attempt to modify the attributes of an entry.

modify-error ABSTRACT-ERROR ::= {
PARAMETER - ModifyErrorParameter

CODE err-modify-error }
ModifyErrorParameter ::= SET {
entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
failing-entry [1] SequenceNumber,
modification-number [2] INTEGER,
problem [3] ModifyProblem }

The parameter has the following meaning:

a) Entries-modified (C): The sequence-numbers of the entries to which modifications were) applied
successfully. Present if at least one entry was modified successfully.

b) Failing-entry (M): The sequence-number of the entry for which a modification failed.

¢) Modification-number (M): This identifies which modification, in the sequenCce presented ih the
modifications parameter of modify-argument, caused the generation of the error. (The' first modification is
numbered '1".

d) Problem (M): This identifies the problem encountered.

ModifyProblem ::= INTEGER {

attribute-not-present 0),
value-not-present (1),
attribute-or-value-already-exists  (2),
invalid-position 3),
modify-restriction-problem (4) } (0..ub-error-reasons)

1) attribute-not-present: The entry lacks one of, the attribute-types specified as an argument gf the
operation.

2) value-not-present: The entry lacks one “of the attribute values specified as an argument df the
operation.

3) attribute-or-value-already-exists: ‘An attempt has been made to add an attribute which already
existed in the entry, or a value which already existed in the attribute.

4) invalid-position: The attribute contains too few values for the modification to be valid.

5) modify-restriction-problem: An attempt has been made to violate a restriction specified fdr the
Modify abstract-opégation.

If no entries have been modified suecessfully and an error other than those defined in problem occurs, the appropriate
abstrdct-error shall be returned-However, if some entries have been modified successfully, the MS shall return a mq dify-
error which specifies the entriessmodified and reports the error.

9.17 Entry-class-error

An Entry-class<exror reports a problem in an attempt to address an entry-class in an abstract-operation.

entry-class-error ABSTRACT-ERROR ::= {
PARAMETER EntryClassErrorParameter
CODE err-entry-class-error }

EntryClassErrorParameter ::= SET {
entry-class [0] EntryClass,
problem [1] BIT STRING {

unsupported-entry-class 0),
entry-class-not-subscribed (1),
inappropriate-entry-class  (2) } }

The parameter has the following meaning:
a) Entry-class (M): This indicates the entry-class specified in the abstract-operation.

b) Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of
those to which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.
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SECTION 3 - GENERAL-ATTRIBUTE-TYPES, MATCHING-RULES
AND AUTO-ACTION-TYPES

10 Overview

The MS information model and the attribute, matching-rule, and auto-action concepts are introduced in 6.3 and 6.5.
Clause 11 defines the general-attribute-types which are specified for the MS. Clause 12 defines the general-matching-
rules which are specified for the MS. Clause 13 defines the general-auto-action-types which are specified for the MS.

11 General-attribute-types
The eceneral-attribute-types are valid for all message content-types. Other attribute-types, which are content-specific, are
definkd in their respective Specification, e.g. the IPMS-specific attribute-types for MS are defined in clause 19 of ITU-T
Rec. [X.420 | ISO/IEC 10021-7.

11.1 General-attribute-types overview
The loeneral-attributes defined for the entries of each of the entry-classes are listed in Tables)2 and 3. Thgy are
consfructed mainly from the parameters of the Message-submission, Probe-submission, Message-delivery and Report-
delivery abstract-operations of the MTS abstract-service as defined in clause 8 of ITU-T Rec. X411 | ISO/IEC 10021-4,
and duch attributes are correspondingly named. Some general-attributes are generated, and §ome of these also maingained
by the MS.

Tabl¢ 2 defines the following for each of the general-attribute-types:

—  for entries of the Delivery and Delivery-log entry-classes, whether the attribute-type is always pfesent,
conditionally present, or absent in a delivered-message entry,-a delivered-report entry, or a retirned-
content entry respectively;

—  for entries of the Submission and Submission-log entfy-classes, whether the attribute-type is glways
present, conditionally present, or absent in a submitted>message entry and submitted-probe entry;

—  for entries of the Draft entry-class, whether the attribute-type is always present, conditionally presgnt, or
absent in a draft-message entry.

—  whether support by the MS is mandatory-or optional for entries of the Stored-message and Messalge-log
entry classes;

—  whether the attribute-type is singlesyalued or multi-valued;

—  whether values of the attribute may be returned in a List abstract-operation (and, for entries |of the
Delivery entry-class only, iman“Alert abstract-operation);

—  whether the attribute-type may be the subject of summary-requests in a Summarize abstract-operatign.
Table 3 defines equivalent information for entries of the Auto-action-log entry-class.
For § more detailed description ofthe classifications in Tables 2 and 3 refer to the conventions in 5.2.

An ¢ptional attribute-typeCwhich is supported by an MS may be available to the MS-user subject to subscription). Each
optipnal attribute-type fray be the subject of individual subscription.

Attr{bute-types defined as present in a delivered-message entry may not always be present in a child-entry. The rules
gové¢rning the presence of attribute-types in child-entries may be supplemented in the Specification which defines the
content-type of\the child-entry.

11.1.1.7“\MS support requirements for general-attribute-types
Theloenéral-attribute-types for which support by the MS is mandatory are shown in Tables 2 and 3. Where an attribute is
supported, it shall be supported in all entry-classes for which it is defined (with the possible exception of the Message-
log entry-class). All supported attributes shall be available for retrieval by the Fetch abstract-operation, and, where
indicated in Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of the Delivery
entry-class and are shown in Table 2 as available for List are also available for the Alert abstract-operation.

Selection of an entry (by means of Filter) for a supported attribute-type using one of its matching rules shall be available
if support is also claimed for the matching-rule concerned.

NOTES

1 Support for an attribute-type does not in itself require support for all matching-rules defined for that attribute-type
(see 12.5).

2 For some attribute-types originally defined in versions of this Service Definition published prior to 1994, additional
generic matching-rules are defined in this version. In 1988 Application Contexts, support for these additional generic matches is not
prohibited. However, some MS implementations will generate an attribute-error if requested to perform a match of this type.
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Table 3 — General-attribute-types for the Auto-action-log entry-class

Attribute-type name :;fg?:;? Ol:]] Supbport level Single/ Available for Available for
log entry y MS multi-valued List Summarize

Auto-action-error C M S Y N
Auto-action-registration-identifier P M S Y N
Auto-action-subject-entry P M S Y N
Auto-action-type | M S Y Y
Content-type C M S Y Y
Creation-time P M S Y N
Entry-type P M S Y Y
Retridval-status P M S Y Y
Sequgnce-number P M S Y N
NOTI — The auto-action-log entry-class is not defined for 1988 Application Contexts

11.1.2] MS-user support requirements for general-attribute-types

No reguirements are placed on the MS-user for the support of any of the general-attribute-types.

11.2

The fq

using the defined syntax of the ATTRIBUTE information object class.described in 6.3.3.3.

comple

use with the Summarize abstract-operation.
11.2.1| AC-correlated-report-list
This g

origing
recipid
positio
sequer
attribu
attribu

NOTE - The MS-user may employ a variety of strategies for retrieving information for display to the user. For exaf

cer mav chaooge o rotries comnlete macgage roaryv_an RN AN cplants et o

FUSEr may CnoosC 1o retrieve the Compicic mcessage- uchvmy’ cn'vclupc, or, dlLCllldLlVCIy, may bCICt/l.IVCly retrieve atiri
re derived from the message-delivery-envelope. Since both approaches are valid, no one-méthod is prescribed.

Description of the general-attribute-types

llowing subclauses contain a short description of each general<attribute-type together with its abstract-sy

NOTE — Some general-attributes are used primarily for filtering and listing purposes while others may contain
K (further structured ASN.1 data-types) and potentially volumipelis' information. Only a few general-attributes are suitab

Ily specified recipients of a submitted message or probe. The attribute contains one value for each value o
nt-name argument of the Message-subinission or Probe-submission abstract-operation. Values at correspon
ns in this attribute and in the recipiént-names attribute refer to the same recipient. Each value indicateg
ce-numbers of relevant delivered=report entries, and the positions within their per-recipient-report-delivery-fi
e of the values which relate_to that specified recipient. The attribute is generated by the MS. Subscription to
e requires subscription to the/Auto-correlate-reports auto-action (see 13.3).

ms-ac-correlated-repert-list ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportLocation,

NUMERATION multi-valued,

ID id-att-ac-correlated-report-list }
ReportLecation ::= CHOICE {

no-correlated-reports [0] NULL,

Iocation [1] SEQUENCE OF PerRecipientReport }

mple,

ntax

more
e for

eneral-attribute, which is multi-valued, identifies the delivered-report entries which have been correlated with the

[ the
ding
the
elds
this

1 I 2ol 41 - Fakh anla\ di al CVak nlN4
Tl l\CLlplEllll\CpUl LU= OLYUILLINUILL {
report-entry [0] SequenceNumber,

position [1] INTEGER (1..ub-recipients) DEFAULT 1 }

The components of report-location have the following meaning:

a) No-correlated-reports (C): No reports have been received which can be correlated with this originally

specified recipient of the submitted message or probe. This is the initial value of the attribute.

b) Location (C):

Identifies the sequence-numbers of the delivered-reports and the positions of the values

within their per-recipient-report-delivery-fields attributes which relate to this originally specified

recipient.

The attribute is created when the message or probe is submitted and is updated as reports are delivered. The content of

this att

ribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.
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11.2.2  AC-report-summary

This general-attribute, which is multi-valued, contains a summary of the reports requested and reports received from

the recipient-name argument of the Message-submission or Probe-submission abstract-operation. Values at
corresponding positions in this attribute and in the recipient-names attribute refer to the same recipient. The initial values
of the attribute are set according to the values of the originator-report-request specified for each recipient, and are
amended as reports are delivered. The attribute is generated by the MS. Subscription to this attribute requires
subscription to the Auto-correlate-reports auto-action (see 13.3).

ms-ac-report-summary ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReportSummary,
EQUALITY MATCHING-RULE integerMatch,
———ORPERINGMAFCHING-RULE—integerOrderingMatehy
NUMERATION multi-valued,

add oo zan o VRPN

e 3 1
1D 1a-att-al-1epore-s>uninary j

ReportSummary ::= ENUMERATED {

no-report-requested (0) -- non-delivery report suppressed #-,
no-report-received (1) -- non-delivery report requested,--,
report-outstanding (2) -- delivery report requesteds=;
delivery-cancelled 3),
delivery-report-from-another-recipient 4),
non-delivery-report-from-another-recipient 5,
delivery-report-from-intended-recipient (6),
non-delivery-report-from-intended-recipient ™}

The values of report-summary have the following meaning:

a) no-report-requested: The suppression of non-delivery-réports was requested for this originally specitied
recipient and no reports have been received. This is a pessible initial value of the attribute.

b)  no-report-received: A request for the reportingtofrnon-delivery was made of this originally specified
recipient and no reports have been received. Thigis a possible initial value of the attribute.

¢) report-outstanding: A request for the reporting of delivery and non-delivery was made of this orjginally
specified recipient and no reports have been received. This is a possible initial value of the attributg.

d) delivery-cancelled: No reports shall be received because the delivery of the message was cancglled by
means of the MS-cancel-deferred-delivery abstract-operation.

e) delivery-report-from-another=recipient: A delivery-report has been received concerning this orjginally
specified recipient which\indicates successful delivery of the message (or the potentially su¢cessful
delivery of the probe’s® subject-message) to another recipient (possibly following redirecfion or
DL-expansion).

f)  non-delivery-report-from-another-recipient: A non-delivery-report has been received concerning this
originally specified recipient which indicates a failure to deliver the message (or, potentially, the [probe’s
subject message) to another recipient (possibly following redirection or DL-expansion).

g) delivery-report-from-intended-recipient: A report has been delivered confirming delivery [to this
originally specified recipient.

h)\\uon-delivery-report-from-intended-recipient: A report has been delivered indicating non-delivery to this
originally specified recipient.

Th¢ atfribute is created when the message or probe is submitted. When reports are delivered to the MS, the yalue of
AC-report-summary is updated if the resulting value is greater than that already recorded. This is in recognition that
more than one report may be generated as result of PDS delivery or DL expansion. The method by which an MS
determines the intended recipient to whom a report refers is not prescribed and is therefore implementation dependent.
The content of this attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.

NOTE - An MS which is colocated with an MTA may make use of the originally-specified-recipient-number component
of per-recipient-report-transfer-fields to determine the intended recipient who is the subject of an incoming report.

11.2.3  AC-uncorrelated-report-list

This general-attribute, which is multi-valued, identifies each of the per-recipient-report-delivery-fields which have been
correlated with a submitted message or probe but which have not been correlated with any of its originally specified
recipients. It is generated by the MS. Subscription to this attribute requires subscription to the Auto-correlate-reports
auto-action (see 13.3).
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ms-ac-uncorrelated-report-list ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReport,
NUMERATION multi-valued,
ID id-att-ac-uncorrelated-report-list }

The attribute is created when the message or probe is submitted, and is updated as reports of the kind described are
delivered. The content of this attribute is unaffected by any subsequent deletion of the delivered-report entries to which
it refers.

11.2.4  Auto-action-error

This general-attribute identifies the auto-action-error which occurred when a registered auto-action was applied to an
entry. The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.3). It is generated by
the MS.

ms-auto-action-error ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AutoActionError,
NUMERATION single-valued,
ID id-att-auto-action-error }

11.2.§ Auto-action-registration-identifier

This general-attribute indicates the registration-identifier of the auto-action whose execution is the subject of this entry
in thg Auto-action-log entry-class. The registered auto-action is identified by this<attribute combined with the
corresponding value of the auto-action-type general-attribute. The attribute may be present only in entries of the Auto-
actiontlog entry-class (see 6.5.2). It is generated by the MS.

ms-auto-action-registration-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX INTEGER,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-att-auto-action-registration-identifier }

11.2.6] Auto-action-subject-entry

This general-attribute indicates the sequence-number of ¢the Stored-message entry which was the subject of the puto-
action| processing recorded by the present entry. The-dttribute may be present only in entries of the Auto-actio h-log
entry-¢lass. It is generated by the MS.

ms-auto-action-subject-entry ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING+<RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-att-auto-action-subject-entry }

11.2.7| Auto-action-type

This general-attribute_idenfifies the type of the auto-action whose execution is the subject of this entry. The regisfered
auto-agtion is identified-by this attribute combined with the corresponding value of the auto-action-registration-identifier
generdl-attributec~The attribute may be present only in entries of the Auto-action-log entry-class (see 6.5.1). [It is
generdted by thesMS

ms-auto-action-type ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AutoActionType,
EQUALITY MATCHING-RULE objectldentifierMatch,
NUMERATION single-valued,
ID id-att-auto-action-type }

11.2.8  Child-sequence-numbers

This general-attribute, which is multi-valued, identifies the child-entries of a parent-entry, if such exist. It is generated by
the MS. It is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entries (see 6.3.4).

ms-child-sequence-number§ ATTRIBUTE ::={
WITH ATTRIBUTE-SYNTAX SequenceNumber,
NUMERATION multi-valued,
ID id-att-child-sequence-numbers }
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11.2.9 Content

This general-attribute contains the complete content of a message as submitted by the MS-message-submission abstract-
operation, or as delivered by the Message-delivery abstract-operation, or as presented in the returned-content of the
Report-delivery abstract-operation. In this last case, the content general-attribute is created in the returned-content child-
entry, and not in the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ITU-T Rec. X411 |
ISO/EC 10021-4. The encoding of the content contained in the Octet String that constitutes this attribute shall be
identical, when retrieved, to that delivered to the MS: there is no constraint on the encoding employed for the containing
Octet String itself.

mt-content ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Content,
NUMERATION single-valued,
ID id-att-content }

11.2]10 Content-confidentiality-algorithm-identifier

This|general-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-submissipn and
Mesgage-delivery abstract-operations. See 8.2.1.1.1.27 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-content-confidentiality-algorithm-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AlgorithmIdentifier,
NUMERATION single-valued,
ID id-att-content-confidentiality-algorithm-identifier }

11.2{11 Content-correlator

This| general-attribute contains the content-correlator argument of thé Message-submission, Probe-submissiop, and
Repgrt-delivery abstract-operations. See 8.2.1.1.1.36 of ITU-T Rec. X411 ISO/IEC 10021-4.

mt-content-correlator ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentCorrelator,
EQUALITY MATCHING-RULE contentCorrelatorMatch,
NUMERATION single-valuéd,
ID id-att-content-correlator }

11.2{12 Content-identifier

This|general-attribute contains the content-identifier argument of the Message-submission, Probe-submission, Mdssage-
deliyery, and Report-delivery abstract-operations. It may be generated by the originator. See 8.2.1.1.1.35 of [TU-T
Rec|X.411 [ ISO/IEC 10021-4.

mt-content-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Contentldentifier,
EQUALITY MATCHING-RULE contentldentifierMatch,
NUMERATION single-valued,
ID id-att-content-identifier }

11.2113 Content-integrity-check

This| genenal-attribute contains the content-integrity-check argument of the Message-delivery abstract-operafion; it
proviidesythe MS-user with a means of verifying that the conlem of a delivered-message has not been modified. It fnay be

riginator o

per-recipient-message-submission-fields attrlbute See 8.2.1.1.1.28 of ITU-T Rec X.411 1 ISO/IEC 10021-4.

mt-content-integrity-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentIntegrityCheck,
NUMERATION single-valued,
ID id-att-content-integrity-check }

11.2.14 Content-length
This general-attribute indicates the length of the content, in octets, of a submitted message, a submitted probe, a draft-

message, a delivered message, or the returned-content of a delivery-report. For a submitted probe, the attribute indicates
the Iength in octets of the content of the subject-message. It is generated by the MS.
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ms-content-length ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
ORDERING MATCHING-RULE
NUMERATION
ID

ContentLength,
integerOrderingMatch,
singie-vaiued,
id-att-content-length }

Content-returned

This general-attribute indicates whether a content has been returned in the Report-delivery abstract-operation. It is
generated by the MS (see 6.3.4).

ms-content-returned ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX

EQUALITY-MATCHING-RULE

BOOLEAN,

booleanMateh
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b Content-type
eneral-attribute identifies the type of the content of a message, and is generated from the content:type argume
ssage-submission, Probe-submission, Message-delivery, and Report-delivery abstract-operations. See 8.2.1.1
-T Rec. X.411 | ISO/IEC 10021-4. When present in an entry of the Auto-action-logrentry-class, it identifie]
-type of the entry which was the subject of auto-action processing; where that entry is a delivered-report
Ce of the attribute is conditional.
mt-content-type ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

OBJECT IDENTIFIER,
ohjectldentifierMatch,
single-valued,
id-att-content-type }

/  Conversion-with-loss-prohibited

sion, and Message-delivery abstract-operations. Itsindicates whether conversion with loss of information
d or prohibited by the originator. See 8.2.1.1.1.1000f ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-conversion-with-loss-prohibited ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ConversionWithLossProhibited,
EQUALITY MATCHING-RULE"™ jintegerMatch,

NUMERATION single-valued,

ID id-att-conversion-with-loss-prohibited }
11.2.1B Converted-EITs
This general-attribute, which-rs multi-valued, identifies the encoded-information-types of the content after conversio
indicafed by the Message<delivery abstract-operation. It is generated from the converted-encoded-information-

argum
and 8.

ent of the Message-delivery abstract-operation. It is absent if no conversion took place. See 8.3.1.
B.1.2.1.5 of FEU-T Rec. X.411 | ISO/IEC 10021-4.

mt-converted-EITs ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE

MS-EIT,
objectldentifierMatch,

nt of
1.34
5 the
| the

beneral-attribute  contains the conversion-with-loss-prohibited argument of the Message-submission, Probe-

was

n, as

ypes
138

NIIMERATION multi-valued

ID id-att-converted-EITs }

11.2.19 Creation-time

This general-attribute indicates the time at which an entry was created in the MS. It is generated by the MS. See 6.3.2.

NOTE - Two or more consecutive entries may have the same creation-time.

ms-creation-time ATTRIBUTE ::={

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION

ID

CreationTime,
uTCTimeMatch,
uTCTimeOrderingMatch,
single-valued,
id-att-creation-time }
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11.2.20 Deferred-delivery-cancellation-time

This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery
of a previously submitted message (see 8.3.3). It is generated by the MS.

ms-deferred-delivery-cancellation-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION

ID

DeferredDeliveryCancellationTime,
uTCTimeMatch,
uTCTimeOrderingMatch,

single-valued,
id-att-deferred-delivery-cancellation-time }

DeferredDeliveryCancellationTime ::= UTCTime

11.2p2tDeferred=-delivery-time
This| general-attribute contains the deferred-delivery-time argument of the Message-submission abstractzoperafion. It
indidates the time before which a submitted message shall not be delivered to its recipient(s). See 8.2.1.14,F2 of [TU-T
Rec] X.411 | ISO/IEC 10021-4. Subscription to this attribute requires subscription to the Auto-corrélage-reporty auto-
actiqn (see 13.3).
mt-deferred-delivery-time ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DeferredDeliveryTime,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

ID id-att-deferred-delivery-time }
11.222 Deletion-time
Thi{ general-attribute may be present in entries of the Message-logéntry-class, and indicates the time at which the

corrpsponding entry in the Stored-message entry-class was deleted.\In‘the case of a Submission-log entry for which no

Subnission entry is created, the deletion-time attribute is generafed when the Submission-log entry is created
bned the same value as the entry’s creation-time. It is generated by the MS. See 16.1.4.

assi

ms-deletion-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
ID

DeletionTime ::= UTCTime

11.2.23 Delivered-EITs

Thi

DeletionTime,
uTCTimeéMatch,
uTE€ETimeOrderingMatch,
single-valued,
id-att-deletion-time }

and is

general-attribute, which~js multi-valued, identifies the encoded-information-types in the content of a mespage as

delijered. It is generated(by-the MS, and is derived from the original-encoded-information-types and the converted-

enc

ms-delivefed-EITs ATTRIBUTE ::= {
WITH-ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

bded-information-tipes arguments of the Message-delivery abstract-operation.

MS-EIT,
objectldentifierMatch,
multi-valued,
id-att-delivered-EITs }

NOTE — This attribute has the same value as converted-encoded-information-types (if present); otherwise, the same value

as original-encoded-information-types. It provides a convenient way of determining, in a single operation, the EITs present in the

content.

11.2.24 Delivery-flags

This general-attribute contains information derived from the arguments of the Message-delivery abstract-operation. It
indicates whether implicit-conversion of the content is prohibited. See 8.2.1.1.1.9 of ITU-T Rec. X.411 |

ISO/IEC 10021-4.

mt-delivery-flags ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID
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11.2.25 DL-expansion-history

This general-attribute, which is multi-valued, contains a history of distribution-list expansion. If present in a delivered-
message, it contains one or more distribution-list names used during the expansion process. It is absent if delivery to the
MS-user did not involve any expansion of a distribution-list. If present in a delivered-report, it contains the originator
name and one or more distribution-list names used during the expansion process. It is absent if the message, or the
report’s subject message, did not involve any expansion of a distribution-list. See 8.3.1.1.1.7 and 8.3.1.2.1.3 of ITU-T
Rec. X.411 [ ISO/IEC 10021-4.

mt-dl-expansion-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DLExpansion,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch},

NUMERATION multi-valued,

ID id-att-dl-expansion-history }

11.2.26 DL-expansion-prohibited

This general-attribute contains the DL-expansion-prohibited argument of the Message-submission afnd Probe-submifsion
abstragt-operations; it indicates whether DL-expansion within the MTS is prohibited for a recipient-name which defotes
aDL.See 8.2.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-dl-expansion-prohibited ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DLExpansionProhibited,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-att-dl-expansion-prohibited }

11.2.2f Entry-type

This general-attribute identifies the type of an entry (see 6.3.6). It is génterated by the MS.

ms-entry-type ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX EntryType,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrdéringMatch, -- rule not defined in 1988 Application Contefts -
NUMERATION single-valued,
ID id-att-entry-type }

11.2.28 Internal-trace-information

This general-attribute, which is multi-valued, documents the actions taken on the message (or probe or report) by each
MTA fhrough which it passed as it transferred within an MD. It is generated from the Message-delivery-envelopd and
the Report-delivery-envelope. See12:2.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-internal-trace-information ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX InternalTraceInformationElement,
NUMERATION multi-valued,
ID id-att-internal-trace-information }

11.2.2P Latest<delivery-time

This general-attribute contains the latest-delivery-time argument of the Message-submission abstract-operatio; it
indicafeg_the time after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ITU-T Rec. X.411 |
ISO/IBEc+0624+4-

mt-latest-delivery-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX LatestDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-latest-delivery-time }

11.2.30 Marked-for-deletion

This general-attribute indicates (by its presence or absence) whether the MS-user has marked the entry for subsequent
deletion. Support for this attribute implies that the MS-user shall be able to create it or amend it by means of the Modify
abstract-operation and the Auto-modify auto-action.
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ms-marked-for-deletion ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
ID id-att-marked-for-deletion }

NOTE - The MS-user may use this attribute-type to support a two-stage entry deletion function, i.e. a 'wastebasket'.

11.2.31 Message-delivery-envelope

This general-attribute contains the message-delivery-envelope component of the argument of the Message-delivery
abstract-operation. See Figure 2 (Part 5) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-message-delivery-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageDeliveryEnvelope
NUMERATION single-valued,
ID id-att-message-delivery-envelope }

11.2]32 Message-delivery-time

This| general-attribute contains the message-delivery-time argument of the Message-delivery abstract-opgration.
See $.3.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE - There is no general-attribute corresponding to the delivery-time parameter (of) the Report-delivery apstract-
operdtion, because in order to be useful, this delivery-time must be correlated with the name\of the recipient the messajge was
delivpred to. Both items of information are present in the per-recipient-report-delivery-fields general-attribute.

mt-message-delivery-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-message-delivery-time }

11.2{33 Message-group-name

This| general-attribute, which is multi-valued, identifies ¢he message-group-names which the MS-user has attachegl to an
entry (see 6.4). Support for this general-attribute implies that the MS-user shall be able to create or amend it by|use of
the Modify abstract-operation and the Auto-modify’auto-action. An attempt to assign a message-group-name atfribute-
valup which has not been registered previously- by means of the Register-MS abstract-operation shall result|in the
gengration of a message-group-error. Each-~vallle of the attribute shall be distinct.

ms-message-group-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageGroupName,
EQUALITY MATCHING-RULE mSStringListMatch,
OTHER MATCHING-RULES {mSSingleSubstringListMatch |
mSStringListElementsMatch |
mSSingleSubstringListElementsMatch |

valueCountMatch},
NUMERATION multi-valued,
ID id-att-message-group-name }

NOTE"- The maximum number of group-name-parts which will be present in a message-group-name may be det¢rmined
from| the message-group-depth parameter of MS-bind-result (see 7.1.2, item h).

11.2:34—Message-identifier

This general-attribute contains an MTS-identifier that distinguishes this message or probe from all other submitted
messages and probes, and delivered messages. It contains the message-submission-identifier or probe-submission-
identifier result of the Message-submission or Probe-submission abstract-operation, or the message-delivery-identifier
argument of the Message-delivery abstract-operation. It is generated by the MTS. See 8.2.1.1.2.1, 8.2.1.2.2.1, and
8.3.1.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-message-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MTSIdentifier,
EQUALITY MATCHING-RULE  mTSIdentifierMatch, -- rule not defined in 1988 Application Contexts --
NUMERATION single-valued,
ID id-att-message-identifier }
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11.2.35 Message-notes

This general-attribute, which is multi-valued, contains textual annotations specified by the MS-user. The meaning
attached to message-notes is of concern only to the MS-user. Support for this attribute implies that the MS-user shail be
able to create or amend it by means of the Modify abstract-operation and the Auto-modify auto-action.

NOTE - The attr

d

information conveyed by the MTS.

ms-message-notes ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX GeneralString (SIZE (1..ub-message-notes-length)),

EQUALITY MATCHING-RULE  mSStringMatch,
SUBSTRINGS MATCHING-RULE mSSubstringsMatch,

NUMERATION multi-valued,
D Td-att-message-notes |

11.2.3¢ Message-origin-authentication-check

This deneral-attribute contains the message-origin-authentication-check argument of the Message-sabmission |and
Message-delivery abstract-operations. It provides the recipient(s) of a message with a means of authenticating its ofigin
and mdy be generated by the originator of the message. See 8.2.1.1.1.29 of ITU-T Rec. X.411 | ISQAEC 10021-4.

mt-message-origin-authentication-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck,
NUMERATION single-valued,
ID id-att-message-origin-authentication-check/}

11.2.37 Message-security-label

This general-attribute contains the message-security-label argument of<the’ Message-submission, Probe-submisgion,
Message-delivery, and Report-delivery abstract-operations. It comprises 4 set of security attributes which may inclyde a
security-policy-identifier, a security-classification, a privacy-mark,.and"a set of security-categories. See 8.2.1.1.1.30 of

ITU-T[Rec. X.411 I ISO/IEC 10021-4.

mt-message-security-label ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSecurityLabel,
NUMERATION single-valued,
ID id-att-message-security-label }

11.2.38 Message-submission-envelope

This ggneral-attribute contains the envelope component of the argument of the Message-submission abstract-operation.
See Figure 2 (Part 3) of ITU-T Rec. X441} | ISO/IEC 10021-4.

mt-message-submission-enyelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSubmissionEnvelope,
NUMERATION single-valued,
ID id-att-message-submission-envelope }

11.2.39 Message-.submission-time

This general-attribate indicates the time at which the MTS accepted responsibility for the message or probe. It confains
the mefsage-submission-time result of Message-submission, or the probe-submission-time result of Probe-submissiop, or
the mefssage*submission-time argument of Message-delivery. It is generated by the MTS. See 8.2.1.1.2.2 and 8.2.1.2.2.2

fIT T AYAV RN R (JTaViiofalkValala kW |
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mt-message-submission-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSubmissionTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-message-submission-time }

11.2.40 Message-token

This general-attribute contains the message-token argument of the Message-delivery abstract-operation. It is generated
by the originator of the message. See 8.2.1.1.1.26 of ITU-T Rec. X.411 | ISO/IEC 10021-4. In submitted-message
entries, this information is contained in the per-recipient-message-submission-fields attribute.
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mt-message-token ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageToken,
NUMERATION single-valued,

11)) id_att_-meccaone-tokon
i 1g-att-message-toxen

1
J

11.2.41 MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS
as a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is
present in the former case and absent in the latter. It is generated by the MS.

ms-originated ATTRIBUTE ::= {
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WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
ID id-att-ms-originated }

.42  MS-submission-error

b general-attribute may be present in entries of the Submission-log entry-class and indicates the error returneq
-message-submission or MS-probe-submission abstract-operation that caused the creation of the entry. It is ge

ms-submission-error ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SubmissionError,
NUMERATION single-valued,

ID id-att-ms-submission-error }

SubmissionError ::= CHOICE {

submission-control-violated [1] NULL,

originator-invalid [2] NULL,
recipient-improperly-specified [3] ImproperlySpecifiedRecipients,
element-of-service-not-subscribed [4] NULL,

inconsistent-request [11] NULL,

security-error [12] SecufityProblem,
unsupported-critical-function [13] NULL,

remote-bind-error [15] NULL,

service-error [27) ServiceErrorParameter,
message-group-error [30] MessageGroupErrorParameter,
ms-extension-error [31] MSExtensionErrorParameter,
entry-class-error [34] EntryClassErrorParameter }

h component of submission-error carresponds to one of the errors defined for the MS-message-submiss
-probe-submission abstract-operations. The tag numbers correspond to the remote error codes (see 8.3.1 and §

P.43  Original-EITs

5 general-attribute, whichis multi-valued, identifies the encoded-information-types in the content of the meg
mitted, or specitied-inthe envelope of a submitted probe. It is generated from the original-encoded-informatid
hment of the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstract-opg
8.2.1.1.1.33 of FTU-T Rec. X.411 | ISO/IEC 10021-4.

mt-griginal-EITs ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MS-EIT,
EQUALITY MATCHING-RULE objectldentifierMatch,

by the
nerated

on and
.3.2).

sage as
n-types
rations.

NUMERATION multi-valued,

1D 1d-att-original-Eils j

11.2.44 Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-
operation, and is present if the message has been redirected. See 8.3.1.1.1.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
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mt-originally-intended-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | o0RNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
ID id-att-originally-intended-recipient-name }
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11.2.45 Originating-MTA-certificate

This general-attribute contains the originating-MTA-certificate result of the Message-submission abstract-operation. It is
generated by the MTA to which the message was submitted. See 8.2.1.1.2.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-originating-MTA-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatingMTA Certificate,
NUMERATION single-valued,
ID id-att-originating-MTA-certificate }

11.2.46 Originator-certificate

This general-attribute contains the originator-certificate argument of the Message-submission, Probe-submission, and
Message-delivery abstract-operations. It is generated by a trusted source (e.g. a certification-authority). and may be
supplied by the originator of the message. See 8.2.1.1.1.25 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-originator-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorCertificate,
NUMERATION single-valued,
ID id-att-originator-certificate }

11.2.47 Originator-name

This [general-attribute contains the originator-name argument of the Message-submission, Probe-submission| and
Messgge-delivery abstract-operations. See 8.2.1.1.1.1 of ITU-T Rec. X.411 | ISO/IECAQ021-4.

mt-originator-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | 6RNameSubstringElementsMatch |
oRNameSingleElementMatch},

NUMERATION single-valued,
ID id-att-originator-name-}

11.2.48 Originator-report-request

This |general-attribute, which is multi-valued, contdin®’ the originator-report-request argument of the Megsage-
submission and Probe-submission abstract-operations. See 8.2.1.1.1.22 of ITU-T Rec. X.411 | ISO/IEC 10021-4 The
order{ng of the values of this attribute matches the ordering of the values of the per-recipient-message-submission-fields
attribjite.

mt-originator-report-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorReportRequest,
NUMERATION multi-valued,
ID id-att-originator-report-request }

11.2.49 Originator-return-address

This [general-attributecontains the originator-return-address argument of the Message-submission and Megsage-
delivgry abstract-operations; it indicates the postal-OR-address of the originator of the message. See 8.2.1.1.1.21 of
ITU-T Rec. X 4HVISO/IEC 10021-4.

mt=originator-return-address ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorReturnAddress,
NUMERATION single-valued,
ID 1d-att-originator-return-address }

11.2.50 Other-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-delivery
abstract-operation. See 8.3.1.1.1.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-other-recipient-names ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION multi-valued,
ID id-att-other-recipient-names }
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11.2.51 Parent-sequence-number

This general-*attribute identifies the entry’s parent-entry. It is generated by the MS. It is always present in a child-entry

and 1

s absent in a main-entry (see 6.3.4).

ms-parent-sequence-number ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-att-parent-sequence-number }

11.2.52 Per-message-indicators

This
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disc
ISO

11.2
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envd

11.2
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envd

11.2
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e-submission abstract-operations. These include the implicit-conversion-prohibited, alternate-recipient;a

[EC 10021-4.

mt-per-message-indicators ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerMessagelndicators,
EQUALITY MATCHING-RULE  bitStringMatch,
NUMERATION single-valued,
ID id-att-per-message-indicators }

53 Per-recipient-message-submission-fields

general-attribute, which is multi-valued, contains the per-recipient-fields)component of the Message-subm
lope. See Figure 2 (Part 7) of ITU-T Rec. X.411 I ISO/IEC 10021-4,

mt-per-recipient-message-submission-fields ATTRIBUTE ::={
WITH ATTRIBUTE-SYNTAX PerRecipientMessageSubmissionFields,
NUMERATION multi-valued,
ID id-att-per-recipient-message-submission-fields }

54 Per-recipient-probe-submission-fields

general-attribute, which is multi-valued, cofitains the per-recipient-fields component of the Probe-subm
lope. See Figure 2 (Part 8) of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-per-recipient-probe-submission-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientProbeSubmissionFields,
NUMERATION multi-valued,

ID id-att-per-recipient-probe-submission-fields }
55 Per-recipient-report-delivery-fields

general-attribute, Cwhich is multi-valued, contains the per-recipient-fields component of the Report-dé
lope. See Figure2 (Part 9) of ITU-T Rec. X.411 [ ISO/IEC 10021-4.

mt-per=r€cipient-report-delivery-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields,
NUMERATION multi-valued,
ID id-att-per-recipient-report-delivery-fieids }

general-attribute comprises various arguments of the Message-submission and (for the first two argunignfs) the

owed,

sure-of-other-recipients, and content-return-request arguments. See Figure 2 (Part 10) of ITU-T"Rec. ¥.411 |

ssion-

fission-

livery-

11.2.56 Priority

This general-attribute contains the priority argument of the Message-submission and Message-delivery abstract-
operations. If no value for the parameter is supplied in the Message-submission or Message-delivery abstract-operation

then the attribute is generated with the default value for priority. See 8.2.1.1.1.8 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.
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mt-priority ATTRIBUTE ::={
WITH ATTRIBUTE-SYNTAX Priority,
EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch, -- rule not defined in 1988 Application Contexts --

NUMERATION single-valued,
ID id-att-priority }
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11.2.57 Probe-origin-authentication-check

This general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abstract-
operation. It provides any MTA through which the probe is transferred with a means of authenticating its origin. It may
be generated by the MS-user when originating the probe. See 8.2.1.2.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-probe-origin-authentication-check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProbeOriginAuthenticationCheck,
NUMERATION single-valued,
ID id-att-probe-origin-authentication-check }

11.2.58 Probe-submission-envelope

This general-attribute contains the envelope component of the argument of the Probe-submission abstract-operation.
See Figure Z (Part 3) of ITU-T Rec. X 4TT TISO/IEC TOUZT-4.

mt-probe-submission-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProbeSubmissionEnvelope,
NUMERATION single-valued,
ID id-att-probe-submission-envelope }

11.2.59 Proof-of-delivery-request

This general-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-operatiop. It
may bg¢ generated by the originator of the message. In submitted-message entries, this infotmation may be found i the
per-redipient-message-submission-fields attribute. See 8.2.1.1.1.32 of ITU-T Rec. X.411}ISO/IEC 10021-4.

mt-proof-of-delivery-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfDeliveryRequest,
EQUALITY MATCHING-RULE integerMatch, -- rule not definéd in 1988 Application Contexts --
NUMERATION single-valued,
ID id-att-proof-of-delivery-request }

11.2.60 Proof-of-submission

This general-attribute contains the proof-of-submission result 6f'the Message-submission abstract-operation. It proyides
the MS-user with proof of submission of a message~to the MTS. See 8.2.1.1.2.4 of ITU-T Rec. X.4]1 |
ISO/THC 10021-4.

mt-proof-of-submission ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfSubmission,
NUMERATION single-valued,
ID id-att-proof-of-submission }

11.2.6] Recipient-names

This general-attribute, which is_multi-valued, contains the recipient-name components specified in the per-reciplent-
fields gomponents of the Message-submission-envelope and Probe-submission-envelope. It is generated by the MS.[The
orderirg of the values of this attribute matches the ordering of the values of the per-recipient-message-submission-flelds
(or perrecipient-probe;submission-fields) attribute. See 8.2.1.1.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

ms-recipientz:names ATTRIBUTE ::= {
WITHATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |

oRNameSingleElementMatch},
NIIMERATION multi volnod’

ID id-att-recipient-names }
11.2.62 Recipient-reassignment-prohibited

This general-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submission abstract-operations. It indicates whether a message or probe submitted by the MS-user may be redirected to a
recipient-assigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt-recipient-reassignment-prohibited ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX RecipientReassignmentProhibited,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single-valued,
ID id-att-recipient-reassignment-prohibited }
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11.2.63 Redirection-history

This general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) from the
Message-delivery or Report-delivery abstract-operations. In the latter case, the redirections concern the delivery report
itself rather than the report’s subject message. See 8.3.1.1.1.5 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-redirection-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX Redirection,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch |
redirectionReasonMatch},

NUMERATION multi-valued,

1D id-att-redirection-history }

11.2.64 Report-delivery-envelope

Thig general-attribute contains the report-delivery-envelope component of the argument of the Report-delivery apstract-
opefation. See Figure 2 (Part 9) of ITU-T Rec. X.411 I ISO/IEC 10021-4.

mt-report-delivery-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope,
NUMERATION single-valued,
ID id-att-report-delivery-envelope }

11.2.65 Reporting-DL-name

Thi$ general-attribute contains the reporting-DL-name argument of the Report:delivery abstract-operation. It identifies
the DL that forwarded the report to the owner of the DL. See 8.3.1.2.1.4 ofdTU-T Rec. X.411 | ISO/IEC 10021-4

mt-reporting-DL-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportingDLName,
EQUALITY MATCHING-RULE oRNameMatch, -- rule not defined in 1988 Application Contexts --
OTHER MATCHING-RULES {oRNameElententsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
ID id-att-reporting-DL-name }

11.2.66 Reporting-MTA-certificate

Thip general-attribute contains the reparting-MTA-certificate argument of the Report-delivery abstract-operdtion. It
confains the certificate of the MTA that generated the report. See 8.3.1.2.1.12 of ITU-T Rec. X.411 I ISO/IEC 10(¢21-4.

mt-reporting-MTA-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportingMTA Certificate,
NUMERATION single-valued,
1D id-att-reporting-MTA-certificate }

11.2.67 Report-origin-authentication-check

Thif general<attribute contains the report-origin-authentication-check argument of the Report-delivery abstract-
operation. ft=provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ITU-T Rec. K.411 |
ISQ/IEC 10021-4.

L _mt-report-origin-authentication-check-ATTRIBUTE =
WITH ATTRIBUTE-SYNTAX ReportOriginAuthenticationCheck,

NUMERATION single-valued,
ID id-att-report-origin-authentication-check }

11.2.68 Retrieval-status

This general-attribute indicates the retrieval-status of an entry (see 6.3.8). If the Modify abstract-operation is available,
the MS-user shall be able to amend the attribute, provided that its existing value is listed and the replacement value is
processed. The attribute is not subject to modification by means of the Auto-modify auto-action. In an entry of the
Message-log entry-class, the attribute reflects the retrieval-status of the corresponding Stored-message entry. In an entry
of the Auto-action-log entry-class, the attribute indicates the retrieval-status of the entry itself (not that of the auto-
action-subject-entry). The attribute is created and maintained by the MS.
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ms-retrieval-status ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
NUMERATION
ID

11.2.69 Security-classification

RetrievalStatus,
integerMatch,
single-valued,
id-att-retrieval-status }

ISO/IEC 10021-5 : 1996 (E)

This general-attribute comprises the security-classification component of the message-security-label. It is defined as a
separate attribute to allow its use in the Summarize abstract-operation. See 8.5.9 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

mt-security-classification ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SecurityClassification,
EQUALITY MATCHING-RULE __integerMatch,

11.2.70 Sequence-number
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NUMERATION single-valued,
ID id-att-security-classification }

eneral-attribute identifies the entry containing the attribute. It is allocated by the MS when(the entry is cr
3.2).

ms-sequence-number ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,
ID id-att-sequence-number }

1 Storage-period

eneral-attribute indicates the period, in seconds, for which the MS<user anticipates that storage of the entry w
pd, relative to its creation-time. An entry becomes subject to-deletion by the Auto-delete auto-action whe
p-period expires (see 13.4). An MS that supports this general-attribute shall support its creation and amendme
dify abstract-operation and the Auto-modify auto-action( it shall also support the storage-time general-attriby

'responding storage-time minus the creation-time, expressed in seconds. The creation, modification, or deleti

te; i.e. the semantic link between the two is always preserved.

ms-storage-period ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
ID

StoragePeriod,
integerMatch,
integerOrderingMatch,
single-valued,
id-att-storage-period }

StoragePeriod ::= INTEGER -- seconds --

b a fixed period aft€r\eritry creation to selected entries. This is not possible using storage-time directly as that attribute cof
lute time.

2 Storage-time

eneral-attribute indicates the date and time at which the MS-user estimates that storage for the entry will no Id

(see 1
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this general-attribute is semantically related. A given_value of the storage-period attribute is equal to the valyie of

n of

rage-period general-attribute is reflected in the-¢reation, modification, or deletion of the storage-time gerferal-

NOTE - This attribpte is intended for use with the Auto-modify auto-action, to enable the MS-user to add a storage}time

tains

nger

uired. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-time is reached
AT M Star SuppoTTS TS generat-anrbute Sttt Support its creation and amendment by the ModiTy abstract-

operation and the Auto-modify auto-action; it shall also support the storage-period general-attribute to which this
general-attribute is semantically related. The creation, modification, or deletion of the storage-time general-attribute is
reflected in the creation, modification, or deletion of the storage-period general-attribute; i.e. the semantic link between
the two is always preserved.

ms-storage-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX
EQUALITY MATCHING-RULE
ORDERING MATCHING-RULE
NUMERATION
ID

StorageTime,
uTCTimeMatch,
uTCTimeOrderingMatch,
single-valued,
id-att-storage-time }

StorageTime ::= UTCTime

ITU-T Rec. X.413 (1995E)
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11.2.73 Subject-submission-identifier

This general-attribute contains the subject-submission-identifier argument of the Report-delivery abstract-operation. It
indicates the message-submission-identifier or the probe-submission-identifier of the subject of the report.
See 8.3.1.2.1.1 of ITU-T Rec. X.411 1 ISO/IEC 10021-4.

mt-subject-submission-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SubjectSubmissionldentifier,
EQUALITY MATCHING-RULE  mTSIdentifierMatch, -- rule not defined in 1988 Application Contexts --
NUMERATION single-valued,
ID id-att-subject-submission-identifier }

11.2.74 This-recipient-name

This | general-attribute contains the this-recipient-name argument of the Message-delivery abstract-operatiof, and
identjifies the MS-user. See 8.3.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

mt-this-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
ID id-att-this-recipient-name }

11.2{75 Trace-information

This|general-attribute, which is multi-valued, documents the actions taken on(the message (or probe or report) by each
MD [hrough which it passed as it transferred through the MTS. It is generated from the Message-delivery-envelope and
the Report-delivery-envelope. See 12.2.1.1.1.3 of ITU-T Rec. X.411 | ISOAEC 10021-4.

mt-trace-information ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX TracelnformationElement,
NUMERATION multi-valued,
ID id-att-trace-infermation }

11.3 The Attribute-table information object set

The |Attribute-table information object set is used as a constraining set in this Service Definition where related fiplds of
the ATTRIBUTE information object class,arereferenced in the MS abstract-syntax. It comprises two object sets:

AttributeTable ATTRIBUTE = {
GeneralAttributes | ContentSpecificAttributes }

The [General-attributes information object set contains the general-attributes defined in this Service Definitiop. It is
defiped in Annex C. An MS.implementation is not constrained to support only those general-attributes present|in the
Gengral-attributes object Set:

The [Content-specific-attributes information object set is an empty, extensible set. Where an MS offers supponlrt‘ for a
givep content-type;-the attribute-types associated with that content-type shall be regarded as objects populating the
Confent-specific/attributes object set.

CantentSpecificAttributes ATTRIBUTE ::={ ... }

114 Generation of the general-attributes

This subclause describes how the general-attributes are generated. The information is summarized in Table 4; definitive
attribute descriptions are given in 11.2. For a description of the classifications used see 5.3.

11.5 Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages
present in the MS at the time the subscription was changed. The handling of attributes for which subscription has been
cancelled is a local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this
attribute for messages present in the MS at the time the subscription was changed.
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Table 4 — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by

AC-correlated-report-list M - MS A value is generated for each originally specified
recipient, identifying the per-recipient-report-
delivery-fields which have been correlated with
that recipient.

AC-report-summary M - MS The initial values are the values of originator-
report-request. They are updated as reports are
received One value i generated far each ariain “y

.o . . . g °©
specified recipient.

AC-urjcorrelated- M - MS A value is generated for each per-recipientrepoqt-

reportilist delivery-fields which cannot be correlated with gn
originally specified recipient.

Auto-gction-error S - MS The attribute-value is the valueof the error
generated as the result of autg=action processing

Auto-fction-registration- S - MS The attribute-value is the registration-identifier gf a

identifier registered auto-actionexecuted by the MS.

Auto-fction-subject S - MS The attribute-value‘is the sequence-number of af
entry to which aufe-action processing was appligd.

Auto-gction-type S - MS The attributé-value is the type of a registered aufo-
action executed by the MS.

Child{sequence-numbers M - MS A value is'generated for each child-entry belongjng
toa-parent-entry.

Contept S content Ms, ‘Phe”attribute-value in the delivered or submitted

Md message entry is the value of the source parameter.
returned-content Rd The attribute-value in the returned-content child
entry of the delivered-report entry is the value o
the source parameter.
Contept-confidentiality- S content- Ms, The attribute-value is the value of the source
algorifhm-identifier confidentiality- Md parameter.
algorithm-identifier
Contept-correlator S content-correlator Ms, Ps, | The attribute-value is the value of the source
Rd parameter.
Contept-identifier S content-identifier Ms, Ps, The attribute-value is the value of the source
Md, Rd parameter.

Contept-integrity-check S content-integrity- Md The attribute-value is the value of the source

check parameter.

Contept-length S - MS The (approximate) size of the content in octets.

content-length Ps The attribute-value is the value of the source
parameter.

Contept-returned S - MS The value is set to true if returned-content is
present in a Report-delivery and to false if not
present.

Contet-type S content-type Ms, Ps, If represented by Object Identifier, the value of the

Md, Rd source parameter. If represented by Integer,
converted to the corresponding Object Identifier|

Conveérsiop-with-loss S conversionawith lace '\/lo, Dc’ The m%%ﬁ_%m%

prohibited prohibited Md parameter.

Converted-EITs M converted-encoded- Md A corresponding value is generated from each bit

information-types that is set to | in the built-in-encoded-information-
types component of, and from each extended-
encoded-information-type present in the converted-
encoded-information-types parameter.

Creation-time - MS The time of creation of the entry.

Deferred-delivery- - MS The time at which the Cancel-deferred-delivery

cancellation-time abstract-operation was performed.

Deferred-delivery-time S deferred-delivery- Ms The attribute-value is the value of the source

time

parameter.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by
Deletion-time S - MS Generated when the entry to which this Message-
log entry corresponds is deleted.
Delivered-EITs M converted-encoded- MS Converted-EITs if converted-encoded-information-
information-types, if types is present; Original-EITs otherwise.

present; original-

encoded-information-

types otherwise

Dglivery-tlags S delivery-flags Md The attribute-value is the value of thessource
parameter. If there are no delivery-flags in tHe Md,
generate a default value with no flags set.

DIL-expansion-history M dl-expansion-history Md A corresponding value is génerdted from eagh
component of the SEQUENCE.

originator-and-dl- Rd A corresponding valuevs generated from eadh

expansion-history component of the SEQUENCE.

DL-expansion-prohibited S dl-expansion- Ms, The attribute-value’ is the value of the source

prohibited Ps parameter.

Ertry-type S Md Argument MS The value is "delivered-message".

Rd Argument MS THe value is "delivered-report". If a returnedt
content is present, a child-entry which contafns the
returned-content is created and given an entiy-type
of "returned-content".

Ms Argument MS The value is "submitted-message".

Ps Argument MS The value is "submitted-probe”

Ms Argument MS The value is "draft-message”

MS The value is "auto-action-event"

Infernal-trace- M internal-trace= Md A corresponding value is generated from eadh

information information Rd component of the SEQUENCE.

Ldtest-delivery-time S latest-dehivery- Ms The attribute-value is the value of the source

time parameter.

Mhrked-for-deletion S Modify Argument, Mod, Generated by the Modify abstract-operation for the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-delivery- S MessageDelivery Md The attribute-value is the value of the sourcq

erfvelope Envelope parameter.

Message-delivery-time S message-delivery- Md The attribute-value is the value of the sourcg

time parameter.

Meessage-group-nanie M Modify Argument, Mod, Generated by the Modify abstract-operation for the

Auto-modify Amod Auto-modify auto-action.

Argument

Messagesjdentifier S message-submission- Ms, The attribute-value is the value of the sourcg

identifier, parameter.

probe-submission- Ps

identifier,

message-delivery- Md

identifier

Message-notes M Modify Argument, Mod, Generated by the Modify abstract-operation or the

Auto-modify Amod Auto-modify auto-action.

Argument

Message-origin- S message-origin- Ms, The attribute-value is the value of the source

authentication-check authentication-check Md parameter.

Message-security-label S message-security- Ms, Ps, The attribute-value is the value of the source

label Md, Rd parameter.
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Table 4 (continued) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Generation rules
valued by
Message-submission- S Message-Submission- Ms The attribute-value is the value of the source
envelope Envelope parameter.
Message-submission-time S message-submission- Ms, The attribute-value is the value of the source
time, Md parameter.
prnhp_cnhmi’cm‘r\n Pg The-attribute—vatuets-the—vatueof the-source
time parameter.
Messhge-token S message-token Md The attribute-value is the value of the source
parameter.
MS-griginated S - MS Set true if the MS originated this, message in aufo-
action processing.
MS-submission-error S MS-message- MS Generated from the ERRORreturned by the M§$-
submission error, message-submission or MS=probe-submission
MS-probe- abstract-operations.
submission error
Origipal-EITs M original-encoded- Ms, Ps, A correspondipg\kalue is generated from each Hit
information-types Md, Rd that is set torLjnthe built-in-encoded-informatipn-
types componént of, and from each extended-
encoded-information-type present in the origingl-
encpded=information-types parameter.
Origipally-intended- S originally-intended- Md The)attribute-value is the value of the source
recipient-name recipient-name parameter.
Origipating-MTA- S originating-mta- Ms The attribute-value is the value of the source
certif|cate certificate parameter
Origipator-certificate S originator-certificate M3y Ps, | The attribute-value is the value of the source
Md parameter.
Origipator-name S originator-name Ms, Ps, The attribute-value is the value of the source
Md parameter.
Origifator-report-request M originator-report= Ms. The attribute-value is the value of the source
request Ps parameter
Origifator-return-address S originator-return- Ms, The attribute-value is the value of the source
address Md parameter
Othertrecipient-names M other-recipient-names Md A corresponding value is generated from each
component of the SEQUENCE.
Parenf-sequence-number S - MS When creating a child-entry. this attribute is
generated with the corresponding parent-entry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the value of the source
indicators Ps parameter. If absent from Ms or Ps, generate a
zeroed bit string by default.
Per-rdcipient-me§sage- M PerRecipientMessage Ms The attribute-value is the value of the source
submfission-fields SubmissionFields parameter
Per-rdcipiént-probe- M PerRecipientProbe Ps The attribute-value is the value of the source
submissien-fields SubmissionFields parameter
Per-recipient-report- M per-recipient-fields Rd A corresponding value is generated from each
delivery-fields component of the SEQUENCE.
Priority S priority Ms, The attribute-value is the value of the source
Md parameter.
Probe-origin- S probe-origin- Ps The attribute-value is the value of the source
authentication-check authentication-check parameter.
Probe-submission- S ProbeSubmission- Ps The attribute-value is the value of the source
envelope Envelope parameter
Proof-of-delivery-request S proof-of-delivery- Md The attribute-value is the value of the source
request parameter.
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Table 4 (concluded) — Generation of the General-attribute-types

Single/ Source
Attribute-type name multi- Source parameter generated Gencration rules
valued by
Proof-of-submission S proot-of- Ms The attribute-value is the value of the source
submission parameter
Recipient-names M recipient-name Ms, The attribute-value is the value of the source
Ps parameter
Recipient-reassignment- S recipient- Ms, The attribute-value is the value of the source
prohibited reassignment- Ps parameter
})l\)ili‘l)ilbd
Redjirection-history M redirection-history Md. A corresponding value is generated fromcedeh
Rd component of the SEQUENCE.
Replort-delivery-envelope S ReportDelivery Rd The attribute-value 1s the value ofghe source
Envelope parameter.
Reporting-DL-name S reporting-dl-name Rd The attribute-value is the valug,of the source
parameter.
Reforting-MTA- S reporting-MTA- Rd The attribute-value is the‘value of the source
certjficate certificate parameter.
Reglort-origin- S report-origin- Rd The attribute-valug’s the value of the source
authfentication-check authentication-check parameter.
Retfieval-status S - MS Generated,when the entry is created: given th
value /npw'".
Seclirity-classification S security-classification Md, The attribute-value is the value of the source
Rd parameter.
Stofage-period S Modify Argument, Mod, Generated by the Modify abstract-operation of the
Auto-modify Amod Auto-modify auto-action. Storage-time is gengrated
Argument at the same time.
Stofage-time S Modify Argument, Mod. Generated by the Modify abstract-operation of the
Auto-modify Amod Auto—mogh{fy fllut?—acthn. Storage-period is
Argument generated at the same time.
Sequence-number S - MS When creating an entry, the MS assigns a unique
value for this attribute in ascending order.
Subject-submission- S subject-snbmission- Rd The attribute-value is the value of the source
ideptifier identifier parameter.
Thik-recipient-name S this-recipient-name Md The attribute-value is the value of the source
parameter.
Trace-information M trace-information Md A corresponding value is generated from each
Rd component of the SEQUENCE.
11.4 Generxal-attribute-types subject to modification
Of the gerieral-attribute-types, only those listed below are subject to modification by the Modify abstract-operation, and,
excgpitorretrieval-status, by the Auto-modify auto-action. With the exception of retrieval-status, where an MS sypports

one

t these attributes it shall support its modification by the Maodify thrrqm_nppmrinn

a) Marked-for-deletion

b) Message-group-name

¢) Message-notes

d) Retrieval-status

e) Storage-period

f)  Storage-time

Details of content-specitic attributes that are subject to modification are given in the Specification which defines the

content-type concerned.
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General matching-rules

neral- mafrhlno-rnlpc mav be apnlied to the attributes of an entrv of anv content- typ QOther marnhrng -ru

................. LIS Gnay apps 1ed to the attributes 1y aiy Lo v NSUIVI 1HiGviii

||pc

based on matching- rules

defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6. The MATCHING-RULE
information object class used in this Service Definition is described in 6.3.9.3.

12.1

MS-string syntax

The attribute-syntax of some attribute-types allows the same information to be represented in different forms:

For thd

When
confing

Constr

Specifi
defineq

12.2

In the matching-rules specified in 12.2810 12.2.9, the following spaces are not regarded as significant:

In the fnatching-rules to which these apply, the strings to be matched shall be matched as if the insignificant spaces

not prg

402 | ISO/IEC 10021-2. It is convenient to define an ASN.]1 syntax for specifying these) optional form|

— as either a Numeric String or Printable String;

—  as either a Printable String or Teletex String.

standard attributes of OR-address, these alternative forms of representation are listed in(Table 9 of IT]

MSString { INTEGER : maxSize } ::= CHOICE {

printable PrintableString (SIZE (1..maxSize)),
teletex TeletexString (SIZE (1..maxSize)),
general GeneralString (SIZE (1..maxSize)),
universal UniversalString (SIZE (1..maxSize)),
bmp BMPString (SIZE (1..maxSize))$

the MS- QTI‘H‘IQ type is used as the assertion-syntax in a mar(‘hmo -rule-assertion, the choice of st_rin_g typg
d to that represented in the attribute-syntax of the attribute under test.

hints on the set of Universal String characters that\may be present in an MS-string will be laid dow
cations which define attribute-types with an attribute-syntax of Universal String. No such attribute-types|
in this Service Definition.

String matching-rules
— leading spaces (i.e. those preceding the first printing character);

- trailing spaees.(i.e. those following the last printing character);

- multipleeonsecutive internal spaces (these are taken as equivalent to a single space character).

senin‘either string. A value which contains only space characters is regarded as containing a single signifi

space.

U-T
S in

[72]
172]

h in
are

vere
cant

The following rules also apply:

— the Non-spacing underline graphic character shall be considered insignificant, as shall all control

functions except Space and those used for code extension procedures;

- the choice between different encodings of the same character shall be considered insignificant.

Where the strings being matched are of different ASN.1 character string types (e.g. a presented Printable String and a
stored Teletex String), the comparison proceeds as normal so long as the corresponding characters are in both character
sets; the comparison is based on the equivalence of the characters and the choice of encoding is ignored. Otherwise
matching fails.
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12.

2.1  MS-string-match

The MS-string-match compares for equality a presented string with attribute-values of type MS-string without regard to
the case (upper or lower) of the strings (e.g. "Dundee" and "DUNDEE" match).

NOTE - In some languages, the concept of distinct upper-case and lower-case letters does not exist.

mSStringMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-msstring-match }

The rule returns true if, and only if, the strings have the same number of characters and corresponding characters are
identical (except that the case shall be ignored). Where the attribute-type allows the choice between different ASN.1

chdracter string types, the comparison 1s based on the equivalence of the characters and the choice Ol enc
ignpred.
12.2.2  MS-string-ordering-match

Th

M§-string without regard to the case (upper or lower) of the strings.

Th

the

val

12,

Th
M3

Fo

e MS-string-ordering-match compares the collation order of a presented string with cattribute-values

mSStringOrderingMatch MATCHING-RULE ::= {
SYNTAX MSString {ub-msstring-match}
ID id-mr-msstring-ordering-match }

NOTES

es "Glasgow" and "Edinburgh", since the value "Edinburgh" igtless than' the presented value.

2 The definition of normal collation order may-be the subject of National Decision.

2.3  MS-substrings-match

e MS-substrings-match determines whether a presented value is a substring of some value of an attribute]
-string without regard to the case (upper or lower) of the strings.

mSSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstrfingAssertion
ID id-mr-ms-substrings-match }

SubstringAssértion ::= SEQUENCE OF CHOICE {

initial [0] MSString {ub-msstring-match},
any [1] MSString {ub-msstring-match},
final [2] MSString {ub-msstring-match} }

\\dt most one initial and one final component --

- a-substring value to match, the specified substrings must appear in the asserted order. The substrings shall

ov

ding is

of type

e rule returns true if, and only if, some value of the attribute is 'less’ or appears earlier than the presented value, when
strings are compared using the normal collation order for their syntax after lower-case letters in both strirjgs have
begn replaced by their upper-case equivalents.

1 For example, the rule returns frue where a presentedryalue of "Falkirk" is compared with an attribute contajning the

of type

be non-

‘*'“pp"‘g, and may (but need-not) be cppqrmpd from the ends of the attribute-value and from one another b

Zero or

more string elements.

If initial is present, the substring shall match the initial string of the value; if final is present, the substring shall match
the final substring of the value; if any is present, the substring shall match any substring in the value. Each substring is

ma

tched according to the MS-string-match rule.

For a component of substring-assertion to match a portion of the attribute-value, corresponding characters must be
identical, except in regard to case. Where the attribute-type allows the choice between different ASN.1 character string
types, the comparison is based on the equivalence of the characters and the choice of encoding is ignored.

NOTE - For example, the rule returns true where a presented value containing initial "mes", any "age" and fina

compared with an attribute containing the value "Message Store".

80
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12.2.4  MS-single-substring-match

The MS-single-substring-match determines whether a presented string is a single substring of some value of an
attribute of type MS-string without regard to the case (upper or lower) of the strings.

mSSingleSubstringMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-ms-single-substring-match }

The rule is identical to the MS-substrings-match rule, except that the presented value is treated as the sole any
component of the substring-assertion; the initial and final components are absent.

NOTE - For example, the rule returns true when a presented value of "Age" is compared with an attribute containing the
value "Message Store".

12.2.5 MS-string-case-sensitive-match

The YIS-string-case-sensitive-match compares for equality a presented string with attribute-values of type MS-string.

mSStringCaseSensitiveMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-msstring-case-sensitive-match }

The rple is identical to the MS-string-match rule except that case is not ignored.

NOTE - For example, the rule returns true for a presented value of "CaSe" if and enlyif that value is compared With an
attribyte containing the value "CaSe".

12.2.6  MS-string-list-match

The MS-string-list-match compares for equality a presented sequen€e)of strings with attribute-values whidh are
sequgnces of MS-string without regard to the case (upper or lower) of the strings.

mSStringListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-msstring-list-match }

The rple returns true if, and only if, the number of stringsin each is the same, and corresponding strings match using the
MS-sfring-match matching-rule.

NOTE - For example, the rule returns.true”when a presented value of "ms projects+milestones+announcemefts” is
compgred with an attribute containing the value *“MS*Projects+Milestones+Announcements” (where "+" separates the strings|in the
sequefce).

12.2.J  MS-string-list-elements-match

The MS-string-list-elements-mateh determines whether a presented sequence of strings is a leading subset ¢f the
sequgnce of strings present ifi some value of an attribute containing sequences of MS-string without regard to thg case
(uppdgr or lower) of the strings.

mSStringListElementsMatch MATCHING-RULE ::= {
SYNTAX™ SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-msstring-list-elements-match }

The fule jssidentical to the MS-string-list-match rule except that strings are matched in the order presented |n the
sequgnce (beginning with the first string in each sequence), and the rule returns true when all strings in the pregented
sequénce’match (i.e. the number of strings in the presented sequence shall be less than or equal to the number of dtrings
in the stored value).

NOTE - For example, the rule returns true when a presented value of "ms projects+milestones” is compared with an

attribute containing the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

12.2.8  MS-single-substring-list-match

The MS-single-substring-list-match determines whether each string in a presented sequence is a single substring of
each corresponding string in a sequence that constitutes some value of an attribute containing sequences of MS-string,
without regard to the case (upper or lower) of the strings.

mSSingleSubstringListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-ms-single-substring-list-match }
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The rule returns rrue if, and only if. the number of strings in each is the same, and corresponding strings match using the
MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projects+miles+ounce” is compared with an
attribute containing the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).

12.2.9  MS-single-substring-list-elements-match

The MS-single-substring-list-elements-match determines whether a presented sequence of single substrings is a subset
of the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the
case (upper or lower) of the strings.

mSSingleSubstringListElementsMatch MATCHING-RULE ::= {
__ SYNTAX SEQUENCE OF MSString {ub-msstring-match}

ID id-mr-ms-single-substring-list-elements-match }

The fule is identical to the MS-single-substring-list-match rule except that strings are matched in the order presefted in
the sequence (beginning with the first string in each sequence), and the rule returns true when all string§-n the presented
sequence match (i.e. the number of strings in the presented sequence shall be less than or equal to the humber of ptrings
in thp stored value).

NOTE - For example. the rule returns true when a presented value of "ms+stones” is comparéd With an attribute corftaining
the vhlue "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequencg).

12.3 Syntax-based matching-rules

This| Service Definition makes use of the following syntax-based matchipgsrules defined in ITU-T Rec. X.501 |
ISOJIEC 9594-2 and ITU-T Rec. X.520 | ISO/IEC 9594-6: Bit String Match, Object Identifier Match, Distinguished
Nane Match, Boolean Match, Integer Match, Integer Ordering Matchy Octet String Match, UTC Time Matchf UTC
Tim¢ Ordering Match, and Presentation Address Match. In addition to these a Value-count matching-rule is definef.

NOTE 1| — The Integer Match rule defined in ITU-T Rec. X520 | ISO/IEC 9594-6 is also applied here to Enutperated
typeg.

The |value-count-match determines whether the numberlof values present in an attribute of an entry is equil to a
presgnted Integer.

valueCountMatch MATCHING-RULE ::=¢{
SYNTAX INTEGER (1..ub-attribute-values)
ID id-mr-value-count-match }

Thefrule returns true it, and only if, the nominated attribute contains a number of values equal to the presented Intgger.

NOTE 2 - This rule could(bejused in a filter that selects entries which belong to a given message-group to identifly those
entrips which belong only to that message-group.

124 Matching-rules for complex Message Store attributes

The|components_6f-an OR-address are defined in clause 18 of ITU-T Rec. X.402 | ISO/IEC 10021-2 as standard
attrjbute types~and domain defined attribute types (but are not formally defined as instances of the ATTRIBUTE
infofmation.object class). Many standard attribute types are complex data-types (e.g. personal-name) and are not plways
suitgble fop~matching as complete units. For this reason, the standard attribute types are broken into their prfmitive
compenents which are referred to as OR-address elements in this Service Definition.

NOTE - Thus the standard attribute type personal-name comprises the four OR-address elements surname, given-name,
initials, and generation-qualifier.

12.4.1 OR-address-match

The OR-address-match rule compares for equality a presented value with attribute-values of type OR-address.
oRAddressMatch MATCHING-RULE ::= {

SYNTAX ORAddress
ID id-mr-oraddress-match }

The rule returns frue if the presented value and at least one value of the stored attribute both contain the same number of
OR-address elements of the same type, and corresponding elements match. Otherwise matching fails.
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Matching of elements is performed according to the following rules, which reflect the rules for Attribute List
Equivalence defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

additio
defined

to its o
determ

12.4.2

The OR-address-elements-match rule determines whether a presented value is a subset of the elements present in

value

a) All elements are matched using the MS-string-match rule, except for:
1) Terminal-type, which is matched using Integer Match.

2) The extended form of network-address. The E163-4-address alternative is matched using the
MS string-list-match rule. The PSAP-address alternative is matched using the Presentation Address
Match.

b)  Where the value of an element may be a Numeric String or an equivalent Printable String, either form of
presented value shall match either form of stored value.

NOTE 1 — For administration-domain-name, private-domain-name, and postal-code the same numeric yalue
may be represented as either a Numeric or Printable String.

¢) The equivalence rule between the X.121 and ISO 3166 forms of the country-name element shall gpply
(see ITU-T Rec. X.402 | ISO/IEC 10021-2).

NOTE 2 - As a local matter, where X.121 allocates more than one number to a country;these may be regarded
as equivalent.

d) Where the value of an element may be a Printable String or an equivalent T¢letex String, or both, ejither
form of presented value shall match either form of stored value. Whereboth forms are present (i the
presented value, or stored value, or both) then matching of the element succeeds if the matching of at|least
one form succeeds.

NOTE 3 - For example. the organization-name element may(be present as a built-in-standard-attgibute
(a Printable String), or as an extension-attribute (a Teletex String), érvas both. Similarly, the common-name elgment
may be present as either, or both, of two extension-attributes:{common-name (a Printable String), and teletex-
common-name (a Teletex String).

e) The type and value components of a domain-definéd-attribute element may be a Printable String ¢r an
equivalent Teletex String value pair; either form of’presented value pair shall match either form of sfored
value pair.

f)  The order of elements is not significant, eXcept for the elements derived from organizational-unit-names,
which must appear in the same order in_the presented value and stored value.

NOTE 4 — As a local matter, where an MS_has specific knowledge of certain domain-defined-attributes, it may fpply

-attributes.

vn users and DLs. The MS may utilize local information about the equivalence of attribute-values or combinations of val
ne whether a supplied OR-address-unambiguously identifies a stored OR-address.

OR-address-eleménts-match

bf an attribute ‘of type OR-address.

oRAddressElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-elements-match }

hal rules which attach significance to the puhctuation characters, the case of letters, or the relative order of those dofnain-

NOTE 5 — An MD may impose additional rules for matching based on local equivalence rules upon the attributes it agsigns

es to

ome

The rule returns true if, and only if, at least one value of the attribute includes those elements which comprise the
presented value, and the values of the presented elements match those of the corresponding elements in the stored value.

Match

ing of elements is performed according to the rules defined for the OR-address-match rule.

NOTE 1 — Care should be taken when constructing a complex filter. Where a filter consists of two filter-items,

each

containing a subset of OR-address elements, and the and operator (e.g. "C=xx and O=zz") each filter-item might match on different
attribute-values. Consequently an entry could be selected even where no single attribute-value contains both elements; this occurs if
one attribute-value contains C=xx and another O=zz. This is avoided if both elements are presented in the same OR-address-elements-

match.

For the complex components (personal-name, organizational-unit-names, domain-defined-attributes, and the extended
form of network-address) only those elements presented are considered.

NOTE 2 ~ This allows a match to proceed on a part of a complex component, e.g. "PersonalName.surname=Maruba".

ITU-T Rec. X.413 (1995 E)

83


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

12.4.3 OR-address-substring-elements-match

The OR-address-substring-elements-match rule determines whether a presented value is a subset of the elements
present in some value of an attribute of type OR-address, where each presented string value is a substring of the
corresponding stored value.

oRAddressSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-substring-elements-match }

This rule is identical to the OR-address-elements-match rule except that for those elements which are matched using the

MS

"Pe

12.4

The

The

whil

-string-match rule, the MS-single-substring-match rule is applied.

NOTE — For example, the rule returns true when a presented value of "OrganizationName=rc",

sonalName.surname=McArthur".

.4 OR-name-match
OR-name-match rule compares for equality a presented value with attribute-values of type OR-name.

oRNameMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-match }

rule returns true if, and only if, the presented value and at least one value~of-the attribute contains an O
ch matches according to the following rules:

a) If the presented OR-name contains only an OR-address, the rule matches if the presented value 1
an OR-address in the stored value according to the OR-addpess-match rule.

a directory-name in the stored value according to the/Distinguished Name Match rule.

"chrtonnlNamc.surname:arthur" is compared with an attribute which includes the value "OrganizationNamd=RCC",

R-name

natches

b) If the presented OR-name contains only a directory-name, the rule matches if the presented value matches

c) If the presented OR-name contains both an OR-address and a directory-name, the rule matches if dither of
the rules described above matches.
Otherwise matching fails.
NOTE — It will not always be possible for’the MS to perform a Distinguished Name Match, where the directdry-name
confains an attribute-value whose type is unknown't¢- the MS.
12.4.5 OR-name-elements-match
Thd OR-name-elements-match (rule determines whether a presented value is a subset of the elements present |n some
valyie of an attribute of type OR=name.
oRNameElementsMatch MATCHING-RULE ::= {
SYNTAX ““ORName
ID id-mr-orname-elements-match }
Th¢ rule returns(zrue if, and only if, at least one value of the attribute includes those elements which comprise the
prepented valug, and the values of the presented elements match those of the corresponding elements in the stored value.
Thik ruleris identical to the OR-name-match rule except that the OR-address-elements-match rule is used insteafd of the
ORladéress—matehrute
NOTE - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-

distinguished-names which appear in the presented value are required to match.

12.4.6 OR-name-substring-elements-match

The OR-name-substring-elements-match rule determines whether a presented value is a subset of the elements present
in some value of an attribute of type OR-name, where each presented string value is a substring of the corresponding
stored value.

84

oRNameSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-substring-elements-match }
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This rule is identical to the OR-name-elements-match rule except that for those elements which are matched using the
MS-string-match rule, the MS-single-substring-match rule is applied.

NOTE - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-

distinguished-names which appear in the presented value are required to match as substrings of the stored value.

12.4.7  OR-name-single-element-match

The OR-name-single-element-match rule determines whether a presented string and some OR-address element present
in the OR-address component of some value of an attribute of type OR-name match for equality.

oRNameSingleElementMatch MATCHING-RULE ::= {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-orname-single-element-match }

The rllle returns rrue if, and only if, the stored OR-name contains an OR-address component in which atdeas{ one
OR-address element matches the presented value according to the MS-string-match rule. The terminal-type afd)éxtended
torm gt network address elements are not considered when evaluating the OR-name-single-element-match tule.

12.4.8] Redirection-or-DL-expansion-match

The Redirection-or-DL-expansion-match rule compares for equality a presented value with”the OR-address{and-
optionpl-directory-name component of attribute-values of type Redirection-history or DL-expansion-history.

redirectionOrDLExpansionMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-expansion-match }

The rdle returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-
and-optional-directory-name which matches according to the OR-name-match rule.

12.4.9] Redirection-or-DL-expansion-elements-match

The Redirection-or-DL-expansion-elements-match rule deterfmines whether a presented value is a subset of the
elemeqts present in the OR-address-and-optional-directorysname component of some value of an attribute of |type
Redirgction-history or DL-expansion-history.

redirectionOrDLExpansionElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-éxpansion-elements-match }

The rule returns true if, and only if, the presénted value and at least one value of the attribute contains an OR-addfess-
and-oftional-directory-name which matches according to the OR-name-elements-match rule.

12.4.1) Redirection-or-DL-expansion-substring-elements-match

The Redirection-or-DL-expansion-substring-elements-match rule determines whether a presented value of element
substrings is a matching.subset of the elements present in the OR-address-and-optional-directory-name componept of
some Yalue of an attribute of type Redirection-history or DL-expansion-history.

redirectionOrDLExpansionSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
10} id-mr-redirection-or-dl-expansion-substring-clements-match }

This ridesS identical to the Redirection-ar-DI -expansion-clements-matchrule-excep—thatfor-those-elements—whieh are

matched using the MS-string-match rule, the MS-single-substring-match rule is applied.

12.4.11 Redirection-reason-match

The Redirection-reason-match rule compares for equality a presented value with the Redirection-reason component of
attribute-values of type Redirection-history.

redirectionReasonMatch MATCHING-RULE ::= {
SYNTAX RedirectionReason
ID id-mr-redirection-reason-match }

The rule returns true if, and only if, the presented value matches the redirection-reason component of at least one value
of the attribute according to the Integer Match rule.
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12.4.12 MTS-identifier-match

The MTS-identifier-match rule compares for equality a presented value with attribute-values of type MTS-identifier.

mTSIdentifierMatch MATCHING-RULE ::= {
SYNTAX MTSIdentifier
ID id-mr-mts-identifier-match }

Each element of MTS-identifier (country-name, administration-domain-name, private-domain-identifier, and local-
identifier) is matched using the MS-string-match rule. The rule returns rrue if, and only if, at least one value of the
attribute contains elements which match those of the presented value. The equivalence rule between the X.121 and
ISO 3166 torms of the country-name element may be applied (see ITU-T Rec. X.402 | ISO/IEC 10021-2).

12.4.13 Content-correlator-match

The [Content-correlator-match rule compares for equality the presented value with attribute-values of typezepntent-
corrglator.

contentCorrelatorMatch MATCHING-RULE ::= {
SYNTAX ContentCorrelator
ID id-mr-content-correlator-match }

If the presented and stored values are encoded as Octet Strings, then the rule matches accordiig to the Octet[String
Matgh rule. If both are encoded as character string types, the rule matches according to,the MS-string-case-serfsitive-
matdh rule. Otherwise matching fails.

12.4{14 Content-identifier-match

The |Content-identifier-match rule compares for equality the presented valGe with attribute-values of type cntent-
identifier.
contentIdentifierMatch MATCHING-RULE ::= {

SYNTAX Contentldentifier
ID id-mr-content-identifier-match }

The|rule returns true if, and only if, the presented value matChes at least one value of the attribute according|to the
MS-tring-case-sensitive-match rule.

12.5 Matching-rule support

Support for the following general-matching-rules 1 mandatory: Integer Match, Integer Ordering Match, Object Id¢ntifier
Mat¢h, UTC Time Match, and UTC Ordering Match. An MS that claims support for a matching rule shall support|its use
in a|Filter for any attribute-type for which it also claims support, where the attribute-type includes that matching{rule in
its aftribute definition (see 11.1.1).

The [present match is supported fot a)l 'supported attribute-types.

12.4 The Matching<rule-table information object set

The|Matching-rule-table information object set is used as a constraining set in this Service Definition where [related
fields of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It compriges two
object sets:

MatehingRuleTable MATCHING-RULE ::= {
GeneralMatchingRules | ContentSpecificMatchingRules }

The|General-matching-rules object set contains the general-attributes defined in this Service Definition. It is deffned as
follows:

GeneralMatchingRules MATCHING-RULE ::= {
bitStringMatch | booleanMatch | contentIdentifierMatch | integerMatch | integerOrderingMatch |
mSStringCaseSensitiveMatch | objectIdentifierMatch | oRNameMatch | uTCTimeMatch |
uTCTimeOrderingMatch,
o == 1994 extension additions --,
contentCorrelatorMatch | mSSingleSubstringMatch | mSStringCaseSensitiveMatch |
mSStringListElementsMatch | mSStringListMatch | mSStringMatch | mSStringOrderingMatch |
mSSingleSubstringListElementsMatch | mSSingleSubstringListMatch | mSSubstringsMatch |
mTSIdentifierMatch | oRAddressElementsMatch | o0RAddressMatch | oRAddressSubstringElementsMatch |
oRNameElementsMatch | oRNameMatch | oRNameSingleElementMatch | oRNameSubstringElementsMatch |
redirectionOrDLExpansionElementsMatch | redirectionOrDLExpansionMatch |
redirectionOrDLExpansionSubstringElementsMatch IredirectionReasonMatch | valueCountMatch }
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The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

ContentSpecificMatchingRules MATCHING-RULE ::={ ... }

13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are
defined in the relevant Specification.

Auto-z 0 -MS
abstradt- operatlon is descnbed in 8.2.5. Alternatlvely, reglstratlon mtormatx may be conveyed to the MS by means of
subscr{ption. However, some auto-action-types may require that the MS supports registration by means of the,Register-

MS abgtract-operation.

.
1

ne f() )Wlﬂg “Cﬂcrdl aufo- d(,[]()n lypes are (JCl]ﬂCUZ
a) Auto-alert;

b) Auto-modify;

c) Auto-correlate-reports;

d) Auto-delete.

NOTE - The Auto-forward auto-action defined in previous editions of this Spécification is now defined as the IPM puto-
forward auto-action in ITU-T Rec. X.420 1 ISO/IEC 10021-7.

Each general-auto-action-type is defined as an instance of the AUTO-ACTION information object class (see 6.5.1) The
Auto-action-table information object set is used as a constraining sef\in‘this Service Definition where related fieldls of
the AUTO-ACTION information object class are referenced in the MSrabstract-syntax. It comprises two object sets:

AutoActionTable AUTO-ACTION ::= {
GeneralAutoActions | ContentSpecificAutoActions.}

The Gpneral-auto-actions object set contains the general*auto-actions defined in this Service Definition. It is defing¢d as
followp:

GeneralAutoActions AUTO-ACTION ::= {
auto-alert,
o == 1994 extension additions -,
auto-modify | auto-correlate-réports | auto-delete }

The (Jontent-specific-auto-actions)object set is an empty, extensible set. Where an MS offers support for a diven
contentt-type, the auto-actions(associated with that content-type shall be regarded as objects populating the Confent-
specific-auto-actions object.set)

ContentSpecificAutoActions AUTO-ACTION ::={ ... }

Each quto-action-error that shall be generated by the general-auto-action-types is defined as an instance of the AUTO-
ACTIQN-ERROR or ABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. The Aluto-
actionterror-table information object set is defined below. It comprises the General-auto-action-errors and the Confent-
specificrauto-action-errors information object sets:

AutoActionErrorTable AUTO-ACTION-ERROR ::= {
GeneralAutoActionErrors | ContentSpecificAutoActionErrors }

GeneralAutoActionErrors AUTO-ACTION-ERROR ::= {
autoAlertError | modifyError | serviceError | securityError | messageGroupError,
«. == For future extension additions -- }

ContentSpecificAutoActionErrors AUTO-ACTION-ERROR ::={ ... }
The operation of auto-actions may be affected by the implementation of a security-policy.

Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry’s retrieval-status
general-attribute. None of the auto-actions defined in this Service Definition affect the value of the retrieval-status
general-attribute.
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13.1

Auto-alert

The Auto-alert auto-action enables the MS-user to instruct the MS to alert the user automatically when the delivery of
selected messages or reports causes the creation of an entry in the Delivery entry-class.

The alert may be conveyed to the MS-user by means of the Alert abstract-operation (see 8.2.6). Alternatively, (or in
addition), the alert may be conveyed to the entity utilizing the services of the MS-user (e.g. a person) by means of some
other alert mechanism, e.g. a pager, a light on a telephone, or other terminal equipment. In this case, the device which
receives the alert is called the alert-destination, and is identified by an alert-address.

The Auto-alert auto-action-type allows one or more auto-alert-registration-parameters to be registered with the MS,
each identified by its auto-alert registration-identifier. Registration information may be conveyed to the MS either by
use of the Register-MS abstract-operation or by subscription. Each auto-alert-registration-parameter specifies criteria to

detdrmine whether it applies to a particular delivered-message or delivered-report. It may also specify one or morg alert-
destiinations, and the attributes of the delivered-message or delivered-report which are to be conveyed ifinth¢ Alert
act-operation.

abs

The

auto-alert AUTO-ACTION ::= {

REGISTRATION PARAMETER IS AutoAlertRegistrationParameter

ERRORS {auto-alert-error}

IDENTIFIED BY id-act-auto-alert }
AutoAlertRegistrationParameter ::= SET {

filter {0] Filter OPTIONAL,

alert-destinations [1] SEQUENCE SIZE (1..ub-alert-addreésses) OF

AlertDestination OPTIONAL,

requested-attributes [2] EntryInformationSelection OPTIONAL,

-- 1994 extension --

suppress-alert-destinations [3] BOOLEAN DEFAUKT“I'RUE }

components of the auto-alert-registration-parameter have thefollowing meaning:

a)

Filter (O): This specifies a set of criteria which a new entry representing a delivered-mes
delivered-report shall satisfy before the MS{will perform this registered Auto-alert auto-action
absence of this component, this Auto-alert.auto-action will be performed for all new delivered-m
and delivered-reports.

Alert-destinations (O): This component identifies one or more alert-destinations, each identifie
alert-address, together with anyinformation required to control the alert and qualify the informat

age or
In the
Pssages

I by an
on it is

to convey to the alert-destindation. The MS shall attempt to alert the alert-destinations subjecy to the

qualification specified in item d).

AlertDestination ;= SEQUENCE {
alert-address EXTERNAL,
alert-qualifier OCTET STRING OPTIONAL }

The alert-address identifies the type of alert to be performed (e.g. the paging system to be used),

and the

address“of "an entity reachable by an alert of that type. The alert-qualifier specifies any adfditional
inforphation required to control the alert, and other information to be conveyed to the alert-destindtion. In

the-absence of this component, no control information is specified, and no additional information
cbnveyed to the alert-destination (unless the required information has been registered by subscripti

Some types of alert may be internationally standardized. Others may be defined by national admin
authorities and private organizations. This implies that a number of separate authorities

will be
bn).

strative
Wwill be
. Each

88
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alert type is identified by an Object Identifier which is assigned when the alert type is defined. The Object
Identifier is contained in the alert-address component. The ASN.1 data-type of the alert-address, and any

further rules for processing the alert-qualifier are defined when the alert type is defined.

Requested-attributes (O): This indicates what information from the delivered-message or delivered-

report is to be included in the argument of the Alert abstract-operation (see 8.1.4).

The Alert abstract-operation shall be invoked if this component is present or if alert-destinations is

absent.

Suppress-alert-destinations (O): This component is meaningful only if both the alert-destinations and

requested-attributes components are present; it is disregarded otherwise. If this component is true,

and the

Alert abstract-operation has been invoked successfully, then no attempt shall be made to convey the alert

to the alert-destinations.
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When a message or report is delivered, each of the registered Auto-alert auto-actions is processed in turn, in order of
their registration-identitiers, until one is completed successfully. This occurs when the delivered-message or delivered-
report satisties the selection criteria of the registered Auto-alert, and the MS-user or one of the alert-destinations is
alerted as described above. If the requested-attributes component is present or the alert-destinations component is absent,
the Alert abstract-operation shall be invoked. This is possible only if an abstract-association already exists between the
MS and MS-user. If the alert-destinations component is present (and the Alert was not performed successfully, or the
suppress-alert-destinations component is false), the MS attempts to issue the alert to each alert-destination in turn, until
one attempt succeeds. If, after processing all Auto-alert registrations, the entry has been found to satisfy the selection
criteria of at least one registration, but none of the attempts to convey the alert to an alert-destination, or to invoke the
Alert abstract-operation has been successful, then the MS shall set the alert-indication which is reported to the MS-user
when an abstract-association is next established (see 7.1.2, item d)).

. . . . L el L. , .
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error dondition arises:

auto-alert-error AUTO-ACTION-ERROR ::= {
PARAMETER SEQUENCE SIZE (1..ub-alert-addresses) OF AutoAlertErrorIndication
CODE global:id-aae-auto-alert-error }

AutoAlertErrorIndication ::= SET {
failing-alert-destination [0] AlertDestination OPTIONAL,
supplementary-information  [1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL }

The p4rameter has the following meaning:

a) Failing-alert-destination (O): This identifies the alert-destination, if any, associated with the prror
condition described in supplementary-information.

b) Supplementary-information (O): A description of the errér‘Condition.

NOTE - As a local matter, the MS may generate an auto-actionserrer concerning one alert-destination even if another flert-
destination has been successfully alerted, e.g. where an alert-destination™is registered with an erroneous address which may be
detected only when an attempt is made to alert this destination.

The ejecution of the Auto-alert auto-action may cause the-€reation of an entry in the Auto-action-log entry-class.

13.2 Auto-modify

The Auto-modify auto-action enables thel MS-user to instruct the MS to apply modifications automatically t¢ the
attribtes of an entry provided that the entry satisties given criteria. The auto-action is performed whenever an entfy of
the Stpred-message or Message-log entry-classes is created, i.e. when a message or report is delivered, or when a|draft
messape is stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also appligs to
entrieg created as a consequenge-of the performance of content-specific auto-actions.

Only ¢ertain general-attributé-types are subject to modification using this auto-action (see 11.6). Attribute-types spgcific
to a pfrticular contentstype, and subject to modification, are defined in the relevant Specification. The definition ¢f an
attribyte-type which\{s~subject to modification may specify additional rules for the performance of the Auto-mgdify
auto-action.

The Ajuto-medity auto-action-type allows one or more auto-modify-registration-parameters to be registered with thg MS,
each iflentified by its registration-identifier. Each auto-modify-registration-parameter identifies the entry-class addr¢ssed

by thb uutu uut;un, uud Ol}bb;f;bo bl;t\/l ;(l VVh;\/h d\,t\allll;ll\/ Vvh\/th\/l th\/ uutu u\/t;\}ll \)hﬂ}} al]l)}y tU th\p l.lurt;\,u}cu \/llt y, in
which case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-
action for which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

auto-modify AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoModifyRegistrationParameter

ERRORS {securityError | serviceError | modifyError |
messageGroupError}
IDENTIFIED BY id-act-auto-modify }
AutoModifyRegistrationParameter ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
filter (11 Filter OPTIONAL,
modifications [2] SEQUENCE SIZE (1..ub-modifications) OF EntryModification }
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The components of the auto-modify-registration-parameter have the following meaning:
a) Entry-class (O): This specifies the entry-class addressed by the auto-action.

b) Filter (O): This specifies a set of criteria which a new entry shall satisfy before the MS will perform this
registered Auto-modify auto-action. In the absence of this component, all entries created in the specitied
entry-class are subject to modification.

¢) Modifications (M): This defines a sequence of modifications, which shall be applied in the order
specified in the sequence (see 8.2.7.1).

The execution of the Auto-modify auto-action may cause the creation of an entry in the Auto-action-log entry-class.

Support of the Auto-modify auto-action by an MS, or UA accessing an MS, requires that it supports registration of the

O Ay ragicteation moraraatar by maoane of tho Pogictor NAQ abhctrang tion D ioteats Y tio oo l
autorrredify—resistrationpararreterby—neans—of-the Register MS-abstract-operation—Registrationtaformation—+ry also

be cpnveyed to the MS by subscription.

13.3 Auto-correlate-reports

The|Auto-correlate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically, deljvered-
repart entries of the Delivery entry-class with the submitted messages and probes to whiCh~they are related. The
autoraction also records each successful invocation of the MS-cancel-deferred-delivery: abstract-operatiop. The
Aut¢-correlate-reports auto-action-type is available only by subscription, not by regisfration using the Regisfer-MS
abstfact-operation.

auto-correlate-reports AUTO-ACTION ::={
IDENTIFIED BY id-act-auto-correlate-reports }

The|MS supports the Auto-correlate-reports auto-action by means of the. AC-correlated-report-list, AC-report-sufnmary,
ACHuncorrelated-report-list, and deferred-delivery-cancellation-time~general-attributes (see 11.2.1, 11.2.2, [11.2.3,
and|11.2.20).

No entry shall be created in the Auto-action-log entry-class as the result of performing the Auto-correlate-reporgs auto-
actign.

134 Auto-delete

The|Auto-delete auto-action enables the MS-user\to instruct the MS to delete an entry (and any child-entries asspciated
with] it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion every gntry in
the Ptored-message entry-class which possesses a storage-time general-attribute whose value is less than the currgnt date
and|time. Auto-deletion shall not be performed while an abstract-association exists between the MS and MS-uger. All
restfictions specified for the Delete-abstract-operation apply equally to the Auto-delete auto-action. Consedquently,
Autp-delete shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval-statuk value
of new (see 8.2.4).

auto-delete AUTO<ACTION ::= {
ERRORS {securityError}
IDENTIFIED BY id-act-auto-delete }

No fegistratiop-parameter is defined for the Auto-delete auto-action.
NOTES

1 This auto-action differs from the others defined in this Service Definition in that its activity is initiated by th¢ expiry
of aftimer rather than the creation of an entry. The period within which deletion shall occur after the storage-time is reachgd is not
prescribed: e, 1 i i T fxed T €.g. hourly, ; V-

2 A newly-created entry is subject to Auto-delete processing only after all other registered auto-actions have been
performed.

3 An entry which contains the storage-period general-attribute also contains the storage-time general-attribute. Both
attributes indicate, in different ways, the date and time after which the message is to be deleted, i.e. storage-period in combination
with creation-time is equivalent to storage-time (see 11.2.71).

4 The marked-for-deletion attribute-type is not considered when performing the Auto-delete auto-action.

Support of the Auto-delete auto-action by an MS, or UA accessing an MS, requires that it supports registration of the
auto-action with the MS by means of the Register-MS abstract-operation. The Auto-delete auto-action is also available
by subscription.

The execution of the Auto-delete auto-action may cause the creation of an entry in the Auto-action-log entry-class.
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SECTION 4 - PROCEDURES FOR MESSAGE STORE AND PORT REALIZATION

14 Overview

This section describes the procedures for the MS and the port realization. It contains a description of the consumption of
the MTS abstract-service in clause 15. The provision of the MS abstract-service is described in clause 16. The port
realization in the form of application service elements is described in clause 16.

The performance of the abstract-operations described in clauses 15 and 16 may be subject to the requirements of a
security-policy, (if one is in force), which applies to the MTS abstract-services and to the MS abstract-services.

15 Consumption of the Message Transfer abstract-service
This clguse specifies how the MS consumes the MTS abstract-service which is defined in clause 8 of ITU<T:Rec. X.411 |
ISO/IEL 10021-4. The consumption by the MS of the services of the MTS Delivery, Submission, and Administration

Ports i defined.

15.1 Consumption of the Delivery Port abstract-services

Thic ¢ au

11115 Llau

scribes the performance of the Message-delivery and Report ations, and|the

1
0 & PN
invocafion of the Delivery-control abstract-operation. The MS consumption of the Dehvery Port abstract -serviices
assumﬂ‘s that an abstract-association exists between the Delivery Port supplier ‘(the MTS) and the Delivery Port
consunjer (the MS). The performance of the abstract-operations is in sequential drder; no parallel processing takes place.
Error cpses are not described.

15.1.1| Performance of the Message-delivery abstract-operation

When the MTS invokes the Message-delivery abstract-operation, the MS performs the following actions:

a) The MS creates an entry (and conditionally one ot more child-entries) with entry-type delivered-message
in the Delivery entry-class and sets its retrieval-status to new. A corresponding entry with the spme
sequence-number is created in the Delivery-log entry-class. The mandatory and optional attribute-types
for delivered-message entries of the Delivery and Delivery-log entry-classes are indicated in Table 2.

b) The MS returns a Message-delivery result to the MTS to indicate that the delivery was successful. [The
Message-delivery result shall-contain proof-of-delivery information if the delivered-message contaifs a
proof-of-delivery-request argument. This proof-of-delivery may be computed using the subject-MS secret
key (see 8.5.7 and 8.3.14.2:2 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

¢) The MS determines’if;any auto-actions are to be performed. In addition to the general-auto-action-types
defined in this (Service Definition, content-specific auto-action-types may be defined for indiviglual
content-types (inythe relevant Specifications. Except for content-specific auto-actions whose order of
execution iSspecified in the relevant Specification, auto-actions are executed in the order indicated below:

1) It{Auto-modify auto-actions have been registered, the new entry is matched against the entry-dlass
and any selection criteria specified in each Auto-modify registration-parameter. If the entry satigfies
these criteria, then the sequence of entry-modifications is applied. This is repeated for each regist¢red
Auto-modify auto-action.

2) If Auto-alert auto-actions have been registered, the new entry is matched against the selection criferia
specified in each Auto-alert registration-parameter. 11 the entry satisties the selection criteria of any
of these, the MS shall attempt to invoke the Alert abstract-operation or issue the alert to an alert-
destination (or perform both of these actions) as defined in 13.1.

NOTE - If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is
not performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
one of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is reported to the MS-user when an abstract-association is next established. The MS
then resumes processing of registered auto-actions.

d) After the actions described above have been performed, the new entry is made accessible to the MS-user
over the Retrieval Port.
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15.1.2  Performance of the Report-delivery abstract-operation

When the MTS invokes the Report-delivery abstract-operation, the MS performs the following actions:

a)

b)

The MS creates an entry with entry-type delivered-report in the Delivery entry-class and sets its retrieval-
status to new. A corresponding entry with the same sequence-number is created in the Delivery-log entry-
class. The mandatory and optional attribute-types for delivered-report entries of the Delivery and
Delivery-log entry-classes are indicated in Table 2.

If the delivered-report contains the originally submitted message in its returned-content field, then the MS
shall create a child-entry containing the returned-content-entry in the Delivery entry-class; no entry is
created in the Delivery-log entry-class.

d)

15J1.3  Invocation of the Delivery-control abstract-operation

The MS returns a Report-delivery result to the MTS to indicate that the delivery was successful. The
Report-delivery result has no parameters. For details, see 8.3.1.2.2 of ITU-T ,Rec. X411 |
ISO/IEC 10021-4.

The MS determines if any auto-actions are to be performed. Auto-actions are!éxecuted in tHe order
indicated below:

1) If the Auto-correlate-reports auto-action is in effect then the MS attempts to correlate the delivered-
report with the entry in the Submission or Submission-log entry*class which is the subjeqt of the
report. If an entry corresponding to the report’s subject-message is found in the Submigsion or
Submission-log entry-class, then the MS shall update the auto-eorrelation attributes indicated|in 13.3.

2) If Auto-modify auto-actions have been registered, thé&new entry is matched against the enfry-class
and any selection criteria specified in each Auto-mledify registration-parameter. If the entry patisfies
these criteria, then the sequence of entry-modifications is applied. This is repeated for each rejgistered
Auto-modify auto-action.

3) If Auto-alert auto-actions have been regiStered, the new entry is matched against the selectior] criteria
specified in each Auto-alert registration-parameter. If the entry satisfies the selection criterig of any
of these, the MS shall attempt to ivoke the Alert abstract-operation or issue the alert to gn alert-
destination (or perform both of these actions) as defined in 13.1.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
one of these auto-actions/causes an auto-action error, the MS shall attach an auto-action-error fttribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-actign-error-
indication, which issreported to the MS-user when an abstract-association is next established. The MS
then resumes prodessing of registered auto-actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user
over the Retrieval Port.

If the MS Tequires a temporary restriction on the delivery abstract-operations that the MTS may invoke, or requires an

altg¢ration'to the existing restrictions, it performs the following actions:

a)

b)

c)

The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed.
See 8.3.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MTS returns a result to signify that the specified controls are now in force: alternatively, an error is
returned. The result indicates any abstract-operations that the MTS would invoke, or any message types

that it would deliver, were it not for the prevailing controls. See 8.3.1.3.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

When the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-control
abstract-operation to relax the restrictions. The effects of a Delivery-control abstract-operation are
cancelled when either a new Delivery-control abstract-operation alters the restrictions or when the
abstract-association between the MS and MTS is released.
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15.1.4  Generation rules for general-attributes

Attributes shall be generated when a message or report is delivered, and may be generated when an auto-action is
performed.

The entries of the Delivery and Delivery-log entry-classes created as a result of Message-delivery and Report-delivery
shall contain the mandatory attributes indicated in Table 2, and such optional attributes as are supported by the MS
implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in some cases a parent-
entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Delivery-log entry-class is identical with
the attribute of the same name in the corresponding entry of the Delivery entry-class (except for the deletion-time
attribute which may be present only in Delivery-log entries). The following kinds of general-attributes shall be
generated:

b) general-attributes generated from components of the message-delivery-envelope and report-delivery-
envelope. For components which are not present, but for which default values are defined;Za geperal-
attribute containing the default value is generated.

See Tlable 4 and 11.4 for the rules on the generation of the general-attributes. The generation rules for content-spgcific
attribfites are defined in the relevant Specifications, e.g. the IPMS-specific attributes are describedyin 19.7 of ITU-T| Rec.
X.42¢  ISO/IEC 10021-7.

15.2 Consumption of the Submission Port abstract-services

This pubclause describes the invocation of the Message-submission, Probe-submiission, and Cancel-deferred-delivery
abstrdct-operations, and the consumption of the Submission-control abstract-operation. The MS consumption ¢f the
Submyission Port abstract-services assumes that an abstract-association existS.bétween the Submission Port supplier (the
MTS] and the Submission Port consumer (the MS). The performance of the)abstract-operations is in sequential ordgr, no
parallel processing takes place. Error cases are not described.

15.2.] Invocation of the Message-submission abstract-operation

The ipvocation of the Message-submission abstract-association results from the performance of an auto-action by the
MS (r from the invocation of the MS-message-submission abstract-operation by the MS-user. The definition ¢f the
perfofmance of MS-message-submission includes a description of the invocation of the Message-submission abgtract-
operation (see 16.2.1).

If the|Message-submission is the consequence of}an auto-action execution, the following additional actions are takep:

a) The submission-options pdramieter of the MS-message-submission abstract-operation is obtaingd as
follows: if the auto-actien’s registration-parameter contains a submission-options parameter, that vqlue is
used directly. Othepwise, the general (non UA-specific) submission-defaults previously register¢d by
means of the MS-register abstract-operation are used.

b) For auto-actiofis Which cause the creation of an entry in the Auto-action-log entry-class, an error |n the
MS-message=submission abstract-operation shall cause the MS to attach an auto-action-error attfibute
indicating"fhe nature of the error to the Auto-action-log entry. In addition, the MS shall present an|auto-
actiomzerror-indication to the MS-user in MS-bind-result when an abstract-association is next established.

15.2.2  Invocation of the Probe-submission abstract-operation

The |nvoeation of the Probe-submission abstract-operation results from the invocation of the MS-probe-submijission
abstractzoperation by the MS-user. The definition of the performance of MS-probe-submission includes a descriptjon of

h M P £ el D 1o 1o - M ot s 43 L 16200
the 1rvocatromortne T rove-supmsstomravstract-operatton{(see—+o=-=-

15.2.3 Invocation of the Cancel-deferred-delivery abstract-operation

When the MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following actions:

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with the
MTS, using the Cancel-deferred-delivery argument supplied by the MS-user. See 8.2.1.3.1 of ITU-T
Rec. X.411 [ ISO/IEC 10021-4.

b) If the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed
to, then the MS searches the Submission and Submission-log entry-classes for an entry corresponding to
the submitted message for which deferred-delivery has been cancelled. If such an entry is found, then the
MS attaches a deferred-delivery-cancellation-time attribute to it to record the date and time at which the
cancellation occurred. The AC-report-summary attribute is also updated.
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15.2.4

c)

If the abstract-operation is performed successfully. the result is returned to the MS-user in the form of a

Cancel-deferred-delivery result issued by the MS. Otherwise the error is returned to the MS-user.

Performance of the Submission-control abstract-operation

When the MTS invokes the Submission-control abstract-operation, the MS performs the following actions:

a) If no abstract-association exists between the MS and MS-user, a remote-bind-error is returned to the MTS
and the procedure terminates.

b) The MS invokes a Submission-control abstract-operation over its abstract-association with the MS-user
using the Submission-control argument supplied by the MTS.

¢) The MS-user may return a result to signify that the specified controls are now in force; alternatively an
error is returned. The resuit indicates any abstract-operations that the MS-user would invoke,“¢r any
message types that it would submit, were it not for the prevailing controls. See 8.2.14.2)of [TU-T
Rec. X.411 I ISO/IEC 10021-4.

d) The result or error returned by the MS-user is returned to the MTS.

e) When the MTS is able to accept the submission of messages or probes, it mdy, invoke the Submission-
control abstract-operation to relax the restrictions. The effects of a Submission-control abstract-opgration
are cancelled when either a new Submission-control abstract-operation alt€rs the restrictions or when the
abstract-association between the MS and MTS is released.

15.3 Consumption of the Administration Port abstract-services

This|subclause describes the performance of the Register and Change<Credentials abstract-operations. The consurpption
of the Administration Port abstract-services assumes that an abstractassociation exists between the Administratign Port
supplier (the MTS) and the Administration Port consumer (the MS). The performance of the abstract-operationf is in
sequential order, no parallel processing takes place. Error cases @te not described.

The MS use of the Administration Port is subject to the security-policy in force.

15.3{1 Invocation of the Register abstract-operation

Whep the MS-user invokes the Register abstraCt-operation, the MS performs the following actions:

a) The MS invokes the Register abstract-operation over its abstract-association with the MTS, usipg the
Register argument supplied by the MS-user. See 8.4.1.1.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) The result or error refurned by the MTS is returned to the MS-user.

NOTE - Some security“policies may permit the user-security-labels to be changed only if a secure link is employed.

15.32  Invocation{of)the Change-credentials abstract-operation
Whejn the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

a),> The MS invokes the Change-credentials abstract-operation over its abstract-association with the] MTS,
using the Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ITU-T Rec. X.411 |
ISO/TEC 10021-4.

b) The MTS generates a Change-credentials result or error, which the MS returns to the MS-user. If the
abstract-operation is successful, the MS stores the new credentials.

15.3.3  Performance of the Change-credentials abstract-operation
When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation.
See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the new
credentials are not acceptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS.
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Supply of the Message Store abstract-service

This clause specifies how the MS supplies the MS abstract-service. This describes the supply of the abstract-services
available at the Retrieval, MS-submission, and Administration Ports.

16.1

Supply of the Retrieval Port abstract-services

This subclause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify, and Alert abstract-
operations. The MS abstract-service supply of the Retrieval Port abstract-services assumes that an abstract-association
exists between the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The performance of
the abstract-operations is asynchronous, subject to the conditions stated in 8.2. Not all error cases are described.

16.1.1

When fhe MS-user invokes the Summarize abstract-operation, the MS performs the following actions:

16.1.2

When

a)

b)

c)

e)

f)

a)

b)

)

Performance of the Summarize abstract-operation

Performance of the List abstract-operation

he MS-user invokes the List abstract-Operation, the MS performs the following actions:

The MS verifies that the supplied arguments are valid for the Summarize abstract-operation. JAny
attribute-types specified in summary-requests must be available for use with Summatize and subscribgd to
by the MS-user. See 8.2.1.1 and Table 2. If an error is found, the procedure terminates and the errgr is
returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, this (syreported to the MS-user in| the
Summarize result and the procedure terminates.

If any entries are selected, the MS accumulates counts in accaordance with the supplied summary-reqyests
argument.

The MS returns the Summarize result to the MS-user¢(see 8.2.1.2).

If a security-policy is in force, then to ensure(that such a security-policy is not violated during| the
Summarize abstract-operation, the message-secufity-label is checked against the security-context by| the
MS. If the requested operation is barred bycthe security-policy the Summarize abstract-operation shall be
abandoned and a security error shall be indicated.

The MS verifies that the'supplied arguments are valid for the List abstract-operation. Any attribute-types
specified in requesfed-attributes must be available for use with List and subscribed to by the MS-yser.
See 8.2.2.1 and Table 2. If an error is found, the procedure terminates and the error is returned.

The MS esfablishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a List result to the MS-user
and theédprocedure terminates.

If\a’requested-attributes parameter is specified in the List argument, then for each selected entry these
attributes (if present) are returned. If no requested-attributes are specified in the List argument, the| MS
determines whether the present abstract-association identified, in its MS-bind-argument, a UA-registrdtion

speeHies—HAtstattrbute-defaults- IF co thaca attrihiitac (1f nreacan ara ratyenad £or ann h-selected

d)

e)
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entry. Otherwise, the MS returns the attributes (if present) specified in the general (non UA-specific) list-
attribute-defaults if the MS-user has previously registered these using the Register-MS abstract-operation
(see 8.2.5.1, item c). The retrieval-status of each Stored-message entry for which entry-information is
returned is set to listed if its current value is new. Additional rules affecting the setting of retrieval-status
may be defined in the Specifications for particular content-types.

The MS returns a List result to the MS-user (see 8.2.2.2).

If a security-policy is in force, then to ensure that such a security-policy is not violated during the List
abstract-operation, the message-security-label is checked against the security-context by the MS. If the
requested operation is barred either by the security-policy or by temporary security restrictions, the List
abstract-operation shall be abandoned and a security error shall be indicated.
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16.1.3 Performance of the Fetch abstract-operation

When the MS-user invokes the Fetch abstract-operation, the MS pertorms the following actions:

a)

b)

c)

The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types
specified in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an
error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or
entries specified in the argument. If no entries are selected, the MS returns a Fetch result to the MS-user
and the procedure terminates.

The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operation (unless
overridden) are applied to determine whether requested-attributes of the selected entry shall be returned or

d)

e)

f)

16.1.4  Performance of the Delete abstract-operation

When the MS-user invokes the Delete,abstract-operation, the MS performs the following actions:

a)

b)

)

whether an error results (see 7.1.1, item d)).

If a requested-attributes parameter is specified in the Fetch argument, then these attributes aréreturned, if
present, for the first selected entry. If no requested-attributes are specitied in the Fetch argument, the MS
determines whether the present abstract-association identified, in its MS-bind-argument, a’UA-regiftration
which specifies UA-fetch-attribute-defaults. If so, these attributes (if present) are réturned. Otherwise, the
MS returns the attributes (if present) specified in the general (non UA-specific)fetch-attribute-defaults if
the MS-user has previously registered these using the Register-MS abstract-operation (see B.2.5.1,
item d)). The fetch-restrictions on allowed-EITs and maximum-attribute-length established [by the
MS-bind-argument may limit the information returned (see 7.1.1, item Q).

If the first selected entry belongs to the Stored-message entry-clags-and has a retrieval-status of few, its
retrieval-status is set to listed. Additional rules affecting the setting of retrieval-status may be defined in
the Specification relevant to a given content-types. If sevéral entries match the search critefia, the
sequence-numbers of the second and subsequent entries~dfe returned in the order specified by pelector
(see 8.1.3). If the number of matching entries exceeds“the specified limit, the next sequence-pumber
beyond the limit is also returned (see 8.2.3.2).

The MS returns the Fetch result to the MS-user.

If a security-policy is in force, then to ensure-that such a security-policy is not violated during the Fetch
abstract-operation, the message-security=label is checked against the security-context by the MY. If the
requested operation is barred either by\the security-policy or by temporary security restrictions, tHe Fetch
abstract-operation shall be abandoned and a security error shall be indicated.

The MS verifiesthat'the supplied arguments are valid for the Delete abstract-operation (see 8.2.4.]). If an
error is found,.the“procedure terminates and the error is returned.

The MS esfablishes which entry-class is addressed by the abstract-operation and identifies the ¢ntry or
entries-Specified in the argument. If no entries are selected, the MS returns a Delete result to the YS-user
andthe’procedure terminates.

If'an entry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4), then an|error is
generated which includes an indication of the sequence-numbers of the entries successfully defeted (if
any), and the procedure terminates. As a local matter, the MS may verify that no delete restrictions apply
to any of the selected entries before attempting their deletion. If an entry in the Stored-messagg entry-

d)

class 1S deleted, then the corresponding emry i the Message-tog emry-ctass has 15 detetion-time attribute
set to the time at which deletion occurred.

The MS returns a Delete result to the MS-user (see 8.2.4.2). If the Delete argument contains a selector
parameter to specify the entries to be deleted, then the sequence-numbers of those entries are reported in
the Delete result.

16.1.5 Performance of the Register-MS abstract-operation

When the MS-user invokes the Register-MS abstract-operation, the MS performs the following actions:

a)

The MS verifies that the supplied arguments are valid for the Register-MS abstract-operation
(see 8.2.5.1). If an error is found, the procedure terminates and the error is returned.
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16.1.7

When

b)

)

d)

a)

C)

d)

a)

)

d)

the MS-user invokes the Modity abstract-operation, the MS performs the following actions:

Invocation of the Alert abstract-operation

ISO/IEC 10021-5 : 1996 (E)

The supplied arguments may cause registrations to be added, deleted, or changed. In general, the
registration of an auto-action has no effect on existing entries; only entries created subsequent to the
auto-action registration are subject to auto-action processing. However, auto-actions whose performance
is not initiated by the creation of an entry (such as Auto-delete, which is initiated by the expiry of a timer)
shall be effective for existing entries.

If the supplied arguments include a registration-status-request, then the requested information is returned
to the MS-user. Otherwise, a Null result is returned.

If a security-policy is in force then the Register-MS abstract- -operation shall be subject to such a policy.
Some security-policies may only permit user-security-labels to be changed if a secure link is employed.
Other local means of changing the user-security-labels in a secure manner may be provided.

The MS verifies that the supplied arguments are valid for a Modify abstract-operation. The, MS attempts
to discover all possible static errors before applying the modifications requested. For details see 8.2.7L1. If
an error is found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry Qr set
of entries specified in the argument.

The MS applies the sequence of modifications in the order specified tgeach selected entry in turn. [[f an
error is encountered then the procedure terminates leaving the entry-which caused the error unchar ged.
The modity-error indicates the sequence-numbers of those entrie which were successfully modified, as
well as that of the failing entry.

The result is returned to the MS-user; it contains a list of the.sequence-numbers of the entries selectefl for
modification (if any).

the MTS invokes the Message-delivery or Report-delivery abstract-operations, the MS performs the folloping
actions:

Each registered Auto-alert auto-action\is processed until one succeeds in issuing the alert or all have peen
attempted. If the delivered-message-or delivered-report satisfies the registered selection criteria, and the
requested-attributes parameter"is-present (or the alert-destinations component is absent), then the| MS
invokes the Alert abstract-operation. (Note that this procedure, in common with the others deffined
in 16.1, assumes that aft\abstract-association exists between the MS and MS-user; if no abstfact-
association exists, Alert\cannot be invoked.) If the Alert is performed successfully, the MS-user returijs an
alert-result.

If the alert-destinations component is present (and the Alert was not performed successfully, o1 the
suppress-alerf~destinations component is false), the MS attempts to issue the alert to each alert-destination
in turn, Until one attempt succeeds, as defined in 13.1.

If -after processing all Auto-alert registrations, the Alert abstract-operation has not been performed
suceessfully, and no alert-destinations have been alerted, then the MS sets the alert-indication whit¢h is
reported to the MS-user when an abstract-association is next established.

If a security-policy is in force, then to ensure that such a security-policy is not violated during the alerft the

16.2

message-security-label is checked against the security-context by the MS. If the Alert abstract-operation is
barred either by the security-policy or by temporary security restrictions, the action taken shall be defined
by the security policy in force.

Supply of the MS-submission Port abstract-services

This subclause describes the performance of the MS-message-submission, MS-probe-submission, and MS-cancel-
deferred-delivery abstract-operations, and the invocation of the Submission-control abstract-operation. The MS abstract-
service supply of the MS-submission Port abstract-services assumes that an abstract-association exists between the
MS-submission Port supplier (the MS) and the MS-submission Port consumer (the MS-user). The performance of the
abstract-operations is in sequential order, no parallel processing takes place. Not all error cases are described.
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16.2.1

Performance of the MS-message-submission abstract-operation

When the MS-user invokes the MS-message-submission abstract-operation, the MS performs the following actions:

a)

It a 1994 Application Context is in use, the submission-options parameter of the MS-message-
submission-argument is extracted and the MTS Message-submission argument is constructed from the
remainder. If the submission-options parameter is absent and the present abstract-association identitied a
UA-registration in its MS-bind-argument, the submission-options are drawn from the UA-submission-
defaults of that UA-registration. If the present abstract-association did not identify a UA-registration, or
the UA-registration did not contain UA-submission-defaults, the submission-options are drawn from the
general (non UA-specific) submission-defaults registered by Register-MS. If the submission-options
contain any MS-submission-extensions these are acted on according to the rules stated in the
Specification which defines the content-type of the submitted message. If the MS is unable to progress the

b)

d)

e)

f)

g)

submission because the submission-options are incorrectly specified or include MS-submission-
extensions which are not supported, then the MS shall create an entry in the Submission-log @ntry-class
and attach an MS-submission-error to it; in this case, the procedure resumes at step g). Qtherwige, the
procedure resumes at step c).

It a 1988 Application Context is in use, but the MS-user has registered generdal (hon UA-spgcific)
submission-defaults by means of Register-MS when using a 1994 Application” Context, thgn the
submission-options parameter of the MS-message-submission-argument is drawh, from that registratjon.

It a'1988 Application Context is in use, and the MS-message-submission_argiment contains a forwarding-
request parameter. the MS verifies that the entry to be forwarded is-a delivered-message entry jof the
Delivery entry-class and incorporates the entry in the MTS Messagesstibmission argument according to
content-type specific rules.

If the submission-options contained a request for the creation of a draft-message entry (without
submission to the MTS) then this entry is created and-the procedure continues at step g) below. The
mandatory and optional attribute-types for entries of the Praft entry-class are indicated in Table 2.

The MS attempts to establish an abstract-association” with the MTS if one does not already exist| If an
abstract-association cannot be established, a té€mote-bind-error is returned to the MS-user apd the
procedure terminates.

The MS creates an entry in the Submissiontlog entry-class and invokes the Message-submission abgtract-
operation over its abstract-association with the MTS. The mandatory and optional attribute-types for
submitted-message entries of the ‘Submission-log entry-class are indicated in Table 2. If Melssage-
submission is unsuccessful the MS attaches an MS-submission-error attribute to the Submission-log entry
to record the error and the pro¢edure continues at step g).

If the Message-submigsion’is successful and the submission-options parameter (or its registered dpfault)
requested the creation\of an entry in the Submission entry-class then that entry is created. The manfatory
and optional attribute-types for submitted-message entries of the Submission entry-class are indicgted in
Table 2. It the Auto-correlate-reports auto-action is subscribed to by the MS-user then the MS generates
the correlatiefattributes indicated in 13.3.

The efitry created in the Submission-log or Draft entry-class, or the entries created in both the
Submission-log and Submission entry-classes are modified as follows. If the submission-dptions
parameter (or its registered default) specified one or more message-group-names to be added to the new
etitry or entries, then these attribute-values are added. If Auto-modify auto-actions have been regstered
by the MS-user, and enabled in the submission-options parameter (or its registered default), then dach is
examined in turn. If the entry belongs to the entry-class specified for that registered auto-actiop. and
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specific auto-actions have been registered they are performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is returned to the MS-user in the MS-message-submission-result. The MS then resumes
processing of registered auto-actions.

If the Message-submission is unsuccessful, or failed in step a) above, the error is reported to the MS-user
and the procedure continues at step i).

The MS-message-submission-result is returned to the MS-user. This shall indicate the sequence number
of any main-entry created in the Draft, Submission or Submission-log entry-class. If Message-submission
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was requested (rather than storage of a draft-message), then the MS-message-submission-result shall
include the MTS Message-submission result (for details see 8.2.1.1.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4).

The MS may choose to terminate the abstract-association with the MTS either when the MS-user
terminates its abstract-association with the MS, or after a certain period of inactivity.

If a security-policy is in force, then to ensure that such a security-policy is not violated during
MS-message-submission, the message-security-label is checked against the security-context by the MS. If
the MS-message-submission is barred either by the security-policy or by temporary security restrictions, a
security-error shall be indicated.

Performance of the MS-probe-submission abstract-operation

When

the MS-user invokes the MS-probe-submission abstract-operation the MS performs the following actions:

a)

b)

c)

d)

€)

If a 1994 Application Context is in use, the submission-options parameter of the MS-probe-submission-
argument is extracted and the MTS Probe-submission argument is constructed from the rémainder. If the
submission-options paramcter is absent and the present abstract-association identified a lJA-registratipn in
its MS-bind-argument, the submission-options are drawn from the UA-submission-defaults of] that
UA registration. If the present abstract-association did not identify a UAsregistration, or the
UA-registration did not contain UA-submission-defaults, the submission-options are drawn from the
general (non UA-specific) submission-defaults registered by Register-MS. If.the MS is unable to progress
the submission because the submission-options are incorrectly specified,.ther the MS shall create an pntry
in the Submission-log entry-class and attach an MS-submission-etror_to it; in this case the proc¢dure
resumes at step e).

If a 1988 Application Context is in use, but the MS-user has’ registered general (non UA-spetific)
submission-defaults by means of Register-MS when uging a 1994 Application Context, then the
submission-options parameter of the MS-probe-submissidn-argument is drawn from that registration.

The MS attempts to establish an abstract-associatiop\with the MTS if one does not already exist. [[f an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the
procedure terminates.

The MS creates an entry in the Submission-log entry-class and invokes the Probe-submission absfract-
operation over its abstract-association -with the MTS. The mandatory and optional attribute-types for
submitted-probe entries of the Submission-log entry-class are indicated in Table 2. If Probe-submission is
unsuccesstul the MS attaches an MS-submission-error attribute to the Submission-log entry to record the
error and the procedure contini€s-at step e).

If the Probe-submission,is successful and the submission-options parameter (or its registered default)
requested the creation.9f-an entry in the Submission entry-class then that entry is created. The mandptory
and optional attribute-types for submitted-probe entries of the Submission entry-class are indicated in
Table 2. If the Auto=correlate-reports auto-action is subscribed to by the MS-user then the MS gendrates
the correlatiomattributes indicated in 13.3.

The entry.cteated in the Submission-log entry-class, or the entries created in both the Submission-log and
Submissien entry-classes are modified as follows. If the submission-options parameter (or its registered
defaplt) specified one or more message-group-names to be added to the new entry or entries, then fhese
attribute-values are added. If Auto-modify auto-actions have been registered by the MS-user, and engbled
in the submission-options parameter (or its registered default), then each is examined in turn. If the ntry
belongs to the entry-class specified for that registered auto-action, and satisfies any selection crjteria
specified, then the sequence of modifications is applied.

f)

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If
any of these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute
indicating the nature of the error to the Auto-action-log entry, and shall set the auto-action-error-
indication, which is returned to the MS-user in the MS-probe-submission-result. The MS then resumes
processing of registered auto-actions.

If the Probe-submission was unsuccessful, or failed in step a) above, the error is reported to the MS-user
and the procedure continues at step g).

The MS-probe-submission-result is returned to the MS-user. This shall indicate the sequence number of
any entries created in the Submission and Submission-log entry-classes. The MS-probe-submission-result
shall include the MTS Probe-submission result (for details see 8.2.1.2.2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4).
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The MS may choose to terminate the abstract-association with the MTS either when the M
terminates its abstract-association with the MS, or after a certain period of inactivity.

S-user

If a security-policy is in force, then to ensure that such a security-policy is not violated during MS-probe-

submission, the message-security-label is checked against the security-context by the MS.
MS-probe-submission is barred either by the security-policy or by temporary security restricti
security-error shall be indicated.

16.2.3  Performance of the MS-cancel-deferred-delivery abstract-operation

If the
ons, a

When the MS-user invokes the MS-cancel-deferred-delivery abstract-operation, the MS performs the following actions:

EY)

b)

)

d)

16.2}4 Invocation of the Submission-control abstract-operation

The VS verifies thar the supptied arguments are vaiid for am MS=cancet=deferred=detivery abptract-

operation. For details see 8.2.1.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MS attempts to establish an abstract-association with the MTS if one does not already exist

If an

abstract-association cannot be established, a remote-bind-error is returned to the, MS-user and the

procedure terminates.

The MS invokes a Cancel-deferred-delivery abstract-operation to the MTS. If\the request for dglivery

cancellation is successful and the user has subscribed to the Auto-correlation of Reports elem
service, the MS searches for an entry in the Submission and Submission<l0og entry-classes corresp
to the submitted-message for which deferred-delivery has been cancelléd. If this entry is present, t

ent of
nding
e MS

attaches a deferred-delivery-cancellation-time attribute to it to recordthe date and time at which dqlivery

cancellation occurred, and updates the AC-report-summary attribite to record the cancellation.
The MS reports the outcome of the abstract-operation to the“MS-user.

The MS may choose to terminate the abstract-assesiation with the MTS either when the M
terminates its abstract-association with the MS or after a certain period of inactivity.

S-user

If the MTS invokes the Submission-control abstract-operation, or if for some internal reason the MS reqdires a

templorary restriction on the submission abstract-operations that the MS-user may invoke, or requires an alteration
existing restrictions, the MS performs the follawing actions:

a)

b)

c)

16.2|5  Generation rules for general-attributes

The |entries{of the Submission, Submission-log, and Draft entry-classes created as a result of MS-message-subn
and MS=probe-submission shall contain the mandatory attributes indicated in Table 2, and such optional attributes

The MS invokes the MS-submission-control abstract-operation (see 8.3.4).

to the

The MS waits for the MS-user to generate an MS-submission-control result, confirming the acceptdnce of

the MS-submission“control abstract-operation.

If the Submission-control was originally invoked by the MTS, the MS returns the MS-submission-
result received from the MS-user to the MTS.

ontrol

ission
as are

supported by the MS implementation and SUbsCribed 1o by the MS-user—The generaed arrbutes formma rew emtry

,orin

some cases a parent-entry and one or more child-entries (see 6.3.4). Each attribute of an entry in the Submission-log
entry-class has the same value as the equivalent attribute in the corresponding entry of the Submission entry-class (with
the exception of the deletion-time and MS-submission-error attributes which are specific to Submission-log entries). The
following kinds of general-attributes shall be generated:

a)

b)

General-attributes generated by the MS itself (e.g. sequence number).

General-attributes generated from components of the message-submission-envelope and probe submission
envelope, and from the result of the MTS Message-submission and Probe-submission abstract-operations.

For components which are not present, but for which default values are defined, a general-at
containing the default value is generated.
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See Table 4 and 11.4 for the rules on how the general-attributes are generated. The generation rules for content-specific
attributes are described in the relevant Specification for the content-type concerned (e.g. the IPMS-specific attributes are
described in clause 19 of ITU-T Rec. X.420 | ISO/IEC 10021-7).

16.3 Supply of the Administration Port abstract-services

This subclause describes the performance of the Register and Change-credentials abstract-operations. The MS abstract-
service supply of the Administration Port abstract-services assumes that an abstract-association exists between the
Administration Port supplier (the MS) and the Administration Port consumer (the MS-user). The performance of the
abstract-operations is in sequential order, no parallel processing takes place. Not all error cases are described.

16.3.1  Performance of the Register abstract-operation

When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a)  The MS verifies that the supplied arguments are valid for the Register abstract-operation. See!8.41.1.[ of
ITU-T Rec. X.411 | ISO/IEC 10021-4. Subject to local policy or subscription, the MS may impose
additional restrictions on the registrations which may be performed by the MS-user; if thése restrictions
are violated, an abstract-error is returned to the MS-user and the procedure terminates:

b) The MS attempts to establish an abstract-association with the MTS if one does hot already exist. If an
abstract-association cannot be established, a remote-bind-error is returned.to the MS-user and |the
procedure terminates.

¢) The MS invokes the Register abstract-operation over its abstract-association with the MTS, containing|the
arguments of the original abstract-operation.

d)  The result or error returned by the MTS is returned to the MS-uSer.

e) The MS may choose to terminate the abstract-association¥with the MTS either when the MS-idser
terminates its abstract-association with the MS or after a'Certain period of inactivity.

f)  The scope of permitted changes by the MS-user o the user-security-labels shall be confined by [the
security-policy in force. Some security-policies<fay only permit user-security-labels to the changed in
this way if a secure link is employed. OthenJocal means of changing user-security-labels in a sedure
manner may be provided.

16.3.2 | Invocation of the Change-credentials abstract-operation

When the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the,supplied arguments are valid for the Change-credentials abstract-operatfon.
See 8.4.1.2 of ITU-T Rec» X.411 | ISO/IEC 10021-4. If the old credentials are incorrect or the few
credentials are not ageeptable, an error is returned and the procedure terminates.

b) The MS stores the new credentials for use on subsequent occasions when it binds to the MTS and retdrns
aresult to thesMTS.

16.3.3 | Performanec@of the Change-credentials abstract-operation

When the MS-us¢r invokes the Change-credentials abstract-operation, the MS performs the following actions:

a), \The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operatjon.
See 8.4.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4. Subject to local policy, the MS may imppse
restrietions—on—the—use-of-the-Change-credentiatsabstract-operatiom by the M S=user it These TestricTions
are violated, an abstract-error is returned to the MS-user and the procedure terminates.

b) The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an
abstract-association cannot be established, a remote-bind-error is returned to the MS-user and the
procedure terminates.

¢) The MS invokes the Change-credentials abstract-operation over its abstract-association with the MTS.

d) The result or error returned by the MTS is returned to the MS-user. If the abstract-operation was
performed successfully, the MS stores the new credentials.

e) The MS may choose to terminate the abstract-association with the MTS either when the MS-user
terminates its abstract-association with the MS or after a certain period of inactivity.
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17

Ports realization

This clause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-service are
provided. For a description of how the MTS abstract-service provides the Delivery, the Submission and the
Administration Ports, refer to clause 8 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

17.1 Retrieval Port

The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operations and real operations in
the Message Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Service Element 1994 (MRSE-94)
which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

NOTE — The MRSE-88 applies when using a 1988 Application Context; the MRSE-94 applies when using

a 1994
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MS-submission Port abstract-services are realized on a one-to-one basis between abstract-Operations a
ations in the Message Submission Service Element (MSSE) and MS Message Submis$ion Service H

-MSSE) which are defined in ITU-T Rec. X.419 | ISO/IEC 10021-6.

NOTE - The MSSE applies when using a 1988 Application Context; the MS-MSSE applies/when using a 1994 Apy
ext.
B Administration Port

Administration Port abstract-services are realized on a one-to-oné¢basis between abstract-operations a
ations in the Message Administration Service Element 1988 (MASE*88) and the Message Administration
ent 1994 (MASE-94) which are defined in ITU-T Rec. X.419 [ASO/IEC 10021-6.

NOTE - The MASE-88 applies when using a 1988 Application Context; the MASE-94 applies when using
ication Context.

nd real
lement

lication

hd real
Rervice

a 1994

102

ITU-T Rec. X.413 (1995 E)


https://standardsiso.com/api/?name=cfd84dc878bba5c380f5085caaede041

ISO/IEC 10021-5 : 1996 (E)

Annex A

Formal assignment of Object Identifiers
(This annex forms an integral part of this Recommendation | International Standard)

All Object Identifiers assigned in this Service Definition are formally assigned in the present annex using ASN.1. The
specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this Service
Definition. The definitive assignments for the former occur in the modules themselves. The latter is fixed. Other
references to the values assigned to modules appear in IMPORT clauses.

MSObj
DEFIN]TIONS ::=
BEGIN
-- Prolggue
-- Exparts everything
IMPORTS

ID, id-ms

FROM MHSObjectIdentifiers {joint-iso-itu-t mhs(6) arch(5) modules(0) object-identifiers(0) version-1994(0)};

-- Catepories
id-mod| -- modules -- ID ::= {id-ms 0}
id-ot | -- objects -- ID ::= {id-ms 1}
id-pt -- port types -- ID ::= {id-ms 2}
id-att | -- attribute types -- ID ::= {id-ms 3}
id-act | -- auto-action types -- ID ::= {id-ms 4}
id-crt | -- contracts -- ID ::= {id-ms 5}
id-cp | -- connection-packages -- 1D ::= {id-ms 6}
id-aae | -- auto-action-errors -- ID ::= {id-ms 7}
id-mr | -- matching-rules -- ID ::= {id-ms 8}
-- Modules
id-mod{object-identifiers ID ::= {id-mod 0} -- not definitive
id-mod{abstract-service ID ::= {id-mod 1} -- not definitive
id-mod{attribute-types ID :t= {id-mod 2} -- not definitive
id-mod{action-types ID\::= {id-mod 3} -- not definitive
id-mod{upper-bounds ID ::= {id-mod 4} -- not definitive
id-modimatching-rules ID ::= {id-mod 5} -- not definitive
-- Objefts
id-ot-m ID ::= {id-ot 0}
id-ot-mp-user ID ::= {id-ot 1}
-- Portltypes
id-pt-rdtrieval-88 ID ::= {id-pt 0}
id-pt-rgtri€yal-94 ID ::= {id-pt 1}
id-pt-ms-submission ID ::={id-pt 2}
-- Contracts
id-crt-ms-access-88 ID ::= {id-crt 0}
id-crt-ms-access-94 ID ::= {id-crt 1}

-- Connection-packages

id-cp-ms-connection ID ::= {id-cp 0}

-- Attribute-types

id-att-ac-correlated-report-list ID ::= {id-att 42}
id-att-ac-report-summary ID ::= {id-att 43}
id-att-ac-uncorrelated-report-list ID ::= {id-att 44}
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id-att-auto-action-error
id-att-auto-action-registration-identifier
id-att-auto-action-subject-entry
id-att-auto-action-type
id-att-child-sequence-numbers
id-att-content

id-att-content-confidentiality-algorithm-identifier

id-att-content-correlator
id-att-content-identifier
id-att-content-integrity-check
id-att-content-length
id-att-content-returned
id-att-content-type
id-att-conversion-with-loss-prohibited

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

::= {id-att 46}
::= {id-att 47}
::= {id-att 48}
::= {id-att 49}
::= {id-att 0}
::= {id-att 1}
.= {id-att 2}
::= {id-att 3}
::= {id-att 4}
::= {id-att 5}
::= {id-att 6}
::= {id-att 7}
::= {id-att 8}
::= {id-att 9}

dtt-Converted-EITs
Att-creation-time
qtt-deferped-delivery-cancellation-time
dtt-deferred-delivery-time
dtt-deletion-time
qtt-delivered-E¥Fs
qtt-delivery-flags
qtt-dl-expansion-history
qtt-dl-expansion-prohibjted
qtt-entry-type
4tt-internal-trace-information
4tt-latest-delivery-time
4tt-marked-for-deletion
4tt-message-delivery-envelope
4tt-message-delivery-time
4tt-message-group-name
4tt-message-identifier
4tt-message-notes
4tt-message-origin-authentication-check
jtt-message-security-label
tt-message-submission-envelope
tt-message-submission-time
att-message-token
att-ms-originated
att-ms-submission-error
tt-original-EITs
tt-originally-intended-recipient-name
tt-originating-MTA -certificate
tt-originator-certificate
htt-originator-name
htt-originator-report-request
htt-originator-return-address
htt-other-recipient-names
htt-parent-sequence-number

1D
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

o:= {1d-att 10}
.= {id-att 11}
::= {id-att 50}
.= {id-att 51}
.= {id-att 52}
2= {id-att 12}
::= {id-att 13}
::= {id-att 14}
.:= {id-att 53}
::= {id-att 16}
::= {id-att 54}
::= {id-att 55}
1:= {id-att 56}
1= {id-att 18}
1= {id-att 20}
::= {id-att 57}
::= {id-att 19}
::= {id-att 58}
::= {id-att 21}
v:= {id-att 22}
= {id-att 59}
1= fid-att 23}
::= {id-att 24}
::= {id-att 60}
::= {id-att 61}
.:= {id-att 25}
::= {id-att 17}
::= {id-att 62}
::= {id-att 26}
1= {id-att 27}
::= {id-att 63}
::= {id-att 64}
1:= {id-att 28}
::= {id-att 29}

id-att-per-message-indicators ID ::= {id-att 65}
id-ftt-per-recipient-message-submission-fields ID ::= {id-att 66}
id-htt-per-recipient-probe-submission-fields ID ::= {id-att 67}
id-ptt-per-recipient-report-delivery-fields ID ::= {id-att 30}
id-att-priority ID ::= {id-att 31}
id-htt-probe-origin-authentication-check ID ::= {id-att 68}
id-htt-probe-submission-envelope ID ::= {id-att 69}
id-att-proof-of-delivery-request ID ::= {id-att 32}

id-att-proof-of-submission
id-att-recipient-names
id-att-recipient-reassignment-prohibited
id-att-redirection-history
id-att-report-delivery-envelope
id-att-reporting-DL-name
id-att-reporting-MTA-certificate
id-att-report-origin-authentication-check
id-att-retrieval-status
id-att-security-classification
id-att-sequence-number
id-att-storage-period
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ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

::= {id-att 70}
1= {id-att 71}
::= {id-att 72}
::= {id-att 33}
::= {id-att 34}
::= {id-att 35}
1= {id-att 36}
::= {id-att 37}
::= {id-att 15}
::= {id-att 38}
::= {id-att 39}
::= {id-att 73}
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id-att-storage-time ID ::= {id-att 74}
id-att-subject-submission-identifier ID ::= {id-att 40}
id-att-this-recipient-name ID ::= {id-att 41}
id-att-trace-information ID ::= {id-att 75}

-- Auto-action-types

id-act-ipm-auto-forward ID ::= {id-act 0} -- Reserved for use in ITU-T Rec. X.420 1 ISO/IEC 1002]-7
id-act-auto-alert ID ::= {id-act 1}
id-act-auto-correlate-reports ID ::= {id-act 2}
id-act-auto-delete ID ::= {id-act 3}
id-act-auto-modify ID ::= {id-act 4}

-- Auto-gction errors

id-aaefauto-alert-error ID ::= {id-aae 0}

-- Malching-rules

id-mr{content-correlator-match ID ::= {id-mr 1}
id-mr{content-identifier-match ID ::= {id-mr 2}
id-mr{ms-single-substring-list-elements-match ID ::= {id-mr 3}
id-mr{ms-single-substring-list-match ID ::= {id-mr 4}
id-mr{ms-single-substring-match ID ::= {id-mr 5}
id-mr{ms-substrings-match ID ::= {id-mr 6}
id-mr{msstring-case-sensitive-match ID ::= {id-mr 7}
id-mr{msstring-list-elements-match ID ::= {id-mr 8}
id-mrimsstring-list-match ID ::= {id-mr 9},
id-mr{msstring-match ID ::= {id-mr A0}
id-mr{msstring-ordering-match ID ::= {id-myr 11}
id-mr-{mts-identifier-match ID ::= {id-mr 12}
id-mr4oraddress-elements-match ID ::= {id-mr 13}
id-mr-oraddress-match ID = {id-mr 14}
id-mr4oraddress-substring-elements-match ID = {id-mr 15}
id-mr-orname-elements-match ID ::= {id-mr 16}
id-mr-orname-match ID ::= {id-mr 17}
id-mr-orname-single-element-match ID ::= {id-mr 18}
id-mr-orname-substring-elements-match ID ::= {id-mr 19}
id-mrredirection-or-dl-expansion-elements-match ID ::= {id-mr 20}
id-mr4redirection-or-dl-expansion-match ID ::= {id-mr 21}
id-mr-redirection-or-dl-expansion-substring-¢lements-match ~ ID ::= {id-mr 22}
id-mrJredirection-reason-match ID ::= {id-mr 23}
id-mr-value-count-match ID ::= {id-mr 24}

END -} of MSObjectldentifiers
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Annex B

Formal definition of the Message Store abstract-service
(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of ITU-T
Rec. X.411 | ISO/IEC 10021-4, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ITU-T Rec. X.880 I ISO/IEC 13712-1.

NOTE - The use of the MHS-OBJECT, PORT, ABSTRACT-OPERATION. and ABSTRACT-ERROR information object
classds. which are derived from he ROUS-OBJECT-CLASS, OPERATION-PACKAGE, OPERATION and ERROR iniofmation
objec} classes of ROS. does not imply that the abstract-operations and abstract-errors arc invoked and reported across the\boundary
betwden open-systems in every instance. However, frequently this will be done. Just how this is accomplished is the sulgject of|[ITU-T
Rec. K.419 I ISO/IEC 10021-6.

MSAbstractService {joint-iso-itu-t mhs(6) ms(4) modules(0) abstract-service(1) version-1994(0)}
DEFINITIONS ::=

BEG[IN
-- Pmologue
-- Exports everything
IMPORTS
-- MTS information object classes
ABSTRACT-ERROR, ABSTRACT-OPERATION, EXTENSION, MHS-OBJECT, PORT,
-- MTS objects and ports
administration, delivery, mts-user, submission,
-- MTS abstract-operations and ahStract-errors
cancel-deferred-delivery, element-of-service-not-subscribed, inconsistent-request, new-credentials-unacceptable,
old-credentials-incorrectly-specified; originator-invalid, recipient-improperly-specified, remote-bind-error,
security-error, submission-control, stbmission-control-violated, unsupported-critical-function,
-- MTS abstract-semice data-types

Credentials, Initiator Credentials, MessageSubmissionArgument, MessageSubmissionResult,
ORAddressAndOrDirectoryName, ProbeSubmissionArgument, ProbeSubmissionResult, ResponderCredentia]s,
SecurityContext,'SeeurityLabel
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)
. version-1994(0)}

X MTS abstract-service 1988 ports

administration-88
FROM MTSAbstractService88 {joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1) version-1988(1988)}

-- MTS abstract-service upper bounds

ub-content-types, ub-encoded-information-types, ub-labels-and-redirections

FROM MTSUpperBounds {joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3)}
-- MS attribute table

AttributeTable

FROM MSGeneralAttributeTypes {joint-iso-itu-t mhs(6) ms(4) modules(0)
general-attribute-types(2) version-1994(0)}
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-- MS matching rule table

MatchingRuleTable

FROM MSMatchingRules {joint-iso-itu-t mhs(6) ms(4) modules(0) general-matching-rules(5)}

AutoActionTable, AutoActionErrorTable

FROM MSGeneralAutoActionTypes {joint-iso-itu-t mhs(6) ms(4) modules(0)
general-auto-action-types(3) version-1994(0)}

-- MS object-identifiers

id-cp-ms-connection, id-crt-ms-access-88, id-crt-ms-access-94, id-ot-ms, id-ot-ms-user, id-pt-retrieval-88,

id- pl-relrlele-yq, id- p[ ms-submission
FROM MSObjectIdentifiers {joint-iso-itu-t mhs(6) ms(4) modules(0) object-identifiers(0)
version-1994(0)}

-- MS Access abstract-operation and error codes

err-attribute-error, err-auto-action-request-error, err-ms-extension-error,
err-delete-error, err-entry-class-error, err-fetch-restriction-error,

arr invalld noromatang arrar are macgaga_OranIn.ArRar ane o Arerenie

CirTiunvanuspal aiigicideclivl, i1 'lllCDBasC'sl U‘lll-l C11VUl,y 11 'lllUullj'Cl 11U,y
err-range-error, err-security-error, err-sequence-number-error, err-service-ecror;
err-register-ms-error, op-alert, op-delete, op-fetch, op-list, op-modify,
op-ms-message-submission, op-ms-probe-submission, op-register-ms, op-summarize
FROM MSA ccessProtocol {joint-iso-itu-t mhs(6) protocols(0) medules(0)
ms-access-protocol(2) version-1994(0)}

-- MS abstract-service upper bounds

ub-attributes-supported, ub-attribute-values, ub-auto-aetion-errors, ub-auto-actions, ub-auto-registrations,
ub-default-registrations, ub-entry-classes, ub-error-reasons, ub-extensions, ub-group-depth,
ub-group-descriptor-length, ub-group-part-length, ub-matching-rules, ub-message-groups, ub-messages,
ub-modifications, ub-per-entry, ub-per-auto-action, ub-service-information-length, ub-summaries, ub-
supplementary-info-length,
ub-ua-registration-identifier-length, ub-ua-registrations, ub-restrictions

FROM MSUpperBounds {joint:iso-itu-t mhs(6) ms(4) modules(0) upper-bounds(4)

version-1994(0)}

-- MATCHING-RULF information object class
MATCHING-RULE

FROM InformationFramework {joint-iso-ccitt ds(5) modules(1) informationFramework(1) 2}
-- Remote Operations

CONTRACT, CONNECTION-PACKAGE

FROM Remote-Operations-Information-Objects {joint-iso-ccitt remote-operations(4)
informationObjects(5) version1(0)}

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ccitt remote-operations(4)
useful-definitions(7) version1(0)};

-- MS Abstract Objects

ms MHS-OBJECT ::= {
IS {mts-user}
RESPONDS {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms }

ms-user MHS-OBJECT ::= {
INITIATES {ms-access-contract-88 | ms-access-contract-94}
ID id-ot-ms-user }
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-- Contracts

ms-access-contract-94 CONTRACT ::={
CONNECTION ms-connect
INITIATOR CONSUMER OF  {retrieval | ms-submission | administration}
ID id-crt-ms-access-94 }

ms-access-contract-88 CONTRACT ::= {

CONNECTION ms-connect -- with all 1994 extensions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission | administration-88}
ID id-crt-ms-access-88 }

-- Connection-package

ms-fonnect CONNECTION-PACKAGE ::= {

BIND ms-bind

UNBIND  ms-unbind

ID id-cp-ms-connection }
-- MIS Ports

retjieval PORT ::= {

CONSUMER INVOKES {summarize | list | fetch | delete | register-MS,
e -- 1994 extension addition --,

modify}
SUPPLIER INVOKES ({alert}
ID id-pt-retrieval-94 }

retfieval-88 PORT ::= {

-- With all 1994 extensions to the abstract-operations absent --
CONSUMER INVOKES {summarize | list | fetch | delete| register-MS}
SUPPLIER INVOKES {alert}

ID id-pt-retrieval-88 }

ms-submission PORT ::= {

CONSUMER INVOKES {ms-message-subimission | ms-probe-submission | ms-cancel-deferred-delivery}
SUPPLIER INVOKES {ms-submission-control}
ID id-pt-ms-sutbmission }

-- ATTRIBUTE information object class

AT

WI

RIBUTE ::= CLASS {
&id AttributeType UNIQUE,
&Type,
&equalityMatch MATCHING-RULE OPTIONAL,
&substringsMatch MATCHING-RULE OPTIONAL,
&orderingMatch MATCHING-RULE OPTIONAL,
&numeration ENUMERATED {single-valued(0), multi-valued(1)},
-- 1994 extension --
&OtherMatches MATCHING-RULE OPTIONAL }

FH SYNTAX{

WITH ATTRIBUTE-SYNTAX &Type,
[EQUALITY MATCHING-RULE &equalityMatch,]
[SUBSTRINGS MATCHING-RULE &substringsMatch,]
[ORDERING MATCHING-RULE  &orderingMatch,]

[OTHER MATCHING-RULES &OtherMatches,]
NUMERATION &numeration,
ID &id }

Attribute ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (1.. ub-attribute-values) OF ATTRIBUTE.&Type
({AttributeTable} {@attribute-type}) }
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AttributeType ::= OBJECT IDENTIFIER
-- AUTO-ACTION information object class

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL }

WITH SYNTAX {
[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors]
IDENTIFIED BY &id }

AutoActionType ::= OBJECT IDENTIFIER

AutoAlctionRegistration ::= SEQUENCE {

auto-action-type AUTO-ACTION.&id ({AutoActionTable}),

registration-identifier [0] INTEGER (1..ub-per-auto-action) DEFAULT 1,

registration-parameter [1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}
{@auto-action-type}) OPTIONAL }

-- AUTO-ACTION-ERROR information object class
AUTOFACTION-ERROR ::= ABSTRACT-ERROR

AutoAktionError ::= SET {

error-code [0] AUTO-ACTION-ERROR.&errorCode ({AutoActionExrorTable}),
error-parameter (1] AUTO-ACTION-ERROR.&ParameterType ({AutoActionErrorTable} { @error-code}
OPTIONAL }

-- MSHEXTENSION information object class

MS-EXTENSION ::= TYPE-IDENTIFIER

MSEx{ensionItem ::= INSTANCE OF MS-EXTENSION

MSEx{ensions ::= SEQUENCE SIZE (1..ub-extensions) OF MSExténsionItem
-- Common data-types related to the information model

Entry(lass ::= INTEGER {

delivery (0),

-- 1994 extensions --

submission (1),

draft (2),

stored-message 3),

delivery-log 4),

submission-log &

message-log (6),

auto-action-log (7) } (0..ub-entry-classes)

EntryType ::= INTEGERY{

delivered-riessage 0),
delivered-peport 1),
returned-content 2),
-A1994 extensions --

sabmitted-message 3),
Submitted-probe @),
draft-message 8,
auto-action-event 6) }

SequenceNumber ::= INTEGER (0..ub-messages)

RetrievalStatus ::= INTEGER {

new 0),
listed (1),
processed 2)}

MessageGroupName ::= SEQUENCE SIZE (1..ub-group-depth) OF GroupNamePart

GroupNamePart ::= GeneralString (SIZE (1..ub-group-part-length))
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-- MS-bind abstract-operation

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind-error} }

MSBindArgument ::= SET {
initiator-name
initiator-credentiais
security-context
fetch-restrictions
ms-configuration-request

ORAddressAndOrDirectoryName,
{2] InitiatorCredentials,

[3] IMPLICIT SecurityContext OPTIONAL,

[4) Restrictions OPTIONAL -- default is none--,
[5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --

ua-registration-identifier [6] Registrationldentifier OPTIONAL,
bind-extensions 171 MSExtensions OPTIONAL }
Restrictions ::= SET {
allowed-content-types [0] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPPIONAL
-- default is no restriction }-,
allowed-EITs [1] MS-EITs OPTIONAL -- default is no restriction --,
maximume-atiribute-iength i2i INTEGER OPTIONAL -- default is no restriciion --%
MS-EITs ::= SET SIZE (1..ub-encoded-information-types) OF MS-EIT
MS-EIT ::= OBJECT IDENTIFIER
RegistrationIdentifier ::= PrintableString (SIZE (1..ub-ua-registration-identifier-lenigth))
MSBHBindResult ::= SET {
responder-credentials [2] ResponderCredentials,
available-auto-actions [3] SET SIZE (1..ub-auto-actions) OF AUTO-ACTION.&id
({AutoActionTable}) OPTIONAL,
available-attribute-types [4] SET SIZE (1..ub-attributes-supported) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
alert-indication [5] BOOLEAN DEFAULT FALSE,
content-types-supported [6] SET SIZE.(IZub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-- 1994 extensions --
entry-classes-supported [7] SET SIZE (1..ub-entry-classes) OF EntryClass OPTIONAL,
matching-rules-supported [8] SET-SIZE (1..ub-matching-rules) OF OBJECT IDENTIFIER OPTIONAL,
additional-capabilities [9]-MSExtensions OPTIONAL,
message-group-depth [10} INTEGER (1..ub-group-depth) OPTIONAL,
auto-action-error-indication J11] AutoActionErrorIndication OPTIONAL,
unsupported-extensions [12] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,
ua-registration-id-unknewn [13] BOOLEAN DEFAULT FALSE,
service-information [14] GeneralString (SIZE (1..ub-service-information-length)) OPTIONAL }
AutgdActionErrorIndication::= CHOICE {
indication-only. [0] NULL,
auto-actiop=log-entry [1] SequenceNumber }
ms-hjind-error ABSTRACT-ERROR ::= {
PARAMETER CHOICE {
unqualified-error BindProblem,
-- 1994 extension --
qualified-error SET {

bind-problem

supplementary-information

bind-extension-errors

BindProblem ::= ENUMERATED {
authentication-error
unacceptable-security-context
unable-to-establish-association

[0] BindProblem,
[1] GeneralString (SIZE (1..ub-supplementary-info-length)) OPTIONAL,
[2] SET SIZE (1..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL } } }

(0),
D,
(2),

o == 1994 extension addition --,

bind-extension-problem

-- MS Unbind abstract-operation

3}

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind
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-- Common data-types

Range ::= CHOICE {
sequence-number-range [0] NumberRange,
creation-time-range [1] TimeRange }

NumberRange ::= SEQUENCE {

from [0] SequenceNumber OPTIONAL -- omitted means no lower bound --,

to [1] SequenceNumber OPTIONAL -- omitted means no upper bound -- }
TimeRange ::= SEQUENCE {

from [0] CreationTime OPTIONAL -- omitted means no lower bound --,

to [1] CreationTime OPTIONAL -- omitted means no upper bound -- }

: 1996 (E)

CreatiqnTime ::= UTCTime

Filter :}= CHOICE {

item [0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }
FilterIfem ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
any [1] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}),
final [2] ATTRIBUTE.&Type ({AttributeTable} { @substrings.type}) } },
greater-or-equal [2] AttributeValueAssertion,
less-or-equal [3] AttributeValueAssertion,
present [4] ATTRIBUTE.&id ({AttributeTable}),

approximate-match [5] AttributeValueAssertion,
-- 1994 extension --

other-match [6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE {

matching-rule [0] MATCHING-RULE.&id ({MatchingRuleTable}),

attribute-type [1] ATTRIBUTE.&id,

match-value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} { @matching-rule}) }
AttribyiteValueAssertion ::= SEQUENCE {

attribute-type ATTRIBUTE.&id ({AttributeTable}),

attribute-value ATTRIBUTE.& Type ({AttributeTable} { @attribute-type}) }

Selectdr ::= SET {
child-entries [0] BOOEEAN DEFAULT FALSE,

range [1}-Range OPTIONAL -- defauit is unbounded --,
filter {2]) Filter OPTIONAL -- default is all entries within the specified range --,
limit [3] INTEGER (1..ub-messages) OPTIONAL,

OverrideRestrictions ::= BIT STRING {

override [4] OverrideRestrictions OPTIONAL -- by default, any fetch-restrictions in force apply -- }

override-content-types-restriction 0),
oyerride-EITs-restriction (1),
override-attribute-length-restriction (2) } (SIZE (1.. ub-restrictions))

EntryInformationSelection ::= SET SIZE (0..ub-per-entry) OF AttributeSelection

AttributeSelection ::= SET {

type ATTRIBUTE.&id ({AttributeTable}),

from [0] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi valued --,

count [1] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi valued -- }
EntryInformation ::= SEQUENCE {

sequence-number SequenceNumber,

attributes SET SIZE (1..ub-per-entry) OF Attribute OPTIONAL,

-- 1994 extension --
value-count-exceeded [0] SET SIZE (1..ub-per-entry) OF AttributeValueCount OPTIONAL }
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AttributeValueCount ::= SEQUENCE {

type [0] ATTRIBUTE.&id ({AttributeTable}),
total {11 INTEGER }

MSSubmissionOptions ::= SET {

object-entry-class [0] EntryClass (submissionlsubmission-logldraft) OPTIONAL,
disable-auto-modify [11 BOOLEAN DEFAULT FALSE,

add-message-group-names [2] SET SIZE (1..ub-message-groups) OF MessageGroupName OPTIONAL,
ms-submission-extensions  [3] MSExtensions OPTIONAL }

CommonSubmissionResults ::= SET {

created-entry [0] SequenceNumber OPTIONAL,
auto-action-error-indication [1] AutoActionErrorIndication OPTIONAL,

: e OPTLTIONAT )
B = OT TTOTVIXLD

-- Retrieval Port abstract-operations

sunj

marize ABSTRACT-OPERATION ::= {

ARGUMENT SummarizeArgument

RESULT SummarizeResult

ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
w. -- 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-summarize }

SummarizeArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
selector [1] Selector,
summary-requests [2] SEQUENCE SIZE (1..ub-summaries) OF ATTRIBUTE.&id ({AttributeTable})
OPTIONAL -- absent if nasimmaries are requested --,
-- 1994 extension --
summarize-extensions [3] MSExtensions OPTIONAL }

SummarizeResult ::= SET {

next [0] SequenceNumber OPTIONAL,
count [1] INTEGER (0..ub-messages) -- of the entries selected --,
span [2] Span-OPTIONAL -- of the entries selected,
-- omitted if count is zero --,
summaries [3NSEQUENCE SIZE (1..ub-summaries) OF Summary OPTIONAL,

--*1994 extension --
summarize-result-extensions\ [4] MSExtensions OPTIONAL }

Spaln ::= SEQUENCE {

lowest [0] SequenceNumber,
highest  [1]¢(SequenceNumber }

Surhmary ::= SET {

absernt [0] INTEGER (1..ub-messages) OPTIONAL -- count of entries where attribute is absent --,
present [1] SET SIZE (1..ub-attribute-values) OF -- one for each attribute value present --
SEQUENCE {

type ATTRIBUTE.&id ({AttributeTable}),
value _ATTRIBUTE RrTyrr\n ({ AﬁrihntnTahln} {fm fy;‘\n})’

count INTEGER (1..ub-messages) } OPTIONAL }

list ABSTRACT-OPERATION ::= {

112

ARGUMENT ListArgument

RESULT ListResult

ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
w. -- 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-list }
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ListArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1] Selector,
requested-attributes  [3] EntryInformationSelection OPTIONAL,
-- 1994 extension --
list-extensions [4] MSExtensions OPTIONAL }

ListResult ::= SET {
next [0] SequenceNumber OPTIONAL,
requested [1] SEQUENCE SIZE (1..ub-messages) OF EntryInformation OPTIONAL
-- omitted if none found --,
-- 1994 extension --
list-result-extensions  [2] MSExtensions OPTIONAL }

fetch ABSTRACT-OPERATION ::= {

ARGUMENT FetchArgument

RESULT FetchResult

ERRORS {attribute-error | fetch-restriction-error | invalid-parameters-error | range-ecror |
security-error | sequence-number-error | service-error,
w. == 1994 extension additions --,
entry-class-error | ms-extension-error}

CODE op-fetch }
FetchArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
item CHOICE {
search [1] Selector,
precise [2] SequenceNumber },
requested-attributes [3] EntryInformationSelection OPTIONAL,
-- 1994 extension --
fetch-extensions [4] MSExtensions OPTIONAL. }

FetchResult ::= SET {

entry-information [0] EntryInformation OPTIONAL -- if an entry was selected --,
list [1]1 SEQUENCE SIZE, (1..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL,

-- 1994 extension’ --
fetch-result-extensions [3] MSExténsions OPTIONAL }

delete ABSTRACT-OPERATION. ::=4

ARGUMENT DeleteArgument

RESULT DeleteResult

ERRORS {delete-error | invalid-parameters-error | range-error | security-error |
sequence-number-error | service-error,
«. == 1994 extension additions --,

entry-class-error | ms-extension-error}
CODE op-delete }

DeleteArgument ::= SET {

—eIMTy-Class [0T EniryClass DEFAULT delivery,
items CHOICE {
selector [1] Selector,

sequence-numbers  [2] SET SIZE (1..ub-messages) OF SequenceNumber },
-- 1994 extension --
delete-extensions [3] MSExtensions OPTIONAL }

DeleteResult ::= CHOICE {

delete-result-88 NULL,
-- 1994 extension --
delete-result-94 SET {
entries-deleted [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,

delete-result-extensions [1] MSExtensions OPTIONAL } }
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register-MS ABSTRACT-OPERATION ::= {

ARGUMENT Register-MSArgument

RESULT Register-MSResult

ERRORS {attribute-error | auto-action-request-error | invalid-parameters-error |
security-error | service-error | old-credentials-incorrectly-specified |
new-credentials-unacceptable,
w. == 1994 extension additions --,
message-group-error | ms-extension-error | register-ms-error}

CODE op-register-ms }

Register-MSArgument ::= SET {

auto-action-registrations
auto-action-deregistrations
list-attribute-defaults

fetch-attribute-defaults

change-credentials
old-credentials
new-credentials

user-security-labels

ua-registrations
submission-defaults
message-group-registrations
registration-status-request

register-ms-extensions

AutdActionDeregistration ::= SEQUENCE {

auto-action-type
registration-identifier

UARegistration ::= SET {
ua-registration-identifier
ua-list-attribute-defaults

ua-fetch-attribute-defaults

ua-submission-defaults
content-specific-defaults

Mes$ageGroupRegistrations ::= SEQUENCE SIZE (1..ub-default-registrations) OF CHOICE {

register-group
deregister-group
change-descriptons

Mes aageGroupNameAndDéscriptor ::=SET {

message-group-name
messagé-group-descriptor

Reg1strati0nTypes ::=SET {

reaistrations
=3

[10] MSExtensions OPTIONAL }

U] SET SIZE (1..ub-auto-registrations) OF AutoActionKegistration OPTIONAL,

[1] SET SIZE (1..ub-auto-registrations) OF AutoActionDeregistration OPZFION
[2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
[3] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable})OPTIONAL,
[4] SEQUENCE {
[0] Credentials,
[1] Credentials} OPTIONAL,
[5] SET SIZE (1..ub-labels-and-redirections) OF SecurityLabel OPTIONAL,
-- 1994 extensions --
[6] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,
[7] MSSubmissionOptions OPTIONAL,
[8] MessageGroupRegistrations OPTIONAL,
[9] RegistrationTypes OPTIONAL,

AUTO-ACTION.&id ({AutoActionTable}),
[0] INTEGER (1..ub-per-auato-action) DEFAULT 1 }

[0] Registrationldentifier,

[1] SET SIZEY0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

[2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

[3] MSSubmissionOptions OPTIONAL,

[4] MSExtensions OPTIONAL }

[0] MessageGroupNameAndDescriptor,
[1] MessageGroupName,
[2] MessageGroupNameAndDescriptor }

[0] MessageGroupName,
[1] GeneralString (SIZE (1..ub-group-descriptor-length)) OPTIONAL }

NAL,

auto-action-registrations
list-attribute-defaults
fetch-attribute-defaults
ua-registrations
submission-defaults

[0} BIT STRING {

(0),
1),
),
(3),
@,

message-group-registrations (5) } OPTIONAL,

extended-registrations
restrict-message-groups

MessageGroupsRestriction ::= SET {
parent-group
immediate-descendants-only
omit-descriptors

[1] SET OF MS-EXTENSION.&id OPTIONAL,
[2] MessageGroupsRestriction OPTIONAL }

[0] MessageGroupName OPTIONAL,
[1] BOOLEAN DEFAULT TRUE,
[2] BOOLEAN DEFAULT TRUE }
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Register-MSResult ::= CHOICE {
no-status-information NULL,
-- 1994 extension --
registered-information SET {

auto-action-registrations [0] SET SIZE (1..ub-auto-registrations) OF AutoActionRegistration
OPTIONAL,

list-attribute-defaults [1] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE. &id
({AttributeTable}) OPTIONAL,

fetch-attribute-defaults [2] SET SIZE (1..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

ua-registrations [3] SET SIZE (1..ub-ua-registrations) OF UARegistration OPTIONAL,

submission-defaults [4] MSSubmissionOptions OPTIONAL,

message-group-registrations [5] SET SIZE (1..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,

register-ms-result-extensions [6] MSExtensions OPTTONAL |7}

alert ABSTRACT-OPERATION ::= {
ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security-error}
CODE op-alert }

AlertArgument ::= SET {
alert-registration-identifier [0] INTEGER (1..ub-auto-actions),
new-entry [2] EntryInformation OPTIONAL }

AlertResult ::= NULL

modify ABSTRACT-OPERATION ::= {

ARGUMENT ModifyArgument

RESULT ModifyResult

ERRORS {attribute-error | invalid-paranieters-error | security-error | sequence-number-error |
service-error | modify-error 'message-group-error | entry-class-error |
ms-extension-error,
... -- For future extension additions --}

CODE op-modify }
ModifyArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
entries CHOICE {
selector [1] Selector,
specific-entries [2] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber },
modifications [3] SEQUENCE SIZE (1..ub-modifications) OF EntryModification,

modify-extensions [4] MSExtensions OPTIONAL }

EntryModification v:= SET {
strict [0] BOOLEAN DEFAULT FALSE,
modification CHOICE {

add-attribute [1] Attribute,

remove-attribute [2] ATTRIBUTE.&id ({AttributeTable}),

add-values [3] OrderedAttribute,
remove-values  [4] OrderedAttribute } }

OrderedAttribute ::= SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (1..ub-attribute-values) OF SEQUENCE {
-- at least one must be specified --
value [0] ATTRIBUTE.&Type ({AttributeTable} { @attribute-type}) OPTIONAL,
position [1] INTEGER (1..ub-attribute-values) OPTIONAL } }

ModifyResult ::= SET {

entries-modified [0] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
modify-result-extensions  [1] MSExtensions OPTIONAL }
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-- MS-submission Port abstract-operations

ms-message-submission ABSTRACT-OPERATION ::= {

ARGUMENT MSMessageSubmissionArgument

RESULT MSMessageSubmissionResult

ERRORS {submission-control-violated | element-of-service-not-subscribed | originator-invalid |
recipient-improperly-specified | inconsistent-request | security-error |
unsupported-critical-function | remote-bind-error,
w. == 1994 extension additions --,
ms-extension-error | message-group-error | entry-class-error | service-error}

CODE op-ms-message-submission }

MSMessageSubmissionArgument ::= SEQUENCE {

COMPONENTS OF MessageSubmissionArgument -- This imported type has IMPLICIT tags --.
-- 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL }

forwarding-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY standard-extension:36 }

MSMessageSubmissionResult ::= CHOICE {
mts-result SET {
COMPONENTS OF  MessageSubmissionResult -- This imported type has$\WMPLICIT tags --,
-- 1994 extension --
ms-message-result [4] CommonSubmissionResults OPTIONAL },
-- 1994 extension --
store-draft-result [4] CommonSubmissionResults }

ms-probe-submission ABSTRACT-OPERATION ::= {

ARGUMENT MSProbeSubmissionArgument

RESULT MSProbeSubmissionResult

ERRORS {submission-control-violated |element-of-service-not-subscribed | originator-invalid |
recipient-improperly-specified | inconsistent-request | security-error |
unsupported-critical-function | remote-bind-error,
wo == 1994 extension.additions --,

ms-extension-error l.message-group-error | entry-class-error | service-error}
CODE op-ms-probe-submission }

MSProbeSubmissionArgument ::= SETY{

COMPONENTS OF ProbeSubmissionArgument -- This imported type has IMPLICIT tags --,
< 1994 extension --

submission-options [4] MSSubmissionOptions OPTIONAL }

MSPFrobeSubmissionResult ::= SET {

COMPONENTS OF ProbeSubmissionResult -- This imported type has IMPLICIT tags --,
-- 1994 extension --

ms-probe-result [4] CommonSubmissionResults OPTIONAL }

ms

dancel-deferred-delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery

ms-submission-control ABSTRACT-OPERATION ::= submission-control
-- Abstract-errors

attribute-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problems [0] SET SIZE (1.. ub-per-entry) OF SET {

problem [0] AttributeProblem,
type [1] ATTRIBUTE.&id ({AttributeTable}),
value [2] ATTRIBUTE.&Type ({AttributeTable} {@.type}) OPTIONAL } }

CODE err-attribute-error }
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