INTERNATIONAL ISO/IEC
STANDARD 10021-5

Third edition
1996-06-15

AMENDMENT 1
1998-09-15

Information technology —~Message
Handling Systems (MHS): Message store:
Abstract service definition

AMENDMENT 1% Additional correlation
attribute and security error code

Technologies‘de’l'information — Systéemes de messagerie (MHS): Dépobt
de message:Définition de service abstrait

AMENDEMENT 1: Attributs de corrélation additionnelle et code d’erreur
de_securité

1SO|1EC
Reference number
2 g =—e ISO/IEC 10021-5:1996/Amd.1:1998(E)


https://standardsiso.com/api/?name=ccb7d54752da2d0628adb7a4e6d7923e

ISO/IEC 10021-5:1996/Amd.1:1998(E)

Contents Page

1 Detailed security related ChANGES .........uuuiiiiiiiiiie e e e e e s sneeeeeeeeesaaaeaeeeessssnnssnnns Pacennees
1) Subclause 7.1.3 @nd ANNEX B .......uuiiiiiiiiiiieeiee et e e et e e e e e e et e s assaastesseeeeeee e e e e e« m— s S De e e eeee s

) TS o Tod £ U T IR R PPN o= N SRR
2 Modification of the retrieval-status attribDULe ..........cccoovei e D) T

K TS T8 o Yo F= L0 00 0 PR
) SUDCIAUSE L1.2.68 ....cceiiiiieeeiei i ettt e et e e et e e e e e e e s e et s s s ss s s aesatanteeeeeeeesee s e s s 5542442222220 eeeenesnneannnnnns
L TS 18 o Yo F= 10 0 I O PSR
B) ANNEX AL e e ittt ettt e e e et e e e b bt e e e e e L bt et e e e e oAb E ettt e e oo oAt ettt e p—— 11 £ £ 4444111t bt et e e e e e bbreeeeeeans
B )72 2 1= = 7 RS PSSR
3 Determination of the presence of an attribute
8) Subclause 8.1.4 and ANNEX B ........oviiiiiiiiiiii e e e

) TS0 0T F= LU EST S 700 O S PR
4 MISSING MALCHING-TUIE........coiiiiiiiiiieee e e e e e et e eaeeeeeees s s s s s smmmmmemmmeeensssssesseneeeeeeeeaaaaaeeesensannn
10) Subclause 11.2.25 and ANNEX € ..ooeeeeiiiiie i Pre s e e eeeeeseessssasassssseneteeseeeeeeee s smmmmmmmmmmmmmms s s e sssssnsnene

11) Subclause 11.2.63 and ANNEX C ..cooeeiieiiei e e 1ttt e e et e et e e e e e s s e sttt e e e e e e e s smmmmmmmmmmmmmms e ee e ne e

T2) SUDCIAUSE 12.4.7 ...ttt e e NN o ettt ettt et e e e aeeeee e e e e e s e e s smmmmmmmmmmmmmr e e et e e eeeeeeeeeeessnnannnnnns
I3)NEW SUDCIAUSE 12.4. 11 ..oooeiiiiiiiiieeee e e 5kttt e e et e et eeeeeeeeaeesaesaaaassnsaneseseeese e s mmmmmm—————— 1 e e 1 s s e s nnnnsrnnen
14) SUDCIAUSE 12.6 ANA ANNEX D .o 0 ettt ettt s et e e e e e bbbt e e e e s s e e e e e e e e e e bbb e e e e e e e annbeeas

I5)ANNEX Ao 3 e —————— 1ttt 14111ttt et e st te e e e s
) AN g1 T O O ST PRSPPI
7Y 0 1= Gl 5 T (PSSR
B Multi-valued MTS €NVEIOPE EXLENSIONS. ... ..uuiiiieiiiiiiiie ettt ettt e e e e s st e e e e e s rme e e e e e e eammees s abbb e e e e e e anebeeas

R ) ST o Yo = 10 Y= 00 PSR
6 Additional correlation attribute fOr REPOIS ........oiiiiiiiii et

L) IS0 o Yo = LU Y= 0 O N 0O RUURUUPRRRP
20) NEW SUDCIAUSETIL.2.2 ...ttt ettt ekttt e 4ottt e+ 44kttt £ 44422t ¢ S £ £ £+ 4441 2242222 a b b e
Iy BTN o o] = T LS = 0 e PSSP
) BT U o o] - (1 £ TR PO
23) ANIEX A ettt oo oo e h b E e e oo e e o E b et e e e e oA LR e et e e 44 At b st ¢ S——— 1111111244411 1 bt r et e e e e annbre s
P 0= PP PP PSP PPPPT PP

Ll

rx-

w w NN N

<o

P

N

[6)]

o o O O UT

© ISO/IEC 1998

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any formyamésnan electronic or
mechanical, including photocopying and microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office Case postale 56CH-1211 Genéve 20 Switzerland
Printed in Switzerland


https://standardsiso.com/api/?name=ccb7d54752da2d0628adb7a4e6d7923e

© ISO/IEC ISO/IEC 10021-5:1996/Amd.1:1998(E)

7 Attribute correlation problem
P20 B 18| o = U0 £ 5 520 O
8 Additional attribute for delivered message originator
P20 S 100 1 = U0 £ = 5 50 00 P
27) New subclause 11.2.31

28) Subclause 11.5
29) Annex A
30)Annex C

»

N N N9 o


https://standardsiso.com/api/?name=ccb7d54752da2d0628adb7a4e6d7923e

ISO/IEC 10021-5:1996/Amd.1:1998(E) © ISO/IEC

oreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) f
pecialized system for worldwide standardization. National bodies that are members of ISO or |EC participat
evelopment of International Standards through technical committees established by the respective organization to
articular fields of technical activity. ISO and IEC technical committees collaborate in fields\6f'mutual interest

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also’take part in the wa

In the field of information technology, ISO and IEC have established a joint technicak.committee, ISO/IEC JTC

brm the
e in the
deal witl

Other
rk.

. Draft

International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publination as a

International Standard requires approval by at least 75 % of the national bodies casting a vote.

Amendment 1 to ISO/IEC 10021-5:1996 was prepared by Joint Technical Committee ISO/IEQRFEErKtion technology
$ubcommittee SC 3Bistributed application servicesn collaboration with ITU-T. The identical text is published as ITU
Rec. X.413/Amd.1.
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Introduction

The purpose of this Amendment is as follows:
e to define an extended set of ASN.1 Integer values for MS-security error codes;
e aset of enhancements to change the value dflBieetrieval statusttribute;
e missing matching rules for redirection attributes;
e clarification of multi-valued MTS envelope extensions;
< definition of additional correlation attribute for reports;
« clarification of an aspect of attribute creation;
» definition of a new attribute to identify the delivered-message’s eriginator.

The instructions enumerated below identify the reference clause number-and then the desired change.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

INEORMATION-_TECHNOLOGY — MESSAGE HANDLING SYSTEMS (I\/II—IQ)'

MESSAGE STORE: ABSTRACT SERVICE DEFINITION

AMENDMENT 1
Additional correlation attribute and security error code

1 Detailed security related changes

1) Subclause 7.1.3 and Annex B
Add a value in the ASN.1 definitionBihdProblem as follows:

BindProblem::= ENUMERATED {
authentication-error (0),
unacceptable-security-context (1),
unable-to-establish-association (2),
...-- 1994 extension addition --,
bind-extension-problem (3),
confidentiality-association-error (4)}

In subclause 7.1.3, item &d the following sentence to‘the end ofllingualified-erroparameter definition:

If confidentiality-association-error is indicated, the abstract-association cannot be established bec
underlying connection does not provide‘the necessary degree of confidentiality.

2) Subclause 9.8
Add the following text to the end,ofthis subclause:
Thesecurity-error contains th&ecurity-problem parameter which indicates the cause of security-policy violation.

Thesecurity-problem parameter concerns:
—  delete;
—  fetch:
- Jisk;
— “{modify;
¥ MS-message-submission;
—  MS-probe-submission;
—  register-MS;

huse the

- summarize.

9.8.1 Security-error for register-MS abstract-operation

The security-problem parameter can have one of the following values related to change-credentials component of register-M

argument:
a) operation-security-failure: The operation failed for security reason.
b) security-policy-violation: The security-policy is violated.
C) security-services-refusal The security services cannot be supported.

ITU-T Rec. X.413 (1995)/Amd.1 (1997 E)
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9.8.2

Security-error for delete, fetch, list, modify and summarize abstract-operations

Thesecurity-problem parameter can have one of the following values:

a) operation-security-failure: The operation failed for security reason.

b) unauthorized-entry-class The security policy does not permit the requested operation to be performed
specified entry-class.

on the

9.8.3

?

3)

4)

5)

Security-error for MS-probe-submission and MS-message-submission abstract-operations

The security-problem parameter may have one of the following values in addition to those defined in ITU-I Rec.
[[ISO/IEC 10021-4 for the message-submission and probe-submission abstract-operations:

X.411

a) authentication-problem: The submission failed because the MTS-bind cannot be performed.by the MS far peer

entity authentication reasons.

b) confidentiality-association-problem The submission failed because the MTS-bind cannot be performed hy the

MS for confidentiality association reasons.

c) responder-credentials-checking-problemThe submission failed because the MTS:bind cannot be perfo
by the MS for responder credentials checking reasons.

med

d) security-context-problent The submission failed because the MTS-bind~cannot be performed by the MIS for

security-context reasons.

Modification of the retrieval-status attribute

Subclause 7.1.2

Append the following to iteim):

This Specification defines one additional capability ‘ef the MS. If, and only if, the MS-configuration-rgquest
parameter of the MS-bind-argument is true, and the MS supports the use of the Modify abstract-operation tp change

the value of the retrieval-status attribute, then thefollowing MS-EXTENSION shall be present:

modify-retrieval-status MS-EXTENSION::= {
ModifyRetrievalStatus IDENTIFIED BY id-ext-modify-retrieval-status }

ModifyRetrievalStatus ::= INTEGER {
no-restriction 0),
listed-to-processed @)~}

If the valueno-restrictionis present, then the MS supports any modification of the retrieval-status attribute.
valuelisted-to-processeis present, then retrieval-status may be modified provided that its existing visdtediand
the replacement value fgocessed

Subclause 11.:2/68

In 11.2.68 (Retrieval‘status — now renumbered 11.2.69), replace the second sentence with the following:

[he Modify abstract-operation and Auto-modify auto-action, if available, may be capable of amending the attribute.

Subclause 11.6

Replace the first sentence with the following:

If the

Ofhe general-atribute-types, only 1hose NISted Delow are subject 1o modification by the Modify abstract-operaton
Auto-modify auto-action.

Add a new third sentence:

and the

Support for the modification of retrieval-status is indicated as an additional capability reported in MS-bind-result [gei@ item

7.1.2).

ITU-T Rec. X.413 (1995)/Amd.1 (1997 E)
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6) Annex A
Add the following after the line startind-mr:
id-ext -- extensions — ID::= {id-ms 9}

Add the following before the line startiEND:

E)

— EXEnSons -

id-ext-modify-retrieval-status ID::= {id-ext 0}

7) Annex B
Insert the productions shown above for 7.1.2 in this Annex, following the production for MSBindResult.
Add the following afteid-crt-ms-access-94in theIMPORTS FROM MSObjectldentifiers :

id-ext-modify-retrieval-status,

3 Determination of the presence of an attribute

8) Subclause 8.1.4 and Annex B

Replace the production for AttributeSelection with the following:

AttributeSelection ::= SET {
type  ATTRIBUTE.&id ({AttributeTable}),
from  [0] INTEGER (1..ub-attribute-values) OPTIONAL -- used if type is multi-valued, --
count [1] INTEGER (0..ub-attribute-values) OPTIONAL
-- for 1988 Application Contexts.the lower bound is or} --

Replace bullet) of 8.1.4 with the following:

c) Count (0): This Integer specifies the(maximum number of values to be returned. It is not an eowontif
greater than the number of values\present in the attributeultt is zero, then information is requested o)
total number of values presentdnthe attribute but no actual values are returned. If this component
there is no limit as to how manyvalues are returned.

9) Subclause 8.1.5
In itemb) append the following te the last sentence:

, or if all the requested-attributes present were specified in entry-information-selections in which the count comporte
that zero attribute-values.were to be returned.

4 Missing matching-rule

10) Subclause 11.2.25 and Annex C

In the’ASN.1 production fant-dl-expansion-history, insert the following after
redirectionOrDLExpansionSubstringElementsMatch:

5
n the
is omitte

it indica

I H 4 O H fa¥ lai=l AN Aol
| TCUNTTUUUITUTULLAPATTSIUTTOTTYITLITTITCTIUVIALUH

11) Subclause 11.2.63 and Annex C

In the ASN.1 production font-redirection-history, insert the following after
redirectionOrDLEXxpansionSubstringElementsMatch |:

redirectionOrDLExpansionSingleElementMatch |

ITU-T Rec. X.413 (1995)/Amd.1 (1997 E) 3
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12) Subclause 12.4.7

Replace the first sentence with the following:

The OR-name-single-element-matchule determines whether a presented string and some element present in a value of an

attribute of type OR-name match for equality.

Replace the first sentence of the last paragraph with the following:

The rule returns true if, and only if, the stored OR-name contains an element (in its OR-address or directory-name)ce
that matches the presented value according to the MS-string-match rule.

Append the same Note that appears in 12.4.6.

13) New subclause 12.4.11

Insert a new subclause 12.4.11 and renumber existing subclauses 12.4.11-14 to 12.4.12-15, accordingly:

12.4.11 Redirection-or-DL-expansion-single-element-match

The Redirection-or-DL-expansion-single-element-matchrule determines whether a_presented string and some elg
present in th©R-address-and-optional-directory-namecomponent of a value of an attribute of typedirection-history or
[DL-expansion-history match for equality.

RedirectionOrDLExpansionSingleElementMatch MATCHING-RULE ::= SET {
SYNTAX  MSString {ub-msstring-match}
ID id-mr-redirection-or-dl-expansion-single-element-match }

The rule returns true if, and only if, the stored OR-name contains ancelement (in its OR-address or directory-name co
at matches the presented value according to the MS-string-match rule. The terminal-type and extended form o
ddress elements are not considered when evaluating the Redjrection-or-DL-expansion-single-element-match rule.

14) Subclause 12.6 and Annex D

:r the production foGeneralMatchingRules add the, following before
edirectionOrDLExpansionSubstringElementsMatch:

edirectionOrDLExpansionSingleElementMatch |

15) Annex A
Add the following to th#atchingsrules section, preserving alphabetical order:

if-mr-redirection-or-dl-expansion-single-element-match ID::= {id-mr 25}

16) Annex C
Add the following-afteredirectionOrDLExpansionMatch , in theIMPORTS FROM MSMatchingRules:

edirectionOrDLEXxpansionSingleElementMatch,

mponents

ment

nponents
f networl

17) Annex D

Add the production given above in 12.4.11 redirectionOrDLExpansionSingleElementMatch, before the production for

redirectionOrDLExpansionSubstringElementsMatch.
Add the following to thtMPORTS FROM MSObijectldentifiers afterid-mr-redirection-or-dl-expansion-match,:

id-mr-redirection-or-dl-expansion-single-element-match,

4 ITU-T Rec. X.413 (1995)/Amd.1 (1997 E)
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5 Multi-valued MTS envelope extensions

18) Subclause 11.1

Add the following, after the itemwhether the attribute-type is single-valued or multi-vatued;

nala ad nd-tha axiansion ancarnad-o mota-than aonca in-tha MM anvalana han-tha h a-\A a¥a

als (It,e rbitaily. I te Sse er aces t th ther vaues, t iII ’cesary ofetchtele e -
6 Additional correlation attribute for Reports

19) Subclause 11.1.1

In Table 2, insert the following row after the row labelke@-correlated-report-list

AC-report-subject-entry* - C - - - - (0] (@) S Y N

20) New subclause 11.2.2

Insert the following new subclause 11.2.2 and renumber existing subclauses 11.2.2-11.2.75, accordingly:

11.2.2  AC-report-subject-entry

This general-attribute identifies, by sequence-number, the sdbmitted-message entry or submitted-probe entry

NOTE — Some attributes are defined to take their values from the values of extension fields in the MTS envelope. If sbateas att
. - - . . ! ity One

E)

vhich is

subject of this delivered-report entry. It is generated by the MS. Subscription to this attribute requires subscriptiartde the

correlate-reports auto-action (see 13.3).

ms-ac-report-subject-entry ATTRIBUTE::= {

WITH ATTRIBUTE-SYNTAX SequenceNumber,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-valued,

ID id-att-ac-report-subject-entry }

The attribute is created when a report-is delivered whose subject-submission-identifier identifies a submitted-
submitted-probe entry. The content of this attribute is unaffected by the subsequent deletion of the submitted
submitted-probe entry to which itrefers.

21) Subclause 11.5

In Table 4, insert the following row after the row labelke@-correlated-report-list

AC-report;subject-entry S - MS| The attribute-value is thguerce-number of the submitted-megsar
submitted-probe entry which is the subject of this report.

22) Subclause 13.3

message
message

Replace the second paragraph (beginnliige MS supports ).with the following:

The MS supports the Auto-correlate-reports auto-action by means of the AC-correlated-report-list, AC-report-subject-entt

AC-report-summary, AC-uncorrelated-report-list, and deferred-delivery-cancellation-time general-attributes (see 11.
11.2.3,11.2.4, and 11.2.21).

21,112
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