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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and 1EC, also take part in the
work.

In the field of information technology, ISO and IEC have established a joint technical
commifttee, ISO/IEC JTC 1. Draft Internationa! Standards adopted by the joint
technidal committee are circulated to national bodies for voting. Publication as an
Interngtional Standard requires approval by at least 75 % of the national bodies casting
a vote

Interngtional Standard ISO/IEC 10021-5 was prepared by Joint Technical Committee
ISO/IKEC JTC 1, Information technology.

ISO/IEC 10021-5 consists of the following parts, under the general title: Information
technojogy — Text Communication — Message-Oriented Text Interchange Systems
(MOT(S) —

— | Part 1: System and Service Overview

— | Part 2: Overall Architecture

— | Part 3: Abstract Service Definition Conventions

— | Part 4: Message Transfer System: Abstract Service Definition and Procedures

— | Part 5: Message Store: Abstract Service Definition

— | Part 6. Protocol Specifications

— | Part 7. Interpersonal Messaging System

Annex¢s A, B, Cand D form an integral part of this part of ISO/IEC 10021. Annexes E,
F and (G are for information only.
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 (the International Standard for
Message Oriented Text Interchange System (MOTIS)).

MOTIS provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and

delivered to one or more other users (the recipients).

This part of ISO/IEC 10021 defines the Message Store abstract-service (MS abstract-service) which
. nenlai _ N the

MS|in a Message Handling System (MHS). The MS abstract-service also provides message-
adniinistration services, as defined by the Message Transfer System (MTS) abstract-service.

Thig International Standard has been produced by joint CCITT-ISO/IEC agreement. The corresponding
CCII'T Recommendation is X.413 (1988). Annex G list the differences between the two.documents.
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I\Eessage Store: Abstract Service Definition

pction one - General

Scope

is part of ISO/IEC 10021 defines the Message Store abstract-service. This abstract-service is pro
the Message Store access-protocol (specified in ISO/IEC 10021-6) in conjunction with the
stract-service (defined in ISO/IEC 10021-4), together with‘the Remote Operations Service El¢
DSE) services (defined in ISO/IEC 9072-1). The abstractésyntax-notation for the application
btocols used in this part of ISO/IEC 10021 is defined in [SO 8824.

her parts of ISO/IEC 10021 define other aspects-of the MHS. ISO/IEC 10021-1 defines the
ented services provided by the MHS. ISO/IEC 10021-2 provides an architectural overview of the
/IEC 10021-3 provides a description of the;abstract-service definition conventions used in

erpersonal-messages.

ction two of this part of ISO/IEC 10021 contains the Message Store abstract-service definition. §

6

abstract-unbind-operations. Clause 8 specifies the abstract-syntax-notation for the operations
abgtract-service. Clause 9 specifies the abstract-syntax-notation for the errors of the abstract-servig

Seftion three of this partef ISO/IEC 10021 defines the general-attribute-types and general-auto-a
types related to the  MS. Clause 10 contains an overview. Clause 11 specifies the abstract-sy

escribes the MS model. Clause Tspecifies the abstract-syntax-notation for the abstract-bind an

vided
MTS
ment
layer

user-
MHS.
MHS.

D/IEC 10021-7 defines the abstract-service for interpersonal messaging and defines the format of

lause
d the
f the
e.

rtion-
ntax-

notation for the géreral-attribute-types. Clause 12 specifies the abstract-syntax-notation for the

geperal-auto-action-types.

Seption four of this part of ISO/IEC 10021 describes the procedures for Message Store and the
reglization."Clause 13 contains an overview. Clause 14 describes how the Message Store abstract-se
is pupplied. Clause 15 describes how the Message Transfer System abstract-service is consumed. O
16{describes how the MS ports are realized.

ports
rvice
lause

No requirement is made for conformance to this part of ISO/IEC 10021.
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2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of the part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All standards
are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are encouraged to
investigate the possibility of applying the most recent editions of the standards listed below. Members of
IEC and [SO maintain registers of currently valid International Standards.

2.1 Reference Model references

This ;lart of ISO/IEC 10021 cites the following reference model related documents

ISO 7498:1984, Information processing systems - Open Systems Interconnection - Basic
Reference Model.
2.2 Presentation references

This part of ISO/IEC 10021 cites the following presentation related documents

ISO 8B24:1987, Information processing systems - Open Systems Interconnection -
Specification of Abstract Syntax Notation One(ASN.1).

ISO 8824:1987/Add.1: D

Information processing systems - OpenvSystems Interconnection -
Specification of Abstract Syntax Notation One (ASN.1) - Addendum 1:
ASN.1 Extentions.

2.3 Remote Operations references
This part of ISO/IEC 10021 cites the following remete'operations related document

ISO/IEC 9072-1:1989, Information processing systems - Text Communication - Remote Operations
Part 1: Model, Notation and Service Definition.

2.4 Directory References

This part of ISO/IEC 10021 cites.thefollowing directory related documents

ISO/IEC 9594-1: 1 Information processing systems - The Directory - Overview of Concepts,
Models and Services.

ISO/IEC 9594-2: 1 Information processing systems - The Directory - Models.

ISO/IEC 959431 Information processing systems - The Directory - Abstract Service Definition.

ISO/IEC9594-4. U Information processing systems - The Directory - Procedures for Distributed
Operation.

ISO/IEC 9594-5. 1 Information processing systems - The Directory - Protocols Specifications.

ISO/IEC 9594-6: 1 Information processing systems - The Directory - Selected Attribute Types.

1) Tobe published
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[SO/IEC 9594-7: 1 Information processing systems - The Directory - Selected Object Classes.
ISO/IEC 9594-8: 1) Information processing systems - The Directory - Authentication Framework.
2.5 Message Handling references

Thi

ISG/TEC 10021-1:1989 Information processing systems - Text Communication - Message Qtientefl
Text Interchange System (MOTIS) - Part 1:
System and Service Overview.

ISQ/IEC 10021-2:1989 Information processing systems - Text Communication - Message Oriente{l
Text Interchange System (MOTIS) - Part 2:
QOverall Architecture.

ISQVIEC 10021-3:1989 Information processing systems - Text Communication - Message Orientefl
Text Interchange System (MOTIS) - Part 3:
Abstract Service Definition Conventions.

ISQVIEC 10021-4:1989 Information processing systems - Text Communication - Message Orientefd
Text Interchange System (MOTIS) -Part 4:
Message Transfer System - Abstrdct Service Definition and Procedures.

13N

ISVIEC 10021-6:1989 Information processing systems_»Text Communication - Message Oriente
Text Interchange System (MOTIS) - Part 6:
Protocol Specifications.

ISA/IEC 10021-7:1989 Information processing systems - Text Communication - Message Orientefd
Text Interchange System (MOTIS) - Part 7:
Interpersonal Méssaging System.

R
1

1) To be published
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3

3.1

Definitions

Common Definitions for MHS

For a list of the common definitions for MHS refer to ISO/IEC 10021-2.

3.2

Fort

3.2.1

3.2.2

3.2.3

3.2.4

3.2.5

3.2.6

3.2.7

3.2.8

3.2.9

3.2.1

3.2.1

Message Store Definitions

he purpose of this part of ISO/IEC 10021 the following definitions apply

1 auto-action-type: Anauto-action-type is used to indicate the type of auto-action, e.g. Alert.

3.2.12 “auto-alert. Auto-alert is the auto-action within the MS, which triggers an Alert abstra

abstract-association: An abstract binding between two communication partners, in‘this par{ of
ISO/IEC 10021 the binding between a UA and an MS for the provision of the"MS abstragt-

service, or between an MS and an MTA for the provision of the MTS abstract-service.

abstract-bind-parameters: Parameters defined in this part of ISOAEC 10021 which gre

contained in the abstract-bind operation.

abstract-unbind-parameters: Parameters defined in this part-ef’ISO/IEC 10021 which gre

contained in the abstract-unbind operation.

Administration Port: The port offering the administration (for MTS) set of abstract-servi
within the MS abstract-service.

Alert abstract-operation: An abstract-operatioriwhich allows the MS to signal, based
selection criteria, to the UA that messages or reports are waiting in the MS.

Can only be issued on an existing abstract-assoeiation.

attribute: The information of a particular'type appearing in an entry in an information-base.

fes

on

attribute-type: That component of-an attribute which indicates the class of information giyen

by that attribute.

attribute-value: A particular instance of that class of information indicated by an attrib
type.

attribute-value-assertion: A proposition, which may be true, false, or undefined, concern
the values of attributes in an entry.

auto-actionv/Actions, that can be performed automatically by the MS, based on previou
registergd-information from the MS-owner via the UA.

lite

ng

51y

operation or another action by the MS.

3.2.13 auto-forward: Auto-forward is the auto-action within the MS, which triggers a message to be

auto-forwarded to another recipient (or other recipients) by the MS.
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3.2.16
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child-entry: An entry, other than the main-entry in an information-base. The parent-entry for a
child-entry can be either the main-entry or another child-entry, depending on the number of
entry levels in each case.

child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A
parent-entry can have more than one child-sequence-number value, depending on the number of
child-entries.

conditional (C) component: An ASN.1 element which shall be present in an instance of its
classasdictated by this International Standard

3.2.17

3.2.18

3.2.19

3.2.20

3.2.21

3.2.22

3.2.23

See grade.

content-length: An attribute which gives the length of the content of a delivered/message (or
returned-content).

content-returned: An attribute which signals that a delivered-report {or,d delivered-message)
contained a returned content.

converted EITs: An attribute identifying the encoded-informdtipn-types of the megsage
content after conversion.

creation-time: An attribute which gives the creation-time (by the MS) of an entry.

Delete abstract-operation: An abstract-operation uged'to delete one or more entries from an
information-base.

delivered-EITs: A multi-valued attribute, giving information about EITs in a delivered-
message.

delivered-message entry: An entry irCthe stored-messages information-base resulting from a
delivered-message.

delivered-report entry: An entry in the stored-messages information-base resulting from a
delivered-report.

entry: An informationset in an information-base.
See main-entry, parént-entry and child-entry for further classification of entries.

entry-information: A parameter, used in abstract-operations, which conveys selected
information-from an entry.

entry-information-selection: A parameter, used in abstract-operations, which indicates|what
information from an entry is being requested.

entry-status: An attribute giving information about the processing status of that g¢ntry.
Possible values are new, listed or processed.

3.2.29

3.2.30

entry-type: An attribute which signals if an entry is associated with a delivered-message or a
delivered-report.

Fetch abstract-operation: An abstract-operation which allows one entry to be fetched from the
stored-messages information-base.
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3.2.31 fetch-restrictions: Restrictions, imposed by the UA, on what kind of messages it is prepared to

receive as a result of fetch. The possible restrictions are on message-length, content-types a
EITs.

nd

3.2.32 filter: A parameter, used in abstract-operations, to test a particular entry in an information-

base and is either satisfied or not by that entry.

3.,2.33 filter-item: An assertion about the presence or value(s) of an attribute of a particular type in an

entry under test. Each such assertion is either true or false.

3.2.34

3.2.35

3.2.36

3.2.3%

3.2.3¢%

3.2.3¢

3.2.40

3.24

3.2.42

3.2.43

3.2.44

3.2.4

3.2.46

forwarding-request:. This is a parameter that may be present in a Message-submissi
abstract-operation, invoked by the UA, to request that a message is forwarded from the MS;

general-attribute: A set of MS attributes which are valid for all types of messages and reporg

independent of content-type.
Only these MS attributes are explicitly defined in this part of ISO/IEC 10021.

general-auto-action: Auto-actions which are valid for all types of messages and repor
independent of content-type.
Only these auto-actions are explicitly defined in this part of ISO/IEC 10021.

grade: Defined in ISO/IEC 10021-2.

pn

(]

Indirect-submission Port: The port offering the Indiréct-submission abstract-service within

the MS abstract-service.

The Indirect-submission abstract-service offers the same services as the Message-submissi
abstract-service (from the MTS abstract-service), with the added functionality of forwardi
messages residing in the MS.

information-base: Objects within the MSWwhich store information relevant to the MS abstra

Ct-

service, e.g. the stored-messages information-base, which stores the messages and reports tHat

have been delivered into the MS.

information-base-type: The typeof information-base, e.g. the stored-messages.

limit: A component in thewselector parameter which identifies the maximum number of selected

entries to be returned inthe result of an abstract-operation.

list abstract-operation: An abstract-operation which allows a selection of entries from
information-base.and requested attribute information to be returned for those entries.

listed: An‘entry-status value.

macro: See ISO 8824,

main-entry: For each successful abstract-operation which creates information-base entri

abstract-operation can be stored in child-entries.

an

mandatory (M) component. An ASN.1 element which shall always be present in an instance of

its class.
See grade.
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SRR

3.2.47

3.2.48

3.2.49

3.2.52

3.2.53

3.2.54

3.2.55

3.2.56

3.2.57

3.2.58

3.2.59

3.2.60

3.2.61

3.2.62

ISO/IEC 10021-5 : 1990 (E)

matching: The process of comparing the value supplied in an attribute-value-assertion wit

h the

value of the indicated attribute-type stored in the MS or deciding whether the indicated

attribute-type is present.

Message Retrieval Service Element (MRSE): The application-service-element by means of

which a receiving UA effects retrieval of messages from an MS, or any of various related tas

MS: Message Store, also used as a shorter form for "MS abstract-service-provider”.

MS abstract-service-user: The user of the MS abstract-service.
This is the UA.

MS abstract-service-provider: The MS which provides the MS abstract-service:
MS-user: A shorter form for "MS abstract-service-user”.

Message-submission abstract-operation: An abstract-operation{which allows the U
submit a message to the MTS via the MS, and/or to forward a message from the MS to the M

multi-valued attribute: An attribute which can have several.values associated with it.
new: Anentry-status value.

optional (O) component: An ASN.1 element whichshall be present in an instance of its clg
the discretion of the object (e.g.user) supplying that instance.
See grade.

original-EITs: An attribute identifyingthe original encoded-information-types of the me
content.

override: A component of the $élector parameter indicating that the previously regist
restrictions for this abstract-operation should not apply for this instance of this abst
operation.

parent-entry: A parent-entry has one or more child-entries, which were created as a res
the same abstract-operation.
If a parent-entry\is'not a child-entry of another parent-entry, it is a main-entry.

parent-sequence-number: A sequence-number in a child-entry pointing to its parent-¢
There can-only be one parent-sequence-number in a child-entry.

partial-attribute-request: A component of the entry-information-selection which enabld
return of only selected values of a multi-valued attribute.

ks.

A to
I'S.

ss at

bsage

ered-
ract-

hlt of

ntry.

s the

processed: An entry-status value.

range: A parameter, used in abstract-operations, to select a contiguous sequence of entries
an information-base.

from
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3.2.66

3.2.67

3.2.68

Register-MS abstract-operation: An abstract-operation which allows the UA to register

certain information, relevant to the UA-MS interworking, in the MS .

registration: Information which is registered in the MS and stored (until changed by
Register-MS abstract-operation) between abstract-associations.
See Register-MS abstract-operation.

the

registration-identifier: An identifier for one particular set of registration-parameters for an

auto-action-type.

3.2.9

3.2.71

3.2.92

3.2.93

3.2.74

3.2.16

3.2.77

3.2.718

3.2.79

Retrieval Port: The port offering the retrieval set of abstract-services within the MS abstr,
service.

Act-

returned-content entry: An entry-type in the stored-messages information*base whiich

contains the returned content from a previously submitted message.

selector: A parameter, used in abstract-operations, to select entries from an.information-basg.

sequence-number: An attribute which uniquely identifies an entry,
Sequence-numbers are allocated in ascending order.

single-valued attribute: An attribute which can only have one value associated with it.

span: A component in the Summarize abstract-operation result containing the lowest
highest sequence-numbers of the entries that matched'the selection criteria.

stored-messages: The most important information-base in this part of ISO/IEC 10021, use
store entries containing messages and reportsdelivered by the MTS to the MS.

subscription: A long-term agreement hétween the MS supplier or administrator and the

and

d to

MS

customers (MS-owners) on the availability and use of optional MS features such as optignal

services and attributes.

This part of ISO/IEC 10021, assumes that such a mechanism is provided, but does not prescr

or offer any standardized method*for how to provide this.

substring: A filter-itemwused to specify a string of characters which appear (in the same gi
order) in a value of an attribute.

Summarize abstract-operation: An abstract-operation which allows a quick overview of
kind and number-of entries which are currently stored in an information-base.

synopsis’A”content specific attribute that may be used to show how child-entries, contain
parts of the content, are related to each other and the main-entry.

The ‘attribute has to be specified in the International Standard, which describes the cont
type; e.g. see IPM-synopsis defined in ISO/IEC 10021-7.

be

—

ven

the

ing

bnt-
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4 Abbreviations
ASN.1. Abstract Syntax Notation One
C: conditional
DL: distribution-list
EIT: encoded-information-type(s)
M: mandatory
M: multi-valued
MASE: Message Administration Service Element
MDSE: Message Delivery Service Element
MH: Message Handling
MHS: Message Handling System
MOTIS. Message Oriented Text Interchange System
MRSE: Message Retrieval Service Element
MS: Message Store
MT: Message Transfer
MTS: Message Transfer System
N: no
0. optional
O/R: originator/recipient
P: present
ROSE: Remote Operations-Service Element
S: single-valued
UA: User Agent
UTC: Universal Co-ordinated Time
Y: yes
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5 Conventions

This part of ISO/IEC 10021 uses the description conventions listed in the following four clauses.
5.1 Conventions for abstract-services

This part of ISO/IEC 10021 uses the following ASN.1-based descriptive conventions for the indicated
purposes

1) ASN.1 itself, to specify the abstract-syntax of information-bases and their components, and common
data-types.

2) The ASN.1 PORT macro and associated abstract-service definition conventions of ISOAEC 10021
tp specify the Retrieval Port.

]
W

3) The ASN.1 ABSTRACT-BIND, ABSTRACT-UNBIND, ABSTRACTP-OPERATION, and
ABSTRACT-ERROR macros and associated abstract-service definition<conventions of ISO/IEC
10021-3, to specify the MS abstract-service.

Whehever this part of ISO/IEC 10021 describes a class of data structure having components, ejch
component is categorized as one of the following grades

1) Mandatory (M): A mandatory component shall be preserDirnfevery instance of the class.

2) Optional (O): An optional component shall be present in an instance of the class at the
discretion of the object (e.g usep)Supplying that instance.

3) Conditional (C): A conditional component shall be present in an instance of the class as dictated
by this part of [SO/IEC 10021.

5.2 Conventions for attribute-types.uised in table 1 of clause 11

This|part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-types|for
the MS abstract-service.

For the column headed "Single/Multi-valued” the following values can occur

S sifigle-valued
M multi-valued.

For he column headed "Support level by the MS and access UA” the following values can occur

M mandatory
8] optional.

For the columns headed "Presence in delivered message entry”, ”"Presence in delivered report entry”,and
"Presence in returned message entry”, the presence of each attribute-type is described by one of the
following values

P always present in the entry because
- itis mandatory for generation by the MS; or
- itisa mandatory or defaulted parameter in the relevant
abstract-operation.

10
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C conditionally present in the entry. It would be present because
- itissupported by the MS and subscribed to by the user and,;

- it was present in an optional parameter in the relevant abstract-operation

- always absent, otherwise.

For the columns headed ”Available for List, Alert” and "Available for Summarize” , the following values

can occur
N no
Y yes.

5.3 Conventions for attribute-types used in table 2 of clause 11

Th
th

is part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-typ
b MS abstract-service. Clause 11 includes the table that lists the attribute-types:

Fdr the column headed ”Single/Multi-valued” the following values can occur

S single-valued
M mutti-valued.

Fdr the column headed "Source generated by” the following values can occur

MD MessageDelivery abstract-operation

MS Message Store

RD ReportDelivery abstract-operation.
5.4 Font conventions for text in general
THroughout this part of [ISO/IEC 10021 )-terms are rendered in bold when defined, without emg
upon all other occasions. Terms thatare/proper nouns are capitalized, generic terms are not. Multi
geperic terms are hyphenated.
5.5 Font conventions for,ASN.1 definitions
THroughout this part of ISO/IEC 10021, ASN.1 definitions are written in a different (bold) font ths

re

5t of the document.inorder to highlight the difference between normal text and ASN.1 definition

fomt used for ASN D definitions is also one size smaller than the ordinary text. When ASN.1 pr

elg

ments and elements values are described in accompanying text, their names are rendered in bol

5.

Rules for ASN.1 definitions

A$NAdefinitions appears both in the body of the document to aid the exposition, and again, forma
annéxes for reference. If differences are found between the ASN.1 used in the exposition and

es for

hasis
Lword

in the
5. The
btocol
d.

ly, in

that

formally defined in the corresponding annex, a specification error is indicated.
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Section two - Message Store abstract-service definition

6 Message Store model

The Message Store (MS) is modeled as an atomic object, which acts as a provider of services to an MS

abstract-service-user (i.e. a User Agent), and as a user of services provided by the Message Transfer

System(MTS)-

The MS serves an intermediary role between the UA and the MTS. Its primary function is_to\accept
delivery of messages on behalf of a single MHS end-user, and to retain them for subsequent retrieval|by
the gnd-user’s UA. The MS also provides indirect message-submission and message-administratjon
services to the UA, in effect, via “pass-through” to the MTS. This enables the MS to provide additional
functlionality compared to submission directly to the MTA; such as forwarding of messages residing in
the MS and logging facilities.

-

Like[the UA, the MS acts on behalf of only a single MHS end-user; i.e. it does.no6t provide a common| or
shared multi-user MS service.

The MS is described using an abstract model in order to define the gervices provided by the MS - the
Message Store abstract-service. Figure 1 shows the MS abstract-setvice in relation to its user and to the
Mesdage Transfer System abstract-service. In this figure, the ppen boxes represent the consumptior of
the apstract service, and the closed boxes represent the supply ofithe abstract service.

MTS

UA

Retrieval

Delivery

S MS
. . MTS
ract- Indirect-submission caet. Submission

bsstia t abSt} act abstract-
r -
ser Administratio serv1'cde service

in T n .. . \
ser provider Administration pl"OVlder

Figure 1 - Message Store abstract-service

For an introduction and description of the abstract-service concept and its definition conventions, see
ISO/IEC 10021-3.

In secure messaging the MS is treated as a separate object with a unique identity and has a separate key
(or a set of keys) to the UA.

12
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6.1 Message Store object

The MS is modeled as an atomic object. It supplies the MS Retrieval Port abstract-services to the MS
abstract-service-user. Acting as a "surrogate” MTS abstract-service-provider, the MS also supplies the
MTS submission and administration abstract-services to the MS abstract-service-user (MS-user), and
acting as a UA ”surrogate”, it consumes the MTS Delivery Port, Submission Port, and Administration
Port abstract-services in its role as MTS abstract-service user.

The formal definition for the Message Store object is as follows:

mS OBJECT

PORTS { retrieval[S],
indirectSubmission[S],
administration{S},
delivery[C],
submission[C],
administration[C]}

:: = id-ot-ms

THe MS-user is also modeled as an object. It consumes the MS Retrieyal Port and Indirect-submission
Pgrt abstract-services and the Administration Port abstract-services provided transparently by theMS.

msUser OBJECT
PORTS { retrieval[C],
indirectSubmission{C},
administration{C]}
1= id-ot-ms-user

6.2 Message Store Ports

MS provides the Retrieval, Indirect-submission, and Administration Ports to the MS abstract-sqrvice
user. The collection of capabilities proyided by these ports provides the MS abstract-service| The
refrieval capabilities are unique to the' MS. These capabilities include obtaining informatiopn on,
fefching (in whole or in part), and(dgleting messages residing in the MS. Additional capabilitigs are
prpvided for registering certain MS provided automatic actions (i.e. auto-forwarding and alert).

Additional message management services, are planned as future extensions to this part of ISQ/IEC
10021. They will be performed by the MS on the UA’s behalf, for logging incoming and outgoing
messages, and for autoseorrelating incoming notifications with logging information about outgoing
méessages. These extensions would form an Addendum to ISO/IEC 10021,

In|order to provide the services described in 6.1 to an MS-user, the MS interacts, on behalf of the MS-
user, with.hé MTS abstract-service, and acts as a consumer of the MTS Delivery, Submission and
Administration Ports. The abstract-services provided by the MTS ports are defined in clausg 8 of
ISP/IEC10021-4.

mear e ADSET C 3 r E .V 3¢ anm VM S-user before providing itwith any
of the above retrieval capabilities. Similarly, the MTS abstract-services shall authenticate the MTS
abstract-service user before extending its services to the MTS abstract-service-user.

With the exception of the Retrieval Port provided Alert service and the Indirect-submission Port
provided Submission-control service, all the services provided by the MS abstract-service are invoked by
the MS-user and performed by the MS.

13
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Security-labels may be assigned to the MS in line with the security-policy in force. The security-policy
may also define how security-labels are to be used to enforce the security-policy. If security-labels are
assigned to the MS, the handling of stored messages and reports bearing message-security labels may be
affected by the security-policy in force. If security-labels are not assigned to the MS, the handling of
stored-messages and reports is discretionary.

If security-contexts are established between the UA and the MS, and between the MS and the MTA, the
security-label that is assigned to a message or probe is confined by the security-context in line with the
security-policy in force. If security-contexts are not established the assignment of a message-security-

6.2.1 | Retrieval Port
The Rletrieval Port is defined as follows:

refrieval PORT

CONSUMER INVOKES {
Summarize,
List,
Fetch,
Delete,
Register-MS}

SUPPLIER INVOKES {
Alert}

1 = id-pt-retrieval

The dgtails of the Retrieval Port abstract-services are degeribed in clauses 7to 9.
6.2.2 | Indirect-submission Port

The Indirect-submission Port is defined as follows:

indirectSubmission PORT :: = submission

The Indirect-submission Port makes use of the Submission Port abstract-services defined in 8.2 pf
ISO/IHC 10021-4.

6.2.3 | Administration Port
The Aldministration Portis defined in 8 4 of ISO/IEC 10021-4.

The MS shall havé\no interaction with the change-credentials abstract-service. If the MS-user needs o
have its credentials updated, then the Register-MS abstract-operation is used. See 8.6.

6.3 Information model

This subclausedescribesthemformmatior mmodetused-by the MS—Htrmodetsinformatiorbases,which

consist of entries, which consist of attributes.

6.3.1 Information-bases

The MS stores and maintains information-bases. An information-base in the MS is a "data-base”
containing all the entries representing constituent objects of a particular category or categories.

14
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This part of ISO/IEC 10021 defines and describes the stored-messages information-base. This holds
information derived from message-deliveries and report-deliveries to the MS across the MTS Delivery
Port, and is described in 6.4, Other information-bases are the inlog and the outlog, which are planned as
a future addendum to this part of ISO/IEC 10021. These extensions are outside the scope of the
corresponding CCITT Recommendation.

InformationBase :: = INTEGER {

stored-messages (0),

inlog (1),
——eutlog————————(2)}-{0—ub-information-bases)

6.3.2 Entries

Eath information-base is organized as a sequence of entries. An entry represents a single object {such
as fi delivered message) within the information-base.

Eath entry is identified by means of its sequence-number, unique within an information-base| and
generated by the MS as new entries are created. Within an information-base) the MS generates the
seiuence-numbers in ascending order without cycling, and they are never'ré-tsed.

SequenceNumber :: = INTEGER (0 .. ub-messages)

NO[E - For example, the MS may choose to allocate sequence-numbers by using the time to a sufficient granularity to ¢nsure
unigueness.

6.3.3 Attributes
6.3.3.1 Introduction
Anlentry consists of a set of attributes. This is.depicted in figure 2.

Eagh attribute provides a piece of information about, or derived from, the data to which the ¢ntry
cogresponds. One such piece of information is the sequence-number of the entry itself, and another is
thg creation-time.

Anl attribute consists of an _attribute-type, which identifies the class of information given iy an
attribute, and the correspending attribute-value(s), which are particular instances of that glass
appearing in the entry.

Attribute :: = SEQUENCE {
type AttributeType,
values _ ‘SEQUENCE SIZE (1.. ub-attribute-values) OF ANY --DEFINED BY type--}

NOTE - Thus,for example, in a delivered-message-entry (described in 6.4) the attribute-type could be the message's priorijy,and
a cqrresponding attribute-value could be urgent.

Alrattributes Tramrentry shattbeofdistimctattribute-types:

For some attribute-types, an attribute shall only contain a single attribute-value. Such an attribute-
type is said to be single-valued. For others, an attribute may contain one or more attribute-values,
all of the same ASN.1 data-type. Such an attribute-type is said to be multi-valued. Whether an
attribute-type is single-valued or multi-valued is stated when the attribute-type is defined (see
6.3.3.2).

15
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NOTE
whereg

6.3.3.

Some
natio
authg
other
when

A

Certdin general-plrpose attribute-types for the stored-messages information-base are defined in clay

11. §
gene

ENTRY Attribute Attribute oo e Attribute
~
1 ~ <
\ ~
~
\ ~
~
~
A ATTRIBUTE I
~
Attribute Attribute
Type Value(s)
- " -
- \
- - \
- N
-~ \
- ATTRIBUTE VALUE(S) \
- - \
Attribute Attribute Attribute

Value Value o o0 Value

Figure 2 - The Components of an entry
- Thus, for example, the attribute-type for the originator-name attribute (described in 11.2.28) is single-valu
s that for other-recipient-names (described in 11.2.29)is/multi-valued.

R Attribute-type

attribute-types will be internationally standardized. Other attribute-types will be defined
nal administrative authorities and private organizations. This implies that a number of separd
rities will be responsible for-assigning types in a way that ensures that each is distinct from
assigned types. This is accomplished by identifying each attribute-type with an object identifi
the attribute-type is.defined .

tributeType :: = OBJECTIDENTIFIER

ich attribute-types are known as general-attribute-types and attributes of these types
Fal-atteibutes.

6.3.3.

)d‘

by
te
b 11
er

|3 Attribute-values

Defining an attribute-type also involves specifying the ASN.1 data-type to which every value in such
attributes shall conform. The data-type of an attribute-value for the attribute-type is defined through
the object identifier for the attribute-type.

6.3.3.

4 Attribute-type definition and the ATTRIBUTE Macro

The definition of an attribute-type involves
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a) assigning an object identifier to the attribute-type:
b) indicating the ASN.1 data-type of an attribute-value;

¢) indicating whether an attribute of this attribute-type may have more than one value;

d) indicating whether an attribute of this attribute-type may be used for filtering using equality,
substrings, and/or ordering relations, see 8.1.2.

= |

he following ASN.1 macro is used to define an attribute-type. The formal definition of thus’mpcro is
iven in [ISO/IEC 9594-2 and is documented here as an aid to the reader.

1]

ATTRIBUTE MACRO =
BEGIN

TYPE NOTATION
VALUE NOTATION

AttributeSyntax
SyntaxChoice

Constraint
ConstraintAlternative
StringConstraint
SizeConstraint
SingleValue

Range
IntegerConstraint

AttributeSyntax Multivalued | empty
value (VALUE OBJECT IDENTIFIER)

“WITH ATTRIBUTE-SYNTAX" SyntaxChoice
value (ATTRIBUTE-SYNTAX) Constraint | type MatchTypes

“(" ConstraintAlternative )" | empty
StringConstraint | IntegerConstraint
“SIZE" (" SizeConstraint “). [eémpty
SingleValue | Range

value (INTEGER)

value (INTEGER) “.."value (INTEGER)
Range

MatchTypes = “MATCHES FOR"” Matches | empty
Matches = Match Matches | Match
Match = “EQUALITY"” | "SUBSTRINGS” | “ORDERING”
Multivalued = “SINGLE VALUE" | “MULTI VALUE" | empty
END
Tlhe correspondence between the parts of the definition, as listed above, and the various pieces|of the

jo]

otation introduced by'the ATTRIBUTE macro, is as follows:

a) MACRO value’ The object identifier which is used to identify an attribute.
b) Attributé-syntax: Notes which syntax-choice has been made.

¢} Syntax-choice: Notes whether the attribute is defined externally or internally. The syntay of all

the attributes defined in this part of ISO/IEC 10021 is defined internally, which means using the

1 : - ALt TR
CIHUILE LYy Pe (MLAWCIT L y PTO.

d) Multivalued: Denotes whether the attribute is single or multi-valued.

e) Match-types: Gives the data-type of the contents of the attribute, and describes whether the
attribute can be matched ("MATCHES FOR") for equality ("EQUALITY”), for substrings
("SUBSTRINGS”), and for an ordering relation "ORDERING”).

Matching for this part of ISO/IEC 10021 is restricted as follows:

17
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i)

EQUALITY is applicable to any attribute-syntax. The presented value shall conform to the

data-type of the attribute-syntax;

ii) SUBSTRING is applicable to any attribute-syntax with a string data type.The presented value
shall be a sequence ("SEQUENCE OF”), each of whose elements conforms to the data-type, and

iili) ORDERING is applicable to any attribute-syntax for which a rule can be defined that will
allow a presented value to be descrlbed as less than equal to, or greater than a target value. The

The r¢maining choices and parameters of the ATTRIBUTE macro are not used in this part.of ISO/IE

10021}

6.3.4

Altholigh entries in a single information-base are generally independent\of each other, the M

‘VIS uses thls for the I\TEGER and LTCTrme data types For UTCTlme the ordering)|i

chronological, not alphabetical.

Main-entries, parent-entries, and child-entries

information mode! allows such entries to be related to one another. One entry, a child-entry, may

the cHild of another. its parent-entry, in a tree-structured relationship.“An’ entry which is not a child-

entry|is termed a main-entry.

This relationship is recorded by means of two special general-attributes:

a) p
e

"

rent-sequence-number: This single-valued attribute‘gives the sequence-number of a chil
try ‘s parent-entry. It is absent from a main-entry;[ts definition is given in 11.2.30.

ild-sequence-numbers: This multi-valued attribute gives the sequence-numbers of all t

ild-entries of a parent-entry. It is absent‘from an entry which is not a parent-entry. [ts

ddfinition is givenin 11.2.1.

The apstract-operations of the MS abstract;service (see clause 8) act by default only on main-entrigs.

Some|may be directed to act on all entyies, both main-entries and child-entries. In particular, t

entry

NOTE

details[see 19.1 of ISO/TEC 10021-7to be represented by individual child-entries. The content general-attribute of the ma

and all its children and children “s children, etc, will also be deleted.

This concept allows, for example, that body-parts of an Interpersonal Message which contain a forwarded message (

C

[S

pbe

ne

ne

argument of a Delete abstract-operation (see 8.5) may only select main-entries, in which case the main-

for

entry ¥ill comprise the complete content, so the data representing that message body-part is logically present in more than dne

entry.

6.4

The §

Stored-messages

ored: ‘messages information base acts as a repository for information obtained from t

reports (dellvered report entmes) An entry in the stored -messages mformatlon base is created by
the MS when a message or report is delivered to the MS. For more details of these entries and how they
are generated, see clauses 11 and 15.

To draw information from the content of a message, the MS must know the content’s syntax and
semantics, as signaled via the content-type. In general, a particular instance of the MS has knowledge of

18
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zero or more content-types. When an MS encounters a message of whose content-type it has insufficient
knowledge, it is unable to generate any content-type-specific attributes in the message “s entry.

A delivered-message or an arriving notification may result in a main-entry and one or more levels of
child-entries. The one case defined by this part of ISO/IEC 10021 is when a non-delivery notification
contains a returned-content (the delivered-report entry is the main-entry and the returned-content is
its child-entry, known as a returned-content entry).

The rules for how a message content may be spht across several entries 1s specxﬁc to each content-type.

e nops e ding
chi|d- entrles are related. When such an attnbute is deﬁned it appears in the Internatmnal Standard
which defines the content-type itself. The synopsis-attribute is constructed by the MS.

NOTE - For Interpersonal Messaging (ISO/IEC 10021-7), nested IP-messages within an [P-message are each represented by a
chilg-entry. The ipm-synopsis attribute-type is an example of a content-specific synopsis-attribute-type.

An|important property of an entry in the stored-messages is its entry-statis” It is created|and
majntained by the MS. It can take the following values:

a) New The message has neither been listed by a UA nor has it been automatirally
processed by the MS.
b) Listed Information about the message has beer returned to the UA in either afList

abstract-operation or a Fetch abstractfoperation, but the message has nof yet
been completely processed.

¢) Processed Either a UA has "completely fetched” the message, or the MS has perfofmed
some auto-action on it. (Note:that some auto-actions result in the message Qeing
deleted). The exact definition of "completely fetched” is content-specific and is
defined in the corresponding content-specific International Standard.

The entry-status ofia (non-)delivery-notification becomes processed when the
delivered-reportcenvelope is retrieved.

The definition for entry-status isas follows;
EntryStatus :: = INTEGER{
new (0),
listed (1),
processed (2)}

6.5 Auto-actions

6.5|1 Introduction

Thissubclause defines a framework for the automatic actions (auto-actions) which may be registered

: £ AL
witntmeivror

An auto-action is an action that will occur automatically whenever the associated registration criteria
have been satisfied. The result of an action being invoked is visible externally to the MS. Auto-actions
are registered in the MS using the Register-MS abstract-operation (see 8.6).

Each class of auto-action is identified by means of an auto-action-type. Associated with the

registration of an auto-action, there is a corresponding auto-action-registration-parameter, which
are the parameters needed by the MS to perform the registered auto-action automatically. The
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registration of an auto-action requires the use of an auto-action-registration-identifier to identify
the particular registration.

AutoActionRegistration :: = SEQUENCE(

6.5.2

type AutoActionType,
registration-identifier [0] INTEGER(1..ub-per-auto-action) DEFAULT 1,
registration-parameter (1] ANY DEFINED BY type}

Auto-action-type

Some

by national administrative authorities and private organizations. This implies that a number

separ
from
with

>

Certd

all other assigned auto-action-types. This is accomplished by identifying each auto-action-ty
hn object identifier when the auto-action-type is defined .

utoActionType :: = OBJECT IDENTIFIER

in general-purpose auto-action-types are defined in clause 12. Such.auto-action-types 4

known as general-auto-action-types and auto-actions of these types as general-auto-actions.

6.5.3

Defin

Auto-action-registration-parameter

ing an auto-action-type also involves specifying the ASN\ data-type to which the auto-actig

regigtration-parameter shall conform. The data-type of\ah registration-parameter is defin

throy
6.5.4
The d
a) a

b)

P

The f]

»

gh the object identifier for the auto-action-type.
Auto-action-type definition and the AUTO-ACTION Macro
efinition of an auto-action-type involves

ssigning an object identifier to the auto-action-type;

ndicating the ASN.1 data-type of the auto-action-registration-parameter,

bllowing ASN.1 macro may (but need not be) used to define an auto-action-type

UTO-ACTION MACRO . =

EGIN
TYPE NOTATION = Registration
VALUE NOTATION = value (VALUE OBJECT IDENTIFIER)

Registration

“"REGISTRATION PARAMETER IS” type

auto-action-types will be internationally standardized. Other auto-action-types will be deﬁnled

of

ate authorities will be responsible for assigning types in a way that ensures that each is'distipct

pe

n-
ed

ErD

The correspondence between the parts of the definition, as listed above, and the various pieces of the
notation introduced by the AUTO-ACTION macro, is as follows:

a) Registration: gives the data-type of the registration parameters associated with an aute-action.

b) Value: the object identifier which is used to identify the auto-action.
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NOTE - No support is provided in the macro for defining the interaction (if any) between different registrations of the same (or
different) auto-actions.

6.6 Forwarding of messages

The MS-user makes use of the Message-submission abstract-operation and its parameters as defined in
8.2 of ISO/IEC 10021-4 to request that a message stored in the MS be explicitly forwarded to other users.

The forwarding-request parameter is defined using the EXTENSION macro defined in clause 9 of
IS VIEC 10021.4 as follows:

forwarding-request EXTENSION
SequenceNumber
CRITICAL FOR SUBMISSION
1= 36

If the SequenceNumber supplied does not match that of an entry in the stored-messages information-
bake, or matches an entry which is unsuitable for forwarding this is reported using the Inconsigtent-
refquest abstract-error of 8.2.2.7 of ISO/IEC 10021-4.
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7

7.1

Abstract-bind and abstract-unbind operations

Abstract-bind-operation

The MS-Bind abstract-bind-operation binds the Indirect-submission, Retrieval and Administration
Ports of the MS-user (consumer) to the MS (supplier). The initiator (of the MS-Bind) is the MS-user,
while the responder is the MS itself. MS-Bind is defined as follows:

7.1.1| Abstract-bind-argument

The gbstract-bind-argument parameters are used to identify, authenticate and set the securitly-
contekt for an MS ahstract-service-user. They also contain a set of restrictions for entries to be returnpd
as regult of a Fetch abstract-operation, and finally, a request to be informed of the auto-action-types,
attrifute-types and content-types supported by the MS.

The definition of these parameters is as follows:

1)

2)

3)

22

MSBind :: = ABSTRACT-BIND
TO {indirectSubmission[S], retrieval[S], administration[S]}

BIND
ARGUMENT MSBindArgument
RESULT MSBindResult

BIND-ERROR MSBindError

MSBindArgument :: = SET {

initiator-name ORAddressAndOrDirectoryName,
initiator-credentials {2] InitiatorCredentials,

security-context [3] IMPLICIT SecurityContext OPTIONAL,
fetch-restrictions [4] Restrictions OPTIONAL -- defaultis none--,

ms-configuration-request [S] BOOLEAN DEFAULT FALSE}

itiator-name (C): This argumeént contains the name of the initiator of the association and|is
pplied by the initiator. This argument is defined further in 8.1.1.1.1.1 of ISO/IEC 10021-4.

itiator-credentials (M):-This parameter contains the credentials of the initiator of the
sociation. It shall be generated by the initiator of the abstract-association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiafor
(dee ISO/IEC 9594:8).

Ifonly simplé-authentication is used, the initiator-credentials comprise a simple password.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-tokdn,
and;-optionally, an initiator-certificate. The initiator-bind-token and initiator-certificate 4
d 8 i1+t \ = ittt T MS-

differ from the initiator-credentials used in the MTS-bind as defined in 8.1.1.1.1.2 of ISO/IEC
10021-4.

Security-context (O): This parameter identifies the security-context that the initiator of the
abstract-association proposes to operate at. It is generated by the initiator of the abstract-
association. The security-context is defined further in 8.1.1.1.1.3 of ISO/IEC 10021-4.
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The security-context comprises one or more security-labels that define the sensitivity of
interactions that may occur between the MS abstract-service-user and the MS abstract-service for
the duration of the abstract-association, in line with the security-policy in force. The security-
context shall be one that is allowed by the registered user-security-labels of the MS abstract-
service-user and by the security-labels associated with the MS.

In the absence of this parameter, security-contexts are not established between the MS abstract-
service-user and the MS abstract-service, and the sensitivity of interactions that may occur between
the MS abstract-service-user and the MS abstract-service is at the discretion of the invoker of the

hat 4 0
apstractsCT vICeT

4)| Fetch-restrictions (O): This contains the restrictions on entries to be returned as result’ef’a Fetch
abstract-operation. The fetch-restrictions remain set until an abstract-unbind-operationis issued.

In the absence of this argument, the default is that no fetch-restrictions need to be(performed.
This argument consists of the following components:

Restrictions :: = SET {
allowed-content-types {0] SETSIZE(1 .. ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
--defaultis no restriction--,
allowed-EITs {11 MS-EITs OPTIONAL --default is no restriction--,
maximum-content-length  [2] ContentLength OPTIONAL --defaultis no restriction--}

a) Allowed-content-types (C): The content-types that the MS abstract-service-user is prepafted to
acc 'pt as result of a Fetch abstract-operation. Any 'message with a content-type other than the
ones specified will not be returned, but resultzin'an error, unless the Fetch abstract-opergation
has explicitly overridden the restriction.

In the absence of this component, the défault is that no fetch-restrictions on content-typeg need
to be performed.

b) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-uder is
prepared to accept as result;of a Fetch abstract-operation. If a message contains encpded-
information-types other than the ones specified, a filtering will take place so that disallowed EIT
parts are not returned-along with the text of the message. If the whole message consists of
disallowed EITs, an'error will be reported. No filtering will take place if the Fetch abstract-
operation has explicitly overridden the restriction.

$nridd
irse

MS-EITs = SET SIZE (1..ub-encoded-information-types) OF MS-EIT
MS-E{T: = OBJECTIDENTIFIER

In-the absence of this component, the default is that no fetch-restrictions on encpded-
information-types need to be performed.

o Maximum-contenttength (ST he maximmumreontent tengtirthat the- MSabstract-service -user
is prepared to accept as result of a Fetch abstract-operation. Any message with a content-
length exceeding the one specified will not be returned, but result in an error, unless the Fetch
abstract-operation has explicitly overridden the restriction.

In the absence of this component, the default is that no fetch-restrictions on content-length need
to be performed.
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5)

MS-configuration-request (C): The MS-configuration-request is requested to obtain
information relating to which auto-actions and optional attributes the MS provides support for.

In the absence of this component, the default is false which indicates that no such request is being
made.

7.1.2 Abstract-bind-result

The abstract-bind-result parameters are as follows:

1Y)

2)

3)

4)

5)

7.1.3| cAbstract-bind-errors

MSBindResult :: = SET {

responder-credentials [2] ResponderCredentials,

available-auto-actions [3] SET SiZE( 1 .. ub-auto-actions) OF AutoActionType OPTIONAL,
available-attribute-types  [4] SET SIZE( 1 .. ub-attributes-supported) OF AttributeType OPTIONAL,
alert-indication {S] BOOLEAN DEFAULT FALSE,

content-types-supported  [6] SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL}
Responder-credentials (M): This parameter contains the credentials\6f the responder of the
abstract-association. It shall be generated by the responder of the abstrdct-association.

The responder-credentials may be used by the initiator to alithenticate the identity of the
psponder (see ISO/IEC 9594-8).

=

If only simple-authentication is used, the responder-crédentials comprise a simple passwao
associated with the responder.

d

—

If strong-authentication is used, the responder:¢redentials comprise a responder-bind-token,
nd, optionally, a responder-certificate, bothlof which are generated by the responder of tfhe

stract-association. The responder-bind-teken and responder-certificate are defined further in
1.1.1.2.2 of ISO/IEC 10021-4.

—

vailable-auto-actions (C): Specifies;the set of all possible auto-actions that are supported by the
S (not just those requested by, \the MS abstract-service-user). Only present if an MS-
onfiguration-request is made:

vailable-attribute-types (C). Specifies the set of all optional attributes supported by the MS.
nly present if an MS-configuration-request is made.

lert-indication AC)”If true, then an alert condition has occurred since the last successful Aldrt-
indication.

ontent-types-supported (C): Specifies a set of object-identifiers that define the content-types that
the MS hasknowledge of. Only present if an MS-configuration-request is made.

There are two possible errors defined by the Retrieval Port, namely authentication-error and
unacceptable-security-context.

The definition of the errors is
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2 Abstract-unbind-operation
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MSBindError :: = ENUMERATED {
authentication-error (0),
unacceptable-security-context (1),
unable-to-establish-association (2]}

Authentication-error (C): This error reports that an abstract-association cannot be established
because the initiator's credentials are not acceptable or are improperly specified.

The authentication-error has no parameters.

Unacceptable-security-context (C): This error reports that the security-context proposed -y the
initiator of the abstract-association is unacceptable to the responder.

The unacceptable-security-context error has no parameters.

Unable-to-establish-association (C): This error reports that the responder) has rejecteg the
initiator ‘s attempt to establish an abstract-association.

The unable-to-establish-association error has no parameters.

The MS-Unbind abstract-unbind-operation closes the abstract<association. The issuing of an absjract-

ur
bi
op

bind-operation results in the relaxation of any fetch-restri¢tions that were specified in the abstract-
nd operation argument. There is not argument, result, or érror associated with the abstract-unbind-
eration.

MSUnbind :: = ABSTRACT-UNBIND
FROM {indirectSubmissionS], retrieval[S], administration[S]}
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8 Abstract-operations

This clause defines the following abstract-operations available at the Retrieval Port

a) Summarize;

b) List;
¢)| Fetch;
d) Delete;

e)| Register-MS;

| Alert.

The MS is the MS abstract-service-provider of each of these abstract-operations. For the formjal

definition of the Retrieval Port see 6.2.

The gbstract-operations may be performed asynchronously subject tothe following conditions. T

Deletp and Register-MS abstract-operations shall not be performed until all outstanding abstragt-

operalions have been completed. Additionally these abstract-operations are performed in the order
whicH they are invoked and are required to complete prior\to any other abstract-operations bei
performed. As a consequence of this and the fact that the List)and Fetch abstract-operations change t

statug of a message entry, the results of the Summarize, lsist and Fetch abstract-operations may be non-

deterministic.

8.1 Common Data-types used in abstract-opérations

This pubclause defines a number of common-data-types which are used in several of the abstrag

operations defined in the remainder of ¢lause 8. Many of the abstract-operations also make use
entrigs and attributes as defined in 6.3(

The cpmmon data-types defined irithis part of ISO/IEC 10021 are
a] Range;

b)y Filter;

c)| Selector;

d)] EntryInformation Selection;

e) (Entry Information.

e

Ias

in
g
he

-

8.1.1 Range
A range parameter is used to select a contiguous sequence of entries from an information-base.
Range :: = CHOICE {

sequence-number-range [0] NumberRange,
creation-time-range [1] TimeRange}
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NumberRange :: = SEQUENCE {
from [0] SequenceNumber OPTIONAL -- omitted means no lower bound--,
to [1] SequenceNumber OPTIONAL -- omitted means no upper bound--}

TimeRange :: = SEQUENCE {
from [0] CreationTime OPTIONAL -- omitted means no lower bound--,

to [1] CreationTime OPTIONAL -- omitted means no upper bound--}

CreationTime :: = UTCTime

Th
1)

2)
be

b components of range have the following meanings:

Sequence-number-range (C), and

selected. The sequence-number-range is given in terms of sequence-numbers;-and the crea

time-range is given in terms of creation-times. The creation-time of an entry is'the time at whic

MS
bu

generated the entry. The sequence-numbers of successive entries are always in ascending o

and time-range have the following meanings:

a) From (O): Thisisthe lower bound for the range.

In the absence of this component, the default is no lower.bogund, and the selection starts wit
earliest message (lowest sequence-number) in the information-base.

b) To (0): This is the upper bound for the range.

In the absence of this component, the default issho upper bound. and the selection finishes wit
latest message (highest sequence-numbei)in the information-base.

8.

8.

.2 Filters

2.1 Filter

A filter parameter applies a_té€st to a particular entry and is either satisfied or not by the entry
filfer is expressed in termg-of-assertions about the presence or value of certain attributes of the e

an

A

is satisfied if and on}y.if'it evaluates to true.

Filter :: = CHOICE {

item [0] Filteritem,

and [t] SETSIZE {1 ..ub-nested-filters) OF Filter,
or [2] SETSIZE (1.. ub-nested-filters) OF Filter,
not (3] Filter}

ilter is either a filter-item, or an expression involving simpler filters composed together usin

Creation-time-range (C): Both of these parameters identify the contiguous seqiénce of entries to

tion -
h the
rder,

several adjacent entries may have the same creation-time. The parameters of both number-range

h the

h the

The
ntry,

o the

logical operators and, or, and not.

Where the filter is

a) anitem,itistrueifandonly if the corresponding filter-item is true;
b) anand,itis true unless any of the filters in the SET are false;

NOTE- Thus, if there are no filters in the SET, the and evaluates to true.
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c) anor,itisfalse unless any of the filters in the SET are true;
NOTE - Thus, if there are no filters in the SET, the or evaluates to false.
d) anot,itistrueifandonly if the filter is false.
8.1.2.2 Filter-item

A filt
entrylunder test. Each such assertion is either true or false.

Filteritem :: = CHOICE {

equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type AttributeType,
strings SEQUENCE SIZE (1.. ub-attribute-values) OF CHOICE {
initial [0] ANY --DEFINED BY type--,
any [1] ANY --DEFINED BY type--,
final [2] ANY --DEFINED BY type--}},
greater-or-equal [2] AttributevalueAssertion,
less-or-equal [3] AttributeValueAssertion,
present [4] AttributeType,

approximate-match  [5] AttributeValueAssertion}
Every filter-item includes an attribute-type which identifies:the particular attribute concerned.

Any dssertion about the value of such an attribute is only evaluated if the attribute-type is defined, a
the pyirported attribute-value(s) are of the data-type.defined for attribute-values of that attribute.

Assentions about the value of an attribute are evaluated by matching the attribute for EQUALIT
SUBSTRINGS, and ORDERING, as definedin6.3.3.4.

Whene the filter-item asserts

2

b] substrings, it is true-if and only if there is a value of the attribute in which the specifi
substrings appear in the given order. The substrings shall be non-overlapping, and may (4
need not) be separated from the ends of the attribute-value and from one another by zero or mq
string eleménis.

the last'character in final, if present, shall match the last character in the attribute-value; an
ifipresent, may match any substring in the attribute-value;

equality, it is true if andonly if there is a value of the attribute which is equal to that asserted;

Y

The first character in initial, if present, shall match the first character in the attribute-valie;

Y,

any value of the attribute;

c) ~OF- Citistrue if an y if the retative ordering places the supplied value aiter

d) less-or-equal, it is true if and only if the relative ordering places the supplied value before any

value of the attribute;

e) present,itistrueifandonly if such an attribute is present in the entry;
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f) approximate-match, it istrue if and only if there is a value of the attribute which matches that
which is asserted by some locally-defined approximate matching algorithm (e.g. spelling
variations, phonetic match etc.) There are no specific guidelines for approximate matching in
this version of ISO/IEC 10021-5. If approximate matching is not supported, this FilterItem
should be treated as match for equality.

NOTE - If no matching rules are given in the attribute definition, this means that only the presence of the attribute can be tested in
a filter-item.

. Lo
8-*;2.8 *tt‘ lbutE-VH‘UE'aSBCI (249} ¢8

An attribute-value-assertion is a proposition, which may be true, false, or undefined, concerning the
v4lues of an entry. It involves an attribute-type and an attribute-value

AttributeValueAssertion :: = SEQUENCE {
type AttributeType,
value  ANY DEFINED BY type}

and is
a) undefined, if any of the following holds:
1) the attribute-type is not present in the entry,
2) the definition of the attribute-type cannot be matehed for equality or ordering,

3) the attribute-value does not conform to the data type of the attribute-values;

b) true, if the entry contains an attribute of that attribute-type, one of whose attribute-yalues
matches that attribute-value;

¢) false, otherwise.
8.1.3 Selector

Alselector parameter is used to select entries from an information-base. The selection operates in|three
stpges. Firstly, the total set of entries in the information-base may be restricted to particular contiguous
sdt by specifying its range. Seeondly, entries from within this set may be selected by specifying 4 filter
which the selected entry shall satisfy. Thirdly, a limit may be placed on the number of entries thus
selected; in this case, it is.those entries with the lowest sequence-numbers which are selected.

Selector :: = SET {

child-entriés [0] BOOLEAN DEFAULT FALSE,

range [1] Range OPTIONAL --defaultis unbounded--,

filter [2] Filter OPTIONAL -- default is all entries within the specified range--,

limit [3] INTEGER({1..ub-messages) OPTIONAL,

override [8] OverrideRestrictions OPTIONAL -- default is that any fetch-restrictions in force do apply-{}

The components ot selector have the following meanings:

1} Child-entries (O): If false, only main-entries are considered for selection. If true, both main-entries
and child-entries are considered for selection.

In the absence of this component, the default is only main-entries are considered.

2) Range (0): The abstract-syntax-notation of range is given in 8.1.1.
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In the absence of this component, the default is unbounded.
3) Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.
In the absence of this component, the default is all entries within the specified range.
4) Limit (O): This allows the specification of an upper limit on how many entries shall be selected.

In the absence of this component, all of the selected entries will be returned.

NIOTE - The primary role of the limit is to protect against huge results from an abstract-operation as a consequenceof. baldly
formulated selections. It can also be used to give back an exact number of information-sets to fit a particular output-device.

<
@)

verride (O): If an override of any of the fetch-restrictions is required, the g¢orresponding
mponent(s) of override-restrictions shall be present.

[x]

OverrideRestrictions :: = BIT STRING {
overrideContentTypesRestriction (0),
overrideEITsRestriction (10,
overrideContentLengthRestriction  (2)} (SIZE (1.. ub-information-bases))

o |

he bits of override-restrictions have the following meaning:

a) Override-content-types-restriction (M): This bit shall/be set to 1 if the content-types-
restriction shall be overridden.

If this bit is set to 0, the content-types-restrictions as specified in the abstract-bind-operation
will be applied.

b} Override-EITs-restriction (M): This bit‘shall be set to 1 if the EITs-restriction shall |be
overridden.

If this bit is set to 0, the EITs-restrictions as specified in the abstract-bind-operation will |be
applied.

¢] Override-content-length:restriction (M): This bit shall be set to 1 if the content-length-
restriction shall be oyerridden.

If this bit is set ta0,the content-length-restrictions as specified in the abstract-bind-operation
will be applied.

—

[

ﬂ: the absenceof override-restrictions, the default is that all the fetch-restrictions as specified in

e abstractsbind-operation will be applied.

o+

8.1.4| Entry-information-selection

An entry-information-selection parameter indicates what information from an entry is being
requested.

EntryinformationSelection :: = SET SIZE (0..ub-per-entry) OF AttributeSelection

An empty set indicates that information about the entry itself, rather than the attributes of the entry, is
being requested.
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AttributeSelection :: = SET {

type AttributeType,
from [0] INTEGER(1..ub-attribute-values) OPTIONAL -- used if type is multi valued --,
count [1] INTEGER(1 .. ub-attribute-values) OPTIONAL - used if type is multi valued --}

The components of attribute-selection have the following meaning:

1)

2)

3)

Type (M): This indicates the attribute-type of the attribute.

value to be returned. If it specifies a value beyond those present in the attribute, no valu
values starting at the first value are returned.

Count (0): When an attribute is multi-valued, this integer gives the number of values
returned. If there are less than count values present in the attribute, all values afe returned

as to how many values are returned.

8.1.5 Entry-information

Ar entry-information parameter conveys selected information from.an entry.

Entrylnformation :: = SEQUENCE {
sequence-number SequenceNumber,
attributes SET SIZE(1 .. ub-per-entry) OF Attribute OPTIONAL}

THe components of entry-information have the following meanings:

9]

Sequence-number (M): The sequence-number identifying the entry. See 6.3.2.2.

Attributes (0): The set of selected attributes from the entry. Where explicitly requested
partial-attribute-request, a selected attribute that is defined to be multi-valued may cont

information from the selected méssages is not requested, for example, when the MS abstract-se
user wants only the sequengce*numbers of the selected messages.

8.2 Summarize abstract-operation

THe Summarize abstract-operation returns summary counts of selected entries in an inform
balse. In additiom to“these summaries, a count of the entries selected, and their lowest and hi

ition of the first

S are

returned. This component may only be present if the attribute-type is multi-valued. If it is-Omjtted,

to be
| This

component may only be present if the attribute-type is multi-valued. If it is omitted, there is no[limit

by a
ain a

subset of all the attribute-values in'that attribute as stored in the entry. This parameter is abgent if

rvice-

htion-
ghest

sefiuence-numbers are also returned. Zero or more individual summaries may be requested.

The Summarize abstract-operation will only be successful when the information-base permits dccess
according-to the security-context and the enforced security-policy.

The-4 e stored-
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NOTE|- An example of the Summarize abstract-operation is giveninannex F.

8.2,1| Summarize-argument

The domponents of summarize-argument have the following meanings:

2)

3)

8.2.2| Summarize-result

Shoulld the request succeed, the summarize-result will be returned.

The domponents of summarize-result have the following meanings:

1)

2)

3)

32

Summarize :: = ABSTRACT-OPERATION
ARGUMENT SummarizeArgument
RESULT SummarizeResult
ERRORS {

AttributeError,
InvalidParametersError,
RangeError,
SecurityError,
SequenceNumberError,

————ServitetTTor}

SummarizeArgument :: = SET {

information-base-type [0] InformationBase DEFAULT stored-messages,
selector {1] Selector,
summary-requests [2] SEQUENCE SIZE(1..ub-summaries) OF AttributeType OPTIONAL

-- absent if no summaries are requested--}

| )

hformation-base-type (0): This specifies which information-base is addressed by the abstrg
peration. See 6.3.1.

=]

el

1 the absence of the information-base-type component, the default is stored-messages.

elector (M): This is a set of selection criteria to-determine which entries shall be summarized.
1.3.

o n

ummary-requests (O): This is the sequence of attribute-types for which summaries are request
his parameter is only present if a surimary is requested.

=)

SpmmarizeResult :: = SET{

next [0]C SequenceNumber OPTIONAL,
count [1]) INTEGER(0 .. ub-messages) -- of the entries selected--,
span [2] Span OPTIONAL -- of the entries selected, omitted if count is zero--,

summaries’ [3] SEQUENCE SIZE (1 .. ub-summaries) OF Summary OPTIONAL}

bee

Nex ~This iS returned in the case where the numbper of entries seie Wou v
if it were not for the limit specified in the selector. The component contains the sequence-number
the next entry that would have been selected.

Count (M): This is an integer giving the count of entries that matched the selection criteria.

ter
for

Span (C): This contains the lowest and highest sequence-numbers of the entries that matched the

selection criteria. [t is absent if there are no such entries.
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Span :: = SEQUENCE {
lowest [0] SequenceNumber,
highest [1] SequenceNumber}
The components of span have the following meanings:

a) Lowest (M): This is the starting-point for the span, given as a sequence-number. See 6.3.2.2.

b) Highest (M): This is the end-point for the span, given as a sequence-number. See 6.3.2.2.

4)) Summaries (C): One summary is returned for each summary-request. The summatrids are
returned in the order that they were requested.

Summary :: = SET{

absent [0] INTEGER (1..ub-messages)OPTIONAL --count of entries where the attribute is absent--,
present [1] SETSIZE(1.. ub-attribute-values) OF --one for each attribute value gresent--
SEQUENCE {

type AttributeType,
value ANY DEFINED BY type,
count  INTEGER(1..ub-messages)} OPTIONAL}

The components of summary have the following meanings:

a) Absent (C): A count of the entries that do not containjan attribute of the attribute-type spdcified
in the request. It is omitted if there are no such entries.

b) Present (C): A summary of the entries that contain an attribute of the attribute-type spetified,
broken down by the attribute-values actually.present. It is omitted if there are no such entrfies.

The components of present have the following meanings:
i) Type (M): The type of the attribute.
ii) Value (M): The attributes;value for which the count is given.

i1i) Count (M): A countof entries with this attribute-value.

RS

8.2.3 Summarize abstract-errors

Should the requestfail, one of the listed abstract-errors will be reported. The circumstances under which
tHe particular abstract-errors will be reported are defined in clause 9.

883 List'abstract-operation

The List abstract-operation is used to search a selected information-base for entries of interest and to
rdtGrn selected information from those entries.

The List abstract-operation will only be successful when the information-base permits access
according to the security-context and the enforced security-policy.

The information that may be selected for entries in an information-base may be restricted. For the
general-attributes in the stored-messages information-base, the restrictions are given in table 1.
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List :: = ABSTRACT-OPERATION
ARGUMENT ListArgument
RESULT ListResuit
ERRORS (

AttributeError,
InvalidParametersError,

Range€Error,
SecurityError,
SequenceNumberError,
ServiceError}
8.3.1 | List-argument
LiftArgument :: = SET {
information-base-type [0] informationBase DEFAULT stored-messages,
selector [1] Selector,
requested-attributes [3] EntryinformationSelection OPTIONAL}
The components of list-argument have the following meanings:
1) Information-base-type (0O): This specifies which information-base is) addressed by the abstragt-
o;[eration. See 6.3.1.
Iq the absence of the information-base-type component, thedefault is stored-messages.
2) Selector (M): This is a set of selection criteria to determine which entries shall be returned. See
8/J1.3.
3) Rlequested-attributes (O): This indicates what\information from the selected entries is to pe
rgturned in the result. See 8.1.4.
[flthis parameter is absent, the registered set of list-attribute-defaults is used. See 8.6.1 for mgre
ifformation on these defaults.
8.3.2| List-result
Should the request succeed, the list-result will be returned.
LiftResult :: = SET {
next [0] ~SequenceNumber OPTIONAL,
requested [417) 'SEQUENCE SIZE (1..ub-messages) OF Entrylnformation OPTIONAL --omitted if none found--}
The cpmponents.of list-result have the following meanings:
1) NextAC): This is returned in the case where the number of entries selected would have been greater
iflitwere not for the limit specified in the selector. The component contains the sequence-number for
t} L] IIUKL Ull‘bly t}ldt WUu}.d ;ld\’b" ‘IJb'Cll BC‘lCLtUd.

2) Requested (C): This conveys the requested entry-information, see 8.1.5, from each selected entry

34

(one or more), in ascending order of sequence-number. It is not present in the case that a search w
performed and no entry was selected.
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.3 Listabstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which
the particular abstract-errors will be reported are defined in clause 9.

8.4

Fetch abstract-operation

The Fetch abstract-operation is used to return selected information from a specific entry in an
information-base. Alternatively, it is used to return selected information from the first entry from

am

ong several entries of interest: in this case the sequence-numbers of the other selected entries are also

ret
the

Inf]
De

8.4

Th

1)

2)

urned. The Fetch abstract-operation will only be successful when information-bases permittg
security-context and the security-policy in force are requested.

brmation from an entry can be fetched several times, until the entry is explicitly deleted usin
ete abstract-operation.

Fetch :: = ABSTRACT-OPERATION
ARGUMENT FetchArgument
RESULY FetchResult
ERRORS {

AttributeError,
FetchRestrictionError,
InvalidParametersError,
Rangekrror,
SecurityError,
SequenceNumberError,
ServiceError}

1 Fetch-argument

FetchArgument :: = SET {

information-base-type [0] informationBase DEFAULT stored-messages,
item CHOICE{

search [1] Selector,

precise [2] SequenceNumber},
requested-attributes {31\ EntryinformationSelection OPTIONAL}

b components of fetch-argliment have the following meanings:

Information-base-type (0): This specifies which information-base is addressed by the abst
operation. See6.3/1.

In the absénce of the information-base-type component, the default is stored-messages.

Item>(M): One of the components described below shall be specified in order to determine W
entry to fetch.

d by

r the

ract-

hich

3)

a) Search (C): This is a selector specifying a set of entries of which the one with the lo
sequence-number is the entry to be fetched, see 8.1.3.

b) Precise {C): This is the sequence-number of the entry to be fetched. See 6.3.2.2.

west

Requested-attributes (O): This indicates what information from the selected entry is to be

returned in the result, see 8.1 4.
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If this parameter is absent, the registered set of fetch-attribute-defaults is used. See 8.6.1 for more

information on these defaults.

8.4.2 Fetch-result

Should the request succeed, the fetch-result will be returned.

The cpmponents of fetch-result have the following meanings:

2)

3)

8.4.3| Fetch abstract-errors

Should the request fail, one of the listed abstract-errorswill be reported. The circumstances under whi
the particular abstract-errors will be reported are defined in clause 9.

8.5

The Delete abstract-operation is used to'delete selected entries from an information-base. A ma
entryland all its dependent child-entri€s may only be deleted together. This is achieved by specifying jus
the main-entry as an argument. The Delete abstract-operation will only be successful when operating
those|information-bases permitted:by the security-context and the security-policy in force.

For specific information-bases;’there may be restrictions on which entries may be deleted. In additi
content specific actions qnay be taken as defined in the corresponding International Standard whil
defings the content-type\For the stored-messages, no entry may be deleted if its entry-status, see 6.4 )1
new,

36

FetchResult :: = SET {

entry-information [0] Entryinformation OPTIONAL --if an entry was selected--,
next [2] SequenceNumber OPTIONAL}

Entry-information (C): This is a set of attributes from one entry as requested in théjargument. S
8/1.5. It is not present in the case that a search was performed and no entry was selected.

Liist (C): This is returned in the case that a search was performed and more than one entry was fou
fuyrther entries.
Next (C): This is returned in the case where the number of entries;selected would have been great

if|it were not for the limit specified in the selector. The componént contains the sequence-number f
the next entry that would have been selected.

Delete abstract-operation

o

blete :: = ABSTRACT-OPERATION
ARGUMENT DeleteArgument
RESULT DeleteResult
ERRORS {

that matched the search selector. The list gives the sequence-numbers, in‘\astending order, of thds

Deletetrror,
InvalidParametersError,
RangeError,
SecurityError,
SequenceNumberkrror,
ServiceError}
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8.5.1 Delete-argument

DeleteArgument :: = SET {

information-base-type [0] iInformationBase DEFAULT stored-messages,
items CHOICE {
selector [1] Selector
sequence-numbers [2] SETSIZE(1..ub-messages) OF SequenceNumber}}

The components of delete-argument have the following meanings:

1] Information-base-type (O): This specifies which information-base is addressed by the-abstract-
operation. See 6.3.1.

In the absence of the information-base-type component, the default is stored-mesgsages.

2] Items (M): One of the components described below shall be specified in orderto determine which
entries to delete.

a) Selector (C): See 8.1.3.

b) Sequence-numbers (C): An unordered list of sequence-numbers. See 6.3.2.2.
815.2 Delete-result

Should the request succeed, the delete-result will be returnéd. There are no parameters.
DeleteResult :: = NULL

8{5.3 Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which
the particular abstract-errors will be reported are defined in clause 9.

86 Register-MS abstract-operation
The Register-MS abstract-operation is used to register or deregister various information with the YIS:
a) auto-actions;

b) default listpfattribute-types;
¢) new credentials;

d) new’set of user-security-labels.

Register-MS :: = ABSTRACT-OPERATION
ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {

AttributeError,
AutoActionRequestError,
InvalidParametersError,
SecurityError,
ServiceError}
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8.6.1 Register-MS-argument

Register-MSArgument :: = SET {

auto-action-registrations [0] SET SIZE (1.. ub-auto-registrations) OF AutoActionRegistration OPTIONAL,
auto-action-deregistrations [1] SET SIZE (1.. ub-auto-registrations) OF AutoActionDeregistration

OPTIONAL,
list-attribute-defaults [2] SET SIZE (1. ub-default-registrations) OF AttributeType OPTIONAL,
fetch-attribute-defaults [3] SETSIZE (1 .. ub-default-registrations) OF AttributeType OPTIONAL,
change-credentials [8] SEQUENCE {

new-credentials {11 IMPLICIT Credentials} OPTIONAL

-- same CHQICE as for old-credentials --,

user-security-labels [S] SETSIZE (1 .. ub-labels-and-redirections) OF SecuritylLabel OPTIONAL}

The cpmponents of register-MS-argument have the following meanings:

1)

3)

5)

38

Aluto-action-registrations (0): This is a set of auto-action-registration, see*6.5.1, one for ea
apito-action to be registered. The new auto-action-registration-parameter supersedes a

Aluto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each au
tion to be deregistered. Any auto-action with registration-identifier and auto-action-ty
atching those in an auto-action-deregistration is deregistered.

5o

AutoActionDeregistration ::= AutoActionRegistration
(WITH COMPONENTS.{". . ., registration-parameter ABSENT})

—

1t the absence of auto-action-deregistrations) the default is that no registered auto-actions a
eregistered.

Q.

List-attribute-defaults (0): This specifies a default set of attribute-types to indicate whi

ekl )

riformation-selection argument is absent.

—

11 the absence of list-attribute-defaults, the default is that there is no change to the register
default (if any). The list-attribute-defaults are the empty set until explicitly changed by the M
user via the Register/MS/abstract-operation.

Fetch-attribute-defaults (O): This specifies a default set of attribute-types to indicate whi
aftributes should be returned for any subsequent Fetch abstract-operation if the entry-informatig
sglection argiiment is absent.

In the absence of fetch-attribute-defaults, the default is that there is no change to the registen
default (if any). The fetch-attribute-defaults are the empty set until explicitly changed by the M

previously registered auto-action (if any) with that registration-identifierand auto-action-type

Ir} the absence of auto-action-registrations, the default is that no new-duto-actions are registered.

tributes should be returned for(any subsequent List or Alert abstract-operation if the entyy-

ch

o-

ch

<

ed
S

ed
S.

user viz the Register-MSabstract-operatiom:
Change-credentials (O): The old and new credentials if a change-credentials is requested.

The old-credentials are the end user's current credentials, and the new-credentials are t
credentials the end user would like to change to.

he

In the absence of this argument, the default is that previously registered credentials remain

unchanged.
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The credentials of the MS-user may differ from the initiator-credentials detailed in 8.1.1.1.1
ISO/IEC 10021-4.

.2 of

6) User-security-labels (O): This contains the security-label(s) of the MS abstract-service-user, if

8.6.

Sholld the request succeed, the register-MS-result will be returned. There are no parameters.

8.6.

Sholuld the request fail, one of the listed abstract-errors will be réported. The circumstances under w

the

8.7

The| Alert abstract-operation enables the MS abstract-service-provider to immediately inform the

abs

seldction criteria of one of the auto-alert-registrations, see 12.2, previously supplied using a Regis

MS

The| Alert abstract-operation may be)nvoked during an existing abstract-association initiated by

CA

Entfries matching the selection ¢riteria which have been created between abstract-associations wi

ind

abstract-operation will'be invoked for these entries. See clause 7.

The Alert abstract-operation will only be successful when the information-base permits ac

acc

8.7.

they are to be changed. It may be generated by the MS abstract-service-user.

In the absence of this argument, the user-security-labels remain unchanged.

-

way if a secure link is employed. Other local means of changing the user-security-labels in aSe
manner may be provided. User-security-labels is defined in 8.4.1.1.1.7 of ISO/IEC 10021-4:

Security-label is defined in clause 9 of [SO/IEC 10021-4.

B Register-MS-result

Register-MSResult :: = NULL

3 Register-MS abstract-errors

particular abstract-errors will be reported are defined inclause 9.

Alert abstract-operation

ract-service-user of a new entry having beén entered into the MS, whose attributes match

abstract-operation, see 8.6.

and only as a result of new entriescreated after the establishment of the abstract-association.

cated in the result of the next abstract-bind-operation for the abstract-association. No A

rding to the Seeurity-context and the enforced security-policy.

Alert :: =-ABSTRACT-OPERATION
ARGUMENT AlertArgument
RESULT AlertResult

this
Pure

hich

MS
the
ter-

the

| be
lert

Less

————— L
LRRUVURS L

SecurityError}

1 Alert-argument

AlertArgument :: = SET (
alert-registration-identifier [0] INTEGER{1.. ub-auto-actions),
new-entry [2] Entryinformation OPTIONAL}
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The components of the alert-argument have the following meanings:

1) Alert-registration-identifier (M): Identifies which of the auto-alert-registrations resulted in the
alert, see 6.4 and 12.2.

2) New-entry (0): This conveys the information from the new entry which was requested in the auto-

alert-registration-parameter, see 12.2. It is absent when the MS abstract-service-user did not
specify an auto-alert-registration-parameter.

8.7.i|—A-leu»eeu!t
Shoulld the request succeed, the alert-result will be returned.

AlertResult :: = NULL

8.7.3] Alert abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which
the particular abstract-errors will be reported are defined in clause 9.
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9 Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operations at the
Retrieval Port:

a) AttributeError;

b) AutoActionRequestError;

¢) DeleteError;

d) FetchRestrictionError;
e) InvalidParametersError;
f) RangeError;

g) SecurityError;

h) SequenceNumberError;
i) ServiceError.

9l Error precedence

The performer of an abstract-operation is not required to continue processing the message beyond the
pdint at which an error has been detected. This allows an implementation to choose whether to corjtinue

tHe processing of errors.

NOTE - An implication of this rule is that the first.efror encountered may differ for repeated instances of the same ajstract.
operation, as there is not necessarily a specific logieal order in which to process it.

9.2 Attribute-error

Ah Attribute-error reportsian attribute related problem.

AttributeError :: = ABSTRACT-ERROR
PARAMETER SET{
problems{0] SET SIZE (1.. ub-per-entry) OF SET {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] ANY DEFINED BY type OPTIONAL}}

AttributeProblem ::= INTEGER{
——invalid-attribute-value {9
A" AN mm A-2 A=A Vi
unavailable-attribute-type (1),
inappropriate-matching (2).
attribute-type-not-subscribed  (3),
inappropriate-for-operation (4)} (0 .. ub-error-reasons)

The parameter has the following meaning:

41
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1)

9.3

An Atyito-action-request-error reports a problem related to registration of an auto-action.

The p

1)

42

Problems (M): The particular problems encountered. Any numbers of individual problems may be
indicated, each problem being accompanied by an indication of the attribute-type, and, if necessary
to avoid ambiguity, the value which caused the problem:

a)

b)

Invalid-attribute-value (C): A purported attribute-value specified as an argument of the
abstract-operation does not conform to the data-type defined for the attribute-type concerned.

Unavailable-attribute-type (C): A purported attribute-type used as an argument of the
abstract-operation is not one of those which is supported by the MS abstract-service-provider. If

+

c)

AygtoActionRequestError :: = ABSTRACT-ERROR

AygtoActionRequestProblem :: = INTEGER [

a)

hrameter has the following meaning:

Problems (M); The particular problems encountered. Any numbers of individual problems may be
indicated, each<roblem being accompanied by an indication of the auto-action-type which caused
the problent:

MO bt 4 H HA | H Llo ¢ +—tlo 41 b 'y balit d
IC VO aUSUI QLT=SCT VILT= T OV IUT T TS auUTC U LAl T y U LITC URpCT auiuir alTy wdy , TU IS5 IO PpruTIiiiurte

from doing so.

Inappropriate-matching (C): The filter contains a filter-item in which an attribute s matched
using an operation (equality, ordering, or substrings) that is not defined for that attribute.

Attribute-type-not-subscribed (C): An attribute-type used as an argumentyof the abstraqt-
operation is not one of those to which the MS abstract-service-user has subscribed.

NOTE - A change of the subscription is not necessarily reflected in the attributes presentin’an entry created before the

change.

Inappropiate-for-operation (C): An attribute-type used ag~an argument of the abstradt-
operation is unsuitable for its required use.

Auto-action-request-error

PARAMETER SET(
problems[0] SET SIZE (1..ub-auto-registrations) OF SET {
problem [0] AutoActionRequestProblem,
type [1] AutoActionType}}

unavailable-auto-action-type (0),
auto-action-type-not-subscribed {1)} (0 .. ub-error-reasons)

-~

Unavailable-auto-action-type: An auto-action-type used as an argument of the abstraqt-
operation is not one of those which is supported by the MS abstract-service-provider.

b)

Action-type-not-subscribed: An action-type used as an argument of the abstract-operation is
not one of those to which the MS abstract-service-user has subscribed.
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Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries from an information-base.

Thd

1)

Al
abs

Th

DeleteError :: = ABSTRACT-ERROR

PARAMETER SET({
problems{0] SET SIZE (1..ub-messages) OF SET {
probiem [0] DeleteProblem,
sequence-number [1] SequenceNumber}}

a)

b)

DeleteProblem 1= INTEGER {
child-entry-specified (0),
delete-restriction-problem (1)} (0 .. ub-error-reasons)
parameter has the following meaning:

FetchRestrictionError :: = ABSTRACT-ERROR

FetchRestrictionProblem ::= INTEGER {
content-typé-problem (1),
eit-problem (2),

b parameter has the following meaning:

Problems (M): The particular problems encountered. Any number of individual problems maly be
indicated, each problem being accompanied by an indication of the sequetce-number of the entry
which caused the problem:

Child-entry-specified: An attempt has been made to delete a child-entry.

Delete-restriction-problem: An attempt has been madedo violate a restriction specified fof the
Delete abstract-operation (see 8.5).

Fetch-restriction-error

Fetch-restriction-error reports an attempt tow%iolate a restriction associated with the Fletch
tract-operation.

PARAMETER SET(
problems[0] SET SIZE {1..ub-defadlt-registrations) OF SET {

problem [3] FetchRestrictionProblem,
restriction CHOICE {
content-type [0] ContentType,
eit [1] MS-EITs,

content-length [2] Contentlength}}}

content-length-problem (3} (0 .. ub-error-reasons)

1)

o 1.3 AL okl s 1 + : LI | 1.1
Probtems M~ Fhe particutar probremsercoumntered Ay ramber-of Trdividuat-problems—may be

indicated, each problem being accompanied by an indication of the offending content-type, encoded-
information-type or content-length which caused the problem:

a)

b)

Content-type-problem (C): The content-type of the message being fetched is disallowed by the
fetch-restrictions currently in force.

Eit-problem (C) : The encoded-information-types requested in the Fetch abstract-operation are
disallowed by the fetch-restrictions currently in force.
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that allowed by the fetch-restrictions currently in force.

Invalid-parameters-error

Content-length-problem (C): The content-length of the message being fetched is longer than

An Invalid-parameters-error reports a semantic problem in the set of parameters received. This error
would be used, for example, to report that an optional parameter was present in the wrong context, or to
report that a value for one of the parameters is inappropriate.

This|error has no parameters.

9.7

A Rpnge-error reports a problem related to the limit specified in a selector{ as an argument to
abstract-operation.

The

9.8

A Security-error reports thdt the requested abstract-operation cannot be provided because it wd

viol

9.9

AS
toa

InvalidParametersError :: = ABSTRACT-ERROR
PARAMETER NULL

Range-error

RangeError :: = ABSTRACT-ERROR
PARAMETER SET{
problem [0] RangeProblem}

RangeProbiem ;= INTEGER {
reversed (0)} (0 .. ub-error-reasons)
parameter has the following meaning:

problems (M): The particular problems encountered

a) Reversed (C): The upper bound irndicated a sequence-number or creation-time before t
indicated by the lower bound.

Security-error

ate the security-policy in'force. This error is defined in ISO/IEC 10021-4.
Sequence-numbper-error

IquenceNumberError reports a problem related to the sequence-number specified in an argum
abstract-operation.

bequenceNumberError :: = ABSTRACT-ERROR
PARAMETER SET(

an

hat

uld

ent

———problems{H—SEFSIZE{ub-messages}or Sl f-fm — — ———————————————————
problem [0] SequenceNumberProblem,
sequence-number [1] SequenceNumber}}

SequenceNumberProblem ::= INTEGER {
no-such-entry (0)} (0 .. ub-error-reasons)

The parameter has the following meaning:
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1) Problems (M): The particular problems encountered. Any numbers of individual problems may be
indicated, each problem being accompanied by an indication of the sequence-numbers which caused

the problem:

a) No-such-entry: The sequence-number supplied does not match that of any entry in the

information-base.

9.10 Service-error

Ac 2 + lotadta tha me raan-abtho-cariia
WIJOUL VAILTTCL T UL lCPUl Lo AQAIl CIITVI T UIAUVUMW VU UVILIU ..ILUVADLUII VI VIV JCLI VIUVG.

The parameter has the following meaning:

1)

ServiceError :: = ABSTRACT-ERROR
PARAMETER SET[
problem [0] ServiceProblem}

ServiceProblem :: = INTEGER {
busy (0),

unavailable (1),
unwilling-to-perform  (2)} (0 .. ub-error-reasons)

Problem (M): The particular problem encountered:

a) Busy (C): The MS, or some part of it, is presently too busy to perform the requested abg
operation, but may be able to do so after a short while.

b) Unavailable (C): The MS, or some part of it,is presently unavailable.

¢) Unwilling-to-perform (C): The MS is<iot prepared to execute this request, because it
lead to excessive consumption of resources.

tract-

would
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Section three - General-attribute-types and general-auto-action-types

10 Overview

The MS information-model and the attribute and auto-action concepts were introduced in 6.3.3 and
6.5. Clause 11 defines the general-attribute-types which are specified for MS. Clause 12 defines the

general-auto-aetion-types-which-arespeeified-for MS:

11 General-attribute-types

The general-attribute-types are valid for all message content-types. Other attribute<types, which aye
content-specific, are defined in their respective International Standards, e.g."the IPMS-specific
attribute-types for MS are defined in Annex C of ISO/IEC 10021-7.
11.1 | General-attribute-types overview

The general-attributes that may occur in a stored-messages information-base entry are listed in Talyle
1. They are constructed mainly from the parameter information from the MessageDelivery and
RepontDelivery abstract-operations of the MTS abstract-service ds defined in clause 8 of ISO/IEC 10021-
4, and such attributes are correspondingly named. Some general-attributes are generated, and some|of
thesefalso maintained, by the MS.

Table|1 defines the various general-attributes and defines the following for each attribute type :
- | whether the attribute-type is single-valued'or multi-valued;

- | whether or not support by the MS and'the accessing UA is mandatory or optional;

- | whether the attribute-type is @lways present, conditionally present, or absent in a deliverdd-
message entry, a delivered-report entry, or a returned-content entry respectively;

-| whether or not the attribute-type can be returned in a List or an Alert abstract-operation;
- | whether or not the attribute-type may be used in a Summarize abstract-operation.
NOTE - Only fot sirriple ASN.1 data-types.

For a|more detailéd description of the classifications in table 1 refer to the conventions in 5.2.

tional™attribute-type is only supported by an MS if the support of that attribute-type hlas
succepsfully been subscribed to (which implies that the MS and the accessing UA supports that
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Table 1 - General-attribute-types for the Stored-messages (Part 1 of 3)

Single/ | Support | Presence | Presence | Presence | Available | Available
multi level by in in in for for
Attribute-type name valued | MSand |delivered | delivered | returned- List, Summa-
access | message report content Alert rize
UA entry entry entry
M
Child-sequence-
numbers M M C C C Y N
Content S M - N N
Content-confidentiality-
algorithm-identifier S 0 C - - Y N
Content-correlator S 0 C < Y N
Content-identifier S 0 C Y N|
Content-integrity-check S 0 - - Y N
Content-length S 0] > P Y N
Content-returned S 0 - - Y Y
Content-type S M P C Y Y
Conversion-with-loss-
prohibited S 0 C - Y N
Converted-EITs M O C - - Y N|
Creation-time S M P P P Y N|
Delivered-EITs M 0 P - Y N|
Delivery-flags S 0 P - - Y N|
DL-expansion-history: M 0 C C - Y N
Entry-status S M P p P Y Y|
Entry-type S M P P Y Y]
Intended<recipient-
name S 0 C - - Y N|
Message-delivery-
envelope S M P - N N
Message-delivery-
identifier S 0] P - - Y N
Message-delivery-time S 0] P - N
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Table 1 - General-attribute-types for the Stored-messages (Part 2 of 3)

Single/ | Support | Presence | Presence | Presence | Available | Available
multi level by in in in for for
Attribute-type name valued | MSand |delivered } delivered |returned-| List, Summa-
access message report content Alert rize
UA entry entry entry
Message-origin-
authentication-check S O C - - Y N
Message-security-label S 0 C C N
Message-submission-
time S 0O P - - Y N
Message-token S 0] C - - Y N
Original-EITs M 0 C C ~ Y N
Originator-certificate S 0 C - - Y N
Originator-name S 0] P - - Y N
Other-recipient-names M 0] C S - Y N
Parent-sequence-
number S M C - P Y N
Per-recipient-report-
delivery-fields M M - p - Y N
Priority S 0 P - - Y Y
Proof-of-delivery-
request S 0 C - - Y N
Redirection-history M 0 C - - Y N
Report-delivery-
envelope S M - P - N N
Reporting-DL-name S 0O - C - Y N
Reporting-MTA-
certificate S o) - C - Y N
Report-origin-
authentication-check S 0 C Y
Security-classification S 0 Y
Sequence-number S M P P P Y N
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Table 1 - General-attribute-types for the Stored-messages (Part 3 of 3)

Single/ } Support | Presence | Presence | Presence | Available | Available
multi level by in in in for for
Attribute-type name valued | MS and ] delivered ] delivered | returned- List, Summa-
access message report content Alert rize
UA entry entry entry
Subject-submission-
identifier S M - P - Y N
This-recipient-name S 0] P - - Y N

11.2  Description of the general-attribute-types

The following subclauses contain a short description of each general-attribute;type together with its

abdtract-syntax using the ATTRIBUTE macro described in 6.3.

It dhould be noted that some general-attributes are used primarily.fop filtering and listing purposes
whiile others can contain more complex (further structured ASN.1 data-types) and potentlally

volluminous information. Only a few general-attributes are suitablefor summaries.

11.2.1 Child-sequence-numbers

This general-attribute, which is multi-valued, contains one or more "pointers” to the next level of dhild-
enflries, if such exist. It is generated by the MS. It is present in a parent-entry that has one or more dhild-

enfries associated with it. It is absent in an entry without child-entries.

ms-child-sequence-numbers ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SequenceNumber
MULTIVALUE
1 = id-att-child-sequence-numbers

11J2.2 Content

This general-attribute contains the complete content of a message as delivered by the MessageDeljvery
absgtract-operation or as\a’returned-content by the ReportDelivery abstract-operation. For more dgtails

sed 8.2.1.1.1.37and 83:1.2.1.14 of ISO/IEC 10021-4.

ms-content ATTRIBUTE
WITH-ATTRIBUTE-SYNTAX Content
SINGLE'VALUE
\='id-att-content

1109 ¢ fdentialitv-aleorithmidentif

This general attribute contains the algorithm-identifier used by the originator of the message to
encrypt the message content. It may be zenerated by the originator of the message. For further details

see 8.5.10 of ISO/IEC 10021-4.
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mt-content-confidentiality-algorithm-identifier ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Algorithmlidentifier
SINGLE VALUE
11 = id-att-content-confidentiality-algorithm-identifier

11.2.4 Content-correlator

This general-attribute contains information to enable correlation of the content of the message. It may
be generated by the originating UA. For more details see 8.2.1.1.1.36 of ISO/IEC 10021-4.

rr]t-content-correlator ATTRIBUTE

11.2.3 Content-identifier

WITH ATTRIBUTE-SYNTAX ContentCorrelator
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-content-correlator

This general-attribute contains an identifier for the content of the message. [t\may be generated by the
originating UA. For more details see 8.2.1.1.1.35 of ISO/IEC 10021-4.
mt-content-identifier ATTRIBUTE
WITH ATTRIBUTE-SYNTAX Contentldentifier
MATCHES FOR EQUALITY
SINGLE VALUE
1 = id-att-content-identifier
11.2.¢ Content-integrity-check
This general attribute provides the recipient(s) of the message with a means of validating that the
message content has not been modified. It may be generated by the originator of the message and mpy
specify a different value for each recipient of the message. For further details see 8.2.1.1.28 of ISO/IEC
10021-4.
mtt-content-integrity-check ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ContentintegrityCheck
SINGLE VALUE
:: = id-att-content-integrity-check
11.2.7 Content-length
This general-attribute gives the length of the content, in octets, of a message as delivered by the
MessageDelivery abstract-operation or of a returned-content (if any) notified by the ReportDelivdry
abstract-operation. Where there is no such returned-content, this attribute is absent. [t is generated by
the MS.
ms-content-length ATTRIBUTE
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WITH ATTRIBUTE-SYNTAX ContentLength
MATCHES FOR ORDERING

SINGLE VALUE

1 = id-att-content-length
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11.2.8 Content-returned

This general-attribute indicates whether a content has been returned in the ReportDelivery abstract-
operation. It is generated by the MS.

ms-content-returned ATTRIBUTE
WITH ATTRIBUTE-SYNTAX BOOLEAN
MATCHES FOR EQUALITY
SINGLE VALUE

J—

|.2.9 Content-type

—

his general-attribute is generated from the content-type in the MessageDelivery or ReportDdlivery
abstract-operation. See als0 8.2.1.1.1.34 of ISO/IEC 10021-4.

mt-content-type ATTRIBUTE
WITH ATTRIBUTE-SYNTAX OBJECT IDENTIFIER
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-content-type

[

.2.10 Conversion-with-loss-prohibited

This general-attribute contains information about whether conversion with loss of informatioh was
lowed or prohibited. For further details see 8.2.1.1.1.10 ofISO/IEC 10021-4.

[o¥]

mt-conversion-with-loss-prohibited ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ConversionWithLossProhibited
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-conversion-with-loss-prohibited

11.2.11 Converted-EITs

This general-attribute, which.is'multi-valued, identifies the encoded-information-types of the cntent
after conversion, as indicated by MessageDelivery or ReportDelivery abstract-operation. It is generated
by the MS. It is absent if\no conversion took place. For more details see 8.3.1.1.1.8 and 8.3.1.21.5 of
[SO/IEC 10021-4.

ms-converted-EITs ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MS-EIT
MATCHES FOR EQUALITY
MULTI VALUE
v== id-att-converted-EiTs

. .
1232 Creation—ftime
= oreation—tHne

This general-attribute gives the time when the entry was created in the MS. It is generated by the MS,
For more details see 6.3.2.

NOTE - Two or more consecutive entries may have the same creation-time.
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ms-creation-time ATTRIBUTE

11.2.13

This ge
the me

11.2{14

imp

11.2115

Thig general-attribute, which is multi-valuéd;’is used to show the history of distribution-list expans
It cgntains one or more distribution-list-i@ames used during the expansion process. [t is absent if
delivery to this recipient did not ingolve any expansion of a distribution-list. For more details

8.3.1.1.

11.2116

WITH ATTRIBUTE-SYNTAX CreationTime
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE

:: = id-att-creation-time

Delivered-EITs

neral-attribute, which is multi-valued, identifies the encoded-information-types in the content of

e ( 278 gene 20 D 4| (] a eq_Oon anksy [ On_ano ne

the convered-EITs in the MessageDelivery abstract-operation.

ms-delivered-EITs ATTRIBUTE

WITH ATTRIBUTE-SYNTAX MS-EIT
MATCHES FOR EQUALITY
MULTIVALUE

11 = id-att-delivered-EiTs

Delivery-flags

mt-delivery-flags ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Deliveryflags
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-delivery-flags

DL-expansion-history

1.7 of ISO/IEC 10021-4.

mt-dl-expansion-history ATTRIBUTE

WITH ATTRIBUTE-SYNTAX-DLExpansionHistory
MULTIVALUE
:: = id-att-di-expansion-history

Entry-status

This‘I general-attribute contains information of the delivery. Presently;7it is only used for indicating
icit-conversion of the content. For more details see 8.2.1.1.1.9 of ISO/IEC 10021-4.

nd

on.
the
see

Thiq general-attribute contains the current status of an entry in the stored-messages information-base.

Itisjere

ated and maintained by the MS. For more details see 6.4.

ms-entry-status ATTRIBUTE
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WITH ATTRIBUTE-SYNTAX EntryStatus
MATCHES FOR EQUALITY

SINGLE VALUE

1 = id-att-entry-status
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11.2.17 Entry-type

This general-attribute contains information about whether an entry concerns a delivered message or a
delivered report. It is generated by the MS.

ms-entry-type ATTRIBUTE
WITH ATTRIBUTE-SYNTAX EntryType

MATCHES FOR EQUALITY
SINGLE VALUE
EntryType :: = INTEGER {
delivered-message (0).
delivered-report (1),
returned-content (2) (0..ub-entry-types)}

1142.18 Intended-recipient-name

Thiis general-attribute contains the O/R-name of the originally intended reeipient if the message has
be¢n redirected, with each value representing one redirection. For more details see 8.3.1.1.1/4 of
ISQ/IEC 10021-4.

mt-intended-recipient-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY

SINGLE VALUE

:: = id-att-intended-recipient-name

11{2.19 Message-delivery-envelope

Thfis general-attribute contains the completesmessage-delivery-envelope of a message as delivered by
the¢ MessageDelivery abstract-operation, For more details see clause 9 of [SO/IEC 10021-4.

mt-message-delivery-envelope ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageDeliveryEnvelope
SINGLE VALUE

Efg 1 = id-att-message-delivery‘envelope

1112.20 Message-delivery-identifier

THis general-attfibute contains the message-delivery-identifier from the MessageDelivery absjract-
opgration. Forurore details see 8.3.1.1.1.1 of [SO/IEC 10021-4.

mt-message-delivery-identifier ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageDeliveryldentifier
SINGLE VALUE
i1 = Id-att-message-delivery-identitier

11.2.21 Message-delivery-time

This general-attribute contains the message-delivery-time from the MessageDelivery abstract-
operation. For more details see 8.3.1.1.1.2 of ISO/IEC 10021-4.

NOTE - There is no general-attribute corresponding to the delivery-time parameter of the ReportDelivery abstract-operation,
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because in order to be useful, this delivery-time must be correlated with the name of the recipient the message was delivered to.
This information is included in the report-information general-attribute.

mt-message-delivery-time ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageDeliveryTime
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
:: = id-att-message-delivery-time

11.2. igt

This general attribute is computed using the algorithm identified by the message-origin-authenticati¢n-
identffier. It provides the recipient(s) of the message with a means of authenticating the origin of the
message and may be generated by the originator of the message. For further details see 8.2-1.1.1.29/of
ISO/IEC 10021-4.

-message-origin-authentication-check ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck
SINGLE VALUE
:: = id-att-message-origin-authentication-check

11.2.23 Message-security-label

This [general attribute comprises a set of security attributes-which may include a security-poli¢y-
identffier, a security-classification, a privacy-mark, and a set.of'security-categories. For further detalils
see 8/2.1.1.1.30 of ISO/IEC 10021-4.

mt-message-security-label ATTRIBUTE

WITH ATTRIBUTE-SYNTAX MessageSecuritylLabel
SINGLE VALUE

1 =id-att-message-security-label

11.2.24 Message-submission-time

This [general-attribute contains the’ message-submission-time from a MessageDelivery abstrafct-
opergtion. For more details see 8.2:1'1.2.2 of ISO/IEC 10021-4.

njt-message-submission-time-ATTRIBUTE

WITH ATTRIBUTE-SYNTAX MessageSubmissionTime
MATCHES FOR EQUALITY ORDERING

SINGLE VALUE

:: = id-att-message-submission-time

11.2.25 Message-token

géneral attribute contains the token associated with the message. It is generated by the origina

e A g [ y O a4 ere vdlue {0 Cd c PLE U 2L SN O (1 = ilb

see 8.2.1.1.1.26 of ISO/IEC 10021-4.

mt-message-token ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MessageToken
SINGLE VALUE
:: =id-att-message-token
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11.2.26 Original-EITs

This general-attribute, which is multi-valued, contains the original encoded-information-types from
the MessageDelivery abstract-operation. [t is generated by the MS. For more details see 8.2.1.1.1.33 of
ISO/IEC 10021-4.

ms-original-EiTs ATTRIBUTE
WITH ATTRIBUTE-SYNTAX MS-EIT

MATCHES FOR EQUALITY
MIJILTIVALUE

11
Th

try
fur

11

Th
op

11

Th
an

IS

:: = id-att-original-EITs
2.27 Originator-certificate

is general attribute, contains the certificate of the originator of the message. Itcis generated
sted source (e.g. a certification-authority), and may be supplied by the originator.of'the messags
ther details see 8.2.1.1.1.25 of ISO/IEC 10021-4.

mt-originator-certificate ATTRIBUTE
WITH ATTRIBUTE-SYNTAX OriginatorCertificate
SINGLE VALUE
:: =id-att-originator-certificate

2.28 Originator-name

is general-attribute contains the O/R-name of the griginator from the MessageDelivery abs
eration. For more details see 8.2.1.1.1.1 of ISO/IEC 10021-4.

mt-originator-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY
SINGLE VALUE
:: = id-att-originator-name

2.29 Other-recipient-names

is general-attribute, which is multi-valued, contains the O/R-names of all other specified recipie
y, of the message from the MessageDelivery abstract-operation. For more details see 8.3.1.1.
D/IEC 10021-4.

mt-other-recipient:names ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY
MULTVYVALUE
17="id-att-other-recipient-names

by a
. For

ract-

nts, if
1.6 of

1152

This general-attribute, points to a parent-entry. It is generated by the MS. [t is always present in a child-

en

try and is absent in 2 main-entry.
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ms-parent-sequence-number ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SequenceNumber
MATCHES FOR EQUALITY ORDERING
SINGLE VALUE
i1 = id-att-parent-sequence-number

11.2.31 Per-recipient-report-delivery-fields

This general-attribute, which is multi-valued, contains report information on a per-recipient basis from

the

t-per-recipient-report-delivery-fields ATTRIBUTE
WITH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields
MULTI VALUE
i1 = id-att-per-recipient-report-delivery-fields

11.2.32 Priority

opergtion. If no value is supplied in the MessageDelivery abstract-operation parameter, the MS uses fits

ThiSfeneral-attribute contains the relative priority of the message from the MessageDelivery abstrakt-
defa

1t value when generating this attribute. For more details see 8.2.1. 1, 1.8 of ISO/IEC 10021-4.

mt-priority ATTRIBUTE

WITH ATTRIBUTE-SYNTAX Priority
MATCHES FOR EQUALITY

SINGLE VALUE

i1 = id-att-priority

11.2.33 Proof-of-delivery-request

This|general attribute indicates whether or.not the originator of the message requires proof-pf-
delivery of the message to the recipient. [t may be generated by the originator of the message and nmjay
specify a different value for each recipient;of the message. For more details see 8.2.1.1.1.32 of [SO/I
10021-4.

mt-proof-of-delivery-request ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ProotOfDeliveryRequest
SINGLE VALUE

:: =id-att-proof-of-delivery-request

11.234 Redirection-history
This| general.attribute,which is multi-valued, contains the history of recipient redirection(s) wijth

reas¢n(s) from“the MessageDelivery or ReportDelivery abstract-operation. For more details see
8.3.111.1:56f ISO/IEC 10021-4.

nrtredirection-histoTy ATTRIBUTE

WITH ATTRIBUTE-SYNTAX RedirectionHistory
MULTIVALUE

:: = id-att-redirection-history

11.2.35 Report-delivery-envelope

This general-attribute contains all the parameters from the ReportDelivery abstract-operation, except
for the returned-content (if present). For more details see 8.3.1.2 of ISO/IEC 10021-4.
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mt-report-delivery-envelope ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope
SINGLE VALUE
:: = id-att-report-delivery-envelope

11.2.36 Reporting-DL-name

This general-attribute contains the O/R-name of the distribution-list that forwarded the report to the

e POTEET L. 1 1 et Q. 1 01 4 LTICAIRA 1NANOTL 4
S OWTIET O TrIIS AISITIDULIOII-IISU. T OT IMMIOTE QeLdTIS StE 0 0. 1. 4. T. 2 Ul TOUT TR U TUUL T,

mt-reporting-DL-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ReportingDLName
SINGLE VALUE
i1 = id-att-reporting-DL-name

11.2.37 Reporting-MTA -certificate

This general-attribute contains the certificate of the MTA that generated 'the report. For more details
see 8.3.1.2.1.12 of ISO/IEC 10021-4.

mt-reporting-MTA-certificate ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ReportingMTACertificate
SINGLE VALUE
1 = id-att-reporting-MTA-certificate

11.2.38 Report-origin-authentication-check

This general-attribute provides a means of authenticating the origin of the report. For more detafls see
8.8.1.2.1.13 of ISO/IEC 10021-4.

mt-report-origin-authentication-check ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ReportOriginAuthenticationCheck
SINGLE VALUE
:: = id-att-report-origin-authentication-check

11.2.39 Security-classification

This general-attributé-¢omprises the security-classification parameter from the message-security{label.
It|is defined as a Separate attribute to allow its use in the Summarize abstract-operation. For| more

ddtails see 8.5.9.0f ISO/IEC 10021-4.

mt-security-classification ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SecurityClassification
o MATCHES FOR EQUALITY
SINGLE VALUE
i1 = id-att-security-classification

11.2.40 Sequence-number

This general-attribute is used to identify the entry itself It is allocated by the MS when the entry is
created. For more details see 6.3.2.
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ms-sequence-number ATTRIBUTE

WITH ATTRIBUTE-SYNTAX SequenceNumber
MATCHES FOR EQUALITY ORDERING

SINGLE VALUE

i1 = id-att-sequence-number

11.2.41 Subject-submission-identifier

This general-attribute contains the message-submission-identifier or the probe-submission-identifier of

the sy

11.2.4

This g
opera

m

11.3

This
Table

11.4

-subject-submission-identifier ATTRIBUTE
WITH ATTRIBUTE-SYNTAX SubjectSubmissionidentifier
SINGLE VALUE
:: = id-att-subject-submission-identifier

2 This-recipient-name

reneral-attribute contains the O/R-name of this (MS) recipient from the MessageDelivery abstrad
tion. For more details see 8.3.1.1.1.3 of ISO/IEC 10021-4.

-this-recipient-name ATTRIBUTE
WITH ATTRIBUTE-SYNTAX ORName
MATCHES FOR EQUALITY
SINGLE VALUE
i1 = id-att-this-recipient-name

Generation of the general-attributes

subclause describes how the general-attributés are generated. The information is presented
2. For a description of the classifications used see 5.3.

Attribute-types subscription

Attri

ute-type subscription is a local ‘'matter. If the attribute-type subscription is changed, then the U

may feceive all of the attributes.ifi;the original subscription for messages present in the MS at the tin

the subscription was changed."The handling of these unsubscribed attributes is a local mattdr.

Similarly, when a new attribute is subscribed to, the UA may not receive this attribute for messages

the

when the subscription occurred.

in

A
he

in
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Table 2 - Generation of the general-attribute-types (Part 1 of 4)

Single/ Sour Source
Attribute-type name multi ource generated Generation rules
parameter
valued by
Child-sequence- M MS A value is generated for
numbers each corresponding child-
entry that a parent-entry
has
Content S content MD The value of the parametef
returned-content RD is the attribute-value
Content-confidentiality- S content. MD The value ofthe'parametef
algorithm-identifier confidentiality- is the attribute-value
algorithm-
identifier
Content-correlator S content-correlator RD The value of the parametef
1S the attribute-value
Content-identifier S content-identifier MD The value of the parametef
RD is the attribute-value
Content-integrity-check S content-integrity: MD The value of the parametef
check is the attribute-value
Content-length S MS The (approximate) size of
the stored content in octet
based on the delivered or
returned content
Content-returned S MS The value is set to true if
returned-content is present
in a ReportDelivery and tq
false if not present
Content-type S content-type MD [frepresented by OBJECT
RD [IDENTIFIER, the value of
the parameter.
[f represented by
INTEGER, converted to
the corresponding
OBJECT IDENTIFIER
Conyersion-with-loss- S convertion-with- MD The value of the parametef
prohibited loss-prohibited is the attribute-value

NOTE - When a message-delivery entry is created, there are no separate general-attributes generated for Physical Delivery
and Delivery Method Arguments, because the information inthese arguments are not relevant to the MS. However, the UA can
retrieve all the information contained in these arguments by retrieving the Message-delivery-envelope general-attribute.
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Table 2 - Generation of the general-attribute-types (Part 2 of 4)

Attribute-type name

Singte/
multi
valued

Source
parameter

Source
generated
by

Generation rules

Converted-EITs

M

converted-
encoded-

infarmation-types

MD

A corresponding value is
generated from each bit
thatitsetto 1 in the built-

in-encoded-information:
types parameter and from
each ExternalEncoded
InformationType present
in the externalrencoded-
information‘type
parameter!

Creation-time

MS

The timmeof creation of the
entry

Delivered-EITs

Converted-EITs
and Original-EITs

A-union of the other two
general-attribute-types.

Delivery-flags

delivery-flags

MD

The value of the parameter
is the attribute-value. If
there are no delivery-
flags in the MD, generate
a default value with no
flags set.

DL-expansion-history

dl-expansion-
history

MD
RD

A corresponding value is
generated from each
component of the
SEQUENCE

Entry-status

Generated when the entry
is created with the value

?” ”

new

Fintry-type

MessageDelivery
ARGUMENT
ReportDelivery
ARGUMENT

The value is set to
“delivered-message”
The value is set to
"delivered-report”. If a
returned-content is
present, a child-entry,
which contains the

returned-content is
nrna*od. Farthachild

entry, the value of this
attribute is set to
”returned-content”

Intended-recipient-
name

intended-
recipient-name

MD

The value of the parameter
is the attribute-value
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Table 2 - Generation of the general-attribute-types (Part 3 of 4)

Single/ Sour Source
Attribute-type name multi uree generated Generation rules
parameter
valued by
Message-delivery- S envelope MD The value of the parameter
envelope is the attribute-value
Message-delivery-time S message-delivery- MD The value of the parametdr
time is the attribute-value
Message-delivery- message-delivery- MD The value of theparametdr
identifier S identifier is the attribute-value
Message-origin- S message-origin- MD The valueof the parametgr
authentication-check authentication- is the attribute-value
check
Message-security-label S message-security- MD The value of the parameteqr
label RD is the attribute-value
Message-submission- S message- MD The value of the parametdr
time submission-time is the attribute-value
Message-token S message-token MD The value of the parametdr
is the attribute-value
Original-EITs M originalencoded- MD A corresponding value is
information-types RD generated from each bit
that it set to 1 in the builtf
in-encoded-information-
types parameter and from
each ExternalEncoded
InformationType present
in the external-encoded
information-type
parameter
Originator-certificate S originator- MD The value of the parametdqr
certificate is the attribute-value
Originator‘name S originator-name MD The value of the parametqgr
is the attribute-value
Other-recipient-names M other-recipient- MD A corresponding value is

names

generated from each
component of the

SEQUENCE
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Table 2 - Generation of the general-attribute-types (Part 4 of 4)

Single/ S Source
Attribute-type name multi ource generated Generation rules
parameter
valued by
Parent-sequence- S - MS When creating a child-
number entry, this attribute is
generated with the
corresponding parent-
entry's sequence-number
as value
Per-recipient-report- M per-recipient- RD A corresponding/value is
lelivery-fields fields generated from each
component.ofithe
SEQUENCE
Priority S priority MD The'\value of the parameter
is'\the attribute-value
Proof-of-delivery- S proof-of-delivery- MD The value of the parameter
request request is the attribute-value
Redirection-history M redirection- MD A corresponding value is
history generated from each
component of the
SEQUENCE
Report-delivery- S envelope RD The value of the parameter
bnvelope is the attribute-value
Reporting-DL-name S réporting-dl-name RD The value of the parameter
is the attribute-value
Reporting-MTA- S reporting-MTA. RD The value of the parameter
certificate certificate is the attribute-value
Report-origin- S report-origin- RD The value of the parameter
puthentication-check authentication- is the attribute-value
check
Security-classification S security- MD The value of the parameter
classification RD is the attribute-value
Sequence;number S - MS When creating an entry,
the MS assigns a unique
value for this attribute in
ascending order
Subject-submission- S subject- RD The value of the parameter
identifier submission- is the attribute-value
identifier
This-recipient-name S this-recipient- MD The value of the parameter

name

is the attribute-value
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12 General-auto-action-types

The general-auto-action-types are valid for all message content-types. However, their detailed

effect

may be content-specific, and so the procedure descriptions given in this part of ISO/IEC 10021 may need
to be supplemented in their respective International Standards, e.g. the [IPMS-specific procedure for the
auto-forward general-auto-action-type is described in 19.4 of ISO/IEC 10021-7. Other auto-action-

t -

beration described in 8.6.

[«]

-3

he following general-auto-action-types are defined:
a) Auto-forward;

b) Auto-alert.

-

he operation of auto-actions may be affected by the implementation‘efa security-policy.

—

ifs abstract-syntax using the AUTO-ACTION macro defineddn)6.5.
1.1  Auto-forward

The auto-forward auto-action enables the MS abstract-service-provider to automatically fory
ahy message that has been delivered into the stofed-messages information-base. The exact defini
fgrwarding is content-specific, but it always intlves the submission of a new message incorporati
delivered content to the MTS abstract-service:

The auto-forward auto-action-type-allows one or more sets of auto-forward parameters
re¢gistered with the MS, each identified by its auto-forward-registration-identifier. Each
forward-registration-parameter Specifies criteria to determine whether it applies to a part
delivered message, and if so a.copy of the message is auto-forwarded using the Message-subm
apstract-operation. That is'to)say, if a message matches more than one set of criteria, the messg
auto-forwarded that many times.

The auto-forward-registration-parameter specifies whether the main-entry (and any asso
child-entries) corresponding to the message is to be deleted after auto-forwarding. If any
parameters ac¢ted upon indicates no-deletion (or if any of the submissions fail), then the entry
deleted.

auto-forward AUTO-ACTION
REGISTRATION PARAMETER IS AutoForwardRegistrationParameter

uto-actions are introduced in 6.5 and are registered and deregistered using the Register-MSabstract-

he following subclauses contain a short description of each general-auto-action-type together with

ward
tion of
ng the
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AutoForwardRegistrationParameter ;1= SET {

filter [0] Filter OPTIONAL,
auto-forward-arguments [1] AutoForwardArguments,
delete-after-auto-forwarding [2] BOOLEAN DEFAULT FALSE,
other-parameters [3] OCTET STRING OPTIONAL}
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AutoForwardArguments :: = SET {
COMPONENTS OF PerMessageAutoforwardFields,
per-recipient-fields [1] IMPLICIT SEQUENCE SIZE {1..ub-recipients) OF PerRecipientAutoForwardFields}

PerMessageAutoForwardFields :: = SET {

originator-name OriginatorName,
content-identifier Contentidentifier OPTIONAL,
priority Priority DEFAULT normal,

per-message-indicators PerMessagelndicators DEFAULT { },

'

extensions [2] IMPLICIT PerMessageSubmissionExtensions DEFAULT { }}
PerRecipientAutoForwardFields :: = SET {

recipient-name RecipientName,

originator-report-request  [0] IMPLICIT OriginatorReportRequest,

explicit-conversion [1] IMPLICIT ExpilicitConversion OPTIONAL,

extensions [2] IMPLICIT PerRecipientMessageSubmissionExtensions DEFAULT { }}

The garameters of the auto-forward-registration-parameter have the following meanings:

1)

4)

64

Hilter (O): This is a set of criteria which a new entry representing a‘delivered message shall sati
r the MS abstract-service-provider to auto-forward it using thigset of parameters.

=

]

he absence of this parameter indicates that all new entriesare’auto-forwarded.

la

\uto-forward-arguments (M): This is a set of arguments registered to be used for each Messa

poistered, not mandatory, and not specifically meationed below, will be absent from each Messa
lubmission.

w1 n

lessage-delivery arguments: priority; implicit-conversion-prohibited, and conversion-wi
bss-prohibited.

— =

resence as Message-submission arguments depends upon the presence of the correspond

ontent-confidentiality-algorithm-identifier, content-integrity-check, message-orig
uthentication-check, and message-security-label.

D e Ty

fam

nequest, original-encoded-information-types, content-type, and content.

eletesafter-auto-forwarding (O): This indicates whether an entry should be deleted or not, o
thésubmission has succeeded.

lessage-delivery arguments, their values being transformed where appropriate: message-toke

5fy

pe-

ubmission abstract-operation {see 8.2.1.1.1 of ISQAEC 10021-4). Any argument which is not

ze-

F the following arguments are either not.registered, or registered with their default values, the
alues used for each Message-submisston abstract-operation are those of the corresponding

f the following arguments are\either not registered, or registered with their default values, their

ng

n-

ertain Message-submission arguments may not be registerd. These are: proof-of-submissi¢n-

1ce

The absence of this parameter indicates that the message should not be deleted.

Other-parameters (O): This content-specific parameter need not be present. When it is present,
information it contains will be used during the auto-forwarding procedure.

the

NOTE - Thus, for example, with Interpersonal Messaging, this parameter may contain the auto-forward-comment that is

returned in the non-receipt notification, a user specified prefix and a cover-note accompanying the IP-message being a
forwarded. For a description of auto-forw ard-comment usage, see 19.4 of ISO/IEC 10021-7.

uto-
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12.2 Auto-alert

The auto-alert auto-action enables the MS abstract-service-provider to automatically alert the user
behind the MS abstract-service-user of the delivery of any message that has been delivered into the
stored-messages information-base. Auto-alert will only be performed for delivered-message entries.

The auto-alert auto-action-type allows one or more sets of auto-alert parameters to be registered with

the MS each 1dent1ﬁed by its auto- alert reglstratlon 1dent1fier Each auto- alert reglstratlon

lo
al
al
el
re

The Alert abstract-operation will only be invoked if the alert-addresses in the auto-alert-registy

is
ot

The parameters of the auto-alert-registration-parameter have the following meanings:

1)

m

bssage matches the filter of more than one auto-alert- reglstratlon the matchmg reglstratlon w1t
west auto-alert-registration-identifier is processed, and if at least one address (or the UAjhas
erted successfully, no other registrations are processed. If none of these addresses can be 'succes
brted, the auto-alert registration with the next higher identifier is processed. This continues
her at least one or more addresses of a registration has been successfully alerted or the I
pistrations is exhausted.

considered to have the UA as a member (see 2 below). If this Alert abstract-operation succeeds
her address contained in the auto-alert-registration will not be alerted.

auto-alert AUTO-ACTION
REGISTRATION PARAMETER IS AutoAlertRegistrationParameter
1 = id-act-auto-alert

AutoAlertRegistrationParameter :: = SET (
filter {0] Filter OPTIONAL,
alert-addresses [1) SEQUENCE SIZE (1..ub-alért-addresses) OF AlertAddress OPTIONAL,
requested-attributes  [2] EntrylnformationSelection OPTIONAL}

Filter (O): This is a set of criteria which a new entry representing a delivered-message shall s
for the MS abstract-service-progider to auto-alert it using this set of parameters.

The absence of this parameter indicates that auto-alert will be performed for all new deliy
message entries.

Alert-addresses{0) This argument identifies the types of alert service to be invoked, tog
with any information required to access the particular instances of those alert services, an

further inforamation that needs to be conveyed during those alerts.

Absence.of this argument will default the Alert abstract-operation to informing the MS abs

service-user of the existence of an alert-condition either by using the Alert abstract-operatioh

.Ifa
h the
been
sfully
until
st of

ation
, any

atisfy

ered-

ether
d any

tract-
(see

8 7)(which is only possible if an abstract-association already exists between the MS abstract-

service user and the MS abstract service-provider) or by flagging in the Abstract-bind-ope

ration

+b MS ol Iy tabliakh bhatraat At ]
IICAL IALILIC Dllc ISA Y™ GUDUAG\.L SUT VILOUTUOULD COLAdVTIIONIV D dAll Aol dauy uJJU\-AuLLU Ty oot oot

f the

parameter requested-attributes is present, the MS abstract-service-user (UA) will be con51dered as

being among the addresses to be alerted.

Some types of alert will be internationally standardized. Others will be defined by national

administrative authorities and private organizations. This implies that a number of sep

arate

authorities will be responsible for assigning types in a way that ensures that each is distinct from all

other assigned types. This is accomplished by identifying each type with an object-identifier
the type is defined, and defining the ASN.1 data-type of the auxiliary addressing information.

when
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66

The alert-qualifier contains any further information that needs to be conveyed during the auto-
alert. Absence of this parameter means that no additional information will be conveyed to the MS
abstract-service-user.

AlertAddress :: = SEQUENCE {
address EXTERNAL,
alert-qualifier OCTET STRING OPTIONAL}

egquested-a butes (). This indicates be
included with the auto-alert. See 8.1.4.
The absence of this parameter implies that only the alert-registration-identifier will be.présent in

the alert-argument.
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Section four - Procedures for Message Store and port realization

13 Overview

o This section describes the procedures for the MS and the port realization. It contains a description of the
copsumption—of-the MTS abstract-service-in-clause—14- provision of the MS abstract.service is
' scribed in clause 15. The port realization in the form of Service Elements is described in clause(1§,.

i a Q a 4 ave avala a%alNA ne D

THe performance of the abstract-operations described in clauses 14 and 15 shall be subject tp the
refjuirements of the security-policy, (if one is in force), which applies to the MTS abstract-services gnd to
the MS abstract-services.

14 Consumption of the Message Transfer abstract-service

This clause specifies how an MS shall consume the MTS abstract-servicé which is defined in clause 8 of
ISO/IEC 10021-4. Covered are its consumption of the MTS Delivery, Submission, and Administrjation
Pqrts.

14.1 Consumption of the Delivery Port abstract-services

T)Lis clause covers the performance of the MessageDelivery and ReportDelivery abstract-operations, and
the invocation of the DeliveryControl abstract-operation. The MS consumption of the Delivery] Port
abstract-services assumes that an abstract-assoeiation exists between the Delivery Port supplier (the
M[TA) and the Delivery Port consumer (the MS). The performance of the abstract-operations|is in
sefjuential order, no parallel processing takes place. Error cases are not described.

14.1.1 Performance of the MessageDelivery abstract-operation

When the MS receives a MessageDelivery abstract-operation from the MTA, it performs the follpwing
steps:

1)| Returns a MessageDelivery result to the MTA to indicate that the delivery was successful. The
MessageDelivery~result shall contain proof-of-delivery information if the delivered-megsage
contains a proof-of‘delivery-request argument. This proof-of-delivery may be computed using the
subject-MS-séeret key; for more details see 8.5.7and 8.3.1.1.2.2 of ISO/IEC 10021-4.

2)| The next, step is to examine if any auto-actions are activated. The auto-actions are partly content-
specific’and are therefore also described in the content-specific International Standardsf The
contént-specific description shall contain rules about the order in which the auto-actions are|to be
performed. The performance of auto-actions may result in alerts, submissions, new entries [being

VRN h +1 1.1 ol £ 41 VI 1 an £ +la \H"S
CIcalcud allqg 111 UIIc PUBEAUH‘: UTITLIVIT UL UIIT UTTIVELTUITSSa gt Ul URLITT LHTOO0d g To T UL LT LY. €e

12.1

a) If auto-forwarding criteria are registered, by the Register-MS abstract-operation, the new entry
is matched against the criteria specified. The matching is made sequentially for each specified
set of selection criteria. For every "hit” a new message is generated and submitted from the MS
to the MTA using the MessageSubmission abstract-operation, see 15.2.1.
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The rules for how to construct the new forwarded message are again content-specific and hence
described in the respective content-specific International Standards. Other content-specific
events may also be performed at this stage (e.g. suppression of looping of auto-forwarded
messages and the issuing of a non-receipt-notification as described for [IPMS in 19.4 of ISO/IEC
10021-7. Depending on the argument-values of the Register-MS abstract-operation for auto-
forwarding, a copy of the delivered-message may be retained in the MS. If the auto-forwarding
attempt is unsuccessful, a copy is always retained, to prevent messages from getting lost.

NOTE - The handling of a result or error from such a submission is a local matter.

(
the
n
e

14.1.(1.1

If auto-alert-registrations have been made via the Register-MS abstract-operation, theChew
entry is matched against the filter of each registration specified. The matching is made
sequentially for each registration. If a "hit” is found, an attempt is made to invoke an Alert
abstract-operation from the MS to the UA. This can only be done if there is an existing abstragt-
association between the MS and the UA. If no abstract-association exists, they\MS may halve
other local or non-standardized means to invoke an alert. When attempts have been made|to
alert all of the addresses registered for the first matching registration parameter, and at least
one of the alerts succeeded, the Alert auto-action has successfully completed, and no further
alert registrations are processed.If there was no path found to give theralert, the MS sets the
alert-flag, which is reported to the UA when an abstract-association i$'next time initiated by the
UA to the MS.

NOTE - If the delivered-message was deleted as a result of an auto-forwarding action in a), the auto-alertis obviously hot
performed.

Inly after the above steps have been performed, is the néw entry made visible outside the MS oyer

Retrieval Port. If the delivered-message was deleted as result of an auto-action, any sequenge-

umber which was allocated in step 2) is not re-uséd {in order not to conflict with ISO/IEC logging
xtensions). The entry-status of the entry is set to\new.

Generation rules for general-attributes

Optignal attributes are only generated.if implemented by the MS and subscribed to by the user. The

genefated attributes form a new entry {in some cases a parent-entry and child-entries, see clause 6)

the NIS.

—-

n

Refer to Table 1 and 11.3 forlthe rules on how the general-attributes are generated. Note that for

genefal

defalt value is generated'in/the entry.

14.12

Wheh the MS receives a ReportDelivery abstract-operation from the MTA, it performs the following

stepg:

-attributes which are-absent in the corresponding Deliver-envelope, an attribute with the

Performance-of the ReportDelivery abstract-operation

1) Returns a ReportDelivery result to the MTA to indicate that the delivery was successful. The

ReportDelivery-result-has-neparameters—Eor detaile e 219 92 FISO/IFC 10021 4
epeor Fy+ a5 e -G CtaH S 50O T Or I o TooaT— 4
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2) Next, if any auto-actions or other internal procedures are activated, they are performed. These are
content-specific and described in the respective content-specific International Standards.

68


https://standardsiso.com/api/?name=78f9718130605ce55308ab430304d9a1

,,,;

ISO/IEC 10021-5 : 1990 (E)

14.1.2.1 Generation rules for general-attributes

Attributes may be generated either when a message is received or when an abstract-operation is
performed in the MS, triggered by an invocation from the UA.

All mandatory attributes, see Table 1 are generated. Optional attributes are only generated if
implemented by the MS and subscribed to by the user. The generated attributes form a new entry (in
some cases a parent-entry and child-entries, see clause 6) in the MS. The following kinds of general-
attributes may be produced as part of the process:

a) general-attributes generated by the MS itself (e.g. sequence-number);

b) general-attributes generated from the report-delivery-envelope components. For'components
which are not present, but for which default values are defined, a general-attribute containing
the default value is generated.

The generation rules for a) and b) are described in 14.1.1.1. The generation rules for content-specific
attributes are described in the respective content-specific International(Standards e.g. the |PMS-
specific attributes are described in annex C of [SO/IEC 10021-7.

Se¢e table 1 and 11.3 for the rules on how the general-attributes are. generated. Note that for geheral-
aftributes which are absent in the corresponding Report-envelope, an attribute with the default v4lue is
génerated in the entry.

14.1.3 Invocation of the DeliveryControl abstract-operation

Ifl the MS wants to temporarily stop the MTA from,passing messages and reports, or to alter the
mlaximum-content-length or lowest-priority of megsages and reports from the MTA, it performs the
following steps:

1] It invokes a DeliveryControl abstract-operation, containing the parameters to be changed. For
details see 8.3.1.3 of ISO/IEC 10021-4!

2] It gets a result back when the MTS abstract-service has accepted the changes. The result coptains
information about whether messages and/or reports are waiting in the MTA, due to the cqrrent
restrictions. For details see-8:3.1.3.2 of ISO/IEC 10021-4.

3] When the MS is able te’accept any waiting messages and/or reports again, it should invoke p new
DeliveryControl abstract-operation to relax the restrictions. The effects of a DeliveryControl
abstract-operation”are cancelled when either a new DeliveryControl abstract-operation altefs the
restrictions ¢r'when the abstract-association is released.

14.2 Consumption of the Submission Port abstract-services

This,clause covers the invocation of the MessageSubmission, ProbeSubmission| and
ChncelDeferredDelivery abstract-operations, and the consumption of the SubmissionControl abgtract-
operatior—Fhe MSabstract-service consumptionmof-the-SubmisstonrPort-abstract-servicesassumes that
an abstract-association exists between the Submission Port supplier (the MTA) and the Submission Port
consumer (the MS). The performance of the abstract-operations is in sequential order, no parallel
processing takes place. Error cases are not described.

69


https://standardsiso.com/api/?name=78f9718130605ce55308ab430304d9a1

ISO/IEC 10021-5 : 1990 (E)

14.2.1 Invocation of the MessageSubmission abstract-operation

The initiation of a MessageSubmission abstract-association can be either from an auto-action within the
MS or because the UA invoked a MessageSubmission abstract-operation to the MS. In order to submit
the message to the MTA the MS performs the following steps:

1)

2)

4)

5)

14.2{2 Invocation of the ProbeSubmission abstract-operation

If the MessageSubmission argument does not contain the forwarding-request extension, see 6.6, it
invokes a MessageSubmission abstract-operation, containing the message to be submitted and its
associated parameters. For details see 8.2.1.1 of ISO/IEC 10021-4. Otherwise, checks to see that the
entry-is-a-delivered-message-andineorporatesinformationfromonedelivered-message-enteyinthe
ored-messages information-base, and then invokes the MessageSubmission abstract-operatjon
ith the new content. Forwarding of entries that are not delivered-messages may be the stibject of
ture standardization.

Note that although this forwarding-request is generic, it is not necessarily meaningful for [all
content-types. Where it is meaningful, the content-type of the referenced delivered-message enfry
hall be appropriate for incorporation into the content argument.

It gets a MessageSubmission result back when the MTA has acceptéd the submission. The
essageSubmission result contains among others information about identification of and
submission-time for the submitted message. For details see 8.2.1.1.2:¢f1SO/IEC 10021-4.

If the MessageSubmission abstract-operation was triggered byla corresponding MessageSubmissjon
dbstract-operation to the MS from the UA, the result of thedbstract-operation is passed back to the
A in the form of a MessageSubmission result issued by the{MS. This behaviour guarantees that the
essage has actually been accepted by the MTA beforethe result is given back to the UA.

If the MTA has not accepted the message submissgion due to problems such as an invalid sequefce
umber or inappropriate content-type, the MS will generate an error of [nconsistentRequest. Nqte,
41l errors generated by the MTA are relayed theough to the UA.

If a security-policy is in force, then to“erisure that such a security-policy is not violated during
essage submission, the message-security-label is checked against the security-context by the \IS.
If the message submission is barred either by the security-policy or by temporary securfity
estrictions, a security-error shall be indicated.

A PrpbeSubmission abstract-operation is initiated because the UA invoked a ProbeSubmission abstrdct-

operation to the MS. Inorder to submit the probe to the MTA, the MS performs the following steps:

1)

2)

3)

4)

70

It invokes a ProbeSubmission abstract-operation, containing the probe to be submitted and |its
dssociated-parameters. For details see 8.2.1.2.1 of ISO/IEC 10021-4.

It gets’a ProbeSubmission result back when the MTA has accepted the submission. The resfult
goritains among others information about identification of and submission-time for the submiilted

[ Q3 0.0  LIQMITIAM s N0 4
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The result of the abstract-operation is passed back to the UA in the form of a ProbeSubmission result
issued by the MS. This behaviour guarantees that the probe has actually got accepted by the MTA
before the result is given back to the UA.

If a security-policy is in force, then to ensure that such a security-policy is not violated during Probe
submission, the message-security-label of the Probe is checked against the security-context by the
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MS. If the Probe submission is barred either by the security-policy or by temporary security
restrictions, a Probe submission error is generated.

14.2.3 Invocation of the CancelDeferredDelivery abstract-operation
A CancelDeferredDelivery abstract-operation is initiated because the UA invoked a

CancelDeferredDelivery abstract-operation to the MS. In order to send the cancel to the MTA the MS
performs the following steps:

Sk

1) —It-invokes-a (‘nnnnlnnf'nrrnrlnn]iuory abstract nporaﬁnny nnnfnining the cancel to be submitted and

its associated parameters. For details see 8.2.1.3.1 of ISO/IEC 10021-4.

2)| It gets a result back when the MTA has accepted the cancel. The result returned is.empty [as an
indication of success.

3) The result of the abstract-operation is passed back to the UA~in"the form|of a
CancelDeferredDelivery result issued by the MS. This behaviour guarantees that the probe has
actually got accepted (or not) by the MTA before the result is given back to(the UA.

14.2.4 Performance of the SubmissionControl abstract-operation

If{the MTA wants to temporarily stop the MS from submitting messages or probes, or to altdr the
mpximum-content-length or lowest-priority of messages from the MS it invokes a SubmissionCgntrol
abstract-operation, for details see 8.2.1.4.1 of [SO/IEC 100214, to the MS. The MS reacts with the
following steps:

=]

1) Itinvokes a corresponding SubmissionControl abstract-operation from the MS to the UA.

2)| It waits for the UA to send back a SubmissionControl result which contains information gbout
whether messages or probes are waiting iddthe UA, due to the current restrictions. For detaills see
8.2.1.4.2 of ISO/IEC 10021-4.

3) The MS sends back a SubmissionControl result to the MTA, containing information from the UlA.

4) When the MTS is able to accept any messages or probes again it should invoke g new
SubmissionControl abstraet-operation to relax the restrictions. The effects of a SubmissionCpntrol
) abstract-operation are.cancelled when either a new SubmissionControl abstract-operation altelrs the
restrictions or when_the abstract-association is released. The MS then invokes a correspopding
SubmissionContrelabstract-operation to the UA and waits for the SubmissionControl result.

14.3  Consumption of the Administration Port abstract-services

This clause~covers the performance of the Register and ChangeCredentials abstract-operationg. The
cqnsumption of the Administration Port abstract-services assumes that an abstract-association pexists
bgtween’the Administration Port supplier (the MTA) and the Administration Port consumer (thg MS).
The performance of the abstract-operations is in sequential order, no parallel processing takes place.

E al lo el
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The MS use of the Administration Port is subject to the security-policy in force.

M
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14.3.1 Invocation of the Register abstract-operation

A Register abstract-operation is initiated because the UA invoked a Register abstract-operation to the

MS. In order to send the registration to the MTA the MS performs the following steps:

1) Tt invokes a Register abstract-operation, containing the new data to be registered. For details see

8.4.1.1.1 of ISO/IEC 10021-4.

2) It gets aresult back when the MTA has accepted the registration. The result returned is empty as

an

3)
e confined to the security-policy in force.

14.322 Invocation of the ChangeCredentials abstract-operation

A ChangeCredentials abstract-operation is initiated because the UA invoked a'ChangeCredenti
abstfact-operation to the MS. In order to relay the new credentials to the MTA from the UA, the
perfqrms the following steps:

1) Itinvokes a ChangeCredentials abstract-operation on the MTA, containing the new credentials to
legistered. For details see 8.4.1.2 1 of ISO/IEC 10021-4.

2) It gets a ChangeCredentials result back when the MTA has-accepted the change and stores the n
dredentials. The ChangeCredentials result or resultant error from the MTA is relayed to the UA 3
is empty as an indication of success.

14.313 Performance of the ChangeCredentials abstract-operation

Whep the MS receives a ChangeCredentials abst¥act-operation and its associated arguments from
MTA4, it performs the following steps:

1) It establishes that the argument infermation is valid for a ChangeCredentials abstract-operati
or details see 8.4.1.2 of ISO/IEC [0021-4.

2) It checks if there is alreadysan existing abstract-association between the MS and the UA. If]
gbstract-association between the MS and the UA does not exist, the MTA is informed by an eq
]ilat change of credentialscan not take place at present and no further steps are taken.

the abstract-asgociation between the MS and the UA exists, the MS invokes a ChangeCredent
dbstract-operationto the UA.

4) the UAssends back an empty ChangeCredentials result, indicating success, the MS sends bag
orrespending ChangeCredentials result indicating success to the MTA and stores the credentials
e UA'returns an error, this is relayed to the MTA to indicate that error. Note, that the MS ne

he scope of the permitted changes by the UA via the MS to the user-security-label arguments’shall

als
MS

be
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ends'back an indication of success to the MTA until it has received the corresponding result b11ck
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15 Supply of the Message Store abstract-service

This clause specifies how a MS supplies the MS abstract-service. Covered are its supply of the Retrieval,
Indirect-submission, and Administration Ports.

15.1 Supply of the Retrieval Port abstract-services

a
Cco

P
15

W]

hen the MS receives-d List abstract-operation from the UA, it performs the following steps:

rations. The MS abstract-service supply of the Retrieval Port abstract-services assumes ¢h

stract-association exists between the Retrieval Port supplier (the MS) and the Retrieval
sumer (the UA). The performance of the abstract-operations is in sequential order, no pa
bcessing takes place. Not all error cases are described.

.1.1 Performance of the Summarize abstract-operation

hen the MS receives a Summarize abstract-operation from the UA, it performsjthe following steps:

Establishes which information-base the Summarize abstract-operatignjaddresses.

Checks if there are any entries in the information-base. If it is efnpty, a Summarize result with zero

length is returned and no further steps are performed.

Checks that the supplied argument general-attributés and any content-specific attributes

recognised by the MS are valid for a Summarize abstra¢t-operation. For details see 8.2.1.

Accumulates counts in accordance with the supplied argument general-attributes and any cogtent-

specific attributes recognised by the MS

Returns the Summarize result to the UA."For details see 8.2.2.

If a security-policy is in force, thento ensure that such a security-policy is not violated during the

Summarize abstract-operation the'security classification of the security label is checked again
security-context by the MS. If.a Summarize is barred by the security-policy the Summarize abs
operation shall be abandoned\and a security error shall be indicated.

1.2 Performance of the List abstract-operation

Establishe§which information-base the List abstract-operation addresses.

Checks that the supplied argument general-attributes and any content-specific attri
recogrised by the MS are valid for a List abstract-operation. For details see 8.3.1.
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supplied limit. Child-entries to a parent-entry are excluded, unless explicitly selected in the

argument.

If a set of requested general-attributes has been specified as arguments in the abstract-operation,
these general-attributes are returned, if present, to the UA for each selected entry. If no request has
been done, the default List abstract-operation values, as specified with a previous Register-MS
abstract-operation, are returned, if present. For more details see 8.3.2. The entry-status of each

selected message is set to listed.
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5)

If a security-policy is in force, then to ensure that such a security-policy is not violated during the
List abstract-operation the message-security-label is checked against the security-context by the
MS. If the list is barred either by the security-policy or by temporary security restrictions, the List
abstract-operation shall be abandoned and a security error shall be indicated.

15.1.3 Performance of the Fetch abstract-operation

When the MS receives a Fetch abstract-operation from the UA, it performs the following steps:

1)

2)

5)

15.114 Performance of the Delete abstract-operation

Wheh the MS receives a Delete abstract-operation from the UA, it performs the following steps:

15.1)5/ Performance of the Register-MS abstract-operation

Hstablishes which information-base the Fetch abstract-operation addresses.

(Checks that the supplied argument general-attributes and any content-specific, attributes
recognised by the MS are valid for a Fetch abstract-operation. For details see 8.4.1.

Identifies zero or more entries as requested in the argument of the abstract-operation, up to dny
pplied limit. Child-entries to a parent-entry are excluded, unless explicitly selected in the
rgument.

If a set of requested general-attributes have been specified as arguments'in the abstract-operatipn,
these general-attributes are returned, if present, to the UA for the first selected entry. If no requiest
as been done, the default Fetch abstract-operation values, as specified with a previous Register-MS
bstract-operation, are returned, if present. If several entries, that match the search criteria are
und, the sequence-numbers for the second and following enfries are returned in increasing order] If
ere were more matching entries thun in the specified limit, the next sequence-number beyond the
limit is also returned. For more details see 8.4.2.

If a security-policy is in force, then to ensure that@uch a security-policy is not violated during the
etch abstract-operationthe message-security-label is checked against the security-context by the

MS. If the Fetch abstract-operationis harred.éither by the security-policy or by temporary secuyity
estrictions, the Fetch abstract-operationshall be abandoned and a security error shall be indicate(d.

stablishes which information-base the Delete abstract-operation addresses.
hecks that the supplied arguments are valid for a Delete abstract-operation. For details see 8.5.1].
entifies the eatryor list of entries requested in the argument of the abstract-operation.

any of the\entries has delete restrictions, see 8.5, none of the deletions takes place. Otherwise|all
eletions'are performed and an empty Delete result returned to the UA as indication of success.

When the MS receives a Register-MS abstract-operation from the UA, it performs the following steps:

1)

2)
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Checks that the supplied arguments are valid for a Register-MS abstract-operation. For details see
8.6.1.

Replaces any old parameters with the corresponding new ones. Auto-actions have effect on
transactions, such as message-deliveries and report-deliveries, that occur after the initiation or
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deletion of auto-action requests, there is no processing of entries that already reside in the MS at
that point in time.

3) Sends back an empty Register-MS result to the UA to indicate that the abstract-operation has been
performed successfully.

4) If a security-policy is in force then the Register-MS abstract-operationshall be subject to such a
policy. Some security-policies may only permit user-security-labels to be changed if a secure link is
employed. Other local means of changing the user-security-labels in a secure manner may be
provided

15(1.6 Invocation of the Alert abstract-operation

THe invocation of the Alert abstract-operation is as a result of the consumption of theDelivery| Port
abptract-service (see 14.1.1).

If the Auto-alert auto-action is initiated by the UA, by an earlier Register-MS abstract-operation, the
MS$ abstract-service performs the following steps:

1) Checks if an abstract-association exists. If not, the MS will never establish an abstract-association,
and no Alert abstract-operation can be invoked.

2)| If an abstract-association exists, the MS invokes an abstrdct-operation containing the relgvant
argument information, for details see 8.7.1, and waits for & émpty Alert result to be returned Yy the
UA as an indication of success.

3)| If an abstract-association does not exist, there is a.possibility to use a non-standardized prototol to
inform the user. The alert signal in this case¢(may be given on the user’s terminal, buf can
alternatively be given on a telephone, a beeper\or any other suitable terminal equipment assodiated
with the user. The latter method can also bedsed in cases where the Alert abstract-operation hgs not
been implemented.

4)| If a security-policy is in force, then-to ensure that such a security-policy is not violated durinjg the
alert the message-security-label is checked against the security-context by the MS. If the Alert
abstract-operation is barred either by the security-policy or by temporary security restrictions, the
action taken shall be definedby the security policy in force.

Mﬁi
152  Supply of the Indirect-submission Port abstract-services

THis clause covers~the performance of the MessageSubmission, ProbeSubmission,| and
CancelDeferredDelivery abstract-operations, and the invocation of the SubmissionControl absfract-
oppration. TheMS abstract-service supply of the Indirect-submission Port abstract-services assumes
that an abstract-association exists between the Indirect-submission Port supplier (the MS) anf the
Indirect-sibmission Port consumer (the UA). The performance of the abstract-operations [is in
sequential’order, no parallel processing takes place. Not all error cases are described.

When the MS receives a MessageSubmission abstract-operation and its associated arguments from the
UA, it performs the following steps:

1) It establishes that the argument information is valid for a MessageSubmission abstract-operation.
for details see 8.2.1.1.1 of ISO/IEC 10021-4.

75


https://standardsiso.com/api/?name=78f9718130605ce55308ab430304d9a1

ISO/IEC 10021-5 : 1990 (E)

2)

3)

5)

3)

4)

5)

It checks the arguments to establish if the message content was supplied by the UA or if it has to be
inserted by the MS (i.e if the forwarding-request extension is present). In the latter case, if the entry
is a delivered-message entry, the corresponding message is inserted and the MS-related arguments
deleted. Forwarding of entries that are not delivered-messages may be the subject of future
standardization.

It checks if there is already an existing abstract-association between the MS and the MTA. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that submission can not take place at present and no further steps are
processed

f the abstract-association between the MS and the MTA exists, the MS inwveoke
MessageSubmission abstract-operation to the MTA, after any modifications mentioned in step 2).

TT
o]

f the MTA sends back a MessageSubmission result, for details see 8.2.1.1.2 of ISO/AEC 1002[-4,
ndicating success, the MS sends back a corresponding MessageSubmission result{indicating sucgess
to the UA. Note, that the MS never sends back an indication of success torthe UA until it |has
received the corresponding result back from the MTA first. This is to insure 4 consistent service ffom
h user point of view, viz that a submission always means that the responsibility for the message [has
been taken over by the MTA when the result comes back.

od

[N

The MS may either choose to terminate the abstract-association with the MTA after a certain pef
bf inactivity, or when the UA terminates its corresponding abstraet-association with the MS.

.2 Performance of the ProbeSubmission abstract-operation

n the MS receives a ProbeSubmission abstract-operation and its associated arguments from the UA,
rforms the following steps:

t establishes that the argument informationds valid for a ProbeSubmission abstract-operation.|For
etails see 8.2.1.2.1 of ISO/IEC 10021-4,

t checks if there is already an existingabstract-association between the MS and the MTA. [f not [the
Sinitiates such an abstract-association. If an abstract-association cannot be established, the UA is
nformed by an error that submission can not take place at present and no further steps|are
rocessed.

f the abstract-association’between the MS and the MTA exists, the MS invokes a ProbeSubmispion
bstract-operation tothe MTA.

f the MTA sends’/back a ProbeSubmission result, for details see 8.2.1.2.2 of ISO/IEC 1002[1-4,
ndicating suceess, the MS sends back a corresponding ProbeSubmission result indicating succegs to
he UA. Note; that the MS never sends back an indication of success to the UA until it has recelved
he corresponding result back from the MTA first. This is to insure a consistent service from a yiser
inttof*view, viz that a submission always means that the responsibility for the probe has heen
aken over by the MTS when the result comes back.

The MS may either choose to terminate the abstract-association with the MTA after a certain period
of inactivity, or when the UA terminates its corresponding abstract-association with the MS.

15.2.3 Performance of the CancelDeferredDelivery abstract-operation

When the MS receives a CancelDeferredDelivery abstract-operation and its associated arguments from
the UA, it performs the following steps:
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1) It establishes that the argument information is valid for a CancelDeferredDelivery abstract-
operation. For details see 8.2.1.3.1 of ISO/IEC 10021-4.

2) TItchecksifthere is already an existing abstract-association between the MS and the MTA. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that CancelDeferredDelivery can not take place at present and no further steps
are processed.

3) If the abstract-association between the MS and the MTA exists, the MS invokes a
(‘nnnn]nnﬂ:rrnr‘nnlivnry ahstract npnrqh'nn tothe MTA

4)| If the MTA sends back a CancelDeferredDelivery result, for details see 8.2.1.3.2 of ISO/IEC70421-4,
indicating success, the MS sends back a corresponding CancelDeferredDelivery result indidating
success to the UA. Note, that the MS never sends back an indication of success to the UA until |t has
received the corresponding result back from the MTA first. This is to insure a consistent service/from
a user point of view, viz that the responsibility for the cancel deferred delivery-has been taker over
by the MTS, when the result comes back.

5)] The MS may either choose to terminate the abstract-association with theMTA after a certain geriod
of inactivity, or when the UA terminates its corresponding abstract-dssociation with the MS.

15.2.4 Invocation of the SubmissionControl abstract-operation
[f the MS receives a SubmissionControl abstract-operation frgm)the MTA, or if the MS for some intlernal
repsons wants to temporarily stop the UA from submitting.méssages or probes, or to alter the maximum-

lepgth or lowest-priority of messages from the UA, the MSperforms the following steps:

1) It invokes a SubmissionControl abstract-operation to the UA. For details see 8.2.1.4.1 of ISQ/IEC
10021-4,

2)| It waits for a SubmissionControl result, for details see 8.2.1.4.2 of ISO/IEC 10021-4, from the UA
confirming the acceptance of the SubmissionControl abstract-operation.

3)| If the SubmissionControl abstragt-operation had been triggered by a corresponding absfract-
operation from the MTA to the MS the SubmissionControl result from the UA is passed on from the
MS to the MTA and the MS.waits for the SubmissionControl result to come back from the UA.

13.3 Supply of the Administration Port abstract-services

This clause covers the performance of the Register and ChangeCredentials abstract-operations. The MS
alstract-service supply of the Administration Port abstract-services assumes that an absjract-
association exists between the Indirect-submission Port supplier (the MS) and the Indirect-subm|ssion
Pqrt consumer (the UA). The performance of the abstract-operations is in sequential order, no pdrallel
processing\takes place. Not all error cases are described.

13.3:1 “Performance of the Register abstract-operation

When the MS receives a Register abstract-operation and its associated arguments from the UA, it
performs the following steps:

1) It establishes that the argument information is valid for a Register abstract-operation. For details
see 8.4.1.1.1 of ISO/IEC 10021-4.
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5)

6)

It checks if there is already an existing abstract-association between the MS and the MTA.. If not, the
MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is

informed by an error that register can not take place at present and no further steps are processed.

If the abstract-association between the MS and the MTA exists, the MS invokes a Register abstract-

operation to the MTA.

If the MTA sends back a Register result, for details see 8.4.1.1.2 of ISO/IEC 10021-4, indicating
success, the MS sends back a corresponding Register result indicating success to the UA. Note, that

the-MS never sends back an indicationof success-to-the LA until-it-hasreceived-the nnrrocpnnr"

result back from the MTA first. This is to insure a consistent service from a user point of view,
that the responsibility for the register has been taken over by the MTS, when the result comesbac

Tlhe MS may either choose to terminate the abstract-association with the MTA after a certain per
f inactivity, or when the UA terminates its corresponding abstract-association withthe MS.

=]

Tihe scope of permitted changes by the UA via the MS to the user-security-labels'shall be confined
the security-policy in force. Some security-policies may only permit userisgcurity-labels to 4
changed in this way if a secure link is employed. Other local means of changing user-security-lab
ifi a secure manner may be provided.

15.3.2 Invocation of the ChangeCredentials abstract-operation

A ChangeCredentials abstract-operation is initiated becausethe MTA invoked a ChangeCredenti
bstract-operation to the MS. In order to relay the new-credéntials to the UA, from the MTA, the ]
performs the following steps:

Y]

1) It establishes that the argument information“is valid for a ChangeCredentials abstra
operation. For details see 8.4.1.2 of [SO/IEC«10021-4. If the old credentials are incorrect and
new credentials are not acceptable an errpfds returned and no further processing takes place.

Do
~—

It invokes a ChangeCredentials abstract-operation on the UA, containing the new credentials
be registered. For details see 8.4.1¢2'0f [SO/IEC 10021-4.

3) It gets a ChangeCredentials-result back when the UA has accepted the change and stores f
new credentials. The ChangeCredentials result or resultant error from the UA is relayed to f
MTA.

15.3.83 Performance ofthe ChangeCredentials abstract-operation

1)

2)

WheT the MS receives-a ChangeCredentials abstract-operation and its associated arguments from f{
UA, it

performs thefollowing steps:

establishes that the argument information is valid for a ChangeCredentials abstract-operati
or detatls see 8.4.1.2 of ISO/IEC 10021-4.
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MS initiates such an abstract-association. If an abstract-association cannot be established, the UA is
informed by an error that change of credentials can not take place at present and no further steps are

processed.

3) If the abstract-association between the MS and the MTA exists, the MS invokes a
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ChangeCredentials abstract-operation to the MTA.
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If the MTA sends back an empty ChangeCredentials result, indicating success, the MS sends back a
corresponding ChangeCredentials result indicating success to the UA and stores the credentials. If
the MTA returns an error, this is relayed to the UA to indicate that error. Note, that the MS never
sends back an indication of success to the UA until it has received the corresponding result back

from the MTA first.

The MS may either choose to terminate the abstract-association with the MTA after a certain period
of inactivity, or when the UA terminates its corresponding abstract-association with the MS.
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16 Ports realization

This clause describes how the Retrieval, the Submission and the Administration Ports of the MS
abstract-service are provided. For a description of how the MTS abstract-service provides the Delivery,
the Submission and the Administration Ports, refer to clause 8 of ISO/IEC 10021-4.

16.1 Retrieval Port

real ¢perations in the Message Retrieval Service Element (MRSE) which is documented in ISQ/IEC
10021-6.
16.2 | Indirect-submission Port

The Indirect-submission Port abstract-services are realized on a one-to-one basis between abstragt-
operlltions and real operations in the Message Submission Service Element\(MSSE) which|is
documented in ISO/IEC 10021-6.

16.3 | Administration Port
The Administration Port abstract-services are realized on a one-to-one basis between abstraft-

operdtions and real operations in the Message Administration Service Element (MASE) which|is
documented in ISO/IEC 10021-8.
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Annex A
(normative)

Formal assignment of object identifiers

All OBJECT IDENTIFIERs this part of ISO/IEC 10021 assigns are formally assigned in the present
annex using ASN.1. The specified values are cited in the ASN.1 modules of subsequent annexes.

THis annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of
th{s part of ISO/IEC 10021. The definitive assignments for the former occur in the modules themselves.
THe latter is fixed. Other references to the values assigned to modules appear in IMPORT clauses.
M9Objectidentifiers {joint-iso-ccitt mhs-motis(6) ms(4) modules(0) object-identifiers(0)}
DEFINITIONS :: =
BEGIN
--Prologue

-- Exports everything
IMPORTS

ID, id-ms

FROM MHSObjectidentifiers {joint-iso-ccitt mhs-motis(6) ar¢ch(5) modules{0) object-identifiers(0)};

--Categories
id-mod -- modules - ID:: = {id-ms0}
id-pt -- objects - ID::= {id-ms1}
id-pt -- port types - ID::= {id-ms 2}
id-ptt -- attribute types -- ID:: = {id‘ms3}
id-pct  -- auto-actiontypes - ID:: = {id-ms4}
-- Modules
id-mod-object-identifiers ID :: = {id-mod 0} -- not definitive
id-mod-abstract-service ID:: = {id-mod 1} -- not definitive
id-mod-attribute-types ID :: = {id-mod 2} -- not definitive
id-mod-action-types ID:: = {id-mod 3} -- not definitive
id-mod-upper-bounds 1D :: = {id-mod 4} -- not definitive
--Pbjects
id-orms 10T= {fa-otr o}
id-ot-ms-user ID:: = {id-ot1}
-- Port-types
id-pt-retrieval ID:: = {id-pt 0}
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-- Attribute-types

id-att-child-sequence-numbers ID:: = {id-att 0}
id-att-content ID:: = {id-att 1}
id-att-content-confidentiality-algorithm-identifier D :: = {id-att 2}
id-att-content-correlator D :: = {id-att 3}
id-att-content-identifier ID:: = {id-att 4}
id-att-content-integrity-check ID :: = {id-att5}
id-att-content-length ID:: = {id-att 6}
id-att-contentreturned 1D-—-=fid-att 7}
id-at{-content-type ID:: = {id-att 8}
id-at{-conversion-with-loss-prohibited 1D :: = {id-att 9}
id-at{-converted-EiTs ID:: = {id-att 10}
id-at{-creation-time ID:: = {id-att 11}
id-at{-delivered-EiTs D :: = {id-att 12}
id-at{-delivery-flags ID:: = {id-att 13}
id-at{-dl-expansion-history 1D :: = {id-att 14}
id-at{-entry-status ID:: = {id-att 15}
id-at{-entry-type ID:: = {id-att 16}
id-at{-intended-recipient-name 1D :: = {id-att 17}
id-at{-message-delivery-envelope ID:: = {id-att 18}
id-at}-message-delivery-identifier D :: = {id-att 19}
id-at§-message-delivery-time 1D :: = {id-att 20}
id-atf-message-origin-authentication-check ID:: = {id-att 21}
id-at{-message-security-label 1D :: = {id-att 22}
id-at{-message-submission-time 1D :: = {id-att:23}
id-at{-message-token ID :: = {id-att 24}
id-at{-original-EITs 1D :: = {id-att 25}
id-at{-originator-certificate ID :: =Yid-att 26}
id-at{-originator-name ID= {id-att 27}
id-at{-other-recipient-names ID':: = (id-att 28}
id-at{-parent-sequence-number D :: = {id-att 29}
id-aty-per-recipient-report-delivery-fields ID :: = (id-att 30}
id-at{-priority ID:: = {id-att31}
id-at{-proof-of-delivery-request ID:: = {id-att 32}
id-aty-redirection-history ID:: = (id-att 33}
id-at{-report-delivery-envelope, 1D :: = {id-att 34}
id-atf-reporting-DL-name ID:: = {id-att 35}
id-at}-reporting-MTA -certificate ID:: = {id-att 36}
id-at}-report-origin-authentication-check 1D :: = {id-att 37}
id-atf-security-classification ID:: = {id-att 38}
id-at{-sequence-number D :: = {id-att 39}
id-at{-subject-submission-identifier 1D :: = {id-att 40}
id-att-this-recipient-name ID;: = {id-atta1}
-- Auto-action-types

id-act-auto-forward ID:: = (id-act 0}
id-act-auto-alert 1D :: = {id-act 1}

END
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