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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internatiq
The mai
Standard

an Intern

Attention
rights. IS

ISO/IEC

Subcommmittee SC 6, Telecommunications and information exchange{between systems, in collaboration with

ITU-T.T

This thifd edition cancels and replaces the second edition (ISO/IEC 10021-4:1997), which has been

technica

ISO/IEC
Handling

— Part
—  Part
— Part
— Part
—  Part
— Part

—  Part

led by the respeciive organization o deal with particular fields of technical activity. ISO and IE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.
h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication ds
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such\patent rights.

10021-4 was prepared by Joint Technical Committee ISONEC JTC 1, Information technology,

ne identical text is published as ITU-T Rec. X.411.

ly revised. It also incorporates the Technical Corrigendum ISO/IEC 10021-4:1997/Cor. 1:1998.

D

10021 consists of the following parts, under the general title Information technology — Messag
Systems (MHS):

1: System and service overview

2: Overall architecture

4: Message transfer system — Abstract service definition and procedures
5: Message store:Abstract service definition

6. Protocol specifications

7: Interpérsonal messaging system

8=Electronic Data Interchange Messaging Service

—  Part

— Part

—  Part

vi

9: Electronic Data Interchange Messaging System
10: MHS routing

11: MHS Routing — Guide for messaging systems managers [Technical Report]
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Introduction

This Service Definition is one of a set of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

1

T

he M'TS comprises a number of message-transter-agents (M'1As), which transter messages and deliver theni
tended recipients.

his Service Definition was developed jointly by ITU-T and ISO/IEC. It is published as_common
[U-T Rec. X.411 | ISO/IEC 10021-4.

© ISO/IEC 2003 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 10021-4
ITU-T RECOMMENDATION X411

Information Technology — Message Handling Systems (Mhs) — Message Transfer System:
Abstract Service Definition And Procedures

SECTION ONE — INTRODUCTION

1 Scope

This|Recommendation | International Standard defines the abstract-service provided by the MTS (the MTS Abstract
Servjce), and specifies the procedures to be performed by MTAs to ensure the correct distributed operation of the MITS.

ITU{T Rec. X.402 | ISO/IEC 10021-2 identifies the other Recommendations | Internatignal Standards which define
othef aspects of Message Handling Systems.

Accgss to the MTS Abstract Service defined in this Recommendation | Internatiopal.Standard may be provided bl the
MTSY Access Protocol (P3) defined in ITU-T Rec. X.419 | ISO/IEC 10021-6, The’ distributed operation of the MTS
defijed in this Recommendation | International Standard may be provided by the'use of the MTS Transfer Protocol (P1)
also defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by whichdmessages may be routed through the M[['S is
specified in ISO/IEC 10021-10.

Sectfon two of this Recommendation | International Standard defines.the MTS Abstract Service. Clause 6 describgs the
Mesgage Transfer System Model. Clause 7 provides an overview.of the MTS Abstract Service. Clause 8 defings the
semgntics of the parameters of the MTS Abstract Service. Clause 9 defines the abstract-syntax of the MTS Abstract
Servjce.

Sect{on three of this Recommendation | International Standard defines the MTA Abstract Service. Clause 10 refings the
modgl of the MTS, first presented in clause 6, to show"that the MTS comprises a number of MTAs that interwork|with
one pnother to provide the MTS Abstract Service-’Clause 11 provides an overview of the MTA Abstract Sefvice.
Claupe 12 defines the semantics of the parameters of the MTA Abstract Service. Clause 13 defines the abstract-syntax
of the MTA Abstract Service.

Sectfon four of this Recommendationy| International Standard specifies the procedures performed by MTAs to ehsure
the dorrect distributed operation of the:MTS.

Anngx A provides a reference definition of the MTS object identifiers cited in the ASN.1 modules in the body of this
Recqmmendation | International Standard.

Ann¢x B provides a reference definition of the upper bounds of the size constraints imposed upon variable lengthf data
types defined in ASNwl modules in ITU-T Rec. X.411.

Anng¢x C identifies-the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.41] and
ISOAEC 10021-4.

Ann¢x D{provides an index to this Recommendation | International Standard, categorised into: definitions of the MTS
para1neters; Abbreviations; Terms; ASN.1 modules; ASN.1 information object classes; ASN.1 types; and ASN.1
values:.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.411 (06/1999) 1
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2.1

Open Systems Interconnection

This Service Definition cites the following OSI specifications:

2.2
This

2.3
This

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Specification of Basic Notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Information Object Specification.

ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Constraint Specification.

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

Message Handling Systems

Service Definition cites the following Message Handling System specifications:

Directory Systems

Service Definition cites the fallowing Directory System specifications:

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology —(Rdmote
Operations — Concepts, Model and Notation.

ITU-T Recommendation F.400/X.400 (1999), Message handling: System and sérvice overview.

ISO/IEC 10021-1:2003, Information technology — Message Handling Systems (MHS) — Part 1: System
and service overview.

ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2:2003 cInformation technology — Megsage
Handling Systems (MHS) — Overall architecture.

ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information technology — Megsage
Handling Systems (MHS) — Message store: Abstract servie€ definition.

ITU-T Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information technology — Megsage
Handling Systems (MHS) — Protocol specifications

ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7:2003, Information technology — Megsage
Handling Systems (MHS) — Interpersonal messaging system.

ITU-T Recommendation X.412 (1999), |- ISO/IEC 10021-10:1999, Information technology — Megsage
Handling Systems (MHS) — MHS Routing:

CCITT Recommendation X.408*(1988), Message handling systems: Encoded information |type
conversion rules.

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1998, Information technology — Open Sy{tems
Interconnection The Directory — Overview of concepts, models, and services.

ITU-T Réeommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Open Sy{tems
Intercounection — The Directory — Models.

ITU~T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998, Information technology — Open Syjtems
Interconnection — The Directory — Authentication framework.

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:1998, Information technology — Open Syjtems
Interconnection — The Directory — Abstract service definition.

ITH=-T Recommemdatior X-5t81997)1SOMEC 959441998 Information techmotogy —OpenSystems
Interconnection — The Directory — Procedures for distributed operation.

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:1998, Information technology — Open Systems
Interconnection — The Directory — Protocol specifications.

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:1998, Information technology — Open Systems
Interconnection — The Directory — Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:1998, Information technology — Open Systems
Interconnection — The Directory — Selected object classes.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:1998, Information technology — Open Systems
Interconnection — The Directory — Replication.
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— ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:1998, Information Technology — Open
Systems Interconnection — The Directory: Use of systems management for administration of the

Directory.

Country Codes

Service Definition cites the following Country Code specifications:

— IS0 3166-1:1997, Codes for the representation of names of countries and their subdivisions — Part 1:

Country codes.
—  ITU-T Recommendation X.121 (1996), International numbering plan for public data networks.

2.5
This

3

For the purposes of this Service Definition the definitions given in ITU-T Rec. X.402'| ISO/IEC 10021-2 apply.

4

For the purposes of this Service Definition the abbreviations given in.JTU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5
This

5.1

Thro
MTS
are 1
thus
Serv]

5.2
In th

Telematic Services

Service Definition cites the following Telematic Service specifications:

—  CCITT Recommendation F.170 (1992), Operational provisions for the international public facs
service between public bureaux (bureaufax).

— ITU-T Recommendation T.30 (1993), Procedures for document facsimile transniission in the ge
switched telephone network.

Definitions

Abbreviations

Conventions

Service Definition uses the descriptive conventiods'described below.

Terms

ughout this Service Definition the words of defined terms and the names and values of the parameters o
Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case lette
nked by a hyphen thus: defined=term. Proper names begin with an upper-case letter and are not linked by a hy
Proper Name. The names and values of the parameters of the MTS Abstract Service and the MTA Ab
ce (including components\of OR address defined in ISO/IEC 10021-2) are printed in bold.

Presence of Parameters

e tables of paraieters in clauses 8 and 12, the presence of each parameter is qualified as follows:
Mandatory (M): A mandatory parameter shall always be present.

Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-oper3
an optional result shall be present at the discretion of the performer of the abstract-operation.
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Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by
the MTS, this is explicitly defined. The presence of other conditional parameters is dependent on the presence
of those parameters in other abstract-operations (for example, the presence of a conditional argument of the
Message-transfer abstract-operation is dependent on the presence of the same optional argument in the related

Message-submission abstract-operation).

Abstract Syntax Definitions

This Service Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstract Service using

the

abstract syntax notation (ASN.l1) defined in ITU-T Rec. X.680| ISO/IEC 8824-1, ITU-T Rec. X.
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ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract
service definition conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the remote operations
notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

Where there are changes implied to the protocols defined in CCITT Recommendation X.411 (1984), these are
highlighted in the abstract syntax definitions by means of underlining.

Although the abstract syntax in this Service Definition contains extension markers, it has not been verified that these are
present in all instances that would be required before Packed Encoding Rules could safely be used.

5.4 Interpretation of UTC Time values

Dates and times in the MHS protocols are represented using the ASN.1 UTCTime type which uses only two decimal
digitp to represent the year, leaving the century unspecified. Since MHS systems must deal with dates both in thd past
(e.g.|submission times of old messages which may be held in local storage or forwarded) and in the future (expiry fime,
defefred delivery time), it is important to observe a standard convention to avoid inaccurate display or malfunctipn of
the MHS when dates from different centuries are compared.

The fwo decimal digits give 100 different years that can be expressed; an implementation has to asgeciate each of fhese
valugs with a particular century. The chosen convention is that dates up to ten years prior to the gurrent time and |ip to
forty] years ahead of the current time should be associated with the corresponding century, with, the interpretation ¢f the
remdining 49 values being implementation dependent. For example, for a system operating in 1996 the values|"86"
to "99" are interpreted as 1986 to 1999 and the values "00" to "36" are interpreted as 2000 to 2036, and the values|"37"
to "§5" are implementation dependent.
NOTE — This convention permits two possible implementation strategies. An implementation can choose a fixed interpretatjon of
ajl the year values, such that the convention is satisfied throughout the expected lifé of‘the product, or it can interpret the|dates
dynamically, based on the current date, such that the implementation remains valid(indefinitely. For example, an implemenjation
cpuld choose the fixed range 1970 to 2069 for the available values, meaning that'the implementation would require revisiop if it
iy still in use by the year 2029.

SECTION TWO — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

6 Message Transfer System Model

Message Handling provides for the exchange ofimessages between users on a store-and-forward basis. A megsage
subnpitted by one user (the originator) is transfetred through the Message Transfer System (MTS) and delivered t¢ one
or mpre other users (the recipients).

The IMTS is described using an abstract model in order to define the services provided by the MTS as a whole { the
MTSY Abstract Service.

The MTS is modelled as an object) whose overall behaviour can be described without reference to its internal strugture.
The pervices provided by the/ MTS object are made available at ports. A type of port represents a particular view d¢f the
services provided by the MTS object.

A uspr of the MTS istalso modelled as an object, which obtains the services provided by the MTS through a port Which
is pajred with an MTS port of the same type.

A type of port.eotresponds to a set of abstract-operations which can occur at the port; those which can be perform¢d by
the MTS object (invoked by the MTS-user object), and those which can be invoked by the MTS object (performgd by
the M TS=user object).

A portTmay besymmmetricat; T wiich case thesetof operations performed by thie MTSobject ayatsobemvoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is said to be the supplier
or consumer with respect to the type of port. The terms supplier and consumer are used only to distinguish between the
roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g., the MTS) is usually regarded as being the
supplier, and the user object (e.g., an MTS-user object) is usually regarded as being the consumer.

Before objects can invoke operations on one another, they must be bound into an abstract association. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released.
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and the application-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects.
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the
delivery or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS associated with megsage
deliviery, and enables either the MTS or the MTS-user to change their credentials with one another.

A message submitted by one MTS-user via a submission-port will normally be delivered to one or more recipient
MTH{-users via delivery-ports. The originating MTS-user may elect to be notified of the delivery or, non=delivery] of a
mesdage via its delivery-port.

Figufe 1 models the Message Transfer System (MTS).

Clauke 7 provides an overview of the MTS Abstract Service.

Originator

Message-delivery
_—

Message-submission

Report delivery
(non-delivery)

Message Transfer System
(MTS)

Intended-recipients

Non-delivery @

X.411_F01

Figure1 — Message Transfer System Model

7 Message Transfer System Abstract Service Overview

This|Service Definitiondefines the following services that comprise the MTS Abstract Service:

MTS Bindand Unbind
a) MTS-bind
b).\» MTS-unbind

Submission Port Abstract Operations

c¢) Message-submission
d) Probe-submission
e) Cancel-deferred-delivery

f)  Submission-control

Delivery Port Abstract Operations
g) Message-delivery
h) Report-delivery

i)  Delivery-control

ITU-T Rec. X.411 (06/1999) 5
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Administration Port Abstract Operations
j)  Register
k) Change-credentials.

7.1 MTS Bind and Unbind

The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an
established association.

The MTS-unbind enables the release of an established association by the initiator of the association.

7.2 Submission Port

The [Message-submission abstract-operation enables an MTS-user to submit a message to the MTS fortransfef and
delilery to one or more recipient MTS-users.

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether qr not
a megsage could be transferred and delivered to one or more recipient MTS-users if it were to be-submitted.

The [Cancel-deferred-delivery abstract-operation enables an MTS-user to request cancellation of a message previpusly
subnpitted (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The [Submission-control abstract-operation enables the MTS to constrain the us€ 0f the submission-port absfract-
operfitions by the MTS-user.

The | Message-submission and Probe-submission abstract-operations may )cause subsequent invocation of the
Repqrt-delivery abstract-operation by the MTS.

7.3 Delivery Port
The Message-delivery abstract-operation enables the MTS to déliver a message to an MTS-user.

The Report-delivery abstract-operation enables the MTS, to acknowledge to the MTS-user the outcome of a preyious
invogation of the Message-submission or Probe-submission abstract-operations. For the Message-submission absfract-
operfition, the Report-delivery abstract-operation indieates the delivery or non-delivery of the submitted messagel For
the Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a megsage
could be delivered if it were to be submitted. The Report-delivery abstract-operation may also convey a notificatipn of
physjical-delivery by a PDS.

The |Delivery-control abstract-operatioh, enables an MTS-user to constrain the use of the delivery-port absfract-
operfitions by the MTS.

7.4 Administration Port

The [Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user held by the
MTS, associated withyinessage delivery.

The [Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with the MT]S, or
the MTS to change it’s credentials with the MTS-user.

8 Message Transfer System Abstract Service Definition

This clause defines the semantics of the parameters of the MTS Abstract Service.

Clause 8.1 defines the MTS-bind and MTS-unbind. Clause 8.2 defines the submission-port. Clause 8.3 defines the
delivery-port. Clause 8.4 defines the administration-port. Clause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind

This clause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-user and
the MTS.
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8.1.1 Abstract-bind and Abstract-unbind

This clause defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind
b) MTS-unbind.

8.1.1.1 MTS-bind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-bind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and
security-context of the association. An association can only be released by the initiator of that association (using MTS-
unbipd).

Abstract-operations other than MTS-bind can only be invoked in the context of an established association.
The puccessful completion of the MTS-bind signifies the establishment of an association.

The fisruption of the MTS-bind by a bind-error indicates that an association has not been established)
8.1.1.1.1 Arguments

Tablp 1 lists the arguments of the MTS-bind, and for each argument qualifies its presence-and indicates the clause in
whidgh the argument is defined.

Table 1 — MTS-bind Arguments

Argument Presence Clause

Bind Arguments

Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
Security-context o 8.1.1.1.1.3
Messages-waiting o 8.1.1.1.14

8.1.1.1.1.1 Initiator-name

This| argument contains a name for the imitiator of the association. It shall be generated by the initiator of the
assogiation.

If the initiator is an MTS-user, thesname is the OR-name of the MTS-user, which is registered with the MTS
(see B.4.1.1.1.1). The initiator-mame shall contain the OR-address, and may optionally also contain the direcfory-
namg, of the MTS-user (OR~address-and-optional-directory-name). The initiator-name shall also indicate whither
the ifitiator is a UA or an MS:

If th¢ initiator is the MLS {or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-uger.
8.1.1.1.1.2 Initiator-credentials

This|argument.contains the credentials of the initiator of the association. It shall be generated by the initiator df the
assogiation,

The | initiator-credentials may be used by the responder to authenticate the identity of the initiator | (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password associated with the
initiator-name.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in clause 6 of
ITU-T Rec. X. 509 | ISO/IEC 9594-8 (either Protected] or Protected2) and optionally arguments for that protection
process (timel, time2, randoml and random2) which derive their meaning by bilateral agreement. The description of
protected-authentication in Annex H of ITU-T Rec. X.402 | ISO/IEC 10021-2 applies equally to MTS-bind (apart from
the protected mechanism to change the password).

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate or certificate-selector.

ITU-T Rec. X.411 (06/1999) 7
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g., a
certification-authority), and, optionally, additional certificates which provide a certification-path for the initiator’s
certificate. It may be supplied by the initiator of the association, if the initiator-bind-token is an asymmetric-token. If
the initiator is an MTS-user, the initiator-certificate shall contain the OR-address of the initiator in the x400Address
component in its subject alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the
security-policy provides an alternative binding of the certificate to the MTS-user. If the initiator is the MTS, the
initiffor-certificate shall confain the MTA-name of the initiator in an mfa-name (see A.5.1 of ITU-1 Rec, XK02 |
ISONEC 10021-2) in the otherName component in its subject alternative name field, unless the security-policy proyides
an afternative binding of the certificate to the initiating MTA. The initiator-certificate may be used to_conyey a
veriffied copy of the public-asymmetric-encryption-key (subject-public-key) of the initiator of the association| The
initigtor’s public-asymmetric-encryption-key may be used by the responder to validate the initiator-bind-token ahd to
compute encrypted-data in the responder-bind-token. If the responder is known to have, or‘have access tq, the
initigtor’s certificate (e.g., via the Directory), the initiator-certificate may be omitted and, where the initiator has more
than|one certificate, a certificate-selector may be supplied to identify the certificate using any certificate selefction
critefia specified for certificate match (see 12.7.2 of ITU-T Rec. X.509 | ISO/IEC 9594-8):

8.1.1.1.1.3  Security-context

This|argument identifies the security-context that the initiator of the association“proposes to operate at. It mdy be
generated by the initiator of the association.

between the MTS-user and the MTS for the duration of the associatidn, in line with the security-policy in force] The
secufity-context shall be one that is allowed by the registered user-security-labels of the MTS-user and by the
secufity-labels associated with the MTA of the MTS.

The‘:NE)ecurity-context comprises one or more security-labels that defing the sensitivity of interactions that may ¢ccur

Oncg established, the security-context of the submission-portiand delivery-port can be temporarily restricted usinlg the
Subrpission-control (see 8.2.1.4.5) and Delivery-control (see 8.3.1.3.1.7) abstract-operations, respectively.

If security-contexts are not established between the-MTS-user and the MTS, the sensitivity of interactions that| may
occuf between the MTS-user and the MTS may be.atithe discretion of the invoker of an abstract-operation.

8.1.1.1.1.4  Messages-waiting

This|argument indicates the number of messages and total number of octets waiting to be delivered by the MTS tp the
MTS§-user, for each priority. It may be generated by the initiator of the association.

This| argument shall only be présert when the MTS is initiating an association with an MTS-user, and whep the
MTH-user subscribes to the Hold.for Delivery element-of-service (defined in ITU-T Rec. X.400 | ISO/IEC 10021-1).

8.1.1.1.2 Results

Tablp 2 lists the results,of the MTS-bind, and for each result qualifies its presence and indicates the clause in which the
result is defined.

Table 2 — MTS-bind Results

Result Presence Clause
Bind Results
Responder-name M 8.1.1.1.2.1
Responder-credentials M 8.1.1.1.2.2
Messages-waiting (0] 8.1.1.1.2.3

8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.
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If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS
(see 8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the
directory-name, of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also
indicate whether the responder is a UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.

8.1.1.1.2.2  Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the responder of the
association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T Rec. X.509 | ISO/TEC 9594-8)

If oply simple-authentication is used, the responder-credentials comprise a simple password associated-with the
resppnder-name.

If prptected-authentication is used, the responder-credentials comprise a password protected as described in clafise 6
of ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protected] or Protected2) and optionally arguments, for that protection
process (timel, time2, random1 and random2) which derive their meaning by bilateral agreement.

If stfong-authentication is used, the responder-credentials comprise a responder-bind-token and, optionally, a
resppnder-certificate or certificate-selector. The responder-bind-token is a token generated by the responder df the
asso¢iation. The responder-bind-token shall be the same type of token as the\ initiator-bind-token. If the
resppnder-bind-token is an asymmetric-token, the signed-data comprises a randam-number (which may be rdlated
to the random-number supplied in the initiator-bind-token). The encrypted-data of an asymmetric-token mgy be
used|to convey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to securp the
assogiation, or may be absent from the responder-bind-token.

Sympmetric algorithms may be used within the above asymmetric-token)(s¢e 8.5.8).

The [responder-certificate is a certificate of the responder of the\association, generated by a trusted source (4.g. a
certification-authority) and, optionally, additional certificates pyhich provide a certification-path for the responder’s
certificate. It may be supplied by the responder of,the association, if the responder-bind-token iy an
asymmetric-token. If the responder is an MTS-user, the.kesponder-certificate shall contain the OR-address df the
responder in the x400Address component in its subjectjalternative name field (see 12.3.2.1 of ITU-T Rec. X509 |
ISOAIEC 9594-8), unless the security-policy provides-an alternative binding of the certificate to the MTS-user. If the
respnder is the MTS, the responder-certificate'shall contain the MTA-name of the responder in an mta-pame
(see ]A.5.1 of ITU-T Rec. X.402 | ISO/IEC 10024-2) in the otherName component in its subject alternative name field,
unlegs the security-policy provides an alternative binding of the certificate to the responding MTA. The responder-
certificate may be used to convey a verified’copy of the public-asymmetric-encryption-key (subject-public-key) ¢f the
respgnder of the association. The respdndér’s public-asymmetric-encryption-key may be used by the initiator to validate
the rlesponder-bind-token. If the jhitiator is known to have, or have access to, the responder’s certificate (e.g. via the
Direftory), the responder-certificate may be omitted and, where the responder has more than one certificdte, a
certificate-selector may be(supplied to identify the certificate using any certificate selection criteria specifiefl for
certificate match (see 12.720f ITU-T Rec. X.509 | ISO/IEC 9594-8).

8.1.1.1.2.3  Messages-waiting

This|argument indieates the number of messages and total number of octets waiting to be delivered by the MTS tp the
MTH-user, foreach priority. It may be generated by the responder of the association.

This|argument shall only be present when the MTS is responding to an association initiated by an MTS-user, and Wwhen
the [MES-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X}400 |

ISOMAEECT6621+1-

8.1.1.1.3 Bind-errors
The bind-errors that may disrupt the MTS-bind are defined in 8.1.2.

8.1.1.2 MTS-unbind

The MTS-unbind enables the release of an established association by the initiator of the association.

8.1.1.2.1 Arguments
The MTS-unbind has no arguments.

ITU-T Rec. X.411 (06/1999) 9
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8.1.1

2.2 Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1

.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.

8.1.2

This

Bind-errors

clause defines the following bind-errors:
a) Authentication-error
b) Busy

8.1.2.

The
initig
The
8.1.2
The
The

8.1.2

The
1S un

The

8.1.2

The
asso

The

8.1.2

The
undg

8.2

This
8.2.1
This

¢) Unacceptable-dialogue-mode

d) Unacceptable-security-context

e) Inadequate-association-confidentiality.
1 Authentication-error

Authentication-error bind-error reports that an association cannot be established due to an authentication erro
tor’s credentials are not acceptable or are improperly specified.

Authentication-error bind-error has no parameters.

.2 Busy
Busy bind-error reports that an association cannot be established because the'responder is busy.

Busy bind-error has no parameters.

.3 Unacceptable-dialogue-mode

[Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the associ
acceptable to the responder (see ITU-T Rec. X.419 | ISQAEC 10021-6).

[Jnacceptable-dialogue-mode bind-error has no parameters.

.4  Unacceptable-security-context

iation is unacceptable to the responder-

[Unacceptable-security-context bind-error has no parameters.

.S Inadequate-association-confidentiality

rlying connection doe§-not provide the necessary confidentiality.

Submission/Port

clause definies the abstract-operations and abstract-errors which occur at a submission-port.

Abstract-operations

Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of

Inadequate-association-confidentiality bind-error reports that an association cannot be established becausg

- the

ation

the

the

clduse defines the following submission-port abstract-operations:

a) Message-submission
b) Probe-submission
¢) Cancel-deferred-delivery

d) Submission-control.

8.2.1.1 Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

10
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The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message
(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the
message.

8.2.1.1.1 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence
and identifies the clause in which the argument is defined.

8.2.1.1.1.1  Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating MTS-
user| If OR-address is not included in originator-name on submission it shall be inserted by the originating MFA| The
originator-name shall remain unchanged in the subsequent progress of the submitted message through the-MTS.
Whete security arguments use the originator-name, its OR-address shall be generated by the originating MTS-usgr.

The priginator-name contains the OR-name of an individual originator, i.e., it shall not contain the OR*name of 4 DL.

8.2.1.1.1.2  Recipient-name

This| argument contains the OR-name of a recipient of the message. It shall be generated by the originator off the
mesdage. A value of this argument shall be specified for each recipient of the message.

The fecipient-name contains the OR-name of an individual recipient or DL.

8.2.1.1.1.3  Alternate-recipient-allowed

This|argument indicates whether the message may be delivered to an alterate-recipient assigned by the recipientiMD,
if th¢ specified recipient-name does not identify an MTS-user. It may belgenerated by the originator of the messagg.

This[argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-prohibited.

If thfs argument has the value alternate-recipient-allowed and-the recipient-name (specified by the originator df the
mesdage, or added by DL-expansion, or substituted by redireCtion to the recipient-assigned-alternate-recipient jor to
the griginator-requested-alternate-recipient, or present by any combination of redirection and expansion) doef not
idenfify an MTS-user, the message may be redirected ta7an alternate-recipient assigned by the recipient-MD to regeive
such|messages. If no such alternate-recipient has been‘assigned by the recipient-MD, or if this argument has the yalue
altenate-recipient-prohibited, a non-delivery report shall be generated.

In the absence of this argument, the default alternate-recipient-prohibited shall be assumed.

Table 3 — Message-submission Arguments

Argument Presence Clause

Originator Arguineyit

Origmator-name M 8.2.1.1.1.1
RecipientArguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed (¢ 8.2.1.1.1.3

Recipient-reassignment-prohibited (0] 8.2.1.1.1.4

Originator-requested-alternate-recipient (0] 8.2.1.1.1.5

DL-expansion-prohibited O 8ZI.1.1.0

Disclosure-of-other-recipients (0] 8.2.1.1.1.7

DL-exempted-recipients O 8.2.1.1.1.40
Priority Argument

Priority o 8.2.1.1.1.8
Conversion Arguments

Implicit-conversion-prohibited (6] 8.2.1.1.1.9

Conversion-with-loss-prohibited (0] 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11

ITU-T Rec. X.411 (06/1999) 11
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Table 3 — Message-submission Arguments

Argument Presence Clause
Delivery Time Arguments
Deferred-delivery-time (0] 8.2.1.1.1.12
Latest-delivery-time (0] 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method o 8.2.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited o 8.2.1.1.1.15
Physical-forwarding-address-request o 8.2.1.1.1.16
Physical-delivery-modes (6] 8.2.1.1.1.17
Registered-mail-type o 8.2.1.1.1.18
Recipient-number-for-advice (0] 8.2.1.1.1.19
Physical-rendition-attributes (¢ 8.2.1.071:20
Originator-return-address O 8:2.1.1.1.21
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Content-return-request ¢ 8.2.1.1.1.23
Physical-delivery-report-request O 8.2.1.1.1.24
Security Arguments
Originator-certificate o 8.2.1.1.1.25
Message-token (¢ 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier O 8.2.1.1.1.27
Content-integrity-check o 8.2.1.1.1.28
Message-origin-authentication-check o 8.2.1.1.1.29
Message-security-label ¢ 8.2.1.1.1.30
Proof-of-submission-request (6] 8.2.1.1.1.31
Proof-of-delivery-request (¢ 8.2.1.1.1.32
Multiple-originator-certificates (¢ 8.2.1.1.1.41
Recipient-certificate o 8.2.1.1.1.42
Certificate-selectors. (6] 8.2.1.1.1.43
Certificate-selectofs-override (0] 8.2.1.1.1.44
Content Arguments
Original‘en¢oded-information-types (6] 8.2.1.1.1.33
Contént-type M 8.2.1.1.1.34
Content-identifier (0] 8.2.1.1.1.35
Content-correlator o 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type O 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39

8.2.1.1.1.4  Recipient-reassignment-prohibited

This argument indicates whether the message may be reassigned to another MTS-user registered as a recipient-
assigned-alternate-recipient by the intended-recipient. It may be generated by the originator of the message.

This argument may have one of the following values: recipient-reassignment-prohibited or recipient-reassignment-

allowed.

If this argument has the value recipient-reassignment-allowed and the intended-recipient has registered an applicable
recipient-assigned-alternate-recipient, the message shall be redirected to that recipient-assigned-alternate-

recipient.
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If this argument has the value recipient-reassignment-prohibited and the intended-recipient has registered an
applicable recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient has been
specified by the originator of the message the message shall be redirected to the originator-requested-alternate-
recipient, or if no originator-requested-alternate-recipient has been specified by the originator of the message, a
non-delivery-report shall be generated.

In the absence of this argument, the default recipient-reassignment-allowed shall be assumed.

8.2.1.1.1.5  Originator-requested-alternate-recipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be
generated by the originator of the message. A different value of this argument may be specified for each recipient of the
message.

The priginator-requested-alternate-recipient contains the OR-name of an individual, or DL, alternate-recipient.

If thlis argument is present and delivery of the message to the recipient-name (specified by the originator off the
mesdage, or added by DL-expansion, or substituted by redirection to a recipient-assigned-alternate-recipient) is not
possjble, the message shall be redirected to the originator-requested-alternate-recipient specified by, this argumept.

If an| originator-requested-alternate-recipient has been specified by the originator of the messageythe message [shall
be rddirected to that alternate-recipient in preference to the one assigned by the recipient-MD.

8.2.1.1.1.6  DL-expansion-prohibited

This|argument indicates whether DL-expansion within the MTS shall occur for any necipient-name which dendtes a
DL. |t may be generated by the originator of the message.

This|argument may have one of the following values: DL-expansion-prohibitéd or DL-expansion-allowed.

In thg absence of this argument, the default DL-expansion-allowed shallb¢ assumed.

8.2.1.1.1.7  Disclosure-of-other-recipients

This|argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTSfuser
when the message is delivered. It may be generated by the originator of the message.

This| argument may have one of the following values: disclosure-of-other-recipients-requested or
disclosure-of-other-recipients-prohibited.

In the absence of this argument, the default disclosure-of-other-recipients-prohibited shall be assumed.

8.2.1.1.1.8  Priority

This|argument specifies the relative priority of the message: normal, non-urgent or urgent. It may be generated by the
origiphator of the message.

In thg absence of this argument, ‘a_default priority of normal shall be assumed.

8.2.1.1.1.9  Implicit-conversion-prohibited

This|argument indicatesywhether implicit-conversion may be performed on the message content. It may be generat¢d by
the griginator of the/message.

This|argument‘may have one of the following values: implicit-conversion-prohibited or implicit-conversion-allojved.
In thp absence of this argument, the default implicit-conversion-allowed shall be assumed.

See 3ls08.2.1.1.1.10.

8.2.1.1.1.10  Conversion-with-loss-prohibited

This argument indicates whether encoded-information-type conversion(s) may be carried out on the message content,
if such conversion(s) would result in loss of information. Loss of information is defined in CCITT Rec. X.408. It may
be generated by the originator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-with-
loss-allowed.

In the absence of this argument, the default conversion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited arguments relate to
implicit-conversion only and is defined in Table 4.
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Table 4 — Combined Effect of Conversion Arguments

Implicit Conversion Conversion With Loss Combined Effect

allowed with-loss-allowed Allowed

allowed with-loss-prohibited with-loss-prohibited

prohibited with-loss-allowed prohibited

prohibited with-loss-prohibited prohibited
8.2.1.1.1.11 Explicit-conversion
This argumentindicatesthetypeof conversionof the messagecontentexplici cquested-by—the-originato
reciffient. It may be generated by the originator of the message. A different value of this argument may be specifig
each|recipient of the message.
This| argument may have one of the following values: ia5-text-to-teletex, ia5-text-to-g3-facsimile,.ia5-te
g4-class-1, iaS-text-to-videotex, teletex-to-iaS-text, teletex-to-g3-facsimile, teletex-to-g4-class-1, telete
videptex, videotex-to-ia5-text, or videotex-to-teletex. Other types of explicit-conversion may be defined by add
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iture versions of this Recommendation | International Standard. Explicit-conversion Ghall be performg
fied in CCITT Rec. X.408.

e absence of this argument, no explicit conversion shall be performed.
OTE — When specified for a recipient DL, explicit-conversion applies to all members of{the'DL.

.1.1.12  Deferred-delivery-time

argument specifies the Time before which the message should not{be delivered to the recipient(s). It ma
rated by the originator of the message.

.1.1.13  Latest-delivery-time

argument contains the Time after which the message should not be delivered to the recipient(s). It mg
rated by the originator of the message.

handling of non-delivery because of expired latest-delivery-time is described in 14.3.2.4.

.1.1.14 Requested-delivery-method

argument indicates the preferred method-of delivery of the message to the recipient. It may be generated b
hator of the message. A different value of this argument may be specified for each recipient of the message.

argument may have one or more of the following values: any-delivery-method, mhs-delivery, physical-deli
-delivery, teletex-delivery, ~g3-facsimile-delivery, g4-facsimile-delivery, iaS-terminal-delivery, vide
ery, or telephone-deliveryy

re than one value of this.argument is specified for a recipient, the sequence of the values shall be assumed to i
riginator’s order of preference of delivery-methods.

e absence of this'argument, the default any-delivery-method shall be assumed.

b recipient-naine generated by the originator of the message contains a directory-name but omits an OR-ad
TS may use the requested-delivery-method as an indication of which form of OR-address the directory-
[d bemapped to by the MTS (e.g., using the Directory). If an OR-address cannot be found, eith

mes

recigient-improperly-speciﬁed abstract-error or a non-delivery report shall be returned to the originator o

y be

y be

y the

yery,
htex-

mply

ress,
ame
er a
[ the
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If the originator-supplied requested-delivery-method conflicts with the recipient’s preferred delivery-method (e.g., as
registered in the Directory in the preferredDeliveryMethod attribute), the originator’s requested-delivery-method takes
precedence. If the originator’s requested-delivery-method conflicts with the originator’s conversion requirements (see
clauses 8.2.1.1.1.9 to 8.2.1.1.1.11), a non-delivery report shall be returned to the originator of the message.

8.2.1

.1.1.15  Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the
originator of the message if the requested-delivery-method argument specifies that physical-delivery is required to the
recipient, or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this
argument may be specified for each recipient of the message.
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This argument may have one of the following values: physical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the default physical-forwarding-allowed shall be assumed.

8.2.1.1.1.16  Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. It may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwarding- -not-requested

In the absence of this argument, the default physical-forwarding-address-not-requested shall be assumed.

sical-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8:2,1°1.1.15).

This|argument indicates the mode of physical-delivery to the recipient to be used. It may be generated by the origihator
message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if|the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument

This|argument’s value is the combination of two independent components. If present, the first component shall hav¢ one
following values: ordinary-mail, special-delivery, express-mail, counter=collection, counter-collection-yith-
telephone-advice, counter-collection-with-telex-advice, or counter-collection-with-teletex-advice. If present the
second component shall have the value bureau-fax-delivery. When bureau-fax-delivery is requested and the| first

Bur¢au-fax-delivery comprises all A to H modes of delivery defined\in CCITT Rec. F.170, i.e.: A — Regular Delijyery,
pecial Delivery, C — Express Mail, D — Counter CollectionE — Counter Collection with telephone advice, F —
Telefax, G — Counter Collection with Telex advice, and H — Gounter Collection with Teletex advice.

In thg absence of this argument, the default ordinary-mailshall be assumed.

8.2.1.1.1.18 Registered-mail-type

This|argument indicates the type of registered mail service to be used to physically deliver the message to the recipient.
It mhy be generated by the originator of<the’ message if the requested-delivery-method argument specifies| that
physjcal-delivery is required to the recipient] or if the originator of the message supplied a postal-OR-address fqr the
reciglient. A different value of this argument may be specified for each recipient of the message.

This|argument may have one of_the) following values: non-registered-mail, registered-mail, or registered-majl-to-
addiessee-in-person.

In thg absence of this argument, the default non-registered-mail shall be assumed.

8.2.1.1.1.19 Recipient-number-for-advice

This|argument contains the Telephone, Telex or Teletex number of the recipient, to be used in conjunction with the
courjter-collection-with-advice and bureau-fax-delivery physical-delivery-modes. It may be generated by the
originator of the message if the requested-delivery-method argument specifies that physical-delivery is required tp the
recigjient)or if the originator of the message supplied a postal-OR-address for the recipient, and the physical-deliyery-
sZargument specifies a counter-collection-with-advice or bureau-fax-delivery physical-delivery-mode. A
different value of this argument may be specified for each recipient of the message.

8.2.1.1.1.20  Physical-rendition-attributes

This argument indicates the physical-rendition-attributes to be applied when the message is rendered into physical
form. It may be generated by the originator of the message if the message is likely to require rendition, for example if
the recipient address designates an access unit, or if the requested-delivery-method specifies a delivery method
involving an access unit. A different value of this argument may be specified for each recipient of the message.

This argument is specified as an Object Identifier. The following values are defined in this specification:

basic No special rendition is required — the normal rendition offered by the AU should be applied.
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no-cover-page The message should be rendered without the addition of any cover page supplied by the AU.
This value is particularly appropriate for facimile access units.

Other values of this argument may be registered privately and used by agreement. Addenda or future versions of this
Recommendation | International Standard may define other standardised values.

In the absence of this argument, the default basic shall be assumed.

8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal-OR-addresses for the
recipients. It may also be generated by the originator of the message if a recipient DI, contains, or is likely to contain,
one ¢r more members for whom physical-delivery is required.

The originator-return-address shall contain the postal-OR-address of an individual originator (OR-address)| i.c.,
shalllnot contain the directory-name of an individual originator nor the directory-name of a DL.

8.2.1.1.1.22 Originator-report-request

This|argument indicates the kind of report requested by the originator of the message. It shall be generated by the
origipator of the message. A different value of this argument may be specified for each recipient of the message.

Thisfargument may have one of the following values:
no-report: the originator of the message requested the suppression of non-delivery-reports;
non-delivery-report: a report is returned only in case of non-delivery;

report: a report is returned in case of delivery or non-delivery.

The palue of this argument may be changed at a DL expansion-point in’line with the reporting-policy of the DL. Syich a
chanfge may affect the number and type of reports the originator of theumessage may receive about delivery to a DL

8.2.1.1.1.23 Content-return-request

This|argument indicates whether the message content is tovbe returned with any non-delivery-report(s). It mgy be
generated by the originator of the message.

This|argument may have one of the following values; content-return-requested or content-return-not-requested|.
In thp absence of this argument, the default contént-return-not-requested shall be assumed.

The [suppression of non-delivery-reports by the originator of the message (see 8.2.1.1.1.22) takes precedence oyer a
requgst for the return of the content.

In thie case of non-delivery-reports delivered to the owner of a DL (see 8.3.1.2.1.4), the message content shall npt be
presg¢nt.

8.2.1.1.1.24 Physical-delivery-report-request

This| argument indicates-the type of physical-delivery-report requested by the originator of the message. It mdy be
genefated by the originator of the message if the requested-delivery-method argument specifies that physical-deljvery
is required to the’recipient or if the originator of the message supplied a postal-OR-address for the recipieft. A
diffeyent value of this argument may be specified for each recipient of the message.

This|argument may have one of the following values: return-of-undeliverable-mail-by-PDS, return-of-notificajtion-
by-BDS; return-of-notification-by-MHS, or return-of-notification-by-MHS-and-PDS.

In the absence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.

8.2.1.1.1.25 Originator-certificate

This argument contains a certificate of the originator of the message. It shall be generated by a trusted source (e.g., a
certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.
NOTE - If more than one originator certificate is required to be conveyed to all recipients, then the certificate for message-
origin-authentication-check is conveyed in this argument and the other certificates are conveyed in the multiple-originator-
certificates argument. If dedicated certificates are required for each recipient, then the dedicated certificates are identified in the
certificates-selectors-override argument (see 8.2.1.1.1.44).
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When the same algorithm and secret key has been used to compute digital signatures conveyed in one or more of the
following arguments, message-origin-authentication-check, content-integrity-check or message-token argument,
then the corresponding originator’s public-asymmetric-encryption-key may be used by the recipients of the message to
validate digital signatures conveyed in the content-integrity-check argument and the message-token argument if an
asymmetric-token is used with an asymmetric algorithm (see 8.5.8). It may also be used by the recipients of the
message, and any MTA through which the message is transferred, to validate the message-origin-authentication-
check.

8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If thg

any of the following arguments: the content-confidentiality-algorithm-identifier, the (conjtent-
integrity-check, the message-security-label, and the proof-of-delivery-request; and

a message-sequence-number, that identifies the position of the message in a sequence of\méssages [from
the originator to the recipient to which the message-token relates (to provide the-Message Seqyence
Integrity element-of-service, as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1), TheAfirst occurrence of
a sequence number can be a random number.

If th¢ message-token is an asymmetric-token, the encrypted-data may comprise:

a content-confidentiality-key: a symmetric-encryption-key used with:the content-confidentiglity-
algorithm-identifier by the originator of the message to encrypt.the message content, and by the
recipient to decrypt the message content; and/or

the content-integrity-check: may be included in the encrypted-data if confidentiality of the conjtent-
integrity-check is required, and/or if the message-security=label is included in the encrypted-datg (for
confidentiality of the message-security-label) and the €association between the content-integrity-dheck
and the message-security-label is to be maintained;

the message-security-label: may be included, in the encrypted-data if confidentiality of the
message-security-label is required;

a content-integrity-key: a symmetric-encryption-key used with the content-integrity-algori
identifier by the originator of the messagé/to compute the content-integrity-check, and by the recipi
to validate the content-integrity-check;

If the message-token is an asymmetric-token and the signed-data of the message-token includes| the
contpnt-integrity-check, the message-token may provide non-repudiation-of-origin of the message content subjgct to
availability of an appropriate Publit Key infrastructure (the Non Repudiation of Origin element-of-service, as defi
ITU{T Rec. X.400 | ISO/IEC(10021-1). If the signed-data of the message-token includes both the content-integrity-
check and the message-sécurity-label, the message-token provides proof of association between the mes
secufity-label and the-m€ssage content.

Syminetric algorithms may be used within the above asymmetric-token (see 8.5.8). If symmetric algorithms arefused
for poth the anessage-token and the content-integrity-check then the message-token can only support |Non
Repydiation«e£.Origin elements-of-service if the security policy in force provides for the involvement of a third party
actinlg as.a'‘notary.

NOTE 1 — If multiple certificates are required to be exchanged to process the message-token, then certificates may be conyeyed

it
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NOTE 2 — A certificate needed to implement a key agreement for the encrypted-data of the token may use an originator
certificate in the multiple-originator-certificates argument, together with the recipient certificate in the recipient-certificate
argument. The appropriate certificate may be identified using Version 3 certificates, which contains certificate extensions for this
purpose; the identification may be conveyed in the certificate-selectors and certificate-selectors-override arguments. (For
example, the key usage field may be used to indicate the certificate is to be used for key agreement purposes and
certificate policies field may be used to indicate the policy under which the key agreement is to operate.)

8.2.1.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of the message to
encrypt the message content (to provide the Content Confidentiality element-of-service as defined in
ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generated by the originator of the message.
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The algorithm may be used by the recipient(s) of the message to decrypt the message content.
The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to encrypt the
message content, and which the recipient may use to decrypt the message content, may be derived from the
message-token sent with the message. Alternatively, the content-confidentiality-key may be distributed by some other
means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the message content. The recipient may use the recipient’s
secret-asymmetric-encryption-key to decrypt the message content. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-

miron-lkev  nair
encrypHen-key-pair

8.2.1.1.1.28 Content-integrity-check

This|argument provides the recipient of the message with a means of validating that the message content hds not[been
modjfied (to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 | ISQ/IEC 10021-]). It
may|be generated by the originator of the message. A different value of the argument may bé |specified for [each
reciffient of the message.

If thp value of this argument is specific to a recipient, because either a specific algorithm or key has been usg¢d to
genefate this value (i.e. when different values of the argument are specified for each recipient of the message), thep the
apprppriate certificates may be conveyed by the multiple-originator-certificates~argument and identified by the
certificate-selectors-override argument.

If thp same algorithm and key has been used to generate this argument for alkrecipients (i.e. the same value df the
argument is specified for each recipient of the message), then the apprgpriate certificate may be conveyed by the
originator-certificate argument, or if more than one originator’s certificatd is to be conveyed the multiple-originator-
certk:lcates argument shall be used and the appropriate certificat¢ identified by the certificate-selectors| and
certificate-selectors-override arguments.

This|argument allows the recipient of the message to validatelthe integrity of the message content received anfl the
auth¢ntication of the originator of the message.

The pontent-integrity-check enables content-integrity-t¢’be validated on a per-recipient basis using either a symmegtric-
or ar] asymmetric-encryption-algorithm.

NOTE 1 — The message-origin-authentication-chéck’provides a means of validating content-integrity on a per-message|basis
uping an asymmetric-encryption-algorithm.

The pontent-integrity-check may also belincluded in the signed-data or the encrypted-data of the message-tokgn to
provjde for non-repudiation-of-origin, of.the message content subject to availability of an appropriate Public|Key
infragtructure, and proof of association-between the message-security-label and the message content.

NOTE 2 — Thus, there are threg separate arguments of content-integrity-check, one per recipient argument and two in the
message-token.

The pontent-integrity-cheek is computed using the algorithm identified by the content-integrity-algorithm-identifier
(an gdlgorithm-identifier).
OTE 3 — The vafious CONTENT-INTEGRITY-CHECK arguments may be computed using different algorithms. In particular, fwhen

the CONTENT-INFEGRITY-CHECK is included in the SIGNED-DATA or the ENCRYPTED-DATA of the MESSAGE-TOKEN, it mhy be
cpmputed using a different algorithm from the per recipient content-integrity-check argument.

The |content-integrity-check contains the content-integrity-algorithm-identifier, and a digital signature whifh is
generatediusing one or more encrypted functions (e.g., compressed, single hash, or double hashed version) ovdr the
mes iti -i ity- i -identifier

NOTE 4 — The content-integrity-check could be computed using the clear (i.e., unencrypted) or the encrypted content. This
choice can be made independently for each occurrence of the content integrity check in the message. This choice is dictated by
the security policy in force and may also be indicated by content-integrity-algorithm-identifier.

The content-integrity-algorithm-identifier shall specify:

1) whether the content-integrity-check is computed using the clear (i.e. unencrypted) or the encrypted
content, if this is not dictated by the security policy;

2) the presence or absence of the content-integrity-algorithm-identifier within the ASN.1 sequence on
which the signature is computed;

3) the ASN.1 encoding rule (CER or DER) to be applied to the ASN.1 sequence before hashing;
4)  the hash function;
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5) whether or not the hash value is to be encoded within an ASN.1 Bit String prior to encryption;

6) the algorithm used to protect the hash value (e.g. an asymmetric encryption algorithm); and

7) any parameters of the algorithm such as any necessary keys, initialization values, and padding
instructions.

The content-integrity algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which the recipient may use to validate the content-integrity-check, may be derived from the message-token sent
with the message. Alternatively, the content-integrity-key may be distributed by some other means.

NOTE 5 — The use of a symmetric-encryption-algorithm may permit simultaneous compression and encryption of the message
content to create the content-integrity-check.

If an[ asymmetric-encryption-algorithm is used, the originator’s secret-asymmetric-encryption-key may be usedybly the
originator of the message to compute the content-integrity-check. The recipient may use the prigindtor’s
public-asymmetric-encryption-key (subject-public-key) derived from the originator-certificate o1 -mulgiple-
originator-certificates to validate the appropriate content-integrity-check value.

NOTE 6 — When multiple certificates are required, the appropriate certificate can be identified from the certificate-selectors and
brtificate-selectors-override arguments by use of the key usage extension or certificate policies extension defined in ITU-T
ec. X.509 | ISO/IEC 9594-8, or by a combination of both. For example, the certificate required to validate a per recipient digital
gnature (the value of a per recipient content-integrity-check) may be identified by the certificate-selectors-override delivered

the recipient: if more than one certificate is delivered to this user, the appropriate certificate éan'be determined by key fisage
hd certificate policies extension (i.c. key usage will be digitalSignature, the object idedtifier in the certificate pdlicies
ktension may indicate the policy under which the signature was generated and is to be usedyand this policy in turn may deffne in
hat domains the signature is valid).

S 0 =wnHe

8.2.1.1.1.29 Message-origin-authentication-check

This|argument provides the recipient(s) of the message, and any MTA through which the message is transferred, with a
means of authenticating the origin of the message (to provide the Message Origin Authentication element-of-service as
defirled in ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generatéd by the originator of the message.

The | message-origin-authentication-check provides proof cof the origin of the message (Message Qrigin
AutHentication), assurance that the message content has not:been modified (the Content Integrity element-of-service as
defirled in ITU-T Rec. X.400 | ISO/IEC 10021-1), and proef of association between the message-security-label and the
mesgage.

The [message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algorithm and
hashtfunction) identified by the message-originfauthentication-algorithm-identifier (an algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-identifier, ajjd an
asympmetrically-encrypted hashed version of: the message-origin-authentication-algorithm-identifier; the megsage
contpnt; the content-identifier and«<the message-security-label. Optional components are included in the mesgage-
origin-authentication-check if they are present in the message.

If content-confidentiality (se¢™8.2.1.1.1.27) is also used, the message-origin-authentication-check is computed yising
the gncrypted version of theymessage content (to allow the message-origin-authentication-check to be validatgd by
othef than the intended4ecipient (e.g., by an MTA) without compromising the confidentiality of the message confent).
If the clear (i.e., unencrypted) version of the message content is used to compute the message-origin-authentication-
check, the message-origin-authentication-check provides for both Message Origin Authentication and |Non
Repydiation of Origin of the message content (a signature), as defined in ITU-T Rec. X.400 | ISO/IEC 10021-[l. If,
howg¢ver, thezenCrypted version of the message content is used, the message-origin-authentication-check providgs for
MessageOrigin Authentication, but not for Non Repudiation of Origin of the message content.

The |message-origin-authentication-check may be computed by the originator of the message using the origingtor’s
secret-asymmetric-encryption-key. The message-origin-authentication-check may be validated by the recipient(s) of
the message, and any MTA through which the message is transferred, using the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of message-
origin-authentication-check (e.g., based on symmetric-encryption-techniques) which may be used by MTAs through
which the message is transferred to authenticate the origin of the message.

8.2.1.1.1.30 Message-security-label

This argument associates a security-label with the message (or probe). It may be generated by the originator of the
message (or probe), in line with the security-policy in force.
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The message-security-label of a report shall be the same as the message-security-label of the subject-message (or
-probe).

If security-labels are assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be determined by the security-policy in force. If
security-labels are not assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports bearing message-security-labels may be discretionary.

If security-contexts are established between the originator and an MTA (the originating-MTA) of the MTS (see
clauses 8.1.1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to a message (or probe)
may be determined by the security-context (submission-security-context), in line with the security-policy in force. If
security-contexts are not established between the originator and the originating-MTA, the assignment of a message-
security-label to a message (or probe) may be at the discretion of the originator.

If sepurity-contexts are established between two MTAs (see 12.1.1.1.1.3), the transfer of messages, probes of reports
betwleen the MTAs may be determined by the message-security-labels of the messages, probes or reports;-anfl the
secufity-context, in line with the security-policy in force. If security-contexts are not established between the M[T As,
the tfansfer of messages, probes and reports may be at the discretion of the sender.

If sdcurity-contexts are established between an MTS-user and an MTA (the delivering-MTA) of the MTS| (see
clauges 8.1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determined by the message-security-
labels of the messages and reports, and the security-context (delivery-security-context), in line ‘with the security-pplicy
in force. If the message-security-label of a message or report is allowed by the registered-user-security-labels qf the
recigient, but disallowed by the recipient’s current security-context (delivery*Security-context), then| the
deliering-MTA may hold-for-delivery. If security-contexts are not established. between the MTS-user and the
delivlering-MTA, the delivery of messages and reports may be at the discretion of'the/delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request

This|argument indicates whether or not the originator of the message)tequires proof-of-submission (to providg the
Proof of Submission element-of-service) as defined in ITU-T Rec.X.400 | ISO/IEC 10021-1) of the message tp the
MTS. It may be generated by the originator of the message.

This|argument may have one of the following values: proof-of-submission-requested or proof-of-submissionfnot-
requested.

In thg absence of this argument, the default proof-of-submission-not-requested shall be assumed.

8.2.1.1.1.32  Proof-of-delivery-request

This|argument indicates whether or not the griginator of the message requires proof-of-delivery (to provide the Proof
of Dglivery element-of-service as defined\in’ ITU-T Rec. X.400 | ISO/IEC 10021-1) of the message to the recipignt. It
may [be generated by the originator of the message. A different value of this argument may be specified for [each
recigient of the message.

This| argument may have onew.of the following values: proof-of-delivery-requested or proof-of-deliverytnot-
requested.

In thg absence of this argurhent, the default proof-of-delivery-not-requested shall be assumed.

8.2.1.1.1.33  Origimal-encoded-information-types

This|argumentridentifies the original encoded-information-types of the message content. It may be generated bly the
originator of the message.

The [absence of this argument indicates that the original-encoded-information-types of the message contenr are
unspecitied:

8.2.1.1.1.34  Content-type

This argument identifies the type of the content of the message. It identifies the abstract syntax and the encoding rules
used. It shall be generated by the originator of the message. The content-type shall be either built-in or extended.

A built-in content-type may have one of the following values:

unidentified: denotes a content-type unidentified and unconstrained; the use of this is by bilateral
agreement between MTS-users;

external: denotes a content-type which is reserved for use when interworking between 1988 systems
and 1984 systems; it shall only be used with mts-transfer-protocol-1984 (see ITU-T Rec. X.419 |
ISO/IEC 10021-6);
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NOTE - The interworking rules ensure that the external content-type is never used in conjunction with mts-transfer or
mts-transfer-protocol. Although the external content-type is designed to allow interworking between 1988 systems
through intermediate 1984 systems, a 1984 system may deliver (or submit) a content of the external content-type
provided that the MTS-user (or the MTA itself) performs the equivalent of the upgrading (or downgrading) rules given in

ITU-T Rec. X.419 | ISO/IEC 10021-6.
interpersonal-messaging-1984: identifies the defined in ITU-T Rec. X.420 | ISO/IEC 10021-7;
interpersonal-messaging-1988: identifies the defined in ITU-T Rec. X.420 | ISO/IEC 10021-7;
edi-messaging: identifies the edim content-type defined in ITU-T Rec. X.435 | ISO/IEC 10021-9;
voice-messaging: identifies the vim content-type defined in ITU-T Rec. X.440.

An extended content-type is specified using an object identifier.
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inner-envelope: an extended content-type that is itself a message (envelope and conterit)y~V
delivered to the recipient named on the outer-envelope, the outer-envelope is removed and the-cont
deciphered, if needed, resulting in an inner-envelope and its content. The information centained i
inner-envelope is used to transfer the content of the inner-envelope to the recipients named on the i
envelope. The type of the content OCTET STRING is an MTS-APDU- (see Figure
ITU-T Rec. X.419 | ISO/IEC 10021-6) encoded using the Basic Encoding Rules$ 0f’ASN.1. (The i
envelope and content may be protected by securing the content of the outer-envelope using the sed
arguments (see clauses 8.2.1.1.1.25 to 8.2.1.1.1.32).)

r standardised extended content-types may be defined by other MHS Specifications or other Recommendat
hational Standards. Other values of this argument may be used by bilateral agreement between MTS-users.

OTE - In the case where the content confidentiality service is used, the syntax and*encoding identified by the content-tyy
e syntax and encoding of the content before encryption.

.1.1.35 Content-identifier

age.

content-identifier may be delivered to the recipient(s) of the message, and is returned to the originator with
t(s). This argument is not altered by the MTS.

.1.1.36  Content-correlator

argument contains information to enablelcorrelation of the content of the message by the originator o
age. [t may be generated by the originatoref the message.

content-correlator is not delivered to the recipient(s) of the message, but is returned to the originator with
t(s). This argument is not altered-by the MTS.

.1.1.37 Content

argument contains the”information the message is intended to convey to the recipient(s). It shall be generats
riginator of the message.

pt when convetsion is performed, the content of the message is not modified by the MTS, but rather is p
parently through it.

Contentumay be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).
OTE —\The value of the octet string containing the encoded content does not change as the message crosses the MTS.
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8.2. 1138 Netifieation-type

This argument indicates that the content is a notification, and indicates that it is one of three types of notification
(type-1, type-2 or type-3); the use of these values is defined in the relevant content specification. It may be generated
by the originator of the message, but shall be generated only if the content is a notification as defined in the relevant
content specification.

The notification-type indication is not delivered to the recipient(s) of the message and is not returned to the originator

with

any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.1.39  Service-message

This argument indicates that the message is for service purposes. It may be generated by the originator of the message,

but s

hall be used only by bilateral agreement.
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The service-message indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.2.1.1.1.40 DL-exempted-recipients

This argument contains the OR-names of potential recipients that are requested not to be added to the set of intended
recipients as a result of DL-expansion. It may be generated by the originator of the message.

This argument remains unchanged during MTA processing and is included in subsequent transfer operations regardless
of whether DL-expansion has already taken place.

The DL-exempted-recipients argument is delivered to the recipient(s), but is not returned to the originator with any
report(s).

8.2.1.1.1.41 Multiple-originator-certificates

This| argument contains a certificate of the originator of the message, or the directory-name of an entry in the
Diregtory which contains a certificate of the originator, or multiple certificates (or directory-names), wher¢ the
certificates contain different certification paths or are issued by different certification authorities, ozvhave different
purppses. Each certificate shall be generated by a trusted source (e.g. a certification-authority), and ' may be suppli¢d by

ultiple-originator-certificates may be used to convey verified copies of public information of the origihator
needed to verify digital signatures or to be used for key agreement purposes./It-may convey the pyblic-
asynpmetric-encryption-key (subject-public-key) of the originator of the message, or othér public information ndeded

iple certificates or directory-names may occur where more than one type‘of verified information of the origihator
of the message is to be conveyed.
NOTE 1 — If dedicated certificates are required for each recipient, then{these dedicated certificates are identified i the
prtificate-selectors-override argument.

c
NOTE 2 — To implement a key agreement it may be necessary to have.gertificates in both the multiple-originator-certificates
ahd the recipient-certificate arguments.

Wheh a certificate within a multiple-originator-certificates\s.to be used for a particular purpose, Version 3 certificates
(see [ITU-T Rec. X.509 | ISO/IEC 9594-8) shall be used. to indicate the purpose of the information contained ip the
certificate. The key usage and certificate policies exteqsion of Version 3 certificates may be used individually, jor in
combination, to indicate the purpose of a certificate tonveyed in the multiple-originator-certificates element{ The
sage and certificate policies extension may\indicate when the originator’s public-asymmetric-encryption-key is

contpnt-integrity-check or message-token. Also, if more than one value of digital signature is conveyed using the
variqus content-integrity-check arguments;”the appropriate certificate may be indicated by the combination of the
key fisage and certificate policies certificate extensions. The key usage and certificate policies extension may indicate
the originator’s public infarmation is needed for key agreement proposes in processing the message-tpken

Several digital signatures niay-be generated by the originator of a message, which are conveyed in the message-onfigin-
authentication-check, ccontent-integrity-check and/or message-token arguments. If the same algorithm| and
originator’s public-afymmetric-key is needed to validate all the digital signatures, this may be indicated by the
combination of the‘key usage and certificate policies certificate extensions.
OTE 3 — If"dedicated algorithms and originator’s public-asymmetric-keys are needed to verify digital signatures for| each

r¢cipient,hen’dedicated certificates are also required for each recipient. In this case, the dedicated certificate is identified |n the
cprtificate-selectors-override argument.

8.2.1.171:142 Recipient-certificate

This argument contains a certificate of the recipient of the message and optionally its certification path. The certificate
shall be generated by a trusted source (e.g. a certification-authority), and may be supplied by the originator of the
message. A different value of this argument may be specified for each recipient of the message.

The recipient-certificate may be used to convey a verified copy of public information to be used for key agreement
purposes. It identifies the public-asymmetric-encryption-key (subject-public-key) of the recipient of the message
which was used by the originator. This identification may alternatively be conveyed in the certificate-selectors-
override argument. Such identification is necessary only if the recipient has more than one certificate for the identified
algorithm.

The certificate conveyed in the recipient-certificate may be used for key agreement purposes, such as generating keys
needed to process the encrypted-data in the message-token.
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If the message is expanded by one or more secure DLs in the message path, the recipient-certificate may be generated
by the DL.

8.2.1.1.1.43 Certificate-selectors

This argument contains information sufficient to identify one certificate where a user has more than one certificate
with the same algorithm-identifier. It allows a certificate of the originator to be identified to validate specific digital
signatures within the message-origin-authentication-check, content-integrity-check, or message-token arguments,
or to be used for key agreement for encryption. It also allows a certificate of each recipient to be identified for key
agreement or asymmetric encryption. It may be generated by the originator of the message.

Each component of certificate-selectors allows any certificate selection criteria specified for Certificate Match in
12.7.2 of ITU- TRec X509| ISO/IEC 9594 8 Wthh is apphcable to a user cert1ﬁcate The rec1p1ent adds the
apprpp ne on
tor’s
specified selection criteria before selecting a certificate. The specified criteria when combined together(with fhese
valug¢s shall be sufficient to select one certificate. For example, this allows unique identification of a single’ certificate
by i§suer and serial-number, or generic identification of a class of certificate by key-purpose or, certificate-pplicy
(whith, when combined with the appropriate algorithm-identifier and validity date, will yield a single certificate for
each|user). The value in each component applies to all recipients unless there is a value in the corresponding compgnent
of certificate-selectors-override for that recipient. The identified certificates may (but neéd not) be present ifi the
originator-certificate or multiple-originator-certificates arguments.

The gertificate-selectors argument contains the following components:

encryption-recipient
encryption-originator
content-integrity-check
token-signature
message-origin-authentication

The pncryption-recipient identifies one of the recipient’s certificatesjyeach of the others identifies one of the origindtor’s
certificates. The first two apply to token-encryption if content-¢onfidentiality-algorithm is symmetric, and to cortent-
encryption if it is asymmetric.

8.2.1.1.1.44 Certificate-selectors-override

This|argument contains information sufficient to identify one certificate where a user has more than one certiffcate
with[the same algorithm-identifier. It allows a certificate of the originator to be identified to validate specific djgital
signjtures within the content-integrity-check,or message-token arguments, or to be used for key agreement for
encryption. It also allows a certificate of each recipient to be identified for key agreement or asymmetric encryptipn. It
may [be generated by the originator of ‘the message. A different value of this argument may be specified for|each
reciffient of the message.

This|argument is identical to the certificate-selectors argument, except that it does not contain the message-oiigin-
authgntication component.

If th|s argument is preserit,~then the value in each component that is present replaces the value in the corresporfding
component of the certifieate-selectors argument for this recipient.

8.2.1.1.2 Results

Tablg 5 lists:the results of the Message-submission abstract-operation, and for each result qualifies its presencg and
idenfifies theé clause in which the result is defined.

Table 5 — Message-submission Results

Result Presence Clause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 82.1.1.2.2
Originating-MTA-certificate o 82.1.1.23
Proof-of-submission C 8.2.1.124
Content-identifier C 8.2.1.1.1.35
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8.2.1.1.2.1 Message-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery
abstract-operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery
abstract-operation, a message whose delivery it deferred.

8.2.1.1.2.2  Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. It shall be generated by
the NITS.

8.2.1.1.2.3  Originating-MTA-certificate

This|result contains the certificate of the MTA to which the message has been submitted (the originating=MTA). It[shall
be generated by a trusted source (e.g., a certification-authority), and may be supplied by the originating-MTA, {f the
originator of the message requested proof-of-submission (see 8.2.1.1.1.31) and an asymmetric-eneryption-algorithm is
used|to compute the proof-of-submission.

The |originating-MTA-certificate may be used to convey to the originator of the message a verified copy off the
publfc-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The priginating-MTA’s public-asymmetric-encryption-key may be used by the originator of the message to validate the
progf-of-submission.

8.2.1.1.2.4 Proof-of-submission

This|result provides the originator of the message with proof of submisgion of the message to the MTS (to provide the
Prooff of Submission element-of-service as defined in ITU-T Rec:X.400 | ISO/IEC 10021-1). Depending orn the
encryption-algorithm used and the security policy in force, this ‘argument may also provide the Non Repudiatipn of
Subrhission element-of-service (as defined in ITU-T Rec. X-400 | ISO/IEC 10021-1). It shall be generated by the
originating-MTA of the MTS, if the originator of the messagewrequested proof-of-submission (see 8.2.1.1.1.31).

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-algorithm-identifier
(an dlgorithm-identifier).

The [proof-of-submission contains the proof-ef-submission-algorithm-identifier, and an encrypted function (efg., a
compressed or hashed version) of the proof-of:submission-algorithm-identifier, the Message-submission argurhents
(see B.2.1.1.1) of the subject message, and'th¢ message-submission-identifier and message-submission-time.

Recdipt of this result provides the originator of the message with Proof of Submission of the message. Non-recefpt of
this result provides neither Proof of Submission nor proof of non-submission (unless a secure link and trpsted
funcfionality are employed).

If ar] asymmetric-encryptionsalgorithm is used, the proof-of-submission may be computed by the originating-MTA
using the originating-MTEA’s secret-asymmetric-encryption-key. The originator of the message may validat¢ the
prodf-of-submission‘using the originating-MTA’s public-asymmetric-encryption-key (subject-public-key) defived
from| the originating-MTA-certificate. An asymmetric proof-of-submission may also provide for Non Repudiatipn of
Subrhission subject to availability of an appropriate Public Key infrastructure.

If a $ymmetrie-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used to co
the [roof-of-submlsswn and which the originator may use to validate the proof-of-submission, may be derived [from
the exchanged when the association was initiated. Alternatively,
the symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a
symmetric-encryption-algorithm is used then the proof-of-submission can only support Non Repudiation of
Submission if the security-policy in force provides for the involvement of a third party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the clause in which the abstract-error is defined.
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Table 6 — Message-submission Abstract-errors

Abstract-error Clause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8.2.2.2
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2 Probe-submission

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine, Whether or pot a
mesdage (the subject-message) could be transferred and delivered to one or more recipient MTS=users if it were [o be
submnpitted.

Sucdess of a probe does not guarantee that a subsequently submitted message can actually(be delivered, but rather|that,
currgntly, the recipient is valid and the message would encounter no major obstacles to delivery.

For gny recipient-names that denote a DL, the Probe-submission abstract-operation-determines whether expansipn of
the specified DL (but not of any nested DLs) would occur.

For pny recipient-names for which redirection would occur, the Probessubmission abstract-operation deterthines
whether the message could be transferred and delivered to the replacemerit tecipient.

The [MTS-user supplies most of the arguments used for messagessubmission and the length of the content of the
subj¢ct-message. The Probe-submission abstract-operation does not.culminate in delivery to the intended recipierjts of
the spbject-message, but establishes whether or not the Messagessubmission abstract-operation would be likely to do so.

The puccessful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (byt not
that {t has yet performed the probe).

The flisruption of the abstract-operation by an abstraet-error indicates that the MTS cannot undertake the probe.
8.2.1.2.1 Arguments

Tablp 7 lists the arguments of the Probe-submission abstract-operation, and for each argument qualifies its presenc¢ and
identifies the clause in which the argument is defined.

Table 7 — Probe-submission Arguments

Argument Presence Clause

Originatoyr Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed o 8.2.1.1.1.3

Recipient-reassignment-pronipited O A R

Originator-requested-alternate-recipient o 8.2.1.1.1.5

DL-expansion-prohibited o 8.2.1.1.1.6
Conversion Arguments

Implicit-conversion-prohibited (¢} 8.2.1.1.1.9

Conversion-with-loss-prohibited o 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
Delivery Method Argument

Requested-delivery-method (0] 8.2.1.1.1.14
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8.2.

Table 7 — Probe-submission Arguments

Argument Presence Clause

Physical Delivery Argument
Physical-rendition-attributes o 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
Security Arguments
Originator-certificate o 8.2.1.1.1.25
Probe-origin-authentication-check (0] 8.2.1.2.1.1
Message-security-label ¢ 8.2.1.1.1.30
Content Arguments
Original-encoded-information-types (0] 8.2.1.1.1.33
Content-type M 8.2.1.1.134
Content-identifier (6] 8.2.01.35
Content-correlator (6] 8.2.1.1.1.36
Content-length o 82.1.2.1.2
Notification-type o 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39

1.2.1.1 Probe-origin-authentication-check

This|argument provides any MTA through which the probe is transferted, with a means of authenticating the origin of

the

ISO/AEC 10021-1). It may be generated by the originator of the probe.

The

proof of association between the message-security-label and the content-identifier of the subject-message.

The

authentication-algorithm-identifier (an algorithm-identifier).

The

probe (to provide the Probe Origin Authentication element-of-service as defined in ITU-T Rec. X}400 |

probe-origin-authentication-check provides proof of theorigin of the probe (Probe Origin Authentication)} and

probe-origin-authentication-check is computed using the algorithm identified by the probe-onjigin-

probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier, angl an

asympmetrically-encrypted hashed version,~of: the probe-origin-authentication-algorithm-identifier; and| the
contpnt-identifier and message-security-label of the subject-message. Optional components are included in the pobe-

origin-authentication-check if they«are¢'present in the probe.

The

probe-origin-authentication-check may be computed by the originator of the probe using the originator’s sgcret-

asynpmetric-encryption-key. The-probe-origin-authentication-check may be validated by any MTA through which the
probg is transferred, using’th¢ public-asymmetric-encryption-key (subject-public-key) of the originator of the gprobe

deri

Jed from the originater-certificate.

Add¢nda or future<versions of this Recommendation | International Standard may define other forms of probe-onjigin-

originator of the probe.

entication-check (e.g., based on symmetric-encryption-techniques) which may be used by MTAs through which

/ the

8.2.1.2.2 Results

Tab

le 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its presence and

identifies the clause in which the result is defined.
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Table 8 — Probe-submission Results

Result Presence Clause
Probe-submission-identifier M 8.2.1.2.2.1
Probe-submission-time M 8.2.1.2.22
Content-identifier C 8.2.1.1.1.35
8.2.1.2.2.1  Probe-submission-identifier
This result contains an MTS-identifier that uniquely and unambiguously identifies the probe-submission. It shall be
generated by the MTS.
The | MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-del

abstract-operation, of its ability or otherwise to deliver the subject-message.

8.2.1
This
8.2.1

Tabl
iden

8.2.1

The
prev

The
retur

The
mess

The
The

.2.2.2 Probe-submission-time

result indicates the Time at which the MTS agreed to undertake the probe. It shall be generated by the MTS.

.2.3 Abstract-errors

b 9 lists the abstract-errors that may disrupt the Probe-submission abstract-operatign,-and for each abstract
ifies the clause in which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Clause
Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-ertor 8.2.2.10

.3 Cancel-deferred-delivery

Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of a me
ously submitted by that user via the Message-submission abstract-operation.

MTS-user identifies-the-message whose delivery is to be cancelled by means of the message-submission-iden
ned by the MTS as\aresult of the previous invocation of the Message-submission abstract-operation.

successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-delivery g
age.

disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be canc
deferred-delivery of a message cannot be cancelled if the message has already been progressed for delivery a

very

crror

sage

ifier

f the

lled.
nd/or

tran

fer-within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provide

the

origi

nator of the message with proof-of-submission.

8.2.1.3.1 Arguments

Table 10 lists the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument qualifies its
presence and identifies the clause in which the argument is defined.
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Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Clause
Submission Argument
Message-submission-identifier M 8.2.1.3.1.1
8.2.1.3.1.1  Message-submission-identifier

This argument contains the message-submission-identifier of the message whose deferred-delivery is to be cancelled.
It shall be supplied by the MTS-user.

The
Invo
defe

8.2.1
The

8.2.1
Tabl

abstrjact-error identifies the clause in which the abstract-error is defined.

8.2.1

The
oper;
Mes

The
forbi

The
supe
Subr

The
type

8.2.1

Tabl
and 1

message= bmission-identifie an__\ S-identifie 1stha eturned b he M aS—a- 1S Ql g _pre
cation of the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was submifte
red-delivery.

.3.2 Results

Cancel-deferred-delivery abstract-operation returns an empty result as indication of success.

.3.3 Abstract-errors

b 11 lists the abstract-errors that may disrupt the Cancel-deferred-delivery abstraet-operation, and for

Table 11 — Cancel-deferred-delivery Abstract-errors

Abstract-error Clause
Deferred-delivery-cancellation-rejected 8223
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

.4  Submission-control

Submission-control abstract-operation enables the MTS to temporarily limit the submission-port abs
hitions that the MTS-user may invoke, and_the messages that the MTS-user may submit to the MTS vi
age-submission abstract-operation.

MTS-user should hold until a later time, rather than abandon, abstract-operations and messages pres
dden.

Fsede any previously in/foree, and remain in effect until the association is released or the MTS re-invoke
hission-control abstract-eperation.

hbstract-operation retirns an indication of any abstract-operations that the MTS-user would invoke, or any me
that the MTS<usef would submit, were it not for the prevailing controls.

4.1 Arguments

e 12¢11sts the arguments of the Submission-control abstract-operation, and for each argument qualifies its pre

/ious
| for

each

fract-
h the

ently

buccessful completion of th¢ abstract-operation signifies that the specified controls are now in force. These controls

5 the

sage

ence

dentifies the clause in which the argument is defined.

28

Table 12 — Submission-control Arguments

Argument Presence Clause

Submission Control Arguments

Restrict o 8.2.1.4.1.1
Permissible-operations (0] 8.2.14.12
Permissible-lowest-priority ¢ 8.2.1.4.1.3
Permissible-maximum-content-length (0] 8.2.14.14
Permissible-security-context o 8.2.14.1.5
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8.2.14.1.1 Restrict

This argument indicates whether the controls on submission-port abstract-operations are to be updated or removed. It

may

This

be generated by the MTS.
argument may have one of the following values:
update: the other arguments update the prevailing controls;

remove: all controls are to be removed; the other arguments are to be ignored.

In the absence of this argument, the default update shall be assumed.

8.2.1

This
the N

This

Othg

In th)
prev
Prob

8.2.1

This
Mes

This

abstiact-operation: normal, non-urgent or urgent.

In th
1S un

8.2.1

This
the N

In th

subnpit to the MTS is unchanged: If 1o previous controls are in force, the content length is not explicitly limited.

8.2.1

This
that
asso

The

412 Permissible-gperations
r

argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be generatg
TS.

argument may have the value allowed or prohibited for each of the following:
message-submission: the MTS-user may/may not invoke the Message-submission abstract-eperation; an:

probe-submission: the MTS-user may/may not invoke the Probe-submission abstract-eperation.
r submission-port abstract-operations are not subject to controls, and may be invoked.at any time.

e absence of this argument, the abstract-operations that the MTS-user may invoke-on‘the MTS are unchanged.
ous controls are in force, the MTS-user may invoke both the Message-submiSsion abstract-operation an
e-submission abstract-operation.

.4.1.3  Permissible-lowest-priority

argument contains the priority of the lowest priority message that'the MTS-user shall submit to the MTS vi
age-submission abstract-operation. It may be generated by the MTS.

argument may have one of the following values of{the priority argument of the Message-submi

e absence of this argument, the priority of the lowest priority message that the MTS-user shall submit to the
changed. If no previous controls are in force, the MTS-user may submit messages of any priority.

.4.14  Permissible-maximum-content-length

argument contains the content-length; in*octets, of the longest-content message that the MTS-user shall subr
TS via the Message-submission abstract-operation. It may be generated by the MTS.

e absence of this argument, /the.permissible-maximum-content-length of a message that the MTS-user

.4.1.5  Permissible<security-context

argument tempordrily limits the sensitivity of submission-port abstract-operations (submission-security-cor
he MTS-user may/invoke on the MTS. It is a temporary restriction of the security-context established whe
iation was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

permissible‘security-context comprises one or more security-labels from the set of security-labels establish

the §|
In th|

Ecurity-context when the association was established.

d by

If no

| the

h the

ksion

MTS

nit to

may

text)

h the

ed as

absence of this argument, the security-context of submission-port abstract-operations is unchanged.

8.2.1.4.2 Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its presence and
identifies the clause in which the result is defined.
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Table 13 — Submission-control Results

Result Presence Clause

"Waiting" Results

Waiting-operations o 8.2.14.2.1
Waiting-messages o 8.2.1422
Waiting-encoded-information-types o 8.2.1423
Waiting-content-types (¢} 8.2.14.24

8.2.1.4.2.1  Waiting-operations

This
the N

This

TS if it were not for the prevailing controls. It may be generated by the MTS-user.

result may have the value holding or not-holding for each of the following:

result indicates the abstract-operations being held by the MTS-user, and that the MTS-user would involje on

message-submission: the MTS-user is/is not holding messages, and would invoke the Mesgage-
submission abstract-operation on the MTS if it were not for the prevailing controls;\and
probe-submission: the MTS-user is/is not holding probes, and would invoke the Probe-submifsion
abstract-operation on the MTS if it were not for the prevailing controls.
In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submipsion
to thg MTS due to the prevailing controls.
8.2.1.4.2.2  Waiting-messages
This|result indicates the kind of messages the MTS-user is holding for §ubmission to the MTS, and would submjt via
the Message-submission abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS-
user.
This|result may have one or more of the following values:
long-content: the MTS-user has messages “held for submission to the MTS which exceed the
permissible-maximum-content-length control currently in force;
low-priority: the MTS-user has messages held for submission to the MTS of a lower priority thah the
permissible-lowest-priority control eurrently in force;
other-security-labels: the MIS-user has messages held for submission to the MTS bearing mesgage-
security-labels other than those permitted by the current security-context.
In thg absence of this result, it may bg assumed that the MTS-user is not holding any messages or probes for submifsion
to the MTS due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-
contpxt controls currently in for€e.
8.2.14.2.3  Waiting-encoded-information-types
This| result indicates thie/encoded-information-types in the content of any messages held by the MTS-user for
subnpission to the MTS“due to prevailing controls. It may be generated by the MTS-user.
In the absenceofithis result, the encoded-information-types of any messages held by the MTS-user for submissipn to
the MTS arewunspecified.
8.2.1422.4  Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the MTS due to
prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the content-types of any messages held by the MTS-user for submission to the MTS are
unspecified.

8.2.1.4.3 Abstract-errors

Table 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstract-error
identifies the clause in which the abstract-error is defined.
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Table 14 — Submission-control Abstract-errors

Abstract-error Clause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

8.2.2 Abstract-errors

This clause defines the following submission-port abstract-errors:

a) Submission-control-violated

I Aml | tur b 2 £, 1 Tbad
1= TICTICTITOT-SCT v ICC-TTO TS O SCTTOCCr

c) Deferred-delivery-cancellation-rejected
d) Originator-invalid

e) Recipient-improperly-specified

f)  Message-submission-identifier-invalid
g) Inconsistent-request

h) Security-error

i) Unsupported-critical-function

j)  Remote-bind-error.

8.2.2.1 Submission-control-violated

The [Submission-control-violated abstract-error reports the violation by the MTS-user of a control on submission-port
services imposed by the MTS via the Submission-control service.

The Pubmission-control-violated abstract-error has no parameters!

8.2.2.2 Element-of-service-not-subscribed

The [Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be providgd by
the MTS because the MTS-user has not subscribed to.one of the elements-of-service the request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 Deferred-delivery-cancellation-rejected

The Peferred-delivery-cancellation-rejected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
mesgage, either because the message has already been progressed for transfer and/or delivery, or because the MT$ had
provjded the originator with proef-ef-submission.

The Peferred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 Originator-invalid

The Originator-invalid”abstract-error reports that the message or probe cannot be submitted because the originafor is
incofrectly identified.

The Priginater-invalid abstract-error has no parameters.

8.2.2.5+ Recipient-improperly-specified

The Recipient-improperly-specified abstract-error reports that the message or probe cannot be submitted because one or
more recipients are improperly specified.

The Recipient-improperly-specified abstract-error has the following parameters, generated by the MTS:
improperly-specified-recipients: the improperly specified recipient-name(s).
8.2.2.6 Message-submission-identifier-invalid

The Message-submission-identifier-invalid abstract-error reports that the deferred-delivery of a message cannot be
cancelled because the specified message-submission-identifier is invalid, or identifies a message submitted by another
MTS-user.

The Message-submission-identifier-invalid abstract-error has no parameters.
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8.2.2.7

Inconsistent-request

The Inconsistent-request abstract-error reports that the requested abstract-operation cannot be provided by the MTS
because the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.

8.2.2.8 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS or
MTS-user because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters:

security-problem: an identifier for the cause of the violation of the security-policy.

The

func

mon

oper

The

Prob
a)
b)

The
a)
b)

security-problem parameter may have one of the following values for the Mgssage-submissio
c-submission abstract-operations:

security-problem parameter may have one of the following values for the Submission-control abstract-operatio

The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be@upported;

unauthorised-dl-name: the recipient MTS-user OR-name identifies a DL whose use is unauthorisg
security reasons;

NOTE - If the MTA is unable to determine that the OR-name idéntifies a DL then the value unauthorised-reci
name may be used instead.

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for security reas
unauthorised-recipient-name: the recipient MTS>user OR-name is unauthorised for security reasor

unknown-security-label: the security policy, identifier in the message security label is not recognisg
the MTA. Such a policy is not supported by the MTA.

The following values indicate an error within the security system:

invalid-security-label: the security“policy identifier in the message security label identifies a pj
which is known to the MTA, but which is not acceptable to that system;

mandatory-parameter-absence: a mandated security element for compliance with the security-poli
force is absent;

operation-security4failure: the submission operation failed for security reasons;

security-context-failure: the message security label is incompatible with the security-context in for

The following values indicate a security violation by the user:
seeurity-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be supported.
The following values indicate an error within the security system:

incompatible-change-with-original-security-context: the proposed permissible-security-context i

use of the following security-error codes is dependent on the security-policy and the implementation of-sequrity
ions. In particular, these security-error codes may be used by a pervasive security monitor function, which
tors the routine operation of a UA, MS or MTA and ensures that the security-policy is not violated by-the nqrmal
hition of the MHS component.

d for
bient-
ons;
S;

d by
plicy

Cy in

=

5 not

a subset of the original security-context;

mandatory-parameter-absence: a mandated security element for compliance with the security-poli
force is absent;

operation-security-failure: the Submission-control operation failed for security reasons.

8.2.2.9 Unsupported-critical-function

cy in

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.
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8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and the
UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation via an MS.

The Remote-bind-error abstract-error has no parameters.

8.3 Delivery Port

This clause defines the abstract-operations and abstract-errors which occur at a delivery-port.

8.3.—Abstract-operations

This|clause defines the following delivery-port abstract-operations:

a) Message-delivery

b) Report-delivery

¢) Delivery-Control.

8.3.1.1 Message-delivery

The Message-delivery abstract-operation enables the MTS to deliver a message to an MTSuser.

The MTS-user shall not refuse delivery of a message unless the delivery would vielate’the Delivery-control restrigtions
then|in force.

8.3.1.1.1 Arguments

Tablp 15 lists the arguments of the Message-delivery abstract-operation, ‘and for each argument qualifies its pregence
and {dentifies the clause in which the argument is defined.

Table 15 — Message-delivery Arguments

Argument Presence Clause

Delivery Arguments

Message-delivery-identifier M 83.1.1.1.1

Message-delivery-time M 8.3.1.1.1.2

Message-submission-time M 8.2.1.1.2.2

Trace-information 0] 12.2.1.1.1.3

Internal-tracg-information o 12.2.1.1.1.4
Originator Argument

Originafor-name M 8.2.1.1.1.1
Recipient Arguments

This-recipient-name M 83.1.1.1.3

Originally-intended-recipient-name C 8.3.1.1.14

Redirection-history C 8.3.1.1.1.5

Other-recipient-names C 8.3.1.1.1.6

DL-expansion-history C 8.3.1.1.1.7

DL-exempted-recipients o 8.2.1.1.1.40
Priority Argument

Priority C 8.2.1.1.1.8
Conversion Arguments

Implicit-conversion-prohibited C 8.2.1.1.1.9

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Converted-encoded-information-types C 8.3.1.1.1.8
Delivery Method Argument

Requested-delivery-method C 8.2.1.1.1.14
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Table 15 — Message-delivery Arguments

Z

T

8.3.1.

This
It sh
origi|

8.3.1

This
mess

Argument Presence Clause
Physical Delivery Arguments
Physical-forwarding-prohibited c* 8.2.1.1.1.15
Physical-forwarding-address-request c* 8.2.1.1.1.16
Physical-delivery-modes c* 8.2.1.1.1.17
Registered-mail-type c* 8.2.1.1.1.18
Recipient-number-for-advice c* 8.2.1.1.1.19
Physical-rendition-attributes c” 8.2.1.1.1.20
Originator-return-address c* 8.2.1.1.1.21
Physical-delivery-report-request c* 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.KF26
Content-confidentiality-algorithm-identifier C 8.2.111.1.27
Content-integrity-check C 82.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Multiple-originator-certificates o 8.2.1.1.1.41
Recipient-certificate @) 8.2.1.1.1.42
Certificate-selectors O 8.2.1.1.1.43
Certificate-selectors-override o 8.2.1.1.1.44
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content M 8.2.1.1.1.37

OTE - C" indicates that these arguments~are normally absent for non-PD-recipients but may appear in special cases| (e.g.

direction).

1.11

argument contains an MTS-identifier that distinguishes the message from all other messages at the delivery
1l be generated by the-MTS, and shall have the same value as the message-submission-identifier supplied {

Message-delivery-identifier

hator of the message when the message was submitted.

.1.1.2

argument cefitains the Time at which delivery occurs and at which the MTS is relinquishing responsibility fa

Message-delivery-time

age. It shall’be generated by the MTS.

In th

e case'of physical delivery, this argument indicates the Time at which the PDAU has taken responsibilif]

printing’and further delivery of the message.

port.
b the

r the

y for

The value of this argument shall be the same as the value of the message-delivery-time argument reported to the

originator of the message (see 8.3.1.2.1.9) in a delivery-report.

8.3.1

1.1.3

This-recipient-name

This argument contains the OR-name of the recipient to whom the message is being delivered. It shall be generated by
the MTS.

The value of this argument shall be the same as the corresponding value of the recipient-name argument (i.e., the one
that caused the message to be delivered to this recipient) which was present in the message immediately prior to
delivery.
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The this-recipient-name contains the OR-name of the individual recipient, i.c., shall not contain the OR-name of a
DL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained
in the originally-intended-recipient-name argument.

8.3.1.1.1.4  Originally-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing
message-delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a
result of DL-expansion or redirection.

8.3. [ -4-5—Redirection-history

This| argument documents the redirection events which have occurred during the transfer of the messagg “thipugh
the NITS. It shall be generated by the MTS if redirection has occurred. For each redirection event that hasyoccurrgd, it
contpins the OR-name of the intended recipient prior to the redirection, the time at which redirection o¢curfed, and the
reasgn for the redirection.

The Fedirection-reason has one of the following values:

recipient-assigned-alternate-recipient: the intended-recipient of the messdge requested tha{ the
message be redirected to a recipient-assigned-alternate-recipient; the originator of the message did not
prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected\ the” message to the reciplient-
assigned-alternate-recipient;

originator-requested-alternate-recipient: the message could net be"delivered to the intended-recipient
or recipient-assigned-alternate-recipient (if registered); the originator-requested-alternate-recipient
argument identified an alternate-recipient requested by the originator of the message; the MTS redirgcted
the message to the originator-requested-alternate-recipient;

recipient-MD-assigned-alternate-recipient: the recipient-name argument did not identify a recipient
MTS-user; the alternate-recipient-allowed argumient generated by the originator of the megsage
allowed delivery to an alternate-recipient; the-MTS redirected the message to an alternate-recipient
assigned by the recipient-MD to receive such messages;

directory-look-up: the OR-address of.the, intended-recipient did not identify a recipient MTS-usef; the
OR-name of that intended-recipient also contained a directory-name which was used to obtain frofn the
Directory a different OR-addressxfor that intended-recipient; the MTS redirected the message tp the
replacement OR-address for thatlintended-recipient.

alias: the recipient-name argument did not contain a preferred address of the specified MTS-usef; the
MTS redirected the message to a preferred address of that MTS-user.

NOTE 1 — The distinction between preferred and non-preferred addresses is established by local configuration.

Somp systems conforming td earlier versions of this Specification may not support the values alias or
dire¢tory-look-up. These values shall not be transmitted to systems that do not support them, except by bilateral
agre¢ment.
NOTE 2 — In order to 'achieve this, it is recommended that MTA implementations intended for use at the boundary betwedn old
aphd new systems (e'g,; at domain boundaries) be provided with a configurable facility to modify the redirection-history] This
ficility would replace alias by recipient-assigned-alternate-recipient or replace directory-look-up by originator-assigned-
ajternate-recipient as required when transferring to specified adjacent MTAs.

8.3.1.1.1.61>. Other-recipient-names

If th¢ Originator of the message requested disclosure of other recipients, this argument contains the OR-names qf the
origimally=specified Tecipients other than the one (it any) identitied by either the originally-intended-recipient-name
argument, if present, or else by the this-recipient-name argument. This argument shall be generated by the MTS if, and
only if, the message-submission abstract-operation had the disclosure-of-other-recipients argument set to disclosure-
of-other-recipients-requested and there is at least one such other recipient.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

NOTE - If DL expansion has been performed, the OR-names of the DL’s members are not disclosed. The OR-name of the DL
is disclosed if, and only if; it is that of an originally-specified recipient.
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8.3.1.1.1.7  DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipients to the copy
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the MTS if any
DL-expansion has occurred.

8.3.1.1.1.8  Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if conversion took
place. It may be generated by the MTS.

8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and
identifies the clause in which the result is defined.

Table 16 — Message-delivery Results

Result Presence Clause
Proof of Delivery Results
Recipient-certificate 83,1.1.2.1
Proof-of-delivery C 83.1.1.2.2

o

8.3.1.1.2.1 Recipient-certificate

This|argument contains the certificate of the recipient of the message. It shall*be generated by a trusted source (dg., a
certification-authority), and may be supplied by the recipient of the message;, if the originator of the message requpsted
progf-of-delivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algerithm is used to compute the proof-of-deliyery.

The | recipient-certificate may be used to convey a verified)>copy of the public-asymmetric-encryption-key
(subject-public-key) of the recipient of the message.

The [recipient’s public-asymmetric-encryption-key may be used by the originator of the message to validatg¢ the
progf-of-delivery.

8.3.1.1.2.2  Proof-of-delivery

This|argument provides the originator of the message with proof that the message has been delivered to the recipient (to
provjde the Proof of Delivery element-ofrservice as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1). Dependirlg on
the ancryption-algorithm used and the security-policy in force, this argument may also provide the Non Repudiatipn of
Deliyery element-of-service (as definednin ITU-T Rec. X.400 | ISO/IEC 10021-1). It shall be generated by the recipient
of the message, if the originator of(the message requested proof-of-delivery (see 8.2.1.1.1.32).

The [proof-of-delivery is computed using the algorithm identified by the proof-of-delivery-algorithm-identifief (an
algofrithm-identifier).

The | proof-of-delivery, contains the proof-of-delivery-algorithm-identifier, and an encrypted function (e.p., a
compressed or haghed” version) of the proof-of-delivery-algorithm-identifier, the delivery-time, and the |this-
the
if| they
(i.e.

Non-receipt of th1s argument provides nelther Proof of Dehvery nor proof of non-delivery (unless a secure route and
trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-delivery may be computed by the recipient of the message
using the recipient’s secret-asymmetric-encryption-key. The originator of the message may validate the proof-of-
delivery using the recipient’s public-asymmetric-encryption-key (subject-public-key) derived from the
recipient-certificate. An asymmetric proof-of-delivery may also provide for Non Repudiation of Delivery subject to
availability of an appropriate Public Key infrastructure.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the proof-of-
delivery, and by the originator to validate the proof-of-delivery. If a symmetric-encryption-algorithm is used then the
proof-of-delivery can only provide Non Repudiation of Delivery if the security-policy in force provides for the
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involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not
currently defined by this Service Definition.

8.3.1.1.3 Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error
identifies the clause in which the abstract-error is defined.

Table 17 — Message-delivery Abstract-errors

8.3.1

Abstract-error Clause
Delivery~control-viclated 8321
Security-error 8.3.2.3
Unsupported-critical-function 8.3.24

.2 Report-delivery

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user ong or-more outcomeq of a
prev]ous invocation of the Message-submission or Probe-submission abstract-operations.
For [the Message-submission abstract-operation, the Report-delivery abstract-operation, indicates the delivedy or
non-flelivery of the submitted message to one or more recipients.
For t{he Probe-submission abstract-operation, the Report-delivery abstract-operatien-indicates whether or not a megsage
couldl be delivered, or a DL-expansion could occur, if the message were to be submitted.
A single invocation of the Message-submission or Probe-submissionabstract-operation may provoke several
occufrences of the Report-delivery abstract-operation, each covering one or more intended recipients. A sjingle
occufrence of the Report-delivery abstract-operation may reportien both delivery and non-delivery to diffierent
reciglients.
An fnvocation of the Message-submission or Probe-submigsion abstract-operation by one MTS-user may prgvoke
occufrences of the Report-delivery abstract-operation to another MTS-user, i.e., reports delivered to the owner of a|DL.
The IMTS-user shall not refuse to accept the delivery\of a report unless the delivery of the report would violatp the
Deliyery-control restrictions then in force.
8.3.1.2.1 Arguments
Tablp 18 lists the arguments of the Report=delivery abstract-operation, and for each argument qualifies its presenc¢ and
idenfifies the clause in which the argument is defined.
Table 18 — Report-delivery Arguments
Argument Presence Clause
Subject Submiission Argument
Subject-submission-identifier M 8.3.1.2.1.1
Regipient Arguments
Actual-recipient-name M 83.1.2.1.2
Originally-intended-recipient-name C 83.1.1.14
Redirection-history C 8.3.1.1.1.5
Originator-and-DL-expansion-history C 8.3.1.2.1.3
Reporting-DL-name C 83.1.2.14
Report Envelope Arguments
Redirection-history C 8.3.1.2.1.5
Trace-information o 12.2.1.1.1.3
Internal-trace-information o 12.2.1.1.1.4
Reporting-MTA-name C 8.3.1.2.1.17
Conversion Arguments
Converted-encoded-information-types C 8.3.1.2.1.6
ITU-T Rec. X.411 (06/1999) 37


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

Table 18 — Report-delivery Arguments

Argument Presence Clause

Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1.7

Physical-forwarding-address C 8.3.1.2.1.8
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.9

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2:2

Reporting-MTA-certificate C 8,3.1.2¥1.13

Report-origin-authentication-check C 8.31.2.1.14

Message-security-label C 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier c 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16

8.3.1.2.1.1 Subject-submission-identifier

This
repo

argument contains the message-submission-identifier or the probe-submission-identifier of the subject g
t. It shall be supplied by the MTS.

8.3.1.2.1.2  Actual-recipient-name

This

argument contains the OR-name of.a’ recipient of the message. It shall be generated by the originator o

mesdage, or by the MTS if the message.has been redirected or DL-expanded. A different value of this argument sh

spec

fied for each recipient of the subject to which this report relates.

In thie case of a delivery report, the actual-recipient-name is the name of the actual recipient of the message, an
the spme value as the this-recipient-name argument of the delivered message. In the case of a non-delivery-repor

actu
non-|

The

pl-recipient-name is\the OR-name of the recipient to which the message was being directed when the reaso
Helivery was encountered.

actual-recipient-name may be an originally-specified recipient-name, or the OR-name of a replace

reciffient to which the message has been redirected, or the OR-name of a DL-member if the message has
DL-¢xpanded-If the message has been redirected or DL-expanded, the OR-name of the originally-specified recipi

f the

f the
11 be

 has
, the
n for

ment
been
PNt 1S

contgined inf the originally-intended-recipient-name argument.
The - - -
8.3.1.2.1.3  Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and associated times which document the history of the origin of the
subject-message. The first OR-name in the sequence is the OR-name of the originator of the subject, and the
remainder of the sequence is a sequence of OR-names of the DLs that have been expanded in directing the subject
towards the recipient (the latter being the same as the DL-expansion-history). It shall be generated by the originating-
MTA of the report if any DL-expansion has occurred on the subject.

The originator-and-DL-expansion-history contains the OR-name of the originator of the subject and each DL, and
the Time at which the associated event occurred.

38

ITU-T Rec. X.411 (06/1999)


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

8.3.1.2.14  Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DL. It shall be generated
by a DL-expansion-point (an MTA) when forwarding a report to the owner of the DL, in line with the reporting-policy
of the DL.

The reporting-DL-name contains the OR-name of the DL forwarding the report.

8.3.1.2.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the report through the MTS.
It shall be generated by the MTS if redirection of the report has occurred. For each redirection event that has occurred, it

applicable to reports.

NOTE — In Table 18 the Recipient Argument Redirection-history contains the Redirection-history of the subject ofithe rpport,
Whereas the Report Envelope Argument Redirection-history contains the Redirection-history of the report itself.

nate-recipient is not

8.3.1.2.1.6  Converted-encoded-information-types

This| argument identifies the encoded-information-types of the subject-message content)after conversiop, if
conviersion took place. For a report on a message, this argument indicates the actual encoded-information-types d¢f the
converted message content. For a report on a probe, this argument indicates the enc@ded-information-typep the
subj¢ct-message content would have contained after conversion, if the subject-message.were to have been submittpd. It
may |be generated by the MTS. A different value of this parameter may be specified/for.cach recipient of the subjgct to
whidh the report relates.

8.3.1.2.1.7 Supplementary-information

This| argument may contain information supplied by the originator of the report, as a printable string. It mgy be
generated by the originating-MTA of the report or an associated access<unit. A different value of this argument may be
specified for each intended recipient of the subject to which the reportrelates.

Supplementary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion facility. It|may
contgin a Received Answer-back, Telex Transmission Duration, or Note and Received Recorded Message as a prirftable
strinf.

=]

Supplementary-information may also be used by other access-units, or by the originating-MTA of the report itsdlf, to
conviey printable information to the originator of the.message.

8.3.1.2.1.8  Physical-forwarding-address

This|argument contains the new postal-OR-address of the physical-recipient of the message. It may be generatgd by
the pssociated PDAU of the origindting-MTA of the report, if the originator of the message requested the
physjical-forwarding-address of thé récipient (see 8.2.1.1.1.16). A different value of this argument may be specifiad for
each|intended recipient of the subject-message to which the report relates.

8.3.1.2.1.9  Message-delivery-time

This|argument contains)the Time at which the subject-message was (or would have been) delivered to the recipient
MTH-user. It shall\be generated by the MTS if the message was (or would have been) successfully deliverdd. A
different value of this argument may be specified for each intended-recipient of the subject to which the report relates.

In the case.of physical delivery, this argument indicates the Time at which the PDAU has taken responsibility for
printing/and further delivery of the message.

ivery-

time argument of th delivered message (see 8.3.1.1.1.2).
8.3.1.2.1.10 Type-of-MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have been) delivered. It
shall be generated by the MTS if the message was (or would have been) successfully delivered. A different value of this
argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:
public: a UA owned by an Administration;

private: a UA owned by other than an Administration;
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8.3.1

ms: a message-store;

DL: a distribution-list;

PDAU: a physical-delivery-access-unit (PDAU);
physical-recipient: a physical-recipient of a PDS;

other: an access-unit of another kind.

.2.1.11 Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in the case of a
probe, would have failed). It shall be generated by the MTS if the message was (or would have been) unsuccessfully
delivered. A different value of this argument may be specified for each intended-recipient of the subject to which the
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argument may have one of the following values:

transfer-failure: indicates that, while the MTS was attempting to deliver or probe deliyery o
subject-message, some communication failure prevented it from doing so;

unable-to-transfer: indicates that, due to some problem with the subject itself,.'the MTS coul
deliver or probe delivery of the subject-message;

conversion-not-performed: indicates that a conversion necessary for the delivery of the sul
message was (or would be) unable to be performed;

physical-rendition-not-performed: indicates that the PDAU was/unable to physically rende
subject-message;

physical-delivery-not-performed: indicates that the PDS mas unable to physically deliveq
subject-message;

restricted-delivery: indicates that the recipient subscribes.to the restricted-delivery element-of-se
(as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1).which prevented (or would prevent) the delive
the subject-message;

directory-operation-unsuccessful: indicates .that'the outcome of a required Directory operation
unsuccessful;

deferred-delivery-not-performed: indicates that a request for deferred delivery of the subject-me
was unable to be performed;
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transfer-failure-for-security-reason: indicates that, while the MTS was attempting to deliver or probe

delivery of the subject-message(a‘security failure prevented it from doing so.

r non-delivery-reason-codes may ‘be specified in addenda or future versions of this Recommendal
hational Standard.

ler information on the nature-of the problem preventing delivery is contained in the non-delivery-diagnostic
nent.

.2.1.12 Non-delivery-diagnostic-code

argument contaifis )a code indicating the nature of the problem which caused delivery or probing of delivery g
ct-message, .to{fail. It may be generated by the MTS if the message was (or would have been) unsuccess
ered. A diffefent value of this argument may be specified for each intended-recipient of the subject to whic
't relates:

argument may have one of the following values:
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recognied by the MTS;

lame

ambiguous-OR-name: the recipient-name argument of the subject identifies more than one potential

recipient (i.e., is ambiguous);
MTS-congestion: the subject could not be progressed, due to congestion in the MTS;

loop-detected: the subject was detected looping within the MTS;

recipient-unavailable: the recipient MTS-user was (or would be) unavailable to take delivery of the

subject-message;

maximum-time-expired: the maximum time for delivering the subject-message, or performing the

subject-probe, expired;
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encoded-information-types-unsupported: the encoded-information-types of the subject-message are
unsupported by the recipient MTS-user;

content-too-long: the content-length of the subject-message is too long for the recipient MTS-user to
take delivery (exceeds the deliverable-maximum-content-length);

conversion-impractical: a conversion required for the subject-message to be delivered is impractical;

implicit-conversion-prohibited: a conversion required for the subject-message to be delivered has been
prohibited by the originator of the subject (see 8.2.1.1.1.9);

implicit-conversion-not-subscribed: a conversion required for the subject-message to be delivered has
not been subscribed to by the recipient;

invalid-arguments: one or more arguments in the subject was detected as being invalid;

content-syntax-error: a syntax error was detected in the content of the subject-message (not applifable
to subject-probes);

size-constraint-violation: indicates that the value of one or more parameters(s) of the subject vidlated
the size constraints defined in this Service Definition, and that the MTS was not prepared«to handle the
specified value(s);

protocol-violation: indicates that one or more mandatory argument(s) were missing from the subjecf;

content-type-not-supported: indicates that processing of a content-type not.supported by the MTY was
(or would be) required to deliver the subject-message;

too-many-recipients: indicates that the MTS was (or would be) unable, to deliver the subject-megsage
due to the number of specified recipients of the subject-message (see:8:2.1.1.1.2);

no-bilateral-agreement: indicates that delivery of the subject-message required (or would require) a
bilateral agreement where no such agreement exists;

unsupported-critical-function: indicates that a critical fiinétion required for the transfer or delivefy of
the subject-message was not supported by the originatingtSMTA of the report;

conversion-with-loss-prohibited: a conversion regquired for the subject-message to be delivered would
have resulted in loss of information; conversion with loss of information was prohibited by the origihator
of the subject (see 8.2.1.1.1.10);

line-too-long: a conversion required for the'subject-message to be delivered would have resulted irf loss
of information because the original line length was too long;

page-split: a conversion required for-the subject-message to be delivered would have resulted in ldss of
information because an original page would be split;

pictorial-symbol-loss: a conversion required for the subject-message to be delivered would [have
resulted in loss of information because of a loss of one or more pictorial symbols;

punctuation-symbol=less: a conversion required for the subject-message to be delivered would [have
resulted in loss of’information because of a loss of one or more punctuation symbols;

alphabetic-character-loss: a conversion required for the subject-message to be delivered would [have
resulted in+oSs of information because of a loss of one or more alphabetic characters;

multiplesinformation-loss: a conversion required for the subject-message to be delivered would [have
resulted in multiple loss of information;

recipient-reassignment-prohibited: indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited redirection to a recipient-assigned-
alternate-recipient (see 8.2.1.1.1.4);

redirection-loop-detected: the subject-message could not be redirected to a replacement recipient

because that recipient had previously redirected the message (redirection-loop);

DL-expansion-prohibited: indicates that the MTS was (or would be) unable to deliver the subject-
message because the originator of the subject prohibited the expansion of DLs (see 8.2.1.1.1.6);

no-DL-submit-permission: the originator of the subject (or the DL of which this DL is a member, in the
case of nested DLs) does not have permission to submit messages to this DL;

DL-expansion-failure: indicates that the MTS was unable to complete the expansion of a DL;

physical-rendition-attributes-not-supported: the PDAU does not support the physical-rendition-
attributes requested (see 8.2.1.1.1.20);

undeliverable-mail-physical-delivery-address-incorrect: the subject-message was undeliverable
because the specified recipient postal-OR-address was incorrect;
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For g

ecurity.errors, this argument may have one of the following values:

2)

undeliverable-mail-physical-delivery-office-incorrect-or-invalid: the subject-message was
undeliverable because the physical-delivery-office identified by the specified recipient postal-
OR-address was incorrect or invalid (does not exist);

undeliverable-mail-physical-delivery-address-incomplete: the subject-message was undeliverable
because the specified recipient postal-OR-address was incompletely specified;

undeliverable-mail-recipient-unknown: the subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address was not known at that address;

undeliverable-mail-recipient-deceased: the subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address is deceased;

undeliverable-mail-organization-expired: the subject-message was undeliverable because the recipient
organization specified in the recipient postal-OR-address has expired:;

undeliverable-mail-recipient-refused-to-accept: the subject-message was undeliverable becaus¢ the
recipient specified in the recipient postal-OR-address refused to accept it;

undeliverable-mail-recipient-did-not-claim: the subject-message was undeliverable,’ because the
recipient specified in the recipient postal-OR-address did not collect the mail;

undeliverable-mail-recipient-changed-address-permanently: the subject-message was undelivefable
because the recipient specified in the recipient postal-OR-address had changed address permangently
('moved'), and forwarding was not applicable;

undeliverable-mail-recipient-changed-address-temporarily: the subjeet-message was undeliverable
because the recipient specified in the recipient postal-OR-address had changed address temporarily (‘on
travel'), and forwarding was not applicable;

undeliverable-mail-recipient-changed-temporary-address: the. subject-message was undeliverable
because the recipient specified in the recipient postal-OR-address had changed temporary adfiress
('departed'), and forwarding was not applicable;

undeliverable-mail-new-address-unknown: the subject-message was undeliverable because] the
recipient has moved and the recipient’s new addres§igunknown;

undeliverable-mail-recipient-did-not-want-forwarding: the subject-message was undeliverable
because delivery would have required physical~forwarding which the recipient did not want;

undeliverable-mail-originator-prohibitéd-forwarding: the physical-forwarding required for| the
subject-message to be delivered hasbeen prohibited by the originator of the subject-message| (see
8.2.1.1.1.15);

secure-messaging-error: the subject could not be progressed because the message security label would
violate the security-policy iri force, which goes against the security context;

unable-to-downgrade:the subject could not be transferred because it could not be downgraded| (see
Annex B of ITU-T Rec;X.419 | ISO/IEC 10021-6);

unable-to-complete-transfer: receiving system has indicated that it is permanently unable to complete
transfer of the(subject; for example, when the transfer is of such a size that it could never be accepted;

transfer-attempts-limit-reached: the maximum number or time duration of repeat attempts to trapsfer
the subject-was reached;

incorrect-notification-type: the subject-message contained a notification-type argument which difl not
cortespond to its content.

The following values indicate a security violation by the user:

42

DL-expansion-prohibited-by-security-policy: thc subject-message was addressed to a DL, but the
security policy prohibited expansion of that DL;

forbidden-alternate-recipient: the subject-message would have been redirected, but the new recipient is
unacceptable for security reasons;

security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be supported;

unauthorised-DL-member: the DL-expansion was not performed because the MTA discovered that one
of the members of the DL was prohibited by the security policy from receiving this message;

unauthorised-DL-name: The MTA has detected that the recipient OR-name identifies a DL but the
local security policy does not permit the onward transfer towards the DL-expansion point;
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unauthorised-originally-intended-recipient-name: the OR-name of the originally intended recipient of
the redirected or DL-expanded message is unauthorised for security reasons;

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for security reasons;
unauthorised-recipient-name: the recipient MTS-user OR-name is unauthorised for security reasons;

unreliable-system: delivery of the subject-message would require that the subject-message be
transferred to an insecure system, which is incompatible with the message security label.

b) The following values indicate an error within the security system:

authentication-failure-on-subject-message: validation of the content-integrity-check, message-origin-
authentication-check, or message-token (i.e. signature, or any other token data) argument of the
subject-message failed, and therefore the contents of the subject-message could not be authenticated or

validated
decryption-failed: the subject-message content could not be decrypted;

decryption-key-unobtainable: the required key could not be obtained to decrypt the miessage-tfoken
encrypted-data or for content confidentiality;

double-envelope-creation-failure: the security policy required the creation of afi)outer envelope to
protect the subject-message. However, the MTA was unable to create the outer envelope;

double-enveloping-message-restoring-failure: the subject-message contained “an inner envelope, but
failure of security services on the outer envelope prevented the MTA from,extracting the inner megsage
for subsequent processing;

failure-of-proof-of-message: a fault was detected in the proof-of security arguments in| the
subject-message;

integrity-failure-on-subject-message: validation of the/content-integrity-check argument off the
subject-message failed, and therefore the contents of the subjeet-message could not be validated;

invalid-security-label: the security policy identifier.in‘the message security label identifies a pplicy
which is known to the recipient UA or MTA, but which is not acceptable to that system;

key-failure: the required keys could not be obtained;

mandatory-parameter-absence: a mandated Security element for compliance with the security-policy in
force is absent;

operation-security-failure: the transfer-or delivery operation failed for security reasons;

repudiation-failure-of-message: the security policy required use of a signature with non-repudiption
properties, but the subject-message was not signed with a non-repudiable signature on origination;

security-context-failure-message: the message security label is incompatible with the security-context
in force;

token-decryption-failed: the message token could not decrypted;
token-error: an error has been detected with the message-token argument of the subject-message;

unknown-seeurity-label: the security policy identifier in the message security label is not recognis¢d by
the recipient'UA or MTA. Such a policy is not supported by that system;

unsupported-algorithm-identifier: the recipient does not support the algorithm identifiers used ip the
security argument of the subject-message;

unsupported-security-policy: the recipient does not support the required security-policy, as identified in
the message-security-label argument of subject-message.

Othdr “non-delivery-diagnostic-codes may be specified in addenda or future versions of this Recommendation |
International Standard.

8.3.1.2.1.13 Reporting-MTA-certificate

This argument contains the certificate of the MTA that generated the report. It shall be generated by a trusted source
(e.g., a certification-authority), and may be supplied by the reporting-MTA if a report-origin-authentication-check is
supplied.

The reporting-MTA-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the reporting-MTA.

The reporting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message, and any MTA
through which the report is transferred, to validate the report-origin-authentication-check.
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8.3.1.2.1.14 Report-origin-authentication-check

This argument provides the originator of the subject-message (or -probe), and any other MTA through which the report
is transferred, with a means of authenticating the origin of the report (to provide the Report Origin Authentication
element-of-service as defined in ITU-T Rec. X.400 | ISO/IEC 10021-1). It may be generated by the reporting-MTA if a
message- (or probe-) origin-authentication-check was present in the subject.

The report-origin-authentication-check provides proof of the origin of the report (Report Origin Authentication), and
proof of association between the message-security-label and the report.

The report-origin-authentication-check is computed using the algorithm identified by the report-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The report-origin-authentication-check contains the report-origin-authentication-algorithm-identifier and an
asymymetrically-encrypted hashed version of:

the report-origin-authentication-algorithm-identifier;
the content-identifier of the subject;
the message-security-label of the subject;
and all values of the following (per-recipient) arguments:
the actual-recipient-name,
the originally-intended-recipient-name, and:
for a delivery-report:
the message-delivery-time,
the type-of-MTS-user,

the recipient-certificate if requested by the originator of the message for recipients to which the
report relates,

the proof-of-delivery if requested by the originator of the message for recipients to which the rpport
relates and if the report is on a message; or

for a non-delivery-report:
the non-delivery-reason-code, and

the non-delivery-diagnostic-codé:
Optipnal components are included in the report-origin-authentication-check if they are present in the report.

The | report-origin-authentication-check~may be computed by the reporting-MTA using the reporting-M|TA’s
secrdgt-asymmetric-encryption-key. The report-origin-authentication-check may be validated by the originator qf the
subj¢ct, and any MTA through which the report is transferred, using the reporting-MTA’s public-asymmetric-
encryption-key (subject-public-keéy))derived from the reporting-MTA-certificate.

Add¢nda or future versions of'this Recommendation | International Standard may define other forms of report-onjigin-
authlentication-check (e.gl-based on symmetric-encryption-techniques) which may be used by MTAs through which
the rgport is transferred ¢o-authenticate the origin of the report.

8.3.1.2.1.15 Content-type

This| argument, identifies the type of the content of the message (see 8.2.1.1.1.34). It shall be generated by the
repofting-MTA" This argument may be absent on reception only if the report has been originated from or transfprred
throygh-4,1984 system.

8.3.1:2. 1. 16— Returned=comtemt

This argument contains the content of the subject-message if the originator of the subject-message indicated that the
content was to be returned (see 8.2.1.1.1.23). It shall be generated by the originator of the message, and may be
returned by the MTS (if the reporting-MTA or originating-MTA supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery, and if the recipient
of the report is the originator of the subject-message (and not, for example, the owner of a DL (see 8.3.1.2.1.4)).

This argument shall not be present if any encoded-information-type conversion has been performed on the content of
the subject-message.

44 ITU-T Rec. X.411 (06/1999)


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

8.3.1.2.1.17 Reporting-MTA-name

This argument identifies the MTA which created the report. It comprises an MTA-name, a global-domain-identifier,
and optionally a directory-name of an MHS Message Transfer Agent (see A.1.3 of ITU-T Rec.X.402 |
ISO/IEC 10021-2). It may be generated by the reporting-MTA, but shall be generated by the reporting-MTA if required
by the security policy in force.

NOTE 1 — Independent of any use for security purposes, this argument may be used for diagnostic purposes to indicate the MTA
which generated the report.

NOTE 2 — The internal-trace-information also contains the name of the reporting-MTA. In environments where the
internal-trace-information is not deleted at any point between originator and recipient, the internal-trace-information may be used
as an alternative to this argument.

NOTE 3 — When used with services such as report-origin-authentication or proof-of-delivery, a typical security policy would
require that this parameter is generated whenever such services are invoked.

8.3.1.2.2 Results

The Report-delivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3 Abstract-errors

Tablg 19 lists the abstract-errors that may disrupt the Report-delivery abstract-operation, and for each abstractqerror
idenfifies the clause in which the abstract-error is defined.

Table 19 — Report-delivery Abstract-errors

Abstract-error Clause
Delivery-control-violated 8.3.2.1
Security-error 8.3.2.3
Unsupported-critical-function 8.3.2.4

8.3.1.3 Delivery-control

The Pelivery-control abstract-operation enables the MTS=user to temporarily limit the delivery-port abstract-operations
that the MTS may invoke, and the messages that the\MTS may deliver to the MTS-user via the Message-deljvery
abstract-operation.

The MTS shall hold until a later time, rather thantabandon, abstract-operations and messages presently forbidden.

The puccessful completion of the abstract-gpération signifies that the specified controls are now in force. These controls
supefsede any previously in force, and remain in effect until the association is released, the MTS-user re-invokes the
Deliyery-control abstract-operations.or the MTS-user invokes the administration-port Register abstract-operatign to
impdse constraints more severe than-the specified controls.

The Jabstract-operation returns an indication of any abstract-operations that the MTS would invoke, or any megsage
types that the MTS would\deliver or report, were it not for the prevailing controls.

8.3.1.3.1 Arguments

Tablp 20 lists the arguments of the Delivery-control abstract-operation, and for each argument qualifies its presenc¢ and
identifies the clause in which the argument is defined.

Table 20 — Delivery-control Arguments

Argument Presence Clause
Delivery Control Arguments
Restrict O 8.3.1.3.1.1
Permissible-operations (0] 8.3.1.3.1.2
Permissible-lowest-priority o 8.3.1.3.1.3
Permissible-encoded-information-types o 83.1.3.14
Permissible-content-types (6] 8.3.1.3.1.5
Permissible-maximum-content-length (0] 8.3.1.3.1.6
Permissible-security-context (¢ 8.3.1.3.1.7
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8.3.1.3.1.1 Restrict

This argument indicates whether the controls on delivery-port abstract-operations are to be updated or removed. It may
be generated by the MTS-user.

This argument may have one of the following values:
update: the other arguments update the prevailing controls;

remove: all temporary controls are to be removed (the default controls registered with the MTS by
means of the administration-port Register abstract-operation shall apply); the other arguments are to be
ignored.
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8.3.1.3.1.2  Permissible-operations

This|argument indicates the abstract-operations that the MTS may invoke on the MTS-user. It may be generated bly the
MT{-user.

This|argument may have the value allowed or prohibited for each of the following:
message-delivery: the MTS may/may not invoke the Message-delivery abstract-operation; and
report-delivery: the MTS may/may not invoke the Report-delivery abstract-op€ration.

Othgr delivery-port abstract-operations are not subject to controls, and may be invokéd at any time.

In thie absence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are unchangg¢d. If
therq has been no previous invocation of the Delivery-control abstract-operation on the association, the default cdntrol
regigtered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.3 Permissible-lowest-priority

This|argument contains the priority of the lowest priority message that the MTS shall deliver to the MTS-user viga the
Mesgage-delivery abstract-operation. It may be generated by the MTS-user.

This| argument may have one of the following valugss of the priority argument of the Message-submipsion
abstijact-operation: normal, non-urgent or urgent.

In thi absence of this argument, the priority of thellowest priority message that the MTS shall deliver to the MTStuser
is unchanged. If there has been no previous invecation of the Delivery-control abstract-operation on the association, the
defaglt control registered with the MTS by means of the administration-port Register abstract-operation shall apply

8.3.1.3.1.4  Permissible-encoded-information-types

This|argument indicates the encoded:information-types that shall appear in messages that the MTS shall deliver o the
MTH-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The |argument comprisesCacceptable-encoded-information-types, unacceptable-encoded-information-types| and
exclysively-acceptableséneoded-information-types, each of which identifies a list of specific encoded-informajtion-
typep; see 8.4.1.1.1.3¢1.

In thle absence ofithis argument, the permissible-encoded-information-types that the MTS may deliver to the MTS-
user [are unchanged. If there has been no previous invocation of the Delivery-control abstract-operation o the
assogiation;.the default control registered with the MTS by means of the administration-port Register abstract-operption
shalllapply.

8.3.1.3.1.5 Permissible-content-types

This argument indicates the only content-types that shall appear in messages that the MTS shall deliver to the MTS-user
via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-content-types specified shall be among those allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver to the MTS-user are
unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.
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8.3.1.3.1.6  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-maximum-content-length shall not exceed that allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-maximum-content-length).

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS may deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation
shall apply.

8.3.1.3.1.7  Permissible-securitv-context

This|argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-context)\thgt the
MT{ may invoke on the MTS-user. It is a temporary restriction of the security-context established. when the
assogiation was initiated (see 8.1.1.1.1.4). It may be generated by the MTS-user.

The permissible-security-context comprises one or more security-labels from the set of security-labels establishpd as
the spcurity-context when the association was established.

In thg absence of this argument, the security-context of delivery-port abstract-operations is unchanged.
8.3.1.3.2 Results

Tablp 21 lists the results of the Delivery-control abstract-operation, and for each-result qualifies its presencqd and
idenfifies the clause in which the result is defined.

Table 21 — Delivery-control Résults

Result Presence Clause

'Waiting' Results

Waiting-operations o 8.3.1.3.2.1
Waiting-messages ¢ 8.3.1.3.2.2
Waiting-encoded-information-types O 8.3.1.3.23
Waiting-content-types 0] 83.1.3.24

8.3.1.3.2.1  Waiting-operations

This|result indicates the abstract-operations being held by the MTS, and that the MTS would invoke on the MTS-uker if
it wdre not for the prevailing controls! It may be generated by the MTS.

This|result may have the valu€ helding or not-holding for each of the following:

message-delivery: the MTS is/is not holding messages, and would invoke the Message-deljvery
abstract-Opération on the MTS-user if it were not for the prevailing controls; and

report=delivery: the MTS is/is not holding reports, and would invoke the Report-delivery absjract-
operation on the MTS-user if it were not for the prevailing controls.

In thi absence of this result, it may be assumed that the MTS is not holding any messages or reports for delivery due to
the grevdiling controls.

8.3.1:3222 Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would deliver via the
Message-delivery abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS.

This result may have one or more of the following values:

long-content: the MTS has messages held for delivery to the MTS-user which exceed the
permissible-maximum-content-length control currently in force;

low-priority: the MTS has messages held for delivery to the MTS-user of a lower priority than the
permissible-lowest-priority control currently in force;

other-security-labels: the MTS has messages held for delivery to the MTS-user bearing message-
security-labels other than those permitted by the current security-context.
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In the absence of this result, it may be assumed that the MTS is not holding any messages for delivery to the MTS-user
due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-context
controls currently in force.

8.3.1.3.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS for delivery to
the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absence of this result, the encoded-information-types of any messages held by the MTS for delivery to the
MTS-user are unspecified.

8.3.1.3.2.4  Waiting-content-types

This|result indicates the content-types of any messages held by the MTS for delivery to the MTS-user due to preygiling
contfols. It may be generated by the MTS.

In the absence of this result, the content-types of any messages held by the MTS for delivery to the MPS-usdr are
unspecified.

8.3.1.3.3 Abstract-errors

Tablp 22 lists the abstract-errors that may disrupt the Delivery-control abstract-operation,.and for each abstract{error
identifies the clause in which the abstract-error is defined.

Table 22 — Delivery-control Abstract-errors

Abstract-error Clause
Control-violates-registration 8.3.2.2
Security-error 8.3.2.3
Operation-refused 8.3.2.5

8.3.2 Abstract-errors

This|clause defines the following delivery-port abstract-errors:
a) Delivery-control-violated

b) Control-violates-registration

¢) Security-error

d) Unsupported-critical-function

e) Operation-refused:

8.3.2.1 Delivery-control-violated

The | Delivery-control-vielated abstract-error reports the violation by the MTS of a control on deliveryfport
abstract-operations imposed by the MTS-user via the Delivery-control abstract-operation.

The Peliver-control=violated abstract-error has no parameters.

8.3.2.2 Control-violates-registration

The [Control-violates-registration abstract-error reports that the MTS is unable to accept the controls that the MTStuser

atteripted-to-impose-on-delivery-pertabstract-operationsbeeause-they-violate-existing registrationparameters:
The Control-violates-registration abstract-error has no parameters.

8.3.2.3 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS-user
because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters, generated by the MTS-user:

security-problem: an identifier for the cause of the violation of the security-policy.
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The security-problem parameter may have one of the following values for the Message-delivery or Report-delivery
abstract-operations:

The

a)

b)

The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;

security-services-refusal: the security services requested cannot be supported;

unauthorised-originally-intended-recipient-name: the OR-name of the originally intended recipient of

the redirected or DL-expanded message is unauthorised for security reasons;

unauthorised-originator-name: the originator MTS-user OR-name is unauthorised for security reasons;

unauthorised-recipient-name: the recipient MTS-user OR-name is unauthorised for security reasons.

The following values indicate an error within the security system:

authentication-failure-on-subject-message: validation of the content-integrity-check, message-ot
authentication-check, or message-token (i.e. signature, or any other token data) argument of the me
failed, and therefore the contents of the message could not be authenticated or validated;

decryption-failed: the message content could not decrypted;

decryption-key-unobtainable: the required key could not be obtained to decrypt, the message-t
encrypted-data or for content confidentiality;

failure-of-proof-of-message: a fault was detected in the proof-of security arguments in the message

integrity-failure-on-subject-message: validation of the content-integrity-check argument of
message failed, and therefore the contents of the message could not be\validated;

invalid-security-label: the security policy identifier in the megsage security label identifies a p
which is known to the UA, but which is not acceptable to that UA)

key-failure: the required keys could not be obtained;

mandatory-parameter-absence: a mandated security element for compliance with the security-poli
force is absent;

operation-security-failure: the delivery operationsfailed for security reasons;

repudiation-failure-of-message: the security policy required use of a signature with non-repudi
properties, but the message was not signed>with a non-repudiable signature on origination;

security-context-failure: the message security label is incompatible with the security-context in for
token-decryption-failed: the message token could not decrypted;
token-error: An error has bedéindetected with the message-token argument of the message;

unknown-security-label:-the security policy identifier in the message security label is not recognisg
the UA. Such a policysis\not supported by the UA;

unsupported-algorithm-identifier: the recipient does not support the algorithm identifiers used i
security argument,of the message;

unsupportéd=security-policy: the recipient does not support the required security-policy, as identifi
the message-security-label argument of message.
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security-problém-parameter may have one of the following values for the Delivery-control abstract-operation:
a) _{The following values indicate a security violation by the user:
security-policy-violation: the security-policy is violated;
security-services-refusal: the security services requested cannot be supported.
b)  The following values indicafe an error within the security system:

incompatible-change-with-original-security-context: the proposed permissible-security-context is not

a subset of the original security-context;

mandatory-parameter-absence: a mandated security element for compliance with the security-policy in

force is absent;

operation-security-failure: the Delivery-control operation failed for security reasons.

8.3.2.4 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-delivery (see 9.2) but is unsupported by the MTS-user.

ITU-T Rec. X.411 (06/1999)

49


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

The

Unsupported-critical-function abstract-error has no parameters.

8.3.2.5 Operation-refused

The Operation-refused abstract-error indicates that the MTS has refused to perform an operation due to local policy.
The Operation-refused error has two parameters, the refused-argument and the refusal-reason, generated by the MTS.

The refused-argument parameter indicates which argument of the operation caused the refusal to perform. For the
Delivery-control operation it shall indicate one of the arguments listed in Table 20, or one of the component arguments
of deliverable-class, or an extension argument. For the Register operation it shall indicate one of the arguments listed in
Table 23, or an extension argument.

The

84

This|clause defines the abstract-operations and abstract-errors which occur at an administtation-port.

8.4.1 Abstract-operations

This|clause defines the following administration-port abstract-operations:

8.4.1.1 Register

The
held
para

SucH changes remain in effect until overridden by re-invocation of the Register abstract-operation. However,
parameters may be temporarily overridden by inyoeation of the Delivery-control abstract-operation.

OTE 1 — This abstract-operation shall be inyoked before any other submission-port, delivery-port or administratiofi-port

8.4.1.1.1 Arguments

Tablp 23 lists the“drguments of the Register abstract-operation, and for each argument qualifies its presencd

iden
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refusal-reason parameter shall have one of the following values:
its users.

which the user has not subscribed.

parameter-unacceptable: The user has specified a parameter value which the MTS garnot accept.

Administration Port

a) Register
b) Change-credentials.

by the MTS concerned with delivery of messages to\the MTS-user, and to retrieve the current settings of
meters.

bstract-operation may be used, or an equivalent registration by local means shall have taken place.
ement-of-service defined in ITU-TRec. X.400 | ISO/IEC 10021-1. The manner in which those parameters are supplie
odified are a local matter.

OTE 3 — Mechanisms other thantegister may be used to assign values to any of the registration parameters.
OTE 4 — The definition of'the Register abstract-operation for use in a 1988 Application Context is in Annex C.

ifies the clause in which the argument is defined.

Table 23 — Register Arguments

fcitity= darbte—F tras-attempted-to-rseafactity-witch e MFES-does ot mmakeavattahle to

facility-not-subscribed: The user has attempted to use a facility which is subject to subscription, ahd to

Register abstract-operation enables an MTS-user to make ofg-term changes to various parameters of the MTStuser

hese

ome

OTE 2 — This abstract-operation does niot encompass the standing parameters implied by the Alternate Recipient Assigigment

 and

and

Argument Presence Clause
Registration Arguments
User-name o 84.1.1.1.1
User-address o 8.4.1.1.1.2
Deliverable-classes 0] 8.4.1.1.1.3
Recipient-assigned-redirections o 8.4.1.1.14
Restricted-delivery o 8.4.1.1.1.5
Retrieve-registrations o 8.4.1.1.1.6
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Table 23 — Register Arguments

Argument Presence Clause
Default Delivery Control Arguments 8.4.1.1.1.7
Permissible-operations o 8.3.1.3.1.2
Permissible-lowest-priority o 8.3.1.3.1.3
Permissible-encoded-information-types o 8.3.1.3.14
Permissible-content-types O 8.3.1.3.1.5
Permissible-maximum-content-length o 8.3.1.3.1.6

8.4.1.1.1.1 User-name

This|argument contains the OR-name of the MTS-user, if the user-name is to be changed. It may be, géneratqd by
the MTS-user.

An MID is not required to provide MTS-users with the ability to change their own OR-name. If/it\does so, the MD| may
restrfct that ability. It may prohibit certain MTS-users from changing their OR-names, or it may. restrict the scope ¢f the
chanfge to a locally defined subset of the components of their OR-names. A proposed new OR-name shall be rejgcted
if its|OR-address is already assigned to another MTS-user or a DL.

In the absence of this argument, the user-name of the MTS-user remains unchanged.

8.4.1.1.1.2 User-address

This|argument contains the user-address of the MTS-user, if it is required-by the MTS and if it is to be changed. If may
be g¢nerated by the MTS-user.

The pser-address may contain one of the following forms of address,of the MTS-user:
the X.121-address and/or the TSAP-ID (transport service access point identifier); or

the PSAP-address (presentation service access point address).

Othgr forms of user-address may be defined in addetida or future versions of this Recommendation | Internatfonal
Stanflard.

In the absence of this argument, the user-addreéss-of the MTS-user (if any) remains unchanged.

8.4.1.1.1.3 Deliverable-classes

This|argument contains all the sets of.¢riteria that determine which messages shall be delivered to the MTS-user, if any
of thiese criteria are to be changed, If present, this argument replaces the previously registered deliverable-classes. It
may [be generated by the MTS-user.

EacHf set of criteria forms a-deliverable-class. The deliverable-class optionally contains encoded-information-types-
constraints, deliverablé-content-types, deliverable-maximum-content-length, and deliverable-security-labels| The
absehce of values fof, @ particular component indicates that no restriction on values of that component exists ir this
deliyerable-class.

The IMTS shall /deliver a message to the MTS-user only if the message meets all the criteria in at leas{ one
deliverable-class in the registered set.

In the @bsence of this argument, the deliverable-classes shall remain unchanged.

8.4.1.1.1.3.1 Encoded-information-types-constraints

This component indicates the encoded-information-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be constrained within a deliverable-class.

The component comprises acceptable-encoded-information-types, unacceptable-encoded-information-types, and
exclusively-acceptable-encoded-information-types, each of which identifies a list of specific encoded-information-

types.

If a message has no encoded-information-types it will always satisfy any encoded-information-types-constraints.
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If the encoded-information-types of the message to be delivered are incompatible with the encoded-information-
types-constraints, then the message does not satisfy the constraints of this deliverable-class, and no other criteria of
the deliverable-class need be considered.

The MTS determines whether a message satisfies the encoded-information-types-constraints of a deliverable-class
according to the procedure defined in 14.3.4.4, item 7 (c).

The encoded-information-types in a message to be delivered are regarded as those which would be present in the
message after all conversions (if any) have been performed.

Depending on local requirements or the capabilities provided by a user’s computing environment, a user may choose
one of the following registrations which:

a) allows delivery of all messages independent of the encoded-information-types they contain. In this case
no encoded-information-types-constraints need be registered.

b) allows delivery of all messages except those which contain at least one encoded-information-type in the
set of registered unacceptable-encoded-information-types. In this case no acceptablée-encdded-
information-types or exclusively-acceptable-encoded-information-types need be registered.

NOTE 1 — For example, this registration may for example be appropriate for an MS-user that\does not suppojt the
Voice body part, in order to prevent messages containing large Voice body parts from constming the storage fpace
available for delivered messages.

c) allows delivery of the message if it contains at least one of the registered acceptable-encdded-
information-types. In this case no unacceptable-encoded-information-types or exclus(il'ely-
acceptable-encoded-information-types need be registered.

NOTE 2 — For example, an IPMS-user may require that all messages contaifing an IA5 Text body part are deliyered.

After reading the IAS Text body parts, the user may be able to evaluate the importance of the information contaified in
the other body parts, and decide whether to seek other means to process these body parts.

d) requires all encoded-information-types in the message~t0. be registered as exclusively-acceptable-
encoded-information-types, and rejects as undeliverable Gtherwise. In this case acceptable-encdded-
information-types or unacceptable-encoded-information-types need be registered.

Note 3 — This may be appropriate if the user’s UA supports a relatively small set of encoded-information-types| This
is identical to the service supported by the Register-88 abstract-operation.

e) allows delivery of the message if it does not contain any the registered unacceptable-encdded-
information-types, and either contains atl¢ast one encoded-information-type registered in acceptable-
encoded-information-types, or only -contains encoded-information-types registered as exclusiyvely-
acceptable-encoded-information-types. In this case, unacceptable-encoded-information-types,
acceptable-encoded-information-types, and exclusively-acceptable-encoded-information-types| may
all be registered.

NOTE 4 — This satisfies the requirements in b), ¢), and d). For example, an IPMS-user may use this combinatfon to
ensure that Voice body parts.are never delivered, File Transfer body parts are always delivered (subject to the absence

of Voice body parts), and;where neither of these body part types is present, only those messages containing a
prescribed set of body-parts are delivered.

The MTS will return an errorifjthe MTS-user attempts to register an encoded-information-type both in unacceptable-
encoded-information-types) and in either of acceptable-encoded-information-types or exclusively-acceptable-
encoded-information-types.

The pcceptable-encoded-information-types and exclusively-acceptable-encoded-information-types also indicafe the
possible encoded-information-types which implicit conversion may usefully produce.

In thg absence of this component, the encoded-information-types-constraints shall be unconstrained.

8.4.1.1.1:3.2 Deliverable-content-types

This component indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-
user, if they are to be constrained within a deliverable-class.

If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered. The MTS-user may register to receive the unidentified content-type.

In the absence of this component, the deliverable-content-types shall be unconstrained.

8.4.1.1.1.3.3 Deliverable-maximum-content-length

This component contains the content-length, in octets, of the longest-content message that the MTS shall permit to
appear in messages delivered to the MTS-user, if it is to be constrained within a deliverable-class.
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If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered.

In the absence of this component, the deliverable-maximum-content-length of messages shall be unconstrained.

8.4.1.1.1.3.4 Deliverable-security-labels
This component contains the security-labels of the MTS-user, if they are to be constrained within a deliverable-class.

If the security-labels of the message to be delivered do not match those specified by the deliverable-security-labels,
then the message does not satisfy the constraints of this deliverable-class and no other criteria of the deliverable-class
need be considered.

Somp security-policies may only permit the deliverable-security-labels to be changed in this way 1 a secure lipk is
employed. Other local means of changing the deliverable-security-labels in a secure manner may be provided:

In the absence of this component, the deliverable-security-labels shall be unconstrained.

8.4.1.1.14  Recipient-assigned-redirections

This|argument contains, if the assignment of alternate-recipients is to be changed, an ordered list-of the OR-namiles of
recipient-assigned-alternate-recipients and, optionally, one or more redirection-classes. associated with |each
alterpate-recipient. If this argument is present its value completely replaces any previous assignment of alterpate-
recijients. It may be generated by the MTS-user.

If orfe or more recipient-assigned-alternate-recipients is specified then each message (or report) for the MTStuser
shalll be redirected to the first alternate-recipient for which the message (or report) meets the criteria in one of the
redirection-classes associated with that alternate-recipient. Those messages (@nreports) meeting the criteria of nope of
the redirection-classes for any recipient-assigned-alternate-recipient shall continue to be delivered to the MTSuser.
The jorder of alternate-recipients is specified by the MTS-user. The absence of any redirection-classes indicat¢s an
alterpate-recipient to which all messages (and reports), except those meeting more specific redirection-clpsses
asso¢iated with preceding alternate-recipients, shall be redirected: The absence of the recipient-assigned-alterl:ate-
recipient indicates delivery to the MTS-user.

NOTE - If present in the recipient-assigned-redirections list,"the absent redirection-class should be last in the list as nd later
elements will ever be used.

The |redirection-class optionally contains a maximurh content-length and optionally sets of values for each of:
encoded-information-types, content-type, delivérable-security-labels, restriction, and priority. The absenge of
valugs for a particular type indicates that no ‘téstriction on values of that type exists in this redirection-class] The
redirection-class also indicates the types of MHS information object to which the redirection-class applies: mesgages
only] reports only, or both messages and reports.

The fecipient-assigned-alternate-reeipient shall contain the OR-name of the alternate-recipient.

If th¢ recipient-assigned-redirections argument contains a single element with both the recipient-assigned-alterpate-
recipient and the redirection=class absent then no recipient-assigned-redirections is registered.

Wheh recipient-assigned-redirections and deliverable-classes are both registered, redirection takes precedence|over
delilery restrictions.

In the absence of'this argument, the recipient-assigned-redirections, if any, remain unchanged.

8.4.1.1.1.5 <—Restricted-delivery

This|argument indicates the OR-names of other MTS-users from whom the MTS-user is willing (or unwilling) to
receive—messages, if restricted-delivery is to be changed. It comprises an ordered list of restrictions. If the
restricted-delivery argument is present its value completely replaces any previous registered value. It may be
generated by the MTS-user.

The MTS shall reject as undeliverable any message for the MTS-user which originates from, or is redirected by, or is
dl-expanded by another MTS-user from which the MTS-user does not consent to accept delivery. Each restriction may
specify a source which is permitted or which is disallowed, either as a complete OR-name or as an OR-name pattern.

If one or more restriction is registered then the sources (originator-name, redirection-history, DL-expansion-
history) of each message are compared to the ordered list of restrictions until a match occurs. The comparison stops
immediately a match with a restriction occurs, and the message is delivered if permitted or rejected as undeliverable if
not permitted. If there is no matching restriction the message is delivered.
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Procedures for determining exact and pattern matches of OR-names are specified in ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The MTS-user may register to receive all messages, which is the state before any restricted-delivery registration, by
specifying a single restriction in which all source-types are permitted and the source-name omitted.

Where restricted-delivery and recipient-assigned-redirections are both registered, redirection takes precedence over
restricted-delivery.

In the absence of this argument, restricted-delivery shall remain unchanged.

8.4.1.1.1.6  Retrieve-registrations

This argument indicates the individual registrations that the MTS-user requests to be returned in the result of the

Regi

The

This
requ

In th|

8.4.1

The
in 8.

The

the b
abstract-operation.

The
valu

deliy

8.4.1

The

retr

The

retrieve-registrations is absent.

8.4.1

Tabl

the ¢

retrtve-registrations argument was present in the.invocation. In the latter case, those registrations identified i

Kter abstract-operation. It may be generated by the M T S-USer.
result returned reflects the state of registered information after all other arguments of Register have beencproce

argument contains an element corresponding to each of the other arguments of Register, each of which, i
sts the registered value of the corresponding argument.

e absence of this argument, no registration information is requested.
.1.1.7  Default-delivery-control-arguments

Hefault control arguments are the same as the arguments of the Delivery-control abstract-operation, and are de
B.1.3.1. Except for restrict and permissible-security-context, they may be generated by the MTS-user.

default controls are registered as arguments of the Register abstract-operation. These defaults come into effy
eginning of an association, and remain in effect until they are overridden'by an invocation of the Delivery-cg

default control arguments shall not admit messages whose delivery are prohibited by the prevailing regis
bs of the encoded-information-types-constraints argument,\the deliverable-content-types argument o
erable-maximum-content-length argument.

.1.2 Results

Register abstract-operation returns an empty~result unless an extension result is present, or

ve-registrations argument are returned.

results are identical to the arguments” of the Register abstract-operation listed in Table 23 except

.1.3 Abstract-errors

e 24 lists the abstract-errorsuthat may disrupt the Register abstract-operation, and for each abstract-error iden|
lause in which the abstracterror is defined.

Table 24 — Register Abstract-errors
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Abstract-error Clause
Register-rejected 8.4.2.1
Remote-bind-error 8.2.2.10
Operation-retused 8372735
Security-error 8.4.2.4

8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s simple-authentication
credentials held by the MTS, or enables the MTS to change the MTS’s simple-authentication credentials held by
the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication of identity of
the MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.
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The disruption of the abstract-operation by an abstract-error indicates that the credentials have not been changed, either
because the old credentials were incorrectly specified or that the new credentials are unacceptable.

8.4.1.2.1 Arguments

Table 25 lists the arguments of the Change-credentials abstract-operation, and for each argument qualifies its presence
and identifies the clause in which the argument is defined.

Table 25 — Change-credentials Arguments

Argument Presence Clause

Credential drauments.
[=]

84.1.2.1.1
8.4.1.2.1.2

Old-credentials
New-credentials

M
M

8.4.1.2.1.1 Old-credentials

This|argument contains the current (old) credentials of the invoker of the abstract-operation, held-by the performer of
the abstract-operation. It shall be generated by the invoker of the abstract-operation.

If orfly simple-authentication is used, the credentials comprise a simple password assdeiafed with the user-name, or
MTA-name, of the invoker.

8.4.1.2.1.2 New-credentials

This| argument contains the proposed new credentials of the invoker of the abstract-operation, to be held by the
performer of the abstract-operation. It shall be generated by the invoker of the abstract-operation.

The pecurity policy in force may restrict the type of new-credentials.
8.4.1.2.2 Results

The {Change-credentials abstract-operation returns an empty, result as indication of success.

8.4.1.2.3 Abstract-errors

Tablp 26 lists the abstract-errors that may disruptithe Change-credentials abstract-operation, and for each abstract{error
identifies the clause in which the abstract-error-is-defined.

Table 26 — Change-credentials Abstract-errors

Abstract-error Clause
New-credentials-unacceptable 8.4.2.2
Old-credentials-incorrectly-specified 8423
Remote-bind-error 8.2.2.10
Security-error 8.42.4

8.4.2 Abstract-errors

This|clause defines the following administration-port abstract-errors:

a) Register-rejected
b) New-credentials-unacceptable
¢) Old-credentials-incorrectly-specified
d) Security-error.
8.4.2.1 Register-rejected

The Register-rejected abstract-error reports that the requested parameters cannot be registered because one or more are
improperly specified.

The Register-rejected abstract-error has no parameters.
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8.4.2.2 New-credentials-unacceptable

The New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-credentials are unacceptable.

The New-credentials-unacceptable abstract-error has no parameters.

8.4.2.3 Old-credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.4.24—Secur iiy-cl TOT

The [Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS or
MTS§-user because it would violate the security-policy in force.

The Becurity-error abstract-error has the following parameters:

security-problem: an identifier for the cause of the violation of the security-policy.

The pecurity-problem parameter may have one of the following values for the Register abstract-eperation:

forbidden-user-security-label-register: the user is not permitted to use the/Register operation to change
security labels;

invalid-security-label-update: the proposed value of deliverable-sectrity-label is not acceptable t¢ the
security-policy;

mandatory-parameter-absence: a mandated security element for compliance with the security-poli¢y in
force is absent;

operation-security-failure: the Register operation failed for Security reasons;

redirection-prohibited: the security-policy prohibits registration of recipient-assigned-redirections;
refused-alternate-recipient-name: the requested alternate recipient is unacceptable for security reasons;
security-policy-violation: the security-policy is_violated,;

security-services-refusal: the security services tequested cannot be supported;

unauthorised-security-label-update: the’ user is not allowed by the security-policy to updatq the
deliverable-security-label ;

unauthorised-user-name: the propesed new value of user-name is unacceptable, for security reasons.

The pecurity-problem parameter may have one of the following values for the Change-credentials operation:
operation-security-failure: the Change-credentials operation failed for security reasons;
security-policy-viglation: the security-policy is violated;

security-services-refusal: the security services requested cannot be supported.

8.5 Common’Parameter Types

This|clause defings a number of common parameter types of the MTS Abstract Service.

8.5.1 MTS-identifier

MT$-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS Abstract Sefvice,
and between messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a submission-port (message-submission-identifier) is identical to the
corresponding message-identifier at a transfer-port and corresponding message-delivery-identifier at a delivery-port.
Similarly, the MTS-identifier assigned to a probe at a submission-port (probe-submission-identifier) is identical to
the corresponding probe-identifier at a transfer-port. MTS-identifiers are also assigned to reports at transfer-ports
(report-identifier).

An MTS-identifier comprises:

a local-identifier assigned by the MTA, which unambiguously identifies the related event within the
MD;
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the global-domain-identifier of the MD, which ensures that the MTS-identifier is unambiguous
throughout the MTS.

8.5.2 Global-domain-identifier
A global-domain-identifier unambiguously identifies an MD within the MHS.

A global-domain-identifier is used to ensure that an MTS-identifier is unambiguous throughout the MTS, and for
identifying the source of a trace-information-element.

In the case of an ADMD, a global-domain-identifier consists of the country-name and the administration-domain-
name of the MD.

In the case of a PRMD, a global-domain-identifier consists of the country-name and, optionally, the administration-
dompin-name of the associaied ADMD, plus a private-domain-identifier. 1he private-domain-identifier is a_ufique
idenfification of the PRMD, and may be identical to the PRMD’s private-domain-name. As a national matter} this
idenfification may be either relative to the country denoted by the country-name or relative to the associated ADMD. If
the iflentification is relative to the associated ADMD then that administration-domain-name shall be presént. Where
the gdministration-domain-name is optional in the Abstract Service but mandatory in the abstract-Syntax, and no
valug is specified, it shall be encoded as a single space (see 18.3.1 in ITU-T Rec. X.402 | ISO/IEC_10021-2).

NOTE — The distinction between private-domain-identifier and private-domain-name has been\retained for backward
cpmpatibility with CCITT Recommendation X.411 (1984). Often they will be identical.

853 MTA-name
An MTA-name is an identifier for an MTA that uniquely identifies the MTA within the MD to which it belongs.

8.5.4 Time

A Tlme parameter is specified in terms of UTC (Coordinated UniversakTime), and may optionally also contajn an
offsqt to UTC to convey the local time. The precision of the time<of“day is to either one second or one minute,
detefmined by the generator of the parameter.

8.5.5 OR-name

An QR-name identifies the originator or recipient of a message according to the principles of naming and addrepsing
desctibed in ITU-T Rec. X.402 | ISO/IEC 10021-2.

At aJsubmission-port, an OR-name comprises an QR-address, or a directory-name, or both (OR-address-an'll-or-
dire¢tory-name). At all other types of port, an OR-name comprises an OR-address and, optionally, a directory-name
(OR}address-and-optional-directory-name) A directory-name and an OR-address may each denote an indivjidual
origipator or recipient, or a DL.

A difectory-name is as defined in ITU:TRec. X.501 | ISO/IEC 9594-2. The MTS uses the directory-name only Wwhen
the (PR-address is absent or invalid:

An PR-address comprises ,a_number of standard-attributes selected from those defined in ITU-T Rec. X}402 |
ISOAIEC 10021-2, and optienally a number of attributes defined by the MD to which the originator/recipient subsdribes
(domain-defined-attributes).

In th abstract syntax ‘definition in clause 9, the standard attributes are represented by built-in-standard-attributey and
by extension-standard-attributes and the domain-defined attributes are represented by built-in-domain-defjned-
attriputes and®by extension-domain-defined-attributes.

Clause 18.550f ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies several OR-address forms. These define which stadard
and ¢lomain-defined attributes may be used together to construct a valid OR-address.

Clause 18.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies rules indicating the character sets — numeric, printable,
and teletex — from which the values of a particular standard attribute may be drawn, and it also defines the valid
combinations of the different variants of that standard attribute in the abstract syntax.

8.5.6 Encoded-information-types

The encoded-information-types of a message are the kind(s) of information that appear in its content. Both basic
encoded-information-types and externally-defined encoded-information-types may be specified, otherwise the
encoded-information-types of a message are unspecified.

The basic encoded-information-types are those originally defined in the CCITT Recommendation X.411 (1984). The
unknown type is used to indicate an encoded-information-type which is not in this instance indicated by an
externally-defined encoded-information-type, and is other than the following types. The ia5-text (teleprinter) type is
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defined in CCITT Recommendation T.50. The g3-facsimile type is defined in CCITT Recommendations T.4 and T.30.
The gd4-class-1 type is defined in CCITT Recommendations T.5, T.6, T.400 and T.503. The teletex type is defined in
CCITT Recommendations F.200, T.61 and T.60. The videotex type is defined in CCITT Recommendations T.100
and T.101. The simple-formattable-document (sfd) type and the telex type were defined in CCITT Recommen-
dation X.420 (1984) (SFD and TLX body parts are no longer defined in any CCITT Recommendation). The
mixed-mode type is defined in CCITT Recommendations T.400 and T.501.

NOTE — The unknown encoded information type is provided to represent externally-defined encoded-information-types when

downgrading for 1984 systems (and remains present after a subsequent upgrade), and also for use in cases where no
externally-defined encoded-information-type has been defined for a particular type of information.

Externally-defined encoded-information-types are those which are not basic encoded-information-types.

In the abstract syntax deﬁmtlon in clause 9 the encoded-lnformatlon-types are the loglcal unlon of bullt-ln-encoded-

An gxternally-defined encoded-information-type is always represented by an extended-ernicoded-information-fype.
Othdr standards define object-identifiers that may be used as extended-encoded-informiation-types.

Nontbasic-parameters are defined for the g3-facsimile and teletex basic encodéd-information-types for backwards
compatibility with the CCITT Recommendation X.411 (1984) only. It is¢reeommended that for each reqpired
combination of a basic encoded-information-type and a specific set of non-basic-parameters, an externally-defined
encoded-information-type be defined and used in preference.

OTE — non-basic-parameters are likely to be removed from a future ver§ionvof this Recommendation | International Standlard.

The mon-basic-parameters for g3-facsimile correspond to the thrée- or four-octet Facsimile Information Field (FIF)
conveyed by the Digital Command Signal (DCS) defined in,CCITT Recommendation T.30. The parameters| are:
two-dimensional, fine-resolution, unlimited-length, b4-length, a3-width, b4-width and uncompressed.

The [non-basic-parameters for teletex correspond to the non-basic terminal capability conveyed by the Comignand
Docyiment Start (CDS) defined in CCITT Recommendation T.62. The parameters are: optional graphic-characterisets,
optignal control-character-sets, optional pagesformats, optional miscellaneous-terminal-capabilities, afjd a

Where non-basic-parameters are indicated,these parameters represent the logical 'OR' of the non-basic-paramgters
of edch instance on the encoded-information-type in a message content. Thus, this parameter only serves to indicate
whether there is encoded-informatign=type compatibility, or whether conversion is required. If conversion is reqyired,
the essage content shall be in§pected to determine which non-basic-parameters apply to any instance of the
encoded-information-type.

8.5.7 Certificate

A cll:tificate may beused to convey a verified copy of the public-asymmetric-encryption-key of the subject of the
certificate.

A c¢rtificate <Contains one or more items of certification information. Each instance of certification informption
contins the following parameters:

signature-algorithm-identifier: an algorithm-identifier for the algorithm used by the certification-autHority
that issued the certificate to compute the signature;

issuer: the directory-name of the certification-authority that issued the certificate;

validity: a date and time of day before which the certificate should not be used, and a date and time of day
after which the certificate should not be relied upon;

subject: the directory-name of the subject of the certificate;
subject-public-key: the public-asymmetric-encryption-keys of the subject;
algorithm: the algorithm-identifiers, associated with a subject-public-key;

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the
certification-authority that issued the certificate using the algorithm identified by the signature-algorithm-
identifier and the certification-authority’s secret-asymmetric-encryption-key.
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Version 3 certificates shall be used when the originator or recipients have more than one set of public information to be
certified.

Version 3 certificates support an extension capability to the information that is to be signed as part of the certificate.
The standard certificate extensions are defined by ITU-T Rec. X.509 | ISO/IEC 9594-8. The various standard extensions
can be used to indicate the purpose of the information contained in the certificate. The standard extensions are
summarised as:

—  Key and policy information: These certificate and CRL extensions convey additional information about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or
restricted key usage, and indicators of certificate policy.

—  Subject and issuer attributes: These certificate and CRL extensions support alternative names, of
various name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can
also convey additional attribute information about the certificate subject, to assist a certificate-uger in
being confident that the certificate subject is a particular person or entity.

—  Certification path constraints: These certificate extensions allow constraint specifications tp be
included in CA-certificates, i.e. certificates for CAs issued by other CAs, to facilitate|the automated
processing of certification paths when multiple certificate policies are involved. Multiple certificate
policies arise when policies vary for different applications in an environment or when interoperation| with
external environments occurs. The constraints may restrict the types of certificates'that can be issu¢d by
the subject CA or that may occur subsequently in a certification path.

—  Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation repson,
to provide for temporary suspension of a certificate, and to includ¢ CRL-issue sequence numbdrs to
allow certificate users to detect missing CRLs in a sequence from one”CRL issuer.

—  CRL distribution points and delta-CRLs: These certificate and,€RL extensions allow the complefe set
of revocation information from one CA to be partitionedlinto separate CRLs and allow revoction
information from multiple CAs to be combined in one CRL. These extensions also support the uke of
partial CRLs indicating only changes since an earlier CRL issue.

The key and policy information extensions may be used to indi¢ate which certificate is associated with which djgital
signgture accompanying the message, including the message-origin-authentication-check, and individual recipfent’s
contpent-integrity-check and message-token.

If th¢ originator and a recipient of a certificate are servéd by the same certification-authority, the recipient may uge the
certification-authority’s public-asymmetric-encryptionkey to validate the certificate, and derive the origindtor’s
publfc-asymmetric-encryption-key (subject-publie=key).

If the originator and a recipient of a certificate are served by different certification-authorities, the recipient| may
requjre a return-certification-path to authenticate the originator’s certificate. The certificate may therefore includle an
asso¢iated certification-path.

The pertification-path may comprise a forward-certification-path which includes the certificate of the certificqtion-
authgrity that issued the certificate, together with the certificates of all of its superior certification-authorities| The
forwlard-certification-path. inay also include the certificates of other certification-authorities, cross-certified by gither
the certification-authority'that issued the certificate, or any of its superior certification-authorities.

A rdcipient of the gertificate may complete the required return-certification-path between the recipient and the
originator of the certificate by appending the recipient’s own reverse-certification-path to the forward-certification-
path[ suppliedsby' the originator, at a common-point-of-trust. The reverse-certification-path includes the revierse-
certificate of-the’certification-authority of the recipient of the certificate, together with the reverse-certificates of fll of
its spperior/certification-authorities. The reverse-certification-path may also include the reverse-certificates of pther
certification-authorities, cross-certified by the certification-authority of the recipient of the certificate, or any ¢f its

: et 41 4+l b
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The return-certification-path thus formed allows the recipient of the certificate to validate each certificate in the
return-certification-path in turn, to derive the public-asymmetric-encryption-key of the certification-authority that
issued the certificate. The recipient may then use the public-asymmetric-encryption-key of the certification-authority
that issued the certificate to validate the certificate, and derive the originator’s public-asymmetric-encryption-key
(subject-public-key).

The certification path constraints extensions allow constraint specifications to be included in CA-certificates and thus
can be used to indicate any restrictions or controls on the use of certification-path.

The form of a certificate is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 as the data-type certificates.
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NOTE — The term certificate used in this specification differs from the use of the same term in ITU-T Rec. X.509 |
ISO/IEC 9594-8. The former may optionally contain a certification path whereas the latter does not. The equivalent term in
ITU-T Rec. X.509 | ISO/IEC 9594-8 to certificate in this specification is certificates with the "s".

When a certificate is to be used for a particular purpose, Version 3 certificates (see ITU-T Rec. X.509 |
ISO/IEC 9594-8) shall be used to indicate the purpose of the information contained in the certificate.

When a certificate is needed to validate a specific digital signature in the content-integrity-check or message-token,
Version 3 certificates shall always be used. The certificate extension called certification policies field of the originator
certificate shall indicate that the certificate (and certification-path) is to be used to by the recipient of the message to
validate the specific digital signature contained in the content-integrity-check, or the message-token argument
(see 8.2.1.1.1.28). If all signatures employ the same algorithm and public key, it will only be necessary to identify one
policy within the certification policies field; otherwise, separated object identifiers will be needed for each signature

type

8.5.8 Token

A tdken may be used to convey to the recipient of the token protected security-relevant information,”The tpken
provjdes authentication of public security-relevant information, and confidentiality and authentication of decret
secufity-relevant information.

The type of a token is identified by a token-type-identifier. One type of token is currently. defined by this Sepvice
Defipition: an asymmetric-token. Other types of token may be defined by addenda~or future versions of| this
Recgmmendation | International Standard; for example, tokens based on symmetric-encryption techniques.

An asymmetric-token contains the following parameters:

signature-algorithm-identifier: an algorithm-identifier for the algorithm used by the originator of the
token to compute the signature;

recipient-name: either the OR-address-and-or-directory-name of the intended-recipient of the token; or,
for strong authentication in an MTA-bind, the MTA-name<ahd optionally the global-domain-identifier of
the peer MTA (i.e. the recipient of the bind-token); or, forstrong authentication in an MTS-bind, the MTA-
name and optionally the global-domain-identifier ofthe MTA where the token is generated by the
MTS-user, or the OR-address-and-optional-directory-name of the MTS-user where the token is generated
by the MTS; or, for strong authentication in an MS-bind, the OR-address-and-optional-directory-nare of
the MS-user (whether the token is generated by-the MS or by the MS-user);

time: the date and time of day when the token was generated,
signed-data: public security-relevant information;

encryption-algorithm-identifier:<an algorithm-identifier for the algorithm used by the originator of the
token to compute the encrypted-data;

encrypted-data: secret security-relevant information encrypted by the originator of the tokem using the
algorithm identified by ¢he“encryption-algorithm-identifier and the public-asymmetric-encryption-k¢y of
the intended-recipient 0f the token;

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the origihator
of the token aising the algorithm identified by the signature-algorithm-identifier and the origingtor’s
secret-asymmetric-encryption-key.

The form of a tokentis further defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Syminetric algorithms may be used within the asymmetric-token definition provided that:

the algorithm (in either the signature-algorithm-identifier or the encryption-algorithm-identifi¢r) is
used to identify a registered symmetric cryptographic algorithm;

the management of symmetric keys (e.g., key distribution) is performed externally to the MTS.

NOTE 1 — When symmetric algorithms are used for signed-data, the message origin authentication check, as defined in
ITU-T Rec. X.402 | ISO/IEC 10021-2, is not provided by the token. The token only provides proof that the message was signed
by a holder of the symmetric key (i.e., a member of a closed user group).

NOTE 2 — The signature-algorithm-identifier and the encryption-algorithm-identifier can be individually defined and,
therefore, a mixture of symmetric and asymmetric algorithms can be used with the token.

8.5.9 Security-label
Security-labels may be used to associate security-relevant information with objects within the MTS.

Security-labels may be assigned to an object in line with the security-policy in force for that object. The security-policy
may also define how security-labels are to be used to enforce that security-policy.
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Within the scope of this Service Definition, security-labels may be associated with messages, probes and reports
(see 8.2.1.1.1.30), MTS-users (see 8.4.1.1.1.3.4), MDs, MTAs and associations between an MTS-user and an MD
(or MTA) (see 8.1.1.1.1.4), or between MDs (or MTAs) (see 12.1.1.1.1.3). Beyond the scope of this Service Definition,
a security-policy may, as a local matter or by bilateral agreement, additionally assign security-labels to other objects
within the MTS (e.g., secure routes).

A security-label comprises a set of security-attributes. The security-attributes may include a security-policy-
identifier, a security-classification, a privacy-mark, and a set of security-categories.

A security-policy-identifier may be used to identify the security-policy in force to which the security-label relates.

If present, a security-classification may have one of a hierarchical list of values. The basic security-classification
hierarchy is defined in this Service Definition, but the use of these values is defined by the security-policy in force.
Addis aly securi ition—in ierarchy—may—also-be-defin a-seeyrity-
polidy as a local matter or by bilateral agreement. The basic security-classification hierarchy is, in ascending-grder:
arked, unclassified, restricted, confidential, secret, top-secret.

If present, a privacy-mark is a printable string. The content of the printable string may be defined by a security-pglicy,
whidh may define a list of values to be used, or allow the value to be determined by the originator of the security-label.
Exartpiples of privacy-marks include: 'IN CONFIDENCE' and 'IN STRICTEST CONFIDENCE/:

If present, the set of security-categories provide further restrictions within the context of'a security-classification
and/¢r privacy-mark, typically on a 'need-to-know' basis. The security-categories and théiryvalues may be defingd by
a sedurity-policy as a local matter or by bilateral agreement. Examples of possible security-categories include cajeats
to thie security-classification and/or privacy-mark (e.g., ' PERSONAL - ', 'STAFF\~", 'COMMERCIAL - ',|etc),
closgd-user-groups, codewords, etc.

8.5.10 Algorithm-identifier

An glgorithm-identifier identifies an algorithm and any algorithm-parameters required by the algorithm. It |shall
also fdefine the ASN.1 encoding rules used.

An algorithm-identifier may be drawn from an international register of algorithms, or defined by bilateral agreem¢nt.

8.5.11 Password
A password comprises either an [AS String or an Octet String.

Whete the octets of an Octet String value are the encoding in an 8-bit environment of the characters of an A5 String
valug, the choice between the IA5 String and the Oetet String representations shall be considered insignificant.

NOTE 1 — This equivalence rule does not proHibit a password from being an Octet String value which is not the encoding of
hy IA5 String value.

z o

OTE 2 - "Encoding in an 8-bit envirgnment" means that the most significant bit in each octet is zero and not a parity bit; this is
e encoding of IAS String characters-used by ASN.1 Basic Encoding Rules. An IAS5 String password should have the top it of
ch octet set to zero before wiriting it as the value of a User Password attribute, which is defined by the Dirdctory
[U-T Rec. X.520 | ISO/IEC 959436 to be an Octet String. The equivalence rule is designed to facilitate the use of this Dirdctory
tribute.

=

OTE 3 — Where ASN.1“Basic Encoding Rules are used, two passwords can be compared as follows. The octets of] each
hssword value are extracted from its BER encoding (which may be primitive or constructed); the extraction technique fis the
me for both IA5_Strihg and Octet String. If the extracted values are equal octet by octet, then the two passwords match.

w9 7 =0

9 Message Transfer System Abstract Syntax Definition

The Jabstract-syntax of the MTS Abstract Service is defined in Figure 2. Those aspects of the 1988 version (1f the
MTY Alsstract Service which differ from the 1994 version are defined in Annex C

The abstract-syntax of the MTS Abstract Service is defined using the abstract syntax notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The abstract-syntax definition of the MTS Abstract Service has the following major parts:

Prologue: declarations of the exports from, and imports to, the MTS Abstract Service module (Figure 2 Parts
1to2).

Objects and Ports: definitions of the MTS and MTS-user objects, and their submission-, delivery- and
administration-ports (Figure 2 Part 2 to 3).
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9.1

MTS-bind and MTS-unbind: definitions of the MTS-bind and MTS-unbind used to establish and re
associations between an MTS-user and the MTS (Figure 2 Parts 3 to 4).

lease

Submission  Port. definitions of the submission-port abstract-operations: Message-submission,
Probe-submission, Cancel-deferred-delivery and Submission-control; and their abstract-errors (Figure 2

Parts 4 to 7).

Delivery Port: definitions of the delivery-port abstract-operations: Message-delivery, Report-delivery and

Delivery-control; and their abstract-errors (Figure 2 Parts 7 to 9).

Administration  Port: definitions of the administration-port abstract-operations: Register
Change-credentials; and their abstract-errors (Figure 2 Parts 9 to 11).

Message Submission Envelope: definition of the message-submission-envelope (Figure 2 Part 11).

D Dot 100
T

and

Probe-Sttbmisston-Envetope—definittonrof-the-probe-submisston-envelope-Figure 2 Part42)-
Message Delivery Envelope: definition of the message-delivery-envelope (Figure 2 Parts 12 to 13).
Report Delivery Envelope: definition of the report-delivery-envelope (Figure 2 Parts 13 to 14).
Envelope Fields: definitions of envelope fields (Figure 2 Parts 14 to 16).

Extension Fields: definitions of extension-fields (Figure 2 Parts 17 to 22).

Common Parameter Types: definitions of common parameter types (Figure 2 Parts 23 t0'29).

OTE — The module implies a number of changes to the P3 protocol defined in CCITT Recommmendation X.411 (1984).
hanges are highlighted by means of underlining. For the delivery-control and register operations these changes are showr]
i Annex C.

oz

—

NOTE — The module applies size constraints to variable-length data types using th€.SIZE subtyping extension of A
Vliolation of a size constraint constitutes a protocol violation.|]

Extension Mechanism

A mpchanism is defined in Figure 2 (part 17) to enable extensions, to be defined. Where extensions may appse
parameterized information object set indicates those extensions defined in this Service Definition which may be prg

but

ther extensions defined elsewhere (e.g., privately, or bycaddenda or future versions of this Recommenda

Interpational Standard) may also be included.

NOTE 1 —Only extensions defined in ITU-T Rec. X.413| ISO/IEC 10021-4, and addenda or future versionl
ITU-T Rec. X.411 | ISO/IEC 10021-4, may be identified; by’ ExtensionType.standard-extension. All extensions defined elsey
afe identified by ExtensionType.private-extension

Eacl extension type shall occur at most once in.a set of ExtensionField. The same extension type may occur in diff
placgs in the protocol. This applies to both standardised extensions and private extensions.

9.2

NOTE 2 — Per-message and per-recipient extensions are merged on delivery. This should be considered when defining a p|
ektension.

Criticality Mechanism

Eacl| extension-field defined-in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality for submig
trangfer and delivery. The values of criticality may be set when the extension-field is generated.

The priticality mechanism is designed to support controlled transparency of extended functions. A non-critical fun
may| be ignoredssbut shall not be discarded except when delivering or downgrading (see ITU-T Rec. X
ISOAIEC 10021-6 ‘Annex B) a message, while a critical function must be known and performed correctly for ng
procgdures.to.continue.

NOTE - Messages with critical or non-critical functions may be rejected on submission with the submission error Eleme]
s¢rvice-not-subscribed when the function corresponds to an element of service to which the user has not subscribed, or wh

[hese
only
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not available Tor subscription.

In general, an argument of an abstract-operation marked critical for the port type shall be correctly handled by the
performer of the abstract-operation, or an error reported in an appropriate way. The invoker of an abstract-operation
shall also correctly handle any functions marked critical for the port type.

If the abstract-operation is one that reports an unsuccessful outcome, failure to correctly perform a critical function is
reported by returning an Unsupported-critical-function abstract-error. If an abstract-operation is not one that reports an
unsuccessful outcome, an abstract-operation (e.g., a report) shall be invoked to convey the unsuccessful outcome of the
previous operation (e.g., using the unsupported-critical-function non-delivery-diagnostic-code of a report).

An extension that appears in the result of an abstract-operation shall not be marked critical for the port type.
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In the case of critical-for-submission, the MTS shall correctly perform the procedures defined for a function marked as
critical-for-submission in a Message-submission or Probe-submission abstract-operation, or shall return an
Unsupported-critical-function abstract-error.

In the case of critical-for-transfer, a receiving MTA shall correctly perform the procedures defined for a function in a
message or probe marked as critical-for-transfer, or shall return a non-delivery-report with the non-delivery-
diagnostic-code set to unsupported-critical-function. An MTA unable to support a function marked critical-for-
transfer in a report shall discard the report (a local policy or agreement may require that this action be audited). An
extension marked as critical-for-transfer that appears as an argument of a Message-submission or Probe-submission
operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a transfer-port.

In the case of critical-for-delivery, a delivering-MTA shall correctly perform the procedures defined for a function
marked as critical-for-delivery, or shall not deliver the message or probe and shall return a non-delivery-report with

the 1
the

on-delivery-diagnostic-code set to unsupported-critical-function. A recipient M 1S5-user shall correctly pefform
rocedures defined for a function marked as critical-for-delivery or shall return an Unsupported-critical=funfction

abstijact-error. An extension marked as critical-for-delivery that appears as an argument of a Message-submissipn or

Prob,
trans
Prob,
trans

fer-port.

E-submission operation shall appear unchanged in a resulting Message-transfer or Probe-transfen.opération| at a
fer-port. An extension marked as critical-for-delivery that appears as an argument of a Message-transfpr or
e-transfer operation shall appear unchanged in any resulting Message-transfer or Probe-transfer operation| at a

An MTA generating a report shall not copy unsupported critical functions from the subject into the report. YWhen
generating a report, an MTA shall indicate the criticality (for transfer and/or delivery) of any supported fundtions
copigd from the subject into the report; the eriticality of a function in a report may/be different from its criticaljty in
the spibject.

If th¢ MTA or MTS-user cannot correctly perform the procedures defined for afonction marked critical-for-delivejry in
a replort, then the report shall be discarded.

The procedures related to extension-fields and their criticality indications‘are further defined in clause 14.

This|Service Definition defines by means of the information object.¢lass notation of ASN.1 the recommended settihg of
the griticality indication of extension-fields to be supplied by the originator of a message. The originator of a megsage
or probe may choose, on a per-message basis, or in accordange with some local policy (e.g., a security-policy), to s¢t the
critigality indication of an extension-field to other than that defined in this Service Definition, either to relax or fijrther
consfrain its criticality.

Tablp 27 identifies the possible alternatives open to@n MTA for all the combinations of criticality.

Table;27 — MTA Actions on Criticality

Critical for . .
Submit* Front end* Message delivery* D dink
Clause 14.6 Clause 14.3.2 Clause 14.7 own-grading+
Subpmission Transfer Delivery

A,R,E AR AR, D A.D
X AR, E AR AN AN
X A,R,E AN A,R,D AN
X X AR, E A, N AN AN
i B AR SR AD
X X AE A, R AN AN
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Table 27 — MTA Actions on Criticality

Critical for
Submit* Front end* Message delivery* Down-grading+
Clause 14.6 Clause 14.3.2 Clause 14.7
Submission Transfer Delivery

X X A E AN AR, D AN

X X X AE AN AN AN
Key:
* = $ee Figures 6 and 7 for these labels
+ =$ee ITU-T Rec. X.419 | ISO/IEC 10021-6 Annex B
x = Criticality bit set to critical
A = Act on semantics
D = Discard extension and Deliver or Downgrade as applicable
E = gubmission-Error (element-of-service-not-subscribed)
N = Non-deliver messages or probes, discard reports (unsupported-critical-function)
R =Relay or deliveR as applicable retaining the extension intact, but no action on the semantics

64 ITU-T Rec. X.411 (06/1999)



https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)
Figure 2 — Abstract Syntax Definition of the MTS Abstract Service (Start)
-- Figure 2 - Part 1 of 29

MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service (1)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN
-- Prologue

-- Exports everything

IMPQRTS

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT, ERROR, OPERATION, OPERATION-PACKAGE, ROS-OBJECT-CLASS

FROM Remote-Operations-Information-Objects { joint-iso-itu-t
remote-operations(4)
informationObjects (5) versionl (0) }

emptyUnbind

S

FROM Remote-Operations-Useful-Definitions { joint-iGeritu-t remote-operation
useful-definitions(7) versionl(0) }

-- MTA Abstract Service

internal-trace-information, trace-information
FROM MTAAbstractService { joint-iso-itii<t mhs(6) mts(3) modules(0)
mta-abstract-service(2) versiepn-1999(1) }

-- MS Abstract Service Extension

forwarding-request
FROM MSAbstractService { joint-iso-itu-t mhs(6) ms(4) modules (0)
abstract-servicel) version-1999(1) }

-- IPM Information Objects

IPMPerRecipientEnvelopeEXtensions
FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
informMation-objects (2) version-1999(1) }

-- Object Identifiers

id-att-phys¥calRendition-basic, id-cp-mts-connect, id-ct-mts-access,
id-ct-mts:forced-access, id-ot-mts, id-ot-mts-user, id-pt-administration,
id-pt=délivery, id-pt-submission, id-tok-asymmetricToken
FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules (0)
object-identifiers(0) version-1999(1) }

(!ﬁs"ﬁﬁ. 20 gz Llyeenge (o]
OGO CcOaGESs

err-control-violates-registration, err-deferred-delivery-cancellation-rejected,
err-delivery-control-violated, err-element-of-service-not-subscribed,
err-inconsistent-request, err-message-submission-identifier-invalid,
err-new-credentials-unacceptable, err-old-credentials-incorrectly-specified,
err-operation-refused, err-originator-invalid, err-recipient-improperly-specified,
err-register-rejected, err-remote-bind-error, err-security-error,
err-submission-control-violated, err-unsupported-critical-function,
op-cancel-deferred-delivery, op-change-credentials, op-delivery-control,
op-message-delivery, op-message-submission, op-probe-submission, op-register,
op-report-delivery, op-submission-control

FROM MTSAccessProtocol { joint-iso-itu-t mhs(6

) protocols (0) modules (0)
mts-access-protocol (1) version-1999(1) }
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-- Figure 2 - Part 2 of 29

-- Directory Definitions

Name

FROM InformationFramework { joint-iso-itu-t ds(5) module (1)
informationFramework (1) 3 }

PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module (1)
selectedAttributeTypes (5) 3

ALGORITHM, AlgorithmIdentifier, Certificates, ENCRYPTED { }, SIGNATURE { }, SIGNED { }

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module (1)
authenticationFramework (7) 3 }

-- Certificate Extensions

CertificateAssertion
FROM CertificateExtensions {joint—iso—itu—t ds (5) module (1)
certificateExtensions (26) 0 }

-- Upper Bounds

ub-bit-options, ub-built-in-content-type, ub-built-in-encoded-information-types,
ub-certificates, ub-common-name-length, ub-content-id-lengtly, ub-content-length,
ub-content-types, ub-country-name-alpha-length, ub-countky-name-numeric-length,
ub-deliverable-class, ub-diagnostic-codes, ub-dl-expansioéns,
ub-domain-defined-attributes, ub-domain-defined-attxibute-type-length,
ub-domain-defined-attribute-value-length, ub-domain-mame-length,
ub-encoded-information-types, ub-extension-attributes, ub-extension-types,
ub-el63-4-number-length, ub-el63-4-sub-address-length, ub-generation-qualifier-length,
ub-given-name-length, ub-initials-length, ub-integer-options, ub-local-id-length,
ub-mta-name-length, ub-mts-user-types, ub-numeric-user-id-length,
ub-organization-name-length, ub-organizatiOwal-units,
ub-organizational-unit-name-length, ub-orig-and-dl-expansions, ub-password-length,
ub-pds-name-length, ub-pds-parameter-length, ub-pds-physical-address-lines,
ub-postal-code-length, ub-privacy-markZlength, ub-queue-size, ub-reason-codes,
ub-recipients, ub-recipient-number-feoer-advice-length, ub-redirections,
ub-redirection-classes, ub-restriébions, ub-security-categories, ub-security-labels
ub-security-problems, ub-supplementary-info-length, ub-surname-length,
ub-terminal-id-length, ub-tsap-jid-length, ub-unformatted-address-length,
ub-universal-generation-qualifier-length, ub-universal-given-name-length,
ub-universal-initials-length, ub-universal-surname-length, ub-xl2l-address-length
FROM MTSUpperBdunds { joint-iso-itu-t mhs(6) mts(3) modules (0)
upper-bounds (3) version-1999(1) };

operationObject L O@PERATION ::= {LINKED {operationObject2}}
operationObject2“OPERATION ::= {LINKED {operationObject3}}
operationObje&t3d’ OPERATION ::= {LINKED {operationObject4}}
operationObj€dt4 OPERATION ::= {LINKED {...

-- Objects

MHSHOBJECT %+ ROS-OBJECT-CLASS

mts |[MHS¢OBJECT ::= {
INITIATES { mts-forced-access-contract }
RESPONDS { mts-access-contract }
1D id-ot-mts }

mts-user MHS-OBJECT ::= {
INITIATES { mts-access-contract }
RESPONDS { mts-forced-access-contract }
1D id-ot-mts-user }

-- Contracts

mts-access-contract CONTRACT ::= {
CONNECTION mts-connect
INITIATOR CONSUMER OF { submission | delivery | administration }
ID id-ct-mts-access
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-- Figure 2 - Part 2 of 29

mts-forced-access-contract CONTRACT ::= {
CONNECTION mts-connect
RESPONDER CONSUMER OF  { submission | delivery | administration }
ID id-ct-mts-forced-access
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-- Figure 2 - Part 3 of 29

-- Connection package
mts-connect CONNECTION-PACKAGE ::= {
BIND mts-bind
UNBIND mts-unbind
D id-cp-mts-connect }
-- Ports
PORT ::= OPERATION-PACKAGE
submission PORT ::= {
OPERATIONS {operationObjectl, ...} /* This information object set has to be

extdnsible because it is used by Forward{} (as defined in ITU-T Rec. X.880) */
CONSUMER INVOKES {message-submission | probe-submission | cancel-deferred-

delivery, ...} /* This information object set has to be extensible because it is used by
Forward{} (as defined in ITU-T Rec. X.880) */

SUPPLIER INVOKES {Submission—control,...} /* This information object set) has to be
extqnsible because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

1D id-pt-submission}
delivery PORT ::= ({

OPERATIONS {operationObjectl, ...} /* This information object set,‘hds to be extensible
becduse it is used by Forward{} (as defined in ITU-T Rec. X.880) */

CONSUMER INVOKES {delivery—control,...} /* This information @©bject set has to be
extgnsible because it is used by Forward{} (as defined in ITU-T R€c:-X.880) */

SUPPLIER INVOKES {message-delivery | report-delivery,...}N\/+ This information objec

set |has to be extensible because it is used by Forward{} (as defined in ITU-T Rec. X.880) 1/
ID id-pt-delivery }

administration PORT ::= {

OPERATIONS {change—credentials,...} /* This information object set has to be extensible
becquse it is used by Forward{} (as defined in ITU-T. Rec. X.880) */

CONSUMER INVOKES {register,...} /* This information object set has to be extensible
becquse it is used by Forward{} (as defined in ITUXT Rec. X.880) */

SUPPLIER INVOKES {operationObjectl, ...} /#\This information object set has to be

extgnsible because it is used by Forward{} (asvdefined in ITU-T Rec. X.880) */
ID id-pt-administration

- MTS-bind and MTS-unbind
ABSTRACT-OPERATION ::= OPERATION
ABSTRACT-ERROR ::= ERROR
mtsH{bind ABSTRACT-OPERATIONN: ;= {
ARGUMENT MTSBindAfgument
RESULT MTSBihdResult
ERRORS { mts<bind-error } }
MTSHindArgument :£=</SET ({
initiator:name ObjectName,
messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,
initidtor-credentials [2] InitiatorCredentials,
secuxity-context [3] SecurityContext OPTIONAL,
extensions [5] SET OF ExtensionField {{ MTSBindExtensions }} DEFAULT { }|}
MTSEITOERTENS10nNs EXTENSION 1= { PriVACEEXCENSions, ;

7
-- May contain private extensions and future standardised extensions

MTSBindResult ::= SET {
responder-name ObjectName,
messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,
responder-credentials [2] ResponderCredentials,
extensions [3] SET OF ExtensionField {{ MTSBindResultExtensions }}
DEFAULT { } }
MISBindResultExtensions EXTENSION ::= { PrivateExtensions, ...

-- May contain private extensions and future standardised extensions
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-- Figure 2 - Part 3 of 29

mts-bind-error ABSTRACT-ERROR ::= {
PARAMETER INTEGER {
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable-security-context (4),
inadequate-association-confidentiality (5)

} (0..ub-integer-options) }

mts-unbind ABSTRACT-OPERATION ::= emptyUnbind
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-- Figure 2 - Part 4 of 29
- Association Control Parameters

ObjectName ::= CHOICE ({
user-agent ORAddressAndOptionalDirectoryName,
mTA [0] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName}

MessagesWaiting ::= SET
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue }

DeliVeryQueue ::= SET
messages [0] INTEGER (0..ub-gueue-size),
octets [1] INTEGER (0..ub-content-length) OPTIONAL }

InigiatorCredentials Credentials

ResgonderCredentials ::= Credentials

Credentials ::= CHOICE {
simple Password,
strong [0] StrongCredentials,

protected [1] ProtectedPassword }

Pasdword ::= CHOICE ({
ia5-string IA5String (SIZE (0..ub-password-length)),
octet-string OCTET STRING (SIZE (0..ub-password-length)) }

StrqngCredentials ::= SET
bind-token [0] Token OPTIONAL,
certificate [1] Certificates OPTIONAL,

certificate-selector [2] CertificateAssextlion OPTIONAL }

ProtfjlectedPassword ::= SET
signature SIGNATURE { SET {
password Password,
timel [0] UTCTime OPTIONAL:,
time2 [1] UTCTime OPTIONAL,
randoml [2] BIT STRING.OPTIONAL,
random2 [3] BIT STRING OPTIONAL } },
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL,
randoml [2] BIT STRING,'OPTIONAL,
random2 [3] BIT STRING OPTIONAL }

SecyrityContext ::= SEINSIZE (1l..ub-security-labels) OF SecurityLabel

-- Submission PoTt

mesgage-submigsieon ABSTRACT-OPERATION ::= {
ARGUMENT MessageSubmissionArgument
RESULT MessageSubmissionResult
ERRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |

reetpient—improperty—specified—
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }
LINKED {operationObjectl,...} /* This information object set has to be extensible
because it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 4 | 6 | 7 }
CODE op-message-submission }
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-- Figure 2 - Part 5 of 29

MessageSubmissionArgument ::= SEQUENCE {
envelope MessageSubmissionEnvelope,
content Content }

MessageSubmissionResult ::= SET {
message-submission-identifier MessageSubmissionIdentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier ContentIdentifier OPTIONAL,
extensions [1] SET OF ExtensionField {{ MessageSubmissionResultExtensions }}

DEFAULT { } }

MessageSubmissionResultExtensions EXTENSION ::=

-- May contain the following extensions, private extensions, and future standardised extensions.
-- at most one instance of each extension type:

originating-MTA-certificate

proof-of-submission |

PrivateExtensions, ... }

prole-submission ABSTRACT-OPERATION ::= {

ARGUMENT ProbeSubmissionArgument

RESULT ProbeSubmissionResult

ERRORS { submission-control-violated |
element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

LINKED {operationObjectl, ...} /* This information object’ set has to be extensible

becduse it is used by Forward{} (as defined in ITU-T Rec. /.880) */

INVOKE-PRIORITY { 5}

CODE op-probe-submission }
ProleSubmissionArgument ::= ProbeSubmissionEnvelope
ProfeSubmissionResult ::= SET {

probe-submission-identifier ProbeSubmisSionIdentifier,

probe-submission-time [0] ProbeSubmissionTime,

content-identifier ContentIdentifier-OPTIONAL,

extensions [1] SET OF ExtensionFiéld {{ ProbeResultExtensions }} DEFAULT { } }

ProfeResultExtensions EXTENSION ::='{ PrivateExtensions, ... }
-- May contain private extensions(and future standardised extensions,
-- at most one instance of each extension type

candel-deferred-delivery ABSTRACT-OPERATION ::= {
ARGUMENT @ancelDeferredDeliveryArgument
RESULT CanicelDeferredDeliveryResult
ERRORS { deferred-delivery-cancellation-rejected |

message-submission-identifier-invalid |
remote-bind-error }
LINKED {opérationObjectl,...} /* This information object set has to be extensible
becduse it is u§ed’by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE{PRIORITY { 3}
CODE op-cancel-deferred-delivery }

CandelDefierredDeliveryArgument ::= MessageSubmissionIdentifier

CandelBeferredDeliveryvReanlt - .= NIT.T

submission-control ABSTRACT-OPERATION ::= {

ARGUMENT SubmissionControlArgument

RESULT SubmissionControlResult

ERRORS { security-error | remote-bind-error }

LINKED {operationObjectl,...} /* This information object set has to be extensible
because it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 3}

CODE op-submission-control }
SubmissionControlArgument ::= SubmissionControls
SubmissionControlResult ::= Waiting
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-- Figure 2 - Part 6 of 29

submission-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-submission-control-violated }
element-of-service-not-subscribed ABSTRACT-ERROR ::=

PARAMETER NULL

CODE err-element-of-service-not-subscribed }
deferred-delivery-cancellation-rejected ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-deferred-delivery-cancellation-rejected }
originator-invalid ABSTRACT-ERROR ::= {

PARANLILKK NULL

CODE err-originator-invalid }
recipient-improperly-specified ABSTRACT-ERROR ::= {

PARAMETER ImproperlySpecifiedRecipients

CODE err-recipient-improperly-specified }
ImpyoperlySpecifiedRecipients ::= SEQUENCE SIZE (1..ub-recipients) OF RecipientName
mesdage-submission-identifier-invalid ABSTRACT-ERROR ::=

PARAMETER NULL

CODE err-message-submission-identifier-invalid }
incdnsistent-request ABSTRACT-ERROR ::= {

PARAMETER NULL

CODE err-inconsistent-request }
secyrity-error ABSTRACT-ERROR ::= {

PARAMETER SecurityProblem

CODE err-security-error }
SecyrityProblem ::= INTEGER {

assemby-instructions-conflict-with-security~services (0),
authentication-problem (1),
authentication-failure-on-subject-message (2),
confidentiality-association-problem (3,
decryption-failed (4),

decryption-key-unobtainable (5),
failure-of-proof-of-message (64
forbidden-user-security-label fregister (7),
incompatible-change-with-original-security-context (8),
integrity-failure-on-subject-message (9),
invalid-security-label (10,
invalid-security-labelSupdate (11),

key-failure (12),

mandatory-parametetr-absence (13),
operation-security-failure (14),

redirection-prehibited (15),
refused-altexrhate-recipient-name (16),
repudiation-failure-of-message (17),
responder-credentials-checking-problem (18),
security=Context-failure (19),

security=context-problem (20),

secubipy-policy-violation (21),
sedUrity-services-refusal (22),
tokKen-decryption-failed (23),
token-error (24),
Unable-to-aggregate-security-labels (25),

unauthorised-dl-name (26),

unauthorised-entry-class (27),
unauthorised-originally-intended-recipient-name (28),
unauthorised-originator-name (29),
unauthorised-recipient-name (30),
unauthorised-security-label-update (31),
unauthorised-user-name (32),

unknown-security-label (33),
unsupported-algorithm-identifier (34),
unsupported-security-policy (35) } (0..ub-security-problems)

unsupported-critical-function ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-unsupported-critical-function }
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remote-bind-error ABSTRACT-ERROR ::=
PARAMETER NULL
CODE err-remote-bind-error }

-- Submission Port Parameters
MessageSubmissionIdentifier ::= MTSIdentifier
MessageSubmissionTime ::= Time

ProbeSubmissionIdentifier ::= MTSIdentifier

ISO/IEC 10021-4:2003 (E)

ProleSubmissionTime ::= Time

SubnlissionControls ::= Controls (WITH COMPONENTS {

permissible-content-types ABSENT,
permissible-encoded-information-types ABSENT })

Waifing ::= SET
waiting-operations [0] Operations DEFAULT { },
waiting-messages [1] WaitingMessages DEFAULT { },

waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT { }

waiting-encoded-information-types EncodedInformationTypes OPTIONAL }

ITU-T Rec. X.411 (06/1999)
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-- Figure 2 - Part 7 of 29

Operations ::= BIT STRING ({
probe-submission-or-report-delivery (0),
message-submission-or-message-delivery (1) } (SIZE (0..ub-bit-options))
-- holding 'one’, not-holding 'zero'

WaitingMessages ::= BIT STRING ({
long-content (0),
low-priority (1),
other-security-labels (2) } (SIZE (0..ub-bit-options))

-- Delivery Port
message-deli rexy ARBSTRACT -QODERATION . - = {
ARGUMENT MessageDeliveryArgument
RESULT MessageDeliveryResult
ERRORS { delivery-control-violated | security-error |
unsupported-critical-function }
LINKED {operationObjectl,...} /* This information object set has to be extemsible

becduse it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 4 | 6 | 7 }
CODE op-message-delivery }

MesdageDeliveryArgument ::= SEQUENCE {
COMPONENTS OF MessageDeliveryEnvelope,
content Content }

MesdageDeliveryResult ::= SET {
recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] IMPLICIT ProofOfDelivery OPTIONAL,

extensions [2] SET OF ExtensionField {{ MessageDeliveéryResultExtensions }} DEFAULT 1}

MesdageDeliveryResultExtensions EXTENSION ::= } PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

repqrt-delivery ABSTRACT-OPERATION ::= {

ARGUMENT ReportDeliveryArgument

RESULT ReportDeliveryResult

ERRORS { delivery-controltviolated | security-error |
unsupported-critical-function

LINKED {operationObjectl, ...} /*%THis information object set has to be extensible

becduse it is used by Forward{} (as defined in ITU-T Rec. X.880) */

INVOKE-PRIORITY { 5

CODE op-report-delivery }

RepdrtDeliveryArgument ::= SET\{
COMPONENTS OF ReportDeliveryEnvelope,
returned-content [@] ,Content OPTIONAL }

RepqrtDeliveryResult ¢:2“CHOICE {
empty-result.NUEL,

extensiong\SET SIZE (1..MAX) OF ExtensionField {{ ReportDeliveryResultExtensions }}|}

RepqrtDelivefyResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- Mayeontain private extensions and future standardised extensions

delivefy-control ABSTRACT-OPERATION ::= {
ARGUMENT DeliveryControlArgument
RESULT DeITVeryCONTIOIRESULIT
ERRORS { control-violates-registration | security-error | operation-refused}
LINKED {operationObjectl,...} /* This information object set has to be extensible

because it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 3
CODE op-delivery-control }

DeliveryControlArgument ::= SET {
COMPONENTS OF DeliveryControls,
extensions [6] SET OF ExtensionField {{ DeliveryControlExtensions }} DEFAULT { } }

DeliveryControlExtensions EXTENSION ::= { PrivateExtensions,
-- May contain private extensions and future standardised extensions
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DeliveryControlResult ::= SET

COMPONENTS OF Waiting,

extensions [6] SET OF ExtensionField {{ DeliveryControlResultExtensions }} DEFAULT { }}

DeliveryControlResultExtensions EXTENSION ::= } PrivateExtensions, ... }

-- May contain private extensions and future standardised extensions

delivery-control-violated ABSTRACT-ERROR ::= {

cont

PARAMETER NULL
CODE err-delivery-control-violated }

opeH

Refy

Refy

Refy

Rec]]

Prod

rol-violateg-regiatration ARSTRACT-ERROR - -— {
PARAMETER NULL
CODE err-control-violates-registration }

ation-refused ABSTRACT-ERROR ::= {
PARAMETER RefusedOperation
CODE err-operation-refused }

sedOperation ::= SET {
refused-argument CHOICE {
built-in-argument [1] RefusedArgument,
refused-extension EXTENSION.&id },
refusal-reason [2] RefusalReason }

sedArgument ::= INTEGER {
user-name (0),
user-address (1),
deliverable-content-types (2),
deliverable-maximum-content-length (3),
deliverable-encoded-information-types-constraints™(4),
deliverable-security-labels (5),
recipient-assigned-redirections (6),
restricted-delivery (7),
retrieve-registrations (8), --value 9 reservedyor possible future extension to Register arguments
restrict (10),
permissible-operations (11),
permissible-lowest-priority (12),
permissible-encoded-information-typés (13),
permissible-content-types (14),
permissible-maximum-content-lengthl (15),
permissible-security-context. (16) } (0..ub-integer-options)

salReason ::= INTEGER
facility-unavailable (0)\,
facility-not-subscribed (1),
parameter-unacceptable/ (2) } (0..ub-integer-options)

Delivery Port Parameters
pientCertificate/::= Certificates

fOfDeliverys: : = SIGNATURE { SEQUENCE (
algoxithm-identifier ProofOfDeliveryAlgorithmIdentifier,
delivery-time MessageDeliveryTime,
tRis-recipient-name ThisRecipientName,
originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
content Content,

o o . P
CUIICTIIC = LUCIIL LI L ITL CUILILTIICIUTIIC LI L ITL U I LTUNAL Y,

message-security-label MessageSecurityLabel OPTIONAL } }

ProofOfDeliveryAlgorithmIdentifier ::= AlgorithmIdentifier

DeliveryControls ::= Controls
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Controls ::= SET {
restrict [0] BOOLEAN DEFAULT TRUE,
-- update 'TRUE', remove 'FALSE'
permissible-operations [1] Operations OPTIONAL,
permissible-maximum-content-length [2] ContentLength OPTIONAL,
permissible-lowest-priority Priority OPTIONAL,
permissible-content-types [4] ContentTypes OPTIONAL,

permissible-encoded-information-types PermissibleEncodedInformationTypes OPTIONAL,

permissible-security-context [5] SecurityContext OPTIONAL }

-~ Note — The Tags [0], [1] and [2] are altered for the Register operation only.

PernissibleEncodedInformationTypes ::= EncodedInformationTypesConstraints

- Administration Port

register ABSTRACT-OPERATION ::= {
ARGUMENT RegisterArgument
RESULT RegisterResult
ERRORS { register-rejected | remote-bind-error | operatign-refused |
security-error }
LINKED {operationObjectl, ...} /* This information object set has \to be extensible

becduse it is used by Forward{} (as defined in ITU-T Rec. X.880) */
INVOKE-PRIORITY { 5}
CODE op-register }

RegisterArgument ::= SET {
user-name UserName OPTIONAL,
user-address [0] UserAddress OPTIONAL,

default-delivery-controls [2] EXPLICIT DefaultDeliyveryControls OPTIONAL,
redirections [3] Redirections OPTIONAL,

restricted-delivery [4] RestrictedDelivery OPTIONAL,

retrieve-registrations [5] RegistrationTypeg”,OPTIONAL,

extensions [6] SET OF ExtensionField {{ R&gisterExtensions }} DEFAULT { } }

RegilsterExtensions EXTENSION ::= { PrivateExtensions, ...
-- May contain private extensions and future standardised extensions

RegilsterResult ::= CHOICE {
empty-result NULL,
non-empty-result SET {
registered-informatioh [0] RegisterArgument (WITH COMPONENTS {

retrievesnégistrations ABSENT} ) OPTIONAL,

RegilsterResul tExtension§ \EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

charjge-credentia LE \ABSTRACT-OPERATION ::= {
ARGUMENT. ChangeCredentialsArgument
RESULT NULL
ERRORS { new-credentials-unacceptable |

old{credentials-incorrectly-specified |
remote-bind-error | security-error }
LINKED {operationObjectl,...} /* This information object set has to be extensible
becduse) it is used by Forward{} (as defined in ITU-T Rec. X.880) */
1

IANOKRE-—PRIAD MmN [ C
RO PERTORT

deliverable-class SET SIZE (1..ub-deliverable-clasg),/OF DeliverableClass OPTIONAL,

extensions [1] SET OF ExtensionField {{ RegisterResultExtensions }} DEFAULT

T 7
CODE op-change-credentials }

ChangeCredentialsArgument ::= SET {
old-credentials [0] Credentials (WITH COMPONENTS { simple }),
new-credentials [1] Credentials (WITH COMPONENTS { simple }) }

register-rejected ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-register-rejected }
new-credentials-unacceptable ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-new-credentials-unacceptable }
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credentials-incorrectly-specified ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-old-credentials-incorrectly-specified }

Administration Port Parameters

UserName ::= ORAddressAndOptionalDirectoryName

UserAddress ::= CHOICE ({

x121 [0] SEQUENCE
x121-address NumericString (SIZE (1..ub-x12l1l-address-length)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL },

PSAK

Delil

Defd

Red]

Rec]

Red]

Mesd

Encd

Mesd

Rec]]

presentaction [1] PSAPAAAress |

Address ::= PresentationAddress

verableClass ::= MessageClass (WITH COMPONENTS {

priority ABSENT,
objects ABSENT,
applies-only-to ABSENT })

ultDeliveryControls ::= Controls (WITH COMPONENTS {

restrict ABSENT,
permissible-security-context ABSENT })

rections ::= SEQUENCE SIZE (1l..ub-redirections) OF RecipientRedirection

pientRedirection ::= SET {
redirection-classes [0] SET SIZE (1l..ub-redirectién-classes) OF RedirectionClass
OPTIONA
recipient-assigned-alternate-recipient [1] ReéipientAssignedAlternateRecipient
OPTIONA

rectionClass ::= MessageClass

ageClass ::= SET ({
content-types [0] ContentTypes OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-congtraints [2] EncodedInformationTypesConstraints OPTION]
security-labels [3] Security€ontext OPTIONAL,
priority [4] SET OF Priority  OPTIONAL,
objects [5] ENUMERATED { messages (0), reports (1), both (2), ... } DEFAULT both,
applies-only-to [6] SEQUENCE OF Restriction OPTIONAL, -- Nof considered in the case of Repo
extensions [7] SET OF ExtensionField {{ MessageClassExtensions }} DEFAULT { } }

dedInformationTypesConstraints ::= SEQUENCE {
unacceptable-edkts [0] ExtendedEncodedInformationTypes OPTIONAL,
acceptable-eits [1] ExtendedEncodedInformationTypes OPTIONAL,
exclusively<acceptable-eits [2] ExtendedEncodedInformationTypes OPTIONAL }

ageClassExtensions EXTENSION ::= { PrivateExtensions,
-- May eontain private extensions and future standardised extensions

pientAssignedAlternateRecipient ::= ORAddressAndOrDirectoryName

AL,

\L }

\T,,

s —-

Rest

Restriction ::= SET

permitted BOOLEAN DEFAULT TRUE,

source-type BIT STRING
originated-by (0),
redirected-by (1),

dl-expanded-by (2) } DEFAULT { originated-by, redirected-by, dl-expanded-by },

source-name ExactOrPattern OPTIONAL }

ExactOrPattern ::= CHOICE ({

exact-match [0] ORName,
pattern-match [1] ORName }
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RegistrationTypes ::= SEQUENCE {

standard-parameters [0] BIT STRING {
user-name (0),
user-address (1),
deliverable-class (2),
default-delivery-controls (3),
redirections (4),
restricted-delivery (5) } OPTIONAL,
extensions [1] SET OF EXTENSION.&id ({ RegisterExtensions }) OPTIONAL }

Message Submission Envelope

MessageSubmissionEnvelope ::= SET {

PerM

PerM

PerH

PerH

COMPONENTS OF PerMessageSubmissionFields,
per-recipient-fields [1] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientMessageSubmissionFields }

essageSubmissionFields ::= SET ({
originator-name OriginatorName,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,
content-identifier ContentIdentifier OPTIONAL,
priority Priority DEFAULT normal,
per-message-indicators PerMessageIndicators DEFAULT { },
deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,
extensions [2] SET OF ExtensionField {{ PerMessageSubmissionEXtensions }} DEFAULT {

fr

essageSubmissionExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and futurée standardised extensions,
-- at most one instance of each extension type:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
latest-delivery-time |
originator-return-address |
originator-certificate |
content-confidentiality-algorithm-identifier |
message-origin-authentication-check |
message-security-label |
proof-of-submission-request |
content-correlator |
dl-exempted-recipients |
certificate-selectors |
multiple-originator-certificates
forwarding-request -- for MS'dbstract Service only -- |
PrivateExtensions, ... }

ecipientMessageSubmissi6nFields ::= SET
recipient-name RecipientName,
originator-repoytsrequest [0] OriginatorReportRequest,
explicit-conversien [1] ExplicitConversion OPTIONAL,
extensions [2NSET OF ExtensionField {{ PerRecipientMessageSubmissionExtensions }}

DEFAUZT { } }

ecipientMessageSubmissionExtensions EXTENSION ::= {
-- May-eontain the following extensions, private extensions, and future standardised extensions,
-- at wiest one instance of each extension type:
originator-requested-alternate-recipient |
requested-delivery-method |
physical-forwarding-prohibited |

phyq'i cal_forwardi ng-address-request |

78

physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
certificate-selectors-override |
recipient-certificate |
IPMPerRecipientEnvelopeExtensions |
PrivateExtensions, ... }
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Probe Submission Envelope

ProbeSubmissionEnvelope ::= SET {

COMPONENTS OF PerProbeSubmissionFields,
per-recipient-fields [3] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientProbeSubmissionFields }

PerProbeSubmissionFields ::= SET {

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

content— Hg"‘" [n] fal mgq—k r\n"r"rr\'r\'mT,

PerH

PerH

PerH

Mesd

Othdg

robeSubmissionExtensions EXTENSION ::=

ecipientProbeSubmissionFields ::= SET {

ecipientProbeSubmissionExtensions EXTENSION y3G= {

ageDeliveryEnvelope ::= SEQUENCE {

rMessageDeliveyyFi€lds ::= SET {

per-message-indicators PerMessageIndicators DEFAULT { },
extensions [2] SET OF ExtensionField {{ PerProbeSubmissionExtensions }} DEFAULT ({\¥

—

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:

recipient-reassignment-prohibited |

dl-expansion-prohibited |

conversion-with-loss-prohibited |

originator-certificate |

message-security-label |

content-correlator |

probe-origin-authentication-check |

PrivateExtensions, ... }

recipient-name RecipientName,

originator-report-request [0] OriginatorReportRequést,

explicit-conversion [1] ExplicitConversion OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerRecipientProbeSubmissionExtensions }}

DEFAULT { }|}

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :
originator-requested-alternate-recipdént |

requested-delivery-method |

physical-rendition-attributes |

PrivateExtensions, ... }

Message Delivery Envelope

message-delivery-identifier MessageDeliveryIdentifier,
message-delivery-timé MessageDeliveryTime,
other-fields Oth€rMessageDeliveryFields }

content-type “PeliveredContentType,

originator-riame DeliveredOriginatorName,

original-encoded-information-types [1] OriginalEncodedInformationTypes OPTIONAL,
priority Priority DEFAULT normal,

delivery-flags [2] DeliveryFlags OPTIONAL,

other-recipient-names [3] OtherRecipientNames OPTIONAL,

this-recipient-name [4] ThisRecipientName,

originally-intended-recipient-name [5] OriginallyIntendedRecipientName OPTIONAL,

convartad-ancodaed-inf v‘mni—‘; n-tirac [&] ConvzartadimocaodedInformationTunas ODTTONAT
1T o e T

message-submission-time [7] MessageSubmissionTime,
content-identifier [8] ContentIdentifier OPTIONAL,
extensions [9] SET OF ExtensionField {{ MessageDeliveryExtensions }} DEFAULT { } }
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{

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :
conversion-with-loss-prohibited
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
originator-return-address |
physical-delivery-report-request |

Repd

PerH

Repd

PerH

= P -] = |

riginetor—certtficate—
message-token |
content-confidentiality-algorithm-identifier |
content-integrity-check |
message-origin-authentication-check |
message-security-label |
proof-of-delivery-request |
dl-exempted-recipients |
certificate-selectors |
certificate-selectors-override |
multiple-originator-certificates |
recipient-certificate |
IPMPerRecipientEnvelopeExtensions |
redirection-history |
dl-expansion-history |
trace-information |
internal-trace-information |
PrivateExtensions,

Report Delivery Envelope

rtDeliveryEnvelope SET {
COMPONENTS OF PerReportDeliveryFields,
per-recipient-fields SEQUENCE SIZE (1..ub-regipients) OF
PerRecipientReportDeliveryFields

eportDeliveryFields SET {
subject-submission-identifier SubjectSUbmissionIdentifier,
content-identifier ContentIdentifier)\OPTIONAL,
content-type ContentType OPTIONAL/
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
extensions [1] SET OF Extensionfield {{ ReportDeliveryExtensions }} DEFAULT { } }

rtDeliveryExtensions EXTENSION {
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of eachextension type:
message-security-labgl\
content-correlator (]
redirection-history™|
originator-and-DL-lexpansion-history |
reporting-DL-gafie |
reporting-MTA~certificate |
report-origiyiauthentication-check |
trace-information |
interndb=trace-information |
reporting-MTA-name |
PrivatéExtensions, }
ecipientReportDeliveryFields
actual-recipient-name

SET {
[0] ActualRecipientName,

report=tima T11 Daongort T
g 1E == g I

PerRecipientReportDeliveryExtensions EXTENSION

80

converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
originally-intended-recipient-name [2] OriginallyIntendedRecipientName OPTIONAL,
supplementary-information [3] SupplementaryInformation OPTIONAL,

extensions [4] SET OF ExtensionField {{ PerRecipientReportDeliveryExtensions }}

DEFAULT { } }

{

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:

redirection-history |

physical-forwarding-address |

recipient-certificate |

proof-of-delivery |

PrivateExtensions,

ITU-T Rec. X.411 (06/1999)


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)

-- Figure 2 - Part 14 of 29

ReportType ::= CHOICE {
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET ({
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public }

NonDeliveryReport ::= SET
non-delivery-reason-code [0] NonDeliveryReasonCode,
non-delivery-diagnostic-code [1] NonDeliveryDiagnosticCode OPTIONAL }

- Envelope Fields

OriginatorName ::= ORAddressAndOrDirectoryName
DelijveredOriginatorName ::= ORAddressAndOptionalDirectoryName
OriginalEncodedInformationTypes ::= EncodedInformationTypes

ConfentTypes ::= SET SIZE (1..ub-content-types) OF ContentType

ConflentType ::= CHOICE
built-in BuiltInContentType,
extended ExtendedContentType }

BuilltInContentType ::= [APPLICATION 6] INTEGER ({
unidentified (0),
external (1), -- identified by the object-identifier of the EXTERNAL content

interpersonal-messaging-1984 (2),
interpersonal-messaging-1988 (22),

edi-messaging (35),

voice-messaging (40) } (0..ub-built-in-conterdttype)

ExtgndedContentType ::= OBJECT IDENTIFIER

DelilveredContentType ::= CHOICE {
built-in [0] BuiltInContentType,
extended ExtendedContentType

ConygentIdentifier ::= [APPLICATION 1Q],"PrintableString (SIZE (1..ub-content-id-length))
PerMessageIndicators ::= [APPLICATION 8] BIT STRING (
disclosure-of-other-recipients (0), -- disclosure-of-other-recipients-requested 'one’,

-- disclosure-of-other-recipients-prohibited 'zero';
-- ignored for Probe-submission

implicit-conversion=prohibited (1), -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed "zero'
alternate-recipient-allowed (2), -- alternate-recipient-allowed 'one’,
-- alternate-recipient-prohibited "zero'
content -return-request (3), -- content-return-requested ‘one’,

-- content-return-not-requested 'zero';
-- ignored for Probe-submission

resepved (4), -- bit reserved by MOTIS 1986
bit 5\A5),
bit~6 (6), -- notification type-1 : bit 5 'zero' and bit 6 'one’

-- notification type-2 : bit 5 'one’ and bit 6 'zero'
-- notification ljlipe-S . bit 5 'one' and bit 6 'one’
== the mapping between notification type I 2 3
-- and the content specific notification types are defined
-- in relevant content specifications
service-message (7) -- the message content is for service purposes,
-- it may be a notiﬁcation related to a service message;
-- used only by bilateral agreement --

(SIZE (0..ub-bit-options))

RecipientName ::= ORAddressAndOrDirectoryName
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inatorReportRequest ::= BIT STRING
report (3),
non-delivery-report (4)
-- at most one bit shall be 'one':
-- report bit 'one' requests a 'report’;
-- non-delivery-report bit 'one' requests a 'non-delivery-report';
-- both bits 'zero' requests 'no-report'-- } (SIZE (0..ub-bit-options))

icitConversion ::= INTEGER {
ia5-text-to-teletex (0),
--values 1 to 7 are no longer defined
ia5-text-to-g3-facsimile (8),
ia5-text-to-g4-class-1 (9),

Defsg

Prid

Cont
Mesd
MesH

Deli

Oths
Oths
Thidg
Orid
Cony
Subj
Acty

Typ§

lab-text-to-videotex (10),

teletex-to-ia5-text (11),

teletex-to-g3-facsimile (12),
teletex-to-g4-class-1 (13),

teletex-to-videotex (14),

--value 15 is no longer defined

videotex-to-ia5-text (16),

videotex-to-teletex (17) } (0..ub-integer-options)

rredDeliveryTime ::= Time

rity ::= [APPLICATION 7] ENUMERATED {
normal (0),
non-urgent (1),
urgent (2) }

entLength ::= INTEGER (0..ub-content-length)

ageDeliveryIdentifier ::= MTSIdentifier
ageDeliveryTime ::= Time

veryFlags ::= BIT STRING ({
implicit-conversion-prohibited (1) -- implicit-conversion-prohibited 'one’,
--@mplicit-conversion-allowed 'zero'-- }
(SIZE (0..ub-bit-options))

rRecipientNames ::= SEQUENCE SIZE. (1. .ub-recipients) OF OtherRecipientName

rRecipientName ::= ORAddressAndOptionalDirectoryName
RecipientName ::= ORAddregsAndOptionalDirectoryName
inallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName
ertedEncodedInforfmationTypes ::= EncodedInformationTypes
ectSubmissionldéntifier ::= MTSIdentifier

alRecipientName ::= ORAddressAndOrDirectoryName

OfMTSUser
public (0
private (
mes  (2)

INTEGER {

),
1),

82

dl (3),

pdau (4),

physical-recipient (5),

other (6) } (0..ub-mts-user-types)
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NonDeliveryReasonCode ::= INTEGER {
transfer-failure (0),
unable-to-transfer (1),
conversion-not-performed (2),
physical-rendition-not-performed (3),
physical-delivery-not-performed (4),
restricted-delivery (5),
directory-operation-unsuccessful (6),
deferred-delivery-not-performed (7),
transfer-failure-for-security-reason (8) } (0..ub-reason-codes)

NonDeliveryDiagnosticCode =
unrecognised-OR-name (0
amblguous-OR-name (1),
mts-congestion (2),
loop-detected (3),
recipient-unavailable (4),

maximum-time-expired (5),
encoded-information-types-unsupported (6),

content-too-long (7),

conversion-impractical (8),

implicit-conversion-prohibited (9),
implicit-conversion-not-subscribed (10),

invalid-arguments (11),

content-syntax-error (12),

size-constraint-violation (13),

protocol-violation (14),

content-type-not-supported (15),

too-many-recipients (16),

no-bilateral-agreement (17),

unsupported-critical-function (18),
conversion-with-loss-prohibited (19),

line-too-long (20),

page-split (21),

pictorial-symbol-loss (22),

punctuation-symbol-loss (23),

alphabetic-character-loss (24),

multiple-information-loss (25),
recipient-reassignment-prohibited (26),
redirection-loop-detected (27),

dl-expansion-prohibited (28),

no-dl-submit-permission (29),

dl-expansion-failure (30),
physical-rendition-attributes- a0t -supported (31),
undeliverable-mail-physical-detivery-address-incorrect (32),
undeliverable-mail-physical-delivery-office-incorrect-or-invalid (33),
undeliverable-mail-physical-delivery-address-incomplete (34),
undeliverable-mail-recipient-unknown (35),
undeliverable-mail-récCipient-deceased (36),

undeliverable-mail fOrganization-expired (37),
undeliverable-mail-récipient-refused-to-accept (38),
undeliverable-mail-recipient-did-not-claim (39),
undeliverablesmail-recipient-changed-address-permanently (40),
undeliverable~mail-recipient-changed-address-temporarily (41),
undeliverablé-mail-recipient-changed-temporary-address (42),
undelivetable-mail -new-address-unknown (43),
undeliviexable-mail-recipient-did-not-want-forwarding (44),
undeliyerable-mail-originator-prohibited-forwarding (45),
seaquke~-messaging-error (46),

ufiable-to-downgrade (47),

unable-to-complete-transfer (48),
transfer-attempts-limit-reached (49),
ITrcorrect=notfIcatTor—type {50
dl-expansion-prohibited-by-security-policy (51),
forbidden-alternate-recipient (52),

security-policy-violation (53),

security-services-refusal (54),

unauthorised-dl-member (55),

unauthorised-dl-name (56),
unauthorised-originally-intended-recipient-name (57),
unauthorised-originator-name (58),

unauthorised-recipient-name (59),

unreliable-system (60),
authentication-failure-on-subject-message (61),

INTEGER ({
)

’
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decryption-failed (62),
decryption-key-unobtainable (63),
double-envelope-creation-failure (64),
double-enveloping-message-restoring-failure (65),
failure-of-proof-of-message (66),
integrity-failure-on-subject-message (67),
invalid-security-label (68),

key-failure (69),
mandatory-parameter-absence (70),
operation-security-failure (71),
repudiation-failure-of-message (72),
security-context-failure (73),
token-decryption-failed (74),

SupQd

84

oker—error—Foi

unknown-security-label (76),
unsupported-algorithm-identifier (77),
unsupported-security-policy (78) } (0..ub-diagnostic-codes)

lementaryInformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))
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- Extension Fields

EXTENSION ::= CLASS {
&id ExtensionType UNIQUE,
&Type OPTIONAL,
&absent &Type OPTIONAL,
&recommended Criticality DEFAULT { } }
WITH SYNTAX
[&Type [IF ABSENT &absent],]
[RECOMMENDED CRITICALITY &recommended, ]
IDENTIFIED BY &id }

ExtgnsionTyp CHOICE {
standard-extension [0] INTEGER (0..ub-extension-types),
private-extension [3] OBJECT IDENTIFIER }

Criflicality ::= BIT STRING

for-submission (0),

for-transfer (1),

for-delivery (2) } (SIZE (0..ub-bit-options)) -- critical 'one’, non-critical.'zero’

ExtgnsionField {EXTENSION:ChosenFrom} ::= SEQUENCE {

type EXTENSION.&id ({ChosenFrom}),

criticality [1] Criticality DEFAULT { },

value [2] EXTENSION.&Type ({ChosenFrom} {etype}) DEFAULT NULL:NULL }

PrijateExtensions EXTENSION ::= {

-- Any value shall be relayed and delivered if not Critical (see Table 27)

-- except those values whose semantics the MTA obeys which are defined to be removed when obeyed .
-- Shall be IDENTIFIED BY ExtensionType.private-extension -- /~, }

recipient-reassignment-prohibited EXTENSION ::= {
RecipientReassignmentProhibited IF ABSENT recipient-reassignment-allowed,
RECOMMENDED CRITICALITY {for-delivery},

IDENTIFIED BY standard-extension:1

RecipientReassignmentProhibited ::= ENUMERATEDY{
recipient-reassignment-allowed (0),
recipient-reassignment-prohibited ()"}

oridinator-requested-alternate-recipieht EXTENSION ::=
OriginatorRequestedAlternateRécipient,
RECOMMENDED CRITICALITY {fgr submission},
IDENTIFIED BY standard-extenSion:2

OriginatorRequestedAlternateRecipient ::= ORAddressAndOrDirectoryName

-- OtfiginatorRequestedAlternateRecipient as defined here differs from the field of the same name
-- defined in Figure 4, since on submission the OR-address need not be present, but on

-- trdnsfer the OR-address mis be present.

dl-dxpansion-prohibited EXTENSION ::= {
DLExpansionProhibited IF ABSENT dl-expansion-allowed,
RECOMMENDEB” CRITICALITY {for-delivery},

IDENTIRIPED BY standard-extension:3

DLE¥pansionProhibited ::= ENUMERATED {
dl¢expansion-allowed (0),
dl-expansion-prohibited (1) }

conversion-with-loss-prohibited EXTENSION ::= {
ConversionWithLossProhibited IF ABSENT conversion-with-loss-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:4
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ConversionWithLossProhibited ::= ENUMERATED {

conversion-with-loss-allowed (0),
conversion-with-loss-prohibited (1) }

latest-delivery-time EXTENSION ::= {

LatestDeliveryTime,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:5 }

LatestDeliveryTime ::= Time
requested-delivery-method EXTENSION ::= {
RegquestedBetireryMethod P ARSENT —amy—detivery—tethod—
IDENTIFIED BY standard-extension:6 }
ReqgyestedDeliveryMethod ::= SEQUENCE OF INTEGER { -- each different in order of preference,
-- most preferred first
any-delivery-method (0),
mhs-delivery (1),
physical-delivery (2),
telex-delivery (3),
teletex-delivery (4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
ia5-terminal-delivery (7),
videotex-delivery (8),
telephone-delivery (9) } (0..ub-integer-options)
phydical-forwarding-prohibited EXTENSION ::= {
PhysicalForwardingProhibited IF ABSENT physical-forwatding-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:7 }
PhydicalForwardingProhibited ::= ENUMERATED {
physical-forwarding-allowed (0),
physical-forwarding-prohibited (1) }
phydical-forwarding-address-request EXTENSION’;::= {
PhysicalForwardingAddressRequest IF.ABSENT physical-forwarding-address-not-requeste
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:87}
PhydicalForwardingAddressRequest +=)MENUMERATED {
physical-forwarding-address=not-requested (0),
physical-forwarding-addzess-requested (1) }
phydical-delivery-modes EXTENSION ::= {
PhysicalDeliveryModes IF ABSENT ordinary-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY &kanhdard-extension:9 }
PhygicalDeliveryM6degs ::= BIT STRING
ordinaryémail (0),
special=sdelivery (1),
expr€sssmail (2),
counter-collection (3),
c@unter-collection-with-telephone-advice (4),
sounter-collection-with-telex-advice (5),
counter-collection-with-teletex-advice (6),
bureaur=—fax=—detivery 7
-- bits 0 to 6 are mutually exclusive
-- bit 7 can be set independently of any of bits 0 to 6 -- } (SIZE (0..ub-bit-options))
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registered-mail-type EXTENSION ::= {
RegisteredMailType IF ABSENT non-registered-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:10 }

RegisteredMailType ::= INTEGER ({
non-registered-mail (0),
registered-mail (1),
registered-mail-to-addressee-in-person (2) } (0..ub-integer-options)

recipient-number-for-advice EXTENSION ::= {
RecipientNumberForAdvice,
RECOMMENDED CRITICALITY {for-delivery}

IDENTIFIED BY standard-extension:11 }

RecipientNumberForAdvice ::= TeletexString (SIZE (1..ub-recipient-number-for-advice-Zength

phydical-rendition-attributes EXTENSION ::=

PhysicalRenditionAttributes IF ABSENT id-att-physicalRendition-basic,
RECOMMENDED CRITICALITY {for-delivery},

IDENTIFIED BY standard-extension:12 }

PhydicalRenditionAttributes ::= OBJECT IDENTIFIER

oridinator-return-address EXTENSION ::=
OriginatorReturnAddress,
IDENTIFIED BY standard-extension:13 }

OriginatorReturnAddress ::= ORAddress

phydical-delivery-report-request EXTENSION ::= {

PhysicalDeliveryReportRequest IF ABSENT return-ef-undeliverable-mail-by-PDS,
RECOMMENDED CRITICALITY {for-delivery},

IDENTIFIED BY standard-extension:14

PhydgicalDeliveryReportRequest ::= INTEGER {
return-of-undeliverable-mail-by-PDS (0975
return-of-notification-by-PDS (1),

return-of-notification-by-MHS (2),
return-of-notification-by-MHS-and>PDS (3) } (0..ub-integer-options)

oridinator-certificate EXTENSION :.:=\{
OriginatorCertificate,
IDENTIFIED BY standard-extension:15 }

OriginatorCertificate ::= Céertificates
mesdage-token EXTENSION :):= {
MessageToken,

RECOMMENDED €RITICALITY {for-delivery},
IDENTIFIED~BY /standard-extension:16 }

MesdageToken (3=*Token

1]
—

conflent-confidentiality-algorithm-identifier EXTENSION
coritentConfidentialityAlgorithmIdentifier,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:17

ContentConfidentialityAlgorithmIdentifier ::= AlgorithmIdentifier
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content-integrity-check EXTENSION ::=
ContentIntegrityCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:18 }

ContentIntegrityCheck ::= SIGNATURE { SEQUENCE ({
algorithm-identifier ContentIntegrityAlgorithmIdentifier OPTIONAL,
content Content } }

ContentIntegrityAlgorithmIdentifier ::= AlgorithmIdentifier

message-origin-authentication-check EXTENSION ::= {

Messagedriginfuthentieationthechk
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:19 }

MesdageOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE ({
algorithm-identifier MessageOriginAuthenticationAlgorithmIdentifier,
content Content,

content-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

MesdageOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

mesdage-security-label EXTENSION ::= {
MessageSecurityLabel,

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:20 }

MesdageSecurityLabel ::= SecurityLabel

prodf-of-submission-request EXTENSION ::= {

ProofOfSubmissionRequest IF ABSENT proof-of-sdbmission-not-requested,
RECOMMENDED CRITICALITY {for-submission},

IDENTIFIED BY standard-extension:21 }

ProqfOfSubmissionRequest ::= ENUMERATED {
proof-of-submission-not-requested (0%
proof-of-submission-requested (1) .}

prodf-of-delivery-request EXTENSION :<'=-{

ProofOfDeliveryRequest IF ABSENT proof-of-delivery-not-requested,
RECOMMENDED CRITICALITY {fé&rjdelivery},

IDENTIFIED BY standard-extension:22 }

ProqfOfDeliveryRequest ::=_ ENUMERATED
proof-of-delivery-not-requested (0),
proof-of-delivery~srequested (1) }

conflent -correlator EXTENSION ::= {
ContentCorrelator,
IDENTIFIED\BY standard-extension:23 }

ConflentCorrelator ::= CHOICE ({
ia5text IA5String,
oftets OCTET STRING }

profe-ofrigin-authentication-check EXTENSION ::= {

ProbeOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:24 }
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ProbeOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProbeOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

ProbeOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

redirection-history EXTENSION ::= {

RedirectionHistory,
IDENTIFIED BY standard-extension:25 }

RedirectionHistory ::= SEQUENCE SIZE (1l..ub-redirections) OF Redirection

Redi

Intqg

Redi

dl-4

DLEX

DLEH

phys

rection ::= SEQUENCE ({
intended-recipient-name IntendedRecipientName,
redirection-reason RedirectionReason }

ndedRecipientName ::= SEQUENCE
intended-recipient ORAddressAndOptionalDirectoryName,
redirection-time Time }

rectionReason ::= ENUMERATED {
recipient-assigned-alternate-recipient (0),
originator-requested-alternate-recipient (1),
recipient-MD-assigned-alternate-recipient (2),
-- The following values may not be supported by zmplementatlons of earlierversions of this Service Defini
directory-look-up (3),
alias (4),

}

xpansion-history EXTENSION ::=
DLExpansionHistory,
IDENTIFIED BY standard-extension:26 }

pansionHistory ::= SEQUENCE SIZE (1..ub-dl-expansions) OF DLExpansion

pansion ::= SEQUENCE (
dl ORAddressAndOptionalDirectoryNamey,
dl-expansion-time Time

ical-forwarding-address EXTENSION-‘i:= {
PhysicalForwardingAddress,
IDENTIFIED BY standard-exténgion:27 }

PhydicalForwardingAddress ::=NORAddressAndOptionalDirectoryName

rec]

prod

orid

pient-certificate EXTENSION ::= {
RecipientCertififcate,
IDENTIFIED BY &tahdard-extension:28 }

f-of-delivery! BXTENSION ::= {
ProofOfDglivery,
IDENTIFIED BY standard-extension:29 }

1]
—~

inatorsand-DL-expansion-history EXTENSION
OnfginatorAndDLExpansionHistory,
IDENTIFIED BY standard-extension:30 }

OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (2..ub-orig-and-dl-expansions) OF

OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {

originator-or-dl-name ORAddressAndOptionalDirectoryName,
origination-or-expansion-time Time }
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reporting-DL-name EXTENSION ::= {
ReportingDLName,
IDENTIFIED BY standard-extension:31 }

ReportingDLName ::= ORAddressAndOptionalDirectoryName

reporting-MTA-certificate EXTENSION ::= {
ReportingMTACertificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:32 }

ReportingMTACertificate ::= Certificates

repqrt-origin-authentication-check EXTENSION ::= {
ReportOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:33 }

RepqrtOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ReportOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,

message-security-label MessageSecurityLabel OPTIONAL,

per-recipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportFields } }

RepdqrtOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifien

PerHecipientReportFields ::= SEQUENCE {
actual-recipient-name ActualRecipientName,
originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
report-type CHOICE ({

delivery [0] PerRecipientDeliveryReportFie&lds,

non-delivery [1] PerRecipientNonDeliveryReportFields } }

PerHecipientDeliveryReportFields ::= SEQUENCE {
message-delivery-time MessageDeliveryTime}
type-of-MTS-user TypeOfMTSUser,

recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] ProofOfDeliveryOPTIONAL }

PerHecipientNonDeliveryReportFields ::=%SEQUENCE {
non-delivery-reason-code NonDeliveryReasonCode,
non-delivery-diagnostic-code NonDeliveryDiagnosticCode OPTIONAL }

oridinating-MTA-certificate EXTENSION ::=
OriginatingMTACertificate,
IDENTIFIED BY standagdyextension:34 }

OriginatingMTACertificate .::= Certificates

prodf-of-submission~EXTENSION ::= {
ProofOfSubmisgion,
IDENTIFIED\BY standard-extension:35 }

ProqfOfSubmisgion ::= SIGNATURE { SEQUENCE {
algerithm-identifier ProofOfSubmissionAlgorithmIdentifier,
méssage-submission-envelope MessageSubmissionEnvelope,
eontent Content,

message-submission-identifier MessageSubmissionIdentifier,

. . . 3 : . . 1
MESSade - SUDNMIISS TOII- CIME MessadgdeoUbMIss Lo e |

ProofOfSubmissionAlgorithmIdentifier ::= AlgorithmIdentifier
reporting-MTA-name EXTENSION ::= {
ReportingMTAName,

IDENTIFIED BY standard-extension:39 }

ReportingMTAName ::= SEQUENCE {
domain GlobalDomainIdentifier,
mta-name MTAName,
mta-directory-name [0] Name OPTIONAL }
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multiple-originator-certificates EXTENSION ::=
ExtendedCertificates,
IDENTIFIED BY standard-extension:40 }

ExtendedCertificates ::= SET SIZE (1..ub-certificates) OF ExtendedCertificate
ExtendedCertificate ::= CHOICE ({
directory-entry [0] Name, -- Name of a Directory entry where the certificate can be found

certificate [1] Certificates}

dl-exempted-recipients EXTENSION ::= {
DLExemptedRecipients,
il

PRt in R i ok ek - o ) - : 4
TODINT T T DL S Calraorrer TS O T T

DLERemptedRecipients ::= SET OF ORAddressAndOrDirectoryName

cerflificate-selectors EXTENSION ::=
CertificateSelectors,
IDENTIFIED BY standard-extension:45 }

CerfjificateSelectors ::= SET ({

encryption-recipient [0] CertificateAssertion OPTIONAL,
encryption-originator [1] CertificateAssertion OPTIONAL,
content-integrity-check [2] CertificateAssertion OPTIONALy
token-signature [3] CertificateAssertion OPTIONAL,
message-origin-authentication [4] CertificateAssertion OPTIONAL}

cerfjificate-selectors-override EXTENSION ::= {

CertificateSelectors (WITH COMPONENTS{...,
message-origin-authentication ABSENT}),

IDENTIFIED BY standard-extension:46 }

-- Soyne standard-extensions are defined elsewhere:

-- 36 (forwarding-request) in ITU-T Rec. X.413 | ISO/IEC710021-5;

- 37 (trace-information), and 38 (internal-trace-information) in Figure 4;

-- 41 (blind-copy-recipients), 43 (body-part-encryption-token), and 44 (forwarded-content-token) in
- ITU-T Rec. X.420 | ISO/IEC 10021-7.

ITU-T Rec. X.411 (06/1999) 91


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/IEC 10021-4:2003 (E)
-- Figure 2 - Part 23 of 29
-- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the
-- content octet string is the ASN.1 encoding of the external-content;
-- an external-content is a data type EXTERNAL

MTSIdentifier ::= [APPLICATION 4] SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,
local-identifier Localldentifier }

LocalIdentifier ::= IAS5String (SIZE (1..ub-local-id-length))

GloldalDomainIdentifier ::= [APPLICATION 3] SEQUENCE {

country-name CountryName,

administration-domain-name AdministrationDomainName,
private-domain-identifier PrivateDomainIdentifier OPTIONAL }

PrivateDomainIdentifier ::= CHOICE ({
numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

MTAName ::= IA5String (SIZE (1..ub-mta-name-length))
Timg ::= UTCTime

-- OR Names

ORAddressAndOrDirectoryName ::= ORName
ORAddressAndOptionalDirectoryName ::= ORName

ORNgme ::= [APPLICATION 0] SEQUENCE (

-- address -- COMPONENTS OF ORAddress,
directory-name [0] Name OPTIONAL }

ORAddress ::= SEQUENCE {

built-in-standard-attributes BuiltInStandardAttributes,
built-in-domain-defined-attributeg \BuiltInDomainDefinedAttributes OPTIONAL,
-- see also teletex-domain-defined-attributes

extension-attributes Extensionfttributes OPTIONAL }

-- The OR-address is semantically absent from the OR-name if the built-in-standard-attribute
-- sequence is empty and the built-in-domain-defined-attributes and extension-attributes are both omitted.

- Built-in Standard Attributes

BuilltInStandardAttributes ::= SEQUENCE {

country-name_ CountryName OPTIONAL,

administration-domain-name AdministrationDomainName OPTIONAL,
network-address [0] NetworkAddress OPTIONAL,

-- see alsoextended-network-address

terminal™identifier [1] TerminalIdentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
ordganization-name [3] OrganizationName OPTIONAL,

~-\see also teletex-organization-name

numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

-- see also teletex-personal-name

organizational-unit-names [6] OrganizationalUnitNames OPTIONAL
-- see also teletex-organizational-unit-names -- '}
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CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

AdministrationDomainName ::= [APPLICATION 2] CHOICE ({
numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE (0..ub-domain-name-length)) }

NetworkAddress ::= X121Address
-- see also extended-network-address

X121Address ::= NumericString (SIZE (1..ub-x121-address-length))
TerminalIdentifier ::= PrintableString (SIZE (1..ub-terminal-id-length))
PrijateDomainName ::= CHOICE ({

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

OrggnizationName ::= PrintableString (SIZE (1..ub-organization-name-length))
-- se¢ also teletex-organization-name

NumgdricUserIdentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))

PerdonalName ::= SET

surname [0] PrintableString (SIZE (1..ub-surname-length))$

given-name [1] PrintableString (SIZE (1..ub-given-name-léngth)) OPTIONAL,

initials [2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,

generation-qualifier [3] PrintableString (SIZE (1..ubfgeneration-qualifier-length))
OPTIONAJL

—

-- se¢ also teletex-personal-name

OrggnizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF
OrganizationalUnitNarpe

-- seg also teletex-organizational-unit-names

OrggnizationalUnitName ::= PrintableString «(SLZE (1..ub-organizational-unit-name-length))

-- Built-in Domain-defined Attributes

BuilltInDomainDefinedAttributes ::= ‘SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
BuiltInDomainDefinedAttribute

BuiltInDomainDefinedAttributes\*= SEQUENCE {
type PrintableString( (SIZE (1..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) }

-- Extension Attributes
ExtdqnsionAttributies) ::= SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtgnsionAttribute ::= SEQUENCE {

extension-attribute-type [0] EXTENSION-ATTRIBUTE.&id ({ExtensionAttributeTable}),

extension-attribute-value [1] EXTENSION-ATTRIBUTE.&Type ({ExtensionAttributeTable}
{@extension-attribute-type

—
—

EXT NSTON _ATTRIRIITE e (CI.NCQC {
&id INTEGER (0..ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}
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ExtensionAttributeTable EXTENSION-ATTRIBUTE ::= {
common-name |
teletex-common-name |
universal-common-name |
teletex-organization-name |
universal-organization-name |
teletex-personal-name |
universal-personal-name |
teletex-organizational-unit-names |
universal-organizational-unit-names |
teletex-domain-defined-attributes |
universal-domain-defined-attributes |
pds-name |

physieat—detirery—country—rame—

postal-code |

physical-delivery-office-name |
universal-physical-delivery-office-name |
physical-delivery-office-number |
universal-physical-delivery-office-number |
extension-OR-address-components |
universal-extension-OR-address-components |
physical-delivery-personal-name |
universal-physical-delivery-personal-name |
physical-delivery-organization-name |
universal-physical-delivery-organization-name |
extension-physical-delivery-address-components |
universal-extension-physical-delivery-address-components
unformatted-postal-address |
universal-unformatted-postal-address |
street-address |

universal-street-address |
post-office-box-address |
universal-post-office-box-address |
poste-restante-address |
universal-poste-restante-address |
unique-postal-name |
universal-unique-postal-name |
local-postal-attributes |
universal-local-postal-attributes |
extended-network-address |

terminal-type }

- Extension Standard Attributes

compon-name EXTENSION-ATTRIBUTE :¢= \'CommonName IDENTIFIED BY 1}

CommjonName ::= PrintableString \{\SIZE (1..ub-common-name-length))

teldtex-common-name EXTENSIQN-ATTRIBUTE ::= {TeletexCommonName IDENTIFIED BY 2}
TeldtexCommonName ::=(_FeletexString (SIZE (1..ub-common-name-length))
unijersal-common-fiamé EXTENSION-ATTRIBUTE ::= {UniversalCommonName IDENTIFIED BY 24}
UnijersalCommonName ::= UniversalOrBMPString {ub-common-name-length}
teldtex-orgahization-name EXTENSION-ATTRIBUTE ::= {TeletexOrganizationName IDENTIFIED BY 3
TeldtexQrganizationName ::= TeletexString (SIZE (1..ub-organization-name-length))

universal-organization-name EXTENSION-ATTRIBUTE ::=
{UniversalOrganizationName IDENTIFIED BY 25}

UniversalOrganizationName ::= UniversalOrBMPString {ub-organization-name-length}
teletex-personal-name EXTENSION-ATTRIBUTE ::= {TeletexPersonalName IDENTIFIED BY 4}
TeletexPersonalName ::= SET

surname [0] TeletexString (SIZE (1..ub-surname-length)),

given-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,
generation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length))

OPTIONAL }

94 ITU-T Rec. X.411 (06/1999)


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

univ

Univi

tele

ISO/IEC 10021-4:2003 (E)

Figure 2 - Part 25 of 29

ersal-personal-name EXTENSION-ATTRIBUTE ::= {UniversalPersonalName IDENTIFIED BY 26}
ersalPersonalName ::= SET {

surname [0] UniversalOrBMPString {ub-universal-surname-length},

- If a language is specified within surname, then that language applies to each of the following

-- optional components unless the component specifies another language.

given-name [1] UniversalOrBMPString {ub-universal-given-name-length} OPTIONAL,

initials [2] UniversalOrBMPString {ub-universal-initials-length} OPTIONAL,

generation-qualifier [3]

UniversalOrBMPString {ub-universal-generation-qualifier-length} OPTIONAL }

tex-organizational-unit-names EXTENSION-ATTRIBUTE ::=

{TeletexOrganizationalUnitNames IDENTIFIED BY 5}

Teld

Teld

uniy

Uniy

Uniy

Uniy

pds+
PDSN

phys

texOrganizationalUnitNames ::= SEQUENCE SIZE (1l..ub-organizational-units) OF
TeletexOrganizationalUnitName

texOrganizationalUnitName ::= TeletexString (SIZE (1l..ub-organizational-unit-name-lengf

ersal-organizational-unit-names EXTENSION-ATTRIBUTE ::=
{UniversalOrganizationalUnitNames IDENTIFIED BY 27}

ersalOrganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizationdl=dnits) OF
UniversalOrganizationalUnitName
-- If a unit name specifies a language, then that language applies to stibordinate unit names unless
- the subordinate specifies another language.

ersalOrganizationalUnitName ::= UniversalOrBMPString {ub-ofganizational-unit-name-lengf

ersalOrBMPString{ INTEGER:ub-string-length} ::= SET {
character-encoding CHOICE
two-octets BMPString (SIZE(1l..ub-string-length)),
four-octets UniversalString (SIZE(1l..db<string-length)) },
iso-639-language-code PrintableString (SIZE(2|5)) OPTIONAL }

name EXTENSION-ATTRIBUTE ::= {PDSName IDENTIFIED BY 7}
ame ::= PrintableString (SIZE (1..ub-pds-*name-length))

ical-delivery-country-name EXTENSIQON~ATTRIBUTE
{PhysicalDeliveryCountryName. IDENTIFIED BY 8}
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PhysicalDeliveryCountryName ::= CHOICE (
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

postal-code EXTENSION-ATTRIBUTE ::= {PostalCode IDENTIFIED BY 9}

PostalCode ::= CHOICE {
numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

physical-delivery-office-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOfficeName IDENTIFIED BY 10}

PhydicalDeliveryOfficeName ::= PDSParameter

uniyjersal-physical-delivery-office-name EXTENSION-ATTRIBUTE
{universalPhysicalDeliveryOfficeName IDENTIFIED BY 29}

UniyersalPhysicalDeliveryOfficeName ::= UniversalPDSParameter

phydical-delivery-office-number EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOfficeNumber IDENTIFIED BY 11}

PhydicalDeliveryOfficeNumber ::= PDSParameter

uniyersal-physical-delivery-office-number EXTENSION-ATTRIBUTE ::=
{universalPhysicalDeliveryOfficeNumber IDENTIFIED BY 30}

UniyersalPhysicalDeliveryOfficeNumber ::= UniversalPDSParameter

extqnsion-OR-address-components EXTENSION-ATTRIBUTE : :x
{ExtensionORAddressComponents IDENTIFIED BY 12V

ExtdqnsionORAddressComponents ::= PDSParameter

uniyjersal-extension-OR-address-components EXTENSION-ATTRIBUTE ::=
{universalExtensionORAddressComponents IDENTIFIED BY 31}

UniyersalExtensionORAddressComponents, ¢ := UniversalPDSParameter

phydical-delivery-personal-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryPersonalNafe IDENTIFIED BY 13}

PhydicalDeliveryPersonalNam¢€ ‘%= PDSParameter

uniyjersal-physical-delivery-personal-name EXTENSION-ATTRIBUTE ::=
{universalPhysicalDeliveryPersonalName IDENTIFIED BY 32}

UniyersalPhysicalPeldveryPersonalName ::= UniversalPDSParameter

phydical-deliviexy-organization-name EXTENSION-ATTRIBUTE ::=
{PhygitalDeliveryOrganizationName IDENTIFIED BY 14}

PhydicalDeliveryOrganizationName ::= PDSParameter

universal —phyqi cal-del w'vpry—rw‘ﬁan'i zation-name EXTENSTON-ATTRIRIITE - -—

{universalPhysicalDeliveryOrganizationName IDENTIFIED BY 33}
UniversalPhysicalDeliveryOrganizationName ::= UniversalPDSParameter

extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=
{ExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 15}

ExtensionPhysicalDeliveryAddressComponents ::= PDSParameter

universal-extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=
{UniversalExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 34}

UniversalExtensionPhysicalDeliveryAddressComponents ::= UniversalPDSParameter
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unformatted-postal-address EXTENSION-ATTRIBUTE ::=

{UnformattedPostalAddress IDENTIFIED BY 16}

UnformattedPostalAddress ::= SET

printable-address SEQUENCE SIZE (1..ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL }

universal-unformatted-postal-address EXTENSION-ATTRIBUTE ::=

{UniversalUnformattedPostalAddress IDENTIFIED BY 35}

UniversalUnformattedPostalAddress ::= UniversalOrBMPString {ub-unformatted-address-length}

strdg

Strdg

uniy

Uniy

post

Posy

uniy

Uniy

post

Posy

uniy

Uniy

unig

Unidg

uniy

Uniy

loc3

Loc3

et-address EXTENSION-ATTRIBUTE ::= {StreetAddress IDENTIFIED BY 17}

etAddress ::= PDSParameter

ersal-street-address EXTENSION-ATTRIBUTE ::= {UniversalStreetAddress IDENTIFIED BY 36}
ersalStreetAddress ::= UniversalPDSParameter

-office-box-address EXTENSION-ATTRIBUTE ::= {PostOfficeBoxAddress IDENTIFIED BY 18}
OfficeBoxAddress ::= PDSParameter

ersal-post-office-box-address EXTENSION-ATTRIBUTE ::=
{UniversalPostOfficeBoxAddress IDENTIFIED BY 37}

ersalPostOfficeBoxAddress ::= UniversalPDSParameter
e-restante-address EXTENSION-ATTRIBUTE ::= {PosteReéstanteAddress IDENTIFIED BY 19}
eRestanteAddress ::= PDSParameter

ersal-poste-restante-address EXTENSION-ATTRIBUTE ::=
{universalPosteRestanteAddress IDENTIRIED BY 38}

ersalPosteRestanteAddress ::= Unive¥galPDSParameter
ue-postal-name EXTENSION-ATTRIBUTE ::= {UniquePostalName IDENTIFIED BY 20}
uePostalName ::= PDSParameter

ersal-unique-postal-name EXTENSION-ATTRIBUTE ::=
{UniversalUniquePostalName IDENTIFIED BY 39}

ersalUniquePostalName ::= UniversalPDSParameter
l-postal-attributes EXTENSION-ATTRIBUTE ::= {LocalPostalAttributes IDENTIFIED BY 21}
lPostalAtt¥ibutes ::= PDSParameter
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universal-local-postal-attributes EXTENSION-ATTRIBUTE ::=
{UniversallocalPostalAttributes IDENTIFIED BY 40}

UniversallLocalPostalAttributes ::= UniversalPDSParameter

PDSParameter ::= SET
printable-string PrintableString (SIZE(l..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(1l..ub-pds-parameter-length)) OPTIONAL }

UniversalPDSParameter ::= UniversalOrBMPString {ub-pds-parameter-length}

extended-network-address EXTENSION-ATTRIBUTE ::= {ExtendedNetworkAddress IDENTIFIED BY 22}

ExtgndedNetworkAddress ::= CHOICE ({
el63-4-address SEQUENCE {
number [0] NumericString (SIZE (1..ub-el63-4-number-length)),
sub-address [1] NumericString (SIZE (1..ub-el63-4-sub-address-lengthl)))
OPTIONAJL
psap-address [0] PresentationAddress }

terninal-type EXTENSION-ATTRIBUTE ::= {TerminalType IDENTIFIED BY 23}

TerninalType =
telex (3),
teletex (4),
g3-facsimile
g4-facsimile
ia5-terminal
videotex (8)

INTEGER {

5),
6),
7).,

(0..ub-integer-options)

e~~~

-- Extension Domain-defined Attributes

teldqtex-domain-defined-attributes EXTENSION-ATTRIBUTE
{TeletexDomainDefinedAttributes IDENTIFIED.BY 6}

TeldtexDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TeletexDomainDefinedAttribute

TeldtexDomainDefinedAttribute ::= SEQUENCE {
type TeletexString (SIZE (1..ubkftdomain-defined-attribute-type-length)),
value TeletexString (SIZE (1:fub-domain-defined-attribute-value-length)) }

universal-domain-defined-attributes EXTENSION-ATTRIBUTE ::=
{UniversalDomainDefinedAttributes IDENTIFIED BY 28}

UniersalDomainDefinedAttfibkutes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
UniversalDomainDefiriedAttribute

UniersalDomainDefinedXttribute ::= SEQUENCE {
type UniversalOrBMPString {ub-domain-defined-attribute-type-length},
value UnjiversalOrBMPString {ub-domain-defined-attribute-value-length} }

-~ Encaoded Information Types

EncqdedinférmationTypes ::= [APPLICATION 5] SET

built-in-encoded-information-types [0] BuiltInEncodedInformationTypes,

-- non-basic-parameters -- COMPONENTS OF NonBasicParameters,
extended-encoded-information-types [4] ExtendedEncodedInformationTypes OPTIONAL }

- Built-in Encoded Information Types

BuiltInEncodedInformationTypes ::= BIT STRING {
unknown (0),
ia5-text (2),
g3-facsimile (3),
g4-class-1 (4),
teletex (5),
videotex (6),
voice (7),
sfd (8),
mixed-mode (9) } (SIZE (0..ub-built-in-encoded-information-types))
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-- Extended Encoded Information Types

ExtendedEncodedInformationTypes ::= SET SIZE (1..ub-encoded-information-types) OF
ExtendedEncodedInformationType

ExtendedEncodedInformationType ::= OBJECT IDENTIFIER
- Non-basic Parameters

NonBasicParameters ::= SET {
g3-facsimile [1] G3FacsimileNonBasicParameters DEFAULT { },
telete [2] TeletexNonRasicParameters DEFAIILT { }
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G3FacsimileNonBasicParameters ::= BIT STRING
two-dimensional (8), -- As defined in ITU-T Recommendation T.30
fine-resolution (9), -
unlimited-length (20), -- These bit values are chosen such that when
b4-length (21), -- encoded using ASN.1 Basic Encoding Rules
a3-width (22), -- the resulting octets have the same values
b4-width (23), -- as for T.30 encoding
t6-coding (25), -
uncompressed (30), -- Trailing zero bits are not significant.
width-middle-864-0f-1728 (37), -- It is recommended that implementations
width-middle-1216-0f-1728 (38), -- should not encode more than 32 bits unless
resolution-type (44), -- higher numbered bits are non-zero.
resolution-400x400 (45),
Lo UL UL LU JUUVAIUU A AN
resolution-8x15 (47),
edi (49),
dtm (50),
bft (51),
mixed-mode (58),
character-mode (60),
twelve-bits (65),
preferred-huffmann (66),
full-colour (67),
jpeg (68),
processable-mode-26 (71) }
TelqtexNonBasicParameters ::= SET
graphic-character-sets [0] TeletexString OPTIONAL,
control-character-sets [1] TeletexString OPTIONAL,
page-formats [2] OCTET STRING OPTIONAL,
miscellaneous-terminal-capabilities [3] TeletexString,OPTIONAL,
private-use [4] OCTET STRING OPTIONAL -- maximuin ub-teletex-private-use-length octets --
-- as defined in CCITT Recommendation T.62
-- Token
Tokgqn ::= SEQUENCE
token-type-identifier [0] TOKEN.&id ({TekensTable}),
token [1] TOKEN.&Type ({TokensTable}. {®token-type-identifier}) }
TOKHEN ::= TYPE-IDENTIFIER
TokgnsTable TOKEN ::= { asymmetric-tdken, ... }
asynmetric-token TOKEN ::= {AsymmetricToken IDENTIFIED BY id-tok-asymmetricToken}
AsZ]metricToken ::= SIGNED ( SEQUENCE ({
signature-algorithmMi-identifier AlgorithmIdentifier,
name CHOICE {
recipient-name RecipientName,
mta [3} "SEQUENCE ({
global-domain-identifier GlobalDomainIdentifier OPTIONAL,
mta-name MTAName } },
time Tine,
signed-data [0] TokenData OPTIONAL,
encryptlon-algorithm-identifier [1] AlgorithmIdentifier OPTIONAL,
encrypted-data [2] ENCRYPTED { TokenData } OPTIONAL } }
TokgnPata ::= SEQUENCE {
type [0] TOKEN-DATA.&id ({TokenDataTable})
value [1] TOKEN-DATA.&Type ({TokenDataTable} {e@type}) }
TOKEN-DATA ::= CLASS {

&id INTEGER UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}
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TokenDataTable TOKEN-DATA ::=
bind-token-signed-data |
message-token-signed-data |
message-token-encrypted-data |
bind-token-encrypted-data, ... }

bind-token-signed-data TOKEN-DATA ::= {BindTokenSignedData IDENTIFIED BY 1}
BindTokenSignedData ::= RandomNumber

RandomNumber ::= BIT STRING

mesdage-token-signed-data TOKEN-DATA ::= {MessageTokenSignedData IDENTIFIED BY 2}

MesdageTokenSignedData ::= SEQUENCE {
content-confidentiality-algorithm-identifier [0]
ContentConfidentialityAlgorithmIdentifier OPTIONAL,
content-integrity-check [1] ContentIntegrityCheck OPTIONAL,
message-security-label [2] MessageSecurityLabel OPTIONAL,
proof-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

mesdage-token-encrypted-data TOKEN-DATA ::= {MessageTokenEncryptedData/IBENTIFIED BY 3}

MesdageTokenEncryptedData ::= SEQUENCE {
content-confidentiality-key [0] EncryptionKey OPTIONAL,
content-integrity-check [1] ContentIntegrityCheck OPTIONALS}
message-security-label [2] MessageSecurityLabel OPTIONAL}Y
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

EncyyptionKey ::= BIT STRING
bind-token-encrypted-data TOKEN-DATA ::= {BindTokefiincryptedData IDENTIFIED BY 4}

BindTokenEncryptedData ::= EXTERNAL

-- Security Label

SecyrityLabel ::= SET

security-policy-identifier SecurityPolicyIdentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,

security-categories SecuxityCategories OPTIONAL }

SecyrityPolicyIdentifier {:5 OBJECT IDENTIFIER

SecyrityClassification w+= INTEGER {

unmarked (0).,

unclassified” (1),

restricted\ (2),

confidenwtal (3),

secret \(%&) ,

top-fegret (5) } (0..ub-integer-options)

PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecUrityCategories ::= SET STZE (1..ub-security-categories) OF SecurityCategory
SecurityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {etype}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER

SecurityCategoriesTable SECURITY-CATEGORY

1]
—~
—

END -- of MTSAbstractService

Figure 2 — Abstract Syntax Definition of the MTS Abstract Service (end)
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SECTION THREE - MESSAGE TRANSFER AGENT ABSTRACT SERVICE

10

Refined Message Transfer System Model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines the MTS model,
and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals its internal structure.

The MTS comprises a collection of message-transfer-agent (MTA) objects, which cooperate together to form the MTS
and offer the MTS Abstract Service to its users. It is the MTAs which perform the active functions of the MTS, i.c.,

trans

fer of messages, probes and reports, generation of reports, and content conversion.
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L objects also have ports, some of which are precisely those which are also visible at the boundary of the
t, i.e., submission-ports, delivery-ports and administration-ports. However, MTAs also have another type of 1
hsfer-port — which are concerned with the distribution of the MTS Abstract Service between the MTAs, and af
le at the boundary of the MTS object.

port may have to be transferred a number of times between different MTAs to reach its intended destination.

message is addressed to multiple recipients served by several different MTAs, the message must be transf]
gh the MTS along several different paths. From the perspective of an MTA transferring such a message,

ients may be reached via one path while other recipients may be reached via angther. At such an MTA, two ¢
e message are created, and each is transferred to the next MTA along ifs“respective path. The copying
thing of the message is repeated until each copy has reached a final destifation MTA, where the message c
ered to one or more recipient MTS-users.

y MTA along a path taken by a message is responsible for delivesing or transferring the message to a parti
bt of the originally-specified-recipients. Other MTAs take care ef the delivery or transfer to remaining recip
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also explicitly request conversion of specific encoded-information-types for a particular recipient MTS-user.
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(non-delivery)

Intended-recipients

Non-delivery

Report-transfer X.411_F03

Figure 3 — Refined Message Transfer System Model

11 Message Transfer Agent Abstract Service Overview

Secton two defines the MTS Abstract Service provided by the submission-, delivery-¢and administration-pofts of
an MTA. This clause defines the following abstract-operations that are provided by the transfer-ports of MTAs:

MTA-bind and MTA-unbind

a) MTA-bind

b) MTA-unbind

Transfer Port Abstract-operations
c) Message-transfer

d) Probe-transfer
e) Report-transfer.

11.1 MTA-bind and MTA-unbind

The [MTA-bind enables an MTA to establish_an association with another MTA. Abstract-operations other |than
MTA-bind can only be invoked in the context.of an established association.

The MTA-unbind enables the release of-an established association by the initiator of the association.

11.2 Transfer Port Abstract-operations
The Message-transfer abstract’operation enables an MTA to transfer a message to another MTA.
The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

The Report-transfer-abstract-operation enables an MTA to transfer a report to another MTA.

12 Message Transfer Agent Abstract Service Definition

The IMTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of the
abstract-service provided by the transfer-ports of MTAs.

Clause 12.1 defines the MTA-bind and MTA-unbind. Clause 12.2 defines the transfer-port. Clause 12.3 defines some
common parameter types.

The abstract-syntax of the MTA Abstract Service is defined in clause 13.

12.1 MTA-bind and MTA-unbind

This clause defines the abstract-services used to establish and release associations between MTAs.
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12.1.1  Abstract-bind and Abstract-unbind
This clause defines the following abstract-bind and abstract-unbind:
a) MTA-bind
b) MTA-unbind.
12.1.1.1 MTA-bind
The MTA-bind enables an MTA to establish an association with another MTA.

The MTA-bind establishes the credentials of MTAs to interact, and the application-context and security-context of
the association. An association can only be released by the initiator of that association (using MTA-unbind).

Abstpac

The puccessful completion of the MTA-bind signifies the establishment of an association.
The fisruption of the MTA-bind by a bind-error indicates that an association has not been established.
12.1{1.1.1 Arguments

Tablp 28 lists the arguments of the MTA-bind, and for each argument qualifies its presence and indicates the clayse in
whidh the argument is defined.

Table 28 — MTA-bind Arguments

Argument Presence Clause
Bind Arguments
Initiator-name O 12.1.1.1.1.1
Initiator-credentials (0] 12.1.1.1.1.2
Security-context o 12.1.1.1.1.3

12.1{1.1.1.1 Initiator-name
This|argument contains a name for the initiator of the association. It may be generated by the initiator of the associgtion.
The hame is an MTA-name.

12.1J1.1.1.2 Initiator-credentials

This|argument contains the credentials of the initiator of the association. It may be generated by the initiator df the
assogiation.

The | initiator-credentials may-be used by the responder to authenticate the identity of the initiator | (see
ITU{T Rec. X.509 | ISO/IEE€9594-8).

If only simple-authentication is proposed, the initiator-credentials comprise a simple password associated with the
initiator-name.

If sfrong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initijtor-certifieate or certificate-selector.

The [initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token fs an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token| may
be used to convey secret security-relevant information (e.g., one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g., a
certification-authority), and, optionally, additional certificates which provide a certification-path for the initiator’s
certificate. It may be supplied by the initiator of the association, if the initiator-bind-token is an asymmetric-token.
The initiator-certificate shall contain the MTA-name of the initiator in an mta-name (see A.5.1 of ITU-T Rec. X.402 |
ISO/IEC 10021-2) in the otherName component in its subject alternative name field (see 12.3.2.1 of ITU-T Rec. X.509 |
ISO/TIEC 9594-8), unless the security-policy provides an alternative binding of the certificate to the initiating MTA. The
initiator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key (subject-public-
key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key may be used by the responder
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to validate the initiator-bind-token and to compute encrypted-data in the responder-bind-token. If the responder is
known to have, or have access to, the initiator’s certificate (e.g., via the Directory), the initiator-certificate may be
omitted and, where the initiator has more than one certificate, a certificate-selector may be supplied to identify the
certificate using any certificate selection criteria specified for certificate match (see 12.7.2 of ITU-T Rec. X.509 |
ISO/IEC 9594-8).

12.1.1.1.1.3  Security-context

This argument indicates the security-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or more security-labels that defines the sensitivity of interactions that may occur
between the MTAs for the duration of the association, in line with the security-policy in force. The security-context

shallrbeomethat sattowed by thesecurity-tabets assocrated withrtte MDs tMTAS

If security-contexts are not established between the MTAs, the sensitivity of interactions that may occutr.betveen
the MTAs may be at the discretion of the invoker of an abstract-operation.

12.1{1.1.2 Results

Tablp 29 lists the results of the MTA-bind, and for each result qualifies its presence and indicates)the clause in Which
the result is defined.

Table 29 — MTA-bind Results

Result Presence Clause
Bind Results
Responder-name (¢ 12.1.1.1.2.1
Responder-credentials O 12.1.1.1.2.2

12.1{1.1.2.1 Responder-name

This|argument contains a name for the responder of therassociation. It may be generated by the responder of the
asso¢iation.

The hame is an MTA-name.

12.1{1.1.2.2 Responder-credentials

This|argument contains the credentials of the responder of the association. It may be generated by the responder qf the
asso¢iation.

The | responder-credentials may,~be used by the initiator to authenticate the identity of the responder | (see
ITU{T Rec. X.509 | ISO/IEC9594-8).

If oply simple-authenticdtion is used, the responder-credentials comprise a simple password associated with the
resppnder-name.

If strong-authentication is used, the responder-credentials comprise a responder-bind-token and, optionally, a
resppnder-certificate or certificate-selector.

The pesponder-bind-token is a token generated by the responder of the association. The responder-bind-token [shall
be the same type of token as the 1n1tlator-b1nd token. If the responder -bind-token is an asymmetrlc token, the
sign C C C

bind- token) The encrypted -data of an asymmetric- token may be used to convey security- relevant information (e.g.,
one or more symmetric-encryption-keys) used to secure the association, or may be absent from the responder-bind-
token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The responder-certificate is a certificate of the responder of the association, generated by a trusted source (e.g. a
certification-authority) and, optionally, additional certificates which provide a certification-path for the responder’s
certificate. It may be supplied by the responder of the association, if the responder-bind-token is an
asymmetric-token. The responder-certificate shall contain the MTA-name of the responder in an mta-name
(see A.5.1 of ITU-T Rec. X.402 | ISO/IEC 10021-2) in the otherName component in its subject alternative name field
(see 12.3.2.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8), unless the security-policy provides an alternative binding of the
certificate to the responding MTA. The responder-certificate may be used to convey a verified copy of the
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public-asymmetric-encryption-key (subject-public-key) of the responder of the association. The responder’s
public-asymmetric-encryption-key may be used by the initiator to validate the responder-bind-token. If the initiator is
known to have, or have access to, the responder’s certificate (e.g. via the Directory), the responder-certificate may be
omitted and, where the responder has more than one certificate, a certificate-selector may be supplied to identify the
certificate using any certificate selection criteria specified for certificate match (see 12.7.2 of ITU-T Rec. X.509 |
ISO/IEC 9594-8).

12.1.1.1.3 Bind-errors
The bind-errors that may disrupt the MTA-bind are defined in 12.1.2.

12.1.1.2 MTA-unbind
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1.2.1 Arguments

MTA-unbind service has no arguments.

1.2.2 Results

MTA-unbind service returns an empty result as indication of release of the association.

1.2.3 Unbind-errors

e are no unbind-errors that may disrupt the MTA-unbind.

2  Bind-errors

clause defines the following bind-errors:
a) Authentication-error
b) Busy
¢) Unacceptable-dialogue-mode
d) Unacceptable-security-context
e) Inadequate-association-confidentiality.

2.1 Authentication-error

Authentication-error bind-error reports thatian association cannot be established due to an authentication erro
tor’s credentials are not acceptable or-are improperly specified.

Authentication-error bind-error has no parameters.

2.2 Busy

Busy bind-error reports that an association cannot be established because the responder is busy.
Busy bind-error has-ne parameters.

2.3 Unacceptable-dialogue-mode (bind-error)

[Unacceptabletdialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the associ
acceptablesto the responder (see clause 12 of ITU-T Rec. X.419 | ISO/IEC 10021-6).

[Unaceeptable-dialogue-mode bind-error has no parameters.

- the

htion

12.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

12.1.2.5 Inadequate-association-confidentiality

The Inadequate-association-confidentiality bind-error reports that an association cannot be established because the
underlying connection does not provide the necessary confidentiality.
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Transfer Port

clause defines the abstract-operations and abstract-errors which occur at a transfer-port.

1  Abstract-operations

clause defines the following transfer-port abstract-operations:
a) Message-transfer
b) Probe-transfer
¢) Report-transfer.

1.1 Message-transfer
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Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.

1.1.1 Arguments

e 30 lists the arguments of the Message-transfer abstract-operation, and for each argument qualifies its pre
dentifies the clause in which the argument is defined.

1.1.1.1 Message-identifier

argument contains an MTS-identifier that distinguishes the message from all other messages, probes and re
n the MTS. It shall be generated by the originating-MTA of the message, and shall’have the same value a
age-submission-identifier supplied to the originator of the message when the message was submitted, an
age-delivery-identifier supplied to the recipients of the message when the meSsage is delivered.

€nce

ports
S the
] the

n a message is copied for routing to multiple recipients via different MTAs, each copy of the message beais the

age-identifier of the original.

1.1.1.2 Per-domain-bilateral-information

argument contains information intended for MDs which thesmessage will encounter as it is transferred thy
ATS. It may be generated by the originating-MD of the message.

argument may contain zero or more elements, each oftwhich comprises:
the bilateral-information intended for.an MD;

the country-name and, optionally,-the administration-domain-name and, optionally, the pri
domain-identifier of the MD for'which the bilateral-information is intended.

1.1.1.3 Trace-information

argument documents the action$itaken on the message (or probe or report) by each MD through which the me
robe or report) passes as it is transferred through the MTS (see 12.3.1). It shall be generated by each MD thy
h the message (or probe or report) passes.

Table 30 — Message-transfer Arguments

pugh

yate-

sage
pugh

Argument Presence Clause

Relaying Arguments

Message-identifier M 12.2.1.1.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 12.2.1.1.1.3

Internal-trace-information C 12.2.1.1.1.4

DL-expansion-history C 83.1.1.1.7
Originator Argument

Originator-name M 8.2.1.1.1.1

ITU-T Rec. X.411 (06/1999)

107


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

Table 30 — Message-transfer Arguments

Argument Presence Clause
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibility M 12.2.1.1.1.6
DL-expansion-prohibited C 8.2.1.1.1.6
Disclosure-of-other-recipients C 8.2.1.1.1.7
DL-exempted-recipients o 8.2.1.1.1.40
Redirection Arguments
Alternate-recipient-allowed C 8.2.1.1.1.3
Recipient-reassignment-prohibited C 8.2.1.1.14
Originator-requested-alternate-recipient C 8.2.1.1.1.5
Redirection-history C 83.1.1(IxS
Priority Argument
Priority C 8.271.1.1.8
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Explicit-conversion C 12.2.1.1.1.9
Delivery Time Arguments
Deferred-delivery-time C 12.2.1.1.1.7
Latest-delivery-time C 82.1.1.1.13
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited C 8.2.1.1.1.15
Physical-forwarding-address-request C 8.2.1.1.1.16
Physical-delivery-modes C 8.2.1.1.1.17
Registered-mail-type C 8.2.1.1.1.18
Recipient-number-for-advice C 8.2.1.1.1.19
Physical-rendition-attributes C 8.2.1.1.1.20
Originator-rétugn-address C 8.2.1.1.1.21
Delivery Report Réquest Arguments
Originater-report-request M 8.2.1.1.1.22
Qriginating-MTA-report-request M 12.2.1.1.1.8
Content-return-request C 8.2.1.1.1.23
Physical-delivery-report-request C 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Multiple-originator-certificates O 8.2.1.1.1.41
Recipient-certificate o 8.2.1.1.1.42
Certificate-selectors o 8.2.1.1.1.43
Certificate-selectors-override (6] 8.2.1.1.1.44
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Table 30 — Message-transfer Arguments

Argument Presence Clause
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type o 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39

12.2{1.1.1.4 Internal-trace-information

This|argument documents the actions taken on the message (or probe or report) by each MTA, through which the
mesgage (or probe or report) passes as it is transferred within an MD (see 12.3.1). It shall begenerated by each MTA
throygh which the message (or probe or report) passes within an MD.

As almatter of local policy, an MTA may (but is not required to) remove internal-trac¢ezinformation relating to pther
MDq{ when performing delivery, or when transferring to another MD, or on receiving{from another MD.

12.2{1.1.1.5 Originally-specified-recipient-number

This| argument shall be generated by the originating-MTA of the message. A different value of this argumdnt is
speclfied for each originally-specified-recipient of the message.

The |originally-specified-recipient-number is an integer value in-the range that begins with one and ends with the
number of originally-specified-recipients.

Therg is a one-to-one relationship between a particular originally-specified-recipient-number value and a particular
recipient-name at the time of message-submission; it should not be assumed that this is a singular relationship 4t the
time| of message-delivery. That is, an originally-specified-recipient-number value can be used to distinguigh an
originally specified recipient-name, but not an actual recipient that will receive the message.

12.2{1.1.1.6  Responsibility

This|argument indicates whether the receiving-MTA shall have the responsibility to either deliver the message{ to a
reciffient or to transfer it to anothernn MTA for subsequent delivery to the recipient. It shall be generated by the
sendjng-MTA. A different value of-this*argument may be specified for each recipient of the message.

This|argument may have one of the following values: responsible or not-responsible.

12.2{1.1.1.7 Deferred-delivery-time

This|argument is defined-in 8.2.1.1.1.12. It may appear in a message at a transfer-port if there is a bilateral agreejment
that pn MTA other‘than the originating-MTA of the message will defer the delivery of the message. It shall be apsent
once|the request-{or deferral has been honoured.

In the absence of a bilateral agreement, the MTA shall, as a local matter, either:

a) defer delivery of the message, or

by—processthe message as 1f the deferred=detivery-timre was ot presernt; or

c¢) if the deferred delivery time has not yet passed, cause the message to be non-delivered with non-
delivery-reason-code sct to deferred-delivery-not-performed and non-delivery-diagnostic-code set to
no-bilateral-agreement.

12.2.1.1.1.8 Originating-MTA-report-request

This argument indicates the kind of report requested by the originating-MTA. It shall be generated by the
originating-MTA of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values:

non-delivery-report: a report is returned only in case of non-delivery, and it contains only the last-
trace-information;
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report: a report is returned in case of delivery or non-delivery, and it contains only the last-trace-

information;

audited-report: a report is returned in case of delivery or non-delivery, and it contains all of the

trace-information.

originating-MTA-report-request argument shall specify at least the report level specified in

the

originator-report-request argument, where the increasing order of report levels is no-report, non-delivery-report,
report, audited-report.

12.2.1.1.1.9  Explicit-conversion

This argument is defined in 8.2.1.1.1.11. Once the specified explicit conversion has been performed, the argument shall
be removed.
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1.1.2 Results

Message-transfer abstract-operation does not return a result.

1.1.3 Abstract-errors

e are no abstract-errors that may disrupt the Message-transfer abstract-operation.

1.2 Probe-transfer

Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA
1.2.1 Arguments

b 31 lists the arguments of the Probe-transfer abstract-operation, and for ‘each argument qualifies its presency
ifies the clause in which the argument is defined.

1.2.1.1 Probe-identifier

argument contains an MTS-identifier that distinguishes thesprobe from all other messages, probes and re
n the MTS. It shall be generated by the originating-MFA’ of the probe, and shall have the same value a
e-submission-identifier supplied to the originator of the'probe when the probe was submitted.

1.2.2 Results

Probe-transfer abstract-operation does not rettit’a result.

1.2.3 Abstract-errors

e are no abstract-errors that may distupt the Probe-transfer abstract-operation.

1.3 Report-transfer

Report-transfer abstract-eperation enables an MTA to transfer a report to another MTA.

Table 31 — Probe-transfer Arguments

and

ports
5 the
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Argument Presence Clause

Relaying Arguments

Probe-identifier M 12.2.1.2.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 12.2.1.1.1.3

Internal-trace-information C 12.2.1.1.1.4
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1.1.1.2

Originally-specified-recipient-number M 12.2.1.1.1.5

Responsibility M 12.2.1.1.1.6

DL-expansion-prohibited C 8.2.1.1.1.6
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Table 31 — Probe-transfer Arguments

Argument Presence Clause
Redirection Arguments
Alternate-recipient-allowed C 8.2.1.1.1.3
Recipient-reassignment-prohibited C 8.2.1.1.14
Originator-requested-alternate-recipient C 8.2.1.1.1.5
Redirection-history C 8.3.1.1.1.5
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Explicit-conversion C 8.2.1.1.1.11
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Argument
Physical-rendition-attributes C 8.21.1.I1"20
Report Request Arguments
Originator-report-request M 8:2.1.1.1.22
Originating-MTA-report-request M 12.2.1.1.1.8
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Probe-origin-authentication-check C 8.2.1.2.1.1
Message-security-label C 8.2.1.1.1.30
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content-length C 8.2.1.2.1.2
Notification-type C 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39
12.21.3.1 Arguments
Tablg 32 lists the arguments of the Report-transfer abstract-operation, and for each argument qualifies its presenc¢ and
idenfifies the clause in which the argument is defined.
Table 32 — Report-transfer Arguments
Argument Presence Clause
Relaying Arguments
Report-identifier M 12.2.1.3.1.1
Trace-information M 12.2.1.1.1.3
Internal-trace-information C 12.2.1.1.1.4
Redirection-history C 8.3.1.2.1.5
Report Origination Argument
Reporting-MTA-name C 8.3.1.2.1.17
Report Destination Argument
Report-destination-name M 12.2.1.3.1.2
Report Request Argument
Originator-report-request M 8.2.1.1.1.22
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Table 32 — Report-transfer Arguments

Argument Presence Clause

Subject Trace Arguments

Subject-identifier M 12.2.1.3.1.3

Originally-specified-recipient-number M 12.2.1.1.1.5

Subject-intermediate-trace-information C 12.2.1.3.1.4

Arrival-time M 12.2.1.3.1.5

Originator-and-DL-expansion-history C 8.3.1.2.1.3

Reporting-DL-name C 8.3.1.2.14
Conversion Argument

Converted-encoded-information-types C 8.3.1.2.1.6
Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1'7

Physical-forwarding-address C 8.3.1.2.¥8

Subject Redirection Arguments

Actual-recipient-name M 873.1.2.1.2

Originally-intended-recipient-name C 8.3.1.1.14

Redirection-history C 83.1.1.1.5
Content Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier € 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16
Delivery Arguments

Message-delivery-time C 8.3.1.2.1.9

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnosti¢-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-erigin-authentication-check C 8.3.1.2.1.14

Message-security-label C 8.2.1.1.1.30
Additional"Information Argument

Additional-information C 12.2.1.3.1.6

12.2{1,3' 11" Report-identifier

This argument comains an v T S-idemtifier that distinguishes the Teport (1o ail other MeSSages, proves and 1e
within the MTS. It shall be generated by the originating-MTA of the report.

12.2.1.3.1.2 Report-destination-name

orts

This argument contains the OR-name of the immediate destination of the report. It shall be generated by the
originating-MTA of the report, and subsequently modified by the DL expansion-points if any DLs had been expanded

to add recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if the subject does
not have a DL-expansion-history, or to the last OR-name in the DL-expansion-history if this is present in the subject.
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A DL expansion-point may replace its own OR-name in this argument by the OR-name which immediately precedes
its own OR-name in the report’s originator-and-DL-expansion-history, or some other OR-name according to the
reporting-policy of the DL.

12.2.1.3.1.3 Subject-identifier

This argument contains the message-identifier (or probe-identifier) of the subject (an MTS-identifier). It shall be
generated by the originating-MTA of the subject.

12.2.1.3.1.4 Subject-intermediate-trace-information

This argument contains the trace-information present in the subject when it was transferred into the reporting-MD. It
shall be present if, and only if, an audit-and-confirmed report was requested by the originating-MTA of the subject. It

may be_gmqfnrl hy the vnpnrh'ng MTA-

Note — The inclusion in the subject-intermediate-trace-information of the internal-trace-information present in the Sgibject
when it was transferred to the reporting-MTA may be the subject of future standardisation.

12.2{1.3.1.5 Arrival-time

This|argument contains the Time at which the subject entered the MD making the report. It shall‘be generated by the
originating-MD of the report. A different value of this argument may be specified for each recipient of the subjgct to
whidh the report relates.

12.2]1.3.1.6 Additional-information

The ppecification of the contents of this argument is by bilateral agreement between-MDs.

12.2{1.3.2 Results

The Report-transfer abstract-operation does not return a result.

12.2{1.3.3 Abstract-errors

Therg are no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2]2  Abstract-errors

The fransfer-port has no abstract-errors.

12.3 Common Parameter Types

This|clause defines a number of common parameter types of the MTA Abstract Service.

12.3]1 Trace-information and intérnal-trace-information

Trage-information documents the.actions taken on a message, probe or report by each MD through which it passes as
it is fransferred through the MTS:

Internal-trace-information_documents the actions taken on a message, probe or report by each MTA through whjch it
pass¢s as it is transferred through an MD. Internal-trace-information may be removed from a message, probe or
repoft before it is transferred out of an MD. An MD may (but is not required to) remove internal-trace-information
relat{ng to other MDs.

Trage-information (or internal-trace-information) comprises a sequence of trace-information-elementy (or
internal- trace-information elements) The first trace-information-element (or internal—trace—information element)
is th
eleme atic : X : b e :
message, probe or report and SO on. Each MD (or MTA) adds its trace-mformatlon element (or 1nternal trace-
information-element) to the end of the existing sequence. Trace-information is added by the first MTA encountered
by the message, probe or report in each MD that it passes through and, if necessary, modified by subsequent MTAs in
that MD.

Each trace-information-element includes the global-domain-identifier of the MD supplying the trace-information-
element.

Each internal-trace-information-element includes the MTA-name of the MTA supplying the internal-trace-
information-element and the global-domain-identifier of the MD to which the MTA belongs.
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Each trace-information-element (or internal-trace-information-element) includes the arrival-time at which the
message, probe or report entered the MD (or MTA). In the case of the originating-MD (or -MTA) of the message, probe
or report, the arrival-time is the time of message-submission, probe-submission or report generation, respectively.

Each trace-information-element (or internal-trace-information-element) specifies the routing-action the MD
(or MTA) supplying the trace-information-element (or internal-trace-information-element) took with respect to the
message, probe or report. Relayed is the normal routing-action of transferring the message, probe or report to
another MD (or MTA). Rerouted indicates that an attempt had previously been made to route the message, probe or
report to an attempted-domain (or attempted-MTA); the global-domain-identifier of the attempted-domain is
included in the trace-information-element; if the rerouting attempt was to another MTA within the same MD, then the
MTA-name of the attempted-MTA is included in the internal-trace-information-element; if the rerouting attempt
was to another MD, then the global-domain-identifier of the attempted-domain is included in the internal-trace-
info ion-element instead of an MTA-name

Eaclf trace-information-element (or internal-trace-information-element) also specifies any additional—actionL the
MD [or MTA) supplying the trace-information-element (or internal-trace-information-element) took with resp¢ct to
the fnessage, probe or report. Indications of any such additional-actions which appear in the inteérnal-tyace-
information-elements during a traversal of an MD shall also be reflected in the corresponding traeé-informagion-
element(s) for the traversal of the MD.

If dpferred-delivery caused the MD (or MTA) supplying the trace-information-element (or internal-tyace-
infofmation-element) to hold the message for a period of time, the deferred-time when it started to procesf the
mesgage for delivery or transfer is also included in the trace-information-element (ot/internal-trace-informagion-
elemjent). This parameter is not present in trace-information-elements (or internal-trace-information-elementf) on
probps and reports.

If the MD (or MTA) supplying the trace-information-element (or internal-trace-information-element) subjects a
age to conversion, the converted-encoded-information-types following the conversion is also included ih the
-information-element (or internal-trace-information-element). For)a probe, an MD (or MTA) that would |have
convierted the subject-message indicates the encoded-information-types the subject-message would contain |after
rsion in its trace-information-element (or internal-trace-information-element). This parameter is not prgsent
ce-information (or internal-trace-information) on reports.

If th¢ MD (or MTA) redirects a message, a probe or a report‘(for any, but not necessarily all, of a message’s or prpbe’s
recijients), redirected is indicated in the trace-information-element (or internal-trace-information-element).

If the MD (or MTA) expands a DL of a message, ‘dl-operation is indicated in the trace-information-elemenft (or
integnal-trace-information-element). If the MD*(or MTA) is a DL expansion-point and replaces its own OR-narpe in
the geport-destination-name of a report with~another OR-name (see 12.2.1.3.1.2), dl-operation is indicated ih the
trac¢-information-element (or internal-trace-information-element) of the report. This parameter is not presgnt in
trac¢-information (or internal-trace-information) on probes.

Loop detection and suppression is-dene by an MD (or MTA) when it receives a message, probe or report [from
another MD (or MTA). Messages,\probes and reports may legitimately re-enter an MD (or MTA) for several reasons
(rerguted, etc) and consequently-d message, probe or report may have several disjoint trace-information-elements (or
integnal-trace-information-elements) from the same MD (or MTA). Each time a message, probe or repdrt is
trangferred through an MD.(or MTA) the generation of trace-information-elements (or internal-trace-informagion-
elements) is performed-as follows:

i)  one.trace-information-element (or internal-trace-information-element) is added, marked as relayed;

ii) ~Jf a rerouting attempt is to occur, then the trace-information-element (or internal-trace-informagion-
element) added in i) is modified to rerouted (and the number of trace-information-elementf (or
internal-trace-information-elements) added by the MD (or MTA) for this traversal of the MID (or
MTA) remains at one);

iii) if subsequent attempts to reroute occur, then a new trace-information-element (or internal-trace-
information-element) is added (marked as rerouted) to reflect each new rerouting attempt.

Several rerouting attempts to the same MD (or MTA) may occur.

Each trace-information-element (or internal-trace-information-element) added by an MD (or MTA) may contain
indications of additional-actions performed by the MD (or MTA) on the message or probe (i.c., deferred-time (not
present in trace-information (or internal-trace-information) on probes), converted-encoded-information-types, and
either redirected or dl-operation). To indicate the order in which redirection and DL expansion have occurred,
redirected and dl-operation indications shall not both appear in a single trace-information-element (or internal-
trace-information-element).
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Message Transfer Agent Abstract Syntax Definition

The abstract-syntax of the MTA Abstract Service is defined in Figure 4.

The abstract-syntax of the MTA Abstract Service is defined using the abstract syntax notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The abstract-syntax definition of the MTA Abstract Service has the following major parts:

N
c

Each
and
criti

OTE — The module implies a number of changes to the P1 protocol defiiecdvin CCITT Recommendation X.411 (1984).
hanges are highlighted by means of underlining.

extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality for submission, tral
Helivery. The criticality mechanism is described in 9.2;@ud the procedures related to extension-fields and
bality indications are further defined in clause 14.

Prologue: declarations of the exports from, and imports to, the MTA Abstract Service module (Figure 4

Part 1).

MTA-bind and MTA-unbind: definitions of the MTA-bind and MTA-unbind used to establish and, r¢]
associations between MTAs (Figure 4 Part 2).

Transfer Port: definitions of the transfer-port abstract-operations: Message-transfer, Probe-transfer]
Report-transfer (Figure 4 Part 3).

Message Transfer Envelope: definition of the message-transfer-envelope (Figure 4 Part.3 to’4).
Probe Transfer Envelope: definition of the probe-transfer-envelope (Figure 4 Part 4).

Report Transfer Envelope & Content: definitions of the report-transfer-envelgpc-and report-transfer-coj
(Figure 4 Part 5).

Envelope & Report Content Fields: definitions of envelope and report content fields (Figure 4 Parts 5 to 7
Extension Fields: definitions of extension-fields (Figure 4 Part 7).

Common Parameters Types: definitions of common parameter types (Figure 4 Parts 7 to 8).

lease

and

htent

[hese

nsfer
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MTAAbst

ractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mta-abstract-service(2)
version-1999(1) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

Prologue

Exports everything

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT
FROM Remote-Operations-Information-Objects {joint-iso-itu-t remotexoperation
informationObjects (5) versionl(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-ituft“remote-operations
useful-definitions(7) versionl(0) }

-- MTS Abstract Service Parameters

ABSTRACT-ERROR, ABSTRACT-OPERATION, administration, AdministrationDomainName,
certificate-selectors, certificate-selectors-override, Content, ContentIdentifier,
ContentLength, ContentType, content-confidentialitysalgorithm-identifier,
content-correlator, content-integrity-check, convérsion-with-loss-prohibited,
ConvertedEncodedInformationTypes, CountryName, DéferredDeliveryTime, delivery,
dl-exempted-recipients, dl-expansion-history,®dl-expansion-prohibited,
ExplicitConversion, EXTENSION, ExtensionField { }, GlobalDomainIdentifier,
InitiatorCredentials, latest-delivery-time| “message-origin-authentication-check,
message-security-label, message-token, MHS*OBJECT, MTAName, MTSIdentifier,
multiple-originator-certificates, ORAddwressAndOptionalDirectoryName,
OriginalEncodedInformationTypes, originator-and-DL-expansion-history,
originator-certificate, originator-return-address, PerMessagelIndicators,
physical-delivery-modes, physicaksdelivery-report-request, physical-forwarding-addrd
physical-forwarding-address-reqliest, physical-forwarding-prohibited,
physical-rendition-attributesf PORT, Priority, PrivateDomainIdentifier,
PrivateExtensions, probe-origin-authentication-check, proof-of-delivery,
proof-of-delivery-request, ‘recipient-certificate, recipient-number-for-advice,
recipient-reassignment-prohibited, redirection-history, registered-mail-type,
reporting-DL-name, reporting-MTA-certificate, reporting-MTA-name, ReportType,
report-origin-authentication-check, requested-delivery-method, ResponderCredentials
SecurityContext, submission, SupplementaryInformation, Time

FROM MTSAbgtractService { joint-iso-itu-t mhs(6) mts(3) modules (0)

mts-abstract-service (1) version-1999(1) }

-- IPM Information Objects

IPMPexRecipientEnvelopeExtensions

FROM IPMSInformationObjects { joint-iso-itu-t mhs(6) ipms (1) modules (0)
information-objects (2) version-1999(1) }
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-- Object Identifiers

id-cp-mta-connect, id-ct-mta-transfer, id-ot-mta, id-pt-transfer

FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules (0)
object-identifiers(0) version-1999(1) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 1 of 8)

ITU-T Rec. X.411 (06/1999)

S

ss,


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

mta

ISO/IEC 10021-4:2003 (E)

-- Upper Bounds

ub-bit-options, ub-integer-options, ub-recipients, ub-transfers

FROM MTSUpperBounds { joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3)
version-1999(1) };

Objects

MHS-OBJECT ::= {
BOTH { mta-transfer }
ID id-ot-mta }

Contracts

mta-

mta

mta-

mta-

MTAH

MTAH

mta-

transfer CONTRACT ::= {
CONNECTION mta-connect
OPERATIONS OF { transfer }
D id-ct-mta-transfer }

Connection package

connect CONNECTION-PACKAGE ::= {
BIND mta-bind
UNBIND mta-unbind
ID id-cp-mta-connect }

Ports

sfer PORT ::= {
OPERATIONS { message-transfer | probe-transfer | report-transfer }
D id-pt-transfer }

MTA-bind and MTA-unbind

bind ABSTRACT-OPERATION ::= {
ARGUMENT MTABindArgument
RESULT MTABindResult
ERRORS { mta-bind-error } }

unbind ABSTRACT-OPERATION ::= emptyUnbind

indArgument ::= CHOICE ({
unauthenticated NULL, =~'if no authentication is required
authenticated [1] SET { -- if authentication is required
initiator-name [0] MTAName,
initiator-credentials [1] InitiatorCredentials (WITH COMPONENTS { ... ,
protected ABSENT } ),
security-context [2] SecurityContext OPTIONAL } }

indResult ::= CHQTICE {
unauthenticated NULL, -- if no authentication is required
authenticafed” [1] SET { -- if authentication is required
respoénder-name [0] MTAName,
responder-credentials [1] ResponderCredentials (WITH COMPONENTS { ... ,
protected ABSENT } ) } }

bind-érror ABSTRACT-ERROR ::= {
PARAMETER INTEGER {
busy (0),

authentication-error (2),

unacceptable-dialogue-mode (3),

unacceptable-security-context (4),
inadequate-association-confidentiality (5) } (0..ub-integer-options) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 2 of 8)

ITU-T Rec. X.411 (06/1999)

117


https://standardsiso.com/api/?name=e70c0baaa8edbc5361195753d52c975f

ISO/TEC 10021-4:2003 (E)

Transfer Port

message-transfer ABSTRACT-OPERATION ::= {

ARGUMENT Message }

probe-transfer ABSTRACT-OPERATION ::= {

ARGUMENT Probe }

report-transfer ABSTRACT-OPERATION ::=

ARGUMENT Report }

Message ::= SEQUENCE {

envelope MessageTransferEnvelope,
content Content }

Proj

Repd

Mesd

PerM

Mesd

e ::= ProbeTransferEnvelope

rt ::= SEQUENCE ({
envelope ReportTransferEnvelope,
content ReportTransferContent }

Message Transfer Envelope

ageTransferEnvelope ::= SET
COMPONENTS OF PerMessageTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OFE
PerRecipientMessageTransferFields }

essageTransferFields ::= SET {

message-identifier MessageIdentifier,

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,

content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

priority Priority DEFAULT normal,

per-message-indicators PerMessageIndicatorg(DEFAULT { },

deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

per-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF
PerDomainBilateralInformation, @PTIONAL,

trace-information TraceInformation,

extensions [3] SET OF ExtensionField {{ MessageTransferExtensions }} DEFAULT { } }

ageTransferExtensions EXTENSION, y==~ {
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
recipient-reassignment-prohibited |
dl-expansion-prohibited.]
conversion-with-losséprohibited |
latest-delivery-tire 7
originator-return<address |
originator-certifilcate |
content-confidentiality-algorithm-identifier |
message-oridin~authentication-check |
message-security-label |
content -Corfelator |
dl-exempted-recipients |
certificate-selectors |
mulktdple-originator-certificates |
dlrexpansion-history |
internal-trace-information |
PrivateExtensions, ... }

PerRecipientMessageTransferFields ::= SET

118

recipient-name RecipientName,

originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL,

extensions [3] SET OF ExtensionField {{ PerRecipientMessageTransferExtensions }}

DEFAULT { } }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 3 of 8)
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PerRecipientMessageTransferExtensions EXTENSION ::=
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
originator-requested-alternate-recipient |
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |

registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |

content-integrity-check |
proof-of-delivery-request |
certificate-gelectors-override |
recipient-certificate |

redirection-history |
IPMPerRecipientEnvelopeExtensions |
PrivateExtensions,

-- Probe Transfer Envelope

ProleTransferEnvelope ::= SET {
COMPONENTS OF PerProbeTransferFields,

per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF
PerHecipientProbeTransferFields}

PerHrobeTransferFields ::= SET ({

probe-identifier Probeldentifier,

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,

content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

content-length [0] ContentLength OPTIONAL,

per-message-indicators PerMessageIndicators DEFAULT { },

per-domain-bilateral-information [1] SEQUENCEXSIZE (1..ub-transfers) OF
PerDomainBilateralInformation OPTIONAL,

trace-information TraceInformation,

extensions [3] SET OF ExtensionField {{_ProbeTransferExtensions }} DEFAULT { } }

ProfeTransferExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension tipe :
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
originator-certificate |
message-security-label_|
content-correlator |
probe-origin-authenptieation-check |
internal-trace-information |
PrivateExtensiods,) ... }

PerRecipientProbeTranisferFields ::= SET ({

recipient-“name RecipientName,

originalily~specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL,

extensions [3] SET OF ExtensionField {{ PerRecipientProbeTransferExtensions }}

DEFAULT { }|}

PerRecipientProbeTransferExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type:
originator-requested-alternate-recipient |
requested-delivery-method |
physical-rendition-attributes |
redirection-history |
PrivateExtensions,

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 4 of 8)
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Report Transfer Envelope

ReportTransferEnvelope ::= SET ({

report-identifier ReportIdentifier,

report-destination-name ReportDestinationName,

trace-information TraceInformation,

extensions [1] SET OF ExtensionField {{ ReportTransferEnvelopeExtensions }}

DEFAULT { } }

ReportTransferEnvelopeExtensions EXTENSION ::=

-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :

message-security-label |

redirection-history |

originator-and-DL-expansion-history |

Repd

PerH

Repd

PerH

PerH

reporting-DL-name |
reporting-MTA-certificate |
report-origin-authentication-check |
internal-trace-information |
reporting-MTA-name |
PrivateExtensions,

Report Transfer Content

rtTransferContent ::= SET {
COMPONENTS OF PerReportTransferFields,
per-recipient-fields [0] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientReportTransferFields}

eportTransferFields ::= SET
subject-identifier SubjectIdentifier,
subject-intermediate-trace-information SubjectIntermeédiateTraceInformation OPTIONAL
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType OPTIONAL,
content-identifier ContentIdentifier OPTIONAL,
returned-content [1] Content OPTIONAL,
additional-information [2] AdditionalInformation OPTIONAL,
extensions [3] SET OF ExtensionField {{ R&portTransferContentExtensions }}

DEFAULT { }|}

rtTransferContentExtensions EXTENSION ;%=
-- May contain the following extensions, private extensions, and future standardised extensions,
-- at most one instance of each extension type :
content-correlator |
PrivateExtensions,

ecipientReportTransferFields’ ;:= SET {
actual-recipient-name «f0M ActualRecipientName,
originally-specifiedérecipient-number [1] OriginallySpecifiedRecipientNumber,
per-recipient-indidators [2] PerRecipientIndicators,
last-trace-information [3] LastTraceInformation,
originally-intended-recipient-name [4] OriginallyIntendedRecipientName OPTIONAL,
supplementarysinformation [5] SupplementaryInformation OPTIONAL,
extensions [6}“SET OF ExtensionField {{ PerRecipientReportTransferExtensions }}

DEFAULT { }|}

ecipientReportTransferExtensions EXTENSION ::= {
-- May.contain the following extensions, private extensions, and future standardised extensions,
-- dtmost one instance of each extension type :
redirection-history |
physical-forwarding-address |
recipient-certificate |

proof-of-delivery |
PrivateExtensions,

Envelope & Report Content Fields

MessageIdentifier ::= MTSIdentifier

OriginatorName ::= ORAddressAndOptionalDirectoryName

120

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part S of 8)
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PerDomainBilateralInformation ::= SEQUENCE {

COMPONENTS OF BILATERAL.&id,
bilateral-information BILATERAL.&Type }

BILATERAL ::= CLASS (

&id BilateralDomain UNIQUE,
&Type }

WITH SYNTAX { &Type, IDENTIFIED BY &id }

BilateralDomain ::= SEQUENCE {

country-name CountryName,
domain CHOICE
administration-domain-name AdministrationDomainName,
private-domain SEQUENCE {
administration-domain-name [0] AdministrationDomainName,

Reci
Orid

PerH

Projq
Repd
Repd
Subj
Mess

Subj

ADD]]

private-domain-identifier [1] PrivateDomainlIdentirier ; ; }

pientName ::= ORAddressAndOptionalDirectoryName

inallySpecifiedRecipientNumber ::= INTEGER (1..ub-recipients)

ecipientIndicators ::= BIT STRING (
respon81b111ty (O)
-- responsible 'one’, not—responszble zero'
originating-MTA-report (1),
orlglnatlng MTA-non-delivery-report (2),
-- either ori matmg MTA -report, or originating- -MTA-non- -delivery-report,
-- or both, iall be 'one':
-- originating-MTA-report bit ‘one’ requests a report
-- originating- MTA -non-delivery-report bit 'one' requests a 'non-delivery-report’;
-- both bits 'one requests an 'audited-report’;
-- bits 0 - 2 'don't care' for Report Transfer Content
originator-report (3),
originator-non-delivery-report (4),
-- at most one bit shall be ’one’.'
-- originator-report bit 'one requests a report
-- ori lnator—non delivery- -report bit 'one' requests a 'non-delivery-report';
-- both bits 'zero' requests 'no-report’'
reserved-5 (5),
reserved-6 (6),
reserved-7 (7)
-- reserved- bits 5 - 7 shall be zero'-- } (SIZE (8..ub-bit-options))

eldentifier ::= MTSIdentifier

rtIdentifier ::= MTSIdentifier

rtDestinationName ::= ORAddressAndOptionalDirectoryName
ectIdentifier ::= MessageOrProbeldentifier
ageOrProbelIdentifier” ::= MTSIdentifier

ectIntermediateltraceInformation ::= TraceInformation

AdditionglInformation is retained for backwards compatibility only,
and ise/in new systems is strongly deprecated

TIONAL ::= CLASS { &Type }

AdditionalInformation ::= ADDITIONAL.&Type -- maximum ub-additional-info octets including all encoding

ActualRecipientName ::= ORAddressAndOptionalDirectoryName

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 6 of 8)
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LastTraceInformation ::= SET {
arrival-time [0] ArrivalTime,
converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
report-type [1] ReportType }

OriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName

- Extension Fields

originator-requested-alternate-recipient EXTENSION ::=
OriginatorRequestedAlternateRecipient,
IDENTIFIED BY standard-extension:2 }

OridimatoOrReqUESTEdAITErNateRecipient = ORAJATESSANJUpTLIonalDirectoryName
trade-information EXTENSION ::= {
TraceInformation,

IDENTIFIED BY standard-extension:37 }

intdqrnal-trace-information EXTENSION ::=
InternalTraceInformation,
IDENTIFIED BY standard-extension:38 }

IntdrnalTraceInformation ::= SEQUENCE SIZE (1..ub-transfers) OF
IntqrnalTraceInformationElement

IntdrnalTraceInformationElement ::= SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,
mta-name MTAName,

mta-supplied-information MTASuppliedInformation }

MTAduppliedInformation ::= SET (
arrival-time [0] ArrivalTime,
routing-action [2] RoutingAction,
attempted CHOICE ({
mta MTAName,
domain GlobalDomainIdentifier } OPTIONAL,
-- additional-actions -- COMPONENTS OF InterfialAdditionalActions }

IntqrnalAdditionalActions ::= AdditionalAetions

-- Common Parameter Types

TradqeInformation ::= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF
TradeInformationElement

TradeInformationElement, - : =" SEQUENCE {
global-domain-identifier GlobalDomainIdentifier,
domain-supplied-information DomainSuppliedInformation }

DomdinSuppliedInfeormation ::= SET

arrival-t&ime [0] ArrivalTime,

routing¥dction [2] RoutingAction,

attempted-domain GlobalDomainIdentifier OPTIONAL,

-- ddditional-actions -- COMPONENTS OF AdditionalActions }

AdditfenalActions ::= SET {

deferrad F‘;m [‘I} DafaerradTim ORTTONAT 7

converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
other-actions [3] OtherActions DEFAULT { } }

RoutingAction = ENUMERATED {
relayed (0),
rerouted (1) }

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 7 of 8)
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DeferredTime ::= Time
ArrivalTime ::= Time
OtherActions ::= BIT STRING (

END

redirected (0),
dl-operation (1) } (SIZE (0..ub-bit-options))

-- of MTA Abstract Service

Figure 4 — Abstract Syntax Definition of the MTA Abstract Service (Part 8 of 8)
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'TION FOUR — PROCEDURES FOR DISTRIBUTED OPERATION OF THE MTS

Procedures for Distributed Operation of the MTS

clause specifies the procedures for distributed operation of the MTS, which are performed by MTAs. Each ]
idually performs the procedures described below; the collective action of all MTAs provides the MTS Ab
ce to the users of the MTS.

bugh the procedures include most of the important actions required of an-MTA, considerable detail has
ed for clarity of exposition and to avoid unnecessary redundancy. Thelabstract-service definitions shou
ilted for a definitive treatment of MTA actions.

Overview of the MTA Model

1  Organization and Modelling Technique

description of procedures for a single MTA is based omnvthe model shown in Figures 5 through 11 and desc
v. It should be noted that the model is included for descriptive purposes only and is not intended to constrain i
the implementation of an MTA.

1 MTA.

model distinguishes between modules\and procedures. Modules, in the sense used here, are autonomous proce
es which can be invoked by other, medules or by events external to the MTA, and which can in turn invoke
hles or generate external events=Modules are not bound together by an explicitly described control structure;
ontrol structure among modules“arises from their pattern of cross invocations. Modules correspond to objects 1
b of object-oriented programming.

edures are used herevn-the conventional programming sense. Procedures are task or function oriented. Proce
all other procedures,/subroutine fashion, with control returning to the calling procedure when the called procg
ompleted. Such calls can be nested to arbitrary depth, and a procedure can call itself recursively. Procedure
d together byrexplicitly defined control structures built from procedure calls and such conventional program
es as iterdtion and conditional execution.

e model procedures exist within modules. Each module contains at least one procedure and can contain sever
Wtter, Case, the procedures and governing control structure are described explicitly. In the former case the exis
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Using these modelling techniques, an MTA application process can be refined as follows: for each abstract-operation
(whether consumer or supplier) that can exist between an MTA and the MTS-users it serves, or between an MTA and
the other MTAs with which it cooperates there is a single module called an external module. The set of external
modules is responsible for the input and output of messages, probes, and reports into and out of the MTA and for the
support of such operations as MTS-bind, MTS-unbind, Register, Submission-control and Delivery-control. The external
modules are shown in Figure 5 and described in clauses 14.5 through 14.10, grouped by port.

In order to perform the various abstract-operations for which it is responsible, an MTA must perform certain processing
operations on each message, probe, or report that enters, or originates within it. In the model these are the province of
internal modules, shown in Figure 6 and described in clauses 14.2 through 14.4.
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The external and internal modules relate to one another as follows: an external module communicates only with an
internal module, and not with another external module or directly with a procedure within an internal module. Thus, the
internal modules not only support the bulk of processing within an MTA, but also serve as links between its external
modules. In addition to the internal modules Figure 6 also shows the external modules with which they communicate.

The MTA is event driven in that it remains quiescent until an event is detected on one of its ports. Many events, such as
the invocation of a MTS-bind, Submission-control, Delivery-control or Register abstract-operation by an MTS-user or
another MTA, are dealt with directly and completely by the module assigned to that abstract-operation. However other
events trigger processing that can reverberate through the MTA, endure over time and ultimately trigger one or more
output events. It is these events that engage the internal processing modules. They are:

a) A message or probe originated by a locally supported MTS-user enters via the submission-port.

b) A message, probe or report relayed from another MTA enters via the transfer-port.

/ MTA \
Access Association Control Transfer Association Control
™N
»| UA Bind | | Bind-In fe
O\™
»| UA Unbind | | Unbind-In le
[ @
< { MTA Bind | | Bind-Ouf | >
~\ Y
< { MTA Unbind | | Unbintd-Out | >
A4
Submission Port Delivery Port
N\ )
=|| Submit | Message Delivery I >
ANY
=|| Probe | ‘q Report Delivery I >
N Z . L
» Cancel | | Delivery Control <
< I Submission Control | )
Transfer Port Administration Port
AN
=|| Message-In | | Register ||:
=|| Probe<ln | | Change-UA-Credentials ||=
[ @
=|| Report-In | | Change-MTA-Credentials I >
n .
< I Message-Out |
~N\"
< I Probe-Out |
DV
< JI Report-Out |
\ -
X.411_F05

Figure 5 — Ports and modules of an MTA

Because the processing within an MTA can become rather complex, especially for messages with multiple recipients,
the model assumes, as an internal bookkeeping device, that each message carries with it a set of instructions, one for the
message as a whole, and one for each recipient. These instructions help guide a message through the processing steps
and convey information between the modules and procedures internal to the MTA.
NOTE 1 — The procedures described herein focus on the processing of a single message. This is adequate in all but one respect:
the queuing of messages and the relative priority of procedure invocation are driven explicitly by the argument priority in case
of a message which enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the case of a report or a
probe which is generated internally or enters via the transfer-port.
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NOTE 2 — An MTA can specify several default delivery time windows for each message priority [e.g. those values defined in
the F.400 series Recommendations|]. The MTS and therefore each MTA involved should take such values into account during
message processing. For example, the MTA can apply a maximum delivery deadline. If that time period expires prior to delivery,
the MTA generates a non-delivery-report and discards the message. The required actions in this case are identical to the actions
required when latest-delivery-time is reached.

NOTE 3 — The discussion of trace-information is incomplete due to its complex nature. Some important details are highlighted
but the complete and definitive treatment of trace-information appears in 12.3.1.

NOTE 4 — ITU-T Rec. X.412 ISO/IEC 10021-10 specifies some additions to and replacements of some of the procedures in this
Service Definition, which are applicable to MTAs which claim conformance to ITU-T Rec. X.412 ISO/IEC 10021-10.

INPUT EVENTS
— —
M PROBE MESSAGE REPORT
T SUBMIT PROBE
A IN IN IN
A A
DEFERRED
DELIVERY
A
s MAIN N REPORT
MODULE MODULE
_>
PROBE MESSAGE MESSAGE RSN REPORT REPORT
ouT ouT DELIVERY, TEST ouT DELIVERY]
v v v v v
N\ — "
X.411_F06
OUTPUT EVENTS
Figure 6 — Relationship of internal and external modules
14.2 Deferred Delivery Module
This| module> provides the Deferred Delivery element-of-service. It is invoked by the Message-submission| and
Mesgage-in ' modules which pass a message to be checked for deferred delivery request and held if necessary. It inJokes
the Mam' module, passing on the message upon completion of its single internal procedure

14.2.1 Deferred Delivery Procedure
14.2.1.1 Arguments

A message to be checked for deferred delivery request and held if necessary.

14.2.1.2 Results

The message is returned. If deferral occurred, an arrival timestamp accompanies the message.

14.2.1.3 Errors

The message with instructions detailing the problem encountered.
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14.2.1.4 Procedure Description

14.3
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1) The message is checked for presence of the deferred-delivery-time field. If absent the procedure re

turns

the message and terminates. If present the deferred-delivery-time is checked against the current time. If
the deferred-delivery-time has expired, the procedure returns the message with the deferred-delivery-

time field removed and terminates.

2) This step applies only to a message from the Message-in module. The MTA checks for a bilateral
agreement requiring it to provide deferred delivery for this message. If there is such an agreement,

processing continues at step 3. If there is no such agreement, then one of the following is performed:

a) The procedure returns the message without deferring it, and then terminates;

b) The procedure returns the message with an instruction with a non-delivery-reason-code of

deferred-delivery-not-performed and a non-delivery-diagnostic-code of no-bilat
agreement. The procedure then terminates.

3) Depending upon policy, one of the following is performed:

transferred, that those domain(s) or MTA(s) will take responsibility for the deferral request, the
procedure returns the message without deferring it. The procedure then terminates;

b) The current time is noted as the message arrival time, and the message is held until expiration ¢
deferred-delivery-time. The message with the deferred-delivery-time field removed an
arrival timestamp are then returned, and the procedure terminates.

NOTE -1t is necessary to remove the deferred-delivery-time field once deferral is completed so that whg
message is transferred to another domain or MTA there is no danger of non-delivery (see step 2 b) if the clocks a
of synchronization.

Main Module

Main module performs the bulk of processing on messages and ‘probes entering the MTA. Figure 6 show|
onships between the Main module and the modules which it.can invoke or be invoked by. The Main mod
ct to invocation by:

1) the Probe-in module, which passes a probe;
2) the Deferred-delivery module, which passes‘a message;

3) the Probe module, which passes a probe:

e case of an error condition or the need for-a positive delivery report, the Main module can also be invoked by:

4) the Message-out module, which passes a message with per-message instruction indicating the proj
encountered;

5) the Probe-out module; \which passes a probe with per-message instruction indicating the pro
encountered;

6) the Message-delivery module, which passes a message with per-recipient instructions indicatin
problem(s) and/or success(es) encountered;

7) The Probé-delivery-test module, which passes a probe with per-recipient instructions indicatin
problem(s) or success(es) encountered.

8) The Deferred-delivery module, which passes a message with instructions indicating the pro
éncountered.

Maifi module contains procedures which, collectively, support the following functions:

eral-

a) If there is a bilateral agreement with the domain(s) or MTA(s) to which the messdge willl be

n the

f the
| the

n the
e out

5 the
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Trace processing

Loop detection

Routing and re-routing

Recipient redirection

Content conversion

Distribution list expansion

Message replication

Origin authentication of messages and probes
Name resolution.

The procedures that perform these functions are called by a single Control procedure that guides the processing of each
message or probe received by the Main module. Figure 7 shows the organization of the Control and subsidiary
procedures within the Main module; Figure 8 shows the flow of information through these procedures.
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each message or probe received, the Main module calls the Control procedure with that message or probe as

argument. As result, the Control procedure returns one or more replicas of the message or probe with appropriate
instructions attached. Depending on the nature of these instructions the Main module then invokes:

ggZzos

1) the Message-out module, to which it passes each message with a per-message transfer instruction;
2) the Probe-out module, to which it passes each probe with a per-message transfer instruction;

3) the Message-delivery module, to which it passes each message with one or more per-recipient delivery
instructions;

4) the Probe-delivery-test module, to which it passes each probe with one or more per-recipient delivery
instructions;

5) the Report module, to which it passes each message or probe with a per-message instruction and/or one

.. L. " - [T ® ", L
O THOTC PUIT=TCCTPTCITIT I S T O CTIO TS T U at T e TO POTT SCIICT atioUTT

IN FROM PROBE-IN, DEFERRED DELIVERY, PROBE, PROBE-DELIVER-TEST

l

FRONT END

/ FROM
ROBE-OUT
ESSAGE-OUT
ESSAGE ROUTING AND CONVERSION DECISION
ELIVERY

REDIRECTION

SPLITTER
CONVERSION

DISTRIBUTION LIST EXPANSION

DOUBLE ENVELOPER

MESSAGE CONTROL PROCEDURE

DISPATCHER

DOUBLE ENVELOPE EXTRACTOR

ERROR PROCESSING

OUT TO REPORT MODULE

X.411 Fp7

v
OUT TO PROBE-OUT, MESSAGE-OUT, MESSAGE DELIVERY, PROBE-DELIVER-TEST

Figure 7 — Organisation of Procedures within the Main Module
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NOTE — Numbers in this figure refer to the'oumbered steps in the control procedures logic (see 14.3.1.4).

14.3]1

This|procedure dirgets each incoming message or probe through the remaining procedures of the Main module

Figure 8 — Information Flow within the Main Module

Control Procedure

overgll flow ofinformation is shown in Figure 8.

14.3{1.1 « Arguments

One [ofthe following (these arguments correspond to the messages and probes that can be passed to the Main m

X.4

upon invocation):

1) A message or probe without instructions (from the Probe-in or Probe module);

1_F08

The

dule

2) A message without instructions but with optional arrival timestamp (from the Deferred-delivery module);

3) A message or probe with per-message instruction describing a transfer problem (from the Message-out or
Probe-out module);

4) A message or probe with per-recipient instructions describing delivery problems or successes (from the
Message-delivery or Probe-delivery-test module).
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14.3.1.2 Results

1) One or more replicas of the message or probe argument each accompanied by a per-message instruction
indicating transfer;

and/or

2) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating delivery or delivery test;

and/or

3) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating report generation.

14.3]T3— Errors
Nong. Error conditions are accounted for in the results described above.
14.3{1.4 Procedure Description

1) A message or probe without instructions:

The Front-end procedure is first called to perform trace initialisation and several-per-message checks
such as message expiration and routing loop detection.

Upon a return with report instruction indicating a problem with the message, processing continues at
step 11.

On all other returns processing continues below.

2) Routing-and-conversion-decision procedure is called to compute. per-recipient routing and convegsion
instructions. (These are complete instructions that will directthe message or probe through the remajnder
of the procedures.)

If a redirection instruction is indicated (e.g., recipient-assigned-alternate-recipient), procepsing
continues at step 3.
Otherwise, processing continues at step 4 (Dispatclier).
3) Redirection is called. Upon successful returny processing continues at step 2.
In the case of an unsuccessful return, procéssing continues at step 10 (Error-handler).

4) Dispatcher. The Dispatcher acts o the generated instructions and passes control to the first off the

following procedures that is applicable:

—  Splitting (step 5);

—  Conversion (step 6);

—  Distribution-list=<expansion (step 7);

—  Double-enveéloping (step 8);

—  Double-envelope-extraction (step 9);

—  Errat-processing (step 10) in case the decision process encountered a problem, e.g., routing errqr;
- /Bxit'(step 12).

5) Splitter is called for replication as required by the per-recipient instructions generated in Routingtand-
cenversion-decision procedure. For each replica processing continues individually at step 4 (dispatcljer).

6) = Conversion is called for each message or probe needing conversion.
Upon successful return of the message or probe, processing continues at step 4 (Dispatcher).
Upon return with report instruction indicating a conversion error, processing continues at step 10
(Error-handler).

7) The DL-expansion procedure is called.

Upon successful return of a message, processing continues at step 2 so that the recipients resulting

from DL expansion can be properly dealt with.

If a copy of the message with delivery report instructions is returned, in place of or in addition to the

above return, its processing continues at step 11.

A probe returning successfully will have report instructions; processing continues at step 11

(Report-generation).

ITU-T Rec. X.411 (06/1999)
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8)

9)

Upon return of a message or probe with report instruction indicating DL expansion Error-processing
continues at step 10.

The Double-enveloper procedure is called if the routing instruction requires the message to be embedded
within an inner-envelope content-type.

In the case of a successful return the procedure terminates, as the MTA has no further processing to
perform on the original message.

In the case of an unsuccessful return, processing continues at step 10 (Error-handler).

The Double-envelope-extractor procedure is called if the routing instruction is to extract the inner
envelope from the content.

Upon successful return of an extracted message or probe, processing of the extracted message or probe

14.3
This
critid
14.3
A m

14.3
The

14.3
The

14.3

10)

11)

12)

1)

2)

2  Front-end Procedure

2.1 Arguments

pssage or probe and an optional arrival timestamp:

2.2 Results

message, or probe with initialised trac€ information for this MTA.

2.3 Errors

message or probe with report generation instructions detailing the problem encountered.

2.4 Procedure Description

et 1 I £.1 4 £ £ tad s M £ 41 4. tadd
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continues as specified in 14.4.1. In addition in each case, processing of the report instruction$’op the
original message continues at step 11.

Upon an unsuccessful return, processing continues at step 10 (Error-handler).

This is the collection point that processing reaches upon detection that a message-or\probe cannpt be
handled by the main line procedures. The Error-processing procedure is called to(Seek another deljvery
method or a replacement recipient. Upon successful return the Error-processing ‘procedure indicatds the
new recipient in an instruction to the Routing-and-conversion-decisionprocedure (step 2), wWhere
processing continues.

If redirection is not possible, the message or probe is passed to the report,generator (step 11).

The Control procedure terminates at this point and returns a message or probe with report generption
instructions.

When a message or probe reaches this point the Control procedure terminates.

procedure performs trace initialisation, detection of message‘expiration, initial security check, loop detection] and
ality check.

If the meSsage has crossed a domain boundary, a trace-information-element for this domain is added
with relay as action. If an arrival time accompanies the message, then delivery deferral has occurredl and
deferred-time is set to the current time and arrival-time is set to the accompanying timestamp value.
Otlierwise no deferral has occurred and the arrival-time is set to the current time. An internal-trace-
information-element is also added whether or not the message has crossed a domain boundary.

If required by the security policy in force and/or if the message-origin-authentication-che¢k is
incorrect, the procedure returns a report generation instruction. The values of the non-delivery-regson-

130

3)

code and non-delivery-diagnostic-code are set to unable-to-transfer, and secure-messaging-error,
respectively.

If any of the per-message extension fields, or the per-recipient extension fields for recipients for which
responsibility is set to responsible, is marked critical-for-transfer but is not semantically understood
by the MTA, the procedure returns a report generation instruction for those recipients. If report
generation instructions have been generated for some (but not all) recipients for which responsibility has
the value responsible, then an instruction to split the message is returned. The non-delivery-reason-
code is set to unable-to-transfer and the non-delivery-diagnostic-code to unsupported-critical-
function. The procedure then terminates.

NOTE - older implementations may use another value of non-delivery-reason-code which was specified in
earlier editions of this Service Definition.
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4) If the latest-delivery-time has passed, or the system’s maximum transit time has elapsed for the
message’s priority, the procedure returns a report generation instruction. The non-delivery-reason-code
is set to transfer-failure or unable-to-transfer as appropriate and the non-delivery-diagnostic-code is
set to maximum-time-expired. The procedure then terminates.

5) Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is
detected, the procedure returns a report generation instruction. The non-delivery-reason-code is set to
transfer-failure and the non-delivery-diagnostic-code is set to loop-detected. The procedure then
terminates.

6) Depending upon its policy, the MTA may verify that the value of netification-type corresponds to the

content. If the MTA does not verify notlﬁcatlon type or if 1t corresponds to the content, then the

nrocedure te
r

The
14.3

For
and
asso
proc
b

14.3

14.3
The

the content then one of the followmg is performed dependlng upon pohcy:
a) the non-correspondence is ignored and the procedure terminates successfully;

b) if the notification-type is not set to one of the values type-1, type-2, or type-3, notification-ty
set to the correct value and the procedure terminates;

c) if the notification-type is set incorrectly to one of the values type-1, type-2, or type-3

transfer and a non-delivery-diagnostic-code of incorrect-notification-type. The procedure
terminates.

MTA may verify service-message with similar procedures.

3  Routing-and-conversion-decision Procedure

bach of a message or probe’s recipients for which the MTA is respensible, this procedure determines the ro
conversion actions, if any, to be taken by this MTA. The actipns are recorded as per-recipient instrud
iated with the message. The actions are subsequently carried out by other sub-procedures within the inf
bdure, or elsewhere in the MTA.

OTE — this procedure may be called multiple times for any'fparticular message. In such cases, the procedure ig
pr-recipient instructions generated by previous calls to this proéedure which have not yet been acted upon elsewhere.

3.1 Arguments

1) A message or probe with responsibility set to responsible for those recipients of concern to this M'T

3.2 Results

message or probe that formed the procedure’s argument plus new or revised per-recipient instructions indig

nd to

pe is

the

procedure returns a report generation instruction with a non-delivery-reasen-code of unable-to-

then

iting
tions
ernal

nores

A.

pting

whaf routing and possible conversion action should be taken by this MTA.
14.3{3.3 Errors
Nong. Error conditions, if any, are noted in the per-recipient instructions.
14.3{3.4 Procedure Déscription
EacH recipient is cénsidered in turn. If responsibility is set to not-responsible, the recipient is ignored. Otherwisg, the
Roufing-decision aiid Conversion-decision procedures are called in turn for this recipient. When all recipients have|been
consjdered in ‘this way the procedure terminates. See Figure 9.
ROUTING
< DECISION
ROUTING
AND
CONVERSION
DECISION
CONVERSION
DECISION
X.411_F09
Figure 9 — Organisation of procedures within routing and conversion decision procedure
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14.3.

4

Routing-decision Procedure

This procedure generates a routing instruction for a single message recipient.

14.3.4.1 Arguments

1)
2)

A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

The per-message instruction, if any, applicable to this message. Other message fields are also accessible
to the procedure as required.

14.3.4.2 Results

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:

14.3
Non

14.3
The

o 7

4.3

)
b)
¢)
d)

e)

Errors

. Error conditions are recorded in the routing instruction.

4.4 Procedure Description

brocedure is described in the following steps.

OTE — To ensure the security-policy is not violated during routing, the jmessage-security-label should be checkgd as
pbpropriate against the security-context.

1)

2)

3)

1 4 +1 MNA
1\/1(1)’ W alivuIvI IvI I 7%,
deliver to a local recipient;
expand the distribution list represented by this recipient;

generate a report indicating delivery failure. The non-delivery-reason-code and,“non-deliyery-
diagnostic-code are included in the instruction;

redirect to a preferred address or to a recipient specified alternate recipient.

If there is a per-message instruction indicating a préyious relay failure, then the procedure attempts to
compute an alternate next hop destination for this recipient. The choice of routing algorithm is belyond
the scope of this Service Definition. However{ ‘an example of an applicable algorithm is containgd in
14.3.11. If successful, then the message’s\internal-trace-information is updated with a rerduted
routing-action to reflect the fact that the fiiessage has been re-routed (see 12.3.1). If the message was to
have crossed a domain boundary then the trace-information is also updated accordingly. The procgdure
returns a relay instruction to the alternate destination and terminates.

If no alternate next hop is available or all available next hops have already been tried unsuccessfully or
prohibited, then the procedute returns a report generation instruction for this recipient. The [non-
delivery-reason-code is-set to transfer-failure and the non-delivery-diagnostic-code is s¢t as
appropriate to the relay-failure encountered. The procedure then terminates.

If the per-recipient instruction indicates a delivery failure, then the procedure returns a report generption
instruction for~this recipient. The non-delivery-reason-code and non-delivery-diagnostic-cod¢ are
those supplied,by the Message-delivery or Probe-delivery-test procedure. The procedure then terminptes.

If the recipient is specified by an OR-name which contains only a directory-name (which may happen
following distribution list expansion, if a DL member is specified only by directory-name), the MTA
attenmipts to acquire the OR-address from the Directory. If the OR-address cannot be determined, the
procedure returns a report generation instruction for this recipient and terminates. The non-deliyery-
reason-code is set to directory-operation-unsuccessful and the non-delivery-diagnostic-code may be
set according to the problem encountered.

In all other cases than the above, the following steps are taken.
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4)

5)

If the recipient OR-address unambiguously specifies an actual recipient but is not a preferred address of
that recipient, then a redirection instruction is generated containing the recipient’s preferred OR-name
and redirection reason alias, and the procedure terminates.

If the recipient is a distribution list for which this MTA serves as expansion point, then the message’s
DL-expansion-prohibited argument is examined. If the value is DL-expansion-allowed then the
procedure returns a routing instruction (subject to the security-policy in force) to expand the distribution
list and terminates.

If the value is DL-expansion-prohibited, or the security-policy prohibits the use of a DL, then the
procedure returns a report generation instruction for this recipient. The non-delivery-reason-code is set
to unable-to-transfer and non-delivery-diagnostic-code to DL-expansion-prohibited. The procedure
then terminates.
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If the recipient OR-name identifies a double-envelope-extractor at this MTA and the content-type of the
message is inner-envelope, then the procedure returns a routing instruction to extract the inner envelope
from the content. The procedure then terminates.

If the recipient appears to be local, that is, an MTS-user directly supported by this MTA, then the
following steps are taken.

a)

b)

If the OR-address does not unambiguously specify an actual recipient the procedure returns a
report generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-
transfer and the non-delivery-diagnostic-code is set to unrecognized-OR-name or ambiguous-
OR-name as appropriate. The procedure then terminates.

If the OR-address unambiguously specifies an actual local recipient, then the recipient registration
parameters are checked for recipient-assigned-redirections. In the determination of an

¢)

d)

alternate-Tecipicit (e user-security-label should be checked against the message-security-lafjel to
ensure no violation of the security-policy occurs.

If recipient-assigned-redirections has been registered for this recipient, is allowed by the
recipient-reassignment-prohibited field, and is permitted by the security-policy, theny the
encoded-information-types, content-length, content-type, message-security=labels, priqrity,
originator-name, redirection-history and DL-expansion-history of the message are compared
with each redirection-class from recipient-assigned-alternate-recipient in turn unfil a
redirection-class is found whose specified values match those of the message. If such a rediredtion-
class is found then the associated recipient-assigned-alternate-recipient forms the first argument
of a call to the redirection procedure. The other arguments are an‘indication of the recipient fo be
replaced, the message, and the redirection-reason recipient-assigned-alternate-recipient.

On normal completion of the redirection procedure the Routing Decision procedure is re-enter¢d. If
the redirection procedure signals a redirection loop error then control passes to the error procepsing
procedure.

If recipient-assigned-redirections have not caused/the message to be redirected, and one or more
deliverable-classes have been registered, then the MTS determines whether the message sat]sfies
the criteria specified by at least one deliverable-class, and so may be delivered.

For each deliverable-class, the messageé’s encoded-information-types are compared with the
recipient’s encoded-information-types:constraints, the message’s content-type is compared|with
the recipient’s deliverable-content-types, the message’s content-length is compared with the
recipient’s deliverable-maximum=content-length, and the message’s security-labels are compared
with the recipient’s deliverable=security-labels.

The encoded-information-types-constraints component is used together with | the
encoded-informationétypes specified in the message (the converted-encoded-information-{ypes
from the last element of trace information which contains this, or the original-encqded-
information-types.otherwise) to decide whether the message may be delivered:

If no encodéd-information-type is specified in the message, or the encoded-information-types-
constraints, component is absent, then the message satisfies the encoded-information-types-
constraints of this deliverable-class.

Otherwise, if unacceptable-encoded-information-types are specified, and the message contains at
feast one matching encoded-information-type, then the message does not satisfy the encdded-
information-types-constraints of this deliverable-class.

Otherwise, if acceptable-encoded-information-types are specified, and the message contaips at
least one matching encoded-information-type, then the message satisfies | the
encoded-information-types-constraints of this deliverable-class.

— ; = = =i o= T " sage
contains at least one encoded-information-type which does not match any in the list, then the
message does not satisfy the encoded-information-types-constraints of this deliverable-class.

Otherwise, the message satisfies the encoded-information-types-constraints of this deliverable-
class.

The MTS shall not deliver the message unless it satisfies all the constraints of at least one of the
registered deliverable-classes.

The restricted-delivery registration parameter is used to decide if a message may be delivered:

If no restricted-delivery parameter is registered the message may be delivered.
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If one or more restriction is registered, then the originator-name, the OR-name from each
element of DL-expansion-history, and the OR-name from each element of redirection-history
from the message are compared with each registered restriction (which has objects set to messages
or both) in turn until a match occurs. If delivery is permitted in the matching restriction then a
delivery instruction is returned, and if not permitted then a report generation instruction is returned.

The procedure to determine an exact-match of OR-names is described in the OR-name-match rule
in 12.4.4 and pattern-match in the OR-name-elements-match rule in 12.4.5 of ITU-T Rec. X.413 |
ISO/IEC 10021-5.

e) Ifno problem is encountered, then the Routing-decision procedure returns a delivery instruction for
this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a

7)

14.3]5 Conversion-decision Procedure

This|procedure generates a conversion instruction for a single message recipient.

14.3j5.1 Arguments

1)
2)

14.3]5.2 Results

1y
and, jpossibly:
2)

or, i lieu of 1 and 2 above:

TepoIt generation iNsStruction Tor this recipient. 1he non-delivery-reason-code is sct to unable-to-
transfer and the non-delivery-diagnostic-code is set as appropriate to the message~proplem
encountered. The procedure then terminates.

If the recipient is not local to this MTA, the deliverability considerations in step 6 mayxbe taker] into
account. If these do not generate an instruction, then the Routing-decision proceédure attempys to
determine a next hop instruction (subject to the security-policy in force) for this reeipient. If succegsful,
then a relay instruction to the next hop is returned and the procedure terminates.

If the security-policy specifies that a double envelope is required for the(identified next hop angl the
content-type of the message is not inner-envelope, then the procedure feturns a routing instructipn to
embed the current message within the content of a new message using the procedure specifigd in
14.3.13. The procedure then terminates.

If a next hop cannot be determined, then the procedure returnsia report generation instruction fof this
recipient. The non-delivery-reason-code is set to unable-to“transfer and the non-delivery-diagngstic-
code is set as appropriate to the problem encountered. The{ptocedure then terminates.

A message or probe recipient plus the pér<técipient instruction, if any, applicable to this recipient.
Other message fields are also considered by the procedure:

a) the current encoded-information-types, given by the latest converted-encoded-information-fypes
in trace-information, if'such a field exists, or else by original-encoded-information-types,

b) implicit-conversion-prohibited,
c) conversion-with-loss-prohibited,

d) explicit-conversion.

A content’conversion instruction applicable to this recipient,

A revised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the reqpired
conversion,

k)

An instruction to generate a report indicating delivery failure. The non-delivery-reason-code and
non-delivery-diagnostic-code are included in the instruction.

14.3.5.3 Errors

None. Error conditions are recorded in the routing instruction.

14.3.5.4 Procedure Description

NOTE — As the circumstances under which a particular MTA stages conversion may be the subject of future standardization, it is
impractical to describe a procedure to decide what EITs are required for conversion output. For example, if an intermediate MTA
stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Consequently the following
clauses assume that the EITs for conversion are known to the MTA.

1)

If explicit conversion is required for this recipient, the procedure starts at step 6.
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4)
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If implicit conversion is required but the recipient has not subscribed to the implicit conversion facility,
the procedure returns a negative report instruction with the non-delivery-reason-code conversion-not-
performed and the non-delivery-diagnostic-code implicit-conversion-not-subscribed. The procedure
then terminates.

If the required conversion is impractical, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and the non-delivery-diagnostic-code
conversion-impractical. The procedure then terminates.

If conversion would be required but is prohibited for the message, the procedure generates a negative
report instruction with the non-delivery-reason-code conversion-not-performed and the non-delivery-
diagnostic-code conversion-prohibited. The procedure then terminates.

If the required conversion would cause a loss of information and the conversion-with-loss-prohibited

6)

7)

14.316  Error-processing Procedure

Ticld has the value with-loss-prohibited, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and one of the following non-deliyery-
diagnostic-codes, as appropriate:

line-too-long,

page-split,
pictorial-symbol-loss,
punctuation-symbol-loss,
alphabetical-character-loss, or
multiple-information-loss.

The procedure then terminates.

If the required conversion cannot be performed by this MTA, andZt is known that another MTA can
perform it, then no conversion instruction is generated. The routing instruction previously generated is
changed to Transfer-out or Probe-out, with a next hop destifiation appropriate to the MTA in quegtion.
Care should be taken, however, to avoid a routing loop. Thie procedure then terminates.

If the required conversion can be performed by this MTA} the procedure returns an instruction to petfform
the conversion and terminates.

Wheh another procedure encounters a deliverability or.souting error, this procedure is called to determine whiether
deliVlery or routing can be achieved by reassignment 0fthe recipient or by choosing a different OR-address for the
samgq recipient. If not, non-delivery must be signalled to the Report module. Errors provoking a call on this proc¢dure

inclyde:

14.316.1 Arguments

1)

2)
7

NOTE — Theraction taken on Error-processing shall be subject to the security-policy in force.

recipient-name does not identify an MTS-user or DL;
delivery failure;

MTA is unable to perform necessary conversion;
transfer path problems;

DL-expansion\problems;

security yiolations;

conflictwith registration parameters.

A message or probe with the per-recipient fields that caused the problem.

pppnrf mstructionsindicating the error
£ T

14.3.6.2 Results

The message or probe in question with an updated recipient-name field,

or

1)
2)

The message or probe in question.

Report instructions.

14.3.6.3 Errors

None.
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14.3.6.4 Procedure Description

NOTE - This procedure may be called multiple times for a given recipient. Eventually all alternatives will be exhausted and
step 5 executed to report failure.

14.3

This
N

14.3

14.3

The
the 1|

14.3
Ani

14.3

1) The arguments are checked for the inclusion of a directory-name. If one is present, the Directory Name
Resolution procedure (see 14.3.12) is called to determine a new OR-address. If this is different from the
original OR-address, it is combined with the directory-name to form the OR-name of an alternate
recipient. The Redirection procedure is then called to redirect the message to this alternate recipient, with
redirection-reason directory-look-up.

2) Otherwise the procedure determines whether an originator-requested-alternate-recipient was specified
for the recipient of concern. If so and if it is different from the current recipient-name, the Redirection
procedure is called with the message, relevant fields indicated, as argument. Upon successful return from

3) Otherwise the procedure checks for a delivery error, and if present checks the error’s cause by
examination of the non-delivery-reason-code and non-delivery-diagnostic-code. If the)recipient
OR-address does not identify an MTS-user or DL, then the per-message-indicators are eheckefl for
alternate-recipient-allowed. If the value found is alternate-recipient-allowed, and the"MTA has [been
configured with an alternate-recipient for this class of recipient which is different, from the cyrrent
recipient-name, then Redirection is called to redirect the message to the alternate-recipient. Upon
successful return from Redirection, the procedure terminates, returning the now redirected message as
result.

4) The handling of errors which can be resolved but are due to other than ‘addressing problems is a [local
matter, for example routing to another MTA within the domain because of conversion problems.

5) If the delivery error is of a type other than those cited above,¢orNf the value of alternate-recipient-
allowed is alternate-recipient-prohibited, or if no suitable MD-specified alternate-recipient existsthen
the procedure returns a report instruction and terminates.

7  Redirection Procedure

procedure redirects a message.
OTE — The use of redirection facilities shall be subject to the seCurity-policy in force.

7.1 Arguments
1) The OR-name of the replacement recipient to whom the message is to be redirected.
2) The per-recipient message fields for'the recipient to be replaced by an alternate.
3) The message or probe which is\te’ be redirected.

4)  The redirection reason.

7.2 Results

136

message or probe supplied in’the third argument with the recipient identified in the second argument replacgd by
eplacement recipient speeified in the first argument.
7.3 Errors
hdication that adedirection loop has been detected.
7.4 Procedure Description
1Y~ The procedure first ensures that redirection to the specified replacement recipient would not resul{ in a
redirection loop. The OR-address of the replacement recipient supplied in argument 1 is compared|with
TaciT imtended-reciptemt-manme front the Sequence ot redirection=history fromt the per-recipient tields

identified in argument 2. Upon a match the procedure terminates indicating that a redirection loop has
been detected.

2) An element is appended to the redirection-history (which is created if not present), using the recipient-
name from argument 2 to form the intended-recipient-name, obtaining the redirection-reason from
argument 4, and containing the time at which this redirection is performed. The OR-name supplied in
the first argument is then substituted for that recipient-name.

3) In the other-actions field of the current trace-information and internal-trace-information, if
dl-operation is not already indicated then the value redirected is indicated, otherwise new
trace-information and internal-trace-information clements are created with the value redirected
indicated.
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4) The message transfer envelope is updated as follows:

recipient-name: replaced
trace-information/internal-trace-information indicate redirected
redirection-history: append previous recipient-name
and redirection-reason
originator-requested-alternate-recipient: deleted if, and only if,

redirection-reason indicates
originator-requested-alternate-
recipient.

14.3.8  Splitter Procedure

The Splitterteplicates-messages-and-probes-as-requiredfor further processing-The replicas-are-modified as-appropriate
to correctly indicate the distribution of responsibility for the various recipients from the original. Each réplica is
accompanied by a per-message instruction indicating its further disposition within the MTA.
NOTE — The use of Splitter facilities shall be subject to the security-policy in force.

14.3{8.1 Arguments

A message or probe. For each recipient with responsibility set to responsible a per-recipient routing/convefsion
instrfiction accompanies the message.

14.318.2 Results

One |or more replicas of the original message or probe with responsibility appropriately indicated, and a per-megsage
instrpction indicating the replica’s further disposition within the MTA.

14.3/8.3 Errors
Nong.

14.3{8.4 Procedure Description

The [Splitter examines the instructions generated by the Routing-and-conversion-decision procedure to (conceptyally)
segr¢gate the recipients with responsibility set to responsibl€ into groups. A replica is created for each group. Fyrther
procgssing for that replica (in other procedures) is dependent on the routing and conversion instructions applicaljle to
the group it represents.
NOTE 1 — Message replication is required in an MTA because of the potentially differing treatment required for a mesdage’s
hrious recipients. These differences arise from the need for more than one relaying path outward from an MTA, from the need
r more than one conversion to be carried out‘on the message’s content and from the need to expand distribution list§. For
kample when more than one relay pathieXists, a separate copy of the message must be created for each such path,| with
bsponsibility values as appropriate for the recipients lying along that path.

plicas created. The following paragraphs suggest one approach but are not intended to constrain in any way the approach
llowed in an actual implementation.

OTE 3 — For simplicity ,ef\exposition, the Splitter is described as a single-pass algorithm. That is, all necessary replicds are
Feated prior to any furtherprocessing. An important optimisation would be to minimally split the message for conversion}, and
Ten to complete the splitting of the converted copies.

V]
f
e
r
NOTE 2 — The determination of what replicas are needed is a local matter, undertaken to minimize the total number of] such
T
f
N
c

-

1) The<proCedure considers first those recipients for which content conversion instructions exist. These
recipients are grouped such that the members of each group are subject to identical conveysion
instructions. A replica is created for each such group with responsibility set to responsible for the
recipients in that group, not-responsible for all others.

2) The recipients are then examined for those for which DL-expansion instructions exist. A replica is
4ad L 1 l—ID L o 4+ s ) slhilise 44 + sl £, 11 o 4ol h
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single DL that yielded the replica.

3) The groups are further subdivided based on per-recipient routing instruction calls for Transfer-out or
Probe-out. These recipients are grouped such that each group shares a common next hop destination. A
replica is created for each such group with responsibility set to responsible for recipients in the group,
not-responsible for all others. For all recipients in each such group, this will be either the first relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicate that this is a first or subsequent re-routing.

4) Finally, the routing instructions for some recipients will call for Message-delivery or Report-generation.
A replica is created for each such subgroup with responsibility set to responsible for the recipients in
the group, not-responsible for all others.
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5) If disclosure-of-other-recipients is not requested, recipients whose responsibility is set to

not-responsible may be removed.

6) Any per-recipient-extensions for those recipients with responsibility set to not-responsible may be

deleted.

7) The procedure now terminates.

CITT
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14.3.9 Conversion-procedure
This procedure performs conversions on messages and indicates those conversions that would have been performed on
probes.
14.3.9.1 Arguments
A mgssage or probe with the required conversion(s) indicated.
14.3]9.2 Results
The message or probe with conversions performed and indicated (just indicated in the case of a probe).
14.319.3 Errors
The message or probe with report instructions detailing the conversion problem encountered.
14.3{9.4 Procedure Description
1) For a message, the conversion procedures for built in EITs are'performed as defined in C
Rec. X.408. The conversion procedures between externally defined EITs and between built in
externally defined EITs are outside the scope of this Service Definition.
2) Upon conversion the message or probe’s trace-information for this domain and internal-t
information for this MTA is updated to show the converted/EITs. The procedure now terminates.
14.3{10 Distribution-list-expansion Procedure
This|procedure takes a message with a single DL recipient and returns a message who’s recipient list include
menbers of the DL. For a probe it verifies whether DL-expansion would occur, if requested.
NOTE — The use of DL-expansion shall be subject to the.seeurity-policy in force.
14.3{10.1 Arguments
1) A message with information indieating the recipient DL which is to be expanded, or
2) A probe with information indicdting the recipient DL who’s expansion is to be verified.
14.3]10.2 Results
1) The message with'\zero or more recipients representing the DL’s membership. Other fields cg
updated as indicated in the procedure description below.
2) Optionally, the hessage with report generation instructions to indicate successful delivery.
or
3) The'probe with a report generation instruction.
14.3]10.3 Errors
1Y~ A report instruction indicating delivery failure. Values for the non-delivery-reason-code
non-delivery-diagnostic-code are as indicated in the procedure description below.
2) Inthe case of DL recursion the procedure terminates without returning errors or results.
14.3.10.4 Procedure Description
1) For a message (not a probe), do Recursion Detection: The components of the DL-expansion-history
field are examined for an occurrence of the DL recipient’s name. DL expansion is performed either by
use of an entry stored in the Directory, or by local configuration of the DL’s membership. Where the DL
is expanded by use of the Directory, the distinguished directory-name of the DL, following de-
referencing of any aliases, shall be compared with the directory-name from each OR-name in the
DL-expansion-history, and the OR-addresses shall be ignored. Where the DL is expanded by use of
local configuration, each MTA capable of expanding the DL must be aware of all the OR-addresses that
the DL has, and recursion detection shall be performed by comparison of OR-addresses.
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If the DL recipients name is present in the DL-expansion-history, then the DL is recursively defined
and shall not be expanded further. The message is discarded and no reports or other results are returned.
The expansion procedure terminates.

2) DL acquisition: The expansion procedure attempts to acquire the DL attributes.

If unsuccessful the procedure returns a report instruction with the non-delivery-reason-code unable-to-
transfer and non-delivery-diagnostic-code as appropriate. The procedure then terminates.

3) Submit permission verification: If it is a message (not a Probe), the last element of the DL-expansion-
history field (if present) else the originator-name is considered to be the sender of the message. For a
probe the originator is the sender of the message.

The sender’s name is compared against the components of the DL-submit-permission. If no match, return
a_report instruction with the non-delivery-reason-code unable-to-transfer and non-delivery-
diagnostic-code no-DL-submit-permission. The procedure then terminates.

4) For a probe: If no other local policy would prevent an attempted delivery, then return a report(instrugtion
for successful delivery indication. Procedure then terminates.

5) For a message: The DL recipient’s responsibility flag is set to not-responsible. If the MTA perforining
DL expansion supports the DL-exempted-recipients argument, the members -0f] the DL are [then
compared with the values of this argument. If any value of the DL-exempted-recipients argument |acks
an OR-address component, then this is obtained from the MHS OR-Addresses attribute from| that
argument’s Directory entry. If multiple OR-addresses are present in that/Diréctory attribute, then [each
value is incorporated in the argument. The OR-address and the directory-name components off the
DL-exempted-recipients attribute are compared for equality with the¢ @R-address or directory-name
values (using the OR-name-match rule described in 12.4.4 of ITU:TRec. X.413 | ISO/IEC 10021-%) for
each member of the DL. If either the OR-address or directory-name component matches a DL merpber,
then that member shall not be added as a new recipient of the ‘message. The DL-exempted-recipjients
argument shall be retained unchanged in the envelope)regardless of how many elements [were
successfully matched to DL members. All DL’s members not matching a value of DL-exempted-
recipients shall be added as new recipients of themessage. The per-recipient fields for each|new
recipient are copied from those of the DL recipient, eXcept as follows:

recipient-name: member of the DL.
The following per-recipient fields are copjied or changed according to local DL policy:

originating-MTA-report-request (see'Note 1),

originator-report-request (see Note 1),

originator-requested-alternaté-recipient (see Note 2),

explicit-conversion,

proof-of-delivery-request (see Note 4),

requested-deliverysmethod.

message-token/(see Note 6)

body-part-encryption-token (see Note 6)

forwarded=content-token (see Note 6)
NOTE 1 — Mustbe copied and must not be changed if DL-policy is to pass reports back; may be changed as required
if DL-policy is not to pass reports back.
NOTE 2% The originator-requested-alternate-recipient can be removed or replaced, according to local DL pplicy,
or copi€d; but only if explicitly required by DL-policy.
NOTE 3 — Any DL-members that identify DLs that are already present in the DL-expansion-history may be excluded
froth the DL expansion and not included in the new recipients of the message.
NOTE 4 — Whether proof-of-delivery-request produces a proof-of-delivery from the DL expansion point, or|from
the DL members, or from both, or from neither, depends on the DL policy and on the security policy in force.

—NOTES=—Where = Dtmember s—dentitied—onty by = directory Trame;—theTrecessary processing—to—obtain an

OR-address is described in the routing decision procedure.

NOTE 6 — When a message is expanded which contains encrypted data in a token for the DL recipient, then that
encrypted data is decrypted using the private key of the DL and a new token is created for each member recipient with
the decrypted data re-encrypted using the first algorithm in the token-encryption-algorithm-preference which is
supported by both the DL expanding MTA and by that DL member, and the new token signed using the first algorithm
in the token-signature-algorithm-preference which is supported by both the DL expanding MTA and by that DL
member.

6) In the other-actions field of the current trace-information and internal-trace-information, if
redirected is not already indicated then the value dl-operation is indicated, otherwise new trace-
information and internal-trace-information elements are created with the value dl-operation
indicated.
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7) The value of the recipient-name of the DL recipient (which shall include its distinguished directory-
name, following de-referencing of any aliases, if it has one) and the time at which this expansion
occurred are appended to the DL-expansion-history field of the message.

NOTE - The current value of the recipient-name will be a preferred value, as a result of actions specified in 14.3.4.4
bullet 3).

8) If the new report request values (determined in step 5) or the DL’s local policy will prevent the originator
receiving a requested delivery report from the DL’s members, then a copy of the message, with delivery
report request instructions for the expanded DL, is constructed and returned along with the message.

In this case (where the DL policy will not send reports from DL members to the originator), if any DL

member has associated with it the DL-reset-originator Context (see ITU-T Rec. X.402 |

ISO/IEC 10021-2), then a procedure akin to the Splitter procedure is used to make two copies o

f the

essage—one-copyo smbers-without-the- Dl -reset-originator-Context—and-the-otherfo smbers with
the DL-reset-originator Context. In the copy for members with the DL-reset-originator Contex{, the
originator-name field is changed to the OR-name of the DL’s owner.

9) The procedure returns the revised message and the optional report request and then terminates

11 Loop Detection and Routing Algorithm

Fouting and loop detection algorithms for inter or intra domain use are beyond the scope of\this Service Definjtion.
der to expose the issues that must be considered, the remainder of this clause deseribes one approach toward

ng and loop detection. This material is informative.

paragraphs that follow describe a simple method of loop detection together with a'minimal routing algorithn] The
ithm is minimal in the sense that it presupposes only minimal knowledge from each MD and performs trapsfer
that avoid loops (in the sense indicated below). Of course, this algorithm ¢an be improved any time an MD khows
about the topology of the network of MDs.

hlgorithm recognizes the fact that it is in general legitimate (i.e. no-Joop should be detected) to re-enter an MIp if a
fic operation has been performed by another MD since the last passage through the MD about to be re-entered.

limate operations are: conversion, DL-expansion, and redirection:

1) Notation: The Trace Information sequence.js‘made of trace-information-elements denoted [in a
simplified way as [MD, routing-action, operation], where MD is the name of an MD; routing-actipn is
'relayed' or 're-routed', operation is 'conyersion', 'DL-operation', 'redirection' or 'nil'. M denotep the
message to transfer. MD(0) denotes the ¢urrent MD (the one currently doing loop detection). Neighlpours
is the set of selected adjacent MDs, (neighbours of MD(0)), which are possible relay-MDs for M.
Trace-Info* is the sequence of Jrace-Info obtained by considering the tail of the trace info seqyence
beginning with the last [MD,.r, ©p] trace info element where op is not nil (nil indicates that no operption
has been performed by an MD).

2) Loop Detection: Examine Trace-Info for loops. A loop is detected if the trace info sequence contgins a
trailing sub-sequence;[MD(0), relayed, op(o)] ... [MD(p), relayed, op(p)] where for all j for whichjo <
</= p the associdted"trace info element is [MD(j), relayed, op(j)] and op(j) = nil. That is, a lopp is
detected if M arrives at an MD which has already relayed it and each MD afterwards has also relayed it
without perforining any operation other than routing. If a loop is detected, then the algorithm returps an
error indicating the problem, and terminates.

3) Routing.Set-up: If no loop is detected, the set, Neighbours, is adjusted, if necessary, for loop-avojding
transfer steps in the context of the current message. (The adjustment affects no other message).

a)’ If there is no loop and no occurrence of [MD(0), r, op] in Trace-Info*, then Neighbours is
unchanged.
b) If there is no loop but there is an occurrence of [MD(o0), r, op] in Trace-Info*, then remove [from

Neighboursatt-MDswhichappear i that suffix of Trace-info*wihich begimswith fMB(o); T, op].
Modify the trace info element added by the current domain to show re-routed as routing action. Add
a previous-MD parameter determined as follows: The last [MD(o), r, op] trace info element in Trace
Info is located. The previous-MD is the MD appearing in the first trace info element after this last
[MD(o0), 1, op] trace info element.

c) In cases a and b, if Neighbours is empty, the algorithm returns an error indicating the problem and
terminates.

4) Routing action. A next hop is selected from Neighbours for each recipient to be relayed.

14.3.12 Directory Name Resolution Procedure

This procedure obtains an OR-address for a user identified by a Directory Name
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14.3.12.1 Arguments

The Directory Name of the user, the originator’s requested-delivery-method if specified, and the redirection-history

if present.

14.3.12.2 Results
An OR-address of the user

14.3.12.3 Errors

An indication that the directory name could not be resolved.

14.3.12.4 Procedure Description

1)

2)

3)

4)

The MTA accesses the Directory, using the supplied Directory Name. If the Name does not iden‘ify a

Directory entry, the procedure returns an error and terminates.

If the requested-delivery-method argument is not supplied, or is any-delivery-method,, the MTA

attempts to obtain the preferred-delivery-method attribute from the Directory entry, Ifvthe remaj
steps allow the construction of more than one type of address, the choice betweenthem is based
combination of the requested-delivery-method (or preferred-delivery-method)-and local policy
choice between OR-addresses is to be made and a redirection-history argument exists, then

OR-address which is already present in the redirection-history is excluded(before making the choige.

ning
on a
If a
any

If the mhs-or-addresses attribute is present, a value of this attribute mayvbe returned. Such a value is

considered to satisfy a request for the mhs-delivery method. If multiple attribute values are presen|

choice between them is a local matter. The choice may be influenced by the recipient’s UA’s capabilli

an address. If the MTA is configured with details of more than one access unit of the same typ
choice between them is subject to local policy. The MTA may be configured with info
concerning zero or more of the following types of Access Unit:

a) physical-delivery: Values of _\‘Country-name, administration-domain-name, optio
private-domain-name, and pdssname are configured. The OR-address is constructed fro
configured components, values*of unformatted-postal-address and postal-code obtained fro

postalAddress and postalCode Directory attributes, and physical-delivery-country-name defived
from the countryNamé component of the Directory entry’s Distinguished Name. This is considered

to satisfy the physical-delivery method.

b) g3-facsimile-delivery: Values of country-name, administration-domain-name, and optiopally

private-domain=name are configured. The OR-address is constructed from the config

ured

components, and a network-address obtained from the value of the facsimileTelephoneNumber
Directary, attribute, and terminal-type set to the value g3-facsimile. This is considered to satisfly the

g3-faesimile-delivery method.

c) Aelex-delivery: Values of country-name, administration-domain-name, and optio
private-domain-name are configured. The OR-address is constructed from the config
components and a network-address obtained from the values of the telexNumber and country
components of the telexNumber Directory attribute, a terminal-identifier obtained from the
of the answerback component of the telexNumber Directory attribute, and terminal-type set t
value telex. This is considered to satisfy the telex-delivery method.

hally
ured
Code
balue
b the

14.3.13 Double-enveloper Procedure

This procedure takes a message, probe or report, and places the entire object in the content of a new message which is
addressed to a remote double-envelope-extractor, and submitted as a new message which has an inner-envelope

content-type.

14.3.13.1 Arguments

1)
2)
3)

A message, probe or report which is to be wrapped in an outer-envelope.
The OR-name of the remote double-envelope-extractor.

The OR-name of this double-enveloper.

ITU-T Rec. X.411 (06/1999)
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4) The security services to be applied to protect the inner-envelope content and either specific algorithm
information or algorithm preferences for these (for content-confidentiality, message-token-encrypted-
data, message-token-signed-data, and message-origin-authentication-check).

14.3.13.2 Results

None, as the MTA has no further processing to perform on the original message.

NOTE — There are two output events from this procedure: one is submission of a new message containing the inner-envelope,
and the second is a record of sufficient information to enable the double-enveloper to construct a non-delivery report on the
original message in the event that it receives a non-delivery report on the new message.

14.3.13.3 Errors

An indication of a security-error if a requested service could not he provided

NOTE — The occurrence of such a security-error may indicate a configuration error (where a configured algorithm, or the’MTA’s
pfivate-key for it, is unavailable), or an error in the certificate of the double envelope extractor.

14.3{13.4 Procedure Description

The jentire MTS-APDU containing the subject message, probe or report, is placed in the content™of*a new mespage,
whoge originator is the OR-name of this double-enveloper and whose recipient is the OR*name of the remote
doulle-envelope-extractor. The originator-report-request for this recipient is set to report, and"the content-type is et to
innef-envelope.

If algorithm preferences are specified for the requested security services and the directory-name is present withip the
OR-hame of the remote double-envelope-extractor, then that Directory entry is read to/obtain its Supported Algorithms
and Pser Certificate attribute. The algorithm highest in the preference order which-s supported by both this MTA and
by the remote double-envelope-extractor is selected for each requested security service (i.e. content-confidentiplity,
mesdage-token-encrypted-data, = message-token-signed-data, and message-origin-authentication-check). | The
algofithm-information contains an algorithm-identifier, and, optionallys~information to select an appropriate Certificate
for that algorithm for the originator or recipient or both (depending on the requirements of the algorithm).
Certfficate-selector information is required only if the Directorycentry may contain more than one Certificate for the
idenfified algorithm. If the directory-name is not present, then the highest preference is selected, and local configurption
of the remote double-envelope-extractor’s public encryption kéy will be required.

The |content is encrypted using the selected (or configured) content-confidentiality-algorithm which may be an
asynymetric algorithm, or if this is a symmetric algorithim then a random content-confidentiality-key is generated and
used| to encrypt the content, and a message-token(Created with this key encrypted using the selected (or configpired)
mesdage-token-encryption-algorithm (which must be an asymmetric algorithm) and signed using the selectegl (or
conflgured) message-token-signature-algorithin(which must be a signature algorithm). The public key that is used|with
the gsymmetric encryption algorithm is found by using the algorithm-identifier and recipient-certificate-selectpr to
seledt an appropriate Certificate from the Directory entry.

If message-origin-authentication_is specified, then a message-origin-authentication-check is computed containing a
signgjture of the encrypted contenf using the selected (or configured) algorithm together with the private key of this
MTA corresponding to its Cértificate identified by originator-certificate-selector.

The hew message containing the inner-envelope is submitted, and a record is made of its message-submission-idenftifier
together with sufficiént)information to enable the double-enveloper to construct a non-delivery report on the original
mesgage in the event that it receives a non-delivery report on the new message.

14.3{]14 Double-envelope-extractor Procedure

This|procedure takes a message which has an inner-envelope content-type and extracts from its content a mespage,
probg erreport which the MTA then processes as if it had been transferred normally.

14.3.14.1 Arguments

A message which has an inner-envelope content-type.

14.3.14.2 Results

A message, probe or report.

14.3.14.3 Errors

An indication of a security-error if verification of a security argument failed.
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In response to a probe, or to a message with a content-type other than inner-envelope, a report generation instruction
unable-to-transfer unrecognised-OR-name.

14.3.14.4 Procedure Description

The message-delivery procedure (see 14.7.1) is followed (as appropriate), including generation of a report instruction
where requested.

If message-origin-authentication-check is present, then this is verified. The content is decrypted, and the message, probe
or report is extracted and passed to the front-end (or report-front-end) procedure.

14.4

Report Module

The Reportmodutecam be mvoked by:

If ar
mod
respq
N

14.4

14.4

ctively. See Figure 10.

1) the Report-in module, which passes a report, or
2) the Main module, which passes a message or probe with report instructions, or

3) the Report-out module, which passes a report with failure description.

error is encountered by the procedures internal to this module, no output is generated. Otherwise the R|
hle invokes the Report-out or Report-delivery module, passing a report with transferpor’delivery instrucfions,

OTE — The use of reports shall be subject to the security-policy in force.

IN FROM REPORT-IN, REPORT-OUT

|

1 Control Procedure

14 Arguments

2 REPORT FRONT END
2
a
m
S
IN FROM = REPORT GENERATION
MAIN MODULE & B
Q
[
z
S REPORT ROUTING
=
(24
9
=%
m
a DOUBLE ENVELOPER
X.411_F10

P —

OUT TO REPORT-OUT, REPORT-DELIVERY

Figure 10 — Organisation of Procedure within the Report Module

eport

I)  Areport or,

2) A message or probe with report instructions.

14.4.1.2 Results

1) A report with relaying or delivery instructions or

2) No result in case an error is encountered.

14.4.1.3 Errors

None. The report, message, or probe is discarded if an error is encountered.
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14.4.1.4 Procedure Description

1) For a report from Report-in the Report-front-end procedure is first called to perform trace initialisation
and several initial verification steps. A null return indicates an error; the report is discarded and
processing terminates. Otherwise processing continues at step 3 below.

2) For a message or probe the Report-generation procedure is first called to create a report. A null return
indicates an error; the message or probe is discarded and processing terminates. If a report is returned,
processing continues at step 3, below.

3) The Report-routing procedure is called to generate a routing instruction for the report. A null return
indicates an error; the report is discarded and processing terminates. The Control procedure returns the
completed report together with routing instruction and terminates, subject to the security-policy.

Report Front End

14.472

> Report Generator Report Routing | Double-Enveloper

Exit

X.411_F11

Figure 11 — Information Flow within'the Report Module

Report-front-end Procedure

This| procedure performs trace initialisation, detection(of message-expiration violations, initial security check, |loop

dete¢tion and criticality check.

14.42.1

A report.

14.4{2.2

The feport with initialised trace<information for this MTA.

14.472.3

Nong. The report is discafded if an error is detected.

14.4{2.4

14.4.3

Arguments

Results

Errors

Procedure Description

1) ~Jf the report has crossed a domain boundary, a trace-information-element for this domain is added|with
current time as the arrival-time and relay as action. An internal-trace-information-element is| also
added whether or not the report has crossed a domain boundary.

equre polic orce-and incolrect,
the report is discarded and processing terminates.

3) If any of the extension fields is marked critical for transfer but is not semantically understood by
the MTA, the report is discarded. The procedure then terminates.

4) Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is
detected, the report is discarded and the procedure terminates.

Report-generation Procedure

This procedure generates a report describing the success and/or failure of operations attempted by this MTA.
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14.4.3.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient instruction is included
indicating the success or problem to be reported.

14.4.3.2 Results

A report describing the successes or failures to be reported.

14.4.3.3 Errors

None.

14.4.3.4 Procedure Description

If the subject’s originating-MTA-report-request field so indicates, the report is constructed with arguments as
desctibed in Table 32, and further amplified by the following:

The |Delivery arguments (message-delivery-time, type-of-MTS-user) or Non-delivery arguments |(non-deliyery-
reaspn-code, non-delivery-diagnostic-code) for each recipient are taken from the per-recipient\ instructions| that
accompanied the subject message. If successful delivery is reported for a DL recipient, then the type-of-MTS-uger is
set tp DL. The report-destination-name is the last element from DL-expansion-history, if that’element exists} For
mesdages with no DL-expansion-history and for all probes, the report-destination-name is the subject’s
originator-name. The originator-and-DL-expansion will contain the originator-name‘and the subject’s mes§age-
subrpission-time followed by the content of DL-expansion-history. A trace-information-element for this domgin is
creafed with the current time as the arrival-time and relay as action. An internal-trace-information-element i also
created. If the subject contains a redirection-history or a dl-expansion-history then the originally-interlded-
recipient-name shall be copied from the first element of either the redirection-history or the dl—expansion-higlory,
whidhever event occurred first (and the sequence of these events shall be deferniined from the trace-information).

NOTE — reporting-DL-name is not generated under any of these conditions.

In the case where the instructions reflect multiple failures, the reportshould reflect the original problem rather thah the
failufe of subsequent recovery actions.

The [MTA nominates criticality values for fields copied front the subject. These new values reflect criticality|with
regafd to the report, not the subject. The MTA will not_eopy into the report any critical functions which it doep not
suppprt.

14.4/4  Report-routing Procedure

This|procedure determines the routing action, (f any, to be taken on a report. Report-routing reflects special conditions
that fequire a routing procedure different front that applicable to messages or probes:

1) A report has just one tecipient — the originator of the message that forms the subject of the rep¢rt, a
DL expansion-pointsory if local policy allows, a DL owner.

2) Insurmountable failiires encountered in routing a report result in the discarding of the report. No attempt
is made to gerlerate a further report on the difficulty encountered.

The processing actions @iecessitated by these conditions are described in the following clauses. It should be noteq that
the rputing of reportsds subject to the security-policy.

14.4}4.1 Arguments

One pf the following:

1) A report transferred to this MTA from another MTA and successfully processed by the Report-fronf-end
procedure

2) A report created by the Report-generation procedure internal to this MTA.

3) A report received back from the Report-out procedure together with a description of the transfer failure
encountered.

14.4.4.2 Results
One of the following:
1) The report, together with relaying instructions to the next hop MTA.

2) The report, together with an indication of the locally supported MTS-user who is to receive
Report-delivery.
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14.4.4.3

Errors

None. If no local recipient or next hop can be determined, the report is discarded.

14.4.4.4 Procedure Description

1)

Reports relayed to this MTA or generated locally receive normal routing attention as follows:

a)

If the Report-destination is not local to this MTA then relaying is required. Report-routing attempts
to determine the next hop address. In this determination the message-security-label of the report is
checked against the security-context to ensure no violation of the security-policy occurs. If
successful, then the report, together with this information is returned as the procedure’s result. The
procedure then terminates. The report is subsequently passed to the Report-out procedure.

If the security-policy specifies that a double envelope is required for the identified next hop. then

b)

d)

the procedure returns an instruction to embed the report within the content of a new message. fising
the procedure specified in 14.3.13. The procedure then terminates.

If the next hop address cannot be determined, then the report is discarded and the- procg¢dure
terminates without returning a result.

If the Report-destination unambiguously specifies an actual recipient but is not a preferred adfress
of that recipient, then a redirection instruction is generated containing the recipient’s prefprred
OR-name and redirection reason alias, and the procedure terminates.

If the Report-destination unambiguously specifies an actual local recipient, then the recipient
registration parameters are checked for recipient-assigned-redirections. If this is in effect thep the
length of the returned-content, if any, is compared with the content-length and the content-type, if
present, with the content-type of cach redirection-class (which has objects set to reports or poth)
from recipient-assigned-redirections in turn until a redirection-class is found whose spedified
values for these fields match those of the report, Values specified for other componenfs of
redirection-class are ignored. If a redirection-class’ matches then a redirection instructi¢pn is
generated and the procedure terminates.

If the Report-destination is an MTS-user local-to this MTA, and the originator-report-request
field indicates, then Report-delivery is required (subject to the security-policy in force). Rgport-
routing attempts to determine the OR-address of the report destination. If successful, then the rgport,
together with this information is returned as the procedure’s result. The procedure then termirjates.
The report is subsequently passed to-the Report-delivery procedure.

If the Report-destination doessylot identify an MTS-user and the MTA has been configured with the
address of an alternate-recipient for this class of Report-destination, then a redirection instruction is
generated with redirection”'reason recipient-MD-assigned-alternate-recipient, and the procg¢dure
terminates.

If the report was«not requested or the report destination address cannot be determined, the repprt is
discarded and the)procedure terminates without returning a result.

If the report=destination-name is of a DL local to this MTA, then this report is in proceps of
routing~back along a path of successive DL expansion-points. In the other-actions field of the
current,~trace-information-element and internal-trace-information-element, the valug dl-
operation is indicated.

Any processing based on local DL policy would occur here; e.g. a copy of the report cqn be
constructed and sent to the DL owner. In this case the report-destination-name will be that of
the DL owner and the reporting-DL-name will be constructed to contain the subject DL rame.
This copy of the report shall not contain the returned-content. In addition, suppression of reports
can be done here.

146

NOTE T - The possibility that a DL owner 1s 1tselt a DL may be the subject of future standardization.
NOTE 2 — DL-submit-permission is not considered when processing a report.

If the report is not to be suppressed, the MTA then replaces the OR-name currently in the
report-destination-name field by the OR-name immediately preceding that one in the originator-
and-DL-expansion-history ficld. Thus the report acquires, as a new destination, the next entry
back along the chain of entries in the originator-and-DL-expansion-history field:

report-destination-name: Copy previous DL OR-name from
originator-and-DL-expansion-history.
reporting-DL-name: Generated only in case of reports to DL owner.
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In order to route the report to this new destination, the Report-routing procedure now calls itself
recursively. The result returned, if any, from this recursive call is returned, and the procedure

terminates.

e) If the report-destination-name identifies a double-enveloper at this MTA, then the procedure

in 14.4.5 applies, and the procedure terminates. Any resultant new report is processed from the
of this procedure.

start

2) A report received back from the Report-out procedure has encountered a transfer failure in the process of
relaying to another MTA. The Report-routing procedure attempts to re-route such a report, i.e., compute
an alternative next hop address (subject to the security-policy in force). If an alternative next hop address
is found then the report, together with this information and suitably modified trace information is
returned as the procedure’s result. The procedure then terminates. The report is subsequently passed to

the R enortecut nrocedure.
r r

14.4
This

14.4
Are

14.4

Another report if the argument is a non-delivery report, or none otherwise.

14.4

Nong.

14.4
If th|

infofmation necessary to create a non-delivery report™on the inner-envelope message. This new non-delivery T

repld
If thg

In ei
non-
non-
mess

14.5
14.5
This
14.5
The

If an alternative next hop address cannot be determined, then the report is discarded and the prock
terminates without returning a result.

S5  Double-enveloper Procedure

5.1 Arguments

port.

5.2 Results

5.3 Errors

5.4 Procedure Description

b report is a non-delivery report, then the record of-submitted double-enveloped messages is read to obtai

ces the non-delivery report on the outer-envelope.
report is a delivery report, then no furthertransfer of it is required.

her case, the record of submitted doublé-enveloped messages is augmented with information about the delive

Helivery report on the inner-envelope message if no delivery report has been received on the outer-env
age.
MTS-bind and-MTS-unbind
1  MTS-user initiated MTS-bind Procedure
clause describes the behaviour of the MTA when an MTS-bind is invoked by an MTS-user.

1.1 Arguments
MTS-bind arguments are defined in 8.1.1.1.1.

dure

procedure takes a report on a message (created by this MTA) which had an inner-envelope content-type, and if it is
a nop-delivery report then it substitutes a non-delivery report on the message that was in the inner-envelope.

0 the
Eport

ry or

elivery report. The MTA may implement an additional procedure, activated by expiry of a timer, to generate a

tlope

14.5.1.2 Results
The MTS-bind results are defined in 8.1.1.1.2.

14.5.1.3 Errors

The bind-errors are defined in 8.1.2.

14.5.1.4 Procedure Description

1) If the MTAs resources cannot currently support the establishment of a new association, the procedure

returns a Busy bind-error and terminates.
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14.5
This

14.5

Nong.

14.5
The

14.5

Nong.

14.5
The

14.5

2)

Otherwise, if authentication is required by the security-policy, the MTA attempts to both authenticate the
MTS-user via the initiator-credentials supplied and check the acceptability of the security-context.

If the initiator-credentials contain strong-credentials, the signature of the initiator-bind-token is
verified using the public key from the MTS-user’s certificate for the identified signature algorithm. The
MTS-user’s certificate may be included in initiator-credentials in the Bind argument, or identified by a
certificate-selector and, if not already available to the MTA, obtained from the MTS-user’s User
Certificate attribute in the Directory. The validity of the certificate and its certification-path are also
verified. Additionally, the Directory name from the subject field of that Certificate is verified to be that
of the MTS-user. The OR-name in the subject-alternative-name field of that Certificate is verified to
correspond to the OR-name of the MTS-user, and to correspond to the OR-name present in the
initiator-name field of Bind. The mta-name and global-domain-identifier within initiator-bind-token are
verified as being those of this MTA. The Time in the token is compared with the current time to ensure

2

3

3)

4)

MTS-user initiated MTS-unbind Procedure

2.1 Arguments

2.2 Results

MTS-unbind procedure returns an empty result as an indication of release of the association.

2.3 Errors

2.4 Procedure Description

brocedure teleases the association, returns an empty result, and terminates.

MTA initiated MTS-bind Procedure

that the validity period of the token acceptable to this MTA has not expired.

The responder-bind-token is generated by using the same signature algorithm (unless awpreferred
alternative is known to be supported by the MTS-user) and this MTA’s private key to sign a token which
comprises the algorithm-identifier for the signature algorithm, the OR-name of the MTS-use}, the
current time, and a random number as the bind-token-signed-data. This responderybind-token together
with either the certificate-selector or the certificate (and the additional certificates”which provide its
certification-path) for this MTA’s public key for this algorithm form the responder-credentials ip the
Bind result.

If the initiator-credentials cannot be authenticated, the procedure retutis”an authentication-errof and
terminates. If the security-context is not acceptable, the procedure returns an unacceptable-seciirity-
context bind-error and terminates.

If authentication is successful and the security-context is acceptable then the MTA accepts the requpsted
association. The procedure returns the MTA-name and résponder-credentials. Messages-waitipg is
also returned if the MTS-user subscribes to the Hold for Delivery element-of-service. The procedurd then
terminates.

If authentication is not required, messages-waiting‘is.returned if the MTS-user subscribes to the Hold for
Delivery element-of-service, and the procedure términates.

clause describes the behaviour of the MTA when.ah MTS-unbind is invoked by an MTS-user in order to release an
existing association established by the MTS-user.

This clause describes the steps taken by an MTA when tasked to establish an association with an MTS-user.

14.5.3.1 Arguments
The MTS-bind arguments are defined in 8.1.1.1.1.

14.5.3.2 Results

An internal identifier for the association established.

14.5.3.3 Errors

The procedure returns a failure indication in the event an association could not be established.
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14.5.3.4 Procedure Description

1)

2)

The procedure establishes values for the arguments defined in 8.1.1.1.1. Messages-waiting may be
supplied if the MTS-user subscribes to the Hold for Delivery element-of-service. Values for

initiator-name, security-context, and initiator-credentials are taken from internal information.

If the initiator-credentials is to contain strong-credentials, the MTA selects a signature algorithm

which is supported by the MTS-user, and uses this algorithm to sign an initiator-bind-token compr

ising

the algorithm-identifier for this algorithm, the OR-name of the MTS-user, the current time, and a
random number as the bind-token-signed-data. This initiator-bind-token together with either the
certificate-selector or the certificate (and the additional certificates which provide its certification-path)

for this MTA’s public key for this algorithm form the initiator-credentials in the Bind argument.

The procedure determines the user-address of the MTS-user and attempts to establish an association

3)

4)

14.5/4 MTA initiated MTS-unbind Procedure

This|procedure is called to release an association, with an MTS-user.
14.514.1 Arguments

The |nternal identifier for the association to be released.

14.5{4.2 Results

The MTS-unbind procedure feturns an empty result as an indication of release of the association.

14.5/4.3 Errors

Nong.

14.5{4.4 Procedure Description

The procedure releases the association, returns an empty result, and terminates.

Wwith the arguments ol 8.1.1.1.1. IT unsuccessiul a failure indication is returned and the proc
terminates.

If successful, the results returned from the MTS-user (defined in 8.1.1.1.2) are examined.
responder-name is checked for correctness and an attempt is made to authenticate the MTS-user vi
responder-credentials returned.

When the Bind result is received, the signature of the responder-bind-token is vetifi€d using the pj
key from the MTS-user’s certificate for the identified signature algorithm. (This might be a diff
signature algorithm to the one used to sign the initiator-bind-token.) The MTS;user’s certificate m
included in the Bind result, or identified by a certificate-selector add; if not already availab
the MTA, obtained from the MTS-user’s User Certificate attribute in-the Directory. The validity g
certificate and its certification-path are also verified. Additionally,he¢"Directory name from the su
field of that certificate is verified to be that of the MTS-user (i.e. that the responding MTS-user i
intended target of the Bind). The OR-name in the subject-alternative-name field of that certificg
verified to correspond to the OR-name of the MTS-user,and to correspond to the OR-name presg
the responder-name field of Bind result. The mfa-mame and global-domain-identifier W
responder-bind-token are verified as being those of this MTA. The Time in the token is compared
the current time to ensure that the validity period ofithe token acceptable to this MTA has not expire

If either check fails, the procedure closes the conti€ction, returns a failure indication, and terminates.

If both checks are successful the procedure returns the association identifier and terminates.
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14.6 Submission Port

14.6.1 Message-submission Procedure

This clause describes the behaviour of the MTA when the Message-submission abstract-operation is invoked by the
MTS-user on a submission port.

14.6.1.1 Arguments

The Message-submission arguments listed in Table 3 and described in clauses indicated in that table.
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14.6.1.2 Results

1)

2)

The Message-submission results listed in Table 5 and described in clauses indicated in that table are
passed back to the MTS-user.

The Deferred Delivery module is invoked and passed the submitted message.

14.6.1.3 Errors

See 8.2.1.1.3 for descriptions of the relevant abstract-errors.

14.6.1.4 Procedure Description

1)

Error Checking

The Mpceﬂgp-qnhmiccinn prnr‘ednrr—! checks for error conditions  If anv is found the indicated

2)

3)

abstract-error is returned. All further processing is terminated. Responsibility for the intended meSsgge is
not accepted by the MTA.

Errors of particular interest:

a) Security errors. If the message-security-label is not compatible with the security-context pr, if
required, the message-origin-authentication-check is incorrect, a security-errer is generated.

b) Criticality errors. If any of the extension fields is marked critical-for-submission, bu{ not
semantically understood by the MTA, an unsupported-critical-function-€fror is returned.

If no errors are encountered at this stage, processing continues at st¢p/2. Additional errors may be
encountered in these later processing stages, in which case the MTA takes action as descfibed
above.

Name Processing

The following procedure applies to originator-name,récipient-name and originator-requepted-
alternate-recipient, unless otherwise noted.

a) Ifthe OR-name contains only a directory-name,the MTA attempts to obtain the OR-address

In the case of recipient-name, the Directoryy Name Resolution procedure (see 14.3.12) is callpd to
determine a new OR-address.

If an OR-address cannot be found,-&ither a recipient-improperly-specified abstract-error|or a
non-delivery report shall be returned-to the originator of the message.

b) If the OR-name contains both the directory-name and the OR-address, their association neefl not
be validated.

¢) The validation of the QR>address, whether passed in the Message-submission argument or obtgined
by resolving the directory-name, has two steps. The first step validates that the purpprted
OR-address has.the combination of attributes needed for a valid OR-address (see 8.5.5)| The
second step, which applies only to the originator-name, validates that the OR-address is, in|fact,
an OR-address of the MTS-user submitting the message.

Transfer of Responsibility, Return of Results

If no errérsyare detected in the above processing, the MTA accepts responsibility for the message apd so
signifies by returning the Message-submission results to the MTS-user. The Message-submission rgsults
are- described in 8.2.1.1.2. The message-submission-identifier and message-submission{time
arguments are constructed as appropriate by the MTA. The content-identifier is identical t¢ the
eorresponding Message-submission argument. If requested by the originator, the originating-MTA
generates the proof-of-submission using the algorithm identified by the proof-of-submi‘\sron-

algorithm-identifier and the arguments defined in 8.2.1.1.2.4. In addition the originating-MTA-

4)

certificate s Teturmed:
Message Construction

A Message is constructed from the Message-submission arguments, as possibly modified in the above
processing steps, plus additional arguments supplied by the MTA, as specified in 12.2.1.1.

When complete, the Message-submission procedure terminates and the message is passed to the Deferred
Delivery module for further processing.

14.6.2 Probe-submission Procedure

This clause describes the behaviour of the MTA when the Probe-submission abstract-operation is invoked by the
MTS-user on a submission-port.
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14.6.2.1 Arguments
The Probe-submission arguments listed in Table 7 and described in clauses indicated in that table.

14.6.2.2 Results

1) The Probe-submission results listed in Table 8 and described in clauses indicated in that table are passed
back to the MTS-user.

2) The Main module is invoked and passed the submitted probe.

14.6.2.3 Errors

See 8.2.1.2.3 for descriptions of the relevant abstract-errors.

14.6{2.4 Procedure Description
1)  Error Checking

The Probe-submission procedure checks for error conditions. If any is found, the indicated-abstract{error
is returned. Responsibility for the intended probe is not accepted by the MTA.

Errors of particular interest:

a) Security errors. If the message-security-label is not compatible with the seeurity-context, or {f the
probe-origin-authentication-check is incorrect, a security-error is geng¢rated.

b) Criticality errors. If any of the extension-fields is critical-for-submission, but not semantically
understood by the MTA, an unsupported-critical-function-error is réturned.

If no errors are encountered at this stage, processing continues-at step 2. Additional errors may be
encountered in these later processing stages, in which case the MTA takes action as descfibed
above.

2) Name Processing

The following procedure applies to originator-name, recipient-name and originator-requepted-
alternate-recipient, unless otherwise noted.

a) Ifthe OR-name contains only a directory-name, the MTA attempts to obtain the OR-address

In the case of recipient-name, the Directory Name Resolution procedure (see 14.3.12) is callpd to
determine a new OR-address.

If an OR-address cannot bexfound, either a recipient-improperly-specified abstract-error|or a
non-delivery report shall beeturned to the originator of the message.

b) If the OR-name contains‘both the directory-name and the OR-address, their association neefl not
be validated.

¢) The validation ofithe OR-address, whether passed in the Probe-submission argument or obtgined
by resolving-the directory-name, has two steps. The first step validates that the purpprted
OR-address ‘has the combination of attributes needed for a valid OR-address (see 8.5.5)| The
secondstep, which applies only to the originator-name, validates that the OR-address is, in|fact,
the OR-address of the MTS-user submitting the message.

3) Transfer,of Responsibility, Return of Results

If no-errors are detected in the above steps, the MTA accepts responsibility for the probe and so sighifies
by returning the Probe-submission results to the MTS-user. The Probe-submission results are descfibed
in 8.2.1.2.2. The probe-submission-identifier and probe-submission-time arguments are constructed as
appropriate by the MTA. The content-identifier is identical to the corresponding Probe-submifsion
argument.

4) Probe Construction

A probe is constructed from the Probe-submission arguments, as possibly modified in the above
processing steps, plus additional arguments supplied by the MTA.

When complete, the Probe-submission procedure terminates and the probe is passed to the Main module
for further processing.

14.6.3  Cancel-deferred-delivery Procedure

This clause describes the behaviour of the MTA when the Cancel-deferred-delivery abstract-operation is invoked by
the MTS-user on a submission-port in order to cancel the deferred delivery message previously submitted to the MTA.
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14.6.3.1 Arguments

The Cancel-deferred-delivery arguments listed in Table 10 and described in clauses indicated in that table.
14.6.3.2 Results

An empty result is passed back to the MTS-user as an indication of successful cancellation.

14.6.3.3 Errors

See 8.2.1.3.3 for descriptions of the relevant abstract-errors.

14.6.3.4 Procedure Description

1) If a proof-of-submission has already been provided, the Too-late-to-cancel abstract-error is returned by
the MTA. The deferred delivery of the message is not cancelled.

2) If the value of the message-submission-identifier argument is recognized by the MTA as being valid
and associated with a message being held by the MTA for deferred-delivery, the MTA. discard{ this
message as being cancelled, and assumes no further responsibility for it.

3) If the value of the message-submission-identifier argument is recognized by the MTA as being valid
but refers to a message already delivered or transferred to another MTA, the Tod-late-to-cancel absfract-
error is invoked by the MTA. The deferred delivery of the message is not cancelled.

4) If the value of the message-submission-identifier argument is not recognized as being valid (gither
because the MTA never assigned such a value or because the MTA no-longer holds the historical r¢cord
of a deferred delivery message that has been transferred or delivered), then the Message-submission-
identifier-invalid or Too-late-to-cancel abstract-error is returned bysthe MTA, the choice of which being
a local matter.

14.6/4  Submission-control Procedure

This| clause describes the behaviour of the MTA when invoking:the Submission-control abstract-operation fon a
subnpission-port in order to temporarily limit the submission-port abstract-operations that the MTS-user can inyoke.
Thede controls remain in force for the duration of the current association unless overridden by a subsequent
Subrhission-control abstract-operation.

NOTE — The use of Submission-control shall be subjectsto the security-policy in force. The permissible-security-context
Sjubmission-control argument limits the security-context\established during the MTS-bind.

14.6{4.1 Arguments
The Bubmission-control arguments listed in.Table 12 and described in clauses indicated in that table.

14.6/4.2 Results

The [Submission-control results listed 'in Table 13 and described in clauses indicated in that table are passed bagk to
the MTA by the MTS-user.

14.6{4.3 Errors
A Sdcurity-error can be\pdssed back by the MTS-user. See 8.2.1.4.3 for a description of this abstract-error.
14.6)4.4 Procedure Description.

The kircumstances causing an MTA to invoke the Submission-control abstract-operation are a local matter, as are the
actiogns taken during and subsequent to its completion.

14.7 Delivery Port

14.7.1 Message-delivery Procedure
This clause describes the steps taken by an MTA when tasked to deliver a message to one or more MTS-users.

Most provisions of this clause also apply to the case where the MTA has received a probe with one or more local
recipients. Unless noted otherwise, all procedure steps save physical delivery apply to the handling of probes.

NOTE - The generation of reports shall be subject to the security-policy.

14.7.1.1 Arguments

1) A message from the Main module with per-recipient instructions to deliver to one or more local
MTS-users.
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The Message-delivery arguments listed in Table 15 and described in clauses indicated in that table are

passed to the recipient MTS-user.

14.7.1.2 Results
1) An empty result or, if requested, a proof-of-delivery and optional recipient-certificate passed back

2)

from the MTS-user as an indication of successful delivery with no reporting requirements,

If a report is required, the Main module is invoked and passed the message with per-recipient instruc

tions

describing any delivery problems encountered and/or indicating successful deliveries to be reported on.

14.7.1.3 Errors

Message-delivery abstract-errors that can be returned from the MTS-user to the MTA are described in 8.3.1.1.3. These
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1.4 Procedure Description

1)

2)

3)

4)

5)

6)

7)

8)

9)

NOTE - The processing steps (6 and 7 above) associated with control restrictions do not apply in the case of Prol

If the message expiration is reached, a report instruction is generated for each local recipientThe v
of non-delivery-reason-code and non-delivery-diagnostic-code are unablerto-transfer
maximum-time-expired, respectively. The procedure then terminates.

If any of the per-message extension-fields is set to critical-for-delivery but not Semiantically under
by the MTA, a report instruction for each local recipient is generated. The values of non-deliy
reason-code and non-delivery-diagnostic-code are set to unable-to<transfer and unsuppo
critical-function respectively.

Otherwise, values are established for those arguments to the MesSage-delivery abstract-operation
apply to all recipients (arguments to Message-delivery are describedyin 8.3.1.1.1).

Steps 5-16 are executed for each recipient with responsibility set to responsible. The procedure
terminates.

To ensure the security-policy is not violated during.délivery, the message-security-label is chd
against the security-context. If delivery is bared by the security-policy then, subject to
security-policy, a report instruction for this is generated. The values of non-delivery-reason-cods
non-delivery-diagnostic-code are unable-to-tfransfer and secure-messaging-error, respectively.

If delivery is barred by Delivery Controls ifhposed in a previously invoked Register or Delivery-cq
abstract-operation, then, subject to the security-policy in force, the MTA will hold the message peq
the lifting of the applicable controls. Delivery Controls are not applicable to probes.

If the maximum holding time for/a held message (the value of this maximum time being a local m
except that latest-delivery-time-shall be observed when present and critical-for-delivery) expires
the applicable restrictions still in effect, then a report instruction is generated for this recipient,
values of non-delivery-reason-code and non-delivery-diagnostic-code are unable-to-transfer
recipient-unavailable,respectively. Processing then terminates for this recipient.

If restricted-delivery is enforced, and the sender falls in the category of unauthorised senders, tf
report instruction is generated for this recipient. The values of non-delivery-reason-code is s
restricted=delivery. Processing then terminates for this recipient.

TheMTA establishes those arguments for the Message-delivery abstract-operation that apply only ¢
imdividual recipient: message-delivery-identifier and message-delivery-time are given valug
described in Clauses 8.3.1.1.1.1 and 8.3.1.1.1.2. If the message contains a redirection-history
dl-expansion-history then the originally-intended-recipient-name shall be copied from the
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element of either the redirection-history or the dl-expansion-history, whichever event occurred

10)

(and the sequence of these events shall be determined from the trace-i

hents

are taken directly from corresponding fields of the message to be delivered. With the exceptions noted

below, all arguments shown in Table 15 are included in each invocation of Message-delivery.

If disclosure-of-other-recipients has the value disclosure-of-other-recipients-requested,
other-recipient-name argument is set to include the following:

the

a) The OR-names of all originally-specified recipients with an originally-specified-recipient-
number distinct from that for the current recipient. For any such recipient for which redirection has
been recorded, the originally-specified recipient’s OR-name is that from the first entry in the
associated redirection-history;

b) If distribution list expansion has occurred, the OR-name from the first entry of the DL-expansion-

history.
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