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Foreword

SO (the International Organization for Standardization) and IEC (the International Electrotechnical Cominigsion) form
e specialized system for worldwide standardization. National bodies that are members of ISO or IEC partict)atc in the
evelopment of International Standards through technical committees established by the respective organizatjon to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in-fields of mutulal interest.
Qther international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take|part in the
york.

In the field of information technology, ISO and IEC have established a joint techni¢al,committee, ISO/IEC JTC 1. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication
s an International Standard requires approval by at least 75 % of the national bodies casting a vote.

nternational Standard ISO/IEC 10021-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Ihformation
echnology, Subcommittee SC 18, Document processing and related communication, in collaboration with IfT'U-T. The
dentical text is published as ITU-T Recommendation X.411.

[his second edition cancels and replaces the first edition (ISO/IEC 10021-4:1990), which has been technically revised.
t also incorporates Amendment 1:1994, Technical Corfigendum 1:1991, Technical Corrigendum 2:1991,| Technical
Corrigendum 3:1992, Technical Corrigendum 4:1992,\Technical Corrigendum 5:1992, Technical Corrigendim 6:1993,
[echnical Corrigendum 7:1994, Technical Corrigendum 8:1994 and Technical Corrigendum 9:1994.

SO/IEC 10021 consists of the following patts; under the general title Information technology — Messagq¢ Handling
bystems (MHS):

—  Part 1: System and Service Overview

—  Part 2: Overall architectyre

—  Part 3: Abstract Service Definition Conventions

—  Part 4: Message. transfer system: Abstract service definition and procedures
—  Part 5: Message store: Abstract service definition

—  Part 6: Rrotocol specifications

—  Part’7: Interpersonal Messaging System

. Part 8: Electronic Data Interchange Messaging Service

—  Part 9: Electronic Data Interchange Messaging System
—  Part 10: MHS routing
— Part 11: MTS routing
—  Part 12: PICS proforma for MOTIS
~— Part 13: PICS proforma for message transfer access protocol

—  Part 14: PICS proforma for message store access protocol
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—  Part 15: PICS proforma for interpersonal messaging
— Part 16: Inter application message service definition protocol

—  Part 17: Inter application specification

Annexes A and C form an integral part of this part of ISO/IEC 10021. Annexes B and D are for information only.
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Introduction

1s Service Definition 1s one of a set of Recommendations | International Standards defining Message Handling in a

istributed open systems environment.

essage Handling provides for the exchange of messages between users on a store-and-forward basis. A message
ubmitted by one user (the originator) is transferred through the Message Transfer System (MT;S)-and delivered to one

r more other users (the recipients).

intended recipients.

TU-T Rec. X.411 | ISO/IEC 10021-4.

[he MTS comprises a number of message-transfer-agents (MTAs), which transfer messages and deliver thgm to their

[his Service Definition was developed jointly by ITU-T and ISO/IEC. It\is" published as commopn text as
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY -
MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE TRANSFER SYSTEM: ABSTRACT SERVICE DEFINITION
AND PROCEDURES

SECTION 1 — INTRODUCTION

Scope

is Recommendation | International Standard defines the abstract-service providéd by the MTS (the MTY Abstract
rvice), and specifies the procedures to be performed by MTAs to ensure the correct distributed operation of the MTS.

ITU-T Rec. X.402 | ISO/IEC 10021-2 identifies the other Recommendations, | Inifernational Standards which degfine other
pects of Message Handling Systems.

ccess to the MTS Abstract Service defined in this Recommendation | International Standard may be provided by the
TS Access Protocol (P3) defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The distributed operation of|the MTS
efined in this Recommendation | International Standard may be‘provided by the use of the MTS Transfer Profocol (P1)
so defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by which messages may be routed through the MTS is
specified in ISO/IEC 10021-10.

ection 2 defines the MTS Abstract Service. Clause 6,describes the Message Transfer System Model. Clause T provides
overview of the MTS Abstract Service. Clause' 8 defines the semantics of the parameters of the MTY Abstract
ervice. Clause 9 defines the abstract-syntax ofthe MTS Abstract Service.

ection 3 defines the MTA Abstract Service. Clause 10 refines the model of the MTS, first presented in clpuse 6, to
ow that the MTS comprises a numbér of MTAs that interwork with one another to provide the MTS Abstragt Service.
lause 11 provides an overview of the MTA Abstract Service. Clause 12 defines the semantics of the parameters of the
TA Abstract Service. Clause 13:defines the abstract-syntax of the MTA Abstract Service.

ection 4 specifies the procedures performed by MTAs to ensure the correct distributed operation of the MTS.

nnex A provides a réference definition of the MTS object identifiers cited in the ASN.1 modules in the bady of this
ecommendation | Intetnational Standard.

nnex B proyides a reference definition of the upper bounds of the size constraints imposed upon variable l¢ngth data
pes defined,in ASN.1 modules in ITU-T Rec. X.411.

nnex\C-gives the definition of 1988 Message Transfer System Abstract service.

nfiex D identifies the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.411 and
ISO/IEC 10021-4.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

ITU-T Rec. X.411 (1995 E) 1
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2.1

Open Systems Interconnection

This Service Definition cites the following OSI specifications.

2.1.1

Identical Recommendations | International Standards

ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax

2.2
This Sery

221

222

223

2.3
This Sery

Message Handling Systems

ice Definition cites the following Message Handling System specifications.

Identical Recommendations | International Standards

Paired Recommendations | International Standards equivalent in technical content

—  ITU-T Recommendation F.400/X.400 (1993), Message handling services: Message handling system and

Additional references

Directory-Systems

ice Definition cites the following Directory System specifications.

231

Identical Recommendations | International Standards

Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — (Remofe
Operations — Concepts, model and notation.

ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1996, Informiation technology — Message
Handling Systems (MHS): Overall architecture.

ITU-T Recommendation X.413 (1995) | ISO/IEC 10021-5:1996,, Information technology — Message
Handling Systems (MHS): Message store: Abstract service definition.

ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1996, Information technology — Message
Handling Systems (MHS): Protocol specifications.

ITU-T Recommendation X.420 (1996) | ISO/IEC 10021-7Y), Information technology — Message Handling
Systems (MHS): Interpersonal messaging system.

service overview.

ISO/IEC 10021-1:1990 — Information technology — Text Communication — Message-Oriented Tekt
Interchange Systems (MOTIS) —\Part 1: System and service overview.

CCITT Recommendation X.408 (1988), Message handling systems: Encoded information type
conversion rules.

ISO/IEC 10021-10%), Information technology - Message Handling Systems (MHS) — Part 1{:
MHS Routing.

ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1995, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models, and services.

ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:1995, Information technology — Open Systems
Interconnection — The Directory: Models.

ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open Systems
Interconnection — The Directory: Authentication framework.

) To be published.

2 Currently at the stage of draft.

ITU-T Rec. X.411 (1995 E)
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— ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

—  ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4: 1995, Information technology — Open Systems

Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Information technology — Open Systems

Interconnection — The Directory. Protocol specifications.

—  ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

Interconnection — The Directory: Replication.

i.]r Country codes
i

s Service Definition cites the following Country Code specifications.

2.4.1 Additional references
— IS0 3166:19933), Codes for the representation of names of countries.
—  CCITT Recommendation X.121 (1992), International numbering plan for public data networks.

:]\5 Telematic services
1

s Service Definition cites the following Telematic Service specifications.

25.1 Additional references

—  CCITT Recommendation F.170 (1992), Operational provisions for the international public |
service between public bureaux (bureaufax).

—  ITU-T Recommendation T.30 (1993), Procedures for document facsimile transmission in thd
switched telephone network.

w9

Definitions

Fbr the purposes of this Service Definition the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4 Abbreviations

1

br the purposes of thisService Definition the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-2 app|

N

Conveéntions

This Serviee-Definition uses the descriptive conventions described below.

511 Terms

—  ITU.T Recommendation X525 (1993) | ISO/IEC 9594-9:1995 _Information technology — Open Systems

facsimile

general

Throughout this Service Definition the words of defined terms and the names and values of the parameters of the MTS
Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case letter and are
linked by a hyphen thus: defined-term. Proper names begin with an upper-case letter and are not linked by a hyphen
thus: Proper Name. The names and values of the parameters of the MTS Abstract Service and the MTA Abstract Service

(including components of O/R address defined in ISO/IEC 10021-2) are printed in bold.

3) Currently under revision.

ITU-T Rec. X.411 (1995 E)

3


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

5.2

Presence of parameters

In the tables of parameters in clauses 8 and 12, the presence of each parameter is qualified as follows:

5.3

This Sery
Abstract
ISO/IEC
definitiop conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the r€mote operations notati¢n
defined i

Where tH
Abstract

SECTI

6

Messagd
submitte)

Oor more

The MT]
MTS Ah

The MT]
The ser

services

A user (
is paired

A type
the MT

DN 2 — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

d by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to ope

b object (invoked by the MTS-user object), and those which can be invoked by the MTS object (performed py

—  Mandatory (M): A mandatory parameter shall always be present.

—  Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-
operation; an optional result shall be present at the discretion of the performer of the abstract-operation.

—  Conditional (C): A conditional parameter shall be present under the circumstances prescribed by this
Service Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by the
MTS, this is exphcltly deﬁned The presence of other conditional parameters is dependent on the presence

the Message -transfer abstract- operatlon 1s dependent on the presence of the same optional argument m, the
related Message-submission abstract-operation).
Abstract Syntax definitions

ice Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstrag¢t Service using the
Syntax Notation (ASN.1) defined in ITU-T Rec. X.680 | ISO/IEC 8824-1,n ITU-T Rec. X.68] |
8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract servife

n ITU-T Rec. X.880 | ISO/IEC 013712-1.

ere are changes implied to the protocols defined in Recommendation X.41d (1984), these are highlighted in the
Syntax definitions by means of underlining.

Message Transfer System Model

Handling provides for the exchange of messages between users on a store-and-forward basis. A message

pther users (the recipients).

S is described using an abstract model in order to define the services provided by the MTS as a whole — the
stract Service.

S is modelled as an object; whose overall behaviour can be described without reference to its internal structuge.
ices provided by the MTS object are made available at ports. A type of port represents a particular view of the
provided by the MTS, object.

f the MTS is dlse'modelled as an object, which obtains the services provided by the MTS through a port which
with an MTS port of the same type.

f port.corresponds to a set of abstract-operations which can occur at the port; those which can be performed py

the MT}

-lser object).

A port may be symmetrical, in which case the set of operations performed by the MTS object may also be invoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is said to be the supplier or
consumer with respect to the type of port. The terms supplier and consumer are used only to distinguish between the
roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g. the MTS) is usually regarded as being the
supplier, and the user object (e.g. an MTS-user object) is usually regarded as being the consumer.

Before objects can invoke operations on one another, they must be bound into an abstract association. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released.
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and the application-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects.

4
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the delivery
or non-delivery of messages and probes.

An
deli

A message submitted by one MTS-user via a submission-port will normally be delivered to one er more rg
B-users via delivery-ports. The originating MTS-user may elect to be notified of the delivery grmon-delive
Kage via its delivery-port.

MT
mes

Cla

Thi

hdministration-port enables an MTS-user to change long term parameters held by the MTS associated with| iy
very, and enables either the MTS or the MTS-user to change their credentials with one another.

F igIre 1 models the Message Transfer System (MTS).

5 Service Definition defiries the following services that comprise the MTS Abstract Service:

se 7 provides an overview of the MTS Abstract Service.

Originator

Message-submission Message-delivery

—>

Report delivery
(non-delivery) Message Transfer(System

(MTS) Intended-recipients

>< MTS-user
Non-delivery

T0712060-91/d01

Figure 1+~ Message Transfer System model

Message Transfer System Abstract Service overview

MTS Bind and Unbind

a) MTS<bind;

b) MIS-unbind.

Submission Port Abstract operations
€)" Message-submission;

d) Probe-submission;

lessage

cipient
ry of a

e) Cancel-deferred-delivery;

f)  Submission-control.

Delivery Port Abstract operations

g) Message-delivery;

h) Report-delivery;

1)  Delivery-control.

Administration Port Abstract operations
J)  Register;

k) Change-credentials.

ITU-T Rec. X.411 (1995 E)
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71 MTS Bind and Unbind

The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an
established association.

The MTS-unbind enables the release of an established association by the initiator of the association.

7.2 Submission Port

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The Pllobe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whethererfot a
message could be transferred and delivered to one or more recipient MTS-users if it were to be submitted.

The Cancel-deferred-delivery abstract-operation enables an MTS-user to request cancellation of a mgssage previously
submitted (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The Spibmission-control abstract-operation enables the MTS to constrain the use of the subrmission-port abstfact-
operatjons by the MTS-user.

The Message-submission and Probe-submission abstract-operations may cause subgequent invocation of the Report-
deliveqy abstract-operation by the MTS.

7.3 Delivery Port
The Message-delivery abstract-operation enables the MTS to deliver axmessage to an MTS-user.

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user the outcome of a previous
invocation of the Message-submission or Probe-submission abstract-operations. For the Message-submission abstfact-
operatfon, the Report-delivery abstract-operation indicates_the delivery or non-delivery of the submitted message.| For
the Prpbe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a mespage
could pe delivered if it were to be submitted. The Report-delivery abstract-operation may also convey a notificatign of
physical-delivery by a PDS.

The Delivery-control abstract-operation enableés an MTS-user to constrain the use of the delivery-port abstract-
operatjons by the MTS.

7.4 Administration Port

The Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user held by
the MTS, associated withmessage delivery.

The (Jhange-credentials abstract-operation enables either an MTS-user to change it’s credentials with the MTS, or
the MT'S to change it’s credentials with the MTS-user.

8 Message Transfer System Abstract Service Definition

This clause defines the semantics of the parameters of the MTS Abstract Service.

Subclause 8.1 defines the MTS-bind and MTS-unbind. Subclause 8.2 defines the submission-port. Subclause 8.3 defines
the delivery-port. Subclause 8.4 defines the administration-port. Subclause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind

This subclause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-user
and the MTS.

6 ITU-T Rec. X.411 (1995 E)
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8.1.1 Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind;
b) MTS-unbind.

8.1.1.1 MTS-bind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-bind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and

security-context of the association. An association can only be released by the initiator of that association (using
MT|S-unbind).

Abf{tract-operations other than MTS-bind can only be invoked in the context of an established association;
Thq successful completion of the MTS-bind signifies the establishment of an association.

Thq disruption of the MTS-bind by a bind-error indicates that an association has not been established.
8.1{1.1.1 Arguments

Table 1 lists the arguments of the MTS-bind, and for each argument qualifies its presenée’and indicates the subclause in
which the argument is defined.

Table 1 — MTS-bind Arguments

Argument Presénce Subclause

Bind Arguments
Initiator-name M 8.1.1.1.1.1
Initiator-credentials M 8.1.1.1.1.2
Security-context (0] 8.1.1.1.1.3
Messages-waiting (0] 8.1.1.1.1.4

8.1{1.1.1.1  Initiator-name
This argument contains a name for the initiator of the association. It shall be generated by the initiator of the assodiation.

If the initiator is an MTS-ugser, the name is the OR-name of the MTS-user, which is registered with the MTS
(se¢ 8.4.1.1.1.1). The initiator-name shall contain the OR-address, and may optionally also contgin the
dirpctory-name, of the- MTS-user (OR-address-and-optional-directory-name). The initiator-name shall also indicate
whether the initiator™is)a UA or an MS.

If the initiatoris the MTS (or an MTA - see clause 11), the name is an MTA-name, which is known to the MTS-{iser.
8.1}1.1.1.2, Initiator-credentials

This ‘afgument contains the credentials of the initiator of the association. It shall be generated by the initiatof of the
association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the initiator-credentials comprise a simple password associated with the
initiator-name.

If protected-authentication is used, the initiator-credentials comprise a password protected as described in clause 6 of
ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protectedl or Protected2) and optionally arguments for that protection
process (timel, time2, random] and random?2) which derive their meaning by bilateral agreement.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an
initiator-certificate.
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source
(e.g. a certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
en. If the responder is known to have, or have access to, the initiator’s certificate (e.g.via
Changet-credentials abstract-operation, or via the Directory), the initiator-certificate may be omitted.

8.1.1.1J1.3  Security-context

This angument identifies the security-context that the initiator of the association proposes to ‘operate at. It may| be
generatgd by the initiator of the association.

The se¢urity-context comprises one or more security-labels that define the sensitivity of interactions that may odcur
betweeh the MTS-user and the MTS for the duration of the association, in line with~the security-policy in force. The
security-context shall be one that is allowed by the registered user-securitydabels of the MTS-user and by [the
security-labels associated with the MTA of the MTS.

Once eptablished, the security-context of the submission-port and delivery-port can be temporarily restricted using|the
Submigsion-control (see 8.2.1.4.3) and Delivery-control (see 8.3.1.3 1 %) abstract-operations, respectively.

If seculrity-contexts are not established between the MTS-usef.and the MTS, the sensitivity of interactions that may
occur Hetween the MTS-user and the MTS may be at the discretion of the invoker of an abstract-operation.

8.1.1.1{1.4  Messages-waiting

This ajgument indicates the number of messages-and total number of octets waiting to be delivered by the MTS to|the
MTS-user, for each priority. It may be generated by the initiator of the association.

This afgument shall only be present when the MTS is initiating an association with an MTS-user, and when [the
MTS-yser subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 and ISO/IEC 10021-]1).

8.1.1.112 Results

Table 2 lists the results"of the MTS-bind, and for each result qualifies its presence and indicates the subclause in which
the reshlt is defined,

Table 2 — MTS-bind Results

Result Presence Subclause

Bind Results
Responder-name M 8.1.1.1.2.1
Responder-credentials M 8.1.1.1.2.2
Messages-waiting O 8.1.1.1.23
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8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS (see
8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the directory-name,

of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also indicate whether the
responder is a UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the name is an MTA-name, which is known to the MTS-user.

811122 Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the respendgr of the
asspciation.

The¢ responder-credentials may be used by the initiator to authenticate the identity of 'tHe responder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If ¢nly simple-authentication is used, the responder-credentials comprise a simple password associated with the
responder-name.

If protected-authentication is used, the responder-credentials comprise a password protected as described in ¢lause 6
of [TU-T Rec. X.509 | ISO/IEC 9594-8 (either Protected]l or Protected2) and ‘optionally arguments for that prptection
process (timel, time2, random1 and random2) which derive their meaning by(bilateral agreement.

If §trong-authentication is used, the responder-credentials comprise‘a responder-bind-token. The responder-bind-
toKen is a token generated by the responder of the association. The<responder-bind-token shall be the same|type of
toKen as the initiator-bind-token. If the responder-bind-token.is'an asymmetric-token, the signed-data comprises a
rafdom-number (which may be related to the random-number supplied in the initiator-bind-tokem). The
en¢rypted-data of an asymmetric-token may be used to convey secret security-relevant information (e.g. one pr more
syrhmetric-encryption-keys) used to secure the associationy or may be absent from the responder-bind-token.

Symmetric algorithms may be used within the abové-asymmetric-token (see 8.5.8).

8.1.1.1.2.3  Messages-waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTP to the
MTS-user, for each priority. It may be generated by the responder of the association.

Thjs argument shall only be pfesent when the MTS is responding to an association initiated by an MTS-user, ajd when

thg MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.4p0 and
ISQ/IEC 10021-1).

8.1.1.1.3 Bind-exrors

ThE bind-errors, that may disrupt the MTS-bind are defined in 8.1.2.

8.1.1.2¢ \MTS-unbind

8.1.1.2.1 Arguments

The MTS-unbind has no arguments.

8.1.1.2.2 Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.
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8.1.2 Bind-errors

This subclause defines the following bind-errors:
a) Authentication-error;
b) Busy;
¢) Unacceptable-dialogue-mode;

d) Unacceptable-security-context.

8.1.2.1 Authentication-error

The Authentication-error bind-error reports that an association cannot be established due to an authentication error; the
initiator’s credentials are not acceptable or are improperly specified.

The Authentication-error bind-error has no parameters.

8.1.2.2 | Busy

The Bupy bind-error reports that an association cannot be established because the responder is busy:-
The Bupy bind-error has no parameters.

8.1.2.3| Unacceptable-dialogue-mode

The Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed-by the initiator of the associatjon
is unacg¢eptable to the responder (see ITU-T Rec. X.419 | ISO/IEC 10021-6).

The Unacceptable-dialogue-mode bind-error has no parameters.
8.1.2.4| Unacceptable-security-context

The Uhacceptable-security-context bind-error reports that the.'Ssécurity-context proposed by the initiator of [the
associafion is unacceptable to the responder.

The Urjacceptable-security-context bind-error has no parameters.

8.2 Submission Port
This supclause defines the abstract-operations.and abstract-errors which occur at a submission-port.
8.2.1 Abstract-operations

This supclause defines the following-submission-port abstract-operations:
a) Message-subniission;

b) Probe-subinission;

¢) Cancel-deferred-delivery;

d) Submission-control.

8.2.1.1] -Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message
(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the
message.

8.2.1.1.1 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.
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Argument Presence Subclause
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Alternate-recipient-allowed 0o 8.2.1.1.1.3
Recipient-reassignment-prohibited (6] 8.2.1.1.14
Qriginator-requested-alternate-recipient o $2411-5
DL-expansion-prohibited 0} 8.2.1.1.1.6
Disclosure-of-other-recipients (6] 8.2.1.1.1.7
Priority Argument
Priority O 8.2'N1.1.8
Conversion Arguments
Implicit-conversion-prohibited O 8.2.1.1.19
Conversion-with-loss-prohibited (0] 8.2.1.1.1.10
Explicit-conversion (6] 8.2.1.1.1.11
Delivery Time Arguments
Deferred-delivery-time (@) 8.2.1.1.1.12
Latest-delivery-time (6] 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method (0] 82.1.1.1.14
Physical Delivery Arguments
Physical-forwarding-prohibited (¢} 8.2.1.1.1.15
Physical-forwarding-address-request O 8.2.1.1.1.16
Physical-delivery-modes O 8.2.1.1.1.17
Registered-mail-type (0] 82.1.1.1.18
Recipient-number-for-advice (6] 8.2.1.1.1.19
Physical-rendition-attributes (0] 8.2.1.1.1.20
Originator-return-address O 8.2.1.1.1.21
Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Content-return-request (0] 8.2.1.1.1.23
Physical-delivery-treport-request 8.2.1.1.1.24
Security Arguments
Originator-certificate (0] 8.2.1.1.1.25
MesSage-token (0] 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier (0] 8.2.1.1.1.27
Content-integrity-check (6] 8.2.1.1.1.28
Message-origin-authentication-check (0] 8.2.1.1.1.29
Message-security-label (6} 8.2.1.1.1.30
Proof-of-submission-request (0] 8.2.1.1.1.31
Proof-of-delivery-request (0] 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier o 8.2.1.1.1.35
Content-correlator (0] 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type (6] 8.2.1.1.1.38
Service-message (0] 8.2.1.1.1.39
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8.2.1.1.1.1  Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating
MTS-user. If OR-address is not included in originator-name on submission it shall be inserted by the originating

MTA. The originator-name shall remain unchanged in the subsequent progress of the submitted message through
all be

tha MTQ Whaea cant
the MTS. arcuments use the oricina I'nr=narne, its OR-address sha

yv 1icic bC\.ulu_y alsuluvuto UOL UL Uligliiaiul

MTS-user.

e generated by the originating

The originator-name contains the OR-name of an individual originator, i.e. it shall not contain the

8.2.1.1.1.2  Recipient-name

This arg 1 - f a recipient of the message. It shall be generated by the originator of the
messagg. A value of this argument shall be specified for each recipient of the message.

pient-name contains the OR-name of an individual recipient or DL.

8.2.1.1.J.3  Alternate-recipient-aiiowed

This ardument indicates whether the message may be delivered to an alternate-recipient assigned by-the recipient-MD, if

the spedified recipient-name does not identify an MTS-user. It may be generated by the originator-of the message.
This argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-prohibited.

If this 4rgument has the value alternate-recipient-allowed and the recipient-name’{specified by the originator of |the
messagg, or added by DL-expansion, or substituted by redirection to the recipient-assigned-alternate-recipient of to
the originator-requested-alternate-recipient, or present by any combination of redirection and expansion) does pot
an MTS-user, the message may be redirected to an alternate-recipienfrassigned by the recipient-MD to recdive
such mgssages. If no such altemate recipient has been assigned by the recipient—MD, or if this argument has the vglue

8.2.1.1J1.4  Recipient-reassignment-prohibited

gument indicates whether the message may be reassigned to another MTS-user registered as a recipignt-
d-alternate-recipient by the intended-recipient. It may be generated by the originator of the message.

ument may have one of the following values: recipient-reassignment-prohibited or recipient-reassignm¢nt-

If this airgument has the value recipiént-reassignment-allowed and the intended-recipient has registered an applicgble
recipiepnt-assigned-alternate-recipient, the message shall be redirected to that recipient-assigned-alternate-recipiept.

If this| argument has the Vvali€ recipient-reassignment-prohibited and the intended-recipient has registered| an
applicable recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient has been
specifigd by the originator of the message, the message shall be redirected to the originator-requested-alternate-
recipidnt, or if no‘eriginator-requested-alternate-recipient has been specified by the originator of the messagg, a
non-delivery-reportishall be generated.

In the gbserice of this argument, the default recipient-reassignment-allowed shall be assumed.

8.2.1.1.1-5—Origimator-requested-attermate-Tecipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be

generated by the originator of the message. A different value of this argument may be specified for each recipient of the
message.

The originator-requested-alternate-recipient contains the OR-name of an individual, or DL, alternate-recipient.

If this argument is present and delivery of the message to the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to a recipient-assigned-alternate-recipient) is not
possible, the message shall be redirected to the originator-requested-alternate-recipient specified by this argument.

If an originator-requested-alternate-recipient has been specified by the originator of the message, the message shall
be redirected to that alternate-recipient in preference to the one assigned by the recipient-MD.

12 ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)
82.1.1.1.6  DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name which denotes
a DL. It may be generated by the originator of the message.

This argument may have one of the following values: DL-expansion-prohibited or DL-expansion-allowed.

In the absence of this argument, the default DL-expansion-allowed shall be assumed.

8.2.1.1.1.7  Disclosure-of-other-recipients

This argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTS-user
when the me . . ] .

Thi§ argument may have one of the following values: disclosure-of-other-recipients-requested or disclospire-of-
oth¢r-recipients-prohibited.

In the absence of this argument, the default disclosure-of-other-recipients-prohibited shall be assumed.
8.2.1.1.1.8  Priority

Thi§ argument specifies the relative priority of the message: normal, non-urgent or urgent. It may be generated by the
originator of the message.

In the absence of this argument, a default priority of normal shall be assumed;

8.2.1.1.1.9  Implicit-conversion-prohibited

Thi$ argument indicates whether implicit-conversion may be perforined on the message content. It may be generpted by
the priginator of the message.

Thig argument may have one of the following values: implicit-conversion-prohibited or implicit-conversion-allowed.
In the absence of this argument, the default implicit-coliversion-allowed shall be assumed.
Seelalso 8.2.1.1.1.10.

8.21.1.1.10  Conversion-with-loss-prohibited

Thi argument indicates whether encoded-information-type conversion(s) may be carried out on the message cpntent,
if spich conversion(s) would result in loss of information. Loss of information is defined in Recommendation|X.408.

It mjay be generated by the originator of the message.

Thip argument may have) one of the following values: conversion-with-loss-prohibited or conversion-with-
losg-allowed.

In the absence of'this argument, the default conversion-with-loss-allowed shall be assumed.

Thg combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited arguments r¢late to
impllicit-conversion only and is defined in Table 4.

Table 4 — Combined effect of Conversion Arguments

Implicit conversion Conversion with loss Combined effect
allowed with-loss-allowed allowed
allowed with-loss-prohibited with-loss-prohibited
prohibited with-loss-allowed prohibited
prohibited with-loss-prohibited prohibited
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8.2.1.1.1.11 Explicit-conversion

This argument indicates the type of conversion of the message content explicitly requested by the originator for the
recipient. It may be generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one of the following values: iaS-text-to-teletex, iaS-text-to-g3-facsimile, ia5-text-to-g4-
class-1, ia5-text-to-videotex, teletex-to-ia5S-text, teletex-to-g3-facsimile, teletex-to-gd-class-1, teletex-to-videotex,

. Py SVadae Nl dboran a8 oo
s Py Y th + f

videotex-to-iaS-text, or videotex-to-teletex. Other types o

explicit-conversion may be defined by addenda or future
versions of this Recommendation | International Standard. Explicit-conversion shall be performed as specified in
Recommendation X.408.

In the gbsence

NOTE - When specified for a recipient DL, explicit-conversion applies to all members of the DL.

8.2.1.1.1.12 Deferred-delivery-time

This drgument specifies the Time before which the message should not be delivered to the reeipient(s). It may be
generdted by the originator of the message.

8.2.1.1.1.13 Latest-delivery-time

This grgument contains the Time after which the message should not be delivered’ to the recipient(s). It may be
genergted by the originator of the message.

The handling of non-delivery because of expired latest-delivery-time is des¢ribed in 14.3.2.4.

8.2.1.1.1.14 Requested-delivery-method

This grgument indicates the preferred method of delivery of thesmessage to the recipient. It may be generated by the
originptor of the message. A different value of this argument maybe specified for each recipient of the message.

This grgument may have one or more of the following vdlues: any-delivery-method, mhs-delivery, physical-deliyery,
telex-flelivery, teletex-delivery, g3-facsimile-delivery, g4-facsimile-delivery, ia5-terminal-delivery, videgtex-
delivery, or telephone-delivery.

If mote than one value of this argument is speeified for a recipient, the sequence of the values shall be assumed to ifnply
the orfginator’s order of preference of delivery-methods.

In the[absence of this argument, the(default any-delivery-method shall be assumed.

If the [recipient-name generated)by the originator of the message contains a directory-name but omits an OR-addfess,
the M[TS may use the requested-delivery-method as an indication of which form of OR-address the directory-name
should be mapped to by the MTS (e.g. using the Directory). If an OR-address cannot be found, either a recipjent-
imprgperly-specified.abstract-error or a non-delivery report shall be returned to the originator of the message.

If the originatoer’supplied requested-delivery-method conflicts with the recipient’s preferred delivery-mdthod
(e.g. ds registered in the Directory in the preferredDeliveryMethod attribute), the originator’s requested-delivery-
meth¢d-takes precedence. If the originator’s requested-delivery-method conflicts with the originator’s convefsion
requirements (see 82 1 1 19t0 82 111 11) anon-delivery report shall he returned to the originator of the message

8.2.1.1.1.15  Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument
may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the default physical-forwarding-allowed shall be assumed.
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8.2.1.1.1.16  Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. It may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwarding-address-not-requested.

In the absence of this argument, the default physical-forwarding-address-not-requested shall be assumed.

A physical-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8.2.1.1.1.15).

8.2.1.1.1.17 Physical-delivery-modes

is argument indicates the mode of physical-delivery to the recipient to be used. It may be generated by the griginator
off the message if the requested-delivery-method argument specifies that physical-delivery is requited to the fecipient,
o if the originator of the message supplied a postal-OR-address for the recipient. A different value of this jrgument
y be specified for each recipient of the message.

is argument’s value is the combination of two independent components. If present, the first component shall have one
of the following values: ordinary-mail, special-delivery, express-mail, counter-colléction, counter-collectibn-with-
tefephone-advice, counter-collection-with-telex-advice, or counter-collection-with<teletex-advice. If prepent, the
sgcond component shall have the value bureau-fax-delivery. When bureau-fax:delivery is requested and|the first
cgmponent is also present, then the first component is activated by the BureaufaX_service.

Byireau-fax-delivery comprises all A to H modes of delivery defined in Recemmendation F.170, i.e.:

A —Regular Delivery, B —Special Delivery, C—Expréss) Mail, D — Counter Collection, E - Counter
Collection with telephone advice, F — Telefax, G — Counter Collection with Telex advice, and H 4 Counter
Collection with Teletex advice.

In the absence of this argument, the default ordinary-mail shall be assumed.

8.2.1.1.1.18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the message to the fecipient.
Itl may be generated by the originator of the-message if the requested-delivery-method argument specifies that
physical-delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address for the
recipient. A different value of this argumhent may be specified for each recipient of the message.

This argument may have one of the following values: non-registered-mail, registered-mail, or registered{mail-to-
addressee-in-person.

In the absence of this argument, the default non-registered-mail shall be assumed.

8.2.1.1.1.19 Recipient-number-for-advice

This argument cOntains the Telephone, Telex or Teletex number of the recipient, to be used in conjunction |with the
cqunter-collection-with-advice and bureau-fax-delivery physical-delivery-modes. It may be generated by the
iginator of\the message if the requested-delivery-method argument specifies that physical-delivery is required to the
ipient;,0r if the originator of the message supplied a postal-OR-address for the recipient, and the physical-delivery-
des. argument specifies a counter-collection-with-advice or bureau-fax-delivery physical-deliveny-mode.

tofthe messaae
£e-

8.2.1.1.1.20 Physical-rendition-attributes

This argument indicates the physical-rendition-attributes of the message. It may be generated by the originator of the
message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient, or if
the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument may be
specified for each recipient of the message.

This argument may have one of the following values: basic. Addenda or future versions of this Recommendation |
International Standard may define other values of this argument. Other values of this argument may be used by bilateral
agreement between MDs.

In the absence of this argument, the default basic shall be assumed.
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8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-address of the originator of the message. It may be generated by the originator of
the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal-OR-addresses for the

recipients. It may also be generated by the originator of the message if a recipient DL contains, or is likely to contain,

one or more members for whom physical-delivery is required.

r kT2 Lo smacda [y
The originator-return ntain the postal-OR-address of an individual

n-a 20 1 &)
i.e. shall not contain the directory-name of an individual originator nor the directory-name of a DL.

A L1
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8.2.1.1.1.22 Originator-report-request

This argument indicates the kind of report requested by the o gmator of the message. It shall be generated by the
originatdr of the message. A different value of this argument may be specified for each recipient of the message,

This argfiment may have one of the following values:
- no-report: The originator of the message requested the suppression of non-delivery-repotts.
- non-delivery-report: A report is returned only in case of non-delivery.

—  report: A report is returned in case of delivery or non-delivery.

The valye of this argument may be changed at a DL expansion-point in line with the repotting-policy of the DL. Such a
change thay affect the number and type of reports the originator of the message may receive about delivery to a DL.

8.2.1.1.1.23 Content-return-request

This argument indicates whether the message content is to be returned with any non-delivery-report(s). It may |be
generated by the originator of the message.

This argument may have one of the following values: content-retutn-requested or content-return-not-requested.
In the abysence of this argument, the default content-return-not-requested shall be assumed.

The sugfpression of non-delivery-reports by the originator of the message (see 8.2.1.1.1.22) takes precedence ovef a
request for the return of the content.

In the chse of non-delivery-reports delivered to.the owner of a DL (see 8.3.1.2.1.4), the message content shall not|be
present.

8.2.1.1.1.24 Physical-delivery-report-request

This argument indicates the type, of physical-delivery-report requested by the originator of the message. It may |be
generat¢d by the originator of the’message if the requested-delivery-method argument specifies that physical-delivgry
is requited to the recipient orif the originator of the message supplied a postal-OR-address for the recipient. A differpnt
value of this argument may be specified for each recipient of the message.

This argument may\Have one of the following values: return-of-undeliverable-mail-by-PDS, return-of-notificatipn-
by-PDS, return-of<notification-by-MHS, or return-of-notification-by-MHS-and-PDS.

In the arsence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.

8.2.1.1.1.25 Originator-certificate

This argument contains the certificate of the originator of the message. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to validate the
message-token, if an asymmetric-token is used with an asymmetric algorithm (see 8.5.8).

The originator’s public-asymmetric-encryption-key may also be used by the recipient(s) of the message, and any MTA
through which the message is transferred, to validate the message-origin-authentication-check.
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8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

—  any of the following arguments: the content-confidentiality-algorithm-identifier, the content-integrity-
check, the message-security-label, and the proof-of-delivery-request; and

— a message-sequence-number, that identifies the position of the message in a sequence of messages from
the originator to the recipient to which the message-token relates (to provide the Message Sequence
Integrity element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). The first occurrence
of a sequence number can be a random number.

If tHe message-token is an asymmetric-token, the encrypted-data may comprise:

— a content-confidentiality-key: a symmetric-encryption-key used with the content-confidentiality-
algorithm-identifier by the originator of the message to encrypt the message content, and |by the
recipient to decrypt the message content; and/or

— the content-integrity-check: may be included in the encrypted-data if confidentiality of the c¢ntent-
integrity-check is required, and/or if the message-security-label is includéd in the encrypted-dqta (for
confidentiality of the message-security-label) and the association betweefnrthe content-integrity-chgck and
the message-security-label is to be maintained;

— the message-security-label: may be included in the encrypted-data if confidentiality of the message-
security-label is required;

— a content-integrity-key: a symmetric-encryption-key¢used with the content-integrity-algdrithm-
identifier by the originator of the message to computé\the content-integrity-check, and by the rgcipient
to validate the content-integrity-check;

— a message-sequence-number: as defined forZthe signed-data above, but may be included|in the
encrypted-data if confidentiality of the sequence is required. The first occurrence of a sequence pumber
can be a random number.

If the message-token is an asymmetric-token and the signed-data of the message-token includes the content-infegrity-
chefk, the message-token provides for non-repudiation-of-origin of the message content (the Non-Repudiation of] Origin
elethent-of-service, as defined in ITU-T Ree: X400 and ISO/IEC 10021-1). If the signed-data of the messagg-token
includes both the content-integrity-check\and the message-security-label, the message-token provides prhoof of
ass¢ciation between the message-security-label and the message content.

Symmetric algorithms may be uséd, within the above asymmetric-token (see 8.5.8). If symmetric algorithms afe used
for| both the message-token jand the content-integrity-check, then the message-token can only pupport
Non-Repudiation of Origin{elements-of-service if the security policy in force provides for the involvement of|a third
parfy acting as a notary.

8.2]1.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of the megsage to
endrypt thesmessage content (to provide the Content Confidentiality element-of-service as defined in ITU-T Rec| X.400
and ISQ/TEC 10021-1). It may be generated by the originator of the message.

Th 1 241 1o q 1. +la 1353 PYSAY £1] O L3 dacrunt tha mmaccoga t ¢
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The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to encrypt the
message content, and which the recipient may use to decrypt the message content, may be derived from the message-
token sent with the message. Alternatively, the content-confidentiality-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the message content. The recipient may use the recipient’s
secret-asymmetric-encryption-key to decrypt the message content. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-
encryption-key pair.
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8.2.1.1.1.28 Content-integrity-check

This argument provides the recipient(s) of the message with a means of validating that the message content has not been
modified (to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It
may be generated by the originator of the message. A different value of the argument may be specified for each recipient
of the message.

The content-integrity-check enables content-integrity to be validated on a per-recipient basis using either a symmetric-
or an asymmetric-encryption-algorithm.

NOTE 1 - The message-origin-authentication-check provides a means of validating content-integrity on a per-message

basis using an asymmetric-encryption-algorithm.

The cpntent-integrity-check may be included in the signed-data or the encrypted-data of the message-token to

ontent-integrity-check contains the content-integrity-algorithm-identifier, and  an encrypted fun¢tion
compressed or hashed version) of the message content and conditionally the<comntent-integrity-algorithm-

finition of the content integrity algorithm shall specify both the encryption function and whether or no} the
t-integrity-algorithm-identifier is included in the input to the encryption-function.

NOTE 2 - The content-integrity-check could be computed using the ¢lear/(i.e. unencrypted) or the encrypted content| This
choice|can be made independently for each occurrence of the content integrity ‘€heck in the message. This choice is dictated by the

3 3 1 indicated ke tont_intaoritu_aloarith idantifiar
security policy in force and may be indicated by content-integrity-algorithm-identifier.

The content-integrity algorithm may be either a symmetric- or an\asymmetric-encryption-algorithm.

NOTE 3 - The use of a symmetric-encryption-algorithm may permit simultaneous compression and encryption df the
message content.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which the recipient may use to validate the‘content-integrity-check, may be derived from the message-token|sent
with the message. Alternatively, the content-integrity-key may be distributed by some other means.

If an psymmetric-encryption-algorithm-is used, the originator’s secret-asymmetric-encryption-key may be used by the
originptor of the message to compute the content-integrity-check. The recipient may use the originator’s public-

asymietric-encryption-key (subject-public-key) derived from the originator-certificate to validate the confent-
integyity-check.

8.2.1.1.1.29 Message-origin-authentication-check
This qrgument provides the recipient(s) of the message, and any MTA through which the message is transferred, with a

meanyg of authenticating the origin of the message (to provide the Message Origin Authentication element-of-servi¢e as
defingd ind FU-T Rec. X.400 and ISO/IEC 10021-1). It may be generated by the originator of the message.

The message-origin-authentication-chieck provides proof of the origin ol the message (Message Origin
Authentication), assurance that the message content has not been modified (the Content Integrity element-of-service as

defined in ITU-T Rec. X.400 and ISO/IEC 10021-1), and proof of association between the message-security-label and
the message.

The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algorithm and
hash-function) identified by the message-origin-authentication-algorithm-identifier (an algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the message-origin-authentication-algorithm-identifier; the message

content; the content-identifier and the message-security-label. Optional components are included in the message-
origin-authentication-check if they are present in the message.
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If content-confidentiality (see 8.2.1.1.1.27) is also used, the message-origin-authentication-check is computed using
the encrypted version of the message content (to allow the message-origin-authentication-check to be validated by
other than the intended-recipient (e.g. by an MTA) without compromising the confidentiality of the message content). If
the clear (i.e. unencrypted) version of the message content is used to compute the message-origin-authentication-
check, the message-origin-authentication-check provides for both Message Origin Authentication and
Non-Repudiation of Origin of the message content (a signature), as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1.
If, however, the encrypted version of the message content is used, the message-origin-authentication-check provides
for Message Origin Authentication, but not for Non-Repudiation of Origin of the message content.

The message-origin-authentication-check may be computed by the originator of the message using the originator’s
secret-asymmetric-encryption-key. The message-origin- authentlcatlon-check may be valxdated by the rec1p1ent(s) of
the message, and any MTA through which the message is transferred %
(smbject-public-key) of the originator of the message derived from the orlgmator-certlficate

Afddenda or future versions of this Recommendation | International Standard may define other forms of méssage-origin-

authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs’through which the
essage is transferred to authenticate the origin of the message.

8£2.1.1.1.30 Message-security-label

is argument associates a security-label with the message (or probe). It may bé\generated by the originator of the
essage (or probe), in line with the security-policy in force.

e message-security-label of a report shall be the same as the message-security-label of the subjecttmessage
(qdr -probe).
Iff security-labels are assigned to MTS-users, MTAs and other objécts in the MHS, the handling, by those opjects, of
essages, probes and reports bearing message-security-labels may be determined by the security-policy in|force. If
sqeurity-labels are not assigned to MTS-users, MTAs and othet objects in the MHS, the handling, by those opjects, of
essages, probes and reports bearing message-security-labels may be discretionary.

Iff security-contexts are established between the'‘originator and an MTA (the originating-MTA) of the MTS
(see 8.1.1.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to a message (or prpbe) may
b¢ determined by the security-context (submission-security-context), in line with the security-policy in |force. If
sgcurity-contexts are not established betwéen the originator and the originating-MTA, the assignment of a essage-
sdcurity-label to a message (or probe) fay be at the discretion of the originator.

Iff security-contexts are establishied between two MTAs (see 12.1.1.1.1.3), the transfer of messages, probes qr reports
between the MTAs may be determined by the message-security-labels of the messages, probes or reports| and the
sqcurity-context, in line yith'the security-policy in force. If security-contexts are not established between the MTAs,
the transfer of messages; probes and reports may be at the discretion of the sender.

security-contexts “are established between an MTS-user and an MTA (the delivering-MTA) of the MTS
ee 8.1.1.1.1.3_and 8.3.1.3.1.7), the delivery of messages and reports may be determmed by the message- ecurity-

force. Ifthe message-security-label of a message or report is allowed by the registered user-security-labgls of the
rdeipiént; but disallowed by the recipient’s current security-context (delivery-security-context), then the
delivering-MTA may hold-for-delivery. If security-contexts are not established between the MTS-user|and the
delivering-MTA, the delivery of messages and reports may be at the discretion of the delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request
This argument indicates whether or not the originator of the message requires proof-of-submission (to provide the Proof
of Submission element-of-service) as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the MTS.

It may be generated by the originator of the message.

This argument may have one of the following values: proof-of-submission-requested or proof-of-submission-
not-requested.

In the absence of this argument, the default proof-of-submission-not-requested shall be assumed.
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8.2.1.1.1.32  Proof-of-delivery-request

This argument indicates whether or not the originator of the message requires proof-of-delivery (to provide the Proof of
Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the recipient. It
may be generated by the originator of the message. A different value of this argument may be specified for each
recipient of the message.

This argument may have one of the following values: proof-of-delivery-requested or proof-of-delivery-
not-requested.

In the absence of this argument, the default proof-of-delivery-not-requested shall be assumed.

8.2.1.1.1.33 _ Original-encoded-information-types

This argyment identifies the original encoded-information-types of the message content. It may be generated by ttle

originatof of the message.

The absgnce of this argument indicates that the original-encoded-information-types of the message “content afe
unspecifjed.

8.2.1.1.1{34 Content-type

This argment identifies the type of the content of the message. It identifies the abstract syzitax and the encoding rulgs
used. It shall be generated by the originator of the message. The content-type shall be either built-in or extended.

A built-if content-type may have one of the following values:

An extended content-type is specified using an object identifier.

One spetificovalue of an extended content-type which has been defined by this Service Definition is:

unidentified: Denotes a content-type unidentified and ungeristrained; the use of this unidentifi¢d
content-type is by bilateral agreement between MTS-users.

external: Denotes a content-type which is reserved for’juse when interworking between 1988 systerfis

and 1984 systems; it shall only be used with mts-transfer-protocol-1984 (see ITU-T Rec. X.419 |
ISO/IEC 10021-6).

NOTE 1 - The interworking rules ensure that thesexternal content-type is never used in conjunction with mfgs-
transfer or mts-transfer-protocol. Although the‘external content-type is designed to allow interworking betwepn
1988 systems through intermediate 1984 systems, a 1984 system may deliver (or submit) a content of the exterral
content-type provided that the MTS:user (or the MTA itself) performs the equivalent of the upgradipg
(or downgrading) rules given in ITU-T. Rec. X.419 | ISO/IEC 10021-6.

interpersonal-messaging-1984:-Identifies the interpersonal-messaging-1984 content-type defined |in
ITU-T Rec. X.420 | ISO/IEC\10021-7.

interpersonal-messaging-1988: Identifies the interpersonal-messaging-1988 content-type defined [in
ITU-T Rec. X.420NSO/IEC 10021-7.

edi-messaging: Identifies the edim content-type defined in CCITT Rec. X.435 and ISO/IEC 10021-9.

voice-messaging: Identifies the vin content-type defined in Recommendation X.440.

inner-envelope: An_extended content-type that is itself a message (envelope and content). When

delivered to the recipient named on the outer-envelope, the outer-envelope is removed and the content is
deciphered, if needed, resulting in an inner-envelope and its content. The information contained in the
inner-envelope is used to transfer the content of the inner-envelope to the recipients named on the
inner-envelope. The type of the content OCTET STRING is an MTS-APDU (see Figure 6 in
ITU-T Rec. X.419| ISO/IEC 10021-6) encoded using the Basic Encoding Rules of ASN.1. [The
inner-envelope and content may be protected by securing the content of the outer-envelope using the
security arguments (see 8.2.1.1.1.25 to 8.2.1.1.1.32)].

Other standardised extended content-types may be defined by other MHS Specifications or other Recommendations |
International Standards. Other values of this argument may be used by bilateral agreement between MTS-users.

NOTE 2 - In the case where the content confidentiality service is used, the syntax and encoding identified by the
content-type are the syntax and encoding of the content before encryption.
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8.2.1.1.1.35 Content-identifier

This argument contains an identifier for the content of the message. It may be generated by the originator of the
message.

The content-identifier may be delivered to the recipient(s) of the message, and is returned to the originator with any
report(s). This argument is not altered by the MTS.

8.2.1.1.1.36 Content-correlator

This argument contains information to enable correlation of the content of the message by the originator of the message.
It may be generated by the originator of the message.
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content-correlator is not delivered to the recipient(s) of the message, but is returned to the originator/wi
rt(s). This argument is not altered by the MTS.

.1.1.37 Content

argument contains the information the message is intended to convey to the recipient(s). It shall.be generated
nator of the message.

ept when conversion is performed, the content of the message is not modified by the’ MTS, but rather is
parently through it.

content may be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).

NOTE - The value of the octet string containing the encoded content does 110t change as the message crosses the M

.1.1.38 Notification-type

argument indicates that the content is a notification, and¢indicates that it is one of three types of notif]
-1, type-2 or type-3); the use of these values is defined in the relevant content specification. It may be generg
briginator of the message, but shall be generated only<if‘the content is a notification as defined in the rg

content specification.
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notification-type indication is not delivered to_the recipient(s) of the message and is not returned to the orij
any report(s). Depending upon policy, this argument may be verified by the MTS.

[.1.1.39  Service-message

argument indicates that the message is for service purposes. It may be generated by the originator of the m{
Shall be used only by bilateral@greement.

service-message indication is not delivered to the recipient(s) of the message and is not returned to the orig
any report(s). Depending-upon policy, this argument may be verified by the MTS.

1.1.2 Results

e 5 lists the\results of the Message-submission abstract-operation, and for each result qualifies its presen
tifies the'subclause in which the result is defined.

Table 5 — Message-submission Results
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Result Presence Subclause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 8.2.1.1.2.2
Originating-MTA-certificate O 8.2.1.1.23
Proof-of-submission C 8.2.1.1.24
Content-identifier C 8.2.1.1.1.35
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8.2.1.1.2.1  Message-submission-identifier

This result contains an MTS-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery abstract-
operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery abstract-
operation, a message whose delivery it deferred.

8.2.1.1.2.2  Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. It shall be generatedl by
the MTS.

8.2.1.1.2.3  Originating-MTA-certificate

This result contains the certificate of the MTA to which the message has been submitfed (the originating-MTA). It shall
be gemerated by a trusted source (e.g. a certification-authority), and may be supplied by the originating-MTA, if the
origingtor of the message requested proof-of-submission (see 8.2.1.1.1.31) and’an asymmetric-encryption-algorithm is
used tp compute the proof-of-submission.

The originating-MTA-certificate may be used to convey to the originator of the message a verified copy of the
publictasymmetric-encryption-key (subject-public-key) of the originating-MTA.

The ofiginating-MTA’s public-asymmetric-encryption-key may be used by the originator of the message to validat¢ the
prooftof-submission.

8.2.1.1.24 Proof-of-submission

This rpsult provides the originator of the message with proof of submission of the message to the MTS (to provid¢ the
Proof[of Submission element-of-service.as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending or] the
encryption-algorithm used and the (segurity policy in force, this argument may also provide the Non-Repudiation of
Submyjssion element-of-service (as_defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generated by the
originating-MTA of the MTS, (if the originator of the message requested proof-of-submission (see 8.2.1.1.1.31).

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-algorithm-identifier
(an algorithm-identifier).

The groof-of-submission contains the proof-of-submission-algorithm-identifier, and an encrypted function (d.g. a
comptessed, or hashed version) of the proof-of-submission-algorithm-identifier, the Message-submission argunients
(see 8 L . i ) coe . . N

Receipt of this result provides the originator of the message with Proof of Submission of the message. Non-receipt of
this result provides neither Proof of Submission nor proof of non-submission (unless a secure link and trusted
functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-submission may be computed by the originating-MTA
using the originating-MTA’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-submission using the originating-MTA’s public-asymmetric-encryption-key (subject-public-key) derived
from the originating-MTA-certificate. An asymmetric proof-of-submission may also provide for Non-Repudiation of
Submission.
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If a symmetric-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used to compute
the proof-of-submission, and which the originator may use to validate the proof-of-submission, may be derived from
the bind-tokens (see 8.1.1.1.1.3 and 8.1.1.1.2.2) exchanged when the association was initiated. Alternatively, the
symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a symmetric-

encryption-algorithm is used, then the proof-of-submission can only support Non-Repudiation of Submission if the
security-policy in force provides for the involvement of a third party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 6 — Message-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8.2.2,1
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.2.5
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2 Probe-submission

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whetheq or not a

message (the subject-message) ‘could be transferred and delivered to one or more recipient MTS-users if it wre to be
sybmitted.

Sticcess of a probe does'not guarantee that a subsequently submitted message can actually be delivered, but rather that,
cyrrently, the recipient is valid and the message would encounter no major obstacles to delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether expgnsion of
the specified DL (but not of any nested DLs) would occur.

F T ; i brects o —tire—Probe-submisstomabStract-operation determines
whether the message could be transferred and delivered to the replacement recipient.

The MTS-user supplies most of the arguments used for message-submission and the length of the content of the subject-
message. The Probe-submission abstract-operation does not culminate in delivery to the intended recipients of the
subject-message, but establishes whether or not the Message-submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (but not
that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake the probe.
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1 Arguments

Table 7 lists the arguments of the Probe-submission abstract-operation, and for each argument qualifies its presence and

identifies the subclause in which the argument is defined.

8.2.1.2.
This ar

Table 7 — Probe-submission Arguments

Argument Presence Subclause

Originator Argument

Originator-name M 8.2.1.1.1.1
Kecipient Arguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed (6] 82.1.1.13

Recipient-reassignment-prohibited 0] 8.2.1.1.14

Originator-requested-alternate-recipient (6] 8.2.1.1.1.5

DL-expansion-prohibited 0] 8.2.1. 4006
Conversion Aroument
Conversion Arguments

Implicit-conversion-prohibited (6} 82.1.1.1.9

Conversion-with-loss-prohibited (0] 8.2.1.1.1.10

Explicit-conversion o 8.2.1.1.1.11
Delivery Method Argument

Requested-delivery-method O 8.2.1.1.1.14
Physical Delivery Argument

Physical-rendition-attributes 0O 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
Security Arguments

Originator-certificate 6] 8.2.1.1.1.25

Probe-origin-authentication-check 0 8.2.1.2.1.1

Message-security-label (6] 8.2.1.1.1.30
Content Arguments

Original-encoded-information-types o 8.2.1.1.1.33

Content-type M 8.2.1.1.1.34

Content-identifier (0] 8.2.1.1.1.35

Content-correlator o 8.2.1.1.1.36

Content-length (0] 8.2.12.1.2

Notification-type ¢} 8.2.1.1.1.38

Service-message 0] 8.2.1.1.1.39

j.1 < \Probe-origin-authentication-check

ument prn\/idpc any MTA thrnngh which the prnhp 1s transferred _with a means of anthpntirnting the arigin
[~

of

the probe (to provide the Probe Origin Authentication element-of-service as defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1). It may be generated by the originator of the probe.

The probe-origin-authentication-check provides proof of the origin of the probe (Probe Origin Authentication), and

proof of association between the message-security-label and the content-identifier of the subject-message.

The probe-origin-authentication-check is computed using the algorithm identified by the probe-origin-

authentication-algorithm-identifier (an algorithm-identifier).

The probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the probe-origin-authentication-algorithm-identifier; and the
content-identifier and message-security-label of the subject-message. Optional components are included in the probe-

origin-authentication-check if they are present in the probe.
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The probe-origin-authentication-check may be computed by the originator of the probe using the originator's secret-
asymmetric-encryption-key. The probe-origin-authentication-check may be validated by any MTA through which the

probe is transferred, using the public-asymmetric-encryption-key (subject-public-key) of the originator of the probe
derived from the originator-certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of probe-origin-

authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
probe is transferred to authenticate the origin of the probe.

8.2.1.2.1.2  Content-length

This argument specifies the length, in octets, of the content of the subject-message. It may be generated by the
originator of the probe

8.2.1.2.2 Results

Taple 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies. jts presepce and
identifies the subclause in which the result is defined.

Table 8 — Probe-submission Results

Result Presence Subclause
Probe-submission-identifier M 8.2.12.2.1
Probe-submission-time M 8.2.12.22
Content-identifier C 8.2.1.1.1.35

8.2.1.2.2.1 Probe-submission-identifier

TIIJS result contains an MTS-identifier that uniquely and unambiguously identifies the probe-submission. It [shall be
geperated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-delivery
abstract-operation, of its ability or otherwise to.deliver the subject-message.

8.2.1.2.2.2  Probe-submission-time
Thiis result indicates the Time at which the MTS agreed to undertake the probe. It shail be generated by the MTS
8.2.1.2.3 Abstract-errors

Taple 9 lists the abstract=grrors that may disrupt the Probe-submission abstract-operation, and for each abstriict-error
idg¢ntifies the subclause’in which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8221
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8225
Inconsistent-request 8.2.2.7
Security-error 8228
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10
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Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of a message
previously submitted by that user via the Message-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-submission-identifier
returned by the MTS as a result of the previous invocation of the Message-submission abstract-operation.

The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-delivery of the
message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be cancelled. The
deferred-delivery of a message cannot be cancelled if the message has already been progressed for delivery and/or
transfer within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provided the

original

8.2.1.3]1 Arguments

Table

preseng

8.2.1.3
This ar

shall bg

Invo
deferre

8.2.1.3

The Capcel-deferred-delivery abstract-operation returns an empty result as indication of success.

8.2.1.3

Table
abstrac

8.2.14

The nIssage-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of a previ
ca

or of the message with proof-of-submission.

e and identifies the subclause in which the argument is defined.

Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Subclause

Submission Argument

Message-submission-identifier M 8.2.13.1.1

1.1 Message-submission-identifier

bument contains the message-submission-identifier of the message whose deferred-delivery is to be cancelleg
supplied by the MTS-user.

ion of the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was submitted
1-delivery.

2 Results

3 Abstract-errors

11 lists the abstract-errors that may disrupt the Cancel-deferred-delivery abstract-operation, and for e
-error identifies the subclause in which the abstract-error is defined.

Table 11 — Cancel-deferred-delivery Abstract-errors

0 lists the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument qualifies| i

1. It

pus
for

ach

Abstract-error Subclause
Deferred-delivery-cancellation-rejected 8223
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port abstract-operations
that the MTS-user may invoke, and the messages that the MTS-user may submit to the MTS via the Message-submission
abstract-operation.

The MTS-user should hold until a later time, rather than abandon, abstract-operations and messages presently forbidden.
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The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previously in force, and remain in effect until the association is released or the MTS re-invokes the
Submission-control abstract-operation.

The abstract-operation returns an indication of any abstract-operations that the MTS-user would invoke, or any message
types that the MTS-user would submit, were it not for the prevailing controls.

8.2.1.4.1 Arguments

Table 12 lists the arguments of the Submission-control abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.

Table 12 — Submission-control Arguments

Argument Presence Subclause

Submission Control Arguments

Restrict 0} 8.2.14.1,1
Permissible-operations (6] 8.2.104.1.2
Permissible-lowest-priority (0] 8.2.14.13
Permissible-maximum-content-length (0] 82.14.14
Permissible-security-context (6] 8.2.14.1.5

8.2.1.4.1.1 Restrict

is argument indicates whether the controls on submission‘pott abstract-operations are to be updated or femoved.
Itjmay be generated by the MTS.

is argument may have one of the following values:
— update: The other arguments update the prevailing controls.

— remove: All controls are to be rémoved; the other arguments are to be ignored.

Ir] the absence of this argument, the default\update shall be assumed.

-]

2.1.4.1.2  Permissible-operations

This argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be gengrated by
the MTS.

This argument may havethe value allowed or prohibited for each of the following:

—  message-submission: The MTS-user may/may not invoke the Message-submission abstract-gperation;
and

-~\/probe-submission: The MTS-user may/may not invoke the Probe-submission abstract-operation

Q

thersubmission-port abstract-operations are not subject to controls, and may be invoked at any time.

It ; ; at_tha o 3 3 S+ 3 S-are-unchaneged. If no
previous controls are in force, the MTS-user may invoke both the Message-submission abstract-operation and the
Probe-submission abstract-operation.

8.2.1.4.1.3  Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS-user shall submit to the MTS via the
Message-submission abstract-operation. It may be generated by the MTS.

This argument may have one of the following values of the priority argument of the Message-submission
abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS-user shall submit to the MTS is
unchanged. If no previous controls are in force, the MTS-user may submit messages of any priority.
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8.2.1.4.14  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS-user shall submit to
the MTS via the Message-submission abstract-operation. It may be generated by the MTS.

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS-user may submit
to the MTS is unchanged. If no previous controls are in force, the content length is not explicitly limited.

8.2.1.4.1.5  Permissible-security-context

This argument temporarily limits the sensitivity of submission-port abstract-operations (submission-security-context)
that the MTS-user may invoke on the MTS. It is a temporary restriction of the security-context established when the
association was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

The per:}ﬁssible-security-context comprises one or more security-labels from the set of security-labels establishéd ps
the securjity-context when the association was established.

In the abbence of this argument, the security-context of submission-port abstract-operations is unchanged.
8.2.1.4.2 Results

Table 17 lists the results of the Submission-control absiract-operation, and for each result qualifies its presence am
identifieg the subclause in which the result is defined.

(=N

Table 13 — Submission-control Results

Result Presence Clause

'Waiting' Results

Waiting-operations Q 8.2.1.4.2.1
Waiting-messages (6] 8.2.14.2.2
Waiting-encoded-information-types (6] 8.2.14.23
Waiting-content-types 6] 8.2.14.24

8.2.14.2.1  Waiting-operations

This reshlt indicates the abstract-operations being held by the MTS-user, and that the MTS-user would invoke on the
MTS if {t were not for the prevailing centrols. It may be generated by the MTS-user.

This resfilt may have the value holding or not-holding for each of the following:

—  message-submission: The MTS-user is/is not holding messages, and would invoke the Message-
submission abstract-operation on the MTS if it were not for the prevailing controls; and

—  probe-submission: The MTS-user is/is not holding probes, and would invoke the Probe-submission
abstract-operation on the MTS if it were not for the prevailing controls.

In the absence-of this result, it may be assumed that the MTS-user is not holding any messages or probes for submissjon
to the MTSdue to the prevailing controls.

8.2.1.4.2.2  Waiting-messages

This result indicates the kind of messages the MTS-user is holding for submission to the MTS, and would submit via the
Message-submission abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have one or more of the following values:

— long-content: The MTS-user has messages held for submission to the MTS which exceed the
permissible-maximum-content-length control currently in force.

—  low-priority: The MTS-user has messages held for submission to the MTS of a lower priority than the
permissible-lowest-priority control currently in force.

—  other-security-labels: The MTS-user has messages held for submission to the MTS bearing message-
security-labels other than those permitted by the current security-context.
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In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission
to the MTS due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-
context controls currently in force.

8.2.1

4.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-user for
submission to the MTS due to prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the encoded-information-types of any messages held by the MTS-user for submission to
the MTS are unspecified.

8.2.1

This
prev

In th
unsg

8.2.1

Tabl

424 Waiﬁng-cnnﬂxnt—f\/nnc
v

iling controls. It may be generated by the MTS-user.

ecified.

.4.3 Abstract-errors

identifies the subclause in which the abstract-error is defined.

8.2.2

This

result indicates the content-types of any messages held by the MTS-user for submission to the MTS

e absence of this result, the content-types of any messages held by the MTS-user for submission to the M

e 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstrac

Table 14 — Submission-control Abstract-érrors

Abstract-error Subclause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

Abstract-errors

subclause defines the following submission-port abstract-errors:
a) Submission-controléviplated,;
b) Element-of-service-not-subscribed;
c) Deferreddelivery-cancellation-rejected;
d) Originator-invalid;
e) .Recipient-improperly-specified,;
)7~ Message-submission-identifier-invalid;

g) Inconsistent-request;

ue to

[S are

-€ITor

h) Security-error;
1)  Unsupported-critical-function;

j)  Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on submission-port
services imposed by the MTS via the Submission-control service.

The Submission-control-violated abstract-error has no parameters.
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8.2.2.2 Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be provided by the
MTS because the MTS-user has not subscribed to one of the elements-of-service the request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 Deferred-delivery-cancellation-rejected

The Deferred-delivery-cancellation-rejected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
message, either because the message has already been progressed for transfer and/or delivery, or because the MTS had
provided the originator with proof-of-submission.

The Deferred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 Originator-invalid

The Ogiginator-invalid abstract-error reports that the message or probe cannot be submitted because the-originatgr is
incorrgctly identified.

The Ofiginator-invalid abstract-error has no parameters.
8.2.2.3 Recipient-improperly-specified

The Regcipient-improperly-specified abstract-error reports that the message or probe cannot'be submitted because orfe or
more 1ecipients are improperly specified.

The Re¢cipient-improperly-specified abstract-error has the following parameters, generated by the MTS:
—  improperly-specified-recipients: The improperly specified réeipient-name(s).
8.2.2.4 Message-submission-identifier-invalid

The Mlessage-submission-identifier-invalid abstract-error reports_that the deferred-delivery of a message cannof be

cancelled because the specified message-submission-identifier-is-invalid, or identifies a message submitted by andther
MTS-piser.

The Message-submission-identifier-invalid abstract-error hids no parameters.

8.2.2.7 Inconsistent-request

The Inconsistent-request abstract-error reperts.that the requested abstract-operation cannot be provided by the MTS
becauge the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.
8.2.2.8 Security-error

The Sgcurity-error abstract-error reports that the requested abstract-operation could not be provided by the MT§ or
MTS-pser because it would’violate the security-policy in force.

The Se¢curity-error @abstract-error has the following parameters:

— «Secdrity-problem: An identifier for the cause of the violation of the security-policy.

8.2.2.9 ~Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.
8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and

the UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation via an MS.

The Remote-bind-error abstract-error has no parameters.
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8.3 Delivery Port
This subclause defines the abstract-operations and abstract-errors which occur at a delivery-port.
8.3.1 Abstract-operations

This subclause defines the following delivery-port abstract-operations:
a) Message-delivery;
b) Report-delivery;
¢) Delivery-Control.

8.3.1.1 Message-delivery
The Message-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

THe MTS-user shall not refuse delivery of a message unless the delivery would violate the Delivery-control restrictions
then in force.

8.3.1.1.1 Arguments

Tdble 15 lists the arguments of the Message-delivery abstract-operation, and for e4ch argument qualifies its presgnce and
identifies the subclause in which the argument is defined.

8.3.1.1.1.1  Message-delivery-identifier
This argument contains an MTS-identifier that distinguishes the message from all other messages at the delivery-port. It

shpll be generated by the MTS, and shall have the same value a3 'the message-submission-identifier suppligd to the
orjginator of the message when the message was submitted.

8.3.1.1.1.2  Message-delivery-time

THis argument contains the Time at which delivery-occurs and at which the MTS is relinquishing responsibility for the
mg¢ssage. It shall be generated by the MTS.

In[the case of physical delivery, this arglumment indicates the Time at which the PDAU has taken responsibility for
printing and further delivery of the megssage.

THe value of this argument shallybe the same as the value of the message-delivery-time argument reported to the
orfginator of the message (see(8.3:1.2.1.9) in a delivery-report.

8.3.1.1.1.3  This-recipient-name

THis argument contains the OR-name of the recipient to whom the message is being delivered. It shall be gendrated by
th¢ MTS.

THe valuetof'this argument shall be the same as the corresponding value of the recipient-name argument (i.e|the one

thgt caused the message to be delivered to this recipient) which was present in the message immediately [prior to
defitveny.

The this-recipient-name contains the OR-name of the individual recipient, i.e. shall not contain the OR-name of a DL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained
in the originally-intended-recipient-name argument.

8.3.1.1.1.4  Originally-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing message-

delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a result of
DL-expansion or redirection.
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Table 15 — Message-delivery Arguments

Argument Presence Subclause
Delivery Arguments
Message-delivery-identifier M 8.3.1.1.1.1
Message-delivery-time M 83.1.1.1.2
Message-submission-time M 8.2.1.1.2.2
Trace-information (6] 12.2.1.1.1.3
Internal-trace-information (6] 12.2.1.1.1.4
Originator Argument
Originator-name M 8.2.1.1.1.1
Recipient Arguments
This-recipient-name M 83.1.1.1.3
Originally-intended-recipient-name C 83.1.1.1.4
Redirection-history C 83.1.1.1.5
Other-recipient-names C 8.3.1.1.1.6
DL-expansion-history C 8.3:N1L1.7
Priority Argument
Priority C 8.2.1.1.1.8
Conversion Arguments
Implicit-conversion-prohibited C 8.2.1.1.1.9
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Converted-encoded-information-types C 83.1.1.1.8
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physical Delivery Argument
Physical-forwarding-prohibited ca 8.2.1.1.1.15
Physical-forwarding-address-request c? 8.2.1.1.1.16
Physical-delivery-modes (op) 8.2.1.1.1.17
Registered-mail-type (of) 8.2.1.1.1.18
Recipient-number-for-advice c? 8.2.1.1.1.19
Physical-rendition-attributes c? 8.2.1.1.1.20
Originator-return-address ca 8.2.1.1.1.21
Physical-delivery-report-request ca 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1.25
Message-token C 8.2.1.1.1.26
Content<confidentiality-algorithm-identifier C 8.2.1.1.1.27
Contént=integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of-delivery-request C 8.2.1.1.1.32
Content Arouments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content M 8.2.1.1.1.37

2) Indicates that these arguments are normally absent for non-PD-recipients but may appear in special

cases (e.g. redirection).
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8.3.1.1.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the message through
the MTS. It shall be generated by the MTS if redirection has occurred. For each redirection event that has occurred, it
contains the OR-name of the intended recipient prior to the redirection, the time at which redirection occurred, and the
reason for the redirection.

The redirection-reason has one of the following values:

—  recipient-assigned-alternate-recipient: The intended-recipient of the message requested that the
message be redirected to a recipient-assigned-alternate-recipient; the originator of the message did not
prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected the message to the
recipient-assigned-alternate-recipient.

—— —originator-requested-alternate-recipient, The message could not be delivered To The intended-Tecipient
or recipient-assigned-alternate-recipient (if registered); the originator-requested-alternate-recipient
argument identified an alternate-recipient requested by the originator of the message; the MTS reflirected
the message to the originator-requested-alternate-recipient.

—  recipient-MD-assigned-alternate-recipient: The recipient-name argument did pot‘identify a rgcipient
MTS-user; the alternate-recipient-allowed argument generated by the originator of the message pllowed
delivery to an alternate-recipient; the MTS redirected the message to an alternate-recipient assignefl by the
recipient-MD to receive such messages.

—  directory-look-up: The OR-address of the intended-recipient did not identify a recipient MTS-user; the
OR-name of that intended-recipient also contained a directory-name/which was used to obtain from the
Directory a different OR-address for that intended-recipient; the’ MTS redirected the messag¢ to the
replacement OR-address for that intended-recipient.

— alias: The recipient-name argument did not contain @ preferred address of the specified MTS-user;
the MTS redirected the message to a preferred address‘of that MTS-user.

NOTE 1 - The distinction between preferred and non-preferred addresses is established by local configuratior].

dinectory-look-up. These values shall not be transmitted\to systems that do not support them, except by pilateral

Sol£e systems conforming to earlier versions of this (Specification may not support the values dlias or
ag

ement.

NOTE 2 - In order to achieve this, it is recommeénded that MTA implementations intended for use at the boundary|between
old|and new systems (e.g. at domain boundaries) be_ provided with a configurable facility to modify the redirection-histgry. This
fac]lity would replace alias by recipient-assigned-alternate-recipient or replace directory-look-up by originator-lsigned-
alt¢rnate-recipient as required when transferring(to'specified adjacent MTAs.

8.31.1.1.6  Other-recipient-names

If the originator of the message requested disclosure of other recipients, this argument contains the OR-name} of the
originally-specified recipients(other than the one (if any) identified by either the originally-intended-recipienjt-name
argument, if present, or els¢ by- the this-recipient-name argument. This argument shall be generated by the MT$ if, and
only if, the message-subnrission abstract-operation had the disclosure-of-other-recipients argument set to dis¢losure-
of-pther-recipients-requested and there is at least one such other recipient.

s}

Eafh other-recipiént-name contains the OR-name of an individual recipient or a DL.

NOTE)~ If DL expansion has been performed, the OR-names of the DL’s members are not disclosed. The OR-name of
the] DL is diselosed if, and only if; it is that of an originally-specified recipient.

8.3.11.1.7 DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipients to the copy
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the MTS if any
DL-expansion has occurred.

8.3.1.1.1.8  Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if conversion took
place. It may be generated by the MTS.

8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.
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Table 16 — Message-delivery Results

Result Presence Subclause

Proof of Delivery Results

Recipient-certificate (6] 83.1.1.2.1
Proof-of-delivery C 8.3.1.1.2.2

2.1  Recipient-certificate

f-delivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algorithm is used to compute the proof-of-delive

key) of the recipient of the message.

cipient’s public-asymmetric-encryption-key may be used by the originator (0f\the message to validate
bf-delivery.

2.2 Proof-of-delivery

This afgument provides the originator of the message with proof that the{meSsage has been delivered to the recipien

provid
the eng
Delive
recipie

The p

ryption-algorithm used and the security-policy in force, this argument may also provide the Non-Repudiatio
ry element-of-service (as defined in ITU-T Rec. X.400Q-and ISO/IEC 10021-1). It shall be generated by
nt of the message, if the originator of the message requested proof-of-delivery (see 8.2.1.1.1.32).

roof-of-delivery is computed using the algorithni identified by the proof-of-delivery-algorithm-identifier

algorithm-identifier).

This afgument contains the certificate of the recipient of the message. It shall be generated by a trusted source (e.p. a
certiﬁ:Ftion-authority), and may be supplied by the recipient of the message, if the originator of the mesgsage requested

.

cipient-certificate may be used to convey a verified copy of the public-asymmetric-ehcryption-key (subjgct-

the

e the Proof of Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending on

h of
the

(an

The proof-of-delivery contains the proof-of-delivery-algorithm-identifier, and an encrypted function (e.d. a

compr
this-re
messa
presen
unencr

Receip
Non-rg
trusted

Ifan a
using
proof-

essed or hashed version) of the._proof-of-delivery-algorithm-identifier, the delivery-time, and
cipient-name, the originally-intended-recipient-name, the message content, the content-identifier, and

in the delivered message. The proof-of-delivery is computed using the message content as delivered (i.e. ei
ypted or encrypted).

ceipt of this argumient provides neither Proof of Delivery nor proof of non-delivery (unless a secure route
functionality.afe employed).

the¢ recipient’s secret-asymmetric-encryption-key. The originator of the message may validate
pf-delivery using the recipient’s public-asymmetric-encryption-key (subject-public-key) derived from

the
the

be-security-label of the deliveredimessage. Optional components are included in the proof-of-delivery if they|are

ther

t of this argument provides the originator of the message with Proof of Delivery of the message to the recipient.

and

symmetric=€ncryption-algorithm is used, the proof-of-delivery may be computed by the recipient of the mesdage

the
the

recipicmt-certificate. An asymmeiric prool-ol-delivery may also provide 1ot Non-Kepudiation ot Delivery.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the proof-of-delivery,
and by the originator to validate the proof-of-delivery. If a symmetric-encryption-algorithm is used, then the
proof-of-delivery can only provide Non-Repudiation of Delivery if the security-policy in force provides for the

involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not
currently defined by this Service Definition.

8.3.1.1

.3 Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.
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Table 17 — Message-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 83.2.1
Security-error 8323
Unsupported-critical-function 8324

8.3.1.2 Report-delivery

THe Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user one or more auitcofnes of a

prgvious invocation of the Message-submission or Probe-submission abstract-operations.

Fdr the Message-submission abstract-operation, the Report-delivery abstract-operation indicatés the del very or

non-delivery of the submitted message to one or more recipients.

Far the Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a message

copld be delivered, or a DL-expansion could occur, if the message were to be submitted.

A

single invocation of the Message-submission or Probe-submission abstract-operation may provoke| several

ocgurrences of the Report-delivery abstract-operation, each covering one ‘or’ more intended recipients. A single
ocpurrence of the Report-delivery abstract-operation may report on bath delivery and non-delivery to Hifferent

re

ipients.

A1 invocation of the Message-submission or Probe-submissionabstract-operation by one MTS-user may [provoke
ocgurrences of the Report-delivery abstract-operation to anothet-MTS-user, i.e. reports delivered to the owner of|a DL.

Th
Dg

8.

1d4

8.3

Ie

8.3

Th
me

specified for each recipient of the subject to which this report relates.

e MTS-user shall not refuse to accept the delivery of*a report unless the delivery of the report would viglate the
livery-control restrictions then in force.

.1.2.1 Arguments

Taple 18 lists the arguments of the Report-delivery abstract-operation, and for each argument qualifies its presgnce and

ntifies the subclause in which the argunient is defined.

.1.2.1.1  Subject-submission-identifier

TIIS argument contains the message-submission-identifier or the probe-submission-identifier of the subjedt of the

ort. It shall be supplied’by the MTS.

.1.2.1.2  Actual-recipient-name

is argument’ contains the OR-name of a recipient of the message. It shall be generated by the originatof of the
ssagej or by the MTS if the message has been redirected or DL-expanded. A different value of this argumentshall be

In

the case of a delivery report, the actual-recipient-name is the name of the actual recipient of the message, and has

the same value as the this-recipient-name argument of the delivered message. In the case of a non-delivery-report, the
actual-recipient-name is the OR-name of the recipient to which the message was being directed when the reason for
non-delivery was encountered.

The actual-recipient-name may be an originally-specified recipient-name, or the OR-name of a replacement recipient
to which the message has been redirected, or the OR-name of a DL-member if the message has been DL-expanded. If
the message has been redirected or DL-expanded, the OR-name of the originally-specified recipient is contained in the
originally-intended-recipient-name argument.

The actual-recipient-name contains the OR-name of an individual recipient or DL.
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Table 18 — Report-delivery Arguments

Argument Presence Subclause
Subject Submission Argument
Subject-submission-identifier M 8.3.1.2.1.1
Recipient Arguments
Actual-recipient-name M 8.3.1.2.1.2
Originally-intended-recipient-name C 83.1.1.1.4
Redirection-history C 8.3.1.1.1.5
Originator-and-DL-expansion-history C 8.3.1.2.13
Reporting-DL.-name C 83.12.14
Report Envelope Arguments
Redirection-history C 83.1.2.1.5
Trace-information (0] 12.2.1.1.13
Internal-trace-information (6] 12.2.1.1.1.4
Conversion Arguments
Converted-encoded-information-types C 83.1.2.56
Supplementary Information Arguments
Supplementary-information C 83.1.2.1.7
Physical-forwarding-address C 8.3.1.2.1.8
Delivery Arguments
Message-delivery-time C 8.3.1.2.1.9
Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments
Non-delivery-reason-code C 8.3.1.2.1.11
Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments
Recipient-certificate C 8.3.1.1.2.1
Proof-of-delivery C 8.3.1.1.2.2
Reporting-MTA-certificate C 8.3.1.2.1.13
Report-origin-authentication-check C 8.3.1.2.1.14
Message-security-label C 8.2.1.1.1.30
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type C 8.3.1.2.1.15
Content-identifier, C 8.2.1.1.1.35
Content-correldtor C 8.2.1.1.1.36
Returned-content C 8.3.1.2.1.16
8.3.1.2J1.3 «Originator-and-DL-expansion-history
This arfdment contains a sequence of OR-names and associated times which document the history of the origin of the
subject-message. The first OR-name in the sequence 1s the UR-name 01 the originator ol the subject, and the remainder

of the sequence is a sequence of OR-names of the DLs that have been expanded in directing the subject towards the
recipient (the latter being the same as the DL-expansion-history). It shall be generated by the originating-MTA of the
report if any DL-expansion has occurred on the subject.

The originator-and-DL-expansion-history contains the OR-name of the originator of the subject and each DL, and
the Time at which the associated event occurred.

8.3.1.2.1.4  Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DL. It shall be generated

by a DL-expansion-point (an MTA) when forwarding a report to the owner of the DL, in line with the reporting-policy
of the DL.

36 ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)
The reporting-DL-name contains the OR-name of the DL forwarding the report.

8.3.1.2.1.5  Redirection-history

This argument documents the redirection events which have occurred during the transfer of the report through the MTS.
It shall be generated by the MTS if redirection of the report has occurred. For each redirection event that has occurred, it
contains the report-destination-name prior to the redirection, the time at which redirection occurred, and the reason for
the redirection. The values for redirection-reason are defined in 8.3.1.1.1.5, except that originator-requested-
alternate-recipient is not applicable to reports.

NOTE - In Table 18 the Recipient Argument Redirection-history contains the Redirection-history of the subject of the
report, whereas the Report Envelope Argument Redirection-history contains the Redirection-history of the report itself.

83.1.2.1.6  Converted-encoded-information-types

ThJs argument identifies the encoded-information-types of the subject-message content after conversion, if corjversion
took place. For a report on a message, this argument indicates the actual encoded-information-types of(the’canverted
me$sage content. For a report on a probe, this argument indicates the encoded-information-types the ‘subject-pessage
cortent would have contained after conversion, if the subject-message were to have been submitted. It may be ggnerated
by the MTS. A different value of this parameter may be specified for each recipient of the subject to which the¢ report
relgtes.

8.3]1.2.1.7  Supplementary-information

This argument may contain information supplied by the originator of the report, as aprintable string. It may be ggnerated
by the originating-MTA of the report or an associated access-unit. A different value of this argument may be specified
for[each intended recipient of the subject to which the report relates.

Supplementary-information may be used by a Teletex-access-unit or/a Teletex/Telex conversion facility.|It may
conjtain a Received Answer-back, Telex Transmission Duration, or Nofe.and Received Recorded Message as a printable
string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the report itself, to
convey printable information to the originator of the message:

8.31.2.1.8  Physical-forwarding-address

This argument contains the new postal-OR-address of the physical-recipient of the message. It may be generated by the
asspciated PDAU of the originating-MTA_of the report, if the originator of the message requesfed the
physical-forwarding-address of the recipient\(see 8.2.1.1.1.16). A different value of this argument may be specified for
eadh intended recipient of the subject-méssage to which the report relates.

8.3.1.2.1.9  Message-delivery-time

This argument contains the Timle at which the subject-message was (or would have been) delivered to the rpcipient
MTS-user. It shall be generated by the MTS if the message was (or would have been) successfully delivered. A different
value of this argument may/be specified for each intended-recipient of the subject to which the report relates.

In |the case of physical delivery, this argument indicates the Time at which the PDAU has taken responsibjlity for
pripting and furthér delivery of the message.

If [the subject-message was delivered, the value of this argument should be the same as the value|of the
mg¢ssage-delivery-time argument of the delivered message (see 8.3.1.1.1.2).

8.3 12130 Type-of- MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have been) delivered. It
shall be generated by the MTS if the message was (or would have been) successfully delivered. A different value of this
argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:
—  public: A UA owned by an Administration.
—  private: A UA owned by other than an Administration.
—  ms: A message-store.

—  DL: A distribution-list.
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8.3.1.2

— PDAU: A physical-delivery-access-unit (PDAU).
—  physical-recipient: A physical-recipient of a PDS.

—  other: An access-unit of another kind.

.1.11  Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in the case of a probe,
would have failed). It shall be generated by the MTS if the message was (or would have been) unsuccessfully delivered.
A different value of this argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:

—  transfer-failure: Indicates that, while the MTS was attempting to deliver or probe delivery of

the

Other
Intern

Furthe
argum

8.3.1.2

This ai
subjec
delive
report

This a

1o 4 M 4o £o11 4ad o4 L I
DUUJUDL uu,baaéc, SUIIIC COLLITUIIILVAtIVIL Iallulv lJl\.erlll.Cu IV ITULIY uUlllé SU.

— unable-to-transfer: Indicates that, due to some problem with the subject itself, the MTS could név'de
or probe delivery of the subject-message.

- conversion-not-performed: Indicates that a conversion necessary for the delivery of the subject-mes
was (or would be) unable to be performed.

—  physical-rendition-not-performed: Indicates that the PDAU was unable to ‘physically render
subject-message.

—  physical-delivery-not-performed: Indicates that the PDS was unable{to physically deliver
subject-message.

—  restricted-delivery: Indicates that the recipient subscribes to the restricted-delivery element-of-ser
(as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) which preyented (or would prevent) the deli
of the subject-message.

—  directory-operation-unsuccessful: Indicates that the out¢ome of a required Directory operation
unsuccessful.

~  deferred-delivery-not-performed: Indicates that a,request for deferred delivery of the subject-mes:
was unable to be performed.

non-delivery-reason-codes may be specified, in~addenda or future versions of this Recommendat
itional Standard.

F information on the nature of the problem preventing delivery is contained in the non-delivery-diagnostic-d
ent.

.1.12  Non-delivery-diagnostic-codé

fgument contains a code indicating the nature of the problem which caused delivery or probing of delivery of

ed. A different value of this argument may be specified for each intended-recipient of the subject to which
relates.

gument may haveone of the following values:

—  unrecognised-OR-name: The recipient-name argument of the subject does not contain an OR-n
recognised by the MTS.

— \-ambiguous-OR-name: The recipient-name argument of the subject identifies more than one pote
recipient (i.e. is ambiguous).
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— = MTS-congestionT Tie Subject could ot be progressed, due to congestion in the MTS.
—  loop-detected: The subject was detected looping within the MTS.

—  recipient-unavailable: The recipient MTS-user was (or would be) unavailable to take delivery of the

subject-message.

—  maximum-time-expired: The maximum time for delivering the subject-message, or performing
subject-probe, expired.

—  encoded-information-types-unsupported: The encoded-information-types of the subject-message
unsupported by the recipient MTS-user.

the

are

—  content-too-long: The content-length of the subject-message is too long for the recipient MTS-user to

take delivery (exceeds the deliverable-maximum-content-length).

ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

conversion-impractical: A conversion required for the subject-message to be delivered is impractical.

implicit-conversion-prohibited: A conversion required for the subject-message to be delivered has been
prohibited by the originator of the subject (see 8.2.1.1.1.9).

implicit-conversion-not-subscribed: A conversion required for the subject-message to be delivered has
not been subscribed to by the recipient.

invalid-arguments: One or more arguments in the subject was detected as being invalid.

content-syntax-error: A syntax error was detected in the content of the subject-message (not applicable
to subject-probes).

size-constraint-violation: Indicates that the value of one or more parameters(s) of the subject violated the
size constraints defined in this Service Definition, and that the MTS was not prepared to handle the

s ad 1 L)
oy\,\dxlvu VGIUU\D}.
protocol-violation: Indicates that one or more mandatory argument(s) were missing from the’subject.

content-type-not-supported: Indicates that processing of a content-type not supported by the MTS was
(or would be) required to deliver the subject-message.

too-many-recipients: Indicates that the MTS was (or would be) unable to deliver the subjecttmessage
due to the number of specified recipients of the subject-message (see 8.2.1.1,102):

no-bilateral-agreement: Indicates that delivery of the subject-message required (or would rgquire) a
bilateral agreement where no such agreement exists.

unsupported-critical-function: Indicates that a critical function tequired for the transfer or ddlivery of
the subject-message was not supported by the originating-MTA-of the report.

conversion-with-loss-prohibited: A conversion required, for)the subject-message to be delivergd would
have resulted in loss of information; conversion with 1os$©f information was prohibited by the griginator
of the subject (see 8.2.1.1.1.10).

line-too-long: A conversion required for the subject-message to be delivered would have result¢d in loss
of information because the original line length was’too long.

page-split: A conversion required for the subject-message to be delivered would have resulted |n loss of
informatton because an original page would be split.

pictorial-symbol-loss: A conversion. Tequired for the subject-message to be delivered wophld have
resulted in loss of information begause of a loss of one or more pictorial symbols.

punctuation-symbol-loss: Aconversion required for the subject-message to be delivered would have
resulted in loss of informatiomn because of a loss of one or more punctuation symbols.

alphabetic-character-loss: A conversion required for the subject-message to be delivered would have
resulted in loss of information because of a loss of one or more alphabetic characters.

multiple-infoxmation-loss: A conversion required for the subject-message to be delivered would have
resulted in multiple loss of information.

recipient-reassignment-prohibited: Indicates that the MTS was (or would be) unable to ddliver the
subject-message because the originator of the subject prohibited redirection to a recipient-dssigned-
alternate-recipient (see 8.2.1.1.1.4).

redirection-loop-detected: The subject-message could not be redirected to a replacement [recipient
because that recipient had previously redirected the message (redirection-loop).

DL-expansion-prohibited: Indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited the expansion of DLs (see 8.2.1.]1.1.6).

no-DL-submit-permission: The originator of the subject (or the DL of which this DL is a member, in the
case of nested DLs) does not have permission to submit messages to this DL.

DL-expansion-failure: Indicates that the MTS was unable to complete the expansion of a DL.

physical-rendition-attributes-not-supported: The PDAU does not support the physical-rendition
attributes requested (see 8.2.1.1.1.20).

undeliverable-mail-physical-delivery-address-incorrect: The subject-message was undeliverable
because the specified recipient postal-OR-address was incorrect.

undeliverable-mail-physical-delivery-office-incorrect-or-invalid: The subject-message was
undeliverable because the physical-delivery-office identified by the specified recipient postal-
OR-address was incorrect or invalid (does not exist).
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Other n

undeliverable-mail-physical-delivery-address-incomplete: The subject-message was undeliverable
because the specified recipient postal-OR-address was incompletely specified.

undeliverable-mail-recipient-unknown: The subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address was not known at that address.

undeliverable-mail-recipient-deceased: The subject-message was undeliverable because the recipient
specified in the recipient postal-OR-address is deceased.

undeliverable-mail-organization-expired: The subject-message was undeliverable because the recipient
organization specified in the recipient postal-OR-address has expired.

undeliverable-mail-recipient-refused-to-accept: The subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address refused to accept it.

on-delivery-diagnostic-codes may be specified in addenda or future versions of this Recommendatiop |

undeliverable-mail-recipient-did-not-claim: The subject-message was undeliverable because, ‘the
recipient specified in the recipient postal-OR-address did not collect the mail.

«

undeliverable-mail-recipient-changed-address-permanently: The subject-message was undéliverab

because the recipient specified in the recipient postal-OR-address had changed address. permanently
('moved'), and forwarding was not applicable.

undeliverable-mail-recipient-changed-address-temporarily: The subject-message was undeliverab
because the recipient specified in the recipient postal-OR-address had changéd-address temporarily ('g
travel'), and forwarding was not applicable.

=3¢

undeliverable-mail-recipient-changed-temporary-address: The subjéct-message was undeliverabje
because the recipient specified in the recipient postal-OR-address had changed temporary addreps
(‘'departed'), and forwarding was not applicable.

undeliverable-mail-new-address-unknown: The subject‘message was undeliverable because the
recipient has moved and the recipient’s new address is unkhown.

undeliverable-mail-recipient-did-not-want-forwarding: The subject-message was undeliverabjle
because delivery would have required physical-forwarding which the recipient did not want.

undeliverable-mail-originator-prohibited-foerwarding: The physical-forwarding required for the
subject-message to be delivered has been prohibited by the originator of the subject-message
(see 8.2.1.1.1.15).

secure-messaging-error: The subjéct could not be progressed because the message security label would
violate the security-policy in fofce, which goes against the security context.

unable-to-downgrade: The\subject could not be transferred because it could not be downgraded (sge
Annex B of ITU-T Rec(X1419 | ISO/IEC 10021-6).

unable-to-complete-transfer: Receiving system has indicated that it is permanently unable to complgte
transfer of the subject; for example, when the transfer is of such a size that it could never be accepted.

transfer-attempts-limit-reached: The maximum number or time duration of repeat attempts to transfer
the subjéct-was reached.

incérrect-notification-type: The subject-message contained a notification-type argument which did rjot
correspond to its content.

International Standard.

8.3.1.2.1.13 Reporting-MTA-certificate

This argument contains the certificate of the MTA that generated the report. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the reporting-MTA if a report-origin-authentication-check is

supplied.

The reporting-MTA-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the reporting-MTA.

The reporting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message, and any MTA
through which the report is transferred, to validate the report-origin-authentication-check.
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8.3.1.2.1.14 Report-origin-authentication-check

This argument provides the originator of the subject-message (or -probe), and any other MTA through which the report
is transferred, with a means of authenticating the origin of the report (to provide the Report Origin Authentication
element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It may be generated by the reporting-MTA if
a message- (or probe-) origin-authentication-check was present in the subject.

The report-origin-authentication-check provides proof of the origin of the report (Report Origin Authentication), and
proof of association between the message-security-label and the report.

The report-origin-authentication-check is computed using the algorithm identified by the report-origin-
authentication-algorithm-identifier (an algorithm-identifier).

eport-origin-authentication-check
asynmetrically-encrypted hashed version of:

ithm-identifier and an

—  the report-origin-authentication-algorithm-identifier;
— the content-identifier of the subject;
—  the message-security-label of the subject;
— and all values of the following (per-recipient) arguments:
— the actual-recipient-name;
— the originally-intended-recipient-name; and:
—  for a delivery-report:
—  the message-delivery-time;
—  the type-of-MTS-user;

— the recipient-certificate if requested by the driginator of the message for recipients tol which
the report relates;

—  the proof-of-delivery if requested byhe originator of the message for recipients to which the
report relates and if the report is on“a'message; or

—  for a non-delivery-report:
—  the non-delivery-reason-code; and

—  the non-delivery-diagnostic-code.
Opfional components are included in the feport-origin-authentication-check if they are present in the report.

Thg report-origin-authentication-check may be computed by the reporting-MTA using the reporting-MTA’s|secret-
asymmetric-encryption-key. The report-origin-authentication-check may be validated by the originator of the gubject,
and any MTA through which‘the report is transferred, using the reporting-MTA’s public-asymmetric-encryptjon-key
(supject-public-key) derivéd from the reporting-MTA-certificate.

Adflenda or future verstons of this Recommendation | International Standard may define other forms of report-prigin-
authentication-check/(e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
repprt is transferred to authenticate the origin of the report.

8.3}11.2.1.15~ Content-type

This cargument identifies the type of the content of the message (see 8.2.1.1.1.34). It shall be generated |by the
reportite MTA_This arcument may be absex i if the report has bee iginated frc adlsferred
through a 1984 system.

8.3.1.2.1.16 Returned-content

This argument contains the content of the subject-message if the originator of the subject-message indicated that the
content was to be returned (see 8.2.1.1.1.23). It shall be generated by the originator of the message, and may be returned
by the MTS (if the reporting-MTA or originating-MTA supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery, and if the recipient
of the report is the originator of the subject-message [and not, for example, the owner of a DL (see 8.3.1.2.1.4)].

This argument shall not be present if any encoded-information-type conversion has been performed on the content of
the subject-message.
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8.3.1.2

.2 Results

The Report-delivery abstract-operation returns an empty result as indication of success.

8.3.1.2

.3 Abstract-errors

Table 19 lists the abstract-errors that may disrupt the Report-delivery abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

8.3.1.3 Delivery-control

The D

The MITS shall hold until a later time, rather than abandon, abstract-operations‘and messages presently forbidden.

The syccessful completion of the abstract-operation signifies that the specified controls are now in force. These con

supers

impos

The ah
that th

8.3.1.3

Table

identiffies the subclause in which the argument is defined.

Table 19 — Report-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 83.2.1
Security-error 8.3.23
Unsupported-critical-function 8.3.2.4

e constraints more severe than the specified controls.

e MTS would deliver or report, were it not for the prevailing controls.

.1 Arguments

PO lists the arguments of the Delivery*control abstract-operation, and for each argument qualifies its presence

Table 20 — Delivery-control Arguments

elivery-control abstract-operation enables the MTS-user to temporarily limit thé_delivery-port abstract-operatjons
that the MTS may invoke, and the messages that the MTS may deliver to the WTS-user via the Message-deli
abstragt-operation.

ery

rols

ede any previously in force, and remain in effect until the association is released, the MTS-user re-invokeq the
Delivery-control abstract-operation, or the MTS-user invokes. the administration-port Register abstract-operatio

h to

stract-operation returns an indication of any abstract-operations that the MTS would invoke, or any message types

and

Argument Presence Subclause
Delivery Control Arguments

Restrict (6] 83.13.1.1
Permissible-operations (0] 8.3.13.1.2
Permissible-lowest-priority O 83.13.13
rermissible-encoded-information-types O 8.5.1.3.1.4
Permissible-content-types (¢} 83.13.1.5
Permissible-maximum-content-length (¢} 8.3.13.1.6
Permissible-security-context O 83.13.1.7

8.3.1.3.1.1 Restrict

This argument indicates whether the controls on delivery-port abstract-operations are to be updated or removed. It may
be generated by the MTS-user.
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This argument may have one of the following values:
— update: The other arguments update the prevailing controls.

— remove: All temporary controis are to be removed (the default controis registered with the MTS by
means of the administration-port Register abstract-operation shall apply); the other arguments are to be
ignored.

In the absence of this argument, the default update shall be assumed.

8.3.1.3.1.2  Permissible-operations

This argument indicates the abstract-operations that the MTS may invoke on the MTS-user. It may be generated by
the MTS-user.

This argument may have the value allowed or prohibited for each of the following:

— message-delivery: The MTS may/may not invoke the Message-delivery abstract-operation)and
—  report-delivery: The MTS may/may not invoke the Report-delivery abstract-operation.
Other delivery-port abstract-operations are not subject to controls, and may be invoked at any tinte.

Ir| the absence of this argument, the abstract-operations that the MTS may invoke on the,MTS-user are unchanged. If
thiere has been no previous invocation of the Delivery-control abstract-operation on the-association, the default control
refgistered with the MTS by means of the administration-port Register abstract-operatign shall apply.

3.1.3.1.3  Permissible-lowest-priority

8,

This argument contains the priority of the lowest priority message that the"MTS shall deliver to the MTS-us¢r via the
Message-delivery abstract-operation. It may be generated by the MTS-user.
T

his argument may have one of the following values of the priority argument of the Message-submission|abstract-
operation: normal, non-urgent or urgent.

It} the absence of this argument, the priority of the lowest priotity message that the MTS shall deliver to the MTS-user
islunchanged. If there has been no previous invocation of thie Delivery-control abstract-operation on the associption, the
d¢fault control registered with the MTS by means of the ‘administration-port Register abstract-operation shall apply.

3.1.3.1.4  Permissible-encoded-information-types

8

This argument indicates the encoded-information-types that shall appear in messages that the MTS shall deliyer to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.
T

he argument comprises acceptable-encoded-information-types, unacceptable-encoded-information-types
and exclusively-acceptable-encoded-information-types, each of which identifies a list of specific ¢ncoded-
infformation-types; see 8.4.1.1(1.3.1.

I} the absence of this argliment, the permissible-encoded-information-types that the MTS may deliver to the MTS-
user are unchanged. Jf-there has been no previous invocation of the Delivery-control abstract-operatiop on the
agsociation, the defatlt)Control registered with the MTS by means of the administration-port Register abstract-pperation
shall apply.

813.1.3.1.5 < Permissible-content-types

This argument indicates the only content-types that shall appear in messages that the MTS shall deliver to the MTS-user
via the\Message-delivery abstract-operation. It may be generated by the MTS-user.

¢ permissible-content-types specified shall be among those allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver to the MTS-user are
unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.6  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-maximum-content-length shall not exceed that allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliverable-maximum-content-length).
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In the absence of this argument, the permissible-maximum-content-length of a message that the MTS may deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation
shall apply.

8.3.1.3.1.7  Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-context) that the
MTS may invoke on the MTS-user. It is a temporary restriction of the security-context established when the association
was initiated (see 8.1.1.1.1.4). It may be generated by the MTS-user.

The permissible-security-context comprises one or more security-labels from the set of security-labels established as
the security-context when the association was established.

In the abLence of this argument, the security-context of delivery-port abstract-operations is unchanged.
8.3.1.3.2 Results

Table 2] lists the results of the Delivery-control abstract-operation, and for each result qualifies its. presence apd
identifie$ the subclause in which the result is defined.

Table 21 — Delivery-control Results

Result Presence Subclause

'Waiting Results'
Waiting-operations (6] 83.13.2.1
Waiting-messages O 83.13.2.2
Waiting-encoded-information-types (6) 83.13.23
Waiting-content-types O 83.13.24

8.3.1.3.2.1 Waiting-operations

This resplt indicates the abstract-operations being held by the MTS, and that the MTS would invoke on the MTS-usef if
it were ot for the prevailing controls. It may be.gererated by the MTS.

This result may have the value holding or not-holding for each of the following:

—  message-delivery: The~MTS is/is not holding messages, and would invoke the Message-delivery
abstract-operation on the MTS-user if it were not for the prevailing controls; and

—  report-delivery:(The MTS is/is not holding reports, and would invoke the Report-delivery abstract-
operation on the MTS-user if it were not for the prevailing controls.

In the apsence of this result, it may be assumed that the MTS is not holding any messages or reports for delivery dud to
the prevailing controls:

83.1.3.2.2  Waifing-messages

This result’indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would deliver via fhe
Message-delivery abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS.

This result may have one or more of the following values:

—  long-content: The MTS has messages held for delivery to the MTS-user which exceed the permissible-
maximum-content-length control currently in force.

—  low-priority: The MTS has messages held for delivery to the MTS-user of a lower priority than the
permissible-lowest-priority control currently in force.

—  other-security-labels: The MTS has messages held for delivery to the MTS-user bearing message-
security-labels other than those permitted by the current security-context.

In the absence of this result, it may be assumed that the MTS is not holding any messages for delivery to the MTS-user

due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-context
controls currently in force.
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8.3.1.3.2.3  Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS for delivery to
the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absence of this result, the encoded-information-types of any messages held by the MTS for delivery to the MTS-
user are unspecified.

8.3.1.3.2.4  Waiting-content-types

This result indicates the content-types of any messages held by the MTS for delivery to the MTS-user due to prevailing
controls. It may be generated by the MTS.

In the absence of this result, the content-types of any messages held by the MTS for delivery to the MTS-user are
unspecified.

8.3]1.3.3 Abstract-errors

Table 22 lists the abstract-errors that may disrupt the Delivery-control abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 22 — Delivery-control Abstract-errors

Abstract-error Subclause
Control-violates-registration 8.32.2
Security-error 8.3.23
Operation-refused 8325

8.312 Abstract-errors

Thiss subclause defines the following delivery-port abstract-errors:
a) Delivery-control-violated;

b) Control-violates-registration;

¢) Security-error;

d) Unsupported-critical-function;

e) Operation-refused.

8.312.1 Delivery-control-violated

The¢ Delivery-control-violated abstract-error reports the violation by the MTS of a control on delivery-port gbstract-
opgrations imposed by theZ M TS-user via the Delivery-control abstract-operation.

The Deliver-control-violated abstract-error has no parameters.

8.312.2 Control-violates-registration

The Control-violates-registration abstract-error reports that the MTS is unable to accept the controls that the M[I'S-user
att¢mpted'to impose on delivery-port abstract-operations because they violate existing registration parameters.

Th- =Vi = i i ! IAIIICICLS.
8.3.2.3 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS-user
because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters, generated by the MTS-user:
—  security-problem: An identifier for the cause of the violation of the security-policy.
8.3.2.4 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-delivery (see 9.2) but is unsupported by the MTS-user.
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8.3.2.5 Operation-refused

The Operation-refused abstract-error indicates that the MTS has refused to perform an operation due to local policy. The
Operation-refused error has two parameters, the refused-argument and the refusal-reason, generated by the MTS.

The refused-argument parameter indicates which argument of the operation caused the refusal to perform. For the
Delivery-control operation it shall indicate one of the arguments listed in Table 20, or one of the component arguments
of deliverable-class, or an extension argument. For the Register operation it shall indicate one of the arguments listed in
Table 23, or an extension argument.

The refusal-reason parameter shall have one of the following values:

—  facility-unavailable: The user has attempted to use a facility which the MTS does not make availablle to
its users.

— facility-not-subscribed: The user has attempted to use a facility which is subject to subseription, and to
which the user has not subscribed.

—  parameter-unacceptable: The user has specified a parameter value which the MTS cannot accept.

8.4 Administration Port

This spibclause defines the abstract-operations and abstract-errors which occur at an administration-port.

84.1 Abstract-operations

This spibclause defines the following administration-port abstract-operationss:
a) Register;

b) Change-credentials.

8.4.1.1 Register

The Rlegister abstract-operation enables an MTS-user to.make long-term changes to various parameters of the MTStuser
held By the MTS concerned with delivery of messages to the MTS-user, and to retrieve the current settings of these
paramjeters.

Such changes remain in effect until overridder’ by re-invocation of the Register abstract-operation. However, $ome
parameters may be temporarily overridden by invocation of the Delivery-control abstract-operation.

NOTES

1 This abstract-operation,_shall be invoked before any other submission-port, delivery-port or administration}-port
abstragt-operation may be used, or an\equivalent registration by local means shall have taken place.

2 This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assigriment
element-of-service defined in \ITFU-T Rec. X.400 and ISO/IEC 10021-1. The manner in which those parameters are supplied and
modified are a local matter.

3 Mechdnisms other than register may be used to assign values to any of the registration parameters.

4  The definition of the Register abstract-operation for use in a 1988 Application Context is in Annex C.

8.4.1.1.1 , Arguments

Table| 23)lists the arguments of the Register abstract-operation, and for each argument qualifies its presence] and
identifies the subclause in which the argument is defined.

8.4.1.1.1.1 User-name

This argument contains the OR-name of the MTS-user, if the user-name is to be changed. It may be generated by
the MTS-user.

An MD is not required to provide MTS-users with the ability to change their own OR-name. If it does so, the MD may
restrict that ability. It may prohibit certain MTS-users from changing their OR-names, or it may restrict the scope of the
change to a locally defined subset of the components of their OR-names. A proposed new OR-name shall be rejected if
its OR-address is already assigned to another MTS-user or a DL.

In the absence of this argument, the user-name of the MTS-user remains unchanged.

46 ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

Table 23 — Register Arguments

Argument Presence Subclause

Registration Arguments
User-name (0] 84.1.1.1.1
User-address (6] 8.4.1.1.1.2
Deliverable-classes (0] 84.1.1.13
Recipient-assigned-redirections (0] 84.1.1.14
Restricted-delivery (6] 84.1.1.15
Retrieve-registrations (6] 8.4.1.1.1.6
Default Delivery Control Arguments 84.1.1.1.7
Permissible-operations (¢] 83.13.12
Permissible-lowest-priority (¢ 83.13.13
Permissible-encoded-information-types (0] 83.13.1.4
Permissible-content-types (6] 83.13.15
Permissible-maximum-content-length (6] 8.3.1.31.6

is argument contains the user-address of the MTS-user, if it is required by th&)MTS and if it is to be changed. It may
bg¢ generated by the MTS-user.

j-.[‘.l.l.l.Z User-address

The user-address may contain one of the following forms of address ofithe MTS-user:
—  the X.121-address and/or the TSAP-ID (transport setvice access point identifier); or

—  the PSAP-address (presentation service access point address).

Other forms of user-address may be defined in addenda ‘or future versions of this Recommendation | Intgrnational
Standard.

Ir] the absence of this argument, the user-address of the MTS-user (if any) remains unchanged.

4.1.1.1.3 Deliverable-classes

8
This argument contains all the sets of cTiteria that determine which messages shall be delivered to the MTS-uskr, if any
of these criteria are to be changed. If present, this argument replaces the previously registered deliverable-dlasses. It
mlay be generated by the MTS-user.

E

hch set of criteria forms a deliverable-class. The deliverable-class optionally contains encoded-informatign-types-
¢nstraints, deliverable<content-types, deliverable-maximum-content-length, and deliverable-security-labels. The
bsence of values forsaZparticular component indicates that no restriction on values of that component exisfs in this
bliverable-class.

(<]

-

he MTS shall<deliver a message to the MTS-user only if the message meets all the criteria in at least one
bliverable“class in the registered set.

2 =

I} the,absence of this argument, the deliverable-classes shall remain unchanged.

8l4 11131 E led-inf o ] e

This component indicates the encoded-information-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be constrained within a deliverable-class.

The component comprises acceptable-encoded-information-types, unacceptable-encoded-information-types,
and exclusively-acceptable-encoded-information-types, each of which identifies a list of specific
encoded-information-types.

If a message has no encoded-information-types it will always satisfy any encoded-information-types-constraints.

If the encoded-information-types of the message to be delivered are incompatible with the encoded-information-
types-constraints, then the message does not satisfy the constraints of this deliverable-class, and no other criteria of the
deliverable-class need be considered.
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The MTS determines whether a message satisfies the encoded-information-types-constraints of a deliverable-class
according to the procedure defined in 14.3.4.4, item 6, c).

The encoded-information-types in a message to be delivered are regarded as those which would be present in the
message after all conversions (if any) have been performed.

Depending on local requirements or the capabilities provided by a user’s computing environment, a user may choose one
of the following registrations which:

a) Allows delivery of all messages independent of the encoded-information-types they contain. In this case
no encoded-information-types-constraints need be registered.

b) Allows delivery of all messages except those which contain at least one encoded-information-type in the
set of registered unacceptable-encoded-information-types. In this case no acceptable-encoded-
information-types or exclusively-acceptable-encoded-information-types need be registered.

NOTE 1 — For example, this registration may be appropriate for an MS-user that does not support the Voice’bddy
part, in order to prevent messages containing large Voice body parts from consuming the storage space available for
delivered messages.

c) Allows delivery of the message if it contains at least one of the registered acceptable-encoddd-
information-types. In this case no unacceptable-encoded-information-types- or exclusively-
acceptable-encoded-information-types need be registered.
NOTE 2 - For example, an IPMS-user may require that all messages containing an IAS, Text body part are delivergd.

After reading the IA5 Text body parts, the user may be able to evaluate the importarieeof the information contaijed
in the other body parts, and decide whether to seek other means to process these body parts.

d) Requires all encoded-information-types in the message to be registered as exclusively-acceptable-
encoded-information-types, and rejects as undeliverable otherwise. In this case, acceptable-encodgd-
information-types or unacceptable-encoded-information-typés need be registered.

NOTE 3 — This may be appropriate if the user’s UA supports a“relatively small set of encoded-information-types.
This is identical to the service supported by the Register-88 abstract-operation.

e) Allows delivery of the message if it does not gontain any the registered unacceptable-encod¢d-
information-types, and either contains at least one, encoded-information-type registered in acceptablje-
encoded-information-types, or only contains\encoded-information-types registered as exclusive]y-
acceptable-encoded-information-types. In” this case, unacceptable-encoded-information-types,
acceptable-encoded-information-types,, and exclusively-acceptable-encoded-information-types nfay
all be registered.
NOTE 4 - This satisfies the requiremients in b), c), and d). For example, an IPMS-user may use this combinatior] to
ensure that Voice body parts aré ngver delivered, File Transfer body parts are always delivered (subject to fthe

absence of Voice body parts), and where neither of these body part types is present, only those messages containing a
prescribed set of body partsare‘delivered.

The MTS will return an error if the(MTS-user attempts to register an encoded-information-type both in unacceptaﬂle-
encoden-information-types anid\in either of acceptable-encoded-information-types or exclusively-accepta
encodedl-information-types.

le-
The acdeptable-encoded-information-types and exclusively-acceptable-encoded-information-types also indicate fhe
possiblg encoded-information-types which implicit conversion may usefully produce.

In the apsence of'this component, the encoded-information-types-constraints shall be unconstrained.

8.4.1.1.]1.3.2" Deliverable-content-types

This component indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-user,
if they are to be constrained within a deliverable-class.

If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-
content-length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered. The MTS-user may register to receive the unidentified content-type.

In the absence of this component, the deliverable-content-types shall be unconstrained.
8.4.1.1.1.3.3 Deliverable-maximum-content-length
This component contains the content-length, in octets, of the longest-content message that the MTS shall permit to

appear in messages delivered to the MTS-user, if it is to be constrained within a deliverable-class.
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If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered.
In the absence of this component, the deliverable-maximum-content-length of messages shall be unconstrained.
8.4.1.1.1.3.4 Deliverable-security-labels
This component contains the security-labels of the MTS-user, if they are to be constrained within a deliverable-class.
If the security-labels of the message to be delivered do not match those specified by the deliverable-security-labels,

then the message does not satisfy the constraints of this deliverable-class and no other criteria of the deliverable-class
need be considered.

Somje security-policies may only permit the deliverable-security-labels to be changed in this way if a seeure |link is
employed. Other local means of changing the deliverable-security-labels in a secure manner may be provided.

In the absence of this component, the deliverable-security-labels shall be unconstrained.

8.4.1.1.1.4  Recipient-assigned-redirections

Thig argument contains, if the assignment of alternate-recipients is to be changed, an ofdered list of the OR-names of
recipient-assigned-alternate-recipients and, optionally, one or more redirection-classes associated with each

altenate-recipient. If this argument is present, its value completely replaces any-previous assignment of alternate-
recipients. It may be generated by the MTS-user.

If ope or more recipient-assigned-alternate-recipients is specified, theeach message (or report) for the MT|S-user
shal| be redirected to the first alternate-recipient for which the messdge (or report) meets the criteria in one |of the
redirection-classes associated with that alternate-recipient. Those messages (or reports) meeting the criteria of none of
the redirection-classes for any recipient-assigned-alternate-recipient shall continue to be delivered to the MT$-user.
The|order of alternate-recipients is specified by the MTS-user. The absence of any redirection-classes indicdtes an
alteqnate-recipient to which all messages (and reports), «éxcept those meeting more specific redirection-¢lasses
associated with preceding alternate-recipients, shall tbe redirected. The absence of the recipient-assjgned-
alternate-recipient indicates delivery to the MTS-uset.

NOTE -~ If present in the recipient-assigned-redirections list, the absent redirection-class should be last in the lidt as no
laterjelements will ever be used.

encdded-information-types, content-type, deliverable-security-labels, restriction, and priority. The absemce of
values for a particular type indicates\that no restriction on values of that type exists in this redirection-class. The
redifection-class also indicates, the_types of MHS information object to which the redirection-class applies: mefsages
only}, reports only, or both messages and reports.

The| redirection-class optionally contains ;a’ maximum content-length and optionally sets of values for e¥h of:

The|recipient-assigned-alernate-recipient shall contain the OR-name of the alternate-recipient.

If the recipient-assigned-redirections argument contains a single element with both the recipient-assigned-alternate-
recipient and the redirection-class absent, then no recipient-assigned-redirections is registered.

Whgn recipient-assigned-redirections and deliverable-classes are both registered, redirection takes precedence over
deliyery restrictions.

In the absence of this argument, the recipient-assigned-redirections, if any, remain unchanged.

8.4.1.1.1.5  Restricted-delivery

This argument indicates the OR-names of other MTS-users from whom the MTS-user is willing (or unwilling) to
receive messages, if restricted-delivery is to be changed. It comprises an ordered list of restrictions. If the restricted-

delivery argument is present, its value completely replaces any previous registered value. It may be generated by the
MTS-user.

The MTS shall reject as undeliverable any message for the MTS-user which originates from, or is redirected by, or is

dl-expanded by another MTS-user from which the MTS-user does not consent to accept delivery. Each restriction may
specify a source which is permitted or which is disallowed, either as a complete OR-name or as an OR-name pattern.
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If one or more restriction is registered, then the sources (originator-name, redirection-history, DL-expansion-
history) of each message are compared to the ordered list of restrictions until a match occurs. The comparison stops
immediately a match when a restriction occurs, and the message is delivered if permitted or rejected as undeliverable if
not permitted. If there is no matching restriction the message is delivered.

Procedures for determining exact and pattern matches of OR-names are specified in ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The MTS-user may register to receive all messages, which is the state before any restricted-delivery registration, by

specify

ing a single restriction in which all source-types are permitted and the source-name omitted.

Where restricted-delivery and recipient-assigned-redirections are both registered, redirection takes precedence over
restricted-delivery.

In the absence of this argument, restricted-delivery shall remain unchanged.

8.4.1.1J1.6  Retrieve-registrations

This afgument indicates the individual registrations that the MTS-user requests to be returned imthe result of|the
Register abstract-operation. It may be generated by the MTS-user.

The result returned reflects the state of registered information after all other arguments of Register have been process¢d.
This afgument contains an element corresponding to each of the other arguments of Register, each of which, if [set,
requests the registered value of the corresponding argument.

In the gbsence of this argument, no registration information is requested.

8.4.1.1]1.7  Default-delivery-control-arguments

The default control arguments are the same as the arguments of the Delivery-control abstract-operation, and are defined
in 8.3.1.3.1. Except for restrict and permissible-security-context, they' may be generated by the MTS-user.

The default controls are registered as arguments of the Register abstract-operation. These defaults come into effect aff the
beginn|ng of an association, and remain in effect until they\are overridden by an invocation of the Delivery-corjtrol
abstract-operation.

The dgfault control arguments shall not admit mes§ages whose delivery are prohibited by the prevailing regist¢red
values of the encoded-information-types-constfaints argument, the deliverable-content-types argument or [the
deliverable-maximum-content-length argument:

8.4.1.1{2 Results

The Rlegister abstract-operation returns an empty result unless an extension result is present, or the retri¢ve-
registnations argument was present’in the invocation. In the latter case, those registrations identified in the retrigve-
registrjations argument are returned.

The repults are identicalnfo/the arguments of the Register abstract-operation listed in Table 23 except that retri¢ve-
registijations is absent!

8.4.1.1.3 Abstract-errors

Table P4 lists the abstract-errors that may disrupt the Register abstract-operation, and for each abstract-error identffies
the sufjclatse in which the abstract-error is defined.
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Table 24 — Register Abstract-errors

Abstract-error Subclause
Register-rejected 8.4.2.1
Remote-bind-error 8.2.2.10
Operation-refused 8.3.2.5
Security-error 8323
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The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s credentials held by

th

e MTS, or enables the MTS to change the MTS’s credentials held by the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication of identity of the
MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.

The disruption of the abstract-operation by an abstract-error indicates that the credentials have not been changed, either
because the old credentials were incorrectly specified or that the new credentials are unacceptable.

8.
T

<o

-
jooxd

jod

p—]

<

anjd identifies the subclause in which the argument is defined

4.1.2.1.1 Old-credentials

4.1.2.1.2 New-credentials

4.1.2.1 Arguments

ible 25 lists the arguments of the Change-credentials abstract-operation, and for each argument qualifies)its

Table 25 — Change-credentials Arguments

Argument Presence Subglause

Credential Arguments
Old-credentials M 8.4.1.2.1.1
New-credentials M 8.4.12.1.2

e abstract-operation. It shall be generated by the invoker<of the abstract-operation.

only simple-authentication is used, the credentials comprise a simple password associated with the usg
MTA-name, of the invoker.

strong-authentication is used, the credentials’comprise the certificate of the invoker, generated by a trustg
.g. a certification-authority), and supplied'by the invoker.

his argument contains the proposed new credentials of the invoker of the abstract-operation, to be hel
rformer of the abstract-operation. It shall be generated by the invoker of the abstract-operation.

he security policy in féreg may restrict the type (i.e. simple or strong) of new-credentials.

4.1.2.2 Results

he Change-credentials abstract-operation returns an empty result as indication of success.

4.1.2.3_\Abstract-errors

presence

This argument contains the current (old) credentials of the invoker of the abstract-operation, held by the perflormer of

br-name,

d source

1 by the

act-error

=

hiole, 26 lists the abstract-errors that may disrupt the Change-credentials abstract-operation, and for each abst:

- - 1
entriresthesubctause mwihchr theabstract=error rsdefimed:

Table 26 — Change-credentials Abstract-errors

Abstract-error Subclause
New-credentials-unacceptable 8422
Old-credentials-incorrectly-specified 8423
Remote-bind-error 8.2.2.10
Security-error 83.2.3
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8.4.2 Abstract-errors

This subclause defines the following administration-port abstract-errors:
a) Register-rejected;
b) New-credentials-unacceptable;

¢) Old-credentials-incorrectly-specified.
8.4.2.1 Register-rejected

The Register-rejected abstract-error reports that the requested parameters cannot be registered because one or more are
improperly specified.

The Regjister-rejected abstract-error has no parameters.

8.4.2.2 | New-credentials-unacceptable

The Ngw-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-credentials are unacceptable.

The New-credentials-unacceptable abstract-error has no parameters.

8.4.2.3 | Old-credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials ¢annot be changed because the
current {old-) credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.5 Common parameter types

This subjclause defines a number of common parameter types of the MTS Abstract Service.
8.5.1 MTS-identifier

MTS-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS Abstract Service, gnd
betweer] messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a‘submission-port (message-submission-identifier) is identical to the
correspdnding message-identifier at a transfer-port and corresponding message-delivery-identifier at a delivery-port.
Similarly, the MTS-identifier assigned to a probe at a submission-port (probe-submission-identifier) is identical to the
corresp¢nding probe-identifier at a transfer-port. MTS-identifiers are also assigned to reports at transfer-pdrts
(reporttidentifier).

An MTB-identifier comprises:

—  alocal-identifiepassigned by the MTA, which unambiguously identifies the related event within the MID;

— the global-domain-identifier of the MD, which ensures that the MTS-identifier is unambigugus
througheut the MTS.

8.5.2 Global-demain-identifier

A globgl-domain-identifier unambiguously identifies an MD within the MHS.

; : T for
identifying the source of a trace-information-element.

In the case of an ADMD, a global-domain-identifier consists of the country-name and the administration-
domain-name of the MD.

In the case of a PRMD, a global-domain-identifier consists of the country-name and, optionally, the administration-
domain-name of the associated ADMD, plus a private-domain-identifier. The private-domain-identifier is a unique
identification of the PRMD, and may be identical to the PRMD’s private-domain-name. As a national matter, this
identification may be either relative to the country denoted by the country-name or relative to the associated ADMD. If
the identification is relative to the associated ADMD, then that administration-domain-name shall be present. Where
the administration-domain-name is optional in the Abstract Service but mandatory in the abstract syntax, and no value
is specified, it shall be encoded as a single space (see 18.3.1 in ITU-T Rec. X.402 | ISO/IEC 10021-2).
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NOTE - The distinction between private-domain-identifier and private-domain-name has been retained for backward
compatibility with Recommendation X.411 (1984). Often they will be identical.

8.5.3 MTA-name
An MTA-name is an identifier for an MTA that uniquely identifies the MTA within the MD to which it belongs.
8.5.4 Time

A Time parameter is specified in terms of UTC (Coordinated Universal Time), and may optionally also contain an offset
to UTC to convey the local time. The precision of the time of day is to either one second or one minute, determined by
the generator of the parameter.

8.5.F—OR-mame

An DR-name identifies the originator or recipient of a message according to the principles of naming and-addyessing
desdribed in ITU-T Rec. X.402 | ISO/IEC 10021-2.

dirdctory-name). At all other types of port, an OR-name comprises an OR-address and, optionally, a directory-name
(OR-address-and-optional-directory-name). A directory-name and an OR-address may,each denote an indjvidual
origjnator or recipient, or a DL.

At g submission-port, an OR-name comprises an OR-address, or a directory-name, or both (OR-address-Id-or-

A djrectory-name is as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. The MTS uses the directory-name only when
the PR-address is absent or invalid.

An |OR-address comprises a number of standard-attributes selected from those defined in ITU-T Rec. K.402 |
ISOJIEC 10021-2, and optionally a number of attributes defined by the MD to"which the originator/recipient subscribes
(dolnain-defined-attributes).

In the abstract syntax definition in clause 9, the standard attributes.are represented by built-in-standard-attributes and
by pxtension-standard-attributes and the domain-defined attiibutes are represented by built-in-domain-d¢fined-
attyibutes and by extension-domain-defined-attributes.

Clagpise 18.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies several OR-address forms. These define which sfandard
and|domain-defined attributes may be used together to'construct a valid OR-address.

Clafise 18.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies rules indicating the character sets — numeric, printable,
and| teletex — from which the values of a. particular standard attribute may be drawn, and it also defines the valid
conjbinations of the different variants of thatstandard attribute in the abstract syntax.

8.516 Encoded-information-types

Thd encoded-information-types,of a message are the kind(s) of information that appear in its content. Both basic
encpded-information-types and externally-defined encoded-information-types may be specified, otherwjse the
encpded-information-types of a message are unspecified.

Thq basic encoded-information-types are those originally defined in the Recommendation X.411 (1984). The
unknown type .is{used to indicate an encoded-information-type which is not in this instance indicated|by an
ext¢rnally-defined encoded-information-type, and is other than the following types. The iaS-text (teleprinter) [type is
defined in Reeommendation T.50. The g3-facsimile type is defined in Recommendations T.4 and T.30. The g4-class-1
typ¢ is.defined in Recommendations T.5, T.6, T.400 and T.503. The teletex type is defined in Recommendations F.200,
T.6]l “and T.60. The videotex type is defined in Recommendations T.100 and T.101. The simple-formattable-
document (sfd) type and the telex type were defined in Recommendation X.420 (1984) (SFD and TLX body parts are
no longer defined in any CCITT Recommendation). The mixed-mode type is defined in Recommendations T.400
and T.501.

NOTE 1 — The unknown encoded information type is provided to represent externally-defined encoded-information-

types when downgrading for 1984 systems (and remains present after a subsequent upgrade), and also for use in cases where no
externally-defined encoded-information-type has been defined for a particular type of information.

Externally-defined encoded-information-types are those which are not basic encoded-information-types.

In the abstract syntax definition in clause 9, the encoded-information-types are the logical union of built-in-encoded-
information-types and extended-encoded-information-types. The latter are those to which object-identifiers have
been allocated by an appropriate authority. They include both standardised and privately-defined encoded-information-
types.
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A basic encoded-information-type may be represented equivalently by a bit in the built-in-encoded-
information-types or by an extended-encoded-information-type. Annex A acts as the registration authority for the
object-identifiers to be used as the extended-encoded-information-type registrations of the basic encoded-
information-types.

An externally-defined encoded-information-type is always represented by an extended-encoded-information-type.
Other standards define object-identifiers that may be used as extended-encoded-information-types.

Non-basic-parameters are defined for the g3-facsimile and teletex basic encoded-information-types for backwards
compatibility with the Recommendation X.411 (1984) only. It is recommended that for each required combination of a
basic encoded-information-type and a specific set of non-basic-parameters, an externally-defined encoded-
information-type be defined and used in preference.

_ . . : : 1 ional
Standayd.

The npn-basic-parameters for g3-facsimile correspond to the three- or four-octet Facsimile Information\Field (FIF)
conveyed by the Digital Command Signal (DCS) defined in Recommendation T.30. The parameters |are:
two-djmensional, fine-resolution, unlimited-length, b4-length, a3-width, b4-width and uncompressed.

The nlon-basic-parameters for teletex correspond to the non-basic terminal capability convéyed by the Comrmand
Docuthent Start (CDS) defined in Recommendation T.62. The parameters are: optional graphic-character-sets, optjonal
contr¢l-character-sets, optional page-formats, optional miscellaneous-terminal-capabilities, and a privatg-use

Wherg¢ non-basic-parameters are indicated, these parameters represent the logicallOR' of the non-basic-parametefs of

whethgr there is encoded-information-type compatibility, or whether convérsion is required. If conversion is required,
ssage content shall be inspected to determine which non-basic-parameters apply to any instance of the
d-information-type.

8.5.7 Certificate

A certificate may be used to convey a verified copy of the“public-asymmetric-encryption-key of the subject of the
certificate.

A certificate contains one or more items of certification information. Each instance of certification information conltains
the following parameters:

—  signature-algorithm-identifier;.An algorithm-identifier for the algorithm used by the certification-
authority that issued the certificate to compute the signature.

—  issuer: The directory-fiame of the certification-authority that issued the certificate.

— validity: A date arid time of day before which the certificate should not be used, and a date and time of
day after which/the-certificate should not be relied upon.

—  subject: The\directory-name of the subject of the certificate.
—  subject-public-key: The public-asymmetric-encryption-keys of the subject.
—  algorithm: The algorithm-identifiers, associated with a subject-public-key.

— _Ssignature: An asymmetrically encrypted, hashed version of the above parameters computed by the
certification-authority that issued the certificate using the algorithm identified by the signature-
algorithm-identifier and the certification-authority’s secret-asymmetric-encryption-key.

If the originator and a recipient of a certificate are served by the same certification-authority, the recipient may use the
certification-authority’s public-asymmetric-encryption-key to validate the certificate, and derive the originator’s public-
asymmetric-encryption-key (subject-public-key).

If the originator and a recipient of a certificate are served by different certification-authorities, the recipient may require

a return-certification-path to authenticate the originator’s certificate. The certificate may therefore include an associated
certification-path.

The certification-path may comprise a forward-certification-path which includes the certificate of the certification-
authority that issued the certificate, together with the certificates of all of its superior certification-authorities. The
forward-certification-path may also include the certificates of other certification-authorities, cross-certified by either
the certification-authority that issued the certificate, or any of its superior certification-authorities.
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A recipient of the certificate may complete the required return-certification-path between the recipient and the originator
of the certificate by appending the recipient’s own reverse-certification-path to the forward-certification-path supplied
by the originator, at a common-point-of-trust. The reverse-certification-path includes the reverse-certificate of the
certification-authority of the recipient of the certificate, together with the reverse-certificates of all of its superior
certification-authorities. The reverse-certification-path may also include the reverse-certificates of other certification-
authorities, cross-certified by the certification-authority of the recipient of the certificate, or any of its superior
certification authorities.

The return-certification-path thus formed allows the recipient of the certificate to validate each certificate in the return-
certification-path in turn, to derive the public-asymmetric-encryption-key of the certification-authority that issued the
certificate. The recipient may then use the public-asymmetric-encryption-key of the certification-authority that
issued the certificate to validate the certificate, and derive the originator’s public-asymmetric-encryption-key (subject-
pllbl'i(-i\c Y-

The form of a certificate is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 as the data-type certificates.

Addenda or future versions of this Recommendation | International Standard may define othetykey distribution
techniques (e.g. based on symmetric-encryption-techniques).

8.4.8 Token

A token may be used to convey to the recipient of the token protected security-relevant information. Tht token
pr¢vides authentication of public security-relevant information, and confidentiality and<@uthentication of secret ecurity-
relpvant information.

The type of a token is identified by a token-type-identifier. One type of token is currently defined by this|Service
Definition: an asymmetric-token. Other types of token may be definéd by addenda or future versions|of this
Refommendation | International Standard; for example, tokens based on-symmetric-encryption techniques.

Ar] asymmetric-token contains the following parameters:

—  signature-algorithm-identifier: An algorithm-identifier for the algorithm used by the originat¢r of the
token to compute the signature.

— recipient-name: Either the OR-address-and-or-directory-name of the intended-recipient of the token
or, when MTAs use strong authenticdfion during a bind, the MTA-name and optionally the|global-
domain-identifier.

— time: The date and time of day when the token was generated.
—  signed-data: Public security:televant information.

—  encryption-algorithm-identifier: An algorithm-identifier for the algorithm used by the originatgr of the
token to compute the-encrypted-data.

- encrypted-data: Secret security-relevant information encrypted by the originator of the token uing the
algorithm identified by the encryption-algorithm-identifier and the public-asymmetric-encryption-key
of the intended-recipient of the token.

—  signature: An asymmetrically encrypted, hashed version of the above parameters computed| by the
originator of the token using the algorithm identified by the signature-algorithm-identifier fand the
Originator’s secret-asymmetric-encryption-key.

The form 6fa token is further defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Symmetric algorithms may be used within the asymmetric-token definition provided that:

—  the algonithm (in either the signature-algorithm-identifier or the encryption-algorithm-identifier) is
used to identify a registered symmetric cryptographic algorithm;

—  the management of symmetric keys (e.g. key distribution) is performed externally to the MTS.

NOTES

1 When symmetric algorithms are used for signed-data, the message origin authentication check, as defined in
ITU-T Rec. X.402 | ISO/IEC 10021-2, is not provided by the token. The token only provides proof that the message was signed by a
holder of the symmetric key (i.e. a member of a closed user group).

2 The signature-algorithm-identifier and the encryption-algorithm-identifier can be individually defined and,
therefore, a mixture of symmetric and asymmetric algorithms can be used with the token.

8.5.9 Security-label

Security-labels may be used to associate security-relevant information with objects within the MTS.
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Security-labels may be assigned to an object in line with the security-policy in force for that object. The security-policy
may also define how security-labels are to be used to enforce that security-policy.

Within the scope of this Service Definition, security-labels may be associated with messages, probes and reports
(see 8.2.1.1.1.30), MTS-users (see 8.4.1.1.1.3.4), MDs, MTAs and associations between an MTS-user and an MD
{or MTA) (see 8.1.1.1.1.4), or between MDs (or MTAs) (see 12.1.1.1.1.3). Beyond the scope of this Service Definition,

a security-policy may, as a local matter or by bilateral agreement, additionally assign security-labels to other objects
within the MTS (e.g. secure routes).

A security-label comprises a set of security-attributes. The security-attributes may include a security-policy-
identifier, a security-classification, a privacy-mark, and a set of security-categories.

A securij

TE o

i plcacI/L a secur uy-uaaalu\.auuu may have one of a hierarchical list of values. The basic security-classificatipn
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hierarchy is defined in this Service Definition, but the use of these values is defined by the security-policyin’ forge.
Additiogal values of security-classification, and their position in the hierarchy, may also be defined by a security-policy
as a logal matter or by bilateral agreement. The basic security-classification hierarchy is, in -ascending ordgr:
unmarKed, unclassified, restricted, confidential, secret, top-secret.

If present, a privacy-mark is a printable string. The content of the printable string may be defined by a security-poligy,
which njay define a list of values to be used, or allow the value to be determined by the originator of the security-label.

BN s NFalaN Nini s 2§ n) Ny niEFERGR IR} o N4 '
Exampl bs of prlvacy-man(s include: IN CONFIDENCE' and 'IN STRICTEST CONFIBENCE'.

If preseft, the set of security-categories provide further restrictions within the context of a security-classificatipn
and/or ffrivacy-mark, typically on a 'need-to-know' basis. The security-categori€s)and their values may be defined by a
security}policy as a local matter or by bilateral agreement. Examples of possible security-categories include caveats|to
the secyrity-classification and/or privacy-mark (e.g. ' PERSONAL - ', 'STA¥F - ', 'COMMERCIAL - ', etc.), clos¢d-
user-grdqups, codewords, etc.

8.5.10 | Algorithm-identifier

An algg¢rithm-identifier identifies an algorithm and any algorithm-parameters required by the algorithm. It shall
also defline the ASN.1 encoding rules used.

An algdrithm-identifier may be drawn from an international register of algorithms, or defined by bilateral agreement

8.5.11 | Password
A password comprises either an IAS5 String or an Octet String.

Where fhe octets of an Octet String" value are the encoding in an 8-bit environment of the characters of an IA5 String
value, the choice between the 1AS5.Siring and the Octet String representations shall be considered insignificant.

NOTES

1  This equivalence rule does not prohibit a password from being an Octet String value which is not the encoding of
any IA5|String value.

2 "Encodifig in an 8-bit environment" means that the most significant bit in each octet is zero and not a parity bit; this is
the encdding of IA5\String characters used by ASN.1 Basic Encoding Rules. An IAS String password should have the top bit of epch
octet sef to zero, before writing it as the value of a User Password attribute, which is defined by the Directory ITU-T Rec. X.5p0 |
ISO/IE( 9594-6 to be an Octet String. The equivalence rule is designed to facilitate the use of this Directory attribute.

3 Where ASN.1 Basic Encoding Rules are used, two passwords can be compared as follows. The octets of epch
password value are extracted from its BER encoding (which may be primitive or constructed); the extraction technique is the same for
both IA5 String and Octet String. If the extracted values are equal octet by octet, then the two passwords match.

9 Message Transfer System Abstract Syntax Definition

The abstract-syntax of the MTS Abstract Service is defined in Figure 2. Those aspects of the 1988 version of the MTS
Abstract Service which differ from the 1994 version are defined in Annex C.

The abstract-syntax of the MTS Abstract Service is defined using the Abstract Syntax Notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
ISO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.
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The abstract-syntax definition of the MTS Abstract Service has the following major parts:

—  Prologue: Declarations of the exports from, and imports to, the MTS Abstract Service module (see
Figure 2, Parts 1 to 2).

—  Objects and Ports: Definitions of the MTS and MTS-user objects, and their submission-, delivery- and
administration-ports (see Figure 2, Parts 2 to 3).

—  MTS-bind and MTS-unbind: Definitions of the MTS-bind and MTS-unbind used to establish and release

associations between an MTS-user and the MTS (see Figure 2, Parts 3 to 4).

—  Submission Port: Definitions of the submission-port abstract-operations: Message-submission, Probe-

) o4

submission, Cancel-deferred-delivery and Submission-control; and their abstract-errors (see Figure 2,

Parts 4 to 7).

—  Delivery Port: Definitions of the delivery-port abstract-operations: Message-delivery, Report-delivery and
Delivery-control; and their abstract-errors (see Figure 2, Parts 7 to 9).

—  Administration Port. Definitions of the administration-port abstract-operations:* Register and
Change-credentials; and their abstract-errors (see Figure 2, Parts 9 to 11).

—  Message Submission Envelope: Definition of the message-submission-envelope (see Figure 2, Part L 1).
—  Probe Submission Envelope: Definition of the probe-submission-envelope (see Figure 2, Part 12).

—  Message Delivery Envelope: Definition of the message-delivery-envelope (see Figure 2, Parts 12 tq 13).

—  Report Delivery Envelope: Definition of the report-delivery-envelope(see Figure 2, Parts 13 to 14)
—  Envelope Fields: Definitions of envelope fields (see Figure 2, Parts 14 to 16).
—  Extension Fields: Definitions of extension-fields (see Figure 2, Parts 17 to 22).

—  Common Parameter Types: Definitions of common parameter types (see Figure 2, Parts 23 to 29).
NOTES

1 The module implies a number of changes to the P3 protocol defined in Recommendation X.411 (1984). These
chamges are highlighted by means of underlining. For the delivery-control and register operations these changes are shown|only in
Annex C.

[2 The module applies size constraints to-variable-length data types using the SIZE subtyping extension of|ASN.1I.
Violation of a size constraint constitutes a protocol violation.|]

9.1 Extension mechanism

A mechanism is defined in Figure)2 (Part 17) to enable extensions to be defined. Where extensions may appear, a
parpmeterized information object’set indicates those extensions defined in this Service Definition which may be present,
but| other extensions defined elsewhere (e.g. privately, or by addenda or future versions of this Recommenfation |
Int¢rnational Standard)thay also be included.

NOTE - Only) extensions defined in this Recommendation | International Standard, and addenda or future versionE of this
dommendation | faternational Standard, may be identified by ExtensionType.standard-extension. All extensions defined elsewhere
identified by-ExtensionType.private-extension

R
ar

o o

9.2 Criticality mechanism

Eagh extension-field defined in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality for submission,
transfer and delivery. The values of criticality may be set when the extension-field is generated.

The criticality mechanism is designed to support controlled transparency of extended functions. A non-critical function
may be ignored, but shall not be discarded except when delivering or downgrading (see ITU-T Rec. X.419 |
ISO/IEC 10021-6, Annex B) a message, while a critical function must be known and performed correctly for normal
procedures to continue.

NOTE — Messages with critical or non-critical functions may be rejected on submission with the submission error Element-
of-service-not-subscribed when the function corresponds to an element of service to which the user has not subscribed, or which is not
available for subscription.

In general, an argument of an abstract-operation marked critical for the port type shall be correctly handled by the
performer of the abstract-operation, or an error reported in an appropriate way. The invoker of an abstract-operation
shall also correctly handle any functions marked critical for the port type.
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If the abstract-operation is one that reports an unsuccessful outcome, failure to correctly perform a critical function is
reported by returning an Unsupported-critical-function abstract-error. If an abstract-operation is not one that reports an
unsuccessful outcome, an abstract-operation (e.g. a report) shall be invoked to convey the unsuccessful outcome of the
previous operation (e.g. using the unsupported-critical-function non-delivery-diagnostic-code of a report).

An extension that appears in the result of an abstract-operation shall not be marked critical for the port type.

In the case of critical-for-submission, the MTS shall correctly perform the procedures defined for a function marked as
critical-for-submission in a Message-submission or Probe-submission abstract-operation, or shall return an
Unsupported-critical-function abstract-error.

In the case of critica ansfe ecelving : : : : 2 ion in a
message or probe marked as critical-for-transfer, or shall return a non-delivery-report with the non-delivery-
diagngstic-code set to unsupported-critical-function. An MTA unable to support a function marked critical{for-
transfer in a report shall discard the report (a local policy or agreement may require that this action be audited){ An
extensjon marked as critical-for-transfer that appears as an argument of a Message-submission or Probe-submission
operatjon shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a transfet-port.

In the|case of critical-for-delivery, a delivering-MTA shall correctly perform the procedures.defined for a fundtion
markefl as critical-for-delivery, or shall not deliver the message or probe and shall return a hon-delivery-report with the
non-dplivery-diagnostic-code set to unsupported-critical-function. A recipient MTS-usér’shall correctly perforn} the
procedures defined for a function marked as critical-for-delivery or shall return(an' Unsupported-critical-fundtion
abstragt-error. An extension marked as critical-for-delivery that appears as an argiment of a Message-submission or
Probe{submission operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation |at a
transfgr-port. An extension marked as critical-for-delivery that appears as arLargument of a Message-transfer or Prpbe-

transfgr operation shall appear unchanged in any resulting Message-transfer*or Probe-transfer operation at a tranpfer-
port.

An M[TA generating a report shall not copy unsupported critical ‘functions from the subject into the report. When
generdting a report, an MTA shall indicate the criticality (for transfer and/or delivery) of any supported functions copied
from the subject into the report; the criticality of a function in a report may be different from its criticality ir] the
subjedt.

If the MTA or MTS-user cannot correctly perform the’procedures defined for a function marked critical-for-delivery in
a repoft, then the report shall be discarded.

The pgocedures related to extension-fields and their criticality indications are further defined in clause 14.

This {ervice Definition defines by-means of the information object class notation of ASN.1 the recommended settirjg of
the crijticality indication of extension-fields to be supplied by the originator of a message. The originator of a mespage
or prope may choose, on a persmiessage basis, or in accordance with some local policy (e.g. a security-policy), to se} the

criticglity indication of an.extension-field to other than that defined in this Service Definition, either to relax or fufther
constrpin its criticality!

Table 27 identifiesythe possible alternatives open to an MTA for all the combinations of criticality.
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Table 27 — MTA Actions on Criticality

CRITICAL FOR: SUBMIT* FRONT END* ggfls\;‘%%%l)* GR?/-‘?I;);[I\I?(-} i
Submission Transfer Delivery Subclause 14.6 | Subclause 14.3.2 | Subclause 14.7
AR E AR A,R,D A,D
X AR E AR AN AN
X AR, E A, N A,R,D AN
X X AR E AN AN AN
X AE AR AR, D A, D
X X AE AR A,N AN
X X AE AN ARD AN
X X X AE A, N AN Al N

+

~ oz omg o o» %

See Figures 6 and 7 for these labels

See ITU-T Rec. X.419 | ISO/IEC 10021-6, Annex B

Criticality bit set to critical

Act on semantics

Discard extension and Deliver or Downgrade as applicable

submission-Error (element-of-service-not-subscribed)

Non-deliver messages or probes, discard reports (unsupported-critical-function)

Relay or deliver as applicable retaining the extension intact, blit no action on the semantics
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MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)

version-1994(0) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

Prologue
Exports everything

IMPORTS

60

- Remaote Operations.

ICONNECTION-PACKAGE, CONTRACT, ERROR, OPERATION, OPERATION-PACKAGE,
ROS-OBJECT-CLASS

FROM Remote-Operations-Information-Objects { joint-iso-itu-t remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions { joint-iso-itu-t remote-operations(4)
useful-definitions(7) version1(0) }

-- MTA Abstract Service

internal-trace-information, trace-information
FROM MTAAbstractService { joint-iso-itu-t mhs(6) mts(3)anodules(0)
mta-abstract-service(2) version-1994(0) }

-- MS Abstract Service Extension

forwarding-request
FROM MSAbstractService { joint-iso-itu-t-mhs(6) ms(4) modules(0) abstract-service(1)
version-1994(0) }

-- Object Identifiers

id-att-physicalRendition-basic, id-cp-mts-connect, id-ct-mts-access, id-ct-mts-forced-access, id-ot-mts,
id-ot-mts-user, id-pt-administration, id-pt-delivery, id-pt-submission, id-tok-asymmetricToken

FROM MTSObjectldentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
object-identifiers(0) }

-- Operation and Error Codes

err-control-violates-registration, err-deferred-delivery-cancellation-rejected, err-delivery-control-violated,
err-element-of<service-not-subscribed, err-inconsistent-request, err-message-submission-identifier-invalid,
err-new-credentials-unacceptable, err-old-credentials-incorrectly-specified, err-operation-refused,
err-originator-invalid, err-recipient-improperly-specified, err-register-rejected, err-remote-bind-error,
err-seciirity-error, err-submission-control-violated, err-unsupported-critical-function, op-cancel-deferred-delivery
op<change-credentials, op-delivery-control, op-message-delivery, op-message-submission, op-probe-submission,
Op-register, op-report-delivery, op-submission-control

FROM MTSAccessProtocol { joint-iso-itu-t mhs(6) protocols(0) modules(0)
mts-access-protocol(1) version-1994(0) }

Figure 2 (Part 1 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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mts

mts-user MHS-OBJECT ::= {

mts-access-contract CONTRACT ::= {
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-- Directory Definitions

Name

FROM InformationFramework { joint-iso-itu-t ds(5) module(1)
informationFramework(1) 2 }

PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1)
selectedAttributeTypes(5) 2}

ALGORITHM, AlgorithmIdentifier, Certificates, ENCRYPTED { }, SIGNATURE { }, SIGNED {}

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1)

b-OBJECT ::= ROS-OBJECT-CLASS

MHS-OBJECT ::= {

authenticationFramework(7) 2 }
-- Upper Bounds

ub-bit-options, ub-built-in-content-type, ub-built-in-encoded-information-types, ub-common-nametlength,
ub-content-id-length, ub-content-length, ub-content-types, ub-country-name-alpha-length,
ub-country-name-numeric-length, ub-deliverable-class, ub-diagnostic-codes, ub-dl-expansions,
ub-domain-defined-attributes, ub-domain-defined-attribute-type-length, ub-domain-defined-attribute-value-l¢ngth,
ub-domain-name-length, ub-encoded-information-types, ub-extension-attributes, ub-extension-types,
ub-e163-4-number-length, ub-e163-4-sub-address-length, ub-generation-qualifier-length, ub-given-name-length,
ub-initials-length, ub-integer-options, ub-local-id-length, ub-mta-name-length, ub-mts-user-types,
ub-numeric-user-id-length, ub-organization-name-length, ub-organizational-upnits,
ub-organizational-unit-name-length, ub-orig-and-dl-expansions, ub-password-length, ub-pds-name-length,
ub-pds-parameter-length, ub-pds-physical-address-lines, ub-postal-code-length, ub-privacy-mark-length,
ub-queue-size, ub-reason-codes, ub-recipients, ub-recipient-number-forcadvice-length, ub-redirections,
ub-redirection-classes, ub-restrictions, ub-security-categories, ub-security-labels, ub-security-problems,
ub-supplementary-info-length, ub-surname-length, ub-terminal-id-length, ub-tsap-id-length,
ub-unformatted-address-length, ub-x121-address-length

FROM MTSUpperBounds { joint-iso-itu-t mhs(6).mts(3) modules(0) upper-bounds(3) };
Objects

INITIATES { mts-forced-access-contract }
RESPONDS { mts-access-contract’}
ID id-ot-mts }

INITIATES { mts-a¢ccess-contract }
RESPONDS {.mts-forced-access-contract }
ID id~ot-mts-user }

Contracts

CONNECTION mts-connect
INITIATOR CONSUMER OF  { submission | delivery | administration }
ID id-ct-mfs-access §

mts-forced-access-contract CONTRACT ::= {

CONNECTION mts-connect
RESPONDER CONSUMER OF { submission | delivery | administration }
ID id-ct-mts-forced-access }

Figure 2 (Part 2 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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- Connection package

mts-connect CONNECTION-PACKAGE ::= {

BIND mis-bind

UNBIND mts-unbind

ID id-cp-mts-connect }
- Ports

PORT ::= OPERATION-PACKAGE

submission PORT ::= {

CONSUMER INVOKES { message-submission | probe-submission | cancel-deferred-delivery }
SUPPLIER INVOKES  { submission-control }
1D id-pt-submission }

delivery PORT ::= {

CONSUMER INVOKES { delivery-control }
SUPPLIER INVOKES  { message-delivery | report-delivery }

T 2A .4 A1 ]
1v lu-pl-ucuvcly s

adminiftration PORT ::= {

OPERATIONS { change-credentials }
CONSUMER INVOKES { register }
ID id-pt-administration }

- MTS-bind and MTS-unbind

ABSTRACT-OPERATION ::= OPERATION

ABSTRACT-ERROR ::= ERROR

mts-bind ABSTRACT-OPERATION ::= {
ARGUMENT MTSBindArgument

RESULT MTSBindResuit

ERRORS { mts-bind-error } }

MTSBindArgument ::= SET {

initiator-name ObjectName,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

initiator-credentials [2] __InitiatorCredentials,

security-context [3] _SecurityContext OPTIONAL,

vy

extensions [5]1 SET.OF ExtensionField {{ MTSBindExtensions }} DEFAULT {}}

MTSBjndExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extenisions and future standardised extensions

MTSBjndResult ::= SET {

responder-name ObjectName,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

responder-crédentials [2] ResponderCredentials,

extensions [31 SET OF ExtensionField {{ MTSBindResultExtensions }} DEFAULT {}}

MTSBjndResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-, May contain private extensions and future standardised extensions

mts-bind-error ABSTRACT-ERROR ::= {
PARAMETER INTEGER {

busy 0),
authentication-error ?2),
unacceptable-dialogue-mode 3),
unacceptable-security-context (4) } (0..ub-integer-options) }

mts-unbind ABSTRACT-OPERATION ::= emptyUnbind

Figure 2 (Part 3 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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- Association Control Parameters

ObjectName ::= CHOICE {
user-agent ORAddressAndOptionalDirectoryName,
mTA [0] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName}

MessagesWaiting ::= SET {
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue }

DeliveryQueue ::= SET {

messages [0] INTEGER (0..ub-queue-size),
octets [1] INTEGER (0..ub-content-length) OPTIONAL }

InjtiatorCredentials ::= CHOICE {
simple Password,
strong [0] StrongCredentials (WITH COMPONENTS {

bind-token PRESENT }),

’

protected [1] ProtectedPassword }

Rg¢sponderCredentials ::= CHOICE {

simple Password,

strong [0] StrongCredentials (WITH COMPONENTS {
bind-token }),

protected [1] ProtectedPassword }

Password ::= CHOICE {
iaS-string IASString (SIZE (0..ub-password-length)),
octet-string OCTET STRING (SIZE (0..ub-password-length)) }

StrongCredentials ::= SET {
bind-token [0] Token OPTIONAL,
certificate [1] Certificates OPTIONAL }

PrjotectedPassword ::= SET {
signature SIGNATURE { SET {
password Password,
timel [0] UTCTime OPTIONAL;,
time2 [1] UTCTime OPTIONAL,
random1 [2] BIT STRING\OPTIONAL,
random?2 [3] BIT STRING OPTIONAL }},
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTFIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [3] BT 'STRING OPTIONAL }

SdcurityContext ::= SET)SIZE (1..ub-security-labels) OF SecurityLabel
-- Submission Port

mpssage-submission ABSTRACT-OPERATION ::= {

ARGUMENT MessageSubmissionArgument
RESULT MessageSubmissionResult
ERRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

INVOKE-PRIORITY {4]16]7}

CODE op-message-submission }

Figure 2 (Part 4 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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MessageSubmissionArgument ::= SEQUENCE {

envelope MessageSubmissionEnvelope,
content Content }

MessageSubmissionResult ::= SET {
message-submission-identifier MessageSubmissionIdentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier ContentIdentifier OPTIONAL,

extensions [1] SET OF ExtensionField {{ MessageSubmissionResultExtensions }} DEFAULT {}}

MessageSubmissionResultExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:
originating-MTA-certificate |
—proof-of-submission |

PrivateExtensions, ... }

probe-sybmission ABSTRACT-OPERATION ::= {

ARGUMENT ProbeSubmissionArgument

RESULT ProbeSubmissionResult

ERRORS { submission-control-violated |
element-of-service-not-subscribed |
originator-invalid |

recipient-improperly-specified |

inconsistent-request |

security-error |

unsupported-critical-function |

remote-bind-error }
INVOKE-PRIORITY {5}

CODE op-probe-submission }

ProbeSsT:missionArgument ::= ProbeSubmissionEnvelope

ProbeSubmissionResult ::= SET {

probe-submission-identifier ProbeSubmissionIdentifier,

probe-submission-time [0] ProbeSubmissionTime,

content-identifier ContentIdentifier OPTIONAL,

extensions [1] SET OF ExtensionField {{ ProbeResultExtensions }} DEFAULT {}}

ProbeR¢sultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

cancel-deferred-delivery ABSTRACT-OPERATION ::= {

ARGUMENT CancelDeferredDeliveryArgument
RESULT CancelDeferredDeliveryResult
ERRORS {-deferred-delivery-cancellation-rejected |

message-submission-identifier-invalid |
remote-bind-error }
INVOKE-PRIORITY {3}
CODE op-cancel-deferred-delivery }

CancelDeferredDeliveryArgument ::= MessageSubmissionldentifier
CancelleferredDeliveryResult ::= NULL

submisgion-Control ABSTRACT-OPERATION ::= {

ARGUMENT SubmissionControlArgument
RESULT SubmissionControlResult

ERRORS { security-error | remote-bind-error }
INVOKE-PRIORITY {3}

CODE op-submission-control }

SubmissionControlArgument ::= SubmissionControls

SubmissionControlResult ::= Waiting

Figure 2 (Part 5 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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submission-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-submission-control-violated }

element-service-not-subscribed ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-element-of-service-not-subscribed }

deferred-delivery-cancellation-rejected ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-deferred-delivery-cancellation-rejected }

originator-invalid ABSTRACT-ERROR ::= {

ISO/IEC 10021-4 : 1997 (E)

—PARAMETER NUEE
CODE err-originator-invalid }
recipient-improperly-specified ABSTRACT-ERROR ::= {

PARAMETER ImproperlySpecifiedRecipients
CODE err-recipient-improperly-specified }

meskage-submission-identifier-invalid ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-message-submission-identifier-invalid }

incdnsistent-request ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-inconsistent-request }

secyrity-error ABSTRACT-ERROR ::= {

PARAMETER SecurityProblem
CODE err-security-error }

SecpirityProblem ::= INTEGER (0..ub-security-problems)

unsppported-critical-function ABSTRACT-ERROR ::=.{

PARAMETER NULL
CODE err-unsupported-critical‘function }

renjote-bind-error ABSTRACT-ERROR ::=

PARAMETER NULL
CODE err-remote-bind-error }

- Submission Port Parameters

MessageSubmissionldentifier-+:= MTSIdentifier
MejsageSubmissionTime::=Time
PrdbeSubmissionIdentifier ::= MTSIdentifier
PrdbeSubmissionTime ::= Time

SuBmissionControls ::= Controls (WITH COMPONENTS {

ABSENT,

ImIoperlySpeciﬁedRecipients ::= SEQUENCE SIZE (1..ub-recipients) OF RecipientName

permissible-encoded-information-types ABSENT })

Waiting ::= SET {
waiting-operations [0] Operations DEFAULT { },
waiting-messages [1] WaitingMessages DEFAULT { },

waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT {},

waiting-encoded-information-types EncodedInformationTypes OPTIONAL }

Figure 2 (Part 6 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Operations ::= BIT STRING {
probe-submission-or-report-delivery (0),
message-submission-or-message-delivery (1) } (SIZE (0..ub-bit-options))
-- holding 'one’, not-holding 'zero’

WaitingMessages ::= BIT STRING {
long-content (0),
low-priority (1),
other-security-labels (2) } (SIZE (0..ub-bit-options))

-- Delivery Port
message-delivery ABSTRACT-OPERATION ::= {
ARGUMENT MessageDeliveryArgument
__ RESTILT M i 1t
ERRORS { delivery-control-violated | security-error |
uncunnartad_critical_functian 1
unsuppeorted-critical-function }

INVOKE-PRIORITY {4]16|7}
CODE op-message-delivery }

MessageDeliveryArgument ::= SEQUENCE {
COMPONENTS OF MessageDeliveryEnvelope,

content Content }

MessageDeliveryResult ::= SET {
recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] IMPLICIT ProofOfDelivery OPTIONAL,

extensions [2] SET OF ExtensionField {{ MessageDeliveryResultExtensions-}} DEFAULT {}}

MessageDeliveryResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

report-delivery ABSTRACT-OPERATION ::= {

ARGUMENT ReportDeliveryArgument
RESULT ReportDeliveryResult
ERRORS { delivery-control--violated | security-error |

unsupported-critical-function }
INVOKE-PRIORITY {5}

CODE op-report-delivery §

ReportDeliveryArgument ::= SET {
COMPONENTS OF ReportDeliveryEnvelope,
returned-content [0] Content OPTIONAL }

ReportDeliveryResult ::= CHOICE {
empty-result NULL,
extensions SET SIZE (1:MAX) OF ExtensionField {{ ReportDeliveryResultExtensions }} }

ReportDeliveryResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contaiw'private extensions and future standardised extensions

deliverfy-control ABSTRACT-OPERATION ::= {

ARGUMENT DeliveryControlArgument

RESULT DeliveryControlResult

ERRORS { control-violates-registration | security-error | operation-refused }
INVOKE PRIORITY { 3 }

CODE op-delivery-control }

DeliveryControlArgument ::= SET {
COMPONENTS OF DeliveryControls,
extensions [6] SET OF ExtensionField {{ DeliveryControlExtensions }} DEFAULT {}}

DeliveryControlExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

Figure 2 (Part 7 of 29) — Abstract Syntax Definition of the MTS Abstract Service

66 ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

DeliveryControlResult ::= SET {
COMPONENTS OF Waiting,
extensions [6] SET OF ExtensionField {{ DeliveryControlResultExtensions }} DEFAULT {}}

DeliveryControlResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

delivery-control-violated ABSTRACT-ERROR ::= {

PARAMETER NULL
CODE err-delivery-control-violated }

control-violates-registration ABSTRACT-ERROR ::= {
PARAMETER NULL
; . B o

=]

peration-refused ABSTRACT-ERROR ::= {

PARAMETER RefusedOperation
CODE  err-operation-refused }

RlefusedOperation ::= SET {

refused-argument CHOICE {
built-in-argument [1] Refused Argument,
refused-extension EXTENSION.&id },
refusal-reason [2] RefusalReason }

RefusedArgument ::= INTEGER {

user-name (0),

user-address (1),

deliverable-content-types (2),
deliverable-maximum-content-length (3),
deliverable-encoded-information-types-constraints (4),
deliverable-security-labels (5),
recipient-assigned-redirections (6),

restricted-delivery (7),

retrieve-registrations (8), -- value 9 reserved for\possible future extension to Register arguments
restrict (10),

permissible-operations (11),

permissible-lowest-priority (12),
permissible-encoded-information-types (13),
permissible-content-types (14),
permissible-maximum-content-length (15),
permissible-security-context (16) } (0..ub-integer-options)

ReefusalReason ::= INTEGER {

facility-unavailable (0),

facility-not-subscribed (1),

parameter-unacceptable (2) } (0..ub-integer-options)

- Delivery Port Parameters
RecipientCertificate ::= Certificates

ProofOfDelivery ::= SIGNATURE { SEQUENCE {
algorithm-identifier ProofOfDeliveryAlgorithmldentifier,
delivery-time MessageDeliveryTime,
|~ this-recipient-name ThisRecipientName
originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
content Content,
content-identifier Contentldentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

ProofOfDeliveryAlgorithmldentifier ::= AlgorithmIdentifier

DeliveryControls ::= Controls

Figure 2 (Part 8 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Controls ::=SET {
restrict [0)] BOOLEAN DEFAULT TRUE,
-- update 'TRUE', remove 'FALSE’
permissible-operations [1] Operations OPTIONAL,
permissible-maximum-content-length [2] ContentLength OPTIONAL,
permissible-lowest-priority Priority OPTIONAL,

permissible-content-types [4] ContentTypes OPTIONAL,
permissible-encoded-information-types PermissibleEncodedInformationTypes OPTIONAL,

permissible-security-context [5] SecurityContext OPTIONAL }
- NOTE — The Tags [0], [1] and [2] are altered for the Register operation only.

PermissibleEncodedInformationTypes ::= EncodedInformationTypesConstraints
- Administration Port

register ABSTRACT-OPERATION ::= {

ARGUMENT RegisterArgument
RESULT RegisterResult
ERRORS { register-rejected | remote-bind-error | operation-refused |

cacuritu_arrar
SeLun ll,“l EVR ¢
INVOKE-PRIORITY {5}
CODE op-register }

RegisterAlrgument ::= SET {

user-name UserName OPTIONAL,

user-address [0] UserAddress OPTIONAL,

dehverable-class SET SIZE (1..ub-deliverable-class) OF DeliverableClass OPTIONAL,
default-delivery-controls [2] EXPLICIT DefaultDeliveryControls OPTIONAL,
redirections [3] Redirections OPTIONAL,

restricted-delivery [4] RestrictedDelivery OPTIONAL,

retrieve-registrations [5] RegistrationTypes OPTIONAL,

extensions [6] SET OF ExtensionField {{ RegisterExtensions }} DEFAULT {} }

RegisterHxtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardisedextensions

RegisterResult ::= CHOICE {
empty-result NULL,
non-empty-result SET {
registered-information [0] Register Argument (WITH COMPONENTS {

retrieve-registrations ABSENT} ) OPTIONAL,
extensions [1] SET OF ExtensionField {{ RegisterResultExtensions }} DEFAULT {} } }

RegisterResultExtensions EXTENSION ::= {{PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

change-credentials ABSTRACT-OPERATION ::= {

ARGUMENT ChangeCredentialsArgument
RESULT NULL
ERRORS { new-credentials-unacceptable | old-credentials-incorrectly-specified |

remote-bind-error | security-error }
INVOKE-PRIORITY {5}

CODE op-change-credentials }

Change(JredentialsArgument ::= SET {
old;credentials [0] Credentials,

—mew=credentialsH-Credentials
register-rejected ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-register-rejected }
new-credentials-unacceptable ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-new-credentials-unacceptable }

Figure 2 (Part 9 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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old-credentials-incorrectly-specified ABSTRACT-ERROR ::= {
PARAMETER NULL
CODE err-old-credentials-incorrectly-specified }
-- Administration Port Parameters

UserName ::= ORAddressAndOptionalDirectoryName

UserAddress ::= CHOICE {
x121 [0] SEQUENCE ({
x121-address NumericString (SIZE (1..ub-x121-address-length)) OPTIONAL,

tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL },
presentation [1] PSAPAddress }

PSAPAddress ::= PresentationAddress

: 1997 (E)

DeliyerableClass ::= MessageClass (WITH COMPONENTS {

priority ABSENT,
objects ABSENT,
applies-only-to ABSENT })

Def4ultDeliveryControls ::= Controls (WITH COMPONENTS {

restrict ABSENT,
permissible-security-context ABSENT })

Redjrections ::= SEQUENCE SIZE (1..ub-redirections) OF RecipientRedirection

RecipientRedirection ::= SET {
redirection-classes [0] SET SIZE (1..ub-redirection-classes) OF RedirectionClass OPTIONAL,
recipient-assigned-alternate-recipient [1] RecipientAssigned AlternateRecipient OPTIONAL }

RedjrectionClass ::= MessageClass

MespageClass ::= SET {

content-types [0] ContentTypes OPTIONAL,

maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,
security-labels [3] SecurityContext OPTIONAL{

priority [4] SET OF Priority OPTIONAL,

objects [S] ENUMERATED { messages (0){ veports (1), both (2), ... } DEFAULT both,

extensions [7] SET OF ExtensionFi¢ld-{{ MessageClassExtensions }} DEFAULT {} }

EncpdedInformationTypesConstraints ::= SEQUENCE {

unacceptable-eits [0] ExtendedEncodedInformationTypes OPTIONAL,
acceptable-eits [1] ExtendedEncodedInformationTypes OPTIONAL,
exclusively-acceptableteits  [2] ExtendedEncodedInformationTypes OPTIONAL }

MegsageClassExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain p¥ivate extensions and future standardised extensions

RecfpientAssignedAlternateRecipient ::= ORAddressAndOrDirectoryName
Res}rictedDelivery ::= SEQUENCE SIZE (1..ub-restrictions) OF Restriction

Restriction:i= SET {
permitted BOOLEAN DEFAULT TRUE,
source-type BIT STRING {

applies-only-to [6] SEQUENCE OF Restriction OPTIONAL, -- Not considered in the case of Reports --

originated-by (0),

redirected-by (1),

dl-expanded-by (2) } DEFAULT { originated-by, redirected-by, dl-expanded-by },
source-name ExactOrPattern OPTIONAL }

ExactOrPattern ::= CHOICE {
exact-match [0] ORName,
pattern-match [1] ORName }

Figure 2 (Part 10 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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RegistrationTypes ::= SEQUENCE {

standard-parameters [0] BIT STRING {
user-name (0),
user-address (1),
deliverable-class (2),
default-delivery-controls (3),
redirections (4),
restricted-delivery (5) } OPTIONAL,
extensions [1] SET OF EXTENSION.&id ({ RegisterExtensions }) OPTIONAL }

Credentials ::= CHOICE {

Messa;

simple Password,

strong [0] StrongCredentials (WITH COMPONENTS {
certificate }) }

Message Submission Envelope

reSubmissionEnvelope ::= SET {
COMPONENTS OF PerMessageSubmissionFields,
per-recipient-fields [1] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientMessageSubmissionFields }

PerMdssageSubmissionFields ::= SET {

originator-name OriginatorName,

original-encoded-information-types OriginalEncoededInformatienTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

priority Priority DEFAULT normal,

per-message-indicators PerMessageIndicators DEFAULT {},

deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerMessageSubmissionExtensSions }} DEFAULT {}}

PerM¢ssageSubmissionExtensions EXTENSION ::= {

PerRe

PerRg

70

-- May contain the following extensions, private extensions, and future standardised extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |

latest-delivery-time |

originator-return-address |

originator-certificate |
content-confidentiality-algorithm-identifier |
message-origin-authentication-check |
message-security-label |

proof-of-submission-request |

content-correlator |

forwarding-request -- for MSdbstract Service only -- |
PrivateExtensions, ... }

cipientMessageSubmissionKields ::= SET {

recipient-name RecipientName,

originator-report-request [0] OriginatorReportRequest,

explicit-conversion-{1] ExplicitConversion OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerRecipientMessageSubmissionExtensions }}
DEFAULT {1}

cipientMessageSubmissionExtensions EXTENSION ::= {
- May contain the following extensions, private extensions, and future standardised extensions:

originator-requested-alternate-recipient |
i ethod |
T

physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
PrivateExtensions, ... }

Figure 2 (Part 11 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Probe Submission Envelope

ProbeSubmissionEnvelope ::= SET {

COMPONENTS OF PerProbeSubmissionFields,

per-recipient-fields [3] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientProbeSubmissionFields }

PerProbeSubmissionFields ::= SET {

Pe

Pq

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

content-length [0] ContentLength OPTIONAL,

: 1997 (E)

per-message-indicators PerMessagelndicators DEFAULT { },
extensions [2] SET OF ExtensionField {{ PerProbeSubmissionExtensions }} DEFAULT {}}

rProbeSubmissionExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:

recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
PrivateExtensions, ... }

rRecipientProbeSubmissionFields ::= SET {

recipient-name RecipientName,

originator-report-request [0] OriginatorReportRequest,

explicit-conversion [1] ExplicitConversion OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerRecipientProbeSubmissionExtensions }} DEFAULT {}}

PdrRecipientProbeSubmissionExtensions EXTENSION ::={

-- May contain the following extensions, private extensions, and future standardised extensions:

originator-requested-alternate-recipient |
requested-delivery-method |
physical-rendition-attributes |
PrivateExtensions, ... }

Message Delivery Envelope

MiessageDeliveryEnvelope ::= SEQUENCE {

(6]

message-delivery-identifier MessageDeliveryldentifier,
message-delivery-time MessageDeliveryTime,
other-fields OtherMessageDeliveryFields }

herMessageDeliveryFields ::= SET {

contént-type DeliveredContentType,

originator-name DeliveredOriginatorName,

original-encoded-information-types [1] OriginalEncodedInformationTypes OPTIONAL,
priority Priority DEFAULT normal,

delivery-flags [2] DeliveryFlags OPTIONAL,

other-recipient-names [3] OtherRecipientNames OPTIONAL,

this-recipient-name [4] ThisRecipientName,

originally-intended-recipient-name [5] OriginallyIntendedRecipientName OPTIONAL,
converted-encoded-information-types [6] ConvertedEncodedInformationTypes OPTIONAL,
message-submission-time [7] MessageSubmissionTime,

content-identifier [8] Contentldentifier OPTIONAL,

extensions [9] SET OF ExtensionField {{ MessageDeliveryExtensions }} DEFAULT {}}

Figure 2 (Part 12 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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MessageDeliveryExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
conversion-with-loss-prohibited |
requested-delivery-method |
physical-forwarding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
originator-return-address |
physical-delivery-report-request |
originator-certificate |

_message-token |

content-confidentiality-algorithm-identifier |
content-integrity-check |
message-origin-authentication-check |
message-security-label |
proof-of-delivery-request |
redirection-history |

dl-expansion-history |

trace-information |
internal-trace-information |
PrivateExtensions, ... }

-- Report Delivery Envelope

ReportD¢liveryEnvelope ::= SET {
COMPONENTS OF PerReportDeliveryFields,
per-recipient-fields SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportDeliveryFields }

PerRepoftDeliveryFields ::= SET {

subject-submission-identifier SubjectSubmissionldentifier,

content-identifier Contentldentifier OPTIONAL,

content-type ContentType OPTIONAL,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
extensions [1] SET OF ExtensionField {{ ReportDeliveryExtensions }} DEFAULT {}}

ReportDgliveryExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:
message-security-label |
content-correlator |
redirection-history |
originator-and-DL-expansion-history |
reporting-DL-name |
reporting-MTA-certificate |
report-origin-authentication-check |
trace-information |
internal-trace-information |
PrivateExtensions,~..\}

PerRecipientReportDeliveryFields ::= SET {

actual-recipient-name [0] ActualRecipientName,

report-type {1] ReportType,

convertéd-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
originally-intended-recipient-name [2] OriginallyIntendedRecipientName OPTIONAL,
supplementary-information [3] SupplementaryInformation OPTIONAL,

|_extensions [4] SET OF ExtensionField {{ PerRecipientReportDelivervExtensions 1} DEFAULT {}}

PerRecipientReportDeliveryExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
redirection-history |
physical-forwarding-address |
recipient-certificate |
proof-of-delivery |
PrivateExtensions, ... }

Figure 2 (Part 13 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ReportType ::= CHOICE {
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET {
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public }

NonDeliveryReport ::= SET {
non-delivery-reason-code [0] NonDeliveryReasonCode,
non-delivery-diagnostic-code [1] NonDeliveryDiagnosticCode OPTIONAL }
-- Envelope Fields

OriginatorName ::= ORAddressAndOrDirectoryName

: 1997 (E)

OriginalEncodedInformationTypes ::= EncodedInformationTypes

ContentTypes ::= SET SIZE (1..ub-content-types) OF ContentType

ConjtentType ::= CHOICE {
built-in BuiltInContentType,

extended ExtendedContentType }

Bui|tInContentType ::= [APPLICATION 6] INTEGER {

unidentified (0),

external (1), -- identified by the object-identifier of the\ EXTERNAL content
interpersonal-messaging-1984 (2),

interpersonal-messaging-1988 (22),

edi-messaging (35),

voice-messaging (40) } (0..ub-built-in-content-type)

ExTndedContentType ::= OBJECT IDENTIFIER

DeljveredContentType ::= CHOICE {
built-in [0] BuiltInContentType,

extended ExtendedContentType }
Contentldentifier ::= [APPLICATION 10] PrintableString (SIZE (1..ub-content-id-length))

PerMessagelndicators ::= [APPLICATION 8] BIT STRING {

disclosure-of-other-recipients (0), -- disclosure-of-other-recipients-requested 'one’,
-- disclosure-of-other-recipients-prohibited 'zero';
-- ignored for Probe-submission

implicit-conversion-prohibited (1) -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed 'zero’
alternate-recipient-allowed(2), -- alternate-recipient-allowed 'one’,
-- alternate-recipient-prohibited 'zero'
content-return-request (3), -- content-return-requested 'one’,

-- content-return-not-requested 'zero';
-- ignored for Probe-submission

reserved(4), -- bit reserved by MOTIS 1986

bit-5 (§),

bit<6 (6) -- notification type-1 : bit 5 'zero' and bit 6 'one’
-- notification type-2 : bit 5 'one' and bit 6 'zero’
-- notification type-3 : bit 5 'one' and bit 6 'one’
-- the mapping between notification type 1, 2, 3

--and the conlfent specific nofification types are defined
-- in relevant content specifications

service-message (7) -- the message content is for service purposes;
-- it may be a notification related to a service message;
-- used only by bilateral agreement -- }

(SIZE (0..ub-bit-options))
RecipientName ::= ORAddressAndOrDirectoryName
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ITU-T Rec. X.411 (1995 E)

73


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

OriginatorReportRequest ::= BIT STRING {
report (3),
non-delivery-report (4)
-- at most one bit shall be 'one’:
-- report bit 'one’ requests a 'report’;
-- non-delivery-report bit 'one' requests a 'non-delivery-report’;
-- both bits 'zero' requests 'no-report' -- } (SIZE (0..ub-bit-options))

ExplicitConversion ::= INTEGER {
ia5-text-to-teletex (0),
-- values 1 to 7 are no longer defined

iaS-text-to-g3-facsimile (8),

—text=to-pd= =1(9Y;
iaS-text-to-videotex (10),
teletex-to-iaS-text (11),
teletex-to-g3-facsimile (12),
teletex-to-g4-class-1 (13),
teletex-to-videotex (14),

-- value 15 is no longer defined

videotex-to-iaS-text (16),
videotex-to-teletex (17) } (0..ub-integer-options)

DeferrddDeliveryTime ::= Time

Priority ::= [APPLICATION 7] ENUMERATED {
normal (0),

non-urgent (1),

urgent (2) }

ContentLength ::= INTEGER (0..ub-content-length)
MessageDeliveryldentifier ::= MTSIdentifier
MessageDeliveryTime ::= Time

DeliveryyFlags ::= BIT STRING {
implicit-conversion-prohibited (1) £Nimplicit-conversion-prohibited 'one’,

-= implicit-conversion-allowed 'zero’ -- }
(SIZE (0..ub-bit-options))

OtherRecipientNames ::= SEQUENCE SIZE:(1..ub-recipients) OF OtherRecipientName
OtherRecipientName ::= ORAddressAndOptionalDirectoryName

ThisRefipientName ::= ORAddressAndOptionalDirectoryName
OrigingllyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName
ConventedEncodedInformationTypes ::= EncodedInformationTypes
SubjectSubmissionIdentifier ::= MTSIdentifier

ActualRecipientName ::= ORAddressAndOrDirectoryName

TypeOJMTSUser ::= INTEGER {

public (0),

private (1),

ms (2),

M_l’

pdau (4),

physical-recipient (5),

other (6) } (0..ub-mts-user-types)
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NonDeliveryReasonCode ::= INTEGER {
transfer-failure (0),
unable-to-transfer (1),
conversion-not-performed (2),

physical-rendition-not-performed (3),

physical-delivery-not-performed (4),

restricted-delivery (5),

directory-operation-unsuccessful (6),

deferred-delivery-not-performed (7) } (0..ub-reason-codes)

NonDeliveryDiagnosticCode ::= INTEGER {

unrecognised-OR-name (0),

ambiguous-OR-name (1),

mts-congestion (2),

loop-detected (3),

recipient-unavailable (4),

maximum-time-expired (5),
encoded-information-types-unsupported (6),

content-too-long (7),

conversion-impractical (8),

implicit-conversion-prohibited (9),
implicit-conversion-not-subscribed (10),

invalid-arguments (11),

content-syntax-error (12),

size-constraint-violation (13),

protocol-violation (14),

content-type-not-supported (15),

too-many-recipients (16),

no-bilateral-agreement (17),

unsupported-critical-function (18),
conversion-with-loss-prohibited (19),

line-too-long (20),

page-split (21),

pictorial-symbol-loss (22),

punctuation-symbol-loss (23),

alphabetic-character-loss (24),

multiple-information-loss (25),
recipient-reassignment-prohibited (26),
redirection-loop-detected (27),

dl-expansion-prohibited (28),

no-dl-submit-permission (29),

dl-expansion-failure (30),
physical-rendition-attributes-not-supported (31),
undeliverable-mail-physi¢al-delivery-address-incorrect (32),
undeliverable-mail-physical-delivery-office-incorrect-or-invalid (33),
undeliverable-mail-physical-delivery-address-incomplete (34),
undeliverable-mail-recipient-unknown (35),
undeliverable-mail-recipient-deceased (36),
undeliverable-mail-organization-expired (37),
undeliverable-mail-recipient-refused-to-accept (38),
undelivérable-mail-recipient-did-not-claim (39),
undeliverable-mail-recipient-changed-address-permanently (40),
undéliverable-mail-recipient-changed-address-temporarily (41),
undeliverable-mail-recipient-changed-temporary-address (42),

undeliverable-mail-new-address-unknown (43),

-mail- )

undeliverable-mail-originator-prohibited-forwarding (45),
secure-messaging-error (46),
unable-to-downgrade (47),

unable-to-complete-transfer (48),

transfer-attempts-limit-reached (49),
incorrect-notification-type (50) } (0..ub-diagnostic-codes)

SupplementaryInformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))
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Extension Fields

EXTENSION ::= CLASS {

&id ExtensionType UNIQUE,

&Type OPTIONAL,

&absent &Type OPTIONAL,
&recommended Criticality DEFAULT {} }

WITH SYNTAX {

[&Type [IF ABSENT &absent],]
[RECOMMENDED CRITICALITY &recommended,]
IDENTIFIED BY &id }

ExtensionType ::= CHOICE {

—standard-extension{0HNTEGER(0-ub-extension-types);
private-extension [3] OBJECT IDENTIFIER }

Criticaligy ::= BIT STRING {

for-submission (0),
for-transfer (1),
for-delivery (2) } (SIZE (0..ub-bit-options)) -- critical 'one’, non-critical 'zero'

ExtensiopField {EXTENSION:ChosenFrom} ::= SEQUENCE {

type EXTENSION.&id({ChosenFrom}),
criticality [1] Criticality DEFAULT { },
value [2] EXTENSION.&Type({ChosenFrom} {@type}) DEFAULT NULL:NULL}

PrivateExtensions EXTENSION ::= {

-- Any value shall be relayed and delivered if not Critical (see Table 27)
-- except those values whose semantics the MTA obeys which are defined to be removed when obeyed.
-- Shall be IDENTIFIED BY ExtensionType.private-extension -z )N}

recipien{-reassignment-prohibited EXTENSION ::= {

RecipientReassignmentProhibited IF ABSENT recipient-reassignment-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:1 }

RecipientReassignmentProhibited ::= ENUMERATED {

recipient-reassignment-allowed (0),
recipient-reassignment-prohibited (1) }

originatgr-requested-alternate-recipient EXTENSION ::= {

OriginatorRequested AlternateRecipient,
RECOMMENDED CRITICALITY f{for-submission},
IDENTIFIED BY standard-extension:2 }

OriginatorRequested AlternateRecipient ::= ORAddressAndOrDirectoryName

-- OriglnatorRequestedAlternateRecipient as defined here differs from the field of the same name
-- defined in Figure 4, singe on submission the OR-address need not be present, but on
-- trandfer the OR-addréssymust be present.

dl-expansion-prohibited-EXTENSION ::= {

DLExpansionProhibited IF ABSENT dl-expansion-allowed,
RECOMMENDED CRITICALITY f{for-delivery},
IDENTIFIED BY standard-extension:3 }

DLExpansionProhibited ——ENUMERATED

dl-expansion-allowed (0),
dl-expansion-prohibited (1) }

conversion-with-loss-prohibited EXTENSION ::= {
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ConversionWithLossProhibited IF ABSENT conversion-with-loss-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:4 }
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ConversionWithLossProhibited ::= ENUMERATED {

conversion-with-loss-allowed (0),
conversion-with-loss-prohibited (1) }

latest-delivery-time EXTENSION ::= {

LatestDeliveryTime,
RECOMMENDED CRITICALITY f{for-delivery},
IDENTIFIED BY standard-extension:5 }

LatestDeliveryTime ::= Time

requested-delivery-method EXTENSION ::= {
RequestedDeliveryMethod IF ABSENT { any-delivery-method },
Conef )

RegpestedDeliveryMethod ::= SEQUENCE OF INTEGER { -- each different in order of preference,

-- most preferred first
any-delivery-method (0),
mhs-delivery (1),
physical-delivery (2),
telex-delivery (3),
teletex-delivery (4),
g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
iaS-terminal-delivery (7),
videotex-delivery (8),
telephone-delivery (9) } (0..ub-integer-options)

physical-forwarding-prohibited EXTENSION ::= {

PhysicalForwardingProhibited IF ABSENT physical-forwarding-allowed,
RECOMMENDED CRITICALITY f{for-delivery},

IDENTIFIED BY standard-extension:7 }

PhypicalForwardingProhibited ::= ENUMERATED {

physical-forwarding-allowed (0),
physical-forwarding-prohibited (1) }

physical-forwarding-address-request EXTENSION :;:= {

PhysicalForwardingAddressRequest IFfABSENT physical-forwarding-address-not-requested,
RECOMMENDED CRITICALITY: {for-delivery},

IDENTIFIED BY standard-extension:8 }

PhypicalForwardingAddressRequest ;::= ENUMERATED {

physical-forwarding-address-not-requested (0),
physical-forwarding-addiess-requested (1) }

phypical-delivery-modes EXTENSION ::= {
PhysicalDeliveryModes IF ABSENT ordinary-mail,

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:9 }

PhysicalDeliveryModes ::= BIT STRING {
ordinary-mail (0),
special-delivery (1),
express-mail (2)
counter-collection (3),
counter-collection-with-telephone-advice (4),
counter-collection-with-telex-advice (5),
counter-collection-with-teletex-advice (6),
bureau-fax-delivery (7)
-- bits 0 to 6 are mutually exclusive
-- bit 7 can be set independently of any of bits 0 to 6 -- } (SIZE (0..ub-bit-options))
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registered-mail-type EXTENSION ::= {

RegisteredMailType IF ABSENT non-registered-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:10 }

RegisteredMailType ::= INTEGER {

non-registered-mail (0),
registered-mail (1),
registered-mail-to-addressee-in-person (2) } (0..ub-integer-options)

recipient-number-for-advice EXTENSION ::= {

RecipientNumberForAdyvice,
RECOMMENDED CRITICALITY {for-delivery},

— IDENTIFIED BY Standard-extensiom 115
Recipi¢ntNumberForAdvice ::= TeletexString (SIZE (1..ub-recipient-number-for-advice-length))

physical-rendition-attributes EXTENSION ::= {

PhysicalRenditionAttributes IF ABSENT id-att-physicalRendition-basic,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:12 }

PhysicplRenditionAttributes ::= OBJECT IDENTIFIER

origingtor-return-address EXTENSION ::= {

OriginatorReturnAddress,
IDENTIFIED BY standard-extension:13 }

Origin[torReturnAddress ::= ORAddress
c

I-delivery-report-request EXTENSION ::= {

PhysicalDeliveryReportRequest IF ABSENT return-of-undeliverable-mail-by-PDS,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:14 }

physi

PhysigalDeliveryReportRequest ::= INTEGER {

return-of-undeliverable-mail-by-PDS (0),
return-of-notification-by-PDS (1),

return-of-notification-by-MHS (2),
return-of-notification-by-MHS-and-PDS (3) } (0..ub-integer-options)

originjtor-certificate EXTENSION ::= {

OriginatorCertificate,
RECOMMENDED CRITIGALITY {for-delivery},
IDENTIFIED BY standard-extension:15 }

OriginatorCertificate ::= Certificates

message-token EXTENSION ::= {

MessageT0Ken,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:16 }

MessapeToken ::= Token

content-confidentiality-algorithm-identifier EXTENSION ::= {

ContentConfidentialityAlgorithmIdentifier,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:17 }

ContentConfidentialityAlgorithmIdentifier ::= AlgorithmIdentifier
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ContentIntegrityCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:18 }

ContentIntegrityCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ContentIntegrityAlgorithmIdentifier OPTIONAL,
content Content } }

ContentIntegrityAlgorithmIdentifier ::= AlgorithmIdentifier

MessageOriginAuthenticationCheck,

ISO/IEC 10021-4 : 1997 (E)

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:19 }

MgssageOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

content Content,
content-identifier ContentIdentifier OPTIONAL

nessage-security-label MessageSecurityLabel O
MgssageOriginAuthenticationAlgorithmIdentifier ::= AlgorithmIdentifier

m¢ssage-security-label EXTENSION ::= {

MessageSecurityLabel,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:20 }

MgssageSecurityLabel ::= SecurityLabel

prpof-of-submission-request EXTENSION ::= {

ProofOfSubmissionRequest IF ABSENT proof-of-submission-not-requested,
RECOMMENDED CRITICALITY {for-submission},
IDENTIFIED BY standard-extension:21 }

ProofOfSubmissionRequest ::= ENUMERATED {

proof-of-submission-not-requested (0),
proof-of-submission-requested (1)}

prpof-of-delivery-request EXTENSION «:= {

ProofOfDeliveryRequest IFABSENT proof-of-delivery-not-requested,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:22 }

ProofOfDeliveryRequest = ENUMERATED {
proof-of-delivery-not-requested (0),
proof-of=delivery-requested (1) }

coptent-corrélator EXTENSION ::= {

ContentCorrelator,
IDENTIFIED BY standard-extension:23 }

Contert€orretator ——CHOTCE S
iaStext JASString,
octets OCTET STRING }

probe-origin-authentication-check EXTENSION ::= {

ProbeOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:24 }
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ProbeOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProbeOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,
message-security-label MessageSecurityLabel OPTIONAL } }

ProbeOriginAuthenticationAlgorithmldentifier ::= AlgorithmIdentifier

redirection-history EXTENSION ::= {

RedirectionHistory,
IDENTIFIED BY standard-extension:25 }

RedirectionHistory ::= SEQUENCE SIZE (1..ub-redirections) OF Redirection

Redirection ::= SEQUENCE {

intended-recipient-name IntendedRecipientName,
redirection-reason RedirectionReason }

IntendedRecipientName ::= SEQUENCE {

intended-recipient ORAddressAndOptionalDirectoryName,
redirection-time Time }

RedirectionReason ::= ENUMERATED {

recipient-assigned-alternate-recipient (0),
originator-requested-alternate-recipient (1),
recipient-MD-assigned-alternate-recipient (2),

directory-look-up (3),
alias (4),
o}

dl-expansion-history EXTENSION ::= {

DLExpansionHistory,
IDENTIFIED BY standard-extension:26 }

DLExp]nsionHistory ::= SEQUENCE SIZE (1..ub-dl-expansions) OF DLExpansion

DLExp4nsion ::= SEQUENCE {

dl ORAddressAndOptionalDirectoryName,
dl-expansion-time Time }

physical-forwarding-address EXTENSION ::= {

PhysicalForwardingAddress,
IDENTIFIED BY standard-extension:27 }

Physical]ForwardingAddress ::= ORAddressAndOptionalDirectoryName

recipient-certificate EXTENSION ::={

RecipientCertificate,
IDENTIFIED BY standard-extension:28 }

proof-of-delivery EXTENSION ::= {
ProofOfDelivery,
IDENTIFIED BY standard-extension:29 }

originafor-and-DL-expansion-history EXTENSION ::= {
OriginatorAndDLExpansionHistory,

-- The following values may not be supported by implementations of earliercversions of this Service Definiti

bn

IDENTIFIED BY standard-extension:30 }

OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (2..ub-orig-and-dl-expansions) OF
OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {

originator-or-di-name ORAddressAndOptionalDirectoryName,
origination-or-expansion-time Time }

Figure 2 (Part 21 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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reporting-DL-name EXTENSION ::= {

ReportingDLName,
IDENTIFIED BY standard-extension:31 }

ReportingDLName ::= ORAddressAndOptionalDirectoryName

reporting-MTA-certificate EXTENSION ::= {

ReportingMTACertificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:32 }

ReportingMTACertificate ::= Certificates

rep

prt-origin-authentication-check EXTENSION ::= {

ReportOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:33 }

ReportOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ReportOriginAuthenticationAlgorithmIdentifier,
content-identifier ContentIdentifier OPTIONAL,

message-security-label MessageSecurityLabel OPTIONAL,

per-recipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportFields}\}

ReportOriginAuthenticationAlgorithmIdentifier ::= Algorithmldentifier

Pen

Pe}

RecipientReportFields ::= SEQUENCE {

actual-recipient-name ActualRecipientName,
originally-intended-recipient-name OriginallyIntendedRecipientName OPTIONAL,
report-type CHOICE {

delivery [0] PerRecipientDeliveryReportFields,

non-delivery [1] PerRecipientNonDeliveryReportFields } }

‘RecipientDeliveryReportFields ::= SEQUENCE {

message-delivery-time MessageDeliveryTime,
type-of-MTS-user TypeOfMTSUser,

recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery 1] ProofOfDelivery OPTIONAL }

PefRecipientNonDeliveryReportFields ::= SEQUENCE {

non-delivery-reason-code NonDeliveryReasonCode,
non-delivery-diagnostic-code NonDeliveryDiagnosticCode OPTIONAL }

originating-MTA-certificate EXTENSION ::= {

Oy

OriginatingMTA Certificate,
IDENTIFIED BY standard-extension:34 }

iginatingMTACertificate ::= Certificates

ProofOfSubmission,
IDENTIFIED BY standard-extension:35 }

PrioofOfSubmission ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProofOfSubmissionAlgorithmIdentifier,
message-submission-envelope MessageSubmissionEnvelope,
content Content,

message-submission-identifier MessageSubmissionIdentifier,
message-submission-time MessageSubmissionTime } }

ProofOfSubmissionAlgorithmIdentifier ::= AlgorithmIdentifier
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-- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the

-- content octet string is the ASN.1 encoding of the external-content,
-- an external-content is a data type EXTERNAL

MTSIdentifier ::= [APPLICATION 4] SEQUENCE {

global-domain-identifier GlobalDomainldentifier,
local-identifier Localldentifier }

Localldentifier ::= IA5String (SIZE (1..ub-local-id-length))

GlobalDomainlIdentifier ::= [APPLICATION 3] SEQUENCE {

—eouitFy-name-CountryNamey

administration-domain-name AdministrationDomainName,
private-domain-identifier PrivateDomainldentifier OPTIONAL }

PrivateDomainlIdentifier ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

MTANQme ::= IA5String (SIZE (1..ub-mta-name-length))

Time ::;F= UTCTime
-- OR WNames

ORAddressAndOrDirectoryName ::= ORName

ORAd

ORNa

:[:essAndOptionalDirectoryName ::= ORName

e ::= [APPLICATION 0] SEQUENCE {

-- address -- COMPONENTS OF ORAddress,
directory-name [0] Name OPTIONAL }

ORAddress ::= SEQUENCE {

built-in-standard-attributes BuiltInStandardAttributes,
built-in-domain-defined-attributes BuiltiInDomainDefinedA ttributes OPTIONAL,
-- see also teletex-domain-defined-attributes

extension-attributes ExtensionAttribiites OPTIONAL }

The OR-address is semantically absent from the OR-name if the built-in-standard-attribute

sequence is emply and the biilt-in-domain-defined-attributes and extension-attributes are both omitted.
Built-in Standard Attributes

BuiltInStandardAttributes ::=.SEQUENCE {

82

country-name CounfryName OPTIONAL,
administration-domain-name AdministrationDomainName OPTIONAL,
network-address [0] NetworkAddress OPTIONAL,

-- see.alsé extended-network-address

terminal-identifier [1] Terminalldentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
organization-name [3] OrganizationName OPTIONAL,

-- See also teletex-organization-name

numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

-- see also teletex-personal-name
organizational-unit-names [6] OrganizationalUnitNames OPTIONAL

-- see also teletex-organizational-unit-names -- }
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CountryName ::= [APPLICATION 1] CHOICE {

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

AdministrationDomainName ::= [APPLICATION 2] CHOICE {

numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE (0..ub-domain-name-length)) }

NetworkAddress ::= X121Address

-- see also extended-network-address

X121Address ::= NumericString (SIZE (1..ub-x121-address-length))

T¢rminalldentifier ::= PrintableString (SIZE (1..ub-terminal-id-length

PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

OfganizationName ::= PrintableString (SIZE (1..ub-organization-name-length))

--| see also teletex-organization-name

NpmericUserldentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))

PérsonalName ::= SET {

surname [0] PrintableString (SIZE (1..ub-surname-length)),
given-name [1] PrintableString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,
generation-qualifier [3] PrintableString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL}

]
!

see also teletex-personal-name
OfganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF OrganizationalUnitName

--| see also teletex-organizational-unit-names

OfrganizationalUnitName ::= PrintableString (SIZE-(1..ub-organizational-unit-name-length))
- Built-in Domain-defined Attributes

BhiltiInDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
BuiltinDomainDefinedAttribute

BtiiltInDomainDefinedAttribute }:='SEQUENCE {

type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) }

- Extension Attributes
EktensionAttributes ::= SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtensionAttribute ::= SEQUENCE {

extension-attribute-type [0] EXTENSION-ATTRIBUTE.&id ({ExtensionAttributeTable}),
extension-attribute-value [1] EXTENSION-ATTRIBUTE.& Type ({ExtensionAttributeTable}
{@extension-attribute-type;) J

EXTENSION-ATTRIBUTE ::= CLASS {

&id INTEGER (0..ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {&Type IDENTIFIED BY &id}
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ExtensionAttributeTable EXTENSION-ATTRIBUTE ::= {

common-name |
teletex-common-name |
teletex-organization-name |
teletex-personal-name |
teletex-organizational-unit-names |
teletex-domain-defined-attributes |
pds-name |
physical-delivery-country-name |
postal-code |
physical-delivery-office-name |
physical-delivery-office-number |
extension-OR-address-components |
rphysical-delivery-personal-name |

physical-delivery-organization-name |
extension-physical-delivery-address-components |
unformatted-postal-address |

street-address |

post-office-box-address |

poste-restante-address |

unique-postal-name |

local-postal-attributes |
extended-network-address |

terminal-type }

-- Extension Standard Attributes

common{name EXTENSION-ATTRIBUTE ::= {CommonName IDENTIFIED BY 1}
Commol]N ame ::= PrintableString (SIZE (1..ub-common-name-length))

teletex-cmmon-name EXTENSION-ATTRIBUTE ::= {TeletexCommonName IDENTIFIED BY 2}
TeletexCommonName ::= TeletexString (SIZE (1..ub-common-name-length))

teletex-ofganization-name EXTENSION-ATTRIBUTE ::= {TeletexOrganizationName IDENTIFIED BY 3}
TeletexQrganizationName ::= TeletexString (SIZE (1..ub-0xganization-name-length))

teletex-pprsonal-name EXTENSION-ATTRIBUTE :¢{= {TeletexPersonalName IDENTIFIED BY 4}

TeletexPersonalName ::= SET {

surname [0] TeletexString (SIZE\(1..ub-surname-length)),

given-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,

generation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL }
teletex-ofganizational-unit-names EXTENSION-ATTRIBUTE ::=

{TeletexOrganizationalUnitNames IDENTIFIED BY 5}

Teletex(QrganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF

TeletexOrganizationalUnitName

pds-name EXTENSION-ATTRIBUTE ::= {PDSName IDENTIFIED BY 7}

PDSName ::= PrintableString (SIZE (1..ub-pds-name-length))

physical-delivery-country-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryCountryName IDENTIFIED BY 8}
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PhysicalDeliveryCountryName ::= CHOICE {

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

postal-code EXTENSION-ATTRIBUTE ::= {PostalCode IDENTIFIED BY 9}

PostalCode ::= CHOICE {

numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

physical-delivery-office-name EXTENSION-ATTRIBUTE ::= {PhysicalDeliveryOfficeName IDENTIFIED BY 10}

PhysicalDeliveryOfficeName ::= PDSParameter

1997 (E)

physical-delivery-office-number EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOfficeNumber IDENTIFIED BY 11}

Ph};rlicalDeliveryOfﬁceNumber ::= PDSParameter

extepnsion-OR-address-components EXTENSION-ATTRIBUTE ::=

{ExtensionORAddressComponents IDENTIFIED BY 12}
Ext[nsionORAddressComponents ::= PDSParameter

ical-delivery-personal-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryPersonalName IDENTIFIED BY 13}

phy

Ph:[icalDeliveryPersonalName ::= PDSParameter

ical-delivery-organization-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOrganizationName IDENTIFIED BY 14}

ph

PhTicalDeliveryOrganizationName ::= PDSParameter

extdnsion-physical-delivery-address-components EXTENSION-ATTRIBUTE ::=

{ExtensionPhysicalDeliveryAddressComponents IDENTIFIED BY 15}
ExtgnsionPhysicalDeliveryAddressComponents ::= PDSParameter
unfprmatted-postal-address EXTENSION-ATTRIBUTE ::= {UnformattedPostalAddress IDENTIFIED BY 16}

UnflormattedPostalAddress ::= SET {

printable-address SEQUENCE SIZE (1..ub-pds-physical-address-lines) OF
PrintableString (SIZE.(1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString)(SIZE (1..ub-unformatted-address-length)) OPTIONAL }

strdet-address EXTENSION-ATTRIBUTE ::= {StreetAddress IDENTIFIED BY 17}

StreetAddress ::= PDSParameter

post-office-box-address EXTENSION-ATTRIBUTE ::= {PostOfficeBoxAddress IDENTIFIED BY 18}
PostOfficeBoxAddress ::= PDSParameter
poste-restante-address EXTENSION-ATTRIBUTE ::= {PosteRestanteAddress IDENTIFIED BY 19}

PosteRestanteAddress ::= PDSParameter

unique-postal-name EXTENSION-ATTRIBUTE ::= {UniquePostalName IDENTIFIED BY 20}

UniquePostalName ::= PDSParameter

local-postal-attributes EXTENSION-ATTRIBUTE ::= {LocalPostalAttributes IDENTIFIED BY 21}

LocalPostalAttributes ::= PDSParameter

Figure 2 (Part 26 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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PDSParameter ::= SET {

printable-string PrintableString (SIZE(1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(1..ub-pds-parameter-length)) OPTIONAL }

extended-network-address EXTENSION-ATTRIBUTE ::= {ExtendedNetworkAddress IDENTIFIED BY 22}

ExtendedNetworkAddress ::= CHOICE {
e163-4-address SEQUENCE {
number [0] NumericString (SIZE (1..ub-e163-4-number-length)),

sub-address [1] NumericString (SIZE (1..ub-e163-4-sub-address-length)) OPTIONAL },
psap-address [0] PresentationAddress }

terminal-type EXTENSION-ATTRIBUTE ::= {TerminalType IDENTIFIED BY 23}

TerminplType ::= INTEGER{

telex (3),

teletex (4),

g3-facsimile (5),

g4-facsimile (6),

ia5-terminal (7),

videotex (8) } (0..ub-integer-options)

- Extension Domain-defined Attributes

teletex-domain-defined-attributes EXTENSION-ATTRIBUTE ::=
{TeletexDomainDefinedAttributes IDENTIFIED BY 6}

TeletexDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TeletexDomainDefinedAttribute

TeletexPomainDefinedAttribute ::= SEQUENCE {

type TeletexString (SIZE (1..ub-domain-defined-attribute-type-length)),
value TeletexString (SIZE (1..ub-domain-defined-attribute-value:length)) }

- Encoded Information Types

EncodéedInformationTypes ::= [APPLICATION 5] SET {

built-in-encoded-information-types [0] BuiltInEncodedInformationTypes,

-- non-basic-parameters -- COMPONENTS OF NonBasicParameters,
extended-encoded-information-types [4] ExténdedEncodedInformationTypes OPTIONAL }
- Built-in Encoded Information Types

BuiltInEncodedInformationTypes ::= BIT STRING {
unknown (0),

iaS-text (2),

g3-facsimile (3),

g4-class-1 (4),

teletex (5),

videotex (6),

voice (7),

sfd (8),

mixed-mode(9) } (SIZE (0..ub-built-in-encoded-information-types))
-- Extended’Encoded Information Types

ExtendpdEncodedInformationTypes ::= SET SIZE (1..ub-encoded-information-types) OF
| ExtendedEncodedInformationType

ExtendedEncodedInformationType ::= OBJECT IDENTIFIER
- Non-basic Parameters

NonBasicParameters ::= SET {

g3-facsimile [1] G3FacsimileNonBasicParameters DEFAULT { },
teletex [2] TeletexNonBasicParameters DEFAULT {} }

Figure 2 (Part 27 of 29) — Abstract Syntax Definition of the MTS Abstract Service

86 ITU-T Rec. X.411 (1995 E)


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

G3FacsimileNonBasicParameters ::= BIT STRING {

two-dimensional (8), -- As defined in ITU-T Recommendation T.30
fine-resolution (9), --

unlimited-length (20), -- These bit values are chosen such that when
bd-length (21), -- encoded using ASN. ] Basic Encoding Rules
a3-width (22), -~ the resulting octets have the same values
b4-width (23), -- as for T.30 encoding

t6-coding (25), --

uncompressed (30), -- Trailing zero bits are not significant.
width-middle-864-0f-1728 (37), -- 1t is recommended that implementations
width-middle-1216-0f-1728 (38), -~ should not encode more than 32 bits unless
resolution-type (44), -- higher numbered bits are non-zero.

—resolution—400x400-(45);
resolution-300x300 (46),
resolution-8x15 (47),

edi (49),

dtm (50),

bft (51),

mixed-mode (58),
character-mode (60),
twelve-bits (65),
preferred-huffmann (66),
full-colour (67),

ipeg (68),
processable-mode-26 (71) }

Te¢letexNonBasicParameters ::= SET {

graphic-character-sets [0] TeletexString OPTIONAL,

control-character-sets [1] TeletexString OPTIONAL,

page-formats [2] OCTET STRING OPTIONAL,

miscellaneous-terminal-capabilities [3] TeletexString OPTIONAL,

private-use [4] OCTET STRING OPTIONAL -- maximum ub-teletex-private-use-length octets --
-- as defined in CCITT Recommendation T.62 '
- Token

Token ::= SEQUENCE {
token-type-identifier [0)] TOKEN.&id ({TokensTable}),
token [1] TOKEN.&Type ({TokensTable} {@token-type-identifier}) }

TOKEN ::= TYPE-IDENTIFIER
TokensTable TOKEN ::= { asymmetric-token, ... }
asymmetric-token TOKEN ::= {AsymmetricToken IDENTIFIED BY id-tok-asymmetricToken}

AsymmetricToken ::= SIGNED_{)SEQUENCE {
signature-algorithm-identifier AlgorithmIdentifier,
name CHOICE ¢
recipient-name RecipientName,
mta [3] SEQUENCE {
global-domain-identifier GlobalDomainIdentifier OPTIONAL,
mta-name MTAName } },
time ‘Time,
signed-data [0] TokenData OPTIONAL,
encryption-algorithm-identifier [1] AlgorithmIdentifier OPTIONAL,
encrypted-data [2] ENCRYPTED { TokenData } OPTIONAL }}

TokenData ::= SEQUENCE {
type [0] TOKEN-DATA.&id ({TokenDataTable}),
value [1] TOKEN-DATA.&Type ({TokenDataTable} {@type}) }

TOKEN-DATA ::= CLASS {
&id INTEGER UNIQUE,
&Type }
WITH SYNTAX {&Type IDENTIFIED BY &id}

Figure 2 (Part 28 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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TokenDataTable TOKEN-DATA ::= {
bind-token-signed-data |
message-token-signed-data |
message-token-encrypted-data |
bind-token-encrypted-data, ... }

bind-token-signed-data TOKEN-DATA ::= {BindTokenSignedData IDENTIFIED BY 1}
BindTokenSignedData ::= RandomNumber

RandomNumber ::= BIT STRING

message-token-signed-data TOKEN-DATA ::= {MessageTokenSignedData IDENTIFIED BY 2}
MessageTokenSignedData ::= SEQUENCE {

ontent-confidentiality-algorithm-identifier [0]
ContentConfidentialityAlgorithmIdentifier OPTIONAL,
ontent-integrity-check [1] ContentIntegrityCheck OPTIONAL,
message-security-label [2] MessageSecurityLabel OPTIONAL,
proof-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

message-tpken-encrypted-data TOKEN-DATA ::= {MessageTokenEncryptedData IDENTIFIED BY 3}

MessageTlokenEncryptedData ::= SEQUENCE {
content-confidentiality-key [0] EncryptionKey OPTIONAL,
content-integrity-check [1] ContentIntegrityCheck OPTIONAL,
message-security-label [2] MessageSecurityLabel OPTIONAL,
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

EncryptignKey ::= BIT STRING
bind-tokep-encrypted-data TOKEN-DATA ::= {BindTokenEncryptedData IDENTIFIED BY 4}

BindTok¢nEncryptedData ::= EXTERNAL
- Security Label

Securitylfabel ::= SET {

security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification ORTIONAL,
privacy-mark PrivacyMark OPTIONAL,

security-categories SecurityCategories OPTIONAL }

SecurityHolicyIdentifier ::= OBJECT IDENTIFIER

Security(lassification ::= INTEGER {
unmarked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

top-secret (5).J(0..ub-integer-options)

ark ::= PrintableString (SIZE (1..ub-privacy-mark-length))

L

= {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),
value [1] SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={... }
END -- of MTSAbstractService

Figure 2 (Part 29 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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SECTION 3 — MESSAGE TRANSFER AGENT ABSTRACT SERVICE

10 Refined Message Transfer System model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines the MTS model,
and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals its internal structure.

Qriginator Message-transfer
— Message-submission / ‘ Message-delivery
MTS-user > > MTS-user

<

Report-delivery MTA \/, l/' MTA \

(non-delivery) ‘T

MTA
NS—————

Report-transfer

Intended-recigients

X MTS-user|
Non-delivery
96/d02

Figure 3 — Refined Message Transfer System model

The|MTS comprises a collection of message-transfer-agent (MTA) objects, which cooperate together to form th¢ MTS
and |offer the MTS Abstract Service to its users.-It is the MTAs which perform the active functions of the| MTS,
i.e. fransfer of messages, probes and reports, generation of reports, and content conversion.

MTA objects also have ports, some of which are precisely those which are also visible at the boundary of th¢ MTS
objct, i.e. submission-ports, delivery=ports and administration-ports. However, MTAs also have another type of port —a
tranbfer-port — which are concerned)with the distribution of the MTS Abstract Service between the MTAs, and gre not
visible at the boundary of the MTS object.

A transfer-port enables,an MTA to transfer messages, probes and reports to another MTA. In general, a message] probe
or rgport may have to-be-transferred a number of times between different MTAs to reach its intended destination.

If a| message is ‘addressed to multiple recipients served by several different MTAs, the message must be tranpferred
thrqugh the MTS along several different paths. From the perspective of an MTA transferring such a message] some
recipientsimay be reached via one path while other recipients may be reached via another. At such an MTA, two|copies
of the-message are created, and each is transferred to the next MTA along its respective path. The copying and brapching
of tuwwmwww&d to

one or more recipient MTS-users.

Every MTA along a path taken by a message is responsible for delivering or transferring the message to a particular
subset of the originally-specified-recipients. Other MTAs take care of the delivery or transfer to remaining recipients,
using copies of the messages created along the way.

Reports on the delivery or non-delivery of a message to one or more recipient MTS-users, are generated by MTAs in
accordance with the request of the originator of the message and the originating-MTA. An MTA may generate a
delivery-report upon successfully delivering a copy of a message to a recipient MTS-user. It may generate a non-
delivery-report upon determining that a copy of a message is undeliverable to one or more recipients, that is, it is unable
to deliver the message to the recipient MTS-users, or it is unable to transfer the message to an adjacent MTA that would
take responsibility for delivery or transferring the message further.
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For efficiency, an MTA may generate a single, combined report that applies to several copies of a single, multiple
recipient message for which it is responsible. Both delivery- and non-delivery-reports may be combined together.
However, in order for reports to be combined in this manner, the same content conversion, if any, must have been
performed on the message for all recipients to whom the report refers.

Reports that pertain to copies of the same multiple recipient message but that were generated by different MTAs are not

combi

ned by any intermediate MTAs, but instead remain distinct.

When required, an MTA may perform content conversion. When neither the originating nor the recipient MTS-user
requests nor prohibits conversion, implicit conversion of a message’s encoded-information-types may be performed by
an MTA to suit the encoded-information-types that the recipient MTS-user is able to receive. The originating MTS-user
may also explicitly request conversion of specific encoded-information-types for a particular recipient MTS-user.

11

Sectiop 2 defines the MTS Abstract Service provided by the submission-, delivery- and admimistration-ports of an M

This ¢

MTA {bind and MTA-unbind

Transfer Port Abstract-operations

11.1

The N
MTA-

The M

11.2
The M

The P

mission-, delivery- and adminisiration-ports of an
in Section 2. The remaining clauses in this section define the transfer-port of an MTA, and the proged
ed by MTAs to ensure the correct distributed operation of the MTS.

Message Transfer Agent Abstract Service overview

ause defines the following abstract-operations that are provided by the transfer-ports of MTAs:

a) MTA-bind;
b) MTA-unbind.

c¢) Message-transfer;
d) Probe-transfer;

e) Report-transfer.

MTA-bind and MTA-unbind

bind can only be invoked in the ¢ontext of an established association.

[TA-unbind enables the(reléase of an established association by the initiator of the association.

Transfer Port Abstract-operations

fessage-transfer abstract-operation enables an MTA to transfer a message to another MTA.

robe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

12

Message Transfer Agent Abstract Service Definition

are

ures

TA.

ITA-bind enables an MTA te.establish an association with another MTA. Abstract-operations other fthan

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of the abstract-
service provided by the transfer-ports of MTAs.

Subclause 12.1 defines the MTA-bind and MTA-unbind. Subclause 12.2 defines the transfer-port. Subclause 12.3

define

S some common parameter types.

The abstract-syntax of the MTA Abstract Service is defined in clause 13.

90
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12.1 MTA-bind and MTA-unbind
This subclause defines the abstract-services used to establish and release associations between MTAs.

12.1.1  Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind:
a) MTA-bind;
b) MTA-unbind.

12.1.1.1 MTA-bind

1997 (E)

1:Ie MTA-bind enables an MTA to establish an association with another MTA.

e MTA-bind establishes the credentials of MTAs to interact, and the application-context and security-cqntext of
the association. An association can only be released by the initiator of that association (using MTA-unbind).
Abstract-operations other than MTA-bind can only be invoked in the context of an established asSpciation.

:Ie successful completion of the MTA-bind signifies the establishment of an association.

e disruption of the MTA-bind by a bind-error indicates that an association has not beenestablished.
12.1.1.1.1 Arguments
Table 28 lists the arguments of the MTA-bind, and for each argument qualifies its presence and indicates the jubclause
inf which the argument is defined.

Table 28 — MTA-bind Arguments
Argument Presence Subclause

Bind Arguments

[nitiator-name (6] 12.1.1.1.1.1

[nitiator-credentials o 12.1.1.1.1.2

Security-context o 12.1.1.1.1.3
12.1.1.1.1.1  Initiator-name
This argument contains a name for the initiator of the association. It may be generated by the initiator of the assdciation.
The name is an MTA-name/
12.1.1.1.1.2  Initiator-credentials
This argument contains the credentials of the initiator of the association. It may be generated by the initiatpr of the
agsociation,

The initiator-credentials may be used by the responder to authenticate the identity of the
(deeATU-T Rec. X.509 | ISO/IEC 9594-8).

initiator

If only simple-authentication is proposed, the initiator-credentials comprise a simple password associated
initiator-name.

with the

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionally, an

initiator-certificate.

The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises a random-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the

association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (e.g. a
certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validate the initiator-bind-token and to compute encrypted-data in the responder-
bind-token. If the responder is known to have, or have access to, the initiator’s certificate (e.g. via the Directory), the
initiator-certificate may be omitted.

12.1.1.1.1.3  Security-context

This argument indicates the security-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The sechity-context comprises one or more security-labels that defines the sensitivity of interactions that may-occr
between [the MTAs for the duration of the association, in line with the security-policy in force. The security‘contekt
shall be ¢ne that is allowed by the security-labels associated with the MDs (MTAs).

If seculr'iy-contexts are not established between the MTAs, the sensitivity of interactions that may occur between the
MTAs miay be at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Results

Table 29|lists the results of the MTA-bind, and for each result qualifies its presence and indicates the subclause in whi¢h
the resulf is defined.

Table 29 — MTA-bind Results

Result Presence Subclause

Bind Refults

Resporjder-name
Responder-credentials

oo
o
to
i

12.1.1.12.1 Responder-name

This argument contains a name for the.responder of the association. It may be generated by the responder of the
association.

The nanje is an MTA-name.
12.1.1.1{2.2  Responder=crédentials

This argument contaitis-the credentials of the responder of the association. It may be generated by the responder of the
associatjon.

The regponder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T RecX.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password associated with the
responder-name.

If strong-authentication is used, the responder-credentials comprise a responder-bind-token. The responder-bind-
token is a token generated by the responder of the association. The responder-bind-token shall be the same type of
token as the initiator-bind-token. If the responder-bind-token is an asymmetric-token, the signed-data comprises a
random-number (which may be related to the random-number supplied in the initiator-bind-token). The encrypted-
data of an asymmetric-token may be used to convey security-relevant information (e.g. one or more symmetric-
encryption-keys) used to secure the association, or may be absent from the responder-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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12.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTA-bind are defined in 12.1.2.

12.1.1.2 MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the association.
12.1.1.2.1 Arguments

The MTA-unbind service has no arguments.

12.1c1:2:2Results

The [MTA-unbind service returns an empty result as indication of release of the association.

12.11.2.3 Unbind-errors

Thefe are no unbind-errors that may disrupt the MTA-unbind.

12.142 Bind-errors

Thig subclause defines the following bind-errors:
a) Authentication-error;

b) Busy;

c) Unacceptable-dialogue-mode;

d) Unacceptable-security-context.

12.1.2.1 Authentication-error

The| Authentication-error bind-error reports that an association cannot be established due to an authentication ertor; the
initiptor’s credentials are not acceptable or are imiproperly specified.

The|Authentication-error bind-error has ne-parameters.

12.1.2.2 Busy

The[Busy bind-error reports that.ah association cannot be established because the responder is busy.
The{Busy bind-error has no.parameters.

12.1.2.3 Unacceptable-dialogue-mode

The| Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the assofiation
is uhacceptable to the responder (see clause 12 of ITU-T Rec. X.419 | ISO/IEC 10021-6).

ThelUnacceptable-dialogue-mode bind-error has no parameters.

12.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

12.2 Transfer Port

This subclause defines the abstract-operations and abstract-errors which occur at a transfer-port.
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12.2.1

Abstract-operations

This subclause defines the following transfer-port abstract-operations:

a) Message-transfer;
b) Probe-transfer;

¢) Report-transfer.

12.2.1.1 Message-transfer

The Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.

12.2.1 t-l—A-r-gaments
3 1 + $1 4 £ 1 + 156 it
Table 3P lists the arguments of the Message-transfer abstract-operation, and for each argument qualifies its presence
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.1.1 Message-identifier

the MTS. It shall be generated by the originating-MTA of the message, and shall have the same value as
e-submission-identifier supplied to the originator of the message when the message’ was submitted, and
je-dglivery-idpntifipr snnplied to the recipients of the message when the message is'délivered.
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message-identifier of the original.

12.2.1.1.1.2 Per-domain-bilateral-information
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enerated by the originating-MD of the message.

This argument may contain zero or more elements, each of which comprises:

12.2.1

This ar

— the bilateral-information intended for an‘MD);

domain-identifier of the MD for which the bilateral-information is intended.

.1.1.3 Trace-information

(or prope or report) passes as it is transferred through the MTS (see 12.3.1). It shall be generated by each MD thro

which

12.2.1

he message (or probe or report) passes.

J1.1.4 Internal-tracesinformation

This afgument documients the actions taken on the message (or probe or report) by each MTA through which

messag

through which thenessage (or probe or report) passes within an MD.

As a nfattef, of local policy, an MTA may (but is not required to) remove internal-trace-information relating to o
MDs wheperforming delivery, or when transferring to another MD, or on receiving from another MD.

pument documents the actions taken on the message (or probe or report) by each MD through which the mesdage

=
=
o

bument contains an MTS-identifier that distinguishes the message from all other messages, probes and repprts

the
the

 message is copied for routing to multiple recipients via different MTAs, ‘each copy of the message bears|the

=
o

— the country-name and, optionally,.the administration-domain-name and, optionally, the private-

ugh

the

€ (or probe orreport) passes as it is transferred within an MD (see 12.3.1). It shall be generated by each MTA

her

12.2.1.1.1.5  Originally-specified-recipient-number

This argument shall be generated by the originating-MTA of the message. A different value of this argument is specified
for each originally-specified-recipient of the message.

The originally-specified-recipient-number is an integer value in the range that begins with one and ends with the
number of originally-specified-recipients.

There is a one-to-one relationship between a particular originally-specified-recipient-number value and a particular
recipient-name at the time of message-submission; it should not be assumed that this is a singular relationship at the
time of message-delivery. That is, an originally-specified-recipient-number value can be used to distinguish an
originally specified recipient-name, but not an actual recipient that will receive the message.
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Table 30 — Message-transfer Arguments

Argument Presence Subclause

Relaying Arguments

Message-identifier M 12.2.1.1.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 12.2.1.1.1.3

Internal-trace-information C 12.2.1.1.14

DL-expansion-history C 83.1.1.1.7
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

Recipient-name M 8.2.1412

Originally-specified-recipient-number M 12.2.K11.5

Responsibility M 1212.1.1.1.6

DL-expansion-prohibited C 82.1.1.1.6

Disclosure-of-other-recipients C 8.2.1.1.1.7
Redirection Arguments

Alternate-recipient-allowed C 8.2.1.1.13

Recipient-reassignment-prohibited C 8.2.1.1.14

Originator-requested-alternate-recipient C 8.2.1.1.1.5

Redirection-history C 83.1.1.15

Rriority Argument
Priority

O
®
N
—
—_
—_
o

Conversion Arguments

Implicit-conversion-prohibited 8 8.2.1.1.1.9

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Explicit-conversion C 12.2.1.1.1.9
Delivery Time Arguments

Deferred-delivery-time C 12.2.1.1.1.7

Latest-delivery-time C 8.2.1.1.1.13

Delivery Method Argument
Requested-delivery-method

@]
o
N
—
—
—
—
=~

Physical Delivery Arguments

Physical-forwarding-prohibited C 8.2.1.1.1.13
Physical-forwarding-address-request C 8.2.1.1.1.%
Physical-delivery-modes C 8.2.1.1.1.17
Registered-mail-type C 8.2.1.1.1.18
Recipient-number-for-advice C 8.2.1.1.1.19
Physical-rendition-attributes C 8.2.1.1.1.29
Originator-return-address C 8.2.1.1.1.2}%
Delivery Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Originating-MTA report-request M 12.2.1.1.1.8
Content-return-régquest C 8.2.1.1.1.23
Physical-delivery-report-request C 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8.2.1.1.1.2%
Message-token C 8.2.1.1.1.2¢
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Comtenmt=imtegrity-check C CZI.T.TZ¢
Message-origin-authentication-check C 8.2.1.1.1.2¢
Message-security-label C 8.2.1.1.1.3¢
Proof-of-delivery-request C 8.2.1.1.1.32
Content Arguments
Original-encoded-information-types C 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8.2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
Notification-type O 8.2.1.1.1.38
Service-message O 8.2.1.1.1.39
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12.2.1.1.1.6  Responsibility

This argument indicates whether the receiving-MTA shall have the responsibility to either deliver the message to a
recipient or to transfer it to another MTA for subsequent delivery to the recipient. It shall be generated by the sending-
MTA. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: responsible or not-responsible.

12.2.1.1.1.7 Deferred-delivery-time

This argument is defined in 8.2.1.1.1.12. It may appear in a message at a transfer-port if there is a bilateral agreement
that an MTA other than the originating-MTA of the message will defer the delivery of the message. It shall be absent

once the request-fordeferral has-been honoured

T a1 an NS I
In ine abyence Ol ¢

a) defer delivery of the message; or
b) process the message as if the deferred-delivery-time was not present; or

¢) if the deferred delivery time has not yet passed, cause the message to be non-delivered-with non deliver]
reason-code set to deferred-delivery-not-performed and non-delivery-diagnostic-code set fo
no bilateral-agreement.

]
]

12.2.1.1.1.8 Originating-MTA-report-request

1]
1

This argyment indicates the kind of report requested by the originating-MTA It Shall be generated by the originatin
MTA of the message. A different value of this argument may be specified foreach recipient of the message.

=

This arghment may have one of the following values:

—  non-delivery-report: A report is returned only in ease of non-delivery, and it contains only the lagt-
trace-information.

—  report: A report is returned in case of delivery or non-delivery, and it contains only the last-trade-
information,

— audited-report: A report is returned in case of delivery or non-delivery, and it contains all of the trade-
information.

The originating-MTA -report-request argument shall specify at least the report level specified in the originatqr-

report-lequest argument, where the-increasing order of report levels is no-report, non-delivery-report, report,
auditedireport.

12.2.1.1{1.9  Explicit-convetsion

This argument is defined'in/8.2.1.1.1.11. Once the specified explicit conversion has been performed, the argument shpll
be remoped.

12.2.1.1}2 Resilts

The Megsage-transfer abstract-operation does not return a result.

12.2.1.1.3 Abstract-errors

There are no abstract-errors that may disrupt the Message-transfer abstract-operation.
12.2.1.2 Probe-transfer

The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.
12.2.1.2.1 Arguments

Table 31 lists the arguments of the Probe-transfer abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.
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Argument Presence Subclause

Relaying Arguments

Probe-identifier M 12.2.1.2.1.1

Per-domain-bilateral-information C 12.2.1.1.1.2

Trace-information M 122.1.1.13

Internal-trace-information C 12.2.1.1.1.4
Originator Argument

Originator-name M 8.2.1.1.1.1
Rec|ptent Atguments

Retipient-name M 8.2.1.1.1.2

Orjginally-specified-recipient-number M 12.2.1.1,1%5

Repponsibility M 12.2.1.1.156

DIf-expansion-prohibited C 82.11.1.6
Redjrection Arguments

Alfernate-recipient-allowed C 82.1.1.13

Refipient-reassignment-prohibited C 82.1.1.14

Orjginator-requested-alternate-recipient C 8.2.1.1.15

Reflirection-history C 83.1.1.15
Conversion Arguments

Implicit-conversion-prohibited C 82.1.1.19

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Explicit-conversion C 8.2.1.1.1.11
Delyvery Method Argument

Refjuested-delivery-method C 8.2.1.1.1.14
Phylsical Delivery Argument

Physical-rendition-attributes C 8.2.1.1.1.20
Report Request Arguments

Orjginator-report-request M 8.2.1.1.1.22

Onjginating-MTA-report-request M 12.2.1.1.1.8
Security Arguments

Orjginator-certificate C 8.2.1.1.1.25

Probe-origin-authentication-check C 8.2.1.2.1.1

Mg¢ssage-security-label C 8.2.1.1.1.30
Content Arguments

Orjiginal-encoded-information-types C 8.2.1.1.1.33

Cqntent-type M 8.2.1.1.1.34

Cdntent-identifier C 8.2.1.1.1.35

Cdntent-correlator C 8.2.1.1.1.36

Cdntent-length C 8.2.1.2.1.2

Ngtification-type C 8.2.1.1.1.38

Seyvice-message 0] 8.2.1.1.1.39

12.2.1.2.1.1 Probe-identifier

This argument contains an MTS-identifier that distinguishes the probe from all other messages, probes and reports
within the MTS. It shall be generated by the originating-MTA of the probe, and shall have the same value as the probe-
submission-identifier supplied to the originator of the probe when the probe was submitted.

12.2.1.2.2 Results

The Probe-transfer abstract-operation does not return a result.
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ists the arguments of the Report-transfer abstract-operation, and for each argument qualifies its presence and

identifies the subclause in which the argument is defined.
Tdbl'e 32 - R'Epﬂl t=tr aﬂsfﬂ A‘l gUIucuto
Argument Presence Subclause

Relaying Arguments

Repdrt-identifier M 12.2.1.3.1.1

Tracg-information M 12)2.1.1.1.3

Interhal-trace-information C 12.2.1.1.14

Redifection-history C 8.3.1.2.1.5
Repolt Destination Argument

Repgrt-destination-name M 12.2.1.3.1.2
Repolt Request Argument

Origjnator-report-request M 82.1.1.1.22
Subjdct Trace Arguments

Subject-identifier M 12.2.13.13

Originally-specified-recipient-number M 12.2.1.1.1.5

Subjlect-intermediate-trace-information C 12.2.13.14

Arriyal-time M 12.2.1.3.1.5

Originator-and-DL-expansion-history C 83.1.2.13

Repprting-DL-name C 83.1.2.14
Conyersion Argument

Conlerted-encoded-information-types C 8.3.1.2.1.6
Suppllementary Information Arguments

Supplementary-information C 8.3.1.2.1.7

Phy$ical-forwarding-address C 8.3.1.2.1.8
Subject Redirection Arguments

Acthal-recipient-name M 8.3.1.2.1.2

Originally-intended-recipient-name C 83.1.1.14

Redjirection-history C 83.1.1.1.5
Conient Arguments

Original-encoded-information-types C 8.2.1.1.1.33

Corjtent-type C 8.3.1.2.1.15

Corftent-identifier C 8.2.1.1.1.35

Corjtent-correlator C 8.2.1.1.1.36

Retfimed-content C 8.3.1.2.1.16
Delipery Arguments

Message-delivery-time C 8.3.1.2.1.9

Tyge<0f-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8.3.1.2.1.11

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-delivery C 8.3.1.1.2.2

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 8.3.1.2.1.14

Message-security-label C 8.2.1.1.1.30
Additional Information Argument

Additional-information C 12.2.1.3.1.6
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12.2.1.3.1.1 Report-identifier

This argument contains an MTS-identifier that distinguishes the report from all other messages, probes and reports
within the MTS. It shail be generated by the originating-MTA of the report.

12.2.1.3.1.2 Report-destination-name

This argument contains the OR-name of the immediate destination of the report. It shall be generated by the originating-

MTA of the report, and subsequently modified by the DL expansion-points if any DLs had been expanded to add
recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if the subject does

RS A2 5L

not have a DL-expansion-history, or to the last OR-name in the DL-expansion-history if this is present in the subject.

A DL expansion-point may replace its own OR-name in this argument by the OR-name which immediately-precedes its
OR-name in the report’s originator-and-DL-expansion-history, or some other OR-name accdrding to the

.2.1.3.1.3  Subject-identifier

is argument contains the message-identifier (or p

erated by the originating-MTA of the subject.
.1.3.1.4 Subject-intermediate-trace-information

is argument contains the trace-information present in the subject when it was transferred into the reporting-MD. It

shall be present if, and only if, an audit-and-confirmed report was requestéd by the originating-MTA of the subject. It
mpy be generated by the reporting-MTA.

NOTE - The inclusion in the subject-intermediate-trace-information of the internal-trace-information present in the subject
when it was transferred to the reporting-MTA may be the subject of future standardisation.

12.2.1.3.1.5 Arrival-time
is argument contains the Time at which the subjectentered the MD making the report. It shall be generatdd by the
orfiginating-MD of the report. A different value of this argument may be specified for each recipient of the spibject to
which the report relates.

12.2.1.3.1.6 Additional-information

The specification of the contents of this‘argument is by bilateral agreement between MDs.
12.2.1.3.2 Results

The Report-transfer abstract-operation does not return a result.

12.2.1.3.3 Abstract-errors

There are no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2.2  Abstract-errors

The transfer-port has no abstract-errors.

12.3 Common parameter types

This subclause defines a number of common parameter types of the MTA Abstract Service.

12.3.1 Trace-information and internal-trace-information

Trace-information documents the actions taken on a message, probe or report by each MD through which it passes as it
is transferred through the MTS.

Internal-trace-information documents the actions taken on a message, probe or report by each MTA through which it
passes as it is transferred through an MD. Internal-trace-information may be removed from a message, probe or report
before it is transferred out of an MD. An MD may (but is not required to) remove internal-trace-information relating
to other MDs.
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Trace-information (or internal-trace-information) comprises a sequence of trace-information-elements (or
internal-trace-information-elements). The first trace-information-element (or internal-trace-information-element)
is that supplied by the originating-MD (or -MTA) of the message, probe or report. The second trace-information-
element (or internal-trace-information-element) is that supplied by the next MD (or MTA) encountered by the
message, probe or report, and so on. Each MD (or MTA) adds its trace-information-element (or internal-trace-
information-element) to the end of the existing sequence. Trace-information is added by the first MTA encountered

by the message, probe or report in each MD that it passes through and, if necessary, modified by subsequent MTAs in
that MD.

Each trace-information-element includes the global-domain-identifier of the MD supplying the trace-information-
element.

ernal-trace-information-element includes the MTA-name of the MTA supplying the internal-trage-
ion-element and the global-domain-identifier of the MD to which the MTA belongs.

ormation-element; if the rerouting attempt was to another MTA within the same MD, then the MTA-name{of
pted-MTA is included in the internal-trace-information-element; ‘if the rerouting attempt was to another
MD, thgn the global-domain-identifier of the attempted-domain is ificluded in the internal-trace-informatign-

ce-information-element (or internal-trace-information-element) also specifies any additional-actions the
MD (or|MTA) supplying the trace-information-element (or internal-trace-information-element) took with respecq to
the mefsage, probe or report. Indications of any such<additional-actions which appear in the internal-trage-
information-elements during a traversal of an MD shall also be reflected in the corresponding trace-informatign-
element{(s) for the traversal of the MD.

-

If defefred-delivery caused the MD (or (MTA) supplying the trace-information-element (or internal-trafe-
information-element) to hold the message. for a period of time, the deferred-time when it started to process fhe
messagg for delivery or transfer is alsgiincluded in the trace-information-element (or internal-trace-information-
). This parameter is not present in trace-information-elements (or internal-trace-information-elements) on
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messag to conversion,\the converted-encoded-information-types following the conversion is also included in the
trace-information-elément (or internal-trace-information-element). For a probe, an MD (or MTA) that would have
d the subject-message indicates the encoded-information-types the subject-message would contain after
convergion in if§ trace-information-element (or internal-trace-information-element). This parameter is not presenf in
trace-information (or internal-trace-information) on reports.

If the MD (or MTA) redirects a message, a probe or a report (for any, but not necessarily all, of a message’s or probe’s
recipients), redirected is indicated in the trace-information-element (or internal-trace-information-element).

If the MD (or MTA) expands a DL of a message, dl-operation is indicated in the trace-information-element
(or internal-trace-information-element). If the MD (or MTA) is a DL expansion-point and replaces its own OR-name
in the report-destination-name of a report with another OR-name (see 12.2.1.3.1.2), dl-operation is indicated in the
trace-information-element (or internal-trace-information-element) of the report. This parameter is not present in
trace-information (or internal-trace-information) on probes.

Loop detection and suppression is done by an MD (or MTA) when it receives a message, probe or report from another

MD (or MTA). Messages, probes and reports may legitimately re-enter an MD (or MTA) for several reasons
(rerouted, etc.) and consequently a message, probe or report may have several disjoint trace-information-elements
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(or internal-trace-information-elements) from the same MD (or MTA). Each time a message, probe or report is
transferred through an MD (or MTA), the generation of trace-information-elements (or internal-trace-information-
elements) is performed as follows:

1)  one trace-information-element (or internal-trace-information-element) is added, marked as relayed;

ii) if a rerouting attempt is to occur, then the trace-information-element (or internal-trace-information-
element) added in i) is modified to rerouted [and the number of trace-information-elements
(or internal-trace-information-elements) added by the MD (or MTA) for this traversal of the MD

(or MTA) remains at one];

iif) if subsequent attempts to reroute occur, then a new trace-information-element (or internal
information-element) is added (marked as rerouted) to reflect each new rerouting attempt.

I-trace-

Sevferal rerouting attempts to the same MD (or MTA) may occur.

Ead

ind
pre
eith

redirected and dl-operation indications shall not both appear in a single trace-information-element (or i

tra

13
Thg

Thg
ITY
ITY
ISQ

Thg

re-information-element).

Message Transfer Agent Abstract Syntax Definition

abstract-syntax of the MTA Abstract Service is defined in Figure 4«

J-T Rec. X.683 | ISO/IEC 8824-4, and the abstract serviee<definition conventions described in ITU-T Rec.
/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

abstract-syntax definition of the MTA Abstract Sexvice has the following major parts:

—  Prologue: Declarations of the exports from, and imports to, the MTA Abstract Service
(see Figure 4, Part 1).

—  Objects and Ports: Definitiens of the MTA object and the transfer-port (see Figure 4, Part 2).

—  MTA-bind and MTA-unbind: Definitions of the MTA-bind and MTA-unbind used to establish and
associations between MTAs (see Figure 4, Part 2).

Report-transfer (see Figure 4, Part 2).
—  Message Transfer Envelope: Definition of the message-transfer-envelope (see Figure 4, Part 3).
— L Brobe Transfer Envelope: Definition of the probe-transfer-envelope (see Figure 4, Part 4).

=~ Report Transfer Envelope & Content: Definitions of the report-transfer-envelope and report-t
content (see Figure 4, Parts 5 to 6).

h trace-information-element (or internal-trace-information-element) added by an MD (or MTA) may [contain
cations of additional-actions performed by the MD (or MTA) on the message or probe [i.erdeferred-time [not
bent in trace-information (or internal-trace-information) on probes), converted-encoded-information-typges, and
er redirected or dl-operation]. To indicate the order in which redirection and DL, éxpansion have odcurred,

ernal-

abstract-syntax of the MTA Abstract Service is defined using.the Abstract Syntax Notation (ASN.1) defined in
J-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and

X.402 |

module

release

—  Transfer Port/Definitions of the transfer-port abstract-operations: Message-transfer, Probe-trangfer and

ransfer-

—  Envelope & Report Content Fields: Definitions of envelope and report content fields (see Fi
Parts 6 to 7).

—  Extension Fields: Definitions of extension-fields (see Figure 4, Parts 6 to 7).

—  Common Parameters Types: Definitions of common parameter types (see Figure 4, Part 7).

gure 4,

NOTE - The module implies a number of changes to the P1 protocol defined in Recommendation X.411 (1984). These
changes are highlighted by means of underlining.

Each extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality for submission, transfer
and delivery. The criticality mechanism is described in 9.2, and the procedures related to extension-fields and their

cri

ticality indications are further defined in clause 14.
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MTAAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mta-abstract-service(2)

version-1994(0) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

- Prologue

- Exports everything
IMPORTS

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT
FROM Remote-Operations-Information-Objects {joint-iso-itu-t remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-itu-t remote-operations(4)
useful-definitions(7) version1(0) }

-- MTS Abstract Service Parameters

ABSTRACT-ERROR, ABSTRACT-OPERATION, administration, AdministrationDomainName, Content,
ContentIdentifier, ContentLength, ContentType, content-confidentiality-algorithm-identifier, content-correlatoy
content-integrity-check, conversion-with-loss-prohibited, ConvertedEncodedInformationTypes, CountryName,
DeferredDeliveryTime, delivery, dl-expansion-history, dl-expansion-prehibited, ExplicitConversion, EXTENSI(
ExtensionField { }, GlobalDomainIdentifier, InitiatorCredentials, Jatest-delivery-time,
message-origin-authentication-check, message-security-label, message-token, MHS-OBJECT, MTAName,
MTSIdentifier, ORAddressAndOptionalDirectoryName, OriginalEncodedInformationTypes,
originator-and-DL-expansion-history, originator-certificate, originator-return-address, PerMessageIlndicators,
physical-delivery-modes, physical-delivery-report-request, physical-forwarding-address,
physical-forwarding-address-request, physical-forwarding-prohibited, physical-rendition-attributes, PORT,
Priority, PrivateDomainIdentifier, PrivateExtensions, probe-origin-authentication-check, proof-of-delivery,
proof-of-delivery-request, recipient-certificate, recipient-number-for-advice, recipient-reassignment-prohibited
redirection-history, registered-mail-type, reporting-DL-name, reporting-MTA-certificate, ReportType,
report-origin-authentication-check, requested-delivery-method, ResponderCredentials, SecurityContext,
submission, SupplementaryInformation; Time

FROM MTSAbstractService, { joint-iso-itu-t mhs(6) mts(3) modules(0)

mts-abstract-service(1) version-1994(0) }

-- Object Identifiers
id-cp-mta-connect, id-ct-mta-transfer, id-ot-mta, id-pt-transfer

FROM MTSObjectIdentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
object-identifiers(0) }

-- Upper'‘Bounds

ub-bit-options, ub-integer-options, ub-recipients, ub-transfers

DN,

FROM MTSUpperBounds { joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3) };

Objects

mta MHS-OBJECT ::= {

102

BOTH { mta-transfer }
ID id-ot-mta }

Figure 4 (Part 1 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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-- Contracts

mta-transfer CONTRACT ::= {
CONNECTION mta-connect
OPERATIONS OF ({ transfer }
ID id-ct-mta-transfer }

-- Connection package

mta-connect CONNECTION-PACKAGE ::= {
BIND mta-bind
UNBIND mta-unbind
ID id-cp-mta-connect }

-- Ports

trJnsfer PORT ::={
OPERATIONS { message-transfer | probe-transfer | report-transfer }
ID id-pt-transfer }

- MTA-bind and MTA-unbind

mta-bind ABSTRACT-OPERATION ::= {
ARGUMENT MTABindArgument
RESULT MTABindResult
ERRORS { mta-bind-error } }

mta-unbind ABSTRACT-OPERATION ::= emptyUnbind

MTABindArgument ::= CHOICE {
unauthenticated NULL, -- if no authentication is required
authenticated [1]) SET { -- if authentication is required
initiator-name [0] MTAName,
initiator-credentials [1] InitiatorCredentials (WITH COMPONENTS { ...,

protected ABSENT }),
security-context [2] SecurityContext OPTIONAI(})}

MTABindResult ::= CHOICE {
unauthenticated NULL, -- if no authentication is required
authenticated [1] SET { -- if authentication is required
responder-name [0] MTAName,
responder-credentials [1] ResponderCredentials (WITH COMPONENTS { ...,
protected ABSENT 3 § }

mfa-bind-error ABSTRACT-ERROR ::= {
PARAMETER INTEGER {
busy (0),
authentication-érror (2),
unacceptablé-dialogue-mode (3),
unacceptable-Security-context (4) } (0..ub-integer-options) }

-- Transfer Port

m¢ssage-transfer,ABSTRACT-OPERATION ::= {
ARGUMENT Message }

prpbe-transfer ABSTRACT-OPERATION ::= {
ARGUMENT Probe }

report-transfer ABSTRACT-OPERATION ::={
ARGUMENT Report }

Message ::= SEQUENCE {
envelope MessageTransferEnvelope,
content Content }

Probe ::= ProbeTransferEnvelope

Report ::= SEQUENCE {
envelope ReportTransferEnvelope,
content ReportTransferContent }

Figure 4 (Part 2 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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Message Transfer Envelope

MessageTransferEnvelope ::= SET {

COMPONENTS OF PerMessageTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF

PerRecipientMessageTransferFields }

PerMessageTransferFields ::= SET {

PerDom

Message

message-identifier Messageldentifier,

originator-name OriginatorName,

original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content-identifier ContentIdentifier OPTIONAL,

per-message-indicators PerMessageIlndicators DEFAULT { },

deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,
per-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF
hinBilateralInformation OPTIONAL,

trace-information TraceInformation,

extensions [3] SET OF ExtensionField {{ MessageTransferExtensions }} DEFAULT {}}

TransferExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised-extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
latest-delivery-time |
originator-return-address |
originator-certificate |
content-confidentiality-algorithm-identifier |
message-origin-authentication-check |
message-security-label |

content-correlator |

dl-expansion-history |
internal-trace-information |
PrivateExtensions, ... }

PerRecipientMessageTransferFields ::= SET {

recipient-name RecipientName,

originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL,

extensions [3] SET OF ExtensionField {{ PerRecipientMessageTransferExtensions }} DEFAULT {}}

PerRecipientMessageTransferExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions.
originator-requested-alternate-recipient |

requested-delivery-method |

physical-forwatding-prohibited |

physical-forwarding-address-request |

physical-delivery-modes |

registered<mail-type |

recipient-number-for-advice |

physical-rendition-attributes |

physical-delivery-report-request |
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message-token |
content-integrity-check |
proof-of-delivery-request |
redirection-history |
PrivateExtensions, ... }

Figure 4 (Part 3 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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- Probe Transfer Envelope

ProbeTransferEnvelope ::= SET {
COMPONENTS OF PerProbeTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientProbeTransferFields}

PerProbeTransferFields ::= SET {
probe-identifier Probeldentifier,
originator-name OriginatorName,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,
content-identifier ContentIdentifier OPTIONAL,
content-length [0] ContentLength OPTIONAL,
per-message-indicators PerMessagelndicators DEFAULT {},

fors)OF

PerDomainBilateralInformation OPTIONAL,
trace-information Tracelnformation,
extensions [3] SET OF ExtensionField {{ ProbeTransferExtensions }} DEFAULT {}}

PrdbeTransferExtensions EXTENSION ::= {
-- May contain the following extensions, private extensions, and future standardised extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conversion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
internal-trace-information |
PrivateExtensions, ... }

PernRecipientProbeTransferFields ::= SET {

recipient-name RecipientName,

originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [1] PerRecipientIndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL;,

extensions [3] SET OF ExtensionField {{ PerRecipientProbeTransferExtensions }} DEFAULT {}}

PerRecipientProbeTransferExtensions EXTENSION ::<\

-- May contain the following extensions,private extensions, and future standardised extensions:
originator-requested-alternate-recipient |

requested-delivery-method |

physical-rendition-attributes |

redirection-history |

PrivateExtensions, ... }

- Report Transfer Envelope

ReportTransferEnvelope ::=SET {

report-identifierReportldentifier,

report-destination-name ReportDestinationName,

trace-information TraceInformation,

extensions [1] SET OF ExtensionField {{ ReportTransferEnvelopeExtensions }} DEFAULT {}}

ReportTransferEnvelopeExtensions EXTENSION ::= {

-=\May contain the following extensions, private extensions, and future standardised extensions:
message-security-label |

redirection-history |

originator-and-DL-expansion-history |

reporting-DL-name |

reporting-MTA-certificate |

report-origin-authentication-check |

internal-trace-information |

PrivateExtensions, ... }

Figure 4 (Part 4 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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- Report Transfer Content

ReportTransferContent ::= SET {
COMPONENTS OF PerReportTransferFields,
per-recipient-fields [0] SEQUENCE SIZE (1..ub-recipients) OF
PerRecipientReportTransferFields}

PerReportTransferFields ::= SET {
subject-identifier SubjectIdentifier,
subject-intermediate-trace-information SubjectIntermediateTraceInformation OPTIONAL,
original-encoded-information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType OPTIONAL,
content-identifier ContentIdentifier OPTIONAL,
returned-content [1] Content OPTIONAL,
—rdditiomatinformmatior 21 Additiomratinfornratiom O PHONAL;

extensions [3] SET OF ExtensionField {{ ReportTransferContentExtensions }} DEFAULT {}}

ReportTransferContentExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:
content-correlator |

PrivateExtensions, ... }

PerRecipientReportTransferFields ::= SET {

actual-recipient-name [0] ActualRecipientName,

originally-specified-recipient-number [1] OriginallySpecifiedRecipientNumber,
per-recipient-indicators [2] PerRecipientIndicators,

last-trace-information [3] LastTracelnformation,

originally-intended-recipient-name [4] OriginallyIntendedRecipientName OPTIONAL,
supplementary-information [5] SupplementaryInformation OPTIONAL,

extensions [6] SET OF ExtensionField {{ PerRecipientReportTransferExtensions }} DEFAULT {} }

PerRecipientReportTransferExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, dnd future standardised extensions:
redirection-history |

physical-forwarding-address |

recipient-certificate |

proof-of-delivery |

PrivateExtensions, ... }

- Envelope & Report Content Fields
Messageldentifier ::= MTSIdentifier
OrigingtorName ::= ORAddressAndOptionalDirectoryName

PerDomainBilateralInformation ::= SEQUENCE {
COMPONENTS OF BILATERAL.&id,
bilateral-information BILATERAL.&Type }

BILATERAL ::= CLASS {

&id BilateralDomain UNIQUE,

&Type }

WITH SYNTAX { &Type, IDENTIFIED BY &id }

BilaterplDomain $:=)SEQUENCE {
country-name CountryName,
domain CHOICE {
administration-domain-name AdministrationDomainName,

3. > NCE L
TNCIY

administration-domain-name [0] AdministrationDomainName,
private-domain-identifier [1] PrivateDomainldentifier } } }

RecipientName ::= ORAddressAndOptionalDirectoryName

OriginallySpecifiedRecipientNumber ::= INTEGER (1..ub-recipients)

Figure 4 (Part 5 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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PerRecipientIndicators ::= BIT STRING {

responsibility (0),

-- responsible 'one’, not-responsible 'zero’

originating-MTA-report (1),

originating-MTA-non-delivery-report (2),

-- either originating-MTA-report, or originating-MTA-non-delivery-report,
-- or both, shall be 'one’:

-- originating-MTA-report bit 'one’ requests a 'report’;

-- originating-MTA-non-delivery-report bit 'one’ requests a 'non-delivery-report’;
-- both bits 'one’ requests an 'audited-report’;

-- bits 0 — 2 'don't care’ for Report Transfer Content

originator-report (3),

originator-non-delivery-report (4),

—=—armostone bitshatt be—one*

-- originator-report bit 'one’ requests a 'report’;

-- originator-non-delivery-report bit 'one’ requests a 'non-delivery-report’,;
-- both bits 'zero' requests 'no-report’

reserved-5 (5),

reserved-6 (6),

reserved-7 (7)

-- reserved- bits 5 — 7 shall be 'zero' --} (SIZE (8..ub-bit-options))

Probeldentifier ::= MTSIdentifier

eportldentifier ::= MTSIdentifier
IeportDestinationName ::= ORAddressAndOptionalDirectoryName
Subjectldentifier ::= MessageOrProbeldentifier
MessageOrProbeldentifier ::= MTSIdentifier
q

$ubjectIntermediateTraceInformation ::= TraceInformation

1 Additionallnformation is retained for backwards compatibility only,
1 and use in new systems is strongly deprecated

ADDITIONAL ::= CLASS { &Type }

Additionallnformation ::= ADDITIONAL&Type -- maximum ub-additional-info octets including all encoding
ActualRecipientName ::= ORAddressAndOptionalDirectoryName

LastTraceInformation ::= SET{

arrival-time [0]\ArrivalTime,

converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,

report-type [1] ReportType }

DriginallyIntendedRecipientName ::= ORAddressAndOptionalDirectoryName

- Extension Fields

priginator-requested-alternate-recipient EXTENSION ::= {
OriginatorRequestedAlternateRecipient,
IDENTIFIED BY standard-extension:2 }

OriginatorRequested AlternateRecipient ::= ORAddressAndOptionalDirectoryName

trace-information EXTENSION ::= {
Tracelnformation,
IDENTIFIED BY standard-extension:37 }

Figure 4 (Part 6 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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internal-

trace-information EXTENSION ::= {
InternalTraceInformation,
IDENTIFIED BY standard-extension:38 }

InternalTraceInformation ::= SEQUENCE SIZE (1..ub-transfers) OF InternalTraceInformationElement

InternalTraceInformationElement ::= SEQUENCE {

global-domain-identifier GlobalDomainIdentifier,
mta-name MTAName,
mta-supplied-information MTASuppliedInformation }

MTASuppliedInformation ::= SET {

_arrival-time [0] ArrivalTime,

routing-action [2] RoutingAction,
attempted CHOICE {
mta MTAName,
domain GlobalDomainIdentifier } OPTIONAL,
-- additional-actions -- COMPONENTS OF InternalAdditionalActions }

InternalAdditionalActions ::= AdditionalActions

Common Parameter Types

Tracelnformation ::= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF TracelnformationElement

TraceIlnformationElement ::= SEQUENCE {

global-domain-identifier GlobalDomainlIdentifier,
domain-supplied-information DomainSuppliedInformation }

Domain$uppliedInformation ::= SET {

arrival-time [0] ArrivalTime,

routing-action [2] RoutingAction,

attempted-domain GlobalDomainldentifier OPTIONAL,

-- additional-actions -- COMPONENTS OF AdditionalActions }

AdditionjalActions ::= SET {

Routing

Deferres
Arrival

OtherA

deferred-time [1] DeferredTime OPTIONAL,
converted-encoded-information-types ConvertedEncodedInformationTypes OPTIONAL,
other-actions [3] OtherActions DEFAULT {}}

Action ::= ENUMERATED {
relayed (0),
rerouted (1) }

iTime ::= Time
[ime ::=Time

ttions ::= BIT STRING {

END

108

_redirected<0)
AV

dl-operation (1) } (SIZE (0..ub-bit-options))

-- of MTA Abstract Service

Figure 4 (Part 7 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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SECTION 4 — PROCEDURES FOR DISTRIBUTED OPERATION OF THE MTS

14 Procedures for distributed operation of the MTS

This clause specifies the procedures for distributed operation of the MTS, which are performed by MTAs. Each MTA
individually performs the procedures described below; the collective action of all MTAs provides the MTS Abstract
Service to the users of the MTS.

Although the procedures include most of the important actions required of an MTA, considerable detail has been omitted
for clarity of exposition and to avoid unnecessary redundancy. The abstract-service definitions should be consulted for a
definitive treatment of MTA actions.

14.|1 Overview of the MTA model

14.1.1 Organisation and modelling technique

Th¢ description of procedures for a single MTA is based on the model shown in Figures 5 through 11 and dgscribed
belpw. It should be noted that the model is included for descriptive purposes only and is not intended to constraii in any
way the implementation of an MTA.

NeJIher the procedures shown nor the order of processing steps in them necessarily imply specific characteristi¢s of an
actflal MTA.

Th¢ model distinguishes between modules and procedures. Modules, in the sénse used here, are autonomous prdcessing
entjties which can be invoked by other modules or by events external to the.MTA, and which can in turn invoke other
mofdules or generate external events. Modules are not bound together by~an explicitly described control structurg; rather
the|control structure among modules arises from their pattern of cross_invocations. Modules correspond to objecis in the
sense of object-oriented programming.

Prgcedures are used here in the conventional programming seénse. Procedures are task or function oriented. Procedures
car] call other procedures, subroutine fashion, with control’teturning to the calling procedure when the called prpcedure
haq completed. Such calls can be nested to arbitrary depth, and a procedure can call itself recursively. Procedyres are
bound together by explicitly defined control structures-built from procedure calls and such conventional programming
deyices as iteration and conditional execution.

In the model procedures exist within modules;tEach module contains at least one procedure and can contain seyeral. In
thel latter case, the procedures and govermng control structure are described explicitly. In the former case the existence
of h module’s single procedure is usually treated as implicit.

Usjng these modelling techniques;yan MTA application process can be refined as follows: for each abstract-operation
(whether consumer or supplier) that can exist between an MTA and the MTS-users it serves, or between an M[TA and
the other MTAs with which it cooperates, there is a single module called an external module. The set of gxternal
mddules is responsible forjthe input and output of messages, probes, and reports into and out of the MTA and for the
support of such operatlons as MTS-bind, MTS unbind, Reglster Submission-control and Delivery-control. The gxternal

cessing
ince of

mtemal module and not with another extemal module or dlrectly w1th a procedure within an internal module Thus, the
internal modules not only support the bulk of processing within an MTA, but also serve as links between its external
modules. In addition to the internal modules, Figure 6 also shows the external modules with which they communicate.

The MTA is event driven in that it remains quiescent until an event is detected on one of its ports. Many events, such as
the invocation of a MTS-bind, Submission-control, Delivery-control or Register abstract-operation by an MTS-user or
another MTA, are dealt with directly and completely by the module assigned to that abstract-operation. However, other
events trigger processing that can reverberate through the MTA, endure over time and ultimately trigger one or more
output events. It is these events that engage the internal processing modules. They are:

a) amessage or probe originated by a locally supported MTS-user enters via the submission-port;

b) amessage, probe or report relayed from another MTA enters via the transfer-port
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Figure 5-— Ports and modules of an MTA

Becapise the processing within an MTA can become rather complex, especially for messages with multiple recipients, the
mode! assumes, as an‘internal bookkeeping device, that each message carries with it a set of instructions, one fgr the
messpge as a whol€,/arid one for each recipient. These instructions help guide a message through the processing|steps
and convey information between the modules and procedures internal to the MTA.

NOTES

I*  The procedures described

pect:
theq g and th 2 of proced NVOCa 2 0 n b he argument priority in case of a
message which enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the case of a report or a probe which
is generated internally or enters via the transfer-port.

message. This is adequate in all but one res
£SSage priority e on e e 1C1 e ion 1

herein focus on the processing of a single

2 An MTA can specify several default delivery time windows for each message priority [e.g. those values defined in
the F.400-Series Recommendations|]. The MTS and therefore each MTA involved should take such values into account during
message processing. For example, the MTA can apply a maximum delivery deadline. If that time period expires prior to delivery, the
MTA generates a non-delivery-report and discards the message. The required actions in this case are identical to the actions required
when latest-delivery-time is reached.

3 The discussion of trace-information is incomplete due to its complex nature. Some important details are highlighted
but the complete and definitive treatment of trace-information appears in 12.3.1.

4  ISO/IEC 10021-10 specifies some additions to and replacements of some of the procedures in this Service Definition,
which are applicable to MTAs which claim conformance to ISO/IEC 10021-10.
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Figure 6 — Relationship of internal and external modules
14.2 Deferred Delivery module
This module provides the Deferred Delivery element-of-service. It is invoked by the Message-submission and Message-
i} modules which pass a message to be checked for deferred delivery request and held if necessary. It invokes fthe Main
njodule, passing on the message upon completion of its single internal procedure.
1[.2.1 Deferred Delivery procedure
14.2.1.1 Arguments
A ' message.to be checked for deferred delivery request and held if necessary.

14.2.1.2 Results

The message is returned. If deferral occurred, an arrival timestamp accompanies the message.

14.2.1.3 Errors

The message with instructions detailing the problem encountered.

14.2.1.4 Procedure description

1) The message is checked for presence of the deferred-delivery-time field. If absent the procedure returns
the message and terminates. If present the deferred-delivery-time is checked against the current time. If
the deferred-delivery-time has expired, the procedure returns the message with the deferred-delivery-
time field removed and terminates.
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14.3

The Ma
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The Ma

2) This step applies only to a message from the Message-in module. The MTA checks for a bilateral
agreement requiring it to provide deferred delivery for this message. If there is such an agreement,
processing continues at step 3). If there is no such agreement, then one of the following is performed:

a) The procedure returns the message without deferring it, and then terminates.

b) The procedure returns the message with an instruction with a non-delivery-reason-code of
deferred-delivery-not-performed and a non-delivery-diagnostic-code of no-bilateral-agreement.
The procedure then terminates.

3) Depending upon policy, one of the following is performed:

a) If there is a bilateral agreement with the domain(s) or MTA(s) to which the message will be
transferred, that those domain(s) or MTA(s) will take responsibility for the deferral request, then the

se of an error condition or the need for a positive delivery report, the Main module can also be invoked by:

n modulexcontains procedures which, collectively, support the following functions:

procedure returns the message without deterring 1t. 1he procedure then terminates.

b) The current time is noted as the message arrival time, and the message is held until expiration of the
deferred-delivery-time. The message with the deferred-delivery-time field removed“and the
arrival timestamp are then returned, and the procedure terminates.

NOTE - It is necessary to remove the deferred-delivery-time field once deferral is completed so that-when the message]is
transferred to another domain or MTA there is no danger of non-delivery [see step 2) b)] if(the’clocks are out |of
synchronisation.

Main module

n module performs the bulk of processing on messages and probes entering’the MTA. Figure 6 shows the
hips between the Main module and the modules which it can invoke or’be invoked by. The Main moduleis
b invocation by:

1) the Probe-in module, which passes a probe;
2) the Deferred-delivery module, which passes a message;

3) the Probe module, which passes a probe.

4) the Message-out module, which passes-a message with per-message instruction indicating the probl¢m
encountered;

5) the Probe-out module, which~passes a probe with per-message instruction indicating the problgm
encountered;

6) the Message-delivery module, which passes a message with per-recipient instructions indicating the
problem(s) and/or sugcess(es) encountered;

7) the Probe-delivery-test module, which passes a probe with per-recipient instructions indicating the
problem(s) or.success(es) encountered;

8) the Deferred-delivery module, which passes a message with instructions indicating the problem
encountéred.

=~ '\ trace processing;

112

— loop detection;

—  routing and re-routing;

—  recipient redirection;

—  content conversion;

—  distribution list expansion;

—  message replication;

—  origin authentication of messages and probes;

—  name resolution.
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The procedures that perform these functions are called by a single Control procedure that guides the processing of each

message or probe received by the Main module. Figure 7 shows the organization of the Control and subsidiary
procedures within the Main module. Figure 8 shows the flow of information through these procedures.

For each message or probe received, the Main module calls the Control procedure with that message or probe as
argument. As result, the Control procedure returns one or more replicas of the message or probe with appropriate
instructions attached. Depending on the nature of these instructions the Main module then invokes:

1) the Message-out module, to which it passes each message with a per-message transfer instruction;

2) the Probe-out module, to which it passes each probe with a per-message transfer instruction;

elivery

instructions;

4) the Probe-delivery-test module, to which it passes each probe with one or more per-recipient delivery
instructions;

5) the Report module, to which it passes each message or probe with a per-message instraction and/or|one or
more per-recipient instructions indicating report generation.

IN FROM PROBE.-IN, DEFERRED DELIVERY, PROBE,
PROBE-DELIVER-TEST
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Figure 7 — Organisation of procedures within the Main module
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NOTH — Numbers in this figure refer to the numbered steps in‘the control procedures logic (see 14.3.1.4).
Figure 8 — Information flow within the Main module
14.3.1] Control procedure
This pfocedure directs each iricoming message or probe through the remaining procedures of the Main module. [The
overall flow of information is’shown in Figure 8.
14.3.1]1 Arguments
One of the following (these arguments correspond to the messages and probes that can be passed to the Main moglule
upon ifivocation):
1)\ ' a message or probe without instructions (from the Probe-in or Probe module);
2) T MESSage Without INStructions but wittr optionat arrivat tmestamp (from the Deferred-delivery module);
3) amessage or probe with per-message instruction describing a transfer problem (from the Message-out or
Probe-out module);
4) a message or probe with per-recipient instructions describing delivery problems or successes (from the
Message-delivery or Probe-delivery-test module).
14.3.1.2 Results
1) one or more replicas of the message or probe argument each accompanied by a per-message instruction
indicating transfer; and/or
2) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating delivery or delivery test; and/or
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one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating report generation.

14.3.1.3 Errors

None. Error conditions are accounted for in the results described above.

14.3.1.4 Procedure description

1) A message or probe without instructions:

The Front-end procedure is first called to perform trace initialisation and several per-message checks such
as message expiration and routing loop detection.

Upon a return with report instruction indicating a problem with the message, processing continues at
Step 9).

On all other returns processing continues below.

2) Routing-and-conversion-decision procedure is called to compute per-recipient routing and copversion
instructions. (These are complete instructions that will direct the message or probe throtugh the rgmainder
of the procedures.)

If a redirection instruction is indicated (e.g. recipient-assigned-alternate-recipient), prpcessing
continues at step 3).
Otherwise, processing continues at step 4) (Dispatcher).
3) Redirection is called. Upon successful return, processing continues @t step 2).
In the case of an unsuccessful return, processing continues at step\8) (Error-handler).

4) Dispatcher: The Dispatcher acts on the generated instructtons and passes control to the firdt of the

following procedures that is applicable:

—  Splitting [step 5)];

—  Conversion [step 6)];

—  Distribution-list-expansion [step 7)];

—  Error-processing [step 8)] in case thedecision process encountered a problem, e.g. routing eror;
—  Exit [step 10)].

5) Splitter is called for replicationsds)required by the per-recipient instructions generated in Roufing-and-
conversion-decision procedure.-For each replica processing continues individually at step 4) (Dispatcher).

6) Conversion is called for gach'message or probe needing conversion.

Upon successful return of the message or probe, processing continues at step 4) (Dispatcher).
Upon return with report instruction indicating a conversion error, processing continues at| step 8)
(Error-handler).,

7) The DL-expansion procedure is called.

Upon Suceessful return of a message, processing continues at step 2) so that the recipients resultjng from
DL ‘expansion can be properly dealt with.

If-a copy of the message with delivery report instructions is returned, in place of or in additign to the
above return, its processing continues at step 9).

A probe returning successfully will have report instructions; processing continues at step 9) [(Report-
generation).

Upon refurn of a message or probe with report instruction indicafing DL expansion Error-processing
continues at step 8).

8) This is the collection point that processing reaches upon detection that a message or probe cannot be
handled by the main line procedures. The Error-processing procedure is called to seek another delivery
method or a replacement recipient. Upon successful return the Error-processing procedure indicates the
new recipient in an instruction to the Routing-and-conversion-decision procedure [step 2)], where
processing continues.

If redirection is not possible, the message or probe is passed to the report generator [step 9)].
9) The Control procedure terminates at this point and returns a message or probe with report generation

instructions.

10) When a message or probe reaches this point the Control procedure terminates.
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14.3.2

Front-end procedure

This procedure performs trace initialisation, detection of message expiration, initial security check, loop detection, and
criticality check.

14.3.2.1 Arguments

A message or probe and an optional arrival timestamp.

14.3.2.2 Results

The message, or probe with initialised trace information for this MTA.

14.3.2.3

The mes

14.3.2.4 Procedure description

Errors

sage or probe with report generation instructions detailing the problem encountered.

)

2)

3)

4)

3)

6)

If the message has crossed a domain boundary, a trace-information-element for this domain is adg
with relay as action. If an arrival time accompanies the message, then delivery deferral has occurred 4
deferred-time is set to the current time and arrival-time is set to the accomipanying timestamp val

ed
nd
Lie.

Otherwise no deferral has occurred and the arrival-time is set to the curtent’time. An internal-trafe-

information-element is also added whether or not the message has crossed)a domain boundary.

If required by the security policy in force and/or if the message-origin-authentication-check is incorrs
the procedure returns a report generation instruction. The values‘of the non-delivery-reason-code 4
non-delivery-diagnostic-code are set to unable-to-transfer ¢and secure-messaging-error, respectivel

ct,

Y.

If any of the per-message extension fields, or the per-récipient extension fields for recipients for which

responsibility is set to responsible, is marked critical<for-transfer but is not semantically understood|
the MTA, the procedure returns a report generatiofi’instruction for those recipients. If report generat

by
on

instructions have been generated for some (but riot all) recipients for which responsibility has the value

responsible, then an instruction to split the message is returned. The non-delivery-reason-code is se

to

unable-to-transfer and the non-delivery-diagnostic-code to unsupported-critical-function. The

procedure then terminates.

NOTE - Older implementations-may use another value of non-delivery-reason-code which was specifieq
earlier editions of this Service Definition.

in

If the latest-delivery-time ‘has passed, or the system’s maximum transit time has elapsed for fthe
message’s priority, the-procedure returns a report generation instruction. The non-delivery-reason-c¢de
is set to transfer-failure' or unable-to-transfer as appropriate and the non-delivery-diagnostic-cod¢ is

set to maximum-time-expired. The procedure then terminates.

Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definitjon.
However,an-example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is

detected)-tHe procedure returns a report generation instruction. The non-delivery-reason-code is se

to

transfér-failure and the non-delivery-diagnostic-code is set to loop-detected. The procedure then

términates.

Depending upon its policy, the MTA may verify that the value of notification-type corresponds to |the
content. If the MTA does not verify notification-type, or if it corresponds to the content, then |the

procedure terminates successfully. If the MTA verifies notification-type and it does not correspond to the

content, then one of the following is performed depending upon policy:

a) the non-correspondence is ignored and the procedure terminates successfully;

b) if the notification-type is not set to one of the values type-1, type-2, or type-3, notification-type is

set to the correct value and the procedure terminates;

c) if the notification-type is set incorrectly to one of the values type-1, type-2, or type-3, the procedure
returns a report generation instruction with a non-delivery-reason-code of unable-to-transfer and a

non-delivery-diagnostic-code of incorrect-notification-type. The procedure then terminates.

The MTA may verify service-message with similar procedures.
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For each of a message or probe’s recipients for which the MTA is responsible, this procedure determines the routing and
conversion actions, if anv. to be taken hv this MTA . The actions are recorded as ppr-rpmpupnt instructions associated

S, i1 ally, il

with the message. The actions are subsequently carried out by other sub-procedures within the internal procedure, or
elsewhere in the MTA.

NQTE — This nrocedure mav be called mnlﬂnlp times for anv narticular m

NOTE — This procedure may be called multiple times for an y particular message. In such cases, the procedure ignores
per-recipient instructions generated by previous calls to tms procedure which have not yet been acted upon elsewhere
14.3.3.1 Arguments
— A message or probe with responsibility set to responsible for those recipients of concern to this MTA
1427279 Dagenléc
AT T INOUDUIL
The| message or probe that formed the procedure’s argument plus new or revised per-recipient instructionsyindicating
whdt ranting and nacgihle caonvercion action chonld he takean by thic MTA
vviigu lUullllé aillu PUDD[UIU VULIVY VIDIVIL AViiVILl DUV UIU ULV wanviL v ULLD 1YL L .
14.3.3.3 Errors
None. Error conditions, if any, are noted in the per-recipient instructions.
143224 DProcadnra doacorintion
A FeFoJe™ ¥ A LUNVUUIL V ULVONE ll’llull
Each recipient is considered in turn. If responsibility is set to not-responsible, the récipient is ignored. Otherwjse, the
mtina_dacicion and Canvercinn_decicinn nracednrec are called in tiirn for thic racinibnt Whan all raciniente hade haoan
INU Y tlll& MLVLVIOIVLLI AQlIW VLYV VI DLIVILIT VIOV Pl VVLVUUIVYO GiVv VALIVU 111 VULLL AV ULl l\d\llyl\flll YV 1ivil All l\d\dlyl\rllla aywv vwwil
conpidered in this way the procedure terminates. See Figure 9.
> ROUTING
< DECISION
ROUTING
AND
CONVERSION
DECISION
> CONVERSION
< DECISION

TISO7380-96/d07

Figure 9 — Organisation of-procedures within routing and conversion decision procedure

14.3.4 Routing-decision procedure
Thiks procedure generates a routing instruction for a single message recipient.
14.83.4.1 Arguments

1) A mgssage recipient plus the per-recipient instruction, if any, applicable to this recipient.

2) THe per-message instruction, if any, applicable to this message. Other message fields are also acgessible
to the procedure as required.

14.|3.4.2 Results

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:
a) relay to another MTA;
b) deliver to a local recipient;
¢) expand the distribution list represented by this recipient;

d) generate a report indicating delivery failure. The non-delivery-reason-code and non-delivery-
diagnostic-code are included in the instruction;

e) redirect to a preferred address or to a recipient specified alternate recipient.

14.3.4.3 Errors

None. Error conditions are recorded in the routing instruction.
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14.3.4.4 Procedure description

The procedure is described in the following steps.

NOTE — To ensure the security-policy is not violated during routing, the message-security-label should be checked as
appropriate against the security-context.

1))

If there is a per-message instruction indicating a previous relay failure, then the procedure attempts to
compute an alternate next hop destination for this recipient. The choice of routing algorithm is beyond the
scope of this Service Definition. However, an example of an applicable algorithm is contained in 14.3.11.
If successful, then the message’s internal-trace-information is updated with a rerouted routing-action
to reflect the fact that the message has been re-routed (see 12.3.1). If the message was to have crossed a
domain boundary, then the trace-information is also updated accordingly. The procedure returns a relay

b % s 41 14 -~ 1 - - 1 4 M +
mstructromto-theattermatedestimmatromrana-termimates:

2)

3)

4)

5)

6)

If no alternate next hop is available or all available next hops have already been tried unsuccessfull
prohibited, then the procedure returns a report generation instruction for this recipient. The non-deliv
reason-code is set to transfer-failure and the non-delivery-diagnostic-code is set as appropriate tg
relay failure encountered. The procedure then terminates.

If the per-recipient instruction indicates a delivery failure, then the procedure returns_ a report generTion

instruction for this recipient. The non-delivery-reason-code and non-delivery-diagnostic-code are t
supplied by the Message-delivery or Probe-delivery-test procedure. The procedure then terminates.

y or
b ry-
the

0se

If the recipient is specified by an OR-name which contains only a directory-name (which may hagpen

following distribution list expansion, if a DL member is specified only by directory-name), the M
attempts to acquire the OR-address from the Directory. If the QR-address cannot be determined
procedure returns a report generation instruction for this recipient and terminates. The non-deliv
reason-code is set to directory-operation-unsuccessful and\the non-delivery-diagnostic-code ma
set according to the problem encountered.

In all other cases than the above, the following steps are'taken.

If the recipient OR-address unambiguously specifies an actual recipient but is not a preferred addres

ITA
the

Ery-
be

s of

that recipient, then a redirection instruction is:generated containing the recipient’s preferred OR-npme

and redirection reason alias, and the procedure‘terminates.

If the recipient is a distribution list for which this MTA serves as expansion point, then the message’s

DL-expansion-prohibited argument(s examined. If the value is DL-expansion-allowed, then|
procedure returns a routing instruction (subject to the security-policy in force) to expand the distriby
list and terminates.

If the value is DL-expansion-prohibited, or the security-policy prohibits the use of a DL, then

the
tion

the

procedure returns a repert\generation instruction for this recipient. The non-delivery-reason-code i} set
to unable-to-transfer and non-delivery-diagnostic-code to DL-expansion-prohibited. The proceflure

then terminates.

If the recipient,appears to be local, that is, an MTS-user directly supported by this MTA, then
following steps are taken:

the

a) Ifthe’OR-address does not unambiguously specify an actual recipient the procedure returns a rgport
generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-trarsfer
and the non-delivery-diagnostic-code is set to unrecognized-OR-name or ambiguous-OR-nfame

as appropriate. The procedure then terminates.

b) If the OR-address unambiguously specifies an actual local recipient, then the recipient registrgtion
hecked—f imient-assiomed-redirections—thed L : Herhate
recipient the user-security-label should be checked against the message-security-label to ensure no

violation of the security-policy occurs.

If recipient-assigned-redirections has been registered for this recipient, is allowed by the recipient-
reassignment-prohibited field, and is permitted by the security-policy, then the encoded-
information-types, content-length, content-type, message-security-labels, priority, originator-
name, redirection-history and DL-expansion-history of the message are compared with each

redirection-class from recipient-assigned-alternate-recipient in turn until a redirection-clas

S 1S

found whose specified values match those of the message. If such a redirection-class is found, then

the associated recipient-assigned-alternate-recipient forms the first argument of a call to
redirection procedure. The other arguments are an indication of the recipient to be replaced,
message, and the redirection-reason recipient-assigned-alternate-recipient.
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On normal completion of the redirection procedure, the Routing Decision procedure is re-entered. If
the redirection procedure signals a redirection loop error, then control passes to the error processing
procedure.

If recipient-assigned-redirections have not caused the message to be redirected, and one or more
deliverable-classes have been registered, then the MTS determines whether the message satisfies the
criteria specified by at least one deliverable-class, and so may be delivered.

For each deliverable-class, the message’s encoded-information-types are compared with the
recipient’s encoded-information-types-constraints, the message’s content-type is compared with
the recipient’s deliverable-content-types, the message’s content-length is compared with the
recipient’s deliverable-maximum-content-length, and the message’s security-labels are compared
with the recipient’s deliverable-security-labels.

d)

The encoded-information-types-constraints component is used together with the echoded-
information-types specified in the message (the converted-encoded-information-types from the
last element of trace information which contains this, or the original-encoded-information-types
otherwise), to decide whether the message may be delivered:

— If no encoded-information-type is specified in the message, or the encoded-infor]:ation-
types-constraints component is absent, then the message satisfies_the encoded-information-
types-constraints of this deliverable-class.

—  Otherwise, if unacceptable-encoded-information-types \are” specified, and the message
contains at least one matching encoded-information-type,)then the message does not satisfy
the encoded-information-types-constraints of this deliverable-class.

—  Otherwise, if acceptable-encoded-information-types are specified, and the message ¢ontains
at least one matching encoded-information-type, then the message satisfies the encoded-
information-types-constraints of this delivérable-class.

—  Otherwise, if exclusively-acceptable-encoded-information-types are specified, 4nd the
message contains at least one encoded-information-type which does not match any in|the list,
then the message does not satisfy the encoded-information-types-constraints |of this
deliverable-class.

—  Otherwise, the message \satisfies the encoded-information-types-constraints pf this
deliverable-class.

The MTS shall not deliver the message unless it satisfies all the constraints of at least orle of the
registered deliverable-classes.

The restricted-delivery registration parameter is used to decide if a message may be delivere

=

—  Ifno restricted-delivery parameter is registered the message may be delivered.

—  If one’ or more restriction is registered, then the originator-name, the OR-name frdm each
element of DL-expansion-history, and the OR-name from each element of redirection-
history from the message are compared with each registered restriction (which has obfects set
to messages or both) in turn until a match occurs. If delivery is permitted in the matching
restriction, then a delivery instruction is returned, and if not permitted, then a report generation
instruction is returned.

The procedure to determine an exact-match of OR-names is described in the OR-namg-match
rule in 1244 and pattern-match in the OR-name-elements-match rule in 12/4.5 of

7

e)

ITLIL.T R N 412 1LI1ISONEC 10021 5
HH-FRee=-H3HSOAECH621-5-
If no problem is encountered, then the Routing-decision procedure returns a delivery instruction for
this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a
report generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-
transfer and the non-delivery-diagnostic-code is set as appropriate to the message problem
encountered. The procedure then terminates.

If the recipient is not local to this MTA, the deliverability considerations in step 6) may be taken into
account. If these do not generate an instruction, then the Routing-decision procedure attempts to
determine a next hop instruction (subject to the security-policy in force) for this recipient. If successful,
then a relay instruction to the next hop is returned and the procedure terminates.
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If a next hop cannot be determined, then the procedure returns a report generation instruction for this
recipient. The non-delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-
code is set as appropriate to the problem encountered. The procedure then terminates.

14.3.5 Conversion-decision procedure

This procedure generates a conversion instruction for a single message recipient.

14.3.5.1 Arguments
1) A message or probe recipient plus the per-recipient instruction, if any, applicable to this recipient.
2) Other message fields are also considered by the procedure:
—a)y—thecurrentencoded=informmation=types; giverr by thefatest tonverted=encoded=imformation=types
in trace-information, if such a field exists, or else by original-encoded-information-types;
b) implicit-conversion-prohibited;
c) conversion-with-loss-prohibited;

d) explicit-conversion.

14.3.5.2| Results
1) A content conversion instruction applicable to this recipient, and, possibly:

2) A revised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the requirgd
conversion, or, in lieu of 1) and 2) above:

3) An instruction to generate a report indicating delivery failure. The non-delivery-reason-code and nop-
delivery-diagnostic-code are included in the instruction.

14.3.5.3| Errors

None. Efror conditions are recorded in the routing instruction.

14.3.5.4] Procedure description

NOTE - As the circumstances under which a particular MTA stages conversion may be the subject of futyre
standardilzation, it is impractical to describe a procedure to décide what EITs are required for conversion output. For example, if an
intermedjate MTA stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Consequenfly
the folloying items assume that the EITs for conversion(are known to the MTA:

1) Ifexplicit conversion is required.for this recipient, the procedure starts at step 6).

2) If implicit conversion is required but the recipient has not subscribed to the implicit conversion facility,
the procedure returns-a.negative report instruction with the non-delivery-reason-code conversion-ngt-
performed and the nen-delivery-diagnostic-code implicit-conversion-not-subscribed. The procedyre
then terminates,

3) If the required) conversion is impractical, the procedure generates a negative report instruction with the
non-delivery-reason-code  conversion-not-performed and the non-delivery-diagnostic-cofle
conversion-impractical. The procedure then terminates.

4) If’eonversion would be required but is prohibited for the message, the procedure generates a negatiye
report instruction with the non-delivery-reason-code conversion-not-performed and the non-deliveny-
diagnostic-code conversion-prohibited. The procedure then terminates.

5) If the required conversion would cause a loss of information and the conversion-with-loss-prohibited
field has the value with-loss-prohibited, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and one of the following non-delivery-
diagnostic-codes, as appropriate:

—  line-too-long;

—  page-split;

—  pictorial-symbol-loss;

—  punctuation-symbol-loss;

—  alphabetical-character-loss; or
—  multiple-information-loss.

The procedure then terminates.
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If the required conversion cannot be performed by this MTA, and it is known that another MTA can
perform it, then no conversion instruction is generated. The routing instruction previously generated is
changed to Transfer-out or Probe-out, with a next hop destination appropriate to the MTA in question.
Care should be taken, however, to avoid a routing loop. The procedure then terminates.

If the required conversion can be performed by this MTA, the procedure returns an instruction to perform
the conversion and terminates.

Error-processing procedure

When another procedure encounters a deliverability or routing error, this procedure is called to determine whether
delivery or routing can be achieved by reassignment of the recipient or by choosing a different OR-address for the same
recipient. If not, non-delivery must be signalled to the Report module. Errors provoking a call on this procedure include:

14.3

14.3

14.3

Non|

14.3

6.1

1y
2)

6.2

™

1)

NOTE - The action taken on Error-processing shall be subject to the security-poliCy in force.

Arguments

Results

nessage or probe in question with an updated recipient-name field, or

1) the message or probe in question;
2) report instructions.
6.3 Errors

6.4 Procedure description

recipient-name does not identify an MTS-user or DL;
delivery failure;

MTA is unable to perform necessary conversion;
transfer path problems;

DL-expansion problems;

security violations;

conflict with registration parameters.

a message or probe with the per-recipient fields that caused\the problem;

report instructions indicating the error.

NOTE - This progedure may be called multiple times for a given recipient. Eventually all alternatives will be exhausted
and dtep 5) executed to repert, failure.

The arguments are checked for the inclusion of a directory-name. If one is present, the Directory [Name
Resolution procedure (see 14.3.12) is called to determine a new OR-address. If this is different frqm the
original OR-address, it is combined with the directory-name to form the OR-name of an alternate
recipient. The Redirection procedure is then called to redirect the message to this alternate recipient, with
redirection-reason directory-look-up.

or-requested-alternate-recipie as-spécified
for the recipient of concern. If so and if it is different from the current recipient-name, the Redirection
procedure is called with the message, relevant fields indicated, as argument. Upon successful return from
Redirection, the procedure terminates, returning the now redirected message as result.

Otherwise the procedure checks for a delivery error, and if present checks the error’s cause by
examination of the non-delivery-reason-code and non-delivery-diagnostic-code. If the recipient
OR-address does not identify an MTS-user or DL, then the per-message-indicators are checked for
alternate-recipient-allowed. If the value found is alternate-recipient-allowed, and the MTA has been
configured with an alternate-recipient for this class of recipient which is different from the current
recipient-name, then Redirection is called to redirect the message to the alternate-recipient. Upon
successful return from Redirection, the procedure terminates, returning the now redirected message as
result.

ITU-T Rec. X.411 (1995 E) 121


https://standardsiso.com/api/?name=771dcda59b977637391e3bd2a50987aa

ISO/IEC 10021-4 : 1997 (E)

4) The handling of errors which can be resolved but are due to other than addressing problems, is a local
matter, for example routing to another MTA within the domain because of conversion problems.

5) If the delivery error is of a type other than those cited above, or if the value of alternate-recipient-
allowed is alternate-recipient-prohibited, or if no suitable MD-specified alternate-recipient exists, then
the procedure returns a report instruction and terminates.

14.3.7 Redirection procedure

This procedure redirects a message.

NOTE ~ The use of redirection facilities shall be subject to the security-policy in force.

14.3.7.1 Arguments

1) The OR-name of the replacement recipient to whom the message is to be redirected.
2) The per-recipient message fields for the recipient to be replaced by an alternate.
3) The message or probe which is to be redirected.

4) The redirection reason.

14.3.72 Results

The mgssage or probe supplied in the third argument with the recipient identified in the seéond argument replaced by the
replac¢gment recipient specified in the first argument.

14.3.7{3 Errors

An indication that a redirection loop has been detected.

14.3.7}4 Procedure description

1) The procedure first ensures that redirection to the specified replacement recipient would not result|in a
redirection loop. The OR-address of the replacemient recipient supplied in argument 1) is compared pwith
each intended-recipient-name from the sequeénce of redirection-history from the per-recipient flelds
identified in argument 2). Upon a match the-procedure terminates indicating that a redirection loop| has
been detected.

2) An element is appended to the redirection-history (which is created if not present), using the recipient-
name from argument 2) to form-the intended-recipient-name, obtaining the redirection-reason from
argument 4), and containing the time at which this redirection is performed. The OR-name supplidd in
the first argument is then substituted for that recipient-name.

3) In the other-actions-field of the current trace-information and internal—trace-informatiol if
dl-operation is not already indicated, then the value redirected is indicated, otherwise new tnace-
information and-intérnal-trace-information elements are created with the value redirected indicatefl.

4) The message.ttansfer envelope is updated as follows:

—  recipient-name: replaced;

— . frace-information/internal-trace-information: indicate redirected;

-\ redirection-history: append previous recipient-name
and redirection-reason;

=~  originator-requested-alternate-recipient: deleted if, and only if,
redirection-reason indicates
OTigi = = -Tecipl

14.3.8  Splitter procedure

The Splitter replicates messages and probes as required for further processing. The replicas are modified as appropriate
to correctly indicate the distribution of responsibility for the various recipients from the original. Each replica is
accompanied by a per-message instruction indicating its further disposition within the MTA.

NOTE - The use of Splitter facilities shall be subject to the security-policy in force.
14.3.8.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient routing/conversion
instruction accompanies the message.
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14.3.8.2 Results

One or more replicas of the original message or probe with responsibility appropriately indicated, and a per-message
instruction indicating the replica’s further disposition within the MTA.

14.3.8.3 Errors

None.

14.3.8.4 Procedure description

The Splitter examines the instructions generated by the Routing-and-conversion-decision procedure to (conceptually)
segregate the recipients with responsibility set to responsible into groups. A replica is created for each group. Further
processi eplica-Gn-other procedures)is-dependenton-the routing and-converstonin i appheable to the

NOTES

1 Message replication is required in an MTA because of the potentially differing treatment required for a essage's
vatfious recipients. These differences arise from the need for more than one relaying path outward from an MTA, from the|need for
mopre than one conversion to be carried out on the message’s content and from the need to expand distribution lists. For pxample,
when more than one relay path exists, a separate copy of the message must be created for each such pathywith responsibility values
as gippropriate for the recipients lying along that path.

2 The determination of what replicas are needed is a local matter, undertaken to minimize the total numbef of such
repllicas created. The following paragraphs suggest one approach but are not intended to constrain/in any way the approach [followed
in gn actual implementation.

3 For simplicity of exposition, the Splitter is described as a single-pass«algorithm. That is, all necessary replicas are
crepted prior to any further processing. An important optimisation would be to minimally $plit the message for conversion, arld then to
comaplete the splitting of the converted copies.

1) The procedure considers first those recipients for which ‘content conversion instructions exisf. These
recipients are grouped such that the members of‘each group are subject to identical copversion
instructions. A replica is created for each such.group with responsibility set to responsible| for the
recipients in that group, not-responsible for all-others.

2) The recipients are then examined for those for which DL-expansion instructions exist. A replica ig created
for each such DL recipient with responsibility set to not-responsible for all recipients but the single DL
that yielded the replica.

3) The groups are further subdivided’based on per-recipient routing instruction calls for Transfer-out or
Probe-out. These recipients are;grouped such that each group shares a common next hop destinption. A
replica is created for each-Such group with responsibility set to responsible for recipients in thg group,
not-responsible for all. others. For all recipients in each such group, this will be either the fifst relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicdte)that this is a first or subsequent re-routing.

4)  Finally, the reuting instructions for some recipients will call for Message-delivery or Report-generation.
A replica @s-created for each such subgroup with responsibility set to responsible for the recipienfts in the
group, mot-responsible for all others.

5) If disclosure-of-other-recipients is not requested, recipients whose responsibility is|set to
not-responsible may be removed.

6)~"Any per-recipient-extensions for those recipients with responsibility set to not-responsible fmay be
deleted.

7)  The procedure now terminates.

14.3.9 Conversion-procedure

This procedure performs conversions on messages and indicates those conversions that would have been performed on
probes.

14.3.9.1 Arguments

A message or probe with the required conversion(s) indicated.

14.3.9.2 Results

The message or probe with conversions performed and indicated (just indicated in the case of a probe).
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