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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,

governmental ahd non-governmental, i haison with 150 and 1EC, also fake part t the

work.

In the field of information technology, ISO and IEC have established a joint technical

committee, ISO/IEC JTC 1. Draft International Standards adopted by the
technical committee are circulated to national bodies for voting), Publication

joint
s an

International Standard requires approval by at least 75 % of the'national bodies cdsting

a vote.

International Standard ISO/IEC 10021-4 was prepared by Joint Technical Commpittee

ISO/IEC JTC 1, Information technology.

[SO/IEC 10021-4 consists of the following parts, under the general title: Inform

ntion

technology — Text Communication —sMessage-Oriented Text Interchange Sy§tems

(MOTIS) —

— Part 1: System and Service Overview
— Part 2: Overall Architecture

—  Part 3. Abstract Service Definition Conventions

—  Part 4: Message Transfer System: Abstract Service Definition and Procédures

— Part 5: Message Store: Abstract Service Definition
— Part 6% Protocol Specifications

—-\Part 7. Interpersonal Messaging System

Annex A forms an integral part of this part of ISO/IEC 10021. Annexes B, C and

for information only.

D are

X1
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 (the International Standards
for Message-Oriented Text Interchange Systems (MOTIS)).

MOTIS provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and
delivered to one or more other users (the recipients).

The MT[S comprises a number of message-transfer-agents (MTAs), which transfer messages and\dgliver
them to |their intended recipients.

This Infernational Standard was developed jointly by CCITT and ISO/IEC. The equivalent CCITT
document is CCITT Recommendation X.411,

Xii
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INTERNATIONAL STANDARD

ISO/IEC 10021-4 : 1990 (E)

Information technology - Text Communication -
Message-Oriented Text Interchange Systems (MOTIS) -

Part 4 : Message Transfer System: Abstract Service Definition and
Procedures

1

Section one - Introduction

Sicope

This par{ of ISO/IEC 10021 defines the abstract-service provided by the MIS (the MTS Abs
Service), |and specifies the procedures to be performed by MTAs to ensuré/the correct distributed
operation| of the MTS.

fract

ISO/IEC |10021-2 identifies the other International Standards which ¢define other aspects of Megsage
Handling|Systems.

Access tol the MTS Abstract Service defined in this part of ISOAEC 10021 may be provided by the

Access Pr
part of I

ISO/IEC |10021-6.

MTS

otocol (P3) defined in ISO/IEC 10021-6. The distributed operation of the MTS defined in this
5O/IEC 10021 may be provided by the use of the¢MTS Transfer Protocol (Pl) also defingd in

Section two of this part of ISO/IEC 10021 defines the MTS Abstract Service. Clause 6 describeq the

Message

[ransfer System Model. Clause 7 providescan overview of the MTS Abstract Service. Clayse 8

defines the semantics of the parameters of the MTS Abstract Service. Clause 9 defines the abstdact-
syntax of] the MTS Abstract Service.

Section three of this part of ISO/IEC 10021 defines the MTA Abstract Service. Clause 10 refineq the
model of|the MTS, first presented in clduse 6, to show that the MTS comprises a number of MTAs
interwork with one another to provide the MTS Abstract Service. Clause 11 provides an overview of
the MTA| Abstract Service. Clause. 12 defines the semantics of the parameters of the MTA Abs

Service,

Clause 13 defines the abstract-syntax of the MTA Abstract Service.

that

fract

Section fpur of this part of ISQ/IEC 10021 specifies the procedures performed by MTAs to ensurq the
correct djstributed operatiofrof the MTS.

Annex A| provides a réference definition of the MTS object identifiers cited in the ASN.l modulgs in
the body|of this part<f ISO/IEC 10021.

Annex B| provides”a reference definition of the upper bounds of the size constraints imposed
variable lengthrdata types defined in ASN.l1 modules in CCITT Recommendation X 411,

ipon

Annex (Ladentifies the technical differences between the [SQ/AEC and CCITT versions of CJITT
Recommendation X.411 and this part of ISO/IEC 10021.

Annex D provides an index to this part of ISO/IEC 10021, categorised into: definitions of the MTS
parameters; Abbreviations; Terms; ASN.l modules; ASN.l macros; ASN.Il types; and ASN.1 values.

2

Normative references

The following standards contain provisions which, through reference in this text, constitute provisions
of this part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All
standards are subject to revision, and parties to agreements based on this part of ISO/IEC 10021 are
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encouraged to investigate the possibility of applying the most recent editions of the standards listed
below. Members of ISO and IEC maintain registers of currently valid International Standards.

2.1 Open Systems Interconnection

This part of ISO/IEC 10021 cites the following OSI specifications:

1SO 8824:1990, Information processing systems - Open Systems Interconnection - Specification of
Abstract Syntax Notation One (ASN.T).

2.2 Message Handling Systems
This part of ISO/IEC 10021 cites the following Message Handling System specifications:

ISO/IEQ 10021:1990, Information technology - Text communication - Message-Oriented Text
Interchange Systems (MOTIS ) -

Part 1: Service and system overview.

Part 2: Overall architecture.

Part 3: Abstract service definition conventions:
Part 5: Message store : Abstract servicedefinition.
Part 6: Protocol specifications.

Part 7; Interpersonal messaging, system.

CCITT [X.408:1988, Message handling systems=~Encoded information type conversion rules.

2.3 Directory Systems

This paft of ISO/IEC 10021 cites the following Directory System specifications:

ISO/TIEQ 9594:1990, Informatioir'technology - Open Systems Interconnection - The Directory
Part_1"Overview of concepts, models, and services.

Part 2: Models.

Part 3: Abstract service definition.

Part 4: Procedures for distributed operation.

Part 5: Protocol specifications

Part 6: Selected attribute types.
Part 7. Selected object classes.

Part 8: Authentication framework.


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990

24 Country Codes

This part
ISO 3166:

3 D

For the p

4 A

For the p

5 C

This Intes

5.1 T

Througho
paramete
begin wit
an upper-
and valug
bold.

5.2 P

In the tables of parameters in clauses 8 and 12, the presence of each parameter is qualified as follow

M

O
al
al

of ISO/IEC 10021 cites the following Country Code specification:

1988, Codes for the representation of names of countries.

efinitions

(E)

irposes of this part of ISO/IEC 10021 the definitions given in ISO/IEC 10021-2 apply.

bbreviations

urposes of this part of ISO/IEC 10021 the abbreviations given in ISO/IEC 10021-2 apply.

onventions

national Standard uses the descriptive conventions described below.

rms

ut this part of ISO/IEC 10021 the words of defined-‘terms and the names and values of
s of the MTS Abstract Service and the MTA Abstract Service, unless they are proper na
h a lower-case letter and are linked by a hyphen<thus: defined-term. Proper names begin
case letter and are not linked by a hyphen thus! Proper Name. In clauses 8 and 12, the n3
s of the parameters of the MTS Abstract Service and the MTA Abstract Service are printe

esence of Parameters

andatory (M): A mandatéry parameter shall always be present.

ptional (O): An optional argument shall be present at the discretion of the invoker of]
stract-operation;.am optional result shall be present at the discretion of the performer of]
stract-operation.

pnditional (€)7 A conditional parameter shall be present as defined by this Internati

presence of a condmonal argument of the Message transfer abstract operatlon is dependent on

port by the MTS thlS 1s exphcrtly defmed The presence of other condmonal paramete

here ‘a~conditional parameter shall be present due to some action on the message, prob

the
mes,
with
mes
d in

the
the

onal

£ or
(s 1S

the

the presence of the same optional argument in the related Message-submission abstract-
operation).

5.3 Abstract Syntax Definitions

This part of ISO/IEC 10021 defines the abstract-syntax of the MTS Abstract Service and the MTA
Abstract Service using the abstract syntax notation (ASN.1) defined in ISO 8824, and the abstract service
definition conventions defined in ISO/IEC 10021-3.
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Where there are changes implied to the protocols defined in CCITT Recommendation X.411 (1984),
these are highlighted in the abstract syntax definitions by means of underlining.
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Section two - Message Transfer System Abstract Service

6 Message Transfer System Model

(E)

Message Handling provides for the exchange of messages between users on a store-and-forward basis.
A message submitted by _one user (the nrlornnfnr\ is transferred through the Message Transfer System

(MTS) and delivered to one or more other users (the recipients).

The MTS

is described using an abstract model in order to define the services provided by thenMTS

whole - the MTS Abstract Service.

The MTS

S a

is modelled as an object, whose overall behaviour can be described without! reference to its

internal sfructure. The services provided by the MTS object are made available at~ports. A typd of
port reprepents a particular view of the services provided by the MTS object.

A user off

through a

port which is paired with an MTS port of the same type.

A type of| port corresponds to a set of abstract-operations which can ocgur at the port; those which

be perforr

the MTS gbject (performed by the MTS-user object).

A port mgy be symmetrical, in which case the set of operations performed by the MTS object may

be invoke
object is
consumer

operations.

1 by the MTS object, and vice versa. Otherwise,th¢ port is asymmetrical, in which case
aid to be the supplier or consumer with respect to~the type of port. The terms supplier

by anothefr object; the service object (eg the MTS)is usually regarded as being the supplier, and
user objedt (eg an MTS-user object) is usually regarded as being the consumer.

Before obljects can invoke operations on one another, they must be bound into an abstract associal

The bindi
until the
The bindi

ng of an association establishes“the credentials of the objects to interact, and the applicat

context and security-context of the asSeciation. The application-context of an association may be on
more types of port paired betweensthe two objects.

the MTS is also modelled as an object, which obtains the services provided by the MTS

can

hed by the MTS object (invoked by the MTS-user object), anid those which can be invoked by

also
the
and

are used only to distinguish between the rolescof a pair of ports in invoking or perfornjing
The assignment of the terms is usually intuitive when one object is providing a service ysed

the

on.

ng of an association between objects establishes a relationship between the objects which lasts
association is released. An assogiation is always released by the initiator of the associatfon,

OH -
£ Or

The modgl presented is abstract..” That is, it is not always possible for an outside observer to idenftify
the boundaries between objects, or to decide on the moment or the means by which operations oc

However,

in some cases (the abstract model will be realised. For example, a2 pair of objects w

cur.
hich

communidate through paired ports may be located in different open systems. In this case, the boundary

between t
of OSI co

e objects i§ viSible, the ports are exposed, and the operations may be supported by insta
mmunication:

nces

The MTS object. supports ports of three different types: a submission-port, a delivery-port and an
administrgtion-port.

A submissm_n-port enables an MT5-user to submit messages to the M1S tor transter and delivery to one
or more recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept
reports on the delivery or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS
associated with message delivery, and enables either the MTS or the MTS-user to change their
credentials with one another.
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A message submitted by one MTS-user via a submission-port will normally be delivered to one or more
recipient MTS-users via delivery-ports. The originating MTS-user may elect to be notified of the
delivery or non-delivery of a message via its delivery-port.

Figure 1 models the Message Transfer System (MTS).

Clause 7 provides an overview of the MTS Abstract Service.

' Message-
Originator Message- delivery
submission /

S
Message Intended-
Transfer recipients
Report- System
delivery (MTS)

(non-delivery)

Non-delivery

Figure 1
Message Transfer System:Model

7 Message Transfer System Abstract Service Overview

This paft of ISO/IEC 10021 defines the following services that comprise the MTS Abstract Service:

MTS Bind and Unbind
a) MTS-bind
b) MTS-unbind

Submission Port Absiract Operations

¢) Message-submission

d) Probe-submission

e) Cancel-deferred-delivery
1y Submmissionr=comtrot

Delivery Port Abstract Operations
g) Message-delivery
h) Report-delivery

1) Delivery-control
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Administration Port Abstract Operations

1) Register

k) Change-credentials.

7.1 MTS Bind and Unbind

The MTS
establish
invoked i

The MTS

(E)

n the context of an established association.

Lunbind enables the release of an established association by the initiator of the aSsociation,

7.2 Sulbmission Port

The Messhge-submission abstract-operation enables an MTS-user to submit a‘message to the MTS
transfer apd delivery to one or more recipient MTS-users.

The Probgq
whether d

were to be submitted.

The Cang

message previously submitted (for deferred-delivery) by invogation of the Message-submission abstr

operation

The Submission-control abstract-operation enables the"MTS to constrain the use of the submission-
abstract-dperations by the MTS-user.

Lbind enables either the MTS-user to establish an association with the MTS: or the MTS to
hin association with the MTS-user. Abstract-operations other than MTS-bind canc~only| be

for

-submission abstract-operation enables an MTS—user to submit a probe.ix} order to determine
r not a message could be transferred and delivered to on€ or more recipient MTS-users If it

el-deferred-delivery abstract-operation enables an>MTS-user to request cancellation of a

ACt-

bort

The Messpge-submission and Probe-submission‘\abstract-operations may cause subsequent invocation of
the Report-delivery abstract-operation by theXMTS.

7.3 Dglivery Port

The Mess

hge-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.

The Report-delivery abstract=pperation enables the MTS to acknowledge to the MTS-user the outc
of a previous invocationof>the Message-submission or Probe-submission abstract-operations. For
Message-gubmission abstract-operation, the Report-delivery abstract-operation indicates the deliver
non-delivery of the <submitted message. For the Probe-submission abstract-operation, the Rep

detivery

bstract-operation indicates whether or not a message could be delivered if it were td

submitted. The Report-delivery abstract-operation may also convey a notification of physical-deli

by a PDS

bme
the
y or
ort-
be
ery

The Deliyery-control abstract-operation enables an MTS-user to constrain the use of the delivery-
abstract-operations by the MTS.

port

7.4 Administration Port

The Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user
held by the MTS, associated with message delivery.

The Change-credentials abstract-operation enables either an MTS-user to change it’s credentials with

the MTS,

or the MTS to change it’s credentials with the MTS-user.
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8 Message Transfer System Abstract Service Definition
This clause defines the semantics of the parameters of the MTS Abstract Service.
Clause 8.1 defines the MTS-bind and MTS-unbind. Clause 8.2 defines the submission-port. Clause 8.3
defines the delivery-port. Clause 8.4 defines the administration-port. Clause 8.5 defines some common

parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and MTS-unbind
This clhuse defines the MTS-bind and MTS-unbind used to establish and release associations betwpen an
MTS-uker and the MTS.

8.1.1 Abstract-bind and Abstract-unbind

This clhuse defines the following abstract-bind and abstract-unbind operations:
a) MTS-bind

b) MTS-unbind.

8.1.1.1 MTS-bind

The MI[TS-bind enables an MTS-user to establish an‘association with the MTS, or the MTS to establish
an assdciation with an MTS-user.

The M|TS-bind establishes the credentials of an "MTS-user and the MTS to interact, and the appligation-
context and security-context of the association. An association can only be released by the initiator of
that asgociation (using MTS-unbind).

Abstragt-operations other than MTS-bind can only be invoked in the context of an established
associafion.

The sufcessful completion of theMTS-bind signifies the establishment of an association.

The difruption of the MTS=bind by a bind-error indicates that an association has not been establighed.

8.1.1.1.1  Arguments

Table | lists thevarguments of the MTS-bind, and for each argument qualifies its presence and inflicates
the clapse imswhich the argument is defined.
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Table 1
MTS-bind Arguments

0 (E)

Argument Presence  Clause

Bind Arguments

frrtrator=rmame M T XE KR XE KX
Initiator-credentials M 8.1.1.1.1.2
Security-context 0] 8.1.1.1.1.3
Messages-waiting O 8.1.1.1.14

8.1.1.1.1

.1 Initiator-name

This argiment contains a name for the initiator of the association. It shall bégenerated by the ini
of the association.

If the in
MTS (se
contain
messagi

he directory-name, of the MTS-user (OR-address-and-optional-directory-name). For s

or an M$.

iator

tiator is an MTS-user, the name is the OR-name of the MTS<user, which is registergd with the
e clause 8.4.1.1.1.1). The initiator-name shall contain the ORyaddress, and may optionally also

pcure

g, when an MS is involved, the initiator-name may also. indicate whether the initiator is 3 UA

If the infitiator is the MTS (or an MTA - see clause 11), the name is an MTA-name, which is known to
the MTY-user.

8.1.1.1.1.2 Initiator-credentials

This arg
initiator

The init

ument contains the credentials of the ‘initiator of the association. It shall be generated b
of the association.

ator-credentials may be used by the responder to authenticate the identity of the initiato

ISO/IEC| 9594-8).

If only
with the

If stron|

initiator-name.

s-authentication)is used, the initiator-credentials comprise an initiator-bind-token

optionally, an initiator-certificate.

The init
token is

ator-binds'token is a token generated by the initiator of the association. If the initiator-
an asymmetric-token, the signed-data comprises a random-number. The encrypted-data

asymmefric-token may be used to convey secret security-relevant information (eg one or

symmetr
token.

ic=encryption-keys) used to secure the association, or may be absent from the initiator-

y the

r (see

simple-authentication isused, the initiator-credentials comprise a simple password assogiated

and,

bind -
of an
more
bind-

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source

(eg a ce

rtification-authority). It may be supplied by the initiator of the association, if the initi

ator-

bind-token is an asymmetric-token. The initiator-certificate may be used to convey a verified copy of
the public-asymmetric-encryption-key (subject-public-key) of the initiator of the association.
initiator’s public-asymmetric-encryption-key may be used by the responder to compute the responder-

bind-token.

The

If the responder is known to have, or have access to, the initiator’s certificate (eg via the

Change-credentials abstract-operation, or via the Directory), the initiator-certificate may be omitted.
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8.1.1.1.1.3 Security-context

This argument identifies the security-context that the initiator of the association proposes to operate at.
It may be generated by the initiator of the association.

The security-context comprises one or more security-labels that define the sensitivity of interactions
that may occur between the MTS-user and the MTS for the duration of the association, in line with the

security-
security-

Once established, the security-context of the submission-port and delivery-port can be tempor

policy in force. The security-context shall be one that is allowed by the registered
labels of the MTS-user and by the security-labels associated with the MTA of the MTS.

user-

arily

restricted using the Submission-control (see clause 8.2.1.4.5) and Delivery-control (see clause 8.31173.1.7)
abstract-operations, respectively.

If security-contexts are not established between the MTS-user and the MTS, the “sensitivity of
interactipns that may occur between the MTS-user and the MTS may be at the discretion of the inyoker
of an abgtract-operation.

8.1.1.1.14 Messages-waiting

This argument indicates the number of messages and total number of oftets waiting to be delivergd by
the MT$ to the MTS-user, for each priority. It may be generated by the‘initiator of the association|.
This ardument shall only be present when the MTS is initiating-an association with an MTS-user| and
when the MTS-user subscribes to the Hold for Delivery element-of-service (defined in
ISO/IEQ 10021-1).

8.1.1.1.2  Results

Table 2| lists the results of the MTS-bind, and for each result qualifies its presence and indicatds the

clause im which the result is defined.

Table 2
MTS-bind Results

Resullt Presence Clause
Bind|Results

Responder-name M 8.1.1.1.2.1

Responder-credentials M 8.1.1.1.2.2

Messages-waiting O 8.1.1.1.2.3

8.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association.

ns It shall be generated by the
responder of the association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with
the MTS (see clause 8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally
also contain the directory-name, of the MTS-user (OR-address-and-optional-directory-name). For

secure messaging, when an MS is involved, the responder-name may also indicate whether the responder
15 a UA or an MS.

10
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If the responder is the MTS (or an MTA - see clause 11), the name is an MTA-name, which is known
to the MTS-user.

8.1.1.1.2.2 Responder-credentials

This argument contains the credentials of the responder of the association. It shall be generated by the
responder of the association,

The resppnder-credentials Tmay be used by the imitiator to authemticate the Tdemtity of the Tespomder

ISO/IEC

If only fimple-authentication is used, the responder-credentials comprise a simple password“assoc

with the

If strong-authentication is used, the responder-credentials comprise a responder<bind-token.

respondeg—bind-token is a token generated by the responder of the association. ,The responder-}ind-

token sh

asymmetric-token, the signed-data comprises a random-number (which may be-related to the ran

number

used to ¢onvey secret security-relevant information (eg one or more symmétnic-encryption-keys) us
secure the association, or may be absent from the responder-bind-token.

8.1.1.1.2.3 Messages-waiting

This arg
the MTS

This arg
user, an
ISO/IEC

8.1.1.1.3

The bin

8.1.1.2

The MT]

8.1.1.2.]

The MT]

9594-8).

responder-name.

1 be the same type of token as the initiator-bind-token. If the responder-bind-token

supplied in the initiator-bind-token). The encrypted-data of an\iasymmetric-token ma

ument indicates the number of messages and total number of octets waiting to be deliverg
to the MTS-user, for each priority. It may be gefnerated by the responder of the associatiq

d when the MTS-user subscribes to the Hold for Delivery element-of-service (defing
10021-1).

Bind-errors

1-errors that may disrupt the MFS-bind are defined in clause 8.1.2.

MTS-unbind

S-unbind enables_the release of an established association by the initiator of the association

Argumends

S-unbindvhas no arguments.

1 (see

iated

The

s an
om-
y be
bd to

d by
n,

ument shall only be present when the MTS is responding to an association initiated by an MTS-

d in

8.1.1.2.2—Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3 Unbind-errors

There ar

e no unbind-errors that may disrupt the MTS-unbind.

1
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8.1.2

Bind-errors

This clause defines the following bind-errors:

a) Authentication-error

b) Busy

c) Unacceptable-dialogue-mode

d) Unacceptable-security-context.
8.1.2.1 Authentication-error

The Au

thentication-error bind-error reports that an association cannot be established due t

authentig¢ation error; the initiator’s credentials are not acceptable or are improperlyrspecified.

The Aut

8.1.2.2
The Bus

The Bus

8.1.2.3

The Un3
the assod

The Un{

8.1.2.4

The Uns
of the a

The Unq

8.2 \

This cla

hentication-error bind-error has no parameters.

Busy
y bind-error reports that an association cannot be established because the responder is busy.

¥ bind-error has no parameters.

Unacceptable-dialogue-mode

cceptable-dialogue-mode bind-error reports;that the dialogue-mode proposed by the initiat
iation is unacceptable to the responder (see ISO/IEC 10021-6).

cceptable-dialogue-mode bind-errorihas no parameters.

Unacceptable-security-context

jcceptable-security-context’ bind-error reports that the security-context proposed by the ini
sociation is unacceptable to the responder.

icceptable-security=context bind-error has no parameters.

bubmission \Port

1se defines the abstract-operations and abstract-errors which occur at a submission-port.

or of

iator

8.2.1

Abstract-operations

This clause defines the following submission-port abstract-operations:

a) Message-submission

b) Probe-submission

) Cancel-deferred-delivery
d) Submission-control.
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8.2.1.1 Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for
transfer and delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility
for the message (but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume
responsibiptyfeor—the—messasge-

8.2.1.1.1 | Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for~each argunjent
qualifies its presence and identifies the clause in which the argument is defined.

Table 3
Message-submission Arguments (Part 1 of 2)

Argument Presence ‘UClause
Origingtor Argument

Originator-name M 8.2.1.1.1.1
Recipiepit Arguments

Recipient-name M 8.2.1.1.1.2

Alternate-recipient-allowed 0] 8.2.1.1.1.3

Recipient-reassignment-prohibited 6] 8.2.1.1.14

Originator-requested-alternate-recipient O 8.2.1.1.1.5

DL-expansion-prohibited 0] 8.2.1.1.1.6

Disclosure-of -recipients O 8.2.1.1.1.7
Priority Argument

Priority O 8.2.1.1.1.8
Converyion Argumenlts

Implicit=conversion-prohibited 0] 8.2.1.1.1.9

Conversion-with-loss-prohibited O 8.2.1.1.1.10

Explicit-conversion (@) 8.2.1.1.1.11
Delivery Time Arguments

Deferred-delivery-time 0] 8.2.1.1.1.12

Latest-delivery-time O 8.2.1.1.1.13
Delivery Method Argument

Requested-delivery-method 0] 8.2.1.1.1.14
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Table 3

Message-submission Arguments (Part 2 of 2)

Secu

Cont

Repo

Argument

Presence  Clause
Physical Delivery Arguments
Dl M I o . TR PP | o\ QN 1 1 1 15
Ty sSIear-rorwardamg=promnonea A [ ITT0 ¥ ¥ ¥ ¥°
Physical-forwarding-address-request 0] 8.2.1.1.1.16
Physical-delivery-modes O 8.2.1.1.1.17
Registered-mail-type 0] 8.2.1.1.1.18
Recipient-number-for-advice 0] 8.2.1.1.1.19
Physical-rendition-attributes O 8.2.1.1.1.20
Originator-return-address 0] 8.2.1.1.1.21
rt Request Arguments
Originator-report-request M 8§ 2:1\1.1.22
Content-return-request 0] 8:271.1.1.23
Physical-delivery-report-request O 82.1.1.1.24
ity Arguments
Originator-certificate © 8.2.1.1.1.25
Message-token 0O 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier 0] 8.2.1.1.1.27
Content-integrity-check 0] 8.2.1.1.1.28
Message-origin-authentication-check 0] 8.2.1.1.1.29
Message-security-label O 8.2.1.1.1.30
Proof-of -submission-request O 8.2.1.1.1.31
Proof-of-delivery-request 0] 8.2.1.1.1.32
bnt Arguments
Original-encoded-infofmation-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier 0] 8.2.1.1.1.35
Content-correlator 0] 8.2.1.1.1.36
Content M 8.2.1.1.1.37

8.2.1.1.

This ar
originat

.1

Originator-name

pument contains the OR-name of the originator of the message.
ngMTS-user.

It shall be generated b

v the

The originator-name contains the OR-name of an individual originator, ie it shall not contain the
OR-name of a DL.

8.2.1.1.1.2

T}}is argument contains the OR-name of a recipient of the message.
originator of the message.

Recipient-name

the message.

It shall be generated by the

The recipient-name contains the OR-name of an individual recipient or DL.
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8.2.1.1.1.3 Alternate-recipient-allowed

This argument indicates whether the message may be delivered to an alternate-recipient assigned by the
recipient-MD, if the specified recipient-name does not identify an MTS-user. It may be generated by
the originator of the message.

This argument may have one of the following values: alternate-recipient-allowed or alternate-recipient-
prohibited.

If this ansument—ha ba value alternate—recinient-allowed—and the—recinient-name—(specified by the
originatorl of the message, or added by DL-expansion, or substituted by redirection to the recipient-
assigned-plternate-recipient or to the originator-requested-alternate-recipient, or present- by |any
combination of redirection and expansion) does not identify an MTS-user, the message ~may| be
redirected to an alternate-recipient assigned by the recipient-MD to receive such messagesi\, If no juch
alternate-recipient has been assigned by the recipient-MD, or if this argument has the value alternpte-
recipient{prohibited, a non-delivery report shall be generated.

In the absence of this argument, the default alternate-recipient-prohibited shall be ‘assumed.

8.2.1.1.14 Recipient-reassignment-prohibited

This argyment indicates whether the message may be reassigned toxa recipient-assigned-alternpte-
recipient [registered by the intended-recipient. It may be generated by-the originator of the message

This argyment may have one of the following values: recipient-reassignment-prohibited or recipipnt-
reassignment-allowed.

If this arpument has the value recipient-reassignment-allowed and the intended-recipient has registpred
a recipient-assigned-alternate-recipient, the message «shall be redirected to the recipient-assigned-
alternatetrecipient,

If this argument has the value recipient-reassignment-prohibited and the intended-recipient| has
registered a recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient
has been|specified by the originator of the\message the message shall be redirected to the originator-
requested-alternate-recipient, or if no otiginator-requested-alternate-recipient has been specified by
the originator of the message, a non-delivery-report shall be generated.

In the abgence of this argument, théudefault recipient-reassignment-allowed shall be assumed.

8.2.1.1.1]5 Originator-requested-alternate-recipient

This argyment contains\the OR-name of the alternate-recipient requested by the originator of| the
message. | It may be génerated by the originator of the message. A different value of this argument|may
be specifjed for each~recipient of the message.

The originator-réquested-alternate-recipient contains the OR-name of an individual, or DL, alternjate-
recipient

If this argument is present and delivery of the MesSage 10 the reciplent-name (Specified by the
originator of the message, or added by DL-expansion, or substituted by redirection to the recipient-

assigned-alternate-recipient) is not possible, the message shall be redirected to the originator-
requested-alternate-recipient specified by this argument.

If an originator-requested-alternate-recipient has been specified by the originator of the message, the
message shall be redirected to that alternate-recipient in preference to the one assigned by the
recipient-MD.
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8.2.1.1.1.6 DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name
which denotes a DL. It may be generated by the originator of the message.

This argument may have one of the following values: DL-expansion-prohibited or DL-expansion-
allowed.

In the absence of this argument, the default DL-expansion-allowed shall be assumed.

8.2.1.1.1.7 Disclosure-of -recipients
This ardument indicates whether the recipient-name of all recipients are to be indicated to |each
recipienf MTS-user when the message is delivered. It may be generated by the griginator of the
message.

This argument may have one of the following values: disclosure-of-recipients-alowed or disclosurg-of-
recipienf{s-prohibited.

In the absence of this argument, the default disclosure-of-recipients-prohibited shall be assumed.

8.2.1.1.1.8 Priority

This argument specifies the relative priority of the message: nermal, non-urgent or urgent. It m3y be
generated by the originator of the message.

In the apsence of this argument, a default priority of normal shall be assumed.

8.2.1.1.1.9 Implicit-conversion-prohibited

This argument indicates whether implicit-conversion may be performed on the message content. If may
be generated by the originator of the message.

This argument may have one of _the following values: implicit-conversion-prohibited or impflicit-
conversipn-allowed.

In the apsence of this argument,the default implicit-conversion-allowed shall be assumed.

See also|clause 8.2.1.1.1.10,

8.2.1.1.1.10  Conyersion-with-loss-prohibited

This argument-indicates whether encoded-information-type conversion(s) may be carried out op the
message| content, if such conversion(s) would result in loss of information. Loss of informatipn is
defined |insCCITT Recommendation X.408. It may be generated by the originator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-
with-loss-allowed.

In the absence of this argument, the default conversion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conversion-prohibited and conversion-with-loss-prohibited
arguments relate to implicit-conversion only and is defined in Table 4.
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Table 4

Combined Effect of Conversion Arguments
Implicit Conversion Conversion With Loss Combined Effect
allowed with-loss-allowed allowed
allowe—with~less—prohibited———withloss—prohibited
prohibijted with-loss-allowed prohibited
prohibited with-loss-prohibited prohibited

8.2.1.1.1.11 Explicit-conversion

This argument indicates the type of conversion of the message content explicitly requested by |the
originato‘i[?or the recipient. It may be generated by the originator of the imessage. A different valug of
this argumient may be specified for each recipient of the message.
This argyment may have one of the following values: no-explicit-conversion, ia5-text-to-teleftex,
teletex-tol-telex, telex-to-iaS-text, telex-to-teletex, telex-to-gd4<class-1, telex-to-videotex, iaS-text-
to-telex, telex-to-g3-facsimile, ia5-text-to-g3-facsimile, ia5-text-to-gd-class-1, ia5-text-to-videotex,
teletex-to~ia5-text, teletex-to-g3-facsimile, teletex-to-gd-class-1, teletex-to-videotex, videotextto-
telex, videotex-to-iaS-text, or videotex-to-teletex. Other types of explicit-conversion may be defined
by addenfa to this International Standard. Explicit-conversion shall be performed as specified in
CCITT Recommendation X.408.

In the abdence of this argument, the default no-explicit-conversion shall be assumed.

NOTE - When specified for a recipient DL, explicit-conversion applies to all members of the DL.

8.2.1.1.1.12 Deferred-delivery-time
This argument specifies the Time (before which the message should not be delivered to the recipieft(s).
It may be| generated by the originator of the message.
8.2.1.1.1,13 Latest-delivery-time

This argument contains the Time after which the message should not be delivered to the recipient(s). It
may be generated by(the originator of the message.

The hand|ing, 6f~non-delivery because of expired latest-delivery-time is described in clause 14.3.2.4.

8.2.1.1.1.14 Requested-delivery-method

This argument indicates the requested method of delivery of the message to the recipient. It may be
generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one or more of the following values: any-delivery-method, mhs-delivery,
physical-delivery, telex-delivery, teletex-delivery, g3-facsimile-delivery, g4-facsimile-delivery, iaS-
terminal-delivery, videotex-delivery, or telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be
assumed to imply the originator’s order of preference of delivery-methods.
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In the absence of this argument, the default any-delivery-method shall be assumed.

If the recipient-name generated by the originator of the message contains a directory-name but omits
an OR-address, the MTS may use the requested-delivery-method as an indication of which form of
OR-address the directory-name should be mapped to by the MTS (eg using the Directory). If a form
of OR-address appropriate to a requested-delivery-method cannot be found, a recipient-improperly-
specified abstract-error shall be returned to the originator of the message.

If the recipient-name generated by the originator of the message contains an OR-address of a form not
approprjate to a requested-delivery-methad, a non-delivery-report shall be returned to the originator of
the mes$age.

If the qriginator-supplied requested-delivery~-method conflicts with the recipient’s preferred~delivery-
method | (eg as registered in the Directory in the mhs-preferred-delivery-method attribute), the
originatpr’s requested-delivery-method takes precedence. If the originator’s requested+deélivery-mpthod
conflicty with the originator’s conversion requirements (see clauses 8.2.1.1.1.9 to 8.2)1.1.1.11), a|non-
delivery| report shall be returned to the originator of the message.

8.2.1.1.1.15 Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is _prohibited. It may be gengrated
by the |originator of the message if the requested-delivery-method cargument specifies that phypsical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address
for the| recipient. A different value of this argument may bé<specified for each recipient df the
messagse.

This afjgument may have one of the following values:. ‘physical-forwarding-allowed, or phyfical-
forwarding-prohibited.

In the dbsence of this argument, the default physical-forwarding-allowed shall be assumed.

8.2.1.1J1.16  Physical-forwarding-address-réquest

This argument indicates whether the physSical-forwarding-address of the recipient is to be returned in
the report. It may be generated by (the originator of the message if the requested-delivery-method
argumept specifies that physical-delivery is required to the recipient, or if the originator of the mpssage
supplied a postal-OR-address forcthe recipient. A different value of this argument may be spdcified
for each recipient of the messagé.

This afgument may have( orie of the following values: physical-forwarding-address-requestpd or
physicall-forwarding-address-not-requested.

In the| absence of ~this argument, the default physical-forwarding-address-not-requested shall be
assumed.

A phygical-forwdrding-address may be requested when physical-forwarding is prohibited or allowed
(see clapse 812+1.1.1.15).

8.2.1.1.1.17 Physical-delivery-modes

This argument indicates the mode of physical-delivery to the recipient to be used. It may be generated
by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-address
for the recipient. A different value of this argument may be specified for each recipient of the
message,

This argument may have one of the following values: ordinary-mail, special-delivery, express-mail,
counter-collection, counter-collection-with-telephone-advice, counter-collection-with-telex-advice,
counter-collection-with-teletex-advice, or bureau-fax-delivery.
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Note that bureau-fax-delivery comprises all A to H modes of delivery defined in CCITT
Recommendation F.170, ie: A - Regular Delivery, B - Special Delivery, C - Express Mail, D - Counter
Collection, E - Counter Collection with telephone advice, F - Telefax, G - Counter Collection with
Telex advice, and H - Counter Collection with Teletex advice.

In the absence of this argument, the default ordinary-mail shall be assumed.

8.2.1.1.1.18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the meijage
to the recjpient. It may be generated by the originator of the message if the requested-delivery-method
argument |specifies that physical-delivery is required to the recipient, or if the originator of the -mesfage
supplied 3 postal-OR-address for the recipient. A different value of this argument may |be specified
for each fecipient of the message.

This argument may have one of the following values: non-registered-mail, registered-mail,| or
registered-mail-to-addressee-in-person.

In the abgence of this argument, the default non-registered-mail shall be assumed.

8.2.1.1.1.19 Recipient-number-for-advice

This argyment contains the Telephone, Telex or Teletex number of the recipient, to be used in
conjunctipn with the counter-collection-with-advice and buread*fax-delivery physical-delivery-modes.
It may be generated by the originator of the message if \the requested-delivery-method argument
specifies that physical-delivery is required to the recipient,<orrif the originator of the message supplied
a postal-QR-address for the recipient, and the physical-delivery-modes argument specifies a counfer-
collectionf with-advice or Dbureau-fax-delivery physical-delivery-mode. A different value of |this
argument|may be specified for each recipient of the message.

8.2.1.1.1.20 Physical-rendition-attributes

This argument indicates the physical-rendition-attributes of the message. It may be generated by| the
originatorn of the message if the requested-delivery-method argument specifies that physical-delivefy is
required o the recipient, or if the originator of the message supplied a postal-OR-address for| the
recipient.| A different value of thistargument may be specified for each recipient of the message.

This argument may have one of ‘the following values: basic. Addenda to this International Standard may
define other values of this argument. Other values of this argument may be used by bilateral agreement
between MDs.

In the absence of this-argument, the default basic shall be assumed.

8.2.1.1.121 _Originator-return-address

This argyment contains the postal-OR-address of the originator of the message. It shall be genenated
by the origimator—of the mmessage If the requested=detivery=-method argument specifiss thar physical-
delivery is required to one or more recipients of the message, or if the originator of the message
supplied one or more postal-OR-addresses for the recipients. It may also be generated by the originator
of the message if a recipient DL contains, or is likely to contain, one or more members for whom
physical-delivery is required.

The originator-return-address shall contain the postal-OR-address of an individual originator
(OR-address), ie shall not contain the directory-name of an individual originator nor the directory-
name of a DL.

19


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

8.2.1.1

This argument indicates the kind of report requested by the originator of the message.

.1.22  Originator-report-request

generated by the originator of the message. A different value of this argument may be specifi
each recipient of the message.

This argument may have one of the following values:

Note t

no-report: the originator of the message requested the suppression of non-delivery-reports;

It shall be

ed for

non-delivery-report: a report is returned only in case of non-delivery;
report: a report is returned in case of delivery or non-delivery.

hat the value of this argument may be changed at a DL expansion-point fin” line wi

h the

reporting-~policy of the DL. Such a change may affect the number and type of reports/the origindtor of

the me

sage may receive about delivery to a DL.

8.2.1.1{1.23 Content-return-request

This angument indicates whether the message content is to be returned with any non-delivery-regort(s).
It may |be generated by the originator of the message.

This angument may have one of the following values: content-seturn-requested or content-returg-not-
requested.

In the

Note that the suppression of non-delivery-reports‘’by the originator of the message (see

ibsence of this argument, the default content-return=~not-requested shall be assumed.

clause

8.2.1.1.]1.22) takes precedence over a request for thetreturn of the content.
Note that in the case of non-delivery-reports delivered to the owner of a DL (see clause 8.3.1.2.1.4), the
message content shall not be present.

8.2.1.1

This ar
It may|

1.24  Physical-delivery-report-request

gument indicates the typg of physical-delivery-report requested by the originator of the mgssage.
be generated by the( originator of the message if the requested-delivery-method argument

specifigs that physical-deliveryis required to the recipient or if the originator of the message supplied a

postal-
recipie

This ar
notifici

In the

OR-address for therecipient, A different value of this argument may be specified fo
nt of the message.

hbsenceof this argument, the default return-of-undeliverable-mail-by-PDS shall be assumgd.

r each

gument may_have one of the following values: return-of-undeliverable-mail-by-PDS, retufn-of-
ition-by-PDS, return-of-notification-by-MHS, or return-of-notification-by-MHS-and-PDS.

8.2.1.1

This argument contains the certificate of the originator of the message.

.1.25  Originator-certificate

It shall be generated by a

trusted source (eg a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-
key (subject-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to
validate the message-token, if an asymmetric-token is used.
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The originator’s public-asymmetric-encryption-key may also be used by the recipient(s) of the message,
and any MTA through which the message is transferred, to validate the message-origin-authentication-
check.

8.2.1.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of
the message. A different value of this argument may be specified for each recipient of the message.

If the medsage-token is an asymmetric-token, the signed-data may comprise:

anly of the following arguments: the content-confidentiality-algorithm-identifier, thé content-
integrity-check, the message-security-label, and the proof-of-delivery-request; and

a |message-sequence-number, that identifies the position of the message in la sequence| of
mgssages from the originator to the recipient to which the message-token relates (to provide|the
Message Sequence Integrity element-of-service, as defined in ISO/IEC 10021-1).

If the megsage-token is an asymmetric-token, the encrypted-data may comprise:

a | content-confidentiality-key: a symmetric-encryption-key-~“used with the cont¢nt-
copfidentiality-algorithm-identifier by the originator of the mesSsage to encrypt the mesgage
coptent, and by the recipient to decrypt the message content; and/or

the content-integrity-check: may be included in the emecrypted-data, rather than the signed-
data, if confidentiality of the content-integrity-check ‘is required, and/or if the messdge-
sefurity-label is included in the encrypted-data (for>confidentiality of the message-securfty-
laBel) and the association between the content-integrity-check and the message-security-labgl is
to|be maintained;

the¢ message-security-label: may be included@n the encrypted-data, rather than the signed-dpta,
if |confidentiality of the message-security-label is required;

a ¢ontent-integrity-key: a symmetric=éncryption-key used with the content-integrity-algorithm-
id¢ntifier by the originator of the message to compute the content-integrity-check, and by|the
regipient to validate the content-integrity-check;

a message-sequence-numbersas’ defined for the signed-data above, but may be included in|the
encrypted-data instead if confidentiality of the sequence is required.

If the message-token is an_ asymmetric-token and the signed-data of the message-token includes|the
content-integrity-check, the“message-token provides for non-repudiation-of-origin of the message
content (the Non Repudiafion of Origin element-of-service, as defined in ISO/IEC 10021-1). If|the
signed-dafa of the message-token includes both the content-integrity-check and the message-securfty-
label, the[ message-token provides proof of association between the message-security-label and |the
message cpntent.

8.2.1.1.1.27., “Content-confidentiality-algorithm-identifier

This argument contains an algorithm-identifier, which identifies the algorithm used by the originator of
the message to encrypt the message content (to provide the Content Confidentiality element-of-service
as defined in ISO/IEC 10021-1). It may be generated by the originator of the message.

The algorithm may be used by the recipient(s) of the message to decrypt the message content.

The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-
algorithm,

If a symmetric-encryption-algorithm is used, the content-confidentiality-key used by the originator to
encrypt the message content, and which the recipient may use to decrypt the message content, may be
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derived from the message-token sent with the message. Alternatively, the content-confidentiality-key
may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-
key may be used by the originator of the message to encrypt the message content. The recipient may
use the recipient’s secret-asymmetric-encryption-key to decrypt the message content. Note that if an
asymmetric-encryption-algorithm is used, the message can only be addressed to a single recipient, or to
a set of recipients which share the same asymmetric-encryption-key pair.

8.2.1.1.1.28 Content-integrity-check

This argument provides the recipient(s) of the message with a means of validating that the) mgssage
content | has not been modified (to provide the Content Integrity element-of-service as defined in
ISO/1IEQ 10021-1). It may be generated by the originator of the message. A different’value df the
argument may be specified for each recipient of the message.

The coftent-integrity~check enables content-integrity to be validated on a per<recipient basis [using
either B symmetric- or an asymmetric-encryption-algorithm. Note that, the message-otigin-
authentjcation-check provides a means of validating content-integrity on a per<message basis usipg an
asymmeftric-encryption-algorithm.

The corjtent-integrity-check may be included in the signed-data or the.encrypted-data of the message-
token to provide for non-repudiation-of-origin of the message content, and proof of assocfation
betweer] the message-security-label and the message content.

The coptent-integrity-check is computed using the algorithm™ identified by the content-integrity-
algorithm-identifier (an algorithm-identifier).

The content-integrity-check contains the content-integrity-algorithm-identifier, and an enciypted
functiof (eg a compressed or hashed version) of the content-integrity-algorithm-identifier anjd the

messagg content. Note that the content-integrity-¢heck is computed using the clear (ie unencrypted)
messaggd content.

The coptent-integrity algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.
Note that the use of a symmetric-encryption-algorithm may permit simultaneous compressiof and
encryptiion of the message content.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-
integrity-check, and which the—reécipient may use to validate the content-integrity-check, mpy be
derived| from the message-token-sent with the message. Alternatively, the content-integrity-key may
be distributed by some other-mieans.

If an apymmetric-encryption-algorithm is used, the originator’s secret-asymmetric-encryption-key may
be used by the originmater of the message to compute the content-integrity-check. The recipient may
use the originatet’s” public-asymmetric-encryption-key (subject-public-key) derived from the
originator-certificate to validate the content-integrity-check.

8.2.1.1{1.29 ¥ Message-origin-authentication-check

This argument provides the recipient(s) of the message, and any MTA through which the message is
transferred, with a means of authenticating the origin of the message (to provide the Message Origin
Authentication element-of-service as defined in ISO/IEC 10021-1). It may be generated by the
originator of the message.

The message-origin-authentication-check provides proof of the origin of the message (Message Origin
Authentication), assurance that the message content has not been modified (the Content Integrity
element-of -service as defined in ISO/IEC 10021-1), and proof of association between the message-
security-label and the message.
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The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-
algorithm and hash-function) identified by the message-origin-authentication-algorithm-identifier (an
algorithm-identifier).

The message-origin-authentication-check contains the message-origin-authentication-algorithm-
identifier, and an asymmetrically encrypted, hashed version of the message-origin-authentication-
algorithm-identifier, the message content, the content-identifier and the message-security-label.
Optional components are included in the message-origin-authentication-check if they are present in the
message.

If content{confidentiality (see clause 8.2.1.1.1.27) is also used, the message-origin-authentication-che¢ck
is computed using the encrypted version of the message content (to allow the message-origin-
authentication-check to be validated by other than the intended-recipient (eg by an MTA)Gyithput
compromigding the confidentiality of the message content). Note that if the clear (ie unencrypted)
version of the message content is used to compute the message-origin-authentication-c¢heck, the
message-origin-authentication-check provides for both Message Origin Authentication and Non
Repudiatign of Origin of the message content (a signature), as defined in ISO/IECV10021-1. [If,
however, the encrypted version of the message content is used, the message-origin-authenticatign-
check projvides for Message Origin Authentication, but not for Non Repudiation® of Origin of the
message content.

The message-origin-authentication-check may be computed by the originator) of the message using the
originator’s secret-asymmetric-encryption-key. The message-origin-authentication-check may [be
validated py the recipient(s) of the message, and any MTA through which the message is transferred,
using the| public-asymmetric-encryption-key (subject-public-key) jof'-the originator of the messpge
derived frpm the originator-certificate.

Addenda to this International Standard may define other forms of message-origin-authentication-check
(eg based| on symmetric-encryption-techniques) which may . Obe used by MTAs through which [the
message i transferred to authenticate the origin of the message.

8.2.1.1.1.30 Message-security-label

This arguent associates a security-label with<'the message (or probe). It may be generated by [the
originator [of the message (or probe), in line with the security-policy in force.

The messqge-security-label of a report shall be the same as the message-security-label of the subjqct-
message (¢r -probe).

If security-labels are assigned to- MTS-users, MTAs and other objects in the MHS, the handling,|by
those objects, of messages, probes’ and reports bearing message-security-labels may be determined|by
the securi{y-policy in force.~If/security-labels are not assigned to MTS-users, MTAs and other obj¢cts
in the MHS, the handling,-by’those objects, of messages, probes and reports bearing message-securifty-
labels may be discretionary.

If security-contexts are established between the originator and an MTA (the originating-MTA) of [the
MTS (see flauses 8.131.1.1.3 and 8.2.1.4.1.5), the message-security-label that the originator may assign to
a message|(or probe) may be determined by the security-context (submission-security-context), in line
with the decurity-policy in force. If security-contexts are not established between the originator and
the origing ting~MTA, the assignment of a message-security-label to a message (or probe) may be at |the

discretion lof=the-originator

If security-contexts are established between two MTAs (see clause 12.1.1.1.1.3), the transfer of
messages, probes or reports between the MTAs may be determined by the message-security-labels of
the messages, probes or reports, and the security-context, in line with the security-policy in force. If
security-contexts are not established between the MTAs, the transfer of messages, probes and reports
may be at the discretion of the sender.

If security-contexts are established between an MTS-user and an MTA (the delivering-MTA) of the
MTS (see clauses 8.1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determined by
the message-security-labels of the messages and reports, and the security-context (delivery-security-
context), in line with the security-policy in force. If the message-security-label of a message or report
is allowed by the registered user-security-labels of the recipient, but disallowed by the recipient’s

23


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

current security-context (delivery-security-context), then the delivering-MTA may hold-for-delivery.
If security-contexts are not established between the MTS-user and the delivering-MTA, the delivery of
messages and reports may be at the discretion of the delivering-MTA.

8.2.1.1.1.31 Proof-of-submission-request

This argument indicates whether or not the originator of the message requires proof-of-submission (to
provide the Proof of Submission element-of-service) as defined in ISO/IEC 10021-1) of the message to
the MTS. It may be generated by the originator of the message.

This aggument may have one of the following values: proof-of-submission-requested or (pro
submisdion-not-requested.

In the absence of this argument, the default proof-of-submission-not-requested shall be assumed.

8.2.1.1

This ar
provide

1.32  Proof-of-delivery-request

the Proof of Delivery element-of-service as defined in ISO/IEC 20021-1) of the message

of-of -

gument indicates whether or not the originator of the message requires proof-of-delivgry (to

to the

recipient. It may be generated by the originator of the message. A _different value of this argument

may bef specified for each recipient of the message.

This argument may have one of the following values: proof-of-delivery-requested or proof-of-delivery-
not-requested.

In the absence of this argument, the default proof-of-delivery-not-requested shall be assumed.

8.2.1.1

This a1

1.33  Original-encoded-information-types

generafed by the originator of the message.

The al
conten
8.2.1.1

This af
of the

A built

are unspecified.

11.34  Content-type

message. The content-type shall be either built-in or extended.
-in content<fype may have one of the following values:

unidentified: denotes a content-type unidentified and unconstrained; the use of this unide
content-type is by bilateral agreement between MTS-users;

gument identifies the original encoded-information-types of the message content. It may be

sence of this argument indicates\that the original-encoded-information-types of the mnlessage

gument identifies the-type of the content of the message. It shall be generated by the originator

ntified

external: denotes a content-type which is reserved for use when interworking between 1988
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An extended content-type is specified using an object identifier.

One specific value of an extended content-type which has been defined by this part of ISO/IEC 10021
is:

inner-envelope: an extended content-type that is itself a message (envelope and content), for
forwarding by the recipient named on the outer-envelope to those named on the inner-envelope.
The type of the content OCTET STRING is an MTS-APDU encoded using the Basic Encoding
Rules of ASN.1. (Note that the inner-envelope and content may be protected by securing the
content of the outer-envelope using the security arguments (see clauses 8.2.1.1.1.25 to
8.2[T I 1327,

Other standardised extended content-types may be defined by addenda to this International Standdrd.
Other values of this argument may be used by bilateral agreement between MTS-users.

8.2.1.1.1.35 Content-identifier

This argumpent contains an identifier for the content of the message. It may be generated by the
originator pf the message.

The contept-identifier may be delivered to the recipient(s) of the message, and is returned to the
originator with any report(s). This argument is not altered by the MTS.

8.2.1.1.1.36 Content-correlator

This argument contains information to enable correlation of the content of the message by the originaltor
of the message. It may be generated by the originator of the message.

The contept-correlator is not delivered to the recipient(s) of the message, but is returned to fthe
originator [with any report(s). This argument is not altered by the MTS.

8.2.1.1.1.37 Content

This argurent contains the information the)message is intended to convey to the recipient(s). It shall| be
generated py the originator of the message.

Except when conversion is performed, the content of the message is not modified by the MTS, but
rather is ppssed transparently through it.

The content may be encryptedto ensure its confidentiality (see clause 8.2.1.1.1.27).

8.2.1.1.2 | Results

Table 5 lists the<results of the Message-submission abstract-operation, and for each result qualifies| its
presence anddentifies the clause in which the result is defined.
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Table §
Message-submission Results
Result Presence  Clause
Message-submission-identifier M 8.2.1.1.2.1
Message-submission-time M 8.2.1.1.2.2
Originating-MTA -certificate O 8§2.1.1.2.3
Proof-of -submission C 8§2.1.124
Content-identifier C 8.2.1.1.1.35
8.2.1.1.2.1 Message-submission-identifier
This regult contains an MTS-identifier that uniquely and unambiguously identifies the message-
submissipn. It shall be generated by the MTS.
The MT]S provides the message-submission-identifier when notifying the MTS-user, via the Report-
delivery|abstract-operation, of the delivery or non-delivery of the messagé!
The MT|S-user provides the message-submission-identifier when «ancelling, via the Cancel-deferred-
delivery|abstract-operation, a message whose delivery it deferred:

8.2.1.1.2.2 Message-submission-time

This regult indicates the Time at which the MTS acCepts responsibility for the message. It shqll be
generated by the MTS.

8.2.1.1.2.3 Originating-MTA-certificate

This regult contains the certificate of "the MTA to which the message has been submitted| (the
originating-MTA). It shall be generated by a trusted source (eg a certification-authority), and may be
supplied by the originating-MTA,_if, the originator of the message requested proof-of-submission (see
clause B.2.1.1.1.31) and an asymmetric-encryption-algorithm is used to compute the proof-of-
submission.

The originating-MTA-certificate may be used to convey to the originator of the message a verified
copy of [the public-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The orjginating-MTA’S public-asymmetric-encryption-key may be used by the originator of the

message| to validate the proof-of-submission.

8.2.1.1.2.4 Proof-of-submission

This result provides the originator of the message with proof of submission of the message to the MTS
(to provide the Proof of Submission element-of-service as defined in ISO/IEC 10021-1). Depending on
the encryption-algorithm used and the security policy in force, this argument may also provide the Non
Repudiation of Submission element-of-service (as defined in ISO/IEC 10021-1). It shall be generated

by the originating-MTA of the MTS, if the originator of the message requested proof-of-submission
(see clause 8.2.1.1.1.31),

The proof-of-submission is computed using the algorithm identified by the proof-of-submission-
algorithm-identifier (an algorithm-identifier).

The proof-of-submission contains the proof-of-submission-algorithm-identifier, and an encrypted
function (eg a compressed or hashed version) of the proof-of-submission-algorithm-identifier, the
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arguments of the submitted message (see clause 8.2.1.1.1), and the message-submission-identifier and
message-submission-time. Optional components are included in the proof-of-submission if they are
present in the message.

Note that receipt of this result provides the originator of the message with Proof of Submission of the
message. Non-receipt of this result provides neither Proof of Submission nor proof of non-submission
(unless a secure link and trusted functionality are employed).

iIf an asymmetrlc encryptlon algorlthm is used the proof - of submnssnon may be computed by the
originatings= A g A e .
message may vahdate the proof -of -submission usmg the originating- MTA’s publlc asymmetr c-
encryptionf-key (subject-public-key) derived from the originating-MTA-certificate. An asymimetric
proof-of -submission may also provide for Non Repudiation of Submission.

If a symmitric-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA
used to compute the proof-of-submission, and which the originator may use to validate)the proof-¢f-
submission, may be derived from the bind-tokens (see clauses 8.1.1.1.1.3 and 8.!1.11.2.2) exchanged
when the [association was initiated. Alternatively, the symmetric- encryptxon key 'used for proof-¢f-
submission| may be exchanged by some other means. Note that if a symmetric-encryption-algorithm is
used then |the proof-of-submission can only support Non Repudiation of Submiission if the securify-
policy in fprce provides for the involvement of a third party acting as a notary)

8.2.1.1.3 | Abstract-errors

Table 6 lifts the abstract-errors that may disrupt the Message-submission abstract-operation, and for
each abstract-error identifies the clause in which the abstract-error is defined.

Table 6
Message-submission Abstract-errors

Abstract-error Clause

Submission-control-violated 8.2.2.1
Element-of-service-not-subscribed 8222
Originator-invalid 8.2.2.4
Recipient-improperly~specified 8.2.2.5
Inconsistent-request 82.2.7
Security-error 82.2.8
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10

8.2.1.2 Probé>submission

The Probe ine

whether or not a message (the subject-message) could be transferred and delivered to one or more
recipient MTS-users if it were to be submitted.

Success of a probe does not guarantee that a subsequently submitted message can actually be delivered,

but rather that, currently, the recipient is valid and the message would encounter no major obstacles to
delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether
expansion of the specified DL (but not of any nested DLs) would occur.

For any recipient-names for which redirection would occur, the Probe-submission abstract-operation
determines whether the message could be transferred and delivered to the alternate-recipient.
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The MTS-user supplies most of the arguments used for message-submission and the length of the
content of the subject-message. The Probe-submission abstract-operation does not culminate in delivery
to the intended recipients of the subject-message, but establishes whether or not the Message-
submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the
probe (but not that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake
the pro

8.2.1.2.1 Arguments

Table 7 |lists the arguments of the Probe-submission abstract.—opergtion, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.

Table 7
Probe-submission Arguments (Part 1 of 2)

Argument Presence) " Clause
Originator Argument

Originator-name M 8§.2.1.1.1.1
Recipient Arguments

Recipient-name M 82.1.1.1.2

Alternate-recipient-allowed O 8.2.1.1.1.3

Recipient-reassignment-prohibited O 82.1.1.14

Originator-requested-alternatesrecipient O 8.2.1.1.1.5

DL-expansion-prohibited 0] 8.2.1.1.1.6
Conversion Arguments

Implicit-conversion-prohibited O 8.2.1.1.1.9

Conversion-with-loss-prohibited 6] 8.2.1.1.1.10

Explicit-conversion 6] 8.2.1.1.1.11
Delivery MetHod' Argument

Requested-delivery-method 0O 8.2.1.1.1.14
Physical Delivery Argument

Physical-rendition-attributes O 8.2.1.1.1.20
Report Request Argument

Originator-report-request M 8.2.1.1.1.22
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Table 7
Probe-submission Arguments (Part 2 of 2)
Argument Presence  Clause
Security Arguments
Originator-certificate O 8.2Z.T.T. T2
Probe-origin-authentication-check 0] 8.2.1.2.1.1
Message-security-label 0] 8.2.1.1.1.30
Contenl Arguments
Original-encoded-information-types O 8.2.1.1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier 0] 8§.2.1.1,1.35
Content-correlator O 8.2.1.LX.36
Content-length O 8.242.1.2
8.2.1.2.1.] Probe-origin-authentication-check
This argyment provides any MTA through which the  probe is transferred, with a means| of
authenticating the origin of the probe (to provide the Probe Origin Authentication element-of-service as
defined in ISO/IEC 10021-1). It may be generated by the-6riginator of the probe.
The probp-origin-authentication-check provides proof of the origin of the probe (Probe Orjgin
Authentichtion), and proof of association between_the message-security-label and the content-identifier
of the subject-message.
The probd-origin-authentication-check is camputed using the algorithm identified by the probe-origin-
authenticgtion-algorithm-identifier (an algorithm-identifier).
The probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identiflier,
and an fasymmetrically encrypted,)*hashed version of the probe-origin-authentication-algorithm-

identifier,
componen

The prob
originator
validated

key (subjd

Addenda
(eg based
is transfen

8.2.1.2.1.2

This argu
generated

8.2.1.2.2

and the content-identifier and message-security-label of the subject-message. Opti
ts are included in th€ probe-origin-authentication-check if they are present in the probe.

b-origin-authentication-check may be computed by the originator of the probe using
s secret-asymmetric-encryption-key. The probe-origin-authentication-check may
by any MTA¢through which the probe is transferred, using the public-asymmetric-encrypti
ct-publie=key) of the originator of the probe derived from the originator-certificate.

to this-International Standard may define other forms of probe-origin-authentication-ch
on” symmetric-encryption-techniques) which may be used by MTAs through which the py

nal

the
be
on-

eck
obe

red to authenticate the origin of the probe.

Content-length

ment specifies the length, in octets, of the content of the subject-message.

It may
by the originator of the probe.

Results

be

Table 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.
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Table 8
Probe-submission Results

Result Presence  Clause
Probe-submission-identifier M 8.2.1.2.2.1
Probe-submission-time M 8.2.1.2.2.2
Content-identifier C 8.2.I.1.I1.35

8.2.1.2.2.1 Probe-submission-identifier

This rejult contains an MTS-identifier that uniquely and unambiguously identifies the probe-
submissipn. It shall be generated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-
delivery|abstract-operation, of its ability or otherwise to deliver the subjecf-message.

8.2.1.2.2.2 Probe-submission-time

This resplt indicates the Time at which the MTS agreed to undertake the probe. It shall be generated
by the N{TS.

8.2.1.2.] Abstract-errors

Table 9|lists the abstract-errors that may disrupt.thé Probe-submission abstract-operation, and for|each
abstractierror identifies the clause in which the_abstract-error is defined.

Table 9
Probe-submission Abstract-errors

Abstract-error Clause

Submission=eontrol-violated 8.2.2.1
Element-ofJservice-not-subscribed 8.2.2.2
Originator-invalid 8.2.2.4
Recipient-improperly-specified 8.2.2.5
Ineonsistent-request 8.2.2.7
Security-error 8.2.2.8
Wnsupported-critical-function 8.2.2.9
Remote-bind-error 82210

8.2.1.3  Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of
a message previously submitted via the Message-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-
submission-identifier returned by the MTS as a result of the previous invocation of the Message-
submission abstract-operation.
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The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-

delivery of

the message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot
be cancelled. The deferred-delivery of a message cannot be cancelled if the message has already been
progressed for delivery and/or transfer within the MTS. The MTS may refuse to cancel the deferred-

delivery of

8.2.1.3.1

Table 10 lis

qualifies its

a message, if the MTS provided the originator of the message with proof-of-submission.

Arguments

ts the arguments of the Cancel-deferred-delivery abstract-opergtion, and for each arglme
presence and identifies the clause in which the argument is defined.

Table 10
Cancel-deferred-delivery Arguments

Argument

Presence  Clause

Submission Argument

Message-submission-identifier 8.2.1.3.1.1

8.2.1.3.1.1

This argum
be cancelle

The messag
previous i
message wa

Message-submission-identifier

ent contains the message-submission-identifier of the message whose deferred-delivery is
. It shall be supplied by the MTS-user.

re-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of
vocation of the Message-submission abstract-operation (see clause 8.2.1.1.2.1), when t
s submitted for deferred-delivery.

to

8.2.1.3.2 |Results
The Cancell-deferred-delivery-abstract-operation returns an empty result as indication of success.
8.2.1.3.3 | Abstract-errors
Table 11 lipts the abstract-errors that may disrupt the Cancel-deferred-delivery abstract-operation, apd
for each abstract=error identifies the clause in which the abstract-error is defined.
Table 11
Cancel-deferred-delivery Abstract-errors
Abstract-error Clause
Deferred-delivery-cancellation-rejected 8223
Message-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10
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8.2.1.4 Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port
abstract-operations that the MTS-user may invoke, and the messages that the MTS-user may submit to
the MTS via the Message-submission abstract-operation.

The MTS-user should hold until a later time, rather than abandon, abstract-operations and messages
presently forbidden.

The successful-completion of the ahcfrar\f-npnrafinn eignif'ipc that the QpPOifiPd controls are now in

force. [These controls supersede any previously in force, and remain in effect until the associatfon is
released| or the MTS re-invokes the Submission-control abstract-operation.

The abftract-operation returns an indication of any abstract-operations that the M'I_'S—user vould
invoke, lor any message types that the MTS-user would submit, were it not for the prevailing contrpls.
8.2.14. Arguments

Table 12 lists the arguments of the Submission-control abstract-operation;”and for each argyment
qualifies its presence and identifies the clause in which the argument is defined.

Table 12
Submission-control Arguments

Argyment Presence  Clause

Submission Control Arguments

Restrict

Permissible-operations
Permissible-lowest-priority
Permissible-maximum-content-length
Permissible-security-context

COO000

00 00 00 00 0O

SINTSFSYS)

bt et ket et

N N N N
—

B Lt —

8.2.1.4/1.1 Restrict

This argument indicateS_Wwhether the controls on submission-port abstract-operations are to be updated
or remgved. It may-be'generated by the MTS.

This argument . may have one of the following values:

update: the other arguments update the prevailing controls;

TeMove, At COMTois are 10 be Temoved; the other arguments are—toteignored:

In the absence of this argument, the default update shall be assumed.

8.2.1.4.1.2 Permissible-operations

This argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be
generated by the MTS.
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This argument may have the value allowed or prohibited for each of the following:

(E)

message-submission: the MTS-user may/may not invoke the Message-submission abstract-

ope

ration; and

probe-submission: the MTS-user may/may not invoke the Probe-submission abstract-operation.

Other submission-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence—of this-argumentthe abstract-operationsthat the MTS-user may invoke on the MTS are
unchangedl If no previous controls are in force, the MTS-user may invoke both the Message-
submission| abstract-operation and the Probe-submission abstract-operation.

8.2.1.4.1.3 Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS-user ‘shall submit to the
MTS via the Message-submission abstract-operation. It may be generated by the MTS.

This argument may have one of the following values of the priority argument of the Message-
submission| abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS-user sHall
submit to [the MTS is unchanged. If no previous controls are in,force, the MTS-user may submit
messages df any priority.

8.2.14.1.4 Permissible-maximum-content-length

This argument contains the content-length, in octets, of “the longest-content message that the MTS-user
shall subnlit to the MTS via the Message-submission.‘abstract-operation. It may be generated by [he
MTS.

In the abs¢nce of this argument, the permissiblé=maximum-content-length of a message that the MTS-
user may $ubmit to the MTS is unchanged. ~If-no previous controls are in force, the content lengtH is
not explicitly limited.

8.2.1.4.1.5 Permissible-security context

This argument temporarily liprits” the sensitivity of submission-port abstract-operations (submissigon-
security-context) that the MTS<user may invoke on the MTS. It is a temporary restriction of fthe
security-cpntext established\'when the association was initiated (see clause 8.1.1.1.1.3). It may|be
generated by the MTS.

The permissible-secupity-context comprises one or more security-labels from the set of security-lalels
established as the-Security-context when the association was established.

In the abserice’ of this argument, the security-context of submission-port abstract-operations| is
unchanged.

8.2.1.4.2 Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.
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Table 13
Submission-control Results

Result Presence  Clause

'Waiting’ Results

Waiﬁng npnrafinnc QO 21421
Waiting-messages (@] 8.2.1422
Waiting-encoded-information-types o) 8.2.14.2.3
Waiting-content-types 0] 8.2.1.424

8.2.1.4

This re
invoke

This re

In the
probes

8.2.1.4

This re
would
It may

2.1 Waiting-operations

sult indicates the abstract-operations being held by the MTS-user, and that the MTS-user
sult may have the value holding or not-holding for each of the following:

submission abstract-operation on the MTS if it were not'for the prevailing controils; and
probe-submission: the MTS-user is/is not holding" probes, and would invoke the

submission abstract-operation on the MTS if it were not for the prevailing controls.

for submission to the MTS due to the prevailing controls.

2.2 Waiting-messages

be generated by the MTS-user.

This result may have one or more of the following values:

long-content: the “MTS-user has messages held for submission to the MTS which exce
permissible-maximum-content-length control currently in force;

the permissible-lowest-priority control currently in force;

message-security-labels other than those permitted by the current security-context.

would

on the MTS if it were not for the prevailing controls. It may be generated by the MTS-us¢r.

message-submission: the MTS-user is/is not holding messages, and would invoke the Message-

Probe-

absence of this result, it may be assumed that the MTS-user is not holding any messages or

sult indicates the kind of messages the MTS-user is holding for submission to the MTS$, and
submit via the Message-submission abstract-operation, if it were not for the prevailing controls.

¢d the

low-priority{the MTS-user has messages held for submission to the MTS of a lower priority than

other~security-labels: the MTS-user has messages held for submission to the MTS bearing

In the absence of this result, it may be assumed that the MTS-user is not holding any messages or
probes for submission to the MTS due to the permissible-maximum-content-length, permissible-lowest-
priority or permissible-security-context controls currently in force.

8.2.1.4.2.3 Waiting-encoded-information-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-
user for submission to the MTS due to prevailing controls. It may be generated by the MTS-user.
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In the absence of this result, the encoded-information-types of any messages held by the MTS-user for

submission to the MTS are unspecified.

8.2.1.4.2.4 Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the

MTS due to prevailing controls. It may be generated by the MTS-user.

In the absetnce of this result, the content-types of any Messages Neld by the MTS-USer for Submission
the MTS afre unspecified.

8.2.1.4.3 | Abstract-errors

Table 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and

each abstract-error identifies the clause in which the abstract-error is defined.

Table 14
Submission-control Abstract-errors

to

for

Abstraqt-error Clause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

o~

8.2.2 bstract-errors

This clausp defines the following submission&port abstract-errors:

a) Submission-control-violated

b) Element-of-service~not-subscribed

c) Deferred-delivéry-cancellation-rejected
d) Originator=invalid

e) Recipient-improperly-specified

f) Message-submission-identifier-invalid
g) Inconsistent-request

h) Security-error

i) Unsupported-critical-function

D) Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on

submission-port services imposed by the MTS via the Submission-control service.
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The Submission-control-violated abstract-error has no parameters.

8.2.2.2 Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be
provided by the MTS because the MTS-user has not subscribed to one of the elements-of-service the

request requires.

The Element=of=service-not=subscribedabstract=error rasmoparameters:

8.2.2.3 | Deferred-delivery-cancellation-rejected

The Ddferred-delivery-cancellation-rejected abstract-error reports that the MTS gcannot cancgl the

deferred-delivery of a message, either because the message has already been progressed for tr

and/or Helivery, or because the MTS had provided the originator with proof-of-submission.

The Deferred-delivery-cancellation-rejected abstract-error has no parametersy

8.2.2.4| Originator-invalid

The Orjginator-invalid abstract-error reports that the message or probe cannot be submitted becau

originafor is incorrectly identified.

The Orjginator-invalid abstract-error has no parameters.

8.2.2.5| Recipient-improperly-specified

The Rkcipient-improperly-specified abstract-etror reports that the message or probe cann

submitted because one or more recipients are improperly specified.

The Récipient-improperly-specified abstract-error has the following parameters, generated by the

improperly-specified-recipients: the improperly specified recipient-name(s).

8.2.2.6/] Message-submission~identifier-invalid

The Message-submission-identifier-invalid abstract-error reports that the deferred-delivery

message cannot be cancélled because the specified message-submission-identifier is invalid.

The Megssage-submission-identifier-invalid abstract-error has no parameters.

8.2.2.7| _Inconsistent-request

insfer

ke the

ot be

MTS:

of a

The Inconsistent-request abstract-error reports that the requesfed abstract-operation cannot be provided

by the MTS because the MTS-user has made an inconsistent request.

The Inconsistent-request abstract-error has no parameters.

8.2.2.8 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by

the MTS because it would violate the security-policy in force.
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The Security-error abstract-error has the following parameters, generated by the MTS:

security-problem: an identifier for the cause of the violation of the security-policy.

8.2.2.9

Unsupported-critical-function

0 (E)

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was
marked as critical-for-submission (see clause 9.1) but is unsupported by the MTS.

The Uns

8.2.2.10

by the M
an indire

The Ren]

8.3 )

This clau

8.3.1

a
b

G

8.3.1.1
The Mejq

The MT]
control 1

8.3.1.1.1

hpported-critical-function abstract-error has no parameters.
Remote-bind-error
The Renmote-bind-error abstract-error reports that the requested abstract-operation €annot be proyided
IS because the MS is unable to bind to the MTS. Note that this abstract=error only occufs on
ct submission to the MTS via an MS.
ote-bind-error abstract-error has no parameters.
elivery Port
se defines the abstract-operations and abstract-errors which occur at a delivery-port.
Abstract-operations
This clayse defines the following delivery-port abstract-operations:
) Message-delivery
) Report-delivery
) Delivery-Control.
Message-delivery
sage-delivery abstract-operation enables the MTS to deliver a message to an MTS-user.
S-user shall not-refuse delivery of a message unless the delivery would violate the Deliyery-
estrictions then”in force.
Arguments
1i§ts the arguments of the Message-delivery abstract-operation, and for each argument quglifies

Table 15

its presence and identilies the clause in which the argument is defined.

37


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

Table 15
Message-delivery Arguments (Part 1 of 2)

Argument Presence  Clause
Delivery Arguments

Message-delivery-identifier A% g3 T It

Message-delivery-time M 8.3.1.1.1.2

Message-submission-time M 8.2.1.1.2.2
Originator Argument

Originator-name M 8.2.1.1.1.1
Recipient Arguments

This-recipient-name M 8:.31.1.1.3

Intended-recipient-name C 8.3.1.1.14

Redirection-reason C 8.3.1.1.1.5

Other-recipient-names C 8.3.1.1.1.6

DL -expansion-history C 8.3.1.1.1.7
Priofity Argument

Priority C 8.2.1.1.1.8
Conyersion Arguments

Implicit-conversion-prohibited C 8§2.1.1.19

Conversion-with-loss-prohibited C 8.2.1.1.1.10

Converted-encoded-information-types C 8.3.1.1.1.8
Delivery Method Argument

Requested-delivery-method C 8.2.1.1.1.14
Phy§ical Delivery-Arguments

Physical-forwarding-prohibited C 8.2.1.1.1.15

Physical-forwarding-address-request C 8.2.1.1.1.16

Physical-delivery-modes C 8.2.1.1.1.17

Registered-mail-type C 82.1.1.1.18

Recipient-number-for-advice C 821.1.1.19

Physical-rendition-attributes C 8.2.1.1.1.20

Originator-return-address C 8.2.1.1.1.21

Physical-delivery-report-request C 8.2.1.1.1.24
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Table 15
Message-delivery Arguments (Part 2 of 2)

Argument Presence  Clause
Security Arguments

Originator-certitricate C 3.2 ... T2

Message-token C 8.2.1.1.1.26

Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27

Content-integrity-check C 8.2.1.1.1.28

Message-origin-authentication-check C 8.2.1.1.1.29

Message-~security-label C 8.2.1.1.1.30

Proof-of-delivery-request C 8§.2.1.1.1.32
Content |Arguments

Original-encoded-information-types C 8.2.1(11.33

Content-type M 8.24,1.1.34

Content-identifier C 8.2:1.1.1.35

Content M 8.2.1.1.1.37

8.3.1.1.1.1 Message-delivery-identifier

This argument contains an MTS-identifier that distinguishes the message from all other messages at ghe
delivery-port. It shall be generated by the MTS, and shall have the same value as the messa
submissionfFidentifier supplied to the originator of the“message when the message was submitted.

8.3.1.1.1.2 Message-delivery-time

This argument contains the Time at whiCh delivery occurs and at which the MTS is relinquishing
responsibiljty for the message. It shall\be generated by the MTS.

In the case of physical delivery, Jthis argument indicates the Time at which the PDAU has taKen
responsibility for printing and further delivery of the message.

The value|of this argumént shall be the same as the value of the message-delivery-time argumeént
reported tq the originatot of the message (see clause 8.3.1.2.1.8) in a delivery-report.

8.3.1.1.1.3 This-recipient-name

e arguntent contains the OR-name of the recipient to whom the message is being delivered. It shall
be generated=by the MTS

The value of this argument shall be the same as the value of the actual-recipient-name argument
reported to the originator of the message (see clause 8.3.1.2.1.2) in a delivery-report.

The this-recipient-name contains the OR-name of the individual recipient, ie shall not contain the
OR-name of a DL.

The OR-name of the intended-recipient (if different, and the message has been redirected) is contained
in the intended-recipient-name argument.
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8.3.1.1.1.4 Intended-recipient-name

This argument contains the OR-name of the intended-recipient of the message if the message has been
redirected and the time at which the redirection was performed. It may be generated by the MTS. A
different value of this argument may be present for each occasion the message was redirected.

This argument comprises an originally-intended-recipient-name and an intended-recipient-name. On
the first occasion a message is redirected, both the originally-intended-recipient-name and the
intended-recipient-name contain the recipient-name originally-specified by the originator of the
message._Subsequent redirections cause further recipient-names to be appended to the list of intended-
recipienf-names.

The intgnded-recipient-name contains the OR-name of an i‘nqividual or DL intended-recipient an{ the
time at which the message was redirected to an alternate-recipient.

8.3.1.1.1.5 Redirection-reason

This argument indicates the reason the message has been redirected to an alternate—recip'ient. It shall be
generated by the MTS on each occasion that redirection occurs. A differentwalue of this argumeny may
be present for each occasion the message is redirected.

This arglument may have one of the following values:

fecipient-assigned-alternate-recipient: the intended-recipient of the message requested that the
message be redirected to a recipient-assigned-alternatesrecipient; the originator of the message
did not prohibit recipient-reassignment (see clause 8.2.1n1.1.4); the MTS redirected the message
to the recipient-assigned-alternate-recipient;

riginator-requested-alternate-recipient. the méssage could not be delivered to the interjded-
ecipient or recipient-assigned-alternate-recipient (if registered); the originator-requested-
Iternate-recipient argument identified an alternate-recipient requested by the originator of the
nessage; the MTS redirected the message-fo' the originator-requested-alternate-recipient;

B =t

fecipient-MD-assigned-alternate-recipient: the recipient-name argument did not identify a
ecipient MTS-user; the alternatesrecipient-allowed argument generated by the originator of the
essage allowed delivery to anjyalternate-recipient; the MTS redirected the message to an
dlternate-recipient assigned by-the recipient-MD to receive such messages.

8.3.1.1.1.6 Other-recipient-names

This argument contains the originally-specified OR-names of all recipients other than those identified
by the driginally-intended-recipient-name argument, if present, and the this-recipient-name argument,
if the originator of-‘the message requested disclosure of other recipients (with the disclosurg-of-
recipients argument Of the Message-submission abstract-operation). It may be generated by the MTS.
A diffefent value~of this argument may be present for each originally-specified recipient other than the
this-recjpient-name to which the message is being delivered.

Each other-recipient-name contains the OR-name of an individual recipient or a DL.

8.3.1.1.1.7 DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add
recipients to the copy of the message delivered to the recipient and the time of each expansion. It shall
be generated by the MTS if any DL-expansion has occurred.

8.3.1.1.1.8 Converted-encoded-information-types

This argument identifies the encoded-information-types of the message content after conversion, if
conversion took place. It may be generated by the MTS,
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8.3.1.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its
presence and identifies the clause in which the result is defined.

Table 16
Message-delivery Results

Result Presence Clause

Proof ¢f Delivery Results

Recipient-certificate
Proof-of -delivery

OO0

8.3.1.1.2.1 Recipient-certificate

This arguyment contains the certificate of the recipient of the message. It shall be generated Yy a
trusted source (eg a certification-authority), and may be supplied by<the recipient of the message, if|the
originator| of the message requested proof-of-delivery (see clause 8.2.1.1.1.32) and an asymmetyic-
encryptiop-algorithm is used to compute the proof-of-delivery.

The recipjent-certificate may be used to convey a verified,copy of the public-asymmetric-encryption-
key (subject-public-key) of the recipient of the message.

The reciflient’s public-asymmetric-encryption-key-. miay be used by the originator of the message to
validate the proof-of-delivery.

8.3.1.1.2.2 Proof-of-delivery

This argument provides the originator.of the message with proof that the message has been deliverefl to
the reciplent (to provide the Proef~of Delivery element-of-service as defined in ISO/IEC 10021-1).
Depending on the encryption-algorithm used and the security-policy in force, this argument may lalso
provide the Non Repudiation of ‘Delivery element-of-service (as defined in ISO/IEC 10021-1). It ghall
be generdted by the recipignt of the message, if the originator of the message requested proofiof-
delivery (3ee clause 8.2.1.1.1.32).

The proof-of-delivery)is/computed using the algorithm identified by the proof-of-delivery-algorithm-
identifier|(an algorithm-identifier).

The proof-of-delivery contains the proof-of-delivery-algorithm-identifier, and an encrypted fungtion
(eg a compressed or hashed version) of the proof-of-delivery-algorithm-identifier, the delivery-t{me,
and the thiS-recipient-name, the originally-intended-recipient-name, the message content, the content-
identifier -and—the—message—seeuri abel-of—the—delivered—message: ional-components—are—inehdded
in the proof-of-delivery if they are present in the delivered message. y is
computed using the clear (ie unencrypted) message content.

Note that receipt of this argument provides the originator of the message with Proof of Delivery of the
message to the recipient. Non-receipt of this argument provides neither Proof of Delivery nor proof of
non-delivery (unless a secure route and trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, the proof-of-delivery may be computed by the recipient
of the message using the recipient’s secret-asymmetric-encryption-key. The originator of the message
may validate the proof-of-delivery using the recipient’s public-asymmetric-encryption-key (subject-
public-key) derived from the recipient-certificate. An asymmetric proof-of-delivery may also provide
for Non Repudiation of Delivery.
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If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to compute the
proof-of-delivery, and by the originator to validate the proof-of-delivery. Note that if a symmetric-
encryption- algonthm is used then the proof-of-delivery can only provide Non Repudlatlon of Delivery
if the security-policy in force provides for the involvement of a third party acting as a notary. The
means by which the symmetric-encryption-key is distributed is not currently defined by this
International Standard.

8.3.1.1.3  Abstract-errors

Table 17| lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for|each
abstract-Jerror identifies the clause in which the abstract-error is defined.

Table 17
Message-delivery Abstract-errors

Abstract-error Clause

Delivery-control-violated 8:3.2.1
Security-error 8.3.2.3
Unsupported-critical-function 8.3.2.4

8.3.1.2 | Report-delivery

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user one or [more
outcomes of a previous invocation of the Message-§ubmission or Probe-submission abstract-operatigns.

For the| Message-submission abstract-operation, the Report-delivery abstract-operation indicates the
delivery| or non-delivery of the submitted méssage to one or more recipients.

For the|Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether
or not @ message could be delivered, or a DL-expansion could occur, if the message were (o be
submitted.

A single invocation of the Message-submission or Probe-submission abstract-operation may provoke
several occurrences of the \Report-delivery abstract-operation, each covermg one or more int¢nded
recipiens. A single occurrence of the Report-delivery abstract-operation may report on both delivery
and nonf-delivery to différent recipients.

An invocation of the Message-submission or Probe-submission abstract-operation by one MTS-usef may
provoke| occurrences of the Report-delivery abstract-operation to another MTS-user, ie reports delivered
to the owner of-a DL.

The MTS user shall not refuse to accept the dellvery of a report unless the delivery of the report would

Vlolate lllU UCIIVUIy \/Ull\.l\}l lUDll l\vllullb lllCll 11T lUlUU

8.3.1.2.1 Arguments

Table 18 lists the arguments of the Report-delivery abstract-operation, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.
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Report-delivery Arguments
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Argument

Subject Submission Argument

Presence

Clause

Subject-submission-identitier

Recipiefit Arguments
Actual-recipient-name
Intended-recipient-name
Redirection-reason

Reporting-DL-name

Conversion Arguments

Supplementary Information Arguments
Supplementary-information
Physical-forwarding-address
Delivery Arguments
Message-delivery-time
Type-of -MTS-user
Non-déllivery Arguments
Non-delivery-reason-code
Non-delivery-diagnostic~code
Security Arguments
Recipient=certificate
Proof-gf-delivery
Reportinig-MTA -certificate

Report-origin-authentication-check
Message-security-label

Originator-and-DL-expansion-history

Converted-encoded-information-types

nnnng

ole! aq

a0

olololele!

3.3.1.2.1.1

.....

8.3.1.2.1.5

Content Arguments

Original-encoded-information-types
Content-type

Content-identifier
Content-correlator
Returned-content

olelolele)]
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8$.3.1.2.1.1 Subject-submission-identifier
This argument contains the message-submission-identifier or the probe-submission-identifier of the
subject of the report. It shall be supplied by the MTS.

8.3.1.2.1.2 Actual-recipient-name

This argument contains the OR-name of a recipient of the message. It shall

originate
argume

be generated by the
i ent—value—of this

t shall be speciiéd for each recipient of the sbject to which this rebort relates.

In the g¢ase of a delivery report, the actual-recipient-name is the name of the actual recipient df the
messagel, and has the same value as the this-recipient-name argument of the delivered message. In the
case of ja non-delivery-report, the actual-recipient-name is the OR-name of the recipient to whigh the
message| was being directed when the reason for non-delivery was encountered.

The actual-recipient-name may be an originally-specified recipient-name, or the OR-name ¢f an
alternate-recipient if the message has been redirected. If the message /has been redirected| the
OR-name of the intended-recipient is contained in the intended-recipient-name argument.

The actpal-recipient-name contains the OR-name of an individual recipient or DL.

8.3.1.2.1.3 Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and associated times which document the histdry of
the origin of the subject~-message. The first OR-namieJin the sequence is the OR-name of the
originator of the subject, and the remainder of the sequence is a sequence of OR-names of the DLjs that
have beden expanded in directing the subject towards the recipient (the latter being the same as thg DL-
expansipn-history). It shall be generated by the originating-MTA of the report if any DL-expdnsion
has occlirred on the subject.

The originator-and-DL-expansion-history cofitains the OR-name of the originator of the subjedt and
each DL, and the Time at which the associated event occurred.

8.3.1.2]1.4 Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DOL. Tt
shall bg generated by a DL-gxpansion-point (an MTA) when forwarding a report to the owner ¢f the
DL, in [line with the reporting-policy of the DL,

The regorting-DL-nameé_¢ontains the OR-name of the DL forwarding the report.

8.3.1.2[1.5 Converted-encoded-information-types

This apgument identifies the encoded-information-types of the subject-message content | after
conversporn) if conversion took place. For a report on a message, this argument indicates the pctual
encoded-information-types ol the converted message content. For a report on a probe, this argument
indicates the encoded-information-types the subject-message content would have contained after
conversion, if the subject-message were to have been submitted. It may be generated by the MTS. A
dilfferent value of this parameter may be specified for each recipient of the subject to which the report
relates.

8.3.1.2.1.6 Supplementary-information

This argument may contain information supplied by the originator of the report, as a printable string.
It may be generated by the originating-MTA of the report or an associated access-unit. A different
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value of this argument may be specified for each intended recipient of the subject to which the report

relates.

Supplementary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion
facility. It may contain a Received Answer-back, Telex Transmission Duration, or Note and Received
Recorded Message as a printable string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the
report itself, to convey printable information to the originator of the message.

8.3.1.2.1.7

Physical-forwarding-address

This argument contains the new postal-OR-address of the physical-recipient of the message.< Tt may be
generated |by the associated PDAU of the originating-MTA of the report, if the originator of |the
message rg¢quested the physical-forwarding-address of the recipient (see clause 8.2.1.1.1:16). A diffegent
value of this argument may be specified for each intended recipient of the subject-message to which
the report|relates.

8.3.1.2.1.9

Message-delivery-time

This argument contains the Time at which the subject-message was (or\would have been) delivered to

the recipignt MTS-user.

It shall be generated by the MTS if the message was (or would have bgen)

successfully delivered. A different value of this argument may be specified for each intended-reciplent

of the sublject to which the report relates.

In the cape of physical delivery, this argument indicates “‘the Time at which the PDAU has taken

responsibifity for printing and further delivery of the message.

If the subject-message was delivered, the value of thisi argument shall be the same as the value of [the

message-delivery-time argument of the delivered message (see clause 8.3.1.1.1.2).

8.3.1.2.1.9

Type-of -MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have bgen)
It shall be generated bytthe MTS if the message was (or would have been) successflully
A different value of this' argument may be specified for each intended-recipient of |the
subject to| which the report relates.

delivered.
delivered.

This argument may have ong of' the following values:
public: a UA owned by an Administration;

private: a UA’owned by other than an Administration;

mg§: a message-store,

DL:a’distribution-list;

PDAU: a physical-delivery-access-unit (PDAU);

physical-recipient: a physical-recipient of a PDS;

other: an access-unit of another kind.

8.3.1.2.1.10

Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in
the case of a probe, would have failed).

It shall be generated by the MTS if the message was (or would
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have been) unsuccessfully delivered. A different value of this argument may be specified for each
intended-recipient of the subject to which the report relates.

This argument may have one of the following values:

transfer-failure: indicates that, while the MTS was attempting to deliver or probe delivery of the
subject-message, some communication failure prevented it from doing so:

unable-'to-tran

sfer: indipates that, due to some p

roblem with the subject itself, the MTS could

o

donversion-not-performed: indicates that a conversion necessary for the delivery of the-sulject-
essage was (or would be) unable to be performed;

physical-rendition-not-performed: indicates that the PDAU was unable to physically render the
qubject-message;

physical-delivery-not-performed: indicates that the PDS was unable to physically delivel the
qubject-message;

estricted-delivery: indicates that the recipient subscribes to the réstricted-delivery elemenft-of-
dervice (as defined in ISO/IEC 10021-1) which prevented (or would prevent) the delivery df the
Jubject-message;

Directory-operation-unsuccessful: indicates that the outcome of a required Directory opernation
vas unsuccessful,

Other npn-delivery-reason-codes may be specified in addenda to this International Standard.
Further|information on the nature of the problem preventing delivery is contained in the non-delipery-

diagnostic-code argument.

8.3.1.2.1.11 Non-delivery-diagnostic-code

This argument contains a code indicating\the nature of the problem which caused delivery or probing of
delivery| of the subject-message, to fail..'The reason for failure is indicated by the non-delivery-reason-
code ahgument. It may be generated by the MTS if the message was (or would have |peen)
unsuccepsfully delivered. A different value of this argument may be specified for each intended-
recipient of the subject to which\the report relates.

This argument may have one-of the following values:

pnrecognised-OR-name: the recipient-name argument of the subject does not contain an
DR-name reCognised by the MTS;

ambiguotis> OR-name: the recipient-name argument of the subject identifies more thag one
potential ‘recipient (ie, is ambiguous);

MTS-congestion: the subject could not be progressed, due to congestion in the MTS;

loop-detected: the subject was detected looping within the MTS;

recipient-unavailable: the recipient MTS-user was (or would be) unavailable to take delivery of
the subject-message;

maximum-time-expired: the maximum time for delivering the subject-message, or performing
the subject-probe, expired;

encoded-information-types-unsupported: the encoded-information-types of the subject-message
are unsupported by the recipient MTS-user;
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content-too-long: the content-length of the subject-message is too long for the recipient MTS-
user to take delivery (exceeds the deliverable-maximum-content-length);

conversion-impractical: a conversion required for the subject-message to be delivered is
impractical;

implicit-conversion-prohibited: a conversion required for the subject-message to be delivered has
been prohibited by the originator of the subject (see clause 8.2.1.1.1.9);

R v-eFS1oNn eqy be
he recipient;

deljvered has not been subscribed to by t
invalid-arguments: one or more arguments in the subject was detected as being invalid;

cortent-syntax-error; a syntax error was detected in the content of the subject~message (hot
applicable to subject-probes);

sizé-constraint-violation: indicates that the value of one or more parameters(s) of the subject
violated the size constraints defined in this part of ISO/IEC 10021, and that the MTS was pot
prepared to handle the specified value(s);

prdtocol-violation: indicates that one or more mandatory argument(s) were missing from the
sulject;

corftent-type-not-supported: indicates that processing of a~content-type not supported by the
MTS was (or would be) required to deliver the subject-message;

too-many-recipients: indicates that the MTS was (of<would be) unable to deliver the subjeft-
mepsage due to the number of specified recipients of’the subject-message (see clause 8.2.1.1.1.2);

no+bilateral-agreement: indicates that deliverys of the subject-message required (or wolld
require) a bilateral agreement where no such.agreement exists;

ungupported-critical-function: indicates*xthat a critical function required for the transfer|or
deliivery of the subject-message was not-supported by the originating-MTA of the report;

conversion-with-loss-prohibited: a-conversion required for the subject-message to be delivefed
wolld have resulted in loss oftvinformation; conversion with loss of information was prohibifed
by |the originator of the subject*(see clause 8.2.1.1.1.10);

ling-too-long: a conversion-required for the subject-message to be delivered would have resulted
in loss of information-because the original line length was too long;

page-split: a conversion required for the subject-message to be delivered would have resulted in
los$ of information because an original page would be split;

pictorial-symbol-loss: a conversion required for the subject-message to be delivered would have
reshlted in loss of information because of a loss of one or more pictorial symbols;

punctuation-symbol-loss: a conversion required for the subject-message to be delivered wopld
ha$ ol Ert ot i ; ) otS:

alphabetic-character-loss: a conversion required for the subject-message to be delivered would
have resulted in loss of information because of a loss of one or more alphabetic characters;

multiple-information-loss: a conversion required for the subject-message to be delivered would
have resulted in multiple loss of information;

recipient-reassignment-prohibited: indicates that the MTS was (or would be) unable to deliver
the subject-message because the originator of the subject prohibited redirection to a recipient-
assigned-alternate-recipient (see clause 8.2.1.1.1.4);
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redirection-loop-detected: the subject-message could not be redjrecged to an alternate-recipient
because that recipient had previously redirected the message (redirection-loop);

DL-expansion-prohibited: indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited the expansion of DLs (see
clause 8.2.1.1.1.6);

no-DL-submit-permission: the originator of the subject (or the DL of which this DL is a
member, in the case of nested DLs) does not have permission to submit messages to this DL;

DL-expansion-failure: indicates that the MTS was unable to complete the expansion of a-D[L;

physical-rendition-attributes-not-supported: the PDAU does not support the physical=rendition-
attributes requested (see clause 8.2.1.1.1.20);

undeliverable-mail-physical-delivery-address-incorrect: the subject-message ‘was undeliverable
because the specified recipient postal-OR-address was incorrect;

undeliverable-mail-physical-delivery-office-incorrect-or-invalid:  the subject—me§sage was
undeliverable because the physical-delivery-office identified by the’§pecified recipient postal-
OR-address was incorrect or invalid (does not exist);

undeliverable-mail-physical-delivery-address-incomplete: the subject-message was undeliverable
because the specified recipient postal-OR-address was incompletely specified;

undeliverable-mail-recipient-unknown: the subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address was not known at that address;

undeliverable-mail-recipient-deceased: the subject-message was undeliverable because the
recipient specified in the recipient postal-OR-address is deceased;

undeliverable-mail-organization-expired:. the subject-message was undeliverable because the
recipient organization specified in the recipient postal-OR-address has expired;

undeliverable-mail-recipient-refused-to-accept: the subject-message was undeliverable because
the recipient specified in the recipient postal-OR-address refused to accept it;

undeliverable-mail-recipient-did-not-claim: the subject-message was undeliverable because the
recipient specified in the rec¢ipient postal-OR-address did not collect the mail;

undeliverable-mail-recipient-changed-address-permanently: the subject-message was
undeliverable because) the recipient specified in the recipient postal-OR-address had changed
address permanently ("'moved’), and forwarding was not applicable;

undeliverable~mail-recipient-changed-address-temporarily: the subject-message was
undeliverablé because the recipient specified in the recipient postal-OR-address had changed
address dgemporarily ("on travel’), and forwarding was not applicable;

undeliverable-mail-recipient-changed-temporary-address: the subject-message was undeliverable
becduse the recipient specified in the recipient postal-OR-address had changed temporary

address Cdeparted’) and Fnrwnrding was not applinahlp;

undeliverable-mail-new-address-unknown: the subject-message was undeliverable because the
recipient has moved and the recipient’s new address is unknown;

undeliverable-mail-recipient-did-not-want-forwarding: the subject-message was undeliverable
because delivery would have required physical-forwarding which the recipient did not want;

undeliverable-mail-originator-prohibited-forwarding: the physical-forwarding required for the
subject-message to be delivered has been prohibited by the originator of the subject-message
(see clause 8.2.1.1.1.15);
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secure-messaging-error: the subject could not be progressed because it would violate the
security-policy in force;

unable-to-downgrade: the subject could not be transferred because it could not be downgraded
(see Annex B of ISO/IEC 10021-6).

Other non-delivery-diagnostic-codes may be specified in addenda to this International Standard.

8.3.1.2.1.12—Reporting—MTA—eertifieate

This argument contains the certificate of the MTA that generated the report. It shall be ger}erated by a
trusted source (eg a certification-authority), and may be supplied by the reporting-MTA if~a-report-
origin-authentication-check is supplied.

The reporting-MTA-certificate may be used to convey a verified copy of the public-asymmetfic-
encryptiop-key (subject-public-key) of the reporting-MTA.

The reporting-MTA’s public-asymmetric-encryption-key may be used by the originator of the message,
and any MTA through which the report is transferred, to validate the report<origin-authentication-
check.

8.3.1.2.1.13 Report-origin-authentication-check

This argument provides the originator of the subject-message (6P ¥probe), and any other MTA thrdugh
which thq report is transferred, with a means of authenticating, the origin of the report (to provide|the
Report Ofigin Authentication element-of-service as defined<in ISO/IEC 10021-1). It may be generpted
by the rpporting-MTA if a message- (or probe-) origin-authentication-check was present in|the
subject.

The repoft-origin-authentication-check provides-proof of the origin of the report (Report Omigin
Authentidation), and proof of association between-the message-security-label and the report.

The repdrt-origin-authentication-check is ‘domputed using the algorithm identified by the repprt-
origin-aufthentication-algorithm-identifier(an algorithm-identifier).

The repott-origin-authentication-check- contains the report-origin-authentication-algorithm-identifier,
and an Jasymmetrically encrypted,<‘hashed version of the report-origin-authentication-algorithm-
identifier] the content-identifier\and message-security-label of the subject, and all values of| the
following| (per-recipient) arguments: the actual-recipient-name, the originally-intended-recipient-ngme,
and:

fdr a delivery-report: the message-delivery-time, the type-of-MTS-user, and, if requested by
thie originator of\the message for recipients to which the report relates, the recipient-certifigate,
arld the proof-of-delivery (not present in a report on a probe); or

fdr a non=delivery-report: the non-delivery-reason-code and non-delivery-diagnostic-code.

Optional components are included in the report-origin-authentication-check if they are present inl the
report.

The report-origin-authentication-check may be computed by the reporting-MTA using the reporting-
MTA’s secret-asymmetric-encryption-key. The report-origin-authentication-check may be validated
by the originator of the subject, and any MTA through which the report is transferred, using the
reporting-MTA’s public-asymmetric-encryption-key (subject-public-key) derived from the reporting-
MTA-certificate.

Addenda to this International Standard may define other forms of report-origin-authentication-check
(eg based on symmetric-encryption-techniques) which may be used by MTAs through which the report
is transferred to authenticate the origin of the report.
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8.3.1.2.1.14 Returned-content

This argument contains the content of the subject-message if the originator of the subject-message
indicated that the content was to be returned (see clause 8.2.1.1.1.23). It shall be generated by the
originator of the message, and may be returned by the MTS (if the reporting-MTA or originating-MTA
supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery,
and if the recipient of the report is the originator of the subject-message (and not, for example, the
owner of a DL (see clause 8.3.1.2.1.4)).

This argnllment shall not be present if any encoded-information-type conversion has been performed on
the contgnt of the subject-message.

8.3.1.2.2| Resulits

The Repprt-delivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3  Abstract-errors

Table 19 lists the abstract-errors that may disrupt the Report-delivery: abstract-operation, and for |each
abstract-Herror identifies the clause in which the abstract-error is defired.

Table 19
Report-delivery Abstract>errors

Abstract-error Clause

Delivery-control-violated 8.3.2.1
Security-error 8.3.2.3
Unsupported-critical-functien 8324

8.3.1.3 | Delivery-control

The Dellivery-control abstract-operation enables the MTS-user to temporarily limit the deliveryfport
abstractqoperations thatthe MTS may invoke, and the messages that the MTS may deliver to the MTS-
user via [the Message<delivery abstract-operation.

;rhe MTE shall hold until a later time, rather than abandon, abstract-operations and messages presently
orbidden.

The suctessful completion of the abstract-operation signifies that the specified controls are now in
force. i i ; I ation is
released, the MTS-user re-invokes the Delivqry-control abstract-operation, or the MTS-user invokes the
administration-port Register abstract-operation to impose constraints more severe than the specified
controls.

The abstract-operation returns an indicatiqn of any abstract-operations that the MTS would invoke, or
any message types that the MTS would deliver or report, were it not for the prevailing controls.
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E)

Table 20 lists the arguments of the Delivery-control abstract_—opergtion, and for each argument qualifies
its presence and identifies the clause in which the argument is defined.

Table 20
Delivery-control Arguments

Argume

Delivery

nts Presence  Clause

Control Arguments

Restrict

Permissible-operations
Permissible-lowest-priority
Permissible-encoded-information-types
Permissible-content-types
Permissible-maximum-content-length
Permissible-security-context

.....

O000000

8.3.1.3.1.1

This argun
removed.

This argumn
upd
rem
by

are

In the absd

8.3.1.3.1.2

This argument indicatés~the abstract-operations that the MTS may invoke on the MTS-user.

generated

Restrict

ent indicates whether the controls on delivery-port abstract-operations are to be updated
[t may be generated by the MTS-user.

ent may have one of the following values:
ate: the other arguments update the prevailing controls;

ove: all temporary controls are, to be removed (the default controls registered with the M|
means of the administration-port/Register abstract-operation shall apply); the other argume
to be ignored.

nce of this argument, the-default update shall be assumed.

Permissible-operations

It may
by the MTS=user.

This argument may have the value allowed or prohibited for each of the following:

mey

or

TS
nts

be

sage-delivery: the MTS may/may not invoke the Message-delivery abstract-operation: and

report-delivery: the MTS may/may not invoke the Report-delivery abstract-operation.

Other delivery-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are
If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register
abstract-operation shall apply.

unchanged.
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8.3.1.3.1.3 Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS shall deliver to the
MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-user.

This argument may have one of the following values of the priority argument of the Message-
submission abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS shall deliver to
the MTS-user-is—unchanged.—If there has been no previous invocation of the Delivery-control abstract-
operatjon on the association, the default control registered with the MTS by means pf the
adminjstration-port Register abstract-operation shall apply.

8.3.1.3.1.4 Permissible-encoded-information-types

This afgument indicates the only encoded-information-types that shall appear in messages that tHe MTS
shall A{eliver to the MTS-user via the Message-delivery abstract-operation. It_.may be generated|by the
MTS-user.

The permissible-encoded-information-types specified shall be among those allowed long-term dpe to a
previous invocation of the administration-port Register abstractcoperation (deliverable-encoded-
information-types).

In the|absence of this argument, the permissible-encoded-information-types that the MTS may |deliver
to the] MTS-user are unchanged. If there has been no prévious invocation of the Delivery-control
abstrag¢t-operation on the association, the default controliregistered with the MTS by means|of the
adminfstration-port Register abstract-operation shall apply.

8.3.1.3.1.5 Permissible-content-types

This drgument indicates the only content-types-that shall appear in messages that the MTS shall deliver
to the|MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-yser.

The permissible-content-types specified-shall be among those allowed long-term due to a previous
invocdtion of the administration-port\Register abstract-operation (deliverable-content-types).

In thel absence of this argument,ithe permissible-content-types that the MTS may deliver to th¢ MTS-
user are unchanged. If there-has been no previous invocation of the Delivery-control abstract-operation
on th¢ association, the default control registered with the MTS by means of the administratipn-port
Regisfer abstract-operation_shall apply.

8.3.1.8.1.6 Permissible-maximum-content-length

This drgumeng.contains the content-length, in octets, of the longest-content message that the MTS shall
deliver to the.MTS-user via the Message-delivery abstract-operation. It may be generated by the MTS-
user.

The permisstble-maximum-content-length shall ot exceed that atfowed Tonmg=termm due 10 @ previous
invocation of the administration~-port Register abstract-operation (deliverable-maximum-content-
length).

In the absence of this argument, the permissible-maximum-content-length of a message that the MTS
may deliver to the MTS-user is unchanged. If there has been no previous invocation of the Delivery-
control abstract-operation on the association, the default control registered with the MTS by means of
the administration-port Register abstract-operation shall apply.
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8.3.1.3.1.7 Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-
context) that the MTS may invoke on the MTS-user. It is a temporary restriction of the security-
context established when the association was initiated (see clause 8.1.1.1.1.4). It may be generated by
the MTS-user.

The permissible-security-context comprises one or more security-labels from the set of security-labels
established as the security-context when the association was established.

In the abfence of this argument, the security-context of delivery-port abstract-operations is unchanged.

8.3.1.3.2( Results

Table 21|lists the results of the Delivery-control abstract-operation, and for each résult qualifiep its
presence and identifies the clause in which the result is defined.

Table 21
Delivery-control Results

Resultp Presence ~ Clause

‘Waiting’ Results

Waiting-operations o) 8.3.1.3.2.1
Waiting-messages O 8.3.1.322
Waiting-encoded-information-types @) 8.3.1.3.2.3
Waiting-content-types O 8.3.1.3.24

8.3.1.3.2]1 Waiting-operations

This resuflt indicates the abstract-operations being held by the MTS, and that the MTS would invokie on
the MTS{user if it were not for the)prevailing controls. It may be generated by the MTS.

This resuflt may have the value)holding or not-holding for each of the following:

essage-delivery:“the MTS is/is not holding messages, and would invoke the Message-deljvery
abstract-operation on the MTS-~user if it were not for the prevailing controls; and

r¢port-dekivery: the MTS is/is not holding reports, and would invoke the Report-deljvery
abstract=opération on the MTS-user if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS is not holding any messages or reports for

de]lvery due_to the prnvavhng controls

8.3.1.3.2.2 Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would
deliver via the Message-delivery abstract-operation, if it were not for the prevailing controls. It may be
generated by the MTS.
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This result may have one or more of the following values:

long-content: the MTS has messages held for delivery to the MTS-user which exceed the
permissible-maximum-content-length control currently in force;

low-priority: the MTS has messages held for delivery to the MTS-user of a lower priority than
the permissible-lowest-priority control currently in force;

other-security-labels: the MTS has messages held for delivery to the MTS-user bearing message-

In the absence of this result, it may be assumed that the MTS is not holding any messages fop del

to the

permissible-security-context controls currently in force.

8.3.1.3.2.3 Waiting-encoded-information-types

This res

In the

delivery[to the MTS-user are unspecified.

8.3.1.3.

This result indicates the content-types of any messages held by the MTS for delivery to the MTS
due to prevailing controls. It may be generated by the MTS.

In the gbsence of this result, the content-types of>any messages held by the MTS for delivery t
MTS-uspr are unspecified.

8.3.1.3.

Table 22 lists the abstract-errors that ‘may disrupt the Delivery-control abstract-operation, and for

abstract

secu - =

3  Abstract-errors

MTS-user due to the permissible-maximum-content-length, permissible-lowest-priorit

dbsence of this result, the encoded-information-types of any ‘messages held by the MT

1.4 Waiting-content-types

Lerror identifies the clause<in“which the abstract-error is defined.

very
y or

11t indicates the encoded-information-types in the content of any mesSages held by the MTS for
delivery[to the MTS-user due to prevailing controls. It may be generated by\the MTS.

8 for

-user

b the

each

Table 22
Delivery-control Abstract-errors
Abstract-error Clause
Control-violates-registration 8.3.2.2
Security-error 8.3.2.3
8.3.2 Abstract-errors

This clause defines the following delivery-port abstract-errors:

a) Delivery-control-violated
b) Control-violates-registration
c) Security-error
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d) Unsupported-critical-function.

8.3.2.1 Delivery-control-violated

The Delivery-control-violated abstract-error reports the violation by the MTS of a control on delivery-
port abstract-operations imposed by the MTS-user via the Delivery-control abstract-operation.

The Deliver-control-violated abstract-error has no parameters.

8.3.2.2 [ Control-violates-registration

The Confrol-violates-registration abstract-error reports that the MTS is ungble to accept\the coptrols
that the [MTS-user attempted to impose on delivery-port abstract-operations because. they viglate
existing negistration parameters.

The Confrol-violates-registration abstract-error has no parameters.

8.3.2.3 | Security-error

The Secufrity-error abstract-error reports that the requested abstract-operation could not be provided by
the MTStuser because it would violate the security-policy in force.

The Secufrity~error abstract-error has the following parameters, ‘generated by the MTS-user:

s¢curity-problem: an identifier for the cause of the violation of the security-policy.

8.3.2.4 | Unsupported-critical-function

The Unspipported-critical-function abstract-error reports that an argument of the abstract-operation| was
marked 4s critical-for-delivery (see clause 9.1) ‘but is unsupported by the MTS-user.

The Unspipported-critical-function abstract-error has no parameters.

8.4 Aldministration Port

This clauyse defines the abstract-operations and abstract-errors which occur at an administration-porf.

8.4.1 Abstract-opérations
This clause defines)the following administration-port abstract-operations:

a Register

b Change-credenfials.

8.4.1.1 Register

The Register abstract-operation enables an MTS-user to make long-term changes to various parameters
of the MTS-user held by the MTS concerned with delivery of messages to the MTS-user.

Such changes remain in effect until overridden by re-invocation of the Register abstract-operation.
However, some parameters may be temporarily overridden by invocation of the Delivery-control
abstract-operation.
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NOTES

1 - This abstract-operation shall be invoked before any other submission-port, delivery-port or administration-port abstract-
operation may be used, or an equivalent registration by local means shall have taken place.

2 - This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assignment element-of-
service and the Restricted Delivery element-of-service defined in ISO/IEC 10021-1. The manner in which those parameters are
supplied and modified are a local matter.

8.4.1.151 Algulucufa

Table P3 lists the arguments of the Register abstract-operation, and for each argument @ualifies its
presen¢e and identifies the clause in which the argument is defined.

Table 23
Register Arguments
Argument Presence  Clause
Registration Arguments
User-name @) 8.4.1.1.1.1
User-address Q 8§.4.1.1.1.2
Deliverable-encoded-information-types O 84.1.1.1.3
Deliverable-content-types 0] 8§4.1.1.14
Deliverable-maximum-content-length O 8.4.1.1.1.5
Recipient-assigned-alternate-recipient 0] 8.4.1.1.1.6
User-security-labels 0 8.4.1.1.1.7
Default Delivery Control Arguments 84.1.1.1.8
Restrict O 8.3.1.3.1.1
Permissible-operations 0] 8.3.1.3.1.2
Permissible-lowest-priority 0] 8.3.1.3.1.3
Permissible-encoded-information-types 0] 8.3.1.3.1.4
Permissible-content-types 0] 8.3.1.3.1.5
Permissible-maximum-content-length 0] 8.3.1.3.1.6

8.4.1.1.1.1 Userfname

This grgumentscontains the OR-name of the MTS-user, if the user-name is to be changed. It may be
generated by.the MTS-user.

In the|absénce of this argument, the user-name of the MTS-user remains unchanged.

An MD is not required to provide MTS-users with the ability to change their OR-names. If it does so,
the MD may restrict that ability. It may prohibit certain MTS-users from changing their OR-names, or
it may restrict the scope of the change to a locally defined subset of the components of their
OR-names. A proposed new OR-name shall be rejected if it is already assigned to another MTS-user.

8.4.1.1.1.2 User-address

This argument contains the user-address of the MTS-user, if it is required by the MTS and if it is to be
changed. It may be generated by the MTS-user.
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The user-address may contain one of the following forms of address of the MTS-user:
the X.121-address and/or the TSAP-ID (transport service access point identifier); or
the PSAP-address (presentation service access point address).

Other forms of user-address may be defined in addenda to this International Standard.

In the absence of this argument, the user-address of the MTS-user (if any) remains unchanged.

8.4.1.1.1.3 Deliverable-encoded-information-types

This ardument indicates the encoded-information-types that the MTS shall permit to appear in mepsages
delivered to the MTS-user, if they are to be changed. It may be generated by the MTS-user.

The MTS shall reject as undeliverable any message for an MTS-user for which the MTS-user js not
registergd to accept delivery of all of the encoded-information-types of the message. Note th3t the
MTS-user may register to receive the undefined encoded-information-type:~” Deliverable-encpded-
informaltion-types also indicate the possible encoded-information-types to which implicit conversign can
be perf¢rmed.

=

In the absence of this argument, the deliverable-encoded-information=types shall remain unchange

8.4.1.1.1.4 Deliverable-content-types

This argument indicates the content-types that the MTS shall permit to appear in messages delivered to
the MTR-user, if they are to be changed. It may be genéerated by the MTS-user.

The MTS shall reject as undeliverable any messagé*for an MTS-user for which the MTS-user fis not
registerpd to accept delivery of the content-types\6f the message. Note that the MTS-user may rggister
to receive the undefined content-type.

In the gbsence of this argument, the deliverable-content-types shall remain unchanged.

8.4.1.1)1.5 Deliverable-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MT} shall
permit o appear in messages\delivered to the MTS-user, if it is to be changed. It may be generated by
the MTS-user.

The MTS shall reject as undeliverable any message for an MTS-user for which the MTS-user |is not
registerpd to acceptidelivery of messages of its size.

In the [absencenof this argument, the deliverable-maximum-content-length of messages shall femain
unchanged.

8.4.1.1.1.6 Recipient-assigned-alternate-recipient

This argument contains the OR-name of an alternate-recipient, specified by the MTS-user, to which
messages are to be redirected, if the alternate-recipient is to be changed. It may be generated by the
MTS-user. A different value of this argument may be specified for each value of user-security-labels.

If a recipient-assigned-alternate-recipient is registered and associated with a value of user-security-
labels, messages bearing a matching message-security-label shall be redirected to the alternate-recipient.
Messages bearing a message-security-label for which no recipient-assigned-alternate-recipient has been
registered, shall not be redirected to a recipient-assigned-alternate-recipient.
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If a single recipient-assigned-alternate-recipient is registered, and not associated with a value of user-
security-labels, all messages shall be redirected to the alternate-recipient.

The recipient-assigned-alternate-recipient shall contain the OR-name of the alternate-recipient. If the
recipient-assigned-alternate-recipient contains the OR-name of the MTS-user (see clause 8.4.1.1.1.1),
no recipient-assigned-alternate-recipient is registered.

In the absence of this argument, the recipient-assigned-alternate-recipient, if any, remains unchanged.

8.4.1.1.

This argument contains the security-labels of the MTS-user, if they are to be changed. "It m
generatdd by the MTS-user.

A recipient-assigned-alternate-recipient may be registered for any value of user-security-labels.

In the a

Note that some security-policies may only permit the user-security-labels to be’changed in this wa
secure link is employed. Other local means of changing the user-security-labels in a secure m
may be |[provided.

8.4.1.1.1.8 Default Delivery Control Arguments

The def]
and are
the MT
The def]
into eff]
invocati
The def]
register
argume
8.4.1.1.

The Re

8.4.1.1,

Table 2

error identifies.the clause in which the abstract-error is defined.

7 User-security-labels

bsence of this argument, the user-security-labels remain unchanged.

ault control arguments are the same as the argumentshof® the Delivery-control abstract-oper
defined in clause 8.3.1.3.1. Except for permissible~security-context, they may be generat
B-user.

ault controls are registered as arguments of the Register abstract-operation. These defaults
ect at the beginning of an association, and remain in effect until they are overridden
on of the Delivery-control abstract-operation.

ault control arguments shall not admit messages whose delivery are prohibited by the prev
ed values of the deliverable-encoded-information-types argument, the deliverable-content/
it or the deliverable-maximum-<{content-length argument.
2 Results

pister abstract-operation returns an empty result as indication of success.

3  Abstracf-errors

4 lists the abstract-errors that may disrupt the Register abstract-operation, and for each abg

1y be

y if a
anner

ation,
ed by

come

by an

ailing
types

tract-

Table 24
Register Abstract-errors

Abstract-error Clause

Register-rejected 8.4.2.1
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8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MTS-user’s credentials
held by the MTS, or enables the MTS to change the MTS’s credentials held by the MTS-user.

The credentials are exchanged during the establishment of an association for the mutual authentication
of identity of the MTS-user and the MTS.

The successful completion of the abstract-operation signifies that the credentials have been changed.

The disrlllption of the abstract-operation by an abstract-error indicatt_as‘ that the credentials have not
been chahged, either because the old credentials were incorrectly specified or that the new credentials
are unacdeptable.

8.4.1.2.1| Arguments

Table 25| lists the arguments of the Change-credentials abstract-operation, and “for each argument
qualifies lits presence and identifies the clause in which the argument is defined.

Table 25
Change-credentials Arguments

Argument Presence  Clause

Credefitial Arguments

Old-credentials
New-credentials

<X

8.4.1.2.111 Old-credentials

This argyment contains the current{old) credentials of the invoker of the abstract-operation, helg by
the perfdrmer of the abstract-operation. It shall be generated by the invoker of the abstract-operation.

If only dimple-authentication—is used, the credentials comprise a simple password associated with the
user-name, or MTA-name} of the invoker,

If stronglauthenticationvis used, the credentials comprise the certificate of the invoker, generated by a
trusted spurce (eg ajeertification-authority), and supplied by the invoker.

8.4.1.2.1(2 New-credentials

This argument contains the proposed new credenfials of the invoker of the abstract-operation, to be
held by the performer of the abstract-operation. It shall be generated by the invoker of the abstract-
operation.

The new-credentials shall be of the same type (ie simple or strong) as the old-credentials, as defined in
clause 8.4.1.2.1.1,

8.4.1.2.2 Results

The Change-credentials abstract-operation returns an empty result as indication of success.
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8.4.1.2.3  Abstract-errors

Table 26 lists the abstract-errors that may disrupt the Change-credentials abstract-operation, and for
each abstract-error identifies the clause in which the abstract-error is defined.

Table 26
Change-credentials Abstract-errors
Abstlract—error Clause
New-credentials-unacceptable 8.4.2.2
Old-credentials-incorrectly-specified 8423

8.4.2 Abstract-errors

This clause defines the following administration-port abstract-errors:

a) Register-rejected
b) New-credentials-unacceptable
c) Old-credentials-incorrectly-specified.

8.4.2.1 Register-rejected

The Raqgister-rejected abstract-error reports _that the requested parameters cannot be registered bpcause
one or more are improperly specified.

The Register-rejected abstract-error hds no parameters.

8.4.2.2| New-credentials-unadceptable

The Ngw-credentials-unacdeptable abstract-error reports that the credentials cannot be changed because
the new-credentials are unacceptable.

The Ngw-credentials>unacceptable abstract-error has no parameters.

8.4.2.3| Old-credentials-incorrectly-specified

The Oldseredentials-incorrectly-specified abstract-error reports that the credentials cannot be ¢
because i i ified-

The Old-credentials-incorrectly-specified abstract-error has no parameters.

8.5 Common Parameter Types

This clause defines a number of common parameter types of the MTS Abstract Service.
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8.5.1 MTS-identifier

MTS-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS
Abstract Service, and between messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a submission-port (message-submission-identifier) is
identical to the corresponding message-identifier at a transfer-port and corresponding message-delivery-
identifier at a delivery-port. Similarly, the MTS-identifier assigned to a probe at a submission-port
(probe-submission-identifier) is identical to the corresponding probe-identifier at a transfer-port.
MTS-identifiers are also assigned to reports at transfer-ports (report-identifier)

An MTStidentifier comprises:

0

local-identifier assigned by the MTA, which unambiguously identifies the related\event within
the MD;

fd

te global-domain-identifier of the MD, which ensures that the MTS-identifier is unambiguous
roughout the MTS.

—

8.5.2 Global-domain-identifier
A global-domain-identifier unambiguously identifies an MD within the MHS.

A global-domain-identifier is used to ensure that an MTS-identifier is unambiguous throughouf the
MTS, an{d for identifying the source of a trace-information-element.

In the |case of an ADMD, a global-domain-identifier’consists of the country-name and| the
administfation-domain-name of the MD. For a PRMD, it)consists of the country-name and, optionally,

the admifinistration-domain-name of the associated ADMD, plus a private-domain-identifier. | The
private-iomain-identifier is a unique identification ofl the PRMD, and may be identical to the PRMD’s
private-domain-name. As a national matter, thisddentification may be either relative to the cofntry

denoted by the country-name or relative to the associated ADMD.

NOTES

1 - The distinction between private-domain-identifier and private-domain-name has been retained for badkward
compatibiljty with CCITT Recommendation X ,411 (1984). Often they will be identical.

2 - In thp global-domain-identifier)sf a PRMD, the administration-domain-name of the associated ADMD is
mandatory|in CCITT Recommendation X.411.

8.5.3 MTA-name

An MTA-name is an{identifier for an MTA that uniquely identifies the MTA within the MD to which
it belongs.

854 Time

A Time parameter is specified in terms of UTC (Coordinated Universal Time), and may optionally also
contain an offset to UTC to convey the local time. The precision of the time of day is to either one
second or one minute, determined by the generator of the parameter,

8.5.5 OR-name

An OR-name identifies the originator or recipient of a message according to the principles of naming
and addressing described in ISO/IEC 10021-2.

At a submission-port, an OR-name comprises an OR-address, or a directory-name, or both
(OR-address-and-or-directory-name). At all other types of port, an OR-name comprises an
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OR-address and, optionally, a directory-name (OR-address-and-optional-directory-name). A
directory-name and an OR-address may each denote an individual originator or recipient, or a DL.

A directory-name is as defined in ISO/IEC 9594-2. The MTS uses the directory-name only when the
OR-address is absent or invalid.

An OR-address comprises a number of standard-attributes, optionally a number of extension-attributes,
and optionally a number of attributes defined by the MD to which the originator/recipient subscribes
(domain-defined-attributes).

The stapdard- and extension-attributes used in an OR-address are selected from those defingd in
ISO/IEC 10021-2. Only those combinations of attributes explicitly defined in ISO/IEC 10021:2)¢can be
used to form a valid OR-address.

8.5.6 Encoded-information-types

The encoded-information-types of a message are the kind(s) of information that appear in its comtent.
Both basic encoded-information-types and externally-defined encoded-information-types may be
specified, otherwise the encoded-information-types of a message are unspecified.

Externajly-defined encoded-information-types are those to which object<identifiers are allocated Py an
approprjate authority. They include both standardised and privatély>defined encoded-informaltion-
types.

The bagic encoded-information-types are those originally spécified in the CCITT Recommendation
X.411 (1984). The undefined type is any type other thanithe specified externally-defined enc¢ded-
informajtion-types and other than the following types.)" The telex type is defined in CCITT
Recommendation F.1. The iaS-text (teleprinter) type is defined in CCITT Recommendation T.50.| The
g3-facsimile type is defined in CCITT Recommendations T.4 and T.30. The gd-class-1 type is defined
in CCITT Recommendations T.5, T.6, T.400 and \T.:503. The teletex type is defined in CCITT
Recommendations F.200, T.61 and T.60. The videotex type is defined in CCITT Recommendjtions
T.100 apd T.101. The simple-formattable-document (sfd) type is defined in CCITT Recommendation
X.420 (]984) (Note that SFDs are no longer defined in any 1988 CCITT Recommendation). The miixed-
mode typpe is defined in CCITT Recommendations T.400 and T.501.

Non-basic-parameters are defined for the g3-facsimile, teletex, gd4-class-1 and mixed-mode |basic
encodedl-information-types for backwards compatibility with the CCITT Recommendation X.411 ([1984)
only. Ifis recommended that for each required combination of a basic encoded-information-type hnd a
specific|set of non-basic-parameéters, an externally-defined encoded-information-type be defined and
used in [preference.

Note that non-basic-parameters are likely to be removed by an addendum to this International

The ndn-basic-parameters for g3-facsimile correspond to the three- or four-octet Facdimile
Information Field( (FIF) conveyed by the Digital Command Signal (DCS) defined in CCITT
RecommendationvT.30. The parameters are: two-dimensional, fine-resolution, unlimited-length| b4-
length, p3-width, bd-width and uncompressed.

The non-basic-parameters for teletex correspond to the non-basic terminal ili y the
Command Document Start (CDS) defined in CCITT Recommendation T.62. The parameters are:
optional graphic-character-sets, optional control-character-sets, optional page-formats, optional
miscellaneous-terminal-capabilities, and a private-use parameter.

The non-basic-parameters for the gd-class-1 and mixed-mode types specify optional resolution,
optional graphic character sets, optional control character sets, and so on, which correspond to the
parameters of the presentation-capabilities defined in CCITT Recommendations T.400, and T.503 and
T.501.

Where non-basic-parameters are indicated, these parameters represent the logical "OR’ of the non-
basic-parameters of each instance on the encoded-information-type in a message content. Thus, this
parameter only serves to indicate whether there is encoded-information-type compatibility, or whether
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conversion is required. If conversion is required, the message content shall be inspected to determine
which non-basic-parameters apply to any instance of the encoded-information-type.

8.5.7 Certificate

A certificate may be used to convey a verified copy of the public-asymmetric-encryption-key of the
subject of the certificate.

[y & P 41 L1l hd n
A certifigatecomtams—thre TOTTOWTITE Pararciers.

signature-algorithm-identifier: an algorithm-identifier for the algorithm wused Oby | the
cdrtification-authority that issued the certificate to compute the signature;

issuer: the directory-name of the certification-authority that issued the certificate;

vdlidity: a date and time of day before which the certificate should not be jused, and a date|and
time of day after which the certificate should not be relied upon;

subject: the directory-name of the subject of the certificate;

sybject-public-keys: one or more public-asymmetric-encryption>Keys of the subject (each psed
il conjunction with an algorithm and a secret-asymmetric-encryption-key of the subject);

algorithms: one or more algorithm-identifiers, each associdted with a subject-public-key;

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the
cfrtification-authority that issued the certificate using-the algorithm identified by the signathre-
algorithm-identifier and the certification-authority’s secret-asymmetric-encryption-key.

If the oniginator and a recipient of a certificate arfe served by the same certification-authority, the
recipient| may use the certification-authority’s \public-asymmetric-encryption-key to validate| the
certificate, and derive the originator’s public-asymmetric-encryption-key (subject-public-key).

If the originator and a recipient of a certificate are served by different certification-authorities,) the
recipient| may require a return-certification-path to authenticate the originator’s certificate. |[The
certifica]e may therefore include an associated certification-path.

The certification-path may comprise'a forward-certification-path which includes the certificate of the
certificatjon-authority that issued-the certificate, together with the certificates of all of its superior
certificatjon-authorities. The. forward-certification-path may also include the certificates of dther
certificatjon-authorities, cress-certified by either the certification-authority that issued the certifi¢ate,
or any of| its superior certification-authorities,

A recipignt of the certificate may complete the required return-certification-path between the recipient
and the griginator_gf-the certificate by appending the recipient’s own reverse-certification-path td the
forward-fertification-path supplied by the originator, at a common-point-of-trust. The revérse-
certificatjon-path™includes the reverse-certificate of the certification-authority of the recipient of| the

certificate, together with the reverse~-certificates of all of its superior certification-authorities. |The
reverse-c 'rt.lflcatxon—path may also include the reverse-certificates of other certification-authorities,
Cross-cer ifteatt i yes ifi " i erior

certification authorities.

The return-certification-path thus formed allows the recipient of the certificate to validate each
certificate in the return-certification-path in turn, to derive the public-asymmetric-encryption-key of
the certification-authority that issued the certificate. The recipient may then use the public-
asymmetric-encryption-key of the certification-authority that issued the certificate to validate the
certificate, and derive the originator’s public-asymmetric-encryption-key (subject-public-key).

The form of a certificate and a certification-path are further defined in ISO/IEC 9594-8.

Addenda to this International Standard may define other key distribution techniques (eg based on
symmetric-encryption-techniques).
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8.5.8 Token

A token may be used to convey to the recipient of the token protected security-relevant information.
The token provides authentication of public security-relevant information, and confidentiality and
authentication of secret security-relevant information.

The type of a token is identified by a token-type-identifier. One type of token is currently defined by
this International Standard: an asymmetric-token. Other types of token may be defined by addenda to
this International Standard; for example, tokens based on symmetric-encryption techniques.

An asymmetric-token contains the following parameters:

ignature-algorithm-identifier: an algorithm-identifier for the algorithm used by the ‘origlnator
pf the token to compute the signature;

fecipient-name: the OR-address-and-or-directory-name of the intended-recipient of the token;
ime: the date and time of day when the token was generated;
signed-data: public security-relevant information;

encryption-algorithm-identifier: an algorithm-identifier for the algorithm used by the origjnator
pf the token to compute the encrypted-data;

encrypted-data: secret security-relevant information enerypted by the originator of the [token
using the algorithm identified by the encryption>algorithm-identifier and the public-
psymmetric-encryption-key of the intended-recipientiof* the token;

signature: an asymmetrically encrypted, hashed version of the above parameters computed by the
originator of the token using the algorithm identified by the signature-algorithm-identifier and
the originator’s secret-asymmetric-encryptionskey.

The fogm of a token is further defined in ISO/IEC 9594-8.

8.5.9 Security-label
Security-labels may be used to assogciate security-relevant information with objects within the MTS.

Security-labels may be assignéd-to an object in line with the security-policy in force for that gbject. -
The sequrity-policy may also~define how security-labels are to be used to enforce that security-policy.

Within |the scope of this International Standard, security-labels may be associated with messages, probes
and reports (see clause~8.2.1.1.1.30), MTS-users (see clause 8.4.1.1.1.7), MDs, MTAs and associations
between an MTS-uSer“and an MD (or MTA) (see clause 8.1.1.1.1.4), or between MDs (or MTA}) (see
clause [12.1.1.1.1.4)> Beyond the scope of this International Standard, a security-policy may, as 3 local
matter jor by bilateral agreement, additionally assign security-labels to other objects within the M[S (eg
secure routes):

A secutityrlabel comprises a set of security-attributes. The security-attributes may include a sedurity-
policy- " = " = N u =
A security-policy-identifier may be used to identify the security-policy in force to which the security-
label relates.

If present, a security-classification may have one of a hierarchical list of values. The basic security-
classification hierarchy is defined in this International Standard, but the use of these values is defined
by the security-policy in force. Additional values of security-classification, and their position in the
hierarchy, may also be defined by a security-policy as a local matter or by bilateral agreement. The
basic security-classification hierarchy 1is, in ascending order: unmarked, unclassified, restricted,
confidential, secret, top-secret.

64


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

If present, a privacy-mark is a printable string. The content of the printable string may be defined by
a security-policy, which may define a list of values to be used, or allow the value to be determined by
the originator of the security-label. Examples of privacy-marks include; "IN CONFIDENCE’ and 'IN
STRICTEST CONFIDENCE’.

If present, the set of security-categories provide further restrictions within the context of a security-
classification and/or privacy-mark, typically on a ’need-to-know’ basis. The security-categories and
their values may be defined by a security-policy as a local matter or by bilateral agreement. Examples
of possible security-categories include caveats to the security-classification and/or privacy-mark (eg
'PERSONAL - ’, °'STAFF - ', "COMMERCIAL - ’, etc), closed-user-groups, codewords, etc.

8.5.10 [Algorithm-identifier

An algﬂ:ithm-identiﬁer identifies an algorithm and any algorithm-parameters required by| the
algorith

An algorithm-identifier may be drawn from an international register of algorithms, or defined by
bilateral pgreement.

9 Message Transfer System Abstract Syntax Definition
The abstract-syntax of the MTS Abstract Service is defined in Figure 2.

The abstract-syntax of the MTS Abstract Service is defined using the abstract syntax notation (ASN.1)
defined in ISO 8824, and the abstract service definition convéntions defined in ISO/IEC 10021-3.

The abstract-syntax definition of the MTS Abstract Servi¢é has the following major parts:

rologue: declarations of the exports from, dnd imports to, the MTS Abstract Service mqgdule
Figure 2 Part 1).

——y

bjects and Ports: definitions of the-"MTS and MTS-user objects, and their submissjon-,
elivery- and administration-ports (Figure 2 Part 2).

(TS-bind and MTS-unbind: definitions of the MTS-bind and MTS-unbind used to establisi and
blease associations between_dn MTS-user and the MTS (Figure 2 Parts 2 to 3).

o e (o @)

ubmission Port. definitions of the submission-port abstract-operations: Message-submigsion,
robe-submission, Cancel-deferred-delivery and Submission-control; and their abstract-drrors
Figure 2 Parts 3 tor3):

g n

Delivery Port. «definitions of the delivery-port abstract-operations: Message-delivery, Report-
delivery and Delivery-control; and their abstract-errors (Figure 2 Parts 5 to 6).

Administration Port: defini'tions of the administration-port abstract-operations: Register| and
(hange-credentials; and their abstract-errors (Figure 2 Parts 6 to 7).

Message Submission Envelope: definition of the message-submission-envelope (Figure 2 P3rts 7
to 8).

Probe Submission Envelope. definition of the probe-submission-envelope (Figure 2 Part 8).
Message Delivery Envelope: definition of the message-delivery-envelope (Figure 2 Parts 8 to 9).
Report Delivery Envelope. definition of the report-delivery-envelope (Figure 2 Parts 9 to 10).
Envelope Fields: definitions of envelope fields (Figure 2 Parts 10 to 12).

Extension Fields: definitions of extension-fields (Figure 2 Parts 13 to 18).
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Common Parameter Types: definitions of common parameter types (Figure 2 Parts 19 to 26).

NOTE - The module implies a number of changes to the P3 protocol defined in CCITT Recommendation X.411 (1984). These
changes are highlighted by means of underlining.

9.1 Criticality Mechanism

Each extension-field defined in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality
for submission, transfer and delivery. The criticality mechanism is designed to support controlled
transparepcy of extended functions. A non-critical function may be ignored, or discarded on delijvery
but shall not be discarded by a relaying MTA except when downgrading a message-|(see
ISO/IEC|10021-6 Annex B), while a critical function must be known and performed corréctly| for
normal procedures to continue.

In genergl, an argument of an abstract-operation marked critical for the port type shall be corrgctly
handled py the performer of the abstract-operation, or an error reported in an appropriate way. The
invoker ¢f an abstract-operation shall also correctly handle any functions marked\critical for the |port
type.

If the abstract-operation is one that reports an unsuccessful outcome, failure” to correctly perfoqm a
critical function is reported by returning an Unsupported-critical-function abstract-error. If an
abstract-pperation is not one that reports an unsuccessful outcome, an ‘abstract-operation (eg a report)
shall bel| invoked to convey the unsuccessful outcome of the previous operation (eg using| the
unsupported-critical-function non-delivery-diagnostic-code of a report).

An extension that appears in the result of an abstract-operation‘shall not be marked critical for the|port
type.

In the case of critical-for-submission, the MTS shall .correctly perform the procedures defined flor a
function| marked as critical-for-submission in a Megsage—submxssmn or Probe-submission abstract-
operation], or shall return an Unsupported-critical-fusiction abstract-error.

In the cake of critical-for-transfer, a receiving MTA shall correctly perform the procedures defined for
a functidn in a message or probe marked as critical-for-transfer, or shall return a non-delivery-rgport
with the [non-delivery-diagnostic-code set to'unsupported-critical-function. An MTA unable to sugport
a functign marked critical-for-transfer in a report shall discard the report (note that a local poliqy or
agreement may require that this action ‘bé audited). An extension marked as critical-for-transfer|that
appears 3s an argument of a Message-submission or Probe-submission operation shall appear unchapged
in a resufting Message-transfer or Probe-transfer operation at a transfer-port.

In the case of critical-for-delivery, a delivering-MTA shall correctly perform the procedures defined
for a function marked as critical-for-delivery, or shall not deliver the message or probe and shall rgturn
a non-d¢livery-report with-the non-delivery-diagnostic-code set to unsupported-critical-function| A
recipient| MTS-user shallZ¢orrectly perform the procedures defined for a function marked as critjcal-
for-delivery or shall-return an Unsupported-critical-function abstract-error. An extension markgd as
critical-for-delivery. ‘that appears as an argument of a Message-submission or Probe-submipsion
operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation |at a
transfer-port. <An”extension marked as critical-for-delivery that appears as an argument of a Message-
transfer pr Probe-transfer operation shall appear unchanged in any resulting Message-transfer or Probe-
transfer pperation at a transfer-port.

An MTA generating a report shall not copy unsupported critical functions from the subject into the
report. When generating a report, an MTA shall indicate the criticality (for transfer and/or delivery) of
any supported functions copied from the subject into the report; the criticality of a function in a report
may be different from its criticality in the subject.

If the MTA or MTS-user cannot correctly perform the procedures defined for a function marked
critical-for-delivery in a report, then the report shall be discarded.

The procedures related to extension-fields and their criticality indications are further defined in clause
14.
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This part of ISO/IEC 10021 defines by means of the macro notation of ASN.I the default setting of the
criticality indication of extension-fields to be supplied by the originator of a message. The originator
of a message or probe may choose, on a per-message basis, or in accordance with some local policy (eg
a security-policy), to set the criticality indication of an extension-field to other than that defined in
this part of ISO/IEC 10021, either to relax or further constrain its criticality.
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MTSAbstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mts-abstract-service(1) >

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

68

Prologue

Exports everything

L - Abstract Service Macros

ABSTRACT-BIND, ABSTRACT-ERROR, ABSTRACT-OPERATION, ABSTRACT-UNBIND, OBJECT, PORT

FROM AbstractServiceNotation { joint-iso-ccitt mhs-motis(6) asdc(2) modules(0) )notation(1) 3

-- MS Abstract Service Extension

forwarding-request

FROM MSAbstractService { joint-iso-ccitt mhs-motis(6) ms(4) modubes(0) abstract-service(1) )

-- Object Identifiers

id-att-physicalRendition-basic, id-ot-mts, id-ot-mts-user, jd-pt-administration, id-pt-delivery,
id-pt-submission, id-tok-asymmetricToken

FROM MTSObjectldentifiers { joint-iso-ccitt mhs-motis(6é) mts(3) modules(0) object-identifiers(
-~ Directory Definitions

Name

FROM InformationFramework { joint-iso-ccitt ds(5) modules(1) information-framework(1) )
PresentationAddress

FROM SelectedAttributeTypes™{ joint-iso-ccitt ds(5) modules(1) selectedAttributeTypes(5) 2
ALGORITHM, Algorithmldentifier,tCertificates, ENCRYPTED, SIGNATURE, SIGNED

FROM Authenticationframework { joint-iso-ccitt ds(5) modules(1) authentication-framework(7) 3

-- Upper Bounds

Lb-bit-options, ub-built-in-content-type, ub-built-in-encoded-information-types, ub-common-name-length
Lb- content-id- Léngth, ub-content-length, ub-content-types, ub-country-name-alpha-length,

Lb- country- name-nUmeric- length, ub-dl-expansions, ub-domain-defined-attributes,
lb-domain-defined-attribute-type-tength, ub-domain-defined-attribute-value-length, ub-domain-name-lengt
Lb- encoded:- information-types, ub-extension-attributes, ub-extension-types, ub-e163-4-number-length,
Lb- e163=4-2sUb- address- length, ub-generation-qualifier-length, ub-given-name-length, ub-initials-length
Ub- intéger-options, ub-labels-and-redirections, ub-lucal-id-length, ub-mta-name-length, ub-mts-user-tyy
Lb-humeric-user-id-length, ub-organization-name-length, ub-organizational-units,

D) 2

es,

Lb-Organizational -unit-name- length, ub-password-length, ub-pds-name-length, ub-pds-parameter-length,

ub-recipients, ub-recipient-number-for-advice-length, ub-redirections, ub-security-categories,
ub-security- labels, ub-security-problems, ub-supplementary-info-length, ub-surname-length,
ub-terminal-id-length, ub-tsap-id-length, ub-unformatted-address-length, ub-x121-address-length

FROM MTSUpperBounds { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) upper-bounds(3) };

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 1 of 26)
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-- Objects

mTS OBJECT
PORTS { submission [S], delivery (S], administration [S} )
1= id-ot-mts

mTSUser OBJECT
PORTS { submission [C1, delivery [Cl, administration [C] )
1:= id-ot-mts-user

ISO/IEC 10021-4 : 1990 (E)

-- Parts

submission|PORT

CONSUMER INVOKES { MessageSubmission, ProbeSubmission, CancelDeferredDelivery )

SUPPLIER INVOKES { SubmissionControl }
i:fF id-pt-submission

delivery PQRT

CONSUMER INVOKES { DeliveryControl )

SUPPLIER INVOKES { MessageDelivery, ReportDelivery )}
id-pt-delivery

administragion PORT
CONSUMER INVOKES { ChangeCredentials, Register )
SUPPLIER INVOKES { ChangeCredentials )}
id-pt-administration

TS-bind and MTS-unbind

MTSBind ::¥ ABSTRACT-BIND
TO { submission, delivery, administration }

initiator-name ObjectName,

initiator-credentials [2) InitiatorCnedentials,
security-context [3] SecurityContext OPTIONAL )
RESULT SET (

responder-name ObjectName,

responder-credentials [2]. ResponderCredentials )
BIND-ERROR INTEGER {

busy (0),

authentication-errof (2,
unacceptable-dialogue~mode (3),

MTSUnbind }:= ABSTRACT-UNBIND
FRPM ( submission,\delivery, administration }

-- AssociationnControl Parameters

ObjectName|: ;£ 'CHOICE (
mTB-dser ORAddressAndOptionalDirectoryName,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

unacceptable-security-context (4) ) (0..ub-integer-options)

mTA_ (U] MTAName,
message-store [4] ORAddressAndOptionalDirectoryName)

MessagesWaiting ::= SET (
urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue )}

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 2 of 26)
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DeliveryQueue ::= SET {

messages [0] INTEGER (0..ub-queue-size),
octets (1] INTEGER (0..ub-content-length) OPTIONAL )

InitiatorCredentials ::= CHOICE (

Responde

Password

simple Password,
strong [0] StrongCredentials (WITH COMPONENTS (

bind- token PRESENT 3) )

rCredentials ::= CHOICE (

ijbne Password,
trong [0] StrongCredentials (WITH COMPONENTS (
bind-token }) )

E:= CHOICE (
IASString (SIZE (O..ub-password-length)),
QCTET STRING (SIZE (O..ub-password-length)) )

StrongCretlentials ::= SET (

Bind-token [0) Token OPTIONAL,
dertificate [1] Certificates OPTIONAL )

SecurityCpntext ::= SET SI2E (1..ub-security-labels) OF SecuritylLabel

Submission Port

MessageSupmission ::= ABSTRACT-OPERATION

ARGUMENT SEQUENCE (
envelope MessageSubmissionEnvelope,
content Content )
RESULT SET (
message-submission-identifier MessageSubmissionidentifier,
message-submission-time [0] MessageSubmissionTime,
content-identifier Contentldentifier OPTIONAL,
extensions [1] EXTENSIONS CHOSEN FROM {
originating-MTA-certificate,
proof-of-submission ) DEFAULD { 3} 2

HRRORS {

SubmissionControlviolated,
ElementOfServiceNotSubscribed,
Originatorinvalid,
RecipientImproperlySpecified,
InconsistentRequest,
SecurityError,

UnsupportedCritical Function,
RemoteBindError >

ProbeSubnlission ::= ABSTRACT--OPERATION

70

ARGUMENT
envelope \ProbeSubmissionEnvelope

RESULT SET (

probessubmission-identifier ProbeSubmissionldentifier,
probe-submission-time [0} ProbeSubmissionTime,
content-identifier Contentldentifier OPTIONAL )}
HRRORS \(

SubmissionControlViolated,

E 0fSeryi sul '

Originatorlinvalid,
RecipientimproperlySpecified,
InconsistentRequest,
SecurityError,

UnsupportedCriticalFunction,
RemoteBindError )

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 3 of 26)
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CancelDeferredDelivery ::= ABSTRACT-OPERATION

ARGUMENT

RESULT

ERRORS (

message-submission-identifier MessageSubmissionldentifier

DeferredDel iveryCancel lationRejected,
MessageSubmissionldentifierinvalid,
RemoteBindError »

SubmissionControl ::= ABSTRACT-OPERATION

ARGUMENT

REQULT

ER

SubmissionC

ElementOfSe

DeferredDel

Originator!

PA

Recipientl
PA

MessageSubnfissionldentifierInvalid ::= ABSTRACT-ERROR

PARAMETER NULL

Inconsisten
PAR

SecurityErn
PAR

SecurityPrg

Unsupported
PAR

RemoteB indf
PA

-- Sy

MessageSubmiSSToRIdentifier t:= MISIdentifier

RS (

roperlySpecified ::= ABSTRACT-ERROR
AMETER

rror

bntrolViolated ::= ABSTRACT-ERROR
PARAMETER NULL

FviceNotSubscribed ::= ABSTRACT-ERROR
PARAMETER NULL

i veryCancel lationRejected ::= ABSTRACT-ERROR
PARAMETER NULL

hvalid ::= ABSTRACT-ERROR
AMETER NULL

tRequest ::= ABSTRACT-ERROR
AMETER NULL

or ::= ABSTRACT-ERROR
AMETER

blem ::= INTEGER (0..ub-security-problems)

CriticalFunction ::s“ABSTRACT-ERROR
AMETER NULL

1:= ABSTRACT-ERROR
AMETER NULL

bmission Port Parameters

controls SubmissionControls
waiting Waiting

SecurityError,
RemoteBindError )}

improperly-specified-recipients SEQUENCE SIZE (1.cub-recipients) OF
ORAddressAndOptionalDirectoryName

security-probiem SecurityProblem

MessageSubmissionTime ::= Time

ProbeSubmissionlidentifier ::= MTSIdentifier

ProbeSubmissionTime ::= Time

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 4 of 26)
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submissionControls ::= Controls (WITH COMPONENTS (

eey
permissible-content-types ABSENT,
permissible-encoded- information-types ABSENT 2)

Waiting ::= SET {
waiting-operations [0] Operations DEFAULT ( 2,
waiting-messages [1] WaitingMessages DEFAULT ( J,
waiting-content-types [2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT { 3,
waiting-encoded- information-types EncodedinformationTypes OPTIONAL )

Operationd ::= BIT STRING (

probe-submission-or-report-delivery (0),
message-submission-or-message-delivery (1) ) (SIZE (0..ub-bit-options))
- holding ‘one’, not-holding 'zero’

WaitingMegsages ::= BIT STRING (

lpong-content (0),

lpw-priority (1),

other-security-labels (2) > (SIZE (0..ub-bit-options))

-- Delivery Port

MessageDelivery ::= ABSTRACT-OPERATION

ARGUMENT SEQUENCE

COMPONENTS OF MessageDel iveryEnvelope,

content Content )

ESULT SET ¢

recipient-certificate [0] RecipientCertificate OPTIONALS
proof-of-delivery {1} ProofOfDelivery OPTIONAL }

{xo

ERRORS ({
DeliveryControlViolated,

SecurityError,
UnsupportedCritical Function )

ReportDel jvery ::= ABSTRACT-OPERATION

ARGUMENT SET (

COMPONENTS OF ReportDeliveryEnvelope,
returned-content (01 Content OPTIONAL )}
RESULT

ERRORS {

DeliveryControtViolated,
SecurityError,
UnsupportedCritical Function )

DeliveryCpbntrol ::= ABSTRACT-OPERATION
RGUMENT
controls DeljveryControls
ESULT
waiting Maiting
RRORS (
ControlViolatesRegistration,
SecurityError )

DeliveryControlViolated ::= ABSTRACT-ERROR
ARAMETER NULL

ControiViolatesRegistration ::= ABSTRACT-ERROR
PARAMETER NULL

-- SecurityError - defined in Part 4 of this Figure

-- UnsupportedCritical Function - defined in Part 4 of this Figure

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 5 of 26)
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-- Delivery Port Parameters
RecipientCertificate ::= Certificates

ProofOfDelivery ::= SIGNATURE SEQUENCE {
algorithm-identifier ProofOfDeliveryAlgorithmlidentifier,
delivery-time MessageDeliveryTime,
this-recipient-name ThisRecipientName,
originally-intended-recipient-name OriginallylntendedRecipientName OPTIONAL,
content Content,

dentifier OPTIONAL,

message-security-label MessageSecuritylLabel OPTIONAL 3}

ProofOfDeliyeryAlgorithmidentifier ::= Algorithmldentifier
DeliveryControls ::= Controls

Controls ::¥ SET {

resftrict jg; BOOLEAN DEFAULT TRUE,

--|update "TRUE’, remove 'FALSFE’

perfnissible-operations [1] Operations OPTIONAL,

permissible-maximum-content-length [2] ContentlLength OPTIONAL,
perfnissible-lowest-priority Priority OPTIONAL,

rmissible-content-types [4] SET SIZE (1..ub-content-types) OF ContentType ORTIONAL,
pernissible-encoded- information-types EncodedInformationTypes OPTIONAL,
rmissible-security-context [5] SecurityContext OPTIONAL )

- Note - The Tags [0], [1] and [2] are altered for the Register. operation only.

-- Administration Port

Register ::% ABSTRACT-OPERATION
ARGUMENT SET (
user-name UserName OPTIONAL,
user-address [0] UserAddress OPTIONAL,
deliverable-encoded- information- types‘\EncodedIinformationTypes OPTIONAL,
del iverable-maximum-content-length\[1] EXPLICIT ContentLength OPTIONAL,
default-delivery-controls {21 EXPLICIT DefaultDeliveryControls OPTIONAL,
deliverable-content-types [3) (SET' SIZE (1..ub-content-types) OF ContentType OPTIONAL,
labels-and-redirections [4] SET"SIZE (1..ub-labels-and-redirections) OF
LabelAndRedirection OPTIONAL )

RESULT
ERRDPRS (
RegisterRejected )}

ChangeCredentials ::= ABSTRACT-OPERATION
ARGUMENT SET (
old-credentials [0] Credentials,
new-credéntials [1] Credentials -- same CHOICE as for old-credentials -- >
RESULT
ERRIORS {
NewCredentialsUnacceptable,
OldCredentialsIincorrectiySpecified 2

RegisterRejpcted ::= ABSTRACT-ERROR

PARAMETER NULT

NewCredentialsUnacceptable ::= ABSTRACT-ERROR
PARAMETER NULL

OldCredentialsIncorrectlySpecified ::= ABSTRACT-ERROR
PARAMETER NULL

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 6 of 26)
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-- Administration Port Parameters

UserName

1:= ORAddressAndOptionalDirectoryName

UserAddress ::= CHOICE (
x121 [0 SEQUENCE (

x121-address NumericString (SIZE (1..ub-x121-address-tength)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL 2},

presentation [1] PSAPAddress )

PSAPAddress ::= PresentationAddress
Defaul tDgliveryControls ::= Controls (WITH COMPONENTS {

Credentig

vey
bermissible-security-context ABSENT })

ls ::= CHOICE (
Eimple Password,

ptrong [0] StrongCredentials (WITH COMPONENTS {

certificate }) >

LabelAndRedirection ::= SET {

UserSecu

Recipien

MessageS

PerMessa

PerMessa

User-security-{abel [0] UserSecuritylLabel OPTIONAL,
recipient-assigned-alternate-recipient [1] RecipientAssignedAlternateRecipient OPTIONAL }

FityLabel ::= SecuritylLabel

AssignedAlternateRecipient ::= ORAddressAndOptionalDirectoryNameé

Message Submission Envelope

bbmissionEnvelope ::= SET (
COMPONENTS OF PerMessageSubmissionfFields,
per-recipient-fields ([1] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientMessageSubmissionFields )

jeSubmissionFields ::= SET (

originator-name OriginatorName,

priginal -encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

content- identifier Contentldentifiet OPTIONAL,

priority Priority DEFAULT normal,

per-message- indicators PerMessagelndicators DEFAULT ( 3,
Heferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

extensions [2] PerMessageSubmissionExtensions DEFAULT { } )

jeSubmissionExtensions- 122 EXTENSIONS CHOSEN FROM {
recipient-reassignment-prohibited,
dl-expansion-prohibited,
conversion-with-loss-prohibited,
latest-delivery-time,
originator-return-address,
otiginator-certificate,
content-confidentiality-algorithm-identifier,
message-origin-authentication-check,
message-security- label,
proof-of-submission-request,

74

content-corretator,

forwarding-request -~ for MS Abstract Service only -- >

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 7 of 26)
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PerRecipientMessageSubmissionFields ::= SET {
recipient-name RecipientName,
originator-report-request (0] OriginatorReportRequest,
explicit-conversion [1] ExplicitConversion OPTIONAL,
extensions [2] PerRecipientMessageSubmissionExtensions DEFAULT { } )

PerRecipientMessageSubmissionExtensions ::= EXTENSIONS CHOSEN FROM {
originator-requested-alternate-recipient,
requested-del ivery-method,

physical -forwarding-prohibited,

physical - forwarding-address-request,
physical-delivery-modes,
registered-mail-type,
recipient-number-for-advice,
physical-rendition-attributes,
physical-delivery-report-request,
message-token,

content-integrity-check,
proof-of-delivery-request )

-- Probe Submission Envelope

ProbeSubmispionEnvelope ::= SET {
COMPONENTS OF PerProbeSubmissionFields,
per]-recipient-fields [3] SEQUENCE S!2E (1..ub-recipients) OF PerRecipientProbeSubmissionFields )

orilginator-name OriginatorName,

orilginal -encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
corjtent-type ContentType,

corftent-identifier ContentIdentifier OPTIONAL,
corjtent-length [0] ContentlLength OPTIONAL,

per-message- indicators PerMessagelndicators DEFAULT { 3},
exflensions [2] EXTENSIONS CHOSEN FROM ¢
recipient-reassignment-prohibited,
dl-expansion-prohibited,
conversion-with-loss-prohibited,
originator-certificate,

message-security-label,

content-correlator

probe-origin-authentication-check™) DEFAULT { } )

PerProbeSubrissionFields 1= SET (

PerRecipienftProbeSubmissionFields ::= SET
redipient-name RecipientName,
orilginator-report-request [0] OriginatorReportRequest,
exglicit-conversion {1] ExplicitConversion OPTIONAL,
exflensions {2] EXTENSIONS CHOSEN FROM ¢
originator-requested-alternate-recipient,
requested-del ivery-method,
physical-rendition-attributes ) DEFAULT { } 3

-- Mzeéssage Delivery Envelope

MessageDel ijeryEnvelope ::= SEQUENCE (

megsagesdelivery-identifier MessageDeliveryldentifier,
megsage-delivery-time MessageDeliveryTime,
ota el 5 ets Fiel 3

Figure 2
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OtherMessageDeliveryFields ::= SET {
content- type DeliveredContentType,
originator-name OriginatorName,
original-encoded- information-types [1] OriginalEncodedInformationTypes OPTIONAL,
priority Priority DEFAULT normal,
delivery-flags [2] DeliveryFlags OPTIONAL,
other-recipient-names [3] OtherRecipientNames OPTIONAL,
this-recipient-name [4] ThisRecipientName,
originally-intended-recipient-name [5] OriginallylntendedRecipientName OPTIONAL,
converted-encoded- information- types (6] ConvertedEncodedInformationTypes OPTIONAL,
message-submission-time [7] MessageSubmissionTime,

[ot = :] Lontentldentifiar ORTIONAL 7
Eﬁtensions [9] EXTENSIONS CHOSEN FROM ¢

conversion-with-loss-prohibited,
requested-delivery-method,
physical-forwarding-prohibited,
physical-forwarding-address-request,
physical -delivery-modes,
registered-mail-type,
recipient-number-for-advice,
physical-rendition-attributes,
originator-return-address,
physical-delivery-report-request,
originator-certificate,

message- token,
content-confidentiality-algorithm-identifier,
content-integrity-check,
message-origin-authentication-check,
message-security- label,
proof-of-delivery-request,
redirection-history,
dl-expansion-history } DEFAULT ( 3} )

-- Report Delivery Envelope

ReportDeliveryEnvelope ::= SET (
COMPONENTS OF PerReportDeliveryFields,
per-recipient-fields SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportDeliveryFields

PerReportDeliveryFields ::= SET {

subject-submission-identifier SubjectSubmissionldentifier,
tontent-identifier Contentldentifiepr~OPTIONAL,
fontent-type ContentType OPTIONAL,

priginal -encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
pxtensions [1] EXTENSIONS CHOSENAFROM (
message-security-label)

content-correlator
originator-and-Pl-expansion-history,

reporting-DL yname,

reporting-MTA-certificate,
report-origin-authentication-check ) DEFAULT { 3} )

PerReciplentReportDeliveryFields ::= SET (

betual -recipiént-name [0] ActualRecipientName,

report-type /[1] ReportType,

tonverted-encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
briginal ly- intended-recipient-name [2] OriginallyIntendedRecipientName OPTIONAL,
Suppl émentary- information [3] Supplementarylnformation OPTIONAL,

3 i {

redirection-history,
physical-forwarding-address,
recipient-certificate,
proof-of-delivery » DEFAULT { } )

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 9 of 26)

76


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

ReportType ::= CHOICE
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET (
message-delivery-time [0] MessageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public )

NonDel iveryReport ::= SET {
non-del ivery-reason-code {01 NonDeliveryReasonCode,

non-delivery-diagnastic-code [1] NonDeliveryDiagnosticCode OPTIONAL )

-- Envelope Fields
OriginatorName ::= ORAddressAndOrDirectoryName
OriginalEncgdedInformationTypes ::= EncodedInformationTypes

ContentType|::= CHOICE {
built-in BuiltinContentType,

extpnded ExtendedContentType 3

BuiltInContentType ::= [APPLICATION 6] INTEGER {
uniflentified (0),
extbrnal (1), -- identified by the object-identifier of the EXTERNAL content
intprpersonal -messaging- 1984 (2),
intprpersonal -messaging-1988 (22) ) (0..ub-built-in-content-type)

ExtendedContentType ::= OBJECT IDENTIFIER

DeliveredContentType ::= CHOICE {
buillt-in [0] BuiltInContentType,

extlended ExtendedContentType }

Contentldentifier ::= [APPLICATION 10] PrintableString (SI2E (1..ub-content-id-length))

PerMessagelpdicators :;:= [APPLICATION 8] BIT STRING (

disclosure-of-recipients (0), ~=~disclosure-of-recipients-allowed ’one’,
=— disclosure-of-recipient-prohibited 'zero’;
-- ignored for Probe-submission

imglicit-conversion-prohibited (1), -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed 'zero’

alfernate-recipient-allowed (2Y, -- alternate-recipient-allowed ’one’,
-- alternate-recipient-prohibited 'zero’

cortent-return-request (3) -- content-return-requested 'one’,

-- content-return-not-requested 'zero’;
-~ ignored for Probe-submission -- >
(SI2E ¢0..ub-bit-options))

RecipientName ::= ORAddressAndOrDirectoryName

OriginatorRpportRequest ::= BIT STRING (
regort (3),
norl-dellivery-report (4)
--|at-most one bit shall be 'one’:

--lreport bit ‘one’ reauests a 'report’:

-- norn-de_liv,ery-r,epojrt bit ’one’rrequ'e’sts a 'non-delivery-report’;
-- both bits 'zero’ requests 'no-report’ -- ) (SIZE (0..ub-bit-options))

Figure 2
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ExplicitConversion ::= INTEGER {
ia5-text-to-teletex (0),
teletex-to-telex (1),
telex-to-ia5-text (2),
telex-to-teletex (3),
telex-to-gé-class-1 (4),
telex-to-videotex (5),
ia5-text-to-telex (6),
telex-to-g3-facsimile (7),
ia5-text-to-g3-facsimile (8),

ia5-text-to-g4-class-1 (9),

= - 110\'

feletex-to-ia5-text (11),

feletex-to-g3-facsimile (12),
fJeletex-to-gh-class-1_(13),

{eletex-to-videotex (14),

yideotex-to-telex (15),

Yideotex-to-iaS-text (16),

ideotex-to-teletex (17) ) (0..ub-integer-options)

DeferreddeliveryTime ::= Time

Priority |t:= [APPLICATION 71 ENUMERATED (
mormal (0),

on-urgent (1),

dyrgent (2) )

ContentLgngth ::= INTEGER (0..ub-content-length)

MessageDdliveryldentifier ::= MiSldentifier

MessageDdliveryTime ::= Time

Deliveryflags ::= BIT STRING {

mplicit-conversion-prohibited (1) -- implicit=conversion-prohibited 'one’,
-~ implicit-conversion-allowed ’zero’ -- >

[SIZE (0..ub-bit-options))

OtherRec{pientNames ::= SEQUENCE SIZE (1..ub-recipients) OF OtherRecipientName

OtherRecipientName ::= ORAddressAndOptionalDirectoryName

ThisRecipientName ::= ORAddressAndOptionalDirectoryName

Original|yIntendedRecipientName ::= ORAddressAndOptionalDirectoryName

ConvertedEncodedInformationTypes := EncodedinformationTypes

Subject:[

bmissionldentifier.-::= MTSIdentifier

ActualReg¢ipientName :&="ORAddressAndOrDirectoryName

TypeOfMT$User ::= INTEGER (
blic.(0),

rivate (1),

pdau gi),
physical-recipient (5),
other (6) ) (0..ub-mts-user-types)

Figure 2
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NonDel iveryReasonCode ::= INTEGER (
transfer-failure (0),
unable-to-transfer (1),
conversion-not-performed (2),
physical-rendition-not-performed (3),
physical-delivery-not-performed (4),
restricted-delivery (5),
directory-operation-unsuccessful (6) ) (0..ub-reason-codes)

NonDeliveryDiagnosticCode ::= INTEGER {
unrecogn\sed OR-name (0),

-detected (3),
ipient-unavailable (4),

-time-expired (5),

ed- information- types-unsupported (6),
nt-too-long (7),

rsion-impractical (8),

no-Hilateral -agreement 5572
unsupported- cr1t1cal funct|on (18),

= '
dl -gxpansion-prohibited (28),

no-dl-submit-permission (29),

dl-dxpansion-failure (30),
phydical-rendition-attributes-not-supported\(31),
undqliverable-mail-physical-delivery-address-incorrect (32),
liverable-mail-physical-delivery-office-incorrect-or-invalid (33
undgliverable-mail-physical-delivery-address-incomplete (34),
unddliverable-mail-recipient-unknown (35),
undgliverable-mail-recipient-deceased (36),
und¢liverable-mail-organization-expired (37),
undgliverable-mail-recipient-refused-to-accept (38),
undeliverable-mail-recipientidid-not-claim (39),
undgliverable-mail-recipient-changed-address-permanently (40),
undgliverable-mail-recipient-changed-address-temporarily (41),
undgliverable-mail-recipient-changed- temporary-address (42),
undgliverable-mail-new-address-unknown (43),
undeliverable-mail-recipient-did-not-want-forwarding (44),
und¢liverable-mail-originator-prohibited-forwarding (45),
secure-messaging-error (46),

unable-to-downgrade (47) ) (0..ub-diagnostic-codes)

Supplementarylnformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))

Figure 2
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- Extension Fields

Extensionfield ::= SEQUENCE (
type CHOICE (
standard-extension [0] EXTENSION,
private-extension [3] OBJECT IDENTIFIER -- nof allowed when accessing an ADMD,
-~ or transferring from or to an ADMD -- 3,
criticality [1] Criticality DEFAULT ( 2,
value [2] ANY DEFINED BY type DEFAULT NULL NULL >

Criticality ::= BIT STRING {

or-submission (0),
or-transfer (1), . .. , s
for-delivery (2) ) (SIZE (0..ub-bit-options)) -- critical ‘one’, non-critical 'zero

EXTENSIONS MACRO ::=
BEGIN

TYPE NOTATION ::= "CHOSEN FROM" “(" ExtensionList "}* ,
VALUE NOTATION ::= value (VALUE SET OF ExtensionField -- each of a different type --N)

Extensionlist ::= Extension "," ExtensionList | Extension | empty
Extension ::= value (EXTENSION)

END - of EXTENSIONS

EXTENSION MACRO ::=
BEGIN

TYPE NOTATION ::= DataType Critical | empty
VALUE NOTATION ::= value (VALUE ExtensionType)

DataType|[::= type (X) Default | empty

Default f:= "DEFAULT" value (X) | empty

Critical|::= "CRITICAL FOR" Criticalitylist | empty
Critical{tyList ::= Criticality | CriticalityList "," Critigality
Critical{ty ::= “SUBMISSION" | “TRANSFER" | "DELIVERY"

END -- of EXTENSION
ExtensiomType ::= INTEGER (0..ub-extension-types)

recipient-reassignment-prohibited EXTENSION
RecipientReassignmentProhibited DEFAULT recipient-reassignment-al lowed
CRITICAL FOR DELIVERY

RecipientReassignmentProhibited 1= ENUMERATED (
recipient-reassignment-allowed (0),
recipient-reassignment<prohibited (1) >

originator-requested-alternate-recipient EXTENSION
PriginatorRequestedAlternateRecipient
CRITICAL FOR \SUBMISSION

1= 2

OriginatprRequestedAlternateRecipient ::= ORAddressAndOrDirectoryName .
-- OriginatorRequested AlternateRecipient as defined here differs from the field of the same name

- de inea-In Ligure 4, SinCe or SUOMMIISSION INe UN-addreysy rieed Hot be presSent, pul on [ranSjer
-- the OR-address must be present.

dl -expansion-prohibited EXTENSION
DLExpansionProhibited DEFAULT dl-expansion-allowed
CRITICAL FOR DELIVERY
1= 3

Figure 2
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DLExpansionProhibited ::= ENUMERATED {
dl-expansion-allowed (0),
dl-expansion-prohibited (1) )

conversion-with-loss-prohibited EXTENSION
ConversionWithLossProhibited DEFAULT conversion-with-loss-allowed
CRITICAL FOR DELIVERY
iz 4

ConversionWithLossProhibited ::= ENUMERATED {
conversion-with-loss-allowed (0),

comversion-with-loss-prohibited (1) )}

latest-delilvery-time EXTENSION
LatestDeliveryTime
CRITICAL FOR DELIVERY
HH -1

LatestDeliveryTime ::= Time

requested-del ivery-method EXTENSION
RequestedDel i veryMethod DEFAULT any-delivery-method
CRITICAL FOR DELIVERY

HE )

RequestedDdliveryMethod ::= SEQUENCE OF INTEGER  -- each different in order 6f preference,
-- most preferred first
any-del ivery-method (0),

mhg-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery (4),

g3tfacsimile-delivery (5),

g4t facsimile-delivery (6),

iab-terminal-delivery (7),

vigeotex-delivery (8),

te|ephone-delivery (9) } (0..ub-integer-options)

physical-fqrwarding-prohibited EXTENSION
PhysicalForwardingProhibited DEFAULT physical-forwarding-al lowed
CRITICAL FOR DELIVERY

g 7

PhysicalFornwardingProhibited ::= ENUMERATED. {
physical-forwarding-allowed (0);
physical-forwarding-prohibited\(1) 2

physical - fqrwarding-address-request JEXTENSION
Physical ForwardingAddresSRequest DEFAULT physical-forwarding-address-not-requested
CRITICAL FOR DELIVERY

1t 8

PhysicalForlwardingAddressRequest ::= ENUMERATED (
physical - fofwarding-address-not-requested (0),
physical - forwarding-address-requested (1) }

physical -dglivery-modes EXTENSION
PhysicalDeliveryModes DEFAULT ordinary-mail

CRITICAL FOR DELIVERY
= 9

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 14 of 26)

81


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

PhysicalDeliveryModes ::= BIT STRING {
ordinary-mail (0),
special -delivery (1),
express-mail (2),
counter-collection (3),
counter-collection-with-telephone-advice (4},
counter-collection-with-telex-advice (5},
counter-collection-with-teletex-advice (6),
bureau- fax-delivery (7)
-~ bits 0 to 6 are mutually exclusive
-- bit 7 can be set with any of bits 0 to 6 -- 3 (SIZE (0..ub-bit-options))

egisteredMailType DEFAULT non-registered-mail
RITICAL FOR DELIVERY
1z 10

registerjd-mail-type EXTENSION

RegisteredMailType ::= INTEGER {

non-registered-mail (0),

egistered-mail (1),

egistered-mail-to-addressee-in-person (2) } (0..ub-integer-options)

recipient-number-for-advice EXTENSION
ecipientNumberForAdvice
RITICAL FOR DELiVERY

= 1

RecipientNumberForAdvice ::= TeletexString (SIZE (1..ub-recipient-number-for-advice-length))

physical{rendition-attributes EXTENSION

hysicalRenditionAttributes DEFAULT id-att-physicalRendition=basic
[RITICAL FOR DELIVERY

1= 12

PhysicalRenditionAttributes ::= OBJECT IDENTIFIER

originatqr-return-address EXTENSION
DriginatorReturnAddress
CRITICAL FOR DELIVERY

= 13

OriginatqrReturnAddress ::= ORAddress

physical {delivery-report-request EXTENSION

PhysicalDel iveryReportRequest BEFAULT return-of-undeliverable-mail-by-PDS
CRITICAL FOR DELIVERY

1= 14

PhysicalQeliveryReportRequest z¢= INTEGER {

Feturn-of -undel iverable-mail-by-PDS (0),
return-of-notification-by-P0S (1),

return-of-notification-by-MHS (2),
feturn-of-notification-by-MHS-and-PDS (3) ) (0..ub-integer-options)

originatgr-certificate EXTENSION
briginatorCertificate
RITICAL FOR DELIVERY
:=A45

OriginatorCertificate ::= Certificates

message- token EXTENSION
MessageToken
HEE T
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MessageToken ::= Token

content-confidentiality-algorithm-identifier EXTENSION
ContentConfidentialityAlgorithmlidentifier

=1
ContentConfidentialityAigorithmidentifier ::= Algorithmidentifier

content- integrity-check EXTENSION

ContentIntegrityCheck
sem= 18

ISO/IEC 10021-4 : 1990 (E)

ContentIntegrityCheck ::= SIGNATURE SEQUENCE (
algprithm-identifier ContentlntegrityAlgorithmlidentifier,
content Content )

ContentIntegrityAlgorithmidentifier ::= Algorithmlidentifier

message-origin-authentication-check EXTENSION
MespageOriginAuthenticationCheck
CRIFICAL FOR DELIVERY
1= 19

MessageOrig|nAuthenticationCheck ::= SIGNATURE SEQUENCE {
algprithm-identifier MessageOriginAuthenticationAlgorithmldentifier,
content Content,
content-identifier Contentldentifier OPTIONAL,
mesgsage-security-label MessageSecuritylLabel OPTIONAL )

MessageOrigjnAuthenticationAlgorithmldentifier ::= Algorithmidentifier

message-seclrity-label EXTENSION
MesisageSecuritylabel
CRITICAL FOR DELIVERY
119 20

PrdofOfSubmissionRequest DEFAULT proof-of submission-not-requested
CRITICAL FOR SUBMISSION
21

ProofOfSubmfissionRequest ::= ENUMERATED  {
prdof-of-submission-not-requested (0),
prgof-of -submission-requested~(1) >

proof-of-delivery-request EXTENSION
PrdofOfDeliveryRequest DEFAULT proof-of-delivery-not-requested
CRI[TICAL FOR DELIVERY

f-of:delivery-not-requested (0),
f-of -delivery-requested (1) )

content-cor

ContentCorrelator
1= 23

ContentCorrelator ::= ANY -- maximum ub-content-correlator-length octets including all encoding

Figure 2
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probe-origin-authentication-check EXTENSION
ProbeOriginAuthenticationCheck
CRITICAL FOR DELIVERY
1:= 24

ProbeOriginAuthenticationCheck ::= SIGNATURE SEQUENCE {
algorithm-identifier ProbeOriginAuthenticationAlgorithmidentifier,
content-identifier Contentldentifier OPTIONAL,
message-security-label MessageSecuritylLabel OPTIONAL )

ProbeOriginAuthenticationAlgorithmidentifier ::= Algorithmlidentifier

redirectjon-history EXTENSION
RedirectionHistory
iz 25

RedirectionHistory ::= SEQUENCE SIZE (1..ub-redirections) OF Redirection

Redirectjon ::= SEQUENCE {
intended-recipient-name IntendedRecipientName,
redirection-reason RedirectionReason )

IntendedRecipientName ::= SEQUENCE {
DRAddressAndOptionalDirectoryName,
redirection-time Time )

RedirectjonReason ::= ENUMERATED (
recipient-assigned-alternate-recipient (0),
originator-requested-alternate-recipient (1),
recipient-MD-assigned-alternate-recipient (2) )

dl-expangion-history EXTENSION
DLExpansionHistory
1= 26

DLExpansfionHistory ::= SEQUENCE SIZE (1..ub-d!-expansions), OF DLExpansion

DLExpansfion ::= SEQUENCE {
ORAddressAndOptionalDirectoryName,
dl-expansion-time Time )

physicall forwarding-address EXTENSION
PhysicalForwardingAddress
1= 27

PhysicalforwardingAddress ::= ORAddressAndOptionalDirectoryName

recipient-certificate EXTENSION
RecipientCertificate
::1= 28

proof-of|-delivery EXTENSION
ProofOfDelivery
1:= 29

originatps-and-DL-expansion-history EXTENSION

OrifginatorAnddl Expans inr\Miernh\/
3

2= 30
OriginatorAndDLExpansionHistory ::= SEQUENCE SIZE (0..ub-dl-expansions) OF OriginatorAndDLExpansion

OriginatorAndDLExpansion ::= SEQUENCE {
originator-or-dl-name ORAddressAndOptionalDirectoryName,
origination-or-expansion-time Time )

Figure 2
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reporting-D

L-name EXTENSION

ReportingDLName
= 39

ReportingDL

reporting-M

Name ::= ORAddressAndOptionalDirectoryName

TA-certificate EXTENSION

ReportingMTACertificate
CRITICAL FOR DELIVERY
1= 32

ISO/IEC 10021-4 : 1990 (E)

ReportingMT|

report-orig
Rep
CR

ReportOrigi
alg
cor
me
pe

ReportOrigi

PerRecipien
ac
or
CH(

PerRecipier
me:
ty
re

ACertificate ::= Certificates

in-authentication-check EXTENSION
bortOriginAuthenticationCheck
TICAL FOR DELIVERY

33

nAuthenticationCheck ::= SIGNATURE SEQUENCE {

orithm-identifier ReportOriginAuthenticationAlgorithmldentifier,
tent-identifier Contentldentifier OPTIONAL,

bsage-security-label MessageSecuritylLabel OPTIONAL,

-recipient SEQUENCE SIZE (1..ub-recipients) OF PerRecipientReportFields }

nAuthenticationAlgorithmldentifier ::= Algorithmldentifier

tReportFields ::= SEQUENCE (
ual-recipient-name ActualRecipientName,
ginally-intended-recipient-name OriginallylntendedRecipientName OPTIONAL,
ICE ¢
delivery [0] PerRecipientDeliveryReportfields,
non-delivery [1] PerRecipientNonDeliveryReportFields\} )

tDeliveryReportFields ::= SEQUENCE (
sage-delivery-time MessageDeliveryTime,

pe-of -MTS-user TypeOfMTSUser,

ipient-certificate [0] RecipientCertificate OPTIONAL,

pr

bof-of-delivery [1] ProofOfDelivery OPTIONAL )

PerRecipien
no
nol

originating
or

Originating
proof-of - sy

Pr

tNonDeliveryReportFields ::= SEQUENCE'.{
h-delivery-reason-code NonDeliveryReasonCode,
h-delivery-diagnostic-code NonDeliveryDiagnosticCode OPTIONAL )

-MTA-certificate EXTENSION
ginatingMTACertificate

i3 34

MTACertificate ::= Cértificates

bmission EXTENSION

ProofOfsSu

bofOfSubmission
5 35
ission,:= SIGNATURE SEQUENCE (

algorithm-identifier ProofOfSubmissionAlgorithmidentifier,

message-submission-envelope MessageSubmissionEnvelope,
cohtent _Content

T
message-submission-identifier MessageSubmissionldentifier,
message-submission-time MessageSubmissionTime )

ProofOfSubmissionAlgorithmlidentifier ::= Algorithmldentifier

Figure 2
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- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the
-- content octet string is the ASN.1 encodzﬁg/ the external-content;
-- an external-content is a data type EXT. AL

MYSidentifier ::= [APPLICATION 4) SEQUENCE (
global-domain-identifier GlobalDomainldentifier,
local-identifier Localldentifier )

Localldenti

GlobalDomhinldentifier ::= [APPLICATION 3] SEQUENCE {
ountry-name CountryName,

inistration-domain-name AdministrationDomainName,
drivate-domain-identifier PrivateDomainldentifier OPTIONAL >

PrivateDomainidentifier ::= CHOICE {

rumeric NumericString (SI1ZE (1..ub-domain-name-length)),
drintable PrintableString (SIZE (1..ub-domain-name-length)) }

MTAName :l:= IA5String (SIZE (1..ub-mta-name-length))

Time ::= UTCTime

-- ®R Names

ORAddress[ndOrDirectoryName ::= ORName

ORAddresspndOptionalDirectoryName ::= ORName

ORName ::F [APPLICATION 01 SEQUENCE (
1- address -- COMPONENTS OF ORAddress,
directory-name [0] Name OPTIONAL )

ORAddress| ::= SEQUENCE {

qtandard-attributes StandardAttributes,
domain-defined-attributes DomainDefinedAttributes OPTIONAL,
1- see also teletex-domain-defined=~attributes
gxtension-attributes ExtensionAttributes OPTIONAL )

-- Note - the OR-address is sémantically absent from the OR-name if the standard-attribute
-- Sequence is empty and the.domain-defined-atiributes and extension-attributes are both omittet.

Standard Attributes

StandardAttributes ::= SEQUENCE (

¢ountry-name CountryName OPTIONAL,

gdministration-domain-name AdministrationDomainName OPTIONAL,
metwork-address [0] NetworkAddress OPTIONAL,

- see also extended-network-address
termingb-identifier [1] Terminalldentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
rganizatjon-?aTeA[3J Organi;atjpnName OPTIONAL,

OLC LIV ICICICATUT FUILI & LRLIUNTIIUITIC
numeric-user-identifier [4]) NumericUserldentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,
organizational-unit-names [6] OrganizationalUnitNames OPTIONAL
-~ see also teletex-organizational-unit-names -- 3

Figure 2
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CountryName :
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:= [APPLICATION 1] CHOICE (

x121-dec-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code Printablestring (SI2E (ub-country-name-alpha-length)) )

Administrati

onDomainName ::= [APPLICATION 2] CHOICE (

numeric NumericString (SIZ2E (0..ub-domain-name-length)),
printable PrintableString (SI2E (0..ub-domain-name-tength)) 2

NetworkAddress ::= X121Address

X121Address

Terminal Ider

PrivateDoma

:= NumericString (S2E ‘ll.uh-!IZI‘ﬁﬂtgﬁﬁ'Lg‘nﬁth))

tifier ::= PrintableString (SI2E (1..ub-terminal-id-length))

nName ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),

pri

htable PrintableString (SIZE (1..ub-domain-name-length)) )

OrganizationName ::= PrintableString (SIZE (1..ub-organization-name-length})

NumericUser

PersonalNamg
sur
giv
ini

dentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))

b ::= SET {

hame [0] PrintableString (SIZE (1..ub-surname-length)),

en-name [1] PrintableString (SI2E (1..ub-given-name-length)) OPTIONAL,
tials [2) PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,

genpration-qualifier [31 PrintableString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL >

Organizatio

Organizatio

-- Do
DomainDefin

DomainDefin

halUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF OrganizationalUnitName

halUnitName ::= PrintableString (S12E (1..ub-organizational-unit-name-length))

main-defined Attributes

pdAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF DomainDefinedAttribute

pdAttribute ::= SEQUENCE (

tyge PrintableString (SI12E (1..ub-domain-defined-attribute-type-length)),

val
-- Ex
ExtensionAt

ExtensionAt
ext
ex

EXTENSION-A
BEGIN

TYPE NOTATI
VALUE NOTAT

ue PrintableString (SIZE (1..ub-doméin-defined-attribute-value-length)) 3
tension Attributes
tributes ::= SET SIZE (1..Ubsextension-attributes) OF ExtensionAttribute

tribute ::= SEQUENCE
nsion-attribute-type-{0]1 EXTENSION-ATTRIBUTE,
ension-attribute-yalue [1] ANY DEFINED BY extension-attribute-type )

[TRIBUTE MACRO'\::=

DN ::=.type | empty
[ON¢:% value (VALUE INTEGER (O0..ub-extension-attributes))

END -

of EXTENSION-ATTRIBUTE

common- name

EXTENSION-ATTRIBUTE

CommonName

CommonName

1

::= PrintableString (SIZE (1..ub-common-name-length))

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 20 of 26)

87


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

teletex-common-name EXTENSION-ATTRIBUTE
TeletexCommonName
132 2

TeletexCommonName ::= TeletexString (SIZE (1..ub-common-name-length))

teletex-organization-name EXTENSION-ATTRIBUTE
TeletexOrganizationName
1= 3

TeletexO

teletex-personal-name EXTENSION-ATTRIBUTE
TeletexPersonalName
tiz 4

TeletexPersonalName ::= SET (

lsurname [0] TeletexString (SIZE (1..ub-surname-length)),

given-name [1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials [2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,

generation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length)) GPTIONAL )

teletex-prganizational-unit-names EXTENSION-ATTRIBUTE
TeletexOrganizationalUnitNames
1= 5

TeletexOfganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units)\OF
TeletexOrganizationalUnitName

TeletexOrganizationalUnitName ::= TeletexString (SIZE (1..ub-organizational-unit-name-length))

teletex-domain-defined-attributes EXTENSION-ATTRIBUTE
TeletexDomainDefinedAttributes
HEE -

TeletexDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TeletexDomainDefinedAttribute

TeletexDomainDefinedAttribute ::= SEQUENCE {
type TeletexString (SIZE (1..ub-domain“defined-attribute-type-length)),
value TeletexString (SI2E (1..ub-domain-defined-attribute-value-length)) 3}

pds-namg EXTENSION-ATTRIBUTE
PDSName
13z 7

PDSName |::= PrintableString ¢(SIZE (1..ub-pds-name-length))

physical-delivery-countpysname EXTENSION-ATTRIBUTE
PhysicalDel iveryCountryName
= 8

PhysicalDel iveryCountryName ::= CHOICE {
x121-decc-code NumericString (SIZE (ub-country-name-nrumeric-length)),
isg-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) »

postal -code EXTENSION-ATIRIBUTE
PostalCode
HEL R

PostalCode ::= CHOICE (
numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 21 of 26)
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ivery-office-name EXTENSION-ATTRIBUTE

PhysicalDel iveryOfficeName

PhysicalDeli

physical-del

10
veryOfficeName ::= PDSParameter

ivery-office-number EXTENSION-ATTRIBUTE

PhysicalDeliveryOfficeNumber

1"

PhysicalDel iveryofficeNumber—+=—PDSRarameter

extension-Of

-address- components EXTENSION-ATTRIBUTE

Extens i onORAddressComponents

Extens ionORA

physical-de

12
ddressComponents ::= PDSParameter

ivery-personal-name EXTENSION-ATTRIBUTE

PhysicalDeliveryPersonalName

PhysicalDel

physical -de
Phy:

PhysicalDel

extension-pt
Ext

ExtensionPh

unformatted
unf

13
veryPersonalName ::= PDSParameter

ivery-organization-name EXTENSION-ATTRIBUTE
icalDel iveryOrganizationName
14

veryorganizationName ::= PDSParameter

ysical-delivery-address-components EXTENSION-ATTRIBUTE
ensionPhysicalDel i veryAddressComponents
15

sicalDeliveryAddressComponents ::= PDSParameter

postal-address EXTENSION-ATTRIBUTE
brmattedPostalAddress
16

UnformattedRostalAddress ::= SET (

pri

tel

street-addrd
Str

StreetAddres

post-office
Pos

htable-address SEQUENCE SIZE (1&.ub-pds-physical-address-lines) OF
PrintableString (SI1ZE (1..ub-pds-parameter-length)) OPTIONAL,
btex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL )

sS EXTENSION-ATTRIBUTE
betAddress
17

s ::= PDSParameter

box-address,/ EXTENSION-ATTRIBUTE
LOf ficeBoxAddress
18

PostOfficeBd

poste-restante-address EXTENSION-ATTRIBUTE
PosteRestanteAddress

19

PosteRestanteAddress ::= PDSParameter

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 22 of 26)
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unique-postal -name EXTENSION-ATTRIBUTE
UniquePostalName
::= 20

UniquePostalName ::= PDSParameter

local-postal-attributes EXTENSION-ATTRIBUTE
LocalPostalAttributes
1= 21

LocalPostalAttributes ::= PDSParameter

PDSParamelter ::= SET (

rintable-string PrintableString (SIZE(1..ub-pds-parameter-length)) OPTIONAL,
eletex-string TeletexString (SIZE(1..ub-pds-parameter-length)) OPTIONAL 2}

extended-network-address EXTENSION-ATTRIBUTE
xtendedNetworkAddress
1= 22

ExtendedNetworkAddress ::= CHOICE (
¢163-4-address SEQUENCE (
number [0] NumericString (SIZE (1..ub-e163-4-number-length)),

sub-address [1] NumericString (SIZE (1..ub-e163-4-sub-address-length)) OPTIONAL ),
bsap- address [0] PresentationAddress )

terminal-type EXTENSION-ATTRIBUTE
erminal Type
1= 23

Terminalllype ::= INTEGER (

elex (3),

eletex (4),

3-facsimile (5),

b4 - facsimile (6),

a5-terminal (7),

ideotex (8) ) (0..ub-integer-options)

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 23 of 26)
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-- Encoded Information Types

EncodedInformationTypes ::= [APPLICATION 5] SET {
built-in-encoded- information-types [0]1 BuiltInEncodedinformationTypes,
-- non-baszc—parameters -~ COMPONENTS Of NonBasicParameters,

external -encoded-information-types [4] ExternalEncodedInformationTypes OPTIONAL )

-- Built-in Encoded Information Types

Bui | tInEncodedinfeormationtypes—re—BIT—STRING—C

undefined (0),
telex (1),
ia3-text (2),
g3{facsimile (3),
géiclass-1 (4),
teletex (5),
videotex (6),
volce (7),

sfd (8),

mixed-mode (9) > (SIZ2E (0..ub-built-in-encoded-information-types))

-- Nan-basic Parameters

NonBasicParlameters ::= SET (
g3{facsimile [1] G3FacsimileNonBasicParameters DEFAULT { J},
teletex [2] TeletexNonBasicParameters DEFAULT ( ),
g4iclass-1-and-mixed-mode [3] G4ClasstAndMixedModeNonBasicParametérs)OPTIONAL )

G3FacsimilgNonBasicParameters ::= BIT STRING (
twp-dimensional (8),
fine-resolution (9),
un| imited- length (20),
b4l length (21),
a3fwidth (22),
b4twidth (23),
ungompressed (30) ) -- as~defined in CCITT Recommendation T.30

TeletexNonfasicParameters ::= SET (
graphic-character-sets [0] TeletexString OPTIONAL,
cohtrol-character-sets [1]1 TeletexString“OPTIONAL,
page- formats [2]1 OCTET STRING OPTIONAL;
migcel laneous-terminal -capabilitias [3]1 TeletexString OPTIONAL,

priivate-use [4] OCTET STRING OPT.JONAL -- maximum ub-teletex-private-use-length octets -- >

-4 as defined in CCITT Recommendation T.62

G4Class1AngMixedModeNonBasicParameters ::= PresentationCapabilities

PresentationCapabilities ::=CANY -~ as defined in CCITT Recommendations T.400, T.503 and T.}

-- External Encoded Information Types

ExternalEngodedInformationTypes ::= SET SIZE (1..ub-encoded-information-types) OF ExternalEncodedinformationType

ExternalEntodedInformationType ::= OBJECT IDENTIFIER

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 24 of 26)
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-- Token

Token ::= SEQUENCE (
token- type-identifier [0] TOKEN,
token [1) ANY DEFINED BY token-type-identifier >

TOKEN MACRO ::=
BEGIN

TYPE NOTATION ::= type | empty
VALUE NOTATION ::= value (VALUE OBJECT IDENTIFIER)

END -- of TOKEN

asymmetrfic-token TOKEN
AsymmetricToken
1:= id-tok-asymmetricToken

AsymmetrficToken ::= SIGNED SEQUENCE (

signature-algorithm-identifier Algorithmldentifier,
recipient-name RecipientName,

time Time,

signed-data [0] TokenData OPTIONAL,
encryption-algorithm-identifier {1} Algorithmldentifier OPTIONAL,
encrypted-data [2] ENCRYPTED TokenData OPTIONAL )

TokenDatl ::= SEQUENCE {
type [01 TOKEN-DATA,
value [1] ANY DEFINED BY type )

TOKEN-DATA MACRO ::=
BEGIN

TYPE NOTATION ::= type | empty
VALUE NQTATION ::= value (VALUE INTEGER)

END -- of TOKEN-DATA

bind- token-signed-data TOKEN-DATA
BindTokenSignedData
BRI

BindTokII:gnedData ::= RandomNumber

RandomN r 1= BIT STRING

message-ftoken-signed-data TOKEN-DATA
MessageTokenSignedData
iz 2

MessageTokenSignedData ): 2= SEQUENCE (

content-confidentiality-algorithm-identifier [0] ContentConfidentialityAlgorithmidentifier
OPTIONAL,

content-'integrity-check [1] ContentIntegrityCheck OPTIONAL,

message-security-label [2] MessageSecuritylLabel OPTIONAL,

proof-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,

message- sequence-number [4] INTEGER OPTIONAL }

Figure 2
Abstract Syntax Definition of the MTS Abstract Service (Part 25 of 26)
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message- token-encrypted-data TOKEN-DATA
MessageTokenEncryptedData
1:= 3

MessageTokenEncryptedData ::= SEQUENCE (
content-confidentiality-key [0] EncryptionKey OPTIONAL,
content-integrity-check [1] ContentIntegrityCheck OPTIONAL,
message-security-label [2] MessageSecuritylabel OPTIONAL,
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL )

ISO/IEC 10021-4 : 1990 (E)

Encryptioney ::= BIT SIRING

-- Sdcurity Label

SecuritylLallel ::= SET (
se¢urity-policy-identifier SecurityPolicyldentifier OPTIONAL,
se¢urity-classification SecurityClassification OPTIONAL,
prjvacy-mark PrivacyMark OPTIONAL,
se¢urity-categories SecurityCategories OPTIONAL )

SecurityPolicyldentifier ::= OBJECT IDENTIFIER
SecurityClgssification ::= INTEGER {
uniparked (0),

un¢lassified (1),

restricted (2),

confidential; (3),

segret (4),

top-secret (5) } (0..ub-integer-options)

PrivacyMarld ::= PrintableString (SIZE (1..ub-privacy-mark-length))

SecurityCafegories ::= SET SIZE (1..ub-security-categories) OF\ SecurityCategory

SecurityCaflegory; ::= SEQUENCE (
type [0] SECURITY-CATEGORY,
value [1] ANY DEFINED BY type )}

SECURITY-CATEGORY MACRO ::=
BEGIN

TYPE NOTATION ::= type | empty
VALUE NOTATION ::= value (VALUE OBJECT\IDENTIFIER)

END -

of SECURITY-CATEGORY

END -

of MTSAbstractService

Figure 2

Abstract Syntax Definition of the MTS Abstract Service (Part 26 of 26)
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Section three - Message Transfer Agent Abstract Service

10 Refined Message Transfer System Model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines
the MTS model, and exposes its component objects and the ports shared between them.

Figure 3 models the MTS and reveals 1ts internal structure

The MTS comprises a collection of message-transfer-agent (MTA) objects, which cooperate togethpr to
form the MTS and offer the MTS Abstract Service to its users. It is the MTAs which perform the
active fyinctions of the MTS, ie transfer of messages, probes and reports, generation ofi\reports,| and
content ¢onversion,

hjects also have ports, some of which are precisely those which are also visible at the bourndary
ITS object, ie submission-ports, delivery-ports and administration-ports. "However, MTA{ also
have an¢ther type of port - a transfer-port - which are concerned with the distribution of the IMTS
Abstract| Service between the MTAs, and are not visible at the boundary of the/MTS object.

er-port enables an MTA to transfer messages, probes and reports-to another MTA. In general,
a message, probe or report may have to be transferred a number of times between different MTAs to
it intended destination.

If a megsage is addressed to multiple recipients served by severalhdifferent MTAs, the message mujst be
transferted through the MTS along several different paths{ From the perspective of an MTA
transferging such a message, some recipients may be reached\via one path while other recipients mgy be
reached |via another. At such an MTA, two copies of the ‘message are created, and each is transfprred
to the npxt MTA along its respective path. The copying.@nd branching of the message is repeated |until
each copy has reached a final destination MTA, where the message can be delivered to one or [more
recipienf MTS-users.

Every MTA along a path taken by a message is~responsible for delivering or transferring the message to
a particular subset of the originally-specified-recipients. Other MTAs take care of the delivefy or
transfer|to remaining recipients, using copies of the messages created along the way.

Reports|on the delivery or non-delivery of a message to one or more recipient MTS-users, are gengrated
by MTAs in accordance with the.request of the originator of the message and the originating-MTA.
An MTA may generate a delivery-report upon successfully delivering a copy of a message to a recipient
MTS-uspr. It may generate @ ;non-delivery-report upon determining that a copy of a messa}e is
undelivgrable to one or more, recipients, that is, it is unable to deliver the message to the recipient
MTS-usgrs, or it is unable to’ transfer the message to an adjacent MTA that would take responsibility
for delivery or transferring-the message further.

For efficiency, an MTA may generate a single, combined report that applies to several copies|of a
single, multiple recipient message for which it is responsible. Both delivery- and non-delivery-rgports
may be|combinéd)together. However, in order for reports to be combined in this manner, the [same
content cfonversion, if any, must have been performed on the message for all recipients to whor the
report reters.

Rpports ; FUat f TITE—TT — ~ TeTTARE BUT ThaT WeTe 3
different MTASs are not combined by any intermediate MTAS, but instead remain distinct.

ated by

When required, an MTA may perform content conversion. When neither the originating nor the
recipient MTS-user requests nor prohibits conversion, implicit conversion of a message's encoded-
information-types may be performed by an MTA to suit the encoded-information-types that the
recipient MTS-user is able to receive. The originating MTS-user may also explicitly request conversion
of specific encoded-information-types for a particular recipient MTS-user.

The submission-, delivery- and administration-ports of an MTA, which are also visible at the boundary
of the MTS, are defined in section two of this part of ISO/IEC 10021. The remaining clauses in this
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section define the transfer-port of an MTA, and the procedures performed by MTAs to ensure the
correct distributed operation of the MTS.

11

Section

Message- transfer delivery
submission

Originator

Intended-
recipients

Report-
delivery
(non-delivery)

@

Non-delivery ‘
Report-

transfer

Figure 3
Refined Message Transfer System Model

Message Transfer Agent Abstract Service Overview

two defines the MTS Abstract Service provided by the submission-, delivery-

administration-ports of an MTA. This clause defines the following abstract-operations that
provided by the transfer-ports of MTAs:

11.1

MT A-bind and MTA-unbind
a) MTA-bind

b) MTA-unbind

Tnansfer Port Abstract~operations

c) Message-transfer
d) Probe-transfer
e) Report-transfer.

and
are

MTA-bind and MTA-unbind

The MTA-bind enables an MTA to establish an association with another MTA. Abstract-operations
other than MTA-bind can only be invoked in the context of an established association.

The MTA-unbind enables the release of an established association by the initiator of the association.

11.2

Transfer Port Abstract-operations

The Message-~transfer abstract-operation enables an MTA to transfer a message to another MTA.,
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The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

The Report-transfer abstract-operation enables an MTA to transfer a report to another MTA.

12 Message Transfer Agent Abstract Service Definition

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of
the abstract-service provided by the transfer-ports of MTAs.

Clause }2.1 defines the MTA-bind and MTA-unbind. Clause 12.2 defines the transfer-portO)\-(lause
12.3 deflines some common parameter types.

The absfract-syntax of the MTA Abstract Service is defined in clause 13.

12.1 MTA-bind and MTA-unbind

This clause defines the abstract-services used to establish and release associatiohs between MTAs.

12.1.1 | Abstract-bind and Abstract-unbind
This clduse defines the following abstract-bind and abstract-unbind;
) MTA-bind

b) MTA-unbind.

12.1.1.1 MTA-bind
The MTA-bind enables an MTA to establishan’ association with another MTA.

The M[TA-bind establishes the credentials of MTAs to interact, and the application-context and
security-context of the association. “An association can only be released by the initiator of that
associatjon (using MTA-unbind).

Abstract-operations other than “MTA-bind can only be invoked in the context of an establlished
associatjon.

The sudcessful completionnof the MTA-bind signifies the establishment of an association.

The disfuption of the-MTA-bind by a bind-error indicates that an association has not been establighed.

12.1.1.1.1 ,Arguments

Table 27 lists the arguments of the MTA-bind, and for each argument qualifies its presenceé and
indicates the clause in which the argument is defined.
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Table 27
MTA-bind Arguments

(E)

Argument Presence  Clause

Bind Arguments

rrtrator=manme e e
Initiator-credentials O 12.1.1.1.1.2
Security-context 0} 12.1.1.1.1.3

12.1.1.1.1]1  Initiator-name

This argument contains a name for the initiator of the association. It may be gefierated by the initig

of the assgciation.

The name|is an MTA-name.

12.1.1.1.112 Initiator-credentials

This argument contains the credentials of the initiator of the.association. It may be generated by
initiator of the association.

The initialtor-credentials may be used by the responder,to-authenticate the identity of the initiator
ISO/IEC 9594-8).

-

or

the

see

If only pimple-authentication is proposed, the.\initiator-credentials comprise a simple password

associated| with the initiator-name.

If stronglauthentication is used, the initiator-credentials comprise an initiator-bind-token gnd,

optionallyl, an initiator-certificate.

token is dn asymmetric-token, the signed-data comprises a random-number. The encrypted-data o
asymmetrjc-token may be used)to convey secret security-relevant information (eg one or

The initigtor-bind-token is a tokensgenerated by the initiator of the association. If the initiator—b:fd-

an
ore

symmetri¢-encryption-keys) useéd to secure the association, or may be absent from the initiator-bind-

token.

The initiator-certificaté.js a certificate of the initiator of the association, generated by a trusted so
(eg a cerfification-authority). It may be supplied by the initiator of the association, if the initia
bind-token is an asymmetric-token. The initiator-certificate may be used to convey a verified cop
the publi¢-asymmetric-encryption-key (subject-public-key) of the initiator of the association.

arce
tor-
y of
The

initiator’s| public-asymmetric- encryption-key may be used by the responder to compute the responder-

If'the responder is known to have, or have access to, the initiator’s certificate (eg via
initiator-certificate may be omitted.

the

12.1.1.1.1.3  Security-context

This argument indicates the security-context that the initiator of the association proposes to operate at.

It may be generated by the initiator of the association.

The security-context comprises one or more security-labels that defines the sensitivity of interact

ions

that may occur between the MTAs for the duration of the association, in line with the security-policy

in force. The security-context shall be one that is allowed by the security-labels associated with
MDs (MTAs).

the
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If security-contexts are not established between

the MTAs, the sensitivity of interactions that may occur

between the MTAs may be at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Results

Table 28 lists the results of the MTA-bind, and for each result qualifies its presence and indicates the

clause in which the result is defined.

Table 28
MTA-bind Results
Result Presence  Clause
Bind |Results
Responder-name (¢} 1240081.2.1
Responder-credentials O 12:1.1.1.2.2
12.1.1.1}2.1 Responder-name
This argument contains a name for the responder of the\association. It may be generated by the
respondé¢r of the association.
The name is an MTA-name.
12.1.1.1(2.2 Responder-credentials
This argument contains the credentials of the responder of the association. It may be generated by the
responder of the association.
The responder-credentials may be used by the initiator to authenticate the identity of the respondef (see
ISO/IEQ 9594-8).
If. only [simple-authentication”is used, the responder-credentials comprise a simple password asso¢iated
with the responder-name,
If strong-authentication is used, the responder-credentials comprise a responder-bind-token. | The
respondpr-bind-token is a token generated by the responder of the association. The responder-pind-
token shall be the same type of token as the initiator-bind-token. If the responder-bind-token|is an

asymmetric-token, the signed-data comprises a random-number (which may be related to the ra

number
used to|
secure t S

supplied in the initiator-bind-token).

12.1.1.1.3 Bind-errors

dom-
The encrypted-data of an asymmetric-token m“Ly be

convey security-relevant information (eg one or more symmetric-encryption-keys) usgd to

The bind-errors that may disrupt the MTA-bind are defined in clause 12.1.2,

12.1.1.2 MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the association.
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Arguments

The MTA-unbind service has no arguments.

12.1.1.2.2 Results

The MTA-unbind service returns an empty result as indication of release of the association.

12.1.1.2.3 Unbind-errors

There are

12.1.2 Bind-errors

This clauge defines the following bind-errors:

a)
b)
c)
d)

12.1.2.1

The Aut
authentic

The Auth

12.1.2.2
The Busyj

The Busy

12.1.2.3

The Una
the assoc

no unbind-errors that may disrupt the MTA-unbind.

Authentication-error
Busy
Unacceptable-dialogue-mode

Unacceptable-security-context.

Authentication-error

rentication-error bind-error reports thatCan association cannot be establigh'ed due to
ition error; the initiator’s credentials are-not acceptable or are improperly specified.

entication-error bind-error has no parameters.

Busy
bind-error reports that an’ association cannot be established because the responder is busy.

bind-error has no-parameters.

Unacceptable-dialogue-mode

rceptable~dialogue-mode bind-error reports that the dialogue-mode proposed by the initiatg
ation-i$ unacceptable to the responder (see clause 12 of ISO/IEC 10021-6).

The Una

ccéptable-dialogue-mode bind-error has no parameters.

12.1.2.4

Unacceptable-security-context

an

r of

The Unacceptable-security-context bind-error reports that the security-context proposed by the initiator
of the association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.
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12.2

Transfer Port

This clause defines the abstract-operations and abstract-errors which occur at a transfer-port.

12.2.1

Abstract-operations

This clause defines the following transfer-port abstract-operations:

AY AA -~ £
1) WIS 3agtL =il ailsl vl
b) Probe-transfer
C) Report-transfer.

12.2.1.1 Message-transfer

The Mdssage-transfer abstract-operation enables an MTA to transfer a message to another MTA.

12.2.1.1.1 Arguments

Table 2
its pres

D lists the arguments of the Message-transfer abstract-operation, and for each argument qu
ence and identifies the clause in which the argument is defined.

Table 29
Message-transfer Arguments (Part 1 of 3)

hlif ies

Argument Presence  Clause
Reldying Arguments
Message-identifier M 12.2.1.1.1.1
Per-domain-bilateral-information C 12.2.1.1.1.2
Trace-information M 12.2.1.1.1.3
Internal-trace-information C 12.2.1.1.1.4
DL-expansion~history C 8.3.1.1.1.7
Origlinator Argument
Originator-name M 8.2.1.1.1.1
Recilpient. Arguments
Recipient-name M 82.1.1.1.2
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibility M 12.2.1.1.1.6
DL-expansion-prohibited C 8.2.1.1.1.6
Disclosure-of -recipients C 8.2.1.1.1.7
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Table 29
Message-transfer Arguments (Part 2 of 3)

Argument Presence  Clause

Redirection Arguments

Al h A 3 -l
['\llt:l'lldlc‘lCk«lplClll"th wou

€ 8§23
Recipient-reassignment-prohibited C 8.2.1.1.14
Originator-requested-alternate-recipient C 8.2.1.1.1.5
Intended-recipient-name C 8.3.1.1.1.4
Redirection-reason C 8.3.1.1.1.5

Prioridy Argument
Priority C 8.2.1.1,18

Conversion Arguments

Implicit-conversion-prohibited 8.2.1
Conversion-with-loss-prohibited C 8.2.1.1.1.10
Explicit-conversion C 8.2.1

Delively Time Arguments

Deferred-delivery-time C 12.2.1.1.1.7
Latest-delivery-time C 8.2.1.1.1.13
Delivery Method Argument
Requested-delivery-method C 8.2.1.1.1.14
Physigal Delivery Arguments
Physical-forwarding~prohibited C 8.2.1.1.1.15
Physical-forwarding-address-request C 8.2.1.1.1.16
Physical-delivery*modes C 8.2.1.1.1.17
Registered-mail-type C 8.2.1.1.1.18
Recipient-number-for-advice C 8.2.1.1.1.19
Physical-rendition-attributes C 8.2.1.1.1.20
Originator-return-address C 8.2.1.1.1.21
Delivefy-Report Request Arguments
Originator-report-request M 8.2.1.1.1.22
Originating-MTA -report-request M 12.2.1.1.1.8
Content-return-request C 8§2.1.1.1.23
Physical-delivery-report-request C 8§.2.1.1.1.24
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Table 29
Message-transfer Arguments (Part 3 of 3)

Argument Presence  Clause
Security Arguments
te a 8211125
Message-token C 8.2.1.1.1.26
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.2.1.1.1.28
Message-origin-authentication-check C 8.2.1.1.1.29
Message-security-label C 8.2.1.1.1.30
Proof-of -delivery-request C 8.2.1.1.1.32
Conteant Arguments
Original-encoded-information-types C 8.2-1\1.1.33
Content-type M 8.2.1.1.1.34
Content-identifier C 8:2.1.1.1.35
Content-correlator C 8.2.1.1.1.36
Content M 8.2.1.1.1.37
12.2.1.1{1.1 Message-identifier
This argument contains an MTS-identifier that distinguishes the message from all other messages, probes
and repprts within the MTS. It shall be generated by the originating-MTA of the message, and|shall
have the same value as the message-submission~identifier supplied to the originator of the me

ssage

when the message was submitted, and the message-delivery-identifier supplied to the recipients of the

message

When a
message
by the
specify

12.2.1.1

This ar
transfer

This arj

when the message is delivered.

message is copied for routing_to multiple recipients via different MTAs, each copy o

to which recipient(s) each_copy is to be delivered.

1.2 Per-domain-bilateral-information

gument contains information intended for MDs which the message will encounter as
ed through,the MTS. It may be generated by the originating-MD of the message.

ument<may contain zero or more elements, each of which comprises:

hé-bilateral-information intended for an MD;

bears the message-identifier of the original. The copies can be distinguished from one an
originally-specified-recipient-number and the corresponding responsibility arguments, ¥

[ the
other
vhich

it is

the country-name,and, optionally, the administration-domain-name and, optionally, the private-
domain-identifier of the MD for which the bilateral-information is intended. Note - in per-
domain-bilateral-information intended for a PRMD, the administration-domain-name of the
associated ADMD is mandatory in CCITT Recommendation X.411.

12.2.1.1

1.3

Trace-information

This argument documents the actions taken on the message (or probe or report) by each MD through
which the message (or probe or report) passes as it is transferred through the MTS (see clause 12.3.1).
It shall be generated by each MD through which the message (or probe or report) passes.
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12.2.1.1.1.4 Internal-trace-information

This argument documents the actions taken on the message (or probe or report) by each MTA through
which the message (or probe or report) passes as it is transferred within an MD (see clause 12.3.1). It
shall be generated by each MTA through which the message (or probe or report) passes within an MD.

This argument shall not be supplied by the invoker of the Message-transfer abstract-operation when

transferri

ng a message to another MD, unless by bilateral agreement between MDs.

12.2.1.1.1.5 Originally-specified-recipient-number

This argu
delivered

ment, combined with the message-identifier, unambiguously identifies the copy of the mes

value of this argument is specified for each recipient of the message.

The origipally-specified-recipient-number is an integer value in the range that begins with one
ends with| the number of originally-specified-recipients.

a particular recipient-name at the time of message-submission; it should not\be assumed that this
singular relationship at the time of message-delivery. That is, an originally-specified-recipient-nu
value can| be used to distinguish an originally specified recipient-name, but not an actual recipient

There is 3 one-to-one relationship between a particular originally-specified-recipient-number valueiand

will recei

ve the message.

12.2.1.1.1.6 Responsibility

This argu

message {0 a recipient or to transfer it to another MTA~for subsequent delivery to the recipient.
shall be generated by the sending-MTA. A different value of this argument may be specified for

recipient

of the message.

This argyment may have one of the following values: responsible or not-responsible.

12.2.1.1.

This argu

[.7 Deferred-delivery-time

age

to each recipient. It shall be generated by the originating-MTA of the message. (A different

and

is a
ber
that

ment indicates whether the receiving-MTA shall have the responsibility to either deliver| the

It
pach

ment is defined in clause 8:2:1.1.1.12. It may appear in a message at a transfer-port if there is

a bilateral agreement that an MTA other than the originating-MTA of the message will defer| the

delivery

12.2.1.1.

pf the message.

|.8 Originating"MTA-report-request

This argyment indicates the kind of report requested by the originating-MTA. It shall be generate
the originating-MTA of the message. A different value of this argument may be specified for

recipient

of thesmessage.

This argynient may have one of the following values:

w

ach

non-delivery-report: a report is returned only in case of non-delivery, and it contains only the
last-trace-information,;

report: a report is returned in case of delivery or non-delivery, and it contains only the last-

tr

ace-information;

audited-report: a report is returned in case of delivery or non-delivery, and it contains all of the
trace-information.

103


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

1SO/IEC 10021-4 : 1990 (E)

The originating-MTA-report-request argument shall specify at least the report level specified in the
originator-report-request argument, where the increasing order of report levels is no-report, non-
delivery-report, report, audited-report.

12.2.1.1.2 Results

The Message-transfer abstract-operation does not return a result.

12.2.1.1{3 Abstract-errors

There ate no abstract-errors that may disrupt the Message-transfer abstract-operation.

12.2.1.2| Probe-transfer

The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA,

12.2.1.2l1 Arguments

Table 30 lists the arguments of the Probe-transfer abstract-operationj.and for each argument quglifies
its presgdnce and identifies the clause in which the argument is defined:

Table 30
Probe-transfer Arguments(Part 1 of 2)
Argument Presence  Clause
Relaying Arguments
Probe-identifier M 12.2.1.2.1.1
Per-domain-bilateral-information C 12.2.1.1.1.2
Trace-information M 12.2.1.1.1.3
Internal-trace-inforniation C 12.2.1.1.1.4
Originator Argument
Originator=name M 8§2.1.1.1.1
Recipient Arguments
Recipient-name M 8.2.1.1.1.2
Originally-specified-recipient-number M 12.2.1.1.1.5
Responsibitity A% | 2211196
DL-expansion-prohibited C 8.2.1.1.1.6
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Table 30
Probe-transfer Arguments (Part 2 of 2)

Argument Presence  Clause

Redirection Arguments

Alternate-recipient-allowed C §ZTI.TT1.3

Recipient-reassignment-prohibited C 8.2.1.1.1.4

Originator-requested-alternate-recipient C 8.2.1.1.1.5

Intended-recipient-name C 83.1.1.14

Redirection-reason C 8.3.1.1.1.5
Convension Arguments

Implicit-conversion-prohibited C 8.2.1.L1\9

Conversion-with-loss-prohibited C 8.2. 1.0 %10

Explicit-conversion 8.2(Ih1.1.11
Delivety Method Argument

Requested-delivery-method C 8.2.1.1.1.14
Physidal Delivery Argument

Physical-rendition-attributes C 8.2.1.1.1.20
Repor] Request Arguments

Originator-report-request M 8.2.1.1.1.22

Originating-MTA -report-request M 12.2.1.1.1.8
Security Arguments

Originator-certificate 8.2.1.1.1.25

Probe-origin-authentication-check C 8.2.1.2.1.1

Message-security-label C 8.2.1.1.1.30
Content Arguments

Origindl-encoded-information-types C 8.2.1.1.1.33

Content-type M 8.2.1.1.1.34

Content-identifier C 8.2.1.1.1.35

Content-correlator C g2 1.11136

Content-length C 8.2.1.2.1.2

12.2.1.2.1.1 Probe-identifier

This argument contains an MTS-identifier that distinguishes the probe from all other messages, probes
and reports within the MTS. It shall be generated by the originating-MTA of the probe, and shall have
the same value as the probe-submission-identifier supplied to the originator of the probe when the
probe was submitted.
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12.2.1.2.2 Results

The Probe-transfer abstract-operation does not return a result.

12.2.1.2.3 Abstract-errors

There are no abstract-errors that may disrupt the Probe-transfer abstract

-operation.

12.2.1.3| Report-transfer

The Replort-transfer abstract-operation enables an MTA to transfer a report to another MTA!

12.2.1.3|1 Arguments

Table 3] lists the arguments of the Report-transfer abstract-operation, and for each argument qua

its presepce and identifies the clause in which the argument is defined.

lif ies

Table 31
Report-transfer Arguments (Part 1 of-2)

Argument Presence  Clause
Relaying Arguments

Report-identifier M 12.2.1.3.1.1

Trace-information M 12.2.1.1.1.3

Internal-trace~information C 12.2.1.1.1.4
Report Destination Argument

Report-destination-name M 12.2.1.3.1.2
Repart Request Argument

Originator-report-request M 8.2.1.1.1.22
Subject Trace Arguments

Subject-identifier M 12.2.1.3.1.3

Originally-specified-recipient-number M 12.2.1.1.1.8

Subject-intermediate-trace-information C 12.2.1.3.14

Arrival—time M 1221313

Originator-and-DL-expansion-history C 8.3.1.2.1.3

Reporting-DL-name C 8.3.1.2.14
Conversion Argument

Converted-encoded-information-types C 8.3.1.2.1.5
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Table 31
Report-transfer Arguments (Part 2 of 2)

Argument Presence  Clause
Supplementary Information Arguments

Supplementary-information C 8.3.1.2.1.6

Physical-forwarding-address C 8.3.1.2.1.7
Subject Redirection Arguments

Actual-recipient-name M 8.3.1.2.1.2

Intended-recipient-name C 83.1.1.14

Redirection-reason C 8.3.1.1.15
Content Arguments

Original-encoded-information-types C 8:21.1.1.33

Content-type C 8.2.1.1.1.34

Content-identifier C 8.2.1.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.14
Deliverly Arguments

Message-delivery-time C 8.3.1.2.1.8

Type-of -MTS-user C 8.3.1.2.1.9
Non-dg¢livery Arguments

Non-delivery-reason-code C 8.3.1.2.1.10

Non-delivery-diagnostic-code 8.3.1.2.1.11
Securitly Arguments

Recipient-certificate C 8.3.1.1.2.1

Proof-of-deliyéry C 8.3.1.1.2.2

Reporting-MTA -certificate C 8.3.1.2.1.12

Report-origin-authentication-check C 8.3.1.2.1.13

Messagessecurity-label C 8.2.1.1.1.30
Additignal,Information Argument

Additional-information C 1221316

12,2.1.3.1.1 Report-identifier

This argument contains an MTS-identifier that distinguishes the report from all other messages, probes
and reports within the MTS. It shall be generated by the originating-MTA of the report.

107


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

12.2.1.3

This arg

.1.2  Report-destination-name

ument contains the OR-name of the immediate destination of the report. It shall be generated
by the originating-MTA of the report, and subsequently modified by the DL expansion-points if any
DLs had been expanded to add recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if
the subject does not have a DL-expansion-history, or to the last OR-name in the DL-expansion-history
if this is present in the subject.

other O
12.2.1.3
This ar

It shall

12.2.1.3

A DL e¢xpansion-point may replace its own OR-name in this argument by the OR-name which
immediattely precedes its own OR-name in the report’s originator-and-DL-expansion-history,-or

-name according to the reporting-policy of the DL.

1.3  Subject-identifier

e generated by the originating-MTA of the subject.

1.4 Subject-intermediate-trace-information

This ardument contains the trace-information present in the subject“when it was transferred int

reportin

originating-MTA of the subject. It may be generated by the réporting-MTA.

NOTE - The inclusion in the subject-intermediate-trace-information of the internal-trace-information pre

the subjec

12.2.1.3

This argument contains the Time at which thé_subject entered the MD making the report.

generate
for each

12.2.1.3

The spe

12.2.1.3

The Rep

12.2.1.3

when it was transferred to the reporting-MTA may be the subject of future standardisation.

1.5  Arrival-time

recipient of the subject to which:the report relates.

1.6 Additional-information

bification of the contents of this argument is by bilateral agreement between MDs.
2 Results

ort-transfer abstract-operation does not return a result.

3.7 Abstract-errors

some

ment contains the message-identifier (or probe-identifier) of the subject(an MTS-identifier).

b the

p-MD. It shall be present if, and only if, an audit-and<confirmed report was requested bl the

ent in

It shgll be
d by the originating-MD of the report. A different value of this argument may be spedified

There are no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2.2

Abstract-errors

The transfer-port has no abstract-errors.

12.3 Common Parameter Types

This clause defines a number of common parameter types of the MTA Abstract Service.
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ace-information and internal-trace-information

Trace-information documents the actions taken on a message, probe or report by each MD through

which it pa

sses as it is transferred through the MTS.

Internal-trace-information documents the actions taken on a message, probe or report by each MTA

through which it passes as it is transferred through an MD.

removed fr

Internal-trace-information shall be
om a message, probe or report before it is transferred out of an MD, unless by bilateral

agreement between MDs.

Trace-infojmation (or internal-trace-information) comprises a sequence of trace-information-elemer
I-trace-information-elements).

(or intern
information
report. Th
by the nex
MTA) add
existing sed
report in €4

Each trace
informatio

Each inter
trace-infor|

Each trace
which the
MTA) of
submission

Each trace
the MD (d
took with 1

the message

previously
MTA); the
element; if
attempted-
another M

~ trace-infon

Each trace

actions thg

element) tg
which app
reflected if

If deferred
trace-infor
to process
internal-tr

I

message, probe or report entered the MD (or MTA).

ts
e-
or
ed
or
he
or

The first trace-information-element (or internalstrac
-element) is that supplied by the originating-MD (or -MTA) of the message, .probe
e second trace-information-element (or internal-trace-information-element) is that ‘suppli
t MD (or MTA) encountered by the message, probe or report, and so on. - Each MD
its trace-information-element (or internal-trace-information-element) toc~the end of t
uence. Trace-information is added by the first MTA encountered by the message, probe
ch MD that it passes through and, if necessary, modified by subsequent MTAs in that MD

Linformation-element includes the global-domain-identifier of the MD’ supplying the trac
-element.

al-trace-information-element includes the MTA-name of th& MTA supplying the interna
mation-element and the global-domain-identifier of the MDto which the MTA belongs.

-information-element (or internal-trace-information-€lement) includes the arrival-time
In* the case of the originating-MD (ot
he message, probe or report, the arrival-time is.the time of message-submission, prob
or report generation, respectively.

at

-information-element (or internal-trace-information-element) specifies the routing-action
r MTA) supplying the trace-information*e¢lement (or internal-trace-information-element)
espect to the message, probe or report. ~Relayed is the normal routing-action of transferring
, probe or report to another MD.,(or MTA). Rerouted indicates that an attempt had
been made to route the message,probe or report to an attempted-domain (or attempted-
global-domain-identifier of the (attempted-domain is included in the trace-informatiopn-
the rerouting attempt was to another MTA within the same MD, then the MTA-name of the
MTA is included in the internal-trace-information-element; if the rerouting attempt was|to
D, then the global-domain<identifier of the attempted-domain is included in the interngl-
mation-element instead éf)an MTA-name.

-information-element)(or internal-trace-information-element) also specifies any additional-
MD (or MTA). supplying the trace-information-element (or internal-trace-information-

ok with respect’to’ the message, probe or report. Indications of any such additional-actig
ear in the infermal-trace-information-elements during a traversal of an MD shall also
the correspanding trace-information-element(s) for the traversal of the MD.

-deliveryvcaused the MD (or MTA) supplying the trace-information-element (or interni
mation-element) to hold the message for a period of time, the deferred-time when it start
theé “message for delivery or transfer is also included in the trace-information-element

ns
be

15
ed
or

ace-information-element). This parameter is not present in trace-information-elements

internal-trace-information-elements) on probes and reports.

or

If the MD (or MTA) supplying the trace-information-element (or internal-trace-information-element)

subjects a

message to conversion, the converted-encoded-information-types

resulting from the

conversion is also included in the trace-information-element (or internal-trace-information-element).
For a probe, an MD (or MTA) that would have converted the subject-message indicates the encoded-
information-types the subject-message would contain after conversion in its trace-information-element

(or internal-trace-information-element).

internal-trace-information) on reports.

This parameter is not present in trace-information (or

If the MD (or MTA) redirects a message or a probe (for any, but not necessarily all, of a message’s or

probe’s recipients),

redirected is indicated in the trace-information-element (or

1

internal-trace-
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information-element). This parameter is not present in trace-information (or internal-trace-
information) on reports.

If the MD (or MTA) expands a DL of a message, dl-operation is indicated in the trace-information-
element (or internal-trace-information-element). If the MD (or MTA) is a DL expansion-point and
replaces its own OR-name in the report-destination-name of a report with another OR-name (see
clause 12.2.1.3.1.2), dl-operation is indicated in the trace-information-element (or internal-trace-
information-element) of the report. This parameter is not present in trace-information (or internal-
trace-information) on probes.

Loop detection and suppression is done by an MD (or MTA) when 1t receives a message, probe or
report from another MD (or MTA). Messages, probes and reports may legitimately re-enter anyMD (or
MTA) for several reasons (rerouted, etc) and consequently a message, probe or report may have several
disjoint| trace-information-elements (or internal-trace-information-elements) from the same MP (or
MTA). | Each time a message, probe or report is transferred through an MD (or MTA) the/generation of
trace-information-elements (or internal-trace-information-elements) is performed as follows:

1) one trace-information-element (or internal-trace-information-element) is added, marked
s relayed;
i) if a rerouting attempt is to occur, then the trace-information-element (or internal-frace-

nformation-element) added in i) is modified to rerouted (and the'number of trace-information-
lements (or internal-trace-information-elements) added by the MD (or MTA) for this trdversal
of the MD (or MTA) remains at one);

1i1) if subsequent attempts to reroute occur, then{a‘new trace-information-element (or
internal-trace-information-element) is added (marked<as‘rerouted) to reflect each new rerputing
attempt.

Several|rerouting attempts to the same MD (or MTA) may occur.

Each trace-information-element (or internal-tracesinformation-element) added by an MD (or MTA)
may contain indications of additional-actions performed by the MD (or MTA) on the message or|probe
(ie d%rred-time (not present in trace-information (or internal-trace-information) on pfobes),
converted-encoded-information-types, redirécted or dl-operation).

13 |Message Transfer Agent Abstract Syntax Definition
The abptract-syntax of the MTA_Abstract Service is defined in Figure 4.

The abstract-syntax of the \MTA Abstract Service is defined using the abstract syntax notation (ASN.1)
defined in ISO 8824, and the abstract service definition conventions defined in ISO/IEC 10021-3.

The abstract-syntax-definition of the MTA Abstract Service has the following major parts:

Prologueé; declarations of the exports from, and imports to, the MTA Abstract Service module
(Figure-4 Part 1).

MTS Refinement, Objects and Ports: refinement of the MTS object, and definitions of the MTA

el e rnd —tt A DD e 1 AN
objectandthetransfer=port(Figure 4Parts +to2):

MTA-bind and MTA-unbind: definitions of the MTA-bind and MTA-unbind used to establish
and release associations between MTAs (Figure 4 Part 2).

Transfer Port. definitions of the transfer-port abstract-operations: Message-transfer, Probe-
transfer and Report-transfer (Figure 4 Part 2).

Message Transfer Envelope: definition of the message-transfer-envelope (Figure 4 Part 3).

Probe Transfer Envelope. definition of the probe-transfer-envelope (Figure 4 Part 4).
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Report Transfer Envelope & Content. definitions of the report-transfer-envelope and report-
transfer-content (Figure 4 Parts 4 to 5).

Envelope & Report Content Fields: definitions of envelope and report content fields (Figure 4
Parts 5 to 6).

Extension Fields: definitions of extension-fields (Figure 4 Part 6).

Common Parameters Types: definitions of common parameter types (Figure 4 Parts 6 to 7).

NOTE - Thd module implies a number of changes to the P1 protocol defined in CCITT Recommendation X.411 (1984). (Thpse
changes are highlighted by means of underlining.

Each extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality flor
submission| transfer and delivery. The criticality mechanism is described in clause 1941, and the
procedures|related to extension-fields and their criticality indications are further defined in clause 14.
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MTAAbstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mta-abstract-service(2) )

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

MTSRefinFTent st= REFINE mTS AS
T

112

Prologue

Exports everything

- Abstract Service Macros

RBSTRACT-BIND, ABSTRACT-OPERATION, ABSTRACT-UNBIND, OBJECT, PORT, REFINE

FROM AbstractServiceNotation { joint-iso-ccitt mhs-motis(6é) asdc(2) modules(Q)\motation(1) }

-~ MTS Abstract Service Parameters

dministration, AdministrationDomainName, Content, Contentldentifier, Conténtlength, ContentType,
ontent-confidentiality-algorithm-identifier, content-correlator, content-integrity-check,
onversion-with-loss-prohibited, ConvertedEncodedinformationTypes, CountryName, DeferredDeliveryTime,
elivery, dl-expansion-history, dl-expansion-prohibited, ExplicitConversion, EXTENSION, EXTENSIONS,
lobalDomainldentifier, InitiatorCredentials, latest-delivery-time;, message-origin-authentication-chec
ssage-security-label, message-token, MTAName, mTS, MTSIdentifjer,, ORAddressAndOptionalDirectoryName,
DriginatEncodedInformationTypes, originator-and-DL-expansion-history, originator-certificate,
priginator-return-address, PerMessagelndicators, physical-delivery-modes, physical-delivery-report-req
physical-forwarding-address, physical-forwarding-address-request, physical-forwarding-prohibited,
physical-rendition-attributes, Priority, PrivateDomainldentifier, probe-origin-authentication-check,
proof-of-delivery, proof-of-delivery-request, recipientGcertificate, recipient-number-for-advice,
recipient-reassignment-prohibited, redirection-history," registered-mail-type, reporting-DL-name,
reporting-MTA-certificate, ReportType, report-origin-authentication-check, requested-delivery-method,
ResponderCredentials, SecurityContext, submission,“Supplementarylnformation, Time

FROM MTSAbstractService { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mts-abstract-service(

- Object Identifiers
id-ot-mta, id-pt-transfer

FROM MTSObjectldentifiers { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) object-identifiers(
-- Upper Bounds

Lb-bit-options, ub-integer-options, ub-recipients, ub-transfers

FROM MTSUpperBounds { joint-iso-ccitt mhs-motis(6) mts(3) modules(0) upper-bounds(3) };

MTS Refinement

A~“RECURRING

(I H [TX]
SURMTSSTOM—toI— vV STott

)

D) >

delivery [S] VISIBLE
administration [S] VISIBLE
transfer PAIRED WITH mTA

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 1 of 7)
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-- Objects

mTA OBJECT
PORTS { submission [S), delivery [S], administration [S], transfer )}
;:= id-ot-mta

-- Ports
transfer PORT
ABSTRACT ORERATIONS ( Messagelransfer ProbeTransfer ReportTransfer»

1:9 id-pt-transfer

-- MTA-bind and MT A-unbind

MTABind ::=| ABSTRACT-BIND
TO [ transfer )
BIND
ARGUMENT CHOICE ¢
NULL, -~ if no authentication is required
(13 SET ¢ -- if authentication is required

initiator-name [0] MTAName,
initiator-credentials [1] InitiatorCredentials,

security-context [2] SecurityContext OPTIONAL ) )
REYJULT CHOICE

NULL, -- if no authentication is required
(13 SET ( -- if authentication is required
responder-name [0] MTAName,
responder-credentials [1] ResponderCredentials 3.2}
NO-ERROR INTEGER (
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable-security-context (4) )} (0..ub-intéger-options)

B

MTAUNbind :|:= ABSTRACT-UNBIND
FROM { transfer )
-- Trpnsfer Port

MessageTransfer ::= ABSTRACT-OPERATION
ARQUMENT Message

ProbeTransfer ::= ABSTRACT-OPERATION
ARQUMENT Probe

ReportTransffer ::= ABSTRACT-QPERATION
ARQUMENT Report

Message ::=| SEQUENCE (
envelope MessageTransferEnvelope,
content Content )

Probe ::= ProbeTransferEnvelope

Report ::= SEQUENCE (
envelope ReportTransferEnvelope,
content ReportTransferContent )

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 2 of 7)
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Message Transfer Envelope

MessageTransferEnvelope ::= SET {

COMPONENTS OF PerMessageTransferFields,

per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientMessageTransferFields }

PerMessageTransferfields ::= SET (

message- identifier Messageldentifier,
originator-name OriginatorName,

original-encoded- information-types OriginalEncodedInformationTypes OPTIONAL,
content-type ContentType,

tontent-identifier Contentldentifier OPTIONAL,

briority Priority DEFAULT normal,

ber -message- indicators PerMessagelndicators DEFAULT ( ),
Heferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

krace-information Tracelnformation,
bxtensions [3] EXTENSIONS CHOSEN FROM {
recipient-reassignment-prohibited,
dl-expansion-prohibited,
conversion-with-loss-prohibited,
latest-delivery-time,
originator-return-address,
originator-certificate,
content-confidentiality-algorithm-identifier,
message-origin-authentication-check,
message-security-label,

content-correlator,

dl-expansion-history,
internal-trace-information ) DEFAULT { } )

PerRecipfientMessageTransferfields ::= SET (

114

recipient-name RecipientName,
originally-specified-recipient-number [0] OriginallySpecjfiedRecipientNumber,
per-recipient-indicators [1] PerRecipientindicators,
explicit-conversion [2] ExplicitConversion OPTIONAL,
extensions [3] EXTENSIONS CHOSEN FROM {
originator-requested-alternate-recipient]
requested-delivery-method,
physical-forwarding-prohibited,

physical - forwarding-address- requesty
physical -delivery-modes,
registered-mail-type,
recipient-number-for-advice,
physical-rendition-attributes,
physical-delivery-report-request,

message- token,

content-integrityscheck,
proof-of-delivery-request,
redirection-hi'story } DEFAULT € 3} 2

ber-domain-bilateral-information [1] SEQUENCE SI2E (1..ub-transfers) OF PerDomainBilaterallnformation g

PTIONAL,

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 3 of 7)
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- Probe Transfer Envelope

ProbeTransferEnvelope ::= SET (
COMPONENTS OF PerProbeTransferFields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF PerRecipientProbeTransferfields )

PerProbeTransferfields ::= SET (
probe-identifier Probeldentifier,
originator-name OriginatorName,
original-encoded- information-types OriginalEncodedInformationTypes OPTIONAL,

omain-bilateral-information [1] SEQUENCE SIZ2E (1..ub-transfers) OF
PerDomainBilaterallnformation OPTIONAL,

trade- information Tracelnformation,

extansions [3] EXTENSIONS CHOSEN FROM

recipient-reassignment-prohibited,

dl-expansion-prohibited,
conversion-with-loss-prohibited,

originator-certificate,
message-security-label,

content-correlator,

probe-origin-authentication-check,
internal-trace-information } DEFAULT { } )

PerRecipientProbeTransferfields ::= SET (
recipient-name RecipientName,
oridinally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
perqrecipient-indicators [1] PerRecipientindicators,
expllicit-conversion [2] ExplicitConversion OPTIONAL,
extdnsions [3] EXTENSIONS CHOSEN FROM (
originator-requested-alternate-recipient,
requested-delivery-method,
physical-rendition-attributes,

redirection-history )} DEFAULT { } )

-- Report Transfer Envelope

ReportTransflerEnvelope ::= SET {
repqrt-identifier Reportlidentifier,
repgrt-destination-name ReportDestinationName,
trage-information Tracelnformation,

extgnsions [1] EXTENSIONS CHOSEN FROM {
message-security-labet;,
originator-and-DL-expansion-history,
reporting-Di -name,
reporting-MTA-certificate,

report-origin-authentication-check,
internal-trace<information } DEFAULT { ) )

-- Report Transfer Content

ReportTransferContent ::= SET (

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 4 of 7)
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PerReportTransferFields ::= SET {

subject-identifier Subjectldentifier,

subject-intermediate-trace- information SubjectIntermediateTracelnformation OPTIONAL,
original-encoded- information-types OriginalEncodedIinformationTypes OPTIONAL,
content-type ContentType OPTIONAL,

content-identifier Contentldentifier OPTIONAL,

returned-content [1] Content OPTIONAL,

additional-information [2] Additionallnformation OPTIONAL,

extensions [3] EXTENSIONS CHOSEN FROM ¢

content-correlator ) DEFAULT { 3} )

PerRecipigntReportiransferkields t:a SET {

gctual-recipient-name [0] ActualRecipientName,
riginally-specified-recipient-number [1] OriginallySpecifiedRecipientNumber,
ber-recipient- indicators ([2] PerRecipientindicators,

ast-trace-information [3] LastTracelnformation,
gqriginally-intended-recipient-name [4] OriginallyIntendedRecipientName OPTIONAL,
dupplementary- information (5] SupplementaryInformation OPTIONAL,

gxtensions [6] EXTENSIONS CHOSEN FROM {

redirection-history,

physical - forwarding-address,

recipient-certificate,

proof-of-detivery ) DEFAULT { 3 )

oo-0

Envelope & Report Content Fields

Messageldentifier ::= MTSIdentifier

originatdrName ::= ORAddressAndOptionalDirectoryName

PerDomairBilateralInformation ;:= SEQUENCE {

gountry-name CountryName,
GHOICE (
administration-domain-name AdministrationDomainName,
SEQUENCE (
administration-domain-name [0)] AdministrationDomainName,
private-domain-identifier [1] RrivateDomainldentifier OPTIONAL ) J,
Bbilateral-information BilateralInformation }

Bitateralinformation ::= ANY -- maximum ub-bilateral-info octets including all encoding

RecipientName ::= ORAddressAndOptionalDirectoryName

original {ySpecifiedRecipientNumber ::=_ INTEGER (SI2E (1..ub-recipients))

PerRecipjentindicators ::= BIT STRING (
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responsibility (0),

- responsible ‘onel not-responsible 'zero’

briginating-MTA-report (1),

briginating-MTA-non-del ivery-report (2),

-~ either originating-MT A-report, or originating-MT A-non-delivery-report,
-~ or both,shall be ‘one’:

-- originating-MT A-report bit 'one’ requests a 'report’;

-- originating-MT A-non-delivery-report bit 'one’ requests a 'non-delivery-report’;
-~ both bits ‘one’ requests an ‘audited-report’;

- HBits 0 - 2 'don’t care’ for Report Transfer Content

briginator-report (3),

\riginafnf--nnn-dnl iverv-renort (4)
&)

-~ at most one bit shall be "one’:

-- originator-report bit 'one’ requests a ‘report’;

-- originator-non-delivery-report bit ‘one’ requests a 'non-delivery-report’;
-- both bits 'zero’ requests 'no-report’

reserved-5 (5),

reserved-6 (6),

reserved-7 (7)

-- reserved- bits 5 - 7 shall be 'zero’ -- 3 (SI1ZE (8..ub-bit-options))

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 5 of 7)
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ier ::= MTSldentifier

fier ::= MTSldentifier

ReportDestinationName ::= ORAddressAndOptionalDirectoryName

Subjectldent

ifier ::= MessageOrProbeldentifier

MessageOrProbeldentifier ::= MTSldentifier

Subjectinterfiediatelracelnformation ::= Jracelnformation

Additionalln
ActualRecipi

LastTracelnf
arri

ormation ::= ANY -- maximum ub-additional-info octets including all encoding
entName ::= ORAddressAndOptionalDirectoryName

rmation ::= SET (
val-time [0] ArrivalTime,

convprted-encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
report-type [1] ReportType }

Originallyln

-- Ext

endedRecipientName ::= ORAddressAndOptionalDirectoryName

bnsion Fields

originator-requested-alternate-recipient EXTENSION

Orig

[inatorRequestedAl ternateRecipient
4

OriginatorRequestedAlternateRecipient ::= ORAddressAndOptionalDirectoryName

internal-tra
inte

InternalTrac

InternalTrac

e-information EXTENSION

rnalTracelnformation
38

eInformation ::= SEQUENCE SIZE (1..ub-transfers) OF InternalTracelnformationElement

eInformationElement ::= SEQUENCE (

global-domain-identifier GlobalDomainldentifier,

mta-
mta-

MTASupplied!
arri
rout|

hame MTAName,
suppl ied- information MTASuppliedinformation }

hformation ::= SET (
val-time [0] ArrivalTime;
ing-action [2] RoutingAction,

attempted CHOICE

Internal Addi

-- Con

mta MTAName,
domain GlobalDomainldentifier 3 OPTIONAL,
hdditional -acfions -- COMPONENTS OF InternalAdditionalActions )

kionalActiops ::= AdditionalActions

wmon Parameter Types

Tracelnformation ::= [APPLICATION 9) SEQUENCE SIZE (1..ub-transfers) OF TracelnformationElement

TracelnformationElement ::= SEQUENCE (
global -domain-identifier GlobalDomainldentifier,

doma

in-supplied-information DomainSuppliedinformation }

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 6 of 7)
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DomainSuppliedinformation ::= SET {

arrival-time [0] ArrivalTime,

routing-action [2] RoutingAction,

attempted-domain GlobalDomainldentifier OPTIONAL,

-- additional-actions -- COMPONENTS OF AdditionalActions )

AdditionalActions ::= SET {

deferred-time [1] DeferredTime OPTIONAL,
converted-encoded- information-types ConvertedEncodedInformationTypes OPTIONAL,
other-actions [3] OtherActions DEFAULY { 3} )

RoutingAcrri'Uﬂ_!‘F—Ean:Km ED—C
elayed (0),

nerouted (1) )

DeferredTfime ::= Time

ArrivalTie ::= Time

OtherActijons ::= BIT STRING (

END

118

edirected (0),
dgl-operation (1) > (SIZE (0..ub-bit-options))

- of MTA Abstract Service

Figure 4
Abstract Syntax Definition of the MTA Abstract Service (Part 7 of 7)
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Section four - Procedures for Distributed Operation of the MTS

14 Procedures for Distributed Operation of the MTS

This clause specifies the procedures for distributed operation of the MTS, which are performed by
MTAs. Each MTA individually performs the procedures described below; the collective action of all
MTAs provides the MTS Abstract Service to the users of the MTS.

Although t}

= o

e procedures include most of the important actions required of an MTA, considerable detd

has been omitted for clarity of exposition and to avoid unnecessary redundancy. The abstract<servige
definitions phould be consulted for a definitive treatment of MTA actions.

14.1 Overview of the MTA Model

14.1.1 Organization and Modelling Technique

The descrigtion of procedures for a single MTA is based on the model shown’/in Figures 5 through 11
and describpd below. It should be noted that the model is included for descriptive purposes only and [is
not intended to constrain in any way the implementation of an MTA.

Neither the procedures shown nor the order of processing steps{in’ them necessarily imply specific

characteristjcs of an actual MTA.
The model| distinguishes between modules and procedures. ““Modules, in the sense used here, are
autonomouy processing entities which can be invoked by,-o0ther modules or by events external to the

MTA, and
together by

d
eS

which can in turn invoke other modules or generate external events. Modules are not bour
an explicitly described control structure; rdather the control structure among modules aris

from their |pattern of cross invocations. Modules correspond to objects in the sense of object-orientgd

programming.

Procedures
oriented. H
procedure \
procedure
structures
conditional

are used here in the conventional:programming sense. Procedures are task or functign
rocedures can call other procedures, subroutine fashion, with control returning to the callipg
vhen the called procedure has completed. Such calls can be nested to arbitrary depth, and|a
can call itself recursively. « Procedures are bound together by explicitly defined control
puilt from procedure callsi'and such conventional programming devices as iteration and
execution.

In the mod
contain sey
explicitly.

el procedures exist within modules. Each module contains at least one procedure and ¢
eral. In the Jatter case, the procedures and governing control structure are describg
In the former, casé the existence of a module’s single procedure is usually treated as implici

Using thes
abstract-op
serves, or

e modelling~techniques, an MTA application process can be refined as follows: for ea
eration (wWhether consumer or supplier) that can exist between an MTA and the MTS-users
petween—an MTA and the other MTAs with which it cooperates there is a single mody
called an qxterngl” module. The set of external modules is responsible for the input and output
messages, robes and reports 1nto and out of the MTA and for the support of such operatrons as MT
bind, MTSiusbin e i A aird-De

in Frgure 5 and descrrbed in clauses 14 5 through 14. lO grouped by port

In order to perform the various abstract-operations for which it is responsible, an MTA must perform
certain processing operations on each message, probe, or report that enters, or orrgmates within it. In
the model these are the province of internal modules, shown in Figure 6 and described in clauses 14.2
through 14.4.

The external and internal modules relate to one another as follows: an external module communicates
only with an internal module, and not with another external module or directly with a procedure within
an internal module. Thus, the internal modules not only support the bulk of processing within an MTA,
but also serve as links between its external modules. In addition to the internal modules Figure 6 also
shows the external modules with which they communicate.
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The MTA is event driven in that it remains quiescent until an event is detected on one of its ports.
Many events, such as the invocation of a MTS-bind, Submission-control, Delivery-control or Register
abstract-operation by an MTS-user or another MTA, are dealt with directly and completely by the
module assigned to that abstract-operation. However other events trigger processing that can
reverberate through the MTA, endure over time and ultimately trigger one or more output events. It is
these events that engage the internal processing modules. They are:

a) A message or probe originated by a locally supported MTS-user enters via the
submission-port.

b) A message, probe or report relayed from another MTA enters via the transter-port.

Becausg the processing within an MTA can become rather complex, especially for mgssagey with
multiple recipients, the model assumes, as an internal bookkeeping device, that each message ¢arries
with it| a set of instructions, one for the message as a whole, and one for each recipient. |These
instructions help guide a message through the processing steps and convey information betweg¢n the
modulep and procedures internal to the MTA.

NOTES

1 - The grocedures described herein focus on the processing of a single message. This is adequate'in. all but one respect: the qupuing of
messages [and the relative priority of procedure invocation are driven explicitly by the argument priority in case of a messagEa which
enters vig the submission- or the transfer-port, or implicitly (of urgent priority) in the cas¢-of)a report or a probe which is gqnerated
internally| or enters via the transfer-port.

2 - An MTA can specify several default delivery time windows for each message priority. The MTS and therefore each MTA involved
should take such values into account during message processing. For example, the MTA can apply a maximum delivery deadline. If
that time period expires prior to delivery, the MTA generates a non-delivery-report and discards the message. The required|actions
in this cabe are identical to the actions required when latest~delivery-time.js reached.

8 - The discussion of trace-information is incomplete due to its complex nature. Some important details are highlighted [but the
complete [and definitive treatment of trace-information appears in clauger12.3.1.
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MTA

Access Association Control

Transfer Association Controt

Unbind-In

MTA Bind

MTA Unbind

Unbind-Out

Submission Port

Delivery Port

Submit

Message Delivery

Report Delivery

Delivery Control

Submission Control

)

Transfer Port

Administration Port

Message-in

Probe-In

Change-UA-Credentials

Change-MTA-Credentials |

Message-Out

Probe-Out

Report-Out

Y

Ports and

Figure §
Modules of an MTA
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INPUT EVENTS

M__nngae MESSAGE SUBMIT PROBE RERORT
"r IN IN IN
A DEFERRED
DELIVERY
MAIN REPORT
B MODULE MODULE
PROBE MESSAGE MESSAGE PROBE REPORT REPORT
ouT ouT DELIVERY DELIVER ouT DELIVERY
TEST
Y Y Y 1
Y Y Y \ Y
OUTPUT EVENTS
Figure 6
Relationship of Internal and External Modules
14.2 Peferred Delivery Module

This dule-provides the Deferred Delivery element-of-service.
submissjon‘and Message-in modules which pass a message to be checked for deferred delivery rg
and held“if necessary. It invokes the Main module, passing on the message upon completion

It is invoked by the Meg

sage-
quest

of its

single internal procedure.

14.2.1 Deferred Delivery Procedure

14.2.1.1 Arguments

A message to be checked for deferred delivery request and held if necessary.
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Results

The message is returned after expiration of the deferred-delivery-time. If deferral occurred, an arrival
timestamp accompanies the message.

14.2.1.3 Errors
None.
14.2.1.4 [Procedure Description
The messgge is checked for presence of the deferred-delivery-time field. If absent thexprocedure
returns the message and terminates. If present the deferred-delivery-time is checked-against curgent
time. If the deferred-delivery-time has expired, the procedure returns the message and-terminates.
Otherwise| in the case of a relayed message, the MTA checks for a bilateral agreement obligatiqg it to
provide ddferred delivery for this message. If absent the procedure returns the message and terminatps.
Otherwise| depending on bilateral agreement or intra-domain policy the current time is noted as [the
message aﬁrival time and the message is held until expiration of the.déferred-delivery-time. The
message and timestamp are then returned as result. The procedure then terminates.
14.3 Mdin Module
The Main|module performs the bulk of processing on messages and probes entering the MTA. Figuzge 6
shows the|relationships between the Main module and theZmodules which it can invoke or be invoked
by. The Main module is subject to invocation by:
1) the Probe-in module, which passes a probe;
2) the Deferred-delivery module, which passes a message;
3) the Probe module, which passeés a probe.
In the casg of an error condition or the need for a positive delivery report, the Main module can als¢ be
invoked bjy:
4) the Message-out~module, which passes a message with per-message instruction indicating
the problem encountered;
5) the Probé-out module, which passes a probe with per-message instruction indicating|the
problem encountered;
6) the\Message-delivery module, which passes a message with per-recipient instructjons
indlicating  the problem(s) and/or success(es) encountered;
8) The Probe-delivery-test module, which passes a probe with per-recipient instructions

indicating the problem(s) or success(es) encountered.

123


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

The Main module contains procedures which, collectively, support the following functions:

Trace processing

Loop detection

Routing and re-routing

Recipient redirection

Content conversion

Distribution list expansion

Message replication

Origin authentication of messages and probes

Name resolution.

The prpcedures that perform these functions are called by a single Control procedure thatiguidps the
processing of each message or probe received by the Main module. Figure 7 shows the organizatjon of
the Control and subsidiary procedures within the Main module; Figure 8 shows the flow of information

through these procedures.

For eadh message or probe received, the Main module calls the Control procedune with that messgge or
probe 3s argument. As result, the Control procedure returns one or more replicas of the message or
probe with appropriate instructions attached. Depending on the nature of these instructions thel Main

module| then invokes:

instruction;

instruction;

recipient delivery instructions;

recipient delivery instructions;

instruction and/or one or more per-recipient instructions indicating report generation.

1) the Message-out module, to which it passes each message with a per-message transfer

2) the Probe-out module, to which it passes eaCh)‘'probe with a per-message trpansfer

3) the Message-delivery module, to which it‘passes each message with one or mor¢ per-

4) the Probe-delivery-test module, to-which it passes each probe with one or morg per-

5) the Report module, to which”it passes each message or probe with a per-message
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IN FROM PROBE-IN, DEFERRED DELIVERY, PROBE,

PROBE-DELIVER-TEST

I_’ 'I‘E" FRONT END
IN FROM s
A
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Figure 7

Organisation of Procedures within the Main Module
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NOTE - Numbers in this figure refer tothe-numbered steps in the control procedures logic (see clause 14.3.1.4).

14.3.1

This prd
module.

Control Procedure

cedure directs each incoming message or probe through the remaining procedures of the

Figure 8
Information Flow within the Main Module

The ‘overall flow of information is shown in Figure 8.

Main

14.3.1.1

Arguments

One of the following (these arguments correspond to the messages and probes that can be passed to the
Main module upon invocation):

1) A message or probe without instructions (from the Probe-in or Probe module);

2) A message without instructions but with o

module);
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3)

ISO/IEC 10021-4 : 1990 (

Message-out or Probe-out module);

4)

(from the Message-delivery or Probe-delivery-test module).

14.3.1.2 Results

1) One
instruction

and/or

2) one
recipient in

and/or
3) one

recipient in

14.3.1.3 1}

None. Err

14.3.1.4
1))

The Front
such as me

A1

Upon a re
step 9.

On all othd
2)
conversion

the remain

If a redire
at step 3.

Otherwise,

Procedure Description

ssage expiration and routing loop detection.

turn with report instruction indicating a problem with the message, processing continues

der of the proCedures.)

indicating transfer;

or more replicas of the message or probe argument each accompanied by one lor’ more pe
structions indicating delivery or delivery test;

or more replicas of the message or probe argument each accompanied by one or more pe|

structions indicating report generation.

Crrors

br conditions are accounted for in the results described(above.

hessage or probe without instructions:

end procedure is first called to perform®trace initialisation and several per-message ched

r returns processing continues below.

instructions. (These are complete instructions that will direct the message or probe throu

processing continues at step 4 (Dispatcher).

E)

A message or probe with per-message instruction describing a transfer problem (from the

A message or probe with per-recipient instructions describing delivery problems or successes

ks

at

Routing-and-conversion=decision procedure is called to compute per-recipient routing and

gh

Ption instruction is indicated (eg recipient-requested-alternate-recipient), processing continties

3)

In the case

4)

Dispatcher.

Redirection is called. Upon successful return, processing continues at step 2.

of an unsuccessful return, processing continues at step 8 (Error-handler).

The Dispatcher acts on the generated instructions and passes control to the first

the following procedures that is applicable:

- Splitting (step 3);

- Conversion (step 6);

1

of
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3)

Routing-and-conversion-decision procedure.

4 (disp

- Distribution-list-expansion (step 7);
- Error-processing (step 8) in case the decision process encountered a problem, eg routing

- Exit (step 10).

error;

Splitter is called for replication as required by the per-recipient instructions generated in

taolae)

For each replica processing continues individually at step

6)

Upon successful return of the message or probe, processing continues at step 4 (Dispatcher).

Upon r{
handler).

7)

Upon s
DL exp)

If a copy of the message with delivery report instructions is returned, in place of or in addition

above 1|

A prob
generat

Upon 1

8)

be han
delivery
indicatd
where |

If redin

9)
generat

10)

TCTICT S

Conversion is called for each message or probe needing conversion.

The DL-expansion procedure is called.

ansion can be properly dealt with.

eturn, its processing continues at step 9.

e returning successfully will have report instructions; processing continues at step 9 (R
on).

This is the collection point that processing reaches upon detection that a message or probe
dled by the main line procedurés. The Error-processing procedure is called to seek a

method or an alternate-recipient. Upon successful return the Error-processing proq
s the new recipient in an_instruction to the Routing-and-conversion-decision procedure (st
processing continues.

ection is not possible, the message or probe is passed to the report generator (step 9).

The Control)procedure terminates at this point and returns a message or probe with
jion instructions.

When(a message or probe reaches this point the Control procedure terminates.

eturn with report instruction indicating a conversion error, processing contifhues at step 8 (Error-

iccessful return of a message, processing continues at step 2 so.that the recipients resulting| from

to the

Eport-

n feturn of a message or probe with report.instruction indicating DL expansion Error-prodessing
continuges at step 8.

annot
hother
edure
ep 2),

report

14.3.2

Front-end Procedure

This procedure performs trace initialisation, detection of message expiration, initial security check, loop
detection, and criticality check.

14.3.2.1 Arguments

A message or probe and an optional arrival timestamp.
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14.3.2.2 Results

The message, or probe with initialised trace information for this MTA.

14.3.2.3

Errors

The message or probe with report generation instructions detailing the problem encountered.

(E)

14.3.2.4 IProcedure Description

1) If

added wit
occurred ¢
timestamp

An internal-trace-information-element is also added whether or not the message has crossed a dom

boundary.

2) If req
incorrect,
code and
respectivel

3) If any
the MTA,
transfer-f
then termi

4) If the
message’s

is set to upable-to-transfer and the non-delivery-diagnostic-code is set to maximum-time-expired.

procedure

5) Loop
ISO/IEC 1
clause 14.]
delivery-rg
detected.

1433 R

For each
determiney
recorded 2

out by othler sub-procedures within the internal procedure, or elsewhere in the MTA.

NOTE - thi
instructions g

uired by the security policy in force and/or if the message-origin<authentication-check

h relay as action. If an arrival time accompanies the message, then delivery deferral
nd deferred-time is set to the current time and arrival-time is set to the accompany
value. Otherwise no deferral has occurred and the arrival-time is set to ¢the  current ti

the procedure returns a report generation instruction. The values ©f) the non-delivery-rease

non-delivery-diagnostic-code are set to unable-to-transfer,“and secure-messaging-ery
y.
of the extension fields is marked critical for relaying buf‘ is not semantically understood

the procedure returns a report generation instruction. {Thé non-delivery-reason-code is sef
ilure and the non-delivery-diagnostic-code to unsupported-critical-function. The proced
ates.

latest-delivery-time has passed, or the system’s maximum transit time has elapsed for
briority, the procedure returns a report generation instruction. The non-delivery-reason-c

then terminates.
detection is performed. The loop.detection algorithm is beyond the scope of this part
0021. However, an example of .a‘combined routing and loop detection algorithm is given
Jd1. If a loop is detected, the procedure returns a report generation instruction. The n
ason-code is set to transfer-failure and the non-delivery-diagnostic-code is set to lo
The procedure then terminates.

outing-and-conversion-decision Procedure

the routing,'and conversion actions, if any, to be taken by this MTA. The actions
s per-recipignt instructions associated with the message. The actions are subsequently car:

procedure may be called multiple times for any particular message. In such cases, the procedure ignores per-recip
enérated by previous calls to this procedure which have not yet been acted upon elsewhere.

the message has crossed a domain boundary, a trace-information-element for this. domain is

has
ing
ne,
ain

is
N -
or,

by
to
fire

the
pde

The

of
in
bn -
bp-

of a message “Or probe’s recipients for which the MTA is responsible, this procedure

are
ied

ient

14.3.3.1

Arguments

1) A message or probe with responsibility true for those recipients of concern to this MTA.

14.3.3.2

Results

The message or probe that formed the procedure’s argument plus new or revised per-recipient
instructions indicating what routing and possible conversion action should be taken by this MTA.

129


https://standardsiso.com/api/?name=1d99645520865cdb9c287c2c073ecbb9

ISO/IEC 10021-4 : 1990 (E)

14.3.3.3

Errors

None. Error conditions, if any, are noted in the per-recipient instructions.

14.3.3.4

Each re

Routing-decisio
recipients—have

14.3.4

Procedure Description

cipient is considered in turn.
n and Con

| ROUTING
ROUTING e E— DECISION
AND
CONVERSION
DECISION
R CONVERSION
I DECISION

Figure 9
Organisation of Procedures within Routing and Conversion Decision Procedure

Routing-decision Procedure

This procedure generates a routing instruction for a single message recipient.

14.3.4.1 Arguments

1)

A message recipient plus the‘per-recipient instruction, if any, applicable to this recipient.

If responsibility is false, the recipient is ignored. Otherwise, the
version-decision procedures are called in turn for this recipient. When all
ered i hi » e a e e ina s N e 1g e 9

2) The per-message instruction, if any, applicable to this message. Other message fields arg also
accessiblle to the procedure-as’/required.
14.3.4.2 Results
A new pr possibly revised routing instruction applicable to this recipient. Possible instructions are:
la) relay to another MTA;
b) deliver to a local recipient;
¢) expand the distribution list represented by this recipient;
d) generate a report indicating delivery failure. The non-delivery-reason-code and non-
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delivery-diagnostic-code are included in the instruction;

e) redirect to a recipient specified alternate recipient.
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14.3.4.3 Errors

None. Error conditions are recorded in the routing instruction.

14.3.4.4 Procedure Description

The procedure is described in the following steps.

NOTE - To ST

1) If there is a per-message instruction indicating a previous relay failure, then the procedure
attempts to| compute an alternate next hop destination for this recipient. The choice bf- routing
algorithm i§ beyond the scope of this part of ISO/IEC 10021. However, an example of an applicajle
algorithm if contained in clause 14.3.11. If successful, then the message’s internal-tracesinformation |is
updated with a rerouted routing-action to reflect the fact that the message has been-re-routed (spe
clause 12.3.1). If the message was to have crossed a domain boundary then the trace-information is also
updated acfordingly. The procedure returns a relay instruction to the alternate destination and
terminates.

If no alternpte next hop is available or all available next hops have already(been tried unsuccessfully pr
prohibited, |then the procedure returns a report generation instruction «for this recipient. The non-
delivery-regson-code is set to transfer-failure and the non- dellvery diagnostic-code is set fas
appropriate[to the relay failure encountered. The procedure then terminates.

2) If the per-recipient instruction indicates a delivery failure, then the procedure returns a repg
generation jnstruction for this recipient. The non-delivery-reason-code and non-delivery-diagnosti
code are tHose supplied by the Message-delivery or Report-delivery procedure. The procedure th
terminates.

.
-

o
=

3) If the recipient is a distribution list for mhich this MTA serves as expansion point, then the
message’s DL-expansion-prohibited argument is examined. If the value is DL-expansion-allowed th¢n
the procedyre returns a routing instruction ((Subject to the security-policy in force) to expand the
distribution| list and terminates.

If the valup is DL-expansion-prohibited, or the security-policy prohibits the use of a DL, then the
procedure returns a report generatiofi instruction for this recipient. The non-delivery-reason-code is det
to unable-r:lo-transfer and non-déliyery-diagnostic-code to DL-expansion-prohibited. The procedufre
then terminfates.

In all other|cases than the above, the following steps are taken.

4) If tRe recipient appears to be local, that is, an MTS-user directly supported by this MTA, then
the following stepsare taken.

a) The| OR-address is checked to ensure that it unambiguously specifies an actual local recipient.
Otherwise the procedure returns a report generation instruction for this recipient. The non-delivery-
reason-code 1s set to unable-to-transfer and the non-delivery-diagnostic-code 1s set to unrecognized-
OR-name or ambiguous-OR-name as appropriate. The procedure then terminates.

b) If the OR-address unambiguously specifies an actual local recipient, then the recipient
registration parameters are checked for recipient-requested-alternate-recipient. In the determination of
an alternate-recipient the user-security-label should be checked against the message-security-label to
ensure no violation of the security-policy occurs.

If recipient-assigned-alternate-recipient is in effect, allowed by the recipient-reassignment-prohibited
field, and permitted by the security-policy, then a redirection instruction is generated and the procedure
terminates.
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Otherwise the procedure returns a report instruction for this recipient and terminates. 'I_'he non-
delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-code is set as
appropriate.

c) If recipient-assigned-alternate-recipient is not in effect, then the message is checked against the
recipient’s remaining registration parameters. For example the message’s content length is compared to
the recipient’s deliverable-maximum-content-length, the message’s content-type to the recipient’s
deliverable-content-types, etc. If no problem is encountered, then the Routing-decision procedure
returns a delivery instruction for this recipient and terminates.

If there] is a problem between message and registration parameters, then the procedure returns a _feport
generatjon instruction for this recipient. The non-delivery-reason-code is set to unable-to-transfer and
the non-delivery-diagnostic-code is set as appropriate to the message problem encountered. | The
procedyre then terminates.

35) f the recipient is not local to this MTA then the Routing-decision procedure attempts to
determine a next hop instruction (subject to the security-policy in force) flor’this recipienf. If
successflul, then a relay instruction to the next hop is returned and the procedure, terminates.

If a next hop cannot be determined, then the procedure returns a report generation instruction fgr this
recipiefft. The non-delivery-reason-code is set to unable-to-transfer and-the non-delivery-diagnostic-
code is [set as appropriate to the problem encountered. The procedure then terminates.

14.3.5 | Conversion-decision Procedure

This prpcedure generates a conversion instruction for a singlé‘message recipient.

14.3.5.1 Arguments

1) A message or probe recipient plus the\‘per-recipient instruction, if any, applicable tp this
recipient.
2) Other message fields are also considered by the procedure:

Q) original-encoded-information-types,

b) implicit-conversion=prohibited,

c) conversion-with-loss-prohibited,

d) explicit-conversion.

14.3.5.2 Results
1) A content gonversion instruction applicable to this recipient,

and, popsibly:

2)  |ACrevised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the
required—Comnver aiuu,

or, in lieu of 1 and 2 above:

3) An instruction to generate a report indicating delivery failure. The non-delivery-reason-code
and non-delivery-diagnostic-code are included in the instruction.

14.3.5.3 Errors

None. Error conditions are recorded in the routing instruction.
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14.3.5.4 Procedure Description

NOTE - As the circumstances under which a particular MTA stages conversion may be the subject of future standardization, it is
impractical to describe a procedure to decide what EITs are required for conversion output. For example, if an intermediate MTA
stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. Consequently the following
clauses assume that the EITs for conversion are known to the MTA.

1) If explicit conversion is required for this recipient, the procedure starts at step 6.

2) If implicit conversion is required but the recipient has not subscribed to the implicit conversion
facility, thHe procedure returns a negative report instruction with the non-delivery-reason-code
conversion{not-performed and the non-delivery-diagnostic-code implicit-conversion-not-subscribed.
The procedure then terminates.

3) If the required conversion is impractical, the procedure generates a negative report/‘instructipn
with the non-delivery-reason-code conversion-not-performed and the non-delivery-diagnostic-code
conversion{impractical. The procedure then terminates.

4) If donversion would be required but is prohibited for the message, the procedure generates a
negative report instruction with the non-delivery-reason-code conversion-not-performed and the nop-
delivery-diagnostic-code conversion-prohibited. The procedure then terminates,

5) If the required conversion would cause a loss of information ,and’ the conversion-with-logs-
prohibited | field has the value with-loss-prohibited, the procedure. generates a negative repfrt
instruction [with the non-delivery-reason-code conversion-not-performed and one of the following nojn-
delivery-diagnostic-codes, as appropriate:

line-too-long,

page-split,
pictorial-symbol-loss,
pun}tuation-symbol-loss,
alphabetical-character-loss, or
multiple-information-loss.

The procedure then terminates.

6) If the required conversion is allowable, cannot be performed by this MTA, but can |be
performed [by an MTA known to this MTA, then no conversion instruction is generated. The routing
instruction|previously generated is changed to Transfer-out or Probe-out, with a next hop destinatjon
appropriatg to the MTA in question~The procedure then terminates.

7) If the required conversion .can be performed by this MTA, the procedure returns an instruction
to perform|the conversion and terminates.

14.3.6 Efror-processing Procedure

When another procedure encounters a deliverability or routing error, this procedure is called |to
determine whether. delivery or routing can be achieved by reassignment of the recipient or by choosing
a different| OR-address for the same recipient. If not, non-delivery must be signalled to the Repprt
module. Efrors provoking a call on this procedure include:

- recipient-name does not identify an MTS-user;
- delivery failure;

- MTA is unable to perform necessary conversion;
- transfer path problems;

- DL-expansion problems;

- security violations;
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- conflict with registration parameters.

NOTE - The action taken on Error-processing shall be subject to the security-policy in force.

14.3.6.1 Arguments

1) A message or probe with the per-recipient fields that caused the problem.

2) Report instructions indicating the error

14.3.6.2 | Results

The mes§age or probe in question with an updated recipient-name field,
or
1) The message or probe in question.

2) Repdrt instructions.

14.3.6.3| Errors

None.

14.3.6.4| Procedure Description

NOTE - This procedure may be called multiple times for a given-recipient. Eventually all alternatives will be exhausted and|step 5
executed tp report failure.

1) The arguments are checked for inclusion of a directory-name. If present, the procgdure
performb a Directory look-up to determine“a-new OR-address. The OR-address, if any, thus extracted
from the Directory is checked for satisfaction of the requested-delivery-method argument, if pr¢sent.
If the check succeeds, the new OR-address is substituted for the old and the procedure terminates.

NOTE - |Following the substitution of thesnew OR-address for the original, the message may legitimately be routed|to an
MD /MTA| that it has already visited. /The technique used to prevent premature detection of a routing loop may be the sulfject of
future stahdardisation.

2) Otherwise the procedure determines whether an originator-requested-alternate-recipien{ was
specified for the recipient of concern. If so, the Redirection procedure is called with the message,
relevant| fields indicated, as argument. Upon successful return from Redirection, the procpdure
terminates, returning{the now redirected message as result.

3) Otherwisevthe procedure checks for a delivery error, and if present checks the error’s cause by
examingtion ‘of the non-delivery-reason-code and non-delivery-diagnostic-code. If the recjpient
OR-addlress does not 1dentlfy an MTS -user, then the per message mdlcators are checked for alternate-
recipient-2 : : : : A : igured
with the address of an alternate reC1p1ent for thlS class of recmxent then Rednrectlon is called to
redirect the message to the alternate-recipient. Upon successful return from Redirection, the procedure
terminates, returning the now redirected message as result,

4) The handling of errors which can be resolved but are due to other than addressing problems is a
local matter, for example routing to another MTA within the domain because of conversion problems.

5) If the delivery error is of a type other than those cited above, or if the value of alternate-
recipient-allowed is alternate-recipient-prohibited, or if no suitable MD-specified alternate-recipient
exists, then the procedure returns a report instruction and terminates.
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14.3.7 Redirection Procedure

This procedure redirects a message to an alternate-recipient.

NOTE - The use of redirection facilities shall be subject to the security-policy in force.

14.3.7.1 Arguments

1) The OR-name of the alternate-recipient to whom the message 15 to be redirected.
2) The per-recipient message fields for the recipient to be replaced by an alternate.
3) The message or probe which is to be redirected.

4) The¢ redirection reason.

14.3.7.2 esults

The message or probe supplied in the third argument with the recipiénf identified in the second
argument teplaced by the alternate-recipient specified in the first argument:

14.3.7.3 Errors

An indicatiion that a redirection loop has been detected.

14.3.7.4 [Procedure Description

1) The procedure first ensures that redirection™to the specified alternate recipient would not result
in a redirection loop. The OR-name of the altérnate-recipient supplied in argument 1 is compared wijith
each intended-recipient-name from the sequence of redirection-history from the per-recipient fields
identified fin argument 2. Upon a match the procedure terminates indicating that a redirection loop has
been detedted.

2) An| element is appended to the redirection-history (which is created if not present), using the
recipient-fame from argument 2 to-form the intended-recipient-name, obtaining the redirection-reaon
from argLIment 4, and containing’ the time at which this redirection is performed. The OR-name
supplied in the first argument is/then substituted for that recipient-name.
3) In [the other-actions’ field of the current trace-information and internal-trace-information, the
value redirected is set_to\true.
4) The message transfer envelope is updated as follows:

redipient-name: replaced

tra

¢~-information/internal-trace-information:

indicate redi'rected

and redirection-reason

originator-requested-alternate-recipient: deleted if, and only if,
redirection-reason indicates
originator-requested-alternate-
recipient,

14.3.8 Splitter Procedure

The Splitter replicates messages and probes as required for further processing. The replicas are
modified as appropriate to correctly indicate the distribution of responsibility for the various recipients
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from the original. Each replica is accompanied by a per-message instruction indicating its further
disposition within the MTA.

NOTE - The use of Splitter facilities shall be subject to the security-policy in force.

14.3.8.1 Arguments

A message or probe. For each recipient with responsibility true a per-recipient routing/conversion
instructipI ACCOMPATIES e MESSAge.

14.3.8.2( Results

One or more replicas of the original message or probe with responsibility appropriately)indicated, gnd a
per-mes$age instruction indicating the replica’s further disposition within the MTA.

14.3.8.3| Errors

None.

14.3.8.4| Procedure Description

The Splitter examines the instructions generated by the Routing-and-conversion-decision procedufre to
(conceptually) segregate the recipients with responsibility trug into groups. A replica is created for|each
group. |Further processing for that replica (in other procedures) is dependent on the routing and
conversipn instructions applicable to the group it represents.

NOTES

1 - Mesgage replication is required in an MTA because (of the potentially differing treatment required for a message’s yarious
recipients.| These differences arise from the need for more than one relaying path outward from an MTA, from the need for mone than
one conversion to be carried out on the message’s content and from the need to expand distribution lists. For example whep more
than one pelay path exists, a separate copy of the\message must be created for each such path, with responsibi ity values as
appropriatie for the recipients lying along that path.

The following paragraphs suggest one approach but are not intended to constrain in any way the approach followed in an|actual

2 - The c;ftermination of what replicas are needed is a local matter, undertaken to minimize the total number of such replicas cfeated.
implementation.

3 - For simplicity of exposition, the Splitter is described as a single-pass algorithm. That is, all necessary replicas are created grior to
any furthdr processing. An important optimisation would be to minimally split the message for conversion, and then to complgte the
splitting of the converted copies.

1) he procedure considers first those recipients for which content conversion instructions [exist.
These r¢cipientsCare grouped such that the members of each group are subject to identical convgrsion
instructions. A-réplica is created for each such group with responsibility true for the recipients if that
group, flalses for all others.

2) re-examinedfor-those—fo reh-Dl-expansion—ins
is created for each such DL recipient with responsibility false for all recipients
yielded the replica.

ofrs—extst—A—réplica
but the single DL that

3) The groups are further subdivided based on per-recipient routing instruction calls for Transfer-
out or Probe-out. These recipients are grouped such that each group shares a common next hop
destination. A replica is created for each such group with responsibility true for recipients in the
group, false for all others. For all recipients in each such group, this will be either the first relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicate that this is a first or subsequent re-routing.
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4) Finally, the routing instructions for some recipients will call for Message-delivery or Report-
generation. A replica is created for each such subgroup with responsibility true for the recipients in the
group, false for all others.

5) The procedure now terminates.

14.3.9 Conversion-procedure
This procedure performs CONVeErsions on messages and indicates those conversions that would have been
performed pn probes.
14.3.9.1 Arguments

A message jor probe with the required conversion(s) indicated.

14.3.9.2 esults

The message or probe with conversions performed and indicated (just indicdted in the case of a probe].

14.3.9.3 rrors

The messagde or probe with report instructions detailing the conversion problem encountered.

14.3.9.4 rocedure Description

1) For|a message, the conversion procedures for'‘built in EITs are performed as defined in CCITT
Recommengflation X.408. The conversion procedures between externally defined EITs and between bulilt
in and externally defined EITs are outside the scope of ISO/IEC 10021.

2) Upgn conversion the message or probe’s trace-information for this domain and internal-trace-
information for this MTA is updated to show the converted EITs. The procedure now terminates.

14.3.10 Distribution-list-expansion Procedure

This procedure takes a message~with a single DL recipient and returns a message who's recipient ljist

includes tHe members of .the” DL. For a probe it verifies whether DL-expansion would occur, |if
requested.

NOTE - The use of DL-expansion shall be subject to the security-policy in force.

14.3.10.1 Argaments

1) A message with information indicating the recipient DL which is to be expanded, or

2) A probe with information indicating the recipient DL who’s expansion is to be verified.

14.3.10.2 Results

1) The message with zero or more recipients representing the DL's membership. Other fields can be
updated as indicated in the procedure description below,

2) Optionally, the message with report generation instructions to indicate successful delivery.
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or

3) The probe with a report generation instruction.

14.3.10.3 Errors

1)

2)

A report instruction indicating delivery failure. Values for the non-delivery-reason-code and
non-delivery-diagnostic-code are as indicated in the procedure description below.

n the case of DL recursion the procedure terminates without returning errors or results:

14.3.10{4 Procedure Description

1)

FFor a message (not a probe), do Recursion Detection: The components of (thé DL-expa

history (field are examined for an occurrence of the DL recipient’s name. Note\that a disting
OR-name of the DL is used for recursion detection, and each expansion point is responsib
ensuring that only that OR-name is placed in the DL-expansion-history.

If the

DL recipients name is present in the DL-expansion-history, then\the DL is recursively d

sion-
ished
e for

pfined

and shall not be expanded further. T.he message is discarded and\ne reports or other results are
returned. The expansion procedure terminates.

2)

DL acquisition: The expansion procedure attempts to acquire the DL attributes.

If unsugcessful the procedure returns a report instruction with the non-delivery-reason-code unab
transfer and non-delivery-diagnostic-code as appropriate. “Fhe procedure then terminates.

3)

expansion-history field (if present) else the origihator-name is considered to be the sender
messagg. For a probe the originator is the sender.of the message.

return
diagno

4)

report instruction with the non-delivery-reason-code unable-to-transfer and non-del
tic-code no-DL-submit-permission.” The procedure then terminates.

The se}der’s name is compared against the“components of the DL-submit-permission. If no

For a probe: If no other lo¢al ‘policy would prevent an attempted delivery, then return a

instructfion for successful delivery~indication. Procedure then terminates.

5)
added

s new recipients of -the message. The per-recipient fields for each new recipient are

from that of the DL regipient, except as follows:

recipient-name’ member of the DL.

The following per-recipient fields are copied or changed according to local DL policy:

NoOTES

DL ~expansion-prohibited,
originating-MTA-report-request (see Note 1),

le-to-

Submit permission verification; If it is a mesSsage (not a Probe), the last element of th¢ DL-

f the

atch,
very-

report

For a message: The /DL recipient’s responsibility flag is set to false and the DL’s members are

ropied

originafor-report-request (see Note 1),
originator-requested-alternate-recipient (see Note 2),
explicit-conversion.

1 - Copy only if DL-policy requires and the originator would not receive unrequested reports.

2 - The originator-requested-alternate-recipient can be removed or replaced, according to local DL policy, or copied, but
only if explicitly required by DL-policy.

3 - Any DL-members that identify DLs that are already present in the DL-expansion—history may be excluded from the DL
expansion and not included in the new recipients of the message.
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6) In the other-actions field of the current trace-information and internal-trace-information, the
value dl-operation is set to true.

7 The distinguished value of the DL’s OR-name (including its OR-address) and the time at which
this expansion occurred are appended to the DL-expansion-history field of the message.

NOTE - The use of a distinguished value of the DL's OR-name here refers not to distinguished directory—names but to a
specific OR~-name of the DL which the expansion point chooses to use for comparison purposes.

8) If ‘wwumummmu@ww_mwwihe
originator [receiving a requested delivery report from the DL’s members, then a copy of the message,

with delivery report request instructions for the expanded DL, is constructed and returned alodg)with
the message.

9) The procedure returns the revised message and the optional report request and then terminates.

14.3.11 Lpop Detection and Routing Algorithm

The routing and loop detection algorithms for inter or intra domain use are. béyond the scope of 1h§s
part of ISD/IEC 10021. In order to expose the issues that must be considered, the remainder of this
clause des¢ribes one approach toward routing and loop detection. This matesial is not normative.

The paragraphs that follow describe a simple method of loop detection‘.together with a minimal routiing
algorithm | The algorithm is minimal in the sense that it presupposes.only minimal knowledge from efch
MD and performs transfer steps that avoid loops (in the sensesindicated below). Of course, this
algorithm [can be improved any time an MD knows more about:the topology of the network of MDs.

The algorithm recognizes the fact that it is in general legitimate (i.e. no loop should be detected) to fre-
enter an MD if a specific operation has been performed\ by another MD since the last passage throxgh
the MD abpout to be re-entered. Legitimate operations are: conversion, DL-expansion, and redirection.

1) Noftation: The Trace Information sequence-is made of trace-information-elements denoted ip a
simplified| way as [MD, routing-action, operation], where MD is the name of an MD; routing-actiof is
’relayed’ dr ’'re-routed’, operation is 'conversion®, 'DL-operation’, 'redirection’ or 'nil’. M denotes |the
message tp transfer., MD(o) denotes theCcurrent MD (the one currently doing loop detecti¢n).
Neighbougs is the set of selected adjacent,MDs (neighbours of MD(0)), which are possible relay-MDs
for M. race-Info* is the suffix of ‘Trace-Info obtained by considering the tail of the trace info
sequence Beginning with the last [MD,\r, op] trace info element where op is not nil (nil indicates thaf no
operation has been performed by an "MD).

2) Lopp Detection: Exaniine Trace-Info for loops. A loop is detected if the trace info sequepce
contains a|suffix, [MD(o0), rélayed, op(o)} ... [MD(p), relayed, op(p)] where for all j for which o0 < j k/=
p the assogiated trace infa”element is [MD(j), relayed, op(j)] and op(j) = nil. That is, a loop is detedted
if M arrivies at an MD_which has already relayed it and each MD afterwards has also relayed it without
performing any operation other than routing. If a loop is detected, then the algorithm returns an efror
indicating |the problem; and terminates.

3) L RoutingySet-up: If no loop is detected, the set, Neighbours, is adjusted, if necessary, for lopp-
avoiding {ransfer steps in the context of the current message. (The adjustment affects no otlher
message).

a) If there is no loop and no occurrence of [MD(o), r, op] in Trace-Info*, then Neighbours is
unchanged.
b) If there is no loop but there is an occurrence of [MD(0), r, op] in Trace-Info*, then remove

from Neighbours all MDs which appear in that suffix of Trace-Info* which begins with [MD(o), r, op].
Modify the trace info element added by the current domain to show re-routed as routing action. Add a
previous-MD parameter determined as follows: The last [MD(0), r, op] trace info element in Trace Info
is located. The previous-MD is the MD appearing in the first trace info element after this last [MD(o),
r, op] trace info element.

c) In cases a and b, if Neighbours is empty, the algorithm returns an error indicating the problem
and terminates.
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4)

14.4

Report Module

The Report module can be invoked by:

1) the Report-in module, which passes a report, or
'y, the—-Maimrmodule—whtehpasses—a—message-or-probe—with-reportinstruetions—or
k)] the Report-out module, which passes a report with failure description.
If an erfor is encountered by the procedures internal to this module, no output is generated.” Othe

the Repprt module invokes the Report-out or Report-delivery module, passing a report with transf
delivery|instructions, respectively. See Figure 10.
NOTE - [The use of reports shall be subject to the security-policy in force.
‘ IN FROM REPORT-IN, REPORT-OUT
R ——
E ] REPORT FRONT\END
PP
l‘_" O R
R O
IN_FROM T C e REPORT GENERATION
MAIN E
MPDDULE C D
oOu
N RT—™  REPORT ROUTING
TE
R S
O
L
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Routing action. A next hop is selected from Neighbours for each recipient to be relayed.

rwise
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* OUT TO REPORT-OUT, REPORT-DELIVERY

Figure 10
Organisation of Procedures within the Report Module
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14.4.1 Control Procedure

14.4.1.1 Arguments

1) A report or,

2) A message or probe with report instructions.

14.4.1.2 Results

1) A 1eport with relaying or delivery instructions or

2) No|result in case an error is encountered.

14.4.1.3 [Errors

None. The report, message, or probe is discarded if an error is encountered,

14.4.1.4 |[Procedure Description

1) For a report from Report-in the Report-front-end procedure is first called to perform tr
initialisation and several initial verification steps. A null return indicates an error; the report
discarded and processing terminates. Otherwise processing continues at step 3 below.

2) For a message or probe the Report-generation proc¢edure is first called to create a report. A full
return indficates an error; the message or probe is discarded and processing terminates. If a repor
returned, processing continues at step 3, below.

3) Thg Report-routing procedure is called .toygenerate a routing instruction for the report.
return indficates an error; the report is discarded and processing terminates. In the case of a posit
return the| trace update procedure is now .called to indicate passage through this MTA. The Con
procedure |returns the completed report together with routing instruction and terminates, subject to
security-pplicy.
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!

Report
Front End

Y

Report Report
Generator Routing

!

Exit

Figure 11
Information Flow within the Report Module

14.4.2 | Report-front-end Procedure

This prpcedure performs trace initialisation, detection of message-expiration violations, initial segurity
check, loop detection and criticality check.

14.4.2.1 Arguments

A repoft.

14.4.2.2 Results

The regort with initidlised trace-information for this MTA.

14.4.2.3 Errors

None. [The ‘report is discarded if an error is detected.

14.4.2.4 Procedure Description

1) If' the report has crossed a domain boundary, a trace-information-element for this domain is
added w;th current time as the arrival-time and relay as action. An internal-trace-information-
element is also added whether or not the report has crossed a domain boundary.

2) If required by the security-policy in force and/or if the report-origin-authentication-check is
incorrect, the report is discarded and processing terminates.

3) If any of the extension fields is marked critical for transfer but is not semantically understood
by the MTA, the report is discarded. The procedure then terminates.
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4)  Loop detection is performed. The loop detection algorithm is beyond the scope of t}}is part of
ISO/IEC 10021. However, an example of a combined routing and loop detection algorithm is given in
clause 14.3.11. If a loop is detected, the report is discarded and the procedure terminates.

14.4.3 Report-generation Procedure

This procedure generates a report describing the success and/or failure of operations attempted by this
MTA.

14.4.3.1 Arguments

A message|or probe. For each recipient with responsibility true, a per-recipient instructionis included
indicating the success or problem to be reported.

14.4.3.2 Results

A report dpscribing the successes or failures to be reported.

14.4.3.3 Errors

None.

14.4.3.4 Procedure Description

If the subject’s originating-MTA-report-request field so indicates, the report is constructed wijith
arguments |as described in Table 31, and further amplified by the following:

The Delivery arguments (message-delivery-time,(type-of-MTS-user) or Non-delivery arguments (ngn-
delivery-rgason-code, non-delivery-diagnosticicode) for each recipient are taken from the per-recipient
instructions that accompanied the subject message. Message-delivery-time is taken from the message| or
information in case of a deliveny report. If failure is reported for a DL recipient, then the
TS-user is set to DL. The_report-destination-name is the last element from DL-expansign-
history, if| that element exists. For.messages with no DL-expansion-history and for all probes, the
report-destination-name is the gubject’s originator-name. The originator-and-DL-expansion will
contain the originator-name and (the subject’s message-submission-time followed by the content of DL-
expansionthistory.

NOTE - reporting-DL-nam@-is not generated under any of these conditions.

In the cas

where the instructions reflect multiple failures, the report should reflect the original problem
rather tha

the failure of subsequent recovery actions.

Note that the MTA nominates criticality values for fields copied from the subject. These new values
reflect crificality with regard to the report, not the subject. The MTA will not copy into the report any
critical fumnctions which it does not support.

14.4.4 Report-routing Procedure

This' procedure determines the routing action, if any, to be taken on a report. Report-routing reflects
special conditions that require a routing procedure different from that applicable to messages or probes:

1) A report has just one recipient - the originator of the message that forms the subject of the
report, a DL expansion-point, or, if local policy allows, a DL owner.

2) Insurmountable failures encountered in routing a report result in the discarding of the report.
No attempt is made to generate a further report on the difficulty encountered.
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