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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft Internationll
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication ds
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention| is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC|10021-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, dnformation technology,
Subcomimittee SC 6, Telecommunications and information exchange between systems, in collaboration with
ITU-T. The identical text is published as ITU-T Rec. X.402.

This thild edition cancels and replaces the second edition (ISO/IEC ¢#0021-2:1996), which has been
technically revised. It also incorporates Technical Corrigendum 1:1998.

ISO/IEC[10021 consists of the following parts, under the general title Information technology — Messag
Handling Systems (MHS):

D

— Part|1: System and Service Overview

— Part| 2: Overall Architecture

— Partl4: Message transfer system: Abstract service definition and procedures
— Partl5: Message store: Abstract service definition

— Partl6: Protocol Specifications

— Parl| 7: Interpersonal messaging system

— Par 8: Electronic Data.laterchange Messaging Service

— Parl9: Electronic{Data Interchange Messaging System

— Par{ 10: MHSrouting

—  Part| 14."MHS Routing — Guide for messaging systems managers [Technical Report]

viii © ISO/IEC 2003 — All rights reserved
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Introduction

This Specification is one of a set of Recommendations | International Standards for Message Handling. The entire set
provides a comprehensive blueprint for a Message Handling System (MHS) realized by any number of cooperating
open systems.

The purpose of an MHS is to enable users to exchange messages on a store-and-forward basis. A message submitted on
behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently delivered to
the agents of one or more additional users, the recipients. Access units (AUs) link the MTS to communication systems
of other kinds (e.g., postal systems). A user is assisted in the preparation, storage, and display of messages by a user
agent (UA). Optionally, he is assisted in the storage of messages by a message store (MS). The MTS comprises a
number of message transfer agents (MTAs) which collectively perform the store-and-forward message transfer
UIICUOII.

This Specification specifies the overall architecture of the MHS and serves as a technical introduction to-it.

This Specification was developed jointly by ITU-T and ISO/IEC. It is published as common text as-{TU-T Reg. X.402 |
[SO/IEC 10021-2.

© ISO/IEC 2003 — All rights reserved ix
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Message Handling Systems (MHS) —
Overall Architecture

SECTION 1 — INTRODUCTION

1 Scope

This|Recommendation | International Standard defines the overall architecture of the MHS and)serves as a technical
introduction to it.

Othdr aspects of Message Handling are specified in other Recommendations | parts of ISOAEC 10021. A non-technical
overyiew of Message Handling is provided by ITU-T Rec. X.400 | ISO/IEC 10021-1( The conformance testing of MHS
components is described in Rec. X.403. The detailed rules by which the MTS converts the contents of messages [from
one EIT to another are defined in Rec. X.408. The abstract service the MTS provides and the procedures that goven its
distrfbuted operation are defined in ITU-T Rec. X.411 | ISO/IEC 10021-4, Fhe abstract service the MS provides is
defifed in ITU-T Rec. X.413 | ISO/IEC 10021-5. The application proteeols that govern the interactions of MHS
components are specified in ITU-T Rec. X.419 | ISO/IEC 10021-6. The Interpersonal Messaging System, an application
of Message Handling, is defined in ITU-T Rec. X.420 | ISO/IEC:10021-7. Telematic access to the Interperfonal
Messaging System is specified in Rec. T.330. The EDI Messaging Service is described in CCITT Rec. F.435 |
ISOQIEC 10021-8, and the EDI Messaging System, anothét’ application of Message Handling, is defingd in
CCITT Rec. X.435 | ISO/IEC 10021-9. The means by which'messages may be routed through the MHS is specifipd in
ISOAEC 10021-10. Management information for MHS components is defined in the X.460-series Recommendations |
ISOQEC 11588.

—_—

The [SO/IEC International Standards and ITU-T Recommendations on Message Handling are summarized in Tabld

Table 1 — Specifications for Message Handling Systems

tomm e - e e et i +
| Iso/1EC {\ITU-T | SUBJECT MATTER |
+- INtroduGLAon ---d----- - - oo +
| 1002141)°| X.400 | Service and system overview |
| 10023=2" | X.402 | Overall architecture |
+- (B&¥ous Aspects ------------- e +
| & | X.408 | Encoded information type conversion rules |
+A.Bbstract Services ---------------mmm oo +
[*10021-4 | X.411] | MTS Abstract Service definition and |
| | | procedures for distributed operation |
| 10021-5 | X.413 | MS Abstract Service definition |
+- Protocols ------ i ik +
| 10021-6 | X.419 | Protocol specifications |
+- Interpersonal Messaging System --------------—--—--—~—~—~---~---_- +
| 10021-7 | X.420 | Interpersonal Messaging System |
| - | T.330 | Telematic access to IPMS |
+- Electronic Data Interchange Messaging System --------------- +
| 10021-8 | F.435 | EDI Messaging Service |
| 10021-9 | X.435 | EDI Messaging System |

| 10021-10 | X.412 | MHS Routing |
| 10021-11 | X.404 | MHS Routing: Guide for system managers |
+- MHS Management --------------------~---~----“~-“~-“~---—----“~-------—- +

|
+- Routing -------- e i e +
|

| 11588-1 | X.460 | Management: Model and Architecture |
| 11588-3 | X.462 | Logging Information |
| 11588-8 | X.467 | Message Transfer Agent Management |
e oo m-o - T et +

ITU-T Rec. X.402 (06/1999) 1
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The Directory, the principal means for disseminating communication-related information among MHS components, is
defined in the X.500-series Recommendations | ISO/IEC 9594, as summarized in Table 2.

Table 2 — Specifications for Directories

+--------- +o------ B e e +
| ISO/IEC | ITU-T | SUBJECT MATTER
Fommmm - o - o +
9594-1 X.500 Overview
9594-2 X.501 Models
| 9594-3 | X.511 | Abstract service definition |
| 9594-4 | X.518 | Procedures for distributed operation |
! 9594 -5 | X. 519 | Protocol specifications |
9594-6 X.520 Selected attribute types
9594-7 X.521 Selected object classes
9594-8 X.509 Authentication framework
9594-9 X.525 Replication
| 9594-10 | X.530 | System Management for administration |
tomm - +------- e e e +

The prchitectural foundation for Message Handling is provided by other Recommendations | International Stand

ards.

The PSI Reference Model is defined in ITU-T Rec. X.200 | ISO 7498. The notation for specifying the data structurles of

abstijact services and application protocols, ASN.1, and the associated encoding rules aredéfined in ITU-T Rec. X
ISONEC 8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IBC 8824-3, ITU-T Rec. X.
ISONIEC 8824-4 and ITU-T Rec. X.690 | ISO/IEC 8825-1. The means for establishing and releasing association:

680 |
h83 |
, the

ACSE, is defined in ITU-T Rec. X.217 | ISO/IEC 8649 and ITU-T Rec. X.227,| ISO 8650-1. The means for reljably

conveying APDUs over associations, the RTSE, is defined in ITU-T Rec.”X.218 | ISO/IEC 9066-1 and C
Rec.[X.228 | ISO/IEC 9066-2. The means for making requests of other' open systems, the ROSE, is defing
ITU{T Rec. X.880 | ISO/IEC 13712-1, ITU-T Rec. X.881

ISOAEC 13712-3.

The [[SO/IEC International Standards and ITU-T Recommendations which form the foundation for Message Han

are summarized in Table 3.

Table 3 — Specifications for MHS Foundations

| ISO/IEC 13712-2 and ITU-T Rec. X.§

CITT
d in
32 |

ling

R +------- Nee--------------------------=-=-------- +
| ISO/IEC | ITU-T<}JSUBJECT MATTER |
+- Model ------C-p B i il +
| 7498-1 | X.200 | OSI Reference Model |
+- ASN.1l -=a=3%---- il +
| 8824-1(]\'X.680 | Abstract syntax notation |
| 8824¢2f X.681 | ASN.1 Information Objects |
| 8824-3" | X.682 | ASN.l Constraint Specification |
| ,8824-4 | X.683 | ASN.1 Parameterization |
|.\8825-1 | X.690 | Basic encoding rules |
#<)Association Control -----------------~-~---------------- +
) 8649 | X.217 | Service definition |
| 8650 | X.227 | Protocol specification |
+- Reliable Transfer -------------------~--—~---—-———— +
| 9066-1 | X.218 | Service definition |
| 9066-2 | X.228 | Protocol specification |
+- Remote Operations -----------------—--———~—~——~—~—~—~—~—~—~—~—~—— +
| 13712-1 | X.880 | Concepts, Model and Notation |
13742 = 88+—f—Service—definttion i
| 13712-3 | X.882 | Protocol specification |
+

fmmmmm— -

e mm—— -

This Recommendation | International Standard is structured as follows. Section one gives a general overview. Section
two presents abstract models of Message Handling. Section three specifies how one can configure the MHS to satisfy
any of a variety of functional, physical, and organizational requirements. Section four describes the naming and
addressing of users and distribution lists and the routing of information objects to them. Section five describes the uses
the MHS may make of the Directory. Section six describes how the MHS is realized by means of OSI. The conventions
used in the definition of the abstract services provided by MHS components are defined in Section seven. Annexes
provide important supplemental information.

No requirements for conformance to this Recommendation | International Standard are imposed.

2 ITU-T Rec. X.402 (06/1
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of ITU maintains a list of currently valid
ITU-T Recommendations.

2.1 Open Systems Interconnection

ThisSpeetfreattonand-otherstrthe-setette-thefoHowing-OStspeetfteattons:
—  ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Opeti~Syitems
Interconnection — Basic Reference Model: The basic model.

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Intér¢onnectiof for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnegtion — Basic Refefence
Model — Part 2: Security Architecture.

— ITU-T Recommendation X.216 (1994) | ISO/IEC 8822:1994, Information ‘technology — Open Sy§tems
Interconnection — Connection-oriented presentation service definition.

—  ITU-T Recommendation X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open Systems
Interconnection — Service Definition for the Association Control Service Element.

—  ITU-T Recommendation X.218 (1993), Reliable Transfer: ModelFand service definition.

ISO/IEC 9066-1:1989, Information processing systems- _Text communication — Reliable Transfer —
Part 1: Model and service definition.

—  ITU-T Recommendation X.227 (1995), | ISO/IEC 8650-1:1996, Information technology — Open Sy§tems
Interconnection — Connection-oriented protocol(for the Association Control Service Element: Profocol
specification.

—  CCITT Recommendation X.228 (1988), Reliable Transfer: Protocol specification.

ISO/TEC 9066-2:1989, Information processing systems — Text communication — Reliable Transfer —
Part 2: Protocol specification.

—  ITU-T Recommendation X.666((1997) | ISO/IEC 9834-7:1998, Information technology — Open Systems
Interconnection — Procedures™for the operation of OSI Registration Authorities: Assignment of ter-
national names for use in specific contexts.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abgtract
Syntax Notation Qne<(ASN.1) — Specification of Basic Notation.

— ITU-T Recommehdation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abdtract
Syntax Notation One (ASN.1) — Information Object Specification.

— ITU-T/Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abgtract
Syntax-Notation One (ASN.1) — Constraint Specification.

—  JdTU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abdtract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

—V ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.I
Encoding Rules — Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations — Concepts, Model and Notation.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Remote
Operations — OSI Realisations: Remote Operations Service Element (ROSE) Service Definition.

— ITU-T Recommendation X.882 (1994) | ISO/IEC 13712-3:1995, Information technology — Remote
Operations — OSI Realisations: Remote Operations Service Element (ROSE) Protocol Specification.

ITU-T Rec. X.402 (06/1999) 3
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2.2

Directory Systems

This Specification and others in the set cite the following Directory System specifications:
ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1998, Information technology — Open Systems

2.3
This

Interconnection — The Directory — Overview of concepts, models, and services.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Open Systems

Interconnection — The Directory — Models.

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998, Information technology — Open Systems

Interconnection — The Directory — Authentication framework.

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:1998, Information technology — Open Systems

Interconnection — The Directory — Abstract service definition.

ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:1998, Information technology — Open Sy,
Interconnection — The Directory — Procedures for distributed operation.

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:1998, Information technology — Open Sy.
Interconnection — The Directory — Protocol specifications.

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:1998, Information technology — Open Sys
Interconnection — The Directory — Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:1998, Information‘technology — Open Sy.
Interconnection — The Directory — Selected object classes.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:1998, Inforfnation technology — Open Sy.
Interconnection — The Directory — Replication.

ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:1998, Information Technology —
Systems Interconnection — The Directory: Use of systeris management for administration o
Directory.

Message Handling Systems

Specification and others in the set cite the following Message Handling System specifications:

CCITT Recommendation T.330 (1988), Telematic access to interpersonal messaging system.
ITU-T Recommendation F.400/X.400 (1999), Message handling: System and service overview.

ISO/IEC 10021-1:1999, Informatiou-technology — Message Handling Systems (MHS) — Part 1: S)
and service overview.

CCITT Recommendation (X408 (1988), Message handling systems: Encoded information
conversion rules.

ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Mes
Handling Systems (MHS) — Message transfer system : Abstract service definition and procedures.

ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information technology — Me
Handling Systems (MHS) — Message store: Abstract service definition.

ITU-T¢Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information technology — Me.
Handling Systems (MHS) — Protocol specifications.

ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7:2003, Information technology — Me.
Handling Systems (MHS) — Interpersonal messaging system.

ITU-T Recommendation F.435 (1999), Message handling: Electronic Data Interchange Messd

tems

tems

tems

tems

tems

Dpen
the

Sstem

type

sage

sage

sage

sage

ging

Service.

ISO/IEC 10021-8:1999, Information technology — Message Handling Systems (MHS) — Part §:

Electronic Data Interchange Messaging Service.

ITU-T Recommendation X.435 (1999) | ISO/IEC 10021-9:1999, Information technology — Message

Handling Systems (MHS) — Electronic Data Interchange Messaging System.

ITU-T Recommendation X.412 (1999) | ISO/IEC 10021-10:1999, Information technology — Message

Handling Systems (MHS) — MHS Routing.

ITU-T Recommendation X.404 (1999) | ISO/IEC TR 10021-11:1999, Information technology — Message

Handling Systems (MHS) — MHS Routing: Guide for Messaging System Managers.

ITU-T Recommendation X.460 (1995) | ISO/IEC 11588-1:1996, Information technology — Message

Handling Systems (MHS) Management — Model and Architecture.
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— ITU-T Recommendation X.462 (1996) | ISO/IEC 11588-3:1997, Information technology — Message

Handling Systems (MHS) Management — Logging Information.

— ITU-T Recommendation X.467 (1996) | ISO/IEC 11588-8:1997, Information technology — Message

Handling Systems (MHS) Management — Message Transfer Agent Management.

Country Codes

Specification cites the following Country Code specifications:

— ISO 3166-1:1997, Codes for the representation of names of countries and their subdivisions —

Part 1: Country codes.
—  ITU-T Recommendation X.121 (1996), International numbering plan for public data networks.

Network Addresses

Specification cites the following Network Address specification:
—  CCITT Recommendation E.164 (1991), Numbering plan for the ISDN era.

Language Code

Specification cites the following Language Code specification:

— IS0 639:1988, Code for the representation of names of languages.

Character Sets

Specification cites the following Character Set specifications:

—  ISO 10646-1:1993, Information technology — Universal. Multiple-Octet Coded Character Set (U(
Part 1: Architecture and Basic Multilingual Plane.

Definitions

For the purposes of this Specification and others in theset, the following definitions apply.
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Open Systems Interconnection

Specification and others in the set make’use of the following terms defined in ITU-T Rec. X.200 | ISO/IEC 74
b1l as the names of the seven layers, of the Reference Model:

a) abstract syntax;

b) application entity (AE);

c) application process;

d) application/protocol data unit (APDU);
e) applieation service element (ASE);

f) . distributed information processing task;

g) layer;

)

DS-1,

h) open system;

1)  Open Systems Interconnection (OSI);
j)  peer

k) presentation context;

1) protocol;

m) Reference Model;

n) transfer syntax; and

o) user element (UE).

ITU-T Rec. X.402 (06/1999)
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This Specification and others in the set make use of the following terms defined in ITU-T Rec. X.680 | ISO/IEC 8824-1,
ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, as

well

This

This

This
1SO

3.2

as the names of ASN.1 data types and values:
a) Abstract Syntax Notation One (ASN.1);
b) Basic Encoding Rules;

c) explicit;

d) export;

e) implicit;

f) import;

g) information object class;

h) module;

i) tag;

j)  type; and

k) value.

a) application association; association;

b) application context (AC);

¢) Association Control Service Element (ACSE);

d) (initiator; and

e) responder.

a) Reliable Transfer (RT); and

b) Reliable Transfer Service Element (RTSE).
[EC 13712-1:

a) argument;

b) asynchronous;

¢) bind;

d) parameter;

€) remote error;

f) remote operation;

g) Remote Operations (RO);

h) Remote Operations Service Element (ROSE);

i)  result;

j)  syachronous; and

k)<unbind.

Directory Systems

Specification and others in the set make use of the following terms defined in ITU-T Rec.)X.217 | ISO/IEC 86

Specification and others in the set make use of the following terms.defined in ITU-T Rec. X.218 | ISO/IEC 90

Specification and others in the set make use of the following terms defined in ITU-T Rec. X.§

19:

b6-1:

80 |

This Specification and others in the set make use of the following terms defined in the X.500-series Recs. |
ISO/IEC 9594:

a) attribute;

b) certificate;

c) certification authority;

d) certification path;

e) directory entry; entry;

f)  directory system agent (DSA);
g) Directory;
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h) hash function;

i) name;

j)  object class;

k) object;

1) simple authentication; and

m) strong authentication.

Message Handling Systems

For the purposes of this Specification the terms indexed in annex K apply.

4

For the purposes of this Specification the abbreviations indexed in annex K apply.

5
This

5.1

This
Hang
ITU]
In p4
ITU]

ASN
diffe]

ASN

Alth
press

5.2
Whe

attrifjutes), each component is assigned one of the following grades:

Abbreviations

Conventions

Specification uses the descriptive conventions identified below.

ASN.1

Specification uses several ASN.1-based descriptive conventions in annexes A and C to define the Me
iling-specific information the Directory may hold. ASN.1 is defined{in ITU-T Rec. X.680 | ISO/IEC 88
T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 88
rticular, this Specification uses the OBJECT-CLASS and, ATTRIBUTE information object classe
T Rec. X.501 | ISO/IEC 9594-2 to define Message Handling-specific object classes and attributes.

.1 appears both in annex A to aid the exposition, andsagain, largely redundantly, in Annex C for referen
rences are found between the two, a specification erroris indicated.

bugh the abstract syntax in this Service Definitionh contains extension markers, it has not been verified that theq
nt in all instances that would be required befere Packed Encoding Rules could safely be used.

Grade

hever this Specification desCribes a class of data structure (e.g., OR-addresses) having components

a) mandatory (M): A mandatory component shall be present in every instance of the class.

b) optional (O): An optional component shall be present in an instance of the class at the discretion g
object{e.g-, user) supplying that instance. There is no default value.

c) defaultable (D): A defaultable component shall be present in an instance of the class at the discreti
the "' object (e.g., user) supplying that instance. In its absence a default value, specified by
Specification, applies.

d) conditional (C): A conditional component shall be present in an instance of the class under circumsta

.1 tags are implicit throughout the ASN.1 module that Annex C defines; the module is definitive in that respec}.

sage
D4-1,
D4-4.
5 of

e. If

C arc

e.g.,

f the

bn of
this

nces

prescribed by this Specification.

5.3

Terms

Throughout the remainder of this Specification, terms are rendered in bold when defined, in ifalic when referenced prior
to their definitions, without emphasis upon other occasions.

Terms that are proper nouns are capitalized, generic terms are not.

ITU-T Rec. X.402 (06/1999)


https://standardsiso.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/TEC 10021-2:2003 (E)

SECTION 2 — ABSTRACT MODELS

6

Overview

This section presents abstract models of Message Handling which provide the architectural basis for the more detailed
specifications that appear in other MHS Specifications.

Message Handling is a distributed information processing task that integrates the following intrinsically related
sub-tasks:

a) Message Transfer: The non-real-time carriage of information objects between parties using computers as

intermediaries.

This

7

This
othe

The
Ha
func
The
agern

The
desc

As (

e.g.,
that
that

As a
Sped
not s

=

7.1
The

b) Message Storage: The automatic storage for later retrieval of information objects conveyed by mea|
Message Transfer.
section covers the following topics:
a) Functional model;
b) Information model;
¢) Operational model;

d) Security model.

NOTE — Message Handling has a variety of applications, one of which is Iaterpersonal Messaging, describ
ITU-T Rec. X.420 | ISO/IEC 10021-7.

Functional Model

clause provides a functional model of Message Handling. The .coficrete realization of the model is the subjg
MHS Specifications.

Message Handling Environment (MHE) comprises "primiary" functional objects of several types, the Me.
Hling System (MHS), users, and distribution lists. The MHS in turn can be decomposed into lesser, "secon
ional objects of several types, the Message Transfer-System (MTS), user agents, message stores, and access
MTS in turn can be decomposed into still lesser,tertiary" functional objects of a single type, message trq
/s

primary, secondary, and tertiary functional‘gbject types and selected access unit types are individually define
[ibed below.

etailed below, functional objects are sometimes tailored to one or more applications of Message Hang
[Interpersonal Messaging (see ITU-T Rec. X.420 | ISO/IEC 10021-7 and CCITT Rec. T.330). A functional g
has been tailored to an application understands the syntax and semantics of the contents of messages exchang|
hpplication.

local matter, functiondlobjects may have capabilities beyond those specified in this Specification or other
ifications. In particular, a typical user agent has message preparation, rendition, and storage capabilities thg
tandardized.

Primary Functional Objects

MHE ‘comprises the Message Handling System, users, and distribution lists. These primary functional ol

hs of

ed in

ct of

sage

1ary"
inits.

pisfer

| and

ling,
bject
ed in

MHS
t are

jects

inter]

hct'with one another. Their types are defined and described below.

The situation is depicted in Figure 1.
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X.402_F01

Figure 1 — The Message Handling Environment

7.1.1 The Message Handling System

The principal purpose of Message Handling is to convey information objects from _one)party to another. The funcffional
obje¢t by means of which this is accomplished is called the Message Handling System (MHS).

The MHE comprises a single MHS.

7.1.2 Users

The principal purpose of the MHS is to convey information objects.between users. A functional object (e.g., a pefson)
that ¢ngages in (rather than provides) Message Handling is called awser.

The following kinds of user are distinguished:
a) direct user: A user that engages in Message-Handling by direct use of the MHS.

b) indirect user: A user that engages in Message Handling by indirect use of the MHS, i.e., through anpther
communication system (e.g., a postaksystem or the telex network) to which the MHS is linked.

The MHE comprises any number of users.

7.1.3 Distribution Lists

By means of the MHS a user can convey information objects to pre-specified groups of users as well as to individual
usery. The functional object thatfepresents a pre-specified group of users and other DLs is called a distribjition
list (DL).

A DL identifies zero or more’users and DLs called its members. The latter DLs (if any) are said to be nested. Askinig the
MHS to convey an information object (e.g., a message) to a DL is tantamount to asking that it convey the object fo its
memnibers. Note that this is recursive.

The |right, or,.9permission, to convey messages to a particular DL may be controlled. This right is called sybmit
pernjission, As'a local matter the use of a DL can be further restricted.

The MHE comprises any number of DLs.

AOTE A relattan il fsasatad ort] £ £ daad foorpade
OTE— 7x Do gt oCTatier TeSTCTCUCrg S to e CoON veyanc T OT mMessuges OT a presCrioCaTTornieniType:

lrd

7.2 Secondary Functional Objects

The MHS comprises the Message Transfer System, user agents, message stores, and access units. These secondary
functional objects interact with one another. Their types are defined and described below.

The situation is depicted in Figure 2.

ITU-T Rec. X.402 (06/1999) 9
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7.2.1

The
actud
Systg

The MTS is general-purpose, supporting all applications of Message:Handling. Additionally, the MTS may be tai

to or

The MHS comprises a single MTS.

7.2.2

The functional object by means of which a single direct user engages in Message Handling is called a user agent (U
A typical UA is tailored to one or more particular-applications of Message Handling.

The MHS comprises any number of UAs.

NOTE — A UA that serves a human user typically interacts with him by means of input/output devices (e.g., a keyboard, di
sganner, printer, or combination of these).
7.2.3 Message Stores
A typical user must store_the information objects it receives. The functional object that provides a (single) direct
with|capabilities for MeSsage Storage is called a message store (MS). Each MS is associated with one UA, but not ¢
UA has an associated"MS.
Everly MS is general-purpose, supporting all applications of Message Handling. Additionally, an MS may be tailoq
one ¢r more particular applications so that it can more capably submit and support the retrieval of messages assog
with|that application.

The

To user
Toyser _ ———— To user
-~ ~
/// \\\
pd UA UA UA N
/ AN
/ \
/ \
)
\ MS //
\\ J
N MTS AU e
>~ - To user
~ ~ - — -
—— - - X402 F02

Figure 2 — The Message Handling System

The Message Transfer System

MHS conveys information objects to individual users and to the membérs of DLs. The functional object
lly does this is called the Message Transfer System (MTS). The MTS is a store-and-forward communic
m and can be considered the backbone of the MHS.

¢ or more particular applications so it can carry out conversion

User Agents

that
ation

ored

A).

play,

user
very

ed to
iated

MHS comprises any number of MSs.

N

7.2.4

Access Units

OTE — As a local matter a UA may provide for information objects storage that either supplements or replaces that of an MS.

The functional object that links another communication system (e.g., a postal system or the telex network) to the MTS
and via which its patrons engage in Message Handling as indirect users is called an access unit (AU).

A typical AU is tailored to a particular communication system and to one or more particular applications of Message
Handling.

The MHS comprises any number of AUSs.

10
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7.3 Tertiary Functional Objects

The MTS comprises message transfer agents. These tertiary functional objects interact. Their type is defined and
described below.

The situation is depicted in Figure 3.

To UA
To MS
////———_———— T —~—
To MS //// MTS \\\\

// \\\
//\ MTA \\
/ N
/ MTA \
\\ /
N MTA MTA /
N //

~
\\\ ///
\\\ /// To AU
\\\\ ==
____________ X.402_F03

Figure 3 — The Message Transfexr System

7.3.1 Message Transfer Agents

The IMTS conveys information objects to users and DLs.if a store-and-forward manner. A functional objecq that
provjdes one link in the MTS' store-and-forward chain is called a message transfer agent (MTA).

Everly MTA is general-purpose, supporting all applications of Message Handling. Additionally, an MTA mdgy be
tailofed to one or more particular applications so it ¢an carry out conversion.

The MTS comprises any number of MTAs.

7.4 Selected AU Types

As described above, the MHS interworks with communication systems of other types via AUs. Several selecteq AU
types--physical delevery, telematic) and telex--are introduced in the subclauses below.

7.4.1 Physical Delivery

A plysical delivery aCoess unit (PDAU) is an AU that subjects messages (but neither probes nor reports) to physical
rendftion and that donveys the resulting physical messages to a physical delevery system.

The fransformation of a messages into a physical message is called physical rendition. A physical message is a physical
obje¢t (e.g.,.aletter and its paper envelope) that embodies a message.

A pljysical delivery system (PDS) is a system that performs physical delevery. One important kind of PDS is fostal

SySt\."“ Phyucieal dalis s ac tha onaas aof o nhy al rmaccaga t0 o aotrea Af o DG na of tha 1 diand 1s to

THS— 1T y STCaT—aCr Hvef _y TSt \/UALVVJU TCC—OT—r tlu]o CarTHOSSa s OO patr o O T Do Ont— oot haT Feetus€e

which the PDAU provides Message Handling capabilities.

Among the applications of Message Handling supported by every PDAU is Interpersonal Messaging
(see ITU-T Rec. X.420 | ISO/IEC 10021-7).

7.4.2 Telematic

Telematic access units, which support Interpersonal Messaging exclusively, are introduced in ITU-T Rec. X.420 |
ISO/IEC 10021-7.

ITU-T Rec. X.402 (06/1999) 11
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7.4.3 Telex

Telex access units, which support Interpersonal Messaging exclusively, are introduced in ITU-T Rec. X.420 |
ISO/IEC 10021-7.

8

Information Model

This clause provides an information model of Message Handling. The concrete realization of the model is the subject of
other MHS Specifications.

The MHS and MTS can convey information objects of three classes: messages, probes, and reports. These classes are
listed in the first column of Table 4. For each listed class, the second column indicates the kinds of functional objects--

user:

The

8.1

The
A my

, UAS, MISS, M TAS, and AUS--that arc the ultimate Sources and destinations 101 such oDjecCts.

Table 4 — Conveyable Information Objects

fommm oo e +
| Infor- | Functional Object |
| mation 4------------------- +
| Object user UA MS MTA AU |

|
+--mm - +
| message | sSD - -
| probe |
| report |
R +

+- Legend --------------- +
| S ultimate source |
| D ultimate destinationV|

nformation objects, summarized in the table, are individually defined and described in the subclauses below.

Messages

pssage has the following parts, as depictedan Figure 4:

a) envelope: An information object whose composition varies from one transmittal step to another ang
variously identifies the méssage's originator and potential recipients, documents its previous convey
and directs its subsequent conveyance by the MTS, and characterizes its confent.

b) content: An infofmation object that the MTS neither examines nor modifies, except for conver
during its conyeyance of the message.

Envelope

primary purpose of Message Transfer is to cenvey information objects called messages from one user to others.

that
ance

sion,

Content

Message

X.402_F04

Figure 4 — A Message's Envelope and Content

One piece of information borne by the envelope identifies the type of the content. The content type is an identifier
(an ASN.1 Object Identifier or Integer) that denotes the syntax and semantics of the content overall. This identifier

12
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enables the MTS to determine the message's deliverability to particular users, and enables UAs and MSs to interpret and
process the content.

Another piece of information borne by the envelope identifies the types of encoded information represented in the
content. An encoded information type (EIT) is an identifier that denotes the medium and format (e.g., IA5 text or Group
3 facsimile) of individual portions of the content. It further enables the MTS to determine the message's deliverability to
particular users, and to identify opportunities for it to make the message deliverable by converting a portion of the
content from one EIT to another.

8.2 Probes

A second purpose of Message Transfer is to convey information objects called probes from one user up to but just short
of othernsers (ie tothe MTAS QPYViﬂg thase nsers) A probe describes a class nf‘mPQqagP and is nsed to determine the

deliverability of such messages.

A m¢ssage described by a probe is called a described message.

A prpbe comprises an envelope alone. This envelope contains much the same information as that for a message. Bepides
bearing the content type and encoded information types of a described message, the probe's envelope, bears the length of
its cgntent.

The [submission of a probe elicits from the MTS largely the same behaviour as would submission of any descfibed
mesgage, except that DL expansion and delivery are forgone in the case of the probe. In/particular, and apart froh the
conspquences of the suppression of DL expansion, the probe provokes the same réports as would any descfibed
mesdage. This fact gives probes their utility.

8.3 Reports

A third purpose of Message Transfer is to convey information objects cdlled reports to users. Generated by the M['S, a
repoft relates the outcome or progress of a message's or probe's transmitial to one or more potential recipients.

The message or probe that is the subject of a report is called its subject message or subject probe.

A report concerning a particular potential recipient is conveyed'to the originator of the subject message or probe upless
the fotential recipient is a member recipient. In the latter ase, the report is conveyed to the DL of which the menber
recipfient is a member. As a local matter (i.e., by policyZestablished for that particular DL), the report may be fujrther
conveyed to the DL's owner; either to the containing*DL (in the case of nesting) or to the originator of the subject
mesgage (otherwise); or both.

The putcomes that a single report may relateate’of the following kinds:

a) delivery report: Delivery, exports, or a affirmation of the subject message or probe, or DL expansion
b) non-delivery report: Non-Delivery or non-affirmation of the subject message or probe.

A report may comprise one or more delivery and/or non-delivery reports. A message or probe may provoke sejveral

deliviery and/or non-delivery(réports concerning a particular potential recipient. Each marks the passage of a different
trangmittal step or event.

9 Operational Model

This|clause provides an operational model of Message Handling. The concrete realization of the model is the subjgct of
othet MHS\Specifications.

The IMHS can convey an information object to individual users, DLs. or a mix of the two. Such conveyanke is
accomplished by a process called transmittal comprisings step and event. The process, its parts, and the roles that users
and DLs play in it are defined and described below.

9.1 Transmittal

The conveyance or attempted conveyance of a message or probe is called transmittal. Transmittal encompasses a
message's conveyance from its originator to its potential recipients, and a probe's conveyance from its originator to
MTAs able to affirm the described messages' deliverability to the probe's potential recipients. Transmittal also
encompasses the conveyance or attempted conveyance to the originator of any reports the message or probe may
provoke.

ITU-T Rec. X.402 (06/1999) 13
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A transmittal comprises a sequence of transmittal steps and events. A transmittal step (or step) is the conveyance of a
message, probe, or report from one functional object to another "adjacent”" to it. A transmittal event (or event) is
processing of a message, probe, or report within a functional object that may influence the functional object's selection
of the next transmittal step or event.

The information flow of transmittal is depicted in Figure 5. The figure shows the kinds of functional objects--direct
users, indirect users, UAs, MSs, MTAs, and AUs--that may be involved in a transmittal, the information objects--
messages, probes, and reports--that may be conveyed between them, and the names of the transmittal steps by means of
which those conveyances are accomplished.

The figure highlights the facts that a message or report may be retrieved repeatedly and that only the first conveyance of
a retrieved object from UA to user constitutes receipt.

Indirect user
(one of many)

-
— Y,

\ ~.
(// VS [ \> Oth icati
\\\M/P N 1 M/R’/ er communications
== Py network
AU
13
/ “
IMP EXP
M/P/R M/P/R

TRN (To anethe#MTA)

Dirgct Difect
user Indirect uber
1 SBM ${ RTR }__I_{_E_C____
N, vy S v
Direct (Multiple (First)
SBM DLV
MHE MHS M/P M/R
—— Standardized X.402_FO
—-t——  Non-standardized
M Message ORG Origination EXP Export
P| Probe SBM Submission DLV Delivery
R| Report IMP Import RTR Retrieval
TRN Transfer REC Receipt
Figure 5 — The information flow of transmittal
One fevent plays-a\distinguished role in transmittal. Splitting replicates a message or probe and divides responsibilify for

its ifpmediate™recipients among the resulting information objects. The potential recipients associated with a parti
instance ofla-message or probe are called the immediate recipients. An MTA stages a splitting if the next step or
requjred_in the conveyance of a message or probe to some immediate recipients differs from that required

conv

cular
bvent
n its

yance to others Fach of the step and event descriptions which follow assumes that the step or event is approgriate

for all immediate recipients, a situation that can be created, if necessary, by splitting.

9.2 Transmittal Roles

Users and DLs play a variety of roles in a message's or probe's transmittal. These roles are informally categorized as
"source" roles, "destination" roles, or statuses to which users or DLs can be elevated.

A user may play the following "source" role in the transmittal of a message or probe:

a)

originator: The user (but not DL) that is the ultimate source of a message or probe.

A user or DL may play any of the following "destination" roles in the transmittal of a message or probe:

14
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a) intended recipient: One of the users and DLs the originator specifies as a message's or probe's intended

destinations.

b) originator-specified alternate recipient: The user or DL (if any) to which the originator requests that a

message or probe be conveyed if it cannot be conveyed to a particular intended recipient.

c) member recipient: A user or DL to which a message (but not a probe) is conveyed as a result of DL

expansion.

d) recipient-assigned alternate recipient: The user or DL (if any) to which an intended, originator-specified

alternate, or member recipient may have elected to redirect messages.

A user or DL may attain any of the following statuses in the course of a message's or probe's transmittal:

9.3

The

seco
mess
usery

The
thoss
prob

a) potential recipient: Any user or DL to (i.e., toward) which a message or probe is conveyed at any point

or recipient-assigned alternate recipient.

b) actual recipient (or recipient): A potential recipient for which delivery or affirmation takes place’

Transmittal Steps

kinds of steps that may occur in a transmittal are listed in the first column of Table 5. ,Fop each listed king
nd column indicates whether such steps are standardized, the third column the kinds of information obj
ages, probes, and reports--that may be conveyed in such a step, the fourth column the kinds of functional objg
, UAs, MSs, MTAs, and AUs--that may participate in such a step as the object's source or destination.

table is divided into three sections. The steps in the first section apply to thé~"creation" of messages and pr
in the last to the "disposal" of messages and reports, and those in the middle section to the "relaying" of mess
bs, and reports.

Table 5 — Transmittal Steps

oo mmmm oo e el s oo mm e +
Information Functional
| | | | |
Stand- Objects Objects
J J
| | ard- N e mm e +
| Transmittal Step | ized?.\M M P R | user UA MS MTA AU |
R e s & i T e +
| origination | No | = x - | D - - - |
| submission | ¥es | x x - | - S sbbD - |
mmm e m oo N e Hmmmmmmmm oo e +
import No X X X - - - D
i)

| transfer | Yes | x x x | - - - sb - |
| export | No | x x x | - - - s D |
R R TR O BT dommmm- - T R e e +
| delivery | Yes | = - =x | - D D s - |
| retriéval | Yes | = - =x | - D s - - |
| recéipt | No | x - x| s - - - |
e >\ LR R e R R it +

+- Legend ------------=--—--—-——-——————~——-~—~- +

| M message S source x permitted |

| P probe D destination |

| R report |

R e et e T +

durlng fhic _course of transmittal. Necessarlly an 1nfended, onglnator-specmed alternafe, meihber,
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cts--
cts--

bbes,
hoes,

The kinds of transmittal steps, summarized in the table, are individually defined and described in the subclauses below.

9.3.1

Origination

In an origination step, either a direct user conveys a message or probe to its UA, or an indirect user conveys a message
or probe to the communication system that serves it. This step gives birth to the message or probe and is the first step in
its transmittal.

The user above constitutes the message's or probe's originator. In this step, the originator identifies the message's or
probe's intended recipients. Additionally, for each intended recipient, the originator may (but need not) identify an
originator-specified alternate recipient.
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9.3.2

Submission

In a submission step, a message or probe is conveyed to an MTA and thus entrusted to the MTS. Two kinds of
submission are distinguished:

a) indirect submission: A transmittal step in which the originator's UA conveys a message or probe to its

MS and in which the MS effects direct submission. Such a step follows origination.

This step may be taken only if the user is equipped with an MS.

b) direct submission: A transmittal step in which the originator's UA or MS conveys a message or probe to

an MTA. Such a step follows origination or occurs as part of indirect submission.

This step may be taken whether or not the user is equipped with an MS.

Indirectand direct submission are functionally Pr}ni‘ alent except that additional Papnhi]i‘ripc mav be available wit

the
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er. Indirect submission may differ from direct submission in other respects (e.g., the number of open systeims
h that embodying a UA must interact) and for that reason be preferable to direct submission.

[UA or MS involved in direct submission is called the submission agent. A submission agent is made known {
by a process of registration, as a result of which the submission agent and MTS keep one anothér inform
names, their locations, and any other characteristics required for their interaction.

Import

import step, an AU conveys a message, probe, or report to an MTA. This step injeets into the MTS an inform
t born in another communication system, and follows its conveyance by that system:

OTE - The concept of importing is a generic one. How this step is effected varies, of ¢outse, from one type of AU to anotl

Transfer

transfer step, one MTA conveys a message, probe, or report to another> This step transports an information ¢
physical and sometimes organizational distances and follows direét/submission, import, or (a prior) transfer.

step may be taken, of course, only if the MTS comprises sevéralbMTAs.

following kinds of transfer are distinguished, on the basis.of'the number of MDs involved:
a) internal transfer: A transfer involving MTAs-within a single MD.

b) external transfer: A transfer involving MTAs in different MDs.

Export

export step, an MTA conveys a message; probe, or report to an AU. This step ejects from the MTS an inform|
t bound for another communication system. It follows direct submission, import, or transfer.

art of this step, the MTA may génerate a delivery report. Depending on the requirements for the type of acces
ed in the relevant Message.Handling specifications, a positive delivery report indicates either succq
btance of the message (or probe) by the access unit, or that the access unit has successfully performed fi
eyance of the message{orprobe).

OTE — The concept of exporting is a generic one. How this step is effected varies, of course, from one type of AU to anoth

Delivery.

delivery sfepy an MTA conveys a message or report to an MS or UA. The MS and UA are those of a pots
ient of the message, or the originator of the report's subject message or probe. This step entrusts the inform
t toa\répresentative of the user and follows direct submission, import, or transfer. It also elevates the us
iomto the status of an actual recipient.

with
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As part of this step, in the case of a message, the MTA may generate a delivery report.

The MS or UA involved is called the delivery agent. A delivery agent is made known to the MTS by a process of
registration, as a result of which the delivery agent and MTS keep one another informed of their names, their locations,
and any other characteristics required for their interaction.

9.3.7 Retrieval

In a retrieval step, a user's MS conveys a message or report to its UA. The user in question is an actual recipient of the
message or the originator of the subject message or probe. This step non-destructively retrieves the information object
from storage. This step follows delivery or (a prior) retrieval.

This
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9.3.8 Receipt

In a receipt step, either a UA conveys a message or report to its direct user, or the communication system that serves an
indirect user conveys such an information object to that user. In either case, this step conveys the object to its ultimate
destination.

In the case of a direct user, this step follows the object's delivery or first retrieval (only). In the case of an indirect user,
it follows the information object's conveyance by the communication system serving the user. In either case, the user is
a potential recipient (and, in the case of a direct user, an actual recipient) of the message in question, or the originator of
the subject message or probe.

9.4 Transmittal Events

The kinds of events that may occur 1n a transmittal are listed in the first column of Table 6. For each listed kind, the
secod column indicates the kinds of information objects — messages, probes, and reports — for which such events| may
be staged, the third column the kinds of functional objects — users, UAs, MSs, MTAs, and AUs — that may\stage|such
evenys.

All the events occur within the MTS.

Table 6 — Transmittal Events

e R e i T L S S +
| | Information | Functional |
| | Objects | Objeats |
| Fommmmmm oo i +
| Transmittal Event | M P R | user, UAJMS MTA AU |
T e e e +
| splitting | = x - | 7 - - x - |
| joining | x  x | = - - x - |
| name resolution | x  x =, N - - x - |
| DL expansion | x - [ - - - x - |
| redirection | x x @& | - - - x - |
| conversion | x  xxN=- ] - - - x - |
| non-delivery | x & | - - - x - |
| non-affirmation | -&x - | - - - x - |
| affirmation | </ x | - - - x - |
| routing Ox x x| - - - x - |
e T S I e R i T +

*N\MLegend --------------- +

[/ M message x permitted |

| P probe |

| R report |

et +

The [kinds of transmittal‘events, summarized in the table, are individually defined and described in the subcljuses
below.

94.1 Splitting

In a pplitting-event, an MTA replicates a message or probe, dividing responsibility for its immediate recipients among
the resulting~information objects. This event effectively allows an MTA to independently convey an object to vafious
potential recipients.

An MTA stages a splitting when the next step or event required in the conveyance of a message or probe to some
immediate recipients differs from that required in its conveyance to others.

9.4.2 Joining

In a joining event, an MTA combines several instances of the same message or probe, or two or more delivery and/or
non-delivery reports for the same subject message or probe.

An MTA may, but need not stage a joining when it determines that the same events and next step are required to convey
several highly related information objects to their destinations.
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94.3 Name Resolution

In a name resolution event, an MTA adds the corresponding OR-address to the OR-name that identifies one of a
message's or probe's immediate recipients.

9.4.4 DL Expansion

In a DL expansion event, an MTA replaces an immediate recipient which denotes a DL by the members of that DL,
which are thereby made member recipients. DL expansion events occur only for messages, not for probes.

A particular DL is always subjected to DL expansion at a pre-established location within the MTS. This location is
called the DL's expansion point and is identified by an OR-address.

As part of this event, the MTA may generate a delivery report.

DL ¢xpansion is subject to submit permission. In the case of a nested DL, that permission must have been granted to
the IDL of which the nested DL is a member. Otherwise, it must have been granted to the originator.

9.4.5 Redirection

In a|redirection event, an MTA replaces a user or DL among a message's or probe's immediate)recipients with an
origihator-specified or recipient-assigned alternate recipient.

9.4.6 Conversion

In a ponversion event, an MTA transforms parts of a message's content from one EIT tonanother, or alters a probe|so it
appeprs that the described messages were so modified. This event increases the likelihood that an information object
can be delivered or affirmed by tailoring it to its immediate recipients.

The following kinds of conversion are distinguished, on the basis of how the EFT of the information to be converte¢l and
the BIT to result from the conversion are selected:

a) explicit conversion: A conversion in which the originatoréselects both the initial and final EITs.

b) implicit conversion: A conversion in which the MTAselects the final EITs based upon the initial [EITs
and the capabilities of the UA.

9.4.7 Non-delivery

In a|non-delivery event, an MTA determines that thé, MTS cannot deliver a message to its immediate recipienfs, or
cannpt deliver a report to the originator of its subjectmessage or probe. This event halts the conveyance of an obje¢t the
MTSY deems unconveyable.

As phprt of this event, in the case of a messageythe MTA generates a non-delivery report.

An MTA stages a non-delivery, e.g.,‘when it determines that the immediate recipients are improperly specified| that
they|do not accept delivery of messages like that at hand, or that the message has not been delivered to them within
pre-gpecified time limits.

9.4.8 Non-affirmation

In a|non-affirmation ,eyént, an MTA determines that the MTS could not deliver a described message to a prpbe's
immediate recipientsy This event partially or fully determines the answer to the question posed by a probe.

As pprt of this event, the MTA generates a non-delivery report.

An MTA stages a non-affirmation, e.g., when it determines that the immediate recipients are improperly specified or
would not.accept delivery of a described message.

9.4. Affirmation

In an affirmation event, an MTA determines that the MTS could deliver any described message to a probe's immediate
recipients. This event partially or fully determines the answer to the question posed by a probe, and elevates the
immediate recipients to the status of actual recipients.

As part of this event, the MTA may generate a delivery report.

An MTA stages an affirmation once it determines that the immediate recipients are properly specified and, if the
immediate recipients are users (but not DLs), would accept delivery of any described message. If the immediate
recipients are DLs, an MTA stages an affirmation if the DL exists and the originator has the relevant submit permission.
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9.4.10 Routing

In a routing event, an MTA selects the "adjacent"” MTA to which it will transfer a message, probe, or report. This event
incrementally determines an information object's route through the MTS and (obviously) may be taken only if the MTS
comprises several MTAs.

The following kinds of routing are distinguished, on the basis of the kind of transfer for which they prepare:
a) internal routing: A routing preparatory to an internal transfer (i.e., a transfer within an MD).

b) external routing: A routing preparatory to an external transfer (i.e., a transfer between MDs).

An MTA stages a routing when it determines that it can stage no other event, and take no step, regarding an object.

10 Security Model

This| clause provides an abstract security model for Message Transfer. The concrete realization of the amoedel if the
subj¢ct of other MHS Specifications. The security model provides a framework for describing the security services that
cournfter potential threats (see annex D) to the MTS and the security elements that support those services.

The pecurity features are an optional extension to the MHS that can be used to minimise the riskiof exposure of dssets
and [resources to violations of a security policy (threats). Their aim is to provide features~independently of the
communications services provided by other lower or higher entities. Threats may be couritered by the use of physical
secufity, computer security (COMPUSEC), or security services provided by the MHSYPepending on the percgived
thredts, certain of the MHS security services will be selected in combination with appropriate physical security and
COMPUSEC measures. The security services supported by the MHS are described-below. The naming and structpring
of the services are based on ISO 7498-2.
NOTE - Despite these security features, certain attacks may be mounted against communication between a user and the MHS or
bainst user-to-user communication (e.g., in the case of users accessing the MHS through an access unit, or in the case of|users

a
r¢motely accessing their UAs). To counter these attacks requires extension§ tovthe present security model and services whi¢h are
for future standardisation.

In mhny cases, the broad classes of threats are covered by several of the services listed.

The pecurity services are supported through use of service eléments of the Message Transfer Service message envellope.
The |envelope contains security relevant arguments as-described in ITU-T Rec. X.411 | ISO/IEC 10021-4.| The
desctiption of the security services takes the following,general form. In 10.2 the services are listed, with, in each case, a
defirfition of the service and an indication of how itimay be provided using the security elements in ITU-T Rec. X§411 |
ISOJIEC 10021-4. In 10.3 the security elements are-individually described, with, in each case, a definition of the sefvice
element and references to its constituent arguments in ITU-T Rec. X.411 | ISO/IEC 10021-4.

Manl of the techniques employed rely 'en encryption mechanisms. The security services in the MHS alloy for
flexipility in the choice of algorithmsi\However, in some cases only the use of asymmetric encryption has been [fully
defirjed in this Specification. A future'version or addenda to this Specification may allow use of alternative mecharjisms
basefl on symmetric encipherment.
NOTE - The use of the tefms "security service" and "security element" in this clause are not to be confused with the ferms

"service" and "element of-service" as used in ITU-T Rec. X.400 | ISO/IEC 10021-1. The former terms are used in the pfesent
clause to maintain con§istency with ISO 7498-2.

10.1 Security-Policies

Security services in the MHS must be capable of supporting a wide range of security policies which extend beyonld the
conflnesofithe MHS itself. The services selected and the threats addressed will depend on the individual applicption
and levels of trust in parts of the system.

A security policy defines how the risk to and exposure of assets can be reduced to an acceptable level.

In addition, operation between different domains, each with their own security policy, will be required. As each domain
will be subject to its own overall security policy, covering more than just the MHS, a bilateral agreement on
interworking between two domains will be required. This must be defined so as not to conflict with the security policies
for either domain and effectively becomes part of the overall security policy for each domain.

10.2 Security Services

This clause defines the Message Transfer security services. The naming and structuring of the services are based on
ISO 7498-2.
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Message Transfer security services fall into several broad classes. These classes and the services in each are listed in
Table 7. An asterisk (*) under the heading of the form X/Y indicates that the service can be provided from a functional

object of type X to one of type Y.

Table 7 — Message Transfer Security Services

SERVICE
- ORIGIN AUTHENTICATION -----

Message Origin Authentication

Probe Origin Authentication

T . N .
ny;—r\:ﬁnh PO Ei-on-
Proof of Submission

Proof of Delivery

|

|

+

|

|

|

I

|

|

+

| Peer Entity Authentication

| Security Context

+- DATA CONFIDENTIALITY ------
| Connection Confidentiality

| Content Confidentiality

| Message Flow Confidentiality
+- DATA INTEGRITY SERVICES ---
| Connection Integrity

| Content Integrity

| Message Sequence Integrity
+- NON-REPUDIATION -----------
| Non-repudiation of Origin

|
|
¥
|
¥
|
|
|

Non-repudiation of Delivery
Message Security Labelling
Change Credentials

Register
MS-Register

Thraughout the security service definitidns)'that follow, reference is made to Figure 6, which reiterates the

- SECURE ACCESS MANAGEMENT ----+

- MESSAGE SECURITY LABELLING --+

- SECURITY MANAGEMENT SERVICES +

Non-repudiation of Submission |

Note - Thiswservice is provided
by the recipienti's MS to the originator's UA.

% %

*

*
* *
* *
* *
* *

functional model in simplified form. The' numeric labels are referenced in the text.

MTS-
user

MTS-
user

MTA

MTA

4
MTA

X.402_F06

MHS

Figure 6 — Simplified MHS Functional Model

10.2.1  Origin Authentication Security Services

These security services provide for the authentication of the identity of communicating peer entities and sources of data.

10.2.1.1 Data Origin Authentication Security Services

These security services provide corroboration of the origin of a message, probe, or report to all concerned entities
(i.e., MTAs or recipient MTS-users). These security services cannot protect against duplication of messages, probes,

or reports.
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10.2.1.1.1 Message Origin Authentication Security Service
The Message Origin Authentication Service enables the corroboration of the source of a message.

This security service can be provided using either the Message Origin Authentication or the Message Argument
Integrity security element. The former can be used to provide the security service to any of the parties concerned
(1-5 inclusive in Figure 6), whereas the latter can only be used to provide the security service to MTS-users (1 or 5 in
Figure 6). The security element chosen depends on the prevailing security policy.

10.2.1.1.2 Probe Origin Authentication Security Service
The Probe Origin Authentication security service enables the corroboration of the source of a probe.

This security service can be provided by using the Probe Origin Authentication security element. This security element
can pe used to provide the security service to any of the MTAs through which the probe 1s transierred (2-4 nclpsive
in Figure 6).

10.2{1.1.3 Report Origin Authentication Security Service
The Report Origin Authentication security service enables the corroboration of the source of a report,

This|security service can be provided by using the Report Origin Authentication security element:This security elemnent
can be used to provide the security service to the originator of the subject message or probe,sas well as to any MTA
throygh which the report is transferred (1-5 inclusive in Figure 6).

10.2{1.2 Proof of Submission Security Service

This|security service enables the originator of a message to obtain corroboratign‘that it has been received by the MTS
for delivery to the originally specified recipient(s).

This|security service can be provided by using the Proof of Submission seCurity element.

10.2{1.3 Proof of Delivery Security Service

This|security service enables the originator of a message to obtain ‘corroboration that it has been delivered by the MTS
to ity intended recipient(s).

This|security service can be provided by using the Proof of\Delivery security element.

10.2)2  Secure Access Management Security Seryice

The [Secure Access Management security serviee is concerned with providing protection for resources against |their
unauthorised use. It can be divided into twoe-components, namely the Peer Entity Authentication and the Sedurity
Conflext security services.

10.2{2.1 Peer Entity Authentication Security Service

This|security service is provided.for use at the establishment of a connection to confirm the identity of the connefting
entity. It may be used on thellinks 1-2, 2-3, 3-4, or 4-5 in Figure 6 and provides confidence, at the time of usage pnly,
that §n entity is not attempting a masquerade or an unauthorised replay of a previous connection.

This| security service\is supported by the Authentication Exchange security element. Note that use of this sedurity
element may yield<other data as a result of its operation that in certain circumstances can be used to suppprt a
Confection Confidentiality and/or a Connection Integrity security service.

10.2{2.2 ,Seecurity Context Security Service

This|secnrity service is used to limit the scope of passage of messages between entities by reference to the Sequrity
Labels associated with messages. This security service 1s therefore closely related to the Message Security Labelling
security service, which provides for the association of messages and Security Labels.

The Security Context security service is supported by the Security Context and the Register security elements.
10.2.3  Data Confidentiality Security Services

These security services provide for the protection of data against unauthorised disclosure.

10.2.3.1 Connection Confidentiality Security Service

The MHS does not provide a Connection Confidentiality security service. However, data for the invocation of such a
security service in underlying layers may be provided as a result of using the Authentication Exchange security element
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to provide the Peer Entity Authentication security service. The security service may be required on any of links 1-2, 2-3,
3-4, or 4-5 in Figure 6.

10.2.3.2 Content Confidentiality Security Service

The Content Confidentiality security service provides assurance that the content of a message is only known to the
sender and recipient of a message.

It may be provided using a combination of the Content Confidentiality and the Message Argument Confidentiality
security elements. The Message Argument Confidentiality security element can be used to transfer a secret key which is
used with the Content Confidentiality security element to encipher the message content. Using these security elements
the service is provided from MTS-user 1 to MTS-user 5 in Figure 6, with the message content being unintelligible
to MTAs.

10.2{3.3 Message Flow Confidentiality Security Service

This|security service provides for the protection of information which might be derived from observation)of message
flow| Only a limited form of this security service is provided by the MHS.

The Pouble Enveloping Technique enables a complete message to become the content of another message. This ¢ould
be uged to hide addressing information from certain parts of the MTS. Used in conjunction with-fraffic padding (which
is bdyond the current scope of this Specification) this could be used to provide message flow-confidentiality. Qther
elements of this service, such as routing control or pseudonyms, are also beyond the scope ¢f this Specification.

10.244 Data Integrity Security Services

Thede security services are provided to counter active threats to the MHS.

10.24.1 Connection Integrity Security Service

The MHS does not provide a Connection Integrity security service. However, data for the invocation of such a sedurity
service in underlying layers may be provided by using the Authentication Exchange security element to providg the
Peer|Entity Authentication security service. The security service may be required on any of links 1-2, 2-3, 3-4, o 4-5
in Figure 6.

10.2{4.2 Content Integrity Security Service

This|security service provides for the integrity of the contents of a single message. This takes the form of enabling the
detegmination of whether the message content has been modified. This security service does not enable the detectipn of
mesdage replay, which is provided by the Message Sequence Integrity security service.

This|security service can be provided in two different ways using two different combinations of security elements.

The [Content Integrity security element together with the Message Argument Integrity security element and, in fome
case$, the Message Argument Confidentiality security element can be used to provide the security service to a megsage
recigient, i.e., for communication from MTS-user 1 to MTS-user 5 in Figure 6. The Content Integrity security element
is used to compute a Content-Intégrity Check as a function of the entire message content. Depending on the m¢thod
used|to compute the Content-Integrity Check, a secret key may be required, which may be confidentially sent tp the
mesdage recipient using.thé Message Argument Confidentiality security element. The Content Integrity Chegk is
protdcted against chang¢ using the Message Argument Integrity security element. The integrity of any confid¢ntial
mesdage argument$\is-provided using the Message Argument Confidentiality security element.

The Message Origin Authentication security element can also be used to provide this security service.

10.2}4.3<Message Sequence Integrity Security Service

This Qpr‘nrify service protects the originator and rPr‘ipiPnf ofa sequence n'FmPQQﬂgPQ against rp_nrdpring of the sequénce.
S (<

In doing so it protects against replay of messages.

This security service may be provided using a combination of the Message Sequence Integrity and the Message
Argument Integrity security elements. The former provides a sequence number to each message, which may be
protected against change by use of the latter. Simultaneous confidentiality and integrity of the Message Sequence
Number may be provided by use of the Message Argument Confidentiality security element.

These security elements provide the service for communication from MTS-user 1 to MTS-user 5 in Figure 6, and not to
the intermediate MTAs.
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10.2.5 Non-Repudiation Security Services

These security services provide irrevocable proof to a third party after the message has been submitted, sent, or
delivered, that the submission, sending, or receipt did occur as claimed. Note that for this to function correctly, the
security policy must explicitly cover the management of asymmetric keys for the purpose of non-repudiation services if
asymmetric algorithms are being used.

10.2.5.1 Non-repudiation of Origin Security Service

This security service provides the recipient(s) of a message with irrevocable proof of the origin of the message, its
content, and its associated Message Security Label.

This security service can be provided in two different ways using two different combinations of security elements. Note
that its provision is very similar to the provision of the (weaker) Content Integrity security service

The [Content Integrity security element together with the Message Argument Integrity security element and;~in/fome
cases, the Message Argument Confidentiality security element can be used to provide the service to a message recipient,
i.e., for communication from MTS-user 1 to MTS-user 5 in Figure 6. The Content Integrity security element is uspd to
compute a Content Integrity Check as a function of the entire message content. Depending on the méthod usg¢d to
compute the Content Integrity Check, a secret key may be required, which may be confidentially‘sent to the megsage
recigjient using the Message Argument Confidentiality security element. The Content Integrity(€heéck and, if required,
the Message Security Label are protected against change and/or repudiation using the Message Argument Intdgrity
secufity element. Any confidential message arguments are protected against change and/or repudiation using the
Message Argument Confidentiality security element.

If th¢ Content Confidentiality security service is not required, the Message OriginAAuthentication security element| may
also pe used as a basis for this security service. In this case the security service.may be provided to all elements af the
MHS, i.e., for all of 1-5 in Figure 6.

10.2{5.2 Non-Repudiation of Submission Security Service

This|security service provides the originator of the message with irt€évocable proof that the message was submittpd to
the NITS for delivery to the originally specified recipient(s).

This|security service is provided using the Proof of Submission'security element in much the same way as that sedurity
elemient is used to support the (weaker) Proof of Submissionisecurity service.

10.2{5.3 Non-Repudiation of Delivery Security Service

This|security service provides the originator of.the message with irrevocable proof that the message was delivered o its
origipally specified recipient(s).

This|security service is provided using the-Proof of Delivery security element in much the same way as that sedurity
element is used to support the (weaker) Proof of Delivery security service.

10.2{6 Message Security Labelling Security Service

This|security service allows-Security Labels to be associated with all entities in the MHS, i.e., MTAs and MTS-use}s. In
conjpinction with the Seeurity Context security service it enables the implementation of security policies defining which
partd of the MHS may handle messages with specified associated Security Labels.

This|security service is provided by the Message Security Label security element. The integrity and confidentiality of
the label are provided by the Message Argument Integrity and the Message Argument Confidentiality security elenjents.

10.2{7 Security Management Services

A nymber of security management services are needed by the MHS. The only management services provided within
ITU-T Rec. X.411 | ISO/IEC 10021-4 are concerned with changing credentials and registering MTS-user security
labels.

10.2.7.1 Change Credentials Security Service

This security service enables one entity in the MHS to change the credentials concerning it held by another entity in the
MHS. It may be provided using the Change Credentials security element.

10.2.7.2 Register Security Service

This security service enables the establishment at an MTA of the Security Labels which are permissible for one
particular MTS-user. It may be provided using the Register security element.
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10.2.7.3 MS-Register Security Service

This security service enables the establishment of the security label which are permissible for the MS-user.

10.3 Security Elements

The following subclauses describe the security elements available in the protocols described within ITU-T Rec. X.411 |
ISO/IEC 10021-4 to support the security services in the MHS. These security elements relate directly to arguments in
various services described in ITU-T Rec. X.411 | ISO/IEC 10021-4. The objective of this clause is to separate out each
element of the ITU-T Rec. X.411 | ISO/IEC 10021-4 service definitions that relate to security, and to define the function
of each of these identified security elements.

10.3.1  Authentication Security Elements

Thesde security elements are defined in order to support authentication and integrity security services.

10.3{1.1 Authentication Exchange Security Element

The |Authentication Exchange security element is designed to authenticate, possibly mutually, the identity ¢f an
MTY user to an MTA, an MTA to an MTA, an MTA to an MTS-user, an MS to a UA, or a UA tg-anMS. It is bas¢d on
the ¢xchange or use of secret data, either passwords, asymmetrically encrypted tokens, or symmetrically encrypted
tokeps. The result of the exchange is corroboration of the identity of the other party, and, optionally, the transfer of
confldential data which may be used in providing the Connection Confidentiality and/er’the Connection Intdgrity
secufity service in underlying layers. Such an authentication is only valid for the \instant that it is made angl the
contjnuing validity of the authenticated identity depends on whether the exchange. of confidential data, or some pther
mechanism, is used to establish a secure communication path. The establishment and use of a secure communicption
pathl|is outside the scope of this Specification.

This|security element uses the Initiator Credentials argument and the Responder Credentials result of the MTS-pind,
MS-pind, and MTA-bind services. The transferred credentials are eithef passwords or tokens.

Whete passwords are used for authentication, these may be eithercsimple passwords or protected passwords. The use of
protgcted passwords for authentication between UA and MS is described in detail in Annex H.

NOTE — Although Annex H describes authentication between*JA" and MS, apart from the protected mechanism to change the
ppssword it applies equally to authentication between UA and MTA.

10.3{1.2 Data Origin Authentication Security Elements

These security elements are specifically designed to support data origin authentication services, although they may also
be uged to support certain data integrity services;

10.3{1.2.1 Message Origin Authentication Security Element

The Message Origin Authentication-security element enables anyone who receives or transfers message to authenficate
the {dentity of the MTS-user that-originated the message. This may mean the provision of the Message (rigin
AutHentication or the Non-repudiation of Origin security service.

The pecurity element inyolves transmitting, as part of the message, a Message Origin Authentication Check, computed
as alfunction of the message content, the message Content Identifier, and the Message Security Label. If the Coptent
Conflidentiality secupity service is also required, the Message Origin Authentication Check is computed as a functipn of
the gnciphered rather than the unenciphered message content. By operating on the message content as conveyed ih the
overfll message, (i.e., after the optional Content Confidentiality security element), any MHS entity can check the oyerall
mesdage integrity without the need to see the plaintext message content. However, if the Content Confidentjality
secufity”service is used, the Message Origin Authentication security element cannot be used to provide the Non-
repugliation of Origin security service.

The security element uses the Message Origin Authentication Check, which is one of the arguments of the Message
Submission, Message Transfer, and Message Delivery services.

10.3.1.2.2 Probe Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Probe Origin Authentication security element
enables any MTA to authenticate the identity of the MTS-user which originated a probe.

This security element uses the Probe Origin Authentication Check, which is one of the arguments of the Probe
Submission service.
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10.3.1.2.3 Report Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Report Origin Authentication security element
enables any MTA or MTS-user who receives a report to authenticate the identity of the MTA which originated the
report.

This security element uses the Report Origin Authentication Check, which is one of the arguments of the Report
Delivery service.

10.3.1.3 Proof of Submission Security Element

This security element provides the originator of a message with the means to establish that a message was accepted by
the MHS for transmission.

subnpission time, and the Proof of Submission, returned to the MTS-user as part of the Message Submission results| The
Prooff of Submission is generated by the MTS, and is computed as a function of all the arguments of the _subnjitted
mesdage, the Message Submission Identifier, and the Message Submission Time.

The security element 1S made up of two arguments: a request for Froor oI Submission, sent with a IIlCSSE:Ie at

The Proof of Submission argument can be used to support the Proof of Submission security service, Depending op the
secufity policy in force, it may also be able to support the (stronger) Non-repudiation of Submissiémysécurity servicg.

The Proof of Submission Request is an argument of the Message Submission service. The Proof*of Submission is ope of
the results of the Message Submission service.

10.3{1.4 Proof of Delivery Security Element

This|security element provides the originator of a message with the means to establish that a message was deliverpd to
the destination by the MHS.

The [security element is made up of a number of arguments. The messdge originator includes a Proof of Delfvery
Reqyest with the submitted message, and this request is delivered to_each recipient with the message. A recipient| may
then [compute the Proof of Delivery as a function of a number of arguments associated with the message. The proof of
deliVlery is returned by the MTS to the message originator, as part of a report on the results of the original Megsage
Subthission.

The Proof of Delivery can be used to support the Proof of-Delivery security service. Depending on the security policy in
forcq, it may also be able to support the (stronger) Nonsrépudiation of Delivery security service.

The [Proof of Delivery Request is an argument ofithe Message Submission, Message Transfer, and Message Deﬂvery
services. The Proof of Delivery is both one of the results of the Message Delivery service and one of the argumerts of
the Report Transfer and Report Delivery serviees.

NOTE — Non-receipt of a Proof of Delivery does not imply non-delivery.

10.32  Secure Access Managenrent Security Elements

These security elements are defined in order to support the Secure Access Management security service and the sequrity
manggement services.

10.3{2.1 Security Contéxt Security Element

Whep an MTS-useréor an MTA binds to an MTA or MTS-user, the bind operation specifies the security context df the
connlection. This\limits the scope of passage of messages by reference to the labels associated with messages. Secopdly,
the Security<«Context of the connection may be temporarily altered for submitted or delivered messages.

The [Security Context itself consists of one or more Security Labels defining the sensitivity of interactions that|may
occuf inline with the security policy in force.

Security Context is an argument of the MTS-bind and MTA-bind services.
10.3.2.2 Register Security Element
The Register security element allows the establishment at an MTA of an MTS-user's permissible security labels.

This security element is provided by the Register service. The Register service enables an MTS-user to change
arguments, held by the MTS, relating to delivery of messages to that MTS-user.

10.3.2.3 MS-Register Security Element

The MS-Register security element allows the establishment of the MS-user's permissible security labels.
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This security element is provided by the MS-Register service. The MS-Register service enables an MS-user to change
arguments held by the MS relating to the retrieval of messages to that MS-user.

10.3.3 Data Confidentiality Security Elements

These security elements, based on the use of encipherment, are all concerned with the provision of confidentiality of
data passed from one MHS entity to another.

10.3.3.1 Content Confidentiality Security Element

The Content Confidentiality security element provides assurance that the content of the message is protected from
eavesdropping during transmission by use of an encipherment security element. The security element operates such that
only the recipient and sender of the message know the plaintext message content.

The ppecification of the encipherment algorithm, the key used, and any other initialising data are conveyed using the
Messgage Argument Confidentiality and the Message Argument Integrity security elements. The algorithm and\kely are
thenJused to encipher or decipher the message contents.

The |Content Confidentiality security element uses the Content Confidentiality Algorithm Identifier,” which {s an
argument of the Message Submission, Message Transfer, and Message Delivery services.

10.3{3.2 Message Argument Confidentiality Security Element

The Message Argument Confidentiality security element provides for the confidentiality,intégrity, and, if required, the
irrevpcability of recipient data associated with a message. Specifically, this data will comprise any cryptographic|keys
and felated data that is necessary for the confidentiality and integrity security elements to function properly, if fhese
optignal security elements are invoked.

The [security element operates by means of the Message Token. The data,to'be protected by the Message Argument
Confidentiality security element constitutes the Encrypted Data within thesMessage Token. The Encrypted Data within
the Nessage Token is unintelligible to all MTAs.

The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery services

10.3}4 Data Integrity Security Elements

Thede security elements are provided to support the provision of data integrity, data authentication, and non-repudiation
services.

10.3/4.1 Content Integrity Security Element

The [Content Integrity security element provides protection for the content of a message against modification dfiring
trangmission.

This|security element operates by use 0f one or more cryptographic algorithms. The specification of the algorithin(s),
the lkey(s) used, and any other initialising data are conveyed using the Message Argument Confidentiality angl the
Messgage Argument Integrity security elements. The result of the application of the algorithms and key is the Coptent
Integrity Check, which is sent in the message envelope. The security element is only available to the recipient(s) df the
mesgage as it operates on tlieplaintext message contents.

If th¢ Content Integrity JCheck is protected using the Message Argument Integrity security element then, dependigg on
the grevailing security policy, it may be used to help provide the Non-repudiation of Origin security service.

The [Content Integrity Check is an argument of the Message Submission, Message Transfer, and Message Deljvery
services.

10.3{4.2) Message Argument Integrity Security Element

The Message Argument Integrity security element provides for the integrity, and, if required, the irrevocability of
certain arguments associated with a message. Specifically, these arguments may comprise any selection of the Content
Confidentiality Algorithm Identifier, the Content Integrity Check, the Message Security Label, the Proof of Delivery
Request, and the Message Sequence Number.

The security element operates by means of the Message Token. The data to be protected by the Message Argument
Integrity security element constitutes the signed-data within the Message Token.

The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery services.
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10.3.4.3 Message Sequence Integrity Security Element

The Message Sequence Integrity security element provides protection for the sender and recipient of a message against
receipt of messages in the wrong order, or duplicated messages.

A Message Sequence Number is associated with an individual message. This number identifies the position of a
message in a sequence from one originator to one recipient. Therefore each originator-recipient pair requiring to use this
security element will have to maintain a distinct sequence of message numbers. This security element does not provide
for initialisation or synchronisation of Message Sequence Numbers.

10.3.5 Non-repudiation Security Elements

There are no specific Non-repudiation security elements defined in ITU-T Rec. X.411 | ISO/IEC 10021-4. The
non-repudiation services may be provided using a combination of other security elements

10.3{6  Security Label Security Elements

Thede security elements exist to support security labelling in the MHS.

10.3{6.1 Message Security Label Security Element

Messgages may be labelled with data as specified in the prevailing security policy. The Me§sage Security Label is
available for use by intermediate MTAs as part of the overall security policy of the system.

A Message Security Label may be sent as a message argument, and may be protecfed by the Message Argument
Integrity or the Message Origin Authentication security element, in the same manner@s,other message arguments.

Altefnatively, if both confidentiality and integrity are required, the Message Security Label may be protected using the
Messgage Argument Confidentiality security element. In this case the Message Security Label so protected |s an
originator-recipient argument, and may differ from the Message Security Ldbel in the message envelope.

10.3{7  Security Management Security Elements

10.3{7.1 Change Credentials Security Element
The {Change Credentials security element allows the credentials of an MTS-user or an MTA to be updated.

The pecurity element is provided by the MTS Change Credentials service.

10.3{8 Double Enveloping Technique

Addftional protection may be provided to a eomplete message, including the envelope parameters, by the ability to
specfy that the content of a message is itself'a*complete message, i.e., a Double Enveloping Technique is available

This|technique is available though the use of the Content Type argument which makes it possible to specify thdt the
contgnt of a message is an Inner Envelope. This Content Type means that the content is itself a message (envelopg and
contgnt). When delivered to the recipient named on the outer envelope, the outer envelope is removed and the contgnt is
deciphered, if needed, resulting i"an Inner Envelope and its content. The information contained in the Inner Env¢lope
is uspd to transfer the contentief the Inner Envelope to the recipients named on the Inner Envelope.

The {Content Type is an.argument of the Message Submission, Message Transfer, and Message Delivery services.

10.3]9 Encoding‘for Encryption and Hashing

Eacll MTS parameter being passed to encryption or hashing algorithms shall be encoded using ASN.1 encoding frules
specified forthe purpose of that encryption or hashing.

NOTE 1 — It cannot be assumed that the encoding of MTS parameters used in the Submission, Transfer or Delivery steps will use
the Pnr‘nﬂing rules QpPPiﬁP{‘] in the a]gnriﬂ'\‘m identifier

NOTE 2 — In the case of the content, it is only the encoding of the content octets into the Octet String to which the encoding rules
specified in the algorithm identifier should be applied, not the encoding of the content protocol (which remains unaltered).

SECTION 3 — CONFIGURATIONS

11 Overview

This section specifies how one can configure the MHS to satisfy any of a variety of functional, physical, and
organizational requirements.
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section covers the following topics:
a) Functional configurations;
b) Physical configurations;
¢) Organizational configurations;
d) The Global MHS.

Functional Configurations

This clause specifies the possible functional configurations of the MHS. The variety of such configurations results from
the presence or absence of the Directory, and from whether a direct user employs an MS.
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Regarding the Directory

respect to the Directory, the MHS can be configured for a particular user, or a collection of users((e,g-, see 1

OTE — A partially, rather than fully interconnected Directory may exist for an interim period, during which the (g
irectory made possible by Recommendations | International Standards for Directories is under construction.
Regarding the Message Store

respect to the MS, the MHS can be configured for a particular direct user in‘either of two ways: with or withoj
A user without access to an MS lacks the capabilities of Message Storage:"A user in such circumstances def
his UA for the storage of information objects, a capability that is a local matter.

two functional configurations identified above are depicted in/Figure 7 which also illustrates one pos
guration of the MTS, and its linkage to another communication'system via an AU. In the figure, user 2 is equi
an MS while user 1 is not.
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desctibed in section five.
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E —/While the users depicted in this figure are people, this figure applies with equal force and validity to users of other kinTs.

Figure 7 — Functional Configurations Regarding the MS

NOTE — While the users depicted in the figure are people, the figure applies with equal force and validity to users of other kinds.

13

Physical Configurations

This clause specifies the possible physical configurations of the MHS, i.e., how the MHS can be realized as a set of
interconnected computer systems. Because the number of configurations is unbounded, the clause describes the kinds of
messaging systems from which the MHS is assembled, and identifies a few important representative configurations.
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The building blocks used in the physical construction of the MHS are called messaging systems. A messaging system is
a computer system (possibly but not necessarily an open system) that contains, or realizes, one or more functional

objects.

Messaging systems are of the types depicted in Figure 8.

A/SYS S/SYS AS/SYS T/SYS
i
) s |
P
N
:-, _‘i“I_J_ _: I : Optiona

AT/SYS

ST/SYS

AST/SYS

MTA
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—~
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| AU r:'T Optional
1

——————

MTA

The

Figure 8 — Messaging System Types

X.40:

ypes of messaging system, depicted in the figure, are listed in the first column of Table 8. For each type liste

_F08

|, the

secopd column indicates the kinds of functional ‘ebject--UAs, MSs, MTAs, and AUs--that may be present in sych a
mesgaging system, whether their presence is mandatory or optional, and whether just one or possibly several of
may [be present in the messaging system.

The fable is divided into two sectionstMessaging systems of the types in the first section are dedicated to single \

thos¢ of the types in the second can-(but need not) serve multiple users.

Table 8 — Messaging Systems

e — -

+
I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1
I
I
1
1

them
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| | Functional Objects |
| Messaging +-------------------- +
| System | vA MS MTA AU |
+----mmm - - tom oo m s o m +
| A/SYS | - -
| s/s¥s | - - -
| AS/SYS | 1 1 - - |
- mm - Fom s m e e - +
| T/sYs | - - 1 Ml |
| AT/SYS | ™ - 1 Ml |
| sT/SYs | - M 1 Ml |
| AST/SYS | ™ M 1 Ml |
+o-mm - oo - - - tom oo mm s oo +

+- Legend ------------------- +

| M multiple [ ] optional |

The messaging system types, summarized in the table, are individually defined and described in the subclauses below.

NOTE - The following major principles governed the admission of messaging system types:
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a)  An AU and the MTA with which it interacts are typically co-located because no protocol to govern their interaction is
standardized.

b)  An MTA is typically co-located with multiple UAs or MSs because, of the standardized protocols, only that for transfer
simultaneously conveys a message to multiple recipients. The serial delivery of a message to multiple recipients served by a
messaging system, which the delivery protocol would require, would be inefficient.

c¢)  No purpose is served by co-locating several MTAs in a messaging system because a single MTA serves multiple users, and
the purpose of an MTA is to convey objects between, not within such systems. (This is not intended to exclude the possibility of
several MTA-related processes co-existing within a single computer system.)

d)  The co-location of an AU with an MTA does not affect that system's behaviour with respect to the rest of the MHS. A
single messaging system type, therefore, encompasses the AU's presence and absence.

13.1.1  Access Systems
Ana

An A/SYS is dedicated to a single user.

13.12  Storage Systems
A stgrage system (S/SYS) contains one MS and neither a UA, an MTA, nor an AU.

An §/SYS is dedicated to a single user.

13.13  Access and Storage Systems
An access and storage system (AS/SYS) contains one UA, one MS, and neither an M’FA nor an AU.
An AS/SYS is dedicated to a single user.

13.1[4  Transfer Systems
A trgnsfer system (T/SYS) contains one MTA; optionally, one or more AUs; and neither a UA nor an MS.

A T/SYS can serve multiple users.

13.1}5  Access and Transfer Systems

An gccess and transfer system (AT/SYS) contains one orwnore UAs; one MTA; optionally, one or more AUs; anjd no
MS.

An AT/SYS can serve multiple users.

13.1}6  Storage and Transfer Systems

A stprage and transfer system (ST/SYS) contains one or more MSs; one MTA; optionally, one or more AUs; arjd no
UA.

An §T/SYS can serve multiple users:
13.1§7  Access, Storage,.and Transfer Systems

An gccess, storage, and-transfer system (AST/SYS) contains one or more UAs; one or more MSs; one MTA] and
optignally, one or mere/AUs.

An AST/SYS can'serve multiple users.

13.2 Representative Configurations

Messaging ems can-be ¢ d 3 33 2 > physical configurationk are
unbounded in number and thus cannot be enumerated. Several important representative configurations, however, are
described below and in Figure 9.

13.2.1  Fully Centralized

The MHS may be fully centralized (panel a of the figure). This design is realized by a single AST/SYS which contains
functional objects of all kinds and which can serve multiple users.
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NOTES
1 | While the users depicted in the figure are people, the figure applies with equal force and validity to users of other kinds.

2 | Besides the physical configurations that result from the “pure” approaches belowsmiany “hybrid” configurations can be
contructed.

Figure 9 —Representative Physical Configurations

13.22  Centralized Message Transfer and Storage

The MHS may provide both Message Transfer and Message Storage centrally but distribute the user access (panel b of
the fjgure). This design is realized by a single ST/SYS and, for each user, an A/SYS.

13.2{3  Centralized Message Transfer

The MHS may provide Message Transfer cenfrally but distribute the Message Storage and user access (panel ¢ df the
figuge). This design is realized by a single ;T/SYS and, for each user, either an AS/SYS alone or an S/SYS aijd an
assogiated A/SYS.

13.2}4  Fully Distributed
The MHS may distribute Megsage Transfer (panel d of the figure). This design involves multiple ST-SYSs or T-SYSs.

14 Organizational Configurations

This|clause speeifies the possible organizational configurations of the MHS, i.e., how the MHS can be realiz¢d as
interponnectedibat independently managed sets of messaging systems (which are themselves interconnected). Be¢ause
the qumbetyof configurations is unbounded, the clause describes the kinds of management domains from which the
MHS is assembled, and identifies a few important representative configurations.

14.1 Management Domains

The primary building blocks used in the organizational construction of the MHS are called management domains.
A management domain (MD) (or domain) is a set of messaging systems--at least one of which contains, or realizes,
an MTA--that is managed by a single organization.

The above does not preclude an organization from managing a set of messaging systems (e.g., a single A/SYS) that
does not qualify as an MD for lack of an MTA. Such a collection of messaging systems, a secondary building block
used in the MHS' construction, "attaches" to an MD.

MDs are of several types which are individually defined and described in the subclauses below.

ITU-T Rec. X.402 (06/1999) 31


https://standardsiso.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/TEC 10021-2:2003 (E)

14.1.1 Administration Management Domains

An administration management domain (ADMD) offers public message handling services to PRMDs and/or individual
users. An ADMD has Administration responsibilities in order to ensure that its customers can communicate with any
other MD attached to the Global MHS.

14.1.2  Private Management Domains

A private management domain (PRMD) comprises messaging systems managed by a private organization. While there
is no restriction on a PRMD offering public messaging services, the PRMD has not accepted the Administration
responsibilities in order to ensure its customers can communicate with any other MD attached to the Global MHS.

14.2 Representative Configurations

MDq can be combined in various ways to form the MHS. The possible organizational configurations are unbeundgd in
numbper and thus cannot be enumerated. Several important representative configurations, however, are descfibed below
and {n Figure 10.

MD

MD

a) Fully centralized b) Diréctly connected

MD MD MD

¢) Indireetly connected X402 F10

Figure 10 — Representative organizational configurations

NOTE - Besides the organizational configurations that result from the "pure" approaches below, many "hybrid" configurjtions
chn be constructed.

14.2{1  Fully Centralized

~

The pntire MHS may be managed by one organization (panel a of the figure). This design is realized by a single MI

14.2{2  Directly Connected

The IMHS may be-managed by several organizations, the messaging systems of each connected to the messjging
systdms of all of the'others (panel b of the figure). This design is realized by multiple MDs interconnected pair-wisg.

14.2{3  Indirectly Connected

The MHS\may be managed by several organizations, the messaging systems of one serving as intermediary betwegn the
mesdaging systems of the others (panel ¢ of the figure). This design is realized by multiple MDs one of whikh is
interconnected to all of the others.

15 The Global MHS

A major purpose of MHS Specifications is to enable the construction of the Global MHS, an MHS providing both intra-
and inter-organizational, and both intra- and international Message Handling world-wide.

The Global MHS almost certainly encompasses the full variety of functional configurations specified in clause 12.

The physical configuration of the Global MHS is a hybrid of the pure configurations specified in clause 13, extremely
complex and highly distributed physically.
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The organizational configuration of the Global MHS is a hybrid of the pure configurations specified in clause 14,
extremely complex and highly distributed organisationally.

Figure 11 gives an example of possible interconnections. It does not attempt to identify all possible configurations. As
depicted, ADMDs play a central role in the Global MHS. By interconnecting to one another internationally, they
provide an international Message Transfer backbone. Depending upon national regulations, by interconnecting to one
another domestically, they may also provide domestic backbones joined to the international backbone.

Country A / Country B / Country C
/ /
PRMD \ PRMD \\
\
| \
ADMD \\ \ ADNID
— T N
PRMD \ ADMD
\
| /\ \
i ‘ N\
! ADMD \\ \
\
5 / ____________ x) _____ PRMD PRMD 3
—————————————— /
PRMD / /
/ / X.40P_F11a

NOTE — The availability of the interconnections represented by the dotted lines between MTAs may be impacted by regulation.

Figure 11 — The global-MHS

Country A / Country B / Country C
/ /
PRMD \ PRMD \
\ \ \ N
ADMD \\ \ ADMD
PRMD \ ADMD \
/\ \
\ \
\ \
ADMD \
\ \
’u PRMD PRMD y
PRMD /) //
4 / X.402_F11b
Licuro 11 Tha nlnbal MHS

TIgurc—or THCo10 T TV

SECTION 4 — NAMING, ADDRESSING, AND ROUTING
16 Overview

This section describes the naming and addressing of users and DLs and the routing of information objects to them.

This section covers the following topics:
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17

a) Naming;
b) Addressing;
¢) Routing.

Naming

This clause specifies how users and DLs are named for the purposes of Message Handling in general and Message
Transfer in particular. It defines OR-names and describes the role that Directory names play in them.

When it directly submits a message or probe, a UA or MS identifies its potential recipients to the MTS. When the MTS
delivers a message, it identifies the originator to each recipient's UA or MS. OR-names are the data structures by means
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Directory Names

nting such a name to the Directory, the MHS can access a user's or DL's Directory entry. From that entry the
btain, e.g., the user's or DL's OR-address.

pvery user or DL is registered in the Directory and, therefore, not every user or DL posgesses a Directory name

OTE 1 — Many users and DLs will lack Directory names until the Directory is widely availabl€ as an adjunct to the MHS.
direct users (e.g., postal patrons) will lack such names until the Directory is widely\available as an adjunct to
bmmunication systems.

OTE 2 — Users and DLs may be assigned Directory names even before a fully interconnected, distributed Directory has|
it in place by pre-establishing the naming authorities upon which the Directory will eventually depend.

OTE 3 — The typical Directory name is more user-friendly and more stablesthan the typical OR-address because the la
pcessarily couched in terms of the organizational or physical structure of the'MHS while the former need not be. Thereforg
tended that over time, Directory names become the primary means by which users and DLs are identified outside the
.e., by other users), and that the use of OR-addresses be largely confinéd-to the MTS (i.e., to use by MTAs).

OR-Names

y user or DL has one or more OR-names. An OR-name is an identifier by means of which a user can be desig
e originator, or a user or DL designated as a potential recipient of a message or probe. An OR-name distingy|
iser or DL from another and may also identify: its point of access to the MHS.

DR-name comprises a Directory namef an OR-address, or both. If present, the Directory name (if ¥
biguously identifies the user or DI{ (but is not necessarily the only name that would do so). If present
ddress does the same and more (agdin see 18.5).

rect submission, the UA or MS)of the originator of a message or probe may include either or both compone
OR-name it supplies. If the OR-address is omitted, the MTS obtains it from the Directory using the Dire
. If the Directory name(is)omitted, the MTS does without it. If both are included, the MTS relies firstly upo|
ddress. Should it detefinine that the OR-address is invalid (e.g., obsolete), it proceeds as if the OR-addres
omitted, relying upon the Directory name.

livery the MTS includes an OR-address and possibly a Directory name in each OR-name it supplies to a mesg
ient or tothe(originator of a report's subject message or probe. The Directory name is included if the origi
lied it orif it was specified as the member of an expanded DL.

OTE ~Redirection or DL expansion may cause the MTS to convey to a UA or MS at delivery, OR-names the UA or M
btsupply at direct submission.

irectory name is one component of an OR-name. A Directory name identifies an object to jthe Directory.
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For information relating to organisations which operate in more than one country, see annex G . See also 7.3.2 in
ITU-T Rec. X.400 | ISO/IEC 10021-1.

18

Addressing

This clause specifies how users and DLs are addressed. It defines OR-addresses, describes the structure of the attribute
lists from which they are constructed, discusses the character sets from which individual attributes are composed, gives
rules for determining that two attribute lists are equivalent and for the inclusion of conditional atfributes in such lists,
and defines the standard attributes that may appear in them.

34
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To convey a message, probe, or report to a user, or to expand a DL specified as a potential recipient of a message or
probe, the MTS must locate the user or DL relative to its own physical and organizational structures. OR-addresses are
the data structures by means of which all such location is accomplished.

18.1 Attribute Lists
The OR-addresses of both users and DLs are attribute lists. An attribute list is an ordered set of attributes.

An attribute is an information item that describes a user or DL and that may also locate it in relation to the physical or
organizational structure of the MHS (or the network underlying it).

An attribute has the following parts:

a) affribute type (or type): An identifier that denotes a class of information (e g personal names)

b) attribute value (or value): An instance of the class of information the attribute type denotes. (¢lg., a
particular personal name).

Attriputes are of the following two kinds:
a) standard attribute: An attribute whose type is bound to a class of information by this Specification.
The value of every standard attribute except ferminal type is either a string or a call¢ction of strings.

b) domain-defined attribute: An attribute whose type is bound to a class of information by an MD. Thys the
type and value of a domain-defined-attribute are defined by an MD; thedMD"is identified by a pripate-
domain-name, or an administration-domain-name, or both.

Both the type and value of every domain-defined attribute are strings:

NOTE - The widespread use of standard attributes produces more uniformiand thus more user-friendly OR-addrpsses.
However, it is anticipated that not all MDs will be able to employ such attributes immediately. The purpdse of
domain-defined attributes is to permit an MD to retain its existing, \native addressing conventions for a time| It is
intended, however, that all MDs migrate toward the use of standard attributes, and that domain-defined attribufes be
used only for an interim period.

18.2 Character Sets

Stanflard attribute values and domain-defined attribute types and values are constructed from Numeric, Prinfable,
Telefex, and Universal Strings as follows:

a) The type or value of a particular domain-defined attribute may be a Printable String, a Teletex String, a
Universal String, or any combination of these. The same choice (or choices) shall be made for both the
type and value.

b) The kinds of strings from-which standard attribute values may be constructed and the manngr of
construction (e.g., as one string or several) vary from one attribute to another (see 18.3).

The pvalue of an attribute comprises_strings of one of the following sets of varieties depending upon its type: Nutneric
only| Printable only; Numeric and Printable; and Printable, Teletex and Universal. With respect to this, the following
ruleq govern each instance ef\‘communication:

a) For administration-domain-name, private-domain-name, and postal-code the same numeric value[may
be repfesented as either a Numeric or Printable String.

b) Wherever both Printable and Teletex Strings are permitted, strings of either or both varieties mgy be
supplied. If both Printable and Teletex Strings are supplied, the two should unambiguously identifly the
Same user.

¢) Wherever Printable, Teletex and Universal strings are permitted, one, two or all three varieties may be
<11pplied Where more than one variety is <11pplied for an attribute each valne shonld nnamhign usly
identify the same user. Many systems will not be able to render all possible characters that can be
represented by Universal Strings (for example, being restricted to that subset of Universal String that
supports national requirements), and some systems will be unable to render Universal Strings at all.
Hence Universal Strings alone should only be used where it is known that all likely recipients can handle
the characters concerned (e.g. within a national or regional community of users).

Where a Universal String is supplied, a language code as defined in ISO 639 may be added to facilitate the rendering of
the Universal String; for example where a character is rendered differently in different languages, this may cause
selection of an appropriate font. The language code comprises a two-character code specified by ISO 639, optionally
followed by a space and a two-character ISO 3166 country code (see 4.4 in ISO 639) if it is necessary to identify a
specific national usage of the language (e.g. "en" identifies the English language, "en GB" identifies English as used in
the UK, and "en US" identifies English as used in the USA).

ITU-T Rec. X.402 (06/1999) 35


https://standardsiso.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/TEC 10021-2:2003 (E)

Where a Universal String contains characters only from the Basic Multilingual Plane (see ISO/IEC 10646-1), it may be
encoded in ASN.1 either as a UniversalString or as a BMPString.

When comparing values of OR-address, any language codes that are present shall be disregarded.

ITU-

T only:

The length of each string and of each sequence of strings in an attribute shall be limited as indicated in the more

detai

led (i.e., ASN.1) specification of attributes in ITU-T Rec. X.411.

NOTE 1 — Universal and Teletex Strings are permitted in attribute values to allow inclusion, e.g., of the accented characters
commonly used in many countries.

NOTE 2 — The downgrading rules in annex B of ITU-T Rec. X.419 | ISO/IEC 10021-6 state that an OR-address cannot be
downgraded if only a Universal String or a Teletex String (or both) has been supplied which contains characters that lie outside

tl

e Printable Strino erPﬁnirP
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18.3

The
the ¢

The

routs

OTE 3 — ASN.1 permits the encoding of Teletex Strings using (amongst others) character repertoires 102, 103, 6 and 156
ovide two alternative encodings of many Latin characters. For compatibility with earlier systems, it is recommendedithg
haracters from repertoires 102 and 103 are always encoded using these repertoires, and that repertoires 6 and 156 are nof
hen encoding a string which contains only characters available in repertoires 102 and 103. This applies t0)all”instang
eletex Strings in the MHS protocols.

Standard Attributes

standard attribute types are listed in the first column of Table 9. For each listed type, thé second column indi
haracter sets--numeric, printable, teletex, and universal --from which attribute valué¢s may be drawn.

table has three sections. Attribute types in the first are of a general nature, ¢hgse in the second have to do
ng to a PDS, and those in the third have to do with addressing within a PDS.

Table 9 — Standard Attributes

these
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Character Sets
Standard Attribute Type Numeric Printable Universal
or Teletex
General
administration-domain-name X X -
common-name - X X
country-name X X -
network-address x* - -
numeric-user-identifier X - -
organization-name, - X X
organizational-anit-names - X X
personal-name - X X
private-domain-name X X -
terminal-identifier - X -
terminal-type - - -
Postal Routing
pds-name - X -
physical-delivery-country-name X X =
postal-code X X -
Postal Addressing
extension-postal-OR-address-components - X X
extension-physical-delivery-address-components - X X
local-postal-attributes - X X
physical-delivery-office-name - X X
physical-delivery-office-number - X X
physical-delivery-organization-name - X X
physical-delivery-personal-name - X X
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Table 9 — Standard Attributes

Character Sets
Standard Attribute Type Numeric Printable Universal
or Teletex

post-office-box-address - X X
poste-restante-address - X X
street-address - X X
nnf'nnﬂaffprl_pncm]_m‘ldrpcc — X X
unique-postal-name - X X
Legend
X permitted
*  Under prescribed circumstances a Sequence of Octet Strings

The ptandard attribute types, summarized in the table, are individually defined and described in, the subclauses belojv.

18.3]1 Administration-domain-name

An gdministration-domain-name is a standard attribute that identifies an ADMD relative to the country denoted py a
coumftry-name.

The alue of an administration-domain-name is a Numeric or Printable Stringrehosen from a set of such strings that is
administered for this purpose by the country alluded to above.

nn

OTE — The attribute value comprising a single space (" ") shall be resesved for the following purpose. If permitted Yy the
buntry denoted by the country-name attribute, a single space shall desighate any (i.e., all) ADMDs within the country| This
fects both the identification of users within the country and the routing of messages, probes, and reports to and amorjg the
DMDs of that country. Regarding the former, it requires that the OR-addresses of users within the country be chosen sof as to
hsure their unambiguousness, even in the absence of the actual.namés of the users' ADMDs. Regarding the latter, it permit§ both
RMDs within, and ADMDs outside of the country, to route ‘messages, probes, and reports to any of the ADMDs with{n the
buntry, and requires that the ADMDs within the country inferconnect themselves in such a way that the messages, probe$, and
ports are conveyed to their destinations.

The attribute value comprising a single zero ("0"), encoded as either a Printable or Numeric String, shall be reserved for yse by
RMDs which are not connected to any ADMD and.ate not reachable from any ADMD. The single zero value shall not bd used
y a PRMD which is connected to one or more ADMDs. The single zero value shall not be used by a PRMD indirectly conrjected

an ADMD (i.e., where agreements exist with-both an ADMD and intermediate PRMDs to route messages indirectly befween
e ADMD and the subject PRMD). In addition to providing an appropriate part of the OR-address space for such PRMDk, the
ngle zero value enables ADMDs and other PRMDs (without routing agreements with the subject PRMD) to determing that
essages, probes and reports canndt-be routed to the subject PRMD. The presence of an OR-address with a single zero
iministration-domain-name in recipients for which responsibility is set to not-responsible, or in the originator of a messdge or
port which has been DL-expanded or Redirected, or elsewhere, is legitimate and should not cause non-delivery.

oo g/ 2o go s o

OTE — The single zero.administration-domain-name does not require an implementation to take any special action, put it
ermits an implementatien’té save transmission costs by detecting that delivery will not be possible at an earlier stage than might
herwise be possible.

oD 7 = o8 »

18.32 Common<name

A cqmmon-namg' is a standard attribute that identifies a user or DL relative to the entity denoted by another attrjibute
(e.g.| an onganization-name).

The vdlue of a common-name is a Printable String, Teletex String, Universal String, or a combination of these types.
Whicheverstringtype s used; the vatue Ts chosermr front @ set of suc Stringsthat Ts—admmimisteredfor this purpose
(and perhaps others) by the entity alluded to above.

NOTE — Among many other possibilities, a common-name might identify an organizational role (e.g., "Director of Marketing").

18.3.3 Country-name

A country-name is a standard attribute that identifies a country (or, exceptionally, an International MD Registration
Authority).

The value of a country-name is a Printable String that gives the character pair assigned to the country by ISO 3166, or a
Numeric String that gives one of the numbers assigned to the country (or geographical area, or non-zoned service) by
CCITT Rec. X.121.
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The Printable String attribute value comprising the characters "XX" shall be reserved to denote the International
Registration Authority for Management Domain Names operated in accordance with ITU-T Rec. X.666 |
ISO/IEC 9834-7.
NOTE 1 — The value "XX" is amongst those reserved in ISO 3166 for use by users of that standard; thus there is no possibility of
a future clash between a new country code allocated in ISO 3166 and this reserved value.

NOTE 2 — There are some users who have employed the value "WW" as a country-name to achieve a similar effect to the
value "XX" prior to the existence of a formal registration process. However, ISO 3166 has not currently assigned the value
"WW?" for this purpose.

18.3.4  Extension-postal-OR-address-components

An is a standard attribute that provides, in a postal address, additional information necessary to identify the addressee
(e.g., an organizational unit).

The [value of an extension-postal-OR-address-components is a Printable String, Teletex String, Universal String or a
combination of these types.

18.3]5  Extension-physical-delivery-address-components

An s a standard attribute that specifies, in a postal address, additional information necessary to idéntify the exact point
of dglivery (e.g., room and floor numbers in a large building).

The palue of an extension-physical-delivery-address-components is a Printable String, Teletex String, Universal S{ring,
or a fombination of these types.

18.316  Local-postal-attributes

A lokal-postal-attributes is a standard attribute that identifies the locus of distribution, other than that denoted |by a
physiical-delivery-office-name attribute (e.g., a geographical area), of a user’s, physical messages.

The alue of a local-postal-attributes is a Printable String, Teletex Steing,/Universal String, or a combination of fhese
types.

18.3{7 Network-address
A network-address is a standard attribute that gives the network address of a terminal.

The palue of a network-address is any one of the followilig:
a) A Numeric String governed by CCITT, Rec. X.121.
b) Two Numeric Strings governed by-CCITT Rec. E.164.

c) A PSAP address.
NOTE 1 — Among the strings .admitted by CCITT Rec. X.121 are Telex and Telephone numbers preceded py an
escape digit.
NOTE 2 — The MHS, protocols allow for 16 digits to be carried in the X.121 address component of network-adfiress.
This permits the use‘of’ an escape digit plus a full 15-digit telephone or ISDN number. Other protocols may have a
limit of 14 digit§, or a different mechanism for encoding of 15-digit numbers; mapping between MHS and| such
protocols, if required, is a local matter.

18.3]8 Numeric-user-identifier

A nymeric-user-identifier is a standard attribute that numerically identifies a user relative to the MD denoted [by a
privdte-domain~pame, or an administration-domain-name, or both.

The palu¢ of @ numeric-user-identifier is a Numeric String chosen from a set of such strings that is administered fof this
purppse-by the MD alluded to above.

18.3.9  Organization-name

An organization-name is a standard attribute that identifies an organization. The value of an organization-name is a
Printable String, Teletex String, Universal String, or a combination of these types.

When used in a mnemonic OR-address (see 18.5.1), as a national matter organizations may be identified either relative
to the country denoted by a country-name (so that organization names are unique within the country); or relative to the
MD identified by a private-domain-name, or an administration-domain-name, or both. Whichever string type is used,
the string is chosen from a set of such strings that is administered for this purpose (and perhaps others) by the country or
MD alluded to above.

NOTE - In countries choosing country-wide unique organization-names, a national registration authority for organization-names
is required.
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When used in a terminal OR-address (see 18.5.4), the organization-name is a free-form value, with no requirement for
registration.

18.3.10 Organizational-unit-names

An organizational-unit-names is a standard attribute that identifies one or more units (e.g., divisions or departments) of
the organization denoted by an organization-name, each unit but the first being a sub-unit of the units whose names
precede it in the attribute.

The value of an organizational-unit-names is an ordered sequence of Printable Strings, an ordered sequence of Teletex
Strings, an ordered sequence of Universal Strings, or any combination of these three options. Whichever string type is
used, each string is chosen from a set of such strings that is administered for this purpose (and perhaps others) by the
organization (or encompassing unit) alluded to above.

18.3|11 Pds-name

A pds-name is a standard attribute that identifies a PDS relative to the MD denoted by a private-domain=nrame, pr an
administration-domain-name, or both.

The palue of a pds-name is a Printable String chosen from a set of such strings that is administeredfor this purpoge by
the NID alluded to above.

18.3]{12 Personal-name

A pdrsonal-name is a standard attribute that identifies a person relative to the entity denoted by another attribute [e.g.,
an ofganization-name).

The |value of a personal-name comprises the following four pieces of inforfmation, the first mandatory, the dthers
optignal:

a) The person's surname.

b) The person's given name.

¢) The initials of all of his names but his surname.
d) His generation (e.g., "Jr").

The pbove information is supplied as Printable Strings, Teletex Strings, Universal Strings, or any combination of fhese
types.

18.3{13 Physical-delivery-country-name

A plyysical-delivery-country-name is a standard attribute that identifies the country in which a user takes delivefy of
physfical messages.

The palue of a physical-delivery-countty-name is subject to the same constraints as is the value of a country-name.

18.3]14 Physical-delivery-office*name

A plysical-delivery-officesnamie is a standard attribute that identifies the city, village, etc. in which is situated the post
offick through which a uSertakes delivery of physical messages.

The palue of a physicalédelivery-office-name is a Printable String, Teletex String, Universal String, or a combinatipn of
thesg types.

18.3{15 Physical-delivery-office-number

A physical-delivery-office-number is a standard attribute that distinguishes among several post offices denoted [by a
singlephysical-debvery—olficename

The value of a physical-delivery-office-number is a Printable String, Teletex String, Universal String, or a combination
of these types.

18.3.16 Physical-delivery-organization-name
A physical-delivery-organization-name is a standard attribute that identifies a postal patron's organization.

The value of a physical-delivery-organization-name is a Printable String, Teletex String, Universal String, or a combi-
nation of these types.

18.3.17 Physical-delivery-personal-name

A physical-delivery-personal-name is a standard attribute that identifies a postal patron.
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The value of a physical-delivery-personal-name is a Printable String, Teletex String, Universal String, or a combination
of these types.

18.3.18 Post-office-box-address

A post-office-box-address is a standard attribute that specifies the number of the post office box by means of which a
user takes delivery of physical messages.

The value of a post-office-box-address is a Printable String, Teletex String, Universal String, or a combination of these
types chosen from the set of such strings assigned for this purpose by the post office denoted by a physical-delivery-
office-name attribute.

18.3.19 Postal-code

A pgstal-code is a standard attribute that specifies the postal code for the geographical area in which a user fakes
deliviery of physical messages.

The palue of a postal-code is a Numeric or Printable String chosen from the set of such strings that is maintained and
standardized for this purpose by the postal administration of the country identified by a physical-delivery:country-pame
attripute.

18.3]20 Poste-restante-address

A pdste-restante-address is a standard attribute that specifies the code that a user gives to,a post office in order to c¢llect
the physical messages that await delivery to him.

The [value of a poste-restante-address is a Printable String, Teletex String, Universal String, or a combination of fhese
types.

18.3121 Private-domain-name

A prjvate-domain-name is a standard attribute that identifies a PRMD>As a national matter, this identification mgy be
eithdr relative to the country denoted by a country-name (so that\PRMD names are unique within the country)), or
relatjve to the ADMD identified by an administration-domain-name.

The |value of a private-domain-name is a Numeric or Printable String chosen from a set of such strings tHat is
administered for this purpose by the country or ADMD alliided to above.

NOTE - In countries choosing country-wide unique PRMD names, a national registration authority for private-domain-natpes is
r¢quired.

18.3]22 Street-address

A stfeet-address is a standard attribute that specifies the street address (e.g., house number and street name and|type
(e.g.] "Road")) at which a user takes delivery of physical messages.

The palue of a street-address is a Printable String, Teletex String, Universal String, or a combination of these types.
18.3{23 Terminal-identifier

A tetminal-identifier is astandard attribute that gives the terminal identifier of a terminal (e.g., a Telex answer back or a
Telefex terminal identifier).

The palue of a tefiminal-identifier is a Printable String.

18.324 Términal-type

A tetminal-type is a standard attribute that gives the type of a terminal.

The value of a terminal-type is any one of the following: Telex, Teletex, G3 facsimile, G4 facsimile, IA5 terminal, and
Videotex.

18.3.25 Unformatted-postal-address
An unformatted-postal-address is a standard attribute that specifies a user's postal address in free form.

The value of an unformatted-postal-address is a sequence of Printable Strings, each representing a line of text; a single
Universal String or Teletex String, lines being separated by CR LF or LF CR (a maximum of five occurrences of the
separator is allowed); or both.
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18.3.26 Unique-postal-name

A unique-postal-name is a standard attribute that identifies the point of delivery, other than that denoted by a
street-address, post-office-box-address, or poste-restante-address, (e.g., a building or hamlet) of a user's physical
messages.

The value of a unique-postal-name is a Printable String, Teletex String, Universal String, or a combination of these
types.
18.4 Attribute List Equivalence

Several OR-addresses, and thus several attribute lists, may denote the same user or DL. This multiplicity of
OR-addresses results in part (but not in full) from the following attribute list equivalence rules:

a) The relative order of standard attributes is insignificant.

b) Where the value of a standard attribute may be a Numeric String or an equivalent Printable String, the

choice between them shall be considered insignificant.
NOTE — This rule applies even to the country-name standard attribute, where the choice between X.121 or ISO3166 formq shall
b considered insignificant. Where X.121 allocates more than one number to a country the significance of Which number i used
hps not been standardised by this Specification.

¢) Where the value of a standard attribute may be a Printable String, Teletex String, Universal String| or a
combination of these types, the choice between the seven possibilities shall-be ¢onsidered insignificgnt.

d) Where the type or value of a domain-defined attribute, or the value of a ‘standard attribute, comprises
characters from the Printable String repertoire, the choice where permitted between encoding itf in a
Universal String or Teletex String and in a Printable String shall be‘considered insignificant.

e) Where the type or value of a domain-defined attribute, or the'value of a standard attribute, comprises
characters from the Teletex String repertoire, the choice~where permitted between encoding it|in a
Teletex String and in a Universal String shall be considefgd\insignificant.

f)  Where the value of a standard attribute may contain etters, the cases of those letter shall be consiglered
insignificant.

g) In a domain-defined attribute type or value, ot\in a standard attribute value, all leading, all trailing} and
all but one consecutive embedded spaces shall be considered insignificant.

h) In a Teletex String, the Non-spacing underline graphic character shall be considered insignificant, as
shall all control functions except Space and those used for code extension procedures.

i) In a Teletex String, the choice between different encodings of the same character shall be consiglered
insignificant.

j)  In a Universal String, the choice between different encodings of the same character (for examplq, the
order in which the components of composing characters are encoded) shall be considered insignificaht.
NOTE — An MD may-1mpose additional equivalence rules upon the attributes it assigns to its own users and D|Ls. It

might define, e.g., rules’concerning punctuation characters in attribute values, the case of letters in such values, pr the
relative order of domain-defined attributes.

18.5 OR-Address -Forms

Everly user or DIsis assigned one or more OR-addresses. An OR-address is an attribute list that distinguishes ong user
from| another and)identifies the user's point of access to the MHS or the DL's expansion point.

An (DR-address may take any of the forms summarized in Table 10. The first column of the table identifies the attriputes

available for the construction of OR-addresses. For each OR-address form, the second column indicates the attriputes
that b as? annaoar 11 ool OR addroccec and thoir aradac (coo Z’JSC 18&)

Ticry P POt i S uCTr T OO oo Co T Ot O S Traato (Ot

The table has four sections. Attribute types in the first are those of a general nature. Attribute types in the second and
third those specific to physical delivery, but unformatted-postal-address may be used as an extension to the terminal
address. The fourth section encompasses domain-defined attributes.
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Table 10 — Forms of OR-Address

Attribute Type | MNEM NUMR F U TERM |
- General --------------"-"---~—~—~—~—-~—-~—-~-~-- B e ] +
administration-domain-name
common-name

country-name
network-address
numeric-user-identifier

The
repre

18.5

A m
user

OrgaIli Zat Toa = UL t=IIame s
personal-name
private-domain-name
terminal-identifier
terminal-type
- Postal Routing -------------—---—---- e e +
pds-name | - - c C
physical-delivery-country-name | - - M M =
postal-code | - - M M
- Postal Addressing ----------------- i +
extension-postal | - - C = -
| -OR-address-components | |
extension-physical-delivery |
-address-components |
local-postal-attributes |
physical-delivery-office-name |
physical-delivery-office-number |
physical-delivery-organization-name |
hysical-delivery-personal-name | < -
|
|
|
|
|

|
|
|
|
|
organization-name |
i
|
|
|

—_

|

|

|

|

|

|

| p

| post-office-box-address
| poste-restante-address
| street-address

| unformatted-postal-address
| unique-postal-name

+- Domain-defined ------------S<------ o +
| domain-defined (one or more) | ¢ c - - c |

(@] nNOoOnNONOnNaA
|
|

"
| MNEM mnemonic NUMR\numeric  POST postal TERM terminal |
| F formatted Ulunformatted M mandatory C conditional |
| C* conditional, *‘but intended to be used for rendition |
| purposes and not for MHS addressing or routing |
"

forms of OR-address, summarized in the table, are individually defined and described in the subclauses below
sentation of OR-addresses for human usage is described in Annex F.

1 Mnemonic-OR-Address

hemonic @R-address is one that provides a memorable identification for a user or DL. It identifies an MD,
or DL relative to it.

A m

nemonic OR-address comprises the following attributes:

The

ind a

O e, O
together identify an MD.

‘hich

b) One organization-name, or one organizational-unit-names, or one personal-name, or one common-name,
or one or more domain-defined attributes, or a combination of the above, which together identify a user
or DL relative to the MD in item a above. If organizational-unit-names is present, then organization-

name shall be present.

18.5.2 Numeric OR-Address

A numeric OR-address is one that numerically identifies a user relative to an MD.
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meric OR-address comprises the following attributes:

a) One country-name, one administration-domain-name and conditionally one private-domain-name, which

together identify an MD.

b) One numeric-user-identifier which identifies the user relative to the MD in item a above.

¢) Conditionally, one or more domain-defined attributes which provide information additional to that which

identifies the user.
NOTE - Only the numeric-user-identifier is restricted to be numeric.

18.5.3  Postal OR-Address

A postal OR-address is one that identifies a user by means of its postal address. It identifies the PDS through which the

user

The

A pg

A fo
liste
addr

Any
N

|y
b

18.5

A te]
term|
give
term|

A tel

npme in a postal OR-address should be small enpugh to permit their rendition in 6 lines of 30 characters, the size of a ty

is to he accessed and gives the user's postal address

following kinds of postal OR-address are distinguished:

a) formatted: Said of a postal OR-address that specifies a user's postal address by means of se
attributes. For this form of postal OR-address, this Specification prescribes the structure of p
addresses in some detail.

b) unformatted: Said of a postal OR-address that specifies a user's postal address in.a single attribute
this form of postal OR-address, this Specification largely does not prescribe. the structure of p
addresses.

stal OR-address, whether formatted or unformatted, comprises the following attributes:

a) One country-name, one administration-domain-name and conditionalty one private-domain-name, v
together identify an MD.

b) Conditionally, one pds-name which identifies the PDS by means of which the user is to be accessed.

¢) One physical-delivery-country-name and one postal-codes/ which together identify the geograp
region in which the user takes delivery of physical messages.

rmatted postal OR-address comprises, additionally, one of each of those conditional postal addressing attri
| in Table 10 that are required by the PDS. A formatted pestal OR-address does not contain the unformatted-p
ss attribute.

nformatted postal OR-address comprises, additionally, one unformatted-postal-address attribute.
OTE — The total number of characters in the values-of all attributes but country-name, administration-domain-name, ang

hysical envelope window. The rendition algorithm is PDAU-specific but is likely to include inserting delimiters (e.g., sf
etween some attribute values.

4  Terminal OR-Address

'minal OR-address is one that.identifies a user by means of the network address and, if required, the type d
inal. It may also identify_the-MD through which that terminal is accessed. In the case of a Telematic termir

the terminal's network.address and possibly its terminal identifier and terminal type. In the case of a ]
Inal, it gives its Telex\oumber.

minal OR-address comprises the following attributes:
a) Onernetwork-address.
b)«-Conditionally, one terminal-identifier.

cY Conditionally, one terminal-type.

veral
ostal

For
ostal

hich

hical

butes
stal-

pds-
pical
aces)

f his
al, it
[elex

d) Conditionally, both one country-name and one administration-domain-name and conditionally

one

private-domain-name which together identify an MD.

e) Conditionally, one or more attributes chosen from organization-name, organizational-unit-names,
personal-name, unformatted-postal-address and common-name, and conditionally one or more domain-

defined attributes, all of which provide additional information to identify the user.

The private-domain-name and the domain-defined attributes shall be present only if the country-name and
administration-domain-name attributes are present.
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18.5.

5 Determination of Address Forms

The form of an OR-address shall be determined as follows:

if it contains a numeric-user-identifier, it is a numeric OR-address;
if it contains a network-address, it is a terminal OR-address;
if it contains a physical-delivery-country, it is a postal OR-address;

any other OR-address is a mnemonic OR-address.

If a postal OR-address contains an unformatted-postal-address it is an unformatted postal OR-address, otherwise it is a

form:

18.

The presence or absence in a particular OR-address of the attributes marked conditional in Table 10 is detetmin

foll

All donditional attributes except those specific to postal OR-addresses are present in an OR-address at.the discretid
and 1n accordance with rules established by, the MD denoted by the country-name, administratiop-dgmain-name a

pres

All g
posta

19
ITUS

Toc
user

Exte

exteqnal routing. Internal routing is outside the scope of this Récommendation.

atted postal OR-address.

condaitional Attributes

S.

nt, private-domain-name attributes.

onditional attributes specific to postal OR-addresses are present or absent in such OR-<addresses so as to satisf
1 addressing requirements of the users they identify.

Routing
T version:

bnvey a message, probe, or report toward a user or the expansion point of a DL, an MTA must not only locat
or DL (i.e., obtain its OR-address) but also select a route to that\ocation.

Fnal routing is an incremental and only loosely standardized process. Suggested below are several principl

bd as

n of,
nd, if

y the

e the

es of

DMD

Lipon

MD
Ds to

cally

of

butes

The following principles are illustrative, not definitive:
a) Inan MHS that comprises a single MD, of course, routing is not an issue.
b) A PRMD may be connected to ‘alsingle, ADMD. When this is so, routing always involves the Al
necessarily.
c¢) An ADMD may be connected to multiple PRMDs. When this is so, routing may be based
conditional OR-address ‘attributes, including but not limited to private-domain-name.
d) An MD may be directly connected to some but not all other MDs. When the OR-address identifies 3
to which no direct-Connection exists, routing may be based upon bilateral agreement with the Ml
which direct-connections do exist and other local rules.
e) When the-MD is directly connected to the MD identified by the OR-address, the object is typi
routed‘to)that MD directly.
f) Bybilateral agreement, one MD might route an object to another MD for the purpose, e.d.
conversion.
g)~"An MD may route to a malformed OR-address provided (of course) that it contains at least the attri
required to do so.
‘5 - B ;:‘: agreeien ahatrocarreSsarriaeatoaove-4 Bey-oRathe-Scope-ot+—tSicecorenas
may be based upon technical, policy, economic, or other considerations.
ISO/IEC version:

ion and

To convey a message, probe, or report toward a user or the expansion point of a DL, an MTA must not only locate the
user or DL (i.e., obtain its OR-address) but also select a route to that location. Routing is thus the process of selecting,
given an OR-address, the MTA to which the message, probe or report should be transferred.

This clause is tutorial in nature: ITU-T Rec. X.412 | ISO/IEC 10021-10 standardises mechanisms for dissemination of
and use of the information required for routing decisions; ITU-T Rec. X.404 | ISO/IEC TR 10021-11 gives advice to
messaging system managers on use of these routing mechanisms.
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Where no other considerations apply, the optimal routing is to transfer the message as directly as possible to the MTA
to which the recipient's UA is connected. However, there may be factors making a more indirect route appropriate such
as: less direct routes utilising higher bandwidth links between MTAs; using late fan-out to give optimisation of
transmission costs; and needing to access an intermediate MTA for a service such as conversion. The costs of
disseminating and storing routing information possibly combined with the undesirability for some domains of
disclosing internal structure means that frequently routing directly to the ultimate MTA will not be possible, even when
desirable.

The first part of the routing decision that an MTA must make is whether this recipient is in its own MD. To do this, the
MTA must know all the combinations of country-name, administration-domain-name and private-domain-name
attributes which identify its own domain. A PRMD may have as many combinations of these as there are entry points
from ADMDs to that PRMD although for PRMDs ex1st1ng entlrely w1th1n countries adoptlng natlonally umque prlvate-

exanjined to determine whether the recipient is a UA served by that MTA, in which case local deliyery*will occyr, or
whether an appropriate MTA within the MD can be identified to which the message can be relayed. Failing eithler of
thesg, a non-delivery event must occur.

Not all MTAs within an MD necessarily need be configured with the capability to relay to or receive from other MDs,
but there must be at least one MTA within the MD with such capabilities if the MD is @0t to remain isolated from all
othef MDs. Every MTA within a (non-isolated) MD must be capable of routing to an~sMTA within that MD which can
relay| to other MDs, if not possessing this capability itself. So, even if the recipient S-identified as being outside the|MD,
relayfing to another MTA within the MD may still be necessary.

If th¢ external MD is identified as one to which a direct connection exists, then this direct connection will often be fised.
The jexternal MD may also be identified as one reached by relaying thtough one or more intermediate MD. If fhese
intermediate MDs are PRMDs then this option can only be exercised by bilateral agreement. Alternatively, the external
MD may be unknown and then the services of an ADMD will be required.

The fole of an ADMD within the MHS is to provide, directly.dtsindirectly, relaying to all other ADMDs, and to felay
mesgages to all PRMDs directly connected to that ADMD. Thus a PRMD always has the option of choosing to use the
services of an ADMD for routing to other PRMDs.

When more than one entry point to an external MD can be identified, additional OR-address attributes or pther
consjderations may be used to determine the mostlappropriate entry point. In the extreme case of the originating MD
having complete information about the recipient's MD this would allow direct communication between origingtor's
MTA and recipient's MTA.]

SECTION 5 — USE OF THE DIRECTORY

20 Overview

This|section describes‘the uses to which the MHS may put the Directory if it is present. If the Directory is unavailaple to
the NIHS, how, ifiat.all, the MHS performs these same tasks is a local matter.

This|sectioncovers the following topics:

ay  Authentication;

b) Name resolution;

c¢) DL expansion;

d) Capability assessment.

21 Authentication

A functional object may accomplish authentication using information stored in the Directory.
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22

Name Resolution

A functional object may accomplish name resolution using the Directory.

To obtain the OR-address(es) of a user or DL whose Directory name it possesses, an object presents that name to the
Directory and requests from the Directory entry the following attributes:

a) MHS OR-Addresses.
b) Preferred Delivery Methods.

To do this successfully, the object must first authenticate itself to the Directory and have access rights to the
information requested.

The functional object then attempts to determine an OR-address which satisfies a preferred delivery method. For

metH
dired

23

A fu
pern

The
attrilj

To d
requ

24
A fu
The

The

tory entry and local configuration information.

DL Expansion

nctional object may accomplish DL expansion using the Directory, first verifying that~the necessary su
issions exist.

pbject presents the Directory name of a DL to the Directory and requests from thé Directory entry the follo
utes:

a) MHS DL Members.
b) MHS DL Policy.
¢) MHS DL Submit Permissions.

p this successfully, the MTA must first authenticate itself to the Difectory and have access rights to the inform|
psted.

Capability Assessment
hctional object may assess the capabilities of a uset,"DL or MS using the Directory.

following Directory attributes represent user capabilities of possible significance in Message Handling:
a) MHS Deliverable Content Types:

b) MHS Deliverable EITs.

c) MHS Maximum Contént:Length.

d) MHS OR-Addressesywith Capabilities.

e) MHS Undelivérable EITs.

f)  Preferred-Delivery Methods

following Directory attributes represent MS capabilities of possible significance in Message Handling:
a) MHS Supported Attributes.

b)s—MHS Supported Automatic Actions.

¢c) MHS Supported Content Type.s

ods other than mhs-delivery the functional object may need to construct an address using other attributes fromn the

bmit

wing

ation

—MUS Supported Matehing Rules

TVt HPP

To assess a particular capability of a user, DL or MS whose Directory name it possesses, the object presents that name
to the Directory and requests from the Directory entry the attribute associated with that capability.

To do this successfully, the MTA must first authenticate itself to the Directory and have access rights to the information
requested.
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SECTION 6 — OSI REALIZATION

25
This
This

Overview
section describes how the MHS is realized by means of OSI.

section covers the following topics:
a) Application service elements;

b) Application contexts.
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Application Service Elements

SI the communication capabilities of open systems are organized into groups of related capabilities-called A
present clause reviews this concept from the OSI Reference Model, draws a distinction between symmetrig
metric ASEs, and introduces the ASEs defined for or supportive of Message Handling.
OTE — Besides the ASEs discussed, the MHS relies upon the Directory Access Service Element defined in ITU-T Rec. X]
BO/IEC 9594-6. However, since that ASE does not figure in the 4Cs for Message Handling (see ITU-T Rec. X,
BO/IEC 10021-6), it is not discussed here.

The ASE Concept

ASE concept is illustrated in Figure 12, which depicts two communicafing open systems. Only the OSI-rg
pns of the open systems, called AEs, are shown. Each AE comprises,a E and one or more ASEs. A UE repre]
ontrolling or organizing portion of an AE which defines the open)system's role (e.g., that of an MTA). An
sents one of the communication capability sets, or services (e.gy. for message submission or transfer), that th
res to play its role.

Felationship between two AEs in different open systems is‘ealled an application association. The ASEs in each
m communicate with their peer ASEs in the other open System via a presentation connection between them.
munication is what creates and sustains the relationship embodied in the application association. For several 4
successfully combined in a single AE, they must-b¢ designed to coordinate their use of the application associa

ASE plays the largely mechanical role of translating requests and responses made by its UE to and from the
ted by the application protocol that govetns the ASE's interaction with its peer ASE in the open system to
ssociation connects it. The ASE realizes'an abstract service, or a part thereof, for purposes of OSI communic

clause identifies the application service elements (ASEs) that figure in the OSI realization of Message/Handling.

SEs.
and

519 |
419 |

lated
sents
ASE
c UE

open
That
ASEs
tion.

form
hich
ation

one

(see plauses 28-30).
NOTE - Strictly speaking, an open.system's role is determined by the behaviour of its application processes. In the Mt]ssage
Handling context an applicationprocess realizes a functional object of one of the types defined in clause 7. A UE in turn s
phrt of an application process.
Application-Entity Application-Entity
User User
Element Application Element
P Association o
ASE1 ||| ASE1 |]]
T =
A A
Application Layer

Presentation Layer

Presentation Connection X.402_F12

Figure 12 — The ASE Concept
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26.2 Symmetric and Asymmetric ASEs
The following two kinds of ASE, illustrated in Figure 13, can be distinguished:

a) symmetric: Said of an ASE by means of which a UE both supplies and consumes a service. The ASE for
message transfer, e.g., is symmetric because both open systems, each of which embodies an MTA, offer
and may consume the service of message transfer by means of it.

b) asymmetric: Said of an ASE by means of which a UE supplies or consumes a service, but not both,
depending upon how the ASE is configured. The ASE for message delivery, e.g., is asymmetric because
only the open system embodying an MTA offers the associated service and only the other open system,
which embodies a UA or MS, consumes it.

Consuming Supplying
UE UE

N

Consuming \@@r Supplying

ASE | ASE

a) Symmetric ASEs b) Asymmetric ASEs

Figure 13 — Symmetric and Asymmietric ASEs

With respect to a particular asymmetric ASE, one UE supplies, a service which the other consumes. The ASEp co-
located with the UEs assist in the service's supply and consumption. The resulting four roles are captured in Figufe 14
and {n the following terminology:

a) x-supplying UE: An application process\that supplies the service represented by asymmetric ASE x.
b) x-supplying ASE: An asymmetric ASE x configured for co-location with an x supplying-UE.
¢) x-consuming UE: An application process that consumes the service represented by asymmetric ASE|x.

d) x-consuming ASE: An asymmetric ASE x configured for co-location with an x-consuming-UE.

Application-Entity Application-Entity
JE UE
x-Consuming x-Supplying
UE UE
Application
P Association
ASE x ASE x
x-Consuming x-Supplying
ASE ASE
Application Layer
Presentation Layer Presentation Connection
X.402_F14

Figure 14 — Terminology for Asymmetric ASEs

As indicated, the four roles described above are defined relative to a particular ASE. When an AE comprises several
asymmetric ASEs, these roles are assigned independently for each ASE. Thus, as shown in Figure 15, a single UE
might serve as the consumer with respect to one ASE and as the supplier with respect to another.
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Application-Entity Application-Entity
UE UE
x-Consuming UE x-Supplying UE
y-Supplying UE y-Consuming UE
Application
< Association R
ASE x ASEy ASE x ASEy
x-Consuming y-Supplying x-Supplying y-Consuming
ASE ASE ASE ASE
2 Y
Application Layer

Presentation Layer

(&)

Presentation Connection X.402_F0

Figure 15 —Multiple Asymmetric ASEs

26.3 Message Handling ASEs

The ASEs that provide the various Message Handling services are listed in the first Column of Table 11. For each|ASE
listed, the second column indicates whether it is symmetric or asymmetric. The«thitd column identifies the functional
obje¢ts--UAs, MSs, MTAs, and AUs--that are associated with the ASE, either as‘consumer or as supplier.

Table 11 — Message Handling)ASEs

+------ +------ Rl N +
| | | Functdonal Objects |
| | e +
| ASE | Form | UA MS MTA AU |
+------ +-----= +C5 -~ ———-—-—-—-—-—------ +
| MTSE | sy | - cs - |
+------ +--c Y- B +
| MSSE | ASY | C cs s - |
| MDSE, &Y | ¢ C s - |
| MRSEN}"ASY | C S - - |
| MASE/ | ASY | C cs s - |
R +------ R +
+- Legend ------------------- +

| SY symmetric C consumer |
| ASY asymmetric S supplier |

The Message Handling' ASEs, summarized in the table, are individually introduced in the subclauses below. Each is
defijed in ITU-T Rec. X.419 | ISO/IEC 10021-6.

26.3]1 Message Transfer

The Message Transfer Service Element (MTSE) is the means by which the transfer transmittal step is effected.

26.3.2 Message Submission

The Message Submission Service Element (MSSE) is the means by which the submission transmittal step is effected.

26.3.3 Message Delivery
The Message Delivery Service Element (MDSE) is the means by which the delivery transmittal step is effected.

26.3.4 Message Retrieval

The Message Retrieval Service Element (MRSE) is the means by which the retrieval transmittal step is effected.
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26.3.

5  Message Administration

The Message Administration Service Element (MASE) is the means by which a UA, MS, or MTA places on file with
one another information that enables and controls their subsequent interaction by means of the MSSE, MDSE, MRSE,
and MASE.

26.4

Supporting ASEs

The general-purpose ASEs upon which Message Handling ASEs depend are listed in the first column of Table 12. For

each

listed ASE, the second column indicates whether it is symmetric or asymmetric.

Table 12 — Supporting ASEs

The

26.4

The
strug

The

26.4

The
Hang
as to

The

26.4

The
systd

The

27
In O

+------ +------ +
| ASE | Form |
+------ +------ +
| ROSE | sy |
| RTSE | sy |
| ACSE | sy |
+------ +------ +

+- Legend ------- +

| SY symmetric |
ASY asymmetric
Yy

supporting ASEs, summarized in the table, are individually introduced in the subclauses below.

1 Remote Operations

Remote Operations Service Element (ROSE) is the means, by~which the asymmetric Message Handling 4
ture their request-response interactions between consuming and supplying open systems.

ROSE is defined in ITU-T Rec. X.880 | ISO/IEC 137124,

2  Reliable Transfer

Reliable Transfer Service Element (RTSE) is(the means by which various symmetric and asymmetric Me
iling ASEs convey information objects--especially large ones (e.g., facsimile messages)--between open syster
ensure their safe-storage at their destinations.

RTSE is defined in ITU-T Rec. X,218 [ISO/IEC 9066-1.

3  Association Control

Association Control Service Element (ACSE) is the means by which all application associations between
ms are established, rel€ased, and in other respects managed.

ACSE is defined in TPU-T Rec. X.217 | ISO 8649.

Application Contexts

SI theYcommunication capabilities (i.e., ASEs) of two open systems are marshalled for a particular purpos

means-of application contexts (ACs). An AC is a detailed specification of the use of an association between two

ASEs

sage
NS SO

open

e by
open

systems, 1.€., a protocol.

An AC specifies how the association is to be established (e.g., what initialization parameters are to be exchanged), what
ASEs are to engage in peer-to-peer communication over the association, what constraints (if any) are to be imposed
upon their individual use of the association, whether the initiator or responder is the consumer of each asymmetric ASE,
and how the association is to be released (e.g., what finalization parameters are to be exchanged).

Every AC is named (by an ASN.1 Object Identifier). The initiator of an association indicates to the responder the AC
that will govern the association's use by conveying the AC's name to it by means of the ACSE.

An AC also identifies by name (an ASN.1 Object Identifier) the abstract syntaxes of the APDUs that an association may
carry as a result of its use by the AC's ASEs. Conventionally one assigns a name to the set of APDUs associated either
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with each individual ASE or with the AC as a whole. The initiator of an association indicates to the responder the one or
more abstract syntaxes associated with the AC by conveying their names to it via the ACSE.

The abstract syntax of an APDU is its structure as an information object (e.g., an ASN.1 Set comprising an Integer
command code and an IAS String command argument). It is distinguished from the APDU's transfer syntax which is
how the information object is represented for transmission between two open systems (e.g., one octet denoting an
ASN.1 Set, followed by one octet giving the length of the Set, etc.).

The ACs by means of which the various Message Handling services are provided are specified in ITU-T Rec. X.419 |
ISO/IEC 10021-6. These protocols are known as P1, P3, and P7.

NOTE — The nature of a message's content does not enter into the definition of Message Handling ACs because the content is
encapsulated (as an Octet String) in the protocols by means of which it is conveyed.

SECTION 7 — ABSTRACT SERVICE DEFINITION CONVENTIONS

28 Overview

Wheh describing a complex distributed information processing task there is some advantage_in“specifying the tagk in
abstjact rather than concrete terms. This approach ensures that the task's functional requirements are gtated
independently of its concrete realization. As well as permitting the specification to develop/by a process of stepiwise
refinement, this separation is important since each aspect of the task may admit of sewveral concrete realizations, For
example, in a Message Transfer System comprising three message transfer agents, the first and second might inferact
using OSI communication, and the second and third by proprietary means.

This|section specifies the conventions for abstractly describing the serviges\provided by an distributed informption
procgssing task, the abstract service, by means of an abstract model. Therealization of the abstract service by meapns of
OSI pommunication services is also described.

NOTE — This section replaces and makes obsolete the Abstract Service\Pefinition Conventions in CCITT Rec. X.407 (1988) |
I$O/IEC 10021-3: 1990.

ITU{T Rec. X.880 | ISO/IEC 13712-1 defines several information object classes that are useful in the specificatipn of
ROS-based application protocols such as those defined for MHS.

29 Components of the Abstract Model

29.1 Abstract Objects

An dbstract object (MHS-object) is«a\functional entity, possibly one of several which interact with one anothef. An
abstijact object of one type mightrepresent a system; multiple abstract objects of another type might represent its ysers.
Absiact objects interact only when bound together in an association which defines the services offered and the coptext
of their interaction in terms.of an abstract contract.

An NIHS-object is specified as an instance of the MHS-object information object class. Its definition is identical tp the
Rempte Operations ROS-OBJECT-CLASS information object class. This defines the capabilities of an abstract gbject
in tefms of the (assoCiation) contracts it supports as initiator, or responder, or in either role.

MHS-OBJECT ::= ROS-OBJECT-CLASS

29.2 Abstract Contracts

An abstract contract (contract) defines a context within which a pair of abstract objects can interact. This includes a
specification of the manner in which the two abstract objects establish an association (bind), release an association
(unbind), and identifies the abstract ports bound together for the duration of the association. When specifying a contract,
the ports in which the association initiator assumes the role of "consumer"”, the ports at which it assumes the role of
"supplier", and the ports which are either symmetrical or in which the association initiator can occupy both the
"consumer" and "supplier" roles are identified.

A contract is defined as an instance of the Remote Operations CONTRACT information object class.
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29.3 Connection Packages

A connection package specifies that part of a contract concerned with the dynamic establishment and release of an
association. It specifies the abstract-bind operation used to establish, and the abstract-unbind operation used to release
the association.

A connection-package is defined as an instance of the Remote Operations CONNECTION-PACKAGE information
object class.

29.4 Abstract Ports

An abstract port (port) is a point at which an abstract object interacts with another abstract object when bound together
under the terms of a contract. It defines the set of operations which may be invoked by an abstract object assuming the
role pf "consumer”, the operations which may be invoked by an abstract object assuming the role of "supplier",-and the
opergitions which may be invoked by either abstract object.

A port is defined as symmetric if all instances of the port are identical (i.e. consumer and supplier-roles ar¢ not
distinguished). A port is defined as asymmetric if each instance of the port is of one of two kinds, supplier or conspimer
(i.e. the roles are distinguished).

A port is specified as an instance of the PORT information object class. Its definition is,idéntical to the Remote
Opefations OPERATION-PACKAGE information object class.

PORT ::= OPERATION-PACKAGE

29.5 Abstract Operations and Abstract Errors

An gbstract operation is a procedure that one abstract object (the invoker) ean request of another (the performer) at a
port |pair bound within the terms of a contract. If the ports are symmetfic) then either abstract object may invokg the
operfition. If the ports are asymmetric, then the port definition prescribes which operations may be invoked by the
abstijact object acting as the consumer of the port, and which may bexinvoked by that acting as the supplier.

An abstract error is an exceptional condition that may arise during the performance of an abstract operation, causjng it
to fajil. When an abstract error is reported, the performer conveys to the invoker the identity of the abstract errof and
posslbly a single information object called its parameter.

Abstract operations and abstract errors are specified as instances of the ABSTRACT-OPERATION and ABSTRACT-
ERRIOR information object classes.

Theif definitions are identical to the Remiote Operations OPERATION and ERROR information object cldsses,
respgctively.

ABSTRACT-OPERATION ::=_ OPERATION

ABSTRACT-ERROR ::=(ERROR

30 ROS Realization

Onc¢ a distributedsinformation processing task has been described and specified in abstract terms, the manner in which
each| aspect ofithe task is to be concretely realized must be prescribed. Each aspect may admit of several concrete
realifations,

The foncrete realization of the components of the MHS abstract service is often trivial when accomplished by means of
Rembie-Operat . ) ) L o " oxictoa RO ) et

perations- so-because 2-given-abstractservice-the sts-a-ROS-based-application-protocol-that is
functionally identical to it. This follows from the fact that the framework for the specification of abstract services is
isomorphic to that for the specification of ROS-based application protocols. The correspondences behind the
isomorphism are listed in Table 13.
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Table 13 — Correspondence of abstract service components to ROS information object classes

Abstract service component ROS information object class
MHS-object ROS-OBJECT-CLASS
Port OPERATION-PACKAGE
Abstract-operation OPERATION
Abstract-error ERROR

The ROS information object classes CONTRACT and CONNECTION-PACKAGE are used directly in the MHS
abstract model.
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Annex A

Directory Object Classes and Attributes

(This annex forms an integral part of this Recommendation | International Standard)

Several Directory object classes, attributes, attribute syntaxes, contexts, and certificate subject alternative names are
specific to Message Handling. These are defined in the present annex using the OBJECT-CLASS, ATTRIBUTE, and
CONTEXT information object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2, and the OTHER-NAME information
object classes of ITU-T Rec. X.509 | ISO/IEC 9594-8, respectively.

Al Object Classes
The pbject classes specific to Message Handling are those specified below.
NOTE — The Directory object classes described in this Annex Can be combined with other object classes, e.g.sthe'Ones d¢fined
i ITU-T Rec. X.521 | ISO/IEC 9594-7. See also ITU-T Rec. X.501 | ISO/IEC 9594-2, clause 12 for an,explanation of how
Directory object classes can be combined in one Directory entry. Annex B of ITU-T Rec. X.521 | ISO/IEC 9594-7 gives|some
frther information about Directory name forms and possible Directory Information Tree structures.
A.1.] MHS Distribution List
An MIHS Distribution List object is a DL. The attributes in its entry identify its common name, submit permisgions,
and PR-addresses and, to the extent that the relevant attributes are present, describé the DL, identify its organizgtion,
orgafizational units, and owner; cite related objects; identify its maximum content length, deliverable content typed, and
acceptable, exclusively acceptable, and unacceptable EITs,; and identify its expansion policy, subscription addrgsses,
archive addresses, related lists and members.
mhs-distribution-1list OBJECT-CLASS = {
SUBCLASS OF { top }
MUST CONTAIN { commonName |
mhs-dl-submit-permissions
mhs-or-addresses }
MAY CONTAIN { description |
organizationName |
organizationalUnitName |
owner |
seeAlso |
mhs-maximums€ontent-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exciusively-acceptable-eits |
mhs-unacceptable-eits |
mhg-dl-policy |
fhe~dl-subscription-service |
mhs-dl-archive-service |
mhs-dl-related-lists |
mhs-dl-members }
1D id-oc-mhs-distribution-list }
A.1.2  MHS Message Store
An MHS Message-Store object is an AE that realizes an MS. The attributes in its entry, to the extent that they are
pres¢nt, describe/the MS, identify its owner, and enumerate the attributes, automatic actions, matching rules, coptent
types, and network protocols it supports.
mhs-message-store OBJECT-CLASS ::= {
SUBCLASS OF { applicationEntity }

MAY CONTAIN { owner |
mhs-supported-attributes |
mhs-supported-automatic-actions |
mhs-supported-matching-rules |
mhs-supported-content-types |
protocolInformation }

ID id-oc-mhs-message-store }

A.13 MHS Message Transfer Agent

An MHS Message Transfer Agent object is an AE that implements an MTA. The attributes in its entry, to the extent
that they are present, describe the MTA and identify its owner, its maximum content length, and its supported network
protocols.

54

ITU-T Rec. X.402 (06/1999)


https://standardsiso.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/IEC 10021-2:2003 (E)

mhs-message-transfer-agent OBJECT-CLASS ::=

SUBCLASS OF { applicationEntity }

MAY CONTAIN { owner |
mhs-maximum-content-length |
protocolInformation }

ID id-oc-mhs-message-transfer-agent }

A.l1.4 MHS User

An MHS User object is a generic MHS user. (The generic MHS user can have, for example, a business address, a
residential address, or both.) The attributes in its entry identify the user's OR-address and, to the extent that the relevant
attributes are present, identify the user's maximum content length, content types, and EITs; its MS; and its preferred
delivery methods.

L

mils=usel UBJELUILI=CLASS T 1= "1

SUBCLASS OF { top }

KIND auxiliary

MUST CONTAIN { mhs-or-addresses }

MAY CONTAIN { mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-or-addresses-with-capabilities |
mhs-message-store-dn }

ID id-oc-mhs-user }

If thp MHS User has more than one OR-address, which have differing deliverability capabilities, then the attriputes
mhsA{deliverable-content-types, mhs-deliverable-eits, and mhs-undeliverable-eits should represent the union of fhese
deliVlerability capabilities; the attribute mhs-maximum-content-length should(Contain the largest of the values of this
attripute. The capability of each OR-address can then be determined when fequired from the attribute mhs-or-addresses-
withfcapabilities.
NOTE — The MHS User's preferredDeliveryMethod information is inherited in the telecommunicationAttributeSet frofn the
Directory user's naming object class.

A.1.5 MHS User Agent

An MHS User Agent object is an AE that realizes a UA;The attributes in its entry, to the extent that they are prgsent,
identify the UA's owner; its maximum content length, eontent types, and EITs; its deliverable classes; its OR-address;
and fts supported network protocols.

mhs-user-agent OBJECT-CLASS ::=l{

SUBCLASS OF { applicationEntity }

MAY CONTAIN { ownérY
mhs-maXimum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-deliverable-classes |
mhs-or-addresses |
protocolInformation }

ID id-oc-mhs-user-agent }

A.2 Attributes

The httributes specific to Message Handling are those specified below.

A2, MHS A Gce_ptahln EITLs

The MHS Acceptable EITs attribute identifies a set of EITs; the presence of any one of these EITs in a messages
makes it a message whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1.1.1.3.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4. The order of precedence between this attribute and those in A.2.10 and A.2.19 is
defined in 14.3.4.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A value of this attribute is an Object Identifier.

mhs-acceptable-eits ATTRIBUTE

WITH SYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-acceptable-eits }
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A.2.2 MHS Deliverable Classes

The MHS Deliverable Classes attribute identifies the classes of messages whose delivery a UA will accept

(see 8.4.1.1.3 in ITU-T Rec. X.411 | ISO/IEC 10021-4).
A value of this attribute is a Capability (see A.3.4).

mhs-deliverable-classes ATTRIBUTE ::= {
WITH SYNTAX Capability
EQUALITY MATCHING RULE capabilityMatch
ID id-at-mhs-deliverable-classes }

A2.3 MHS Deliverable Content Types

The MHS Deliverable Content Types-attribute-identifiesthe content-types-of the-messageswhose-delivery a-usey will
acce r which a DL will expand. The absence of this attribute indicates that any content type may be deliyered
(or ekpanded).

A vallue of this attribute is an Object Identifier.
mhs-deliverable-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-deliverable-content-types }

A.2.4 MHS DL Archive Service

The IMHS DL Archive Service attribute identifies a service from which a user,thay request copies of mes

ages

previjously distributed by this DL. Further specification of any such service (e.g., the format of requests) is beyonf the

scopg of this International Standard.

A vallue of this attribute is an OR-Name.

mhs-dl-archive-service ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch

-- EXTENSIBLE MATCHING RULE { oRNapeMatch | oRNameElementsMatch |
-- oRNameSubstringElementsMatch |

-- oRNameSingleElementMatch }--

ID idZat-mhs-dl-archive-service }

A2.p MHS DL Members

The [MHS DL Members attribute identifiesva’ DL's members. When a DL is expanded, each of the values o
attripute will become a recipient of the message.

A vallue of this attribute is an OR-name,

mhs-dl-members ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY. MATCHING RULE oRNameExactMatch

-- EXTENSIBLE MATCHING RULE { oRNameMatch | oRNameElementsMatch |
-- ORNameSubstringElementsMatch |

-~ ORNameSingleElementMatch }--

i») id-at-mhs-dl-members }

A vdlue of thishattribute may have an annotation attached to it to provide information for use in the administrati
the DL (seeA4.1), or may have an indication attached to it that this member is itself a DL to enable efficient evalu

this

n of
ation

of submit permission (see A.4.2), or may have an indication attached to it that this member uses a non—staTdard

systdm {see A.4.3).

A.2.6 MHS DL Policy

The MHS DL Policy attribute identifies the choice of policy options to be applied when expanding a DL.
A value of this attribute is a DL policy.

mhs-dl-policy ATTRIBUTE ::

]
—_

WITH SYNTAX DLPolicy
SINGLE VALUE TRUE
ID id-at-mhs-dl-policy }
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A.2.7  MHS DL Related Lists

The MHS DL Related Lists attribute identifies other Distribution Lists which are, in some unspecified way, related to
this DL.

A value of this attribute is a Distinguished Name.

mhs-dl-related-lists ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
D id-at-mhs-dl-related-lists }

A.2.8 MHS DL Submit Permissions
The MHS-DL-Submit ssions-attribute—identifies-theusers—a
DL. It does not affect the handling of reports at DL expansion points.
Av

to a

lue of this attribute is a DL submit permission.

mhs-dl-submit-permissions ATTRIBUTE ::= {
WITH SYNTAX DLSubmitPermission
ID id-at-mhs-dl-submit-permissions }

A.2.9 MHS DL Subscription Service

The |[MHS DL Subscription Service attribute identifies a service to which a user¥may request changes t¢ the
memnibership of this DL (e.g., for a user to request to be added to the DL). Further sSpecification of any such sefvice
(e.g.] the format of requests) is beyond the scope of this International Standard.

A vallue of this attribute is an OR-Name.

mhs-dl-subscription-service ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch

-- EXTENSIBLE MATCHING RULE { oRNameMatéh'| oRNameElementsMatch |
-- OoRNameSubstringElementsMatch |

-- ORNameSifgleElementMatch }--

ID id-atsmhs-dl-subscription-service }

A.2.]0 MHS Exclusively Acceptable EITs

The MHS Exclusively Acceptable EITs attributéiidentifies a set of EITs; the presence of all EITs of a message within
this §et makes it a messages whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1.1.1.3.1 of
ITU{T Rec. X.411 | ISO/IEC 10021-4. The-otder of precedence between this attribute and those in A.2.1 and A.2J19 is
defijed in 14.3.4.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
NOTE — Implicit conversion may oecur in the MTS prior to delivery of a message, so that any EIT originally present {n the

njessage but not among the exclusively acceptable EITs may be converted into an exclusively acceptable EIT, thus engbling
dplivery (or DL expansion).

A vallue of this attribute is an'‘Object Identifier.

mhs-exclusively-acceptable-eits ATTRIBUTE ::= {
WITH \SYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
TD id-at-mhs-exclusively-acceptable-eits }

A.2.]1 MHS Maximum Content Length

The MHS Maximum Content Length attribute identifies the maximum content length of the messages whose deljvery
a user will accept, or wiich a DL will expand, or whictt anm M TA wittaccept.

A value of this attribute is an Integer.

mhs-maximum-content-length ATTRIBUTE ::= {
WITH SYNTAX ContentLength
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-at-mhs-maximum-content-length }

A.2.12 MHS Message Store Directory Name
The MHS Message Store Directory Name attribute identifies a user's MS by name.

The value of this attribute is a Directory distinguished name.
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mhs-message-store-dn ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-mhs-message-store-dn }

A.2.13 MHS OR-Addresses

The MHS OR-Addresses attribute specifies a user's or DL's OR-addresses. The Directory user may choose any one of
the values to use as the OR-address of this user.

A value of this attribute is an OR-address.

mhs-or-addresses ATTRIBUTE ::=
WITH SYNTAX ORAddress
EQUALITY MATCHING RULE oRAddressMatch
-- EXTENSIBLE MATCHING RULE { oRAddressElementsMatch |
-- oRAddressSubstringElementsMatch |
-- ORNameSingleElementMatch } --
D id-at-mhs-or-addresses }

When the MHS OR-Addresses with Capabilities attribute is present in an entry, the MHS OR-Addresses attrjibute
shoulld contain only the user's preferred address.

A.2.14 MHS OR-Addresses with Capabilities

The [MHS OR-Addresses with Capabilities attribute identifies the deliverabilityycapability of each of a yser's
OR-jddresses.

A vallue of this attribute is an OR-address with capabilities.

mhs-or-addresses-with-capabilities ATTRIBUTE ::=
WITH SYNTAX AddressCapabilities
EQUALITY MATCHING RULE addressCapabdilitiesMatch
ID id-at-mhs-ox~addresses-with-capabilities }

This|attribute may be used to indicate the individual capabilities of each of the user's OR-addresses where different
addrgsses have differing capabilities. It may also be used where a single address has, for example, differing capabiflities
for dlifferent content-types. Where there are no differing capabilities which the user requires to distinguishl the
MH$ OR-Addresses attribute alone is sufficient.

A.2.]5 MHS Supported Attributes
The MHS Supported Attributes attributeidenfifies the attributes that an MS fully supports.

A vallue of this attribute is an Object Identifier.

mhs-supported-attriblites ATTRIBUTE ::= {
WITH SYNTAX ATTRIBUTE.&id ({AttributeTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-attributes

}

A.2.16 MHS Supported Automatic Actions
The MHS Supported Automatic Actions attribute identifies the automatic actions that an MS fully supports.

A vallue of'this attribute is an Object Identifier.

mhs-supported-automatic-actions ATTRIBUTE ::= {
WITLL _COVANTAY ALITO 7\f""T‘Tf\T\T.r-;r:I /{7\11#— Dot o nTalkl }\
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-automatic-actions }

A.2.17 MHS Supported Content Types

The MHS Supported Content Types attribute identifies the content types of the messages whose syntax and semantics
an MS fully supports.

A value of this attribute is an Object Identifier.

mhs-supported-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-content-types }
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A.2.18 MHS Supported Matching Rules
The MHS Supported Matching Rules attribute identifies the matching rules an MS fully supports.

A value of this attribute is an Object Identifier.

mhs-supported-matching-rules ATTRIBUTE ::= {
WITH SYNTAX MATCHING-RULE. &id ({MatchingRuleTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-matching-rules }

A.2.19 MHS Unacceptable EITs

The MHS Unacceptable EITs attribute 1dent1ﬁes a set of EITs the presence of any one of these EITs in a messages
makes-it-a-message ay : > S 3.1 of
ITU{T Rec X 411 | ISO/IEC 10021 -4. The order of precedence between thls attrlbute and those in A 2. 1 and AU 2 10 is
defirled in 14.3.4.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE - Implicit conversion may occur in the MTS prior to delivery of a message, so that any EIT originally present jn the
npessage but among the unacceptable EITs may be converted into an acceptable EIT, thus enabling delivery (or DL expansiqn).

A vallue of this attribute is an Object Identifier.

mhs-unacceptable-eits ATTRIBUTE ::= {
WITH SYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-unacceptable-eits\¥

A3 Attribute Syntaxes

The httribute syntaxes specific to Message Handling are those specified below.

A3.] DL Submit Permission

The DL Submit Permission attribute syntax characterizes an attribute each of whose values is a submit permission|

DLSubmitPermission ::= CHOICE (
individual [0] ORName,
member-of-dl [1] ORName,

pattern-match [2] ORNamePattern,
member-of-group [3] Name}

A DL submit permission, depending upon its type; grants submit access to the following zero or more users and DIjs:
a) Individual: The user or (ungXpanded) DL any of whose OR-names is equal to the specified OR-namg.

b) Member-of-dl: Each member of the DL, any of whose OR-names is equal to the specified OR-nanfe, or
of each nested DL, recursively.

c) Pattern-match: Each user or (unexpanded) DL any of whose OR-names matches the specified OR-pame
pattern.

ORNamePattetrn ::= ORName

Thepresence of an emp--ty OR-name pattern (i.e. an ORName containing only an empty
BuiltInStandardAttributes Sequence) indicates that any user has submit permission.

arny-user-may-submit DLSubmitPermission ::=
pattern-match: { built-in-standard-attributes { } }

d) Member-of-group: Each member of the group-of-names whose name is specified, or of each npsted
group-of-names, recursively.

A presented value is equal to a target value of this type if the two are identical, attribute by attribute. Additionally,
equality may be declared under other conditions which are a local matter.

A.3.1.1 Procedure for Evaluating DL Submit Permission

When using the MHS DL Submit Permission attribute to determine whether a particular message may be expanded by
a DL, the following procedure is applied. If the message contains a DL Expansion History then it is the OR-name of the
last DL in the expansion history which is compared with the values of the submit permission attribute, otherwise the
OR-name of the originator of the message is compared.
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The comparison proceeds against each value of the attribute in turn until the first match occurs whereupon the message
has obtained submit permission, or until no more attribute values remain to be compared whereupon the message has
failed to obtain submit permission.

NOTE - The Directory does not maintain any ordering of attribute values. Efficiency will usually be achieved by considering
Pattern-match values, shortest first, followed by Individual values.

For each attribute value, the appropriate procedure below is applied:

a)

b)

Individual

The OR-name from the message is compared with the OR-name from this attribute value using the

procedure specified in A.3.1.2.
Member-of-dl

itself

Whe
then

A.3.

The
from
itis |

The

A3.2

The

If no match is found, a Directory look-up is performed on each member OR-name to determine whethe
another DL. For each nested DL found, the procedure for Member-of-dl is applied, recursively,

¢)

d)

re a member of a DL or a group has 'more than one value present in that member's MHS OR-Addresses attri
a separate OR-name is constructed for each OR-address.

[.2  Procedure for Determining Equivalence of OR-Names

DR-names aré compared using the OR-name-match rule defined in 12.4.4 of ITU-T Rec. X.413 | ISO/IEC 100

DE-Policy

DE Policy attribute syntax characterizes an attribute whose value is a DL policy.

This attribute vatue 1S the OR-name of a DL. The MHS DL Members of that DL are obtained, If

member's OR-name lacks an OR-address component then this is obtained from the MHS OR-Addr
attribute from that member's Directory entry. The OR-name from the message is compared with
member OR-name in turn using the procedure specified in A.3.1.2 until a match occurs.

Pattern-match

This attribute value contains elements of an OR-name: that is it may-eontain some OR-ad
components, or some RDN components of a Directory Name, or both. If\the attribute value is an e
OR-name pattern then submit permission for any user exists.

An OR-name containing no attribute types which are absent from,the pattern is constructed by disca
other attributes from the OR-name from the message. This constructed OR-name is compared wit|

any
ESses
each

it is

dress

mpty

Fding
h the

pattern OR-name from this attribute value using the procedur¢€ specified in the OR-name-elements-match

rule in 12.4.5 of ITU-T Rec. X.413 | ISO/IEC 10021-5.
Member-of-group

This attribute value is the Directory Name of a-Group of Names (see 6.10 in ISO/IEC 9594-7)
Members of that Group of Names are obtained; and an OR-name for each OR-Address of each me
is constructed from that member's Directory.Name plus that member's MHS OR-Addresses attribute
OR-name from the message is comparéd with each member OR-name in turn using the procg
specified in A.3.1.2 until a match occuts:

If no match is found, a Directory, loek-up is performed on each member's Directory Name to deter

The
mber
The
dure

mine

whether it is itself another Groap*of Names. For each nested Group of Names found, the procedute for

Member-of-group is applied, recursively.

bute,

DR-name from the miessage always contains an OR-address and may also contain a Directory Name. The OR-pame
the attribute may~comprise either or both a Directory Name and an OR-address; the OR-address will be pres
present in the atfribtite value, or if it can be obtained from the Directory for members of DLs or groups.

ent if

P1-5.
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DLPolicy ::= SET ({

report-propagation [0] INTEGER ({

previous-dl-or-originator (0),

dl-owner (1),

both-previous-and-owner (2) } DEFAULT previous-dl-or-originator,
report-from-dl [1] INTEGER ({

whenever-requested (0),

when-no-propagation (1) } DEFAULT whenever-requested,
originating-MTA-report [2] INTEGER ({

unchanged (0),

report (2),

non-delivery-report (3),

audited-report (4) } DEFAULT unchanged,
originator-report [3] INTEGER

unchanged (0),

no-report (1)

report (2),

non-delivery-report (3) } DEFAULT unchanged,
return-of-content [4] ENUMERATED (

unchanged (0),

content-return-not-requested (1),

content-return-requested (2) } DEFAULT unchanged,
priority [5] INTEGER {

unchanged (0),

normal (1),

non-urgent (2),

urgent (3) } DEFAULT unchanged,
disclosure-of-other-recipients [6] ENUMERATED {

unchanged (0),

disclosure-of-other-recipients-prohibited (1)-,

disclosure-of-other-recipients-allowed (2) % DEFAULT unchanged,
implicit-conversion-prohibited [7] ENUMERATED ({

unchanged (0),

implicit-conversion-allowed (1),

implicit-conversion-prohibited (2) J\DEFAULT unchanged,
conversion-with-loss-prohibited [8] ENUMERATED {

unchanged (0),

conversion-with-loss-allowed (19%

conversion-with-loss-prohibited (2) } DEFAULT unchanged,
further-dl-expansion-allowed [9] BOOLEAN DEFAULT TRUE,
originator-requested-alternate-recipient-removed [10] BOOLEAN DEFAULT TRUE,
proof-of-delivery [11] INTEGER {

dl-expansion-point (0)y

dl-members (1),

both (2),

neither (3) } DEFAULT dl-members,
requested-delivery-metkiod [12] CHOICE

unchanged [0}~ NULL,

removed [1] NULL,

replaced RequestedDeliveryMethod } DEFAULT unchanged:NULL,
token-encryptidgh=algorithm-preference [13] SEQUENCE OF

AlgorithmInformation OPTIONAL,
token-signature-algorithm-preference [14] SEQUENCE OF
AlgorithmInformation OPTIONAL,
}

AlgorithmInformation ::= SEQUENCE ({
algonithm-identifier [0] AlgorithmIdentifier,
ofiginator-certificate-selector [1] CertificateAssertion OPTIONAL,
pecipient-certificate-selector [2] CertificateAssertion OPTIONAL}

A DL poliey ' may specify values for the following options:

a)  Report propagation: Whether reports received at the DL expansion point are to be sent to the prec¢ding
DI (or the originator if no preceding DI ) _or ta the DI owner or to hoth of these:

b) Report from DL: Whether the DL expansion point sends a confirmatory delivery report whenever it
expands a message which requests one, or whether such reports are sent only either when report
propagation is dl-owner or when originator-report is no-report or non-delivery-report;

c) Originating MTA report: Whether the MTA report request is unchanged, or set to request both delivery
and non-delivery reports, or set to request only non-delivery reports, or set to request audited delivery
reports;

d) Originator report. Whether the originator's report request is unchanged, or set to request no reports, or
set to request both delivery and non-delivery reports, or set to request only non-delivery reports;

e) Return of content: Whether the originator's request for return of content is unchanged, or set to request no
return, or set to request return with non-delivery reports;
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f)  Priority: Whether the originator's setting for priority is unchanged, or set to normal, or set to non-urgent,

or set to urgent;

g) Disclosure of other recipients: Whether the originator's setting is unchanged, or set to prohibit disclosure,

or set to allow disclosure;

h) Implicit conversion prohibited: Whether the originator's setting is unchanged, or set to allow implicit

conversion, or set to prohibit implicit conversion;

i)  Conversion with loss prohibited: Whether the originator's setting is unchanged, or set to allow

conversion with loss, or set to prohibit conversion with loss;

j)  Further DL expansion allowed: Whether expansion by any nested DLs is allowed or prohibited;

k) Removal of originator requested alternate recipient: Whether the originator's requested alternate

Furt]
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A vallue of this attribute is an OR-Address with Capabilities.
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1)  Generation of proof of delivery: Whether the proof of delivery when requested is generated at\th
expansion point, or by the DL members, or by both, or is not generated,;

m) Requested delivery method: Whether the originator's setting is unchanged, or removed, o1 replaced
specified value;

expanded contains encrypted data in a token for the DL recipient;

0) Token signature algorithm preference: Specifies the preference order for signature algorithms to be
to sign data where this is necessary to create a new token for each DL member, e.g. where the me
being expanded contains encrypted data in a token for the DL recipiént.

ler details of these policy options are in 14.3.10 in ITU-T Rec. X.411 | ISOAEC 10021-4.

B OR-Address

syntax of OR-Address is defined in ITU-T Rec. X.411 | ISOAEC 10021-4 and its semantics in clause
Bpecification.

esented OR-address value is equal to a target OR-addréss value under the conditions specified in 18.4. Mat
for OR-address-match, OR-address-elements-match,"OR-address-substring-elements-match and OR-name-si
ents-match are defined in 12.4.1, 12.4.2, 12.4.3 and¥2.4.7 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

| OR-Address with Capabilities

OR-Address with Capabilities attribute-syntax characterizes an attribute whose value identifies the delivera
bility of each of a user's OR-addresses! When an address has to be chosen automatically, the selection bet
psses having suitable capabilities will-be a local matter. When a human user is making the selection, the descri
allow a more appropriate choiee, to' be made.

AddressCapabildti€s ::= SEQUENCE {
descriptfon GeneralString,
address ORAddress,
capapbilities SET OF Capability }

Capability ::= SET ({
c¢ontent-types [0] SET OF ExtendedContentType OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstraints

OPTIONA]

security-labels [3] SecurityContext OPTIONAL,

e DL

by a

n) Token encryption algorithm preference: Specifies the preference order for asymmetric encryption
algorithms to be used to re-encrypt data for each DL member in a token, where the message being

used
sage

8 of
hing

hgle-

bility
veen
btion

n

1

The address-capabilities-match rule determines whether a presented value is identical with an attribute value of
OR-Address with Capabilities. This matching rule is used only for Directory maintenance.

addressCapabilitiesMatch MATCHING-RULE ::= {
SYNTAX AddressCapabilities
ID id-mr-address-capabilities-match }

The rule returns #rue if, and only if:

62

a) the description elements contain equivalent strings;

b) the address elements match following the OR-address-match rule defined in 12.4.1 of ITU-T Rec. X.413

| ISO/IEC 10021-5; and
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c) the capabilities elements contain equivalent components.

Because of the complexity of the capabilities component, it is not envisaged that the Directory could be expected to be
used to determine whether a presented capability requirement could be satisfied by any attribute value. Therefore it is
expected that all attribute values will be obtained from the Directory and the assessment performed by the Directory
user (e.g., the MTA).

The capability-match rule determines whether a presented value is identical with an attribute value of MHS Deliverable
Classes. This matching rule is used only for Directory maintenance.

capabilityMatch MATCHING-RULE ::= {
SYNTAX Capability
ID id-mr-capability-match }

The fule returns frue 11, and only 11 the capabilities contain equivalent components.

A3.p OR-Name

The [syntax of OR-name is defined in ITU-T Rec. X.411 | ISO/IEC 10021-4 and its semantics in clause 17 of this
Spedification.

The OR-name-exact-match rule determines whether both the Directory Name and the OR-Address components pf an
OR-Name match. Each component must match if it is present in either the presented or the target value. A pres¢nted
OR-pame value is equal to a target OR-name value if the OR-address components aré_eéquivalent using the Jrules
specified in 18.4, and if the Directory Name components are equivalent using the rules'specified in ITU-T Recs. df the
X.5(0-series | ISO/IEC 9594. Additionally, equality may be declared under other conditions which are a local mattdr.

OoRNameExactMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-exact-match }

The fule returns true if, and only if:

a) where the presented value contains only an OR-address, the rule matches only an attribute value which
does not contain a directory-name and where the;OR-address matches following the OR-address-match
rule defined in 12.4.1 of ITU-T Rec. X.413 | ISOAEC 10021-5;

b) where the presented value contains only a directory-name, the rule matches only an attribute value Which
does not contain an OR-address ~and where the directory-name matches following| the
distinguishedNameMatch rule defined in 12.5.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2; and

c) where the presented value contains both an OR-address and a directory-name, the rule matches only an
attribute value which contains both and where the OR-address matches following the OR-address-mhatch
rule defined in 12.4.1 of \ITU-T Rec. X.413 | ISO/IEC 10021-5 and the directory-name majches
following the distinguishedNameMatch rule defined in 12.5.2 of ITU-T Rec. X.501 | ISO/IEC 9594-p.

NOTE — The OR-namerexact-match rule does not require identical encoding of the presented and target values.

Matghing rules for OR-name-match, OR-name-elements-match, OR-name-substring-elements-match and OR-npme-
single-elements-match are defined in 12.4.4, 12.4.5, 12.4.6 and 12.4.7 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

A4 Contexts
The fontexts specific to Message Handling are those specified below.

A4.] DI Administrator Annotation

The |DL- Administrator Annotation context associates a value of the MHS DL Members attribute with a teixtual

TP rarad-l 1 2 4l £ tha T oot ctreot o,
ann tatIvIlr uooléuuu U], Ay TUT uaiv usv UL, IV 1 aAUImimisuratvr.

dl-administrator-annotation CONTEXT ::= {
WITH SYNTAX CHOICE(
bmpstring BMPString,
universalstring UniversalString}

ID id-con-dl-administrator-annotation

A presented value is considered to match a stored value if the presented value is a substring of the stored value.

dl-administrator-annotation-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members.&id OPTIONAL
CONTEXTS {dl1-administrator-annotation} }
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A textual annotation may be associated with each member of the DL, and is used only to enable the DL administrator to
associate information with the member to aid the administrator in administering the DL. This may be useful, for
example, when an MHS DL Members attribute value omits the Directory Name component and comprises only a
numeric OR-address.

A4.2 DL Nested DL

The DL Nested DL context associates a value of the MHS DL Members attribute with an indication that this member is
itself a DL.

dl-nested-dl CONTEXT ::=
WITH SYNTAX NULL
D id-con-dl-nested-dl }
dl-nested-dl-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members.&id OPTIONAL
CONTEXTS {dl-nested-dl} }

Wheh this context is associated with an MHS DL Members attribute value, it indicates that the member is itdelf a
(nested) DL. This context may be added by an administrative DUA to facilitate efficient evaluation of the DL Sybmit
Pernjission option Member-of-DL.

A4.3 DL Reset Originator

The DL Reset Originator context associates a value of the MHS DL Members attribute with an indication thaf this
memnjber uses, or is reached through, a system which does not send (non-)delivery veperts to the last DL identified in the
DL Expansion History (as required for conformance to X.400 | ISO/IEC 10021),

dl-reset-originator CONTEXT ::= {
WITH SYNTAX NULL
ID id-con-dl-reset*originator }
dl-reset-originator-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-mémbers. &id
OPTIONAL CONTEXTS {dl-redet-originator} }

Wheh this context is associated with an MHS DL Mémbers attribute value, if the report propagation elemept of
DL Rolicy is DL owner (only) then the DL expansion-point replaces the originator in the Envelope of the copy df the
mesgage for this DL member by the OR-name ‘of-the DL owner. This may be useful, for example, when thi$ DL
menber uses a system conforming to X.400 (1984), or a system using a protocol other than X.400 | ISO/IEC 10021{

A5 Certificate Subject Alternative Names

The pther name forms specific to Message Handling for use in a Certificate's subject alternative name field (see 12.3.2.1
in ITJU-T Rec. X.509 | ISO/IEC 9594-8) are those specified below.

A5 MTA Name

The MTA Name alternative name for a Certificate's subject enables a Certification Authority to issue Certificateg that
contgin a certified binding between the MTA Name and the public key.

mta-nam&~OTHER-NAME ::= { SEQUENCE
domain GlobalDomainIdentifier,
mta-name MTAName }
IDENTIFIED BY id-san-mta-name }
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Reference Definition of Object Identifiers

(This annex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes various Object Identifiers cited in the ASN.1 module of Annex C. It uses

ASN.1.

All Object Identifiers this Specification assigns are assigned in this annex. The annex is definitive for all but those for
ASN.1 modules and MHS itself. The definitive assignments for the former occur in the modules themselves; other

references to them appear in IMPORT clauses. The latter is fixed

MHSQbjectIdentifiers { joint-iso-itu-t mhs(6) arch(5) modules(0) object-identifiers (0)

version-1999 (1) }
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- Prplogue
-- Exports everything.
IMPQRTS -- nothing -- ;

ID {:= OBJECT IDENTIFIER
-- MHS Aspects

id-ghs-protocols ID ::= {joint-iso-itu-t mhs(6) protocdels
-- MHS Application Contexts and Protocols

-- See ITU-T Rec. X.419 | ISO/IEC 10021-6.

id-ipms ID ::= {joint-iso-itu-t mhs(6)  ipws
-- Interpersonal Messaging

-- See ITU-T Rec. X.420 | ISO/IEC 10021-7.

-- Vhlue {joint-iso-itu-t mhs(6) 2} is no longer defined

id-njts ID ::= {joint-iso-itu-t mhe(6) mts
-- Message Transfer System

-- See ITU-T Rec. X411 | ISO/IEC 10Q21-4.

id-ns ID ::= {joint-iso-itu~t mhs(6) ms

-- Message Store

-- See ITU-T Rec. X.413 | ISO/IEC10021-5.

id-d4rch ID ::= {jointsiso-itu-t mhs(6) arch
-- Overall Architecture

-- See this Specification.

id-droup ID ::= {joint-iso-itu-t mhs(6) group
-- Reserved.

id-gqdims ID :g="{joint-iso-itu-t mhs(6) edims
-- EDI Messaging,

-- See ITU-T Rec)X.435 | ISO/IEC 10021-9.

id-njanagement 1D ::= {joint-iso-itu-t mhs(6) management (9) }

-- MHS Management

-- See JTU-T Recs. X.460 — X.467 | ISO/IEC 11588.
id-gouting ID ::= {joint-iso-itu-t mhs(6) routing
-- MHS Routing

--\See ITU- TRec X412 | ISO/IEC 10021-10.

(10)}

-- Ctegories
id-mod ID ::= {id-arch 0} -- modules, not definitive
id-oc ID ::= {id-arch 1} -- ob]ectclasses

id-at ID ::= {id-arch 2} -- atmbute types
-- Value {id-arch 3} is no longer defined

id-mr ID ::= {id-arch 4} -- matching rules

id-con ID ::= {id-arch 5} -- contexts

id-san ID ::= {id-arch 6} -- certificate subject alternative names
-- Modules

id-object-identifiers ID ::

id-directory-objects-and-attributes ID ::

{id-mod 0} -- not definitive
{id-mod 1} -- not definitive
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-- Object classes

id-oc-mhs-distribution-list ID ::= {id-oc 0}
id-oc-mhs-message-store ID ::= {id-oc 1}
id-oc-mhs-message-transfer-agent ID ::= {id-oc 2}

id-oc-mhs-user ID ::= {id-oc 3}
id-oc-mhs-user-agent ID ::= {id-oc 4}

-- Attributes

id-at-mhs-maximum-content-length D {id-at o0}
id-at-mhs-deliverable-content-types D {id-at 1}
id-at-mhs-exclusively-acceptable-eits ID {id-at 2}
id-at-mhs-dl-members D {id-at 3}
id—c L_lllllb_uJ._buUllliL_pCLlllibbiUllb 1D {J..U_G\L ER]
id-4t-mhs-message-store-dn D {id-at 5}
id-gqt-mhs-or-addresses 1D {id-at 6}
-- Vhlue {id-at 7} is no longer defined
id-gdt-mhs-supported-automatic-actions 1D {id-at 8}
id-4t-mhs-supported-content-types D {id-at 9}
id-g4t-mhs-supported-attributes 1D {id-at 10}
id-4dt-mhs-supported-matching-rules ID {id-at 11}
id-gqt-mhs-dl-archive-service 1D {id-at 12}
id-4t-mhs-dl-policy D {id-at 13}
id-gqt-mhs-dl-related-lists 1D {id-at 14}
id-4t-mhs-dl-subscription-service D {id-at 15}
id-4t-mhs-or-addresses-with-capabilities D {id-at 16}
id-4t-mhs-acceptable-eits D {id-at 17}
id-g4t-mhs-unacceptable-eits 1D {id-at_dsy}
id-4t-mhs-deliverable-classes ID {id-at 19}
id-gdt-encrypted-mhs-maximum-content-length ID {id-aty o0
id-gt-encrypted-mhs-deliverable-content-types ID {#/g-at 1
id-gdt-encrypted-mhs-exclusively-acceptable-eits ID {id-at 2
id-gdt-encrypted-mhs-dl-members ID fid-at 3
id-gdt-encrypted-mhs-dl-submit-permissions ID {id-at 4
id-gdt-encrypted-mhs-message-store-dn ID {id-at 5
id-gdt-encrypted-mhs-or-addresses ID {id-at 6
id-gdt-encrypted-mhs-supported-automatic-actions D {id-at s
id-gdt-encrypted-mhs-supported-content-types ID {id-at 9
id-gdt-encrypted-mhs-supported-attributes ID {id-at 10
id-gdt-encrypted-mhs-supported-matching-rules ID {id-at 11
id-gdt-encrypted-mhs-dl-archive-service ID {id-at 12
id-gdt-encrypted-mhs-dl-policy ID {id-at 13
id-gdt-encrypted-mhs-dl-related-lists ID {id-at 14
id-gdt-encrypted-mhs-dl-subscription-service ID {id-at 15
id-4t-encrypted-mhs-or-addresses-with<capabilities ID {id-at 16
id-gdt-encrypted-mhs-acceptable-eits ID {id-at 17
id-gdt-encrypted-mhs-unacceptable-eits ID {id-at 18
id-gdt-encrypted-mhs-deliverabléesclasses ID {id-at 19
-- Matching Rules

id-njr-orname-exact-matelr ID {id-mr
id-nr-address-capabtlities-match ID {id-mr
id-nr-capability-mateh ID ::= {id-mr

-- Cantexts

id-don-dl-administrator-annotation ID ::= {id-con 0}
id-don,@1l¢nested-dl D {id-con 1}
id-dom=dl-reset-originator ID ::= {id-con 2}

-- Certificate subject alternative names

id-san-mta-name ID ::= {id-san 0}

END -- of MHSObjectldentifiers
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Annex C

Reference Definition of Directory Object Classes and Attributes

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Annex A, defines for reference purposes the object classes, attributes, and attribute
syntaxes specific to Message Handling. It uses the OBJECT-CLASS and ATTRIBUTE information object classes of
ITU-T Rec. X.501ISO/IEC 9594-2.

MHS[}irectoryObjectsAndAttributes { joint-iso-itu-t mhs(6) arch(5) modules (0) directory (1)
version-1999(1) }

DEFJINITIONS IMPLICIT TAGS ::=

BEGIN

-- Prplogue

-- Exports everything.

IMPQRTS

-- MHS Object Identifiers

id-at-mhs-acceptable-eits, id-at-mhs-deliverable-classesy
id-at-mhs-deliverable-content-types, id-at-mhs-dl-archive-service,
id-at-mhs-dl-members, id-at-mhs-dl-policy, id-at-mhgs“dl-related-lists,
id-at-mhs-dl-submit-permissions, id-at-mhs-dl-subgéription-service,
id-at-mhs-exclusively-acceptable-eits, id-at-mhs-maximum-content-length,
id-at-mhs-message-store-dn, id-at-mhs-or-addresses,
id-at-mhs-or-addresses-with-capabilities, id-@at*mhs-supported-attributes,
id-at-mhs-supported-automatic-actions, id-agsmhs-supported-content-types,
id-at-mhs-supported-matching-rules, id-atsmhis-unacceptable-eits,
id-con-dl-administrator-annotation, id-con-dl-nested-dl, id-con-dl-reset-originator
id-mr-address-capabilities-match, id-mxSeapability-match, id-mr-orname-exact-match,
id-oc-mhs-distribution-1list, id-oc-mhsZmessage-store, id-oc-mhs-message-transfer-aggnt,
id-oc-mhs-user, id-oc-mhs-user-agent, id-san-mta-name

-- MTS Abstract Service

ContentLength, EncodédInformationTypesConstraints, ExtendedContentType,
ExtendedEncodedInférmationType, GlobalDomainIdentifier, MTAName, ORAddress, ORName,
RequestedDeliveryMethod, SecurityContext

-- MS Abstract Service

ATFRIBUTE, AUTO-ACTION

FROM MHSObjectIdentifiers { joint-iso-itu-t mhs(6) arch(5) modules(0)
object-identifiers(0) version-1999(1) }

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) }

FROM MSAbstractService { joint-iso-itu-t mhs(6) ms(4) modules (0)
abstract-service (1) version-1999(1) }

-- MS General Attribute Types

AttributeTable

FROM MSGeneralAttributeTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-attribute-types(2) version-1999(1) }

-- MS General Auto Action Types

AutoActionTable

FROM MSGeneralAutoActionTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-auto-action-types(3) version-1994(0) }
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-- MS Matching Rules

MatchingRuleTable, oRAddressMatch, oRAddressElementsMatch,
oRAddressSubstringElementsMatch, oRNameMatch, oRNameElementsMatch,
oRNameSingleElementMatch, oRNameSubstringElementsMatch

FROM MSMatchingRules { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-matching-rules (5) version-1999(1)}

-- Information Framework

ATTRIBUTE, CONTEXT, distinguishedNameMatch, DIT-CONTEXT-USE-RULE,
objectIdentifierMatch, MATCHING-RULE, Name, OBJECT-CLASS, top

T RUNM J.lJ.J.UJ.llld.LJI.UJ.lI‘J.dlllCWUJ.J& {_iUJI.lJ.L—JI.bU—JI.L,LL—L ds (o) hnodule L)
informationFramework (1) 3 }

-- Selected Object Classes

applicationEntity
FROM SelectedObjectClasses { joint-iso-itu-t ds(5) module (1)
selectedObjectClasses(6) 3 }

-- Selected Attribute Types

commonName, description, distinguishedName, integerMatch, GrganizationName,
organizationalUnitName, owner, protocolInformation, seeAlso
FROM SelectedAttributeTypes { joint-iso-itu-tds‘¥5) module (1)
selectedAttributeTypes (5) 3 }

-- Authentication Framework

AlgorithmIdentifier
FROM AuthenticationFramework {joint-iso-ituzt ds(5) module (1)
authenticationFramework (7) 3}

-- Certificate Extensions

CertificateAssertion, OTHER-NAME
FROM CertificateExtensions {§eint-iso-itu-t ds(5) module (1)
certificateExtensions (26) 0}

-- OBJECT CLASSES

-- MHS Distribution List

mhs{distribution-1list ©BJECT-CLASS ::= {

SUBCLASS OF { top }

MUST CONTAIN { commonName |
mhs-dl-submit-permissions
mhs-or-addresses }

MAY <CONTAIN { description |
organizationName |
organizationalUnitName |
owner
seeAlso |

mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-dl-policy |
mhs-dl-subscription-service |
mhs-dl-archive-service |
mhs-dl-related-lists |
mhs-dl-members }

D id-oc-mhs-distribution-list }
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mhs-message-store OBJECT-CLASS ::= {

SUBCLASS OF
MAY CONTAIN

ID

{ applicationEntity }

{ owner

mhs-supported-attributes |
mhs-supported-automatic-actions |
mhs-supported-matching-rules |
mhs-supported-content-types |
protocolInformation }
id-oc-mhs-message-store }

-- MHS Message Transfer Agent

L

mhs{MEesSSage-transter=

SUBCLASS OF
MAY CONTAIN

ID

-- MHS User

mhs{user OBJECT-CLASS

SUBCLASS OF

KIND

MUST CONTAIN
MAY CONTAIN

adyclll UDJULRUI=LLAOS .=

{ applicationEntity }

{ owner |
mhs-maximum-content-length |
protocolInformation }
id-oc-mhs-message-transfer-agent }

= {
{ top }
auxiliary
{ mhs-or-addresses }
{ mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-or-addresses-with-capabilities /|
mhs-message-store-dn }

D id-oc-mhs-user }
-- MHS User Agent
mhs{user-agent OBJECT-CLASS ::= {

SUBCLASS OF { applicationEntity }

MAY CONTAIN { owner |
mhs-maximum-content*length |
mhs-deliverable-cbontent-types |
mhs-acceptable=éits |
mhs-exclusivély-acceptable-eits |
mhs-unacceptable-eits |
mhs-deliverable-classes |
mhs-or;addresses |
protocelinformation }

1D id-o&-mhs-user-agent }

-- AQTRIBUTES
-- MHS Acceptable EITs
mhs{acceptalflé*eits ATTRIBUTE ::= {

WITHASYNTAX

1D

ExtendedEncodedInformationType

EQUALITY MATCHING RULE objectIdentifierMatch

id-at-mhs-acceptable-eits }

-- MHS Deliverable Classes

mhs-deliverable-classes ATTRIBUTE ::=

WITH SYNTAX

Capability

EQUALITY MATCHING RULE capabilityMatch

ID

id-at-mhs-deliverable-classes }

-- MHS Deliverable Content Types

mhs-deliverable-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifierMatch

ID

id-at-mhs-deliverable-content-types }
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-- MHS DL Archive Service

mhs

-dl-archive-service ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
-- EXTENSIBLE MATCHING RULE

ci= |

ORName

oRNameExactMatch

{ oRNameMatch | oRNameElementsMatch |
ORNameSubstringElementsMatch | oRNameSingleElementMatch }--

ID id-at-mhs-dl-archive-service }
-- MHS DL Members
mhs-dl-members ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch
== LBAILGNSIDLE TNMAIULAOING KULLK { ORNAIENAdLCIT i ORNAICL LCNICIIU S AL CIL i

ID

-- MHS DL Policy

mhs{dl-policy ATTRIBUTE ::= {

WITH SYNTAX
SINGLE VALUE
ID

-- MHS DL Related Lists

mhs-{dl-related-lists ATTRIBUTE ::=

SUBTYPE OF distinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

D id-at-mhs-dl-related-1lis¥s }
-- MHS DL Submit Permissions
mhs{dl-submit-permissions ATTRIBUTE ::= {

WITH SYNTAX
ID

-- MHS DL Subscription Service

mhs -

-- EXTENSIBLE MATCHING RULE

ID

-- MHS Exclusively Acceptable EITs

mhs

M,

mhs

WITH SYNTAX
EQUALITY MATICHING RULE

dl-subscription-service ATTRIBUTE. ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch

exclusively-acceptable-eits ATTRIBUTE ::= {

ORNameSubstringElementsMatch | oRNameSingleElementMatiGh| }--
id-at-mhs-dl-members

DLPolicy
TRUE
id-at-mhs-dl-policy }

{

DLSubmitPermisgion
id-at-mhs-dl-submit-permissions }

{ oRNameMatch | oRNameElementsMatch |
oRNameSubstringElementsMatch | oRNameSingleElementMatch| }--
id-at-mhs-dl-subscription-service

ExtendedEncodedInformationType
objectIdentifierMatch

ID id-at-mhs-exclusively-acceptable-eits }
HS Maxiimiun Content Length
makimum-content-length ATTRIBUTE ::= {

WITH SYNTAX ContentLength

EQUALITY MATCHING RULE inmtegerMacchn

SINGLE VALUE TRUE

ID

-- MHS Message Store Directory Name

mhs-message-store-dn ATTRIBUTE ::=

70

SUBTYPE OF

EQUALITY MATCHING RULE
SINGLE VALUE

ID
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-- MHS OR-Addresses

mhs-or-addresses ATTRIBUTE ::= {
WITH SYNTAX ORAddress
EQUALITY MATCHING RULE oRAddressMatch

-- EXTENSIBLE MATCHING RULE { oRAddressElementsMatch | oRNameSingleElementMatch |
-- ORAddressSubstringElementsMatch } --
1D id-at-mhs-or-addresses }

-- MHS OR-Addresses with Capabilities

mhs-or-addresses-with-capabilities ATTRIBUTE ::= {
WITH SYNTAX AddressCapabilities
EQUALITY MATCHING RULE addressCapabilitiesMatch
1D J‘.U.—d.L—lllllb—UL—d.u.ul.cbbcb—wil,L.l—L,d.LJd.UJI.J.J..LJI.Cb }

-- MHS Supported Attributes

mhs-{supported-attributes ATTRIBUTE ::=

WITH SYNTAX ATTRIBUTE. &id ({AttributeTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-attributes

}
-- MHS Supported Automatic Actions

mhs{supported-automatic-actions ATTRIBUTE ::=

WITH SYNTAX AUTO-ACTION. &id ({AutoActionTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-automatic-actions }

-- MHS Supported Content Types

mhs{supported-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifilerMatch
ID id-at-mhs-supported-content-types }

-- MHS Supported Matching Rules

mhs-{supported-matching-rules ATTRIBUTE( : =

WITH SYNTAX MATCHING-RULE. &id ({MatchingRuleTable})
EQUALITY MATCHING RULE ebjectIdentifierMatch
ID id-at-mhs-supported-matching-rules }

-- MHS Unacceptable EITs

mhs-{unacceptable-eits APTRIBUTE ::= {
WITH SYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-unacceptable-eits }

-- AYTRIBUTE SYNTAXES

-- DL SubmitPermission

DLSybfiitPermission ::= CHOICE {
individnal [0] ORName
member-of-dl [1] ORName,
pattern-match [2] ORNamePattern,

member-of-group [3] Name}
ORNamePattern ::= ORName

any-user-may-submit DLSubmitPermission ::= pattern-match: { built-in-standard-attributes { } }
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-- DL Policy

DLPolicy SET {
report-propagation [0] INTEGER {
previous-dl-or-originator
dl-owner (1),
both-previous-and-owner
report-from-dl [1] INTEGER

(0),

(2) } DEFAULT previous-dl-or-originator,

whenever-requested (0),

when-no-propagation (1) } DEFAULT whenever-requested,
originating-MTA-report [2] INTEGER ({

unchanged (0),

report (2),

non-delivery-report (3),

audited-report
Originator-reporc 131

unchanged (0),

no-report (1),

report (2),

non-delivery-report (3) } DEFAULT unchanged,
return-of-content [4] ENUMERATED ({

unchanged (0),

content-return-not-requested

content-return-requested (2)
priority [5] INTEGER {

unchanged (0),

normal (1),

non-urgent (2),

urgent (3) } DEFAULT unchanged,
disclosure-of-other-recipients [6] ENUMERATED {

unchanged (0),

disclosure-of-other-recipients-prohibited

disclosure-of-other-recipients-allowed (2)
implicit-conversion-prohibited [7] ENUMERATED {

unchanged (0),

implicit-conversion-allowed (1),

implicit-conversion-prohibited (2) } DEFAULT unchanged,
conversion-with-loss-prohibited [8] ENUMERATED.{

unchanged (0),

(4) } DEFAULT unchanged,
INTEGRER {

(1),
} DEFAULT unchanged,

(1),
} DEFAULT unchanged,

conversion-with-loss-allowed

(1),

conversion-with-loss-prohibited «2)

} DEFAULT unchanged,

further-dl-expansion-allowed [9]

BOOLEAN DEFAULT TRUE,

originator-requested-alternate-recipient-removed [10] BOOLEAN DEFAULT TRUE,
proof-of-delivery [11] INTEGER ({

dl-expansion-point (0),
dl-members (1),

both (2),

neither (3) } DEFAULT)dl-members,

requested-delivery-methods [I2] CHOICE (

unchanged [0] NULL,

removed [1] NULlh

replaced ReguestedDeliveryMethod } DEFAULT unchanged:NULL,
token-encryption-algorithm-preference [13] SEQUENCE OF AlgorithmInformation OPTIONAIL
token-signature-dalgorithm-preference [14] SEQUENCE OF AlgorithmInformation OPTIONAL

AlgqrithmInformation = SEQUENCE {
algorithm~identifier [0] AlgorithmIdentifier,
originapor-certificate-selector [1] CertificateAssertion OPTIONAL,
recipient-certificate-selector [2] CertificateAssertion OPTIONAL}
-- OR-Address with Capabilities

AddressCapablirities SEQUENCE
description GeneralString OPTIONAL,
address ORAddress,
capabilities SET OF Capability }

Capability SET {
content-types [0] SET OF ExtendedContentType OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,

security-labels [3] SecurityContext OPTIONAL,
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-- MATCHING RULES

-- OR-Address with Capabilities Match

addressCapabilitiesMatch MATCHING-RULE ::= {
SYNTAX AddressCapabilities
ID id-mr-address-capabilities-match }
-- Capability Match
capabilityMatch MATCHING-RULE ::= {
SYNTAX Capability
ID id-mr-capability-match }

-- OR-Name Exact Match

ORNgmeExactMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-exact-match }
-- CONTEXTS

-- DL Administrator Annotation

dl-gddministrator-annotation CONTEXT ::=
WITH SYNTAX CHOICE({
bmpstring BMPString,
universalstring UniversalString}

ID id-con-dl-administrator-annotation

}

dl-gddministrator-annotation-use-rule DIT-CONTEXT-USE-RULE' ::= {
ATTRIBUTE TYPE mhs-dl-members. &id ‘OPTIONAL
CONTEXTS {dl-administrator~annotation} }

-- D1 Nested DL

dl-fested-dl CONTEXT ::= {
WITH SYNTAX NULL
D id-con“dl-nested-dl }
dl-fested-dl-use-rule DIT-CONTEXT,USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members.&id OPTIONAL
CONTEXTS {dl-nested-dl} }

-- D1 Reset Originator

dl-fgeset-originator CONTEXT ::= {
WITH SYNTAX NULL
ID id-con-dl-reset-originator }
dl-feset-originator-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members. &id
OPTIONAL CONTEXTS {dl-reset-originator} }

-- CERTIFICATE SUBJECT ALTERNATIVE NAMES

-- MTA Name
mta-name OTHER-NAME ::= { SEQUENCE {
domain GlobalDomainIdentifier,
mta-name MTAName }
IDENTIFIED BY id-san-mta-name }

END -- of MHSDirectory
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Annex D

Security Threats

(This annex does not form an integral part of this Recommendation | International Standard)

An overview of MHS security threats is provided in 15.1 of ITU-T Rec. X.400 | ISO/IEC 10021-1. This considers
threats as they appear in an MHS: access threats, inter-message threats, intra-message threats, and message store threats.
These threats can appear in various forms as follows:

In ad
addr
althg

Tabl
indid

D.1

Mas
An 1
detri
ackn|

a) Masquerade;
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¢) Modification of information;
d) Denial of service;

e) Leakage of information;

f)  Repudiation;

g) Other MHS threats.

dition, they may occur by accident or by malicious intent and may be active or passive) Attacks on the MHS
pss potential weaknesses and may comprise of a number of threats. This annex dedls’ with individual threat
ugh consideration is given to a number of broad classes of threat, it is not a compléte list.

e D.1 indicates how these threats can be met using the MHS security segviees. The list of threats given hd
ative rather than definitive.

Masquerade

juerade occurs when an entity successfully pretends to be a different entity and can take place in a number of ¥
nauthorized MTS-user may impersonate another to gain @nauthorized access to MTS facilities or to act t
ment of the valid user, e.g., to discard his messages. An\MTS-user may impersonate another user and so fg
pbwledge receipt of a message by the "valid" recipiént. A message may be put into the MTS by a user {4

claiming the identity of another user. An MTS-user, MS,%r MTA may masquerade as another MTS-user, MS, or M
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juerade threats include the following:

a) Impersonation and misuse of the MTS;

b) Falsely acknowledge receipt;

c) Falsely claim to originate a'message;

d) Impersonation of anMTA to an MTS-user;
e) Impersonation-of an MTA to another MTA.

hsquerade usually consists of other forms of attack and in a secure system may involve authentication sequg
valid users, e.g.,4n teplay or modification of messages.
Message Sequencing

age sequencing threats occur when part or all of a message is repeated, time-shifted, or reordered. This can be

will
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re 1S

vays.
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Isely
Isely
TA.

nces

used

to exploitithe authentication information in a valid message and resequence or time-shift valid messages. Althougl it is
impqssible to prevent replay with the MHS security services, it can be detected and the effects of the threat elimina‘ed.

Message sequencing threats include the following:
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a) Replay of messages;
b) Reordering of messages;
¢) Pre-play of messages;

d) Delay of messages.
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