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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular_fields of technical activity. 1SO and IEC technical committees collaborate in fields of mutual interest. Other

internati
Internati
In the fi
Internati
Internati

Attentio

Eld of information technology, ISO and IEC have established a joint technical committee, |SO/NEC JTC 1.

pnal organizations, governmental and non-governmental, in liaison with 1SO and 1EC, also take part in the wark.

bnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

pnal Standards adopted by the joint technical committee are circulated to national bodies for veting. Publicatior
bnal Standard requires approval by at least 75 % of the national bodies casting a vote.

rights. |

Internatipnal  Standard 1SO/IEC 10021-10 was prepared by Joint Technical Committee ISO/IECJTC 1, Infor
technolopy, Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboratior
ITU-T. Theidentical text is published as ITU-T Recommendation X.412.

This sec

ISO/IEC]
(MHYS):

Part
Part
Part
Part
Part
Part
Part
Part
Part
Part

Part

is drawn to the possibility that some of the elements of this part of 1SO/IEC 10021 may be the subject of
and |EC shall not be held responsible for identifying any or al such patent rights.

nd edition cancels and replaces the first edition (1SO/IEC 10021-10;1998), which has been technically revised.

10021 consists of the following parts, under the general title.I'mformation technology — Message Handling S

1: System and Service Overview
Overall architecture
Abstract Service Definition Conventions

Message transfer system: Abstract/Service definition and procedures

2
3:
4.
5: Message store: Abstract service.definition
6: Protocol specifications

7: Interpersonal messaging system

8: Electronic Data Interchange Messaging Service
9: Electronit;:Data Interchange Messaging System

10: MHS¥routing

Draft
as an

patent

hation

with

stems

12 Guide for Messaging Systems Managers

Annexes A to D form anormative part of this part of 1ISO/IEC 10021. Annexes E to | are for information only.

Vi
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I ntroduction

This Recommendation | International Standard is one of a series of Recommendations | International Standards defining
Message Handling in a distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more other users (the recipients).

This Recommendation | International Standard defines a method for routing messages through the Message Handling
System (MHS).

This Recommendation | International Standard has been produced by joint ITU-T — ISO/IEC agreement. The corres-

pongig-deeomentsaretFFRee X AR2areHSoEC 24—
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

1

Thig Recommendation | International Standard specifies the means by which messages are routed.through the MHS
supplements the procedures defined in 14.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Oth

10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 provide
archjtectural overview of the MHS. ITU-T Rec. X.411 | ISO/IEC 10021-4 defings,the abstract-service of the Meg
Trarsfer System.

2

The|following Recommendations and International Standards gontain provisions which, through reference in this
congtitute provisions of this Recommendation | International:Standard. At the time of publication, the editions indi

wer

Recpmmendation | International Standard are encouraged to investigate the possibility of applying the most rg

edit
vali
vali

21

Thig Recommendation | International’ Standard cites the following Presentation specifications:

22

INFORMATION TECHNOLOGY -
MESSAGE HANDLING SYSTEMS (MHYS):
MHS ROUTING

Scope

@r Recommendations | parts of 1SO/IEC 10021 define other aspects of the MHS. ITU<T Rec. F.400/X.400 | ISO

Normativerefer ences

¢ valid. All Recommendations and Standards are subject to revision, and parties to agreements based on

International Standards. The Telecommunieations Standardization Bureau of the ITU maintains a list of curr

2£)n of the Recommendation and Standards indicated below. Members of IEC and 1SO maintain registers of curr
ITU-T Recommendations.

Presentation references

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1: 1998, Information technology — Abstract Sy
NotationOne’(ASN.1): Specification of basic notation.

— ITUSI_Recommendation X.681 (1997) | ISO/IEC 8824-2: 1998, Information technology — Abstract Sy
Notation One (ASN.1): Information object specification.

Directory references

and

IEC
S an

iSage

text,
tated

this
pcent
Ently
Ently

ntax

ntax

ThisRecommendation [ Tnternational Standard cites the Tolfowing Directory Specifications:

— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1: 1998, Information technology — Open Systems

Interconnection — The Directory: Overview of concepts, models, and services.

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2: 1998, Information technology — Open Systems

Interconnection — The Directory: Models.

— ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6: 1998, Information technology — Open Systems

Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7: 1998, Information technology — Open Systems

Interconnection — The Directory: Selected object classes.

ITU-T Rec. X.412 (1999 E)
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2.3

M essage Handling refer ences

This Recommendation | International Standard cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (1999), Message handling services: Message handling system and
Service overview.

ISO/IEC 10021-1: 1999, Information technology — Message Handling Systems (MHS) — Part 1. System
and service overview.

— ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Message
Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4: 1999, Information technology — Message

I—I:!nrlling Q]ld‘nrnc (I\III-IQ,\' Messaae transfer G]IdMT Abstract service-definition-and prnr-nrh res,
- g =

2.4
This

2.5
Thig

Fo

=

31
The

Recommendation | International Standard cites the following Country Code specifications:

Recommendation | International Standard cites the following specification:

he purposes of this Recommendation | International Standard, the following definitions apply.

following terms are defined in clauses 6 and-7 of this Recommendation | International Standard:

Country Codereferences

— 1S0 3166-1: 1997, Codes for the representation of names of countries and their subdivisions — Part 1.
Country codes.

— ITU-T Recommendation X.121 (1996), International number plan for public.data networks.

Additional references

—  ISO/IEC 9945-2: 1993, Information technology — Portable Qperating System Interface (POS X) — Pgrt 2:
Shell and Utilities.

Definitions

MHS-routing definitions

—  connection-group

—  entry-connection-group

—  enumerated connectioh-group
—  indirect-exit-connection-group
—  key-routing-collective

— local -exit-connection-group

— localruse-tables

- \MHS-routing

-~ next-MTA

—  OR-address-element

—  OR-address-subtree

—  routing-advice

—  routing-collective

—  routing-collective-subtree

— routing-MTA

—  transit-exit-connection-group

— unenumerated connection-group

A glossary of these terms appearsin annex I.

ITU-T Rec. X.412 (1999 E)
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3.2 MHS definitions

The following terms are defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

Administration Management Domain (ADMD)
Management Domain (M D)

Message Handling System (MHS)

Message Transfer Agent (MTA)

Message Transfer System (MTYS)

ﬂrigiannrlrnr‘i pi ent Address ((\D-nrldrmc)

Fo

=

3.3 Directory definitions

Thelfollowing terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

4 Abbreviations

Private Management Domain (PRMD)
Reliable Transfer Service Element (RTSE)

the purposes of this Recommendation | International Standard, the term message, where used. unqualified, rgfers
gengrically to a message, probe, or report.

Directory Information Tree (DIT)
Directory System Agent (DSA)
Directory User Agent (DUA)
Relative Distinguished Name (RDN)

The| abbreviations used in this Recommendation™} International Standard are defined in ITU-T Rec. X.402 |

ISOJIEC 10021-2, and ITU-T Rec. X.501 | ISO/IEC-9594-2 (see 3.2 and 3.3), except for the following.

5 Conventions

ACSE  Association Control-Service Element (ITU-T Rec. X.217 | ISO/IEC 8649)
APS Asynchronous Protocol Specification (ITU-T Rec.X.445)

IP Internet Protacol

LAN Local. Area Network

PSAP  Presentation Service Access Point (ITU-T Rec. X.650 | ISO/IEC 7498-3)
WANC ) Wide Area Network

X125 A packet-switched network conforming to ITU-T Rec. X.25

This Recommendation | International Standard uses the descriptive conventions listed below.

51 Conventionsfor routing model specification

This Recommendation | International Standard uses the following ASN.1-based descriptive conventions for the indicated

pUrpOSES:
a)

b)

To define the data types and values for MHS-routing, ASN.1 itself.

To define the Directory entries for MHS-routing, the OBJECT-CLASS, ATTRIBUTE, NAME-FORM,
STRUCTURE-RULE, and MATCHING-RULE information object classes of ITU-T Rec. X.501 |
ISO/IEC 9594-2.

ITU-T Rec. X.412 (1999 E) 3
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Whenever this Recommendation | International Standard describes a class of data structure having components, each

com

52

ponent is categorized as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of

the object (e.g. user) supplying that instance.

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by

this Recommendation | International Standard.
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MHS-routing Overview

purpose of a Message Handling System (MHYS) is-torenable users to exchange messages on a store-and-for
5. A message submitted on behalf of one user, theériginator, is conveyed by the Message Transfer System (M
subsequently delivered to the agents of one or more additional users, the recipients. The MTS comprises a colle
essage Transfer Agents (MTAS), which are highly distributed, and a message may traverse a number of MTA

HS, the originator does not specify a-path through the MTS to reach a recipient, but simply specifies a reci
hame (from which the OR-address\is obtained). It is the responsibility of each MTA to determine the next MT|
h the message should be transférred to progress its journey to its recipient. Routing is thus the process of seleq
N an OR-address, the MTA to which the message should next be transferred.

| are
i for

his
NS is

and
that

vard
ITS)
Ction
son

Dient
A to
ting,

n which enableM TAs to make this determination constitute MHS-routing.

ber ofpessible paths between them, and factors such as congestion and availability may influence route selectio
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path takenvbetween an originator and recipient may vary on different occasions, since there will in general [be a

\S“acquire routing information by accessing Directory entries whose maintenance is the responsibility of an MHS

administrator. These entries model the various properties of the MHS that are relevant to routing. However,
MHS-routing does not depend on the provision of a fully interconnected Directory.

6.1

Operational characteristics

MHS-routing has the following operational characteristics:

a) In MHS-routing, the OR-address name-space is decoupled from the constraints of hardware organization
(e.g. the assignment of users to particular machines, or the ability of groups of machines to interconnect).
This isin contrast with routing strategies that use OR-address pattern-matching methods to make routing
decisions, which constrain an MHS administrator’s choice in the allocation of OR-addresses to users, and

require users to change their OR-addresses whenever their MTA changes.
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OR-addresses are intended to reflect the organizational hierarchy, and to use only as many levels of
OR-address element as is required to achieve this. However, many organizations have staff distributed
over multiple locations (where staff will necessarily use a local MTA), or have multiple messaging
systems in use (e.g. mainframe-based, integrated office automation systems, and PC LAN email systems)
where staff in any one department are arbitrarily allocated to different systems. Separating the OR-address
hierarchy from the physical topology allows for the assignment to users of addresses which are compact
and related to their organizational role, regardless of their physical location.

MHS-routing supports the range of connection densities possible among MTAs. One extreme is where all
MTAs are connected to a common network and any MTA can connect to any other (e.g. a public
wide-area network). At the other extreme an administrator specifies precisely which MTA pairs are able
to communicate, as if the MTAs were connected by individual cables, regardless of the actual connection

d)

f)

method.

Some MHS ingtallations restrict the topology (e.g. by performing all routing through a central syitch
MTA), because of the management cost in maintaining routing information, even wher al the MTAs
concerned are connected to a LAN or WAN and could, in principle, exchange messages dirgctly.
However, moving to the fully connected possibility may be undesirable for somecqrganizations, dlie to
concerns of security and cost optimization.

MHS-routing permits varying degrees of autonomy and segregation in the management of an MHS
system. Many organizations will have the overal MHS managed By a centra IT unit, with the
management of individual system components devolved to locaadministrators. Often, the MHS
management hierarchy will be different from the organizational hierarchy. Typically, the MHS
management reflects geographical locality, while the users aretorganized into geographically dispérsed
business units. In MHS-routing, this practice is accommodated-by the use of two separate hierarchigs for
these two aspects of MHS organization.

MHS-routing accommodates a range of routing preblem sizes, from an organization managing two or
three MTAS, up to a PRMD operating hundreds orthousands of MTAs. An organization might orggnize
only itsinternal connectivity, using ADMDs ar-specific bilateral agreements for all external connectT\Tity,
or it might join a more open community which’publishes routing information in the Directory and aljows
for the open exchange of messages across-a-common network infrastructure.

MHS-routing does not constrain the.¢hoice of routing policies available to an organization. It providles a
framework for the management ef-relevant routing information such that a range of routing strategieqmay
be implemented.

MHS-routing provides abalanced trade-off in terms of cost/efficiency. Any scheme which relies on a¢cess
to the Directory is likely to be slower to execute than one based purely on local tables held in the MTA.
However, the Directory-based approach should provide the MTA with a better quality of informatior) and
so improve overal efficiency by the determination of optimal routes. For example, in a large PRMD it
may often.beinfeasible to provide each MTA with customised tables listing every address in the dorpain,
and consequently messages will take multiple hops towards their destination, passing through cantral
MTAS\that hold the tables. When Directory-based MHS-routing is used, the processing required & the
originating MTA is greater, but is likely to identify a direct route and so enable transfer of the message in
asingle step.

The use of MHS-routing also leads to a more scalable architecture, allowing for medium-capacity MTAs
to be distributed throughout the network rather than depending on a small number of MTAS to perform

central message switching. This scalable approach reduces the risks associated with a single point of
failure on the network.

Components of the model

The different types of information stored in the Directory represent the modelling objects used to represent the MHS.
Use of Directory access-control is not required for the operation of MHS-routing, but it may be employed where it is
required to limit visibility to browsers of the Directory. Equally, information may be stored in a private DIT that has no
connection to the outside world - there is no assumption that a fully interconnected Directory is available. However some
routing policies, particularly those of an unrestricted nature, would benefit from afully interconnected Directory.
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6.2.1 Routing-collective

A routing-collective is a collection of one or more MTAS, under common management, which has collective
responsibility for a portion of the OR-address name-space, and is capable of routing a message to any MTA managed
within the collective. Therefore a routing-collective represents the management structure of some part of the MHS in the
context of routing. By grouping together MTAs under common management control, the routing-collective provides
abstraction (the internal structure of the routing-collective may be concealed from external MTAS) and is useful in
limiting the scope of the information that MTAS need to hold.

The smallest instance of a routing-collective is a single MTA, and indeed each MTA is itself defined as a routing-
collective. The largest instance of a routing-collective will typically be a Management Domain. While a routing-
collective which comprises several PRMDs |s not precluded, it is unusual for such PRMDs to be under genuinely

C oy—other

Routing-collectives are structured in a hierarchical manner, with the number of levels chosen to suit the organizatipn in
guegtion. Small MDs, or MDs of a very uniform nature under the complete control of a central IT management unit| will
reguire only atwo-level hierarchy. The MD is one routing-collective and contains all the MTAs (each of which isitgelf a
rout{ng-collective). More complex MDs will normally require a third level of routing-collective ‘perhaps to group

Each complete hierarchy of routing-collectives is represented by a DIT subtree, the routing-collective-subtree, which
models their hierarchical relationships. All routing-collectives within a routing-collective Subtree co-operate with one
another in performing MHS-routing.

Each routing-collective has an entry in the Directory that indicates the connection-groups (see 6.2.3) by which a megsage
may| be transferred into the routing-collective, and those by which a message*may be transferred out of the routing-
collgctive.

6.2.2 Routing-MTA

A rputing-MTA is an MTA that participates in MHS-routing*as defined in this Recommendation | Internat{onal
Stardard. By definition, a routing-MTA is the smallest instamce’of a routing-collective and occupies the lowest level in
the fouting-collective hierarchy, i.e. it appears as aleaf of the routing-collective subtree.

Thelrouting-MTA is provided, by local configuration,\with its routing-MTA Directory name (a routing-collective neme)
and [credentials which enable it to read that Directory entry. All other information necessary for MHS-routing may be
acqyired from the Directory. As an implementation choice, this information may be retrieved at initialisation, or may be
retripved dynamically as required. For the purposes of exposition, the former approach is assumed. The caching of
infofmation acquired from the Directory may be necessary for efficient implementation, but is beyond the scope of this
Recpmmendation | International Standard.

NOTE 1 — Implementors should be)aware that out-of-date cached information can lead to routing loops and sub-optimal youte
dhoices. While procedures are spegified to resolve routing loops, cache refreshing should also be performed at regular intervals.

A rquting-MTA Directorycentry indicates the one or more OR-address-subtrees which the routing-M TA’s administyator
has [chosen to reflect therouting policy of this MTA, and also indicates the Directory name of the MHS Megsage
Transfer Agent entrydorthisMTA (see A.1.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2).

In ofder to fulfil its function, a routing-MTA must acquaint itself with knowledge of the other routing-collectives |n its
rout{ng-collective-subtree. The minimum knowledge required for a routing-MTA to achieve this is discoverefl by
collgcting vinformation from a specific subset of the routing-collectives in its routing-collective-subtree. Tlhese
keyrouting-collectives are defined as follows:

— the sblings of the routing-collective,

— thesiblings of each of the routing-collective' s superior routing-collectives.

NOTE 2 — While knowledge of a routing-collective's key-routing-collectives is required for the operation of
MHS-routing, this information is not recorded explicitly in any Directory entry since it differs for every routing-
collective, and may readily be discovered by inspection.

The reason for this definition of key-routing-collectives may be understood as follows. By the definition of routing-
collective, arouting-MTA must be able to route a message to any of the other MTAs in each routing-collective of which
it is a member; the practical effect is that the routing-MTA must be able to act on routing information that instructs it to
transfer a message to one of the routing-collectives in the same routing-collective-subtree. Hence a simplistic definition
of key-routing-collectives would include all of the routing-collectives in this tree. However, this gives more information
than is dtrictly required. Plainly, the routing-MTA does not need to consider itself as a destination; similarly, an
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instruction to transfer the message to one of the routing-MTA’s superior routing-collectives is meaningless (since the
message has aready arrived in that routing-collective), so these are not considered as key-routing-collectives. One of the
purposes of having more than one level of routing-collective hierarchy is that a routing-MTA does not need to be aware
of the internal structure of routing-collectives in distant parts of the routing-collective-subtree. Hence if one routing-
collective is considered to be a key-routing-collective, its subordinates do not need to be. Excluding these unnecessary
elements leaves the definition which has been adopted.

W] [az]  [As (e1] [ez]

1
w

c3.1] c3.2]

TIS09120-99/d01

Figure 1 — Example of arouting-collective<subtree

Figure 1 illustrates the hierarchical relationships in a routing-collectivessubtree. The routing-collective at the base gf the
subtfee, X, has three immediate subordinate routing-collectives, AyB, and C. In turn, A, B, and C each contain {hree
immediate subordinate routing-collectives. In the case of A and B, these routing-collectives are also routing-MTASs. In
the gase of C, C.1 and C.2 are routing-M TAs, while C.3 is arouting-collective containing two routing-MTAs. The names
of the routing-M TAs are enclosed in boxes. For the routing-MTA B.3, the key-routing-collectivesare B.1, B.2, A, and C.

6.2.3 Connection-group

A connection-group is a group of connections over which messages may be directly exchanged between memberd of a
set gf MTAS, using a specific MHS transfer protocol over a common network. It therefore represents the topology df the
MHS, i.e., how the MTAs are physically/interconnected. All MTAs in a connection-group have a network technglogy
and p message transfer Application Contextin common, and have administrative approval to interwork.

A caonnection-group is represented by specifying its member MTAs. A connection may be created between every pair of
MTASs. The Directory entry that represents a connection-group may also indicate the specific message transfer

Thelsimplest type of connection-group has just two members: this represents a conventional pair of MTAS that have peen
confjgured to communicate with one another. Larger sets may be constructed for convenience. If a number of MTAE are
conijected to a LAN‘or WAN, such that connections are permitted between any pair of them, they may all be assigngd to

Conpectionsgroups are of two types, enumerated and unenumerated. An enumerated connection-group is identifigd by
tory.name, and has an associated list of member MTAsS, as described above. An unenumerated connection-gfoup
identified by Directory name, and is typically associated with a network infrastructure such as a public or pr|vate
wide-area network (e.g. X.25 or IP). Its membership is defined by self-declaration. The administrator who makes a local
decision to configure an MTA into such a group is implicitly declaring that the MTA will accept connections from any
other MTA on the same network, without prior agreement between MTA administrators.

Each routing-coll ective classifies the connection-groups available to it as follows:
a) an entry-connection-group is one that may be used to transfer messages into the routing-collective.
b) an exit-connection-group is one that may be used to transfer messages out of the routing-collective.

Two types of exit-connection-groups are distinguished: a transit-exit-connection-group is one that may
be used to transfer a message out of the routing-collective, regardless of origin; a local-exit-connection-
group is one that may be used to transfer a message out of the routing-collective, but is available only for
messages originated, or redirected, or DL-expanded within the routing-collective.

ITU-T Rec. X.412 (1999 E) 7
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A given connection-group may be classified as both an entry- and exit-connection-group.

An indirect-exit-connection-group is an exit-connection-group which is not directly available to a routing-collective,
but is available through one of its key-routing-collectives.

The connection-groups available to a routing-collective which is not arouting-MTA (i.e. does not occupy aleaf nodein a
routing-collective-subtree), correspond to connection-groups available to one or more of its subordinate routing-
collectives. However, they are not necessarily the complete union of all such subordinate routing-collectives, since, as a
matter of policy, a subordinate routing-collective may confine access to one of its connection-groups to itself and its
subordinates.

Optionally, a security-context may be defined for a connection-group to govern the interactions permitted between
members of that connection-group.

Figdre 2 gives an alternative representation of the routing-collectives illustrated in Figure 1, and shows their connegtion-
groyps. The connection-groups CG1, 2, 4 and 5 are shown by indicating every individual connection within-routing-
tive X. Additional members of CG3 and CG6 exist within neighbouring routing-collectives.

OR-address-subtree

R-address-subtree is a Directory subtree which models a part of the OR-address name-space and assodiates

ory attributes and object classes are defined corresponding to each element of \the OR-address, such that a
tory name may be constructed by treating each OR-address element as an RDNj'and assembling these RDNgin a
ribed order to form the Directory name. If entries were created in the Directary) corresponding to all of the yalid
OR-pddresses, this would create a subtree of the DIT corresponding to the whole OR>address name-space.

it is infeasible to place al routing information in a single Directory subtree (this would assume a fully
inteffconnected Directory, a fully interconnected MHS, and that all usersiof Directory-based routing are prepareéd to

iple subtrees to be created in different parts of the global DIV, potentially containing information for every yalid
OR-pddress. A subtree may be incomplete, in that two or more:subtrees are required to model a complete branch of the
OR-pddress name-space.

OR-pddress-subtrees containing different items of routing-advice will be required in various parts of the MHS fof the
same set of OR-addresses. This is due to the existence of firewalls, sparse connectivity, and the nature of devqlved
manpgement. Different parts of the MHS will require different location-specific guidance to reach the same OR-addr

An administrator creates OR-address-subtregs.to indicate the required routing behaviour for each possible OR-address.
The|entry corresponding to an OR-address will identify a routing-collective towards which the message should be
trangferred. In the simplest case, the_routing-collective is the delivering-MTA for that recipient. Alternatively] the
rout{ng-collective might be larger,-and contain the delivering-MTA as a subordinate routing-collective. In this casg the
mesgage may be transferred to-an-arbitrary MTA in the routing-collective where more detailed information wi|l be
available to identify the delivering-MTA to which it should finally be transferred. Another possibility is thal the
indi¢ated routing-collectiveris-a relaying MTA that the administrator knows is able to handle all addresses in a partifular
domgin.

Certpin OR-addresses+have an arbitrary internal structure, and cannot be fully represented in OR-address-subtreeq (for
example, one containing a domain defined attribute specifying an address in a foreign messaging environment). To
represent a branch of the subtree that models OR-addresses of this type, an expression-matches attribute may be pliaced
in the subtrea.to allow for algorithmic matching of these OR-addresses.

Asitis |mpract|cable to create entries in each OR-address-subtree for every poss ible OR-address, an OR-address-subtree

whi ch conta| nsonly local users), or whole branches of the tree may be truncated. Portions of the tree that are mcomplete
are marked as such, so that an MTA reading information from the tree is able to distinguish between an entry which is
absent because the OR-address is invalid (causing the MTA to declare the message undeliverable), and an entry which is
absent because the administrator has not provided the information (causing the MTA to look elsewhere for more
information).

Portions of an OR-address-subtree may be truncated where the behaviour requested of the MTA is the same at all
subordinate vertices of a vertex. For example, if al addresses within a particular Organizational Unit require transfer to
the same MTA, it is not necessary to create entries for each OR-address in that Organizational Unit. Instead, the routing
information is placed at the vertex in the tree corresponding to that Organizational Unit. The procedures used by the
MTA for reading information from OR-address-subtrees detect when the desired entry cannot be read because the tree
has been truncated, and cause the MTA to consult the leaf node of the truncated tree for routing advice.

8 ITU-T Rec. X.412 (1999 E)
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It is entirely practicable to have just one OR-address-subtree for a PRMD (or indeed for a number of co-operating
PRMDs), even if the PRMD has a nesting of routing-collectives within it. However, there will often be a requirement for
multiple OR-address-subtrees, for example, where administrators wish to conceal information about OR-addresses, or for
devolved management of OR-address-subtrees, or for private subtrees that identify locally available relaying and ADMD
services.

>

6.2.%

The

Routing-advice

TIS09130-9p/d02

routing-collective

connection-group

Figure 2 — Example of arouting-collective and their connection-groups

routing-advice present in an entry in an OR-address-subtree provides advice to the routing-MTA that assists|it in

arriy

ing-at a routing decision for the OR-address corresponding to the entry. It specifies one of the following actions:

a)

b)

0)

d)

Transfer the message to the target routing-collective indicated. If this identifies the routing-MTA itself,
then local delivery is attempted.

Generate a non-delivery report with the reason and diagnostic codes indicated.

Redirect the message to a preferred address of the MTS-user. The new OR-address is indicated in the
routing-advice.

Perform DL-expansion of the OR-address; if this is not possible, transfer the message to the target
routing-collective indicated, which is known to be capable of performing the required DL-expansion.

Place the message in an inner-envelope content-type, using the information supplied to construct the
outer-envelope (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4).
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6.2.6 Local usetables

The only configuration information required by a routing-MTA is its routing-collective Directory name, information
needed to access the Directory (e.g., its Directory credentials and the address of alocal DSA), and knowledge of how to
map its exit-connection-groups to appropriate protocol stacks and physical interfaces. On initialization, the routing-MTA
reads the entry identified by its routing-collective Directory name, and follows a procedure that provides it with
knowledge of its complete routing-collective-subtree, and thereby enables it to participate in MHS-routing (see 9.1.5).
Thisinformation is recorded by the routing-MTA in itslocal-use-tables, as follows:

a) The Directory name of this MHS Message Transfer Agent.

b) The names of one or more OR-address-subtrees configured for thisrouting-M TA.

c) ATist of the key-routing-collectives of this routing-MTA, each accompanied by the names of one or nore
next-MTAs for that key-routing-collective.

d) Thenames of the routing-MTA’s transit- and |ocal-exit-connection-groups.

€) The names of the routing-MTA’s indirect-exit-connection-groups (i.e. those exit-connection-groups
available through its key-routing-collectives), each accompanied by the names of one or more next-MTAS
for that connection-group.

f) For each of the routing-MTA’s entry-connection-groups that is of typ€ enumerated, authenticption
information required to identify each possible calling MTA.

6.3 Routing decision overview

Whegn routing a message, the routing-MTA performs the following actions to arrive at a routing decision for |each

recl

a)

b)

d)

pient OR-address in the message:

The routing-MTA transforms the OR-address into:a Directory name, and attempts to read the
corresponding entry from the first configured OR-address-subtree. If the read is successful, the routing-
advice associated with the entry is obeyed. If\thé’read fails with a Name Error, and the lowest entry that
was matched contains routing-advice then that-advice is followed. If the lowest matching entry doep not
contain routing-advice and the next levebof the subtree is marked as incomplete, then there may He no
information available in this subtree)“and the routing-MTA repeats the procedure using the |next
OR-address-subtree (typicaly, a rodting-MTA is configured with several). However, if the next level of
the subtree is marked as complete, then the OR-address isinvalid and a non-delivery report is generated.

If routing-advice is obtainéd, this may identify a target routing-collective; alternatively, it may indjcate
that the OR-address is.invalid, or that redirection of the message is required, or that DL-expansipn is
required.

If atarget routing-¢ollective is identified, the routing-MTA checks its local-use-tables (generated \when
the routing-MTA" was initidized) to determine whether this is a key-routing-collective. If so| the
next-MTA-fapthat routing-collective is known, and the message is transferred to it.

The target routing-collective's Directory entry is read and a list of its entry-connection-groups is retrigved.
If @ny of this routing-MTA's exit-connection-groups matches one of these entry-connection-groups|then
the! message is transferred by direct connection. Alternatively, if the routing-MTA’s local-use-tgbles
identify the target connection-group as belonging to an indirect-exit-connection-group (. an
exit-connection-group offered by a key-routing-collective) then the next-MTA for that connection-group
is known, and the message is transferred to it.

f)

9)

If the actions described above have not identified an MTA to which the message is to be transferred, this
may be because the OR-address-subtree contains unnecessary detail, and has identified an inner routing-
collective of which this MTA has limited knowledge. The routing-MTA discards the last RDN of the
target routing-collective name, thus obtaining the name of the target routing-collective's parent entry.

If the base of the routing-collective-subtree has not yet been reached, the procedure resumes at step c
using the truncated name as the new target routing-collective.

NOTE — Truncation of the target routing-collective name is particularly effective in the case where the first target
routing-collective corresponds to the delivering MTA (for which this routing-MTA knows no route), and a superior
routing-collective is more publicly visible.

Otherwise, the procedure is repeated from step a using the next configured OR-address-subtree.
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6.4 Directory organization

The various information required to support MHS-routing is stored in the Directory according to:
— the access requirements of the routing-M TAs that are users of the information;

—  the management requirements of the various administrators of the information.

For performance reasons, it may be convenient to store each routing-collective-subtree and OR-address-subtree in a
single DSA, using access controls where devolved management is required. However, all the normal capabilities of the
Directory for distributed operation are available. Each routing-collective-subtree is stored in a part of the global DIT (or
private DIT) chosen by the administrator of the subtree.

OTE 1 —In general, access controls should not be applied selectively to the attributes present in routing-collective or OR-address
tries since these can cause erroneous routing decisions. Where required, access control should be applied to compl ete entrigs.

Access to the constituent routing-collective entries of a routing-collective-subtree will be granted to the ohe or more
admjnistrators who manage these constituent routing-collectives. Every routing-MTA in a routing-eohiective-suptree
requires read access to al routing-collective entries in that subtree. Other routing-MTAs that, ‘are permitted to
communicate with routing-MTAs in the routing-collective will also require read access to these entries. Routing-
ives change relatively infrequently.

NOTE 2 — In the absence of a globally interconnected Directory, it may be necessary to hold duplicate entries for distant royting-
dollectives within a private (unconnected) DIT.

The|various OR-address-subtrees used by a routing-MTA may be maintained under.different management and storgd in
different locations. Only those routing-MTAs that have been configured to use a\particular OR-address-subtree reguire
accgssto it.

Conpection-groups are not interrelated. Hence the Directory entry representing a connection-group may be stored inj any
locafion at the discretion of the connection-group’s administrator.;Every routing-MTA in a routing-collective-suptree
requires access to the entries for each entry- and exit-connection-greup for which it is configured.

An MHS Message Transfer Agent entry, which stores pretocol information for an MTA, may be stored in| any
conyenient location. Access to such an entry is required by every other routing-MTA which shares a connection-group
withithe MTA.

6.5 Authentication principles

Assgciations between MTAS are established by means of the MTA-bind abstract-operation where three authenticgtion
methods are possible: no authentication, ‘simple password, and strong authentication. Each routing-MTA may support
one [or more of these methods. The actual method used in any instance of connection is governed by the assoc|ated
conrjection-group.

For [the purposes of simple-password each routing-MTA has just one password value, which is used in the initigtor-
credentials of all MTA-hind operations to other routing-MTAS, and is also used in the responder-credentials yhen
resppnding to an MTA>bind from another routing-MTA. This password is stored in the MTA’s MHS-Message Trapsfer
Agent entry in the Birectory. The MTA itself can read the value of the password to use in MTA-bind operations; a¢cess
contfols may heapplied to limit the access of other MTASs to the use of the Compare operation.

NOTE s5The denia of read access prevents other MTAs from reading the password into local tables, and so implies a Dirgctory
transaetion for each MTA-bind attempt.

Exceptionally, to alow interworking with existing MTAs which are not routing-MTAS, a separate password may be
specified for each connection between a routing-MTA and an MTA without MHS-routing capability. Typicaly, a
non-routing MTA will not have a Directory entry associated with it, and so the administrator responsible for the routing-
MTA will create a 'proxy' Directory entry corresponding to the non-routing MTA; any necessary additional passwords
are stored in that entry.

A routing-MTA may supply its Directory name (i.e. the name of its MHS Message Transfer Agent entry) in the
A-ASSOCIATE service of ACSE used when invoking MTA-bind. Under most circumstances, thisis optional and serves
only to improve the efficiency of the authentication process at the called MTA. However, the administrator may specify
that for a particular connection-group the use of Directory name in A-ASSOCIATE is mandatory, either to inform MTAs
that they can rely on the presence of the Directory name (and so implement optimisations such as reducing the size of
local-use-tables), or in the case of unenumerated connection-groups to give a dightly improved level of authentication.
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https://standardsiso.com/api/?name=730fea97cca4ff21dd3dc596f3e67375

ISO/IEC 10021-10 : 1999 (E)

7 Routing-collective-subtree

The routing-collective-subtr ee models the high level management framework of an MHS. It provides a mechanism for
storing information that may be accessed by an MTA to assist in making a routing decision.

7.1 Object classes

The following Directory object classes relevant to the routing-collective-subtree are defined in 7.1.1 - 7.1.4:
— the Routing Collective object class;
— the Routing MTA object class;
—  the Connection Group object class;

—  the MTA Information object class.

711 Routing Collective object class

The|Routing Collective object class is a structural object class used to represent a collection of one‘ar’more M[TAs,
undgr common management, that has collective responsibility for a portion of the OR-address name-gpace. The attrilputes
in itp entry identify its routing-collective-name, and, to the extent that the relevant attributes areqpresent, its descrigtion,
its entry-connecti on-group-names, its transit-exit-connection-group-names, and its local -exit-cannécti on-group-name;

routingCol |l ective OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {routingCol | ecti veNane}
MAY CONTAI N {description | entryConnectionG oupNane |.' ocal Exit Connecti onG oupNarne |

transi t Exi t Connecti onG oupNarne}
--at |least one entry-CG and exit-CG shoul d*be present--
I D i d-oc-routing-collective }

At Igast one transit-exit-connection-group-name or local-exit-connection-group-name, and one entry-connecti on-group-
namg attribute should be present in entries of the Routing Collective.object-class.

NOTE — Normally, a routing-collective will have access to one or more entry- and exit-connection-groups. Exceptionally, a top-
Ievel routing-collective in aclosed network may have access to ng éntry- or exit-connection-groups.

712 Routing MTA object class

The|Routing MTA object class, a subclass of Routing Collective, is a structural object class used to represent the
smallest instance of a routing-collective, i.e. an MTA that participates in MHS-routing. The attributes in its entry, in
addifion to those defined for a Routing Collegtive, identify the OR-address-subtrees it is to use, and name its MHS
Message Transfer Agent entry.

routi ngMrA OBJECT-CLASS :: = {
SUBCLASS OF {routingCol | ective}
MUST CONTAI N {eRAddr essSubtrees | mHSMessageTr ansf er Agent Nane}
ID id- oc-routing-nta }

713 Connection Graup-object class

The|Connection Greup-object class is a structural object class used to represent a group of MTAS that possess the
mutdial capability ef directly exchanging messages with one another. It therefore represents the physical topology of the
MHS, i.e., how the-MTAs are physically interconnected. The attributes in its entry identify its common name, indicate
whether it is of.type enumerated or unenumerated, and, to the extent that the relevant attributes are present, describp the
conrection-group, indicate its connection-type, indicate a password for the connection-group, and enumerate its menpber-
MTAs (if.of type enumerated), and identify its security-context.

ORIECTF. LA - -
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SUBCLASS OF {top}

MUST CONTAI N {commonName | enumer at edFl ag}

MAY CONTAI N {description | connectionType | groupMIAPassword | nenber MTA |
securityCont ext}

I D i d- oc- connecti on-group }

714 MTA Information object class

The MTA Information object class is an auxiliary object class used to represent the additional information required to
perform MHS-routing. It is intended to be used in objects of class MHS Message Transfer Agent (see A.1.3 of ITU-T
Rec. X.402 | ISO/IEC 10021-2). The attributes in its entry identify its MTA name, its global domain identifier, and, to
the extent that the relevant attributes are present, indicate the MTA password, other specific passwords, and the calling
presentation addresses.
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mrAl nf or mat i on OBJECT- CLASS :: = {
KI ND auxiliary
MUST CONTAI N {nTANane | gl obal Donmi nl dentifier}
MAY CONTAI N {mrAPassword | specificPasswords | callingPSAPs}
ID id-oc-nta-information }

7.2 Attribute types

The attribute types specific to entries of the Routing Collective, Connection Group, Routing MTA, and MTA
Information object classes are defined in 7.2.1 - 7.2.4.

721 Routing Collective attribute types

The (]ttl ;IIJUtC ty'JCD u'Efu IQ-.II ILJC: uw ac qJC\.,IfIL, tU <l Itl |ca Uf t: < RUUtiI Ig CU“C\.’tI \'A~S UIIJJ u.lt L’: aASO.
7.21.1 Routing Collective Name attribute type

The|Routing Collective Name attribute type specifies an identifier for Routing Collective entries.

routingCol | ecti veName ATTRIBUTE :: = {
SUBTYPE OF comonNane -- see | TU-T X. 520 | ISO | EC 9594-6 --
SI NGLE VALUE TRUE
I D id-at-routing-collective-nane }

NOTE — This attribute is used, rather than Common Name, because it makes possible an optimization in the Routing-degision
Qrocedure.

7.2.1.2 Connection Group Name attribute type

The[Connection Group Name attribute type identifies entries of the Connection Group object class which represent
connection-groups that may be used to transfer a message into, or out of a rguting-collective.

connecti onG oupNane ATTRI BUTE :: = {
W TH SYNTAX Di sti ngui shedNane
SI NGLE VALUE FALSE
ID i d- at - connect i on- gr oup- nang-}

Thelfollowing attribute types classify Connection Groups accerding to the distinctions made by each routing-collectiye:

a) The Entry Connection Group Name attribute type identifies the connection-groups which may be jused
to transfer a message into a routing-colléctive.

ent ryConnecti onG oupNane ATTRI BUTE :: = {
SUBTYPE OF connect i onGr oupName
I D 'd- at - ent ry- connect i on- gr oup- nane }

b) The Transit Exit Connection Group attribute type identifies the connection-groups which may be jused
to transfer a message-Qut of a routing-collective.

transit Exit Connecti onG oupNanme ATTRI BUTE :: = {
SUBFYRE OF connect i onG oupNane
I D id-at-transit-exit-connection-group-nane }

¢) The Lecal/Exit Connection Group Name type identifies the connection-groups which may be usgd to
transferva message out of a routing-collective, if, and only if, that message originated, or was redirected, or
was DL -expanded within the routing-collective.

| ocal Exi t Connecti onG oupNanme ATTRI BUTE :: = {
SUBTYPE OF connecti onG oupNane
ID i d-at-1local -exit-connection-group-nane }

7.2.2 Routing MTA attribute types
The attribute types defined below are specific to entries of the Routing MTA object class.

7.22.1 OR-address Subtreesattributetype

The OR-address Subtrees attribute type identifies the OR-address-subtrees that have been configured for a routing-
MTA.

ORAddr essSubt r ees ATTRI BUTE :: = {
W TH SYNTAX ORAddr essSubt r eeNanes
SI NGLE VALUE TRUE
I D i d- at - or addr ess-subtrees }
ORAddr essSubt reeNanmes ::= SEQUENCE OF Di sti ngui shedNane

ITU-T Rec. X.412 (1999 E) 13


https://standardsiso.com/api/?name=730fea97cca4ff21dd3dc596f3e67375

ISO/IEC 10021-10 : 1999 (E)

7.22.2 MHSMessage Transfer Agent Name attribute type

The MHS Message Transfer Agent Name attribute type identifies the MHS Message Transfer Agent entry for a
routing-MTA.

mHSMessageTr ansf er Agent Nane ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedNane
SI NGLE VALUE TRUE
ID i d- at - mhs- nessage-transfer-agent }

7.2.3 Connection Group attribute types

The attribute types defined below are specific to entries of the Connection Group object class.

7.2.3 T Enmumerated Frag attribute type

The[Enumer ated Flag attribute type indicates whether a connection-group is of type enumerated or unenumerated.

enuner at edFl ag ATTRI BUTE :: = {
W TH SYNTAX BOOLEAN - - True=enuner at ed, Fal se=unenunerated --
SI NGLE VALUE TRUE
ID id-at-enunerated-flag }

7.2.3.2 Connection Typeattributetype

The|Connection Type attribute type indicates details of connection information specific’to a connection-groupj the
applj cation-context, profiles, use of A-ASSOCIATE, use of network address, and the authenti cation method.

connectionType ATTRI BUTE :: = {
W TH SYNTAX Connecti onl nformati on
SI NGLE VALUE TRUE
ID i d-at-connection-type }
Connectionlnformation ::= SET {
appl i cati on- cont ext [0] OBJECT | DENTI FI ER\DEFAULT id-ac-nts-transfer,
profiles [1] SET OF OBJECT ISDENTI FI ER OPTI ONAL,

dn-used-i n-a-associ ate [2] BOOLEAN DEFAULT TRUE,
net wor k- address-rel i abl e [3] BOOLEAN DEFAULT TRUE,

aut henti cati on- et hod [4] AuthenticationMet hod DEFAULT si npl e- password,
wei ghting-factors [5] I NSTANCEIGF TYPE- | DENTI FI ER OPTI ONAL }
Aut henti cati onMet hod :: = | NTEGER {
no- aut henti cati on (0),
si npl e- passwor d (1)
strong- aut henti cati on (28}

si npl eWei ght TYPE- | DENTI FIER 7 : = {
{1 NTEGER | DENTI FI ED.BY- i d- wf - i nteger} }

Thelcomponents of connection-infor mation are defined as follows:

a) Application-context (D id-ac-mts-transfer): The MHS application-context used in this connection-gjoup.
This valye should be present in the Supported Application Context attribute of each entry of the MHS
Message, Fransfer Agent object class which represents the member MTAs of the connection-groug. By
default, this component identifies the mts-transfer application-context.

b) «Profiles (O): The one or more profiles that characterize the Connection Type (see annex H). At leasf one
of the values of profiles should be present in the Protocol Information attribute of each entry of the MIHS
Message Transfer Agent object class which represents the member MTAS of the connection-group.| The
profiles ¢ y.| The

aADSERCEe PO EeS—COMPONEN at e ProrresSarethnSOeCH et —ant—neince VAR, the

MTA'’s addresses may be used.

¢) DN-used-in-A-ASSOCIATE (D true): This indicates whether all member MTAS of the connection-group
supply their Directory names (of the MHS Message Transfer Agent entry) in the calling application-
entity-title of the A-ASSOCIATE service (of ACSE) used to invoke MTA-bind. If true, then each of the
member MTASs of the connection-group shall supply its Directory name when using that connection-
group. If true, then application-context shall have the value mts-transfer (since mts-transfer-protocol and
mts-transfer-protocol-1984 do not use ACSE).

If DN is not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-
method is simple-password, then the Group MTA Password attribute must be present in the entry. If DN is
not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-method is
strong-authentication, then certificate must be present in the initiator-credentials argument of MTA-bind.

14 ITU-T Rec. X.412 (1999 E)


https://standardsiso.com/api/?name=730fea97cca4ff21dd3dc596f3e67375

ISO/IEC 10021-10 : 1999 (E)

NOTE 1 — If set true for an enumerated connection-group, the size of the local-use-tables may be considerably reduced
since only the DNs of other MTAs need be stored, not their compl ete connection information.

NOTE 2 — For unenumerated connection-groups, masguerade is simple and undetectable unless the Directory name is
present in A-ASSOCIATE, and this name used to validate the existing Trace and the calling PSAP. While this check
makes masquerade harder, it does not make it impossible, since the Directory name may identify a bogus entry in the

Directory.

d) Network-address-reliable (D true): This specifies whether the calling network address is required to
match for MTA-bind authentication. The component is false for those network types where the calling
network address is not available or is unpredictable (e.g., the PSTN). If the component is true, and the
Enumerated Flag of the connection-group is false, then the value of DN-used-in-A-ASSOCIATE shall be

true.
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NOTE 3 _ |1n an unenumerated r‘nnnnn‘rinn-grnl IR, unless DN-used-in-A-ASSQCIATE istrue_then arol lting-l\/IT

have no means to discover the required calling network address of a calling MTA and will be unable to test the'ad
actually used.

€) Authentication-method (D simple-password): This indicates the authentication-method- used b
MTASs in the connection-group. Its possible values are: no-authentication, simple-password, and str
authentication.

NOTE 4 — In an unenumerated connection-group, the authentication-method strong-authentication requires eithe
DN-used-in-A-ASSOCIATE istrue, or that certificate is present in MTA-bind.

f)  Weighting-factors (O): A measure of the relative cost of using this connection-group to route a mes|
This may be expressed as a single factor, or may comprise a variety of factors such as time of day, ¢

of delivery (priority), and message size. For simple-weight, the moré¢ favoured the route, the smalle
vaue.

NOTE 5 —In a proprietary environment a pricing policy of arbitrary complexity may be recorded in this componen

8.3  Group MTA Password attribute type
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Group MTA Password attribute type contains a password used\by members of an unenumerated connection-g

attribute shall be present if the Enumerated Flag attribtte has the value false, and the value of DN-u
SSOCIATE is false. When using a connection-group, for which a Group MTA Password attribute is defin
\'sown MTA Password attribute is disregarded.

IOTE — The presence of this attribute indicates the administrator’s view that not al of the MTAs in the connection-grou

oup.

attribute shall be absent from the connection-group object class if the Enumerated Flag attribute has the value frue.

-in-
, an

p are

apable of presenting their Directory names in A-ASSOCIATE, or capable of obtaining access to the Directory entries pointed to

y their peers.
gr oupMrAPasswor d ATTRIBUTE :: = {
W TH SYNTAX Password
SINGLE VALUE TRUE
I D id="at - gr oup- nt a- password }
8.4 Member MTA attribute type
Member MTA atiribute type identifies the MTAs that are members of an enumerated connection-group. [This
pute shall be present in entries of the Connection Group object class if the Enumerated Flag attribute has the yalue

and shall be.aisent otherwise.
menberNMrA ATTRI BUTE :: = {
W TH SYNTAX Rout i ngMrANane
SI NGLE VALUE FALSE
I D id-at-nmenber-nta }
Rout i ngMI'ANane :: = RoutingCol | ecti veNane
Rout i ngCol | ecti veNane ::= Di stingui shedName

7.2.35 Security Context attribute type

The Security Context attribute type identifies the security-context within which members of a connection-group interact

(see

12.1.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4).
securi t yCont ext ATTRI BUTE :: = {
W TH SYNTAX Securi t yCont ext
SI NGLE VALUE TRUE
ID id-at-security-context }
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724 MTA Information attribute types

The attribute types defined below are specific to entries of the MTA Information object class.

7241 MTA Nameattributetype

The MTA Name attribute type identifies the MTA-name used by an MTA when generating trace information, and which
may be used in the arguments and results of MTA-bind.

nTAName ATTRI BUTE :: = {
W TH SYNTAX MTANane
SI NGLE VALUE TRUE
ID id-at-nta-nane }

7.24.2 Global Domain Identifier attributetype

The|Global Domain Identifier attribute type identifies the global-domain-identifier used by an MTA when.generfting
tracg information, and, where strong-authentication isin use, in the arguments and results of MTA-bind.

gl obal Domai nl dentifier ATTRI BUTE :: = {
W TH SYNTAX A obal Domai nl dentifier
SI NGLE VALUE TRUE
ID i d-at-gl obal -domain-identifier }

7.24.3 MTA Password attribute type

The|MTA Password attribute type identifies the password optionally presented\by’an MTA when invoking MTA{bind
and feturned in response to MTA-bind. This value is used on every occasion when communicating with another routing-
MTA if the associated connection-group’s authentication-method is simple<password, and the connection-group’s Group
MTA Password attribute is absent.

NOTE — Typically, an unenumerated connection-group will possess a:Groeup MTA Password attribute which takes preceglence
qver theindividual MTA Passwords of its members.

mrAPasswor d ATTRI BUTE :: = {
W TH SYNTAX Passwor d
SI NGLE VALUE TRUE
I D i d- at - nt a- passwor@,}

7.24.4 Specific Passwordsattribute type

The| Specific Passwords attribute type jdentifies passwords required when communicating with MTAs that dq not
supgort MHS-routing. It may be present in'proxy entries created to represent these non-routing MTAS.

speci fi cPasswords ATTRLBUTE :: = {
W TH SYNTAX Speci fi cPasswor d
SI NGLE VALUE FALSE
ID i d-at-specific-passwords }

Speci fi cPassword”: : = SET {
routing-Coll ecti ve-name RoutingCol | ectiveNane,
t hi s-at\a;/passwor d [0] Password,
cal Livag= nt a- passwor d [1] Password }

Thelcomponent of specific-password are defined as follows:

@) Routing-collective-name (M): The Directory name of the routing-collective for whose use this attr|bute
valueis provided

b) ThisMTA-password (M): The password used by this MTA when it initiates an association with a
member of the routing-collective indicated. This value takes precedence over the value of the MTA
Password attribute associated with this entry.

c¢) Calling-MTA-password (M): The password to be used by a caling MTA in the routing-collective
indicated when it initiates an association with this MTA. The value overrides the value of the MTA
Password attribute present in the calling routing-MTA’s entry.

When a routing-MTA communicates with an MTA for which a Specific Passwords attribute is defined, which identifies
the routing-M TA’ s routing-collective, then the calling-MTA-password and this-M TA-password take precedence over the
MTA Password of the routing-MTA and MTA Password of this non-routing MTA. These values also take precedence
over any Group MTA Password defined for the connection-group.
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7.245 Calling PSAPsattributetype

The Calling PSAPs attribute type identifies the presentation address values used by this MTA when it invokes
MTA-bind (where these differ from those given in the Presentation Address attribute of the MHS Message Transfer
Agent entry). It may be used by a called MTA to authenticate the identity of the calling MTA.

cal | i ngPSAPs ATTRI BUTE :: = {
W TH SYNTAX Pr esent at i onAddr ess
SI NGLE VALUE FALSE
ID id-at-calling-psaps }
7.3 Nameforms

The[Routing Collective name form, which specifies how entries of object class Routing Collective may be named| and
the Connection Group name form, which specifies how entries of object class Connection Group may be named, are
defimed as follows:

routingCol | ecti veNameFor m NAMVE- FORM : : = {

NAMES routingCol | ective
W TH ATTRI BUTES {routingColl ecti veNane}
ID id-nf-routing-collective }
connect i onG oupNaneFor m NAMVE- FORM : : = {
NAMES connecti onG oup
W TH ATTRI BUTES { commonNane}
ID i d- nf - connecti on- group}
8 OR-address-subtree

The|OR-address subtreeisa DIT subtree which models part of the:OR-address name-space and contains routing-agivice
for QR-addresses present within that name-space.

8.1 OR-address Element object class

The|OR-address Element object class is an abstractiobject class, and is the direct superclass of every entry ih an
OR-pddress-subtree. It associates routing-advice with OR-addresses. The attributes in its entry, to the extent tha the
releyant attributes are present, indicate an item-of routing-advice, an expression-match, a recipient-M D-assigned-
alternate-recipient, and indicate whether all potential immediate subordinate entries of this entry are actually present.

ORAddr essEl enment OBJECT=CLASS :: = {
SUBCLASS OF {tep}
KI ND abstract
MAY CONTAI N {routingAdvi ce | expressionMatches | nextLevel Conplete |
reci pi ent MDAssi gnedAl t er nat eReci pi ent}
I D i d- oc- mhs- or - addr ess- el enent }

Eaclh OR-address Element represents a primitive component of the OR-address.

OTE - For examplé, the standard attribute personal-name comprises the four OR-address-elements MHS Surname, MHS Given
ame, MHS |nitial's, and MHS Generation Qualifier.

Sorrle OR-address attributes (e.g. the domain-defined-attributes) have an arbitrary internal structure, and canngt be
tr directly as naming elements, or be represented productively by corresponding OR-address Elements.| The
Expfession Matches attribute type is provided to enable algorithmic matching of these OR-address attributes.

8.2 OR-address Element attribute types

The attribute types defined below are specific to entries of the OR-address Element object class.

8.21 Routing Advice

The Routing Advice attribute type specifies an item of routing-advice associated with the OR-address that corresponds
to an entry. Thisindicates one of the following:

— aroute for the message;

— anindication that it cannot be delivered to the recipient;
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— the OR-address to which the message is to be redirected,;
— information that will enable the MTA to DL-expand the message or transfer it to its DL-expansion point;

— anindication that the message is to be placed in an inner-envel ope content-type.

tem of routing-advice contains one of the following:

routi ngAdvi ce ATTRI BUTE :: = {
W TH SYNTAX Rout i ngAdvi ce
SI NGLE VALUE TRUE
I D i d- at - mhs-routing-advice }

Rout i ngAdvi ce ::= CHO CE {
target-routing-collective [0] TargetRoutingCollective,
non-del i very-information [1] NonDeliveryl nformati on,
alias-redirection [2] AliasRedirection,
ar-exXpanst on-rnroriiatt on | o] DLEXPAnst onrnrorimatl o,
doubl e- envel ope-i nformati on [4] Doubl eEnvel opel nformati on,
S}

a) Target-routing-collective (C): The name of a target routing-collective to which; it is advised| the
message should be transferred. The local-user-identifier isintended for use by the)delivering MTA (ile. is
relevant only if the routing-MTA is also the delivering MTA). The values of local-user-identifief are
implementati on-specific.

Tar get Routi ngCol | ective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveNare,
| ocal -user-identifier [1] Universal O BMPStringi{ub-Iocal -user-identifier}
OPTI ONAL }

ub-1ocal -user-identifier INTEGER ::= 128
b) Non-delivery-information (C): Information used te~construct the non-delivery report. It consists|of a

non-delivery-reason-code, and, optionally, a non-delivery-diagnostic-code, and supplementary-infor-
mation, to be placed in the report generation insttaction.

NonDel i veryl nformation ::= SEQUENCE {
reason [0] NonDel i ver yReasonCode,
di agnostic [1] NonDel i veryDi agnosti cCode OPTI ONAL,

suppl ementary-information [2] Suppl enmentaryl nformati on OPTI ONAL }

NOTE - In practice, the Error-progessing procedure of ITU-T Rec. X.411 | ISO/IEC 10021-4 may cause redirgction
rather than the generation of a non;delivery report.

¢) Aliasredirection (C): "An"OR-address to which the message is to be redirected. If edit is false, thep the
redir ection-addr essreplaces the OR-address present in the message. If edit is true, the new OR-adglress
is constructed as(follows. That part of the OR-address that was used to locate the entry in which this|item
of routing-advice was found is discarded. The new OR-address is formed by concatenating the
redirection-address with the remaining subordinate elements of the original OR-address.

Al'hasRedi rection :: = SEQUENCE {
redirection-address [0] ORAddress,
edit [1] BOOLEAN DEFAULT TRUE }

NOTE — If edit is false, it will often be useful to set the entry’s Next Level Complete attribute true to prevent the
unintended redirection of addresses which contain OR-address el ements in addition to those intended for redirectign.

d) DL -expansion-information (C): Information that enables the routing-MTA to expand the distributiop list

18

identified by the OR-address or to transfer it towards one of its expansion points. DL -expansion-r outing-
collectives identifies the routing-collectives capable of performing the DL expansion. If this identifies this
routing-MTA, or one of its superior routing-collectives, the distribution list may be expanded locally.
DL-name, if present, identifies the Directory entry which holds details of the DL members. If
any-M TA-may-expand is true, then again, the distribution list may be expanded locally. Otherwise, the
message should be routed to one of the DL -expanding-routing-collectives identified.

DLExpansi onl nformation ::= SEQUENCE {
dl - expansi on-routing-collectives [0] SET OF Target RoutingCol |l ective,
dl - name [1] MHSDi stri butionLi st Name OPTI ONAL,

any- nt a- may- expand [2] BOOLEAN DEFAULT FALSE }

MHSDI st ri buti onLi st Name ::= Di stingui shedNane
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Double-envelope-information (C): Advises the routing-MTA to place the message in an inner-envelope
content-type (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4), and supplies information to
congtruct the outer-envelope in which the inner-envelope is to be conveyed. This information comprises
the envelope-opener (the Directory name and OR-address of an entity which will extract the original
message from the inner-envelope), and the preference order for security algorithms to be used for content-
confidentiality, message-token-encrypted-data, message-origin-authentication-check, and the signature of
the token. The routing-MTA uses the first algorithm in the preference order which is supported by both
the routing-M TA and by the envel ope-opener. The algorithm-information contains an algorithm-identifier,
and optionally information to select an appropriate Certificate for that algorithm for the originator or
recipient or both (depending on the requirements of the algorithm). Certificate-selector information is
required only if the Directory entry may contain more than one Certificate for the identified algorithm.
Doubl eEnvel opel nfornation ::= SEQUENCE {

822

Expression Matches

CIIVC: UPC‘ UPCIICI lU] GV"‘\UIUII CDDI"‘\IIU‘G 1 C\..t Ul yNaln:,
content-confidentiality-algorithmpreference [1] SEQUENCE OF Al gorithml nfor matifon,
key-encryption-al gorithmpreference [2] SEQUENCE OF Al gorithm nfornation

OPTI ONAL,
nessage-origin-algorithmpreference [3] SEQUENCE OF Al gorithml nformation
OPTI ONAL,
token-signature-al gorithmpreference [4] SEQUENCE OF Al gorithm nforwati on
OPTI ONAL,
-}
ORAddr essAndDi rectoryName ::= ORNanme -- with both Directory name and OR-address predent
Al gorithm nformati on ::= SEQUENCE {
al gorithmidentifier [0] Algorithmdentifier,

originator-certificate-selector [1] CertificateAsserti on OPTI ONAL,
reci pient-certificate-sel ector [2] CertificateAssertion OPTIONAL }

NOTE - The content-confidentiality-algorithm-preference may‘ddentify symmetric or asymmetric encryption
agorithms; the key-encryption-algorithm-preference identifies.asymmetric encryption algorithms, and is only |used
where the selected content-confidentiality-algorithm-preferenee identifies a symmetric encryption algorithny the
message-origin-algorithm-preference identifies signature al gorithms.

The|Expression M atches attribute type, which is single-valued, contains information which enables a routing-MTA to

relatle routing-advice to an OR-address that satisfies an;OR-address pattern match expression.

pert

expressi onMat ches ATTRI BUTE :: = {

W TH SYNTAX Expr essi onlat ches

SI NGLE VALUE TRUE

ID i d- at #/ms- expr essi on-natch }
Expr essi onMat ches ::= SEQUENCE OF Expressi onMatch

Eadr expression-match is ordered jn’sequence, such that the first of these that an OR-address satisfies provides the most
nent routing-advice for that OR-address.

Expressi onMat.ch «#: = SEQUENCE {
filter-set SET OF ORAddressFilter,
routingsadvi ce Rout i ngAdvi ce }
ORAddressFil ter ::= SEQUENCE {
attribute-type CHO CE {
standard-attribute | NTEGER,

domai n-defined-attribute Universal O BWPString {
ub-domai n-defined-attribute-type-1length} },
pattern Ext endedRegul ar Expr essi on }

Ext endedRegul ar Expressi on :: = Universal O BMPString {ub-extended-regul ar - expressi on}

ub- ext ended- r equl ar - expressi on | NTEGER :: = 1024

The components of an expression-match are defined as follows:

a)

Filter-set (M): A set of OR-addressfilters. If an OR-address satisfies all the OR-address-filters in a
filter-set, then the corresponding routing-advice shall apply.

Each OR-addressfilter identifies an attribute-type (standard or domain-defined) and a corresponding
pattern. Each standard-attribute is identified by the Integers used in Figure 2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 to identify the extension standard attributes. The pattern is constructed as an extended
regular expression, as defined in 1SO/IEC 9945-2.
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b) Routing-advice (M): An item of routing-advice which applies to OR-addresses that satisfy the filter-set.

If the alias-redirection aternative of routing-advice is specified, the value of its edit component
normally be false.

will

NOTE — If true, that part of the OR-address that was used to locate the entry in which this Expression Matches attribute
was found is discarded, and the new OR-address is formed by concatenating the redirection-address with the remaining
subordinate elements of the origina OR-address. The value of the matching filter-set is not used in forming the new

OR-address.

8.2.3 Next Level Complete

The Next Level Complete attribute type, which is single-valued, indicates by its presence or absence whether the set of
immediate subordinate entries of the present entry is complete, i.e. whether a subordinate entry is actually present for
every OR-address-element allocated at this point in the OR-address name-space

8.24

The
adm
OR-
Errd
attri

c oS = =

8.3

The
OR-

fornps, are defined in 8.3.1-8.3.6.

831

The
subt|

next Level Conpl ete ATTRI BUTE :: = {
W TH SYNTAX NULL
SI NGLE VALUE TRUE
I D i d-at - mhs-next -1 evel -conplete }

| Recipient MD Assigned Alter nate Recipient

Recipient MD Assigned Alternate Recipient attribute type identifies an alternate-recipient, assigned by
nistrator of the OR-address-subtree, to receive messages for unknown or ambiguously addressed recipients with
pddress  prefix. If redirection to an MD-specified alternate-recipient is required for an OR-address,

pute, taken from the last OR-address subtree entry read (in the Routing-decisionprocedure — see 9.1.2).
reci pi ent MDAssi gnedAl t er nat eReci pi ent ATTRI BUTE :: = {
W TH SYNTAX ORNarre
SI NGLE VALUE FALSE
COLLECTI VE TRUE
ID i d-at - mhs-reci pi ent - md- assi gned- al ternate-reci pi ent }

IOTE 1 — Different values of the attribute may apply within different'regions of asingle MD.

ormally contain a single value. Where a different value appears in a superior part of the OR-address-subtree, appropriate
hust be given to the collective attribute so that only a sihgle value appears in any one entry. The effect of multiple val
ndefined and therefore unpredictable.

OR-address Element subclasses

pddress-subtree. The structural object classes derived from this, used to construct entries of each of the OR-ad

OR-addr ess Subtree Base object class
OR-address SubtreeBase object class is a structural object class used to represent the base of an OR-add
ee.
oRAddr essSubt reeBase  OBJECT- CLASS :: = {
SUBEGLASS OF { oRAddr essEl enent }
KKND structural
MUST CONTAI N { commonNane}
1D i d- oc- oraddr ess- subt ree- base }

IOTE 2 — The attribute is multi-valued to conform to the rules’governing the definition of collective attributes but }?uld

OR-address Element object class is'an abstract object class that models the common properties of entries iﬁ the

the
this
the

r-processing procedure, defined in 14.3.6 of ITU-T Rec. X.411 | ISO/IEC 10021:4; makes use of the value of this

ope
es is

ress

ess-

8.3.2 Common OR-addr ess obj ect classes

The

20

MHS Country, MHS ADMD, and MHS PRMD object classes are common to all OR-address forms:
mHSCount ry OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { MHSCount r yNane}
I D i d-oc-mhs-country }
nHSADMVD OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { MHSADVDNane}
ID i d-oc- mhs-adnd }
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mHSPRVD
SUBCLASS OF
KI' ND
MUST CONTAI N
ID

ISO/IEC 10021-10 : 1999 (E)

OBJECT- CLASS :: = {
{ oRAddr essEl enent }
structural

{ mMHSPRVDNane}
i d-oc-mhs-prnmd }

M nemonic OR-addr ess object classes

The MHS Organization, MHS Organizational Unit, MHS Common Name, MHS Surname, MHS Given Name, MHS
Initials, and MHS Generation Qualifier object classes are specific to the Mnemonic OR-address form:

834

The|MHS Network Address, MHS Extended Network Address, MHS Termina Identifier, and MHS Terminad

mHSOr gani zat i on
SUBCLASS OF
KI ND

ID

mHSOr gani zat i onal Uni t

SUBCLASS OF
Kl ND

MUST CONTAI N
ID

mHSConmonNane
SUBCLASS OF
KI ND
MUST CONTAI N
1D

mHSSur nanme
SUBCLASS OF
KI ND
MUST CONTAI N
1D

mHSG venNane
SUBCLASS OF
KI ND
MUST CONTAI N
1D

mHSInitials
SUBCLASS OF
KI ND
MUST CONTAI N
1D

mHSGener ati onQualifier

SUBCLASS OF
KI' ND

MUST CONTAI N
ID

OBJECT- CLASS :: = {
{ oRAddr essEl enent }
structural

nal

J
i d- oc- mhs-organi zation }

OBJECT- CLASS :: = {

{ oRAddr essEl enent }

structural

{MHSOr gani zat i onal Uni t Nane}

i d- oc- mhs-organi zational -unit }

OBJECT- CLASS :: = {
{ oRAddr essEl enent }
structural

{ mHSCormmonNaneAt t ri but e}
i d- oc- mhs- common- nane }

OBJECT- CLASS :: = {
{ oRAddr essEl enent }
structural

{mHSSur nanmeAt tri but e}
i d- oc- mhs- sur nanme }

OBJECT- CLASS ::= {

{ oRAddr essEl enent }
structural

{nHSG venNaneAttri but e}
i d- oc- mhs- gi ven-nane }

OBJECT- CLASS :: = {
{ oRAddr essEl enent }
structural

{mHSI ni ti al sAttTri but e}
id-oc-nmhs-ini‘tials }

OBJECT- CIAASS :: = {
{ oRAddr'esSEl enent }
st ructur al

{mHSGenerati onQual i fierAttribute}
isdoc- mhs- generation-qualifier }

Terminal OR-address-object classes

object classes are specificito the Terminal OR-address form:

['ype

mHSNet wof KAddr ess OBJECT- CLASS :: = {

SUBCEASS OF { oRAddr essEl enent }

KI.ND structural

MUST CONTAI N { mHSNet wor kAddr essAt tri but e}

I D i d- oc- mhs- net wor k- address }
mHSExt endedNet wor kAddr ess OBJECT- CLASS :: = {

SUBEEASS—OF {umddl esstt cnr;llt}

KI'ND structural

MUST CONTAI N { mHSExt endedNet wor kAddr essAttri but e}

ID i d- oc- mhs- ext ended- net wor k- addr ess }
mHSTer m nal 1 denti fier OBJECT-CLASS ::= {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MUST CONTAI N {mHSTerm nal | dentifierAttribute}

1D id-oc-mhs-termnal -identifier }
mHSTer mi nal Type OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N {mHSTer m nal TypeAttri but e}

1D id-oc-mhs-term nal -type }

ITU-T Rec. X.412 (1999 E)
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8.35 Numeric OR-address object classes

The MHS Numeric User Identifier object classis specific to the Numeric OR-address form:

mHSNuner i cUser I dentifier OBJECT-CLASS ::= {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N {HSNurreri cUserl dentifierAttribute}
I D i d-oc-mhs-nuneric-user-identifier }

8.3.6 Postal OR-addr ess object classes

The MHS PDS Name, MHS Physical Delivery Country, and MHS Postal Code object classes are specific to the Postal
OR-address form:

nHSPDSNane OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MJST CONTAI N { mHSPDSNaneAt t r i but e}
ID i d- oc- mhs- pds- nane }
mHSPhysi cal Del i veryCountry OBJECT- CLASS :: = {
SUBCLASS OF { mHSCount r y}
KI ND structural
1D i d- oc- mhs- physi cal -del i very-country-nane }
mHSPost al Code OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N {mHSPost al CodeAttri but e}
1D i d- oc- mhs- post al - code }
8.4 OR-address Element Names

Thelattributes used to name the various OR-address Elements are defined below. Each is derived from the OR-adgiress
Element Name attribute type.

The|OR-addr ess Element Name attribute type, which is sifigle-valued, is the direct supertype of every attribute used to
form the RDN of an entry in an OR-address-subtree.

OoRAddr essEl ement Nane  ATTRI BUTE :: = {
SUBTYPE OF name -- see J(TU-T Rec. X. 520 | ISO I EC 9594-6 --
SI NGLE VALUE TRUE
ID i d- at - or address- el enent - nane }

841 Common OR-addr ess Element Names

The|MHS Country Name, MHS ADMD Name, and MHS PRMD Name attribute types are common to all OR-adflress
forms:

nmHSCount r yNane ATTRI BUTE :: = {
SUBTYPE COF OoRAddr essEl ement Name -- contains | SO 3166 and X 121 codes only --
W TH SYNFAX DirectoryString {ub-country-name-nureric-|ength}
I D i d-at - mhs-country-nane }
nHSADVDNae ATTRI BUTE :: = {
SUBT'YPE OF oRAddr essEl emrent Narre
WLTH SYNTAX DirectoryString {ub-domai n-namne-| engt h}
ID i d- at - mhs- adnd- nane }
nHSPRVDNane ATTRI BUTE :: = {
SLIDT\/DC RAAA =l + Nl
W TH SYNTAX DirectoryString {ub-domai n-namne-| engt h}
ID i d- at - mhs- prnd- nane }

84.2 M nemonic OR-addr ess Element Names

The MHS Organization Name, MHS Organizational Unit Name, MHS Common Name Attribute, MHS Surname
Attribute, MHS Given Name Attribute, MHS Initials Attribute, and MHS Generation Qualifier Attribute attribute types
are specific to the Mnemonic OR-address form:

mHSOr gani zat i onNane ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-organization-nane-| engt h}
ID i d- at - mhs- or gani zat i on- nane }
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mHSOr gani zat i onal Uni t Nane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-organizational -unit-name-|ength}
ID i d- at - mhs- organi zati onal -uni t-nane }
mHSConmonNaneAt tri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-common-nane-| engt h}
ID i d- at - mhs- cormon- nane }
mHSSur nanmeAt t ri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-surnane-| ength}
ID i d- at - mhs- surnane }
mHSG venNaneAttri bute ATTRIBUTE :: = {
SIUBTYPE _CE oRAddressEl enent Nane.
W TH SYNTAX DirectoryString {ub-given-nane-| ength}
ID i d- at - mhs-gi ven-nane }
mHSInitial sAttribute ATTRIBUTE ::= {
SUBTYPE OF oRAddr essEl emrent Namre
W TH SYNTAX DirectoryString {ub-initials-Iength}
ID id-at-nmhs-initials }
mHSGener ati onQual i fierAttribute ATTRI BUTE ::= {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-generation-qualifier-I|ength}
ID i d-at-nmhs-generation-qualifier }

8.4.3 Terminal OR-address Element Names

The|MHS Network Address Attribute, MHS Extended Network Address Attribute; MHS Terminal |dentifier Attripute,
and MHS Terminal Type Attribute attribute types are specific to the Terminal OR-address form:

mHSNet wor kAddr essAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl enment Nane
W TH SYNTAX DirectoryString {ub-x121-address-| engt h}
I D i d- at - mhs- net wor k- addr ess¢

mHSExt endedNet wor kAddr essAttri bute ATTRI BUTE (5 {
SUBTYPE OF oRAddr essEl enment Nane
W TH SYNTAX DirectoryString {ubh-\ext ended- network-address-1| engt h}
ID i d- at - mhs- ext ended-"net wor k- addr ess }

ub- ext ended- net wor k- addr ess-| engt h | NFEGER :: = 256

mHSTer m nal I dentifierAttribute ATTRUBUTE :: = {
SUBTYPE OF oRAddr essElterrent Narre
W TH SYNTAX Di rectoryString {ub-terninal-id-Iength}
ID id-atinhs-termnal -identifier }

mHSTer m nal TypeAttri but e YATTRI BUTE :: = {
SUBTYPE OF QRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-term nal -type-Iength}
ID id-at-nmhs-termnal -type }

ub-term nal -type-fength INTEGER ::= 5

8.4.4 Numeric QRsaddr ess Element Names

The|MHS Numefie-User Identifier Attribute attribute type is specific to the Numeric OR-address form:

mHSNurrer i cUser I dentifierAttribute ATTRIBUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-nuneric-user-id-Iength}
ID i d-at-mhs-nuneric-user-identifier }

8.4.5 Postal OR-addr ess Element Names

The MHS PDS Name Attribute and MHS Postal Code Attribute attributes types are specific to the Postal OR-address
form:

mHSPDSNaneAt tri bute ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-pds-nane-I ength}
ID i d- at - mhs- pds-nane-attribute }
mHSPost al CodeAttri bute ATTRIBUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-postal-code-I ength}
1D i d- at - mhs- post al - code }
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8.5 Generation of OR-addr ess-element attributes

Each attribute is generated from the corresponding element of an OR-address. Every attribute is a subtype of the
OR-address-element-name attribute type.

Additional rules apply for generation of the following attribute types:

a) MHS Country Name: This attribute holds either a two-character 1SO 3166 alphabetic code or a three
character X.121 numeric code. When constructing an OR-address subtree, where an OR-address has
equivalent 1SO 3166 and X.121 values, the former shall be present in the object entry for MHS Country,
and the latter shall be present as an alias entry.

b) MHS Organizational Unit Name: When constructing an OR-address-subtree, the sequential order of
organi zational-unit-names in the OR-address shall be reflected in the hierarchy of MHS Organizational

Unit objects, with the first of the organizational-unit-names used to form the superior entry and succeksive
organi zational -unit-names used to form successive subordinate entries.
¢) MHSTerminal Type Attribute: To create avalue of the MHS Terminal Type attribute, the Integer valfie of
terminal-type is mapped to one of the strings defined in F.3.2.2 of ITU-T Rec. X.402 | ISOAEC 10021f-2.
d) MHS Extended Network Address Attribute: To create a value of this attribute, the™value of Extended
Network Address is mapped to a string using the keyword notation defined in F.3.2-0fATU-T Rec. X.02 |
ISO/IEC 10021-2, asif it were an OR-address containing only the Extended Network Address.
NOTE — As ITU-T Rec. X.402 (1995) | ISO/IEC 10021-2:1996 defines notation for only a subset of the Extgnded
Network Address, the mapping of other variants will be alocal matter.
8.6 OR-address-subtree name forms
The[name forms defined below specify how the entriesin an OR-address-subtrée may be named.
mHSCount r yNanmeFor m NAME- FORM : : = {
NAMES mHSCount ry
W TH ATTRI BUTES { mHSCount r yNane}
ID i d-nf-mhs-country }
MHSADMDNaneFor m NAME- FORM : : = {
NAVES MHSADMD
W TH ATTRI BUTES { mMHSADVDNane}
1D i d- nf-mhs-adnmd }
mMHSPRMVDNaneFor m NAME- FORM : : = {
NAVES MHSPRVD
W TH ATTRI BUTES { mMHSPRVDNane}
1D i d-nf-mhs-prmd }
mHSOr gani zat i onNameFor m NAMVE: EORM : : = {
NAMES mHSOr gani zat i on
W TH ATTRI BUTES {4HSOr gani zat i onNane}
ID i\d- nf - mhs- organi zati on }
mHSOr gani zat i onal Unirt-NaneFor m NAME- FORM : : = {
NAMES mHSOr gani zat i onal Uni t
W TH ATTRI BUTES {MHSOr gani zat i onal Uni t Nane}
ID i d- nf - mhs-organi zational -unit }
mHSConmonNaneFor m NAME- FORM : : = {
NAMES mHSConmonNane
W-TH ATTRI BUTES { mHSComonNaneAt t ri but e}
IND] i d- nf - mhs- common- nane }
mMHSSur nameNaneFor m NAME- FORM : : = {
NAMES mHSSur nane
W TH ATTRI BUTES {HSSur naneAt tri but e}
1D I d- nT - Ms- sur nane }
mHSG venNaneNameForm  NAMVE- FORM :: = {
NAMES mHSG venNane
W TH ATTRI BUTES {HSG venNaneAttri but e}
ID i d- nf - mhs- gi ven-nane }
mHSI ni ti al sNameForm NAME- FORM : : = {
NAMES mHSInitials
W TH ATTRI BUTES {nHSI ni tial sAttri bute}
ID id-nf-nmhs-initials }
mHSGener ati onQual i fi er NameFor m NAME- FORM : : = {
NAMES mHSGener ati onQualifier
W TH ATTRI BUTES {mHSGenerati onQual i fierAttribute}
1D i d-nf-mhs-generation-qualifier }
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mHSNet wor KAddr essNameFor m NAME- FORM : : = {
NAMES mHSNet wor KAddr ess
W TH ATTRI BUTES { mHSNet wor kAddr essAt tri but e}
ID i d- nf - mhs- net wor k- addr ess }
mHSExt endedNet wor kAddr essNanmeFor m NAMVE- FORM : : = {
NAMES mHSExt endedNet wor KAddr ess
W TH ATTRI BUTES { MHSExt endedNet wor kAddr essAttri but e}
ID i d- nf - mhs- ext ended- net wor k- addr ess }
mHSTer m nal | denti fi er NameFor m NAME- FORM : : = {
NAMES mHSTer mi nal I dentifier
W TH ATTRI BUTES {mHSTerm nal | dentifierAttribute}
1D id-nf-mhs-termnal -identifier }

mHSTer m nal TypeNanmeFor m NAMVE- FORM : : = {

NAVES THSTer i TTat 'ype

W TH ATTRI BUTES {mHSTer m nal TypeAttri but e}
1D id-nf-mhs-term nal -type }
mHSNuner i cUser | dent i fi er NameFor m NAME- FORM : : = {
NAMES mHSNurrer i cUser | denti fi er
W TH ATTRI BUTES {HSNurreri cUserl dentifierAttribute}
ID i d-nf-nmhs-nuneric-user-identifier }
mHSPDSNarmeNanmeFor m NAME- FORM : @ = {
NAMVES mHSPDSNane
W TH ATTRI BUTES  { nHSPDSNameAt t ri but e}
ID i d- nf - mhs- pds- nane }
mHSPhysi cal Del i ver yCount r yNameFor m NAMVE- FORM : : = {
NAMES mHSPhysi cal Del i veryCountry
W TH ATTRI BUTES  {mHSCount r yName}
1D i d- nf - mhs- physi cal -del i very-country }
mHSPost al CodeNameFor m NAVE- FORM : : = {
NAMES nmHSPost al Code
W TH ATTRI BUTES {nHSPost al CodeAttri but e}
ID i d- nf - mhs- post al - code }
9 Procedures
Twq categories of procedure are required to support MHS-routing:

a) Procedures followed by the routing-MTA when performing MHS-routing as specified in| this
Recommendation | I nternational-Standard.

b) Procedures followed by anJMHS administrator to maintain the OR-address-subtrees for which] the
administrator has respensibility, and to maintain the routing-collectives and connection-groups thg are
locally managed.

The|procedures defined herein consider routing in terms of an individual recipient. Where a message has more thar) one
recipient, the procedures in-ITU-T Rec. X.411 | ISO/IEC 10021-4 specify that where the routing instructions for different
reci ii ents (considered separately) identify the same next MTA then a single copy of the message will be transferred to

that
gres
(sep

MTA. However~it-is possible to consider the routing decisions for multiple recipients collectively to attenipt a

fer degree of «Copy optimisation than is achieved by considering the recipients separately. For example, i
prate) routing-collectives identified for different recipients share a common parent routing-collective, then it ma

cong

hops to’reduce the number of copies transferred depends critically on network bandwidth and cost. This process,

call

mulii:Ie separate copies to the individual (child) routing-collectives. However, the desirability of introducing addit

idered desirable to transfer a single copy of the message to that parent routing-collective instead of transfe

the
y be
'ring
onal
bften

Late Fan-Out, is beyond the scope of this standard but it is not precluded.

9.1

Routing-MTA procedures

An MTA that conforms to this Recommendation | International Standard shall be capable of performing the following
procedures:

a) The Front-end procedure (9.1.1). This amends the Front-end procedure definition in 14.3.2 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) The Routing-decision procedure (9.1.2). This replaces the Routing-decision procedure definition in 14.3.4
of ITU-T Rec. X.411 | ISO/IEC 10021-4. It contains two additional procedures required for MHS-routing
(see Figure 3). The procedure also affects the Report-routing procedure defined in 14.4.4.4 of ITU-T Rec.
X.411 | ISO/IEC 10021-4.
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¢) The OR-address-subtree-read procedure (9.1.3).
d) The Local-delivery-evaluation procedure (9.1.4).
€) The Routing-knowledge-acquisition procedure (9.1.5).

f)  The MTA-bind-in procedure (9.1.6). This replaces the MTA-bind-in procedure definition in 14.9
ITU-T Rec. X.411 | ISO/IEC 10021-4.

.1 of

g) The MTA-bind-out procedure (9.1.7). This replaces the MTA-bind-out procedure definition in 14.9.3 of

ITU-T Rec. X.411 | ISO/IEC 10021-4.

h) The Message-in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.
ITU-T Rec. X.411 | ISO/IEC 10021-4 shall be performed as modified by clause 9.1.8 of

3 of
this

The

Local-delivery-evaluation procedure.

9.11

The
conf
folldg

Recommendation | International Standard.

routing-decision procedure normally calls the OR-address-subtree-read procedure at least once, and may cal

" OR-ADDRESS-
SUBTREE READ

A

ROUTING
DECISION

LOCAL DELIVERY
EVALUATION

A

TIS09140-99/d03

Figure 3— Organization of procedureswithinthe Routing-decision procedure

Amendment to the Front-end procedure

Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4 is amended as follows for an
prming to this Recommendation | International”Standard. Step 5 of 14.3.2.4 (Loop detection) is replaced wit
Wing:

a) Thetrace-information and internal-trace-information is examined to determine whether loop detectior
be performed. If the internal-trace-information is complete (i.e. fully represents the information presg
trace-information), then'loop detection will be handled by the Routing-decision procedure, and the F
end procedure reslimes at step 6.

elementswhese global-domain-identifier corresponds to that of this routing-MTA. In addition, elen
of tracesinformation generated prior to the most recent DL-expansion, redirection, conversior
re-rguted action are not considered. Loop detection is undertaken by examining the remaining elemer
this'external trace-information. If the global-domain-identifier of any of these trace-information elen
identifies the domain of this routing-MTA, then the message is declared to be looping. The non-deli
reason-code is set to transfer-failure, and the non-delivery-diagnostic-code is set to loop-detected.
procedure then terminates.

the

NTA
N the

will
nt in
Font-

b) Otherwise, external trace-information is identified by deleting from the end of trace-information those

hents
, or
ts of
hents
ery-
The

C) Utherwise, the Front-end procedure resumes at step o.

9.1.2 Routing-decision procedure

The procedure generates a routing instruction for a single message recipient. This definition replaces the Routing-
decision procedure definitionin 14.3.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.2.1 Arguments

26

a) A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

b) The per-message instruction, if any, applicable to this message. Other message fields are also accessible to

the procedure as required.
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9.1.2.2 Resaults

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:

a) delivertoaloca recipient;

b) relay to another MTA,;

C) (generate areport indicating delivery failure. The non-delivery-reason-code and, optionally, non-delivery-

diagnostic-code and supplementary-information are included in the instruction;
d) expand the distribution list represented by this recipient;

e) redirect to apreferred address or to a recipient specified alternate recipient.

9.1

Non

.24 Proceduredescription

P.3 Errors

P, Error conditions are recorded in the routing instruction.

IOTE 1 — To ensure the security-policy is not violated during routing, the message-security-labelyy should be check
ppropriate against the security-context, and connection-groups whose security-context is incompatiple with that of the me
hould be disregarded.

iven other values as alocal matter.

IOTE 3 — Where a set of possible next-MTAs (using different connection-groups)-has been determined for a recipier]
hdication is given on the criteria used to select just one of these. In practice, the welghting-factors optionally associated with
lonnection-group may be used to determine the most cost-effective choice.

IOTE 4 — As described, this procedure reaches a routing-decision for a single recipient regardless of any other routing-deq
hade for another recipient of the same message. As an implementatioh/optimization, however, fina route selection m
ostponed until all recipients have been processed by the route-decisionprocedure (and a set of possible next-MTAs identifi
ach). The splitter procedure then makes the final selection based*on/maximizing the use of next-MTAs common to mu
Eci pients, and so minimizes the number of message transfer operations that the routing-M TA must perform.

Routing-decision procedure is described in the following steps:

a) If the per-message instruction indicateés a relay failure, then the procedure attempts to identif
alternative next-MTA destination farthis recipient. The procedure defined below is followed (from
d), except that when a next-MTA"is selected which matches that indicated in the relay failure
procedure discards the selection/and continues until it locates an aternative next-MTA destination.
aternative destination is found, the message's internal-trace-information is updated with a re-rg
routing-action to reflect the fact that the message has been re-routed (see 12.3.1 of ITU-T Rec. X.
ISO/IEC 10021-4). Afithe message would have crossed a domain boundary (if it had been transf
successfully to the next-MTA) then the trace-information is similarly updated. The procedure retu
relay instruction tothe alternative destination and terminates.

If the procedure defined below (from step d) identifies a candidate next-MTA, the routing-MTA vel
that thisroute has not already been attempted, as follows:

1)..\The routing-MTA performs a Directory Read on the next-MTA’s MHS Message Transfer A
entry, and fetches the global-domain-identifier and MTA-name of the next-MTA.

bd as
Esage

IOTE 2 — This clause describes cases where specific values of supplementary-information“are required. Elsewhere, it mgy be

t, no
each

ision
be
for
tiple

y an
step

the
f an
uted
111 |
prred
ns a

ifies

gent

elements that were generated subsequent to the last DL-expansion, redirection, conversiol

re-routed action.

2) The routing-MTA examines relevant elements of internal-trace-information (if any), i.e. +hose

, or

3) For each element in turn, the global-domain-identifier and MTA-name components are compared
which those of the candidate next-MTA. If a match is found, the preceding internal trace element is
examined. If this identifies this routing-MTA, then that route has aready been attempted and found

ineffective, and the procedure will continue its attempt to locate an effective next-M TA.

If the preceding internal trace element identifies some other routing-MTA then the route may be, but
is not certain to be unproductive. This next-MTA is noted as a non-optimal route, and the procedure

continues in an attempt to find a better route.

b) If the per-recipient instruction indicates a delivery failure, then the procedure returns a report generation
instruction for this recipient. The non-delivery-reason-code and non-delivery-diagnostic-code are those

supplied by the Message-delivery or Probe-delivery-test procedures. The procedure then terminates.
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0)

d)

e)

If the recipient is specified by an OR-name which contains only a directory-name (which may happen
following distribution list expansion, if a DL member is specified only by directory-name), the routing-
MTA attempts to acquire the OR-address from the Directory. If the OR-address cannot be determined, the
procedure returns a report generation instruction for this recipient. The non-delivery-reason-code is set to
directory-operation-unsuccessful and the non-delivery-diagnostic-code may be set according to the
problem encountered. The procedure then terminates.

The routing-MTA invokes the OR-address-subtree-read procedure, as defined in 9.1.3, initially using the
first configured OR-address-subtree. If this read does not yield routing-advice, the procedure continues at
step .

One of the following steps is taken according to the routing-advice found:

1)

Target-routing-collective: The routing-advice identifies a target routing-collective for the message.

2)

3)

4)

collective, and, if these match, the Local-delivery-evaluation procedure is invoked (see 9(1:4){ and
the routing instruction returned by it is inspected. If this contains a relay instruction whichspecifies a
next-MTA that has been the subject of a previous relay failure for this message, ©r, represefits a
non-optimal route, then the procedure continues at step j. Otherwise the routing instruction retyrned
by the Local-delivery-evaluation procedure is returned and the procedure terminates.

The routing-MTA compares its own routing-collective name with that of the target ron]xing-

If the target routing-collective is a superior of the routing-MTA (i.e. the name of the routing-MITA
contains that of the target routing-collective), the routing-MTA abandons-the present OR-address-
subtree and continues at step j.

Otherwise, the procedure continues at step f.

Non-delivery-information: The routing-advice indicates that-delivery to this OR-address i not
possible. The procedure returns a report generation instruction for this recipient. The non-deliyery-
reason-code, non-delivery-diagnostic-code, and supplementary-information are set to the cqrres-
ponding values present in the routing-advice. The pracedure then terminates.

Alias-redirection: The routing-advice specifies.a preferred address for the recipient to which the
message is to be redirected. The replacement\OR-address is constructed as defined in 8.2.L. A
redirection instruction is generated containing the replacement OR-address, with redirection rgason
set to alias. The procedure then terminates,

DL-expansion-information: The routing-advice indicates that the recipient is a distribution list.| The
message’ s DL-expansion-prohibitedargument is examined. If the value is DL-expansion-prohikjited,
or the security-policy prohibitssthe use of a distribution list, then the procedure returns a réport
generation instruction for this‘recipient. The non-delivery-reason-code is set to unable-to-trarsfer,
and the non-delivery-diagnostic-code is set to DL-expansion-prohibited. The procedure [then
terminates.

Otherwise, if oneyof the DL-expansion-routing-collectives identifies this routing-MTA ther) the
procedure returnsarouting instruction to expand the distribution list, and terminates.

If one of the’ DL-expansion-routing-collectives identifies a superior of the routing-MTA, pr if
any-MTA-may-expand is true, and the routing-MTA is capable of performing the DL expansiorn and
is so.permitted by policy, then the procedure returns a routing instruction to expand the distribgition
list, and terminates.

Otherwise, one of the DL-expansion-routing-collectives that is not a superior of the routing-MTA is
selected as the target routing-collective and the procedure continues at step f.

If all the DL-expansion-routing-collectives are superiors of this routing-MTA, and local policy [does
not permit expansion of the list then a configuration error isindicated. The procedure returns a r¢port
generation instruction for this recipient with the non-delivery-reason-code set to unable-to-trarsfer,

5)

and the non-delivery-diagnostic-code set to DL-expansion-tailure. The procedure then terminates.

Double-envelope-information: The routing-advice indicates that the message is to be placed in an
inner-envel ope content-type. The Supported Algorithms and User Certificate attributes are read from
the Directory entry identified by the Directory name for the envelope-opener. The MTS-APDU is
encrypted using the first algorithm in the content-confidentiality-algorithm-preference order which is
supported by both the routing-MTA and by the envelope-opener; this may be an asymmetric
algorithm, or if this is a symmetric algorithm then a random content-confidentiality-key is generated
and used to encrypt the content, and a message-token created with this key encrypted using the first
algorithm in the key-encryption-algorithm-preference order which is supported by both the routing-
MTA and by the envel ope-opener (which must be an asymmetric algorithm). The public key which is
used with the asymmetric algorithm is found by using the agorithm-identifier and recipient-
certificate-selector to select an appropriate Certificate of the recipient.
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A new message is created containing the encrypted MTS-APDU in its content, the envelope-opener

as its recipient, and, if message-origin-algorithm-preference is specified, a message-or

igin-

authentication-check containing a signature of the encrypted content using the first algorithm in the
preference order which is supported by both the routing-MTA and by the envelope-opener together
with the private key of the routing-MTA corresponding to its Certificate identified by originator-

certificate-selector. The procedure then continues at step d using the first configured OR-add
subtree.

The routing-MTA examines its local-use-tables to determine whether the target routing-collective

Iess-

is a

key-routing-collective. If so, a next-MTA to which the message may be transferred is known. If the next-
MTA has been the subject of a previous relay failure for this message, or represents a non-optimal route,
then the procedure continues at step j. Otherwise, the procedure returns a relay instruction requesting

transfer to that MTA _and terminates

)

h)

)

k)

m)

If the target routing-collective is not a key-routing-collective, its Directory entry is read and a list-d
names of its entry-connection-groups retrieved. Any of the routing-MTA’s exit-connection-groups
matches the target-routing-collective’ s entry-connection-groups may be used to transfer theqressage.

If the target routing-collective is arouting-MTA, then this is the next-MTA. Otherwise,the routing-N
performs a subtree Search below the target routing-collective for entries of object|elass routing-M
which contain an entry-connection-group corresponding to any of those matched\above. If al cand
next-MTAs so identified have been the subject of a previous relay failure for this message, or repr
non-optimal routes, then the procedure continues at step h. Otherwise,,one of these routing-MTA
selected asthe next-MTA. The procedure returns arelay instruction to that MTA and terminates.

NOTE - If this step has selected a route that uses a |ocal-exit-connection-group, but the message in question di
originate, redirect, or DL-expand at this MTA, then an unauthorized relay s being requested. As a matter of
policy, the MTA may relay the message regardless, or return it, or seek another route, or generate a non-delivery re

f the
that

TA
TA,
date
bsent
\S S

0 not
local
port.

If no pair of matching connection-groups names is founds-the routing-MTA examines its |ocal-use-tgbles

to discover whether any of the target’s entry-connection-groups are exit-connection-groups availab
one of the routing-MTA’s key-routing-collectives, i.exare indirect-exit-connection-groups of this rou
collective. If so, a next-MTA to which the message’may be transferred is known. If the next-MTA
been the subject of a previous relay failure for.this message, or represents a non-optimal route, they
procedure continues at step i. Otherwise, the*procedure returns a relay instruction to that MTA
terminates.

The routing-MTA abandons the attemptto find a route to the current target routing-collective and sele
new target routing-collective, as follews. It discards the last RDN of the target routing-collective n
and so obtains the name of that entry’s parent entry. If the last RDN of this parent entry has an attr
type of Routing Collective Naivie, then the truncated name is adopted as the new target routing-colleg
and the procedure continuesat step f.

If not all of the configuréd OR-address-subtrees have been examined, the next subtree is selected an
procedure resumes at-step d.

e to
ting-
has
\ the
and

icts a
ame,
bute
tive,

 the

If all OR-address-subtrees have been examined, and no next-MTA relay has been identified, but ofe or

more non-optimal next-MTAs have been identified, then the procedure returns a relay instru
requesting transfer to the first of these, and terminates.

Ction

Theouting-MTA considers returning the message to the MTA from which it was first received. If thisis

net{ prohibited by policy, then the procedure returns a relay instruction requesting transfer to that M
and terminates.

Otherwise, the procedure returns a report generation instruction for this recipient, with the non-deli

TA,

ery-

reason-code set to unable-to-transfer. If a previous relay failure occurred for this recipient, the

non-

9.13

delivery-diagnostic-code is set according to the relay failure encountered; otherwise, the non-delivery-

diagnostic-code is set to unrecognized-OR-name. The procedure then terminates.

OR-address-subtree-read procedure

This procedure retrieves the routing-advice associated with an OR-address from an entry which represents that
OR-address in an OR-address-subtree.

9.1.3.1 Arguments

a)
b)

The OR-address of a message recipient.

The Directory name of the base vertex of an OR-address-subtree.
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9.1.3.2 Resaults

An item of routing-advice associated with the message recipient's OR-address, or an indication that no routing-advice
was found in this OR-address-subtree for the OR-address presented.

9.1.3.3 Errors

Any of the errors defined for the Directory Read operation.

9.1.34 Proceduredescription

The OR-address-subtree-read procedure is described in the following steps.

b)

d)

e

eIements of the OR addr&es |nto corr&spondl ng OR address attrl butes (see 8 5), and assemblmg ina
prescribed order the RDNSs thus produced, prefixed with the name of the OR-address-subtree, to.form the
purported name (see Annex D). Certain OR-address elements are never used in constructing the purpgrted
name; other elements are used in some OR-address forms but not in others. Only those ‘attributes Ijsted
below shall be used.

According to the OR-address form (as defined in 18.5.5 of ITU-T Rec. X.402 | ISOHEC 10021-2) tgken
by a given OR-address, OR-address elements are assembled in the following order:

—  All OR-address forms: MHS Country, MHS ADMD, MHS PRMD.

— Mnemonic OR-address form: MHS Organization, MHS Organizational Unit (1), MHS Orgahiza-
tional Unit (2), MHS Organizational Unit (3), MHS Organizational Unit (4), MHS Common Npme,
MHS Surname, MHS Given Name, MHS Initials, MHS Generation Qualifier.

—  Terminal OR-address form: MHS Network Address, MHS Terminal Identifier, MHS Terminal Type.
—  Numeric OR-address form: MHS Numeric User |dentifier.
— Postal OR-address form: MHS PDS Name, MHSPhysical Delivery Country, MHS Postal Code.

The routing-MTA invokes a Directory Read opeération, with the purported name as the object argurpent,
and the following attributes as the selection argument:

— Routing Advice;
—  Expression Matches;
— Next Level Complete.

If the Read is successful,(and the identified entry contains an Expression Matches attribute, thenp the
OR-address given as an argument of the procedure is compared against the OR-address-filters of |each
expression-match. If_a:atch is found, the routing-advice associated with it is returned and the procgdure
terminates.

If the Read is/Successful, and the identified entry contains a Routing Advice attribute, that attribute-yalue
is returned and the procedure terminates.

If theRead is successful and the identified entry does not contain a Routing Advice attribute, the Next
Levél-Complete attribute is inspected, and, if true, a Directory Search operation (one level) is invpked
with~its selection argument specifying OR-address attributes. In the result of this Search, only digtinct
abjects (after al aliases have been dereferenced) are considered.

NOTE 1 — A simple implementation may specify all the OR-address attributes in this selection, while a jmore
sophlstlcated impl ernentamon might I|m|t the selectlon to only those OR- addr&ss attrlbutes WhICh are permltted to be

chon ce wi II yield thegame result provided that the OR addras—subtree conforms to the structure ruI es ofAnnex D.

If the result of this Search shows that the identified entry has precisely one subordinate entry (discounting
aliases which produce additional references to the same entry), then the purported name is replaced by the
Name of this subordinate entry, and the procedure resumes at step b.

NOTE 2 — The above implements the requirement contained in 8.2 of ISO/IEC ISP 10611-1:1996, that an OR-address
which is an unambiguous underspecification of an actua OR-address should be regarded as identifying that
OR-address.

Otherwise the procedure generates an item of routing-advice as follows:
1) The non-delivery-information alternative of routing-advice is chosen.

2) ltsreason component is set to unable-to-transfer.
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3) If theidentified entry has no subordinate entry, then the diagnostic component is set to unrecognized-
OR-name. If the identified entry has two or more subordinate entries, then the diagnostic component
is set to ambiguous-OR-name and the supplementary-information component may be used to indicate
alist of potential values of an additional address element which could be added to disambiguate the
address. For example: "Two addresses have surname 'Jones: choose given name 'James or ‘John™.

NOTE 3 — An appropriate sizeLimit should be used in the Search operation to avoid the Search result returning
more information than could conceivably be accommodated within supplementary-information.

The procedure returns this routing-instruction and terminates.

9.1
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P, Erroreonditions are recorded in the routing instruction.

4~ Praoceduredescription

f)  Asin the case above, but where Next Level Complete is false, then no further information can be obtained
from this OR-address-subtree and the procedure returns an indication that no routing-advice was found for
the specified OR-address, and terminates.

g) If the Read fails with a Name Error, indicating no-such-object, then the routing-MTA invokes a Diregtory
Read operation with the name returned as the matched component of the Name Error (i.e. the longesy part
of the original name that could be matched) as the object argument, and the following attrittes a the
selection argument:

— Routing Advice;

—  Expression Matches;

— Next Level Complete.

If the Next Level Complete attribute is false, the procedure resumes at/step c. Otherwise, an iten of

routing-advice is generated as follows:

1) The non-delivery-information alternative of routing-advice ischosen.

2) ltsreason component is set to unable-to-transfer.

3) Its diagnostic component is set to unrecognized:OR-name, and its suppl ementary—infornfjion
component may be used to indicate those OR-address elements that were successfully matchegd in
this overspecified address.

The procedure returns this routing-instruction and.terminates.

h) If the Read fails with any other error, that errok.is returned and the procedure terminates.

| L ocal-delivery-evaluation procedure

procedure generates a routing-instruction for.'@’single message recipient who is purportedly a registered MTStuser
isrouting-MTA.

.1 Arguments

a) A message recipient plusithe per-recipient instruction, if any, applicable to this recipient.

b) The per-messageinstruction, if any, applicable to this message. Other message fields are also accessiljle to
the procedure as required.

1.2 Results
W Or possibly revised routing instruction applicable to this recipient. Possible instructions are enumerated in 9.1.p.2.
1.3 Errers

The Local-delivery-evaluation procedure is described in step 6 of 14.3.4.4in ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE — References to the Routing-decision procedure in step 6 of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC 10021-4 should be
read as references to the Local-delivery-evaluation procedure.

9.15

Routing-knowledge-acquisition procedure

This procedure acquires the routing knowledge required by a routing-MTA for the performance of MHS-routing. It is
invoked when the routing-MTA isinitialized.

The procedure has no formal interaction with any other procedure.

NOTE 1 — Local-use-tables should be recomputed at intervals, and whenever the volume of loop detection incidents exceeds some
threshold (which may suggest that the routing-MTA is using out-of-date cached information).
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NOTE 2 — The Directory Information Shadowing Protocol (DISP) may be an effective tool for synchronizing routing information
held in the Directory with routing information cached in routing-M TAs (see ITU-T Rec. X.525 | ISO/IEC 9594-9).

Both the "push” model (shadow supplier-initiated shadowing), and the "pull” model (shadow consumer-initiated shadowing)
may be useful in different cases; "push” may be used where it is critical that routing-MTAs are immediately informed of changes
to routing information stored in the Directory; "pull" may be used where the requirement is to enable a routing-MTA to request
updates at its own convenience.

Use of this technique may have an impact on the design of arouting-MTA and the selection of Directory components to be
co-located with it.

9.1.5.1 Arguments

The Directory name that identifies this routing-collective.

9.1.52 Results

Thelfollowing information, that comprises the routing-MTA'’s local-use-tables:
a) The Directory name of this MHS Message Transfer Agent.
b) Anordered list of the names of one or more OR-address-subtrees configured for this routing-M TA.

c) A list of the key-routing-collectives of this routing-MTA, each accompanied by the names of one or nore
next-MTAs for the routing-collective.

d) A list of the Directory names of the routing-MTA’s transit- and |ocal-exit-connection-groups.

€) An ordered list of the indirect-exit-connection-groups of this routing-MTA; each accompanied by the
names of one or more next-MTAs for the connection-group.

f) For each of the routing-MTA’s entry-connection-groups that is-of type enumerated, authenticgtion
information required to identify each possible calling MTA.
IOTE — The syntax of local-use-tables used to record MHS MTA name, “OR-address-subtrees, key-routing-collectives,

N
donnection-groups, and authentication information is a local matter for each"MTA and is not prescribed. However, its intgnded
gructure may beillustrated in the following:

ExamPLE—
Local UseTabl esExanpl e :: = SEQUENCE {
this-nma MHSMessageTr ansf er Agent Nane,
or - addr ess-subtrees ORAddr essSubt r eeNanes,
key-routing-collectives KeyRout i ngCol | ectii ves,
transit-exit-connection-groups SET OF ConnectionG oupNane,
| ocal - exi t-connecti on-groups SET OF Connecti onG oupNane,
i ndi rect - exi t - connecty. 0n- groups SEQUENCE OF Connecti on,
entry-connecti on- groups SET OF Authenticationlnformation }
KeyRout i ngCol | ecti ves\:< = SET OF Route
Route ::= SET {
routing-col Rective Rout i ngCol | ect i veNane,
next - nt as SET OF Next MTA }
Next MTA ::& SET {
mhsmt a- name MHSMessageTr ansf er Agent Nane,
connect i on- groups SET OF Connecti onG oupNane }
MHSMessageTr ansf er Agent Nane :: = Di sti ngui shedNanme
Connecti onG oupNane ::= Di stingui shedName
Connection ::= SET {
connecti on- group Connect i onG oupNane,
aut henti cati on- net hod Aut hent i cat i onMet hod,
profiles SET OF OBJECT | DENTI FI ER OPTI ONAL,
next - nt as SEQUENCE OF MHSMessageTr ansf er Agent Nanme }
Aottentitcatomtnformattom———SET <
entry-connection-group  Connecti onG oupNane,
aut henti cati on- met hod Aut hent i cati onMet hod,
profiles SET OF OBJECT | DENTI FI ER OPTI ONAL,

net wor k- addr ess-rel i abl e BOOLEAN DEFAULT TRUE,

connecti on- group-type CHO CE {
enuner at ed- aut henti cati on SET OF Cal |l i ngMrAAut henti cati on,
unenuner at ed- aut henti cati on CHO CE {

gr oup- nt a- password Passwor d
no- gr oup- password NULL } } }
Cal I i ngMrAAut henti cation ::= SET {
mhs- nt a- name MHSMessageTr ansf er Agent Nane,
cal I'i ng- nt a- name MI'ANane,
cal i ng-nt a- password Password OPTI ONAL,

cal I'i ng- present ati on-address SET OF PresentationAddress OPTI ONAL }
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9.153 Errors

Any Directory Read errors, or inconsistencies in the information retrieved, are reported as errors.

9.1.5.4 Proceduredescription

For the purposes of exposition, the Routing-knowledge-acquisition procedure is regarded as possessing the following

variables:
—  current-routing-collective;
—  parent-routing-collective.
The procedure-ts-described-H-the-folowingsteps:
a) A Directory Read operation is invoked with the name of this routing-collective as the object argurpent,
and the following attributes as the selection argument:

— MHS Message Transfer Agent Name;

—  OR-address Subtrees,

—  Transit Exit Connection Group Name;

—  Loca Exit Connection Group Name;

—  Entry Connection Group Name.

The content of these attributesis recorded in the local-use-tables,

b) Therouting-MTA identifiesits key-routing-collectives and indirect-exit-connection-groups as follows

1) The routing-MTA initializes the current-routingscollective variable with the Directory mame
specified as the argument of the procedure.

2) The routing-MTA discards the last routing-collective-name component of the current-royting-
collective to form the name of the parent<routing-collective. If the terminal RDN of the pgrent-
routing-collective is not of attribute, type routing-collective-name, then the complete routing-
collective-subtree has been examined-and the procedure continues at step c.

3) Therouting-MTA invokes a Directory Search operation (one level) relative to the parent entry, which
retrieves the entry-connection-group-names, the routing-collective names, the transit{exit-
connection-group-names, and, if present, the MHS Message Transfer Agent Name of each of the
parent entry’s immediate-subordinates. Of these immediate subordinate entries, the siblings of the
current-routing-collective are recorded in the routing-MTA’s local-use-tables as key-routing-
collectives (i.e. theeurrent-routing-collective is itself omitted). The next-MTAs associated with [each
of these will be discovered in stepsc and d.

4) For each™of the key-routing-collectives found, the routing-MTA identifies each transit{exit-
connectign-group of the key-routing-collective, that is not an exit-connection-group of this routing-
MT®&,'and records this as an indirect-exit-connection-group in the routing-MTA’s local-use-tgbles
(Gnless already recorded). The next-M TAs associated with each of these will be discovered in step d.

5) \"“The current-routing-collective variable is assigned the value of the parent-routing-collective var|able
and the procedure continues at step b-2.

NOTE 1 - In this way, the procedure identifies the minimal set of routing-collectives that gives it knowledge of
the compl ete routing-collective, i.e. its immediate peers, and those of each of its superior routing-collectivesjup to
the base vertex of itsrouti ng_r‘nllmi\m subtree.

¢) For each of these key-routing-collectives, one or more next-MTAs are identified, i.e. MTAs reachable

from this routing-MTA that provides a route to the key-routing-collective. This proceeds in stages. Firstly,

the key-routing-collectives to which a message may be transferred directly are identified.
The following steps are taken for each key-routing-collective:

1) The key-routing-collective’s entry-connecti on-group-names retrieved in step b-3 are considered.

The

routing-MTA’s exit-connection-group names are compared with the key-routing-collective's
entry-connection-group names. If a common connection-group is found, and the key-routing-
collective is a routing-MTA then a next-MTA has been found. The key-routing-collective's MHS
Message Transfer Agent Name attribute (found in b-3) is recorded in the local-use-tables as a next-

MTA for the key-routing-collective.
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2)

3)

If a common connection-group is found, but the key-routing-collective is not a routing-MTA, the
routing-MTA invokes a Directory Search (subtree) to discover a subordinate entry of the
key-routing-collective with object class of Routing MTA, and with the common connection-group as
an entry-connection-group. The MHS Message Transfer Agent Name attributes of any routing-MTASs
discovered are retrieved and recorded in the local-use-tables as next-MTAs for the key-routing-
collective.

NOTE 2 — Where multiple next-MTAs are found for a key-routing-collective, the routing-MTA may, as a loca
meatter, retain all of thesein itslocal-use-tables or retain only a subset.

The procedure continues at step c-1 for the next key-routing-collective until all have been inspected.

d) Next-MTAs are now identified for any remaining key-routing-collectives. Since no direct connection
exists for these key-routing-collectives, they are reachable only via an indirect-exit-connection-group.

1)

2)

3)

1

Next-MTAs are also identified for the indirect-exit-connection-groups identified in step b-4.

TheEnumerated Flag is examined:

The routing-MTA considers each key-routing-collective for which a next-MTA hasCjust peen
identified:
—  For each transit-exit-connection-group available to the key-routing-collective that is an indifrect-

exit-connection-group of the routing-MTA, the next-MTAs associated with the key-routing-
collective are recorded as the next-MTAs for the indirect-exit-connection-group.

For each key-routing-collective for which a next-MTA has not yet been-identified, the following step
is performed:

—  Those indirect-exit-connection-groups of the routing-MTA™fer which a next-MTA has peen
identified are matched with the key-routing-collectivelsyentry-connection-groups. For |each
match, the next-MTAs of the key-routing-collective are recorded by copying the next-MTAs of
the indirect-exit-connection-group.

If a next-MTA has now been found for every key=routing-collective and indirect-exit-connegtion-
group, the procedure resumes at step e.

If this step leaves the local-use-tables unchanged, then a configuration error is indicated ang the
procedure terminates.

The procedure continues at step d-1siexcept that only those key-routing-collectives for which a
next-MTA hasjust been identified ifstep d-2 are considered.

€) The routing-MTA considers each entry-connection-group (identified in step a), and acquires the authen-
tication information necessary to.identify possible calling MTAs of the connection-group.

For each entry-connection-group a Directory Read operation is invoked with the name of the connegtion-
group as the object argument; and the following attributes as the selection argument:

Enumerated Flag,
Connection Type;
GroupdWhT'A Password;
Nember MTA.

If the connection-group is of type enumerated, and its connection-type indicates that DN Usgd in
A-ASSOCIATE has the value false, a Directory Read operation is invoked for each member MTIA as
the object argument, (a routing-MTA entry), and the MHS Message Transfer Agent Name attr|{bute

as the selection argument

A further Directory Read is invoked with each MHS Message Transfer Agent Name as the object
argument, and with the following attributes as the selection argument:

— MTA Name;

—  MTA Password;

—  Specific Passwords;
— Cadling PSAPs;

—  Presentation Address,

—  Protocol Information.
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9.1.6

Thig

9.1.6.1 Arguments

The

9.1
The
9.1.¢
The

9.1.4
The

a)

b)

2)

MTA-bind-in procedure

MTA-bind arguments are defined in 12.1.1.1.1 and listed in Table 28.0f ITU-T Rec. X.411 | ISO/IEC 10021-4.

.2  Results

MTA-bind results are defined in 12.1.1.1.2 and listed in Table 29 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

.3 Errors

bind-errors are defined in 12.1.2 of ITU-T Rec.X"411 | ISO/IEC 10021-4.

4 Proceduredescription

MTA-bind-in procedure is described in-the following steps:

ISO/IEC 10021-10 : 1999 (E)

The routing-MTA compiles a table containing the MHS Message Transfer Agent Name, MTA name,
MTA Password, and calling presentation addresses for each member MTA of each of its
(enumerated) entry-connection-groups.

NOTE 3 — As an implementation choice, the routing-MTA may also compile the same information for members
of connection-groups where DN Used in A-ASSOCIATE is true. Alternatively, it may acquire authentication
information for these MTAs dynamically, when MTA-bind-in is invoked.

If the member MTA’s entry contains a Specific Passwords attribute, and the routing-MTA’ s routing-
collective-name (or any of its superiors in the routing-collective-subtree) matches that present in a
value of Specific Passwords, then the associated password takes precedence over the value present in
the MTA Password attribute.

The presentanon addresses are obta| ned from the CaIImg PSAPs attr| bute if preeent OtherW|se they

incompatible with that of the connectlon group (as |nd|cated in the profiles component ol the
Connection Information attribute) are eliminated.

NOTE 4 — In the simple case of symmetric addresses (where calling and called addresses are {dentical), gnly a
single attribute is needed. In the asymmetric case, a second attribute is required.

If the connection-group is of type unenumerated, its Group MTA Password (if defined), is recqrded
in the local-use-tables.

clause describes the behaviour of the routing-MTA when an MTA-bind is invoked\by another MTA. This defirfition
replaces the MTA-bind-in procedure definition in 14.9.1 of ITU-T Rec. X.411 | ISOAEC 10021-4.

If the routing-MTA’s-resources cannot currently support the establishment of a new association| the

procedure returns.a'Busy bind-error and terminates.
The called MTA is presented with the following authentication information:

It may also be presented with additional connection information:

an MTA<bind argument of Null, indicating no authentication, or,
the calling MTA’s MTA name and simple password, or,

the calling MTA’s MTA name, and strong authentication arguments (which include the cqlled
MTA’s MTA name and, optionally, global domain identifier.

the calling presentation address, possibly incomplete (for_example, on _an APS connectior] the

network address may be absent);
possibly, a security-context;

possibly, a Directory name contained in the calling application-entity-title of the A-ASSOCIATE
service (of the ACSE) that was used to invoke the MTA-bind;

possibly, a Directory name from the certificate in the MTA-bind argument, if strong authentication is
used.

The routing-MTA is required to verify the identity of the calling MTA (if authentication isin use),
verify that the calling MTA is a member of one of its entry-connection-groups, verify that the rules
of the entry-connection-group are observed (e.g., the security-context), and determine the correct
MTS-bind response.
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36

¢) The routing-MTA considers each of its entry-connection-groups to determine which of them may have
been selected by the calling MTA.

1)

2)

The routing-MTA first eliminates those entry-connection-groups whose Connection Type is
incompatible with the type of connection made by the calling MTA (i.e. wrong application-context,
wrong authentication-method, wrong network type, Directory name in A-ASSOCIATE required but
not present).

Any remaining enumerated entry-connection-groups are considered. If the Directory name of the
caling MTA is available, the routing-MTA attempts to match this name with those listed in the local -
use-tables (in enumerated-authentication; see 9.1.5.2). Otherwise, it attempts to match both the MTA
name and calling presentation address with those recorded in the local-use-tables and retrieves the
Directory names associated with these table entries (| e. the names of the MHS Message Transfer

A-cient—crti-oa—f wihireh—tha-_add ne—HaE AR araiaalae htainad A oy oo poany

3)

4)

"o
YorT CrtTCS— o wWinCr ic wulmllg ||||u||||u|.|u|| WaS OrgnaTy — OotaTICOy— 7 vty CHOirTIc) ated

entry-connect-groups which fail to match are eliminated.

Any remaining unenumerated entry-connection-groups are considered. If the simple-passyvord
authentication-method is in use, and the supplied credentials do not match the connection—ger(}up’s

Group MTA Password (if present), recorded in unenumerated-authentication, then'that connection-
group is eliminated and the next unenumerated entry-connection-group is considered. If stijong-
authentication is in use and no Certificate or Directory name is available, thelConnection-gropp is
eliminated (unless local procedures allow the strong credentials to be authenticated in this case). |f an
unenumerated entry-connection-group satisfies these tests, but no Directory name is available, |then
routing-MTA verifies that the security-context presented in the MTA-bind argument is compdtible
with that associated with the connection-group. If so, the procedure resumes at step e.

If all entry-connection-groups have been eliminated then (the proposed association canngt be
accepted. The routing-MTA returns an authentication-error and'the procedure terminates.

Otherwise, one or more pairs of Directory name and cobnection-group have now been identified] The
Directory name is derived either from A-ASSOCIATE, or by considering known adjacent MTAs in
enumerated connection-groups and retrieving the.Ditectory name from local -use tables.

d)

Each pair of Directory name and connection-groupis considered in turn. The routing-MTA verifies
the Directory entry corresponds to the calling MTA (much of the required information is already avai
in the local-use-tables, and some of the checks will have already been made). Alternatively, the rou
MTA may acquire this information dynamically by invoking a Directory Read with the MHS Meg

that
able
ting-
sage

1)

2)

3)

4)

Transfer Name as the object argument.

The routing-MTA compares the calling presentation address of the connection with those defined for
the MTA (in the Calling PSAPS attribute, if present; otherwise in the Presentation Address attrijute),
taking account of the retwork-address-reliable indicator associated with the connection-groyp to
determine the required.dégree of match. If the match fails, the procedure resumes at step d-4.

If no-authentication.is specified for this connection-group, or a simple-password is presented which
matches the comnection-group’s Group MTA Password, then authentication requirementy are
satisfied. Otheswise, the credentials presented in the MTA-bind argument are validated according to
the authentication-method in use.

If strong<authentication is in use, the signature of the initiator-bind-token is verified using the plblic
key.from the Certificate, if present; otherwise, from the appropriate value of the calling MTA’s User
Certificate attribute. The Directory name from the subject field of that Certificate is verified o be

to the mta-name present in the initiator-name field of MTA-bind; and the mta-name withip the
initiator-bind-token is verified as being the name of this routi ng-MTA.

routmg—MTA S routing- coIIecnvename (or any of |ts superlors in the routmg coIIectlvesubtree)
matches that present in a value of Specific Passwords then the corresponding value of thisMTA-
password is matched. If all matches fail, the procedure resumes at step d-4.

The routing-MTA verifies that the security-context presented in the MTA-bind argument is
compatible with that associated with the connection-group. If so, the security-context is satisfied and
the procedure resumes at step e.

If all pairs of Directory name and connection-group have been considered, the routing-MTA returns
an authentication-error and the procedure terminates. Otherwise the next pair is selected and the
procedure repeats step d.

NOTE 1 - If thereis at least one case where the calling MTA satisfies al authentication requirements except for
the security-context, then an unacceptabl e-security-context error is returned rather than authentication-error.
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The routing-MTA establishes the connection and returns an MTA-bind result. If no-authentication was
specified, the same value is returned in the MTA-bind result. For simple authentication, the routing-
MTA’s MTA Password is returned (if the calling MTA is not a routing-MTA then its MHS Message
Transfer Agent may contain a value of Specific Passwords which takes precedence over the routing-
MTA’s MTA Password). If strong authentication is in use, the same signature algorithm is used to
generate a responder-bind-token for the calling MTA.

If the calling MTA’s MHS Message Transfer Agent entry is known, a Directory Read is invoked with
MTA Name and Global Domain Identifier as the selection argument. These attributes are returned as
results. The procedure then terminates.

NOTE 2 — The caling-MTA’s retrieved MTA Name and Global Domain Identifier values may be used subsequently to

verify the accuracy of the Trace-information and Internal -trace-information arguments of the Message-in, Probe-in, and
Report-in procedures.

9.1.]

Thig
This

9.1.]
Arg

9.1
Ani
9.1.]
The

9.1.]
The

a)

0)

a)

{ M TA-bind-out procedure

.1 Arguments

ay instruction generated by the Routing-decision procedure, which comprises:

b) The distinguished names of the one or more Connection Group entries,that may be used to establish it,

7.2 Results

hternal identifier for the association established.

.3 Errors

procedure returns a failure indication in the event that an association could not be established.

(.4 Proceduredescription

MTA-bind-out procedure is described in the fotlowing steps:

clause describes the steps taken by a routing-MTA when it attempts to establish an association with-another MTA.
definition replaces the MTA-bind-out procedure definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC.10021-4.

The distinguished name of the MHS Message Transfer Agent with svhich an association is tp be
established.

Optionally, the security-context for the association.

The following attributes are-retrieved from the MHS Message Transfer Agent entry of the target MTA
—  MHS Maximum Message L ength;

—  Presentation Address;

— MTA Name;

—  MTA Password,;

—  Specific Passwords;

— _“@Global Domain Identifier;

—) ' Protocol Information

—  Supported Algorithms (see 6.16 of ITU-T Rec. X.521 | ISO/IEC 9594-7);

—  User Certificate (see 6.17 of ITU-T Rec. X.521 | ISO/IEC 9594-7.

The following attributes are retrieved from the Connection Group entries:
—  Connection Type:
—  Group MTA Password;

—  Security Context.
NOTE 1 — In practice, much of thisinformation is likely to be aready in hand in the local-use-tables.

b) Therouting-MTA verifies that the message is no larger than the maximum message length defined for the

target MTA. If the message istoo large, arelay failure is returned and the procedure terminates.

NOTE 2 — If, subsequently, the Routing-decision procedure is unable to identify an alternative next-M TA destination
for the recipient concerned, areport generation instruction is issued with the non-delivery-reason-code set to unable-to-
transfer, and the non-delivery-diagnostic-code set to content-too-long.
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0)

The routing-MTA selects a suitable connection-group for the association, according to the specified
security-context. The parameters for establishing the connection are determined by matching the
information stored in the MHS Message Transfer Agent and Connection Group entries. The destination
network address is determined by matching the profiles component of connection-information with the
protocol information stored inthe MTA’s entry.

The initiator-credentials are set according to the authentication-method specified for the connection-
group:
— if no-authentication, aNull;

— if simple-authentication, then MTA Password for an enumerated connection-group, or Group MTA
Password (if present) for an unenumerated-connection-group, or calling-MTA-password if an
applicable value of Specific Passwords is present:

d)

9.1.8 Trace verificationystep

— if strong-authentication, a signature algorithm is selected (from those identified in the target MTA’s
Supported Algorithms attribute which are supported by the routing-MTA, and for which aCertifjcate
is present in the target MTA’s User Certificate attribute) to generate an initiator-bind-token for the
target MTA, and the appropriate Certificate of the routing-MTA for that algorithm isineluded.

NOTE 3 — The Certificate may only be omitted if the routing-MTA has only one Certificate for the identified

signature algorithm, and the routing-MTA’s Directory name is included in the caling name param of
A-ASSOCIATE.

The routing-MTA attempts to establish the association using the information retrieved. If the attpmpt
isunsuccessful, afailureindication is returned and the procedure terminates.

The result returned by the called MTA is examined. The responder-¢redentials must be of the same|type
(no authentication, simple, or strong) as that of the initiator credentials. If strong-authentication is in use,
the following checks are made:

— the signature of the responder-bind-token is verified<using the public key from the approgriate
Certificate from the target MTA’s User Certificate attribute;

— the Directory name from the subject field of that\Certificate is verified to be that of the target MTHA;

— the mta-name in the subject-alternate-namefield of that Certificate is verified to correspond tp the
target MTA’s MTA Name and Global Bemain Identifier attributes and to the mta-name present in
the responder-name field of Bind Result;

—  the mta-name within the responderibind-token is verified as being the name of this routing-MTA.

If the MTA-name and responder-credentials do not match those supplied in the MHS Message Trapsfer
Agent entry then the proceduresreturns a relay failure to the caller, terminates the association,| and
terminates. Otherwise, the pragedure returns an association identifier, and terminates.

NOTE 4 - If the two-way-aternate dialogue-mode is in use, the routing-MTA also returns the called-M|TA’s
authenticated MTA-name:and global-domain-identifier. These may be used subsequently for inward transfers ovér the
same association to verify the accuracy of the Trace-information and Internal-trace-information arguments df the
Message-in, Probe-in, and Report-in procedures.

The|Trace verification step is performed as an additional step in the existing Procedure Descriptions for the Mesgage-
in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3, respectively, of ITU-T Rec. X.411 |

I SOJIEC 10021-4/A routing-MTA shall perform this step when Message-in, Probe-in, or Report-in isinvoked:

a)

The routing-MTA compares the last element of Trace (and Internal-trace, if present), with the valugs of
MTA name and global domain identifier obtained in the performance of the MTA-bind which causefl the
establishment of the present association. If matching fails, then as a local matter the routing-MTA |may

performoneof thefottowimg:
1) Instruct the RTSE to reject the transfer (if still in progress).

2) If currently performing the Message-in or Probe-in procedure, return a report generation instruction
for al recipients for which responsibility is responsible. The non-delivery-reason-code is set to
unable-to-transfer, and the non-delivery-diagnostic-code is set to invalid-arguments. The procedure
then terminates.

3) Using the authenticated values of MTA-name and global-domain-identifier discovered in MTA-bind,
construct additional elements of Trace and Internal-trace to correctly identify the MTA which
transferred the message (or probe, or report) to this routing-MTA.

NOTE — In al cases, the trace verification failure should be reported to the MTA manager for investigation, as it
is caused either by configuration error or by attempted masquerade.
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b) If matching succeeds, or step a-3 is followed, or the MTA name and global domain identifier were not
discovered in the MTA-bind, or local policy permits transfer even where matching fails, then the
Message-in, Probe-in, and Report-in procedures resume at the first step defined in their Procedure
Descriptions.
9.2 Administrative procedures

An MHS administrator follows procedures described in 9.2.1 and 9.2.2 in order to configure an MTA for MHS-routing,
and to construct an OR-address-subtree used to represent a portion of the OR-address name-space.

9.21 Routing-M TA configuration
The MHS administrator performs the follow stepsto configure an MTA for MHS-routing:

a) A Directory entry of object class MHS Message Transfer Agent is created (see A.1.3. of ITUD[Rec.
X.402 | ISO/IEC 10021-2). The following attributes associated with the MTA Information auxiliary opject
class are assigned:

— MTA Name;
—  Global Domain Identifier;
— MTA Credentials.

b) A Directory entry of object class Routing MTA is created in the routing-collective-subtree for| this

routing-MTA and assigned the following attributes:
—  OR-address Subtrees,
— MHS Message Transfer Agent Name.

¢) Thefollowing attributes associated with the object’ s direct superelass, Routing Collective, are assigneg:

— Routing Collective Name;

—  Entry Connection Group Name;

—  Description;

—  Transit Exit Connection Group Name;
—  Locd Exit Connection Group Name,

d) If suitable entries do not already existy an entry is created for each connection-group referenced. (It is
verified that the routing-MTA has:been granted access permissions so that all connection-group ertries
can be read.

e) If any of the connection-grgups referenced is of type enumerated, its Member MTA attribute is updatgd to
indicate the addition of this routing-MTA to the connection-group.

€) Depending on policy,~any of the connection-groups referenced above that are not represented in fhose
associated with the-routing-collective’'s immediate superior, may be added to the superior's t{y-
connection-greups;” and transit- or local-exit-connection-groups. This procedure may be repgated
recursively up;te the base of the routing-collective-subtree.

f) If required) a new OR-address-subtree is created for the OR-addresses for which the routing-MTA i the
delivering MTA. Alternatively, the OR-addresses are added to an existing OR-address-subtree.| The
precédure defined in 9.2.2 is followed (omitting step a of that procedure if an existing subtree is used)

9.2.2 OR-address-subtree construction
To fopntan OR-address-subtree that represents a collection of OR-addresses, the MHS administrator performs the
follqwing steps:

a)

b)

The administrator creates an arbitrary entry in a part of the Directory to act as the base vertex of the
OR-address subtree. Access-controls may be applied to this entry such that it is accessible only to those
MTAs that will be configured to use the OR-address-subtree.

Each OR-address in the collection is transformed into a Directory name as follows:

For each element of OR-address relevant to routing, there is a corresponding Directory object class
definition (see 8.3). The value of the element is transformed into a value of the attribute defined for the
element (a subtype of the OR-address-element-name attribute type). This is treated as the RDN of an entry
whose immediate superior corresponds either to the base vertex (in the case of MHS Country) or to the
vertex derived from the preceding element of the OR-address. Hence, a series of entriesis created, one for
each relevant element present in the OR-address. The Directory name of the fina entry represents a
complete mapping of the OR-address (see 9.1.3.4).
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¢) A set of OR-address aliases may be presented. These consist of OR-address pairs, the first corresponding
to a preferred name, and the second to an alternative name. An alias entry is created for the second name,
which references the first name.

NOTE — A Directory aliasis not intended to cause an alias Redirection, but is used to specify an aternative OR-address
which isto be routed equivalently.

d) Message originators may use different combinations of Personal Name OR-address elements at different
times to identify personal recipients. To deal with these vagaries, a range of alias requirements exists for
the following OR-address elements: MHS Common Name, MHS Surname, MHS Given Name, MHS
Initials, MHS Generation Qualifier. To accommodate these requirements, the MHS administrator of the
local OR-address narne-space may conflgure the subtree such that entries eX|st for every combl nation of

exammed and the hlghest level entry that unamblguously denotes the user remains an obJect entryt All
subordinate entries become alias entries that refer to this object entry. Some examples ofCmeddlling
Personal Name OR-address elements are given in Figure 4.

€) A setof additional OR-address element attributes is presented. Each presentation has three parts:
1) the name of the entry in which the attribute isto be placed;
2) the attribute type: Routing Advice, Expression Matches, or Next Level,Complete;
3) theattribute-value.

Each attribute is created in the specified entry.

a)
Cs=vmie > 5 = Gordon >
1=JE m
St
’ = fote
I=E @ @ A TIS09150-99/d04
£ \
PR pa TN
> Eny

Alias

NOTE 1 — Example aillustrates the case where a particular Surname is unique in this OR-address-subtree. Alias entries are created
corresponding to the optiona Initials and Given Name elements.

NOTE 2 — In example b, entries exist for two users who share the same Surname and Given Name. The users are distinguished by
their differing Initials.

NOTE 3 —In example ¢, entries exist for two users who share the same surname. The users are distinguished either by their differing
Given Names or by their differing Initials (or both).

Figure 4 — Modédling examplesfor Personal Name elements
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10 Conformance

The requirements an MTA, a DUA, and a DSA shall satisfy when a claim of conformance to this Recommendation |
International Standard is made are identified in 10.1-10.3.

101 Routing-M TA conformance

A routing-MTA implementation shall satisfy the following static requirements:

a) Given its routing-collective Directory name, a routing-MTA shall be capable of acquiring from the
Directory all the information necessary to perform MHS-routing.

b) A DUA incorporated with a routing-MTA shall be capable of supporting the object classes, attribute
types, and matching-rules defined for MHS-routing.

A rquting-MTA implementation shall satisfy the following dynamic requirement:

¢) A routing-MTA shall conform to the Front-end procedure defined in 14.3.2 of ITU-T \Rec. X.411 |
I SO/IEC 10021-4, as modified by 9.1.1 of this Recommendation | International Standard.

d) A routing-MTA shall conform to the Routing-decision procedure defined in 9.1.2) of this Recomnen-
dation | International Standard, which replaces the definition in 14.3.4 of ITU{T\Rec. X.411 | ISOYIEC
10021-4.

€) A routing-MTA shall conform to the OR-address-subtree-read and Local-délivery-evaluation procedures
defined in 9.1.3 and 9.1.4, respectively, of this Recommendation | International Standard.

f) A routing-MTA shall conform to the MTA-bind-in procedure defined in 9.1.6 of this Recommendation |
International Standard, which replaces the definition in 14.9.1 of FTU-T Rec. X.411 | ISO/IEC 10021-.

g) A routing-MTA shall conform to the MTA-bind-out procedure defined in 9.1.7 of this Recommendation |
International Standard, which replaces the definition in 14.93 of ITU-T Rec. X.411 | ISO/IEC 10021-.

h) A routing-MTA shall conform to the Trace verification step defined in 9.1.8 of this Recommendatjon |
International Standard, which supplements the Meéssage-in, Probe-in, and Report-in procedures defined
in 14.10.1, 14.10.2, and 14.10.3 of ITU-T Rec.X{411 | ISO/IEC 10021-4.

10.4 Administrative DUA conformance

A DUA implementation employed to maintain<the Directory information used for MHS-routing shall satisfy the
follgqwing static requirement:

— An administrative DUA shallybe capable of supporting the object classes, attribute types, and matching-
rules defined for MHS:routing, and shall apply consistency checks to ensure the internal consistengy of
MHS-routing Directory-information.

10.3 DSA conformance

A DSA implementation.'eémployed to hold information used for MHS-routing shall satisfy the following $tatic
requirement:

— ADSA sndl be capable of supporting the object classes, attribute types, and matching-rules definegl for
MHS-routing.
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Annex A

Reference Definition of Object Identifiers
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexes.
All Object Identifiers assigned in this Recommendation | International Standard are assigned in this annex.

MHSRout i ngObj ect I dentifiers {joint-iso-itu-t nhs(6) routing(10) nodul es(0) object-identifiers(0)}
DEFI NI TIONS :: =

BEG|N

-- Prol ogue

-- Exports everything

I MPQRTS -- nothing --

I D :: = OBJECT | DENTI FI ER

-- MHS-routing

i d-rfhs-routing ID::= {joint-iso-itu-t nmhs(6) routing(10)} -- not-definitive
-- fategories

i d- rfod ID::= {id-nhs-routing 0} -s"pmodul es; not definitive
id-qc ID::= {id-nhs-routing 1} % -"obj ect-cl asses
i d-nf ID ::= {id-nhs-routing, 2} )-- nane-forns
i d- gt ID::= {id-nhs-routing¢3} -- attributes
id-gro ID::= {id-nhs-routi'ng 4} -- profiles

i d- vf ID::= {id-nhs-routing 5} -- weighting factors
-- Modul es

i d-rfod-obj ect-identifiers ID::= {id-nued 0} -- not definitive

i d-rfod-di rectory-obj ects ID::= {id:-ndd 1} -- not definitive

i d- mod- or addr ess- subt ree ID::= {id-nod 2} -- not definitive

-- {hject classes

i d- dc- connecti on- group kD := {id-oc 0}

i d- qc- mhs- adnd ID::= {id-oc 1}

i d- qc- mhs- conmon- nanme ID::= {id-oc 2}

i d-qc- mhs-country ID::= {id-oc 3}

i d- qc- mhs- ext ended- net wor k- addr ess ID::= {id-oc 4}

i d-qc- mhs-generation-qualifier ID::= {id-oc 5}

i d- qc- mhs- gi ven- nane ID::= {id-oc 6}

id-qc-nmhs-initials ID::= {id-oc 7}

i d- qc- mhs- net wor k- addr ess ID::= {id-oc 8}

i d-dc- mhs- nuneri c-user-identifier ID::= {id-oc 9}

i d- qc- mhs- or - addr ess- efenent ID::= {id-oc 10}

i d- qc- mhs- or gani zat i en ID::= {id-oc 11}

i d- qc- mhs- or gani zat-.gpal - uni t ID::= {id-oc 12}

i d- dqc- mhs- pds- nape ID::= {id-oc 13}

i d- qc- mhs- physi.cal™=del i very-country-nanme ID ::= {id-oc 14}

i d- dqc- mhs- post.al - code ID::= {id-oc 15}

i d- qc- mhs- prd ID::= {id-oc 16}

i d- qc- mhs- surnane ID::= {id-oc 17}

id-dqc-nmhisxterm nal -identifier ID::= {id-oc 18}

i d-qcgmhs-term nal -type ID::= {id-oc 19}
id-qc-ata-information ID::= {id-oc 20}

i d- oc- or addr ess- subt r ee- base ID::= {id-oc 21}
id-oc-routing-collective ID::= {id-oc 22}

id-oc-routing-nta ID::= {id-oc 23}

-- Nane forms

i d- nf - connecti on-group ID::= {id-nf 0O}

i d- nf - mhs-adnd ID::= {id-nf 1}

i d- nf - mhs- conmon- nane ID::= {id-nf 2}

i d- nf-mhs-country ID::= {id-nf 3}

i d- nf - mhs- ext ended- net wor k- addr ess ID::= {id-nf 4}

i d- nf-mhs-generation-qualifier ID::= {id-nf 5}

i d- nf - mhs- gi ven- nanme ID::= {id-nf 6}

id-nf-mhs-initials ID::= {id-nf 7}

i d- nf - mhs- net wor k- addr ess ID::= {id-nf 8}

i d- nf-nmhs-nuneric-user-identifier ID::= {id-nf 9}
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i d- nf - mhs- or gani zati on ID::= {id-nf 10}
i d- nf - mhs- organi zati onal -uni t ID::= {id-nf 11}
i d- nf - mhs- pds- nane ID::= {id-nf 12}
i d- nf - mhs- physi cal -del i very-country ID::= {id-nf 13}
i d- nf - mhs- post al - code ID::= {id-nf 14}
i d- nf - mhs- prmd ID::= {id-nf 15}
i d- nf - mhs- sur nane ID::= {id-nf 16}
id-nf-mhs-termnal -identifier ID::= {id-nf 17}
i d-nf-mhs-term nal -type ID::= {id-nf 18}
id-nf-routing-collective ID::= {id-nf 19}
-- Attributes

id-at-calling-psaps ID::= {id-at 0}
i d-at - connecti on- gr oup- nane ID::= {id-at 1}
i d-dt-connection-type ID::={id-at 2}
i d-gt-entry-connection-group- nane ID::= {id-at 3}
id-gt-enunerated-flag ID::= {id-at 4}
i d-gt-gl obal -domai n-identifier ID::= {id-at 5}
i d- gt - gr oup- nt a- passwor d ID::= {id-at 6}
id-gt-1ocal -exit-connection-group-nane ID::={id-at 7}
i d-gt-nmenber-nta ID::= {id-at 8}
i d- gt - mhs- adnd- nane ID::= {id-at 9}
i d- gt - mhs- conmon- nane ID::= {id-at 10}
i d- gt - mhs- count ry- nane ID::= {id-at 11}
i d- gt - mhs- expr essi on- mat ches ID::= {id-at 12}
i d- gt - mhs- ext ended- net wor k- addr ess ID::= {id-at 13}
i d- gt - mhs-generation-qualifier ID::= {id-at 14}
i d- gt - mhs- gi ven- nane ID::= {id-at 15}
id-gt-mhs-initials ID::= {id-at 16}
i d- gt - mhs- nessage-transf er-agent ID::= {id-at 17}
i d- gt - mhs- net wor k- addr ess ID::= {id-at 18}
i d- gt - mhs- next - | evel - conpl ete ID::= {id-at 19}
i d-gt-mhs-nuneric-user-identifier ID::= {id-at 20}
i d- gt - mhs- or gani zat i on- nane ID::= {id-at 21}
i d- gt - mhs- organi zat i onal - uni t - nanme ID::= {id-at 22}
i d- gt - mhs- pds-nane-attribute ID::= {id-at 23}
i d- gt - mhs- post al - code ID::= {id-aty24}
i d- gt - mhs- pr nmd- name ID::= {idat” 25}
i d- gt - mhs-routing-advice ID::= {idat 26}
i d- gt - mhs- sur nane ID::==fid-at 27}
id-gt-nmhs-termnal -identifier ID:y=-{id-at 28}
id-gt-nmhs-termnal -type ID.: = {id-at 29}
i d-gt-nta-name KD~ : = {id-at 30}
i d- gt - nt a- passwor d LD ::= {id-at 31}
i d- gt - or addr ess- el enent - nane ID::= {id-at 32}
i d- gt - or addr ess- subtr ees ID::= {id-at 33}
id-gt-recipient-nd-assigned-alternate-recipient ID::= {id-at 34}
id-gt-routing-collective-nane ID::= {id-at 35}
i d-gt-security-context ID::= {id-at 36}
i d-gt-specific-passwords ID::= {id-at 37}
id-gt-transit-exit-connecti on-group-nane ID::= {id-at 38}
-- Profiles

i d- gro- x25 ID::= {id-pro 0}
id-gro-rfcl006 ID::= {id-pro 1}
i d- gr o- x445 ID::= {id-pro 2}
-- Yeighting/factors

i d-vf - i nt'eger ID::= {id-wf 0} -- integer weighting factor
END of—MHS—Reut-rg—Cbt-eet—dentiHers
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Annex B

Reference Definition of MHS-routing Directory Objects
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes the object classes, attributes, and name forms specific to MHS-routing. It
usesthe OBJECT-CLASS, ATTRIBUTE, and NAME-FORM information object classes of ITU-T Rec. X.501 |
|SO/IEC 9594-2.

VHSRoutTmgbrrectorythjects {7 ormt=Trso-Tto- t s (8 Tout gt modutest Oy —directory=object st

DEFIINI TIONS I MPLICI T TAGS :: =
BEG|N

-- Prol ogue

-- Exports everything

I MPQRTS
-- |nformation franmework

ATTRI BUTE, Di stingui shedNanme, NAME- FORM OBJECT- CLASS, top

FROM | nf or nat i onFranework {joint-iso-itu-t ds(5) nodul e(1) infornationFranework(1) 3}

-- PBelected attribute types

conmmonNane, description, distinguishedName, Presentati onAddress

FROM Sel ectedAttri buteTypes {joint-iso-itu-t ds(5) nodul e(l) sel ectedAttributeTypes(5) 3}

-- MIS abstract service

G obal Domai nldentifier, InitiatorCredentials, M[ANanme, ORNanme, Password, ResponderCredenti alls,
Securi t yCont ext
FROM MTSAbstract Service {joint-iso-itu-tonhs(6) nts(3) nodul es(0) nts-abstract-service(1l)
ver si on- 1999(1)¥

-- MHS Directory objects and attri butes

mhs- nessage-transfer-agent
FROM MHSDI r ect or yObj ect sAndAttri butes {joint-iso-itu-t nmhs(6) arch(5) nodul es(0)
directory(1l) version-1999(1)}

-- MHS protocol object identifier

id-ac-mts-transfer
FROM MHSPr ot ocotObj ect I dentifiers {joint-iso-itu-t nmhs(6) protocol s(0) nodul es(0)
obj ect-identifiers(0) version-1994(0)}

-- MHS-routing/object identifiers

i d-at - galKi ng- psaps, id-at-connection-group-nane, id-at-connection-type,
i d-at -‘ent’ry-connecti on-group-nane, id-at-enunerated-flag, id-at-global-domain-identifier,
i d-at »group- nt a- password, id-at-|ocal-exit-connection-group-nane, id-at-menber-nta,
id- at - mhs- message-transfer-agent, id-at-nta-nanme, id-at-nta-password, id-at-oraddress-subtrdes,
i-d-‘at - reci pi ent - md- assi gned-al ternate-reci pi ent, id-at-routing-collective-nane,
d-at-securi ty-context id- nt-cppr\i fic- passwor ds _id-at-transit-exit-caonnection- group- nane
i d- nf-connection-group, id-nf-routing-collective, id-oc-connection-group,
id-oc-nta-information, id-oc-routing-collective, id-oc-routing-nta, id-w-integer

FROM MHSRout i ngObj ect I dentifiers {joint-iso-itu-t nmhs(6) routing(10) nodul es(0)

object-identifiers (0)};

-- OBJECT- CLASSES

routingCol |l ective OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {routingCol | ecti veNane}
MAY CONTAI N {description | entryConnecti onG oupNarme | | ocal Exi t Connecti onG oupNane |

transi t Exi t Connect i onG oupNane}
--at |least one entry-CG and exit-CG should be present--
1D id-oc-routing-collective }
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routi ngMrA OBJECT- CLASS :: = {
SUBCLASS OF {routingCollective}
MUST CONTAI N {oRAddr essSubtrees | nHSMessageTr ansf er Agent Nane}
ID id-oc-routing-nta }
connecti onG oup OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {comonNare | enunerat edFl ag}
MAY CONTAI N {description | connectionType | groupMrAPassword | menber MIA |
securityCont ext}
ID i d- oc-connecti on-group }
mrAl nf or mat i on OBJECT- CLASS :: = {
KI ND auxiliary
MUST CONTAI N {nTANare | gl obal Dormai nldentifier }
MAY CONTAI N {nmrAPassword | specificPasswords | callingPSAPs}
1D 1d-oc-nta-information }

conn

ent ri

tran

| ocd

A\TTRI BUTE- TYPES

Rout i ng-col l ective attribute types

ingCol | ectiveName ATTRI BUTE ::= {
SUBTYPE OF comonNane -- see | TU-T X. 520 | |SO | EC 9594-6 --
SI NGLE VALUE TRUE
ID id-at-routing-collective-nane }
ecti onG oupNane ATTRI BUTE :: = {
W TH SYNTAX Di sti ngui shedNane
SI NGLE VALUE FALSE
ID i d-at - connecti on- gr oup- nane }
yConnecti onG oupNane ATTRI BUTE :: = {
SUBTYPE OF connecti onG oupNane
1D i d-at-entry-connection-group-nane }
si t Exi t Connecti onG oupNanme ATTRIBUTE :: = {
SUBTYPE OF connect i onG oupNane
ID id-at-transit-exit-connection-groupsnane }
| Exi t Connecti onG oupNane ATTRI BUTE :: = {
SUBTYPE OF connect i onG oupNane
ID i d-at-1|ocal -exit-connectionigroup-nane }

Rout i ng- MTA attribute types

0oRAddr essSubt r ees ATTRI BUTE :: = {

W TH SYNTAX ORAddr essSubt r eeNames

SI NGLE VALUE TRUE

1D i d- at - or addr ess- subtrees }
ORAddr essSubt reeNanes ::= SEQUENCE OF Di sti ngui shedNane
mHSNessageTr ansf er Agent Nane~ATTRI BUTE :: = {

SUBTYPE OF di st i\ngui shedNane

SI NGLE VALUE TRUE

1D L.d-at - mhs- message-transfer-agent }

Connect i on-grioup attribute types

enutrfer at edFl ag ATTRI BUTE :: = {
W TH SYNTAX BOOLEAN - - True=enuner ated, Fal se=unenunerated --
S| NG=E“VALUE TRUE
ID id-at-enunerated-flag }
conrjeCti onType ATTRI BUTE :: = {
WFH-SYNTAS Cenneectt-ontrtorraton
SI NGLE VALUE TRUE
ID i d-at-connection-type }
Connectionlnformation ::= SET {
appl i cati on- cont ext [0] OBJECT | DENTI FI ER DEFAULT id-ac-nts-transfer,
profiles [1] SET OF OBJECT | DENTI FI ER OPTI ONAL,
dn- used-i n-a-associ ate [2] BOOLEAN DEFAULT TRUE,
net wor k- address-rel i abl e [ 3] BOOLEAN DEFAULT TRUE,
aut henti cati on- met hod [4] Authenticati onMet hod DEFAULT si npl e- password,
wei ghting-factors [5] I NSTANCE OF TYPE-| DENTI FI ER OPTI ONAL }
Aut henti cati onMet hod :: = | NTEGER {
no- aut henti cati on (0),
si mpl e- passwor d (1),
strong- aut henti cati on (2) }
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si npl eWi ght TYPE-1 DENTI FI ER :: = {

{I NTEGER | DENTI FI ED BY id-wf-integer} }
gr oupMrAPasswor d ATTRI BUTE :: = {

W TH SYNTAX Passwor d

SI NGLE VALUE TRUE

ID i d- at - group- nt a- password }
menber MTA ATTRI BUTE :: = {

W TH SYNTAX Rout i ngMI'ANane

SI NGLE VALUE FALSE

1D id-at-menber-nta }
Rout i ngMIANane :: = RoutingCol | ecti veNane
Rout i ngCol | ecti veNane ::= Di stingui shedName
secyri t yCont ext ATTRI BUTE :: = {

W TH SYNTAX Securi t yCont ext

SI NGLE VALUE TRUE

1D id-at-security-context }
-- MIA-information attribute types
nTAName ATTRI BUTE :: = {

W TH SYNTAX MTANane

SI NGLE VALUE TRUE

1D id-at-nta-nanme }
gl ohal Domai nl dentifier ATTRI BUTE :: = {

W TH SYNTAX A obal Dorai nl denti fi er

SI NGLE VALUE TRUE

1D i d-at-gl obal -domain-identifier }
nlrARasswor d ATTRI BUTE :: = {

W TH SYNTAX Passwor d

SI NGLE VALUE TRUE

1D id-at-nta-password }
spedi fi cPasswords ATTRI BUTE :: = {

W TH SYNTAX Speci fi cPasswor d

SI NGLE VALUE FALSE

ID i d-at-specific-passwords }
Spedi fi cPassword ::= SET {

routing-col | ective-nane RoutingCol | ectiveNane,

t hi s- nt a- passwor d [ 0] Passwor dy

cal l'i ng- nt a- passwor d [1] Password ¥
cal I|i ngPSAPs ATTRI BUTE :: = {

W TH SYNTAX Present at i onAddr ess

SI NGLE VALUE FALSE

ID i d- at - catlli'ng- psaps }
- - NAME- FORVS
rout|i ngCol | ect i veName FOE-MTNAME- FORM : : = {

NAMES routingCol | ective

W TH ATTRI BUFES./ { r out i ngCol | ecti veNane}

ID id-nf-routing-collective }
conrlect i onG oupNanmeFor m NAMVE- FORM : : = {

NAMES connecti onG oup

W TH ATTRI BUTES { conrmobnNane}

(2] i d- nf-connecti on- group}
END|-=_of MHS-routing Directory Objects
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Annex C

Reference Definition of MHS-routing OR-addr ess-subtree
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes the object classes, attributes, name forms, and matching rules that define the
OR-address-subtree. It uses the OBJECT-CLASS, ATTRIBUTE, NAME-FORM and MATCHING-RULE information
object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2.

MHSRaut i ngCRAddressSubtree {{oint-iso-itu-t nhs(B) routing(10) mndules(0) oraddress-subtree(2)}
DEFIINI TIONS I MPLICI T TAGS :: =

BEG|N

-- Prol ogue

-- Exports everything

I MPQRTS

-- MHS-routing Directory objects
Rout i ngCol | ecti veNane

FROM MHSRout i ngDi rect oryCbj ects {joint-iso-itu-t nmhs(6) routing(20)" nodul es(0)
di rectory-objects(1)}

-- MIS abstract service

NonDel i ver yDi agnost i cCode, NonDel i ver yReasonCode, ORAddress, ORNane, Reci pi ent Nang,
Suppl ement aryl nf ormati on, Uni versal O BMPSt ri ng{}
FROM MTSAbstract Service {joint-iso-itu-t mhs(6) nmts(3) nodul es(0) nts-abstract-service(1)
version-1999(1)}

-- MIS upper bounds

ub- common- nane- | engt h, ub-country-nanme- nunery c¥l ength, ub-domain-defined-attribute-type-lendth
ub- domai n-def i ned-attri bute-val ue-1ength, ubh>domai n- nanme-| ength
ub-generation-qualifier-length, ub-givensndnme-length, ub-initials-length
ub- nuneri c-user-id-1ength, ub-organizatien-name-|ength, ub-organizational-unit-nanme-I|ength
ub- pds- nane- | engt h, ub-postal - code-lehgth, ub-surnanme-length, ub-termnal-id-length
ub-x121- address- | ength

FROM MTSUpper Bounds {j oi nt-isoxiPtu-t nmhs(6) nts(3) nodul es(0) upper-bounds(3)

ver si on-1999(1)}

-- MHS-routing object identidfiers

i d- at - mhs- adnd- nane, jd-at - mhs- conmon- nane, i d-at-nhs-country-nane,
i d- at - mhs- expr essi on- mat ches, i d-at- nhs- ext ended- net wor k- addr ess
i d-at - mhs-generatjion-qualifier, id-at-nmhs-given-nane, id-at-nmhs-initials
i d- at - mhs- net work="addr ess, id-at-nmhs-nuneric-user-identifier, id-at-nhs-organization-nane
i d- at - mhs- or gafii-zat i onal -uni t-nanme, id-at-nhs-pds-nanme-attribute, id-at-nhs-postal-code
i d- at - mhs- praidyane, id-at-mhs-routing-advice, id-at-mhs-next-I|evel-conplete
i d-at-nmhs-gurmanme, id-at-nmhs-termnal-identifier, id-at-nmhs-termnal-type
i d- at - or address- el enent - nane, id-at-recipient-nd-assigned-alternate-recipient, id-nf-nmhs-adnd,
i d- nf - ;hs>common- nanme, id-nf-nmhs-country, id-nf-nhs-extended-network-address
i d- nf.-=nhs-generation-qualifier, id-nf-mnmhs-given-nane, id-nf-mhs-initials
i d-bf-mhs- net wor k- addr ess, i d-nf-nhs-nuneric-user-identifier, id-nf-nhs-organization
i“d- nf - mhs- or gani zati onal -uni t, id-nf-nhs-pds-name, id-nf-nhs-physical-delivery-country,
d- nf - mhs- post al - code, id-nf-nhs-prnd, id-nf-nhs-surnane, id-nf-nmhs-termnal-identifier
—a=Tn LLLEE"] ceririTral I.yPC, LA A2 LLLEE"] aurttu, LA A A2 LLLEE"] CuUTmuTmT™ 1T1aiImTe, LA A2 LLLEE"] cuouUrT y,
i d- oc- mhs- ext ended- net wor k- addr ess, id-oc-nhs-generation-qualifier, id-oc-nhs-given-nane,
id-oc-mhs-initials, id-oc-mnmhs-network-address, id-oc-nmhs-nuneric-user-identifier
i d- oc- mhs-or - addr ess- el enent, id-oc-nhs-organi zation, id-oc-nmhs-organizational -unit
i d- oc- mhs- pds- nane, id-oc-mhs-physical -delivery-country-namne, id-oc-nhs-postal-code
i d-oc- mhs-prnd, id-oc-nhs-surnane, id-oc-nmhs-termnal-identifier, id-oc-nmhs-termnal-type
i d- oc- or addr ess- subt r ee- base

FROM MHSRout i ngQbj ectl dentifiers {joint-iso-itu-t nmhs(6) routing(10) nodul es(0)

obj ect-identifiers(0)}

-- Information franmework
ATTRI BUTE, Di stingui shedName, MATCHI NG RULE, NAME- FORM OBJECT- CLASS, top

FROM | nf or nat i onFranework {joint-iso-itu-t ds(5) nodul e(1) infornationFranework(1) 3}
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Directory authentication framework

Al gorithm dentifier

FROM Aut henti cati onFranework {joint-iso-itu-t ds(5) nodul e(1) authenticationFranework(7) 3}

Directory certificate extensions

CertificateAssertion

FROM CertificateExtensions {joint-iso-itu-t ds(5) nodul e(1l) certificateExtensions(26) 0}

-- Selected attribute types

ORAddr essEl enment OBJECT- CLASS :: = {

rout

Rout

Tar det Rout i ngCol | ective ::= SEQUENCE {

ub- |

Nonlpel i veryl nformation ::= SEQUENCE {

Ali dsRedirection ::=-SEQUENCE {

DLEXpansi onl@formation ::= SEQUENCE {

M_'S[\' ot e bt o alict DNanan - - — [y ot o chadlana,
Sttt OteStraette—— St RgUSearaett

comonNare, DirectoryString{}, nanme

FROM Sel ect edAttri but eTypes {joint-iso-itu-t ds(5) nodul e(1l) selectedAttributeTypes(5) 33};

DR- ADDRESS- SUBTREE

DR- addr ess el enent

SUBCLASS OF {top}

KI ND abstract

MAY CONTAI N {routingAdvi ce | expressionMatches | nextLevel Conpl et e~|
reci pi ent MDAssi gnedAl t er nat eReci pi ent }

ID i d- oc- mhs- or - addr ess- el enent }

i ngAdvi ce ATTRI BUTE :: = {
W TH SYNTAX Rout i ngAdvi ce
SI NGLE VALUE TRUE
1D i d-at-mhs-routing-advice }

i ngAdvi ce ::= CHO CE {
target-routing-collective [0] Target Routi ngCol | ecti ve,
non-del i very-information [1] NonDel i veryl nforaati on,
alias-redirection [2] AliasRedirection,
dl - expansi on-i nformation [3] DLExpansi ontnf or mati on,
doubl e-envel ope-informati on [4] Doubl eEnvel,opel nformati on,

}

target-routing-collective [ 0]« RedtingCol | ecti veNane,
| ocal -user-identifier [ 1] yUni versal O BMPString {ub-1local -user-identifier} OPTIONAL }

ocal -user-identifier |NTEGER\ := 128

reason [0] NonDel i ver yReasonCode,
di agnostic [1] NonbDel i veryDi agnosti cCode OPTI ONAL,
suppl ement ary- i nfrorwati on [2] Suppl enmentaryl nformati on OPTI ONAL }

redirection-@address [0] ORAddress,
edit [1] BOOLEAN DEFAULT TRUE }

dl - expansi on-routing-collectives [0] SET OF Target RoutingCol | ecti ve,
dl - namre [1] WMHSD stributionLi st Name OPTI ONAL,
any-'nt a- may- expand [2] BOOLEAN DEFAULT FALSE }

Doubl eEnvel opel nformati on :: = SEQUENCE {

envel ope- opener [0] ORAddressAndDirect or yNane,
content-confidentiality-algorithmpreference [1] SEQUENCE OF Al gorithm nfornation,
key-encryption-algorithmpreference [2] SEQUENCE OF Al gorithm nformati on OPTI ONAL,
message-origin-algorithmpreference [3] SEQUENCE OF Al gorithm nformati on OPTI ONAL,
t oken-si gnature-al gorithmpreference [4] SEQUENCE OF Al gorithm nformati on OPTI ONAL,

}

ORAddr essAndDi rectoryNane ::= ORNane -- with both Directory nane and OR-address present --

Al gorithm nformation :: = SEQUENCE {

48

algorithmidentifier [0] Algorithmdentifier,
originator-certificate-selector [1] CertificateAssertion OPTI ONAL,
recipient-certificate-selector [2] CertificateAssertion OPTI ONAL }
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expressi onivat ches ATTRI BUTE :: = {

W TH SYNTAX Expr essi oniat ches

SI NGLE VALUE TRUE

ID i d- at - mhs- expr essi on- mat ches }
Expr essi onMat ches ::= SEQUENCE OF Expressi onMatch
Expressi onMat ch ::= SEQUENCE {

filter-set SET OF ORAddressFilter,

routing-advice RoutingAdvice }
ORAddressFilter ::= SEQUENCE {

attribute-type CHO CE {

standard-attribute I NTECER,

domain-defipned-attribute Unjiversal O BWPString {
ub- domai n-defined-attribute-type-1ength} },

pattern Ext endedRegul ar Expr essi on }
Ext gndedRegul ar Expressi on :: = Uni versal O BMPStri ng {ub-extended-regul ar - expressi on}
ub- gxt ended- r equl ar - expressi on | NTEGER :: = 1024
next|Level Conpl et e ATTRI BUTE :: = {
W TH SYNTAX NULL
SI NGLE VALUE TRUE
ID i d-at - mhs-next -1 evel -conpl ete }
r eci|pi ent MDAssi gnedAl t er nat eReci pi ent ATTRI BUTE :: = {
W TH SYNTAX ORNarre
SI NGLE VALUE FALSE
COLLECTI VE TRUE
ID i d-at-recipi ent-nd-assi gned- al t ernat e-regi,pient }

-- POR-address el ement subcl asses

0oRAddr essSubtreeBase OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { commonNane}
ID i d- oc- or addr ess- subtr ee- base }

-- Comon OR- address object classes

mHSQount ry OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent}
Kl ND structural
MUST CONTAI N { mMHSCount r yNane}
ID i d-oc-mhsycountry }
mHSADVD OBJECTCLASS :: = {
SUBCLASS OF { oRAddressEl enent }
KI'ND st ructr al
MUST CONTAI N { "HSADVDNane}
ID id- oc- mhs-adnd }
nHSRRVD OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI'N { mMHSPRVDNane}
1D i d-oc-mhs-prnd }

-- Menoni c OR-address object classes

mHSAQxgani zation CBIECT- CLASS - = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N {HSOr gani zat i onNane}

ID i d-oc- mhs-organi zation }
mHSOr gani zati onal Unit OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MUST CONTAI N {mHSOr gani zat i onal Uni t Nane}

1D i d- oc- mhs-organi zational -unit }
nmHSCommonNarre OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N { mHSComonNaneAt t ri but e}

ID i d- oc- mhs- common- nane }
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mHSSur name OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI N {mHSSur nanmeAt tri but e}
ID i d- oc- mhs- surnane }
nHSG venNare OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N {HSG venNaneAttri but e}
ID i d- oc- mhs-gi ven- narme }
mHSInitials OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MJUST CONTAI N {mHSI nitial sAttribute}
1| To-oc-TTs= Tt ats
mHSGener ati onQual i fi er OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N {nHSGenerati onQual ifierAttribute}
ID i d-oc- mhs-generation-qualifier }

-- Term nal OR-address object classes

mHSNet wor KAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N { mHSNet wor kAddr essAt tri but e}

ID i d- oc- mhs- net wor k- addr ess }
mHSHxt endedNet wor kAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N { mHSExt endedNet wor kAddr essAttri but e}

ID i d- oc- mhs- ext ended- net wor k- addr ess }
mHSTer m nal 1 denti fier OBJECT-CLASS ::= {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N {mHSTerm nal | denti fierAttri bute}

1D id-oc-mhs-term nal -identifierv}
mHSTer m nal Type OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI' ND structural

MUST CONTAI N {HSTer m nal TypeAt t ri_but e}

ID i d-oc- mhs-term nah=type }

-- Nuneric OR-address object classes

mHSNumrer i cUser I denti fier OBJECE-CRASS ::= {
SUBCLASS OF { oRAddr'esSEl enent }
KI ND struct ural
MUST CONTAI N {HSNutreri cUser | dentifierAttribute}
1D i~d- 0c- mhs- nuneri c-user-identifier }

-- Postal OR-address object classes

nHSRDSNane OBJECT- CLASS :: = {
SUBCLASS 'OF { oRAddr essEl enent }
KI'ND structural
MUST SCONTAI N { mMHSPDSNaneAt t ri but e}
I D i d- oc- mhs- pds- nane }
mHSRhysi cal Del i ver yCountry OBJECT- CLASS :: = {
SUBEEASS—EF {rHSCotmntry3}
KI ND structural
1D i d- oc- mhs- physi cal -del i very-country-nane }
mHSPost al Code OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MJUST CONTAI N {mHSPost al CodeAttri but e}
1D i d- oc- mhs- post al - code }

-- OR-address el ement nane

OoRAddr essEl ement Nane  ATTRI BUTE :: = {
SUBTYPE OF nane
SI NGLE VALUE TRUE
1D i d- at - or addr ess- el enent - nane }
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nmHSCount r yName ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl ement Nane -- contains | SO 3166 and X. 121 codes only --
W TH SYNTAX DirectoryString {ub-country-nane-nuneric-| ength}
1D i d-at-mhs-country-nane }
nHSADVDNane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-domai n-name-| engt h}
ID i d- at - mhs- adnd- nane }
mHSPRVDNane ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-donai n-nane-| engt h}
—B———————— | d—at—hs—prrd—rare—
-- Menoni c OR-address el enent nanes
mHSQr gani zat i onNane ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-organization-nane-| engt h}
1D i d- at - mhs- or gani zat i on- nane }
mHS(Qr gani zat i onal Uni t Nane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-organizational -unit-name-|ength}
ID i d- at - mhs- organi zati onal -uni t-nane }
mHSQonmmonNaneAt tri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-comon-nane-| engt h}
ID i d- at - mhs- cormon- nane }
mHS3ur naneAttri but e ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-surnane-I engt h}
1D i d- at - mhs- sur nanme }
mHSG venNaneAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-gi vensname-| engt h}
ID i d- at - mhs- gi ven-nane }
mHSl|ni tial sAttribute ATTRIBUTE ::= {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString. {ub-initials-Iength}
ID id-at-nmhs-initials }
mHSGener ati onQual i fierAttribute ATTRI BUTE :: = {
SUBTYPE OF oRAddr esSEl emrent Narre
W TH SYNTAX DirectoryString {ub-generation-qualifier-I|ength}
ID i d- at.- mhs-generation-qualifier }
-- Ternminal OR-address el ement nanes
mHSNet wor kAddr essAttxi bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-x121-address-| ength}
ID i d- at - mhs- net wor k- addr ess }
mHSHxt endedNet wor kAddr essAttri bute ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nanme
WTH SYNTAX DirectoryString {ub-extended-network-address-| engt h}
I'D 1 d- at - nhs- ext ended- net wor k- addr ess }
ub- ext ended- net wor k- addr ess-1 ength | NTEGER :: = 256
mHSTer mi nal I dentifierAttribute ATTRIBUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-terminal-id-Iength}
1D id-at-mhs-termnal -identifier }
mHSTer m nal TypeAttri bute ATTRI BUTE ::= {
SUBTYPE OF oRAddr essEl emrent Namre
W TH SYNTAX DirectoryString {ub-term nal -type-I|ength}
ID id-at-nmhs-termnal -type }
ub-termnal -type-length INTEGER ::= 5
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-- Nureric OR-address el enent nanes

mHSNuneri cUserl dentifierAttri bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-numeric-user-id-Iength}
ID i d-at-nhs-nuneric-user-identifier }

-- Postal OR-address el enent nanes

mHSPDSNaneAt t ri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl ement Namre
W TH SYNTAX DirectoryString {ub-pds-nane-| ength}
ID i d- at - mhs- pds-nane-attribute }
mHSPost al CodeAttri bute ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl enent Name
W TH SYNTAX DirectoryString {ub-postal-code-I ength}
ID i d- at - mhs- post al - code }
-- PR-address-subtree name forms
mHSQount r yNanmeFor m NAME- FORM : : = {
NAMES mHSCount ry
W TH ATTRI BUTES { nHSCount r yNane}
ID i d-nf-nhs-country }
MHSADVDNanmeFor m NAME- FORM : : = {
NAMES mHSADVD
W TH ATTRI BUTES { mHSADNVDNane}
ID i d- nf-nmhs-adnd }
MHSHERVDNanmeFor m NAME- FORM : : = {
NAMES mHSPRVD
W TH ATTRI BUTES { mHSPRVDNane}
ID id-nf-nmhs-prmd }
mHSQr gani zat i onNaneFor m NAMVE- FORM : : = {
NAMES mHSOr gani zat i on
W TH ATTRI BUTES {nHSOr gani zat i onNane}
ID i d- nf - mhs- organi zation }
mHSQr gani zat i onal Uni t NaneFor m NAMVE- FORM : : = {
NAMES mHSOr gani zat i onal Uni t
W TH ATTRI BUTES {nHSOr gani zat i onal Uni t Nane}
ID i d- nf - mhs- organi zati onalsxdnit }
mHSGonmonNaneFor m NAME- FORM : : = {
NAMES mHSConmonNane
W TH ATTRI BUTES {nHSCommonNaneAt t-ri-but e}
ID i d- nf - mhs- commph-nane }
mHSSur nameNanmeFor m NAME- FORM : & =~{
NAMES mHSSur nanme
W TH ATTRI BUTES {nHSSurnateAttri but e}
ID i d- nf~nhs- surnane }
mHSG venNaneNameForm  NANVE-FORM :: = {
NAMES nHSG venName
W TH ATTRI BUTES\{-#HSG venNaneAt t ri but e}
ID I d- nf - mhs- gi ven- nane }
mHSI|ni t i al sNameROLM NAME- FORM : : = {
NAMES mHSInitials
W TH ATTRFBUTES {nHSInitial sAttri bute}
ID id-nf-nmhs-initials }
mHSGener ati onQual i fi er NameFor m NAME- FORM : : = {
NAVES mHSGener ati onQual i fi er
W TH ATTRIBUTES {nHSCenerationQualifierAttribute}
ID i d-nf-nhs-generation-qualifier }
mHSNet wor KAddr essNameFor m NAME- FORM : : = {
NAMES mHSNet wor KAddr ess
W TH ATTRI BUTES { nmHSNet wor KAddr essAt t ri but e}
ID i d- nf - mhs- net wor k- addr ess }
mHSExt endedNet wor kAddr essNameFor m NAMVE- FORM : : = {
NAMES mHSExt endedNet wor KAddr ess
W TH ATTRI BUTES { mHSExt endedNet wor kAddr essAt tri but e}
ID i d- nf - mhs- ext ended- net wor k- addr ess }
mHSTer m nal | denti fi er NaneFor m NAMVE- FORM : : = {
NAMES mHSTer m nal | denti fier
W TH ATTRI BUTES {nHSTerm nal | dentifierAttribute}
ID id-nf-mhs-termnal -identifier }
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mHSTer m nal TypeNaneFor m NAVE- FORM : : = {

NAMES mHSTer m nal Type

W TH ATTRI BUTES {nmHSTer m nal TypeAttri but e}

ID id-nf-nmhs-termnal -type }
mHSNuner i cUser | dent i fi er NameFor m NAME- FORM : : = {

NAMES mHSNurrer i cUser | denti fi er

W TH ATTRI BUTES {nmHSNuneri cUserldentifierAttribute}

ID i d-nf-nhs-nuneric-user-identifier }
mHSPDSNaneNanmeFor m NAMVE- FORM : : = {

NAMES nHSPDSNane

W TH ATTRI BUTES {nHSPDSNaneAttri but e}

1D i d- nf - mhs- pds- nanme }
mHSPhysi cal Del i ver yCount r yNameFor m NAMVE- FORM : : = {

NAVES THSPhysTTatBetveryCoumt Ty

W TH ATTRI BUTES {nmHSCount r yNane}

1D i d- nf - mhs- physi cal -del i very-country }
mHSHost al CodeNanmeFor m NAMVE- FORM : : = {

NAMES mHSPost al Code

W TH ATTRI BUTES {nHSPost al CodeAttri but e}

1D i d- nf - mhs- post al - code }

END|-- of MHS-routing OR- address-subtree
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Annex D

OR-address-subtree structure

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex describes the DIT structure of the OR-address-subtree using the name forms defined in 8.6.

The mteger |dent|f|ers gned in thls annex and used i in Flgure D.1 are arbltrary and have no global (or standard|zed)

vich it

appl
normative.

from
immediate .
superior Object Class

54

€s. However the relatlonshlps shown between OR address eIements reflect those defmed in 9134 ang
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Figure D.1 - OR-address subtree structure
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