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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of

© ISO/IEC

mutual
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committ|
committ|
requires

Internat
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related

ISO/IEC
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Annexe

MEerest. Other inernatonal organizations, governmental and _non-governmentar, i
ith ISO and IEC, also take part in the work.

ield of information technology, 1ISO and IEC have established a joint technical
e, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical
e are circulated to national bodies for voting. Publication as an International Standard
approval by at least 75% of the national bodies casting a vote.

onal Standard ISO/IEC 10021-10 was prepared by Joint Technical Commitiee
JTC 1,Information technology Subcommittee SC 1&ocument processing and
communicatian

10021 consists of the following parts, under the generalritemation technology -
e Handling Systems (MHS):

— Part 1: System and service overview

— Part 2: Overall architecture

— Part 3: Abstract Service Definition Conventions

— Part 4: Message Transfer System: Abstract service definition and procedures
— Part 5: Message Store: Abstract service definition

— Part 6: Protocol specifications

— Part 7: Interpersonal messaging system

— Part 8: Electronic data interchange messaging service

— Part 9: Electronic data interchange\messaging system

— Part 10: MHS routing

5 A to D form an integral part of this part of ISO/IEC 10021. Annexes E to H are for

information only.



https://standardsiso.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

© ISO/IEC ISO/IEC 10021-10:1998 (E)

Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 defining Message
Handling in a distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-an

forward basis. A message submitted by one user (the originator) is transferred through the
mpeqagp-rraanpr-qyctpm (MTQ) and delivered to one or maore other users ('rhp recipients)_

This part of ISO/IEC 10021 defines a method for routing messagesgthihe] Message
Handling System (MHS).
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Other parts of ISO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400 NSO/IEC 100
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N Presentation references

1% Directory references

Scope

is part of ISO/IEC 10021 specifies the means by which messages are routeth the MHS, and supple
pcedures defined in 14.3 of ISO/IEC 10021-4.

er-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 proyides an architec
e MHS. ITU-T Rec. X.411 | ISO/IEC 10021-4 defines the abstract-service of the Message Transfer Sys

Normative references

e following standards contain provisions which, through reference in‘this text, constitute provision
O/IEC 10021. At the time of publication, the editions indicated were valid. All standards are subject
rties to agreements based on this part of ISO/IEC 10021 are encquraged to investigate the possibil
hst recent editions of the standards indicated below. Members\of IEC and ISO maintain registers

ernational Standards.

is part of ISO/IEC 10021 cites the following Presentatioh specifications:

— ITU-T Recommendation X.680 (1994)."ISO/IEC 8824-1: 198 rmation technology - Abstract]
Notation One (ASN.1): Specification.ef basic notation.

— ITU-T Recommendation X.6814(1994) | ISO/IEC 8824-2: 198rmation technology - Abstract
Notation One (ASN.1): Information object specification.

is part of ISO/IEC 10021 cites-the following Directory specifications:

— ITU-T Recommeéndation X.500 (1997) | ISO/IEC 9594-12 +4nformation technology —Open Sy
Interconnection.—The Directory: Overview of Concepts, Models, and Services.

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2?4aformation technology —Open Sy
Intercetinection —The Directory: Models.

— ITU<TRecommendation X.520 (1997) | ISO/IEC 9594-6? 4rformation technology —Open Sy
Interconnection —The Directory: Selected attribute types.

—ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7 +4nformation technology —Open Sy
Interconnection —The Directory: Selected object classes.

ments the

21-1 defines the
ural overview of
tem.

5 of this part of
to revision, and
ty of applying tt
bf currently valic

Syntax

Syntax

stems

stems
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stems

2.3 Message Handling references

This part of ISO/IEC 10021 cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (199®essage handling services: Message handling system and

Service overview.

ISO/IEC 10021-1: -2, Information technology — Message Handling Systems (MHS) — Part
service overview.

1

To be published

1: System and
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2.4

This part of ISO/IEC 10021 cites the following Country Code specifications:

— ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2: 199@rmation technology — Message
Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4: 199drmation technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.

Country Code references

© ISO/IEC

— IS0 3166-1: 1997Codes for the representation of names of countries and their subdivisions — Part 1:

— CCITT Recommendation X 121 (1 QQm)Iprnafinn:al number plan for lhllh“(‘ data netwaorks

Country codes.

2.5

This part of ISO/IEC 10021 cites the following specification:
— ISO/IEC 9945-2: 1993nformation technology — Portable Operating System Interface’ (POSIX) —

3
For the

3.1
The fo

Additional references

Shell and Utilities.

Definitions

purposes of this part of ISO/IEC 10021, the following definitions apply.

MHS-routing definitions

lowing terms are defined in clauses 6 andthisfpart of ISO/IEC 16021

connection-group
entry-connection-group
enumerated connection-group
indirect-exit-connection-group
key-routing-collective
local-exit-connection-group
local-use-tables

MHS-routing

next-MTA
OR-address-element
OR-address-subtree
routing-advice
routing<Colléctive
routing-collective-subtree
reuting-MTA

transit-exit-connection-group

- Part 2:

A glossary of these terms appears in Annex H.

3.2

The following terms are defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

Administration Management Domain (ADMD)

unenumerated connection-group

MHS definitions

Management Domain (MD)

Message Handling System (MHS)

Message Transfer Agent (MTA)
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— Message Transfer System (MTS)
— Originator/recipient Address (OR-address)
— Private Management Domain (PRMD)
— Reliable Transfer Service Element (RTSE)
For the purposes of this part of ISO/IEC 10021, the teressagewhere used unqualified, refers generically to a
message, probey report
3.3 Directory definitions
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

— Directory Information Tree (DIT)

— Directory System Agent (DSA)
— Directory User Agent (DUA)
— Relative Distinguished Name (RDN)

4 Abbreviations

The abbreviations used in this part of ISO/IEC 10021 are defined in ITU-T ReCs X.402 | ISO/IEC 10031-2, and ITU-T
Rec. X.501 | ISO/IEC 9594-2 (see 3.2 and 3.3), except for the following.

— ACSE Association Control Service Element (ITU-T Ree? X.217 | ISO/IEC 8649)
— APS Asynchronous Protocol Specification (ITWU-T-Rec.X.445)
— IP Internet Protocol
— LAN Local Area Network
— PSAP Presentation Service Access Roint (ISO/IEC 7498-3)
— WAN Wide Area Network
— X.25 A packet-switched network conforming to ITU-T Rec. X.25
5 Conventions

This part of ISO/IEC 10021 uses the(descriptive conventions listed below.

5[4 Conventions for routing' model specification
This part of ISO/IEC 10021 (uses the following ASN.1-based descriptive conventions for the indicated pufposes:
a) To define the-data types and values for MHS-routing, ASN.1 itself.

b) To define the Directory entries for MHS-routing, the OBJECT-CLASS, ATTRIBUTE, NAME-FORM,
STRUCTURE-RULE, and MATCHING-RULE information object classes of ITU-T Rec. X.5¢1 | ISO/IEC
9594-2.

Wheneverithis part of ISO/IEC 10021 describes a class of data structure having components, egch component
cgtegarized as one of the followiggades

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O):  An optional component may be present in an instance of the class at the discretion of the
object (e.g. user) supplying that instance.

c) Conditional (C): A conditional component shall be present in an instance of the class as specified by this
part of ISO/IEC 10021.
5.2 General font conventions

Throughout thispart of ISO/IEC 10021terms are rendered tmold when defined. Terms that are proper nouns are
capitalized, generic terms are not. Multi-word generic terms are hyphenated. Italic font is used for ASN.1 identifiers
defined in other International Standards.
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5.3
Throughout thigart of ISO/IEC 10021ASN.1 definitions appear in fixed-pitch fofaff this Type)

Font conventions for ASN.1 definitions
to highlight

© ISO/IEC

the

difference between normal text and ASN.1 definitions. The font used for ASN.1 definitions is smaller than that used for

normal text.

5.4 Rules for ASN.1 definitions
ASN.1 definitions appear both in the body of this part of ISO/IEC 10021 to aid the exposition, and again,

formally, in

annexes for reference. If a difference is found between the ASN.1 used in the exposition and that formally defined in the

corresponding annex, a specification error is indicated.

6 MHS-routing Overview

The purpose of a Message Handling System (MHS) is to enable users to exchange messages on a sterg-ang-forward basis.

A message submitted on behalf of one user, the originator, is conveyed by the Message Transfer\Syste|
subsequently delivered to the agents of one or more additional users, the recipients. The MTS comprises

Message Transfer Agents (MTASs), which are highly distributed, and a message may traverse,a-number of
journey from its originator to its recipient.

In MH$, the originator does not specify a path through the MTS to reach a recipient, but Ssimply specifies a 1
name (from which the OR-address is obtained). It is the responsibility of each MTA to-determine the next M
the mgssage should be transferred to progress its journey to its recipient. Routing is thus the process of seld
OR-address, the MTA to which the message should next be transferred.

The o
within
is the
detern

her parts of ISO/IEC 10021 specify the services provided by MHS, afdthe protocols used to trans
he MTS. The means by which an MTA determines an appropriate route that will convey a message tg
subject of this part of ISO/IEC 10021. The various mechanisms,défined herein which enable MTAs
ination constitute MHS-routing.

The path taken between an originator and recipient may vary ondifferent occasions, since there will in
numbgr of possible paths between them, and factors such as congestion and availability may influence route

MTAs
admini
does n

acquire routing information by accessing Directory entries whose maintenance is the responsibility
strator. These entries model the various properties.0f'the MHS that are relevant to routing. However,
ot depend on the provision of a fully interconnected Directory.

6.1

MHS-r

Operational characteristics
puting has the followingperational charagteristics

a) In MHS-routing, the OR-address name-space is decoupled from the constraints of hardware
(e.g. the assignment of users-to particular machines, or the ability of groups of machines to ir
This is in contrast with_routing strategies that use OR-address pattern-matching methods to n
decisions, which constrain an MHS administrator’s choice in the allocation of OR-addresses td

require users to change their OR-addresses whenever their MTA changes.
OR-addresses,are’ intended to reflect the organizational hierarchy, and to use only as many |

(MTS) and
collection of
MTAS on the

pecipient OR-

TA to which

cting, given an

fer messages
its recipient
0 make this

jeneral be a
Selection.

of an MHS
MHS-routing

organization
terconnect).
hake routing

users, and

bvels of OR-

address element as is required to achieve this. However, many organizations have staff dis
multiple loeations (where staff will necessarily use a local MTA), or have multiple messaging sys

(e.g. mainframe-based, integrated office automation systems, and PC LAN email systems) wherg

ributed over
ems in use
staff in any

one department are arbitrarily allocated to different systems. Separating the OR-address hierarnchy from the
physical topology allows for the assignment to users of addresses which are compact and related to their
organizational role, regardless of their physical location.

b)

MHS routlng supports the range of connection densities p055|ble among MTAs. One extreme |is where all
= : A ublic wide-area
network) At the other extreme an admlnlstrator speC|f|es preC|ser Whlch MTA palrs are able to
communicate, as if the MTAs were connected by individual cables, regardless of the actual connection
method.

Some MHS installations restrict the topology (e.g. by performing all routingghra central switch MTA),
because of the management cost in maintaining routing information, even when all the MTAs concerned are
connected to a LAN or WAN and could, in principle, exchange messages directly. However, moving to the
fully connected possibility may be undesirable for some organizations, due to concerns of security and cost
optimization.

¢) MHS-routing permits varying degrees of autonomy and segregation in the management of an MHS system.
Many organizations will have the overall MHS managed by a central IT unit, with the management of

individual system components devolved to local administrators. Often, the MHS management hierarchy will
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be different from the organizational hierarchy. Typically, the MHS management reflects geographical
locality, while the users are organized into geographically dispersed business units. In MHS-routing, this
practice is accommodated by the use of two separate hierarchies for these two aspects of MHS organization.

d) MHS-routing accommodates a range of routing problem sizes, from an organization managing two or three

MTAs, up to a PRMD operating hundreds or thousands of MTAs. An organization might organize only its
internal connectivity, using ADMDs or specific bilateral agreements for all external connectivity, or it might
join a more open community which publishes routing information in the Directory and allows for the open

exchange of messages across a common network infrastructure.
e)

MHS-routing does not constrain the choice of routing policies available to an organization. It provides a

framework for the management of relevant routing information such that a range of routing strategies may be

implemented.
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MHS-routing provides a balanced trade-off in terms of cost/efficiency. Any scheme which rel
the Directory is likely to be slower to execute than one based purely on local tables’he
However, the Directory-based approach should provide the MTA with a better quality~of'info
improve overall efficiency by the determination of optimal routes. For example, inya large
often be infeasible to provide each MTA with customised tables listing every address in t
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The use of MHS-routing also leads to a more scalable architecture; ‘allowing for medium-c
be distributed throughout the network rather than depending on a‘small number of MTAS to
message switching. This scalable approach reduces the risks @ssociated with a single poin
network.
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e different types of information stored in the Directory represent’'the modelling objects used to represe
Directory access-control is not required for the operation of MHS-routing, but it may be employed wh
limit visibility to browsers of the Directory. Equally, information may be stored in a private DIT that hag
the outside world - there is no assumption that a fully interconnected Directory is available. Howe\
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pqlicies, particularly those of an unrestricted nature, would benefit from a fully interconnected Directory.

6.p.1 Routing-collective

A|routing-collective is a collection of onéJor more MTAs, under common management, which phas collective
repponsibility for a portion of the OR-address name-space, and is capable of routing a message to ahy MTA manage
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thin the collective. Therefore a routing=collective represents the management structure of some part ¢
ntext of routing. By grouping together MTAs under common management control, the routing-col
straction (the internal structure\of the routing-collective may be concealed from external MTAs) and is
b scope of the information thatMTAs need to hold.

e smallest instance of a.routing-collective is a single MTA, and indeed each MTA is itself define
llective. The largest instance of a routing-collective will typically be a Management Domain. While a rg

which comprises sevefal PRMDs is not precluded, it is unusual for such PRMDs to be under ge

m

hnagement controf the more typical case of loose confederations of PRMDs may be handled by other

Routing-collectives  are structured in a hierarchical manner, with the number of levels chosen to suit th
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uire only @ two-level hierarchy. The MD is one routing-collective and contains all the MTAs (each of
Lting-Collective). More complex MDs will normally require a third level of routing-collective perhaps to
of'the'MTAs at a given location, or all those belonging to each department.
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Each complete hierarchy of routing-collectives IS represenied by a DIT subtreeuting-collective-subiree which
models their hierarchical relationships. All routing-collectives within a routing-collective subtree co-operate with one
another in performing MHS-routing.

Each routing-collective has an entry in the Directory that indicatesotfreection-group (see 6.2.3) by which a message
may be transferred into the routing-collective, and those by which a message may be transferred out of the routinc
collective.

6.2.2

Routing-MTA

A routing-MTA is an MTA that participates in MHS-routing as defined in this part of ISO/IEC 1@32definition, a
routing-MTA is the smallest instance of a routing-collective and occupies the lowest level in the routing-collective
hierarchy, i.e. it appears as a leaf of the routing-collective subtree
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Therouting-MTA is provided, by local configuration, with iteuting-MTA Directory name (a routing-collective name)

and credentials which enable it to read that Directory entry. All other information necessary for MHS-routing may be
acquired from the Directory. As an implementation choice, this information may be retrieved at initialisation, or may be
retrieved dynamically as required. For the purposes of exposition, the former approach is assumed. The caching of
information acquired from the Directory may be necessary for efficient implementation, but is beyond the scope of this

part of

ISO/IEC 10021.

NoTE 1 — Implementors should be aware that out-of-datdhed information can lead to routirgps and sub-optimal route choices.
While procedures are specified to resolve routing loops, cache refreshing should also be performed at regular intervals.

A routing-MTA Directory entry indicates the one or m@&-address-subtreevhich the routing-MTA’s administrator
has chosen to reflect the routing policy of this MTA, and also indicates the Directory name of the MHS Message Transfer
Agent entry for this MTA (see A.1.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2).
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br to fulfil its function, a routing-MTA must acquaint itself with knowledge of the other routing-collecti
-collective-subtree. The minimum knowledge required for a routing-MTA to achieve this S disc

ves in its
pvered by

ng information from a specific subset of the routing-collectives in its routing-collective-subtree. Kiilyese

-collectivesare defined as follows:
— the siblings of the routing-collective;
— the siblings of each of the routing-collective’s superior routing-collectives.

- While knowledge of a routing-collective’s key-routing-collectives is required for, the operation of MHS-ro
information is not recorded explicitly in any Directory entry since it differs for every<touting-collective, and may
discovered by inspection.

ason for this definition of key-routing-collectives may be understood. as follows. By the definition

ve, a routing-MTA must be able to route a message to any of the other MTAs in each routing-collectiv
ember; the practical effect is that the routing-MTA must be abl€ to act on routing information that in
r a message to one of the routing-collectives in the same routing-collective-subtree. Hence a simplisti
Iiting-collectives would include all of the routing-collectives in‘this tree. However, this gives more inforn
Hly required. Plainly, the routing-MTA does not need to consider itself as a destination; similarly, an in
r the message to one of the routing-MTA's superior_routing-collectives is meaningless (since the

Liting, this
readily be

Df routing-

e of which it

structs it to
definition of

nation than

struction to

message has

y arrived in that routing-collective), so these are notceonsidered as key-routing-collectives. One of the purposes of

more than one level of routing-collective hierarchy is that a routing-MTA does not need to be aware o
re of routing-collectives in distant parts of.the" routing-collective-subtree. Hence if one routing-c
ered to be a key-routing-collective, its subordinates do not need to be. Excluding these unnecessary €
inition which has been adopted.

X

[C.3.1]

[C.3.2]

Figure 1 - Example of a routing-collective-subtree
L-llustrates the hierarchical relationships in a routing-collective-subtree. The routing-collective at the

subtre

the internal
Dllective is
lements leaves

base of the

p_X_has three immediate subardinate mnring-r‘nllpr’ri\/pQ, A B and C Inturn A _B_and C each

ontain three

immediate subordinate routing-collectives. In the case of A and B, these routing-collectives are also routing-MTAs. In the
case of C, C.1 and C.2 are routing-MTAs, while C.3 is a routing-collective containing two routing-MTAs. The names of
the routing-MTAs are enclosed in boxes. For the routing-MTA B.3, the key-routing-collectives are B.1, B.2, A, and C.

6.2.3

Connection-group

A connection-groupis a groupof connections over which messages may be directly exchanged between members of a
set of MTAs, using a specific MHS transfer protocol over a common network. It therefoesents the topology of the

MHS, i.e., how the MTAs are physically interconnect#ili MTAS in a connection-group have a network technology and

a message transfer Application Context in common, and have administrative approval to interwork.
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A connection-grougs represented by specifying its member MTAs. A connection may be created between every pair of
these MTAs. The Directory entry that representsoanection-groupmay also indicate the specific message transfer
protocol used.

The simplest type afonnection-groughas just two members: this represents a conventional pair of MTAs that have been
configured to communicate with one another. Larger sets may be constructed for convenience. If a number of MTAs ar
connected to a LAN or WAN, such that connections are permitted between any pair of them, they may all be assigned to
singleconnection-grouprather than to multiple groups that represent all the individual connections possible.

Connection-groups are of two types, enumerated and unenumeratedurBrated connection-groups identified by
Directory name, and has an associated list of member MTAs, as described abawenédmerated connection-group

is also identified by Directory name, and is typically associated with a network infrastructure such as a public or private
wide-area network (e g X 25 or |P) _lts membership is defined by self-declaration The administrator who makes a loca
dgcision to configure an MTA into such a group is implicitly declaring that the MTA will accept connécfions from any
other MTA on the same network, without prior agreement between MTA administrators.

Each routing-collective classifies the connection-groups available to it as follows:

a) anentry-connection-groupis one that may be used to transfer messages into the routing-coll¢ctive.

b) anexit-connection-groupis one that may be used to transfer messages out of, thie routing-collective.

Two types of exit-connection-groups are distinguishetiamsit-exit-connection-group is one thaf may be
used to transfer a message out of the routing-collective, regardless of ot@giat-exit-connectionp-group
is one that may be used to transfer a message out of the routing-collective, but is available ¢nly for message

originated, or redirected, or DL-expanded within the routing-collective.
A pivenconnection-groupnay be classified as both an entry- and exit-conhection-group.

An indirect-exit-connection-group is an exit-connection-group whichris‘not directly available to a routing-qollective, but

is javailable through one of its key-routing-collectives.
The connection-groups available to a routing-collective which.is'not a routing-MTA (i.e. does not occupy| a leaf node in a
ropting-collective-subtree), correspond to connection-groups available to one or more of its subgrdinate routing-

CQ
m
su

@)
m
Fi

gar
CQ

6.

A OR-address-subtreds-a Directory subtree which models a part of the OR-address name-space and a

ag
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ng
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llectives. However, they are not necessarily the complete union of all such subordinate routing-colle
ptter of policy, a subordinate routing-collective may. confine access to one of its connection-groups
bordinates.

ptionally, a security-context may be defined\for a connection-group to govern the interactions pe
bmbers of that connection-group.

jure 2 gives an alternative representation of the routing-collectives illustrated in Figure 1, and shows

llective X. Additional members of CG3 and CG6 exist within neighbouring routing-collectives.

D 4 OR-address-subtree

vice (see 6.2.5) with-names within that name-space.

Fectory attributes ‘and object classes are defined corresponding to each element of the OR-address, s
me may be censtructed by treating each OR-address element as an RDN, and assembling these R
Her to form the Directory name. If entries were created in the Directory corresponding to all of the vali
s would ereate a subtree of the DIT corresponding to the whole OR-address name-space.

Si
in

their-eomplete addressing information to the world), it is usual to prefix the RDNs derived from OR-addre

nce ityis infeasible to place all routing information in a single Directory subtree (this would 3
erconnected Directory, a fully interconnected MHS, and that all users of Directory-based routing are p

tives, since, as
to itself and its

rmitted between

their connection

pbups. The connection-groups CGL22,"4 and 5 are shown by indicating every individual connectiop within routing-

Esociates routing

ich that a Direct
DNs in a prescri
d OR-addresses

ssume a fully
repared to revese
Ss elements with

some arbitrary Directory name belonging to the administrator preparing the information. This allows multiple subtrees to
be created in different parts of the global DIT, potentially containing information for every valid OR-address. A subtree
may be incomplete, in that two or more subtrees are required to model a complete branch of the OR-address name-spac
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Figure 2 - Examplerofirouting-collectives and their connection-groups

OR-address-subtrees containing different items of routing-advice will be required in various parts of the NMHS for the
same pet of OR-addresses. This_ iS-due to the existence of firewalls, sparse connectivity, and the naturg¢ of devolved
managdement. Different parts of the . MHS will require different location-specific guidance to reach the same OIR-address.

An administrator creates OR-address-subtrees to indicate the required routing behaviour for each possibl¢ OR-address.
The eptry corresponding,_toyan OR-address will identify a routing-collective towards which the message should be
transfgrred. In the simplést'case, the routing-collective idehieering-MTA for that recipient. Alternatively, the royiting-
collectjve might be larger, and contain thelivering-MTA as a subordinate routing-collective this case the megsage

may bg transferred, to an arbitrary MTA in the routing-collective where more detailed information will be gvailable to
identify the delivering-MTA to which it should finally be transferred. Another possibility is that the indicated| routing-
collect)ve is awrelaying MTA that the administrator knows is able to handle all addresses in a particular domaim.

Certaif OR- addressdrsave an arbrtrary mternal structure and cannot be fully represented in OR- address— btrees (for

represent a branch of the subtree that models OR-addresses of thrs t;/)m}eaeron matcheﬂtrlbute may be placed in
the subtree to allow for algorithmic matching of these OR-addresses.

As it is impracticable to create entries in each OR-address-subtree for every possible OR-address, an OR-address-subtree
may be incomplete in two ways: parts of the OR-address name-space may simply be absent frone ine teee (which

contains only local users), or whole branches of the tree may be truncated. Portions of the tree that are incomplete are
marked as such, so that an MTA reading information from the tree is able to distinguish between an entry which is absent
because the OR-address is invalid (causing the MTA to declare the message undeliverable), and an entry which is absent
because the administrator has not provided the information (causing the MTA to look elsewhere for more information).

Portions of an OR-address-subtree may be truncated where the behaviour requested of the MTA is the same at all
subordinate vertices of a vertex. For example, if all addresses within a particular Organizational Unit require transfer to
the same MTA, it is not necessary to create entries for each OR-address in that Organizational Unit. Instead, the routing
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information is placed at the vertex in the tree corresponding to that Organizational Unit. The procedures used by the MT.
for reading information from OR-address-subtrees detect when the desired entry cannot be read because the tree has
truncated, and cause the MTA to consult the leaf node of the truncated tree for routing advice.

It is entirely practicable to have just one OR-address-subtree for a PRMD (or indeed for a number of co-operating
PRMDs), even if the PRMD has a nesting of routing-collectives within it. However, there will often be a requirement for
multiple OR-address-subtrees, for example, where administrators wish to conceal information about OR-addresses, or f
devolved management of OR-address-subtrees, or for private subtrees that identify locally available relaying and ADML
services.

6.2.5 Routing-advice

The routing-advice present in an entry in an OR-address-subtree provides advice to the routing-MTA that assists it in

arfiving-ataroutingcecisionforthe-OR=acdresscorrespondingto-theentryt-specifresonmeof the-fottowing actions:

a) Transfer the message to the target routing-collective indicated. If this identifies the routing-MTA itself, then
local delivery is attempted.

b) Generate a non-delivery report with the reason and diagnostic codes indicated.

c) Redirect the message to a preferred address of the MTS-user. The new @R-address i$ indicated in th
routing-advice.

d) Perform DL-expansion of the OR-address; if this is not possible, transferthe message to the target routing
collective indicated, which is known to be capable of performing the required DL-expansion.

e) Place the message in an inner-envelope content-type, using the.information supplied to cgnstruct the oute
envelope (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021+4).

6.P.6 Local use tables

The only configuration information required by a routing-MTA is/jts-routing-collective Directory name, information
ngeded to access the Directory (e.g., its Directory credentials andythe address of a local DSA), and knpwledge of how
m@p its exit-connection-groups to appropriate protocol stacks @nd physical interfaces. On initialization, the routing-MTA
repds the entry identified by its routing-collective Directary~ name, and follows a procedure that grovides it with
krowledge of its complete routing-collective-subtree, and‘\thereby enables it to participate in MHS-routing (see 9.1.5).
This information is recorded by the routing-MTA in ié&al-tse-tables as follows:

a) The Directory name of this MHS Message Transfer Agent.
b) The names of one or more OR-address-subtrees configured for this routing-MTA.

c) A list of the key-routing-collectives of this routing-MTA, each accompanied by the names ¢f one or more
next-MTAs for that key-routing-collective.

d) The names of the routing-MFA’s transit- and local-exit-connection-groups.

e) The names of the routing-MTA'’s indirect-exit-connection-groups (i.e. those exit-conpection-groups
available through its‘key-routing-collectives), each accompanied by the names of one or more next-MTAs
for that connection-group.

f) For each of_the routing-MTA’s entry-connection-groups that is of type enumerated, |authentication
informatiop- required to identify each possible calling MTA.

6.3 Routing.decision overview

When routing. & message, the routing-MTA performs the following actions to arrive at a routing dgcision for each
refipient OR=address in the message:

a). The routing-MTA transforms the OR-address into a Directory name, and attempts to read the corresponding
entry from the first configured OR-address-subtree. If the read is successful, the routing-aflvice associatec
with the entry is obeyed. If the read fails with a Name Error, and the lowest entry that was matched contains
routing-advice then that advice Is followed. IT the Jowest matching entry does not contain routing-advice and
the next level of the subtree is marked as incomplete, then there may be no information available in this
subtree, and the routing-MTA repeats the procedure using the next OR-address-subtree (typically, a routing
MTA is configured with several). However, if the next level of the subtree is marked as complete, then the
OR-address is invalid and a non-delivery report is generated.

b) If routing-advice is obtained, this may identify a target routing-collective; alternatively, it may indicate that
the OR-address is invalid, or that redirection of the message is required, or that DL-expansion is required.

c) If a target routing-collective is identified, the routing-MTA checks its local-use-tables (generated when the
routing-MTA was initialized) to determine whether this is a key-routing-collective. If so, the next-MTA for
that routing-collective is known, and the message is transferred to it.
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etrieved. If

any of this routing-MTA’s exit-connection-groups matches one of these entry-connection-groups then the
message is transferred by direct connection. Alternatively, if the routing-MTA’s local-use-tables identify the
target connection-group as belonging to an indirect-exit-connection-group (i.e. an exit-connection-group

offered by a key-routing-collective) then the next-MTA for that connection-group is known, and th
is transferred to it.

may be because the OR-address-subtree contains unnecessary detail, and has identified an

€ message

If the actions described above have not identified an MTA to which the message is to be transferred, this

inner routing-

collective of which this MTA has limited knowledge. The routing-MTA discards the last RDN of the target

routing-collective name, thus obtaining the name of the target routing-collective’s parent entry.

If the base of the routing-collective-subtree has not yet been reached, the procedure resumesisingtep
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the Truncated name as the new target routing-collective.

NoTe— Truncation of the target routing-collective name is particularly effective in the case where-the

routing-collective corresponds to the delivering MTA (for which this routing-MTA knowspo- rout
superior routing-collective is more publicly visible.

g) Otherwise, the procedure is repeated from ateging the next configured OR-address:subtree.

Directory organization

rious information required to support MHS-routing is stored in the Directory aceording to:
— the access requirements of the routing-MTAs that are users of the information;
— the management requirements of the various administrators of the-infarmation.

rformance reasons, it may be convenient to store each routing-celléctive-subtree and OR-addres

ry for distributed operation are available. Each routing-collective-subtree is stored in a part of the gld
DIT) chosen by the administrator of the subtree.

— In general, access controlesld not be applied selectively ¢o“the attributes present in routing-collective or g
entries since these can cause erroneous routing decisions.*Where required, acceshaualdtrioé sapplied to coni
entries.

5 to the constituent routing-collective entries of-& routing-collective-subtree will be granted to the ¢

s read access to all routing-collective @entries in that subtree. Other routing-MTAs that are
inicate with routing-MTAs in the routing=collective will also require read access to these entrie
ves change relatively infrequently.

— In the absence of a globally interconnected Directory, it may be necessary to hold duplicate entries for di
collectives within a private (unconnected) DIT.

irious OR-address-subtrees _used by a routing-MTA may be maintained under different management
Nt locations. Only those redting-MTAs that have been configured to use a particular OR-address-su
to it.

ction-groups are fot interrelated. Hence the Directory entry representing a connection-group may be
h at the discretion of the connection-group’s administrator. Every routing-MTA in a routing-collecti
s access to-the entries for each entry- and exit-connection-group for which it is configured.

S Message Transfer Agent entry, which stores protocol information for an MTA, may be stored in any
h. Access to such an entry is required by every other routing-MTA which shares a connection-grg
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6.5

Authentication principles

Associations between MTAs are established by means of the MTA-bind abstract-operation where three authentication
methods are possible: no authentication, simple password, and strong authentication. Each routing-MTA may support one
or more of these methods. The actual method used in any instance of connection is governed by the associated
connection-group.

For the purposes of simple password each routing-MTA has just one password value, which is used in the initiator-
credentials of all MTA-bind operations to other routing-MTAs, and is also used in the responder-credentials when
responding to an MTA-bind from another routing-MTA. This password is stored in the MTA's MHS-Message Transfer
Agent entry in the Directory. The MTA itself can read the value of the password to use in MTA-bind operations; access
controls may be applied to limit the access of other MTAs to the use of the Compare operation.

10
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NoTeE — The denial of read access prevents other MTAs from reading the password into local tables, and so implies a Directory
transaction for each MTA-bind attempt.

Exceptionally, to allow interworking with existing MTAs which are not routing-MTAsS, a separate password may be

specified for each connection between a routing-MTA and an MTA without MHS-routing capability. Typically, a non-

routing MTA will not have a Directory entry associated with it, and so the administrator responsible for the routing-MTA
will create a ‘proxy’ Directory entry corresponding to the non-routing MTA; any necessary additional passwords are
stored in that entry.

A routing-MTA may supply its Directory name (i.e. the name of its MHS Message Transfer Agent entry) in the A-
ASSOCIATE service of ACSE used when invoking MTA-bind. Under most circumstances, this is optional and serves
only to improve the efficiency of the authentication process at the called MTA. However, the administrator may specify
thatfora p:\rfimll:\r rnnnnhfinn_grnllp the use of nirnr‘rnr\ll name in A-ASSQCIATE is m:\ndnfnry’ either to inform MTASs
that they can rely on the presence of the Directory name (and so implement optimisations such as(reducing the size
logal-use-tables), or in the case of unenumerated connection-groups to give a slightly improved level-of authentication.

7 Routing-collective-subtree

The routing-collective-subtreemodels the high level management framework of an MHS, lit provides a mechanism for
storing information that may be accessed by an MTA to assist in making a routing degision.

74 Object classes
The following Directory object classes relevant to the routing-collective-subirée are defined in 7.1.1 - 7.1.4:
— theRouting Collectivebject class;
— theRouting MTAobject class;

— theConnection Groupbiject class;
— the MTA Informationobject class.

7.0.1 Routing Collective object class

TheRouting Collective object class is a structural object class used to represent a collection of one or mgre MTAs, under
cdmmon management, that has collective responsibility for a portion of the OR-address name-space. Tlhe attributes in i
entry identify its routing-collective-name, and,~to the extent that the relevant attributes are present, ifs description, it
erjtry-connection-group-names, its transit-exit-connection-group-names, and its local-exit-connection-grgup-names.

routingCollective OBJECT-CLASS = {
SUBCLASS OF {top}
MUST CONTAIN {routingCollectiveName}
MAY CONTAIN {description | entryConnectionGroupName | localExitConnectionGroupName |

transitExitConnectionGroupName}

-- at least one entry-CG and exit-CG should be present
ID id-oc-routing-collective }
Af least one transit-exit‘connection-group-name or local-exit-connection-group-name, and one entry-cpnnection-group:
ngme attribute should\be present in entries of the Routing Collective object-class.

N@TE— Normally,<a routing-collective will have access to one or more entry- andoexiection-groups. Exceptionally,|a top-level
routing-eollective in a closed network may have access to no entry- or exit-connection-groups.

7.1.2 Routing MTA object class

The Routing MTA object class, a subclass of Routing Collective, is a structural object class used o represent the
smallest instance of a routing-collective, i.e. an MTA that participates in MHS-routing. The attributeg| in its entry, in
addition to those defined for a Routing Collective, identify the OR-address-subtrees it is to use, and name its MHS
Message Transfer Agent entry.

routingMTA OBJECT-CLASS ::={
SUBCLASS OF {routingCollective}
MUST CONTAIN {oRAddressSubtrees | mHSMessageTransferAgentName}
ID id-oc-routing-mta }

7.1.3 Connection Group object class

The Connection Groupobject class is a structural object class used to repraggoupof MTAs that possess the mutual
capability of directly exchanging messages with one another. It therefomesents the physical topology of the MHS,

i.e., how the MTAs are physically interconnect&te attributes in its entry identify its common name, indicate whether it

is of type enumerated or unenumerated, and, to the extent that the relevant attributes are present, describe the connect
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group, indicate its connection-type, indicate a password for the connection-group, and enumerate its member-MTAs (if of
type enumerated), and identify its security-context.
connectionGroup OBJECT-CLASS ::={
SUBCLASS OF {top}
MUST CONTAIN {commonName | enumeratedFlag}
MAY CONTAIN {description | connectionType | groupMTAPassword | memberMTA |

securityContext}
ID id-oc-connection-group }

7.1.4 MTA Information object class

The MTA Information object class is an auxiliary object class used to repréiserddditional information required to
perform MHS-routing It is intended to be used in objects of class MHS Message Transfer Agent (see A.1.3 of ITU-T
Rec. ¥.402 | ISO/IEC 10021-2). The attributes in its entry identify its MTA name, its global domain identifier, fand, to the
extent|that the relevant attributes are present, indicate the MTA password, other specific passwords)yand the calling
preserjtation addresses.
mTAlnformation OBJECT-CLASS ::={

KIND auxiliary

MUST CONTAIN {mTAName | globalDomainldentifier}

MAY CONTAIN {mTAPassword | specificPasswords | callingPSAPs}
ID id-oc-mta-information }

7.2 Attribute types

The atfribute types specific to entries of the Routing Collec@emnection GroupRouting MTA, andTA Informatfon
objecticlasses are defined in 7.2.1 - 7.2.4.

7.2.1 Routing Collective attribute types
The atfribute types defined below are specific to entries of the Routirig Collective object class.

7.2.1.1 Routing CollectiveName attribute type

TheRquting Collective Nameattribute type specifies an identifier for Routing Collective entries.
routingCollectiveName ATTRIBUTE ::= {

SUBTYPE OF commonName -- see ITU-T"X.520 [ ISO/IEC 9594-6
SINGLE VALUE TRUE
ID id-at-routing-collective-name }

NoTe-| This attribute is used, rather than Common Name, because it makes possible an optimization in the Rolting-decision
procedure.

7.2.1.3 Connection Group Name attribute type

The Connection Group Nameattribute type identifies entries of the Connection Group object class which |represent
connegtion-groups that may be dsed to transfer a message into, or out of a routing-collective.

connectionGroupName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName
SINGLE VALUE FALSE
ID id-at-connection-group-name }

The following attributetypes classify Connection Groups according to the distinctions made by each routing-gollective:

a) TheéEntry Connection Group Name attribute type identifies the connection-groups which may bg used to
transfer a message into a routing-collective.
entryConnectionGroupName ATTRIBUTE ::= {

SUBTYPE OF connectionGroupName
1D id-at-entry-connection-group-name }

b) TheTransit Exit Connection Group attribute type identifies the connection-groups which may be used to
transfer a message out of a routing-collective.
transitExitConnectionGroupName ATTRIBUTE ::= {

SUBTYPE OF connectionGroupName
ID id-at-transit-exit-connection-group-name }

c) The Local Exit Connection Group Nametype identifies the connection-groups which may be used to
transfer a message out of a routing-collective, if, and only if, that message originated, or was redirected, or
was DL-expanded within the routing-collective.
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localExitConnectionGroupName ATTRIBUTE ::={
SUBTYPE OF connectionGroupName
ID id-at-local-exit-connection-group-name }

2.2 Routing MTA attribute types

The attribute types defined below are specific to entries of the Routing MTA object class.

7.2.2.1 OR-address Subtrees attribute type

The OR-address Subtreesattribute type identifies the OR-address-subtrees that have been configured for a routing-

MTA.
oRAddressSubtrees ATTRIBUTE ::={
WITH SYNTAA URAUAresssuptreeNalties
SINGLE VALUE TRUE
ID id-at-oraddress-subtrees }
ORAddressSubtreeNames ::= SEQUENCE OF DistinguishedName
7.p.2.2 MHS Message Transfer Agent Name attribute type

TH

TH

TH

TH
ag

eMHS Message Transfer Agent Namattribute type identifies the MHS Message Tramsfer Agent entry

Connectioninformation’::= SET {
application-context  [0] OBJECT IDENTIFIER DEFAULT id-ac-mts-transfer,
profiles [1] SET OF OBJECT IDENTIFIER OPTIONAL,
dn-used-in-a-associate [2] BOOLEAN DEFAULT TRUE,
network-address-reliable [3] BOOLEAN DEFAULT TRUE,
authentication-method  [4] AuthenticationMethod DEFAULT simple-password}

AuthenticationMethod ::= INTEGER {
no-authentication (0),
simple-password 1),

strong-authentication (2) }

for a routing-

Imerated.

on-group: the

TA.
mHSMessageTransferAgentName ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
SINGLE VALUE TRUE
ID id-at-mhs-message-transfer-agent }
.3 Connection Group attribute types
e attribute types defined below are specific to entries of the Connection Group object class.
p.3.1 Enumerated Flag attribute type
eEnumerated Flagattribute type indicates whether a connection-group is of type enumerated or unen
enumeratedFlag ATTRIBUTE ::={
WITH SYNTAX BOOLEAN -- True=enumerated, False=unenumerated
SINGLE VALUE TRUE
ID id-at-enumerated-flag<
p.3.2 Connection Type attribute type
e Connection Type attribute type indicates details of connection information specific to a connect
plication-context, profiles, use of A<~ ASSOCIATE, use of network address, and the authentication method.
connectionType ATTRIBUTE ::={
WITH SYNTAX ConnectionInformation
SINGLE VALUE TRUE
ID id-at-connection-type }

The components afonnection-information are defined as follows:

a) Application-context (D id-ac-mts-transfér The MHS application-context used in this connection-group.
This value should be present in the Supported Application Context attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAs of the connection-group. By

default, this component identifies thes-transferapplication-context.

b) Profiles (O): The one or more profiles that characterize the Connection Type (see Annex G)

. At least one of

the values of profiles should be present in the Protocol Information attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAs of the connection-group. The
profiles component is used to select between the various network addresses present in this entry. Thi
absence of the profiles component indicates that the profiles are unspecified, and hence that any of the

MTA'’s addresses may be used.
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c) DN-used-in-A-ASSOCIATE (D true): This indicates whether all member MTAs of the connection-group
supply their Directory names (of the MHS Message Transfer Agent entry) in the calling application-entity-
title of the A-ASSOCIATE service (of ACSE) used to invoke MTA-bindiriie, then each of the member
MTAs of the connection-group shall supply its Directory name when using that connection-grioue, If
then application-context shall have the vatuts-transfer(since mts-transfer-protocoland mts-transfer-

protocol-1984do not use ACSE).

If DN is not present in A-ASSOCIATE for an unenumerated connection-group where the auth
method issimple-passwordthen the Group MTA Password attribute must be present in the entry

entication-
. If DN is

not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-method is

strong-authenticationthen certificate must be present in the initiator-credentials argument of MTA-

NOTES

bind.

7.2.3.3

The Group MTA Password attribute type containsa password used by members of an unenumerated conng
tribute shall be absent from the connegtion-group object class if the Enumerated Flag attribute hagrijne value

This a

This aftribute shall be present if the Enumerated Flag attribute has thefalakieand the value of DN-used-

ASSO

1 If settrue for an enumerated connection-group, the size of the local-use-tables may be consider

since only the DNs of other MTAs need be stored, not their complete connection informatiop.

For unenumerated connection-groups, masquerade is simple and undetectable unless the Dirg

check makes masquerade harder, it does not make it impossible, since the Dirgctory name nj
bogus entry in the Directory.

d) Network-address-reliable (D true): This specifies whether the calling network,address is required
for MTA-bind authentication. The componentfédse for those network types where the calling n
address is not available or is unpredictable (e.g., the PSTN). If the competrast é&d the Enume

Flag of the connection-groupfalise then the value of DN-used-in-A-ASSOCIATE shallthee.

NoTe3 —In an unenumerated connection-group, unless DN-used-in-A-ASSOCIAff&ejghen a routing-MTA
have no means to discover the required calling network address of a calling MTA and will be u
the address actually used.

Authentication-method (D simple-password This indicateS the authentication-method used by a
in the connection-group. Its possible values ane-authentication, simple-passwordnd stro
authentication.

NoTe4 —In an unenumerated connection-group, the authentication-mettarty-authenticatiorrequires either
DN-used-in-A-ASSOCIATE isrue, or that ceftificate is present in MTA-bind.

Group MTA Password attribute type

CIATE isfalse When using a connéction-group for which a Group MTA Password attribute is defined,

hbly reduced

ctory name is

present in AAASSOCIATE, and this name used to validate the existing Trace and the icalling PSARP. While this

ay identify a

to match
Ptwork
ated

will
able to test

MTAs
Q-

that

ction-group.

n-A-
an MTA's

own MTA Password attribute is disregarded.

NoTe—| The presence of this attribute indicates the administrator’s view that not all of the MTAs in the connection-group are capabl
of presenting their Directory hames in A-ASSOCIATE, or capable of obtaining access to the Directory entries gointed to by
their peers.
groupMTAPassword ATTRIBUTE ::={

WITH SYNTAX Password
SINGLE VARUE TRUE
ID id-at-group-mta-password }
7.2.3.4 Member MTA attribute type
The Mpmber MTA attribute type identifies the MTAs that are members of an enumerated connection-droup. This

attribute shall be present in entries of the Connection Group object class if the Enumerated Flag attribute

has the value

true, and shall be absent otherwise.

7.2.35

memberMTA ATTRIBUTE ::={
WITH SYNTAX RoutingMTAName
SINGLE VALUE FALSE
ID id-at-member-mta }

RoutingMTAName ::= RoutingCollectiveName

RoutingCollectiveName ::= DistinguishedName

Security Context attribute type

The Security Contextattribute type identifies the security-context within which members of a connection-group interact
(see 12.1.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4).
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securityContext ATTRIBUTE ::={
WITH SYNTAX SecurityContext
SINGLE VALUE TRUE
ID id-at-security-context }

7.2.4 MTA Information attribute types

The attribute types defined below are specific to entries of the MTA Information object class.

7.24.1 MTA Name attribute type

The MTA Name attribute type identifies the MTA-name used by an MTA when generating trace information, and which
may be used in the arguments and results of MTA-bind.

MTANAle ATTRIBUTE .=
WITH SYNTAX MTAName
SINGLE VALUE TRUE
ID id-at-mta-name }

7.0.4.2 Global Domain Identifier attribute type

The Global Domain Identifier attribute type identifies the global-domain-identifier used.by,an MTA when generating
trgce information, and, where strong-authentication is in use, in the arguments and results of MTA-bind.

globalDomainldentifier ATTRIBUTE ::= {

WITH SYNTAX GlobalDomainldentifier
SINGLE VALUE TRUE
ID id-at-global-domain-identifier }

7.2.4.3 MTA Password attribute type

The MTA Password attribute type identifies the password optionally presented by an MTA when invoking MTA-bind
ar|d returned in response to MTA-bind. This value is used on every occasion when communicating withl another routing
M[FA if the associated connection-group’s authentication-methspnple-passwordand the connection-group’s Group

M[TA Password attribute is absent.

N@TE— Typically, an unenumerated connection-group will pgssess a Group MTA Password attribute whichezéadsnpe over
the individual MTA Passwords of its members.

mTAPassword ATTRIBUTE ::={
WITH SYNTAX Password
SINGLE VALUE TRUE
ID id-at-mta-password }

7.0.4.4 Specific Passwords attribute-type

The Specific Passwordsattribute typée identifies passwords required when communicating with MTA$ that do not
sUpport MHS-routing. It may bespresent in proxy entries created to represent these non-routing MTAs.
specificPasswords ATTRIBUTE ::= {

WITH SYNTAX SpecificPassword

SINGLE VALUE FALSE
ID id=at-specific-passwords }

SpecificPassword ::= SET {
routing-collective-name RoutingCollectiveName,
this*mta-password [0] Password,
calling-mta-password [1] Password }

The compenént of specific-password are defined as follows:

a) Routing-collective-name(M): The Directory name of the routing-collective for whose use this attribute
value is provided.

b) This-MTA-password (M): The password used by this MTA when it initiates an association with a member
of the routing-collective indicated. This value takes precedence over the value of the MTA Password
attribute associated with this entry.

c) Calling-MTA-password (M): The password to be used by a calling MTA in the routing-collective indicated
when it initiates an association with this MTA. The value overrides the value of the MTA Password attribute
present in the calling routing-MTA’s entry.

When a routing-MTA communicates with an MTA for which a Specific Passwords attribute is defined, which identifies
the routing-MTA'’s routing-collective, then the calling-MTA-password and this-MTA-password take precedence over the
MTA Password of the routing-MTA and MTA Password of this non-routing MTA. These values also take precedence
over any Group MTA Password defined for the connection-group.
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7.2.45 Calling PSAPs attribute type

The Calling PSAPsattribute type identifies the presentation address values used by this MTA when it invokes MTA-
bind (where these differ from those given in the Presentation Address attribute of the MHS Message Transfer Agent
entry). It may be used by a called MTA to authenticate the identity of the calling MTA.
callingPSAPs ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress

SINGLE VALUE FALSE
ID id-at-calling-psaps }

7.3 Name forms

The Rauting Collective name form which specifies how entries of object class Routing Collective may be named, and
the Copnection Group name form which specifies how entries of object class Connection Group may be)npmed, are
defined as follows:

routingCollectiveNameForm NAME-FORM ::= {

NAMES routingCollective

WITH ATTRIBUTES {routingCollectiveName}

ID id-nf-routing-collective }
connectionGroupNameForm NAME-FORM ::= {

NAMES connectionGroup

WITH ATTRIBUTES {commonName}

ID id-nf-connection-group}

8 OR-address-subtree

The OR-address subtreeis a DIT subtree which models part of the OR-address hame-space and contains ropting-advice
for OR-addresses present within that name-space.

8.1 OR-address Element object class

The OR-address Elementobject class is an abstract object class, and is the direct superclass of every entry in an OR-
addregs-subtree. It associates routing-advice with OR-addresses. The attributes in its entry, to the extent that the relevant
attributes are present, indicate an item of routing-advice, an expression-match, a recipient-MD-assigrjed-alternate-
recipignt, and indicate whether all potential immediate‘Subordinate entries of this entry are actually present.

oRAddressElement OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND abstract
MAY CONTAIN {routingAdvice.| expressionMatches | nextLevelComplete |
recipientMDAssignedAlternateRecipient}
ID id-oc-mhs-or-address-element }

Each QR-address Element represents a primitive component of the OR-address.

NoTe—| For example, the standard-attribprsonal-namecomprises the four OR-address-elements MHS Surname, MRS Given
Name, MHS Initials, and-MHS Generation Qualifier.

Some OR-address attributes (e.g. the domain-defined-attributes) have an arbitrary internal structure, and cannot be treated
directly as naming elements, or be represented productively by corresponding OR-address Elements. The Expression
Matches attribute type is provided to enable algorithmic matching of these OR-address attributes.
8.2 OR-address Element attribute types

The atfribute types defined below are specific to entries of the OR-address Element object class.

8.2.1 Routing Advice

TheRouting Advice attribute type specifies an item of routing-advice associated with the OR-address that corresponds to
an entry. This indicates one of the following:

— a route for the message;

— an indication that it cannot be delivered to the recipient;

— the OR-address to which the message is to be redirected;

— information that will enable the MTA to DL-expand the message or transfer it to its DL-expansion point;

— an indication that the message is to be placed in an inner-envelope content-type.
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routingAdvice ATTRIBUTE ::={
WITH SYNTAX RoutingAdvice
SINGLE VALUE TRUE
ID id-at-mhs-routing-advice }

RoutingAdvice ::= CHOICE {
target-routing-collective [0] TargetRoutingCollective,
non-delivery-information [1] NonDeliverylnformation,
alias-redirection [2] AliasRedirection,
dl-expansion-information [3] DLExpansioninformation,
double-envelope-information [4] DoubleEnvelopelnformation,

!

An item of routing-advice contains one of the following:

should be transferred. Thecal-user-identifier is intended for use by the delivering MTA((i.e-|is relevant
only if the routing-MTA is also the delivering MTA). The values of local-user-identifier,are implementation-
specific.
TargetRoutingCollective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveName,

local-user-identifier [1] UniversalOrBMPString {ub-local-user-identifier}
OPTIONAL }

ub-local-user-identifier INTEGER ::= 128
b) Non-delivery-information (C): Information used to construct the non-delivery report. It cons|stsnoha

delivery-reason-codeand, optionally, anon-delivery-diagnostic-cedend supplementary-infornpatiorto
be placed in the report generation instruction.

a) Target-routing-collective (C): The name of &rget routing-collective to which, it is advised, thI message

NonDeliverylnformation ::= SEQUENCE {
reason [0] NonDeliveryReasonCode,
diagnostic [1] NonDeliveryDiagnosticCode-OPTIONAL,
supplementary-information [2] Supplementaryinformation OPTIONAL }

NoTeE— In practice, the Error-processing procedure.ef ITU-T Rec. X.411 | ISO/IEC 10021-4 may dause redirection
rather than the generation of a non-delivery.report.

c) Alias-redirection (C): An OR-address to_which the message is to be redirectedit Ifs false then the
redirection-addressreplaces the OR-address present in the message. If &di,ithe new OR-dddress is
constructed as follows. That part of the OR-address that was used to locate the entry in which this item of
routing-advice was found is discarded. The new OR-address is formed by concatenating the redirection-
address with the remaining subordinate elements of the original OR-address.

AliasRedirection ::= SEQUENCE {
redirection-address\[0]* ©RAddress,
edit [1] BOOLEAN DEFAULT TRUE }

NoTe— If edit isfalsebit will often be useful to set the entry’s Next Level Complete attrilbute to prg¢vent the
unintended~redirection of addresses which contain OR-address elements in addition to those intended for
redirectjon:

d) DL-expansignsinformation (C): Information that enables the routing-MTA to expand the digtribution list
identified\by the OR-address or to transfer it towards one of its expansion [piiréspansion-rputing-
collectivesidentifies the routing-collectives capable of performing the DL expansion. If this [identifies this
routing-MTA, or one of its superior routing-collectives, the distribution list may be expandef I@ially.
name, if present, identifies the Directory entry which holds details of the DL membeasy{MTA-may-
expandis true, then again, the distribution list may be expanded locally. Otherwise, the medsage should be
routed to one of the DL-expanding-routing-collectives identified.

DLExpansioninformation ::= SEQUENCE {
dl-expansion-routing-collectives [0] SET OF TargetRoutingCollective,
dl-name [IT MHSDIsinbutionLisiName OP TTONAL,
any-mta-may-expand [2] BOOLEAN DEFAULT FALSE }

MHSDistributionListName ::= DistinguishedName

e) Double-envelope-information (C): Advises the routing-MTA to place the message in an inner-envelope
content-type (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4), and supplies information to
construct the outer-envelope in which the inner-envelope is to be conveyed. This information comprises the
envelope-opener(the Directory name and OR-address of an entity which will extract the original message
from the inner-envelope), and the preference order for security algorithms to be used for content-
confidentiality, message-token-encrypted-data, message-origin-authentication-check, and the signature of th
token. The routing-MTA uses the first algorithm in the preference order which is supported by both the
routing-MTA and by the envelope-opener. The algorithm-information contains an algorithm-identifier, and
optionally information to select an appropriate Certificate for that algorithm for the originator or recipient or
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both (depending on the requirements of the algorithm). Certificate-selector information is required only if the

Directory entry may contain more than one Certificate for the identified algorithm.

DoubleEnvelopelnformation ::= SEQUENCE {
envelope-opener [0] ORAddressAndDirectoryName,
content-confidentiality-algorithm-preference [1] SEQUENCE OF AlgorithmInformation,
key-encryption-algorithm-preference [2] SEQUENCE OF Algorithminformation OPTIONAL,
message-origin-algorithm-preference [3] SEQUENCE OF AlgorithmInformation OPTIONAL,
token-signature-algorithm-preference [4] SEQUENCE OF Algorithminformation OPTIONAL,
o}

ORAddressAndDirectoryName ::= ORName -- with both Directory name and OR-address present

AlgorithmInformation ::= SEQUENCE {
algorithm-identifier [0] Algorithmldentifier,

nnmn:rnr certificate-selector f1'| CettificateAssertion OPTIONAL

8.2.2

The Ex
relate

Each ¢
perting

The cq

reuplent certificate-selector [2] CertificateAssertion OPTIONAL }

algorithms; the key-encryption-algorithm-preference identifies asymmetric encryption algorithms,
used where the selected content-confidentiality-algorithm-preference identifies a,_‘symmetric
algorithm; the message-origin-algorithm-preference identifies signature algorithms.

Expression Matches

outing-advice to an OR-address that satisfies an OR-address pattern match&€xpression.
expressionMatches ATTRIBUTE ::= {

WITH SYNTAX ExpressionMatches
SINGLE VALUE TRUE
ID id-at-mhs-expression-match }

ExpressionMatches ::= SEQUENCE OF ExpressionMatch

xpression-match is ordered in sequence, such that the first\of these that an OR-address satisfies pr
nt routing-advice for that OR-address.
ExpressionMatch ::= SEQUENCE {

filter-set SET OF ORAddressFilter,
routing-advice RoutingAdvice }

ORAddressFilter ::= SEQUENCE {
attribute-type  CHOICE {
standard-attribute INTEGER,
domain-defined-attribute UniversalOrBMRString {
ub-domain-defined*attribute-type-length} },
pattern ExtendedRegularExpression }

ExtendedRegularExpression ::= UniversalOrBMPString {ub-extended-regular-expression}
ub-extended-regular-expression INFEGER ::= 1024
mponents of an expression-match are defined as follows:

a) Filter-set (M): A'set of OR-address-filters. If an OR-address satisfies all the OR-address-filters
set, then the-corresponding routing-advice shall apply.

pattern,<Eachstandard-attribute is identified by the Integers used in Figure 2 of ITU-T Rec.
ISO/IEC 10021-4 to identify thextension standard attribute¥he pattern is constructed as an e
regular expression, as defined in ISO/IEC 9945-2.

b)Y\ Routing-advice (M): An item of routing-advice which applies to OR-addresses that satisfy the fil

the alias-redirection alternative of routing-advice is specified, the value of its edit component wi

NoTe— The content-confidentiality-algorithm-preference may identify symmetric or asymmetric’ gncryption

bnd is only
encryption

pression Matchesattribute type, which is single-valued, contains information which enables a routing-MTA to

pvides the most

in a filter-

Each OR-address-filter identifies attribute-type (standard or domain-defined) and a corresponding

X.411 |
tended

fer-set. If

| normally

8.2.3

befalse.

NoTe— Iftrue, that part of the OR-address that was used to locate the entry in which this Expression Matches attribute
was found is discarded, and the new OR-address is formed by concatenating the redirection-address with the
remaining subordinate elements of the original OR-address. The value of the matching filter-set is not used in

forming the new OR-address.

Next Level Complete

The Next Level Completeattribute type, which is single-valued, indicates by its presence or absence whether the set of
immediate subordinate entries of the present entry is complete, i.e. whether a subordinate entry is actually present for
every OR-address-element allocated at this point in the OR-address name-space.
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nextLevelComplete ATTRIBUTE ::={
WITH SYNTAX NULL
SINGLE VALUE TRUE
ID id-at-mhs-next-level-complete }

8.2.4 Recipient MD Assigned Alternate Recipient

The Recipient MD Assigned Alternate Recipientattribute type identifies an alternate-recipient, assigned by the

administrator of the OR-address-subtree, to receive messages for unknown or ambiguously addressed recipients with tt
OR-address prefix. If redirection to an MD-specified alternate-recipient is required for an OR-address, the Error-
processing procedure, defined in 14.3.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4, makes use of the value of this attribute
taken from the last OR-address subtree entry read (in the Routing-decision procedure - see 9.1.2).

recipientMDAssignedAlternateRecipient ATTRIBUTE ~= {

Nd

TH
ad
fo

TH
sU

TH

WITH SYNTAX ORName
SINGLE VALUE FALSE
COLLECTIVE TRUE
ID id-at-mhs-recipient-md-assigned-alternate-recipient }
TES
Different values of the attribute may apply within different regions of a single MD.
The attribute is multi-valued to conform to the rules governing the definition of collective attributes but
contain a single value. Where a different value appears in a superior part of the OR-address-subtree, apy
be given to the collective attribute so that only a single value appears in any‘one entry. The effect of
undefined and therefore unpredictable.
B OR-address Element subclasses

B.1 OR-address Subtree Base object class

B.2 Common OR-address object classes

e OR-address Element object class is an abstract object class that models the common properties o
dress-subtree. The structural object classes derived from this;{used to construct entries of each
ms, are defined in 8.3.1 - 8.3.6.

e OR-address Subtree Bas@bject class is a structural object class used to represent the base of
btree.
oRAddressSubtreeBase = OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {commonNane}
ID id-oc-oraddress-subtree-base }

should normally
ropriate scope mt
multiple values is

f entries in the C
pf the OR-addre

an OR-address-

e MHS Country, MHS ADMB;-and MHS PRMD object classes are common to all OR-address forms:
mHSCountry OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSCountryName}
ID id-oc-mhs-country }
mHSADMD. OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSADMDName}
ID id-oc-mhs-admd }
mHSPRMD OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mMHSPRMDName}
ID id-oc-mhs-prmd }

8.3.3 Mnemonic OR-address object classes
The MHS Organization, MHS Organizational Unit, MHS Common Name, MHS Surname, MHS Given Name, MHS

Ini

tials, and MHS Generation Qualifier object classes are specific to the Mnemonic OR-address form:

mHSOrganization OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSOrganizationName}
ID id-oc-mhs-organization }
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mHSOrganizationalUnit OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationalUnitName}

ID id-oc-mhs-organizational-unit }
mHSCommonName OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSCommonNameAttribute}

ID id-oc-mhs-common-name }
mHSSurname OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSSurnameAttribute}

ID id-oc-mhs-surname }

mHSGivenName

OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSGivenNameAttribute}

ID id-oc-mhs-given-name }
mHSinitials OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSiInitialsAttribute}

ID id-oc-mhs-initials }

mHSGenerationQualifier OBJECT-CLASS ::={

© ISO/IEC

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSGenerationQualifierAttribute}

ID id-oc-mhs-generation-qualifier }
8.34 Terminal OR-address object classes
The MHS Network Address, MHS Extended Network Address)'MHS Terminal Identifier, and MHS Ternjinal Type
objectclasses are specific to the Terminal OR-address form:

mHSNetworkAddress OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSNetworkAddressAttribute}

ID id-oc-mhs-network-address }

mHSExtendedNetworkAddress OBJECT-CLASS=:= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSExtendedNetworkAddressAttribute}
ID id-oc-mhs-extended-network-address }

mHSTerminalldentifier OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSTerminalldentifierAttribute}

ID id-oc-mhs-terminal-identifier }
mHSTerminalType OBJECT-CLASS ::={

SUBCLASS-OF {oRAddressElement}

KIND, structural

MUST CONTAIN {mHSTerminalTypeAttribute}

ID: id-oc-mhs-terminal-type }

8.3.5 Numeric OR-address object classes

The MHS Numeric User Identifier object class is specific to the Numeric OR-address form:
mHSNumericUserldentifier OBJECT-CLASS ::= {

SUBCLASS OF
KIND

MUST CONTAIN
ID

{oRAddressElement}
structural
{mHSNumericUserldentifierAttribute}
id-oc-mhs-numeric-user-identifier }

8.3.6 Postal OR-address object classes

The MHS PDS Name, MHS Physical Delivery Country, and MHS Postal Code object classes are specific to the Postal
OR-address form:
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mHSPDSName OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSPDSNameAttribute}
ID id-oc-mhs-pds-name }
mHSPhysicalDeliveryCountry OBJECT-CLASS ::= {
SUBCLASS OF {mHSCountry}
KIND structural
ID id-oc-mhs-physical-delivery-country-name }
mHSPostalCode OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSPostalCodeAttribute}
ID id-oc-mhs-postal-code }
8.4 OR-address Element Names
The attributes used to name the various OR-address Elements are defined below. Each is derived frd
Element Name attribute type.
The OR-address Element Namattribute type, which is single-valued, is the direct supertype of every at
fofm the RDN of an entry in an OR-address-subtree.
oRAddressElementName ATTRIBUTE ::={
SUBTYPE OF name -- see ITU-T Rec. X.520 | ISO/IEC 9594-6 -
SINGLE VALUE TRUE
ID id-at-oraddress-element-name }
8l4.1 Common OR-address Element Names
The MHS Country Name, MHS ADMD Name, and MHS PRMD.Name attribute types are common to
foms:
mHSCountryName ATTRIBUTE ::={
SUBTYPE OF oRAddressElementName -- contains ISO 3166 and X.121 codes only --
WITH SYNTAX DirectoryString {ub-country-name-numeric-length}
ID id-at-mhs-country-name }
mHSADMDName ATTRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ubsdomain-name-length}
ID id-at-mhs-admd-name }
mHSPRMDName ATTRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DireCtoryString {ub-domain-name-length}
ID id-at-mhs-prmd-name }
8.4.2 Mnemonic OR-address Element Names
The MHS Organization-Name, MHS Organizational Unit Name, MHS Common Name Attribute, |

Attribute, MHS Given Name Attribute, MHS Initials Attribute, and MHS Generation Qualifier Attribute 3

ar|

e specific to the Maemonic OR-address form:

mHSOrgahizationName

ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-organization-name-length}
1D id-at-mhs-organization-name }

mHSOrganizationalUnitName ATTRIBUTE ::={

ttribute types

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-organizational-unit-name-length}
ID id-at-mhs-organizational-unit-name }

mHSCommonNameAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-common-name-length}
ID id-at-mhs-common-name }

mHSSurnameAttribute

ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-surname-length}
ID id-at-mhs-surname }

mHSGivenNameAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-given-name-length}
ID id-at-mhs-given-name }
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mHSinitialsAttribute  ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-initials-length}

ID id-at-mhs-initials }
mHSGenerationQualifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-generation-qualifier-length}

ID id-at-mhs-generation-qualifier }

8.4.3 Terminal OR-address Element Names

© ISO/IEC

The MHS Network Address Attribute, MHS Extended Network Address Attribute, MHS Terminal Identifier Attribute,

and MHS Terminal Type Attribute attribute types are specific to the Terminal OR-address form:

mHSNetworkAddressAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-x121-address-length}

ID id-at-mhs-network-address }
mHSExtendedNetworkAddressAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-extended-network-address-length}

ID id-at-mhs-extended-network-address }

ub-extended-network-address-length INTEGER ::= 256
mHSTerminalldentifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-terminal-id-length}

ID id-at-mhs-terminal-identifier }
mHSTerminalTypeAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-terminal-type-length}

ID id-at-mhs-terminal-type }

ub-terminal-type-length INTEGER ::= 5

8.4.4 Numeric OR-address Element Names

The MHS Numeric User Identifier Attribute attribute type.is specific to the Numeric OR-address form:
mHSNumericUserldentifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-Aumeric-user-id-length}
ID id-at-mhs-numeric-user-identifier }

8.4.5 Postal OR-address Element Names

The MHS PDS Name Attribute and. MHS Postal Code Attribute attributes types are specific to the Postal

form:

mHSPDSNameAttribute AFTRIBUTE ::= {
SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-pds-name-length}
ID id-at-mhs-pds-name-attribute }

mHSPostalCodeAttribute ATTRIBUTE ::={
SUBTYREOF oRAddressElementName
WITHSYNTAX DirectoryString {ub-postal-code-length}
ID id-at-mhs-postal-code }

8.5 Generation of OR-address-element attributes

OR-address

Each attribute I1s generated from the corresponding element of an OR-address. Every attribute is a subtype of the OR-

address-element-name attribute type.

Additional rules apply for generation of the following attribute types:

a) MHS Country NameThis attribute holds either a two-character ISO 3166 alphabetic code or a three
character X.121 numeric code. When constructing an OR-address subtree, where an OR-address has
equivalent ISO 3166 and X.121 values, the former shall be present in the object entry for MHS Country, and

the latter shall be present as an alias entry.

b) MHS Organizational Unit NameWhen constructing an OR-address-subtree, the sequential order of
organizational-unit-names in the OR-address shall be reflected in the hierarchy of MHS Organizational Unit
objects, with the first of the organizational-unit-names used to form the superior entry and successive

organizational-unit-names used to form successive subordinate entries.
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c) MHS Terminal Type Attributéfo create a value of the MHS Terminal Type attribute, the Integer value of
terminal-type is mapped to one of the strings defined in F.3.2.2 of ITU-T Rec. X.402 | ISO/IEC 10021-2.

d) MHS Extended Network Address Attribueo create a value of this attribute, the value of Extended
Network Address is mapped to a string using the keyword notation defined in F.3.2 of ITU-T Rec. X.402 |
ISO/IEC 10021-2, as if it were an OR-address containing only the Extended Network Address.

NoTE— As ITU-T Rec. X.402 (1995) | ISO/IEC 10021-2: 1996 defines notation for only a subset of the Extended
Network Address, the mapping of other variants will be a local matter.

8.6 OR-address-subtree name forms

The name forms defined below specify how the entries in an OR-address-subtree may be named.

mHSCountryNameForm NAME-FORM ::={

NAMES mHSCountry

WITH ATTRIBUTES {mHSCountryName}

ID id-nf-mhs-country }
mHSADMDNameForm NAME-FORM ::={

NAMES mHSADMD

WITH ATTRIBUTES {mHSADMDName}

ID id-nf-mhs-admd }
mHSPRMDNameForm NAME-FORM ::={

NAMES mHSPRMD

WITH ATTRIBUTES {mHSPRMDName}

ID id-nf-mhs-prmd }
mHSOrganizationNameForm NAME-FORM ::= {

NAMES mHSOrganization

WITH ATTRIBUTES {mHSOrganizationName}

ID id-nf-mhs-organization }
mHSOrganizationalUnitNameForm NAME-FORM ::= {

NAMES mHSOrganizationalUnit

WITH ATTRIBUTES {mHSOrganizationalUnitName}

ID id-nf-mhs-organizational-unit }
mHSCommonNameForm NAME-FORM ::={

NAMES mHSCommonName

WITH ATTRIBUTES {mHSCommonNameAtttibute}

ID id-nf-mhs-common-name }
mHSSurnameNameForm NAME-FORM :;={

NAMES mHSSurname

WITH ATTRIBUTES {mHSSurnameAttribute}

ID id-nf-mhs{surname }
mHSGivenNameNameForm  NAME-FORM ::= {

NAMES mHSGivenName

WITH ATTRIBUTES {MHSGivenNameAttribute}

ID 1d-nf-mhs-given-name }
mHSinitialsNameForm “~NAME-FORM ::= {

NAMES mHSinitials

WITH ATTRIBUTES {mHSinitialsAttribute}

ID id-nf-mhs-initials }
mHSGenerationQualifierNameForm NAME-FORM ::= {

NAMES mHSGenerationQualifier

WITH ATTRIBUTES {mHSGenerationQualifierAttribute}

D id-nf-mhs-generation-qualifier }
mHSNetworkAddressNameForm NAME-FORM ::= {

NAMES mHSNetworkAddress

WITH ATTRIBUTES {mHSNetworkAddressAttribute}

D 1d-Nf-mhS-Network-address }
mHSExtendedNetworkAddressNameForm NAME-FORM ::={

NAMES mHSExtendedNetworkAddress

WITH ATTRIBUTES {mHSExtendedNetworkAddressAttribute}

ID id-nf-mhs-extended-network-address }
mHSTerminalldentifierNameForm NAME-FORM ::= {

NAMES mHSTerminalldentifier

WITH ATTRIBUTES {mHSTerminalldentifierAttribute}

ID id-nf-mhs-terminal-identifier }
mHSTerminalTypeNameForm NAME-FORM ::={

NAMES mHSTerminalType

WITH ATTRIBUTES {mHSTerminalTypeAttribute}

ID id-nf-mhs-terminal-type }
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mHSNumericUserldentifierNameForm NAME-FORM ::= {

NAMES mHSNumericUserldentifier

WITH ATTRIBUTES {mHSNumericUserldentifierAttribute}

ID id-nf-mhs-numeric-user-identifier }
mHSPDSNameNameForm NAME-FORM ::= {

NAMES mHSPDSName

WITH ATTRIBUTES {mHSPDSNameAttribute}

ID id-nf-mhs-pds-name }

mHSPhysicalDeliveryCountryNameForm NAME-FORM ::= {

© ISO/IEC

9

Two categories of procedure are required to support MHS-routing:

The procedures defined herein consider routing in terms of an individual recipient. Where a message has

recipie
recipig
that M
greate
(separ
consid

NAMES mHSPhysicalDeliveryCountry

WITH ATTRIBUTES {mHSCountryName}

ID id-nf-mhs-physical-delivery-country }
mHSPostalCodeNameForm NAME-FORM ::= {

NAMES mHSPostalCode

WITH ATTRIBUTES {mHSPostalCodeAttribute}

ID id-nf-mhs-postal-code }
Procedures

a) Procedures followed by the routing-MTA when performing MHS-routing as specified in this part ¢
10021.

b) Procedures followed by an MHS administrator to maintain the ‘\OR-address-subtrees for
administrator has responsibility, and to maintain the routing-collectives and connection-grou
locally managed.

nt, the procedures in ITU-T Rec. X.411 | ISO/IEC 10021-4 specify that where the routing instructions

TA. However, it is possible to consider the routing decisions for multiple recipients collectively to
 degree of copy optimisation than is achieved by considering the recipients separately. For ex

fISO/IEC

which the
bs that are

hore than one
for different

nts (considered separately) identify the same next MTA thén & single copy of the message will be fransferred to

attempt a
hmple, if the

hte) routing-collectives identified for different recipients’share a common parent routing-collective, th

n it may be

ered desirable to transfer a single copy of the message to that parent routing-collective instead df transferring

multiple separate copies to the individual (child) routing-collectives. However, the desirability of introducing| additional
hops tp reduce the number of copies transferred depends critically on network bandwidth and cost. This process, often
called Late Fan-Out, is beyond the scope of thiscStandard but it is not precluded.
9.1 Routing-MTA procedures
An MTA that conforms to this part of ISO/IEC 10021 shall be capable of performing the following procedures
a) The Front-end procedure (9.1.1). This amends the Front-end procedure definition in 14.3.2 of ITU-T Rec.
X.411 | ISO/IEC 10021-4.
b) The Routing-decision procedure (9.1.2). This replaces the Routing-decision procedure definition|in 14.3.4 of
ITU-T Rec. X411 | ISO/IEC 10021-4. It contains two additional procedures required for MHS-rquting (see
Figure 3)¢The procedure also affects the Report-routing procedure defined in 14.4.4.4 of ITU-T Rec. X.411
| ISO/IEC-20021-4.
c) The OR-address-subtree-read procedure (9.1.3).
d) , <Fhe Local-delivery-evaluation procedure (9.1.4).
e)) The Routing-knowledge-acquisition procedure (9.1.5).
f) The MTA-bind-in procedure (9.1.6). This replaces the MTA-bind-in procedure definition in 14.9.1 of ITU-T
Rec. X.411 | ISO/IEC 10021-4.
g) The MTA-bind-out procedure (9.1.7). This replaces the MTA-bind-out procedure definition in 14.9.3 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.
h) The Message-in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3 of ITU-T Rec.

X.411 | ISO/IEC 10021-4 shall be performed as modified by clause 9.1.8 of this part of ISO/IEC 10021.

The routing-decision procedure normally calls the OR-address-subtree-read procedure at least once, and may call the
Local-delivery-evaluation procedure.
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[~ >| OR-ADDRESS-
«—— | SUBTREE READ
ROUTING
DECISION
—>| LOCAL DELIVERY
«—— | EVALUATION
Figure 3 - Organization of procedures within the Routing-decision procedure
9.11 Amendment to the Front-end procedure
The Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4 is amended as-ollpws for an MTA
cdnforming to this part of ISO/IEC 10021. Step 5 of 14.3.2.4 (Loop detection) is replaced with the fellowing:

TH
de

9.

JL.2 Routing-decision procedure
e procedure generates a routing instruction for, a-'single message recipient. This definition repla
cision procedure definition in 14.3.4 of ITU-T Ree. X.411 | ISO/IEC 10021-4.
1.2.1 Arguments
a) A message recipient plus the'per-recipient instruction, if any, applicable to this recipient.
b) The per-message instruction, if any, applicable to this message. Other message fields are
the procedure as required.
|.2.2 Results
hew or possibly revisedrouting instruction applicable to this recipient. Possible instructions are:

trace-information), then loop detection will be handled by the Routing-decisien procedure, a
procedure resumes at step 6.

b) Otherwise, external trace-information is identified by deleting from.the end of trace-infq

elements whose global-domain-identifier corresponds to that of this ‘routing-MTA. In additig

action are not considered. Loop detection is undertaken by examining the remaining elemen
trace-information. If the global-domain-identifier of any of theSe trace-information element
domain of this routing-MTA, then the message is declared.to be loopinghorhdelivery-reaso
set totransfer-failure and thenon-delivery-diagnostic-codis set toloop-detected The proced
terminates.

c) Otherwise, the Front-end procedure resumes at.step 6.

a) The trace-information and internal-trace-information is examined to determine whether logp detection will
be performed. If the internal-trace-information is complete (i.e. fully represents,the information present in

d the Front-end

rmation those
n, elements of

trace-information generated prior to the most recent DL-expansion, redirection, conversign, or re-routed

s of this externa
b identifies the
n-codis

ure then

ces the Routing

also accessible

elivery-

a) deliver to.a-ocal recipient;
b) relaytojanother MTA;
C) (generate a report indicating delivery failure. Tun-delivery-reason-codand, optionally,non-g
diagnostic-codandsupplementary-informatioare included in the instruction;
d)" expand the distribution list represented by this recipient;
e) redirectto a preferred address or to a recipient specified alternate recipient.
9.1.2.3 Errors

None. Error conditions are recorded in the routing instruction.

9.1.2.4 Procedure description
NOTES
1 To ensure the security-policy is not violated during routing,nteesage-security-labshould be checked as appropriate

against thesecurity-contextand connection-groups whosecurity-contexts incompatible with that of the message should

be disregarded.

This clause describes cases where specific values of supplementary-information are required. Elsewhere, it may be give

other values as a local matter.

25


https://standardsiso.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

ISO/IEC 10021-10:1998 (E)

The Routing-decision procedure is described in the following steps:
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If the per-message instruction indicates a relay failure, then the procedure attempts to identify an alternative
next-MTA destination for this recipient. The procedure defined below is followed (frond)stepcept that

when a next-MTA is selected which matches that indicated in the relay failure, the procedure discards the
selection and continues until it locates an alternative next-MTA destination. If an alternative destination is
found, the messageisternal-trace-informationis updated with ae-routedrouting-action to reflect the fact

that the message has been re-routed (see 12.3.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4). If the message
would have crossed a domain boundary (if it had been transferred successfully to the next-MTA) then the
trace-informationis similarly updated. The procedure returns a relay instruction to the alternative destination

and terminates.

If the procedure defined below (from st@pidentifies a candidate next-MTA, the routing-MTA verifies that

b)

<)

d)

e)

this route has not already been attempted, as tollows:

1) The routing-MTA performs a Directory Read on the next-MTA’'s MHS Message Transfer A
entry, and fetches the global-domain-identifier and MTA-name of the next-MTA.

2) The routing-MTA examines relevant elements of internal-trace-information (if ‘aqy), i.e. t
elements that were generated subsequent to the last DL-expansion, redirection, conversior
routed action.

3) For each element in turn, the global-domain-identifier and MTA-name components are con
which those of the candidate next-MTA. If a match is found, the preceding internal trace el¢
is examined. If this identifies this routing-MTA, then that route hasvalready been attempte

found ineffective, and the procedure will continue its attempt tollocate an effective next-MTA{

If the preceding internal trace element identifies some other routing-MTA then the route mg
but is not certain to be unproductive. This next-MTA s (noted as a non-optimal route, an
procedure continues in an attempt to find a better routes

If the per-recipient instruction indicates a delivery faildre, then the procedure returns a repor
instruction for this recipient. Thaon-delivery-reason-codand non-delivery-diagnostic-codare th
supplied by the Message-delivery or Probe-delivery-test procedures. The procedure then terming

If the recipient is specified by an OR-name which contains ordyrexctory-name(which may hap
following distribution list expansion, if a DL_member is specified onlgiogctory-namg, the routing-M
attempts to acquire the OR-address frém the Directory. If the OR-address cannot be dete
procedure returns a report generation instruction for this recipientndmelelivery-reason-codis se
directory-operation-unsuccessfahd thenon-delivery-diagnostic-codmay be set according to the pr
encountered. The procedure thepa\terminates.

The routing-MTA invokes the OR-address-subtree-read procedure, as defined in 9.1.3, initiall
first configured OR-address-subtree. If this read does not yield routing-advice, the procedure
stepj.

One of the following steps is taken according to the routing-advice found:

1) Target-routingZcollective The routing-advice identifies a target routing-collective for the

message™ Fhe routing-MTA compares its own routing-collective name with that of the ¢
routing-cellective, and, if these match, the Local-delivery-evaluation procedure is invoked
9.1),7and the routing instruction returned by it is inspected. If this contains a relay instru
which specifies a next-MTA that has been the subject of a previous relay failure for this me
or represents a non-optimal route, then the procedure continues fat Gthprwise the routing
instruction returned by the Local-delivery-evaluation procedure is returned and the proc
terminates.

gent
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, Or re-
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ssage,

pdure

IT The target routing-colleclive IS a superior ot the routing-M T A (l1.e. the name oT the routing-v

TA

contains that of the target routing-collective), the routing-MTA abandons the present OR-address-

subtree and continues at step
Otherwise, the procedure continues at $tep

2) Non-delivery-information The routing-advice indicates that delivery to this OR-address is
possible. The procedure returns a report generation instruction for this recipienhofhe
delivery-reason-codeon-delivery-diagnostic-cod@ndsupplementary-informatioare set to the
corresponding values present in the routing-advice. The procedure then terminates.

not

3) Alias-redirection The routing-advice specifies a preferred address for the recipient to which the
message is to be redirected. The replacement OR-address is constructed as defined in 8.2.1. A
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4)

5)

Q)

f) Therouting-MTA examines its local-use-tables to determine whether the target routing-coll
routing-collective. If so, a next-MTA to which the message may be transferred is known. If
has been the subject of a previous relay failure for this message, or represents a non-optimal route, then tr
procedure continues at stefOtherwise, the procedure returns a relay instruction requesting
MTA, and terminates.

If the target routing-collective is not a key-routing-collective, its Directory entry is read a

ISO/IEC 10021-10:1998 (E)

redirection instruction is generated containing the replacement OR-address, with redirection

reason set talias. The procedure then terminates.
DL-expansion-informationThe routing-advice indicates that the recipient is a distributi

on list.

The message’'®L-expansion-prohibitecargument is examined. If the value D&-expansion-

prohibited,or the security-policy prohibits the use of a distribution list, then the procedur

e returns

a report generation instruction for this recipient. Tiba-delivery-reason-code set tounable-to-
transfer, and thenon-delivery-diagnostic-codis set toDL-expansion-prohibitedThe procedure

then terminates.

Otherwise, if one of the DL-expansion-routing-collectives identifies this routing-MTA t
procedure returns a routing instruction to expand the distribution list, and terminates.

MTA-may-expand igrue, and the routing-MTA is capable of performing the DL expansm
so permitted by policy, then the procedure returns a routing instruction to expand-the d
list, and terminates.

Otherwise, one of the DL-expansion-routing-collectives that is not a superior of the rou
is selected as the target routing-collective and the procedure continuestat step

If all the DL-expansion-routing-collectives are superiors of this routing-MTA, and locg
does not permit expansion of the list then a configuration error is-indicated. The proced
a report generation instruction for this recipient with loa-delivéry-reason-codsget tounab
to-transfer and thenon-delivery-diagnostic-codget toDL-expansion-failureThe procedure

terminates.

Double-envelope-informatiohe routing-advice indicates that the message is to be pla

inner-envelope content-type. The Supported Algetithms and User Certificate attributep

from the Directory entry identified by the Directory name for the envelope-opener. T
APDU is encrypted using the first algorithm i the content-confidentiality-algorithm-pr
order which is supported by both the routing=MTA and by the envelope-opener; this 1
asymmetric algorithm, or if this is a symmetric algorithm then a random content-config
key is generated and used to encryptthe content, and a message-token created W
encrypted using the first algorithm\in the key-encryption-algorithm-preference order
supported by both the routing-MTA and by the envelope-opener (which must be an a
algorithm). The public key which is used with the asymmetric algorithm is found by U

hen the

and is
istribution

ing-MTA

| policy
ire returns
e_

hen

ed in an
are read
he MTS-
bference
hay be an
entiality-

ith this key
which is
symmetric
sing the

algorithm-identifier and recipient-certificate-selector to select an appropriate Certificate of the

recipient.

A new message is'created containing the encrypted MTS-APDU in its content, the
opener as its recipient, and, if message-origin-algorithm-preference is specified, a mesg
authenticatiop-check containing a signature of the encrypted content using the first al
the preference’order which is supported by both the routing-MTA and by the envelo
together-with the private key of the routing-MTA corresponding to its Certificate iden
originatar=certificate-selector. The procedure then continues atdstesing the first configu
ORcaddress-subtree.

envelope-
age-origin-
gorithm in
pe-opener
ified by
red

bctive is a key-
the next-MTA

ransfer to that

d a list of the

names of its entry-connection-groups retrieved. Any of the routing-MTA’s exit-connection-groups that
matches the target-routing-collective’s entry-connection-groups may be used to transfer the message.

If the target routing-collective is a routing-MTA, then this is the next-MTA. Otherwise, the routing-MTA
performs a subtree Search below the target routing-collective for entries of object class routing-MTA, which
contain an entry-connection-group corresponding to any of those matched above. If all candidate next-MTAs

so identified have been the subject of a previous relay failure for this message, or represent non-optimal

routes, then the procedure continues at kté&ptherwise, one of these routing-MTAs is selected as the next-
MTA. The procedure returns a relay instruction to that MTA and terminates.

NOTE —

If this step has selected a route that uses a local-exit-connection-group, but the message in question did no

originate, redirect, or DL-expand at this MTA, then an unauthorized relay is being requested. As a matter of

local policy, the MTA may relay the message regardless, or return it, or seek another route, or generate a non-

delivery report.
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If no pair of matching connection-groups names is found, the routing-MTA examines its local-use-tables to
discover whether any of the target’s entry-connection-groups are exit-connection-groups available to one of
the routing-MTA'’s key-routing-collectives, i.e. are indirect-exit-connection-groups of this routing-collective.

If so, a next-MTA to which the message may be transferred is known. If the next-MTA has been the subject
of a previous relay failure for this message, or represents a non-optimal route, then the procedure continues
at step. Otherwise, the procedure returns a relay instruction to that MTA and terminates.

The routing-MTA abandons the attempt to find a route to the current target routing-collective and selects a
new target routing-collective, as follows. It discards the last RDN of the target routing-collective name, and

so obtains the name of that entry’s parent entry. If the last RDN of this parent entry has an attribute type of
Routing Collective Name, then the truncated name is adopted as the new target routing-collective, and the

procedure continues at step

IT not all of the configured UR-address-subirees nave been examined, the Next Subliee 1S SElq
procedure resumes at stép

)
k) If all OR-address-subtrees have been examined, and no next-MTA relay has been identified; but
non-optimal next-MTAs have been identified, then the procedure returns a relay ifistruction
transfer to the first of these, and terminates.

The routing-MTA considers returning the message to the MTA from which it wasfirst received. If
prohibited by policy, then the procedure returns a relay instruction requesting-transfer to that
terminates.

Otherwise, the procedure returns a report generation instruction for this recipient, wittntteliv
reason-codeset tounable-to-transferlf a previous relay failure occurred,for this recipient,rtba-deliv
diagnostic-codes set according to the relay failure encountered;-otherwisenchelelivery-diagno
codeis set taunrecognized-OR-nam&he procedure then terminates:

9.13

This p
addres

OR-address-subtree-read procedure
focedure retrieves the routing-advice associated with an. OR-address from an entry which represe
s in an OR-address-subtree.

9.1.3.1 Arguments
a) The OR-address of a message recipient.

b) The Directory name of the base vertex of\an OR-address-subtree.

9.1.3.9 Results

An itemn of routing-advice associated with“the message recipient's OR-address, or an indication that no rq
was found in this OR-address-subtree for'the OR-address presented.

9.1.3.3
Any of

Errors

the errors defined for the 'Birectory Read operation.

9.1.3.4
The O

Procedure description

R-address-subtree-read procedure is described in the following steps.

elements of the OR-address into corresponding OR-address attributes (see 8.5), and ass
prescribed order the RDNs thus produced, prefixed with the name of the OR-address-subtree
purported name (see Annex D). Certain OR-address elements are never used in constructing

cted and the

one or more
requesting

this is not
MTA, and

ry-
ry-
Stic-

nts that OR-

uting-advice

a) The.routing-MTA transforms the OR-address into a purported Directory name. This is done by mapping

embling in a
to form the

he purported
5 listed below

name; other elements are used in some OR-address forms but not in others. Only those attribute

shall be used.

According to the OR-address form (as defined in 18.5.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2)
given OR-address, OR-address elements are assembled in the following order:

— All OR-address formdviHS Country, MHS ADMD, MHS PRMD.

— Mnemonic OR-address formMHS Organization,

MHS Organizational Unit (1),

taken by a

MHS

Organizational Unit (2), MHS Organizational Unit (3), MHS Organizational Unit (4), MHS
Common Name, MHS Surname, MHS Given Name, MHS Initials, MHS Generation Qualifier.

— Terminal OR-address forniMHS Network Address, MHS Terminal Identifier, MHS Terminal

Type.
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Numeric OR-address fornrMHS Numeric User ldentifier.

— Postal OR-address fornrMHS PDS Name, MHS Physical Delivery Country, MHS Postal Code.
b) The routing-MTA invokes a Directory Read operation, with the purported name @lgj¢lseargument, and

the following attributes as theelectionargument:

— Routing Advice;

— Expression Matches;

— Next Level Complete.

If the Read is successful, and the identified entry contains an Expression Matches attribu

te, then the OR

address given as an argument of the procedure is compared against the OR-address-filters of eac

d)

f)

expression-match. It a match Is found, the routing-advice associated with it Is returned ar
terminates.

d the procedure

If the Read is successful, and the identified entry contains a Routing Advice attributey,that attribute-value is

returned and the procedure terminates.

If the Read is successful and the identified entry does not contain a Routing Advice attribute
Complete attribute is inspected, andfrife, a Directory Search operation (oneevel) is invo
selectionargument specifying OR-address attributes. In the result of this Search, only distin
all aliases have been dereferenced) are considered.

NoTe 1 — A simple implementation may specify all the OR-address <attributes in this selection
sophisticated implementation might limit the selection to only these OR-address attributes wh

, the Next Level
ed with its
Ct objects (after

while a more
ich are permitted

to be subordinate to the identified entry. This choice simplyaffects the size of the arguments of the Search

operation: either choice will yield the same result, provided that the OR-address-subtree
structure rules of Annex D.

If the result of this Search shows that the identified €ntry has precisely one subordinate e
aliases which produce additional references to theysame entry), then the purported name
Name of this subordinate entry, and the procedure resumes ht step

NOTE 2 — The above implements the requirement ‘€ontained in 8.2 of ISO/IEC ISP 10611-1:1996, th
which is an unambiguous underspecification of an actual OR-address should be regarded
OR-address.

Otherwise the procedure generates ang-item of routing-advice as follows:
1) The non-delivery-information alternative of routing-advice is chosen.
2)
3)

Its reason component is.setittable-to-transfer

If the identified entry.shas no subordinate entry, then the diagnostic component
unrecognized-OR-naméf the identified entry has two or more subordinate entries, t
diagnostic compenent is set tambiguous-OR-nameand the supplementary-inform|
component_ray" be used to indicate a list of potential values of an additional addre
which could_be added to disambiguate the address. For example: “Two addresses hg
‘Jones’;choose given name ‘James’ or ‘John™.

NoOTE.3.= An appropriate sizeLimit should be used in the Search operation to avoid the Search

returning more information than could conceivably be accommodated withpiesnentary-
information.

The procedure returns this routing-instruction and terminates.

As in the case above, but where Next Level Complefalég then no further information can b
from this OR-address-subtree and the procedure returns an indication that no routing-advi

conforms to the

ntry (discounting
s replaced by th

At an OR-address
hs identifying that

is set to
hen the
ation

5s element
ve surname

result

e obtained
ce was found fol

the specified OR-address, and terminates.

a)

If the Read fails with a Name Error, indicating-such-objectthen the routing-MTA invokes a

Directory

Read operation with the name returned asmh&chedcomponent of the Name Error (i.e. the longest part of
the original name that could be matched) aotijectargument, and the following attributes as shéection

argument:
— Routing Advice;
— Expression Matches;

— Next Level Complete.

If the Next Level Complete attribute figlse the procedure resumes at steftherwise, an item of routing-

advice is generated as follows:
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1) The non-delivery-information alternative of routing-advice is chosen.
2) Its reason component is setimable-to-transfer

3) Its diagnostic component is set torecognized-OR-name&nd its supplementary-information

component may be used to indicate those OR-address elements that were successfully matched in

this overspecified address.
The procedure returns this routing-instruction and terminates.
h) If the Read fails with any other error, that error is returned and the procedure terminates.

Local-delivery-evaluation procedure

This p
this ro

9.1.4.1

9.1.4.7

A new

9.1.4.3

None.

9.1.4.4
The Ld

NOTE —

9.15

This p
invoke,

The pr

NOTE —

9.1.5.]
The D

9.1.5.4
The fo

ocedure generates a routing-instruction for a single message recipient who is purportedly a registereg
Iiting-MTA.
Arguments
a) A message recipient plus the per-recipient instruction, if any, applicable to this recipiént.
b) The per-message instruction, if any, applicable to this message. Other message fields are also
the procedure as required.
Results

or possibly revised routing instruction applicable to this recipient. Possible-instructions are enumerate

Errors

Error conditions are recorded in the routing instruction.

Procedure description
cal-delivery-evaluation procedure is described in step® of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC 10¢

as references to the Local-delivery-evaluation procedure.

Routing-knowledge-acquisition procedure

rocedure acquires the routing knowledge required by a routing-MTA for the performance of MHS-r(
d when the routing-MTA is initialized)

pcedure has no formal interaction with any other procedure.

Local-use-tables should be recomputed at intervals, and whenever the volume of loop detection inciekxigss
threshold (which may sugdest that the routing-MTA is using out-of-date cached information).

Arguments

rectory namerthat identifies this routing-collective.

Results

lowing’ information, that comprises the routing-MTAdsal-use-tables

MTS-user of

accessible to

Jin 9.1.2.2.

21-4.

References to the Routing-decision procedure in stefp 6 of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC 10021-4 should be read

uting. It is

ore

a) The Directory name of this MHS Message Transfer Agent.

30

b) An ordered list of the names of one or more OR-address-subtrees configured for this routing-MTA.

c) A list of the key-routing-collectives of this routing-MTA, each accompanied by the hames of one or more

next-MTAs for the routing-collective.
d) Alist of the Directory names of the routing-MTA'’s transit- and local-exit-connection-groups.

e) An ordered list of the indirect-exit-connection-groups of this routing-MTA, each accompanied by
of one or more next-MTAs for the connection-group.

the names

f) For each of the routing-MTA’s entry-connection-groups that is of type enumerated, authentication

information required to identify each possible calling MTA.
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NoTE— The syntax of local-use-tables used to record MHS MTA name, OR-address-subtrees, key-routing-collectives, connection:
groups, and authentication information is a local matteedeh MTA and is not prescribed. However, its intended structure
may be illustrated in the following example.

EXAMPLE —
LocalUseTablesExample ::= SEQUENCE {
this-mta MHSMessageTransferAgentName,
or-address-subtrees ORAddressSubtreeNames,
key-routing-collectives KeyRoutingCollectives,

transit-exit-connection-groups SET OF ConnectionGroupName,
local-exit-connection-groups SET OF ConnectionGroupName,
indirect-exit-connection-groups SEQUENCE OF Connection,

entry-connection-groups SET OF AuthenticationInformation }

KavRautinaCallactiviac «— CET O DALita
y g =

Route ::= SET {

routing-collective RoutingCollectiveName,

next-mtas SET OF NextMTA }
NextMTA ::= SET {

mhs-mta-name MHSMessageTransferAgentName,

connection-groups SET OF ConnectionGroupName }
MHSMessageTransferAgentName ::= DistinguishedName
ConnectionGroupName ::= DistinguishedName

Connection ::= SET {
connection-group ConnectionGroupName,
authentication-method  AuthenticationMethod,
profiles SET OF OBJECT IDENTIFIER OPTIONAL,
next-mtas SEQUENCE OF MHSMessageTransferAgentName }

AuthenticationInformation ::= SET {
entry-connection-group ConnectionGroupName,
authentication-method  AuthenticationMethod,
profiles SET OF OBJECT IDENTIFIER ©PTIONAL,
network-address-reliable BOOLEAN DEFAULT\FRUE,
connection-group-type CHOICE {
enumerated-authentication SET OF CallingMTAAuthentication,
unenumerated-authentication CHOICE{

group-mta-password Password
no-group-password NULL B} }
CallingMTAAuthentication ::= SET {
mhs-mta-name MHSMessageTransferAgentName,
calling-mta-name MTAName,
calling-mta-password Password OPTIONAL,

calling-presentationsaddress SET OF PresentationAddress OPTIONAL }

9.1.5.3 Errors

Any Directory Read errors, orfinconsistencies in the information retrieved, are reported as errors..

9.1.54 Procedure description

Fgr the purposes of‘exposition, the Routing-knowledge-acquisition procedure is regarded as possess$ing the followin
vgriables:

— current-routing-collective;
—\parent-routing-collective.

The procgedure is described in the following steps:

a) A Directory Read operation is invoked with the name of this routing-collective abjtéetargument, and
the following attributes as treelectionargument:

— MHS Message Transfer Agent Name;
— OR-address Subtrees;
— Transit Exit Connection Group Name;
— Local Exit Connection Group Name;
— Entry Connection Group Name.
The content of these attributes is recorded in the local-use-tables.
b) The routing-MTA identifies its key-routing-collectives and indirect-exit-connection-groups as follows:
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1)

2)

3)

The routing-MTA initializes the current-routing-collective variable with the Directory name
specified as the argument of the procedure.

The routing-MTA discards the last routing-collective-name component of the current-routing-
collective to form the name of the parent-routing-collective. If the terminal RDN of the parent-
routing-collective is not of attribute type routing-collective-name, then the complete routing-
collective-subtree has been examined and the procedure continuescat step

The routing-MTA invokes a Directory Search operation (one level) relative to the parent entry,
which retrieves the entry-connection-group-names, the routing-collective names, the transit-exit-
connection-group-names, and, if present, the MHS Message Transfer Agent Name of each of the
parent entry’s immediate subordinates. Of these immediate subordinate entries, the siblings of the

d)

4)

5)

CuTTent-routing-cottective areTecorded i the Touting-MTA s tocat-use-tabtes—as Key-Touting-
collectives (i.e. the current-routing-collective is itself omitted). The next-MTAs associated |with
each of these will be discovered in stesdd.

For each of the key-routing-collectives found, the routing-MTA identifies each)transit-gxit-
connection-group of the key-routing-collective, that is not an exit-connection-group of|this
routing-MTA, and records this as an indirect-exit-connection-group in the routing-MTA's local-
use-tables (unless already recorded). The next-MTAs associated witheach of these Will be
discovered in steg.

The current-routing-collective variable is assigned the value of/the parent-routing-collgctive
variable and the procedure continues at bt@p

NoTel — In this way, the procedure identifies the minimal set of routing-collectives that gives it knowlgdge of the

complete routing-collective, i.e. its immediate peers, and thgSe of each of its superior routing-collgctives up to
the base vertex of its routing-collective subtree.

For each of these key-routing-collectives, one or more fext-MTAs are identified, i.e. MTAs reachable from
this routing-MTA that provides a route to the key-routing-collective. This proceeds in stages. Firstly, the

key-routing-collectives to which a message may be transferred directly are identified.

The following steps are taken for each key-routing-collective:

1)

2)

3)

The key-routing-collective’s entry-connection-group-names retrieved inbsBegre considered.
The routing-MTA'’s exit-connection-gfoup names are compared with the key-routing-collectjve’s
entry-connection-group names. If '@ common connection-group is found, and the key-rotyiting-
collective is a routing-MTA then\a’next-MTA has been found. The key-routing-collective’s MHS

Message Transfer Agent Narme attribute (found-8) is recorded in the local-use-tables as|a
next-MTA for the key-routing-collective.

If a common connection-group is found, but the key-routing-collective is not a routing-MTA| the
routing-MTA invokes a Directory Search (subtree) to discover a subordinate entry of the| key-
routing-collective with object class of Routing MTA, and with the common connection-group as
an entry-connection-group. The MHS Message Transfer Agent Name attributes of any rduting-
MTAs disc¢evered are retrieved and recorded in the local-use-tables as next-MTAs for theg key-
routing-collective.

NoTE2.~ Where multiple next-MTAs are found for a key-routing-collective, the routing-MTA may, as
a local matter, retain all of these in its local-use-tables or retain only a subset.

-The procedure continues at stefl for the next key-routing-collective until all have been
inspected.

Next-MTAs are now identified for any remaining key-routing-collectives. Since no direct connecfion exists

for these key-routing-collectives, they are reachable only via an indirect-exit-connection-group. Next-MTAs
are also identified for the indirect-exit-connection-groups identified intstep

1)

2)

The routing-MTA considers each key-routing-collective for which a next-MTA has just been
identified:

— For each transit-exit-connection-group available to the key-routing-collective
that is an indirect-exit-connection-group of the routing-MTA, the next-MTAs
associated with the key-routing-collective are recorded as the next-MTAs for the
indirect-exit-connection-group.

For each key-routing-collective for which a next-MTA has not yet been identified, the following
step is performed:
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— Those indirect-exit-connection-groups of the routing-MTA for which a next-
MTA has been identified are matched with the key-routing-collective’s entry-
connection-groups. For each match, the next-MTAs of the key-routing-collective
are recorded by copying the next-MTAs of the indirect-exit-connection-group.

If a next-MTA has now been found for every key-routing-collective and indirect-exit-connection-

group, the procedure resumes at tep

If this step leaves the local-use-tables unchanged, then a configuration error is indicated and the

procedure terminates.

The procedure continues at s, except that only those key-routing-collectives for which a

next-MTA has just been identified in stdg are considered.

The routing-MTA considers each entry-connection-group (identified in afepand acgt
authentication information necessary to identify possible calling MTAs of the connectionsgrou

For each entry-connection-group a Directory Read operation is invoked with the-name of
group as th@bjectargument, and the following attributes asshkectionargument:

Enumerated Flag;
Connection Type;
Group MTA Password;

ires the
p.
the connection-

— Member MTA.
The Enumerated Flag is examined:
1) If the connection-group is of type enumerated, and its’connection-type indicates that ON Used in
A-ASSOCIATE has the valualse a Directory Read opéeration is invoked for each membgr MTA
as theobject argument, (a routing-MTA entry),<and the MHS Message Transfer Agept Name
attribute as theelectionargument.
A further Directory Read is invoked with @ach MHS Message Transfer Agent Namedigéitte
argument, and with the following attributés as skkctionargument:
— MTA Name,;
— MTA Password;
— Specific Passwords;
— Calling PSAPs;
— Presentation Address;
— Protocol Information.
The routing=MTA compiles a table containing the MHS Message Transfer Agent Name, MTA
name, MTA Password, and calling presentation addresses for each member MTA of pach of its
(enunterated) entry-connection-groups.
NoTE 3 —As an implementation choice, the routing-MTA may also compile the same informatior] for
members of connection-groups where DN Used in A-ASSOCIATRIEs Alternatively, it
may acquire authentication information for these MTAs dynamically, when MTA-bind-ir] is
invoked.
If the member MTA’s entry contains a Specific Passwords attribute, and the routing-MTA'’s
routing-collective-name (or any of its superiors in the routing-collective-subtree) matches that
present in a value of Specific Passwords, then the associated password takes precedgnce over the
value present in the MTA Password attribute.
The presentation addresses are obtained from the Calling PSAPs attribute, if present. Otherwise
they are taken from the Presentation Address attribute. In either case, any addresses whose
network type is incompatible with that of the connection-group (as indicated in the profiles
component of the Connection Information attribute) are eliminated.
NoTe4 —In the simple case of symmetric addresses (where calling and called addresses are identical),
only a single attribute is needed. In the asymmetric case, a second attribute is required.
2) If the connection-group is of type unenumerated, its Group MTA Password (if defined), is

recorded in the local-use-tables.
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9.16

This clause describes the behaviour of the routing-MTA when an MTA-bind is invoked by another MTA. This definition
replaces the MTA-bind-in procedure definition in 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

MTA-bind-in procedure

9.16.1

Arguments

The MTA-bind arguments are defined in 12.1.1.1.1 and listed in Table 28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.2

Results

The MTA-bind results are defined in 12.1.1.1.2 and listed in Table 29 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.3 Errors
The bipd-errors are defined in 12.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
9.1.6.4 Procedure description
The MJTA-bind-in procedure is described in the following steps:
a) If the routing-MTA's resources cannot currently support the establishmentyef a new assogiation, the
procedure returns a Busy bind-error and terminates.
b) The called MTA is presented with the following authentication information:

— an MTA-bind argument of Null, indicating no authentication,

— the calling MTA’s MTA name and simple passwood,

— the calling MTA’'s MTA name, and strong authentication“arguments (which include the called
MTA’s MTA name and, optionally, global domain identifier.

It may also be presented with additional connection information:

— the calling presentation address, possibly incomplete (for example, on an APS connectipn the
network address may be absent);

— possibly, a security-context;

— possibly, a Directory name contained in the calling application-entity-title of the A-ASSOCIATE
service (of the ACSE) that was used to invoke the MTA-bind;

— possibly, a Directory name" from the certificate in the MTA-bind argument, if strgng
authentication is used.

The routing-MTA is required to verify the identity of the calling MTA (if authentication is in usd), verify

that the calling MTA is~a member of one of its entry-connection-groups, verify that the rules off the entry-

connection-group afe observed (e.g., the security-context), and determine the correct MTS-bind fesponse.
c) The routing-MTA considers each of its entry-connection-groups to determine which of them may have been
selected by the-ealling MTA.

1) The_ ¥outing-MTA first eliminates those entry-connection-groups whose Connection Tyge is
incompatible with the type of connection made by the calling MTA (i.e. wrong applicat|on-
context, wrong authentication-method, wrong network type, Directory name in A-ASSOCIATE
required but not present).

2) Any remaining enumerated entry-connection-groups are considered. If the Directory hame |of the
calling MTA is available, the routing-MTA attempts to match this name with those listed inl the
local-use-tables (in enumerated-authentication; see 9.1.5.2). Otherwise, it attempts to match both
the MTA name and calling presentation address with those recorded in the local-use-tables and
retrieves the Directory names associated with these table entries (i.e. the names of the MHS
Message Transfer Agent entries from which the addressing information was originally obtained).
Any enumerated entry-connect-groups which fail to match are eliminated.

3) Any remaining unenumerated entry-connection-groups are considered. If the simple-password

authentication-method is in use, and the supplied credentials do not match the connection-group’s
Group MTA Password (if present), recorded in unenumerated-authentication, then that
connection-group is eliminated and the next unenumerated entry-connection-group is considered.
If strong-authentication is in use and no Certificate or Directory name is available, the connection-
group is eliminated (unless local procedures allow the strong credentials to be authenticated in this
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case). If an unenumerated entry-connection-group satisfies these tests, but no Directory name is
available, then routing-MTA verifies that the security-context presented in the MTA-bind
argument is compatible with that associated with the connection-group. If so, the procedure

resumes at step

If all entry-connection-groups have been eliminated then the proposed association

cannot be

accepted. The routing-MTA returns an authentication-error and the procedure terminates.

Otherwise, one or more pairs of Directory name and connection-group have now been

identified.

The Directory name is derived either from A-ASSOCIATE, or by considering known adjacent
MTAs in enumerated connection-groups and retrieving the Directory name from local-use tables.

Each pair of Directory name and connection-group is considered in turn. The routing-MTA verifies that the

e)

Directory entry corresponds to the calling MTA (much of the required information is already
local-use-tables, and some of the checks will have already been made). Alternatively, the g
acquire this information dynamically by invoking a Directory Read with the MHS Message
as theobjectargument.

1)

2)

3)

4)

NOTE1 — If there is at least one case where the calling MTA satisfies all authentication requiremer

The routing-MTA establishes the connection and returns an MTA-bind result. If no-auth
specified, the same value is returned in the MTA-bind result. For simple authentication, the]

The routing-MTA compares the calling presentation address of the connection with tho
for the MTA (in the Calling PSAPs attribute, if present; otherwise in~the Presentatior]
attribute), taking account of the network-address-reliable indicator assaciated with the ¢
group to determine the required degree of match. If the match fails, the procedure resu
d-4.

If no-authentication is specified for this connection-group,yor a simple-password is
which matches the connection-group’s Group MTA Password, then authentication req
are satisfied. Otherwise, the credentials presentedin the MTA-bind argument are
according to the authentication-method in use.

If strong-authentication is in use, the signature“ef the initiator-bind-token is verified |
public key from the Certificate, if present; Gtherwise, from the appropriate value of th

Available in the
uting-MTA may
[ ransfer Name

se defined
Address
pnnection-
mes at step

presented
uirements
validated

sing the
e calling

MTA's User Certificate attribute. The Diréctory name from the subject field of that Cerfificate is

verified to be that of the calling MTA; the mta-name in the subject-alternate-name fie
Certificate is verified to correspond\to the calling MTA's MTA Name and Global

Identifier attributes and to the mta-name present in the initiator-name field of MTA-bind
mta-name within the initiator-bind=token is verified as being the name of this routing-MT

If the calling MTA is not a routing-MTA its entry may contain a Specific Passwords att
the routing-MTA'’s routing=collective-name (or any of its superiors in the routing-co
subtree) matches that\present in a value of Specific Passwords then the correspond
this-MTA-password is’matched. If all matches fail, the procedure resumes dttep

d of that
Domain

. and the

A,

ibute; if
lective-

ng value of

The routing-MTA verifies that the security-context presented in the MTA-bind argument is

compatible/with that associated with the connection-group. If so, the security-context i
and the procedure resumes at gep

If all\pairs of Directory name and connection-group have been considered, the rouy
returAs an authentication-error and the procedure terminates. Otherwise the next pair|
and the procedure repeats stiep

security-context, then an unacceptable-security-context error is returned rather than authenti

5 satisfied

ting-MTA
is selected

ts except for the
Cation-error.

entication was

routing-MTA's

MTA Password Is returned (if the calling MTA 1s not a routing-MTA then its MHS Message
may contain a value of Specific Passwords which takes precedence over the routing-MTA's MTA

Password). If strong authentication is in use, the same signature algorithm is used to generate a responde
bind-token for the calling MTA.

ransfer Agent

If the calling MTA’s MHS Message Transfer Agent entry is known, a Directory Read is invoked with MTA
Name and Global Domain Identifier as t&lectionargument. These attributes are returned as results. The
procedure then terminates.

NoTeE2 — The calling-MTA's retrieved MTA Name and Global Domain Identifier values may be used subsequently to
verify the accuracy of the Trace-information and Internal-trace-information arguments of the Message-in,

Probe-in, and Report-in procedures.
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This clause describes the steps taken by a routing-MTA when it attempts to establish an association with another MTA.
This definition replaces the MTA-bind-out procedure definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.7.1

Arguments

A relay instruction generated by the Routing-decision procedure, which comprises:

The distinguished name of the MHS Message Transfer Agent with which an association is to be established.

The distinguished names of the one or more Connection Group entries that may be used to establish it.

Optionally, the security-context for the association.

Results

An intgrnal identifier for the association established.

Errors

The prpcedure returns a failure indication in the event that an association could not be established.

Procedure description

The M[TA-bind-out procedure is described in the following steps:

a)

b)

<)
9.1.7.p
9.1.7.3
9.1.7.4

a)

b)

©)

The following attributes are retrieved from the MHS Message Transfer Agent entry of the target
— MHS Maximum Message Length;
— Presentation Address;
— MTA Name;
— MTA Password;
— Specific Passwords;
— Global Domain Identifier;
— Protocol Information
— Supported Algorithms (see 6.16 of ITU-T Rec. X.521 | ISO/IEC 9594-7);
— User Certificate (see 6.17 of ITU-T Rec. X.521 | ISO/IEC 9594-7.
The following attributes are retrieved from the Connection Group entries:
— Connection Type:
— Group MTA Password,;

— Security Context.
NoTel — In practice, much of this information is likely to be already in hand in the local-use-tables.

The routingsMTA verifies that the message is no larger than the maximum message length de
target MFA? If the message is too large, a relay failure is returned and the procedure terminates.

Note2 *- If, subsequently, the Routing-decision procedure is unable to identify an alternative next-MTA de
the recipient concerned, a report generation instruction is issued wittorthéelivery-reason-codse
unable-to-transferand thenon-delivery-diagnostic-codget tocontent-too-long

MTA:

ined for the

btination for
to

The routing-MTA selects a suitable connection-group for the association, according to the specif

ed security-

36

COMtext. T e parameters for estaptishing theconmectionare determined by matching themform

ation stored

in the MHS Message Transfer Agent and Connection Group entries. The destination network address is
determined by matching the profiles component of connection-information with the protocol information

stored in the MTA's entry.

The initiator-credentials are set according to the authentication-method specified for the connection-group:

— if no-authentication, a Null;

— if simple-authentication, then MTA Password for an enumerated connection-group, or Group
MTA Password (if present) for an unenumerated-connection-group, or calling-MTA-password if

an applicable value of Specific Passwords is present;
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— if strong-authentication, a signature algorithm is selected (from those identified in the target

MTA's Supported Algorithms attribute which are supported by the routing-MTA, and for

which a

Certificate is present in the target MTA's User Certificate attribute) to generate an initiator-bind-
token for the target MTA, and the appropriate Certificate of the routing-MTA for that algorithm is

included.

NoTe 3 — The Certificate may only be omitted if the routing-MTA has only one Certificate for
identified signature algorithm, and the routing-MTA's Directory name is included in
calling name parameter of A-ASSOCIATE.

The routing-MTA attempts to establish the association using the information retrieved. If
unsuccessful, a failure indication is returned and the procedure terminates.

+o lacdl MTA

the
the

the attempt is

9.
TH

)

1.8

bl P I L0 TR == B W) 1 paaad Tk % Bandas radantial et £ 4
T Teouint Teturticu Uy UTC CANCTU IVIT AV TO TAATTTIITICU. TTI1C IUQ'JUI TUCTTUTTUTTIUATIO TTTUOLU VT UT U
authentication, simple, or strong) as that of the initiator credentials. If strong-authenticatio
following checks are made:

the signature of the responder-bind-token is verified using the public key from the a
Certificate from the target MTA's User Certificate attribute;

the Directory name from the subject field of that Certificate is verified. to be that of t
MTA,;

the mta-name in the subject-alternate-name field of that Certificate) is verified to corresg

e same type (n
n is in use, the

bpropriate

Ne target

ond to the

target MTA's MTA Name and Global Domain Identifier attributeS-and to the mta-name present in

the responder-name field of Bind Result;

the mta-name within the responder-bind-token is verified\as being the name of this routi

If the MTA-name and responder-credentials do not match those supplied in the MHS M
Agent entry then the procedure returns a relay failure torthe caller, terminates the associatio
Otherwise, the procedure returns an association identifier, and terminates.

NoTe4 — If the two-way-alternate dialogue-mode-is* in use, the routing-MTA also returns the
authenticated MTA-name and global-domain-identifier. These may be used subsequently fo
over the same association to verifythe accuracy of the Trace-information and Internal-f
arguments of the Message-in, Probe-in, and Report-in procedures.

Trace verification step

Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3, respectively, of ITU

IS

O/IEC 10021-4. A routing-MTA shallyperform this step when Message-in, Probe-in, or Report-in is invg

MTA name and global domain identifier obtained in the performance of the MTA-bind wh
establishment of jthe present association. If matching fails, then as a local matter the ro
perform onerof the following:

1)
2)

Instructthe RTSE to reject the transfer (if still in progress).

I currently performing the Message-in or Probe-in procedure, return a report d
instruction for all recipients for whictesponsibilityis responsible Thenon-delivery-reason-g
is set tounable-to-transferand thenon-delivery-diagnostic-code set toinvalid-argumentsT
procedure then terminates.

3) Using the authenticated values of MTA-name and global-domain-identifier discovered

ng-MTA.

pssage Transfer
N, and terminate:

called-MTA's
inward transfers
race-information

eTrace verification stepis performed as an additional step in the existing Procedure Descriptions for the Message-in,

T Rec. X.411 |
ked:

a) The routing-MTA compares the last element of Trace (and Internal-trace, if present), with the values of

ch caused the
uting-MTA may

eneration
ode
he

in MTA-
he MTA

9.

b)

2

which transferred the message (or probe, or report) to this routing-MTA.

hind caonstruet additional alamante of Traca and Intarnalitraca tn carracths idantifiz
HRE—EORSHHG—aaaHoRa—eeetS—o—ate—aht—Hteiar-tHacet0—-coHe ety —1ae Rttty

NOTE —
caused either by configuration error or by attempted masquerade.

In all cases, the trace verification failuteosld be reported to the MTA manager for investigation, as it is

If matching succeeds, or steg3 is followed, or the MTA name and global domain identifier were not
discovered in the MTA-bind, or local policy permits transfer even where matching fails, then the Message-
in, Probe-in, and Report-in procedures resume at the first step defined in their Procedure Descriptions.

Administrative procedures

An MHS administrator follows procedures described in 9.2.1 and 9.2.2 in order to configure an MTA for MHS-routing,
and to construct an OR-address-subtree used to represent a portion of the OR-address name-space.
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Routing-MTA configuration

The MHS administrator performs the follow steps to configure an MTA for MHS-routing:

922

To for|
followi

38

a) A Directory entry of object class MHS Message Transfer Agent is created (see A.1.3. of ITU-T Rec. X.402 |
ISO/IEC 10021-2). The following attributes associated with the MTA Information auxiliary object class are
assigned:

— MTA Name;
— Global Domain Identifier;
— MTA Credentials.

b) A Directory entry of object class Routing MTA is created in the routing-collective-subtree for this routing-

MTA and assigned the following attributes:
— OR-address Subtrees;
— MHS Message Transfer Agent Name.

c) The following attributes associated with the object’s direct superclass, Routing Collective, are asgigned:

— Routing Collective Name;

— Entry Connection Group Name;

— Description;

— Transit Exit Connection Group Name;
— Local Exit Connection Group Name.

d) If suitable entries do not already exist, an entry is created for each connection-group referenced| It is verified
that the routing-MTA has been granted access permissions<so that all connection-group entries dan be read.

e) If any of the connection-groups referenced is of type efumerated, its Member MTA attribute is| updated to
indicate the addition of this routing-MTA to the connection-group.

e) Depending on policy, any of the connection-groups referenced above that are not represerjted in those
associated with the routing-collective’s immiediate superior, may be added to the superior's entry-
connection-groups, and transit- or local-exit-connection-groups. This procedure may be repeated recursively
up to the base of the routing-collective-subtree.

f) If required, a new OR-address-suhtree is created for the OR-addresses for which the routing{MTA is the

OR-address-subtree construction

delivering MTA. Alternatively, the OR-addresses are added to an existing OR-address-sybtree. The
procedure defined in 9.2.2 is followed (omitting séeqf that procedure if an existing subtree is used).

M an OR-address-subtree(that represents a collection of OR-addresses, the MHS administrator |performs the

Ng steps:

a)

b)

The administratorcreates an arbitrary entry in a part of the Directory to act as the base vertex of the OR-
address subtree. Access-controls may be applied to this entry such that it is accessible only to|those MTAs
that will be configured to use the OR-address-subtree.

Each ©R-address in the collection is transformed into a Directory name as follows:

For.,each element of OR-address relevant to routing, there is a corresponding Directory ¢bject class
definition (see 8.3). The value of the element is transformed into a value of the attribute defined for the

element (a subtype of the OR-address-element-name attribute type). This is treated as the RDN of an entry
whose immediate superior corresponds either to the base vertex (in the case of MHS Countfy) or to the

d)

vertex derived from the preceding element of the OR-address. Hence, a series of entries is created, one for
each relevant element present in the OR-address. The Directory name of the final entry represents a complete
mapping of the OR-address (see 9.1.3.4).

A set of OR-address aliases may be presented. These consist of OR-address pairs, the first corresponding to
a preferred name, and the second to an alternative name. An alias entry is created for the second name, which
references the first name.

NoTe— A Directory alias is not intended to cause an alias Redirection, but is used to specify an alternative OR-address
which is to be routed equivalently.

Message originators may use different combinations of Personal Name OR-address elements at different

times to identify personal recipients. To deal with these vagaries, a range of alias requirements exists for the

following OR-address elements: MHS Common Name, MHS Surname, MHS Given Name, MHS Initials,

MHS Generation Qualifier. To accommodate these requirements, the MHS administrator of the local OR-
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address name-space may configure the subtree such that entries exist for every combination of Person:
Name elements. This may be accomplished as follows: each Personal Name branch of the tree is examinel
and the highest level entry that unambiguously denotes the user remains an object entry. All subordinate
entries become alias entries that refer to this object entry. Some examples of modelling Personal Name OR
address elements are given in Figure 4.

e) A set of additional OR-address element attributes is presented. Each presentation has three parts:
1) the name of the entry in which the attribute is to be placed;
2) the attribute type: Routing Advice, Expression Matches, or Next Level Complete;

3) the attribute-value.

Each attribute is created-in the :Innr‘ifinr‘l nn'rr\}/

!

G 7 Goom
L

AQ@

P et

N

4

>
A Alias

\. A

Figure 4 - Modelling examples for Personal Name elements

NQTES

1 Examplea illlistrates the case where a particular Surname is unique in this OR-address-subtree. Alias gntries are create
correspoending to the optional Initials and Given Name elements.

2 In exampleb, entries exist for two users who share the same Surname and Given Name. The users are digtinguished by the
differing Initials.

3 Inexamplec, entries exist for two users who share the same surname. The users are distinguished eithgr by their differing

Given Names or by their differing Initials (or both).

10 Conformance

The requirements an MTA, a DUA, and a DSA shall satisfy when a claim of conformance to this part of ISO/IEC 10021
is made are identified in 10.1 - 10.3.

10.1  Routing-MTA conformance
A routing-MTA implementation shall satisfy the following static requirements:

a) Given its routing-collective Directory hame, a routing-MTA shall be capable of acquiring from the Directory
all the information necessary to perform MHS-routing.

b) A DUA incorporated with a routing-MTA shall be capable of supporting the object classes, attribute types,
and matching-rules defined for MHS-routing.
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A routing-MTA implementation shall satisfy the following dynamic requirement:
c) A routing-MTA shall conform to the Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC

10021-4, as modified by 9.1.1 of this part of ISO/IEC 10021.

d) A routing-MTA shall conform to the Routing-decision procedure defined in 9.1.2 of this part of ISO/IEC

10021, which replaces the definition in 14.3.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

e) A routing-MTA shall conform to the OR-address-subtree-read and Local-delivery-evaluation procedures

defined in 9.1.3 and 9.1.4, respectively, of this part of ISO/IEC 10021.

f)  Arouting-MTA shall conform to the MTA-bind-in procedure defined in 9.1.6 of this part of ISO/IEC 10021,

which replaces the definition in 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

10.2

A DU
followi

10.3

A DS
require

U A routing=MTAshatconformto—theMTA=bind=out procedure—defimed—m9-1-7of thispart—of
10021, which replaces the definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.
h) A routing-MTA shall conform to the Trace verification step defined in 9.1.8 of this part ofNSO/IE

which supplements the Message-in, Probe-in, and Report-in procedures defined in (24:10.1,
14.10.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Administrative DUA conformance

\ implementation employed to maintain the Directory information used for- MHS-routing shall s
g static requirement:

— An administrative DUA shall be capable of supporting the object classes, attribute types, and m3
defined for MHS-routing, and shall apply consistency checks to“ensure the internal consisten
routing Directory information.

DSA conformance

\ implementation employed to hold information used-for* MHS-routing shall satisfy the followi
ment:

— A DSA shall be capable of supporting the ohject classes, attribute types, and matching-rules
MHS-routing.

SO/IEC

C 10021,
14.10.2, and

ptisfy the

itching-rules
y of MHS-

ng static

defined for
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This annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexe

Annex A
(normative)

ISO/IEC 10021-10:1998 (E)

Reference Definition of Object Identifiers

All Object Identifiers assigned in this part of ISO/IEC 10021 are assigned in this annex.

MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0) object-identifiers(0)}

DEFINITIONS ::=

BHGIN

-- Prologue

-- Exports everything
IMPORTS -- nothing --;
ID|::= OBJECT IDENTIFIER
-- MHS-routing
id-mhs-routing
-- Categories
id-mod

id-pc

id-pf
id-pt
id-pro

-- Modules

id-mod-object-identifiers
id-mod-directory-objects
id-mod-oraddress-subtree

-- Dbject classes

id-pc-connection-group
id-pc-mhs-admd
id-pc-mhs-common-name
id-pc-mhs-country

id-pc-mhs-extended-network-address

id-pc-mhs-generation-qualifier
id-pc-mhs-given-name
id-pc-mhs-initials
id-pc-mhs-network-address
id-pc-mhs-numeric-user-identifier
id-pc-mhs-or-address-element
id-pc-mhs-organization
id-pc-mhs-organizational-unit
id-pc-mhs-pds-name

ID ::= {joint-iso-itu-t mhs(6) routing(10)}

ID ::= {id-mhs-routing 0} --
ID ::= {id-mhs-routing 1} --
ID ::= {id-mhs-routing 2} --
ID ::= {id-mhs-routing 3} --

ID ::= {id-mhs-routing 4} --

ID ::= {id-mod 0} --
ID ::= {id-mod 1} --
ID ::= {id-mod 2} --

ID ::= {id-oc @}
ID :={id~oc 1}
ID #= {id-oc 2}
ID ::=fid-oc 3}
ID :;=id-oc 4}
ID_x=¥id-oc 5}
ID ::= {id-oc 6}
ID ::={id-oc 7}
ID ::= {id-oc 8}
ID ::= {id-oc 9}
ID ::= {id-oc 10}
ID ::= {id-oc 11}
ID ::= {id-oc 12}
ID ::= {id-oc 13}

id-pc-mhs-physical-delivéry-country-name ID ::= {id-oc 14}

-- not definitive

modules; not definitive
object-classes
name-forms

attributes

profiles

not definitive
not definitive
not definitive

id-pc-mhs-postal-code ID ::= {id-oc 15}
id-pc-mhs-prmd ID ::= {id-oc 16}
id-pc-mhs-surname ID ::= {id-oc 17}
id-pc-mhs-terniinal-identifier ID ::= {id-oc 18}
id-pc-mhs-terminal-type ID ::= {id-oc 19}
id-pc-mtasinformation ID ::= {id-oc 20}
id-pc-ofaddress-subtree-base ID ::= {id-oc 21}
id-pe=routing-collective ID ::= {id-oc 22}
id-be-fouting-ftar 1B-={id-0e23}
-- Name forms

id-nf-connection-group ID ::= {id-nf 0}
id-nf-mhs-admd ID ::= {id-nf 1}
id-nf-mhs-common-name ID ::= {id-nf 2}
id-nf-mhs-country ID ::= {id-nf 3}
id-nf-mhs-extended-network-address ID ::= {id-nf 4}
id-nf-mhs-generation-qualifier ID ::= {id-nf 5}
id-nf-mhs-given-name ID ::= {id-nf 6}
id-nf-mhs-initials ID ::= {id-nf 7}
id-nf-mhs-network-address ID ::= {id-nf 8}
id-nf-mhs-numeric-user-identifier ID ::={id-nf 9}
id-nf-mhs-organization ID ::= {id-nf 10}
id-nf-mhs-organizational-unit ID ::= {id-nf 11}
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id-nf-mhs-pds-name ID ::= {id-nf 12}
id-nf-mhs-physical-delivery-country ID ::= {id-nf 13}
id-nf-mhs-postal-code ID ::= {id-nf 14}
id-nf-mhs-prmd ID ::= {id-nf 15}
id-nf-mhs-surname ID ::= {id-nf 16}
id-nf-mhs-terminal-identifier ID ::={id-nf 17}
id-nf-mhs-terminal-type ID ::= {id-nf 18}
id-nf-routing-collective ID ::= {id-nf 19}

-- Attributes

id-at-calling-psaps ID ::= {id-at 0}
id-at-connection-group-name ID ::={id-at 1}
id-at-connection-type ID ::= {id-at 2}
id-at-entry-connection-group-name ID ::={id-at 3}
id-at-enymmeTated-ftag ID={f0-ar4}
id-at-glopal-domain-identifier ID ::= {id-at 5}
id-at-grdup-mta-password ID ::= {id-at 6}
id-at-locpl-exit-connection-group-name ID ::={id-at 7}
id-at-mgmber-mta ID ::= {id-at 8}
id-at-mhs-admd-name ID ::= {id-at 9}
id-at-mhis-common-name ID ::= {id-at 10}
id-at-mhis-country-name ID ::= {id-at 11}
id-at-mhis-expression-matches ID ::= {id-at 12}
id-at-mhis-extended-network-address ID ::= {id-at 13}
id-at-mhis-generation-qualifier ID ::= {id-at 14}
id-at-mhis-given-name ID ::= {id-at 15}
id-at-mhis-initials ID ::= {id-at 16}
id-at-mhis-message-transfer-agent ID ::={id-at 17}
id-at-mhis-network-address ID ::= {id-at 18}
id-at-mhis-next-level-complete ID ::= {id-at 19}
id-at-mhis-numeric-user-identifier ID ::= {id-at 20}
id-at-mhis-organization-name ID ::= {id-at 21}
id-at-mhis-organizational-unit-name ID ::= {id-at 22}
id-at-mhis-pds-name-attribute ID ::= {id-at 23}
id-at-mhis-postal-code ID ::= {id-at 24}
id-at-mhis-prmd-name ID ::= {id-at 25}
id-at-mhs-routing-advice ID ::= {id-at 26}
id-at-mhis-surname ID ::= {id-at 27}
id-at-mhss-terminal-identifier ID ::= {id-at 28}
id-at-mhis-terminal-type ID ::= {id-at 29}
id-at-mt@-name ID ::= {id-at 30}
id-at-mta-password ID ::={id-at 31}
id-at-orgddress-element-name ID ::={id-at 32}
id-at-orgddress-subtrees ID ::= {id-at 33}
id-at-regpient-md-assigned-alternate-recipient ID ::= {id-at 34}
id-at-royting-collective-name ID ::= {id-at35}
id-at-segurity-context ID ::={id-at 36}
id-at-specific-passwords ID %= {id-at 37}

-- Profiles

id-pro-x25
id-pro-rfg1006
id-pro-x445

sit-exit-connection-group-name D ::= {id-at 38}

ID ::= {id-pro 0}
ID ::= {id-pro 1}
ID ::= {id-pro 2}

END -- | of MHS-Routing @bject Identifiers -
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Annex B
(normative)
Reference Definition of MHS-routing Directory Objects

This annex defines for reference purposes the object classes, attributes, and name forms specific to MHS-routing. It us
the OBJECT-CLASS, ATTRIBUTE, and NAME-FORM information object classes of ITU-T Rec. X.501 | ISO/IEC
9594-2.

MI-|1SRoutingDirectoryObjects {joint-iso-itu-t mhs(6) routing(10) modules(0) directory-objects(1)}
DHFINITIONS IMPLICIT TAGS ::=

BHGIN

-- Prologue

-- Exports everything

IMPORTS

-- Information framework

ATTRIBUTE, DistinguishedName, NAME-FORM, OBJECT-CLASS, top

FROM InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}

Selected attribute types

commonName, description, distinguishedName, PresentationAddress

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module(1) selectedAttributeTypes(5) 2}
-- MTS abstract service

GlobalDomainldentifier, InitiatorCredentials, MTAName, ORName, Password, ResponderCredentials,
SecurityContext

FROM MTSADbstractService {joint-iso-itu-t mhs(6)'mts(3) modules(0) mts-abstract-service(1)
version-1994(0)}

-- MHS Directory objects and attributes

mhs-message-transfer-agent

FROM MHSDirectoryObjectsAndAttributes {joint-iso-itu-t mhs(6) arch(5) modules(0)
directory(1) version-1997(1)}

-- MHS protocol object identifier

id-ac-mts-transfer

FROM MHSPRrotocolObjectldentifiers {joint-iso-itu-t mhs(6) protocols(0) modules(0)
object-identifiers(0) version-1994(0)}

\VIHS-routing objéct)identifiers

id-at-callifig-psaps, id-at-connection-group-name, id-at-connection-type,
id-at-eftry=connection-group-name, id-at-enumerated-flag, id-at-global-domain-identifier,
id-at-grotp-mta-password, id-at-local-exit-connection-group-name, id-at-member-mta,
idsat=mhs-message-transfer-agent, id-at-mta-name, id-at-mta-password, id-at-oraddress-subtrees,
id-at-recipient-md-assigned-alternate-recipient, id-at-routing-collective-name,
id-at-security-context, id-at-specific-passwords, id-at-transit-exit-connection-group-name,
iul'l If'bUI LLI IUbliUl =yrouy, iUI'I If'l Uulil Ig'bU“b‘bliVC, iUI'UL,'L,UI Ll ICbLiUI =yruupy, id'Ub'l I ILa'iI IfUI L1l IaLiUI 1y
id-oc-routing-collective, id-oc-routing-mta

FROM MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0)

object-identifiers (0)};

-- OBJECT-CLASSES
routingCollective OBJECT-CLASS ::={
SUBCLASS OF {top}
MUST CONTAIN {routingCollectiveName}
MAY CONTAIN {description | entryConnectionGroupName | localExitConnectionGroupName |
transitExitConnectionGroupName}
-- at least one entry-CG and exit-CG should be present --
ID id-oc-routing-collective }
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routingMTA OBJECT-CLASS ::={
SUBCLASS OF {routingCollective}
MUST CONTAIN {oRAddressSubtrees | mHSMessageTransferAgentName}
ID id-oc-routing-mta }
connectionGroup OBJECT-CLASS ::={
SUBCLASS OF {top}
MUST CONTAIN {commonName | enumeratedFlag}
MAY CONTAIN {description | connectionType | groupMTAPassword | memberMTA | securityContext}
ID id-oc-connection-group }
mTAlnformation OBJECT-CLASS ::={
KIND auxiliary
MUST CONTAIN {mTAName | globalDomainldentifier }
MAY CONTAIN  {mTAPassword | specificPasswords | callingPSAPs}
ID id-oc-mta-information }

-- ATTRIBUTE-TYPES

-- Routing-collective attribute types
routingdollectiveName ATTRIBUTE ::= {

SUBTYPE OF commonName -- see ITU-T X.520 [ ISO/IEC 9594-6 -

BINGLE VALUE TRUE

D id-at-routing-collective-name }
connectjonGroupName ATTRIBUTE ::={

ITH SYNTAX DistinguishedName

BINGLE VALUE FALSE

D id-at-connection-group-name }
entryCopinectionGroupName ATTRIBUTE ::= {

SUBTYPE OF connectionGroupName

D id-at-entry-connection-group-name }
transitExitConnectionGroupName ATTRIBUTE ::= {

SEUBTYPE OF connectionGroupName

D id-at-transit-exit-connection-group-name }
localExifConnectionGroupName ATTRIBUTE ::={

SUBTYPE OF connectionGroupName

D id-at-local-exit-connection-group-name }

-- Routing-MTA attribute types

oRAddr¢ssSubtrees ATTRIBUTE ::={
WVITH SYNTAX ORAddressSubtreeNames
SINGLE VALUE TRUE
D id-at-oraddress-subtrees }

ORAddressSubtreeNames ::= SEQUENCE OF DistinguishedName
mHSMepgsageTransferAgentName ATTRIBUTE ;=

SEUBTYPE OF distinguishedName
BINGLE VALUE TRUE
D id-at-mhs-message-transfer-agent }

-- Conrnection-group attribute types

enumeratedFlag ATTRIBUTE ::={
VITH SYNTAX BOOLEAN -- True=enumerated, False=unenumerated -
BINGLE VALUE TRUE
D id-at-enumerated-flag }
connectfonType ATTRIBUTE ::={
ITH SYNTAX ConnectionInformation
BINGLEVALUE TRUE
D id-at-connection-type }

Connectlioninformation ::= SET {
application-context  [0] OBJECT IDENTIFIER DEFAULT id-ac-mts-transfer,
profiles [1] SET OF OBJECT IDENTIFIER OPTIONAL,
dn-used-in-a-associate [2] BOOLEAN DEFAULT TRUE,
network-address-reliable [3] BOOLEAN DEFAULT TRUE,
authentication-method  [4] AuthenticationMethod DEFAULT simple-password}

AuthenticationMethod ::= INTEGER {

no-authentication (0),
simple-password (),
strong-authentication (2) }
groupMTAPassword ATTRIBUTE ::= {
WITH SYNTAX Password
SINGLE VALUE TRUE
ID id-at-group-mta-password }
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memberMTA ATTRIBUTE ::={
WITH SYNTAX RoutingMTAName
SINGLE VALUE FALSE
ID id-at-member-mta }

RoutingMTAName ::= RoutingCollectiveName

RoutingCollectiveName ::= DistinguishedName

securityContext ATTRIBUTE ::={
WITH SYNTAX SecurityContext
SINGLE VALUE TRUE
ID id-at-security-context }

-- MTA-information attribute types

ISO/IEC 10021-10:1998 (E)

mTAName ATTRIBUTE ::={

WITH SYNTAX MTAName

SINGLE VALUE TRUE

ID id-at-mta-name }
glgbalDomainldentifier ATTRIBUTE ::= {

WITH SYNTAX GlobalDomainldentifier

SINGLE VALUE TRUE

ID id-at-global-domain-identifier }
mTAPassword ATTRIBUTE ::={

WITH SYNTAX Password

SINGLE VALUE TRUE

ID id-at-mta-password }
specificPasswords ATTRIBUTE ::= {

WITH SYNTAX SpecificPassword

SINGLE VALUE FALSE

ID id-at-specific-passwords }

SpecificPassword ::= SET {

routing-collective-name RoutingCollectiveName,
this-mta-password [0] Password,
calling-mta-password [1] Password }

calingPSAPs ATTRIBUTE ::={

WITH SYNTAX PresentationAddress
SINGLE VALUE FALSE
ID id-at-calling-psaps }

-- NAME-FORMS

rogtingCollectiveNameForm NAME-FORM ::= {
NAMES routingCollective
WITH ATTRIBUTES {routingCollectiveName}
ID id-nf-routing-collective }

copnectionGroupNameForm NAME-FORM ::= {
NAMES copnectionGroup
WITH ATTRIBUTES {commonName}
ID id-nf:connection-group}

END -- of MHS-routing Diréctory Objects
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Annex C
(normative)
Reference Definition of MHS-routing OR-address-subtree

This annex defines for reference purposes the object classes, attributes, name forms, and matching rules that define the
OR-address-subtredt uses the OBJECT-CLASS, ATTRIBUTE, NAME-FORM and MATCHING-RULE information
object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2.

MHSRoptingORAddressSubtree {joint-iso-itu-t mhs(6) routing(10) modules(0) oraddress-subtree(2)}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN
-- Proldgue

-- Expdrts everything
IMPORTS

-- MHS}routing Directory objects

RoutingCollectiveName

FROM MHSRoutingDirectoryObjects {joint-iso-itu-t mhs(6) routing(10) modules(0)
directory-objects(1)}

-- MTS|abstract service

NonDeliveryDiagnosticCode, NonDeliveryReasonCode, ORAddress, ORName, RecipientName,
Bupplementarylnformation, UniversalOrBMPString{}

FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)
version-1994(0)}

-- MTS|upper bounds

b-common-name-length, ub-country-name-numeric-length,-tih-domain-defined-attribute-type-length,
b-domain-defined-attribute-value-length, ub-domain-name:length, ub-generation-qualifier-length,
b-given-name-length, ub-initials-length, ub-numeric-user=id-length,

b-organization-name-length, ub-organizational-unitsname-length, ub-pds-name-length,
b-postal-code-length, ub-surname-length, ub-terminal-id-length, ub-x121-address-length

FROM MTSUpperBounds {joint-isq<itu~t'mhs(6) mts(3) modules(0) upper-bounds(3)}
-- MHS}routing object identifiers

d-at-mhs-admd-name, id-at-mhs-gommon-name, id-at-mhs-country-name,
d-at-mhs-expression-matches, id-at-mhs-extended-network-address,
d-at-mhs-generation-qualifier,.id*at-mhs-given-name, id-at-mhs-initials,
d-at-mhs-network-address, id-at-mhs-numeric-user-identifier, id-at-mhs-organization-name,
d-at-mhs-organizationalurit-name, id-at-mhs-pds-name-attribute, id-at-mhs-postal-code,
d-at-mhs-prmd-name{idsat-mhs-routing-advice, id-at-mhs-next-level-complete, id-at-mhs-surname,
d-at-mhs-terminal-identifier, id-at-mhs-terminal-type, id-at-oraddress-element-name,
d-at-recipient-md-assigned-alternate-recipient, id-nf-mhs-admd, id-nf-mhs-common-name,
d-nf-mhs-counitry, id-nf-mhs-extended-network-address, id-nf-mhs-generation-qualifier,
d-nf-mhs-given-name, id-nf-mhs-initials, id-nf-mhs-network-address,
d-nf-mhs-numeric-user-identifier, id-nf-mhs-organization, id-nf-mhs-organizational-unit,
d-nf-mAs-pds-name, id-nf-mhs-physical-delivery-country, id-nf-mhs-postal-code, id-nf-mhs-prmd,
d-nfmhs-surname, id-nf-mhs-terminal-identifier, id-nf-mhs-terminal-type, id-oc-mhs-admd,
d-‘ec3mhs-common-name, id-oc-mhs-country, id-oc-mhs-extended-network-address,
Foc-mhsTgeneratior=quatifrer; TiroTTmiTSTgive = TTanTe;, o CTiTSEitats;
id-oc-mhs-network-address, id-oc-mhs-numeric-user-identifier, id-oc-mhs-or-address-element,
id-oc-mhs-organization, id-oc-mhs-organizational-unit, id-oc-mhs-pds-name,
id-oc-mhs-physical-delivery-country-name, id-oc-mhs-postal-code, id-oc-mhs-prmd,
id-oc-mhs-surname, id-oc-mhs-terminal-identifier, id-oc-mhs-terminal-type,
id-oc-oraddress-subtree-base

FROM MHSRoutingObjectldentifiers {joint-iso-itu-t mhs(6) routing(10) modules(0)
object-identifiers(0)}
-- Information framework
ATTRIBUTE, DistinguishedName, MATCHING-RULE, NAME-FORM, OBJECT-CLASS, top

FROM InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}

46


https://standardsiso.com/api/?name=975c18a585218ef57a46405b8b2f5ccf

© ISO/IEC ISO/IEC 10021-10:1998 (E)

-- Directory authentication framework

Algorithmldentifier

FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1) auhenticationFramework(7) 3}
-- Directory certificate extensions

CertificateAssertion

FROM CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 0}
-- Selected attribute types

commonName, DirectoryString{}, name

FROM SelecledATTbuTe Types JJOMmEISo-TU-T a5(5) module( 1) SelectedAnuUTe Types(s) 25,

OR-ADDRESS-SUBTREE

-- DR-address element

oRAddressElement OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND abstract
MAY CONTAIN {routingAdvice | expressionMatches | nextLevelComplete |
recipientMDAssignedAlternateRecipient }
ID id-oc-mhs-or-address-element }
rogtingAdvice ATTRIBUTE ::={
WITH SYNTAX RoutingAdvice
SINGLE VALUE TRUE
ID id-at-mhs-routing-advice }

RdutingAdvice ::= CHOICE {

target-routing-collective [0] TargetRoutingCollective,
non-delivery-information  [1] NonDeliveryInformation,
alias-redirection [2] AliasRedirection,
dl-expansion-information [3] DLExpansioninformation,
double-envelope-information [4] DoubleEnvelopelnformation,

}

TafgetRoutingCollective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveName,
local-user-identifier [1] UniversalQrBMPString {ub-local-user-identifier} OPTIONAL }

ubflocal-user-identifier INTEGER ::= 128

NdnDeliverylnformation ::= SEQUENCE {

reason [0] NonDeliveryReasonCode,

diagnostic [1] NonDeliveryDiagnosticCode OPTIONAL,
supplementary-information [2] Supplementarylnformation OPTIONAL }

AlipsRedirection ::= SEQUENCE/{
redirection-address [0] ORAddress,
edit [1] BOOLEAN DEFAULT TRUE }

DUExpansioninformation ::= SEQUENCE {

dl-expansion*routing-collectives [0] SET OF TargetRoutingCollective,

dl-name [1] MHSDistributionListName OPTIONAL,
any=mta‘may-expand [2] BOOLEAN DEFAULT FALSE }

MJlSDistributionListName ::= DistinguishedName

DdubleEnvelopelnformation ::= SEQUENCE {
envelope-opener [0] ORAddressAndDirectoryName,
content-confidentiality-algorithm-preference [1] SEQUENCE OF AlgorithmInformation,
key-encryption-algorithm-preference [2] SEQUENCE OF Algorithminformation OPTIONAL,
message-origin-algorithm-preference [3] SEQUENCE OF Algorithminformation OPTIONAL,
token-signature-algorithm-preference [4] SEQUENCE OF AlgorithmInformation OPTIONAL,

.}
ORAddressAndDirectoryName ::= ORName -- with both Directory name and OR-address present --

AlgorithmInformation ::= SEQUENCE {
algorithm-identifier [O] Algorithmldentifier,
originator-certificate-selector [1] CertificateAssertion OPTIONAL,
recipient-certificate-selector [2] CertificateAssertion OPTIONAL }
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expressionMatches ATTRIBUTE ::= {

WITH SYNTAX ExpressionMatches
SINGLE VALUE TRUE
ID id-at-mhs-expression-matches }

ExpressionMatches ::= SEQUENCE OF ExpressionMatch

ExpressionMatch ::= SEQUENCE {
filter-set SET OF ORAddresskFilter,
routing-advice  RoutingAdvice }

ORAddressFilter ::= SEQUENCE {
attribute-type  CHOICE {
standard-attribute INTEGER,
____domain-defined-attribute UniversalOQrBMPString {

© ISO/IEC

ub-domain-defined-attribute-type-lengfh} 1
attern ExtendedRegularExpression }

ExtendedRegularExpression ::= UniversalOrBMPString {ub-extended-regular-expression}
ub-extenpded-regular-expression INTEGER ::= 1024

nextLevglComplete ATTRIBUTE ::={

VITH SYNTAX NULL

BINGLE VALUE TRUE

D id-at-mhs-next-level-complete }
recipienfMDAssignedAlternateRecipient ATTRIBUTE ::= {

ITH SYNTAX ORName

BINGLE VALUE FALSE

COLLECTIVE TRUE

D id-at-recipient-md-assigned-alternate-recipient }

-- OR-gddress element subclasses
oRAddré¢ssSubtreeBase = OBJECT-CLASS ::={

EUBCLASS OF {oRAddressElement}
IND structural
MUST CONTAIN {commonName}
D id-oc-oraddress-subtree-base }

-- Cominon OR-address object classes

mHSColintry OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
IND structural
MUST CONTAIN {mHSCountryName}
D id-oc-mhs-country }
mHSADMD OBJECT-CLASS ::={
EUBCLASS OF {oRAddressElement}
IND structural
MUST CONTAIN {mHSADMDName}
D id-oc-mhs-admd }
MHSPRMD OBJECT-CLASS ::={
SEUBCLASS OF {0RAddressElement}
IND structural
MUST CONTAIN {mHSPRMDName}
D id-oc-mhs-prmd }

-- Mnemnonic ©R-address object classes

mHSOrganization OBJECT-CLASS ::={

BUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationName}

ID id-oc-mhs-organization }
mHSOrganizationalUnit OBJECT-CLASS ::= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSOrganizationalUnitName}

ID id-oc-mhs-organizational-unit }
mHSCommonName OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSCommonNameAttribute}

ID id-oc-mhs-common-name }
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mHSSurname OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSSurnameAttribute}
ID id-oc-mhs-surname }
mHSGivenName OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSGivenNameAttribute}
ID id-oc-mhs-given-name }
mHSinitials OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSiInitialsAttribute}
l ID id-oc-mhs-initials }
mHSGenerationQualifier OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSGenerationQualifierAttribute}
ID id-oc-mhs-generation-qualifier }

Terminal OR-address object classes

mH SNetworkAddress OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSNetworkAddressAttribute}

ID id-oc-mhs-network-address }
mHSExtendedNetworkAddress OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSExtendedNetworkAddressAttribute}

ID id-oc-mhs-extended-network-address }
mHSTerminalldentifier OBJECT-CLASS ::= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSTerminalldentifierAttribute}

ID id-oc-mhs-terminal-identifier }
mHSTerminalType OBJECT-CLASS ::={

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSTerminalTypeAttribute}

ID id-oc-mhs-terminal-type.}

Numeric OR-address object classes
mHSNumericUserldentifier OBJECT-CLASS <:= {

SUBCLASS OF {oRAddressElement}

KIND structural

MUST CONTAIN {mHSNumericUserldentifierAttribute}
ID id-ac-mhs-numeric-user-identifier }

Postal OR-address@bject classes

mHSPDSName OBJECT-CLASS ::={
SUBCLASSOF {oRAddressElement}
KIND structural
MUST ' CONTAIN {mHSPDSNameAttribute}
ID. id-oc-mhs-pds-name }
mHSPhysicalDeliveryCountry OBJECT-CLASS ::= {
T SUBCLASS OF {mHSCountry}
KIND Stroctorat
ID id-oc-mhs-physical-delivery-country-name }
mHSPostalCode OBJECT-CLASS ::={
SUBCLASS OF {oRAddressElement}
KIND structural
MUST CONTAIN {mHSPostalCodeAttribute}
ID id-oc-mhs-postal-code }

-- OR-address element name

oRAddressElementName ATTRIBUTE ::={
SUBTYPE OF name
SINGLE VALUE TRUE
ID id-at-oraddress-element-name }
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-- Common OR-address element names

mHSCountryName ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName -- contains ISO 3166 and X.121 codes only --

WITH SYNTAX DirectoryString {ub-country-name-numeric-length}

ID id-at-mhs-country-name }
mMHSADMDName ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-domain-name-length}

ID id-at-mhs-admd-name }
mHSPRMDName ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-domain-name-length}

ID id-at-mhs-prmd-name }
-- Mnenonic OR-address element names
mHSOrganizationName  ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-organization-name-length}

D id-at-mhs-organization-name }
mHSOrganizationalUnitName ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-organizational-unit-name-length}

D id-at-mhs-organizational-unit-name }
mHSCommonNameAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-common-name-length}

D id-at-mhs-common-name }
mHSSufnameAttribute  ATTRIBUTE ::={

SEUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-surname-length}

D id-at-mhs-surname }
mHSGienNameAttribute ATTRIBUTE ::={

SEUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-given-name-length}

D id-at-mhs-given-name }
mHSinitlalsAttribute  ATTRIBUTE ::={

SEUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-initials-length}

D id-at-mhs-initials }
mHSGeperationQualifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoryString {ub-generation-qualifier-length}

D id-at-mhs-generation-qualifier }
-- Ternlinal OR-address element names
mHSNefjworkAddressAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

VITH SYNTAX DirectoeryString {ub-x121-address-length}

D id~at-mhs-network-address }
mHSExtendedNetworkAddressAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WVITH SYNTAX DirectoryString {ub-extended-network-address-length}

D id-at-mhs-extended-network-address }
ub-extended-network-address-length INTEGER ::= 256
mHSTelminalidentifierAttribute ATTRIBUTE ::= {

SEUBTYPE OF oRAddressElementName

MTHSYNTAX DirectoryString {ub-termimat-id-fengtiy

ID id-at-mhs-terminal-identifier }
mHSTerminalTypeAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-terminal-type-length}

ID id-at-mhs-terminal-type }

ub-terminal-type-length INTEGER ::=5

-- Numeric OR-address element names
mHSNumericUserldentifierAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName
WITH SYNTAX DirectoryString {ub-numeric-user-id-length}
ID id-at-mhs-numeric-user-identifier }
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-- Postal OR-address element names
mHSPDSNameAttribute ATTRIBUTE ::= {

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-pds-name-length}

ID id-at-mhs-pds-name-attribute }
mHSPostalCodeAttribute ATTRIBUTE ::={

SUBTYPE OF oRAddressElementName

WITH SYNTAX DirectoryString {ub-postal-code-length}

ID id-at-mhs-postal-code }

-- OR-address-subtree name forms
mHSCountryNameForm NAME-FORM ::={

NAMES mHSCountry

WITH ATTRIBUTES {mHSCountryName}

ID id-nf-mhs-country }
miSADMDNameForm NAME-FORM ::={

NAMES mHSADMD

WITH ATTRIBUTES {mHSADMDName}

ID id-nf-mhs-admd }
miSPRMDNameForm NAME-FORM ::={

NAMES mHSPRMD

WITH ATTRIBUTES {mHSPRMDName}

ID id-nf-mhs-prmd }
mHSOrganizationNameForm NAME-FORM ::= {

NAMES mHSOrganization

WITH ATTRIBUTES {mHSOrganizationName}

ID id-nf-mhs-organization }
mHSOrganizationalUnitNameForm NAME-FORM ::= {

NAMES mHSOrganizationalUnit

WITH ATTRIBUTES {mHSOrganizationalUnitName}

ID id-nf-mhs-organizational-unit }
milSCommonNameForm NAME-FORM ::={

NAMES mHSCommonName

WITH ATTRIBUTES {mHSCommonNameAttribute}

ID id-nf-mhs-common-name }
miSSurnameNameForm NAME-FORM ::={

NAMES mHSSurname

WITH ATTRIBUTES {mHSSurnameAttribute}

ID id-nf-mhs-surname }
mHSGivenNameNameForm NAME-FORM ::= {

NAMES mHSGivenName

WITH ATTRIBUTES {mHSGivenNameAttribute}

ID id-nf-mhs-given-name }
mHiSinitialsNameForm NAME-FORM¢:= {

NAMES mHSInitials

WITH ATTRIBUTES {mHSinitialsAttribute}

ID id-nf-mhs-initials }
miSGenerationQualifierNameForm NAME-FORM ::={

NAMES mHSGenerationQualifier

WITH ATTRIBUTES: {mHSGenerationQualifierAttribute}

ID id-nf-mhs-generation-qualifier }
mHSNetworkAddressNameForm NAME-FORM ::= {

NAMES mHSNetworkAddress

WITHATTRIBUTES {mHSNetworkAddressAttribute}

ID id-nf-mhs-network-address }
mH SExtendedNetworkAddressNameForm NAME-FORM ::={

NAMES mHSExtendedNetworkAddress

ID id-nf-mhs-extended-network-address }
mHSTerminalldentifierNameForm NAME-FORM ::= {

NAMES mHSTerminalldentifier

WITH ATTRIBUTES {mHSTerminalldentifierAttribute}

ID id-nf-mhs-terminal-identifier }
mHSTerminalTypeNameForm NAME-FORM ::={

NAMES mHSTerminalType

WITH ATTRIBUTES {mHSTerminalTypeAttribute}

ID id-nf-mhs-terminal-type }
mHSNumericUserldentifierNameForm NAME-FORM ::= {

NAMES mHSNumericUserldentifier

WITH ATTRIBUTES {mHSNumericUserldentifierAttribute}

ID id-nf-mhs-numeric-user-identifier }
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mHSPDSNameNameForm NAME-FORM ::= {
NAMES mHSPDSName
WITH ATTRIBUTES {mHSPDSNameAttribute}
ID id-nf-mhs-pds-name }

mHSPhysicalDeliveryCountryNameForm NAME-FORM ::= {
NAMES mHSPhysicalDeliveryCountry
WITH ATTRIBUTES {mHSCountryName}
ID id-nf-mhs-physical-delivery-country }

mHSPostalCodeNameForm NAME-FORM ::= {
NAMES mHSPostalCode
WITH ATTRIBUTES {mHSPostalCodeAttribute}
ID id-nf-mhs-postal-code }

END -- of MHS-routing OR-address-subtree

© ISO/IEC
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Annex D
(normative)
OR-address-subtree structure

This annex describes the DIT structure of the OR-address-subtree using the name forms defined in 8.6.
The integer identifiers assigned in this annex and used in Figure D-1 are arbitrary and have no global (or standardize

significance. A particular structure rule identifier has significance only within the scope of the subschema in which it
applies. However, the relationships shown between OR-address elements reflect those defined in 9.1.3.4 and a

normative.
OR-address
Subtree Baseg
superior

Address
immediate
subordinate
MHS Termlna

Identlfler

MHS ADMD 33

28 31

<MHS Termina

Type
MHS Numeric
T~ User ID

36

MHS Postal
Code

MHS Generatio 22
Qualifier

Figure D.1 - OR-address subtree structure

D.1 Common OR-address elements

NoTe— Certain structure rules may be disallowed under MHS ADMD, for an ADMD value of siragle, sp thoseauntries where
this value is permitted. Other structure rules may be disallowed under an ADMD value of single zero.

D.1.1 MHS Country
The attribute MHS Country Name is used for naming.

OR-address Subtree Base may be the immediate superior of entries of object class MHS Country.

srl  STRUCTURE-RULE ::={
NAME FORM mHSCountryNameForm
ID 1}
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