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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commiss

ion) form

the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal

with particular fields ot technical activity. ISO and IEC technical committees collaborate in fields of mutug
(Orther international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take
work. In the field of information technology, ISO and IEC have established a joint technical committee, ASO/IE

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

—]

he main task of the joint technical committee is to prepare International Standards. Draft International
dopted by the joint technical committee are circulated to national bodies for voting, Publication as an Inf
tandard requires approval by at least 75 % of the national bodies casting a vote.

o

>

[ttention is drawn to the possibility that some of the elements of this document may be the subject of patent r
nd IEC shall not be held responsible for identifying any or all such patent rights.

o

p—

BO/IEC 10021-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subg
SC 6, Telecommunications and information exchange between systenis.

Trhis part of ISO/IEC 10021 is technically aligned with ITU-T,Recommendation F.400/X.400 (1999) but is not
ak identical text.

This second edition cancels and replaces the first edition (ISO/IEC 10021-1:1990), which has been technically
aJso incorporates Technical Corrigenda 1 to 7 and consolidates Amendment 1:1994.

IBO/IEC 10021 consists of the following parts,’under the general title Information technology — Message
Systems (MHS):

—+ Part 1: System and service overview

—+ Part 2: Overall architectuye

—+  Part 4: Message transfer-system — Abstract service definition and procedures
—+  Part 5: Message stove: Abstract service definition

—+ Part 6: Protocgl specifications

—+  Part 7 Interpersonal messaging system

—+ Papt8: Electronic Data Interchange Messaging Service

1 interest.
bart in the
C JTC 1.

Standards
ernational

ghts. ISO

ommittee

published

revised. It

Handling

—_Part 9: Electronic Data Interchange Messaging System

—  Part 10: MHS routing

— Part 11: MHS Routing — Guide for messaging systems managers [ Technical Report]
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Introduction

This document is one of a set of Recommendations | International Standards for Message Handling. The entire set

provides a

comprehensive specification for a Message Handling System (MHS) comprising any number of co-operating

open systems.

Message Handling Systems and Services enable users to exchange messages on a store-and-forward basis. A mé€ssag

submitted

larger Mdssage Handling System (MHS), and is subsequently delivered to one or more additional users, the ‘message}

recipients|

An MHS

perform the store-and-forward message transfer function. Message Stores (MSs) provide storage for messages and enab

their sub

links to other communication systems and Services of various kinds (e.g., Telematic ServicesyPdstal Services).

This part pf ISO/IEC 10021 specifies the overall system and service description of Message Handling capabilities.

[N

by one user, the originator, is conveyed by the Message Transfer System (MTS), the principal compenent of]

w

o

comprises a variety of interconnected functional entities. Message Transfer Agents (MTAS) co-operate {

o o

ission, retrieval and management. User Agents (UAs) help users access MHS. Aecess Units (AUs) provid

vi
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Information technology — Message Handling Systems (MHS) —

Part 1:
System and service overview

1 Scope

This part of ISO/IEC 10021 defines the overall system and service of an MHS and serves as\a“general overview

—

BO/IEC 10021 (all parts) defining the Message Handling System and Services is@Shown in Table 1.

—]

he technical aspects of MHS are defined in other parts of ISO/IEC 10021% The overall system architecture d
defined in ISO/IEC 10021-2:2003.

2 Normative references

The following referenced documents are indispensable fof the application of this document. For dated refere
the edition cited applies. For undated references, the latest edition of the referenced document (incly
amendments) applies.

IBO/IEC 7498-1:1994, Information technology’= Open Systems Interconnection — Basic Reference Model:
Model

BO/IEC 8649:1996, Information techinology — Open Systems Interconnection — Service definition for the A
dontrol Service Element

—

et

BO/IEC 8824-1:1998, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic

p—t

BO/IEC 8825-1:1998, duformation technology — ASN.1 encoding rules: Specification of Basic Encoding Ru
danonical EncodingRulés (CER) and Distinguished Encoding Rules (DER)

p—

BO/IEC 9066-14989, Information processing systems — Text communication — Reliable Transfer — Part 1: A
rvice definition

“

—

BO/LECA3712-1:1995, Information technology — Remote Operations: Concepts, model and notation

of MHS.

ther aspects of Message Handling Systems and Services are defined in other parts . efASO/IEC 10021. The structure of

f MHS is

ices, only
ding any

['he Basic

sociation

notation

es (BER),

Hodel and

Ilﬂ/ﬂ?f‘ 0594 (all narts) Information technoloov — Onen Svustems Interconnection — The Directory
\ r 75 J [SX4 r 7 J

ISO/IEC 10021-2:2003, Information technology — Message Handling Systems (MHS) — Part 2: Overall architecture

ISO/IEC 10021-4:2003, Information technology — Message Handling Systems (MHS) — Part 4: Message transfer system:

Abstract service definition and procedures

ISO/TIEC 10021-5:1999, Information technology — Message Handling Systems (MHS) — Part 5: Message store
service definition

: Abstract

ISO/TEC 10021-6:2003, Information technology — Message Handling Systems (MHS) — Part 6: Protocol specifications

© ISO/IEC 2003 — All rights reserved
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ISO/IEC 10021-7:2003, Information technology — Message Handling Systems (MHS) — Part 7: Interpersonal messaging

system

ISO/IEC 10021-8:1999, Information technology — Message Handling Systems (MHS) — Part8: Electronic Data
Interchange Messaging Service

ISO/IEC 10021-9:1999, Information technology — Message Handling Systems (MHS) — Part9: Electronic Data
Interchange Messaging System

ISO/TEC 10021-10:1999, Information technology — Message Handling Systems (MHS) — Part 10: MHS routing

ISO/IEC
for messa

ISO/TEC
architecty

ISO/IEC
informati

ISO/IEC
Transfer |

CCITT R|
messagin

CCITT R|
CCITT R|
CCITT R|

CCITT R|

10021-11:1999, Information technology — Message Handling Systems (MHS) — Part 11: MHS Routing ='Guid
bing systems managers

Q

[ 1588-1:1996, Information technology — Message Handling Systems (MHS) management — Part\: Model and
re

| 1588-3:1997, Information technology — Message Handling Systems (MHS) management — Part 3: Logging
.

| 1588-8:1997, Information technology — Message Handling Systems (MHS)/management — Part 8: Messad
gent management.

Q

~

bcommendation F.423:1992, Message handling services: Intercommfiunication between the interpersond
b service and the telefax service

ecommendation F.440:1992, Message handling services: Thévoice messaging service
ecommendation T.330:1988, Telematic access to interpersonal messaging system
pcommendation X.408 (1988), Message handling svstems: Encoded information type conversion rules

pcommendation X.440 (1992), Message handling systems: Voice messaging system
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Table 1 — Structure of MHS Standards

Short title

Joint MHS

Joint support

ITU-T only

ISO/IEC

ITU-T

ISO/IEC ITU-T

System Service

MHS:
MHS:
MHS:
MHS:

System and service overview
Overall architecture
Encoded information type conversion rules

MTS: Abstract service definition and
procedures

10021-1
10021-2

10021-4

X.400
X.402

X.411

F.400

X.408

IMHS:
IMHS:
IMHS:
Telematic Access to [IPMS
IMHS:
MHS:
MHS:
MHS:
IMHS:
IMHS:

MS: Abstract -service definition
Protocol specifications
Interpersonal messaging system

EDI messaging service
EDI messaging system
Voice messaging service
Voice messaging system
Routing

Routing: Guide for Messaging System
Managers

10021-5
10021-6
10021-7

10021-8

10021-9

10021-10
10021-11

X413
X419
X.420

F.435

X.435

X412
X.404

T.330

F.440
X.440

IMHS:

IMHS:
IMHS:

IMHS:
IMHS:

IMHS:

Naming and addressing for public
MH services

The public message transfer service
Intercommunication with public physical
delivery services

The public IPM service

Intercommunication between IPM
service and Telex

Intercommunication between IPM service
and Telefax

F.401

F.410
F.415

F.420
F.421

F.423

OSI:
OSI:

OSI:

OSI:
OSI:
OSI:
OSI:
OSI:

OSI:
OSI:

Basic Reference Model

Specification of Abstract Syntax Notation,One
(ASN.1)

Specification of Basic Encoding Rules)for
Abstract Syntax Notation One (ASN.1)

Association Control: Service Pefinition
Association Control: Protocel Specification
Reliable Transfer: Medel.and service definition
Reliable Transfer: @rotocol Specification

Remote Operations: Concepts, Model &
Notation

Remote Operations: Service Definition
Remegte,Operations: Protocol Specification

7498-1 X.200
8824-1 X.680

8825-1 X.690

8649 X.217
8650-1 X.227
9066-1 X.218
9066-2 X.228
13712-1 X.880

13712-2 X.881
13712-3 X.882

3 ““Terms and definitions

For the purposes of this document, the terms and definitions given in Annex A and the following apply.

3.1 Open Systems Interconnection

This part of ISO/IEC 10021 makes use of the following terms defined in ISO/IEC 7498-1:

a) Application Layer;

b) application-process;

¢) Open Systems Interconnection;
d) OSI Reference Model.

© ISO/IEC 2003 — All rights reserved
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3.2 Directory Systems

This part of ISO/IEC 10021 makes use of the following terms defined in ISO/IEC 9594-1:

a) directory entry;

b) directory system agent;
c) Directory System;

d) directory user agent.

This part pf ISO/IEC 10021 makes use of the following terms defined in ISO/IEC 9594-2:
e) attribpute;

f) group;

g) namg.

4 Abbreviations

A Additional

ADMD Administration Management Domain
AU Access Unit

CA Contractual Agreement

DL Distribution List

DSA Directory System Agent

DUA Directory User Agent

E Essential

EDI Electronic Data Interchange
EIT Encoded Information Type
1/0 Input/Output

IP Interpersonal

IPM Interpersonal Messaging
IPMS Interpersonal Messaging System
MD Management Domain

MH Message Handling

MHS Message Handlifig System
MS Message Store

MT Message ‘[ransfer

MTA Message Transfer Agent

MTS Message Transfer System
N/A Notappiicable

OR Originator/Recipient

OSI Open Systems Interconnection
PD Physical Delivery

PDAU Physical Delivery Access Unit
PDS Physical Delivery System

PM Per-message

PR Per-recipient

PRMD Private Management Domain

4 © ISO/IEC 2003 — Al rights reserved
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PTLXAU Public Telex Access Unit

RPOA Recognized Private Operating Agency
TLMA Telematic Agent

TLXAU Telex Access Unit

UA User Agent

5 Conventions

:2003(E)

—

h this Standard, the expression “Administration” is used to indicate a telecommunication Administration;, a-1
private operating agency, and, in the case of intercommunication with Public Delivery Service, a PostalAdmini

an

Purpose

his part of ISO/IEC 10021 is one of a set of Recommendations which describes the" system model and el
prvice of the Message Handling System (MHS) and Services. This part of ISO/IEC{Q0021 overviews the capd
h MHS that are used for the provision of MH Services to enable users to exchange messages on a store-an|
asis.

g o »n g

hiterconnection (OSI Reference Model) (ISO/IEC 7498-1) and uses the Presentation Layer Services and Servic]
y other, more general, Application Service Elements. An MHS cawbe.constructed using any network fitting in|
f OSI. The Message Transfer Service provided by the MTS is.application independent. An example of a sta
pplication is the IPM service. End systems can use the MT Serviee for specific applications that are defined bil

L O o =

wal

lements of Service are the service features provided through the Application Processes. The Elements of S
pnsidered to be components of the services provided-to users and are either elements of a basic service o
ptional user facilities, classified either as essential-optional user facilities, or as additional optional user facilif

SO

D |

Functional Model of MHS

he MHS functional model serves,as-a tool to aid in the development of International Standards for MHS, a|
escribing the basic concepts thatican be depicted graphically. It comprises several different functional compo
rork together to provide MH services. The model can be applied to a number of different physical and orga
pnfigurations.

o < o

~]

.1 Description‘ef the MHS Model

| functional view of the MHS model is shown in Figure 1. In this model, a user is either a person or a computg
sers are gither direct users (i.e. engage in message handling by direct use of MHS), or are indirect users [i.e.
essage “handling through another communication system (e.g. a physical delivery system) that is linked to
erAS referred to as either an originator (when sending a message) or a recipient (when receiving a message)

familiar

bcognized
Stration.

bments of
bilities of
d-forward

he message handling system is designed in accordance with the principles of the Reference Model of Open Systems

es offered
the scope
ndardized
aterally.

ervice are
- they are
ies.

hd aids in
nents that
nizational

r process.
engage in
MHS]. A
Message
o transfer

andling Elements of Service define the set of message types and the capabilities that enable an originator

messages oI those types 10 one or more recipients.

An originator prepares messages with the assistance of his User Agent. A User Agent (UA) is an application process that
interacts with the Message Transfer System (MTS) or a Message Store (MS), to submit messages on behalf of a single

user. The MTS delivers the messages submitted to it, to one or more recipient UAs, Access Units (AUs), or MS

s, and can

return notifications to the originator. Functions performed solely by the UA and not standardized as part of the message
handling Elements of Service are called local functions. A UA can accept delivery of messages directly from the MTS, or

it can use the capabilities of an MS to receive delivered messages for subsequent retrieval by the UA.

The MTS comprises a number of Message Transfer Agents (MTAs). Operating together, in a store-and-forward manner,

the MTAs transfer messages and deliver them to the intended recipients.

© ISO/IEC 2003 — All rights reserved
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Access by indirect users of MHS is accomplished by AUs. Delivery to indirect users of MHS is accomplished by AUs,

such as in the case of physical delivery, by the Physical Delivery Access Unit (PDAU).

The Message Store (MS) is an optional general purpose capability of MHS that acts as an intermediary between the UA
and the MTA. The MS is depicted in the MHS Functional Model as shown in Figure 1. The MS is a functional entity
whose primary purpose is to store delivered, and, optionally, submitted messages and permit their retrieval by the
MS-user (UA). The MS also allows for submission from, and alerting to the MS-user.

The collection of UAs, MSs, AUs and MTAs is called the Message Handling System (MHS).

7.2 Structure of Messag

The basic
content. I
content is

€S

structure of messages conveyed by the MTS is shown in Figure 2. A message is made up of an envelope and
he envelope carries information that is used by the MTS when transferring the message within the"MTS. Th
the piece of information that the originating UA wishes to be delivered to one or more reeipient UAs. TH

MTS neither modifies nor examines the content, except for conversion (see clause 16).

o O o

\ 4

User

User Other telematic services User
A
MHS QD
A
MTS A
MTA
User < #@'\ / \
|
MTA < > MTA [« > MS UA
Wl
User | [« >@/ \ /
MTA
A
v
PDAU )
*1
v
Physical Delivery
User Services User

T0102780-93/d01

* 1) Message input from PDS to MHS is not currently possible. Flow from PD services to the PDAU shown is for the purpose of

notifications.

Figure 1 — MHS Functional Model
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Envelope Content

Figure 2 — Basic Message Structure

7.3 Application of the MHS model

7.3.1 Physical Mapping

sers access UAs for message processing purposes, for example, to create, presént) or file messages. A user cg

o <

(set of) computer process(es) in an intelligent terminal.

In the first case the UA accesses the MT Elements of Service by intetacting directly with the MTA in the same
the second case, the UA/MS will communicate with the MTA via standardized protocols specified for MHS
possible for an MTA to be implemented in a system without UAs or MSs.

Jome possible physical configurations are shown in Figures 3 and 4. The different physical systems can be corl
npeans of dedicated lines or switched network connections.

@) O
UA UA w

1/O.device 1/0 device
MTA

Processing system

Figure 3 — Co-resident UA and MTA

2003(E)

n interact

rith a UA via an input/output (I/O) device or process (e.g. keyboard, display,\printer etc.). A UA can be implemented as

A UA and MTA can be co-located in the same system, or a UA/MS.can be implemented in physically separat¢ systems.

ystem. In
It is also

nected by

o T

I

1/0 device
UA MS —1 MTA MTA
Processing

"Intelligent" Processing system
terminal system

Figure 4 — Stand-alone UA and Co-resident MS/MTA and UA/MTA
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7.3.2  Organizational Mapping

An Administration or organization can play various roles in providing Message Handling Services. An organization in
this context can be a company or a non-commercial enterprise.

The collection of at least one MTA, zero or more UAs, zero or more MSs, and zero or more AUs constitutes a
Management Domain (MD). An MD provides Message Handling Services in accordance with the classification of
Elements of Service as described in clause 19. A Management Domain may be classified as either an Administration
Management Domain (ADMD) or a Private Management Domain (PRMD) with the definitions given in Annex A. The
relationship between Management Domains is shown in Figure 5.

733 A

In one ¢
between
within thd

An Admij
— user
—  privg
—  privg
—  privg
—  user
See also
Administ
also exist]
UA via ai
In the cas|
or MS, us
MDs, pro
A private

Access cd

734 P
An organ
forming a

is charact

A PRMD

dministration Management Domain

untry, one or more ADMDs can exist. An ADMD is characterized by its provision of relaying. functior
ther Management Domains and the provision of the Message Transfer Service for the applieations providg
ADMD.

histration can provide access for its users to the ADMD in one or more of the following ways:

to Administration provided UA;
te UA to Administration MTA;
te UA to Administration MS;

te MTA to Administration MTA,;
to Administration provided AU.

he examples of configurations shown in Figures 3 and 4.

ation provided UAs can exist as part of an intelligent tétminal that the user can use to access MHS. They c4g
as part of Administration resident equipment being part of MHS, in which case the user obtains access to th
1 /O device.

e of a private UA, the user has a private stand-alone UA which interacts with the Administration provided MT
ing submission, delivery and retrieval functions. A private, stand-alone UA can be associated with one or mof
vided that the required naming convertigns are preserved.

MTA as part of a PRMD can actess one or more ADMDs in a country, following national regulations.

n also be provided by Administration provided AUs described in clauses 10 and 11.

rivate Management-Domain

ization other.than an Administration can have one or more MTAC(s), and zero or more UAs, AUs and MY
PRMD which can interact with an ADMD or other PRMD on an MD-to-MD (MTA-to-MTA) basis. A PRM
brized by-the provision of messaging functions within that Management Domain.

can, have access to one or more ADMDs as shown in Figure 5. However, in the case of a specific interactid

PRAMND | ADMNIND_L ANPA PRAMD

[SHE7)

o B

o

U wn

n

between

1. 1o et £ dlaast AW ARY b | d4
T INIVID aid—air 7YV (SULIT aS™ WU d HIUS SAZU TSt dTISTOUITUU DU TW L UIT IV S ), HICU T TNV 1S CUTISTUUTUUTO o0

associated only with that ADMD. A PRMD may act as a relay to other MDs if national regulations and bilateral
agreements permit.

As a national matter, the name of a PRMD can be either nationally unique or relative to the associated ADMD. If a

PRMD is

associated with more than one ADMD, the PRMD can have more than one name.

See Annex G of ISO/IEC 10021-2 for guidance in the case of multinational PRMDs.
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7.4 The Message Store

Remote UAs can be implemented on a wide variety of equipment, including personal computers of varying capabilities.
The MS service can complement a remote UA by providing continuously available storage and delivery services on
behalf of a user, for example.

One MS acts on behalf of only one user, i.e. it does not provide a common or shared MS capability to several users. See
also PRMD 3 of Figure 5.

and draft messages. The MS may also keep a history of messages by storlng extracts of prev1ous1y and currertly stored
hessages in logs. Messages may be grouped in a user-defined and potentially hierarchical structure.

lhe MS retrieval capability provides users who subscribe to an MS with basic message retrieval capabilities gotentially
applicable to all information held by the MS. Figure 6 shows the delivery, and subsequent retrieval of messagg¢s that are
delivered to an MS, and the submission of messages via the MS.

hen a user subscribes to an MS, all messages destined for the user are delivered to the MS only. The MS-yser, if on
line, may receive Alerts that announce the delivery of certain messages to the MS{ Messages delivered to gn MS are
cpnsidered delivered from the MTS perspective.

[he basic MS is independent of application specific services (see 8.7) and may.store messages with all types ¢f content,
the type of content being dependent on the type of service. However, it may provide additional capabilities depgnding on
the type of content.

hen an MS-user submits a message, the MS conveys the submission request to the MTS and reports thg outcome
r¢turned by the MTS to the MS-user. If requested by the MS-user, the MS may expand the message by forwarding parts
of delivered or submitted messages that are currently stored dn the MS before conveying the submission to the MTS. The
S may also store a copy of the message submitted to the.MTS if the submission is successful. The MS servjce allows
the user to transfer a message to the MS for storage as.a-draft message. The draft message may subsequently be|retrieved,
or the MS may include its body-parts in a message submitted to the MTS when requested in a message submitfed by the
S-user.

lhe MS-user may be provided with the capability to request the MS service to forward selected messages aut¢matically
pon delivery. The MS may also providévautomatic deletion of messages after a user specified period of timd, or when
the message expires, or when the message is rendered obsolete by another message.

lhe MS may automatically attach information to a previously submitted message concerning its delivery or nor-delivery.
[he MS may also generate content-specific notifications, acknowledging receipt or acceptance when requesfed by the
ser or when the user has(retrieved the message.

lhe elements of service describing the features of the MS are defined in Annex B and classified in clause 19.|Users are
provided with the capability based on various criteria, to get counts and lists of messages, to fetch messages, andl to delete

nessages, curtently held in the MS.

igure Z.depicts a simplified model of the information types stored in the MS, and the functions the MS fulfils.

[he“scope of the MS services defined in CCITT Recommendation F.400 (1988) and (1992) | ISO/IEC 10021-1]1990 was
mainly limited to the storage of delivered messages and reports and their subsequent retrieval by the MS-user. The 1994
version of this part of ISO/IEC 10021 defines new extensions to provide a broader range of service facilities. These
enhanced facilities particularly apply in those environments where the MS is used as a personal data base to store,
retrieve, modify, and classify a user’s messages, often with frequent and long-lasting interaction between the MS-user
and MS. Examples of such environments might be found in local area networks, or in environments where the user
employs different User Agent implementations at different locations to access one MS. In other environments where the
MS is used mainly as a temporary storage system, to take delivery of messages and reports and provide for their retrieval
by infrequent and short-lasting interactions, these enhanced facilities may not be required. In this latter case, some
enhanced facilities may be provided locally by the MS-user itself.
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\
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MTA UA UA
UA MS \\ \ i
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UA
UA UA UA MS
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Country A PRMD 5
UA
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NOTE 1} This diagram gives(examples of possible interconnections. It does not attempt to identify all possible configurations. Thi
Internatipnal Standard plac€s no restrictions on interconnections between MDs, although these may be the subject of regulatory
agreemefts within and bétween countries.
NOTE 2|~ PRMD-L has connections to two ADMDs within country A;

— PRMD 2 spans.a country border, and has connections to an ADMD in each country;

— PRMD 3¢has.multiple connections to ADMD 3;

— PRMD4 1s only connected to other MDs by relaying through PRMD 1;

— PRMD)5 has connections to other PRMDs, both within the same country (to PRMD 3) and internationally (to PRMD 1).

NOTE 3 —  The lines between MTAs represent logical connections, which implies that the MTAs have the ability to establish
associations between themselves when required, using supporting OSI layers over any physical medium.

NOTE 4 — The shaded boxes surrounding logical components (e.g. UAs, MTAs) represent examples of physically colocated
systems.

Figure 5 — Relationships between Management Domains
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Figure 7 — Message Store Functional Model
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Consequently, the basic and essential optional requirements defined for the MS in this part of ISO/IEC 10021 are the
same as those defined in versions published prior to 1994.

7.4.1 Physical Configurations

The MS can be physically located with respect to the MTA in a number of ways. The MS can be co-located with the UA,
co-located with the MTA, or stand-alone. From an external point of view, a co-located UA and MS are indistinguishable
from a stand-alone UA. Co-locating the MS with the MTA offers significant advantages which will probably make it the
predominant configuration.

7.4.2 Qrganizational Configurations

Either ADMDs or PRMDs can operate MSs. All the subscriber’s messages are delivered to the MS for, subsequent
retrieval.

[=]

The physjcal and organizational configurations described above are examples only and other equallyyvalid cases cd
exist.

8 The¢ Message Transfer Service

The MTY provides the general, application independent, store and forward Messagé.Transfer service. The Elements ¢f
Service d¢scribing the features of the MT service are defined in Annex B, and classified in clause 19.

8.1 Submission and Delivery

The MTH provides the means by which UAs exchange messages. There are two basic interactions between MTAs and
UAs, or AUs, or MSs:

1) The pubmission interaction is the means by which an.ofiginating UA or MS transfers to an MTA the content of
mesgage and the submission envelope. The submission envelope contains the information that the MTS requires f
provjde the requested Elements of Service.

[

[¢)

2) The felivery interaction is the means by whicli the MTA transfers to a recipient UA or MS the content of a messag
plus fthe delivery envelope. The delivery erivelope contains information related to delivery of the message.

In the supmission and delivery interactions, responsibility for the message is passed between the MTA and the UA
or MS.

8.2 Tnansfer

Starting 4t the originator®s MTA, each MTA transfers the message to another MTA until the message reaches th
recipientsf MTA, which then delivers it to the recipient UA or MS using the delivery interaction.

[¢)

The transffer interaction is the means by which one MTA transfers to another MTA the content of a message plus tH
transfer epvelope=~The transfer envelope contains information related to the operation of the MTS plus information th;
the MTS fequites to provide Elements of Service requested by the originating UA.

-+ O

MTAs transfer messages containing any type of binary coded information. MTAs neither interpret nor alter the content of
messages except when performing a conversion.

8.3 Notifications

Notifications in the MT Service comprise the Delivery and Non-delivery Notifications. When a message, or Probe,
cannot be delivered by the MTS, a Non-delivery Notification is generated and returned to the originator in a Report
signifying this. In addition, an originator can specifically ask for acknowledgment of successful delivery through use of
the Delivery Notification Element of Service on submission.
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8.4 User Agent

The UA uses the MT service provided by the MTS. A UA is a functional entity by means of which a single direct user
engages in message handling.

UAs are grouped into classes based on the type of content of messages they can handle. The MTS provides a UA with the
ability to identify its class when sending messages to other UAs. UAs within a given class are referred to as cooperating
UAs since they cooperate with each other to enhance the communication amongst their respective users.

NOTE — A UA can support more than one type of message content, and hence belong to several UA classes.

8.5 Message Store

The Message Store (MS) uses the MT Service provided by the MTS. An MS is a functional entity. associafed with a
ser’s UA. The user may submit messages through the MS and retrieve messages that have been either delivgred to the
1S, or submitted by the user.

=Z2 <

8.6 Access Unit

>

in Access Unit (AU) uses the MT service provided by the MTS. An AU is a functional.entity associated with apn MTA to
rovide for intercommunication between the MHS and another system or service.

ao}

o0

.7 Use of the MTS in the Provision of Various Services

he MTS is used by application specific services for the provision of Message Handling Services of various ypes. The
nterpersonal Messaging Service, described in clause 9, is one exdmple of this. Other examples are the Electonic Data
nterchange (EDI) messaging service described in CCITT Rec¢wF.435 | ISO/IEC 10021-8, and the Voice Messaging
brvice described in CCITT Rec. F.440. Other services can\be built on the foundation of the MTS, ejther with
prresponding standards or as private applications.

O = = ]

9  The IPM Service

—

he Interpersonal Messaging Service (IPM>Service) provides a user with features to assist in communicating ith other
PM Service users. The IPM Service us¢s-the capabilities of the MT Service for sending and receiving int¢rpersonal
essages. The Elements of Service describing the features of the IPM Service are defined in Annex B, and cljssified in
clause 19.

p—

.1 IPM Service Functional Model

igure 8 shows the fufictional model of the IPM Service. The UAs used in the IPM Service (IPM-UAs) cpmprise a
specific class of cooperating UAs. The optional Access Units shown (PFAXAU, PTLXAU, TLMA) allow for Telex, and
eleFax users to,mntercommunicate with the IPM Service. The optional Physical Delivery Access Unit (PDAU) allows
IPM users tossend messages to users outside the IPM Service who have no access to MHS. The Message [Store can
tionally be'yised by IPM users to take delivery of messages on their behalf.

.2 ““\Structure of IP-messages

The TPM class of UAs create messages containing a content specific to the [PM. The specific content that is sent from
one IPM-UA to another is a result of an originator composing and sending a message, called an IP-message. The
structure of an IP-message as it relates to the basic message structure of MHS is shown in Figure 9. The IP-message is
conveyed with an envelope when being transferred through the MTS.

Figure 10 shows an analogy between a typical office memo, and the corresponding IP-message structure. The IP-message
contains information (e.g. To, cc, Subject) provided by the user which is transformed by the IPM-UA into the heading of
the IP-message. The main information that the user wishes to communicate (the body of the memo) is contained within
the body of the IP-message. In the example shown, the body contains two types of encoded information: text and
facsimile, which form what are called, body parts. In general, an IP-message body can consist of a number of body parts,
each of which can be of a different encoded information type, such as voice, text, files, facsimile and graphics.
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9.3 IP-notifications

In the IPM Service, a user can request a notification of receipt or non-receipt of a message by a recipient. These
notifications are requested by an originator and are generated as a result of some recipient action (such as reading/not
reading the message). In certain cases, the Non-receipt Notification is generated automatically by the recipient’s UA.

( IPM user )

IPM service Teletex service

IPM/TTX user

IPM

Telex service

Telefax service

Figure 8 — IPM Service Functional Model

Basic message structure

Envelope
IP-message S~
[ ~.
A KN Sso Envelope
Heading AN ~
AN
\,
\\ +
\,
Body N
\
Body part
Content
Body part
Yy

Figure 9 — IP-message Structure
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To: Dave
From: Jim

cc: Walter Heading
Subject: Meeting

We will be having our next
design review meeting on Body
Please examine the model
and be prepared to discuss

implications on the // Body part

Regards
=3

P-message

Attachment

Body part

Figure 10 — IP-message Structure For a Typical Memo

10 Intercommunication with Physical Delivery Services

0.1 Introduction

he value of Message Handling Systems’ can be increased by connecting them to Physical Delivery (PD) Systpms such
the traditional Postal Service. This will allow for the physical (e.g. hard copy) delivery of messages originafed within
HS to recipients outside of MHS; and in some cases will allow for the return of notifications from the PD sefvice to an
HS originator. The ability (for origination of messages in the PD service for submission to MHS through thel PDAU is

t yet provided. The capability of intercommunication between PD and MH services is an optional capability of MHS,

d is applicable to any)application such as IPM. All users of MHS will have the ability to generate megsages for
sphbsequent physical-delivery. Figure 11 shows the functional model of this interworking. The Elements qf Service
scribing the features of this intercommunication are defined in Annex B and classified in clause 19.

Physicall Delivery System is a system, operated by a Management Domain, that transports and delivery physical
essageS§. A physical message is a physical object comprising a relaying envelope and its content. An example of a PDS
i thedpastal service. An example of a physical message is a paper letter and its enclosing paper envelope.

A Physical Delivery Access Unit (PDAU) converts an MH user s message to physical form, a process called physical
rendition. An example of this is the printing of a message and its automatic enclosure in a paper envelope. The PDAU
passes the physically rendered message to a PDS for further relaying and eventual physical delivery.

A PDAU can be viewed as a set of UAs, each UA being identified by a postal address. To perform its functions, a PDAU
must support submission (Notifications) and delivery interactions with the MTS, and also cooperate with other UAs.

MH/PD Service intercommunication is thus provided as part of the Message Transfer Service.

To enable MH users to address messages to be delivered physically by a PDS, an appropriate address form appropriate
for this exists and is described in clause 12.
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Figure 11 — Functional Model MHS-PDS

10.2 Ornganizational Configurations

Possible prganizational mappings of the functional model described above_are shown in Figure 12. In each modg¢l
(A and B], the term PD domain denotes the domain of responsibility of an organization providing a PD service. In A, tHe
PD domajn comprises an MD and a PDS. The boundary between the PD domain and the rest of MHS is a boundafy

MDs. In B, the PD domain comprises only the PDS; the PDAW" is not part of the PD domain. The boundafy
between the PD domain and MHS lies at the point where the PDAU passes physical messages to the PDS.

between |

PD domain

PDS

MHS

PDAU

MTA MTA

MTA MTA

MD

A

Figure 12 — Configurations for MH/PD Service Intercommunication

PD domain

PDS

PDAU

MTA

MTA

MD

B

11 Specialized Access

11.1 Introduction

The functional model of MHS (see Figure 1) contains Access Units (AUs) to allow access between MHS and other
communication systems and services. The model shows a generic Access Unit between MHS and Telematic Services.

16
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Also shown is a Physical Delivery Access unit to allow for physical delivery of MHS messages to recipients without the
need for terminal access to MHS. The access to Physical Delivery Services is available to any application carried by the
MTS, through a PDAU described in clause 10.

Other forms of access are described below.

NOTE — The use of the word “public” in these descriptions refers only to the concept of unrestricted access by any user without
advanced registration, in contrast to registered use. The term is not intended to imply that these access units are only provided as part
of a public service; they may equally be provided within a private system.

11.2 Telex Access

1j1.2.1 Registered Access to the IPM Service

>

[ Telex Access Unit (TLXAU) is defined in the technical Recommendations to allow the intercomimunicatiof between
PM users and Telex users. To provide a service with this type of AU is a national matter.

—

1j1.2.2 Non-registered (Public) Access to the IPM Service

A specialized Access Unit is defined to allow the intercommunication between-IRM users and Telex users.| This AU
provides for public access to the IPM Service for Telex users who are not registered users of the IPM Service, and is
cplled a Public Telex Access Unit (PTLXAU). This is shown in Figure 8. The*T€lex users are not subscribers tp the IPM
Service, but use some of the features of the IPM Service to pass messages to IPM users. IPM users can [also send
nhessages to Telex users via this AU.

11.3 Facsimile Access

1j1.3.1 Non-registered (Public) Access from the IPM Service
A specialized access unit is defined to allow the intefecommunication between IPM users and Fascimile users| This AU
provides for access from the IPM Service to Fax.users who are not registered users of the IPM Service, and {s called a
d

ublic Fax Access Unit (PFAXAU). This is shown in Figure 8. IPM users can send messages to Fax users vig this AU.
peration of the PFAXAU in the direction Eax to IPM is for further study.

12 Naming and Addressing

12.1 Introduction

—

h an MHS, the prineipal’ entity that requires naming is the user (the originator and recipient of messages). Ir] addition,
distribution lists (PLs) have names for use in MHS. Users of MHS and DLs are identified by OR-names. OR-hames are
pmprised of difgctory names and/or OR-addresses, all of which are described in this clause.

(@]

12.2 Directory Names

Usets of the MH Service, and DLs, can be identified by a name, called a directory name. A directory namg must be
IUUl\Ud up ill d dll C\/tUl)’ tU ﬁlld Uut tllC bUllCDPUlldillé OR-add1 oS, TIIC btl ubtulC aud bUllllJUllClltb Uf dll C\ztUly 1ames are

described in ISO/IEC 9594.

A user can access a directory system directly to find the OR-address of a user, or OR-addresses of the members of a DL
(both of which are outside the scope of these Recommendations). As an alternative, a user can use the directory name and
have MHS access a directory to resolve the corresponding OR-address or addresses automatically as described in
clause 14.

An MH user or DL will not necessarily have a directory name, unless they are registered in a directory. As directories

become more prevalent, it is expected that directory names will be the preferred method of identifying MHS users to
each other.
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12.3 OR-Names

Every MH user or DL will have one or more OR-name(s). An OR-name comprises a directory name, an OR-address, or

both.

Either or both components of an OR-name can be used on submission of a message. If only the directory name is present,
MHS will access a directory to attempt to determine the OR-address, which it will then use to route and deliver the

message.

If a directory name is absent, it will use the OR-address as given. When both are given on submission, MHS

will use the OR-address, but will carry the directory name and present both to the recipient. If the OR-address is invalid,

it will the

n attempt to use the directory name as above.

12.4 OR-Addresses

An OR-a
notificati
the messa

An OR-a
from whi
ISO/IEC

defined aftributes whose syntax and semantics are defined by Management Domains.

Various f
follows:

Mnemoni

ldress contains information that enables MHS to uniquely identify a user to deliver a message, or return
n to him. (The prefix “OR” recognizes the fact that the user can be acting as either the originator oOr recipient ¢f
ge or notification in question.)

o

dress is a collection of information called attributes. ISO/IEC 10021-2 specifies a §ety of standard attributgs
th OR-addresses can be constructed. Standard attributes mean that their syntax and semantics are defined 1:
10021-2. In addition to standard attributes, and to cater for existing messaging\systems, there are doma

orms of OR-addresses are defined, each serving their own purpose, These forms and their purpose are 3

w2

c OR-Address:  Provides a user friendly means of identifyingiusers in the absence of a directory. It is alg

[=]

used for identifying a distribution list.

Terminal JOR-Address: Provides a means of identifying users,with terminals belonging to various networks.

Numeric DR-Address: Provides a means of identifying usets by means of numeric keypads.

Postal OR-Address: Provides a means of identifying\originators and recipients of physical messages.

13 MHS Use of Directory

13.1 Infroduction

The Dirdctory defined by ISO/IEC9594 provides capabilities useful in the use and provision of a variety ¢f

telecommunication services. This eldause describes how a directory can be used in message handling. Details can be found

in other pprts of ISO/IEC 10021,

The direcfory capabiliti€s’'used in message handling fall into the following four categories:

a) User-friendly-naming: The originator or recipient of a message can be identified by means of hjs
directory name, rather than his machine oriented OR-address. At any time MH[S
can obtain the latter from the former by consulting the directory.

b) Distribution lists (DLs): A group whose membership 1s stored in the directory can be used as a DL. The
originator simply supplies the name of the list. At the DL’s expansion point MHS
can obtain the directory names (and then the OR-addresses) of the individual
recipients by consulting the directory.

¢) Recipient UA capabilities: MHS capabilities of a recipient (or originator) can be stored in his directory entry.
At any time MHS can obtain (and then act upon) those capabilities by consulting
the directory.

d) Authentication: Before two MHS functional entities (two MTAs, or a UA and an MTA)
communicate with one another, each establishes the identity of the other. This can
be done by using authentication capabilities of MHS based on information stored
in the directory.
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Besides the above, one user can directly access the directory, for example, to determine the OR-address or MHS
capabilities of another. The recipient’s directory name is supplied to the directory, which returns the requested
information.

13.2 Functional Model

Both UAs and MTAs can use the directory. A UA can present the directory with the directory name of the intended
recipient, and obtain from the directory, the recipient’s OR-address. The UA can then supply both the directory name and
the OR-address to the MTS. Another UA can supply just the recipient’s directory name to the MTS. The MTS would

ise he directoryfor the recipient’s OR-address and add it to the envelope—The oricinating normally

cprries out the name-to-OR-address look-up using access rights granted to the MTA.
A functional model depicting the above is shown in Figure 13.

13.3 Physical Configurations

ome possible physical configurations of the above functional model are shown in Figuresl4. Where a Diredtory User
Lgent (DUA) and Directory System Agent (DSA) reside in physically separate systems) a standard directory] protocol,
efined in ISO/IEC 9594, governs their interactions. It will often be desirable to physieally co-locate a UA or MTA with
DUA/DSA. However, other physical configurations are also possible.

[N = Wille NN 7))

Message L | DUA
transfer <
system MTA

7Y i
MTA

Figure 13.— Functional Model of MHS-Directory Interworking

Processing system
(stand-alone DSA)

DUA DUA DUA 'L /O device
UA MTA MTA va |||

Intelligent terminal Processing system Processing system

(co-resident UA (stand-alone (co-resident UA, DUA,

and DUA) MTA and DUA) MTA and DSA)

Figure 14 — Physical Configurations for MHS-Directory Interworking
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14 Distribution Lists in MHS

14.1 Introduction
The ability to make use of a Distribution List (DL) is an optional capability of MHS provided through the MT Service.

DL Expansion allows a sender to have a message transmitted to a group of recipients, by naming the group instead of
having to enumerate each of the final recipients.

14.2 Properties of a DL

The propgrties of a DL can be described as follows:

DL Mer:[)ers: Users and other DLs that will receive messages addressed to the DL.

DL Subnjit Permission: A list of users and other DLs which are allowed to make use of the DL fo send messagg

to the DL’s members.

w2

DL Expapsion Point: Each DL has one or more OR-addresses, each of which unambiguously identifies the DIL.
When a message is addressed to a DL, the OR-address is uged-to locate an expansio
point, which is a domain or MTA where the names of the menibers of the DL are addg
to the recipient list. The message is transported to the expansion point before expansio
as shown in Figure 15. There may be more than ong MFA capable of acting as the D
expansion point for a particular DL, especially if~the Directory is used to store th
membership of the DL.

o CF apB

DL Own¢r: A user who is responsible for the managemefit of a DL.

MTA

@% @

MTA MTA

DLA1 > DL2

@ \@1D

L

Submission
Delivery after first DL expansion

Transfer

QIO

Delivery after second DL expansion

Figure 15 — Distribution List Expansion
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14.3 Submission

Submission of a message to a DL is similar to the submission of a message to a user. The originator can include in the
DL’s OR-name, the directory name, the OR-address, or both (see clause 12 for details). The originator need not be aware
that the OR-name used is that of a DL. The originator can, however, through use of the Element of Service, DL
Expansion Prohibited, prohibit the MTS from expanding a message unknowingly addressed to a DL.

14.4 DL Use of a Directory

I 4 4] s 4 oy 4 1 441 . ol DL A 4+la ity 4 4 t b
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sfored are the following: DL members, DL owner, DL submit permission and the DL expansion point.

14.5 DL Expansion
At the expansion point, the MTA responsible for expanding the DL will:

a) Look up the information about the DL, e.g. in the directory, using access rights granted to the MTA.

NOTE - Since this is done by the MTA at the expansion point, support of DLs dn "MHS does not require |a globally
interconnected directory.

b) Verify whether expansion is allowed by checking the identity of the sendef-against the DL’s submit permission.

c) If expansion is allowed, add the members of the DL (except any exempted recipients) to the list of recipignts of the
message and transmit the message to them.

4.6 Nesting

member of a DL can be another DL as shown in Figure I&; In this case the message is forwarded from the pxpansion
int of the parent DL for further expansion. Thus during\¢ach expansion, only the members of a single DL ar¢ added to
the message.

During expansion of a nested DL, the identity of the parent DL (e.g. DL1 in Figure 15) rather than that of th¢ message
originator, is compared against the submit permission of the member DL (e.g. DL2 in Figure 15).

NOTE — DL structures can be defined which*reference a particular nested DL more than once at different levels of the nesting.
Sjubmission to such a parent DL can cause a recipient to receive multiple copies of the same message. The same result cap occur if a
njessage is addressed to multiple DLs.which contain a common member. Correlation of such copies can be done at the recipient’s UA,
ahd/or in the MS.

14.7 Recursion Control

If a certain DL ig directly or indirectly a member of itself (a situation which can validly arise), or wher] DLs are
pmbined with<redirection, then a message might get back to the same list and potentially circulate infinitely. This is
ctected by the’MTS and prevented from occurring.

o0

14.8< Delivery

mdetivery of the ressage; the Tecipent wittfimdout that e Teceived the message asa member of @ D and through
which DL, or chain of DLs he received the message.

14.9 Routing Loop Control

A message can be originated in one domain/MTA, expanded in a second domain/MTA, and then sent back to a DL
member in the first domain/MTA. The MTS will not treat this as a routing loop error.
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14.10 Notifications

Delivery and Non-delivery Notifications can be generated both at the DL-expansion point (e.g. if submit permission is
denied), and at delivery to the ultimate recipient.

When a message coming from a DL generates a notification, this notification is sent to the DL from which the message
came. The DL will then, depending on the policy of the list, forward the notification to the owner of the list, to the DL or
originator from which it received the message, or both, as shown in Figure 16.

NOTE — When notifications are sent to the originator after DL expansion, the originator can receive many Delivery/Non-delivery
Notifications for one originator specified recipient (the DL itself). The originator can even receive more than one notification from gn
ultimate refipient, if that recipient received the message more than once via different lists.

Sending of a message: DL1 }—P{ DL2 }—V‘ Final recipient ‘

‘ Owner ‘ ‘ Owner I

f f
Return of a notification: <—{ DLA1 P—{ DL2 }‘—{ Finalrecipient ‘

Figure 16 — DL Notifications

14.11 DL Handling Policy

An MTA|may or may not provide different policies on DL handling. Such policies will control whether notificatiors
generated| at delivery to DL members should be propagated back thiteugh the previous DL, or to the originator if no sugh
previous DL, and/or to the list owner. If the policy is such that notifications are to be sent only to the list owner, then the
originatoll will receive notifications if requested, only during eéxpansion of that DL. In order to accomplish this restrictiof,
the MTS pill, while performing the expansion, reset the notification requests according to the policy for the list.

15 Security Capabilities of MHS

15.1 Introduction

w«

The distributed nature of MHS makes.it desirable that mechanisms are available to protect against various security threa
that can afise. The nature of these-threats and the capabilities to counter them are highlighted below.

15.2 MHS Security Fhreats

15.2.1 Alccess Threats

Invalid uger access into MHS is one of the prime security threats to the system. If invalid users can be prevented fro
using the gystem, then the subsequent security threat to the system is greatly reduced. r

15.2.2 Inter-Message Threats

Inter-message threats arise from unauthorized agents who are external to the message communication, and can manifest
themselves in the following ways:

Masquerade: A user who does not have proof of whom he is talking to can be easily misled by an
impostor into revealing sensitive information.

Message Modification: A genuine message which has been modified by an unauthorized agent while it was
transferred through the system can mislead the message recipient.
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Replay: Messages whose originators and contents are genuine can be monitored by an
unauthorized agent and could be recorded to be replayed to the message’s intended
recipient at a later date. This could be done in order to either extract more information
from the intended recipient or to confuse him.

Traffic Analysis: Analysis of message traffic between MH users can reveal to an eavesdropper how much
data (if any) is being sent between users and how often. Even if the eavesdropper cannot
determine the actual contents of the messages, he can still deduce a certain amount of
information from the rate of traffic flow (e.g. continuous, burst, sporadic or none).

1523 Tmtra-Message Threats

Iptra-message threats are those performed by the actual message communication participants thendselves| and can
nhanifest themselves in the following ways:

Repudiation of Messages: One of the actual communication participants can deny, ‘involvemenf in the
communication. This could have serious implications if finanéial fransactions Were being
performed via MHS.

Security Level Violation: If a management domain within MHS employs different security clearance Igvels (e.g.

public, personal, private and company confidential)ythén users must be prevepted from
sending or receiving any messages for which they have an inadequate security|clearance
level if the Management Domain’s security is nofto be compromised.

15.2.4 Data Store Threats

An MHS has a number of data stores within it that must be protected\from the following threats:

Nlodification of Routing Information: Unauthorized modification of the directory’s contents could lead to|messages
being mis-routed0r even lost while unauthorized modification to thg deferred
delivery data store or the hold for delivery data store could mislead ¢r confuse
the intended, recipient.

(o]

replay: An unauthorized agent could make a copy of a deferred delivery mgssage and
send\this copy to the intended recipient while the original was still eing held
fortdelivery in the MTA. This could fool the message recipient into rpplying to
the message originator before the originator was expecting a reply jor simply
mislead or confuse the original intended message recipient.

5.3 Security Model

Security features can be provided by extending the capabilities of the components in the Message Handling Bystem to
ifclude various security.mechanisms.

[here are two @spects to security in message handling: Secure Access Management and Administration, apd Secure
essaging,

>tween-adjacent compohents, and
pair of components in the Message

the setting up of security parameters for that association. This can be applied to any
Handling System: UA/MTA, MTA/MTA, MS/MTA, etc.

15.3.2 Secure Messaging

The capabilities in this section cover the application of security features to protect messages in the Message Handling
System in accordance with a defined security policy. This includes Elements of Service enabling various components to
verify the origin of messages and the integrity of their content, and Elements of Service to prevent unauthorized
disclosure of the message content.
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The capabilities in this section cover the application of security features to protect messages directly submitted to the
Message Transfer System by a User Agent, Message Store, or an Access Unit. They do not cover the application of
security features to protect communication between users and the Message Handling System, or MH user-to-MH user
communication (a large part of MH user-to-MH user communication is protected between two UAs). Thus they do not
apply, for example, to communication between a remote user’s terminal and its UA, or to communication between these
users’ terminal equipment and other users in the MHS.

Many of the secure messaging Elements of Service provide an originator-to-recipient capability, and require the use of
User Agents with security capabilities. They do not require the use of a Message Transfer System with security features.
(As an example, content confidentiality can be applied by enciphering the message content by the originator, and
decipheripg by the recipient, with various security parameters transferred within the message envelope. Such a message
can be trapsferred by any MTS which can handle the format of the content (unformatted octets), and transparently hand]e
the security fields in the envelope.)

Some of the secure messaging Elements of Service involve an interaction with the Message Transfer Systém; and requit
the use of Message Transfer Agents with security capabilities. (As an example, Non-repudiation of Submission requirg
the MTA/Jto which the message is submitted, to contain mechanisms to generate a proof of submission‘field.)

©n O

Some of the secure messaging Elements of Service apply to the MS as well as UAs and MTAg; such as Message Securify
Labelling| In general, however, the MS is transparent to security features that apply between the originators’ and tHe
recipient’p UAs.

The scop¢ of the secure messaging Elements of Service is given in Table 2. Thisdescribes the Elements of Service in
terms of which MHS component is the “provider” or which is the “user” of the security service. For example, Prole
Origin Aythentication is provided by the originating UA, and can be used by, the MTAs through which the probe passes.

This part jof ISO/IEC 10021 describes the use of security services by the\UA, MS and the MTA. How these features ate
applied td Access Units may be the subject of future standardisation.

15.4 MHS Security Capabilities

The Elements of Service describing the security features-of MHS are defined in Annex B, and classified in clause 19. An
overview [of these capabilities is as follows:

Message Prigin Authentication:  Enables the gecipient, or any MTA through which the message passes, to authenticate
the identity of the originator of a message.

Report Ofigin Authentication: Allows the originator to authenticate the origin of a delivery/non-delivery report.

Probe Orilgin Authentication: Enables any MTA through which the probe passes to authenticate the origin of the
probe.
Proof of Pelivery: Enables the originator of a message to authenticate the delivered message and ifs

content, and the identity of the recipient(s).

Proof of Jubmission: Enables the originator of a message to authenticate that the message was submitted fo
the MTS for delivery to the originally specified recipient(s).

Secure A¢cess Management: Provides for authentication between adjacent components, and the setting up of th
security context.

[¢)

Content Integrity: Enables the recipient to verify that the original content of a message has not been
modified.
Content Confidentiality: Prevents the unauthorized disclosure of the content of a message to a party other than

the intended recipient.

Message Flow Confidentiality: Allows the originator of a message to conceal the message flow through MHS.

Message Sequence Integrity: Allows the originator to provide to a recipient proof that the sequence of messages
has been preserved.
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Non-repudiation of Origin: Provides the recipient(s) of a message with proof of origin of the message and its
content which will protect against any attempt by the originator to falsely deny
sending the message or its content.

Non-repudiation of Delivery: Provides the originator of a message with proof of delivery of the message which will
protect against any attempt by the recipient(s) to falsely deny receiving the message
of its content.

Non-repudiation of Submission:  Provides the originator of a message with proof of submission of the message, which
will protect against any attempt by the MTS to falsely deny that the message was

stbmitted-for-dehvery-to-theoriginalty-speetfred-reeiptents)-:
Nlessage Security Labelling: Provides a capability to categorize a message, indicating its semnsitivify, which
determines the handling of a message in line with the security policy in forcq.
Table 2 — Provision and Use of Secure Messaging Elements of Service by MHS_Components
Elements of Service %?én{aj—t;grg MITS &ﬁﬁ

Message Origin Authentication P U U
Report Origin Authentication U P -
Probe Origin Authentication P U —
Proof of Delivery U - P
Proof of Submission U -
Secure Access Management P 0] P
Content Integrity P - Ul
Content Confidentiality P - 8]
Message Flow Confidentiality P - —
Message Sequence Integrity P - 8]
[Non-repudiation of Origin P - Ul
[Non-repudiation of Submission U P -
Non-repudiation of Delivery U - P
Message Security Labelling P U U
P The MHS component is a provider of the service

U The MHS ¢OompoOnent is a user of the service

5.5< Security Management

AsSpects of an asymmetric Key management scheme to support the above features are provided by the Directory System
Authentication Framework, described in ISO/IEC 9594-8. The directory stores certified copies of public keys for MH
users which can be used to provide authentication and to facilitate key exchange for use in data confidentiality and data
integrity mechanisms. The certificates can be read from the Directory using the Directory Access Protocol described in
ISO/IEC 9594-5.

Other types of key management schemes, including symmetric encryption, to support the security features may be the
subject of future standardisation.
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15.6 MHS Security Dependencies

If, as a result of using MHS Security capabilities, there are any dependencies, consequences or restrictions on other MHS
capabilities (e.g. on Distribution Lists or Conversion), then these shall be defined by the security policy. For example, a
security policy may specify that the Conversion Prohibition Element of Service shall always be selected.

An abstract security model for Message Transfer is described in clause 10 of ISO/IEC 10021-2. In particular, 10.1 of
ISO/IEC 10021-2 describes the concept of security policy.

15.7 IPMS

The Elem
clause 19

14
yooolurivy

ents of Service describing the additional security features of IPMS are defined in Annex B, and classified i
An overview of these capabilities is as follows:

=

Request
Received

or Non-repudiation of Content

Enables the originator of an IP-message to request that the recipient of the IP-message
provides irrevocable proof that the recipient received and verified the-integrity of the
IP-message content. This Element of Service provides only an indicdtion of the
originator’s request. Fulfilment of the request requires suppott of the Non-repudiation
of Content Received Element of Service.

Non-repy

diation of Content Received

Provides the originator of an IP-message with irrevocable proof that the recipient
validated the security features of the IP-message. This/provides a proof with
non-repudiation properties of the authenticity and, integrity of the contents of the
IP-message as it was received by the recipient. The recipient is required to fulfil the
request for this Element of Service only whef the UA is subject to a security policy
which mandates the support of this Element of Service.

Request
IP-notifid

or Non-repudiation of
ation

Enables the originator of an IP-message to request that the recipient of the IP-message
provides irrevocable proof that the.recipient received the IP-message and the recipient
of the IP-message originated the/IP-notification. This Element of Service provides only
an indication of the originator’s request. Fulfilment of the request requires support of
the Non-repudiation of IR3notification Element of Service.

Non-repy

diation of IP-notification

Provides the originator of an IP-message with irrevocable proof that the IP-message
was received by the recipient and that the recipient originated the resulting
[P-notification. This provides a signed receipt of the IP-message identifier which has
non-repudidtion properties. The recipient is required to fulfil the request for this
Element of*Service only when the UA is subject to a security policy which mandates
the suppert of this element of service.

Request

or Proof of Content Received

Enables the originator of an IP-message to request that the recipient of the IP-message
provides proof that the recipient received and verified the integrity of the IP-message
contents. This Element of Service provides only an indication of the originator’s
request. Fulfilment of the request requires support of the Proof of Content Received
Element of Service.

Proof of

Content Received

Provides the originator of an IP-message with proof that the recipient validated the
security features of the IP-message. This Element of Service provides proof of the
authenticity and integrity of the contents of the IP-message as it was received by the
recipient. The recipient is required to fulfil the request for this Element of Service only
when the UA is subject to a security policy which mandates the support of this Element]
of Service.

Request

or Proof of IP-notification

Enables the ori 01natnr ofan IP- message to request that the rpm‘mpnt of the IP-messa ge

provides proof that the recipient received the IP- -message and the recipient of the
IP-message originated the IP-notification. This Element of Service provides only an
indication of the originator’s request. Fulfilment of the request requires support of the
Proof of IP-notification Element of Service.

Proof of IP-notification

Provides the originator of an IP-message with proof that the IP-message was received
by the recipient and that the recipient originated the resulting IP-notification. This
provides a signed receipt of the IP-message identifier. The recipient is required to fulfil
the request for this Element of Service only when the UA is subject to a security policy
which mandates the support of this Element of Service.

26
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The application of security features between the IPM-UA and the MHS user, such as user authentication and local access
control, is a local matter. Information required to implement local access control may be conveyed between the originator
and recipient [PM-UAs using the Message Security Labelling Element of Service. The syntax and semantics of private
and local access control information may be defined by registration of security policies and security categories.

The above IPM-UA security features use the MHS security capabilities defined in ITU-T Rec. X.411 | ISO/IEC 10021-4
provided by the user of the MTS. They do not require any extensions to the MTS defined in ITU-T Rec. X.411 |
ISO/IEC 10021-4. IPM-UAs which support the above security features are required to support the related protocol
extensions and associated procedures defined in ITU-T Rec. X.420 | ISO/IEC 10021-7. The IPM-UA security features
use the MTS-User security mechanisms defined in ITU-T Rec. X.411 | ISO/IEC 10021-4 such as Content-
integrity-check, Message-origin-authentication-check, and Message-token. The IPM-UA security features do_pot define
apy additional security mechanisms.

NOTE —In case of the use of a notarizing function, non-repudiation can be provided implicitly, and is not reflected in ahy specific
pfotocol elements.

Table 3 — Provision and use of additional secure messaging Elements of Service-by IPM-UAs

Elements of Service IP-message Originator MTS IP-message Rdcipient

Request for Non-repudiation of Content Received Requester - User
Non-repudiation of Content Received User - Provide
Request for Non-repudiation of [P-notification Requester. - User
Non-repudiation of IP-notification User - Providef
Request for Proof of Content Received Requester - User

Proof of Content Received User - Provide
Request for Proof of IP-notification Requester - User

Proof of IP-notification User - Provide

16 Conversion in MHS

The MTS provides conversiofi functions to allow users to input messages in one or more encoded formgts, called
epcoded information types (EITs) and have them delivered in other EITs to cater to users with various UA cgpabilities
and terminal types. This( capability is inherent in the MTS and increases the possibility of delivery by taijoring the
essage to the recipieht’s terminal capabilities. The EITs standardized in MHS are listed in ISO/IE( 10021-4.
onversions and the”use of the Elements of Service relating to conversion are available for EITs not defined in
IBO/IEC 10021-4,"but supported by certain domains, either bilaterally between these domains or within a domain itself.

H users.haye some control over the conversion process through various Elements of Service as described in|Annex B.
hese incliide the ability for a user to explicitly request the conversion required or as a default to let the MTS [determine
the néed for conversion, and the type of conversion performed. Users also have the ability to request that convgrsion not
performed or that conversion not be performed if loss of information will result. When the MTS performs donversion
on a message, 1t informs the UA to whom the message 1s delivered that conversion took place and what the original EITs
were.

The conversion process for IP-messages can be performed on body parts of specific types if they are present in a
message. The general aspects of conversion and the specific conversion rules for conversion between different EITs are
detailed in CCITT Recommendation X.408.

CCITT Recommendation X.408 deals with conversion including the following: IA5 Text, G3Fax, G4 Classl, and
Videotex.
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17 Cla

use 17 of the corresponding ITU-T Recommendation is not part of this International

Standard

18 Elements of Service — Purpose

Elements of Service are particular features, functions, or capabilities of MHS. All the Elements of Service applicable for
MHS are defined in Annex B, where they are listed in alphabetical order with a corresponding reference number. The
realization of these Elements of Service in MHS are described in other parts of ISO/IEC 10021.

Elements
Message

are Elem
messages
Service, d
Elements

The Elem
Store as W

Table 4 1
defined sg

of Service are associated with the various services provided in MHS. There are Elements of Service for th
Transfer Service which provide for a basic capability for sending and receiving messages between UAS, Thet
bnts of Service for the Interpersonal Messaging Service which provide for the sending and receiving
between a particular class of UAs called IPM UAs. There are Elements of Service for the Physical Deliver
nabling MH users to send messages and have them delivered in a physical medium to non-MH users. There ai
of Service specifically available for the use of Message Stores.

ents of Service for the IPM Service include those available for the MT Service, the PD\Sérvice and the Messag
ell as specific ones applicable to the IPM Service.

5ts all the Elements of Service available in MHS, shows what services they are associated with of the presentl
rvices, MT Service, IPM Service, PD Service, and MS Service, and gives-the corresponding reference numb

to the derT;nition in Annex B. Elements of Service relevant to the IPM Message’ Store are marked on both the IPM an

MS colu

ns.

Table 4 — MHS elements of sérvice

o< 5 0 0

(¢]

78

Elements of Service MT IPM PD MS Annex B
- — —= == Reference
Access Management X B.1
Additionfl Physical Rendition X B.2
Alternatd Recipient Allowed X B.3
Alternatd Recipient Assignment X B4
Authoriztion Time Indication X B.S
Authorizjng Users Indication X B.6
Auto-acknowledgment of IP-messages X X B.7
Auto-actfon Log X B.8
Auto-advfise X X B.9
Auto-ass{gnment of Anngtations X B.10
Auto-assjgnment of Group Names X B.11
Auto-assjgnment of Storage Period X B.12
Auto-corfelation'of IP-messages X X B.13
Auto-corretatromroftP=rotifreations > % B4
Auto-correlation of Reports X B.15
Auto-deletion after Storage Period X B.16
Auto-discarding of IP-messages X X B.17
Auto-forwarded Indication X B.18
Auto-forwarding of IP-messages X X B.19
Auto-submitted Indication X B.20
Basic Physical Rendition X B.21
Blind Copy Recipient Indication X B.22

28

© ISO/IEC 2003 — Al rights reserved


https://standardsiso.com/api/?name=004daedef7ddfa2e2384b170165a3d31

ISO/IEC 10021-1:2003(E)

Table 4 —- MHS elements of service (continued)

Elements of Service MT IPM PD MS Annex B
- - — - Reference
Body Part Authentication and Integrity X B.23
Body Part Encryption X B.24
Circulation List Recipients Indication X B.25
Content Confidentiality X B.26
Content Integrity X B.R7
Content Type Indication X BpS
Conversion Prohibition X B.p9
Conversion Prohibition in Case of Loss of Information X B0
Converted Indication X BB1
Counter Collection X B2
Counter Collection with Advice X B.B3
Cover Page Suppression X B4
Cross-referencing Indication X BBS5
Deferred Delivery X BB6
Deferred Delivery Cancellation X BB7
Delivery Log X BB8
Delivery Notification X BB9
Delivery Time Stamp Indication X BHO
Delivery via Bureaufax Service X BA1
Designation of Recipient by Directory Name X BH2
Disclosure of Other Recipients X BH3
Distribution Codes Indication X B4
DL Exempted Recipients X BHS
DL Expansion History Indication X B.p6
DL Expansion Prohibited X BH7
EMS (Express Mail Service) X BHA8
Expiry Date Indication X B.A9
Explicit Conversion X B0
Forwarded IP-miessage Indication X Bpl1
Grade of Delivery Selection X B2
Hold forDelivery X B3
Implicit Conversion X B.p4
Lnportance Indication X Bk5
Incomplete Copy Indication X B.56
Information Category Indication X B.57
IP-message Action Status X X B.58
IP-message Identification X B.59
IP-message Security Labelling X B.60
Language Indication X B.61
Latest Delivery Designation X B.62
Manual Handling Instructions Indication X B.63
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Table 4 —- MHS elements of service (continued)

Elements of Service MT IPM PD MS Annex B
- - — - Reference
Message Flow Confidentiality X B.64
Message Identification X B.65
Message Origin Authentication X B.66
Message Security Labelling X B.67
Message [Sequence Integrity X B.68
MS Regipter X B.69
Multi-destination Delivery X B:70
Multi-paft Body X B.71
Non-delipery Notification X B.72
Non-recdipt Notification Request Indication X B.73
Non-repydiation of Content Received X B.74
Non-repydiation of Delivery X B.75
Non-repydiation of IP-Notification X B.76
Non-repydiation of Origin X B.77
Non-repydiation of Submission X B.78
Obsoletifg Indication X B.79
Ordinary|Mail X B.80
Original Encoded Information Types Indication X B.81
Originatdr Indication X B.§2
Originatdr Reference Indication X B.83
Originatdqr Requested Alternate Recipient X B.84
Physical Pelivery Notification by MHS X B.85
Physical Pelivery Notification by PDS X B.86
Physical Forwarding Allowed X B.87
Physical Forwarding Prohibited X B.88
Precedenfce Indication X B.89
Preventign of Non-delivery Notification X B.90
Primary gnd Copy Recipients Indication X B.91
Probe X B.92
Probe Onjigin Authentication X B.93
Proof of Content Reeeived X B.94
Proof of Pelixery X B.95
Proof of [P=otification X B.96
Proof of Submission X B.97
Receipt Notification Request Indication X B.98
Redirection Disallowed by Originator X B.99
Redirection of Incoming Messages X B.100
Registered Mail X B.101
Registered Mail to Addressee in Person X B.102
Reply Request Indication X B.103
Replying [P-message Indication X B.104
Report Origin Authentication X B.105
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Table 4 — MHS elements of service (concluded)

Elements of Service MT IPM PD MS Annex B
e . = = Reference
Request for Forwarding Address X B.106
Request for Non-repudiation Of Content Received X B.107
Request for Non-repudiation Of IP-Notification X B.108
Request for Proof of Content Received X B.109
Request for Proof of IP-notification X BJL10
Requested Preferred Delivery Method X Bfi11
Restricted Delivery X Bfl12
Return of Content X BJl13
Secure Access Management X Bl 14
Sensitivity Indication X BJL15
Special Delivery X Bfl16
Storage of Draft Messages X Bl17
Storage on Submission X BJl18
Storage Period Assignment X Bl 19
Stored Message Alert X BJ120
Stored Message Annotation X BJ121
Stored Message Deletion X B[22
Stored Message Fetching X BJ123
Stored Message Grouping X Bl124
Stored Message Listing X BJ125
Stored Message Summary X Bf126
Subject Indication X B127
Submission Log X BJ128
Submission of [P-messages Incorporating Stofed Messages X X B129
Submission Time Stamp Indication X BJ130
Typed Body X BJ131
Undeliverable Mail with Return. ef Physical Message X BJ132
Use of Distribution List X Bf133
User/UA Capabilities Régistration X B34
19 Elements of service — Classification
1|9.1 Purpose of Classification

The Elements of Service of MHS are classified either as belonging to a basic (also called base for PD and MS) service, or
as optional user facilities. Elements of Service belonging to a basic service are inherently part of that service; they
constitute the basic service and are always provided and available for use of that service.

Other Elements of Service, called optional user facilities, can be selected by the subscriber or user, either on a
per-message basis, or for an agreed contractual period of time. Each optional user facility is classified as either essential
or additional. Essential (E) optional user facilities are to be made available to all MH users. Additional (A) optional user
facilities can be made available for national use, and for international use on the basis of bilateral agreement.
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19.2 Basic Message Transfer Service

The basic MT service enables a UA to submit and to have messages delivered to it. If a message cannot be delivered, the
originating UA is so informed through a Non-delivery Notification. Each message is uniquely and unambiguously
identified. To facilitate meaningful communication, a UA can specify the encoded information type(s) that can be
contained in messages which are delivered to it. The content type and original encoded information type(s) of a message
and an indication of any conversions that have been performed, and the resulting encoded information type(s), are
supplied with each delivered message. In addition, the submission time and delivery time are supplied with each
message. The MT Elements of Service belonging to the basic MT Service are listed in Table 5.

Table 5 — Elements of Service Belonging to The Basic MT Service

Elements of Service

Annex B Reference

Access management

Content type indication

Converted indication

Delivery time stamp indication

Message identification

Non-delivery notification

Original encoded information types indication
Submission time stamp indication

User/UA capabilities registration

B.1
B.28
B.31
B.40
B.65
B.72
B.81
B.130
B.134

19.3 M Service Optional User Facilities

Optional pser facilities for the MT Service can be selectéd on a per-message basis, or for an agreed period of time. Ead
optional yser facility is classified as either essential* or additional as described in 19.1. Table 6 lists the Elements

Service cpmprising the optional user facilities(ofthe MT Service with their classification and their availability (PM
per-messdge; CA = Contractual Agreement).- Optional user facilities for the PD Service and the Message Store, while
forming q part of the MT Service optional.user facilities, are not listed in this table because they are subject to either|a
PDAU orfan MS being supplied, and are given separate classifications in Tables 7 - 10.

A security policy will define when the security related MT Service Optional User Facilities are invoked.

==
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Table 6 — MT Service Optional User Facilities

Elements of Service Classification Available Annex B
Reference

Alternate Recipient Allowed E PM B3
Alternate Recipient Assignment A CA B4
Content Confidentiality A PM B.26
Content Integrity A PM B.27
Conversion-Rrohibition E PM B-29
Conversion Prohibition in Case of Loss of Information A PM B0
Cover Page Suppression A PM B.34
Deferred Delivery E PM B.36
Deferred Delivery Cancellation E PM B.37
Delivery Notification E PM B.39
Designation of Recipient by Directory Name A PM B.42
Disclosure of Other Recipients E PM B.43
DL-Exempted Recipients A PM B.45
DL-Expansion History Indication A PM B.46
DL-Expansion Prohibited A PM B.47
Explicit Conversion A PM B.0
Grade of Delivery Selection E PM B.J2
Hold for Delivery A CA B.33
Implicit Conversion A CA B.j4
Latest Delivery Designation A PM B.42
Message Flow Confidentiality A PM B.44
Message Origin Authentication A PM B.46
Message Security Labelling A PM B.47
Message Sequence Integrity A PM B.48
Multi-Destination Delivery E PM B.70
[Non-Repudiation of Delivery A PM B. 75
[Non-Repudiation of Origin A PM B.77
(Non-Repudiation of Submission A PM B.18
Originator Requested Alternate-Recipient A PM B.44
Prevention of Non-deliveryNotification A PM B.90
Probe A PM B.92
Probe Origin Authenfieation A PM B.93
Proof of Delivery: A PM B.95
Proof of Submriission A PM B.97
RedirectiomDisallowed by Originator A PM B.99
Rediréction of Incoming Messages A PM B.100
Report Origin Authentication A PM B.105
Requested Preferred Detivery Method A Pivt B11
Restricted Delivery A PM B.112
Return of Content A PM B.113
Secure Access Management A CA B.114
Use of Distribution List A PM B.133

A* Does not imply the provision of all delivery methods which may be requested.
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19.4 Base MH/PD Service Intercommunication

The base MH/PD Service intercommunication can be supplied, to enhance the MT Service, and enables messages to be
delivered to recipients in a physical (typically hard copy) format via a Physical Delivery Service such as the Postal
Service. This capability is applicable for use by any application making use of the MT Service. The MH/PD Elements of
Service belonging to the base MH/PD Service intercommunication are available on a per-recipient basis and are listed in
Table 7. When this intercommunication is provided, through a PDAU, all the Elements of Service shown in Table 7 shall
be supported.

Elements of Service Annex B Reference
Basic Physical Rendition B.21
Ordinary Mail B.80
Physical Forwarding Allowed B.87
Undeliverable Mail with Return of Physical Message B.132

19.5 Optional User Facilities for MH/PD Service Intercommunication

-

Base MH[PD Elements of Service (see 19.4) together with the optional user fagilities listed below can be used togeth
for the pgovision of the MH/PD Service intercommunication. This capability s applicable for use by any applicatig
making upe of the enhanced MT Service. These optional user facilities can‘be selected on a per-recipient basis and aj
listed in Table 8.

[ I=]

Table 8 — Optional User Facilities for MH/PD Service Intercommunication

Elements of Service Classification Annex B Reference
Add]tional Physical Rendition A B.2
Counpter Collection E B.32
Counter Collection with Advice A B.33
Deliyery via Bureaufax Service A B.41
EMS$ (Express Mail Service)!) E B.48
Phydical Delivery Notification.by MHS A B.85
Phydical Delivery Notification by PDS A B.86
Phydical Forwarding Prehibited A B.88
Registered Mail A B.101
Registered Mailto Addressee in Person A B.102
Reqyest for Forwarding Address A B.106
SpedialDelivery D E B.116
1) At least one or the other shall be supported by the PDAU and the associated PDS.

19.6 Base Message Store

The Base Message Store is optionally available to provide for storage and management of incoming messages acting as
an intermediary between a UA and an MTA. The MS is applicable for use in any application making use of the MT
Service. The elements of service belonging to the Base Message Store are listed in Table 9. When an MS is provided,
each Element of Service shown in Table 9 shall be supported for every type of message (delivered-message,
submission-log, draft-messages etc.) stored in the MS to which that Element of Service is applicable.

34 © ISO/IEC 2003 — Al rights reserved


https://standardsiso.com/api/?name=004daedef7ddfa2e2384b170165a3d31

ISO/IEC 10021-1:2003(E)
Table 9 — Base Message Store
Elements of Service Annex B Reference
MS Register B.69
Stored Message Deletion B.122
Stored Message Fetching B.123
Stored Message Listing B.125
Stared Message Summary R 126
19.7 MS Optional User Facilities
Hase MS Elements of Service (see 19.6) together with the optional user facilities can be used for enhanced use of a
Niessage Store. The enhanced MS is applicable for use in any application making use of the MT Service. The| Elements
of Service comprising the MS Optional User Facilities are listed in Table 10.
Table 10 — MS Optional User Facilities
Elements of Service Classification Annex B Referende
Auto-action Log A B.8
Auto-assignment of Annotations A B.10
Auto-assignment of Group Names A B.11
Auto-assignment of Storage Period A B.12
Auto-correlation of Reports A B.15
Auto-deletion after Storage Period A B.16
Delivery Log A B.38
Storage of Draft Messages A B.117
Storage on Submission A B.118
Storage Period Assignment A B.119
Stored Message Alert A B.120
Stored Message Annotation A B.121
Stored Message Grouping A B.124
Submission Log A B.128
9.8 BasicInterpersonal Messaging Service
lhe Jasic IPM Service, which makes use of the MT Service, enables a user to send and receive IP-messag¢s. A user
i epares IP- messages w1th the assrstance of hlS User Agent (UA) User Agents cooperate wrth each other td facilitate
' i ' ' ' r § age to his
UA spe01fy1ng the OR-name of the recipient who is to receive the IP message The IP -message, which has an identifier
conveyed with it, is then sent by the originator’s UA to the recipient’s UA via the Message Transfer Service.
Following a successful delivery to the recipient’s UA, the IP-message can be received by the recipient. To facilitate

meaningful communication, a recipient can specify the encoded information type(s) contained in IP-messages that he will

allow to be delivered to his UA. The original encoded information type(s) and an indication of any conversions

that have

been performed and the resulting encoded information type(s) are supplied with each delivered IP-message. In addition,
the submission time and delivery time are supplied with each IP-message. Non-delivery Notification is provided with the

basic service. The IPM Elements of Service belonging to the basic IPM Service are listed in Table 11.
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Table 11 — Elements of Service Belonging To The Basic IPM service

Elements of Service Annex B Reference
Access Management B.1
Content Type Indication B.28
Converted Indication B.31
Delivery Time Stamp Indication B.40
IP-message Identification B.59
Message Identification B.65
Non-delivery Notification B.72
Original Encoded Information Types Indication B.81
Submission Time Stamp Indication B.130
Typed Body B.131
User/UA Capabilities Registration B.134
19.9 IPM Service Optional User Facilities

A set of the Elements of Service of the IPM Service are optional user facilities,/The optional user facilities of the IP)
Service, which can be selected on a per-message basis or for an agreed contrdctual period of time, are listed in Tables ||
and 13, rdspectively. Local user facilities can be usefully provided in conjunction with some of these user facilities.

N =

The optiopal user facilities of the IPM Service that are selected on a permessage basis are classified for both originatign
and reception by UAs. If an MD offers these optional user facilitigs\for origination by UAs, then a user is able to creafe
and send [[P-messages according to the procedures defined for the associated Element of Service. If an MD offers thege
optional yser facilities for reception by UAs, MSs and AUS) then the receiving UA, MS and PDAU will be able o
receive afjd recognize the indication associated with the corresponding Element of Service and to inform the user of the
requested| optional user facility. Each optional user faeility is classified as additional (A) or essential (E) for UAs from
these two|perspectives.

A security policy will define and determine when‘the security related IPM Service Optional User Facilities are invoked.

Table 12 — IPM Qptional User Facilities Selectable on a Per-message Basis

Elements-of Service Origination Reception 1@2% e

Additionfl Physical Renditjen A A B.2

Alternatd Recipient Allowed A A B3

Authorizfition TimeIndication A A B.S

Authorizing Users Indication A E B.6

Auto-Fofwafded Indication A E B.18
Auto-submitted Indication A E B.20
Basic Physical Rendition A B B.21
Blind Copy Recipient Indication A E B.22
Body Part Authentication and Integrity A A B.23
Body Part Encryption A E B.24
Circulation List Recipients Indication A A B.25
Content Confidentiality A A B.26
Content Integrity A A B.27
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Elements of Service Origination Reception Annex B
Reference
Conversion Prohibition E E B.29
Conversion Prohibition in Case of Loss of Information A A B.30
Counter Collection A E* B.32
Counter Collection with Advice A A B.33
Cover Page Suppression A A B.34
Cross-referencing Indication A E B.35
Deferred Delivery E N/A B.36
Deferred Delivery Cancellation A N/A B.37
Delivery Notification E N/A B.39
Delivery via Bureaufax Service A A B41
Designation of Recipient by Directory Name A N/A B.42
Disclosure of Other Recipients A E B.43
Distribution Codes Indication A A B.44
DL-exempted Recipients A A B.45
DL-expansion History Indication N/A E B.46
DL-expansion Prohibited A N/A B.47
EMS (Express Mail Service) (Note) A E* B.48
Expiry Date Indication A E B.49
Explicit Conversion A N/A B.50
Forwarded IP-message Indication A E B.51
Grade of Delivery Selection E E B.52
Importance Indication A E B.55
Incomplete Copy Indication A A B.56
Information Category Indication A A B.57
[P-message Security Labelling A A B.60
Language Indication A A B.61
Latest Delivery Designation A N/A B.62
Manual Handling Instructions Indication A A B.63
Message Flow Cenfidentiality A N/A B.64
Message OriginAuthentication A A B.66
Message-Sectrity Labelling A B.67
MesSage Sequence Integrity A B.68
Multi-destination Delivery E N/A H.70
Multi-part Body A E B.71
Non-receipt Notification Request Indication A E B.73
Non-repudiation of Content Received A A B.74
Non-repudiation of Delivery A A B.75
Non-repudiation of IP-notification A A B.76
Non-repudiation of Origin A A B.77
Non-repudiation of Submission A N/A B.78
Obsoleting Indication A E B.79
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Table 12 — IPM Optional User Facilities Selectable on a Per-message Basis (continued)

Elements of Service Origination Reception RAeI;‘Ielfe:rf o
Ordinary Mail A E* B.80
Originator Indication E E B.82
Originator Reference Indication A A B.83
OriginatqrRequested-Attermate Recipremnt yay NrA B84
Physical Pelivery Notification by MHS A A B.85
Physical Pelivery Notification by PDS A E* B.§6
Physical Forwarding Allowed A E* B.87
Physical Forwarding Prohibited A E* B.88
Precedenfce Indication A A B.89
Preventign of Non-delivery Notification A N/A B.90
Primary gnd Copy Recipients Indication E E B.91
Probe A N/A B.92
Probe Onfgin Authentication A N/A B.93
Proof of Content Received A A B.94
Proof of Pelivery X A B.95
Proof of [P-notification A A B.96
Proof of Bubmission A N/A B.97
Receipt Notification Request Indication A A B.98
Redirectipn Disallowed by Originator A N/A B.99
Registerdd Mail A A B.101
Registerdd Mail to Addressee in Person A A B.102
Reply Rdquest Indication A E B.103
Replying] IP-message Indication E E B.104
Report Origin Authentication A A B.105
Request for Forwarding Address A A B.106
Request for Non-repudiation of Confent Received A A B.107
Request for Non-repudiation of.IR-notification A A B.108
Request for Proof of Content Received A A B.109
Request for Proof of IPsnotification A A B.110
Requeste(d Preferred Delivery Method A A B.111
Return of Content A N/A B.113
Sensitivifyndication A E B.115
Special Delivery (Note) A E* B.116
Storage of Draft Messages N/A A B.117
Storage on Submission N/A A B.118
Storage Period Assignment N/A A B.119
Stored Message Annotation N/A A B.121
Stored Message Deletion N/A E*** B.122
Stored Message Fetching N/A Bk B.123
Stored Message Grouping N/A A B.124
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Table 12 — IPM Optional User Facilities Selectable on a Per-message Basis (concluded)

Elements of Service Origination Reception Annex B
Reference
Stored Message Listing N/A E** B.125
Stored Message Summary N/A E** B.126
Subject Indication E E B.127
Submission of IP-messages Incorporating Stored Messages N/A A B.129
Undeliverable Mail with Return of Physical Message A E* H.132
Use of Distribution List A N/A H.133
E Essential optional user facility has to be provided.
E* Essential optional user facility only applying to PDAUs.
E** Essential optional user facility applying to MSs. Additional optional user facility applying (to UAs (whicl} connect
to MSs).

| Sl Essential optional user facility applying to MSs and UAs.
A Additional optional user facility can be provided.
IN/A Not applicable.
1) At least EMS or Special Delivery shall be supported by the PDAU and associated PDS.

NOTE - Bilateral agreement may be necessary in cases of reception by UA of elements of service classified as “A”.

Table 13 — IPM Optional User Facilities Agreed for a Contractual Period of Time

Elements of Service Classification Annex B Referende

Alternate Recipient Assignment A B4
Auto-Acknowledgment of IP-messages A B.7
Auto-action Log A B.8
Auto-advise A B.9
Auto-assignment of Annotations A B.10
Auto-assignment of Group Namés A B.11
Auto-assignment of Storage Petiod A B.12
Auto-correlation of [P-messages A B.13
Auto-correlation of IPsnotifications A B.14
Auto-correlation 0f Reports A B.15
Auto-deletion-After Storage Period A B.16
Auto-disgarding of IP-messages A B.17
Auto-forwarding of IP-messages A B.19
Delivery Log A B.38
Hotd for Detivery A B3
Implicit Conversion A B.54
[P-message Action Status A B.58
MS Register A B.69
Redirection of Incoming Messages A B.100
Restricted Delivery A B.112
Secure Access Management A B.114
Stored Message Alert A B.120
Submission Log A B.128
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Annex A
(informative)

Glossary of Terms
NOTE — The explanations given are not necessarily definitions in the strict sense. See also the definitions in Annex B and those

provided i
depending|on the source, varying levels of abstraction.

A.1  Access Unit (AU)

In the c¢ntext of a message handling system, the functional object, a component of MHS,that links anoth¢
communifation system (e.g. a physical delivery system or the telex network) to the MTS and via which its patro
engage in|message handling as indirect users.

©v =

In the coptext of Message Handling Services, the unit which enables users of one seryi¢e to intercommunicate with
Message Handling Services, such as the [IPM Service.

A.2  Actual Recipient

In the corftext of message handling, a potential recipient for which delivery or affirmation takes place.

A.3  Administration
The orgahisation that operates an ADMD.

NOTE —|In the context of international regulations, an Administration is a national body that administers regulatqd
Telecomm}inications and/or Postal services. In many countries, there is a separation of regulatory and operational bodies and an ITQJ
Administrgtion is not necessarily an operator of an’ADMD service.

A4 Administration Domain’Name

In the conptext of message hafidling, a standard attribute of a name form that identifies an ADMD relative to the countfy
denoted by a country name,

A.S  Administration Management Domain (ADMD)

A managg¢ment domain that offers public message handling services to PRMDs and/or individual users. An ADMD hgs
Administration responsibilities in order to ensure that its customers can communicate with any other MD attached to the
global messaging backbone.

A.6  Alternate Recipient

In the context of message handling, a user or a distribution list to which a message or probe may be conveyed if, and only
if, it cannot be conveyed to a particular preferred recipient. The Alternate Recipient may be specified by the originator
(see B.84), by the recipient (see B.100), or by the recipient MD (see B.4).
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A.7  Attribute

In the context of message handling, an information item, a component of an attribute list, that describes

:2003(E)

a user or

distribution list and that can also locate it in relation to the physical or organizational structure of MHS (or the network

underlying it).

A.8 Attribute List

1 £ 1 1 1 1 1 £ -1 1 - Pt aY 1.1
I 1 UIC COIMICAT UL ITIICSSa gC TIAIIUTIITE, d Udld SUTUCTUIC, dIl OTUCTITU SCL O dttlTOULCS, UIdl COISUTULCS dIl UIR=dUUITSS.

A.9  Attribute Type

An identifier that denotes a class of information (e.g. personal names). It is a part of an attribute.

A.10 Attribute Value

An instance of the class of information an attribute type denotes (e.g. a partietlar personal name). It is a
aftribute.

A.11 Basic Service

In the context of message handling, the sum of features inherent\in a service.

N

.12 Body

(omponent of the content of an IP-message. Another component is the heading.

A.13 Body Part

(Jomponent of the body of an’P-message.

A.14 Common“Name

—

h the context-of.message handling, a standard attribute of an OR-address form that identifies a user or distri
lative to thejentity denoted by another attribute (e.g. an organizational name).

—

A.15 Content

part of an

bution list

In the context of message handling, an information object, part of a message, that the MTS neither examines nor

modifies, except for conversion, during its conveyance of the message.

A.16 Content Type

In the context of message handling, an identifier, on a message envelope, that identifies the type (i.e. syntax and

semantics) of the message’s content.
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A.17 Conversion

In the context of message handling, a transmittal event in which an MTA transforms parts of a message’s content from
one encoded information type to another, or alters a probe so it appears that the described messages were so modified.

A.18 Country Name

In the context of message handling, a standard attribute of a name form that identifies a country (or, exceptionally, an
International MD Registration Authority). A country name is a unique designation of a country for the purpose of

sending a
NOTE - I
A19 1

In the conptext of message handling, a transmittal step in which an MTA conveys a message or report to the MS, UA

AU of ap

A20 ]

In the co]
subject m|

A.21 ]

In the con
an MTA.

A22 ]

A collecti

A.23 ]

Name of

NOTE — Iy
message.

A24 ]

An OSI

hd receiving messages.

the context of physical delivery, additional rules apply.

Delivery

otential recipient of the message or of the originator of the report’s subject message or ‘probe.

Delivery Report

htext of message handling, a report that acknowledges delivery, non-delivery, export, or affirmation of th
pssage or probe, or distribution list expansion.

Direct Submission

text of message handling, a transmittal step in which théoriginator’s UA or MS conveys a message or probe f

Directory

on of open systems cooperating to prgvide directory services.

Directory Name

in entry in a directory.

the context of messagd handling, the entry in the directory will enable the OR address to be retrieved for submission of]

DirecterySystem Agent (DSA)

hpplication process which is part of the directory, and whose role is to provide access to the directot

[=]

)

informati

h e IDT T A 1 +1 QA
11 UdST U DJUAS dill/701 OUITT 1S ANS.

A.25 Directory User Agent (DUA)

An OSI application process which represents a user in accessing the directoy. Each DUA serves a single user so that the
directory can control access to directory information on the basis of the DUA names. DUAs can also provide a range of
local facilities to assist users to compose requests (queries) and interpret the responses.
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A.26 Direct User

In the context of message handling, a user that engages in message handling by direct use of the MTS.

A.27 Distribution List (DL)

In the context of message handling, the functional object, a component of the message handling environment, that
represents a pre-specified group of users and other distribution lists and that is a potential destination for the information

- AALIQ At 1 1 - n CEE LA el 1 1 1 - 1
JCULS dll IVITTO COIIVEYS. IVICIIIUCTSIID CAll COIIAIIT UIN=THAITICS TUCIIUT Y TS CIUICT USCIS O OUICT UISUTOULIOITNTISTS.

A.28 Distribution List Expansion

In the context of message handling, a transmittal event in which an MTA resolves a distributien list, among a fnessage’s
immediate recipients, to its members.

A.29 Distribution List Name

()R-name allocated to represent a collection of OR-addresses and directory names.

A.30 Domain

See Management Domain.

A.31 Domain Defined Attributes

O)ptional attributes of an OR-address allocated to-hames in the responsibility of a management domain.

A.32 Element Of Service

Hunctional unit for the purpogse ‘of segmenting and describing message handling features.

A.33 Encodeddnformation Type (EIT)

In the context,0f message handling, an identifier, on a message’s envelope, that identifies one type of encoded
information represented in the message’s content. It identifies the medium and format (e.g. IAS text, Group 3 [facsimile)
on an individual portion of the content.

A.34 Envelope

In the context of message handling, an information object, part of a message, whose composition varies from one
transmittal step to another and that variously identifies the message originator and potential recipients, documents its past
and directs its subsequent conveyance by the MTS, and characterizes its content.

A.35 Explicit Conversion

In the context of message handling, a conversion in which the originator selects both the initial and final encoded
information types.
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A.36 Extension Of Physical Delivery Address Components

Standard attribute of a postal OR-address as a means to give further information about the point of physical delivery in a
postal address, e.g. the name of a hamlet, room and floor numbers in a large building.

A.37 Extension of Postal OR-Address Components

Standard attribute of a postal OR-address as a means to give further information to specify the addressee in a postal
address, 2- by OT gauiLatiuual Tt

A.38 File Transfer Body Part

A body pfrt for conveying the contents of a stored file, and other information associated with the file,ftom originator {
recipient.|The other information includes attributes which are typically stored along with the file content, information g
the envirqnment from which the transfer originated, and references to existing stored files or preyious messages.

5 O

A.39 Formatted Postal OR-Address

Componepnt of the content of a message. Another component is the body.

A.40 General Text Body Part

A body part that represents character text of a general naturesusing 8-bit-encoding. It has parameters and dafa
componeits. The parameter component identifies the character, sets that are present in the data component. The dafa
componeiit comprises a single general string.

A.41 Heading

Componepnt of an [P-message. Other components-are the envelope and the body.

A.42 Immediate Recipient

In the corftext of message handling, one of the potential recipients assigned to a particular instance of a message or prolje

(e.g. an irfstance created by splitting).

A.43 ImplicitConversion

In the cortéxtyof message handling, a conversion in which the MTA selects both the initial and final encoded information
types.

A.44 Indirect Submission

In the context of message handling, a transmittal step in which an originator’s UA conveys a message or probe to an
MTA via an MS.
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A.45 Indirect User

:2003(E)

In the context of message handling, a user that engages in message handling by indirect use of MHS, i.e. through another

communication system (e.g. a Physical Delivery System or the telex network) to which MHS is linked.

NOTE - Indirect users communicate via Access Units with direct users of MHS.

A.46 Intended Recipient

—

h the context of message handling, one of the users and distribution lists that the originator selects as a me
pirobe’s intended destination.

A.47 Intercommunication

p—

h the context of message handling, a relationship between services, where one of the services is a Message
Service, enabling the user of the Message Handling Service to communicate with users of other services.

Z

OTE — Examples are the intercommunication between the IPM Service and the Telex Service, and the intercommunicati
lessage Handling Services and Physical Delivery Services.

=z

A.48 Interpersonal Messaging Service

Nlessaging service between users belonging to the same management domain or to different management d
npeans of message handling, based on the Message Transfer Setvice.

A.49 [IP-message

Tihe content of a message in the IPM Service.

A.50 Local Postal Attributes

0]

tandard attributes of a postal \(OR-address as a means to distinguish between places with the same name (e.g
ame, county name, or geographical attribute) in a postal address.

=

A.51 Management Domain (MD)

In the conteXt 'of message handling, a set of messaging systems — at least one of which contains, or realizes, :
that is managed by a single organization. It is a primary building block used in the organizational construction
I refers to an organizational area for the provision of services.

ksage’s or

Handling

n between

mains by

. by state

n MTA —
of MHS.

NOEE — A management domain may or may nat necessarily he identical with a geographical area

A.52 Management Domain Name

Unique designation of a management domain for the purpose of sending and receiving messages.

A.53 Members

In the context of message handling, the set of users and distribution lists implied by a distribution list name.

© ISO/IEC 2003 — All rights reserved
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A.54 Message

An instance of the primary class of information object conveyed by means of message transfer, and comprising an
envelope and content.

A.55 Message Handling (MH)

A distributed information processing task that integrates the intrinsically related subtasks of message transfer and

message §

A.56 Message Handling Environment

The envir

The sum

NOTE - E|
-M

— User Agents;

- M

— Usders.

A.57 Message Handling Service

Service p
NOTE 1 -

NOTE 2 -

— Inf
- M

A.58 Message Handling System (MHS)

The functional object, a component of the Message Handling Environment, that conveys information objects from orle

party to a

A.59 Message Storage

4
OTagcCr

pnment in which message handling takes place, comprising MHS, users, and distribution lists.

f all components of message handling systems.

kamples of components are:

pssage Transfer Agents;

ssage Stores;

ovided by the means of Message Handling Systems.
Service may be provided through Administration Management Domains or Private Management Domains.

Examples of Message Handling Services are:

erpersonal Messaging Service (IPM service);
pssage Transfer Service (MT service).

hother.

The auto

of message handling.

-

atic\storage for later retrieval of information objects conveyed by means of message transfer. It is one aspe

A.60 Message Store (MS)

The funct

ional object, a component of MHS, that provides a single direct user with capabilities for message storage.

A.61 Message Transfer (MT)

The non-real-time carriage of information objects between parties using computers as intermediaries. It is one aspect of
message handling.

46
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A.62 Message Transfer Agent (MTA)

A functional object, a component of the MTS, that actually conveys information objects to users and distribution lists.

A.63 Message Transfer Service

Service that deals with the submission, transfer and delivery of messages for other messaging services.

A.64 Message Transfer System (MTS)
Tlhe functional object consisting of one or more Message Transfer Agents which provides store-and-forward message
tfansfer between User Agents, Message Stores and Access Units.
A.65 Messaging System

A computer system (possibly but not necessarily an open system) that contains, or'realizes, one or more functional
bjects. It is a building block used in the physical construction of MHS.

Q

A.66 Mnemonic OR-Address

>

in OR-address that mnemonicaly identifies a user or distribution list relative to the ADMD through which the user is
accessed or the distribution list is expanded. It identifies an ADMD, and a user or distribution list relative to thaf ADMD.

A.67 Naming Authority

An authority responsible for the allocation of names.

A.68 Network Address

—

1 the context of message handling, a standard attribute of an OR-address form that gives the network addlress of a
¢rminal. It is comprising thefiumbering digits for network access points from an international numbering plan.

—

A.69 Non-delivery

In the context-of message handling, a transmittal event in which an MTA determines that the MTS cannot| deliver a
essage tofone or more of its immediate recipients, or cannot deliver a report to the originator of its subject njessage or
obe.

A.70 Non-registered Access

In the context of Message Handling Services, access to the service through publicly available telecommunications means
by users who have neither been explicitly registered by the service provider, nor been allocated an OR-address.

A.71 Numeric OR-Address

In the context of message handling, an OR-address that numerically identifies a user relative to the ADMD through
which the user is accessed. It identifies an ADMD, and a user relative to that ADMD. It is Identifying a user of Message
Handling Services by means of a numeric keypad.
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A.72 Numeric User Identifier

Standard attribute of an OR-address as a unique sequence of numeric information for identifying a user.

A.73 OR-Address

In the context of message handling, an attribute list that distinguishes one user or DL from another and identifies the

user’s poi

nt of access to MHS or the distribution list’s expansion point.

A.74

DR-Name

In the conptext of message handling, an information object by means of which a user can be designated as)the originatoj

or a user
or distribt

ATS

In the co
contractu

NOTE 1 -
NOTE 2 —

NOTE 3 —
agreement

A.76 ¢

Standard
of messag

ATT ¢

Standard
of sendin

A.78 ¢

In the con

r distribution list designated as a potential recipient of a message or probe. An OR-name distinguishes one us
ition list from another and can also identify its point of access to MHS.
Dptional User Facilities

ntext of message handling services, the elements of service which are,selectable by the user either on
11 basis (agreed period of time) or on a per-message basis.

Optional user facilities are classified as either essential or additional.
Essential optional user facilities are to be made available to all message handling users.

Additional optional user facilities can be made available for mational and international use on the basis of bilater
between the service providers.

Drganization Name

nttribute of an OR-address as a unique designation of an organization for the purpose of sending and receivir
es.

Drganizational Unit Name

httribute of an OR-address/as a unique designation of an organizational unit of an organization for the purpog
b and receiving of messages.

Driginater

text.ofmessage handling, the user (but not distribution list) that is the ultimate source of a message or probe.

= .

h1

[¢)

A.79 Personal Name

In the context of message handling, a standard attribute of an OR-address form that identifies a person relative to the
entity denoted by another attribute (e.g. an organization name).

NOTE — Components are for example:

48

Surname;
Given name;
Initials;

Generation qualifier.
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A.80 Physical Delivery (PD)

The delivery of a message in physical form, such as a letter, through a physical delivery system.

A.81 Physical Delivery Access Unit (PDAU)

An Access Unit that subjects messages (but neither probes nor reports) to physical rendition.

.82 Physical Delivery Address Components

In a postal address they contain the information necessary for the local physical delivery within the physical deliivery area
the physical delivery office, i.e. a street address, a P.O. Box address, a poste restante address\or a unifjue name
ternatively.

NOTE — The information is generally restricted to one line with up to 30 printable graphic characters{ Additional informatjon may be
ipplied by using the attribute type "extension of physical delivery address component".

w2

A.83 Physical Delivery Country Name

In the context of physical delivery, a unique description of the country of the.final destination.

A.84 Physical Delivery Domain

Tlhe domain of responsibility of an organization providing a Physical Delivery System and optionally an MTA/FDAU.

A.85 Physical Delivery Office Address:Components

—

h a postal address they contain the informationite specify the office which is responsible for the local physical delivery.

Z

OTE — The information is generally restricted-to one line with up to 30 printable graphic characters. In some countries| the postal
bde will follow the physical delivery office.address components in a separate line (possibly together with the country name).

(e}

A.86 Physical Delivery,Office Name

105]

tandard attribute of a postal OR-address, in the context of physical delivery, specifying the name of the city, village, etc.
here the physical délivery office is situated, or where the physical delivery is effected.

<

A.87 Physical Delivery Office Number

0]

tandard attribute and in a postal OR-address a means to distinguish between more than one physical delivpry office
rithin a city, etc.

<

A.88 Physical Delivery Organization Name

A free form name of the addressed entity in the postal address, taking into account the specified limitations in length.

A.89 Physical Delivery Personal Name

In a postal address, a free form name of the addressed individual containing the family name and optionally the given
name(s), the initial(s), title(s) and generation qualifier, taking into account the specified limitations in length.
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A.90 Physical Delivery Service

Service provided by a Physical Delivery System.

A.91 Physical Delivery Service Name

Standard attribute of a postal OR-address in the form of the name of the service in the country electronically receiving

the messa

ge on behalf of the Physical Delivery Service.

A92 ]

A system

A93 ]

A physicd

A94 ]

The trans
paper eny

A9S ]

Standard
messages

A96 ]

In the cor
physical ¢

A97 ]

They con|
organizat

NOTE - I
be supplie

Physical Delivery System (PDS)

that performs physical delivery. One important kind of Physical Delivery System is the postal system:

Physical Message

1 object comprising a relaying envelope and its content, e.g. a letter.

Physical Rendition

formation of an MHS message to a physical message, e.g. by printing the message on paper and enclosing it in
clope.

Postal Code

httribute of a postal OR-address to specify the geographical area, and in the context of MHS, used for routing

Postal OR-Address

itext of message handling, an ORxaddress that identifies a user by means of its postal address. It identifies tH
elivery system through which(the'user is to be accessed and gives the user’s postal address.

Postal OR-Address-Components

on name).

a postaliaddress, the information is generally restricted to one line of 30 printable characters. Additional information m3
| byAising the attribute type "extension of postal OR-address components".

ain in a postal’address information to describe the sender or addressee by means of his name (personal namg¢

f

[¢]

A.98 Post Office Box Address (P.O. Box Address)

A standard attribute in a postal address indicating that physical delivery through a P.O. Box is requested. It carries the

P.O. Box

number for distribution to the P.O. Box.

A.99 Poste Restante Address

A standard attribute in a postal address indicating that physical delivery at the counter is requested. It may also carry a

code.
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A.100 Potential Recipient

:2003(E)

In the context of message handling, any user or distribution list to which a message or probe is conveyed during the

course of transmittal. Equivalently, a preferred member, alternate member, or substitute recipient.

A.101 Private Domain Name

In the context of message handling, a standard attribute of an OR-address form that identifies a PRMD relative to the

PMP denoted bian-adiminictration-domain-na nme.
v -GeHOTCa Oy ahaaiStratoh-aoHahe-

A.102 Private Management Domain (PRMD)

| management domain that comprises messaging systems managed by a private organization. While th
pstriction on a PRMD offering public messaging services, the PRMD has not aceepted the Adm

(o nillniilion 2ila S

hckbone.

A.103 Probe

In the context of message handling, an instance of a secondary clas§,of information objects conveyed by
npessage transfer that describes a class of messages and that is used to'determine the deliverability of such mess

A.104 Public Message Handling Service

Nlessage Handling Service offered by an Administration:

N

\.105 Public Services

In the context of telecommunication, the services offered by Administrations.

g

0.106 Receipt

p—

or the communication-system that serves an indirect user conveys such an information object to that user.

A.107 Recipient

See Actual Recipient.

ere 1S no
Inistration

psponsibilities in order to ensure its customers can communicate with any other MD attached to the global fessaging

means of
Loes.

1 the context of messageyhandling, a transmittal step in which either a UA conveys a message or report to its direct user,

A.108 Recursion

In the context of message handling, the situation that a message gets back to the same distribution list of origin and

potentially circulates infinitely.

A.109 Redirection

In the context of message handling, a transmittal event in which an MTA replaces a user among a message’s immediate

recipients with a user preselected for that message.
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A.110 Registered Access

In the context of Message Handling Services, access to the service performed by subscribers who have been registered by
the service provider to use the service, and been allocated an OR-address.

A.111 Report

In the context of message handling, an instance of a secondary class of information object conveyed by means of

message framsfer—ttTsgeneratetby the MTS;treportstheoutcome or progress of @ message s or probe s tramsmittat-go

one or mdre potential recipients.

A.112 Retrieval

[¢]

In the corftext of message handling, a transmittal step in which a user’s message store conveys a message or report to th
user’s UA. The user is an actual recipient of the message or the originator of the subject message.or probe.

A.113 $ecurity Capabilities

In the corftext of message handling, the mechanisms that protect against various sectirity threats.

A.114 $pecialized Access

In the corjtext of message handling, the involvement of specialized-Access Units providing intercommunication betwegn
Message Handling Services and other telecommunication services.

A.115 $tandard Attribute

An attribyte whose type is bound to a certain classof information.

A.116 $treet Address

-

A standaid attribute in a postaladdress giving information for the local distribution and physical delivery, i.e. the stre¢
name, the|street identifier (like street, place, avenue) and the house number.

A.117 $Subject

In the corftextéofimessage handling, the information, part of the header, that summarizes the content of the message as tH
originatoi| Has)specified it.

[¢)

A.118 Subject Message

The message that is the subject of a report.

A.119 Subject Probe

The probe that is the subject of a report.
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A.120 Submission

Direct submission or indirect submission.

A.121 Substitute Recipient

In the context of message handling, the user or distribution list to which a preferred, alternate, or member (but not
another substitute) recipient had elected to redirect messages (but not probes).

A.122 Terminal Identifier

Standard attribute in an OR-address providing information for identifying a terminal amongst others.

NOTE — An example is the telex answerback.

A.123 Terminal OR-Address

—

1 the context of message handling, an OR-address that identifies a user by means_of the network address of hif terminal
and that can identify the ADMD through which that terminal is accessed. The'terminals identified can belong t¢ different
etworks.

=

A.124 Terminal Type

Standard attribute of an OR-address that indicates the type ofsa terminal.

NOTE - Examples: telex, G3 facsimile, G4 facsimile, IAS5, videotex terminal.

A.125 Transfer

In the context of message handling, a tran$mittal step in which one MTA conveys a message, probe, or report td another.

A.126 Transfer System

A messaging system that contains one MTA; optionally one or more Access Units, and neither a UA nor a messpge store.

A.127 Transmittal

The conveyance or attempted conveyance of a message from its originator to its potential recipients, or of a pfobe from
ifs originator to MTAs able to affirm any described message’s deliverability to its potential recipientg. It also
hcormpasses the conveyance or attempted conveyance, to the originator of the message or probe, of any |reports it
pirévokes. It is a sequence of transmittal steps and events.

Q

A.128 Unformatted Postal OR-Address

OR-address based on an unformatted postal address.

A.129 Unique Postal Name

In a postal address, a standard attribute describing the point of physical delivery by means of a unique name, e.g. that of a
building.
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A.130 User

In the context of message handling, a functional object (e.g. a person), a component of the Message Handling
Environment, that engages in (rather than provides) message handling and that is a potential source or destination for the
information objects an MHS conveys.

A.131 User Agent (UA)

In the cor
engages i

A.132

A body

informati
These pa
encode th

h message handling.

yoice Body Part

part sent or forwarded from an originator to a recipient which conveys voice encoded)data and relatgd
n. The related information consists of parameters which are used to assist in the processing of the voice datj.
ameters include information detailing the duration of the voice data, the voice enceding algorithm used {
e voice data, and supplementary information.

[=]
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Annex B
(informative)

Definitions Of Elements Of Service

NOTE — The abbreviations used in the title line have the following meanings:

1

2

3

OTE — A more secure form of access management is providedby the element of service Secure Access Management.

Message Transfer
Interpersonal Messaging
Physical Delivery

Message Store

1994 enhanced Message Store

Per Recipient (available on a per-recipient basis)

Access Management MT

his element of service enables a UA and an MTA to establish access ‘o ‘one another and to manage information
sociated with access establishment.

he element of service permits the UA and MTA to identify and validate the identity of the other. It provides a|capability
r the UA to specify its OR-address and to maintain accessisecurity. When access security is achievefl through
sswords, these passwords can be periodically updated.

Additional Physical Rendition [PD PR

his element of service allows an originating user to request the PDAU to provide the additional renditior] facilities
(¢.g. kind of paper, coloured printing, etc/). Bilateral agreement is required to use this element of service.

Alternate Recipient Allowed MT

his element of serviec’enables an originating UA to specify that the message being submitted can be delivgred to an
ternate recipient asdescribed below.

A destinationyMD will interpret all of the user attributes in order to select a recipient UA. Three cas¢s can be
diistinguished;
1)\7~All the attributes match precisely those of a subscriber UA. Delivery is attempted to that UA.
2) Either insufficient attributes are supplied or those supplied match those of more than one subscribell UA. The
message cannot be delivered.
3) At least the minimum set of attributes required by the destination MD is supplied. Nevertheless, taking all of

the other attributes into account, the attributes match those of no UA.

In case 3, an MD that supports the Alternate Recipient Assignment Element of Service can deliver the message to a UA
that has been assigned to receive such messages. This UA will be notified of the OR-address of the intended recipient as
specified by the originator. Delivery to this UA will be reported in a delivery notification, if requested by the originator.
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B.4  Alternate Recipient Assignment MT

This element of service enables a UA to be given the capability to have certain messages delivered to it for which there is
not an exact match between the recipient attributes specified and the name of the user. Such a UA is specified in terms of
one or more attributes for which an exact match is required, and one or more attributes for which any value is acceptable.
For example, an organization can establish a UA to receive all messages for which country name, Administration
Management Domain name and organization name (for example, company name) are an exact match, but the personal
name of the recipient does not correspond to an individual known by an MHS in that organization. This permits the
organization to manually handle the messages to these individuals.

[¢]

In order ffor a message to be reassigned to an alternate recipient, the originator must have requested the Alterna
Recipient| Allowed Element of Service.

B.5S Authorization Time Indication IPM

This elenjent of service enables the originator to indicate to the recipient UA the date and time at Wwhich a message w4
formally guthorized. Depending upon local requirements, this date and time stamp may vary from the date and time whe
the messgge was submitted to the MTS. This element of service may be used to augment the Authorizing Use
Indicatior} Element of service (see B.6) to provide supplementary information about the aythorizing event.

ZE=IR7

B.6  Authorizing Users Indication IPM

This elenpent of service allows the originator to indicate to the recipient the names of the one or more persons who
authorizedl the sending of the message. For example, an individual can authorize a particular action which is subsequently
communigated to those concerned by another person such as a secretary. The former person is said to authorize ifs
sending While the latter person is the one who sent the message (originator). This does not imply signature-lev¢l
authorization.

B.7  Auto-acknowledgement of IP-Messages IPM  MS-H4

=

This elenjent of service enables an MS-user to/instruct the MS to generate a receipt notification automatically for ead
IP-message containing a receipt notification request which is delivered to the MS. The receipt notification is sent whq
the complete IP-message has been retrieved\by the user or when the user indicates to the MS that he regards the messag
as having|been retrieved.

o B

B.8  Auto-action Log MS-H4

This element of service{enables an MS-user to access a log that records details of selected auto-action executions
performed by the MS XThe MS-user is able to retrieve information from the Auto-action Log by means of the Stordd
Message [Listing<ahd”Stored Message Fetching Elements of Service. The ability to delete Auto-action Log entries |s
subject tol subsctiption. This log of information is available if, and only if, this element of service is subscribed to by tHe
e
n
d

user of thesMS. Support for an element of service which comprises an auto-action does not require support for th

Auto-actibnleg Elementof Service—Foreachtypeo e-acHon+taatn generatetogentrie SHescHpHoR-opHe

whether all auto-action executions are logged, or only those executions that result in an error, or no executions are logge
for that auto-action.

B.9 Auto-advise IPM MS

This element of service enables an MS-user to instruct the MS to generate advice notifications automatically when
selected IP-messages are delivered. The notification may inform the originator of the delivered IP-message that the
MS-user is absent and, for the present, unable to take receipt of messages, or may intimate a change of address. The
notification is generated only if so requested by the IP-message’s originator.
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B.10 Auto-assignment of Annotations MS-94

This element of service enables an MS-user to instruct the MS to attach annotations to a selected message automatically,
when the message is stored in the MS and satisfies specified criteria. The MS-user may specify, through registration,
several sets of selection criteria each of which may indicate the attachment of a different value of annotation.
Subscription to this element of service requires subscription to the Stored Message Annotation Element of Service.

B.11 Auto-assignment of Group Names MS-94

This element of service enables an MS-user to instruct the MS to assign group names to a selectcd| message
aptomatically, when the message is stored in the MS and satisfies specified criteria. The MS-user may §pecify, through
rggistration, several sets of selection criteria, each of which may indicate the assignment of a different group game. The
NIS will verify that only registered group names are assigned to messages. Subscription to this e¢lement pf service
rgquires subscription to the Stored Message Grouping Element of Service.

B.12 Auto-assignment of Storage Period MS-94

his element of service enables an MS-user to instruct the MS to assign a\storage period to a selected message
ptomatically, when the message is stored in the MS and satisfies specified ecriteria. The MS-user may specify, through
poistration, several sets of selection criteria each of which may indicate the attachment of a different value pf storage
eriod. Subscription to this element of service requires subscription{to the Storage Period Assignment Element of
ervice.

w9 = o

B.13 Auto-correlation of IP-Messages IPM| MS-94

This element of service enables an MS-user to retrievéiinformation, automatically generated by the MS, concgrning the
prrelation between various related [P-messages. Thefollowing types of messages may be correlated:

(@)

1) IP-messages received in reply to, or sént in reply to an IP-message;
2) the IP-messages which forwarded (or auto-forwarded) one or more messages;
3) the received or submitted IP-messages that obsolete an IP-message;

4) the received or submitted\IP-messages that indicate that they are related to an [P-message.

wel

esides identifying each IP-message related to a given message in the ways indicated, the MS provides a summary of all
ich responding IP-messages.

2

o]

3.14  Auto=correlation of IP-notifications IPM| MS-94

his element of service enables an MS-user to retrieve information, automatically generated by the MS, concgrning the
P-notifications that have been received in response to a previously submitted IP-message. Information mgy also be
ptrieved concerning IP-notifications sent by the MS-user or the MS in response to delivered IP-messages| The MS

= ]
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provides a summary of received IP-notifications. This enables the MS-user to access this information directly rather than
perform an exhaustive search of all entries that could hold the information. This element of service is effective only if the
submitted or delivered message that an IP-notification refers to is stored in the MS, or is recorded in the Submission Log
or Delivery Log. Provision for the storage of submitted messages, and maintenance of the Submission Log and the
Delivery Log are supported by separate elements of service.

—
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B.15 Auto-correlation of Reports MS-94

This element of service enables an MS-user to retrieve information, automatically generated by the MS, concerning the
delivery and non-delivery reports that have been received in response to a previously submitted message. Successful
cancellations of deferred delivery for submitted messages are also recorded. In addition to identifying each report related
to a given submitted message, the MS provides a summary of these reports. This enables the MS-user to access this
information directly rather than perform an exhaustive search of all entries that could hold the information. This element
of service requires that at least one of the Submission Log or Storage on Submission Elements of Service has also been
subscribed to.

B.16 Auto-deletion After Storage Period VIS-94

This elenfent of service enables an MS-user to instruct the MS to delete automatically any stored message, whose storage
period hag elapsed. This registration remains in force until disabled by a subsequent registration. Messages that have ngt
been listdd or processed are not subject to auto-deletion. Equally, entries of the Submission Log~Belivery Log, and
Auto-actipn log are not subject to auto-deletion. Other content-specific message handling Specifi¢ations may lay down
additiona] rules for the performance of this element of service. Subscription to this element of service requirgs
subscription to the Storage Period Assignment Element of Service.

B.17 Auto-discarding of IP-Messages IPM  MS-H4

This elenfent of service enables an MS-user to instruct the MS to discard stored [P-messages automatically, if they satisf
criteria rdgistered by the MS-user. An IP-message becomes a candidate for{auto-discarding if a subsequently deliverg
IP-message renders it obsolete, or if it contains an Expiry Time that has been reached. The MS-user may control wheth
auto-discgrding occurs for such IP-messages by specifying additional,conditions which the IP-message must satisfy, e.
that the thessage has been fetched by the MS-user, or that the obsoleting IP-message has the same originator as th
obsoleted| [P-message. Where the message has not been fetchéd by the MS-user before being auto-discarded,
non-receipt notification is generated if requested in the discarded IP-message.

= A<

o o v

B.18 Auto-forwarded Indication IPM

This elenjent of service allows a recipient to-determine that a body of an incoming IP-message contains an IP-messag
that has Been auto-forwarded. Thus the recipient can distinguish from that where an incoming IP-message contains
forwardeqd message (as described in B,51) in the body. As with a forwarded IP-message, an auto-forwarded IP-messag
can be aqcompanied by information\(for example, time stamps, indication of conversion) associated with its origin
delivery.

—_— 0 o 0

NOTE — The indication that atitojforwarding of an IP-message has occurred enables a recipient IPM UA, should it so choose,
prevent fufther auto-forwarding and thus the possibility of loops. In addition, a recipient IPM UA can choose whether or not
auto-forwdrd based on othercriteria (for example, sensitivity classification).

o O

When an [[PM UA-auto-forwards an IP-message, it designates it as auto-forwarded. If receipt/non-receipt notification hgs
been requested for the IP-message being auto-forwarded, the IPM UA generates a non-receipt notification informing the
originatoll gf-the auto-forwarding of the IP-message. The notification optionally includes a comment supplied by tHe

' y
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IPM UA.

B.19 Auto-forwarding of IP-Messages IPM MS

This element of service enables an MS-user to instruct the MS to auto-forward selected IP-messages that are delivered to
it. The MS-user may specify through registration several sets of criteria chosen from the attributes available in the MS,
and IP-messages meeting each set of criteria will be auto-forwarded to one or more users or DLs. If requested by the
message originator, a non-receipt notification is generated indicating that the I[P-message was auto-forwarded even if the
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MS retains a copy of the forwarded message, unless the copy is retained as a new message. For each set of selection
criteria, a body part may be specified, to be included as a “cover note” with each auto-forwarded IP-message.

NOTE — In versions of F.400/X.400 and ISO/IEC 10021-1 published prior to 1994, this element of service was named Stored Message
Auto-forward, and classified as a general MS optional user facility; it has since been classified as [PM-specific.

B.20 Auto-submitted Indication IPM

Q0 he originator_or enable ne A_or V] o indi e to the recipient whethe D

X gina 2 : message
Was or was not submitted automatically by a machine without either the direct or indirect control by a huapan of the
spbmission, and to determine the nature of the submission, thus:

- not auto-submitted;

—+ auto-generated,

— auto-replied.

—

he absence of this indication yields no information as to whether the message submission involved human fontrol or
ot.

=

B.21 Basic Physical Rendition [PD PR

—]

his element of service enables the PDAU to provide the basic rendition facilities for converting the MHS mesgage into a
hysical message. This is the default action to be taken by the PDAU:

ao}

B.22 Blind Copy Recipient Indication IPM PR

Trhis element of service allows the originator to provide the OR-name of one or more additional users, or DL4, who are
iftended recipients of the IP-message being senf.)These names are not disclosed to either the primary or copy fecipients.
Whether or not these additional recipients arg-disclosed to one another is a local matter.

B.23 Body Part Authentication and Integrity IPM

—

his element of service allows the originator of the message to provide the recipient with the means by which the
pcipient can verify that(particular body parts of the message have not been modified and that their origin can be
pthenticated (i.e. a signature).

[

B.24 BodyPart Encryption IPM

This element of service allows the originator to indicate to the recipient that a particular body part of the IP-message
being ‘sent has been encrypted. Encryption can be used to prevent unauthorized inspection or modification of the body
part=This element of service can he nsed by the recipient to defermine that some bhody part(s) of the TP-messade must be
decrypted. The encrypted body part may retain the body part type information, or may be sent in a messaging-system
independent format in which there is no information about the type of the information which has been encrypted.

B.25 Circulation List Recipients Indication IPM

This element of service enables the originator to indicate to the recipient a list of recipients to whom it is requested that
the IP-message be distributed serially. The circulation list includes an indication of whether each recipient has already
received the IP-message. In this context, recipients that have received the message are said to be “checked” in the
circulation list. The circulation list should be updated by the recipient and included in an IP-message sent to the next
recipient that has not been checked.
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B.26 Content Confidentiality MT

This element of service allows the originator of a message to protect the content of the message from disclosure to
recipients other than the intended recipient(s). Content Confidentiality is on a per-message basis, and can use either an
asymmetric or a symmetric encryption technique.

B.27 Content Integrity MT PR

This element-ofserviee-aHows-the-oristnator-of-the-mess aee-to-provide-to-the-reeipient-of-the-messase-ateansby—whie
the recipipnt can verify that the content of the message has not been modified. Content Integrity is on a per-recipiemt
basis, and can use either an asymmetric or a symmetric encryption technique.

B.28 C(Content Type Indication M|r
This elenjent of service enables an originating UA to indicate the content type for each submitted message. A recipiefit
UA can Have one or more content types delivered to it. An example of a content type is the, contents generated by tHe
IPM clasqg of co-operating UAs.

B.29 Conversion Prohibition M[r
This elerhent of service enables an originating UA to instruct the MTS, that implicit encoded information tyge
conversion(s) shall not be performed for a particular submitted message.

B.30 Conversion Prohibition in Case of Loss of Information Mr
This elenfent of service enables an originating UA to instruct¢he MTS that encoded information type conversion(s) shalll

not be pefformed for a particular submitted message if such conversion(s) would result in loss of information. Loss ¢f
informatipn is discussed in detail in Recommendation X.408.

Should this and the Conversion Prohibition Elemient of Service both be selected, the latter shall take precedence.

NOTE — This element of service will not proteet against possible loss of information in certain cases where the recipient is usirlg
an /O devjce whose capabilities are unknowito. the MTA.

B.31 Converted Indication MT PR

a

This elenjent of service enables the MTS to indicate to a recipient UA that the MTS performed encoded information typ
conversiopn on a delivered message. The recipient UA is informed of the resulting types.

B.32 Counter Collection PD PR

This element of service allows an originating user to instruct the PDS to keep the physical message ready for counter
collection at the post office specified by the originator, or at the post office which offers counter collection service closest
to the given recipient’s address.

B.33 Counter Collection with Advice PD PR

This element of service allows an originating user to instruct the PDS to keep the physical message ready for counter
collection at the post office specified by the originator, or at the post office which offers counter collection service closest
to the given recipient’s address, and to inform the recipient via telephone, or telex, using the number provided by the
originator.
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B.34 Cover Page Suppression MT PR

This element of service allows the originator to indicate to an Access Unit that a cover page should not be added to the
message when it is rendered into physical form. This element of service is particularly intended for facsimile access
units, but may also be applied to any other kind of access unit where the basic rendition calls for the AU to generate a
cover page.

B.35 Cross-referencing Indication IPM

his element of service allows the originator to associate with the IP-message being sent, the globally unique jdentifiers
one or more other IP-messages. This enables the recipient’s IPM UA, for example, to retrieve from storagela copy of
the referenced IP-messages.

36 Deferred Delivery MT

his element of service enables an originating UA to instruct the MTS that a message’ being submitted shall be|delivered
sooner than a specified date and time. Delivery will take place as close to the date'dnd time specified as pogsible, but
t before. The date and time specified for deferred delivery is subject to a limhit/which is defined by the ofiginator’s
anagement domain.

37 Deferred Delivery Cancellation MT

his element of service enables an originating UA to instruct theZMTS to cancel a previously submitted deferrefl delivery
essage. The cancellation attempt may or may not always(succeed. Possible reasons for failure are: deferrefl delivery
time has passed, or the message has already been forwarded within the MTS.

.38 Delivery Log MS-94

his element of service enables an MS-us¢#'to access a log that records details of the messages and reports ddlivered to
the MS; these records persist even afterthe messages and reports have been deleted. A Delivery Log entry ¢ontains a
spibset of the information that maysbe stored for a delivered message. The quantity of information stored in th¢ Delivery
og for each message is specifiedat subscription time. The MS-user is able to determine whether the deliveredl message
cprresponding to a Delivery LZog’entry has been deleted. The MS-user is able to retrieve information from thg¢ Delivery
og by means of the Stered Message Listing, Stored Message Fetching and Stored Message Summary Elgments of
ervice. The ability to delete Delivery Log entries is subject to subscription, and may be restricted to messagds meeting
cprtain criteria, e.g. messages stored longer than an agreed period of time.

39 Deélivery Notification MT PR

his/¢lément of service enables an originating UA to request that the originating UA be explicitly notifigd when a
spbmitted message has been successfully delivered to a recipient UA, or, in the case of access units, may indicafte that the
message has been successtully received by the destination terminal. The notification 1s related to the submitted message
by means of the message identifier and includes the date and time of delivery. In the case of a multi-destination message,
the originating UA can request this element of service on a per-recipient basis.

When a message is delivered after distribution list expansion, then, depending on the policy of the distribution list, the
notification can be sent to either the list owner, the message originator, or both.

Delivery notification carries no implication that any UA or user action, such as examination of the message’s content, has
taken place.
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B.40 Delivery Time Stamp Indication MT PR

This element of service enables the MTS to indicate to a recipient UA the date and time at which the MTS delivered a
message. In the case of physical delivery, this element of service indicates the date and time at which the PDAU has
taken responsibility for printing and further delivery of the physical message.

B.41 Delivery via Bureaufax Service PD PR

. p o L . b oo T oo o PR
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for transpprt and delivery.

B.42 Designation of Recipient by Directory Name MT PR

w«

This element of service enables an originating UA to use a directory name in place of an individual recipient
OR-addrdss.

B.43 Disclosure of Other Recipients M[r

[©)

This elenjent of service enables the originating UA to instruct the MTS when submiitting a multi-recipient message, {
disclose fhe OR-names of all other recipients to each recipient UA, upon delivery of the message. The OR-namg
disclosed|are as supplied by the originating UA. If distribution list expansion has been performed, then only th
originato1| specified DL name will be disclosed, and not the names of its members.

o »n

B.44 Distribution Codes Indication IPM

a

This elenfent of service enables the originator to provide the‘recipient with information to support its distribution of tH
IP-message either within the MHS (e.g. auto-forwarding) or external to the MHS (e.g. hard copy distribution). A specifj
definition| of distribution code semantics should bexmutually supported by the originator and recipients. Note that th
element of service may provide information to aute=actions such as auto-forward and auto-alert.

»n O

B.45 DL-exempted Recipients M[r

o

This elenjent of service enables_the)originator to specify the OR-names of recipients that are requested to be excludg
from the get of intended recipiefits generated as a result of DL expansion. Exclusion is performed at the point of DL
expansior]. The names of exempted list members are also provided to the remaining recipients. This service does nft
guarantee| that the exempted recipients will not receive the message as the result of other services (e.g. forwarding,
redirectiop).

B.46 DL=expansion History Indication Mll‘

This element of service provides to a recipient, at delivery, information about the distribution list(s) through which the
message has arrived. It is a local matter as to how much of this information is presented to the recipient.

B.47 DL-expansion Prohibited MT

This element of service allows an originating user to specify that if any of the recipients can directly or via reassignment
refer to a distribution list, then no expansion shall occur. Instead, a Non-delivery Notification will be returned to the
originating UA, unless Prevention of Non-delivery Notification has been requested.
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B.48 EMS (Express Mail Service) PD PR

This element of service allows an originating user to instruct the PDS to transport and deliver the physical message
produced from the MHS message through accelerated letter circulation and delivery service (such as EMS or the
equivalent domestic service) in the destination country.

B.49 Expiry Date Indication IPM

ctermrentof-serviceattow COTIgIMator toTmdIcate to-the TecIpie cdateamdtimreafter-wh ccomngsiders the
-message to be invalid. The intent of this element of service is to state the originator’s assessment of the current
applicability of an IP-message. The particular action on behalf of a recipient by his IPM UA, or by the récipient himself,

.50 Explicit Conversion MT PR

[his element of service enables an originating UA to request the MTS to perform“a’specified conversior, such as
rg¢quired when interworking between different Telematic Services. When a messagevis delivered after convgrsion has
en performed, the recipient UA is informed of the original encoded information/types as well as the current encoded
imformation types in the message.

NOTE 1 — This element of service is intended to support interworking with telematic terminals/services.

NOTE 2 — When DL names are used in conjunction with this element of setyic€, conversion will apply to all members of th¢ DL.

B.51 Forwarded IP-message Indication IPM

This element of service allows a forwarded IP-messdge, or a forwarded IP-message plus its “delivery informatjon” to be
sent as the body (or as one of the body parts) of an-IP-message. An indication that the body part is forwarded is[conveyed
ajong with the body part. In a multi-part body;-forwarded body parts can be included along with body partp of other
types. “Delivery information” is information-which is conveyed from the MTS when an IP-message is deliyered (for
kample, time stamps and indication .of)conversion). However, inclusion of this delivery information alopg with a
forwarded IP-message in no way guarantees that this delivery information is validated by the MTS.

(@)

The Receipt Notification Request Indication and the Non-receipt Notification Request Elements of Servide are not
afffected by the forwarding of an TP-message.

B.52 Grade of Delivery Selection MT

This element ‘0f-service enables an originating UA to request that transfer through the MTS be urgent or npn-urgent,
rather than‘normal. The time periods defined for non-urgent and urgent transfer are longer and shorter, respectively, than
that defined for normal transfer. This indication is also sent to the recipient with the message.

B.53 Hold for Delivery MT

This element of service enables a recipient UA to request that the MTS hold its messages and returning notifications for
delivery until a later time. The UA can indicate to the MTS when it is unavailable to take delivery of messages and
notifications, and also, when it is again ready to accept delivery of messages and notifications from the MTS. The MTS
can indicate to the UA that messages are waiting due to the criteria the UA established for holding messages.
Responsibility for the management of this element of service lies with the recipient MTA.

Criteria for requesting a message to be held for delivery are: encoded information type, content type, maximum content

length and priority. The message will be held until the maximum delivery time for that message expires, unless the
recipient releases the hold prior to its expiry.
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NOTE — The Hold for Delivery Element of Service is distinct from the message store facility. The Hold for Delivery Element of
Service provides temporary storage to facilitate delivery and only after a message has been transferred to the recipient’s UA is delivery
notification returned. The message store facility augments the storage of a UA and can be used to store messages for an extended
period of time. Unlike the Hold for Delivery Element of Service, delivery notifications are returned as soon as the message is placed in
(that is, delivered to) the message store.

B.54 Implicit Conversion MT

This element of service enables a recipient UA to have the MTS perform for a period of time any necessary conversion
on messapes prior to delivery. Neither the originating nor recipient UA explicitly requests this element ot service onla
per-messdge basis. If the encoded information type capabilities of the recipient UA are such that more than one type-¢f
conversiop can be performed, the most appropriate conversion is performed. When a message is delivered aft¢
conversion has been performed, the recipient UA is informed of the original encoded information types asywell as tH
current erlcoded information types in the message.

o =

B.55 Importance Indication IPM

This element of service allows the originator to indicate to the recipients his assessment.'of the importance of the
IP-message being sent. Three levels of importance are defined: low, normal and high.

This elenfent of service is not related to the Grade of Delivery Selection Element of Service provided by the MTS. TH
particular|{ action taken by the recipient or his IPM UA based on the importance categorization is unspecified. It is th
intent to pllow the recipient IPM UA, for example, to present I[P-messages.in jorder of their importance or to alert th
recipient pf the arrival of [P-messages of high importance.

o o o

B.56 Incomplete Copy Indication IPM

This elenfent of service allows an originator to indicate that;this [P-message is an incomplete copy of an IP-message with
the same [[P-message identification in that one or more body parts, and/or heading fields of the original IP-message age
absent.

B.57 Information Category Indication IPM

This elenfent of service enables the originator to indicate to the recipient the character of the information contained in th
IP-message. The service can provide/a registered identifier for each particular category, or free form informatig
describing the nature of the communication. The recipients may use the information provided by this service to affect t
presentatipn of messages to.the-recipient, or to affect any other local processing functions. A specific definition
informatipn category valugs~and semantics should be mutually supported by the originator and the recipient. Examples
informatipn categories iiclude: draft message, press release, contractual commitment, policy statement.

- - 0 B 0

B.58 1P-message Action Status IPM MS-H4

nto ----.-:-AA

This elem of service-enables S-user-to-dete a-receipt-notificatic
the user in an IP-message which the user has received. It allows the user to record in the MS (and subsequently retrieve
the information) that the reply (or IP-notification) has been sent. In addition, the user may set a reminder that a reply is
intended even if no reply was explicitly requested.

B.59 IP-message Identification IPM

This element of service enables co-operating IPM UAs to convey a globally unique identifier for each IP-message sent or
received. The IP-message identifier is composed of an OR-name of the originator and an identifier that is unique with
respect to that name. IPM UAs and users use this identifier to refer to a previously sent or received IP-message (for
example, in receipt notifications).
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B.60 IP-message Security Labelling IPM

This element of service augments the Message Security Labelling service (see B.67) by allowing the originator of an
IP-message to convey to all recipients an indication of the security classification of the IP-message content, or optionally,
of the component heading and body parts of an [P-message. This service enables the implementation of security policies
in which the security labels associated with local objects (e.g. files) derived from component parts of the IP-message may
be assigned values provided by the originating IPM user. The integrity of the IP-message Security Labelling may be
provided by the Content Integrity or Body Part Authentication and Integrity security service, and confidentiality of the
IP-message Security Labelling may be provided by the Content Confidentiality security service. Authentication of the
originator of the IP-message Security Labelling may be provided by the Message Origin Authentication service or the
Body Part Authentication and Integrity service.

NOTE 1 — Unless both end systems have mutual trust in each end system’s ability to process and separate irfformatiop based on
s¢curity labels, this label should not be used to implement mandatory access control.

NOTE 2 — The meaning of the term “security classification” in this context is relative to the specific security policy in force

B.61 Language Indication IPM

This element of service enables an originating UA to indicate the language type(s)-of a submitted IP-message.

B.62 Latest Delivery Designation MT

This element of service enables an originating UA to specify the\latest time by which the message is to be defivered. If
the MTS cannot deliver by the time specified, the message is not'delivered and is cancelled. On multi-recipient nessages,
the latest delivery time can expire prior to delivery to all r&eipients, but this will not negate any deliveries which have
ready occurred.

.63 Manual Handling Instructions:Indication IPM

his element of service enables the originator to indicate to the recipient instructions for manual handlihg of the
IP-message, following its delivery. The'service can provide instructions consisting of free form text. Examples pf manual
ndling instructions include special recipient handling requests (e.g. “Please pass to...”, “Please DO NOT pass to...”),
d instructions on how to process body data.

OTE - Instructions indicafed)by this element of service may apply either to the IP-message as a whole or to specific conjponents of
the IP-message. Where necessary, the content of the instructions should indicate the scope of the instructions or the paft(s) of the
IP-message to which the-instruction applies.

.64 Message Flow Confidentiality MT

his”element of service allows the originator of the message to protect information which might be derjved from
s€wvation of the message flow.

NOTE — Only a limited form of this is supported.

B.65 Message Identification MT

This element of service enables the MTS to provide a UA with a unique identifier for each message or probe submitted or
delivered by the MTS. UAs and the MTS use this identifier to refer to a previously submitted message in connection with
Elements of Service such as Delivery and Non-delivery Notification.
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B.66 Message Origin Authentication MT PR

This element of service allows the originator of a message to provide to the recipient(s) of the message, and any MTA
through which the message is transferred, a means by which the origin of the message can be authenticated (i.e. a
signature). Message Origin Authentication can be provided to the recipient(s) of the message, and any MTA through
which the message is transferred, on a per-message basis using an asymmetric encryption technique, or can be provided
only to the recipient(s) of the message, on a per-recipient basis using either an asymmetric or a symmetric encryption
technique.

B.67 ]Message Security Labelling MI]‘

This elenjent of service allows the originator of a message (or probe) to associate with the message (and any reports g
the messdge or probe) an indication of the sensitivity of the message (a security label). The message security‘label may
be used by the MTS and the recipient(s) of the message to determine the handling of the message in lineyith the securify
policy in force.

=

B.68 Message Sequence Integrity MT PR

This elenfent of service allows the originator of the message to provide to a recipient\ofthe message a means by whidh
the recipipnt can verify that the sequence of messages from the originator to the recipient has been preserved (withoyit
message |oss, re-ordering, or replay). Message Sequence Integrity is on a pef-recipient basis, and can use either an
asymmettlic or a symmetric encryption technique.

B.69 MS Register MS
This elengent of service enables an MS-user to register various: items of information with the MS in order to modify
certain aspects of its behaviour, such as:

1) |[the performance of automatic actions;

2) [the default set of information retrieved.-when using the Stored Message Fetching and Stored Message Listing
Elements of Service. One set of information may be registered per UA employed by the user;

3) [the credentials used by the Message Store to authenticate the MS-user.

If a user gmploys more than one UA iniplementation, then as a subscription option the MS may store a separate set ¢f
registratiqn information for each UA, The user may retrieve the registered information from the MS.

NOTE — The capability to store Separate sets of registration information and to retrieve registered information was not defined In
versions of this part of ISO/IEC\}0021 published prior to 1994.
B.70 Multi-destination Delivery MT PR

This elenjefit-of service enables an originating UA to specify that a message being submitted is to be delivered to mote
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B.71 Multi-part Body IPM

This element of service allows an originator to send to a recipient or recipients an IP-message with a body that is
partitioned into several parts. The nature and attributes, or type, of each body part are conveyed along with the body part.
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