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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1ISO

technig
establi
non-gq
Interns

Interns
The m

adopts
Interng

5hed has the right to be represented on that committee. International organizations, governmental and
vernmental, in liaison with ISO, also take part in the work. ISO collaborates closely with™the
tional Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
ain task of technical committees is to prepare International Standards. Draft International Standards

d by the technical committees are circulated to the member bodies for voting.“Publication as an
tional Standard requires approval by at least 75 % of the member bodies casting.a)vote.

This standard may be revised after 5 years on the basis of practical experience. Cammittees writing standards

are iny
provisi

ited to inform the ISO Central Secretariat of any difficulties encountered.with the implementation of its
bNs.
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Introduction

Organizations of all types and sizes face a range of risks that can affect the achievement of their objectives.

These objectives can relate to0 a range of the organization's activities, from strategic mitiatives
operations, processes and projects, and be reflected in terms of strategic, operational, financi
reputational outcomes and impacts.

All activities of an organization involve risks. Risk management aids decision making by.taking acc
uncertainty and its effect on achieving objectives and assessing the need for any actions:

Risk management process involves applying logical and systematic methods for:
— communication and consultation throughout the process;
— establishing the context;

— identifying, analyzing, evaluating and treating risk associated with any activity, process, function,
product, service or asset;

— monitoring and reviewing risk; and

— recording and reporting the results appropriately,

to its
al and

punt of

roject,

This International Standard recognizes the variety~of the nature, level and complexity of risks and provides

generic guidelines on principles and implementation of risk management. To apply these generic guide
a specific situation, this International Standard sets out how an organization should understand the s
context in which it implements risk management.

Risk management can be applied to0 the entire organization, across its many areas and levels, at any {
well as to specific functions and activities.

When implemented and maintained in accordance with this International Standard, risk management ¢
an organization to, for example:

— encourage proactive rather than reactive management;
— be aware-of the need to identify and treat risk throughout the organization;
— improve identification of opportunities and threats;

—<_comply with relevant legal and regulatory requirements and international norms;

ines in
pecific

me as

nables

— fmprove financiat reporting;

— improve corporate governance;

— improve stakeholder confidence and trust;

— establish a reliable basis for decision making and planning;

— improve controls;

© ISO 2008 — All rights reserved
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— effectively allocate and use resources for risk treatment;
— improve operational effectiveness and efficiency;

— enhance health and safety;

— improve incident management and prevention;

—  minimize loss-

— Inmprove organizational learning; and
— Improve organizational resilience.

Risk management should ensure that organizations have an appropriate response to the risksraffecting them.
Risk management should thus help avoid ineffective and inefficient responses to risk that can unnecessarily
prevert legitimate activities and/or distort resource allocation.

To be |effective within an organization, risk management should be an integrated(part of the organization's
overall governance, management, reporting processes, policies, philosophy and cUlture.

The same risk management approach can be adopted for all activities of an‘organization including projects,
defined functions, assets, and products or activities and will in turn strengthen the linkages between these
activities and the organization’s overall objectives.

This International Standard is intended to be used by a wide range of-stakeholders including:

— thgse responsible for implementing risk management within‘their organization;

— thgse who need to ensure that an organization manages risk;

— those who need to manage risk for the organization as a whole or within a specific area or activity;
— thgse needing to evaluate an organization's-practices in managing risk; and

— depelopers of standards, guides, procedures, and codes of practice that in whole or in part set out how
risk is to be managed within the specific context of these documents.

Many prganizations' existing management practices and processes include components of risk management
and many organizations have already adopted a formal risk management process for particular types of risk or
circumistances. Management-Can decide to critically review their existing practices and processes in light of
this standard.

Although the practice"of risk management has been developed over time and within many sectors to meet
divers¢ needs, a.generic approach consisting of a framework of essential components can help to ensure that
risk is|managed effectively and coherently across an organization. The generic approach described in this
Interngtional \Standard provides guidelines on implementing essential components for managing risk in a
transpgrent and credible manner within any scope and context.

Each specific sector or application of risk management brings with it individual needs, audiences, perceptions
and criteria. Therefore a key feature of this International Standard is the inclusion of “establishing the context”
as an activity at the start of this generic process of risk management. This feature will capture the diversity of
criteria as well as the nature and complexity of risk and other factors that need to be considered and managed
in each case.

Some areas of risk management within, for example, the areas of safety, human health and environment,
impose criteria that reflect an aversion to negative consequences. Such criteria can be contained in legal and
regulatory requirements and international norms. The application of the risk management approach described
in this International Standard helps to ensure that those criteria are identified and applied. Therefore, this

vi © IS0 2008 — All rights reserved
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149 International Standard can also help an organization to comply with legal and regulatory requirements and
150 international norms as well as to improve an organization’s performance.

151 The relationship between the principles for managing risk, the risk management framework and the risk
152  management process described in this standard is shown in Figure 1.

a) Creates value

52
b) Inle_gra_l part of Mandate
organizational processes -

c) Part of decision commitment

making
d) Explicitly addresses l
uncertainty
. 53
e) Systematic, structured Design of
and timely i
framework

f) Based on the best
available information

for managing risk

g) Tailored 56
. 5.4
h) Takes human and Continual .
: : Implementing ¢ N
cultural factors into improvement st N "
account of the s
mandgement
i) Transparent and framework
inclusive
j) Dynamic, iterative and
responsive to change > 5.5
k) Facilitates continual Momtor_lng
improvement and and review
enhancement of the of the
organization framework
Principles for Framework for Process for
managing risk managing risk managing risk
(Clause 4) (Clause 5) (Clause 6)
153
154 Figure 1 — Relationship between the risk management principles, framework and process,
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Risk management — Principles and guidelines on
implementation

1 Scope

This International Standard provides principles and generic guidelines on implementation-ef.risk management.

This International Standard can be applied to any public, private or community enterprise, association
or individual. Therefore, this International Standard is generic and not specific to any.industry or sector.

group

NOTE For convenience, all the different addressees of this International Standard ate referred to by the genefal term

“organization”.

This International Standard can be applied throughout the life of,an-organization, and to a wide ra|
activities, processes, functions, projects, products, services, assets,Operations and decisions.

Although this International Standard provides generic guidelihes; it is not intended to impose uniformity,
management across organizations. The design and implementation of risk management will depend
varying needs of a specific organization, its particular, objectives, context, structure, products, se
projects, the operational processes and specific practices employed.

This International Standard intends to harmonize(risk management processes in existing and future star
It provides a common approach in support of-standards dealing with specific risks and/or sectors, an
not replace those standards.

This International Standard is not intended to be used for the purpose of certification.

2 Normative references

The following referenced,document is indispensable for the application of this document. For dated refe
only the edition cited_applies.

ISO/IEC Guide<73, Risk management — Vocabulary!

3 Terms and definitions

nge of

of risk
on the
rvices,

dards.
i does

rence,

For the purposes of this document, the terms and definitions given in ISO/IEC Guide 73 apply.

4 Principles for managing risk
To be most effective, an organization’s risk management should adhere to the following principles.

a) Risk management creates value.

1 To be published.
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Risk management contributes to the demonstrable achievement of objectives and improvement of, for
example, human health and safety, legal and regulatory compliance, public acceptance, environmental
protection, financial performance, product quality, efficiency in operations, corporate governance and
reputation.

b) Risk management is an integral part of organizational processes.

Risk management is part of the responsibilities of management and an integral part of the normal
organizational processes as well as of all project and change management processes. Risk management is

not a gtand-alone activity which is separate from the main activities and processes of the organization.

c) R|sk management is part of decision making.

Risk management helps decision makers make informed choices. Risk management can help _prioritize
actiong and distinguish among alternative courses of action. Ultimately, risk management €an-help with
decisigns on whether a risk is unacceptable and whether risk treatment will be adequate and gffective.

d) Risk management explicitly addresses uncertainty.

Risk management deals with those aspects of decision making that are uneertain, the nature of that
uncertginty, and how it can be addressed.

e) R|sk management is systematic, structured and timely.

A systematic, timely and structured approach to risk management_centributes to efficiency and consistent,
compdgrable and reliable results.

f)  R|sk management is based on the best available information’

The inputs to the process of managing risk are based on-information sources such as experience, feedback,
observation, forecasts and expert judgement. However,-decision makers should be informed of and should
take into account any limitations of the data or modelling used or the possibility of divergence among experts.
g) Risk management is tailored.

Risk management is aligned with the organization’s external and internal context and risk profile.

h) R|sk management takes humaf and cultural factors into account.

The organization’s risk management recognizes the capabilities, perceptions and intentions of external and
interngl people that can facilitate or hinder achievement of the organization’s objectives.

i)  R|sk management.is/transparent and inclusive.

Appropriate and-timely involvement of stakeholders and, in particular, decision makers at all levels of the
organization, «enstres that risk management remains relevant and up-to-date. Involvement also allows
stakehplders,to'be properly represented and to have their views taken into account in determining risk criteria.

i) Risk-management is dynamic_iterative and responsive to change

As internal and external events occur, context and knowledge change, monitoring and review take place, new
risks emerge, some change, and others disappear. Therefore an organization should ensure that risk
management continually senses and responds to change.

k) Risk management facilitates continual improvement and enhancement of the organization.
Organizations should develop and implement strategies to improve their risk management maturity alongside

all other aspects of their organization. Annex A "Attributes of enhanced risk management" provides further
information.

2 © 1SO 2008 — All rights reserved
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5 Framework for managing risk

5.1 General

To be successful, risk management should function within a risk management framework which provides the
foundations and organizational arrangements that will embed it throughout the organization at all levels. The
framework assists an organization in managing its risks effectively through the application of the risk

management nrocess (see-Clause 68) at varvina lgvgle and within cngeific contexts of the oraanizati The
RaRagementpt & HARHRGHeV ISR WHRHA—-SP H 2 —A FgahzaHo.

framework should ensure that risk information derived from these processes is adequately reported @nd used
as a basis for decision making and accountability at all relevant organizational levels.

This clause describes the components of the framework for managing risk that are necessary and the jway in
which they interrelate as shown in Figure 2.

5.2 Mandate and commitment

5.3 Design of framework for managing risk
5.3.1 Understanding the organizatiomand its context
5.3.2 Risk management policy
5.3.3 Integration into organizational processes
5.3.4 Accountability
5.3.5 Resources
5.3.6 Establishing interfial communication and reporting mechanisms
5.3.7 Establishing &xteérnal communication and reporting mechanisms

5.4 Implementing risk management
5.6 Continual improvement of the framework 5.4.1 Implementing the framework for managing risk
5.4.2 Implementing the risk management progess

5.5 Monitoring and review of the framework

Figure 2 — Components of the framework for managing risk

This framework is not intended to describe a management system; but rather, it is to assist the organization to
integrate risk management within its overall management system. Therefore, organizations should adapt the
components of the framework to their specific needs.

If an organization’s existing management practices and processes include components of risk management or
if the organization has already adopted a formal risk management process for particular types of risk or
situations, then these should be critically reviewed and assessed against this International Standard as the
basis for determining their adequacy.

© 1SO 2008 — Al rights reserved 3
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5.2 Mandate and commitment

The introduction of risk management and ensuring its on-going effectiveness requires strong and sustained
commitment by management of the organization as well as strategic and rigorous planning. Management

should

— art

iculate and endorse the risk management policy;

— determine risk management performance indicators that align with organizational performance indicators;

— éen
— éen
— as
— éen
— CO

— en
5.3

5.3.1

Before]
underd
the de

Aspec

sure alignment of risk management objectives with the objectives and strategies of the organization;
sure legal and regulatory compliance;

5ign management accountabilities and responsibilities at appropriate levels within the organization;
sure that the necessary resources are allocated to risk management;

mmunicate the benefits of risk management to all stakeholders; and

sure that the framework for managing risk continues to remain appropriate.
Design of framework for managing risk

Understanding the organization and its context

starting the design and implementation of the framework for managing risk, it is important to
tand both the internal and external context of the organization since these can influence significantly
5ign of the framework.

s of the organization’s external context include, but not limited to:

— the cultural, political, legal, regulatory, financial, technological, economic, natural and competitive

en
— ke

Aspec

vironment, whether international, national, regional or local;
y drivers and trends having impatt on the objectives of the organization; and
rceptions and values of external stakeholders.

s of the organization’s‘internal context include, but not limited to:

— the capabilities, urndérstood in terms of resources and knowledge (e.g. capital, time, people, processes,

Sy
— inf

— int

5tems and technologies);
brmation systems, information flows, and decision making processes (both formal and informal);

ernalhstakeholders;

— pe

licies, objectives, and the strategies that are in place to achieve them;

rceptions, values and culture;

— standards and reference models adopted by the organization; and

— st

uctures (e.g. governance, roles and accountabilities).
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5.3.2 Risk management policy

The risk management policy should clarify the organization's objectives for and commitment to risk

management and should specify the following:
— links between the risk management policy and the organization’s objectives and other policies;

— the organization's rationale for managing risk;

— accountabilities and responsibilities for managing risk;

— the way in which conflicting interests are dealt with;

— the organization’s risk appetite or risk aversion;

— processes, methods and tools to be used for managing risk;

— resources available to assist those accountable or responsible for managing-risk;
— the way in which risk management performance will be measured and reported,;

— commitment to the periodic review and verification of the risk management policy and framework
continual improvement; and

The risk management policy should be communicated appropriately.

5.3.3 Integration into organizational processes

and its

Risk management should be embedded in all the organization’s practices and business processes so that it is

relevant, effective and efficient. The risk management process should become part of and not separat
those organizational processes. In particular,” risk management should be embedded into the
development, business and strategic planning and change management processes.

There should be an organization-wide risk management plan to ensure that the risk management p
implemented and that risk management is embedded in all the organization’s practices and by
processes.

5.3.4 Accountability

The organization should ensure that there is accountability and authority for managing risks, includ
implementation and.~maintenance of the risk management process and ensure the adequac
effectiveness of any risk controls. This can be facilitated by:

— specifying who is accountable for the development, implementation and maintenance of the framew
managing risk;

e from
policy

blicy is

siness

ng the
y and

ork for

—\specifying risk owners for implementing risk treatment, maintaining risk controls and reporting of rTIevant

risk information;

— establishing performance measurement and internal and/or external reporting and escalation processes;

and

— ensuring appropriate levels of recognition, reward, approval and sanction.

5.3.5 Resources

The organization should develop the practical means to allocate appropriate resources for risk management.
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Consideration should be given to the following:

— people, skills, experience and competences;

— resources needed for each step of the risk management process;
— documented processes and procedures; and

— information and knowledge management systems.

5.3.6 | Establishing internal communication and reporting mechanisms

The organization should establish internal communication and reporting mechanisms. These should ensure

that:

— key components of the risk management framework, and any subsequent niodifications, are

communicated appropriately;

— there is adequate internal reporting on the framework, its effectiveness and the outcomes;

— relevant information derived from the application of risk management is available at appropriate levels and

times; and

— there are processes for consultation with internal stakeholders.

These|mechanisms should include processes to consolidate risk information where appropriate from a variety

of soufces within the organization taking into account its sensitivity.

5.3.7 | Establishing external communication and reporting mechanisms

The ofganization should develop and implement_a*plan as to how it will communicate with external

stakeholders. This should involve:

— engaging appropriate external stakeholdets-and ensuring an effective exchange of information;

— external reporting to comply with legal, regulatory, and corporate governance requirements;

— mlking legally required disclosures;
— providing feedback and reporting on communication and consultation;
— us|ng communication,to build confidence in the organization; and

— communicating\with stakeholders in the event of a crisis or contingency.

5.4 Implementing risk management

5.4.1 Hmptementing-theframeworkformanagingrisk

In implementing the organization’s framework for managing risk, the organization should:

— define an appropriate timing and strategy for implementing the framework;
— apply the risk management policy and process to the organizational processes;

— comply with legal and regulatory requirements;

© ISO 2008 — Al rights reserved
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— document justified decision making, including the development and setting of objectives which are aligned

with the outcomes of the risk management process;

— hold information and training sessions; and

— communicate and consult with stakeholders to ensure that its risk management framework remains

appropriate.

542 Impl ting the ris} I <

Risk management is implemented by ensuring that the risk management process outlined in-Claus

business processes.

5.5 Monitoring and review of the framework

To ensure that risk management is effective and continues to support organizational performang
organization should:

— establish performance measures;
— periodically measure progress against, and deviation from the risk ‘management plan;

— periodically review whether the risk management framewark;“policy, and plan are still appropriatg
the organizations’ internal and external context;

— report on risks, progress with the risk management plan and ensure how well the risk managemen
is being followed; and

— review the effectiveness of the risk management framework.

5.6 Continual improvement of the framework

Based on the review, decisions shauld-be made on how the risk management framework, policy and pl
be improved. These decisions should lead to improvements in the organization’s risk management, a
management culture.

6 Process for managing risk

6.1 General

The risk management process should be an integral part of management, be embedded in cultu
practices and tailored to the business processes of the organization. It comprises the activities describg
6.2 to-6:7. The risk management process includes five activities: communication and consultation, estah
the context, risk assessment, risk treatment, monitoring and review as shown in Figure 3. These activit

e 6 is

applied at all relevant levels and functions of an organization as part of the organization’scpractices and

e, the

given

policy

an can
nd risk

re and
d from
lishing
ies, as

well as recording the risk management process, are described in this clause.
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6.3 Establishing the context [«+—

6.4 Risk | assessment

<1 6.4.2 Risk identification |«
6.2 ! 6.6
Communication | | = . : | Monitoring
and M 6.4.3 Risk analysis — and
consultation review
<1 6.4.4 Risk evaluation T
— 6.5 Risk treatment R—
367
368 Figure 3 — Risk managementprocess
369 6.2 Communication and consultation
370 Commpunication and consultation with internal and-external stakeholders as far as necessary should take

371 place gt each stage of the risk management process:

372 Therefpre, a plan to communicate and consult with both internal and external stakeholders should be
373  developed at an early stage. This plan should address issues relating to the risk itself, its consequences (if
374 known), and the measures being taken te manage it.

375 Effective internal and external communication and consultation should take place to ensure that those
376  accountable for implementingthe-risk management process and stakeholders understand the basis on which
377 decisigns are made, and the.reason why particular actions are required.

378 A condultative team approach is useful to, but not limited to:

379  — help define the ‘Context appropriately;

380 — enpure that'the interests of stakeholders are understood and considered;

381 — bringdifferent areas of expertise together for analyzing risks;

382 — help ensure that risks are adequately identified;

383 — ensure that different views are appropriately considered in evaluating risks;

384 — enhance appropriate change management during the risk management process;
385  — secure endorsement and support for a treatment plan; and

386 — develop an appropriate internal and external communication and consultation plan.
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Communication and consultation with stakeholders is important as they make judgements about risk based on
their perceptions of risk. Perceptions of risk can vary due to differences in values, needs, assumptions,
concepts and concerns of stakeholders. As their views can have a significant impact on the decisions made, it
is important that the stakeholders’ perception is identified, recorded, and taken into account in the decision
making process.

The communication and consultation plan should:

— be an exchange of information between stakeholders;

— convey messages which are honest, accurate, understandable and based on evidence; and

— be useful; and the value of the contributions be assessed.
6.3 Establishing the context

6.3.1 General
By establishing the context the organization defines the internal and external parameters to be taken into
account when managing risk, and setting the scope and risk criteria for, the remaining process. The ¢ontext
should include both internal and external parameters relevant for the organization. While many of| these
parameters are similar to those considered in the design of the risk, management framework (see 5.3.1), when

establishing the context for the risk management process, they need to be considered in greater dethil and
particularly how they relate to the scope of the particular risk management process.

6.3.2 Establishing the external context

External context is the external environment in which'tbe organization seeks to achieve its objectives.
Understanding the external context is important-to ensure that external stakeholders, their objectivés and
concerns are considered when developing fisK criteria. It is based on the organization wide context but with
specific details of legal and regulatory requirements, stakeholder perceptions, and other aspects qf risks
specific to the scope of the risk management process.

The external context can include, but-is not limited to:

— the cultural, political, d¢égal, regulatory, financial, technological, economic, natural and competitive
environment, whether{infeérnational, national, regional or local;

— key drivers and trends having impact on the objectives of the organization; and

— perceptions and values of external stakeholders.

6.3.3 Establishing the internal context

Internal context is the internal environment in which the organization seeks to achieve its objectives.

a2 alig ganiza d ucture.
Internal context is anything within the organization that can influence the way in which an organization will
manage risk. It should be established because:

— risk management takes place in the context of the objectives of the organization;

— objectives and criteria of a particular project or activity should be considered in the light of objectives of
the organization as a whole; and

— a major risk for some organizations is failure to achieve their strategic, project or business objectives, and
this risk affects ongoing organizational commitment, credibility, trust and value.
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Itis ne

cessary to understand the internal context, in terms of, for example:

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes,
systems and technologies);

— information systems, information flows, and decision making processes (both formal and informal) ;

— internal stakeholders;

§

q

—

— S

-

— SIn

6.3.4

The o
organi
risk sh
manag
be spe

The ¢
involvd

— de

— de
ing

— de
weg

— de

icies, objectives, and the strategies that are in place to achieve them;
Fceptions, values and culture; and
ndards and reference models adopted by the organization.

uctures (e.g. governance, roles and accountabilities).

Establishing the context of the risk management process

bjectives, strategies, scope and parameters of the activities of the organization or those parts of the
ration where the risk management process is being applied should be established. The management of
ould be undertaken with full consideration of the need to justify the resources used in carrying out risk
ement. The resources required, responsibilities and authorities, and\the records to be kept should also
cified.

bntext of the risk management process will vary according\yto the needs of an organization. It can
, but is not limited to:

fining responsibilities for the risk management process;

fining the scope, as well as the depth and breadth of the risk management activities to be carried out,
luding specific inclusions and exclusions;

fining the activity, process, function, ptoject, product, service or asset in terms of time and location as
Il as its goal and objectives;

fining the relationships betweén-a particular project or activity and other projects or activities of the

organization;

— de

— de

— idq

— idq
su

fining the risk assessmeént methodologies;
fining the way performance is evaluated in the management of risk;
ntifying andtspecifying the decisions that have to be made; and

ntifying.scoping or framing studies needed, their extent and objectives, and the resources required for
ch studies.

Attenti

o to theseand-other retevant factors shoutd-hetpensure that the Tisk marragementapproactadopted

is appropriate to the situation of the organization and to the risks affecting the achievement of its objectives.

6.3.5

Developing risk criteria

The organization should develop criteria that are used to evaluate the significance of risk. The criteria can

reflect

the organizations values, objectives and resources. Some criteria can be imposed by, or derived from,

legal and regulatory requirements and other requirements to which the organization subscribes. Risk criteria

should
develo

10

be consistent with the organization’s risk management policy (see 5.3.2). Risk criteria should be
ped at the beginning of any risk management process and continually be reviewed.
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When defining risk criteria, factors to be considered should include the following:

— nature and types of consequences that can occur and how they will be measured;
— how likelihood will be defined;

— the time frame(s) of the likelihood and/or consequence;

— how the level of risk is to be determined;

— the level at which risk becomes acceptable or tolerable;

— what level of risk requires treatment; and

— whether combinations of multiple risks should be taken into account.

6.4 Risk assessment

6.4.1 General

Risk assessment is the overall process of risk identification, risk analysis.and risk evaluation.

6.4.2 Risk identification

The organization should identify sources of risk, areas of impacts, events and their causes and their potential

consequences. The aim of this step is to generate a comprehensive list of risks based on those ever
might enhance, prevent, degrade or delay the achievement of the objectives. It is also important to iden
risks associated with not pursuing an opportunity. Comiprehensive identification is critical, because a ri
is not identified at this stage will not be included in-further analysis. Identification should include risks w
or not their source is under control of the organization.

The organization should apply risk identification tools and techniques which are suited to its objectiv
capabilities, and to the risks faced.

Relevant and up-to-date information-is important in identifying risks. This should include suitable back
information where possible. Reople with appropriate knowledge should be involved in identifying riskg
identifying what might happen; it is necessary to consider possible causes and scenarios that shoy
consequences can occur.(All'significant causes should be considered.

6.4.3 Risk analysis

Risk analysis~is/about developing an understanding of the risk. Risk analysis provides an input
evaluation and to decisions on whether risks need to be treated and on the most appropriate risk tre
strategieS and methods.

Risk \@nalysis involves consideration of the causes and sources of risk, their positive and ng

ts that
tify the
sk that
hether

s and

jround
. After
v what

to risk
Atment

bgative
es and

consequences, and the likelihood that those consequences can occur. Factors that affect consequenc

risk controls and their effectiveness should be taken into account.

The way in which consequences and likelihood are expressed and the way in which they are combi

Slihood-sheuld-be-identified—F ed-by-determining-consequences—and elhood—and other

attributes of the risk. An event can have multiple consequences and can affect multiple objectives. Existing

ned to

determine a level of risk will vary according to the type of risk, the information available and the purpose for

which the risk assessment output is to be used. These should all be consistent with the risk criteria. It
important to consider the interdependence of different risks and their sources.

The confidence in determination of risk and their sensitivity to preconditions and assumptions sho

is also

uld be

considered in the analysis, and communicated effectively to decision makers and other stakeholders if
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required. Factors such as divergence of opinion among experts or limitations on modelling should be stated
and may be highlighted.

Risk analysis can be undertaken with varying degrees of detail depending on the risk, the purpose of the
analysis, and the information, data and resources available. Analysis can be qualitative, semi-quantitative or
quantitative, or a combination of these, depending on the circumstances. In practice, qualitative analysis is
often used first to obtain a general indication of the level of risk and to reveal the major risks. When possible
and appropriate, one should undertake more specific and quantitative analysis of the risks as a following step.

Consefjuences can be determined by modelling the outcomes of an event or set of events, or by extrapolation
from experimental studies or from available data. Consequences can be expressed in terms of tangible and
intangiple impacts. In some cases, more than one numerical value or descriptor is required to specify
consequences for different times, places, groups or situations.

6.4.4 | Risk evaluation

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of’fisk analysis, about
which fisks need treatment to prioritize treatment implementation.

Risk gvaluation involves comparing the level of risk found during the analysis_process with risk criteria
established when the context was considered. If the level of risk does not meet risk’criteria, the risk should be
treated.

Decisipns should take account of the wider context of the risk and include, consideration of the tolerance of the
risks Horne by parties other than the organization that benefit from the risk. Decisions should be made in
accordance with legal, regulatory and other requirements.

In some circumstances, the risk evaluation can lead to a decCision to undertake further analysis. The risk
evaluation can also lead to a decision not to treat the risk in any way other than maintaining existing risk

controls. This decision will be influenced by the organization’s risk appetite or risk attitude and the risk criteria
that hgve been established.

6.5 Risk treatment

6.5.1 [ General

Risk treatment involves selecting one or more options for modifying risks, and implementing those options.
Risk treatment involves a cyclical.-process of assessing a risk treatment; deciding whether residual risk levels
are tolerable or not; if not tolérable generating a new risk treatment; and assessing the effect of that treatment

until the residual risk reaghed complies with the organization’s risk criteria.

Risk treatment optiofs-are not necessarily mutually exclusive or appropriate in all circumstances. The options
can in¢lude the following:

— avpidingithe risk by deciding not to start or continue with the activity that gives rise to the risk;

— segkKing an opportunity by deciding to start or continue with an activity likely to create or enhance the risk;

— removing the source of the risk;

— changing the nature and magnitude of likelihood;
— changing the consequences;

— sharing the risk with another party or parties; and

— retaining the risk by choice.
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