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Foreword

ISO (the

International Organization for Standardization) is a worldwide federation of national standards bodies

(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
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committees. Each member body interested in a subject for which a technical committee has been
Ed has the rignt to be represented on that commitiee. International organizations, governmental a
rnmental, in liaison with 1SO, also take part in the work. 1ISO collaborates closely with-t
nal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part’2.

n task of technical committees is to prepare International Standards. Draft International Standards
by the technical committees are circulated to the member bodies for voting. [Publication as
nal Standard requires approval by at least 75 % of the member bodies casting.avote.

is drawn to the possibility that some of the elements of this document.may be the subject of patent
O shall not be held responsible for identifying any or all such patent rights.

2-2 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 3
and electronic equipment.

2 consists of the following parts, under the general title Road vehicles — Functional safety:
1: Vocabulary

2: Management of functional safety

3: Concept phase

4: Product development: system lgvel

5: Product development: hardware level

6: Product development: software level

7: Production and-operation

8: Supporting¢processes

9: ASlk-oriented and safety-oriented analyses

10-Guideline on ISO 26262
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Introduction

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of E/E

systems within road vehicles.

his adaptation applies 10 all activities during the safety [ifecycle of saiety-relaied systems com
ectrical, electronic, and software elements that provide safety-related functions.

afety is one of the key issues of future automobile development. New functionality not gnly’in th
iver assistance but also in vehicle dynamics control and active and passive safety systems inc

touches the domain of safety engineering. Future development and integration of thé€se functions
en strengthen the need of safe system development processes and the possibility-to”provide evid
| reasonable safety objectives are satisfied.

ith the trend of increasing complexity, software content and mechatronic implementation, t
increasing risks from systematic failures and random hardware failures. 1S0O)26262 includes guidancs
these risks by providing feasible requirements and processes.

Yystem safety is achieved through a number of safety measures, which are implemented in a
e@chnologies (for example: mechanical, hydraulic, pneumatic,electrical, electronic, programmable ¢
tc). Although ISO 26262 is concerned with E/E systems, it pfovides a framework within which safe
ystems based on other technologies can be considered,

0 o =

$0O 26262:

- provides an automotive safety lifecycle- (management, development, production, operation,
decommissioning) and supports tailoring the necessary activities during these lifecycle phases;

-t provides an automotive specific, risk=based approach for determining risk classes (Automotiy
Integrity Levels, ASILs);

—+ uses ASILs for specifying.tiie item's necessary safety requirements for achieving an acceptablg
risk; and

-t provides requirements for validation and confirmation measures to ensure a sufficient and aq
level of safety beihg achieved.

-

unctional safety/is influenced by the development process (including such activities as requ
pecification design, implementation, integration, verification, validation and configuration), the p
nd service processes and by the management processes.

D W

Hafety, issues are intertwined with common function-oriented and quality-oriented development acti

prised of

b area of
reasingly
lities will
bnce that

here are
to avoid

ariety of

plectronic

y-related

service,

e Safety

residual

ceptable

irements
oduction

ities and

work’) products. 1ISO 26262 addresses the safety-related aspects of the development activities 4

ind work

products.

Figure 1 shows the overall structure of ISO 26262. 1SO 26262 is based upon a V-Model as a reference

process model for the different phases of product development. The shaded "V's represents the
between ISO 26262-3, 1ISO 26262-4, I1SO 26262-5, ISO 26262-6 and ISO 26262-7.
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Road vehicles — Functional safety — Part 2: Management of

functional safety

Scope

I$O 26262 is intended to be applied to safety-related systems that include one or more E/E Systems
e installed in series production passenger cars with a max gross weight up to 3,5.t10ISO 26262
dress unique E/E systems in special purpose vehicles such as vehicles designed for dri
sabilities. Systems developed prior to the publication date of ISO 26262 are exempted from the sco

I$O 26262 addresses possible hazards caused by malfunctioning behaviour)of E/E safety-related
including interaction of these systems. It does not address hazards as electric shock, fire, smo
radiation, toxicity, flammability, reactivity, corrosion, release of energy,_and similar hazards unles
cpused by malfunctioning behaviour of E/E safety-related systems.

and that

does not
ers with
De.

systems
ke, heat,
5 directly

I$O 26262 does not address the nominal performance of E/E systems, even if dedicated functional

rformance standards exist for these systems (for example active and passive safety system
slystems, ACC).

his part of ISO 26262 specifies the requirements” on functional safety management for au

cpnsist of project-independent requirements;>,;project-dependent requirements to be followe
velopment, and requirements that apply after release for production.

Normative references
he following referenced documents are indispensable for the application of this document. R
references, only the editioh cited applies. For undated references, the latest edition of the re
cument (including any améendments) applies.

I$0O 26262-1: —1 Road'vehicles — Functional Safety — Part 1: Vocabulary

150 26262-3: 22 Road vehicles — Functional Safety — Part 3: Concept phase

1$0 26262-4: —' Road vehicles — Functional Safety — Part 4: Product development: system level

1$026262-5: —' Road vehicles — Functional Safety — Part 5: Product development: hardware level

s, brake

tomotive

plications. These requirements cover the project management activities of all safety lifecycle phases and

I during

or dated
ferenced

ISO 26262-6: —' Road vehicles — Functional Safety — Part 6: Product development: software level
ISO 26262-7: —' Road vehicles — Functional Safety — Part 7: Production and operation

ISO 26262-8: —' Road vehicles — Functional Safety — Part 8: Supporting processes

ISO 26262-9: —' Road vehicles — Functional Safety — Part 9: ASIL-oriented and safety-oriented analyses

1 To be published

© 1SO 2009 — All rights reserved
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3 Terms, definitions, abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated terms given in ISO 26262-1 apply.

4 Requirements for compliance

4.1 General requirements

When cl
following

1)

2)

Informati
requirem

4.2 Int
Tables m

The diffe
shall app

Each me
eg. 1,2
2c).

For cons

those listed are to be applied a rationale shallybe given that they comply with the corresponding requirement.

For alter
independ
recommg

combination of methods complies with the corresponding requirement. If all highly recommended methods

listed for

For each
is categd

LR The

himing compliance with 1SO 26262, each requirement shall be complied with, unless one of-the
applies:

Tailoring in accordance with ISO 26262-2 has been planned and shows that the requirement dogs
not apply.

A rationale is available that the non-compliance is acceptable and the rationale hasdeen assessed
accordance with ISO 26262-2.

>

[oN

pn marked as a "NOTE" is only for guidance in understanding, or for clarification of, the associate
ent and shall not be interpreted as a requirement itself.

erpretations of tables
ay be normative or informative depending on their context.

Fent methods listed in a table contribute to the level of cenfidence that the corresponding requirement
ly.

thod in a table is either a consecutive entry (marked by a sequence number in the leftmost columm,
3) or an alternative entry (marked by a number followed by a letter in leftmost column, e.g., 2a, 2

ecutive entries all methods are recommended in accordance with the ASIL. If methods other tha

=)

hative entries an appropriateicombination of methods shall be applied in accordance with the ASIL,
ently of whether they are listed in the table or not. If methods are listed with different degrees of
ndation for an ASIL the_higher one should be preferred. A rationale shall be given that the selecteld

a particular ASIL are-selected a rationale needs not to be given.

[=8

method, the‘degree of recommendation to use the corresponding method depends on the ASIL an
rized as follows:

meth@d-is highly recommended for this ASIL.

method is recommended for this ASI

“u The

“0" The

method has no recommendation for or against its usage for this ASIL.

4.3 ASIL dependent requirements and recommendations

The requirements or recommendations of each subclause shall apply to ASIL A, B, C and D, if not stated
otherwise. These requirements and recommendations refer to the ASIL of the safety goal. If ASIL
decomposition has been performed at an earlier stage of development, in accordance with 1ISO 26262-9—:

Clause 5

, the ASIL resulting from the decomposition will apply.

© 1SO 2009 — All rights reserved
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If an ASIL is given in parentheses, the corresponding subclause shall be read as a recommendation rather
than a requirement for this ASIL.

5 Overall safety management

5.1 Objectives

The objective of this clause is to define the requirements on the organizations that are responsible for the
spTety fifecycle, or that perform salety acuvites in the [tem's sarety Nifecycle.

Tlhis clause serves as a prerequisite to all the ISO°26262 activities in the item’s safety lifecycle.
5.2 General

52.1 Overview of the safety lifecycle concept

he safety lifecycle (see Figure®°2) encompasses principal safety activities ddring the concept phase, product
evelopment, and after the release for production. The planning, coordination and documentation|of these

(ol |

activities for all phases of the safety lifecycle is a key management task.
Higure©°2 represents the standard safety lifecycle model, but tailoring-ef the safety lifecycle, including |terations
of subphases, is allowed.
NOTE The activities during concept phase, product development and after release for production are described in
detail in 1SO°26262-3, 1SO°26262-4, 1SO°26262-5, 1SO°26262-6and 1SO°26262-7.
3-5 termdefhition  f---—---mmmm e ]
[nitiation of the i
3-6 safety lifecycle | o
! o
| s
3.7 Hazard analysis | ________________________ i =
and rigk assessment i ' ©
s -
Functional safety | i ! o
3-8 concept | | i
--------------------- T e IO
4 |Product development: i i i +
! ! systernlevel | R T v | 8
i I o -
7.6 Cperatian 7.5 Production ] 6 | Cther || Externd | o
- planing - planning :(echno!ogies:i Controftabifify i: measugs | B
Hardware || Software | || H H K
level lewel | | T T ______________ ? ______________ ‘:'""" +
| 1 1 o
i i ' ©
i i i 2
4-11Felease for production ! e ! o
P75 Production —l—’ "
l_ Back to appropriate 8
> Operation, service 4,—5 Ifecycle phase E
7-6 and b
decommissioning

Figure 2 — Safety lifecycle
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522 E

xplanatory remarks on the lifecycle

The organization developing safety-related systems will fulfil the requirements on functional safety, in
accordance with 1ISO°26262, including the management of functional safety.

The key

management tasks are to plan, coordinate and track the activities related to functional safety. These

management tasks apply to all phases of the safety lifecycle. The respective requirements for management of
functional safety are given in this Part, which distinguishes:

Overall safety management (see this Clause);

The follo
— ltem|

The
func
item
dete)

— Initig

Upo
deve
useq

— Haz

Afte
accq
cong
next

— Fun

Basg
cong
by f
item
The
of 19

—  Prod

Safety management during development of the item (see Clause®6);
Safety management after release for production (see Clause®7).
ving descriptions elaborate on the definitions of the different phases of the safety lifecycle:
definition
initiating task of the safety lifecycle is to develop a description of the ‘item with regard to ifs
lionality, interfaces, environmental conditions, legal requirements, hazards etc. The boundary of the
and its interfaces, as well as assumptions concerning other functions, systems and components are
rmined (see 1SO°26262-3, Clause®5).
tion of the safety lifecycle
N the item definition, the safety lifecycle is initiated.-by distinguishing between either a new
lopment, or a modification. In the case of a modification, the results of the impact analysis can be
to tailor the safety lifeycle.
hrd analysis and risk assessment
the initiation of the safety lifecycle;the hazard analysis and risk assessment is performed
rdance with 1SO°26262-3, Clause?:“The hazard analysis & risk assessment procedure, whig

iders the probability of exposure, ‘controllability and severity, determines the ASIL of the item. In th
step, a safety goal for each hazard is derived and the respective ASIL is assigned.

D 5 S

ftional safety concept

bd on the safety goals, a functional safety concept (see 1S0°26262-3, Clause®8) is specified
idering preliminary-architectural assumptions. The functional safety concept is detailed and specified
Inctional safety. requirements that are allocated to the elements of the item. Systems outside the
s boundary.as well as other technologies can be considered as part of the functional safety concept.
requirements for implementation in other technologies or for external measures are not in the scope
0°26262:

uctdevelopment at the system level

After having specified the functional safety concept, the item is developed from the system level

pers
of a

pective, in accordance with 1SO°26262-4. The system development process is based on the concept
V-model with the specification of the technical safety requirements, the system design, and their

testing, on the left-hand branch and the integration, verification, validation and assessment of functional
safety on the right-hand branch.

Product development includes

— the safety validation results of those aspects of the functional safety concept implemented in

other technologies;

© 1SO 2009 — All rights reserved
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— the validation of assumptions concerning the effectiveness and the performance of external
measures; and

— the validation of assumptions concerning human response, including controllability and
operational tasks.

For an overview of the subphases of the product development at the system level, see Figure°l.

— Product development at the hardware level

Based on the system design specification, the item is developed from the hardware level perspective in
accordance with ISO°26262-5. The hardware development process is based on the concept.of a V-model
with the specification of the hardware requirements and the hardware design on the left-hand branch and
the hardware integration and verification on the right-hand branch.
For an overview of the subphases of the product development at the hardware level,“see Figure°[.
-+ Product development at the software level
Based on the system design specification, the item is developed from,the software level persgective in
accordance with 1SO°26262-6. The software development process(sybased on the concept of alV-model
with the specification of the software requirements and the software architectural design on the [left-hand
branch, and the software integration and the verification of the Software safety requirements on fhe right-
hand branch.
For an overview of the subphases of the product develgpnmient at the software level, see Figure®1{
-+ Production planning and operation planning
The planning for production and operation,-and the specification of the associated requirements, starts
during product development at the system level (see 1SO°26262-4). The requirements on produftion and
operation are given in 1ISO°26262-7, Clause® 5 and Clause®6.
-+ Release for production

The release for production is the final subphase of the product development and provides the item’s sign-
off, as given in 1SO°26262-4, Clause°11.

-+ Production and operation, service and decommissioning

The requirements to be complied with during the subphases: production, operation, seryice and
decommissioning are given in 1ISO°26262-7, Clause®5 and Clause®6.

—+ Controllability

In'the hazard analysis and risk assessment (see 1S0°26262-3, Clause®7), credit can be taken|from the
ability of the driver, or other endangered persons, to control hazardous situations.

The means of providing the evidence of the effectiveness of the controllability is outside the scope of
1ISO°26262, but without such evidence the safety case is not complete.

NOTE The exposure and the severity are factors that depend on the scenario. The controllability is influenced by the
design of the item and is therefore evaluated during the validation (see 1S0°26262-4, 9.4.3.2).

— External measures

The external measures refer to the measures outside the item, described in the item definition (see
1ISO°26262-3, Clause®5), that reduce or mitigate the risks resulting from the item. External risk reduction

© 1SO 2009 — All rights reserved 5
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measures can include additional in-vehicle devices like dynamic stability controllers or run-flat tyres, but
also devices external to the vehicle, like guardrails or tunnel fire-fighting systems.

External risk reduction measures can be considered in the hazard analysis and risk assessment.
The means of providing the evidence of the effectiveness of the external measures is outside the scope
of 1S0O°26262, unless the external measures are realized by E/E, but without such evidence the safety

case is not complete.

— Other technologies

o

Othegr technologies are those different from E/E-technologies covered by 1SO°26262, e.g. mechanical ‘an
hydraulic technology. These are considered during the specification of the functional safety concept (s€
ISO126262-3, Clause 8) or during the allocation of the safety requirements.

D

NOTE As an alternative to the straightforward ASIL determination, it might be useful to repeat the ‘hazard analys
and risk gssessment and to re-determine the ASIL, in order to consider other technologies as an extérnal means of rig
reduction,|

F

[

The|means of providing the evidence of the effectiveness of risk reduction\hy other technologies
outsjde the scope of 1ISO°26262, but without such evidence the safety case is\not complete.

5.3 Inputs to this Clause
5.3.1 Prerequisites
None

5.3.2 Further supporting information
The folloping information may be considered:

Evidencg of a quality management system, complying with a quality standard, such as 1SO°TS°16949,
ISO°900[ or equal, and conforming to the reguirements of this part of ISO°26262.

5.4 Rgquirements and recommendations

5.4.1 (deneral

The requirements of 5.4.240.5:4.5, shall apply to all the organizations involved in the item’s safety lifecycle.

5.4.2 Safety culture

5.4.2.1 Thétorganization shall create, foster, and sustain a safety culture that supports and encouraggs
the effecjivesachievement of functional safety.

EXAMPLE Ceading and traifing Ndicarors of a safety culture are given in Annex°B.

5.4.2.2 The organization shall establish, execute, and maintain, organization specific rules and processes
to comply with the requirements of 1ISO°26262.

NOTE One of the means for performing the activities of the safety lifecycle, in accordance with 1SO°26262, can be
the creation and maintenance of a generic safety plan, and process description, in the organization.

5.4.2.3 The organization shall institute, execute and maintain processes to ensure that unresolved

functional safety anomalies are explicity communicated to the safety manager, and other responsible
persons.
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NOTE The role of the safety manager is specified in Clause°®6.

5424 The organization shall institute, execute and maintain a safety anomaly resolution process to
ensure that the analysis, evaluation, resolution and disposition of functional safety anomalies is performed in a
timely and effective manner.

NOTE The anomaly resolution process might include a root cause analysis that results in a corrective action for the
future.
5.4.25 The organization shall ensure the fulfiiment of the functional safety activities over the safety

lifecycle, including the associated documentation.

54.2.6 The organization shall provide adequate resources for the achievement of functiopal safgty.

NOTE Resources include: human resources, tools, databases, and templates.

54.2.7 The organization shall institute, execute and maintain a continuous imgrevement procegs, based
on:

- learning from the experiences made in the safety lifecycle of each item, including field experiencg, and

- deriving improvements for application on subsequent items.

61

.4.2.8 The organization shall ensure that the persons perfotming, or supporting, the safety actiyities are
given sufficient authority to fulfil their responsibilities.

54.3 Competence management

54.3.1 The organization shall ensure that the persons assigned to carry out activities provided by
50°26262 have a sufficient level of skills, compgtences and qualification.

=

OTE 1 One of the means, to achieve a sufficient level of skills and competences in development, is a training and
Lalification programme that considers the knowledge areas:

Ko

— usual safety practices, congcepts and designs;

— 1S0°26262 and, jf.applicable, further safety standards;
— organization-specific rules for functional safety;

— functienal Safety processes instituted in the organization;
— _methodology expertise.

NOTE 2 _\TF0 evaluate the skills, competences and qualifications to carry out activities of 1SO°26262, the gxperience
friom préevious professional activities can be considered e.g.

— domain of the item:

— environment of the item;

— management experience.

NOTE 3  The required knowledge, experience, qualification and training can depend on the complexity of the item and
the ASILs of the respective requirements.
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5.4.4 Quality management during the safety lifecycle

5441 All the organizations involved in the safety lifecycle of the item shall have a quality management
system complying with a quality standard, such as 1ISO°TS°16949, 1ISO°9001, or equal.

5.4.4.2 The quality management system shall support the application of ISO°26262.

5.4.5 Project independent tailoring of the safety lifecycle

5451 The safety lifecvcle mav be tailored indenendent of the nroiect _but onlv in one or more of t
LI >4 2 >4 T = Ll Y J

following|ways:

a) the gombining or splitting of subphases, activities or tasks;

NOTE Individual subphases can be combined if the method used makes it difficult to clearly distinguish/between th
individual [subphases. For example, computer-aided development tools can support activities of several subphases with
one step.

> @

b) the gerforming of an activity, or task, in a different phase or subphase;
c) the gerforming of an activity, or task, in an added phase or subphase;

d) iterafions within, or of, phases or subphases.

5.5 Work products
5.5.1 Qrganization specific rules and processes for functional safety, as a result of 5.4.2.

5.5.2 Evidence that the persons assigned to carry out activities provided by 1SO°26262 have a sufficient
level of gkills, competences and qualification, as a result-0f5.4.3.

5.5.3 Evidence of an operational E/E quality mafnagement system, conforming to the requirements of th|s
part of 1I90°26262, as a result of 5.4.4.

6 Safety management during‘the item development

6.1 Objectives

The first|objective of this clause is to define the safety management roles and responsibilities, regarding th
development phases in the-item’s safety lifecycle (see Figure®1 and Figure°2).

D

The secpnd objective~of this clause is to define the requirements on the safety management during th
development phases, including the planning of the safety activities, the application of the safety lifecycle, th
creation pf thetsafety case, and the execution of the confirmation measures.

@ @

Safety management includes the respaonsihility to ensure that the confirmation measures are performed
accordance with the required levels of independence, regarding resources, management and responsibility for
release for production.

Confirmation measures include confirmation reviews, functional safety audits and functional safety
assessments.

The confirmation reviews are intended to check the compliance of the associated work products, with the
requirements of 1SO°26262.

Note, there are also verification reviews which are specified in other parts of 1ISO°26262. These are intended
to review the technical correctness of the associated work products, regarding functional safety.
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Table 1 lists all the confirmation reviews. Annex D lists all the confirmation reviews and all the verification
reviews.

6.2 General

See 5.2.

6.3 Inputs to this Clause

6.3.1 Prerequisites

—

he following information shall be available:
— Organization specific rules and processes for functional safety (see 5.5.1)

-+ Evidence that the persons assigned to carry out activities provided by 1SO°26262 have a suffigent level
of skills, competences and qualification (see 5.5.2)

- Evidence of an operational E/E quality management system, conforming*to the requirements of this part
of 1S0°26262 (see 5.5.3)

6.3.2 Further supporting information

—

he following information may be considered:

-t Overall project plan (from external sources)

- Dependencies on other activities, including othersafety activities

(@)

.4 Requirements and recommendations

6.4.1 General

he requirements of 6.4.2 to 6.4.6 shall apply to items that have at least 1 safety goal with an ASIL A B, C, or
, unless stated otherwise.

(|

6.4.2 Roles and responsibilities in safety management
64.2.1 A projéet'manager shall be appointed at the initiation of the project.
64.2.2 The project manager shall be assigned with the responsibility, and the authority, to ensurg that:

a) the safety activities are performed; and

b) Ceompliance with ISO°26262 is achieved.

6.4.2.3 The project manager shall verify that the organization has provided the required resources for the
functional safety activities, in accordance with 5.4.2.6.

NOTE The estimation, determination and allocation of sufficient resources are generally performed in the planning
phase.
6.4.2.4 The project manager shall ensure that a person is appointed to fill the role of safety manager,

who is then responsible for functional safety management during the item development.

NOTE 1  The role of the safety manager can be filled by the project manager.
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NOTE 2
ASIL amo

NOTE 3

The tasks of the safety manager can be tailored in accordance with the complexity of the item and the highest
ng the safety goals of the item.

Functional safety management tasks include the timely and professional delivery of safety activity results.

Certain tasks can be delegated, subject to the required competences, in accordance with 5.4.3.

643 S

6.4.3.1
lifecycle.

afety management during development

The safety manager shall plan the safety activities in the development subphases of the safety

NOTE
1ISO°2626

6.4.3.2
monitorir

6.4.3.3
a) apld
b) incly
NOTE

Cross-refg
document
6.4.3.4

plan and
Furtherm

a) if thd
Clause®t

b) if the
be comp

c) if the

6.4.3.5

a) the implementation of Stsategies, activities, and procedures for achieving functional safety;

b) the development.interface agreement (DIA) as specified in 1ISO°26262-8, Clause®5, if applicable;

c) thef{

[¢)

Depending on whether the item is a new development, or a modification of an already existing item (sq
P-3, Clause®6), the level of detail of the safety activities can vary, and will be planned accordingly.

The safety manager shall be responsible for the maintenance of the safety plan; and for
g the progress of the safety activities against the safety plan.

The safety plan shall either be
\n referenced in the overall project plan; or
ded in the overall project plan, such that the safety activities are distinguishable.

The safety plan can incorporate cross-references to other information under configuration managemertt.
rences are generally preferable to the parallel description of activities' in different work products, or in othg¢
5 that are under configuration management.

=

The item’s safety lifecycle may be tailored. In this case, the tailoring shall be defined in the safefy
a rationale shall be available and documented~if accordance with 1S0°26262-8, Clause°1(.
ore:

s

b safety lifecycle is tailored, because of a maodification to an already existing item, then 1SO°26262-]
shall be complied with;

safety lifecycle is tailored, because.of-a proven in use argument, then ISO-26262-8, Clause®14 sha
ied with;

safety lifecycle is tailored, in\a'non project specific manner, then 5.4.5 shall be complied with.

The safety plan shalhinclude the planning of:

upporting processes, in accordance with 1ISO°26262-8;

d) the lrazard analysis and risk assessment, in accordance with 1ISO°26262-3, Clause®7;

e) the

development, and implementation, of the safety requirements in accordance with 1S0°26262-3,

Clause®8, 1S0°26262-4, Clause®6 and Clause®7, 1IS0°26262-5 and 1S0O°26262-6;

f)  the analysis of dependent failures, and the safety analyses, in accordance with 1SO°26262-9, Clause°®7

and

Clause®8, respectively;

g) the verification and validation activities in accordance with 1SO°26262-8, Clause®9 and 1S0O°26262-4,
Clause®9, respectively;

10
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NOTE The safety plan includes only the scheduling, or a general planning, of the verification and validation activities.
The details are given in the integration and testing plan, and validation plan, respectively (see 1SO°26262-4, 5.5.5 and
7.5.4, and 1SO°26262-4, 5.5.3, 6.5.2 and 9.5.1 respectively).

h) the confirmation measures for functional safety in accordance with 6.4.6, Table°1, and Table°2;

NOTE1 The confirmation measures and the form of the result are defined, and the level of independence and the
qualification of those carrying out the confirmation measures are given, in the safety plan.

NOTE2 The safety plan can include only the scheduling, or a general planning, of the confirmation measures. In this

Ca 129 $al ro-civian-a-th. firoaotion 1o o 463 and o L LN
ot gt Sar - grv it Corm oo ot prar T (St OO arar O o9

i)y the inclusion of the overall safety activities (see Clause®5) into project-specific safety management;

j| the provision of the proven in use arguments, of the candidates, as specified in 1ISO°226262-8, Clause°14,
if applicable; and

k) the definition of the tailored safety activities, in accordance with 6.4.3.4, if applicable.
64.3.6 The activities, described in the safety plan, shall include:

a) the objective;

b) the dependence on other activities or information;

BXAMPLE The results of the confirmation measures.

c) the required resources for performing the activity;

d) the starting point in time and duration; and

g) the identification of the respective work product.

6.4.3.7 This requirement applies to.ASIL B, C, and D: the safety plan shall be approved, considering the
cpnfirmation review of the safety plan.in-accordance with Table°1, and authorised.

BXAMPLE The authorisation«of the safety plan can be carried out by the project manager, or by the department
nmanager.

6.4.4 Application of the-safety lifecycle during development

64.4.1 The safety activities in a subsequent subphase of the safety lifecycle shall be started only when
here is sufficient.information from the preceding subphases.

—t

NOTE Infermation can be considered as sufficient, if the lack of information does not cause an unacceptaple risk to
the achievement of the item’s safety goals.

644,
a

a) if a safety activity is tailored by using a proven in use argument, then ISO 26262-8, Clause®14 shall be
complied with,

b) if a safety activity is not applied, as a result of ASIL decomposition, then 1SO°26262-9, Clause 5 shall be
complied with.

NOTE The rationale considers the complexity of the item and the ASILs of the respective requirements.

6.4.4.3 The supporting processes, given in 1S0°26262-8, shall start before, or at, the product
development at system level.
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6.4.5.1
or°D.

6.4.5.2

26262-2

afety case

The requirements of 6.4.5 apply to items that have at least 1 safety goal with an ASIL (A), B, C,

The safety case shall:

a) be developed in accordance with the authorised safety plan, and

b) prog

ressively compile the work products that are generated during the safety lifecycle, or a tailored safety

lifec

6.4.5.3
the item.

6.4.5.4

— shal
and

— shal

6.46 C
6.4.6.1T|
NOTE 1

NOTE 2
assessmg
1SO°2626

6.4.6.2
developrn

a) thed

NOTE 1

completeness regarding the requirements of 1ISO°26262.

NOTE 2
confirmati

b) appli

c) appli

cle.

The safety case shall be sufficiently complete to evaluate the achievement of functional Gafety ¢f

The work products referenced in the safety case:

=

| be subject to configuration and change management, in accordance with 180°26262-8, Clause®
Clause©8, starting from the phase: product development at system level (seg1S0°26262-4); and

be documented, in accordance with 1SO°26262-8, Clause°10.

onfirmation measures for ensuring functional safety
he confirmation measures shall be planned.
The confirmation plan can be included in the safety plan.

The confirmation plan can include only the scheduling, or a general planning, of the functional safe
nt. In this case, more details will be given in the functional safety assessment plan (see 6.5.5, 6.5.6, ar
P-4, 5.5.4).

o<

The confirmation measures, as specified in Table°l, shall be performed during the itefn
nent, including the following:

onfirmation reviews;

o

A confirmation review includes the checking of correctness with respect to formality, contents, adequacy ar

o

Table°l includes_all-the required confirmation reviews. An overview of all the verification reviews ar
bn measures is given.in Annex°D.

s to ASIL (B); C, and D: Audit of functional safety processes; and

es to ASIL (B), C, and D: Assessment of functional safety, in accordance with 6.4.6.7.

NOTE 3

The confirmation reviews, functional safety audits, and functional safety assessment reports include the name

and revision number of the work products or process documents analysed.

NOTE 4

If the item changes subsequent to the completion of reviews and assessments, then the reviews or

assessments will be repeated or supplemented (see 1ISO°26262-8, 8.4.5.2).

NOTES

12

The aim of each confirmation review is given in Annex°C.
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Table 1 — Required confirmation measures, including required independence

Confirmation measures

Confirmation review of the hazard analysis & risk
assessment, of the item that is dealt with in accordance
with 1S0O°26262 (see 1S0°26262-3, Clause 7 and if
applicable, 1SO 26262-8, Clause 5)

- independent from the developers of the item

For all ASILs, and including

hazards rated as QM

applies to ASIL of the
A B C D

onfirmation review of the safety plan (see Clause 6) )

-lindependent from the developers of the item / project - 11 12 13 highest AS”‘. among safety
goals of the item

management
CGonfirmation review of the integration and testing plan
(pee 1SO°26262-4, Clause 5) 0 11 12 12 highest ‘/ASIL among safety
-independent from the developers of the item / project goals of the item
management
CGonfirmation review of the validation plan (see
150°26262-4, Clause 5) 10 11 12 12 highest ASIL among safety
-independent from the developers of the item / project goals of the item
management
CGonfirmation review of the safety analyses (FMEA, FTA): 11 11 12 13 highest ASIL among safety
(pee 1SO°26262-9, 8.4.8) goals of the item
Confirmation review of the qualification of software tools
(pee 1SO°26262-8, Clause 11) ) 0 i 11 highest ASIL among safety
-| independent from the person performing the goals of the item

ualification of the software tool
CGonfirmation review of the proven in use arguments
(fnalysis, data and credit), of the candidates. See rAezILI;irzfn:Zitszlez;t)ég ca)lltﬁ:a
1$0°26262-8, Clause 14. 10 L 12 13 - f
-independent from the supplier of the argument cons!dered behavioyr, or

function, of the candjdate

Confirmation review of the completeness of the safety .
gase (see 6.4.5) 10 11 12 13 hlghlesthr?IL_ among safety
-lindependent from authors of safety case goals of the item
Audit of functional safety processes (see 6.4.6) .
-lindependent from the persons working in accordance - 10 12 13 highest AS”‘. among safety

. . ; goals of the item
with the processes required for functional safety
Hunctional safety assessment (see 6.4.6.7) ) 0 12 13 highest ASIL among| safety
-independent from the supplier of the safety edse goals of the item

64.6.3

The confirmation heasures shall be performed in accordance with Table°2.

© 1SO 2009 — All rights reserved
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Table 2 — Types of confirmation measures for ensuring functional safety

Functional safety audit

Confirmation review

Functional safety
assessment

Subject

Implementation of the processes
required for functional safety

Work product

Item as described in the
item definition (see
1ISO°26262-3, Clause®5)

Result

Audit report?

Confirmation review report?

Assessment report on
functional safety of the

item

Respons
the

Auditor/Reviewer/

Safety A9

bility of

Sessor

Adequate evaluation of the
processes against the definition
of the activity, referenced or
listed in the safety plan.

Adequate evaluation of the
compliance of the work

product with the respective
requirements of 1ISO°26262

Adequate evaluation of
the achieved functional
safety level

Timing dyring

lifecycle

During implementation of the
required processes

After completion of the
corresponding safety
activity

Completion before product
release

Progressively during
development, or in a
single-block

Completion before
product release

Scope arn

d depth

Determined by the auditor

Planned prior to the
review, in accordance with
the safety plan

Review of processes and
safety measures required
for functional safety

&  can be|

included in a functional safety assessment report

NOTE 1

audit and
1ISO°2626
Otherwisg

NOTE 2
requiremsg

cases, org
can be pr

6.4.6.4
10, 11, 12

10:

11:

If the functional safety assessment is performed by, a“qualified SPICE assessor, then the functional safe

a SPICE assessment can be performed simultanegusly. There is sufficient commonality in content betweg
P and SPICE to allow synchronization of the planning, and execution of, for some supporting processe
, if synchronized, the certified SPICE assessar can provide feedback to the safety assessor.

An organization’s process definitions canyaddress multiple standards at the same time, e.g., functional safe
nts of 1SO°26262 and SPICE. This might help to avoid duplication of work or process inconsistencies. In thog
anization specific reference lists of process references to 1ISO°26262 requirements and to SPICE base practicq
pvided.

3 are defined as:
no requirementand no recommendation for or against, regarding this confirmation measure;
the confirmation measure should be performed;

the confirmation measure shall be performed,;

The confirmation measures shall be carried out in accordance with Table 1, wherein the notations:

Vo<

D <

[

12:

the’canfirmation measure shall he Inprfnrmpd, hy a person from a different team _ie not mpnrting 1

the same direct superior; and

13:
resp
NOTE 1

NOTE2

14

the confirmation measure shall be performed, by a person from a different department or
organization, i.e. independent from the relevant department, regarding management, resources, and

onsibility for release for production.
The notations 12 and 13 include the level of independence required for the reviewer.

The relevant department is specified in Table°1.
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NOTE3 The absence of a confirmation review in Table°l does not imply that the associated work product is not

generated.

6.4.6.5 The planning of the confirmation measures shall be accepted by the persons that:
— execute the confirmation measures,
— provide the subject to be confirmed, and

— need the results.

added to the safety case.
.4.6.7 Functional safety assessment

14.6.7.1 A functional safety assessment shall be carried out for items, whereof{the highest ASI
the safety goals is ASIL (B), C, or D, in accordance with Table®1, Table°2, and the réquirements of 6.

.4.6.7.2  The planning of the functional safety assessment shall be initiated:

OTE 1  The functional safety assessment plan is refined during the produet development, at system level
1$0°26262-4, Clause 5.

OTE 2  The functional safety assessment plan can be included ipsthe confirmation plan, or in the safety plan
OTE 3 Anexample of an agenda for a functional safety assessment is given in Annex°E.

.14.6.7.3  One or more persons shall be appointed“to carry out a functional safety assessment,
shall provide a judgement of functional safety.

.14.6.7.4  The person(s) appointed to conduct the functional safety assessment shall have acces
shall be supported by, the persons and organizational entities that carry out safety activities during
velopment.

.14.6.7.5  The person(s) appointed to conduct the functional safety assessment shall have acce
rélevant information and tools.

.14.6.7.6  The scope of the functional safety assessment shall include the work products of 1ISO°2
ocesses required for functional safety, and a general review of safety measures.

OTE 1 Measures. for production cannot be assessed at the end of the development. These measures are re
hen production-processes are established and the capability of these processes is proven.

OTE 2 The)evaluation of the processes, required for functional safety, can be based on the results of the
spfety audit.

46.7.7  The functional safety assessment shall consider:

.4.6.6 This requirement applies to ASIL (A), B, C, and D: The results of the confirmation measures shall

L among
1.6.7.

See also

and they

5 to, and
the item

5s to the

5262, the

assessed

functional

a) the confirmation plan;
b) the recommendations from the previous functional safety assessment, if available; and
c) the results from the functional safety audits and the confirmation reviews.

6.4.6.7.8 The conclusion of the functional safety assessment shall include a recommend
acceptance, conditional acceptance, or rejection of the functional safety of the item, and

© 1SO 2009 — All rights reserved
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a) conditional acceptance shall only be given, if the functional safety of the item is considered evident,
despite the identified open issues. In this case, the corrective actions, listed in the functional safety
assessment report, should be carried out.

NOTE In the case of conditional acceptance, the recommendation records the deviations from the functional safety
assessment criteria, including the rationale as to why the deviation was considered acceptable.

b) in the case of rejection, adequate corrective actions shall be initiated and the functional safety
assessment shall be repeated.

6.5 Work products

6.5.1 $afety plan, as a result of 6.4.3.

6.5.2 Qverall project plan (refined), as a result of 6.4.3.3.

6.5.3 $afety case, as a result of 6.4.5.

6.5.4 Results of the confirmation measures, as a result of 6.4.6.
6.5.5 Confirmation plan, as a result of 6.4.6.1.

6.5.6 KFunctional safety assessment plan, as a result of 6.4.6.7.2.

7 Safpty management after release for production

7.1 Objectives

The objective of this clause is to define the responsibilities of the organizations and persons responsible fq
functiongl safety after release for production. This_relates to the general activities for ensuring the require
functiongl safety of the item during the lifecycle phases after release for production.

Q=

7.2 Géneral

See Clayse 5.2.
7.3 Inputs to this Clause

7.3.1 Prerequisites
The following information shall be available:

Evidenceg of an,eperational E/E quality management system, conforming to the requirements of this part ¢f
1ISO°26262 (see 5.5.3).

7.3.2 Further supporting information

None.
7.4 Requirements and recommendations

7.4.1 General

The requirements 7.4.2 to 7.4.6 shall apply to items that have at least 1 safety goal with an ASIL A, B, C or D,
and shall apply to all the involved organizations.
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7.4.2 The activities for ensuring the functional safety after the item’s release for production
planned, in accordance with 1ISO°26262-7, and shall be initiated during system development.

shall be

7.4.3 The organization shall institute, execute and maintain processes in order to maintain the functional

safety of the item in the lifecycle phases after release for production.

7.4.4 The organization shall appoint persons with the responsibility, and the authority, to maintain the

functional safety of the item after release for production.

7.4.5 The organization shall institute, execute and maintain a field monitoring process with respect to

flinctional safety.

NOTE 1  The field monitoring process includes the reporting, and the correcting actions, concerning)safety
ricluding the processes for decisions and measures e.g. a recall.

NOTE 2  The data collected from field monitoring can be used for proven in use arguments.

71.4.6 If the item changes after release for production, the release for production shall be reissu
NOTE These changes are subject to change management, in accordance with 1SO°26262-8, Clause°8
6]4.5.4).

715 Work products

Hvidence of a field monitoring process, as a result of 7.4.5.

incidents,

ed.

(see also
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Annex A
(informative)

Overview on and document flow of management of functional safety

Table A.1 provides an overview on objectives, prerequisites and work products of the particular phases of the

managenrentof-functionat-safety:

Table A.1 — Management of functional safety: overview

Clause |Title Objectives Prerequisites Work products

5 Qverall The objective of this clause is to None 5.5.1 Organization specifie
dafety define the requirements on the rules and processes for

hanagement|organizations that are responsible for functional safety.

the safetylli.ft_acyqle, or _that ’perform 5.5.2 Evidence thatthe

??fetylactlvmes in the item’s safety persons assigred to carry out

frecycle. activities proevided by

This clause serves as a prerequisite 1ISO°26262'have a sufficient

to all the activities, in the item’s level of'skills, competences

safety lifecycle. and gualification.
5.5.3"Evidence of an
gperational E/E quality
Mmanagement system,
conforming to the
requirements of this part of
1SO°26262.

6 $afety The first objective of this clause is to |Organization'specific rules [6.5.1 Safety plan.
management define the sa_fgt_y_ managem_ent roles |and processes for 6.5.2 Overall project plan
during and responsibilities, regarding the functionalsafety (see (refined)
development |development phases in the safety 5.5.1) )
gf the item  |item’s lifecycle. Exigence that the persons 6.5.3 Safety case.

The second objective of this clause |, [assigned to carry out 6.5.4.Results of confirmation
is to define the requirements on the\{[activities provided by measures
safety management during the I1SO°26262 have a 6.5.5 Confirmation plan.
development phases, including the |sufficient level of skills, .
planning of the safety activities, the |competences and 6.5.6 Functional safety
application of the safety-lifecycle, the |qualification (see 5.5.2) assessment plan.
crea_tion qf the safety case, and the Evidence of an operational
confirmation measures. E/E quality management
system, conforming to the
requirements of this part of
1SO°26262 (see 5.5.3)
7 $afety The objective of this Clause is to Evidence of an operational |7.5 Evidence of a field
hanagement|define-the responsibilities of the E/E quality management  |monitoring process.
dfter release |organizations and persons system, confirming to the
fpr responsible for functional safety after |[requirements of this part of
Qroduction;—*|release for production. This relates to|1S0°26262 (see 5.5.3).
the general activities for ensuring the
required functional safety of the item
during the lifecycle phases after
release for production.
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Annex B
(informative)

26262-2

Examples of leading and trailing indicators of a safety culture

Table B.1 — Examples of leading indicators of a safety culture

Bxamples of an unacceptable level Examples indicative of a good safety culture

Accountability is not traceable 1. The process assures the accountability-for leffectiye

achievement of functional safety

The reward system favours cost and schedule over 2.  The reward system supports and metivates the effective

spfety and quality achievement of functional safety

2.1. It penalises those who take shaertcuts that jeopafdise
safety or quality.

Personnel assessing safety, quality, and their 3. The process provides adequate checks and balances, e.g.,

gpverning processes are influenced unduly by those the appropriate degree of independence in the integral

responsible for execution. processes (safety,-quality, verification & validation, and
configuration matiagement).

—+ Group Think. 4. The process uses diversity to advantage.

— "Stacking the deck" when forming review groups. 4.1. Intellectual diversity is sought, valued, and integfyated in

— Dissenter is ostracised or labelled as "not a team all processes.
player". 4.2. Counter-behaviour is discouraged and penalised.

— Dissent reflects negatively on performance
reviews.

—+ Heavy dependence on testing at the end of the 5, (/Safety and quality issues are discovered and resdlved from
product development cycle. the earliest stage in the product lifecycle.

—+ Management reacts only when there is a problem
in the field.

— "Minority dissenter" is labelled or treated as 6. Supporting communication and decision-making ghannels
"troublemaker"” or "not a team player" or exist and the management encourages their usagpe
"whistleblower." 6.1. Self-disclosure is encouraged

- Concerned employees fear repercussion. 6.2. Disclosure of discovery by anyone else is encoyraged

6.3. The discovery and resolution process continues|in the
field

The required resources are not planhed or allocated in | 7. The required resources are allocated.

altimely manner. 7.1. Skilled resources have the competence commensurate to

the activity assigned.

No systematised continyous/improvement processes 8. Continuous improvement is integral to all processes.

o

learning cycles or othérforms of "lessons learned".

Table B.2 — Examples of trailing indicators of a safety culture

Behaviours indicating unacceptable level Behaviours indicative of a good safety cultyre
dost.and schedule always take precedence over safety | 1. Safety is the highest priority
and quality
Processes are "ad hoc" or implicit. 2. A defined, documented, disciplined process is followed at
all levels:
2.1. Management
2.2. Engineering
2.3.  Procurement
2.4. Verification
2.5. Validation
2.6. Functional Safety audit
2.7. Functional safety assessment
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