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Foreword

ISO (the International Organization for Standardization) is
—mmmm@q

preparing International Standards is normally carried out
technical committees. Each member body interested in,a-stbj
a technical committee has been established has the right'to be
on that committee. International organizations, government
governmental, in liaison with 1SO, also take part’in“the work.

rates closely with the International Electrotechnical Commiss
all matters of electrotechnical standardization.

circulated to the member bodies for‘voting. Publication as an
Standard requires approval by atleast 75 % of the member bq
a vote.

This part of ISO 9735 was’ prepared by the UN/ECE Trade
UN/EDIFACT) and was@adopted, under a special "fast-track pr
Technical Committée: 1ISO/TC 154, Documents and data
administration, commerce and industry.

Whereas this part supersedes the earlier publications, and
version number of “4” in the mandatory data element 0002 (Sy
number),"in the segment UNB (Interchange header),
continuiing to use the syntax defined in the earlier published vj
use the following Syntax version numbers, in order to differ
from each other and from this part:

ISO 9735:1988 — Syntax version number: 1

ISO 9735:1988 (amended and reprinted in 1990) — Sy
number: 2
1

ISO 9735:1988 (amended and reprinted in

Amendment 1:1992 — Syntax version number: 3

ISO 9735-9:1999(E)

a worldwide
The work of
hrough 1SO
pct for which
represented
Al and non-
SO collabo-
on (IEC) on

Draft International Standards adopted by the technical comimittees are

International
dies casting

Division (as
pcedure", by
elements in

shall use a
ntax version
nterchanges
ersions shall
bntiate them

ntax version

990) plus

ISO 9735 consists of the following parts, under the general ti

le Electronic

data interchange for administration, commerce and transport (EDIFACT) —

Application level syntax rules (Syntax version number: 4):

service directories for each of the parts
Part 2: Syntax rules specific to batch EDI

Part 3: Syntax rules specific to interactive EDI

type - CONTRL)

repudiation of origin)

Part 1: Syntax rules common to all parts, together with the syntax

Part 4: Syntax and service report message for batch EDI (message

Part 5: Security rules for batch EDI (authenticity, integrity and non-
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— Part6: Secure authentication and acknowledgement message
(message type - AUTACK)

— Part 7: Security rules for batch EDI (confidentiality)
— Part 8: Associated data in EDI

— Part 9: Security key and certificate management message (message
type - KEYMAN)

Further parts may be added in the future.

Annexes A and-B-form-an mfngrnl pnrf of-this pnrf of 1SO 9735 Annexes C.

to H are for information only.
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Introduction

This part of ISO 9735 includes the rules at the application level for the
in an open
environment, based on the requirements of batch processing!|These rules
have been agreed by the United Nations Economic CommisSion for Europe
(UN/ECE) as syntax rules for Electronic Data, " Interchange for
Administration, Commerce and Transport (EDIFACT) and ar¢ part of the
United Nations Trade Data Interchange Directory’ (UNTDID) which also
includes both batch and interactive Message Design Guidelines.

Communications specifications and protoeols are outside the $cope of this
part of ISO 9735.

This is a new part, which has~heen added to ISO 9735. It|provides an
optional capability of managing’security keys and certificates.
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Electronic data interchange for administration, commerce and
transport (EDIFACT) — Application level syntax rules

(Synts

x version number: 4)

Part 9t

Secur

ty key and certificate management message

(messiage type - KEYMAN)

1 Sc

This part
KEYMAN

bpe

of 1ISO 9735 for batch EDIFACT security defines the security/key and certificate managems

2 Conformance

Conforma
not supp
conformal

Data that
rules speq

Devices S
the data s

Conforma

When ide
criteria.

nce to a standard means that all of its requirements, including all options, are supported. If a
brted, any claim of conformance shall include a statement which identifies those optio
nce is claimed.

is interchanged is in conformance if the structure and representation of the data conform t
ified in this part of ISO 9735.

upporting this part of ISO 9735vare in conformance when they are capable of creating and/o
tructured and represented in conformance with this part of ISO 9735.

nce to this part of ISO(9735 shall include conformance to Part 1, Part 2 and Part 5 of ISO 973

htified in this part(ef,1ISO 9735, provisions defined in related standards shall form part of the

3 Normativereferences

The follow

ing)ystandards contain provisions which, through reference in this text, constitute provisions (¢

Nt message

| options are
ns to which

0 the syntax

[ interpreting

5.

tonformance

f this part of

ISO 9735.

At thetimeof pubtication, the editions nmdicated-were valid—Aftstandardsare subject to

evision, and

parties to agreements based on this part of ISO 9735 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently

valid Inter

national Standards.

ISO/IEC 9594-8:—1), Information technology — Open Systems Interconnection — The Directory: Authentication
framework. [ITU-T Recommendation X.509 (1997)]

ISO 9735-1:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 1: Syntax rules common to all parts, together with syntax
directories for each of the parts.

1) To be published. (Revision of ISO/IEC 9594-8:1995)


https://standardsiso.com/api/?name=22faa81f8e7a65b4fc0ea22aaf4fc57e

ISO 9735-9:1999(E) ©1S0

ISO 9735-2:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 2: Syntax rules specific to batch EDI.

ISO 9735-5:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application

level syntax rules (Syntax version number: 4) — Part 5: Security rules for batch EDI (authenticity, integrity and non-
repudiation of origin).

4 Definitions

For the purposes of this part of ISO 9735, the definitions in ISO 9735-1:1998, annex A apply.

5 Rules for the use of security key and certificate management message

5.1 Functjonal definition

KEYMAN is p message providing for security key and certificate management. A key may,be_a secret key|used with
symmetric a|gorithms, or a public or private key used with asymmetric algorithms.

5.2 Field ¢f application
The securityl key and certificate management message (KEYMAN) may be used’for both national and infernational
trade. It is based on universal practice related to administration, commerce-and transport, and is not dependent on
the type of blusiness or industry.
5.3  Principles

The message may be used to request or deliver security keys, certificates, or certification paths (thi$ includes
requesting gther key and certificate management actions, forsexample renewing, replacing or revoking certificates,
and delivering other information, such as certificate status)y’and it may be used to deliver lists of certificates (for
example to indicate which certificates have been revoked). The KEYMAN message may be secured by the use of
security header and trailer segment groups. Securitysheader and trailer segment group structures are defined in
Part 5 of ISQ 9735.

A security key and certificate management message can be used to:
a) request agtions in relation to keys and-certificates

b) deliver keys, certificates, and related information

5.4 Message definition

5.4.1 Data $egment clarification

0010 UNH, Message‘header

A servicessegment starting and uniquely identifying a message.
The message type cade for the qpmlriry kpy and certificate management message is KFYMAN

Note: messages conforming to this document must contain the following data in segment UNH, composite

S009:

Data element 0065 KEYMAN
0052 4
0054 1
0051 UN

0020 Segment group 1: USE-USX- SG2

A group of segments containing all information necessary to carry key, certificate or certification path
management requests, deliveries and notices.
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0030

0040

0050

0060

0070

0080

0090

0100

0110

ISO 9735-9:1999(E)

USE, Security message relation
A segment identifying a relationship to an earlier message, such as a KEYMAN request.

USX, Security references

A segment identifying a link to an earlier message, such as a request. The composite data element

“security date and time” may contain the original generation date and time of the referenced
Segment group 2: USF-USA-SG3

A group of segments containing a single key, single certificate, or group of certificate
certification path.

USF, Key management function

A segment identifying the function of the group it triggers, either a request or a,delivery
for indicating elements of the certification paths, the certificate sequence number shal
position of the following certificate within the certification path. It may beyused on its
retrieval, with no certificate present. There may be several different USE\segments with
message, if more than one key or certificate is handled. However, there shall be n
request functions and delivery functions. The USF segment may alse’specify the filter f
for binary fields of the USA segment immediately following this segment.

USA, Security algorithm

A segment identifying a security algorithm, the technical usage made of it, and cg
technical parameters required (as defined in Part ,5-0f ISO 9735). This segment shall
symmetric key requests, discontinuation or delivery~It may also be used for an asymm
request.

Segment group 3: USC-USA-USR

A group of segments containing the_data necessary to validate the security methods a
message/package, when asymmetricvalgorithms are used (as defined in Part 5 of 1SO
group shall be used in the request.or delivery of keys and certificates.

Either the full certificate segment group (including the USR segment), or the only da
necessary to identify unambiguously the asymmetric key pair used, shall be present
segment. The presence) of a full certificate may be avoided if the certificate has 3
exchanged by the twa_parties, or if it may be retrieved from a database.

Where it is desired to refer to a non-EDIFACT certificate (such as X.509), the certificat

message.

s forming a

When used
indicate the
own for list
in the same
D mixture of
Linction used

ntaining the
be used for
btric key pair

pplied to the

9735). This

ita elements
in the USC
Iready been

e syntax and

version shall-be identified in data element 0545 of the USC segment. Such certificates may be

conveyedhinan EDIFACT package
USC, Certificate

A segment containing the credentials of the certificate owner and identifying the
authority which has generated the certificate (as defined in Part 5 of ISO 9735). T

certification
his segment

bhall _lo alf YT + 'y la l acs 1
<hiallr T UsTu TUT LTTUTNCAtlT TTUYUTOLS SULTT as TTTiTwdal, Ul asSyTTimicic RTY TTUYU

discontinuation, and for certificate deliveries.

USA, Security algorithm

ts such as

A segment identifying a security algorithm, the technical usage made of it, and containing the

technical parameters required (as defined in Part 5 of ISO 9735). This segment shal
certificate requests such as credentials registration, and for certificate deliveries.

USR, Security result

| be used for

A segment containing the result of the security functions applied to the certificate by the
certification authority (as defined in Part 5 of ISO 9735). This segment shall be used for certificate

validation or certificate deliveries.
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0120 Segment group 4: USL-SG5

A group of segments containing lists of certificates or public keys. The group shall be used to group
together certificates of similar status - i.e. which are still valid, or which may be invalid for some reason.

0130 USL, Security list status

A segment identifying valid, revoked, unknown or discontinued items. These items may be certificates
(e.g. valid, revoked) or public keys (e.g. valid or discontinued). There may be several different USL
segments within this message, if the delivery implies more than one list of certificates or public keys. The
different lists may be identified by the list parameters.

0140 Segmentgrotp-5-HSE-"USA-USR
A group of segments containing the data necessary to validate the security methodsHyappljed to the
message/package, when asymmetric algorithms are used (as defined in Part 5 of 1ISO.9%35). This group

shall be used in the delivery of lists of keys or certificates of similar status.

0150 SC, Certificate

segment containing the credentials of the certificate owner and identifying the certification authority
hich has generated the certificate (as defined in Part 5 of ISO 9735). This segment shall be used either
the full certificate using in addition the USA and USR segmentsi or may alternatively inflicate the
rtificate reference number or key name, in which case the message shall be signed using security
ader and trailer segment groups.

sS< > C

0160 SA, Security algorithm

segment identifying a security algorithm, the technical, usage made of it, and containing thg technical
rameters required (as defined in Part 5 of ISO 9735). If it is required to indicate the algorithms used
ith a certificate, this segment shall be used.

0170 SR, Security result

segment containing the result of the\security functions applied to the certificate by the cgrtification
uthority (as defined in Part 5 of 1ISO:9735). If it is required to sign a certificate, this segmemt shall be
ed.

0180 UNT|, Message trailer

A sgrvice segment ending~a.message, giving the total number of segments and the control [reference
numper of the message.

5.4.2 Data $egment index
TA Name

UN Message header

UN Message trailer

us Security algorithm

USC Certificate

USE  Security message relation
USF Key management function
USL  Security list status

USR  Security result

USX  Security references
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5.4.3 Message structure

5431
POS
0010

0020
0030
0040

0050
0060
0070

0080
0090
0100
0110

0120
0130

0140
0150
0160
0170

0180

Segment table

TAG

Name

Message header

ISO 9735-9:1999(E)

————— Segment group 1 ---------------- 999  ------
USE Security message relation M 1 |
USX Security references c 1 |

|
————— Segment group 2 ---------------- 9 ----
USF Key management function M 1 [ ]
JSA Security algorithm c 1 | |

|

----  Segment group 3 ---------------- 1 -+ |
JSC Certificate M 1 || ]
JSA Security algorithm c 3 || ]
SR Security result c 1 - +
----  Segment group 4 ---------------- 99 e
JSL Security list status M 1 |

|
----  Segment group 5 ---------------- 9999 -+
SC Certificate M 1 | |
JSA Security algorithm c 3 | |
SR Security result C 1 N\ - +
UNT Message trailer M o1
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Annex A
(normative)

Definitions

Addendum — to be added to Part 1 annex A when approved

e flflnaflnn nafh AR r\v‘rlnrnrl seguence-of r\nrhflr\afnc of nhlnr\fc ITa) fhn nlrnr\fnr\l Infnrmnhnn T I
Al ce path— G4 bj ree which

together with the public key of the initial object in the path, can be processed to obtain that»gf the final
oblect in the path. (ISO 9594-8) [1]
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Annex B
(normative)
Addendum — to be added to Part 1 annex C when approved

Syntax service directories
(segments, composite data elements and simple data elements)

B.1 Segment directory

B.1.1
Function

POS

TAG

Name

Repr.

B.1.2

| egend
The function of the segment

The sequential position number of the segment or stand-alone data element or‘composite da
he segment table

The tags of all service segments contained in the segment directory start-with the letter “U”. T
service composite data elements start with the letter "S", and the tags of all service simple d
Start with the figure "0"

Name of a SEGMENT in capital letters

Name of a COMPOSITE DATA ELEMENT in capital letters
Name of a STAND-ALONE DATA ELEMENT in capital letters
Name of a component data element in small letters

n the segment, or of the components in the camposite (where M = Mandatory, C = Conditiong

Dr composite data element in the segment
Data value representation of the stand-alone data element or component data element in the

2 alphabetic characters

N numeric characters

AN alphanumeric characters

R3 3 alphabetic characters, fixed length

N3 3 numeric characters, fixed length

An3 3 alphanumeric characters, fixed length
.3  up to 3G@lphabetic characters

N..3 up to'3numeric characters

An..3 up.to’3 alphanumeric characters

Dependency note identifiers

a element in

he tags of all
hta elements

The status of the segment in the structure or of the stand-alone data element or composite ¢lata element

1)

The maximum number of occurrences ofithe segment in the structure or of the stand-alone ¢lata element

composite.

Code Name

D1 One and only one

D2 All or none

D3 One or more

D4 One or none

D5 If first, then all

D6 If first, then at least one more
D7 If first, then none of the others

See clause 11.5 in ISO 9735-1:1998 for the definition of the dependency note identifiers.
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B.1.3 Ind

TAG

ex of segments by tag

Name

UNH Message header
UNT  Message trailer
USA  Security algorithm
USC Certificate

USE
USF
USL

Security message relation
Key management function
Security list status

USR  Security result

USX

B.1.4 Ing
TAQ

USd
USH
UNH
UNT
USA
USH
USX
USRH
usy

B.1.5 Se

Notes:
1. Only sg

o M £,

JTLouUl Il._y ITCICTCTITIVCC O
ex of segments by name

Name

Certificate

Key management function
Message header
Message trailer

Security algorithm
Security message relation
Security references
Security result

Security list status

pment specifications

USE S

Function;

as
P4

Pos TAG

010 0565

ECURITY MESSAGE RELATION
To specify the relation to earlier security messages, such

response to a particular request, or request for a
rticular answer.

Name S R Repr. Notes
MESSAGE RELATION, CODED M1 an.3

USF KE

Function;

Y MANAGEMENT FUNCTION

To, specify the type of key management function and the

41 af-a ry adia rhifin ot

gments which are not included in other parts. ofNSO 9735 are defined here.

st

Pos TAG

lUO T a \.:UIICO'JUI Iulllu T\U_y UI \JCILIII\JGLU

Name SR Repr. Notes

010 0579 KEY MANAGEMENT FUNCTION QUALIFIER M1 an.3

020 S504 LIST PARAMETER C9

0575 Li
0558 Li

st parameter qualifier M an.3
st parameter M an..70

030 0567 SECURITY STATUS, CODED Cl an.3

040 0572 CERTIFICATE SEQUENCE NUMBER Cl n4

©1SO
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050 0505 FILTER FUNCTION, CODED Cl an.3

USL SECURITY LIST STATUS

Function: To specify the status of security objects, such as keys or

certificates to be delivered in a list, and the
corresponding list parameters.

ISO 9735-9:1999(E)

Pos TAG Name SR Repr. Notes
010 056 FSECURHY-STATES-CObED M-—ar=3
020 S50¢4 LIST PARAMETER C9

0575 | List parameter qualifier M an..3

0558 | List parameter M an..70

B.2 Composite data element directory

B.2.1
POS

TAG

Name

S

Repr.

Desc.

B.2.2

| egend

With the letter "S", and all service simple data elements;start with the figure "0"
Name of a component data element in small lettets

The status of the component data element in~the composite data element
where M = Mandatory and C = Conditional)

Data value representation of the component data element in the composite.

21 alphabetic characters

N numeric characters

An alphanumeric characters

A3 3 alphabetic characters, fixed length

N3 3 numeric characters, fixed length

AN3 3 alphanumeric characters, fixed length
A..3 up to 3-alphabetic characters

n..3 up to23*humeric characters

an..3 up.te'3 alphanumeric characters
Description of the composite data element

Dependency note identifiers

The sequential position number of the component data elementin the composite data element

The tags of all service composite data elements contained' in the composite data element djirectory start

Code Name

D1 One and only one

D2 All or none

D3 One or more

D4 One or none

D5 If first, then all

D6 If first, then at least one more
D7 If first, then none of the others

See clause 11.5 in Part 1 for the definition of the dependency note identifiers.
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B.2.3 Index of composite data elements by tag

Notes:
1. Only composite data elements which are not included in other parts of ISO 9735 are included here.

TAG Name

S504 List parameter

B.2.4 Index of composite data elements by name

TAG Name

S504 Li

St parameter

B.2.5 Composite data element specifications

S504 LIST PARAMETER

Desc : Identification of a parameter for a list request or delivery
POS TAG |[Name S Repr. Notes
010 0575 List parameter qualifier M an..3
020 0558 List parameter M an..70

B.3 Simpl¢ data element directory
B.3.1 Legend

The tags of @ll service simple data elements contained in the simple data element directory start with the figure “0”.
Name  Name of a simple data element

Desc. Description of the simple data element

Repr. Data value représentation of the simple data element :

a alphabetic characters

n Aumeric characters

an alphanumeric characters

a3 3 alphabetic characters, fixed length

n3 3 numeric characters, fixed length

an3 3 alphanumeric characters, fixed length
a..3 up to 3 alphabetic characters

n..3 up to 3 numeric characters

an..3 up to 3 alphanumeric characters

Notes  Simple data element note number(s)

B.3.2 Index of simple data elements by tag

Notes:
1. Only data elements which are not included in other parts of ISO 9735 are defined here.

10
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TAG Name

0558 List parameter

0565 Message relation, coded

0572 Certificate sequence number

0575 List parameter qualifier

0579 Key management function qualifier

B.3.3 Index of simple data elements by name

TAG Name

0572 Certificate-sequencenumber

0579 Key management function qualifier

0558 | ist parameter

0575 |_ist parameter qualifier

0565 Message relation, coded

B.34 Simple data element specifications
0558 L|ST PARAMETER
Desc : $pecification of the list requested or delivered.
Repr : g4n..70
0565 MESSAGE RELATION, CODED
Desc : Relationship with another message, past or future
Repr: gn..3

0572 CERTIFICATE SEQUENCE NUMBER

Desc

Repr :

: $pecification of a certificate’s position within a certification
path

n..4

Note 1: JAllows certification paths to be ordered by specifying the
ordinal number'of the certificate within a certification path.

0575 LISTFRARAMETER QUALIEIER
Desc :

Repr :

Specification of the type of list parameter.

an..3

0579 KEY MANAGEMENT FUNCTION QUALIFIER

Desc :

Repr :

Specification of the type of key management function

an..3

11
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Annex C
(informative)

KEYMAN functions

©1SO

This annex describes the different functions provided by KEYMAN. In the following, credentials will just mean
information relating to one particular party, but not the public key, nor timestamps. So a certificate will consist of

A public |

Timestan

* Adigital
Certain func
normally uss
key generati

C.1 Regis

Cl1 Re

The purpose

Although thi
a human sig
users to reg
itself need n
ISO 9735 m

C.l1l.2 As

The purpose
secret key m
C.2 Certifi

C.21 Ceq

Credentigt

ey

ps
ignature
lions are considered to be handled out of band, i.e. using a communication channel different
d. This is the case with communication of the secret key of the user %f he is not responsible f
bN.

ration-related key management functions

gistration submission

is to submit (part of) certificate content for registration.

5 function typically will be backed up by some secure out of band technique (such as a persor
nature), it may be more efficient for the registration authority (RA, an authority trusted by on
ster users) not to have to re-key the information, but merely to check it. For this reason, thig
ot be secured, though integrity checking using the normal header/trailer approach defined in
hy be useful, if further secured out of’band.

ymmetric key pair request

b is to request a trusted party to generate an asymmetric key pair. The subsequent transp
ust be handled oudt-of band.

cation-related key management functions

rtification request

The purpose

from that
Dr his own

al visit, or
e or more
message
Part 5 of

ort of the

is-ta request certification of credentials and public key

It may be presumed to be merely a request following prior out of band transfer of information, in which case the
request itself results in no transfer of information. No registered keys may yet available, so it is assumed to be an
unsecured message. However, if this information is transmitted in the message, it will require separate
authentication. If a registered key already exists, then this may be used to provided non-repudiation of origin for the

information f

or the new key and certificate.

Nevertheless, if the message is used by a user to forward his public key, it should be possible for him to sign it with
the corresponding secret key, even though no label exists yet for the public key. This is called self-certification, and
requires the use of security header and trailer segment groups. To indicate that the key is self-certified, the security
header segment group defined in Part 5 of ISO 9735 must contain a certificate issued by the user on his own key.
Although a self-certified public key does not prove its user's authenticity to another party, it does prove to the
certification authority that the user is in possession of the corresponding private key.
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The purpo

ISO 9735-9:1999(E)

Certificate renewal request

se is to request the renewal (or update) of a certificate.

The purpose of this is to extend the validity period of the current valid key, whose certificate is about to expire. The
request must be signed, using EDIFACT security header and trailer segment groups described in Part 5 of

ISO 9735,

c.23

by the private key certified by the certificate to be renewed.

Certificate replacement request

The purpose is to request the replacement of a current certificate by a new one W|th a different public key, as well

additianal matiaon—f—racikad—Tha raouact mauict ba cianad oocoardina o an _anrand

as giving
EDIFACT

It differs f
always hg
number a

c24

The purpd
also inclu

the inquirer is ignorant to such details.

If the cert
are public
C.25
The purpg
The certi
convenier
integrity,
which cas
of origin.

C.26

The purpd

c.2.7

The purpd

5 the certificate being revoked.

Certificate (path) retrieval request

oL
aaattoRar—Rrermaton—H l\.,u|u||\.u

header and trailer segment groups described in Part 5 of ISO 9735.

e oot st oot oc \Jlullbu M\.r\.r\.ll\..lllls O agreeto

om a renewal request in that the old certificate typically is revoked, rather than expiring.”A nq
s a new certificate reference number, while a revocation certificate always carries)the san

se is to request the delivery of an existing certificate, valid or a revoked, or a revocation ce
Jes the situation where the response contains a certification path,rather than just a certificat

ficate reference number has been specified, there are narequirements for security since th

Certificate delivery

se is to deliver an existing certificate or revecation certificate with or without prior request.

policy using

w certificate
he reference

tificate. This
P, as usually

P certificates

ication authority (CA) public key transport would normally be handled out of band. H

vith separate authentication. If available, it may tempt users to ignore checking the out of b
e it will actually reduce security.considerably. This may require security services, such as no

Certificate status reguest

se is to request.the current status of a given certificate.

Certificate 'Status notice

se.is'to inform the requesting party about the status of the given certificate.

ce of re-keying, a message may be required, possibly secured by header and trailer segme%

owever, for
t groups for
nd value, in
-repudiation

The possible status’s are: unknown, valid or revoked. This notice may be delivered without prior request and would

typically h

c.28

ave to be secured by non-repudiation of origin.

Certificate validation request

The request is to be forwarded to a CA for the validation of an existing certificate.

This pertains to certificates of other security domains (i.e. issued by other CA’s), in which case the user may be

unable to

establish the validity.

13
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C.2.9 Ce

rtificate validation notice
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This is the response to a certificate validation request. It is recommended to use non-repudiation of origin or other
means of authentication for this.

C.3 Revocation-related key management functions

C.3.1 Re

vocation request

The purpose is to request revocation (the change of status from valid to invalid) of a party’s certificate, e.g. because

the private key has been compromised,

the user has changed to a new CA, the original certificate

has been
son. It is

superseded,
recommend
case where

C.3.2 Re
The purpose

It is recomm

C.3.3 Re

The purpose

C.34 Re

The purpose
domain.

This is like g
black list typ

repudiation ¢f origin.

C.4 Alertn
The purpose
The certific

wrong with
revocation rq

C.5 Certifi

UuotT hao bCCII tcllll;llatcd (fUI CI\GIIIP:U thc UotTl :Uft thc \JUIII'.IGII_Y), A4 SQUTTIC Uthcl L3
bd to use authentication if possible. The function may require a separate channel, and piay
he user has lost the private key.

\vocation confirmation

is to confirm the revocation of the requested certificate.

ended to secured this by means of non-repudiation of origin.

\vocation list request

is to request full or partial list of revoked certificates.

vocation list delivery
is to inform parties about all (or a specified subset of all) currently revoked certificates in

multiple status notice, but only for revoked certificates. While it would be possible to have 3
e, it is probably better to just have©ne, and identify the status. The delivery should be securs

pquest
is to request a party’S)certificate to be put on alert.
e is not revoked/(no request to the CA) but the other users are warned that there can be

his certificate This could be used if no appropriate means of authentication is available tdg
pquest, for example a second, valid, key and certificate.

cate paths

cover the

the CA’s

| separate
d by non-

something
secure a

C5h.1 Ce

rtificate path delivery

The purpose is to deliver an existing certification path with or without prior request.

C.6 Symmetric key generation and transport

Cc61 Sy

mmetric key request

The purpose is to request the delivery of symmetric data keys or key encryption keys.

14


https://standardsiso.com/api/?name=22faa81f8e7a65b4fc0ea22aaf4fc57e

©1S0 ISO 9735-9:1999(E)

Since the delivery of the keys implies a prior secure relationship between the two parties, the originator must be
authenticated using a key encrypting key (KEK, a key used to provide confidentiality for another key), if public key
techniques are not used.

C.6.2 Symmetric key delivery

The purpose is to deliver symmetric keys (with or without prior request).

If symmetric techniques are used only, it must be assumed that an out of band transfer of a KEK would be
necessary before the transfer. The algorithm parameter in USA would then carry the encrypted key.

C.7 Key discontinuation

Cc.71 A)symmetric key discontinuation request
The purpgse is to request discontinuation of an existing symmetric or asymmetric key (if-Cértificates afe not used),
e.g. becatise the key has been compromised, the original key has been superseded, use-has been tefminated (for
example the user left the company), or some other reason. It is recommended to secure this using exigting keys for
authentication.

c.7.2 Piscontinuation acknowledgement

The purpgse is to confirm that some specified key(s) has been discontiaued
Remark: Functions that can not be supported by a KEYMAN message:

* Indepgndent time-stamping functions (require a separate message, e.g. AUTACK)

» Acknowledgement and error notification related to.yeceived KEYMAN messages will require the [use of other
messages, e.g. AUTACK or CONTRL
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Annex D
(informative)

Security techniques to be applied to KEYMAN messages

©1SO

This annex suggests the minimum and maximum level of header/trailer (H/T) security, as described in Part 5 of ISO
9735, to be used with each KEYMAN function.

16

Function H/T Security Comments
MIN MAX
Registration submission INT Out of band AUT
Asymmetric key pair request
Certification request NRO | Out of/band AUT
Certificate renewal request NRO
Certificate replacement request NRO
Certificate (path) retrieval request NRO®
Certificate delivery
Certificate status request NRO
Certificate status notice NRO
Certificate validation request
Certificate validation notice NRO
Revocation request NRO
Revocation confirmation NRO
Revocation list request
Revocation list delivery NRO
Alert request NRO
Certificate-path delivery
Symmetric key request
Symmetric key delivery CON May use KEK
(A)symmetric key discontinuation request JAUT [ NRO
Discontinuation acknowledgement AUT NRO
Key: AUT Authentication

CON Confidentiality

INT Integrity

KEK Key encrypting key

NRO Non-repudiation of origin

Out of band  Using a communication channel different from that normally used
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Annex E
(informative)

ISO 9735-9:1999(E)

Use of segment groups in KEYMAN messages

This annex describes which segment groups are used to provide particular KEYMAN functions.

Requests:
Frmetion Segments Comments
Registration submission USE-USF-USC-USA
Asymmetric key pair request USE-USF-USA
Certificafion request USE-USF-USC-USA Identify the cestificate and
public key
Certificaje renewal request USE-USF-USC Identify the) certificate and

specify the’new validity period

Certifical

e replacement request

USE-USF-USC-USA

The ‘current certificate to be)
revoked is referred in a similan

group

Certificafe (path) retrieval request USE-USF-USC Certificate list retrieval g
included here, using USF
Certificale status request USE-USF-USC
Certificale validation request USE-USFUSC-
USA(3)-USR
Revocat|on request USE-USF-USC Out of band as well
Revocat|on list request USE-USF
Alert request USE-USF-USC
Symmetfic key request USE-USF-USA Symmetric only. USA defines

the key name if required

(A)symmetric key discontinuation request

USE-USF-USA/USC

Sym/Asym. Identify the keys

Key:

Out ofband

Using a communication channel different from that normally used

17
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Deliveries or notices
Function Segments Comments
Certificate delivery USE-USX-USF-USC-
USA(3)-USR
Certificate status notice USE-USX-USF-USC- May be like certificate/path
USA(3)-USR delivery: revocation reason is

18

added to the normal certificate,
and/or the status is obvious

from USF

Certifjcate validation notice

USE-USX-USF-USC-
USA(3)-USR

Like certificate status nati
secured by NRO

ce,

Revo

Cation confirmation

USE-USX-USF-USC

Like certificate status noti
Must be secured, by:"NRO

Revo

Cation list delivery

USL-USC

Like multiple’ certificate sta|
notice, butJonly for revok
certificates

tus
ed

by authentication/NRO

Certificate path delivery USE-USX-USF-USC- Repeat USF group for paths
USA(3)-USR
Symmetric key delivery USE-USX-USF-USA Symmetric only. An out of band
transfer of a KEK is necessary
before
Discgntinuation acknowledgement USE-USX-USE« Sym/Asym. Like certificpate
USA/USC status notice. Must be secufed

Key:

KEK
NRO
Out of band

Key encrypting key.
Non-repudiation-gf_origin

Using a communication channel different from that normally used
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Annex F
(informative)

A model for key management

Key management deals with the generation, distribution, certification, verification and revocation of cryptographic
keys in an open and secure information system. The model considered here is depicted in the following figure,
where five logical parties are defined according to their functionality:

TTﬁ

Key Management Model

The basic assumption of this model is that public key techniques for security services are used. Moreover, the
architecture is according to the ITU/TS X.509 framework standard.

A security domain is defined as the “jurisdiction” of the pair of public keys used by the certification authority (CA) to
issue certificates. Thus there is only one CA within a security domain, and the security domain is characterised by
the fact that all users of that domain are certified with the same secret key under the control of the CA.

The CA is connected by means of secured communication to a number of registration authorities (RA), through
which any user may register. A registration is acknowledged by a certificate issued by the CA at the request of some
RA. Furthermore public information on the users, such as certificates is available in a directory (DIR). Finally, a
number of additional trusted third parties (TTP’s) may register as well as users offering special services.

19


https://standardsiso.com/api/?name=22faa81f8e7a65b4fc0ea22aaf4fc57e

ISO 9735-9:1999(E) ©1S0

F.1 The end-user (U)

By a user (U) is meant the unique user-Id in the system, as identified by his credentials. A real user may have more
than one Id. In fact, a user-ld may represent a legal person, a real, (or moral), person or a system device.

F.2  The registration authority (RA)

For an unregistered user, there is no established electronic security link between the user and the system. RA is
used as an entry point for users to set-up such links by using some existing trusted means such as registered

letters or personal enrolment. This registration will also form the legal basis for the use of digital signatures by the
user, if required, although this aspect in itself is not key management. Once this registration has been established,

the user credentials and his public key are passed on the CA with a request for certification.

F.3  The certification authority (CA)

The certification authority is the central party of the system. It provides certificates to the users so.that "tru
established |between different users based on the "trust" between the RA’'s and users. These certif
furthermore made available in one or more directories which can be accessed by all users.

Itis a commpn misunderstanding that the fact that a certificate has been issued implies that one can trust
key to be valid. If a public key is cancelled at a later stage, after the certificate was Jissued, the certifi

longer valid.
certificate. T
certificates 4

In stead, the CA issues a revocation certificate, which is placed in thedirectory to replace t
he users will therefore have to consult the directory at regular intérvals for verification ev
re used. How often is a question of risk assessment.

st" can be
cates are

the public
cate is no
ne original
en though

F.4  The d|rectory (DIR)
The public djrectory (DIR), acting like a public telephone book, is responsible for holding the current certificates, as
well as revogation certificates, for ready on-line inspection by other users. It is essential, that the communication

between usq
and correct.

In fact, the [
key. This in

F.5 Trustq

A trusted thi
such as tim

Independ
Attribute
Notary fu
Documer
Non-repy

Translatipn/validatien of certificates

IR will typically continuously certify the cutrent status of the CA certificates by means of its d
particular requires that the directory is registered as a user with a public key by the CA.

d third party (TTP) services

Fd party is a party which at least two other parties trust. TTP’s may provide some additiong
b-stamping, etc. The TTP sérvices relevant to EDI include:

ent time-stamping

certificates

hctions

t repository

diation of submission/delivery

rs and the DIR is secured in order to guarantee that the information drawn from the DIR is Qip to date

wn secret

|l services
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Annex G
(informative)
Addendum — to be added to Part 1 annex D when approved

Syntax service code directory

The service code directory is maintained by the UN/ECE and is part of the UN Trade Data Interchange Directory
(UNTDID) and as such is not reproduced in this part of ISO 9735. The most recent version of the service code

directory
directory

see annex B within this part). The UNTDID is updated and published at regular intervals.

5hould be used to reference the code values for the coded data elements in the simple,data element
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Annex H
(informative)

Key and certificate management examples

©1SO

Four examples are provided herein to illustrate different applications of the KEYMAN message.

H.1 Revocation request

H.1.1 Nalrrative

A certificate
the organisg
organisation
way using s
responded t

H.1.2 Se|

previously issued by certification authority CA2 for an employee E1 of an organisation' Ol is r
tion because the employee left at midday GMT on 31 December 1996. This meéssage
to the certification authority will be signed for non-repudiation of origin by the organisation in t
bcurity header and trailer segment groups as described in Part 5 of ISO 9735.“The messag
D by a revocation confirmation from CA2 to O1.

curity Details

| SECURITY MESSAGE RELATION

ESSAGE RELATION

| “1’ no relation

K

EY MANAGEMENT FUNCTION

KEY MANAGEMENT FUNCTION | ‘130’ revocation request

QUALIFIER

CERTIFICATE REFERENCE ‘CA2-01-E1’ (eg) the certificate in question
SECURITY IDENTIFICATION DETAILS

Skcurity party qualifier ‘3’ certificate owner

Ky name

Skcurity party identification ‘O1-E1’ (eg) the employee within the organisation
Skcurity party code list qualifier ‘ZZZ’ mutually agreed

Skcurity party code list responsible agency | ‘1’ UN

SECURITY IDENTIFICATIONDETAILS

Skcurity party qualifier ‘4’ authenticating party

Ky name

Skcurity party identification ‘CA2’ the certification authority
Skcurity party code)list qualifier ‘ZZZ’ mutually agreed

Sgcurity party code list responsible agency | ‘1’ UN

SECURITYDATE AND TIME

Dpte and-titme qualifier ‘6’ certificate revocation date and time
Epent date 19961231

Epenttime 120000’

Time‘offset ‘0000

REVOCATION REASON ‘3’ owner changed affiliation

H.2 Symmetric key discontinuation request

H.2.1 Narrative

pvoked by
from the
he normal
e may be

Organisation O1 requests organisation O2 to stop using a mutual symmetric key K1 because it has been
superseded. This message between the organisations will be protected for message origin authentication by the
organisation in the normal way using security header and trailer segment groups as described in Part 5 of ISO 9735
using another previously agreed symmetric key. The message may be responded to by a discontinuation
acknowledgement from O2 to OL1.
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