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Foreword

ISO (the International Organization for Standardization) is

preparing International Standards is normally carried out ]

technical committees. Each member body interested in,a-stbj
a technical committee has been established has the right'to be
on that committee. International organizations, government
governmental, in liaison with 1SO, also take part’in-the work.
rates closely with the International Electrotechnical Commiss
all matters of electrotechnical standardizatjon.

circulated to the member bodies for‘voting. Publication as an
Standard requires approval by atléast 75 % of the member bq
a vote.

This part of ISO 9735 was’prepared by the UN/ECE Trade
UN/EDIFACT) and waszadopted, under a special "fast-track pr
Technical Committee: ISO/TC 154, Documents and data
administration, commerce and industry.

Whereas this part supersedes the earlier publications, and
version number of “4” in the mandatory data element 0002 (Sy
number),*in the segment UNB (Interchange header),
contintiing to use the syntax defined in the earlier published vj
use the following Syntax version numbers, in order to differ
from each other and from this part:

ISO 9735:1988 — Syntax version number: 1

ISO 9735:1988 (amended and reprinted in 1990) — Sy
number: 2
1

ISO 9735:1988 (amended and reprinted in

Amendment 1:1992 — Syntax version number: 3

ISO 9735-5:1999(E)

a worldwide
The work of
hrough 1SO
pct for which
represented
Al and non-
SO collabo-
on (IEC) on

Draft International Standards adopted “by the technical comimittees are

International
dies casting

Division (as
pcedure", by
elements in

shall use a
ntax version
nterchanges
ersions shall
bntiate them

ntax version

990) plus

ISO 9735 consists of the following parts, under the general ti

le Electronic

data interchange for administration, commerce and transport (EDIFACT) —

Application level syntax rules (Syntax version number: 4):

service directories for each of the parts
Part 2: Syntax rules specific to batch EDI

Part 3: Syntax rules specific to interactive EDI

type - CONTRL)

repudiation of origin)

Part 1: Syntax rules common to all parts, together with the syntax

Part 4: Syntax and service report message for batch EDI (message

Part 5: Security rules for batch EDI (authenticity, integrity and non-


https://standardsiso.com/api/?name=9558cfef5ce423784b04ed9af3fd14f2

ISO 9735-5:1999(E) ©1S0

— Part6: Secure authentication and acknowledgement message
(message type - AUTACK)

— Part 7: Security rules for batch EDI (confidentiality)
— Part 8: Associated data in EDI

— Part 9: Security key and certificate management message (message
type - KEYMAN)

Further parts may be added in the future.

Annexes A and B form an infngml part of this part 0f 9735 _Annexes C tol

are for information only.
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Introduction

This part of ISO 9735 includes the rules at the application |

StrUctaring or ddta I the mntercnange or electronic messdages

-5:1999(E)

evel for the
in an open

environment, based on the requirements of either batel~gr interactive
processing. These rules have been agreed by the/yUnited Nations
Economic Commission for Europe (UN/ECE) as syntax_ rules fpr Electronic
Data Interchange for Administration, Commerce and- Fransport (EDIFACT)
and are part of the United Nations Trade Data’ Interchange Directory
(UNTDID) which also includes both batch andyinteractive Mesgage Design

Guidelines.

Communications specifications and protoecols are outside the $cope of this

part of ISO 9735.

This is a new part, which has“been added to ISO 9735. It
optional capability of securing batch EDIFACT structures i.e
packages, groups or interchange.

provides an
messages,
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Electronic data interchange for administration, commerce and
transport (EDIFACT) — Application level syntax rules — (Syntax

versio

Part 5;

Secur
of orig

1 Sc

This part
message
origin, in 4

Aftmber:—=4)

ty rules for batch EDI (authenticity, integrity and nan-repud
in)

bpe

pf ISO 9735 specifies syntax rules for EDIFACT security. It{prévides a method to address
package level, group level and interchange level security for authenticity, integrity and non-reg
hccordance with established security mechanisms.

2 Conformance

Conforma
not suppo
conformal

Data that
rules speg

Devices s
the data s

Conforma

When ide
criteria.

nce to a standard means that all of its requirements, including all options, are supported. If al
rted, any claim of conformance shall.include a statement which identifies those options to whi
Nce is claimed.

s interchanged is in conformance if the structure and representation of the data conform to th
ified in this part of ISO 9735.

Lpporting this part of ISQ 9735 are in conformance when they are capable of creating and/or i
tructured and represented in conformance with this part of ISO 9735.

nce to part of ISO 9735 shall include conformance to Part 1, Part 2 and Part 8 of ISO 9735.

ntified in thistpart of ISO 9735, provisions defined in related standards shall form part of the cq

3 N

liation

udiation of

options are
Ch

e syntax

hterpreting

nformance

7-% STWP-N
ratave

The following standards contain provisions which, through reference in this text, constitute provisions of this part of
ISO 9735. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this part of ISO 9735 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently

valid Inter

national Standards.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference Model —
Part 2: Security architecture.

ISO/IEC 9594-8:1995, Information technology — Open Systems Interconnection — The Directory: Authentication
framework.
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ISO 9735-1:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 1: Syntax rules common to all parts, together with syntax
directories for each of the parts.

ISO 9735-2:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 2: Syntax rules specific to batch EDI.

ISO 9735-6:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 6: Secure authentication and acknowledgement message
(message type — AUTACK).

ISO 9735-7: —1) E/ectron/c data /nterchange for admm/strat/on commerce and transport (EDIFACT) Application
level syntax : : : ; : .

ISO 9735-8:11998, Electronic data interchange for administration, commerce and transport (EDIFACT).= Application
level syntax|rules (Syntax version number: 4) — Part 8: Associated data in EDI.

ISO/IEC 101181-2:1996, Information technology — Open Systems Interconnection — Security:\frameworks|for open
systems: Authentication framework.

ISO/IEC 101181-4:1997, Information technology — Open Systems Interconnection —.Security frameworks|for open
systems: Nan-repudiation framework.

ISO/IEC 101181-6:1996, Information technology — Open Systems Interconnection — Security frameworks|for open
systems: Integrity framework.

4 Definlitions

For the purppses of this part of ISO 9735, the definitions in 1ISQ,9735-1:1998, annex A apply.

5 Ruleg for the use of security header and'trailer segment groups for batch EDI

5.1 Message/package level security - integrated-message/package security

The security|threats relevant to message/package transmission and the security services which address them are
described infannexes C and D.

This section|describes the structure-of EDIFACT message/package level security.
Security seryices addressed inthis part of ISO 9735 shall be provided by the inclusion of security header gnd trailer

segment grgups after the UNH-and before the UNT, in a way which shall be applied to any existing messape, or
after the UND and before<the 'UNP, for any existing package.

1) To be published.
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5.1.1 Security header and trailer segment groups

Figure 1 describes an interchange showing security at message level.

ISO 9735-5:1999(E)

INTERCHANGE
Either : Only Or: Only
UNA | UNB GROUP(S) MESSAGE(S)/ UNZ
PACKAGE(S)
UNG Message MESSAGE Message(~" UNE
A
Security Se@itgl
uNH|header | yEssSAGE BODY Q' r|unT
segment < gment
group(s) <) group(s)

Figure 1 - Interchange showing security, at message level (schematic)

Figure 2 describes an interchange showing security at package level.
\& INTERCHANGE
\‘? Either :  Only Or: Only
U& UNB GROUP(S) MESSAGE(S)/ UNZ
o) PACKAGE(S)
= _ .
cgﬂ% Package PACKAGE Package UNE
Security Security
UNO|header OBJECT |[trailer UNP
segment segment
group(s) group(s)

Figure 2 - Interchange showing security at package level (schematic)
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5.1.2 Security header and trailer segment groups  structure

TAG Name S R

UNH Message Header M 1

————— Segment Group 1 ---------------- 99 et

USH Security Header M 1 I

USA Security Algorithm c 3 I

————— Segment Group 2 ---------------- 2 -+ |

uscC Certificate M 1 1

USA Security Algorithm c 3 I

USR Security Result CcC 1 - +

Viessage body

————— Segment Group N ---------------- 99 -+

UST Security Trailer M 1 I

USR Security Result c 1 -+

UNT Message Trailer M 1
Table 1 - Sefurity header and security trailer segment groups segment table (message level security)

TAG Name S R

UNO Object Header M 1

————— Segment Group 1 ---------------- 99 et

USH Security Header M 1 I

USA Security Algorithm c 3 I

————— Segment Group 2 ---------------- 2 -+ |

uscC Certificate M 2 I

USA Security Algorithm c 3 [

USR Security Result Col - +

Object

————— Segment Group N ---------------- 99 -+

UsST Security Trailer M 1 I

USR Security Result c 1 -+

UNP Object Trailer M 1
Table 2 - Sefurity header and security-trailer segment groups segment table (package level security)
Note: UNH message header, UNT message trailer, UNO object header and UNP object trailer are specifigd in

Part 1

of ISO 9735. They are not described further in this Part.

The complete directory-specification of the segments and data elements may be found in annex B.

5.1.3 Data {

egment clarification

Segment Group 1: USH-USA-SG2 (security header group)
A group of segments identifying the security service and security mechanisms applied and containing the data

necessary to carry out the validation calculations.

There may be several different security header segment groups within the same message/package, if different
security services are applied to the message/package (e. g. integrity and non-repudiation of origin) or if the same

security service is applied by several parties.

USH, Security header
A segment specifying a security service applied to the message/package in which the segment is included.

The parties involved in the security service (security elements originator and security elements recipient), may be
identified in this segment, unless they are unambiguously identified by means of certificates (USC segment) when
asymmetric algorithms are used.
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Security identification details composite data element (S500) shall be used in USH segment either:

- if symmetric algorithms are used, or

- if asymmetric algorithms are used and when two certificates are present, in order to distinguish betw
originator and the recipient certificates

ISO 9735-5:1999(E)

een the

In this latter case, the identification of the party in S500 (any of the data elements S500/0511, S500/0513,
S500/0515, S500/0586) shall be the same as the identification of the party, qualified as "certificate owner" in one
of the S500 present in the USC segment in segment group 2, and data element S500/0577 shall identify the

function (originator or recipient) of the party involved.

Data element key name in security identification details composite data element (S500/0538) may be used to

establish the key relat|onsh|p between the sendlng and receiving part|es
This key+els : S = :
parameter composne data element (8503/0554) in the USA segment of segment group 1.

S500/0
(becaus

38 in USH segment may be used if there is no need to convey a USA segment in segment gr
the cryptographic mechanisms have been agreed previously between the partnersy:

USH segment may specify the filter function used for the binary fields of USA ségment within segmen
and of the USR segment of the corresponding security trailer group.

USH se
the secy

Jment may include a security sequence number, to provide sequence integrity, and the date o
rity elements.

USA, Sd
A segmd
parameters required. This shall be the algorithm applied directly on the message/package. This algori
either s\ymmetric, a hash function or a compression algorithm. For example, for a digital signature, it in
message-dependent hash function to be used.
Asymmetric algorithms shall not be referred to directly'in this USA segment within segment group 1 bt
appear only within segment group 2, triggered by a:.SC segment.

Three o¢currences of the USA segment are allewed. One occurrence shall be used for the symmetric
the hash function required to provide the security service specified in the USH segment. The other twg
occurrences are described in Part 7 of ISO"9735.

Indicatign of padding mechanism may be used when appropriate.

curity algorithm

Segment [Group 2: USC-USA-USR((certificate group)

A group of segments containingthe-data necessary to validate the security methods applied to the
message/package, when asymmetric algorithms are used. Certificate segment group shall be used whe
asymmetijic algorithms are dsed to identify the asymmetric key pair used, even if certificates are not usq

Either the
identify un
certificate
from a da

full certificaté«segment group (including the USR segment), or the only data elements necess
ambiguously the asymmetric key pair used, shall be present in the USC segment. The preser]
may be avoided if the certificate has already been exchanged by the two parties, or if it may b
abase:

bt identifying a security algorithm, the technical usagezmade of it, and containing the technicall

2 algorithm

bup 1

with the

group 1

f creation of

hm may be
dicates the

t may

algorithm or

n
d.

ary to
ce of a full
e retrieved

Where it ig decided to refer to a non-EDIFACT certificate (such as X.509), the certificate syntax and ver

5ion shall be

identified in data element 0545 of the USC segment. Such certificates may be conveyed in an EDIFACT package.

Two occurrences of this segment group are allowed, one being the message/package sender certificate (that the
message/package receiver will use to verify the sender's signature), the other being the message/package receiver
certificate (only referred to by certificate reference) in the case where the receiver public key is used by the sender

for confidentiality of symmetric keys.

If both are present within one security header segment group, the security identification details composite data
element (S500) together with the certificate reference data element (0536) allow them to be differentiated.

This segment group shall be omitted if no asymmetric algorithm is used.
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Segment Gr
A group of s
applied to th

USC, Certificate
A segment containing the credentials of the certificate owner and identifying the certification authority which has
generated the certificate. The data element filter function, coded (0505) shall identify the filter function used for the

binary field

s of USA segments and USR segment within segment group 2.

©1SO

USC certificate may contain two occurrences of S500: one for the certificate owner (identifying the party which
signs with the private key associated to the public key contained in this certificate), one for the certificate issuer

(certificatio

n authority or CA).

USA, Security algorithm

A segment

identifying a security algorithm, the technical usage made of it, and containing the technical

parameters required. The three different occurrences of this USA segment in segment group 2 are identifying:

1 the alge
2  the alg
functi
3a - either
functi
algori
3b - or the

Indication

USR, Secu
A segment
result shall
computed

For the ceittificate, the signature computation starts with the first. ¢haracter of the USC segment (hamely

and ends V|

UST, Secu
A segment
number of

USR, Secu
A segment
linked sect
group, this

group 1
- compute

security |

the USA

- compute{

ithm applied to the message/package content and referred to by the segment-group 1 triggereq
$egment (asymmetric algorithm)

o] 0 sign the result of the(hg

pf padding mechanism may be used when appropriate.

rity result

containing the result of the security functions applied to the €ertificate by the certification auth
be the signature of the certificate computed by the certification authority by signing the hash 1
bn the data of the credentials.

ith the last character of the last USA segment (incliding the separator following this USA seg

bup n: UST-USR (security trailer group)
bgments containing a link with security header segment group and the result of the security fu
e message/package.

rity trailer
establishing a link between security header and security trailer segment groups, and stating t
security segments containedin these groups.

rity result

containing the result af the security functions applied to the message/package as specified in
rity header group. Depending on the security mechanisms specified in the linked security hea|
result shall be either:

f the security header group, or

by signing,with an asymmetric algorithm specified in USA segment within segment group 2 d
eader segment group a hash result computed on the message/package by the algorithm spe
segment within segment group 1 of the security header segment group

ic
by the

ority. This
esult

he "U")
ment).

nctions

he

the
der

directly on thexmessage/package by the algorithm specified in the USA segment within segment

f the
cified in

5.1.4 Scope of security application

There are two possibilities for the scope of security application:

1.

The computation of each of the integrity and authentication values and of the digital signatures starts with and

includes the current security header segment group and the message body, or object, itself. In this case no
other security header or security trailer segment groups shall be encompassed within this scope.

The security header segment group shall be counted from the first character, namely a "U", to the separator
ending this security header segment group, both included, and the message body, or object, from the first

character following the separator ending the last security header segment group to the separator preceding
the first character of the first security trailer segment group, both included.
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Thus the order in which security services integrated in this manner are performed, is not prescribed. They are
completely independent of each other.

Figure 3 illustrates this case (the scope of application of the security service defined in the security header 2
is represented by shaded boxes):

Security Security Security Security | Security | Security
UNH/ | header header header MESSAGE BODY/ trailer trailer trailer UNT/
UNO |segment |segment |segment OBJECT segment | segment | segment | UNP
group 3 group 2 group 1 group 1l [group2 |group 3

Figure 3 - Scope of application: security header segment group and message body/object only (schematic)

2. The
sed
obj
this

The

bct, and all the other embedded security header and trailer segment groups shall be encompal
scope.
scope shall include every character from the first character, namely a "U", of the)Current sect

computation starts with and includes the current security header segment group to the assoiiated
urity trailer segment group. In this case the current security header segment group, the niess

ge body, or
ssed within

rity header

sedment group, to the separator preceding the first character of the associated security trailer segment
group, both included.
Figpre 4 illustrates this case (the scope of application of the security service defined in the security header 2
is represented by shaded boxes):
Security Security Security Q\’ Security | Security | Security
UNH/ | header header header MESSAGE BODY% trailer trailer trailer UNT/
UNO |segment |segment |segment OBJECT &Q‘ segment | segment [ segment | UNP
group 3 group 2 group 1 . groupl [group2 |group 3
Figure|4 - Scope of application: from security header segment group to security trailer segment group
(schematic)
For each added security service, either of the two approaches may be chosen.
In both calses, the relation between the securityshéader segment group and associated security trailer segment
group shdll be provided by the data elements_security reference number of the USH and of the UST segments.

5.2  Pri

5.2.1 Ch

The secullity header segment/group may include the following general information:

- Security|

- Identification of the parties involved

- Security
- "Unique

Mciples of usage

bice of service

service applied

mechanism used
' valug ' (sequence number and/or timestamp)
udiation of receipt request

- Non-rep,

If more than one security service is required for the same EDIFACT structure, then the security header segment
group may be present several times. This shall be the case when several pairs of parties are involved. However, if
several services are required between the same two parties they may be included in a single pair of security header
and trailer segment groups, as certain services include others implicitly.

5.2.2 Authenticity

If origin authentication of a EDIFACT structure is required, it shall be provided in accordance to the principles
defined in ISO 10181-2, using an appropriate pair of security header and security trailer segment groups.

The security service of origin authentication shall be specified in the USH segment and the algorithm shall be
identified in the USA segment in segment group 1. It shall be a symmetric algorithm.
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The party acting as security originator shall compute an authenticity value that shall be conveyed in the USR
segment of the security trailer segment group. The party acting as security recipient shall check the authenticity

value.

This service may include integrity service and may be obtained as a sub-product of non-repudiation of origin

service.

If an appropriate implementation of this "origin authentication” service, based on tamper resistant hardware or
trusted third parties, is used, it may be considered as an instance of "non repudiation of origin" service. Such a
practice shall be defined in the interchange agreement.

5.2.3 Integr

If content int
ISO 10181-4

The security|
USA segme

The party ac
of the securi

This service
service.

If sequence
contained by
or non-repud

5.2.4 Non-r

If non-repud
defined in IS

The security|
shall be iden
USA segme

If the certific
receiving pa

The party ag
of the securi

This service

F

grity of a EDIFACT structure is required, it shall be provided in accordance to the principles d
, using an appropriate pair of security header and security trailer segment groups.

service of integrity shall be specified in the USH segment and the algorithm shall\be identified
Nt in segment group 1. It shall be hash function or a symmetric algorithm.

ting as security originator shall compute an integrity value that shall be cohveyed in the USR S
y trailer segment group. The party acting as security recipient shall cheekthe integrity value.

ntegrity is required, either a security sequence number or @'security timestamp, or both, shall
the security header segment group and either content integrity service or origin authenticatio
iation of origin service shall be used.

bpudiation of origin

ation of origin of a EDIFACT structure is required, it shall be provided in accordance to the pri
O 10181-4, using an appropriate pair of Security header and security trailer segment groups.

service of non-repudiation of origin-shall be specified in the USH segment and the hashing al
tified in the USA segment in segment group 1, and the asymmetric algorithm used for signatu
nts of segment group 2, if certificates are used.

hte is not conveyed in the message/package, the asymmetric algorithm shall be implicitly knoy
ty. In this case the @symmetric algorithm shall be defined in the interchange agreement.

ting as security<oniginator shall compute a digital signature that shall be conveyed in the USR
y trailer segment group. The party acting as security recipient shall verify the digital signature

provides.also content integrity and origin authentication services.

5.3 Intern

efined in

in the

egment

may be obtained as a sub-product of origin authentication service or-0f non-repudiation of origin

be
h service

nciples

jorithm
re in the

vn by the

segment
value.

= rnlnrnqnnmfinn and filters for anlnli:mm:- with EDIEACT syntax

The use of mathematical algorithms to compute integrity values and digital signatures introduces two problems.

The first problem is that the result of the calculation depends on the internal representation of the character set.
Thus the computation of the digital signature by the sender and its verification by the recipient shall be executed

using the same character set encoding. Therefore the sender may indicate the representation used to produce the
original security validation result.

The second problem is that the result of the calculation is a seemingly random bit pattern. This may cause problems
during transmission and with interpretation software. To avoid these problems the bit pattern may be reversibly
mapped on to a particular representation of the character set used by means of a filtering function. For simplicity,
only one filtering function shall be used for each security service. Any appearance of an anomalous terminator in the
output of this mapping is dealt with by including an escape sequence.
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6 Rules for the use of interchange and group security header and trailer segment
groups for batch EDI

6.1 Group and interchange level security - integrated message security

The security threats relevant to message/package transmission and the security services which address them, as
described in annexes C and D, are also valid at group and interchange level.

The techniques described in the previous section for applying security to messages/packages may also be applied
to interchanges and groups.

For group and interchange level security, the same header and trailer segment groups as those described at

message/package level, shall be used, and header-trailer cross referencing shall always apply at the sal

even whe

When sedurity is applied at message/package level, the protected structure is the message bady, or obj
level it is fhe set of messages/packages in the group including all message/package headers.and trailer
interchange level, it is the set of messages/packages or groups in the interchange, including-all messag

security is applied separately at more than one level.

or group headers and trailers.

6.1.1 Segurity header and trailer segment groups

Figure 5 describes an interchange showing security at both interchange and group levels.

me level,

bct. At group
S. At
e/package

INTERCHANGE
Security |Either : . Only Or: Only Security
UNA | unp [header GROUP(S) MESSAGE(S)/ |[trailer Ui

segment PACKAGE(S) segment

group(s) group(s)
Security Security

uNG |header MESSAGE(S)/IPACKAGE(S) [trailer UNE

Segment segment
dgroup(s) group(s)

igure 5 - INterchange Showing Security at both interchange and group levels (schematic)

6.1.2 Security header and trailer segment groups  structure

TAG

Name S R

Interchange Header M 1
Segment Group 1 ---------------- C 99 e +
Security Header M 1 |
Security Algorithm cC 3 I
Segment Group 2 ---------------- c 2 —t
Certificate M 1 |1
Security Algorithm Cc 3 I
Security Result C 1 - +
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TAG

Table 4 - Se|

Note: UNB i
Part 1

6.1.3 Scope
There are tw
1. The c

includ
In thig]

scope|

The s
endin
the fir

©1SO

Group(s) or Message(s)/Package(s)
Segment Group N ---------------- C 99 -+

Security Trailer M 1 I

Security Result c 1 -+

Interchange Trailer M 1

Table 3 - Security header and security trailer segment groups segment table (interchange level

Name S R

Group Header M 1
Segment Group 1 ---------------- C 99 - +

Security Header M 1 I

Security Algorithm c 3 I
Segment Group 2 ---------------- c 2 -+ |

Certificate M 1 [

Security Algorithm c 3 I

Security Result cC 1 - +

Message(s)/Package(s)
Segment Group N ---------------- C 99 -+

Security Trailer M 1 I

Security Result c 1 -+

Group Trailer M 1
Curity header and security trailer segment groups segtent table (group level security only)
hterchange header, UNZ interchange trailer, UNG group header and UNE group trailer are spgcified in
of ISO 9735. They are not described further inthis Part.

The complete directory specification of the segments and data elements may be found in annex B.

of security application
o possibilities for the scopelof security application:
bmputation of each of the integrity and authentication values and of the digital signatures starts with and
Es the current securtity)header segment group and the group(s) or message(s)/package(s), themselves.
case no other seetrity header or security trailer segment groups shall be encompassed within this
pcurity header segment group shall be counted from the first character, namely a "U", to the sg¢parator
) this seeulity header segment group, both included, and the group(s) or message(s)/packagg(s), from
5t character following the separator ending the last security header segment group to the separator

prece

ling, the first character of the first security trailer segment group, both included.

Thus the order in which security services integrated in this manner are performed, is not prescribed. They are

compl

etely independent of each other.

Figures 6 and 7 illustrate this case (the scope of application of the security service defined in the security
header 2 is represented by shaded boxes):

Security | Security | Security GROUP(S) Security | Security | Security
UNB |header |header |header OR trailer trailer trailer UNZ
segment [ segment | segment | MESSAGE(S)/PACKAGE(S) | segment |segment [segment
group 3 |group2 |groupl groupl |group?2 [group3
Figure 6 - Scope of application: security header segment group and group(s) or message(s)/package(s)

10

only (schematic)
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Security | Security | Security Security | Security | Security
UNG |header |header |[header MESSAGE(S)/PACKAGE(S) | trailer trailer trailer UNE
segment | segment | segment segment | segment | segment
group 3 |group2 |groupl groupl |[group2 |group3
Figure 7 - Scope of application: security header segment group and message(s)/package(s) only
(schematic)
2. The computation starts with and includes the current security header segment group to the associated

security trailer segment group. In this case the current security header segment group, the group(s) or
message(s)/package(s), and all the other embedded security header and trailer segment groups shall be

encompassed within this scope.

The scope shall include every character from the first character, namely a "U", of the current seg
sedment group, to the separator preceding the first character of the associated security trailer’se

grolp, both included.

Figres 8 and 9 illustrate this case (the scope of application of the security service defiried in the

hegder 2 is represented by shaded boxes):

i;

security

Security | Security | Security GROUP(S) Security |Security | Security
UNB |header |header [header OR trailer _Cj-trailer trailer UNZ
segment | segment [ segment | MESSAGE(S)/PACKAGE(S) segmgqN segment | segment
group 3 |group 2 |group 1 groupl” [group2 |group3
Figure|8 - Scope of application: from security header segment group-to,security trailer segment group
(schematic)
Security | Security | Security D Security | Security | Security
UNG |header |header [header MESSAGE(S)/PAQ@%’E(S) trailer trailer trailer UNE
segment | segment | segment segment | segment | segment
group 3 |group 2 |group 1 ,,$ groupl |group?2 [group3
Figure|9 - Scope of application: from security header segment group to security trailer segment group
(schematic)
For each added security service, either of thé two approaches may be chosen.
In both cases, the relation between thessecurity header segment group and associated security trailer segment
group shdll be provided by the data.elements security reference number of the USH and of the UST segments.

rity header
ment

11
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Annex A
(normative)
Addendum — to be added to Part 1 annex A when approved

Definitions

©1SO

Al

A2
A3

A4
A5
A6
A7
A8
A9
A.10
A1l
A.12
A.13

A.l14
A.15

A.16

A.l17
A.18

A.19
A.20
A.21
A.22
A.23

A.24

12

asymmetric algorithm : A cryptographic algorithm employing a public key and a private key. Together

these form an asymmetric key set. [1]

authentication : See ‘data origin authentication’. [2]
ceftificate : The public key of a user, together with some other information, rendered unforgeabls
signature with the private key of the certification authority which issued it. (ISO/IEC 9594-8)-{8]

ceftification authority : An authority trusted by one or more users to create and assign Certificat

e by a

ES.

ation of
5

ner.

data unit
Ct against

Xt.

longing to

lomain
arge) set

ed in all or

at user.

p — &Pt
(ISO/IEC 9594-8) [21]

secret key : a key used with symmetric cryptographic techniques and usable only by a set of spe
entities. (ISO/IEC 11770-1) [22]

symmetric algorithm : A cryptographic algorithm employing the same value of key for both enciphering
and deciphering or for both authentication and validation.
threat : A potential violation of security. (ISO 7498-2) [23]

cified
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Annex B
(normative)
Addendum — to be added to Part 1 annex C when approved

Syntax service directories

(segments, composite data elements and simple data elements)

B.1 Segment directory

B.1.1 Segment specification legend:

Function

POS

TAG

Name

Repr.

B.1.2 Dependency note identifiers

Cogle

The function of the segment

The sequential position number of the stand-alone data element or compositedata element in the

segment table

The tags for all service segments contained in the segment directory start with the letter “U". The tags

of all service composite data elements start with the letter "S", and thestags of all service si
elements start with the figure "0"

Name of a COMPOSITE DATA ELEMENT in capital letters
Name of a STAND-ALONE DATA ELEMENT in capital letters
Name of a component data element in small letters

mple data

The status of the stand-alone data element or compgsite data element in the segment, or ¢f the

components in the composite (where M = Mandatory and C = Conditional)

The maximum number of occurrences of a stand-alone data element or composite data el
segment

Data value representation of the stand-alone data element or component data elements in
composite.

a alphabetic characters

n numeric characters

an alphanumerie-characters

a3 3 alphabetic characters, fixed length

n3 3 numeric-characters, fixed length

an3 3 alphanumeric characters, fixed length
a..3 up-oe, 3 alphabetic characters

n..3 yp-to 3 numeric characters

an..3 up to 3 alphanumeric characters

ement in the

the

Name

D1
D2
D3
D4
D5
D6
D7

One and only one

All or none

One or more

One or none

If first , then all

If first, then at least one more
If first, then none of the others

See clause 11.5 in Part 1 for the definition of the dependency note identifiers

13
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B.1.3 Index
TAG

USA
usc
USH
USR
UST

B.1.4 Index
TAG
usc
USA
USH

USR
UST

B.1.5 Segm

of segments by tag
Name

Security algorithm
Certificate
Security header
Security result
Security trailer

of segments by name

Name

Certificate
Security algorithm
Security header
Security result
Security trailer

bnt specifications

USA SECURITY ALGORITHM

Function To identify a security algorithm, the technical usage made

of|it, and to contain the technical parameters required:

POS TAG |[Name SR Repr. Notes
010 S502 BECURITY ALGORITHM Vi1

0523 Uge of algorithm, coded M _an.3

0525 Cyyptographic mode of operation, coded;> C an..3

0533 Mode of operation code list identifier~ ~C an..3

0527 A|gorithm, coded CcC*an..3

0529 Algorithm code list identifier C an.3

0591 Ppdding mechanism, coded C an.3

0601 Ppdding mechanism code listidentifier C an..3
020 S503 ALGORITHM PARAMETER C9 1

0531 Algorithm parameter gualifier M an.3

0554 Algorithm parametervalue M an..512

NOTES:

1. S503, providés'space for one parameter. The number of repetitions of
S503 actyally used will depend on the aIgorlthm used The order of the
parameters—s arbit ary buttreachcasetheactual-vatueis plcucucu
by a coded algorithm parameter qualifier.

14
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USC CERTIFICATE

Function: To convey the public key and the credentials of its owner.

ISO 9735-5:1999(E)

POS TAG Name SR Repr. Notes
010 0536 CERTIFICATE REFERENCE Cl an.35 2
020 S500 SECURITY IDENTIFICATION DETAILS c2 3
0577 Security party qualifier M an..3
0538 Key name C an.35
0511 [Security party idenufication C  an.o12

0513 | Security party code list qualifier C an.3
0515 | Security party code list responsible

agency, coded C an.3
0586 | Security party name C an.35
0586 | Security party name C an.35
0586 | Security party name C an.35

030 054% CERTIFICATE SYNTAX AND VERSION, CODED Cl an.3 2

040 050% FILTER FUNCTION, CODED Cl an.3

050 0507 ORIGINAL CHARACTER SET ENCODING, CODED Cl~an.3 4

060 0548 CERTIFICATE ORIGINAL CHARACTER SET

REPERTOIRE, CODED Cl an.3 5
070 0546 USER AUTHORISATION LEVEL C 1:(an..35
080 S50p SERVICE CHARACTER FOR SIGNATURE C5
0551 | Service character for signature
gtialifier M an.3
0548 | Service character for signature M ™~ an..4
090 S50l SECURITY DATE AND TIME c4 7
0517 | Date and time qualifier M an.3
0338 | Event date C n.8
0314 | Event time C an..15
0336 | Time offset C n4
100 056y SECURITY STATUS;CODED Cl an.3 1
110 0569 REVOCATIONYREASON, CODED Cl an.3 1

DEPENDENCY NOTES:

1. D5 (110, 100).¥ first, then all

NOTES:

6

2. 0536, if a full certificate (including the USR segment) is not used,
the only data elements of the certificate shall be a unique certificate
reference made of: the certificate reference (0536), the S500
identifying the issuer certification authority or the S500 identifying
the certificate owner, including its public key nhame. In the case of a
non-EDIFACT certificate data element 0545 shall also be present.

3. S500/0538, identifies a public key: either of the owner of this
certificate, or the public key related to the private key used by the
certificate issuer (certification authority or CA) to sign this
certificate.

4. 0507, the original character set encoding of the certificate when it

15
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was signed. If no value is specified, the character set encoding
corresponds to that identified by the character set repertoire
standard.

5. 0543, the original character set repertoire of the certificate when it
was signed. If no value is specified, the default is defined in the
interchange header.

6. S505, when this certificate is transferred, it will use the default
service characters defined in part 1 of ISO 9735, or
those defined in the service string advice, if used. This data element
may specify the service characters used when the certificate was
signed. If this data element is not used then they are the default
service clyaracters:

7. S501, dajes and times involved in the certification process. Four
occurrenges of this composite data element are possible: one for the
certificate|generation date and time, one for the certificate start of
validity pgriod, one for the certificate end of validity period, one
for revocgtion date and time.

USH SECURITY HEADER

Function To specify a security mechanism applied to a EDIFACT
st;lgcture (i.e.: either message/package, group or

inferchange).
POS TAG |[Name SR Repr. Notes
010 0501 BECURITY SERVICE, CODED M1 an..3
020 0534 SECURITY REFERENCE NUMBER M1 an.14

030 0541 SCOPE OF SECURITY APPLICATION, CODED Cl an.3 1
040 0503 RESPONSE TYPE, CODED C1l an.3

050 0505 FILTER FUNCTION, CORED C1l an.3

060 0507 PRIGINAL CHARACTFER SET ENCODING,CODED C1 an.3 2

070 0509 ROLE OF SECURITY PROVIDER, CODED C1l an.3
080 S500 BECURITY IDENTIFICATION DETAILS c2 34
0577 Skcurity party qualifier M an.3
0538 Ky name C an.35
0511 Skcufity party identification C an.bh12

0513 Sgeurity party code list qualifier CcC an.3
0515 Security party code list responsible

agency, coded CcC an.3

0586 Security party name C an.35

0586 Security party name C an.35

0586 Security party name C an.35
090 0520 SECURITY SEQUENCE NUMBER C1l an.35
100 S501 SECURITY DATE AND TIME C1 5

0517 Date and time qualifier M an.3

0338 Event date C n.8

0314 Eventtime C an.15

0336 Time offset C n4d

16
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NOTES:

1. 0541, if not present the default scope is the current security header
segment group and the message body or object itself.

2. 0507, the original character set encoding of the EDIFACT structure when
it was secured. If no value is specified, the character set encoding
corresponds to that identified by the syntax identifier character
repertoire in the UNB segment.

3. S500, two occurrences are possible: one for the security originator,
one for the security recipient.

4, SSOO/fﬁmwmmmymmmm—
sending and receiving parties.

5. S501, may be used as a security timestamp. It is security related and
may differ from any dates and times that may appear elsewhere in the
EDIFACT structure. It may be used to provide sequence integrity.

USR | SECURITY RESULT

Functjon: To contain the result of the security mechanisms.

POS TAfG Name SR Repr. Notes
010 S50B VALIDATION RESULT M 2 1
0563 | Validation value qualifier M an.3
0560 | Validation value C an.512
NOTES:

1. S508, fwo occurrences shall be used in the,case of signature algorithms
requirifg two parameters to express the-result.
In the dase of an RSA signature, only.one occurrence of S508 shall be
used.
In the dase of a DSA signature to occurrences of S508 shall be used.

UST | SECURITY TRAILER

Function: To estahlish a link between security header and security
trailer segment groups.

POS TA[G _/Name SR Repr. Notes

010 0534 SECURITY REFERENCE NUMBER M1 an. 14 1
020 0588 NUMBER OF SECURITY SEGMENTS M1 n.10
NOTES:

1. 0534, the value shall be identical to the value in 0534 in the
corresponding USH segment.

17
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B.2 Composite data element directory

B.2.1 Composite data element specification legend:

POS The sequential position number of the component data element in the composite data element
TAG The tags of all service composite data elements contained in the composite data element directory
start with the letter “S”, and the tags of all service simple data elements start with the figure "0"
Name Name of a component data element in small letters
S The status of the component data element in the composite data element
Labhora M — Mandataonm, and O — Candhitianal)
\VVII\-I\' LAA IVIMIIUMI.\.II] AUrfu o UTTUTLUIUT Iull
Repr. Data value representation of the component data elements in the composite.
a alphabetic characters
n numeric characters
an alphanumeric characters
a3 3 alphabetic characters, fixed length
n3 3 numeric characters, fixed length
an3 3 alphanumeric characters, fixed length
a..3 up to 3 alphabetic characters
n..3 up to 3 numeric characters

an..3 up to 3 alphanumeric characters

Desc. Description of the composite data element

B.2.2 Depenpdency note identifiers

Code Name

D1 One and only one

D2 All or none

D3 One or more

D4 One or none

D5 If first , then all

D6 If first, then at least-one more
D7 If first, then agne of the others

See clause 11.5 in ISO 9735-1:1998 for the definition of the dependency note identifiers

B.2.3 Index jof ecamposite data elements by tag

TAG Name

S500 Security identification details
S501 Security date and time

S502 Security algorithm

S503 Algorithm parameter

S505 Service character for signature
S508 Validation result

18
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B.2.4 Index of composite data elements by name
TAG Name

S503 Algorithm parameter

S502 Security algorithm

S501 Security date and time

S500 Security identification details
S505 Service character for signature
S508 Validation result

ISO 9735-5:1999(E)

. [ 1 " e "
825 COmI[JUbIlC Udld TITITITTIU Speuintaturis

S500 |SECURITY IDENTIFICATION DETAILS

Desc:|Identification of parties involved in the security process.

POS TA{G Name S Repr. Notes
010 0577 Security party qualifier M an..3
020 0538 Key name C an..35
030 0511 Security party identification Can..5121
040 0518 Security party code list qualifier Can.3 1
050 051% Security party code list responsible

agency, coded Can.3 1
060 058¢ Security party name Can..35
070 058¢ Security party name Can..35
080 058¢ Security party name Can..35

DEPENDENCY NOTES:

1. D2 (030, 040, 050) All or none

S501 |SECURITY DATE AND TIME

Desc:| Security related date and time.

POS TA{G Name S Repr. Notes
010 051y Date and time qualifier M an..3
020 0338 Event date Cn..8

030 0314 Event time Can..15

040 0336 Time offset Cn4d

S502 SECURITY ALGORITHM

Desc: Identification of a security algorithm.

POS TAG Name S Repr. Notes

010 0523 Use of algorithm, coded M an..3

020 0525 Cryptographic mode of operation, coded Can..3 1,3
030 0533 Mode of operation code list identifier Can..3 1,6
040 0527 Algorithm, coded Can..3 2,35

050 0529 Algorithm code list identifier Can.3 2

19
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060 0591
070 0601

DEPENDEN

D5 (030,
D5 (050,
D5 (020,
D5 (070,
D5 (060,

agrwONE

NOTES:

Padding mechanism, coded Can.3 45
Padding mechanism code list identifier Can.3 4

CY NOTES:

020, 040) If first, then all
040) If first, then all
040) If first, then all
060) If first, then all
040) If first, then all

6. 0533, an
algorithm
algorithm

node of operation shall be chosen in relation to the chosen
(data element 0527). Some combinations of mode of operation and
are not appropriate.

S503 A

Desc: P4

POS TAG

010 0531
020 0554

| GORITHM PARAMETER
irameter required by a security algorithm.
Name S Repr. Notes

Algorithm parameter qualifier M an..3
Algorithm parameter value M an..512

S505 S

Desc: Id

FRVICE CHARACTER FOR SIGNATURE

pntification of the characters used as syntactical service

charqcters when a signature was computed.

POS TAG | Name S.Repr. Notes
010 0551 |[Service character for signature qualifier M an..3
020 0548 |[Service character for signature M an..4

S508 VALIDATION RESULT

Desc: Result of thevapplication of the security mechanism.
POS TAG | Name S Repr. Notes
010 0563 Validation value qualifier M an..3
020 0560 Validation value Can.5121
NOTES:
1. 0560, the length of this data element shall be determined by the

characteristics of the cryptographic algorithm used to compute the

validation

value and the filter function applied to the result.

20
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B.3 Simple data element directory

B.3.1 Simple data element specification legend:

ISO 9735-5:1999(E)

The tags of all service simple data elements contained in the simple data element directory start with the figure “0”.

Name
Desc.

Repr.

B.3.2

Name of a simple data element
Description of the simple data element
Data value representation of the simple data element:
A a:phabctlu bhal autcn:
n numeric characters
an alphanumeric characters
a3 3 alphabetic characters, fixed length
n3 3 numeric characters, fixed length
an3 3 alphanumeric characters, fixed length
a..3 up to 3 alphabetic characters
n..3 up to 3 numeric characters
an..3 up to 3 alphanumeric characters
Index of simple data elements by tag
TAG Name
0541 Security service, coded
0503 Response type, coded
0545 Filter function, coded
05q7 Original character set encoding, coded
05Q9 Role of security provider, coded
0511 Security party identification
0513 Security party code list qualifier
0515 Security party code list responsible agency, coded
0517 Date and time qualifier
0530 Security sequence number
0533 Use of algorithm, coded
0545 Cryptographic mode 0f operation, coded
0537 Algorithm, coded
0539 Algorithm code list identifier
0531 Algorithm parameter qualifier
0533 Mode of operation code list identifier
0534 Securitysreference number
0536 Certificate reference
0538 Keyname
0541 Seoape of security application, coded
0543 Certificate original character set repertoire, coded
0545 Certificate syntax and version, coded
0546 Userauthorisation-level
0548 Service character for signature
0551 Service character for signature qualifier
0554 Algorithm parameter value
0560 Validation value
0563 Validation value qualifier
0567 Security status, coded
0569 Revocation reason, coded
0577 Security party qualifier
0586 Security party name
0588 Number of security segments
0591 Padding mechanism, coded
0601 Padding mechanism code list identifier
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B.3.3 Index of simple data elements by name

TAG

0529
0531
0554
0527
0543
0536
0545
0525
0517

Name

Algorithm code list identifier

Algorithm parameter qualifier

Algorithm parameter value

Algorithm, coded

Certificate original character set repertoire, coded
Certificate reference

Certificate syntax and version, coded
Cryptographic mode of operation, coded

Data and tioan i abfing

0505
0538
0533
0588
0507
0601
0591
0503
0569
0509
0541
0513
0515
0511
0586
0577
0534
0520
0501
0567
0548
0551
0523
0546
0560
0563

B.3.4 Simpl

Only simple

1fi
Dotc T To aT T TC ot TiTe T

Filter function, coded

Key name

Mode of operation code list identifier
Number of security segments

Original character set encoding, coded
Padding mechanism code list identifier
Padding mechanism, coded
Response type, coded

Revocation reason, coded

Role of security provider, coded
Scope of security application, coded
Security party code list qualifier
Security party code list responsible agency, coded
Security party identification

Security party name

Security party qualifier

Security reference number

Security sequence number

Security service, coded

Security status, coded

Service character for signature
Service character for signature qualifier
Use of algorithm, coded

User authorisation level

Validation value

Validation value qualifier

b data element specifications

data elements.fiot defined in other parts of ISO 9735 are included here.

0501 SEC

Desc: Spe|

URITY-SERVICE, CODED

cification of the security service applied.

Repr: an..3

0503 RESPONSE TYPE, CODED

Desc: Specification of the type of response expected from the recipient.

Repr: an..3

0505 FILTER FUNCTION, CODED

22
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Desc: Identification of the filtering function used to reversibly map any
bit pattern on to a restricted character set.

Repr: an..3

0507 ORIGINAL CHARACTER SET ENCODING, CODED

Desc: Identification of the character set in which the secured EDIFACT
structure was encoded when security mechanisms were applied.

ISO 9735-5:1999(E)

Repr: am=3

0509 ROLE OF SECURITY PROVIDER, CODED

Desc: Identification of the role of the security provider in relation to the
sec]:red item.

Repr: an..3

0511 SECURITY PARTY IDENTIFICATION

Desc: Identification of a party involved in the security process, according
to a|defined registry of security parties.

Repr: an..512

0513 SECURITY PARTY CODE LIST QUALIFIER

Desc: Identification of the type of identification used to register the
secIrity parties.

Repr: af..3

0515 SECURITY PARTY,"CODE LIST RESPONSIBLE AGENCY, CODED

Desc: Identification '0f-the agency in charge of registration of the security
partles.

Repr: aT..S

0517 DATE AND TIME QUALIFIER
Desc: Specification of the type of date and time.

Repr: an..3

0520 SECURITY SEQUENCE NUMBER

Desc: Sequence number assigned to the EDIFACT structure to which security is
applied.

23
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Repr: an..35

Note 1: This sequence number is security related and may differ from the
identification of the EDIFACT structure that may appear elsewhere.
It may be used when sequence integrity is required.

0523 USE OF ALGORITHM, CODED

Desc:

Repr:

Specification of the usage made of the algorithm.

an..d

0525

Desc:

Repr:

CRY
Spe|

an..

PTOGRAPHIC MODE OF OPERATION, CODED
cification of the mode of operation used for the algorithm.

B

0527

Desc:

Repr:

ALG
Ider

an..

ORITHM, CODED
tification of the algorithm.

B

0529

Desc:

Repr:

ALG
Spe

an..

ORITHM CODE LIST IDENTIFIER
cification of the code list used to identifythe algorithm.

B

0531

Desc:

Repr:

ALG

an..

ORITHM PARAMETER\QUALIFIER
cification of the type of parameter value.

B

0533

Desc:

MO

DE.OF OPERATION CODE LIST IDENTIFIER

Spe

ffication of the code tistused to identify the cryptograptic mode

of operation.

Repr: an..3

0534 SECURITY REFERENCE NUMBER

Desc: Unique reference number assigned by the security originator to a pair

of security header and security trailer segment groups.

Repr: an..14
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Note 1: The value shall be arbitrarily assigned, but the same value shall not
be used more than once within the same EDIFACT structure, i.e.
interchange, group, message or package.

0536 CERTIFICATE REFERENCE
Desc: Identifies one certificate for a certification authority.

Repr: an..35

ISO 9735-5:1999(E)

0538 K
Desc: Name used to establish a key relationship between the parties.

Repr: afp..35

0541 S[COPE OF SECURITY APPLICATION, CODED

Desc: Specification of the scope of application of the security service
defiIed in the security header.
Repr: an..3

Note 1: |t defines the data that have to be taken into account by the related
cnyptographic process.

0543 CERTIFICATE ORIGINAL CHARACTER SET, REPERTOIRE, CODED

Desc: Identification of the character set repertoire used to create the
certfficate it was signed.

Repr: anf..3

0545 CERTIFICATE SYNTAX-AND VERSION, CODED

Desc: Qoded identification-of the syntax and version used to create the
certfficate.

Repr: af..3

0546 USER AUTHORISATIONTEVEL

Desc: Specification of the authorisation level associated with the owner of
the certificate.

Repr: an..35

0548 SERVICE CHARACTER FOR SIGNATURE
Desc: Service character used when the signature was computed.

Repr: an..4
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Note 1: In order to avoid translator problems, this service character is
represented by its value in the character set identified by the

original character set encoding data element (0507), hexa-filtered
on, at least, two characters. For example the service character

is coded "27" (two characters), if ASCII 8bit code page is used.

0551 SERVICE CHARACTER FOR SIGNATURE QUALIFIER

Desc: Identification of the type of service character used when the signature

was computed.

Repr: an..]

B

0554 ALG
Desc: Vall

Repr: an..f

ORITHM PARAMETER VALUE
e of a parameter required by the algorithm.

b12

Note 1: If pecessary, this value shall be filtered by an appropriate filter

functi

pn. Note that key names do not need to be filtered.

0560 VAL
Desc: Sec

Repr: an..f

IDATION VALUE
Lirity result corresponding to the security function; specified.

b12

Note 1: If pecessary, this value shall be filtered-by,an appropriate filter

functi

on.

0563 VAL
Desc: Iden

Repr: an..

IDATION VALUE QUALIFIER
tification of the type®f,validation value.

B

0567 SEC

URITYSTATUS, CODED

Desc: Iden

tification of the security element (key or certificate, for

instan

€) Stalus.

Repr: an..3

0569 REVOCATION REASON, CODED

Desc: Identification of the reason why the certificate has been revoked.

Repr: an..3

26

©1SO


https://standardsiso.com/api/?name=9558cfef5ce423784b04ed9af3fd14f2

©1SO

0577 SECURITY PARTY QUALIFIER

Desc: Identification of the role of the security party.

Repr: an..3

0586 SECURITY PARTY NAME
Desc: Name of the security party.

Repr: an..35

ISO 9735-5:1999(E)

27


https://standardsiso.com/api/?name=9558cfef5ce423784b04ed9af3fd14f2

ISO 9735-5:1999(E)

0588 NUMBER OF SECURITY SEGMENTS

Desc: The

number of security segments in a security header/trailer

group pair, plus the USD and USU segments where the security
header/trailer group pair is used for encryption.

Repr: n..10

Note 1: Each security header/trailer group pair shall contain ist own

count of the number of security segments within that group pair.

Note 2: Th
segm

ent in the security trailer.

0591 PAL
Desc: Pad

Repr: an..

DING MECHANISM, CODED
ding mechanism or padding scheme applied.

B

0601 PAL

Desc: Spe|

DING MECHANISM CODE LIST IDENTIFIER

cification of the code list used to identify the padding

mechanism or padding scheme.

Repr: an..

B
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Annex C
(informative)

EDIFACT security threats and solutions

This annex describes the generic security threats to message/package transmission, between the originator(s) of
the message/package and the recipient(s). The general approaches to overcome these threats are also covered.
These threats and solutions are relevant at any level: message/package, group or interchange.

C.1 Seq

The storal
number o

* the una
the inte
the dup
the mog
the dele
the repd
Thesg thr
or uninten
content.

C.2 Seq

To countg
more met

It is impor
security o
transmiss
message
by means

urity threats

je and transfer of EDIFACT messages/packages via electronic media and means expose the
threats, notably:

Lithorized disclosure of message/package content

ntional insertion of non-bonafide messages/packages

ication, loss or replay of messages/packages

ification of message/package content

tion of messages/packages

diation of message/package responsibility by its sendep or its receiver

Pats may be intentionally perpetrated, as with theinauthorized manipulation of message/pack
tionally perpetrated, as with a communicationefror resulting in the modification of message/p
urity solutions - basic services and principles of usage

r the aforementioned threats a number of security mechanisms have been identified which uti
hodologies to meet their objectives.

fant to be able to identify unambiguously the parties involved when messages/packages are s
riginator, henceforth called the sender for simplicity, who secures the message/package prior
on, and the securitytrecipient, henceforth called the receiver, who performs checks on the reg
package. These parties may be identified in the security segments. This identification may be
of so-called cettificates, (in fact, either the certificate itself or a certificate reference), explaine

by the inv
informati

message
purely fun

ic algorithms dre used.

the use-of'a certification authority (CA) is required in an open system. This is a third party whi
Ived'parties to a limited degree, namely to identify and register all users with their public key.
ns.conveyed to other users by means of a certificate, which is a digital signature issued by th

Im to a

age content,
hckage

ize one or

ecured - the
[o

eived
performed
d below, if

th is trusted
This
e CAona

ctional and does not involve secret or private keys.

trust is

Alternatively, if symmetric techniques are used the identity of the parties involved would be indicated in the security
sender/recipient name fields.

A message/package may be secured by several parties (for example a message/package may have multiple digital
signatures) and so the security related information may be repeated to allow the identification of several signing or
authenticating parties and correspondingly to include several digital signatures or control values.

The requirements and techniques prescribed for securing EDIFACT messages/packages, groups or interchanges
are presented below.
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C.2.1 Sequence integrity
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Sequence integrity protects against the duplication, addition, deletion, loss or replay of a EDIFACT structure
(message/package, group or interchange).

To detect lost messages/packages, groups or interchanges

betwe

en the two parties concerned);

the sender may request and check an acknowledgement.

To detect added or duplicated messages/packages, groups or interchanges

the sender may include and the receiver check a sequence number (related to the message/package flow

the sgnder may include and the receiver check a sequence number.
the sgnder may include and the receiver check a time stamp.

When sequgnce numbers are used it shall be agreed between the parties how these are to be managed.

The timesta
accuracy of

In orderto g
other functio

C.2.2 Conte

Content inte

p will normally be produced by the sender's system. This implies, as in the paper world, that
he value of the timestamp is solely under the control of the sender.

\ve full protection, the integrity of timestamp or sequence number shall-b€ guaranteed by one
ns mentioned below.

nt integrity

Ority protects against the modification of data.

Protection m
an appropri

ay be achieved by the sender including an integrity cofitrol value. This value may be compute
te cryptographic algorithm, such as an MDC (Maodification Detection Code). As this control val

itself is unprotected, additional measures, such as forwarding.the control value by a separate channel or c

a digital sig

ture, to actually provide non-repudiation of ofigin, on the control value are necessary. Alterng

origin authentication, which is obtained using a message, authentication code, will imply content integrity. T

receiver con
parameters

putes the integrity control value of the data-actually received using the corresponding algorith
hnd compares the result with the value-gceived.

In conclusion, content integrity in EDI is typically-Obtained as a sub-product of origin authentication or

non-repudial
C.2.3 Origin

Origin authe
claiming to b

Protection m
The value dg

This service

ion of origin.
authentication

htication protects thé-recCeiver against the actual sender of a message/package, group or inter
e another (authorized) party.

ay be achieved by including an authentication value (for example, MAC: message authenticat
bpends both'on the data content and on a secret key in the possession of the sender.

may inelude content integrity and may be obtained as a sub-product of non-repudiation of orid

he initial

bf the

i by using
ue in
hlculating
tively,

he

ms and

change

on code).

n.

In most casd

s 4t would he desirable to have at least arigin authentication

C.2.4 Non-repudiation of origin

Non-repudiation of origin protects the receiver of a message/package, group or interchange from the sender's
denial of having sent it.

Protection may be achieved by including a digital signature (or by using an appropriate implementation of the
function described under "origin authentication" based on tamper resistant hardware or trusted third parties). A
digital signature is obtained by encrypting, with an asymmetric algorithm and a private key, the object or a control
value derived from the data (by using a hash function, for example).
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The digital signature may be verified by using the public key which corresponds to the private key used to create it.
This public key may be included with the interchange agreement signed by the parties or be included in a certificate

digitally signed by a certification authority. The certificate may be sent as part of the EDIFACT structure.

The digital signature provides not only non-repudiation of origin but also content integrity and origin authentication.

C.2.5 Non-repudiation of receipt

Non-repudiation of receipt protects the sender of a message/package, group or interchange from the receiver's
denial of having received it.

Protection may be achleved by the receiver sending an acknowledgement which mcludes a dlgltal signature based

on the da

receiver tp the sender

C.2.6 Confidentiality of content

Confident|
message

Protection
with a sed

However

asymmetijic algorithm.

Confident

C.2.7 Intg

As noted

ality of content protects against the unauthorized reading, copying or disclosure-6fthe conten
package, group or interchange.

may be assured by encrypting the data. Encryption may be performed by using a symmetric
ret key shared by the sender and the receiver.

he secret key may be transmitted securely by encrypting it underthe-receiver's public key usir

ality is addressed separately in part 7 of ISO 9735.
rrelation among security services

hlready, some services by nature encompass othér services, and it is thus not necessary to ad

include the services which are achieved implicitly. For example, the use of the mechanism to provide
non-repudiation of origin implies content integrity.
The following table summarizes these interrelations:
also implies: Content Origin Non-repudiation
Integrity Authentication of origin
Use of:
Content
Integrity yes
Origin
Authenticftion yes yes
Non-repudliation
of origin yes yes yes

age from the

of a

algorithm

gan

ditionally
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Annex D
(informative)

How to protect an EDIFACT structure

©1SO

The following are some of the more fundamental steps to be taken in order to implement security for EDIFACT
structures: messages/packages, groups or interchanges. For further details and explanation of principles, refer to

Annex C of t

his part of ISO 9735, ISO 7498-2 and ISO/IEC 9594-8 / CCITT X.509.

The first step is to identify (in co-operation with business associates) the need for security services. The stcurity

services avdilable in the EDIFACT world are revisited below, and it is important to establish which ofthese]
required in the business relations to prevent the identified threats. Typically, the needs could be defined by

request for g
following:

These servid
achieved im

These relatipns are summarized in the interrelation table of Annex C, section C.2.7.

Consequent|

Non-repudiation of receipt is a service to be initiated by the regeiver. It could either be requested explicitly

sender or m
receipt.
D.1 Bilate

If security sq
are a numbdg

A minimal re
algorithms, d
available fro
needs to be

The other ex
issues certifi
agreement V|
well. In this

uditing, internally as well as externally. The basic security services available at the Sender's e

content integrity
origin authentication
non-repudiation of origin

es are not independent, and it is thus not necessary to additionally include the services which
plicitly. For example, the use of the non-repudiation of origin service implicitly achieves conten

v, the sender would choose at most one service of theithree.

hndated in an interchange agreement. A message, AUTACK, has been developed to convey t

al agreement/third party

rvices are being integrated, additional agreements have to be set up with the business partne
r of different approaches available, of which two extremes are briefly presented here.

quirement would be a bildateral agreement with each individual partner, agreeing on security s
odes, key managementymethods, actions in case of misconduct, etc. A draft of such an agreq
M the European Commission TEDIS programme. In this case, very little security-related inforn
ncluded in the message/package itself.

treme would he-to involve a third party acting as a certification authority, which registers all ug
cates to certify the users' public keys. In this situation, it may be adequate simply to conclude
ith the certification authority. The certification authority would typically be responsible for blac
ase, more comprehensive security-related information may need to be included.

are
the
hd are the

are
L integrity.

by the
he

's. There

prvices,
ment is
hation

ers and
an
listing as

The security|

services have been integrated into the EDIFACT setting in a manner that offers maximum fle

ibility,

and caters for both extremes described above, as well as for any intermediate situation.

D.2

Practical aspects

There are, of course, a number of different aspects that need to be addressed in order to realize these security
services, such as key generation, the need for a translator capable of handling security segments, internal
procedures to make full use of the security services, such as storing incoming messages/packages with digital
signatures, the use of multiple signatures, etc.

It shall be emphasized that integration of security services is completely transparent to, and independent of, the
communication protocols used. If a system allows the transmission of an EDIFACT message/package, it will also
allow the transmission of a secured EDIFACT message/package.
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D.3 Procedure for constructing a secured EDIFACT structure

First, an EDIFACT structure message/package, group or interchange is created. Then the appropriate security
services are determined and applied. If these are based on digital signatures, the persons possessing the private
keys have to be involved, directly or indirectly. This does not have to take place immediately after the generation of
the EDIFACT structure.

Likewise, on incoming EDIFACT structures, the first step would be to verify the security services , and, just as in the
paper world, possibly to store the secured EDIFACT structure for later auditing and documentation.

D.4 Security services sequence of application

by-servicesareperformedisteftentirelytetheusersasall-serreesmay-bg completely
independgnt of each other. In particular, if multiple signatures are used, without embedding of security’fleader and
piler segment groups, the order in which they are calculated, and verified, is of no conseguenge.

D.5 Separated message security at message/package level
There areltwo business requirements for this feature, namely
1) to prov|de security for one or more messages/packages in a single separate message from the sendgr,

2) to provide a secured acknowledgement to the sender for having received thé.original message/package(s),
without refurning them.

These redquirements may be met by the secure authentication and ackhowledgement message, AUTAQK which is
described|in Part 6 of ISO 9735.

D.5.1 Separated message security used by sender

This use ¢f the AUTACK allows the sender to provide any.security service but forwarded in a separate message.

Thus the $ecurity services may be communicated at a latér or more appropriate stage. Additionally they|may secure
several olfiginal messages/packages, in contrast to direct integration, at message/package level, which secures one
message/package at a time.

The principles are identical for the integrated-and separated approaches, but the latter requires a uniqué reference
to the oridinal message/package(s) being secured.

D.5.2 Separated message security used by receiver

This use ¢f the AUTACK addresses the requirement to provide non-repudiation of receipt. For a detailed description
of the mesgsage, refer to AUTACK itself in Part 6 of ISO 9735.

The AUTACK may be used’as a secured acknowledgement sent by the receiver of one or more interchanges or
one or mgre messages/packages from one or more interchanges to their sender. The criteria and mearjs by which
an AUTACK is generated provide the sender of the original message/package(s) or interchange(s) with{secured
acknowleflgement-that it was received by the intended party.

D.6 Se;rarated message security at group or interchange levels

The technique described as separated message/package security, in section D.5 at message/package level, may
be used to secure complete groups or complete interchanges.

The two business requirements for this feature, are:
1) to provide security for one or more group or interchange in a single separate message from the sender,

2) to provide a secured acknowledgement to the sender for having received the original group(s) or interchange(s),
without returning them.

These requirements may be met by the secure authentication and acknowledgement message, AUTACK described
in Part 6 of ISO 9735.
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Annex E
(informative)

Message protection examples

©1SO

Three examples are provided herein to illustrate different application of security service segments.

These examples of message security are based on EDIFACT payment orders as descrlbed in the MIG handbook of
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of the type of message and may be applied to any EDIFACT message.

message Origin Authentication" shows how security service segments may be used.when
gorithm based method is applied, to provide message origin authentication. The symmetric
ged previously between the partners, and the security header segment group centains only tv
ents.

non repudiation of origin, first technique" shows how security serviee.segments may be
mmetric algorithm based method is applied, to provide non repudiation-of origin. The algorit
tly to the message is a hash-function
b hash-value is signed by an asymmetric algorithm. The public key needed by the receiver to
the message is included in a certificate segment which is conveyed in the security header sed
message. This certificate is signed by its issuer (the "authority.") and contains the public key o
prder that any partner may verify the integrity and authentieity of the certificate.

non repudiation of origin, second technique" shows how security service segments may
mmetric algorithm based method is applied, to provide non repudiation of origin. The algorit
tly to the message is a symmetric algorithm ., which requires a symmetric key exchange bety
[l provides an "integrity value". This symmetric\key is exchanged within the security header se
message, encrypted by means of an asymmetric algorithm, under the public key of the expec

value is signed by an asymmetric algorithm. The public key needed by the receiver to verify tk
the message is included in the first certificate segment which is conveyed in the security head
up of the message. This certificate is signed by its issuer (the "authority") and contains the pu
in order that any partner may:verify the integrity and authenticity of the certificate.

rtificate segment contains-the’reference to the public key of the expected receiver, used by th
nder to protect the symmetric key.

e is currently used by.the French banks in the ETEBAC 5 system (secured file transfer betwe
e customers).

ntained in the-message.

bleL; message origin authentication

, Which does not require any key exchange between the¢

a
key has
o rather

ised
hm

erify the
ment
the

be used
nm

veen the
gment
ted

e
er
blic key of

1%

en banks

0 examples, any~partner, trusting the authority, may verify the signature of the received message using

E.1.1 Narra

ve

Company A orders Bank A, sort code 603000 to debit its account number 00387806 on April 9th 1996 in the
amount of 54345.10 Pounds Sterling. The amount is to be paid to Bank B, sort code 201827, in favour of account
number 00663151 of Company B, West Dock, Milford Haven. The payment is in settlement of invoice 62345. The

contact nam

Bank A requ

e at the Beneficiary is Mr. Jones in the Sales Department.

ires the payment order to be secured by the security function "message origin authentication".

This is achieved by generating a "Message Authentication Code" (MAC) with the symmetric "Data Encryption
Standard" (DES) according to ISO 8731-1 at the message sender's side, which is to be validated by Bank A. It is
assumed that the secret DES-key has previously been exchanged between Company A and Bank A.
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Remark:
In the following, only the security relevant parts of the message will be referred to.

E.1.2 Security details

SECURITY HEADER

SECURITY SERVICE Message origin authentication

SECURITY REFERENCE NUMBER [ The reference of this header is 1

FILTER FUNCTION All binary values (MAC) are filtered with hexadecimal filter
ORIGINAL CHARACTER SET The message was coded in ASCII 8 bits when the MAC was
ENCODING generated.

SECURIT)Y IDENTIFICATION

DETAILS

Message sender (party which Mr. SMITH of Company A

generateq the Message
Authentic@tion Code).

SECURIT)Y IDENTIFICATION

DETAILS

Message feceiver (party which Bank A

verifies the Message Authentication

Code).

SECURIT)Y SEQUENCE NUMBER The security sequence number of thistmessage is 001
SECURIT]Y DATE AND TIME The security time stamp is : date;-1996 04 09 time: 13:59:50

SECURITY ALGORITHM

SECURITlY ALGORITHM

Use of aldorithm A symmetric algorithm is used to achieve message origin
authentication.

Cryptographic mode of operation A MAC is computed, according to ISO 8731-1.

Algorithm The DES algorithm is used.

ALGORITHM PARAMETER

Algorithm|parameter qualifier Identifies the following algorithm parameter value as the name qf
a previously‘exchanged symmetric key.

Algorithm|parameter value The key ealled MAC-KEY1 is used.

SECURIT]Y TRAILER

SECURIT)Y REFERENCE NUMBER | The reference of this trailer is 1

NUMBER|OF SECURITY 4
SEGMENTS

SECURITY RESULT

VALIDAT|ON RESULT
Validation| value qualifier MAC
Validation| value 4 Byte validation result (Message Authentication Code)

E.2 Exdmple_2:non-repudiation of origin, first technique

E.2.1 Na||rative

Bank A wants the security service of non repudiation of origin on the payment order from Company A, performed by
Mr. Smith.

The interchange agreement between the parties establishes that the security service of non repudiation of origin,
required by Bank A, shall be achieved for payment orders, by Mr. Smith of Company A, with the use of one digital
signature.

The certificate identifying the public key of Mr. Smith is issued by an authority trusted by both parties, the certificate
issuer.
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E.2.2 Security details

SECURITY HEADER

SECURITY SERVICE

Non repudiation of origin

SECURITY REFERENCE NUMBER

The reference of this header is 1

RESPONSE

TYPE

No acknowledgement required

FILTER FUNCTION

All binary values (signatures) are filtered with
hexadecimal filter

ORIGINAL CHARACTER SET

ENCODING

The message was coded in ASCII 8 bits when its
signature was generated.

SECURITY SEQUENCE NUMBER

The security sequence number of this message is 202.

SECURITY DATE AND TIME

The security time stamp is : date: 1996 01 15

time: 10:05:30

SECURITY ALGORITHM Hash function used by Mr. SMITH for signature
SECURITY ALGORITHM

Use of algor|thm An owner hashing algorithm is used.

Cryptographjc mode of operation Hash function ISO/IEC 10118-2 Hash functions dsing a

n- bit block cipher algorithm applied to providesa ‘double
length hash code (128 bits); initializing values:

IV = OF OF OF OF OF OF OF OF

IV' = FO FO FO FO FO FO FO FO; padding-rules as in first
variant paragraph of B.3 of ISO/IEC 10118-2:1994;
transformation u and u' as specified\in annex A of

ISO 10118-2:1994.

Algorithm DES block cipher algorithm isiused.

CERTIFICATE certificate of Mr. SMITH

CERTIFICATE REFERENCE This certificate is referenced, by AUTHORITY: 00000001.
SECURITY |DENTIFICATION DETAILS

Certificate oyner Mr. SMITH of Company A

SECURITY |DENTIFICATION DETAILS

Certificate is

suer

Mr. SMITH's ceftificate was generated by a certification
Authority called: AUTHORITY.

Key name The Public-Key of AUTHORITY used to generate Mr.
SMITH's certificate is PK1
CERTIFICATE SYNTAX AND VERSION | Version of certificate of UN/EDIFACT service segment

directory.

FILTER FUNCTION All binary values (keys and digital signatures) are filtered
with hexadecimal filter

ORIGINAL CHARACTER SET The credentials of the certificate were coded in ASCII 8

ENCODING bits when the certificate was generated.

SERVICE CHARACTER FOR Service character used when signature was computed

SIGNATURE

Service cha:lacter for signature qualifier

Service cha

acter for signature

Service character is segment terminator.
Value """ (apostrophe).

SERVICE CHARACTER'FOR

SIGNATUR

Service chanacter for signature qualifier
Service chanacter for signature

Service character used when signature was computed

Service character is data element separator.
Value "+" (plus sign).

SERVICE CHARACTERFOR

SIGNATURE
Service character for signature qualifier
Service character for signature

Service character used-whensigrmaturewas computed

Service character is component data element separator.
Value ":" (colon).

SERVICE CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is repetition separator.
Value "*" (asterisk).

SERVICE CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is release character.
Value "?" (question mark).
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SECURITY DATE AND TIME
Date and time

Certificate generation time
Mr. SMITH certificate was generated on 931215 at
14:12:00

SECURITY DATE AND TIME
Date and time

Certificate start of validity period
Validity period of Mr. SMITH's starts: 1996 01 01 000000

SECURITY DATE AND TIME
Date and time

Certificate end of validity period
Validity period of Mr. SMITH's ends: 1996 12 31 235959

SECURITY ALGORITHM

Asymmetric algorithm used by Mr. SMITH to sign

SECURITY ALGORITHM
Use of algorithm

Cryptographic mode of operation

An owner signing algorithm is used.
No mode of operation is relevant here.

Algorithm

RSA'IS the asymmetric algorithm.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Public exponent
for signature verification.
Mr SMITH's public key.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a modulus for
signature verification.
Mr SMITH's modulus.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter’as the length of Mr
SMITH's modulus (in bits).
Mr SMITH's modulus is 512 'hits long.

SECURITY ALGORITHM

Hash function used by AUTHORITY to generate Mr
SMITH's certificate

SECURITlY ALGORITHM
Use of algorithm

Cryptographic mode of operation

Algorithm

An issuer hashing‘algorithm is used.

Hash function JSO/IEC 10118-2 Hash functions using a
n- bit block-cipher algorithm applied to provide a double
length hashicode (128 bits); initializing values:

IV = O~ 0F OF OF OF OF OF OF

IV' =F0 FO FO FO FO FO FO FO; padding rules as in first
variant paragraph of B.3 of ISO/IEC 10118-2:1994;
transformation u and u' as specified in annex A of
ISO/IEC 10118-2:1994.

DES block cipher algorithm is used.

SECURIT)Y ALGORITHM
Use of algorithm

Cryptographic mode of operation

Algorithm

An issuer signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHM PARAMETER
Algorithm|parameter gualifier

Algorithm[parametervalue

Identifies this algorithm parameter as a public exponent
for signature verification.
AUTHORITY's public key.

ALGORITHM PARAMETER
Algorithm[parameter qualifier

Identifies this algorithm parameter as a Modulus for
signature verification.

Algorithm parameter value

AUTHORITY's modulus.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as the length of
AUTHORITY's modulus (in bits).
AUTHORITY's modulus is 512 bits long.

SECURITY RESULT

Digital signature of the certificate

VALIDATION RESULT
Validation value qualifier
Validation value

Digital signature
512 Bit digital signature

SECURITY TRAILER

SECURITY REFERENCE NUMBER

The reference of this security trailer is 1

NUMBER

OF SECURITY SEGMENTS

9
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SECURITY RESULT

Digital signature of the message

VALIDATION RESULT
Validation value qualifier
Validation value

Digital signature
512 Bit digital signature

E.3 Example 3: non-repudiation of origin, second technique

E.3.1 Narrative

©1SO

Bank A wants the security service of non repudiation of origin on the payment order from Company A, performed by

Mr. Smith. G
conveyed in

The intercha

an AUTACK message.

ompany A requests a secured acknowledgement by Bank A (non repudiation of receipt) which

nge agreement between the parties establishes that the security service of non repudiation of

shall be achieved for payment orders with the use of one digital signature.
Both parties|agree that this signature is computed by 512 bit RSA (asymmetric algorithm) upon-a 64 bit-int
value compyted by CBC mode DES (symmetric algorithm).The certificate identifying the public key of Mr.
issued by an authority trusted by both parties.
E.3.2 Securty details
SECURITY HEADER
SECURITY EERVICE Non repudiation of origin
SECURITY REFERENCE NUMBER The reference of this headeris 1
RESPONSH TYPE Acknowledgement requiréd
FILTER FUNCTION All binary values (signatures) are filtered by hexadecimal
filter
ORIGINAL CHARACTER SET The message was-toded in ASCII 8 bits when its signature
ENCODING was generated.
SECURITY |[DENTIFICATION DETAILS
Message senhder (party securing the
message). Mr. SMITH of Company A
SECURITY |[DENTIFICATION DETAILS
Message regeiver (party verifying
message segurity). Bank A
SECURITY EEQUENCE NUMBER The security sequence number of this message is 001.

SECURITY

DATE AND TIME

The security time stamp is : date: 1996 01 15 time:
10:05:30

SECURITY ALGORITHM Symmetric algorithm used to compute an integrity value.
SECURITY ALGORITHM

Use of algor|thm An owner hashing algorithm is used.

Cryptographjc mode of gperation Cipher Block Chaining; ISO/IEC 10116 (n-bits). A 64-bit

Algorithm

integrity value is computed; initialization value is binary
zero; a DES secret-key is used. It is transmitted encrypted
under Bank A public key.

DES block cipher algorithm is used.

will be

origin

eqgrity
Smith is

ALGORITHMPARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies the following algorithm parameter value as a
symmetric key encrypted under a public key.
Symmetric key encrypted under Bank A public key.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies the following algorithm parameter value as a clear
text initialisation value.
Clear text initialisation value (all binary 0's).

CERTIFICATE

Certificate of Mr. SMITH (message sender)

CERTIFICATE REFERENCE

This certificate is referenced: 00000001, by AUTHORITY.

SECURITY IDENTIFICATION DETAILS

Certificate owner

Mr. SMITH of Company A
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SECURITY IDENTIFICATION DETAILS
Certificate issuer

Key name

Mr. SMITH's certificate was generated by a certification
authority called: AUTHORITY.

The Public Key of AUTHORITY used to generate Mr.
SMITH's certificate is PK1.

CERTIFICATE SYNTAX AND VERSION

Version of certificate of UN/EDIFACT service segment
directory.

FILTER FUNCTION

All binary values (keys and digital signatures) are filtered
with hexadecimal filter.

ORIGINAL CHARACTER SET
ENCODING

The credentials of the certificate were coded in ASCII 8
bits when the certificate was generated.

SERVICHTHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is segment terminator.
Value "" (apostrophe).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is data element separatoy:
Value "+" (plus sign).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature:was computed

Service character is component data‘element separator.
Value ":" (colon).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when,signature was computed

Service character is repetition separator.
Value "*" (asterisk).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is release character.
Value "?" (question mark).

SECURIT]Y DATE AND TIME
Date and time

Certificate.generation time
Mr. SMITH certificate was generated on 931215 at
14:42:00

SECURIT]Y DATE AND TIME
Date and fime

Certificate start of validity period
Validity period of Mr. SMITH's starts: 1996 01 01 000000

SECURIT)Y DATE AND TIME
Date and fime

Certificate end of validity period
Validity period of Mr. SMITH's ends: 1996 12 31 235959

SECURITY ALGORITHM

Asymmetric algorithm used by Mr. SMITH to sign

SECURITlY ALGORITHM

Use of aldorithm

Cryptograjphic mode of operation
Algorithm

An owner signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHM PARAMETER
Algorithm|parameterqualifier

Algorithm|parameter value

Identifies this algorithm parameter as a public exponent for
signature verification.
Mr SMITH's public key.

ALGORITHM PARAMETER

Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as a modulus for
signature verification.
Mr SMITH's modulus.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as the length of Mr
SMITH's modulus (in bits).
Mr SMITH's modulus is 512 bit long.

SECURITY ALGORITHM

Hash function used by AUTHORITY to generate Mr
SMITH's certificate

39


https://standardsiso.com/api/?name=9558cfef5ce423784b04ed9af3fd14f2

ISO 9735-5:1999(E)

SECURITY HEADER

SECURITY ALGORITHM

Use of algori

Cryptographic mode of operation

Algorithm

thm

An issuer hashing algorithm is used.

Square-mod n hash function for RSA. Annex D, CCITT

X509. 1ISO 9594-8.
RSA asymmetric algorithm.

SECURITY ALGORITHM

Asymmetric algorithm is used by AUTHORITY to sign

SECURITY ALGORITHM

Use of algori

Cryptographic mode of operation

Algorithm

thm

An issuer signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHM PARAMETER

Algorithm p4g

Algorithm pg

rameter qualitier

rameter value

ldentiries tis algorithim parameter as a publiC eXponent 1or

signature verification.
AUTHORITY's public key.

ALGORITHN
Algorithm p4g

Algorithm pg

1 PARAMETER
rameter qualifier

rameter value

Identifies this algorithm parameter as a modulus for
signature verification.
AUTHORITY's modulus.

ALGORITHN
Algorithm p4g

Algorithm pg

1 PARAMETER
rameter qualifier

rameter value

Identifies this algorithm parameter as theslength of
AUTHORITY's modulus (in bits).
AUTHORITY's modulus is 512 bit long;

SECURITY RESULT Digital signature of the certificate

VALIDATION RESULT

Validation value qualifier Digital signature

Validation value 512 Bit digital signature

CERTIFICATE Certificate of Bank A (message receiver)

CERTIFICATE REFERENCE Bank A's public key related to certificate referenced
00001001 is used

SECURITY TRAILER

SECURITY REFERENCE NUMBER The reference of this security trailer is 1

NUMBER OF SECURITY SEGMENTS |10

SECURITY RESULT Digital.sighature of the message

VALIDATION RESULT

Validation value qualifier Digital signature

Validation value 512 Bit digital signature
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