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ISO 9564-2:2005(E)

eword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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rity management and general banking operations.

second edition cancels and replaces the first editign (ISO 9564-2:1991), which has bee
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D564 consists of the following parts, under thergeneral title Banking — Personal Identifical

hgement and security'

Part 1: Basic principles and requirements_for online PIN handling in ATM and POS systems
Part 2: Approved algorithms for PIN-encipherment

Part 3: Requirements for offline«PIN handling in ATM and POS systems

Part 4: Guidelines for PIN handling in open networks
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D564-2 was prepared by Technical Committee ISO/TC 68;y\Financial services, Subcominittee SC 2,
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part of ISO 9564 specifies algorithms for the encipherment of Personal Identification Num
e algorithms, based on the approval processes established in 1SO 95641, are the dat
ithm (DEA) and the RSA encryption algorithm.
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D564-1, Banking — Personal Identification Number (PIN) management and security — H
iples and requirements for online PIN handling in~ATM and POS systems

D564-3, Banking — Personal IdentificationNumber management and security — Part 3: Req
e PIN handling in ATM and POS systems

EC 10116, Information technology.— Security techniques — Modes of operation for an n-bit

11568-2:1994, Banking — Kéey-management (retail) — Part 2: Key management techniques fi
brs

2000, Integrated £ircuit Card Specifications for Payment Systems, Book 2: Securi
hgement?)

INCITS 92-1981, Data Encryption Algorithm [formerly ANSI X3.92-1981 (R1998)]?)
X9.52-1998, Triple Data Encryption Algorithm Modes of Operationz)

805.5.3-1992, Electronic funds transfer — Requirements for interfaces — Ciphers — Data ¢

algo

following referenced documents are indispensable for the' application of this document.
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1) EMV: Europay, Mastercard, VISA.

2) American National Standards Institute standard.

3) Standards Australia standard.
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3 Data Encryption Algorithm (DEA)

3.1 Definition

The definition of DEA shall be in accordance with that published in ANSI X3.92:1981.

3.2 Specification

Encipherment, using the TDEA, of the PIN blocks according to ISO 9564-1 shall be achieved using the

algorithm o
ISO/IEC 10116. Each TDEA encryption/decryption operation
encryption/decryption operations, as defined in ISO 11568-2 and ANS X9.52.

4 RSA encryption algorithm

4.1 Definition

is a compound operation of

with
DEA

The definitbn of the RSA% encryption algorithm shall be in accordance* with that published in

AS 2805.5.3(1992.

4.2 Specification

Enciphermeft, using RSA, of the PIN blocks according to ISO 9564-3 shall be achieved in accordance| with

EMV 2000, Book 2.

4.3 Appligability

This algorithm is approved for use with ISO 9564-3anly.

4) Named after its inventors, Ronald Rivest, Adi Shamir and Leonard Adleman.
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