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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission} form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical .committees established by the respective

organization to deal with particular fields of technical activity. an echnital
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and |IEC, also take parf-in
work.

In the field of information technology, 1SO and IEC have established\a‘joint technigal
committee, ISO/IEC JTC 1. Draft International Standards &do by the jojnt
technical committee are circulated to the national bod icgtion as pn
International Standard requires approval by at least 75\% of-thé nattenahhodiés castipg
a vote.

International Standard ISO 8649/Amd.1 g eghby the\Joint Technical Com-
mittee 1ISO/IEC JTC 1, Information t
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Introduction to this amendment

This is amendment 1 to 1ISO 8649 : 1988 covering authentication during association
establishment. In preparing this amendment, national bodies and liaison organizations
agreed to minimize the changes to the ACSE services. This amendment does not add
new services. It simply adds new parameters on existing services.

Thie essential requirement addressed was to enable some simpie forms of authentica-
tioh at an early date. It was recognized that a generalized two-way handshaké can
support a very useful class of authentication methods. These methods include simple
password mechanisms that are widely used.

This amendment defines the Authentication functional unit for ACSE, which is the
firgt for ACSE. The functions of the original ACSE become the Kernel functional unit
The new functions are the Authentication functional unit. The approach of adding a
furEctional unit rather than creating version 2 of ACSE was done in response o't

liailson from the ULA ad-hoc group meeting in Hull, Quebec, 5-9 June 1989. By'v
this approach, ACSE remains version 1 as advised by the ULA ad-hoc groyp:

The Kernel is the default functional unit. An implementation that eithey exphici
implicitly (i.e., by default) requests only the Kernel functional unit only re
functions of the original ACSE.

This amendment adds three optional parameters to thé
pafameters may be used to carry authentication related 1
pafameter may be used to negotiate the ACSE functiona

An optional parameter is also added to the A-ABORT servi
used to express authentication-related diagnostics abput
abpormally terminated. This parameter
do|not relate to authentication.

To|support the additions to the A-
ed to clause 6 (Basic concept

concepts for authentication within
Additions have been made o@;
A-ABORT services. In addition,Nnip

Farmat and notation

This amendment.is written as é “delta document.” That is, it will be merged with the
bage document,' ISO 8649 : 1988. Editing instructions are in italic caps and are
contained within { }:

{THIS IS AN EXAMPLE OF AN EDITING INSTRUCTION.}
Mddifications to original text (i.e., ISO 8649 : 1988) are indicated as deletions (this

is—deleted-text), and insertions that are italicized and within « » («This is inserted
text»}. However, this notation is not used for replaced or inserted text.

iv
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Information processing systems — Open Systems
Interconnection — Service definition for the Association

Control Service Element

{MOV
OM

AMENDMENT 1: Authentication during association establishfme

E THE INTRODUCTION (THE ORIGINAL CLAUSE 0) TO THE
T OF THE INTERNATIONAL STANDARD AS A PRELIMINARY

MENT. WHEN THIS IS DONE, THE INTRODUCTION WILL BE ON

PAGH
OF TH

8 In
{MO0

FOLLOWS.}

94 This International Standard defines services provided b
the application service element for application-association
control: the Association Control Service Element (ACSE).

The

appli¢
that ¢

«The
matid
lishm
plicati

18

INVSH
RH

Two
Kerng
tion-g
unit {
in sy
lishm
facili
ticati

{END

“iv"” AND THE NUMBERS PRECEDING THE PARAGRAPHS
E ORIGINAL CLAUSE O WILL BE DELETED.}

troduction
IFY THE FOURTH PARAGRAPH (I.E. THE ORIGINAL 0.4) AS

ACSE provides basic facilities for the co_ntrol of .n

n in support of authentication dur.
ent. The ACSE services apply ta a
jon-process communicati ]

Lope &
RT THE FOLLOWING TEXT A
OF CLAUSE 1.}

xChapging information
pport of authentication _during association estab-

ies may be used-to support a imited class of authen-
pn methods,

OF INSERTED PARAGRAPH.}

Adards are subject to rev
based on this Internationat S

nt

RAPH

ough
erna-
tions
ision,
tand-

ent editions of the standards listed below.

2: Security architecture.

ISO/IEC 9545:19889, Information technology — Oper
tems Interconnection — Application Layer Structure.

ISO/IEC 9834-1", Information technology — Open Sys
Interconnection — Procedures for the operation 0|
Registration Authorities — Part 1: General procedures

{END OF ADDED REFERENCES.}

3 Definitions

3.1 Reference model definitions

3.1.1 Basic reference model definitions {vew weADING}
{MOVE TEXT FROM THE ORIGINAL SUBCLAUSE 3.7 70

valid
Open
L Part
Sys-

tems
f 0SI.

THIS

SUBCLAUSE AND ADD THE FOLLOWING TERMS MAINTANING

ALPHABETICAL ORDER.}

application-function
(N)-function

1)  To be published.
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{INSERT NEW SUBCLAUSE 3.1.2.} 4 Abbreviations

3.1.2 Security architecture definitions {vew;

PHABETICAL ORDER.}
This International Standard makes use of the following terms L L .
defined in 1SO 7498-2: - AEl application-entity invocation

a) credentials; SACF single association control function
SAO single association object

{END OF ADDED ABBREVIATIONS.}

b) password; and
¢} peer-entity authentication.

{ADD THE FOLLOWING ABBREVIATIONS MAINTAINING AL-

{END OF INSERTED SUBCLAUSE 3.1.2.} )
6 Conventions {NO CHANGE}

3.1.3 Naming and addressing definitions {PREVIOUSLY 3.2} {NO CHANGE IS MADE TO THIS CLAUSE.}
{MPVE TEXT FROM ORIGINAL 3.2 TO THIS SUBCLAUSE.}

3.7 Service conventions definitions {PREVIOUSLY 3.3} 6 Basic concepts
{USING THE ORIGINAL CLA

{MOVE TEXT FROM ORIGINAL 3.3 TO THIS SUBCLAUSE.} 6 WITH THE FOLLOWING 7

3.3 Presentation service definitions {PREVIOUSLY 3.4}
{MOVE TEXT FROM THE ORIGINAL 3.4 TO THIS SUBCLAUSE.}

3.4 ACSE service definitions {PREVIOUSLY 3.5}
{MOVE TEXT FROM THE ORIGINAL 3.5 TO THIS SUBCLAUSE AND

CLAUSE

PHS 6.1
GRAPHS
/S 6. §

ADD THE FOLLOWING DEFINITIONS MAINTAINING ALPHABETICAL 1. c 3 SO 7498) represents com-
ORDER.} i APs) in
3.4._ authentication: The corroboration of the identit fentities
objects relevant to the establishment of an associatiort, For ntation-service. The functionality of an
example, these can include the AEs, APs, and the hu - -elements
usegrs of applications. h terms
NOTE — This term has been defined to make it clear that a )
scope of authentication is being addressed than is covered ditional
peer-entity authentication in 1ISO 7498-2, Bpplica-
3.4._ authentication-function: An applcatiog funchn
within an application-entity invocation : ionship
exthanges authentication-values wit ween two AEs. It provides the necessary frame o¢f refer-
function. ence between the AEs in order that they may interwork
3.4. authentication-value: T effectivgly. This relationship is formed by the exchange of
- application-protocol-control-information between the ap-
tioh-function to be transferred t0 . plication-entities through their use of presentation-sgrvices.
fodinput to the peer’s authenticét
. : n 6.1.4 An application context is an explicitly identified set of
3.4._ authentication-mechanis application-service-elements, related options and arjy ot
spgcific set of authentica , ‘ necessary information for the interworking of applicafion-
prgcessing, and transferr el . tities on an application association.
{IMSERT NEW SUBCLA 6.1.5 (vewj The ACSE service-user is that part of an ppplica-
tion-entity that makes use of ACSE services. it may be the
3.5 Application LayerS itions {NEW} single association control function (SACF) or an ASE pr some
Ths International Standard ma 3¢ of the following terms combination of the two.
defined in 1SO/IEC8545: 6.1.6 (vew3 An ASE standard does not need to specify|the use
N s L of ACSE service primitive parameters that are not felevant
a) applicatiofr-entity invocation; to the operation of the ASE: it may be assumed jhat the
b) single;association control function; and SACF passes such parameters between the ACSE service-
y - . provider and that part of the AE! to which the paramgters are
c) single association object. relevant.

(ENDGEMNSERTED SUBCIAUSERAY —  §47 rurv-As—ar—example—eonsider—the—authent

ication

parameters of the Authentication functional unit discussed
below in 6.2. The SACF may be used to model the passing
of authentication-values between the authentication-func-
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tion and the ACSE service-provider. An ASE that references
ACSE need not be concerned with these parameters.

6.2 Authentication {NVEW}

This International Standard includes the Authentication
functional unit. The functional unit allows APls, AEls and
their related objects to exchange authentication information
during the establishment of an association.

ISO 8649 : 1988/Amd. 1 : 1990 (E)

type and/or name of object to be authenticated, such as the
AE, a human user, etc.

6.2.1.4.2 The semantic structure of an authentication-value
is specified by the authentication-mechanism involved.

6.2.1.4.3 An authentication-function provides an authentica-
tion-value to its AEl to be sent to the peer AEl. The peer AEl's
authentication-function receives and processes this authen-
tication-value. For example, it may use the value to authen-
ticate objects at the sending AEI.

bments without having to understand the semantics of
urity information exchanged or how it is used.

* |

security mechanism names are subject to registration within
OSl (see clausex12 in ISO 8650).

6.2.1}4 Authentication-value

6.2.1.4.1_An authentication-value consists of information
used by a pair of authentication-functions to perform authen-
tication. It can consist of information such as, credentials, a
time-stamp, a digital signature, etc. It can also identify the

6.2.1.4.4 An authentication-mechanism may be part|of a
ASE that provides security facilities to its servicesusér. In
this situation, the authentication-mechanism, name |den-
tifies the ASE; the authentication-value is an-APDU of the
ASE.

oca-
tion-
igtion.
ond-

ports

as an
b the

unit
tion.
infor-

7 Sefvice overview
VSERT THE NEW HEADING 7.1.}

7.1 ACSE services {NEW HEADING}

{MOVE THE PARAGRAPHS UNDER ORIGINAL CLAUSE 7 TO(THIS
SUBCLAUSE AND RENUMBER THE PARAGRAPHS ACCORDINGLY.
THEN INSERT NEW SUBCLAUSE 7.2.}

7.2 Functional units {NVEW}

7.2.1 Functional units are used by this International Standard
to identify ACSE user requirements during association estab-
lishment. Two functional units are defined:

a) Kernel functional unit; and
b) Authentication functional unit.

7.2.2 The Kernel functional unit is always available,| and
includes the basic services identified in 7.1.

7.2.3 The Authentication functional unit supports authen-
tlcatlon durmg assomatlon establlshment The avallabll ty of
s5tab-
llshment ThIS functuonal unnt does not lnclude addltlonal
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services. It adds parameters to the A-ASSOCIATE and A-
ABORT services.

7.2.4 Table a shows the services and parameters associated
with the ACSE functional units. The services and their
parameters are discussed in clause 9.

{INSERT NEW TABLE 8. RENUMBER THE REMAINING TABLES

9.1 A-ASSOCIATE service.
{NO CHANGE TO THE INTRODUCTORY TEXT}

9.1.1 A-ASSOCIATE parameters

{TABLE 2 — ADD THE FOLLOWING PARAMETERS AFTER
Responding AE Invocation-identifier.} .
ACSE Requirements U C C C(=)

AND ADJUST REFERENCES TO THESE TABLES IN THE TEXT.}
Authentication-mechanism Name U C{=) U C(=)
. . . Authentication-value U Cl=) U C{=
8 Relationship with other ASEs and lower layer uihentication=valt =]
serjices {NO CHANGE} {INSERT NEW SUBCLAUSES 9.1.1.14a, 9.1.1.144 AND
{NO CHANGE IS MADE TO THIS CLAUSE.} 9.1.1.14c AFTER SUBCLAUSE 9.1.1.14 Responding AE Ihvoca-
[ ’ tion-identifier.}
9 Slervice definition 9.1.1.14a ACSE Requirements /{ni ;
{NO EHANGE TO THE INTRODUCTORY TEXT} This parameter is used by requestor to indicafe the
functional units requested fQr the agseciation. If not pregsent,

Tabie a — Functional unit services and their parame}ers\%

Functional Unit Service

Parameter \
X

Kernel A-ASSOCIATE

@ A-RELEASE

A-ABORT

A-P-ABORT

=
@g§

Mode
Application

fagnostic
ling Presentation Address

alled Presentation Address
Responding Presentation Address
Presentation Context Definition List
Presentation Context Definition Result List
Default Presentation Context Name
Default Presentation Context Resuilt
Quality of Service
Session Requirements
Initial Synchronization Point Serial Number
Initial Assignment of Tokens
Session-connection Identifier

Reason
User Information
Result

Abort Source
User Information

Provider Reason

Authentication A-ASSOCIATE

A-ABORT

Authentication-mechanism Name
Authentication-value

Diagnostic
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only the Kernel functional unit is available for the association.
In supporting this negotiation mechanism, the ACSE service-
provider removes values for unsupported functional units
before issuing the indication primitive to the acceptor.

This parameter is used by the acceptor to indicate which of
the requested functional units the acceptor selects. The
acceptor shall not select a functional unit in the response
primitive which was not requested in the indication primitive.

The value of the parameter in the response primitive is

ISO 8649 : 1988/Amd. 1 : 1990 (E)

{TO THE LIST OF SYMBOLIC VALUES FOR THE ACSE SERVICE-
USER ADD THE FOLLOWING.}

Authentication-mechanism Name not recognized;
Authentication-mechanism Name required;
Authentication failure; or
Authentication required.

{END OF ADDED SYMBOLIC VALUES.}

delivered unchanged in the confirm primitive.
Thi

parameter takes on the following symbolic value:
authentication.

9.1.1.14b Authentication-mechanism Name {vew}

AE[s must implicitly know the mechanism in use, e.g., by
.ri r understanding.
OTES

Some authentication-mechanisms may require this parameter,
nd if so, will state this in their specification.

This parameter may specify a more general authentication
echanism. For example, it may specify an ASE that provides
ecurity facilities to its service-user.

.1.14c¢ Authentication-value {vew}

parameter shall only be used if the ACSE Requiremen
meter includes the Authentication functional unit.

Authentication-value parameter is used as de

uthentication-function in the A
rimitive. It isintended for

This parametermay be used by the acceptor to provide
diagnostic_information about the establishment of the as-
sogiation:

9.1.2 A-ASSOCIATE procedure {vo cHANGE}
{NO CHANGE IS MADE TO THIS SUBCLAUSE.}

9.2 A-RELEASE service {NQ CHANGE}

R Abort
RT NEW

rmation

gtocol error;
Authentication-mechanism Name not recognized;
Authentication-mechanism Name required;
Authentication failure; or

Authentication required.

9.3.2 A-ABORT service procedure {vo CHANGE}
{NO CHANGE IS MADE TO THIS SUBCLAUSE.}

9.4 A-P-ABORT service {NO CHANGE}
{NO CHANGE IS MADE TO THIS SUBCLAUSE.}

10 Sequencing information {NO CHANGE}
{NO CHANGE IS MADE TO THIS CLAUSE.}
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