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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO dg

[SO/IEC Directives, Part 2 (see www.iso.org/directives).
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s attention to the possibility that the implementation of this document may involve the

respect thereof. As of the date of publication of this document, ISO had not received not
which may be required to implement this document. However, implementers are cautic
not represent the latest information, which may be obtained from the patent database av
org/patents. ISO shall not be held responsible for identifying any orall such patent rights
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Introduction

0.1 Foundations of the ISO 8000 series

Digital data deliver value by enhancing all aspects of organizational performance including:

— operational effectiveness and efficiency;

— safety and security;

— reputation with customers and the wider public;

— com
— inno

— cons

In addition, many organizations are now addressing these considerations with reférence to th

Nations §

The infly
This info
by huma

Organizg
associatg

quality im these data, leading to the decrease of organizational performance.

The bigg
— thed

EXA]
inclu
mate]
prod

— thed
unde

EXA]
syste
This
geon

ISO 900
conform
one purp
between

piace withr statutory TEgulations;
vation;

umer costs, revenues and stock prices.

ustainable Development Goals1).

ence on performance originates from data being the formalized repyesentation of infor
rmation enables organizations to make reliable decisions. This dé€eision making can be p
h beings and also automated data processing, including artificiakintelligence systems.

tions become dependent on digital data through widespread adoption of digital compt
d communication technologies. This dependency amplifies the negative consequences of t

bst impact of digital data comes from two key factdrs:
ata having a structure that reflects the nature‘of the subject matter;

UPLE 1  Aresearch scientist writes a reportusing a software application for word processing. T

rial properties vary with temperature-Fhe report is read by a designer, who uses the results t
ict that works in a range of different'eperating temperatures.

ata being computer processable (machine readable) rather than just being for a person to
rstand.

IPLE 2 Aresearch scientist uses a database system to store the results of experiments on a mat
m controls the format ef/different values in the data set. The system generates an output file of di
file is processed by-asoftware application for engineering analysis. The application determines the
etry when usingthe material to make a product.

hince of characteristics to requirements. This means that any item of data can be of high q
ose butwnot for a different purpose. The quality is different because the requirements are
thétwo purposes.

e United

mation?).
erformed

ting and
he lack of

his report

Hes a table that uses a clear, logical layoutte' show results from an experiment. These results indjicate how

b create a

read and

brial. This
bital data.
optimum

explains ‘that quality is not an abstract concept of absolute perfection. Rather, quality is the

hality for
different

EXAMPL

system. T

5 Time data are processed by calendar applications and also by control systems for propulsion units
on spacecraft. These data include start times for meetings in a calendar application and activation times in a control

hese start times require less precision than the activation times.

1) https

://sdgs.un.org/goals

2) 1SO 8000-2 defines information as “knowledge concerning objects, such as facts, events, things, processes, or ideas,

including

concepts, that within a certain context has a particular meaning”.
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The nature of digital data is fundamental to establishing requirements that are relevant to the specific
decisions made by each organization.

EXAMPLE 4

characteristics.

To support the delivery of high-quality data, the ISO 8000 series addresses:

— data

governance, data quality management and maturity assessment;

EXAMPLES5 ISO 8000-61 specifies a process reference model for data quality management.

— creating and applying requirements for data and information;

ISO 8000-1 identifies that data have syntactic (format), semantic (meaning) and pragmatic (usefulness)

EXAMPLE 6  ISO 8000-110 specifies how to exchange characteristic data that are master data.

— mon

toring and measuring information and data quality;

EXAMPLE 7  ISO 8000-8 specifies approaches to measuring information and data quality.

— improving data and, consequently, information quality;

EXAMPLE 8 ISO/TS 8000-81 specifies an approach to data profiling, which identifiés opportunities t

data qual

ty.

— issugs that are specific to the type of content in a data set.

EXAMPLE9 ISO/TS 8000-311 specifies how to address quality considerations for product shape data.

Data qudlity management covers all aspects of data processing, including creating, collecting
maintaining, transferring, exploiting and presenting data to deliver information.

Effective] data quality management is systemic and systematic, requiring an understanding of

causes o
and impl

then data

[ data quality issues. This understanding is the basis for both correcting existing incons
pmenting solutions that prevent future reoccurrence of those nonconformities.

improve

storing,

the root
istencies

cleansing can correct the consistency, of the values. Such cleansing requires additional information

however,

EXAMPLHE 10 If a data set includes dates in multiple:formats including “yyyy-mm-dd”, “mm-dd-yy” and "daT;mm-yy",

to resolvg ambiguous entries (such as, “04-05-20"). The cleansing also does not address any process issues

issues, in

luding training, that have caused.the’inconsistency.

0.2 Understanding more about theISO 8000 series

[SO 800(-1 provides a detailed-explanation of the structure and scope of the whole ISO 8000 series

ISO 800

D-2 specifies the~single, common vocabulary for the ISO 8000 series. This vocabulary

understanding the overallSubject matter of data quality. ISO 8000-2 presents the vocabulary struc
a series qf topic areasfor example, terms relating to quality and terms relating to data and inform

ISO has i

Hentified NSO 8000-1, ISO 8000-2 and ISO 8000-8 as horizontal deliverables3).

0.3 Role¢ of this document

d people

supports
tured by
htion).

As a contribution to the overall capability of the ISO 8000 series, this document describes quality
characteristics and related data anomalies of data produced by sensors. This document focuses, in
particular, on data that are a stream of individual, discrete digital values. The quality characteristics and
data anomalies can serve as the basis for quality criteria to measure and improve the quality of sensor data.

Such crit

eria are suitable when preparing data prior to data analysis or exploitation of the data.

Sensors are a fundamental enabler of digital transformation, which has resulted in the proliferation of sensor
networks and sensing devices connected to the Internet-of-Things (see ISO/IEC 30141). Such sensors capture
data about a wide range of aspects of the physical world. These data have significant volume, velocity and

3) Deliverable dealing with a subject relevant to a number of committees or sectors or of crucial importance to ensure
coherence across standardization deliverables.

© IS0 2024 - All rights reserved
vi


https://standardsiso.com/api/?name=9657a179dcc82680be4c9038f4d1f875

ISO 8000-210:2024(en)

variety, making them an essential asset serving as the basis for insight and foresight that improves decision
making across organizations of all types.

While offering this potential, sensor data are also vulnerable to disruption from a wide range of sources,
including limited capacity of hardware (such as processors, memory and batteries), software, congested
wireless communications and impact from harsh operating environments. The data are, therefore, likely to
include data anomalies, which require detection and handling in order to improve the quality of sensor data.
The anomalies can affect various characteristics of the data, including the time-variant aspects of sensors.

The quality characteristics are appropriate for use when preparing sensor data for subsequent data analysis
and exploitation. This use involves measuring and improving the quality of the data. These characteristics
are relevant to any type of industrial application, including smart manufacturing, social infrastructure and

healthca
This doc

[SB

iment supports activities that affect:

— one ¢r more information systems;

— data

flows within the organization and with external organizations;

— any phase of the data life cycle.

Organizg

Annex A

documert in an open information system.

0.4 Benlefits of the ISO 8000 series

By imple

menting parts of the ISO 8000 series to improve organizational performance, an organiz

achieve the following benefits:

— obje

— asu
relie]

— SecCu

‘tive validation of the foundations for digitabtransformation of the organization;

5 on to deliver value;

the rlepeatability and reliability of data and information processing in the organization;

— port

hbility of data with resulting protection against loss of intellectual property and reusabili

the dqrganization and applications;

— effedtive and efficient\interoperability between all parties in a supply chain to achieve trace

data

— read

back to originakseurces;

of explicit data requirements.

tions can use this document individually or in conjunction with otherparts in the ISO 800|0 series.

contains an identifier that conforms to ISO/IEC 8824-1. The identifier unambiguously identifies this

htion can

tainable basis for data in digital form Gecoming a fundamental asset class that the organization

ring evidence-based trust from dther parties (including supply chain partners and regulatgrs) about

Ly across

hbility of

nesstoacquire or supply serviceswherethe otherpartyexpectstoworkwithcommonunderstanding
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Data

quality —

Part 210:
Sensor data: Data quality characteristics

1 Scoj

This doc
discrete

The follo
— qual
— type
— relat
— appl
The follo
— anal

— sign

pe

iment specifies quality characteristics of data that are recorded by sensors as a stream
Higital values.

wing are within the scope of this document:

ty characteristics of sensor data;

5 of anomalies in sensor data;

ionships between quality characteristics of sensor data and angmalies in sensor data;
cation of quality characteristics of sensor data.

wing are outside the scope of this document:

hgue, image, video and audio data that are captured’by sensors;

| processing that converts or modifies analogtie data to create digital data;

— methods to measure and improve data quality.

2 Nor
The follo

requirenpents of this document. For dated references, only the edition cited applies. For undated re

the lates

[SO 8004

3 Terl
For the p|

mative references

edition of the referenced document (including any amendments) applies.

-2, Data quality —Part 2: Vocabulary

ms and definitions

urposes-of this document, the terms and definitions given in ISO 8000-2 apply.

ISO and ]lEC maintain terminology databases for use in standardization at the following addresses:

of single,

wing documents are referred\to in the text in such a way that some or all of their content constitutes

ferences,

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Quality characteristics of sensor data

4.1 Ge

neral

Quality characteristics are the foundation for being able to measure and improve data quality. Many
different quality characteristics are specified by documents such as ISO 8000-8, ISO/IEC 25012, ISO 19157-1

© IS0 2024 - All rights reserved
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and ISO/TR 21707. These documents specify relevant characteristics according to the subject of interest or

the nature of the particular domain.

This document specifies quality characteristics for sensor data. These characteristics address the key
features of such data. These features are the time-ordered sequence of the values in the sensor data stream

and the variations in the patterns of those values over time. The characteristics are:
— accuracy (see 4.2);
— completeness (see 4.3);

— consistency (see 4.4);

— precjsion (see 4.5);

— timeliness (see 4.6).

NOTE See Annex B for a comparison of these characteristics with those specified by other documents.
Such quallity characteristics are (see Figure 1):

— typigally affected by anomalies in the sensor data (see Clause 5 and Clause 6);

— measured by appropriate quality measures (with examples provided by-this clause).

By provigling the above capabilities, the quality characteristics are relevant to the data generated by
applicatipns of sensors (see Clause 7).

Sensor

sends signal to

Sensor node

produces

Sensor data

assessed by includes zero or more

Quality characteristic

measured-by affected by zero or more

Data anomaly

measured by

Quality measure

Measurement function

composed of one or more

Quality measure element

NOTE See ISO/IEC 19505-1 for details on the notation in this diagram.

Figure 1 — Overview of sensor data quality

© IS0 2024 - All rights reserved
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4.2 Accuracy

For sensor data, the data quality characteristic accuracy is the degree to which the sensor data, in a specific
context of use, correctly represent the true value of the intended property of a concept or event. See Table 1
for an example of a data quality measure to provide quantification of the data quality characteristic accuracy.

NOTE1 Accuracy is the basis for quality criteria that include tolerances, which determine whether sensor data
values are accurate or inaccurate.

NOTE 2 IS0 8000-2 defines “data accuracy” as “quality of data in respect of the represented value agreeing with the
corresponding true value to a degree necessary for an intended purpose”.

NOTE 3 ISO/IEC Guide 99 defines “measurementaccuracy” as “closeness of agreement between a measured quantity
values angl a true quantity value of a measurand”. According to the guide, the concept “measurement accusady” is not a
quantity gdnd is not given a numerical quantity value.

Table 1 — Example data quality measure for the data quality characteristic‘accuracy

Data quality measure Measurgment Quality measure elements within the function
function
Accuracy of a data set A/B A = count of those evaluated data values-being accurate
B = count of all evaluated data values

4.3 Completeness

For senspr data, the data quality characteristic completeness is¢the’ degree to which the sensor gata, in a
specific ¢ontext of use, consists of all values expected to be captured. See Table 2 for an example |of a data
quality mpeasure to provide quantification of the data quality*characteristic completeness.

Taple 2 — Example data quality measure for the'data quality characteristic completengss

Data quality measure Measurgment Quality measure elements within the function
function
Completgness of a data set A/B A =leount of those data values actually captured
B'= count of all data values expected to be captured

4.4 Copnsistency

For sens¢r data, the data quality~characteristic consistency is the degree to which sensor data comply with
rules imposed on the time-yariant patterns or values produced by sensors. Such rules are derived|from not
only data patterns of a single sensor but also relationships between multiple sensors. See Table|l 3 for an
example jof a data qualityymeasure to provide quantification of the data quality characteristic consistency.

T4able 3 —Example data quality measure for the data quality characteristic consistenty

. Measurement . cr . .
Data quality'measure function Quality measure elements within the function
Consistency of adataset A/ B A=countof those measured data vatues conforming witirappiicable rules
B = count of all measured data values

4.5 Precision
For sensor data, there are two kinds of the data quality characteristic precision.

a) Representational precision is the degree to which sensor data have a value that is exact or that is
sufficient to provide discrimination in a specific context of use.

EXAMPLE A precision of five decimal places allows different functionalities rather than a precision of two
decimal places.

© IS0 2024 - All rights reserved
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b) Measurement precision is the degree to which sensor data are within a specified confidence bound of
the random distribution based on the variance of a set of data values.

NOTE ISO/IEC Guide 99 and ISO 5725-1 do not recognize representational precision as being a kind of
precision. In ISO/IEC Guide 99, precision is defined as the closeness of agreement between measured quantity
values obtained by repeated measuring of the same or similar objects under specified conditions. This
characteristic is usually expressed numerically by measures of imprecision, such as standard deviation, variance
or coefficient of variation under the specified conditions of measurement.

See Table 4 for examples of data quality measures to provide quantification of the data quality characteristic
precision.

Data quality measure Measurgment Quality measure elements within the fupction
function
Represerjtational precision A/B A = count of those measured data values having therequired representa-
of a data set tional precision
B = count of all measured data values
Measurgment precision of A/B A = count of those measured data valueswithin a specified c¢nfidence
h data set bound of the random distribution
B = count of all measured data values

4.6 Timeliness

For sens¢r data, the data quality characteristic timeliness is the degree to which sensor data are ¢lelivered
within agceptable time limits for a specific time point or for.a tilme period. This characteristic invplves the
time infdrmation for an individual sensor and the temporal relationship to related sensors. See T4ble 5 for
an example of a data quality measure to provide quantification of the data quality characteristic timeliness.

Tlable 5 — Example data quality measure for the data quality characteristic timelinegs

Data quality measure Measurgment Quality measure elements within the function
function
Timelifess of a data set A/B A = count of those measured data values having timestamps within

acceptable time limits
B = count of all measured data values

5 Typles of anomaly in'sensor data

5.1 General

Sensor data are th€'putput from a sensor capturing changes in the physical world for a specific time pg¢int or for
a time pdriod. Sensors often operate in harsh environments, capturing large volumes of data, which pre likely
to includg dataianomalies. These anomalies are irregular or abnormal data patterns that include cages which
reflect eifher real circumstances in the physical world or failures such as sensor faults and system erjrors.

NOTE Data anomalies occur due to reasons such as sensor faults, software errors, poor field conditions and
hardware or network failures, where:

— afaultis any kind of defect that is the cause of an error;
— anerror is an incorrect system state, where, without suitable corrective intervention, the state leads to a failure;

— afailureis the deviation of a system from the applicable specification, in other words, the deviation is the delivered
service that is not the correct service.

© IS0 2024 - All rights reserved
4


https://standardsiso.com/api/?name=9657a179dcc82680be4c9038f4d1f875

EXAMPLE

ISO 8000-210:2024(en)

A sensor node periodically sends measured sensor data to a monitoring system. This node,

however,

has a battery voltage level that is low. The node, as a consequence, is unable to execute its embedded software at
various points in time, while rebooting. The node does not send data to the monitoring system and, thus, does not
provide the expected service. This situation arises from a fault, which is the low battery voltage, causing an error,
which is the state of the software when not functioning, causing a failure, which is when the sensor node does not
deliver the required services to the sensor network. The situation results in the sensor data suffering from a data
anomaly called “stuck”, which is where sensor readings show zero (or near zero) difference over a period longer than
when everything is functioning correctly.

Finding and handling such anomalies are important because they affect the quality of sensor data. Finding
an anomaly is also typically a trigger to investigate root causes. Anomalies will, otherwise, adversely affect
subsequent analysis or other exploitation of the data.

The following subclauses identify a set of typical data anomalies that appear in either the pattern

captured
related s

5.2 Da

52.1 (
The follo
— offse
— drift
— trim
— spik
— nois
— data
— lack
— shift
— drop
— stuc
— bour
— inco
— diffe

— inco

by individual sensors (see 5.2) or in the correspondence between data sets captured)by
ensors (see 5.3).

ta anomalies for individual sensors

teneral

wing are typical data anomalies appearing in the patterns of data captured by individual 3
t (see 5.2.2);

(see 5.2.3);

(see 5.2.4);

p (see 5.2.5);

 (see 5.2.6);

loss (see 5.2.7);

pf amount (see 5.2.8);

(see 5.2.9);

or rise (see 5.2.10);

K (see 5.2.11);

d oscillation (see 5.2.12);
nsistent frequency (see 5.2.13);
rent resolution (see 5.2.14);

‘rect timestamp (see 5.2.15);

— later

L | il WP | Y
Ty (See 5. 2-167-

5.2.2 Offset

s of data
multiple

ensors:

Offset is an anomaly in which captured data values always deviate from the expected values by a consistent
gap (see Figure 2).

© IS0 2024 - All rights reserved
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Key
1  expected data values 2 data values captured by the sensor
3  consfant offset between measured and expected values t time at which¢the sensor captures the value pfinterest

V)

v valu¢ of interest the sensor is designed to capture

Figure 2 — Offset

EXAMPLH Although an expected range of sensor data«alues is between 1 and 3, the actual range meagured by a
sensor is between 2 and 4. Each value in this actual rangehas a constant difference from the expected value

5.2.3 J)rift
Drift is an anomaly in which there is a deviation between the captured data values and the expe¢ted data

values. This deviation continuously either increases or decreases (see Figure 3).

© IS0 2024 - All rights reserved
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Key
1  expected data values 2
3  growing offset between measured and expected values t

v valu

EXAMPLH
linearly o

524 T

Trimis a
narrow t

Ver time.

rim

 of interest the sensor is designed to capture

Figure 3 — Drift

data values eaptured by the sensor

time at which the sensor captures the v
interest (v)

Sensor data start from a normal state but then differ from that state with a deviation that

h anomaly in which a sensor only has the capability to capture data values within a range t
p cover all the true values that occur (see Figure 4).

hlue of

increases

hat is too

© IS0 2024 - All rights reserved
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Key
1 expe

3 threg
expe

v valug

EXAMPLE
values of ‘
which is @

5.2.5 §

Spike is §
anomaly,
for a sing

ISO 8000-210:2024(en)

cted data values

hold beyond which the sensor cannot capture
cted value

of interest the sensor is designed to capture

ver 1 000 °C.

pike

2 datavalues captured by the sensor

t

Figure 4 — Trim

time at which'the sensor captures the val{ie of
interest{v)

A sensor captures data for the surface temperature of a molten metal. These data includ¢ multiple
1000 °C”, which is actually the measurement limit of the sensor rather than the true value of the tenjperature,

n anomaly in which sensor data do not match the pattern of normal values at a point of tjme. This
generally, shows an abnormial pattern over a period of time. The data are sometimes only dbnormal
le value before the datareturn to normal. Such single values are an outlier (see Figure 5).

© IS0 2024 - All rights reserved
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AN ANV A

2

Key
1  expected data values 2 data values eaptured by the sensor

3  spike¢ that deviates excessively from corresponding one or ¢t time at which the sensor captures the value of
mor¢ expected values interest (v)

v valug of interest the sensor is designed to capture
Figure 5 — Spike

EXAMPLH A humidity sensor captures some data values‘that are dramatically lower than the true value because
of a netw¢rk communication issue.

5.2.6 Noise

Noise is |an anomaly in which captured data values fluctuate within the specified range for the sensor
because meaningless content appears.in the data set (see Figure 6).
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Key
t time|at which the sensor captures the value of interest (v) v  value of interest the sensor is designed fo capture

Figure 6 — Noise

EXAMPLH A sensor captures data about a cold air drainage system. The data exhibit an unexpectedly high amount
of variatign because of a hardware failure.

5.2.7 DDataloss

Data losq is an anomaly in which sensor data includes periods where the data values are missing pr have a
default vhlue (for example, zero) that is generally:indicative of a failure (see Figure 7).
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WY

1  gap yhere sensor fails to capture expected data values t time at whiclrfhe sensor captures the vilue of
interest (1)

Key

v valug of interest the sensor is designed to capture
Figure 7 — Data loss

EXAMPLH A sensor normally captures data values for waterlevel every 10 min but the set is missing some values
because of connectivity problems in the sensor network.

5.2.8 llack of amount

Lack of amount is an anomaly in which, for a period of time, a sensor does not capture a sufficient quantity of
data to njeet the applicable requirement (see Figure 8).
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Key

1  expected data value not captured by the sensor and, thus, 2 datavalues eaptured by the sensor
total|data volume is insufficient

t time|at which the sensor captures the value of interest (v) v  value ¢finterest the sensor is designed

EXAMPLH

minimum|

5.29

Figure 8 — Lack of anmiount

fo capture

To enable prediction of defects in products, the:appropriate sensors capture data (including ibrations,
speeds afpd pressure) from a facility machine. These predictions require each sensor to capture an agpropriate

quantity of data.

hift

Shift is ah anomaly in which sensor datafigve a trend or rate of change that violate applicable requlirements
(see Figufre 9).
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Key
1  expected trend of the captured data values 2 actual trendwof’the captured data values
t timelat which the sensor captures the value of interest (v) v  value of interest the sensor is designed fo capture

Figure 9 — Shift

EXAMPLH A geothermal sensor functions correctly by capturing data values that show a consistent pattern of
temperatyire change from morning to afternoon on sunny days:

5.2.10 Drop or rise

Drop or fise is an anomaly in which captured sensor data experience a drop or rise before or aft¢r having
been in @ normal pattern (see Figure 10).
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1  expected data values 2 datavalues eaptured by the sensor
3 the sensor fails and only captures values as a drop from t time at which the sensor captures the vilue of
expefcted data values interest (v)
v valug of interest the sensor is designed to capture
Figure 10 — Drop orrise
EXAMPLH For a wireless sensor, the battery requifes periodic maintenance to prevent the serjsor from

malfunctijoning and capturing data values that are inappropriately high or low.

5.2.11 §tuck

Stuck is 4n anomaly in which a series of data values show zero or almost zero variation for a longer [period of
time than is the reality for the true values being captured by a sensor (see Figure 11).
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1  expected data values 2 datavalues eaptured by the sensor

3  perigd during which there is continuous zero variation t time at which the sensor captures the value of

in the captured data values interest (v)
v valug of interest the sensor is designed to capture
Figure 11 — Stuck
EXAMPLH Snow prevents a sensor from capturing wiiid speed data for a period of time. The data, thys, include

values haying no variation during that period.

5.2.12 Bound oscillation

Bound ogcillation is an anomaly in whichlaset of sensor data has a range that changes for the wholf set (see
Figure 12).
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Key

1  expected data values 2 datavalues eaptured by the sensor

3 mid{ine of the captured data before bound oscillation 4 mid-line ofjthe captured data after bourjd

occufs oscillation occurs

t timelat which the sensor captures the value of interest (v) v  value.of interest the sensor is designed fo capture
Figure 12 — Bound oscillation

EXAMPLH An acoustic sensor has captured data withifnithe range 1 to 3. The sensor subsequently capfures data
in the ranfge of 4 to 8 after a change to the position of the'sensor.

5.2.13 Inconsistent frequency

Inconsistent frequency is an anomaly in)which the frequency of measurement changes, fails|to meet
applicable requirements or varies continuously (see Figure 13).

NOTE This anomaly typically~occurs when an update to the system configuration changes megsurement
frequency. This frequency affects how much data is captured by a sensor over a period of time.
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1  datalcaptured at original frequency by the sensor 2 data capture ffequency change due to
configuratioen change
3 data|captured at new frequency by the sensor t time atwhich the sensor captures the vilue of
interest (v)
v valug of interest the sensor is designed to capture
Figure 13 — Inconsistent frequency
EXAMPLH Originally, a weathervane captures data\¥alues at six times per minute. The vane captures data at

60 times per minute after a system configuration change.

5.2.14 Different resolution

Different resolution is an anomaly in which sensor data includes values that have differing numbers of
decimal places because the sensor canronly capture a particular number of significant figures (see Figure 14).

© IS0 2024 - All rights reserved
17


https://standardsiso.com/api/?name=9657a179dcc82680be4c9038f4d1f875

100 -1

Key

1 data
with|

t time

EXAMPLE
the true v

ISO 8000-210:2024(en)

®v=1774

v=37,09 @

captured by sensor at resolution of 4 significant figures 2 data capturedby sensor at resolution o

at which the sensor captures the value of interest (v) v  value 6finterest the sensor is designed

Figure 14 — Different resolution

These dafa values have an anomaly where those values léss than 100 have three decimal places but valu
than or equal to 100 have only two decimal places.

5.2.15 1

Incorrec

Incorrect timestamp

timestamp is an anomaly in which sensor data include a timestamp that does not repr

true valde of the time at which the sensor captured the data (see Figure 15).

1 decimal places significant:figures with 2 decimal place;

For an atmospheric pressure sensor having a:5-digit limit on significant figures, the sensot
alues “10,123 4”, “89,665 4” and “100,123 4” as thedata values “10,123”, “89,665” and “100,12”, req

4

fo capture

captures
pectively.
s greater

bsent the
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5.2.16 Illatency

Latency

ISO 8000-210:2024(en)

A
¢ T=2021-05-01 00:01
/ T =2021-05-01 00:02
1
T =2021-05-01 00:06 ¢
T=2024-12-17 14:32
T =2021-05-01 00:03 ¢
2
T=2021-05-01 00:04 &
=
i
captured with correct timestamp recorded by 2 data captured withlincorrect timestamp recprded by
r sensor
at which the sensor captures the value of v value of inferest the sensor is designed to c4pture
bst (v)
tamp recorded by sensor
Figure 15 — Incorrecttimestamp
A sensor captures data every minute. Thedata include a sequence of timestamps “2021-05-p1 00:00”,

01 00:01”, “2021-05-01 00:02”, “2021-05-01700:03", “2224-12-01 12:30” and “2021-05-01 0(
p “2224-12-01 12:30” is an anomaly.

:05”. The

is an anomaly in which _ausensor delivers data more slowly than specified by the applicable
requirenjent (see Figure 16).
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1  expected data values 2 datavalues eaptured by the sensor
3 delay between value of interest occurring and the t time at which the sensor captures the v
timeptamp recorded by the sensor interest (v)
v valug of interest the sensor is designed to capture
Figure 16 — Latency
EXAMPLH A heartbeat sensor delivers data with a delayrof 1 s, when the requirement is for a delay of on
5.3 Ddta anomalies for collections of multiple sensors
5.3.1 General
The following are typical data anomalies appearing in the correspondence between data sets cap
multiple related sensors:

— dissimilarity (see 5.3.2);

— rule

— inco

5.3.2 Dissimilarity

Dissimila

violation (see 5.3.3);

nsistent timéstamp (see 5.3.4).

rity is an anomaly in which sets of sensor data contain values having significant differen

hlue of

ly 10 ms.

tured by

ces when

those va

€5 are captured by TWO OF ITOTE SENSO0TS and the Valles are SUpposedly TEPresenting the

value (see Figure 17).

NOTE

me true

This anomaly occurs due to reasons including differences in units of measurement, conditions and scales
between two data sets.
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1  data|values captured by sensor A 2 data values eaptured by sensor B

t time|at which the sensor captures the value of interest (v) v  value of intérest the sensor is designed fo capture
Figure 17 — Dissimilarity

EXAMPLH Two sensors capture the temperature of the samembject. If the two sensors do not generate data values
that are within a tolerance specified by the applicable requirement, then an anomaly has occurred.

5.3.3 Rule violation

Rule violption is an anomaly in which sensor data'sets violate predetermined relationships or rules|between
those data sets (see Figure 18).
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1  data|values captured by sensor A 2 datavalues eaptured by sensor B
3 violgtion of rules between the two sensors t time at which the sensor captures the vilue of
interest (v)
v valug of interest the sensor is designed to capture
Figure 18 — Rule violation
EXAMPLH In a cooling system with two sensors, one-iteasuring high temperature and the other low,[the value

captured |by the low-temperature sensor is an anomalydf this value is higher than the one captured by the high
temperatyire sensor at the same moment in time.

5.3.4 Inconsistent timestamp

Inconsistent timestamp is an anomaly in which the time information differs between data sets captured by
sensors that are supposedly workingin synchronization with each other (see Figure 19).

NOTE This anomaly occurs due-to various reasons including instability of communication between sepsors and
inconsistgncy of the time zones.of different sensors.
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values captured by sensor A 2 data values eaptured by sensor B

timestamps for both sensors 4 inconsistent timestamps between the ty
Sensors

at which the sensor captures the value of interest (v) v value.of interest the sensor is designed
Figure 19 — Inconsistent timestamp

Two temperature sensors are capturing-data at different altitudes. There are times
ps of the two sensors do not coincide, reducingtlie consistency of the relationship between the two|

aitionship between quality characteristics and data anomalies

data anomalies affect different data quality characteristics (see Table 6), although
ances the effect can vary frem that indicated by the table.

fo capture

when the
data sets.

in some
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Table 6 — Relationship between quality characteristics and data anomalies

Quality characteristic of sensor data

Data anomaly

Complete-
Consistency
Timeliness

ness
Precision

Offset
Drift

Trim

Spike

= | > ||>| > | >| Accuracy

= | >

Noise

Data loss

= | >

Lack of amount

Individual
sensors

Shift

Drop or rise - -

Bound oscillation - -

A
A
Stuck - - A - -
A
A

Inconsistent frequency - -

Different resolution - - - A -

Incorrect timestamp - - - -

Latency - - - -

Collections Dissimilarity - -

A
of multiple Rule violation - - A - -

sensors

Inconsistent timestamp - - - - A

Key
A data anomaly affects the indicated datalquality characteristic

data anomaly does not affect the jndicated data quality characteristic

7 App

Sensor d
(IoT) (se
acquirin

In any of
specified

— data

lication of quality characteristics of sensor data

hta are produced by ©he or more sensors connected to a sensor network or the Internet
e [SO/IEC 30141). Such networks (including the IoT) involve a set of data-related functions

the following scenarios, an organization shall apply and record the use of the quality chara
by this:document as the basis for measuring and improving the quality of the sensor data

precessing in sensor networks in either the service domain or the sensing domain (see Fig

bf Things
ncluding

b, transforming, fransmitting, storing and analysing data. These functions are more effectie if data
have appropriate levels‘of quality.

Cteristics
nvolved:

ure 20);

— analytic services in the application and service domain within the IoT (see Figure 21);

— data

manipulation in condition monitoring and diagnostics of machines (see Figure 22).
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NOTE To explain the role of sensor data quality charagteristics in sensor networks, this figure uses the functional

architectiire specified by ISO/IEC 29182-3.

Figure 20 — Role of sensor.data quality characteristics in sensor networks
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