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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1

Foundations of the ISO 8000 series

Digital data deliver value by enhancing all aspects of organizational performance including:
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operational effectiveness and efficiency;

safety and security;

repttationrwith-eustomersandthe-widerpubtie
compliance with statutory regulations;
innovation;

consumer costs, revenues and stock prices.

hddition, many organizations are now addressing these considerationswith reference to
fions Sustainable Development Goals?.
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prmation?). This information enables organizations to make reliable decisions. This decisi

can be performed by human beings directly and also by automated data processing includin
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elligence systems.

Fough widespread adoption of digital computingtand associated communication ted
anizations become dependent on digital data. Thisidependency amplifies the negative con
ack of quality in these data. These consequences.are the decrease of organizational perfor

e biggest impact of digital data comes from+{wo key factors:
the data having a structure that reflects the nature of the subject matter;

AMPLE 1  Aresearch scientist writes'a report using a software application for word processing.

udes a table that uses a clear, logical/layout to show results from an experiment. These results in
ferial properties vary with temperature. The report is read by a designer, who uses the results

duct that works in a range of-different operating temperatures.

the data being computer processable (machine readable) rather than just being for a pers
and understand.

AMPLE 2 A reséarch scientist uses a database system to store the results of experiments on
s system contfols the format of different values in the data set. The system generates an output fi
a. This file is-processed by a software application for engineering analysis. The application detg

optimum gebmetry when using the material to make a product.
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9000 explains that quality is not an abstract concept of absolute perfection. Quality
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influence on performance originates from data being «¢he” formalized representation of
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conformance of characteristics to requirements. This actuality means that any item o

be of high quality for one purpose but not for a different purpose. The quality 1s different because the
requirements are different between the two purposes.

EXAMPLE 3

Time data are processed by calendar applications and also by control systems for

propulsion

units on spacecraft. These data include start times for meetings in a calendar application and activation times in
a control system. These start times require less precision than the activation times.
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ISO 8000-2 defines information as “knowledge concerning objects, such as facts, events, things, processes, or

as, including concepts, that within a certain context has a particular meaning”.
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The nature of digital data is fundamental to establishing requirements that are relevant to the specific
decisions that are made by each organization.

EXAMPLE4 ISO 8000-1 identifies that data have syntactic (format), semantic (meaning) and pragmatic
(usefulness) characteristics.

To support the delivery of high-quality data, the ISO 8000 series addresses:
— data governance, data quality management and maturity assessment;

EXAMPLES5 IS0 8000-61 specifies a process reference model for data quality management.

— creatilng and applying requirements for data and information;

EXAMPLE 6 IS0 8000-110 specifies how to exchange characteristic data that are master data.
— monitjoring and measuring information and data quality;

EXAMPLE}  ISO 8000-8 specifies approaches to measuring information and data quality;

— imprdving data and, consequently, information quality;

EXAMPLEB  ISO/TS8000-81 specifies an approach to data profiling, which identifies opportunities to imprpve
data qualit}.

— issueq that are specific to the type of content in a data set.
EXAMPLE 9  ISO/TS 8000-311 specifies how to address quality considerations for product shape data.

Data qualjty management covers all aspects of data processing, including creating, collecting, storing,
maintainihg, transferring, exploiting and presenting dataste deliver information.

Effective fata quality management is systemic and(@ystematic, requiring an understanding of the
root causes of data quality issues. This understanding is the basis for not just correcting existjng
nonconformities but for also implementing solutions that prevent future reoccurrence of thpse
nonconformities.

EXAMPLE [0 If a data set includes dates ‘in’ multiple formats including “yyyy-mm-dd”, “mm-dd-yy” &nd
“dd-mm-yy”, then data cleansing can correct the consistency of the values. Such cleansing requires additignal
informatioh, however, to resolve ambigueus entries (such as, “04-05-20"). The cleansing also cannot address finy
process isspes and people issues, incliding training, that have caused the inconsistency.

0.2 Unjderstanding more about the ISO 8000 series
[SO 8000-[l provides a detated explanation of the structure and scope of the whole ISO 8000 series.

ISO 8000-R3) specifiésthe single, common vocabulary for the ISO 8000 series. This vocabulary is ideal
reading mlaterial by which to understand the overall subject matter of data quality. ISO 8000-2 presents
the vocabfilarysstructured by a series of topic areas (for example, terms relating to quality and terjms
relating td data and information).

[SO has identified ISO 8000-1, ISO 8000-2 and ISO 8000-8 as horizontal deliverables®).
0.3 Role of this document

As a contribution to the overall capability of the ISO 8000 series, this document specifies requirements
to address the data quality of identifiers in distributed ledgers including blockchains[12l.

Organizations exchange data to support transactions in supply chains. These data can include
descriptions of: the parties to the transaction; the goods or services involved; logistics information

3) The content is available on the ISO Online Browsing Platform. https://www.iso.org/obp

4) Deliverable dealing with a subject relevant to a number of committees or sectors or of crucial importance to
ensure coherence across standardization deliverables.

vi © IS0 2023 - All rights reserved


https://www.iso.org/obp
https://standardsiso.com/api/?name=67b9fa289451add6c5609798d7b8c8b8

1SO 8000-117:2023(E)

relevant to the transaction (e.g. ship to, ship from and transportation conditions). These descriptions
typically consist of identifiers that are references to other data sets.

Distributed ledgers offer improvements over existing mechanisms to manage data about transactions in
supply chains. These improvements include: greater efficiency of transactions; validation of the identity
of the parties, goods and services involved; security of the data. The improvements are, however, not
achievable unless the identifiers in the ledger are of high quality, providing a reliable link to the data
sets that are off the ledger.

This document builds on the requirements of ISO 8000-115 to achieve the necessary quality of the
identifiers in distributed ]pdgprc
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banizations can use this document on its own or in conjunction with other parts in the
ies.

s document supports activities that affect:
one or more information systems;
data flows within the organization and with external organizations;

any phase of the data life cycle.

Anpex A of this document contains an identifier that confatms to ISO/IEC 8824-1. The

un
0.4

By
ach

hmbiguously identifies this document in an open informatjon system.
Benefits of the ISO 8000 series

implementing parts in the ISO 8000 series to impfove organizational performance, an or
ieves the following benefits:

objective validation of the foundations for'digital transformation of the organization;

a sustainable basis for data in digitabMform becoming a fundamental asset class the or
relies on to deliver value;

securing evidence-based trust from other parties (including supply chain partners and r
about the repeatability and reliability of data and information processing in the organizg

portability of data withiresulting protection against loss of intellectual property and f
across the organizdtion and applications;

effective and efficient interoperability between all parties in a supply chain to achieve tj
of data backyto/original sources;

understanding of explicit data requirements.

[SO 8000

identifier

panization

panization
egulators)
tion;

eusability

aceability

readinesSs‘to acquire or supply services where the other party expects to work with common
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Data quality —

Part 117:
Application of ISO 8000-115 to identifiers in distributed
ledgers including blockchains

1 | Scope

Thjs document specifies requirements for using identifiers in distributed ledgers including blpckchains.
These requirements supplement those of ISO 8000-115.

The following are within the scope of this document:

— | requirements for each identifier in distributed ledgers including-blockchains, where the ledger
enables supply chains to exchange transaction data;

— | requirements for the off-ledger data set that is referenced by an identifier in a distributegl ledger;

— | off-ledger data sets that consist only of property-value tuples, where each tuple is the result of
semantic encoding.

The following are outside the scope of this document:

— | requirements for implementing distributed:ledger technology including blockchains;
— | requirements for technology to ensure-immutability of data sets;

— | requirements for the processes of creating identifiers;

— | requirements for the processesof creating the content of off-ledger data sets;

— | requirements for the prgcesses of creating immutable data sets.

2 | Normative reférences

The following documents are referred to in the text in such a way that some or all of thdir content
comstitutes requirements of this document. For dated references, only the edition cited applies. For
unflated referénces, the latest edition of the referenced document (including any amendmentg) applies.

ISQ 8000=2, Data quality — Part 2: Vocabulary

ISA.8000-115_Data qunlif'v — Part 115: Master data: F'yrhnngp nfrpmlih/ ir]pnf'ifiprc' Syntactid, semantic
and resolution requirements

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 8000-2 apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

©1S0 2023 - All rights reserved 1


https://www.iso.org/obp
https://www.electropedia.org/
https://standardsiso.com/api/?name=67b9fa289451add6c5609798d7b8c8b8

ISO 8000-117:2023(E)

4 Fundamental principles and assumptions

Information systems typically rely on identifiers to establish a consistent basis on which to access a

corresponding data set.

By using ISO 8000-115, organizations generate identifiers that:

— are suitable for exchange with other parties.

Distribute
immutablé¢
technolog
constraint
sets (i.e. o

Assumm3g
identifier
(off-ledget

Distribute
ledger

contains
one or more

On-ledger
identifier

(5a)]

conforms to

[5 b)]
identifies
exactly one

capture the authoritative owner of the corresponding data set;

ff-ledger data sets), which can be much larger but are not immutable.

rised in Figure 1, this document specifies the requirements necessary to emstire an immut
(on-ledger identifier, see Clause 5) and establishes the immutability of ‘an external data
data set, see Clause 6).

ISO 8000-
115
[6a)]
contains
reference.to
exactly. one
Off-ledger Formal
data set (6 b)] syntax
conforms to
exactly one
[6c)]
contains [6¢)]
one or more | Property- | generated by | Semantig
value tuple encoding
process
[5¢)]
used to
generate
Immutability
verification em,Efact)jd A Hash
data ’ L function dr
[5¢)] similar
contains

Figure 1 — Key elements of distributed ledgers and related off-ledger data sets

5 Requirements for on-ledger identifiers

a) Within the distributed ledger, all on-ledger identifiers shall conform to ISO 8000-115.

b) Each on-ledger identifier shall identify a single, off-ledger data set.

c) Each on-ledger identifier shall include data that can be used to verify the off-ledger data set has not
been changed since creation of the corresponding on-ledger identifier [(see 5 b)].

© IS0 2023 - All rights reserved
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NOTE There are many different approaches to establishing the immutability of a data set[13],

EXAMPLE See Annex B for an example using the CRC-32 algorithm specified by ISO/IEC 13239.

6 Requirements for off-ledger data sets

a) The off-ledger data set shall reference a formal syntax.

b) The off-ledger data set shall conform to the formal syntax [(see 6 a)].

¢) Fhe-ettedser—data—setshal—ceonsistef propertyvalretuples—where—esch—tuple—s—thg result of
semantic encoding.

d) [ The contents of the data set shall be the data that was the basis for generating the|on-ledger
identifier that identifies the data set.

NO[TE 5 c) specifies the requirement for on-ledger identifiers to include data thdt\¢an be used t¢ verify the

integrity of the corresponding off-ledger data set.

©1S0 2023 - All rights reserved 3
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Annex A
(informative)

Document identification

To provide for unambiguous identification of an information object in an open system, the following
object ideftifler 15 assigned to this document. T he meaning of this value 15 defined 1n 15O 103031,

{iso standard 8000 part(117) version(1) }
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