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INTERNATIONAL STANDARD

ISO 7498-2 : 1989 (E)

Information processing systems — Open Systems
Interconnection — Basic Reference Model —

Part 2 :

Security Architecture

0| Introduction

ISP 7498 describes the Basic Reference Model for Open
Systems Interconnection (OSl). That part of 1ISO 7498
egtablishes a framework for coordinating the development
oflexisting and future standards for the interconnection of
systems.

The objective of OSI is to permit the interconnection of
haterogeneous computer systems so that useful commu-
nitation between application processes may be achieved.
Atlvarious times, security controls must be established in
order to protect the information exchanged between.the
afjplication processes. Such controls should make the-cost
of{obtaining or modifying data greater than the.potential
vdlue of so doing, or make the time required tolobtain the
d4ta so great that the value of the data is.lost.

This part of ISO 7498 defines the general security-related
architectural elements which can be.applied appropriately
in|the circumstances for which protection of communica-
tign between open systems (s required. It establishes,
within the framework of the"Reference Model, guidelines
and constraints to improve.existing standards or to develop
ngw standards in the context of OSI in order to allow secure
communications and\thus provide a consistent approach
tg security in OSI

Albackgrouridin security will be helpful in understanding
tHis document. The reader who is not well versed in
security\is-advised to read annex A first.

This-part of ISO 7498 extends the Basic Reference Model

b) defines the pdsitions within the Reference Model

where the services and mechanisms m

y be provided.

This part 6f1SO 7498 extends the field off application of
ISO 7498, to cover secure communications|between open

systems.

Basic security services and mechanisms and their
appropriate placement have been identifigd for all layers
of the Basic Reference Model. In addition, the architec-

tural relationships of the security service

and mechan-

isms to the Basic Reference Model have heen identified.
Additional security measures may be needed in end-
systems, installations and organizations. These measures
apply in various application contexts. THe definition of

security services needed to support s

ich additional

security measures is outside the scope of this standard.

OSI security functions are concerned oply with those

visible aspects of a communications path wi
systems to achieve the secure transfer

rity measures needed in end systems, in

hich permit end
of information

tallations, and

between them. OSI Security is not conce}ned with secu-

organizations, except where these have im
choice and position of security services
These latter aspects of security may be st
not within the scope of OSI standards.

lications on the
visible in OSI.
andardized but

This part of 1ISO 7498 adds to the conceptd and principles

to cover security aspects which are general architectural
elements of communications protocols, but which are not
discussed in the Basic Reference Model.

1 Scope and field of application

This part of 1ISO 7498:

a) provides a general description of security services
and related mechanisms, which may be provided by the
Reference Model; and .

defined in ISO 7498; it does not modify them. It is not an
implementation specification, nor is it a basis for appraising
the conformance of actual implementations.

2 References

ISO 7498 Information processing systems
- Open Systems Interconnection

- Basic Reference Model.
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" :
Information processing systems

- Open Systems Interconnection
- Basic Reference Model
— Part 4: Management Framework?).

1ISO 7498/Add.1 Information processing systems
- Open Systems Interconnection
- Basic Reference Model
- Addendum 1: Connectioniess-mode
transmission.

ISO 8648 Information processing systems
- Internal organization of the Network
Layer.

3 Definitionss and abbreviations

3.1 This part df ISO 7498 builds on concepts developed
in 1SO 7498 and makes use of the following terms defined
in it:

a) (N)-conneftion;

b) (N)-data-transmission;
c) (N)-entity;
d) (N)-facility,
e) (N)-layer;
f) open syst
g) peer entitles;

h) (N)-protocpl;

j) (N)-protocpl-data-unit;
k) (N)-relay;
1) routing;
m)sequencing;
n) (N)-servicg;
p) (N)-servicg-data-unit;
q) (N)-user-data,

r) subnetwork;

s) OSI resoyrce; and
t) transfer syntax.

3.2 This part ¢f 7498 uses the following terms(drawn from
the respective [International Standards.

Connectionlgss Mode

Transmissign (1SO 7498/Add.1)

End system (1ISO 7498)
Relaying and routing function (ISO 8648)
UNITDATA (1ISO 7498)
Managemen} Information

Base (MIB) (1ISO 7498-4)

In addition, the following abbreviations are used:

3.3.1 access control: The prevention of unauthorized use

of a resource, including the prevention of use of a resource
in an unauthorized manner.

3.3.2 access control list: A list of entities, together with
their access rights, which are authorized to have access
to a resource.

3.3.3 accountability: The property that ensures that the
actions of an entity may be traced uniquely to the entity.

AA A mar Al _a. Thoa dlrant ~f o Aalibharata

C

unauthorized change to the state of the system.

NOTE - Examples of security-relevant active threats, may bg
modification of messages, replay of messagessjinsértion

spurious messages, masquerading as an authorized’ entity an|
denial of service.

Q="

mcralis.

3.3.5 audit:
3.3.6 audit trail: see security_audit trail.

3.3.7 authentication: ,see-data origin authentication,
and peer entity authentication.

NOTE - In this part.of 7498 the term “authentication” is not usgg
in connection with.data integrity; the term “‘data integrity” is us
instead.

3.3.8 .authentication information: Information used fo
establish the validity of a claimed identity.

[=X

3.3.9 authentication exchange: A mechanism intende
to ensure the identity of an entity by means of informatig
exchange.

=]

=3

3.3.10 authorization: The granting of rights, whig
includes the granting of access based on access right

o

o

3.3.11 availability: The property of being accessible arn
useable upon demand by an authorized entity.

3.3.12 capability: A token used as an identifier for [a
resource such that possession of the token confers accegs
rights for the resource.

3.3.13 channel: An information transfer path.

3.3.14 ciphertext: Data produced through the use pf
encipherment. The semantic content of the resulting data

OSI for Open Systems Inte
SDU for Service Data Unit;
SMIB for Security Management Information Base; and
MIB for Management Information Base.

TCONMECtiom,

3.3 For the purpose of this part of ISO 7498, the following
definitions apply:

1) At present at the stage of draft: publication anticipated in due
course

N 1y
isot-avaitabte:

NOTE - Ciphertext may itself be input to encipherment, such
that super-enciphered output is produced.

3.3.15 cleartext: Intelligible data, the semantic content
of which is available.

3.3.16 confidentiality: The property that information is
not made available or disclosed to unauthorized indivi-
duals, entities, or processes.
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3.3.17 credentials: Data that is transferred to establish
the claimed identity of an entity.

3.3.18 cryptanalysis: The analysis of a cryptographic
system and/or its inputs and outputs to derive confiden-
tial variables and/or sensitive data including cleartext.

3.3.19 cryptographic checkvalue: Information which is
derived by performing a cryptographic transformation (see
cryptography) on the data unit.

NQTE - The derivation of the checkvalue may be performed in
onle or more steps and is a result of a mathematical function of
the key and a data unit. It is usually used to check the integrity
of|a data unit.

3.8.20 cryptography: The discipline which embodies
principles, means, and methods for the transformation of
d4ta in order to hide its information content, prevent its
undetected modification and/or prevent its unauthorized
uge.

NQTE - Cryptography determines the methods used in
erlcipherment and decipherment. An attack on a cryptographic
principle, means, or method is cryptanalysis.

3.8.21 data integrity: The property that data has not been
altered or destroyed in an unauthorized manner.

3.83.22 data origin authentication: The corroboration
that the source of data received is as claimed.

38.23 decipherment: The reversal of a correspending
rdversible encipherment.

3[3.24 decryption: see decipherment.

W

3.25 denial of service: The prevention of authorized
ccess to resources or the_delaying of time-critical
berations.

o o

(&)

3.26 digital signature?’Data appended to, or a crypto-
aphic transformatidn-(See cryptography) of, a data unit
Hat allows a recipient of the data unit to prove the source
nd integrity of thie-data unit and protect against forgery
g. by the recipient.

= Q

D QD

(2]

3.27, \encipherment: The cryptographic transformation
ddta, (see cryptography) to produce ciphertext.

[e]

1SO 7498-2 : 1989 (E)

3.3.30 identity-based security policy: A security policy
based on the identities and/or attributes of users, a group
of users, or entities acting on behalf of the users and the
resources/objects being accessed.

3.3.31 integrity: see data integrity.

3.3.32 key: A sequence of symbols that controls the
operations of encipherment and decipherment.

3.3.33 key management: The generation, storage,
istribt i vt ication of keys in

accordance with a security policy.

3.3.34 link-by-link encipherment: The individual
application of encipherment t0) data on [each link of a
communications system(-(See also end-to-end
encipherment.)

NOTE - The implication-of link-by-link encipherment is that data
will be in cleartext form-in relay entities.

3.3.35 manipulation detection: A mechgnism which is
used to détect whether a data unit has peen modified
(either_accidently or intentionally).

3.3.36 masquerade: The pretence by an entity to be a
different entity.

3.3.37 notarization: The registration of daja with a trusted
third party that allows the later assurance ¢f the accuracy
of its characteristics such as content, ofigin, time and
delivery.

3.3.38 passive threat: The threat off unauthorized
disclosure of information without changing|the state of the
system.

3.3.39 password: Confidential gquthentication
information, usually composed of a string of characters.

3.3.40 peer-entity authentication: Thg corroboration
that a peer entity in an association is the one claimed.

3.3.41 physical security: The measures used to provide
physical protection of resources against|deliberate and
accidental threats.

3.3.42 policy: see security policy.

3343 privacy: The right of individualk to control or

NOTE - Encipherment may be irreversible, in which case the
corresponding decipherment process cannot feasibly be
performed.

3.3.28 encryption: see encipherment.

3.3.29 end-to-end encipherment: Encipherment of
data within or at the source end system, with the
corresponding decipherment occurring only within or at
the destination end system. (See also link-by-link
encipherment.)

influence what information related to them may be collected
and stored and by whom and to whom that information may
be disclosed.

NOTE - Because this term relates to the right of individuals, it
cannot be very precise and its use should be avoided except as
a motivation for requiring security.

3.3.44 repudiation: Denial by one of the entities involved
in a communication of having participated in all or part of
the communication.
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3.3.45 routing control: The application of rules during
the process of routing so as to chose or avoid specific
networks, links or relays.

3.3.46 rule-based security policy: A security policy
based on global rules imposed for all users. These rules
usually rely on a comparison of the sensitivity of the
resources being accessed and the possession of
corresponding attributes of users, a group of users, or
entities acting on behalf of users.

it. An independent review and

4 Notation

The layer notation used is the same as that defined in
ISO 7498.

The term ‘service’ where not otherwise qualified, is used
to refer to a security service.

5 General description of security services
and mechanisms

indicated changes in control, policy and procedures.

3.3.48 security audit trail: Data collected and potentially
used to facilitate a security audit.

3.3.49 securify label: The marking bound to a resource
(which may be @ data unit) that names or designates the
security attribufes of that resource.

NOTE - The marking and/or binding may be explicit or implicit.
3.3.50 security policy: The set of criteria for the provision
of security seryices (see also identity-based and rule-
based security|policy)

NOTE - A complete security policy will necessarily address many
concerns which gre outside of the scope of OSI.

3.3.51 security service: A service, provided by a layer
of communicating open systems, which ensures adequate
security of the pystems or of data transfers.

3.3.52 selective field protection: The protection of
specific fields wjthin a message which is to be transmitted.

3.3.53 sensitiyity: The characteristic of a.resource which
implies its valyile or importance, and ‘may include its
vulnerability.
3.3.54 signatpire: See digitalysignature.

3.3.55 threat| A potential*violation of security.

observation of traffic\flows (presence, absence, amount,

3.3.56 traffic analysis:-The inference of information from
direction and fL_qy_e

ncy).

5.1 Overview

Security services that are included in the OSIhsecurit)
architecture and mechanisms which implement thosp
services are discussed in this clause. The security servic
described below are basic security services. In practicg
they will be invoked at appropriate layets:and in appropr}-
ate combinations, usually with non-OSl services anf
mechanisms, to satisfy security policy and/or user requirg-
ments. Particular security mechanisms can be used tp
implement combinations of-the basic security services.
Practical realizations of systems may implement particy-
lar combinations of the\basic security services for direq
invocation.

5.2 Security‘services

The following are considered to be the security servic
which canbe provided optionally within the framework ¢

facilitate the authentication.
5.2.1 Authentication
These services provide for the authentication of

communicating peer entity and the source of data a
described below.

5.2.1.1 Peer entity authentication

connected to one or more of the other entities. This sery-

3.3.57 traffic flow confidentiality: A confidentiality
service to protect against traffic analysis.

3.3.58 traffic padding: The generation of spurious
instances of communication, spurious data units and/or
spurious data within data units.

3.3.59 trusted functionality: That which is perceived to
be correct with respect to some criteria, e.g. as established
by a security policy.

ica-nrovide
entity is not attempting a masquerade or an unauthorized
replay of a previous connection. One-way and mutual peer
entity authentication schemes, with or without a liveness
check, are possible and can provide varying degrees of
protection.

5.2.1.2 Data origin authentication

This service, when provided by the (N)-layer, provides
corroboration to an (N+1)-entity that the source of the data
is the claimed peer (N+1)-entity.
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The data origin authentication service provides the
corroboration of the source of a data unit. The service does
not provide protection against duplication or modification
of data units.

5.2.2 Access control

This service provides protection against unauthorized use
of resources accessible via OSI. These may be OSI or non-
OSI resources accessed via OS| protocols. This protec-
tion service may be applied to various types of access to
a resource (e.g. the use of a communications resource;
th o i . : h
rdsource; the execution of a processing resource) or to all
agcesses to a resource.

_‘

he control of access will be in accordance with various
@curity policies (see 6.2.1.1).

[72]

(4]

2.3 Data confidentiality

hese services provide for the protection of data from
hauthorized disclosure as described below.

c -

[$)]

2.3.1 Connection confidentiality

his service provides for the confidentiality of all (N)-user-
ta on an (N)-connection.

Q -

TE — Depending on use and layer, it may not be appropriate
td protect all data, e.g. expedited data or data in a connection
rgquest.

5/2.3.2 Connectionless confidentiality

his service provides for the confidentiality of all (N)-user-
data in a single connectionless (N)-SDU.

2.3.3 Selective field confidentiality.

his service provides for the confidentiality of selected
felds within the (N)-user-data on ah.(N)-connection or in
single connectionless (N)-SDU:

=

§5.2.3.4 Traffic flow confidentiality

Tlhis service provides forthe protection of the information
which might be deried-from observation of traffic flows.

(311

.2.4 Data integrity

=]

hese services counter active threats and may take one
qf the forms described below.

NIOTE > On a connection, the use of the peer entity authentication
gervice at the start of the connection and the data integrity service

1SO 7498-2 : 1989 (E)

5.2.4.2 Connection integrity without recovery
As for 5.2.4.1 but with no recovery attempted.

5.2.4.3 Selective field connection integrity

This service provides for the integrity of selected fields
within the (N)-user data of an (N)-SDU transferred over a
connection and takes the form of determination of whether
the selected fields have been modified, inserted, deleted
or replayed.

This service, when provided by the-(N){layer, provides
integrity assurance to the requesting (N4 1)-entity.

This service provides for the integrity of a|single connec-
tionless SDU and may take®hgé form of determination of
whether a received SDU has been modifigd. Additionally,
a limited form of detection of replay may| be provided.

5.2.4.5 Selective field connectionless integrity

This service pfovides for the integrity of|selected fields
within a single-connectionless SDU and tgkes the form of
determination of whether the selected fi¢lds have been
modified:

5.2.5 Non-repudiation
This service may take one or both of twg forms.

5.2.5.1 Non-repudiation with proof of|origin

The recipient of data is provided with prgof of the origin
of data. This will protect against any attempt by the sender
to falsely deny sending the data or its contents.

5.2.5.2 Non-repudiation with proof of delivery

The sender of data is provided with proof of|delivery of data.
This will protect against any subsequent| attempt by the
recipient to falsely deny receiving the data or its contents.

5.3 Specific security mechanisms

The following mechanisms may be incorporated into the
appropriate (N)-layer in order to provide spme of the serv-
ices described in 5.2.

5.3.1 Encipherment

5.3.1.1 Encipherment can provide confidgntiality of either

during the life of the connection can jointly provide for the
corrobration of the source of all data units transferred on the
connection, the integrity of those data units, and may additionally
provide for the detection of duplication of data units e.g. by the
use of sequence numbers.

5.2.4.1 Connection integrity with recovery

This service provides for the integrity of all (N)-user-data
on an (N)-connection and detects any modification, inser-
tion, deletion or replay of any data within an entire SDU
sequence (with recovery attempted).

data—or-traffie-fHow-information-and-ean-play a part in or
complement a number of other security mechanisms as
described in the following sections.

5.3.1.2 Encipherment algorithms may be reversible or
irreversible. There are two general classifications of
reversible encipherment algorithm:

a) symmetric (i.e. secret key) encipherment, in which
knowledge of the encipherment key implies knowledge
of the decipherment key and vice-versa; and
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b) Asymmetric (e.g. public key) encipherment, in which
knowledge of the encipherment key does not imply
knowledge of the decipherment key, or vice-versa. The
two keys of such a system are sometimes referred to as
the “public key” and the “private key”.

Irreversible encipherment algorithms may or may not use
a key. When they use a key, this key may be public or
secret.

5.3.1.3 The existence of an enmpherment mechamsm
implies the use of a k
in the case of sgme lrrever5|ble encipherment algorlthms
Some guidelinels on key management methodologies are
given in 84.

5.3.2 Digital gignature mechanisms
These mechanijsms define two procedures:

a) signing a [data unit; and
b) verifying 4 signed data unit.

The first procgss uses information which is private
(i.e. unique and confidential) to the signer. The second
process uses procedures and information which are
publicly availajle but from which the signer’s private
information carjnot be deduced.

5.3.2.1 The signing process involves either an encipher-
ment of the data unit or the production of a cryptographic
checkvalue of the data unit, using the signer’s private
information as g private key.

information.

5.3.2.3 The
mechanism is that the signature can only'be produced
using the signer’s private information.(Thus when the
signature is vefified, it can subsequently be proven to a
third party (e.g.a judge or arbitrator).at-any time that only
the unique holdler of the private/information could have
produced the dignature.

5.3.3 Access [control_mechanisms

53.3.1 These mechanlsms may use the authenticated

5.3.3.2 Access control mechanisms may, for example, be
based on use of one or more of the following:

a) access control information bases, where the access
rights of peer entities are maintained. This information
may be maintained by authorization centres or by the
entity being accessed, and may be in the form of an
access control list or matrix of hierarchical or distributed
structure. This presupposes that peer entity authentica-
tion has been assured;

b) authent|cat|on information such as passwords
evndence of the accessing entity’s authonzatlon,
c) capabilities, possession and subsequent presentatio

of which is evidence of the right to access the-entity g
resource defined by the capability;

=2

Note: A capability should be unforgéabte and should b
conveyed in a trusted manner;

W

d) Security labels, which when-associated with an entity
may be used to grant or deny access, usually accorg
ing to a security policy;

e) time of attempted access;
f) route of attempted access; and

g) duration of access.

—

5.3.3.3 " Access control mechanisms may be applied 3
either end of a communications association and/or at any
intermediate point.

Access controls involved at the origin or any intermediat
point are used to determine whether the sender is authg
rized to communicate with the recipient and/or to use th
required communications resources.

W 7 D

The requirements of the peer level access control mechar
isms at the destination end of a connectionless data trang
mission must be known a priori at the origin, and must bp
recorded in the Security Management Information Basp
(see 6.2 and 8.1).

5.3.4 Data integrity mechanisms

5.3.4.1 Two aspects of data integrity are: the integrity ¢f
a single data unit or field; and the integrity of a stream ¢f
data units or fields. In general, different mechanisms are
used to provide these two types of integrity servicg,

identity of an en hout the entity (such
as membership in a known set of entities) or capabllmes
of the entity, in order to determine and enforce the access
rights of the entity. If the entity attempts to use an unautho-
rized resource, or an authorized resource with an improper
type of access, then the access control function will reject
the attempt and may additionally report the incident for
the purposes of generating an alarm and/or recording it
as part of a security audit trail. Any notification to the
sender of a denial of access for a connectionless data
transmission can be provided only as a result of access
controls imposed at the origin.

although provision of the second without the first is not
practical.

5.3.4.2 Determining the integrity of a single data unit
involves two processes, one at the sending entity and one
at the receiving entity. The sending entity appends to a
data unit a quantity which is a function of the data itself.
This quantity may be supplementary information such as
a block check code or a cryptographic checkvalue and may
itself be enciphered. The receiving entity generates a
corresponding quantity and compares it with the received
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quantity to determine whether the data has been modified
in transit. This mechanism alone will not protect against
the replay of a single data unit. In appropriate layers of
the architecture, detection of manipulation may lead to
recovery action (for example, via retransmission or error
correction) at that or a higher layer.

5.3.4.3 For connection-mode data transfer, protecting the
integrity of a sequence of data units (i.e. protecting against
misordering, losing, replaying and inserting or modifying
data) reqwres addltlonally some form of explicit ordenng
sye stz
cryptographlc chammg

583.4.4 For connectionless data transmission, time
stamping may be used to provide a limited form of protec-
tipn against replay of individual data units.

(3]

{3.5 Authentication exchange mechanism

o

3.5.1 Some of the techniques which may be applied to
ithentication exchanges are:

[

a) use of authentication information, such as passwords
- supplied by a sending entity and checked by the
receiving entity;

b) cryptographic techniques; and

c) use of characteristics and/or possessions of the entity.

5/3.5.2 The mechanisms may be incorporated into the
(IN)-layer in order to provide peer entity authentication. If
the mechanism does not succeed in authenticating the
entity, this will result in rejection or termination of the
cpnnection and may also cause an entrylin the security
aludit trail and/or a report to a security management centre.

53.5.3 When cryptographictechniques are used, they
ay be combined with “hand-shaking” protocols to protect
ravlzgainst replay (i.e. to ensure liveness).

[4,]

.3.5.4 The choices of authentication exchange
chniques will dépénd upon the circumstances in which

iey will be_uséd. In many circumstances they will need
be used with:

—_ —

a)Aime stamping and synchronized clocks;

mutual authent|cat|on respectlvely) and

c) non-repudiation services achieved by digital signature
and/or notarization mechanisms.

5.3.6 Traffic padding mechanism

Traffic padding mechanisms can be used to provide various
levels of protection against traffic analysis. This mechanism
can be effective only if the traffic padding is protected by
a confidentiality service.
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5.3.7 Routing control mechanism

5.3.7.1 Routes can be chosen either dynamically or by
prearrangement so as to use only physically secure
sub-networks, relays or links.

5.3.7.2 End-systems may, on detection of persistent
manipulation attacks, wish to instruct the network service
provider to establish a connection via a different route.

5.3.7.3 Data carrying certain security labels may be
forbldden by the securlty pollcy to pass through certain
et ; 8 so—thg initiator of a
connectlon (or the sender of a connectlo less data unit)
may specify routing caveats which request that specific
sub-networks, links or relays be avoided.

5.3.8 Notarization mechanism

Properties about the data)communicated petween two or
more entities, such as its integrity, origin, time and desti-
nation, can be assured by the provision of a notarization
mechanism. The“dssurance is provided by a third party
notary, which i§itrusted by the communicating entities, and
which holds ‘the necessary information [to provide the
required-assurance in a testifiable manne Each instance
of communication may use digital signature} encipherment,
and.integrity mechanisms as appropriatg to the service
being provided by the notary. When such a notarization
mechanism is invoked, the data is communjicated between
the communicating entities via the protecfed instances of
communication and the notary.

5.4 Pervasive security mechanisms

This subclause describes a number of me¢hanisms which
are not specific to any particular service. Thus, in clause 7,
they are not explicitly described as being in any particu-
lar layer. Some of these pervasive security mechanisms
can be regarded as aspects of security mgnagement (see
also clause 8). The importance of these fnechanisms is,
in general, directly related to the level of sgcurity required.

5.4.1 Trusted functionality

5.4.1.1 Trusted functionality must be usqd to extend the
scope of, or to establish the effectivenesq of other secur-
ity mechanisms. Any functionality which djrectly provides,
or provides access to, security mechanisms, should be
trustworthy.

5.4.1.2 The procedures used to ensure that trust may be
placed in such hardware and software fre outside the
scope of this standard and in any case, vary with the level

eived-threat and value of information to be protected.

5.4.1.3 These procedures are, in general, costly and
difficult to implement. The problems can be minimized by
choosing an architecture which permits implementation of
security functions in modules which can be made sepa-
rate from, and provided from, non-security-related
functions.

5.4.1.4 Any protection of associations above the layer at
which the protection is applied must be provided by other
means, e.g. by appropriate trusted functionability.
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5.4.2 Security Labels

Resources including data items, may have security labels
associated with them e.g. to indicate a sensitivity level. It
is often necessary to convey the appropriate security label
with data in transit. A security label may be additional data
associated with the data transferred or may be implicit e.g.
implied by the use of a specific key to encipher data or
implied by the context of the data such as the source or
route. Explicit security labels must be clearly identifiable
in order they they can be appropriately checked. In addi-
tion they must be securely bound to the data with which

5.4.4.2 Collection of security audit trail information may
be adapted to various requirements by specifying the
kind(s) of security-relevant events to be recorded
(e.g. apparent security violations or completion of
successful operations).

The known existence of a security audit trail may serve
as a deterrent to some potential sources of security attacks.

5.4.4.3 OSI security audit trail considerations will take into
account what information shall optionally be logged, under
what conditions that information shall be logged, and the

they are associgated.
5.4.3 Event Detection

5.4.3.1 Security-relevant event detection includes the
detection of apgarent violations of security and may also
include detection of “‘normal” events, such as a success-
ful access (or logon). Security-relevant events may be
detected by entities within OSI including security
mechanisms. The specification of what constitutes an
event is maintained by Event Handling Management
(see 8.3.1). Detgction of various security-relevant events
may, for example, cause one or more of the following
actions:

a) local repofting of the event;

b) remote reporting of the event;

c) logging tr} event (see 54.3); and
d) recovery gction (see 5.4.4)

Examples of such security-relevant events are:

a) a specific [security violation;
b) a specific[selected event; and
c) an overfloy on a count of a number of occurrences.

5.4.3.2 Standafdization in this field will take into consider-
ation the transmission of relevant information-for event
reporting and |event logging, and the-syntactic and
semantic definition to be used for the transmission of event
reporting and gvent logging.

5.4.4 Security Audit Trail

5.4.4.1 Securily audit trails provide a valuable security
mechanism as potentially-they permit detection and inves-
tigation of breaches of security by permitting a subsequent
security audit. A security audit is an independent review
and examinatio ivities |
to test for adequacy of system controls, to ensure compli-
ance with established policy and operational procedures,
to aid in damage assessment, and to recommend any
indicated changes in controls, policy and procedures. A
security audit requires the recording of security-relevant
information in a security audit trail, and the analysis and
reporting of information from the security audit trail. The
logging or recording is considered to be a security
mechanism and is described in this section. The analysis
and report generation is considered a security
management function (see 8.3.2).

interchange of the security audit trail information.

5.4.5 Security recovery

5.4.5.1 Security recovery deals with requests fro
mechanisms such as event handling and)managemen
functions, and takes recovery actiorisvas the result
applying a set of rules. These recovery actions may be
three kinds:

a) immediate;
b) temporary;and
c) long term.

For example:

Immediate_actions may create an immediate abort
operations{like disconnection.

Temporary actions may produce temporary invalidatio
of.@n entity.

Long term actions may be an introduction of an entit
into a “black list” or the changing of a key.

5.4.5.2 Subjects for standardization include protocols fo
recovery actions and for security recovery managemeryt
(see 8.3.3).

=

5.5 lllustration of relationship of security services
and mechanisms

Table 1 illustrates which mechanisms, alone or in comb
nation with others, are considered to be sometime
appropriate for the provision of each service. This Tabl
presents an overview of these relationships and is ng
definitive. The services and mechanisms referred to in thi
table are described in 5.2 and 5.3. The relationships ar
more fully described in clause 6.

WU ~ O 0UF 1

and layers

6.1 Security layering principles

6.1.1 The following principles were used in order to
determine the allocation of security services to layers and
the consequent placement of security mechanisms in the
layers:

a) that the number of alternative ways of achieving a
service should be minimized;
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—

with other mechanisms.

b) that it is acceptable to build secure systems by
providing security seryices in more than one layer;

c) that additionalAunctionality required for security
should not unfiecéssarily duplicate the existing OSI
functions;

d) that'wiolation of layer independence should be
avoided;

minimized;

f) that, wherever an entity is dependent on a security
mechanism provided by an entity in a lower layer, any
intermediate layers should be constructed in such a way
that security violation is impracticable;

g) that, wherever possible, the additional security
functions of a layer should be defined in such a way that

boend: Y Yes: the mechanism is considered to be\appropriate, either on its own or in combination

e The mechanism is considered. not-to be appropriate.

implementation as a self-contained module(s) is not
precluded; and

h) that this part of ISO 7498 is assume( to apply to open
systems consisting of end systems corftaining all seven
layers and to relay systems.

modification to provide for requests for gecurity services

6.1.2 Service definitions at each layer may require
whether the services requested are pro;{jed at that layer

6.2 Model of invocation, management and use of
protected (N)-services

This sub-clause should be read in conjunction with
clause 8 which contains a general discussion of security
management issues. It is intended that security services
and mechanisms can be activated by the management
entity through the management interface and/or by service
invocation.
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6.2.1 Determination of protection features for

an instance of communlcatlon

6.2.1.1 General

This sub-ciause describes the invocation of protection for
connection-oriented and connectionless instances of
communication. In the case of connection-oriented
communication, the protection services are usually
requested/granted at connection establishment time. In the
case of a connectionless service invocation, the protec-
tion is requested/granted for each instance of a UNITDATA
request.

The (N)-layer will reject the service request if it violates
administratively-imposed requirements that are registered
in the SMIB for the (N+1)-entity.

The (N)-layer will also add to the requested protection
services any security services which are defined in the
SMIB as mandatory to obtain the target security protection.

If the (N+1)-entity does not specify a target security

protection, the (N)-layer will follow a security policy in
accordance with the SMIB. This could be to nrnmanri with

QAUUUI UG IUD VWilil LU SJiviiis, o LOUIU 0T LLCTU

In order to simplify the following description, the term
“service reques|”’ will be used to mean either a connec-
tion establishment or a UNITDATA request. The invocation
of protection for $eiected data can be achieved by request-
ing selective field protection. For example, this can be done
by establishing geveral connections, each with a different
type or level of protection.

This security afchitecture accommodates a variety of
security policieg including those which are rule-based,
those which are jdentity-based and those which are a mix-
ture of both. The|security architecture also accommodates
protection which is administratively imposed, that which
is dynamically sLeIected and a mixture of both.

6.2.1.2 Servic

For each (N)-seryice request, the (N+1)-entity may request
the desired target security protection. The (N)-service
request will spgcify the security services together with
parameters and|any additional relevant information (such
as sensitivity information and/or security labels) to achieve
the target secullity protection.

requests

Prior to each insfance of communication, the (N)-layer has
to access the $ecurity Management Information Base
(SMIB) (see 8.1)] The SMIB will contain information on the
administratively-jmposed protection requirements associat-
ed with the (N+{1)-entity. Trusted functionality is *equired
to enforce thése administratively-imposed _security
requirements.

The provision o

the security features during an instance

of connection-ofiented communication“may require the

negotiation of t
procedures re

security servicesthat are required. The
ired for negofiating mechanisms and

parameters canleither be cartied out as a separate proce-
dure or as an |integral par}'of the normal connection
establishment grocedure:

When the nedotiation is carried out as a separate
procedure, the tesults of the agreement (i.e. on the type

communication using a default security protectlon within
the range defined for the (N+1)-entity in the SMIB;

6.2.2 Provision of Protection Services

After the combination of administratively-imposed ang

dynamically selected security requirements has beer
determined, as described in 6.2.1, the{N)-layer will attemp

UCTICHIiclU, as Uoouinivou i U.&.

to achieve, as a minimum, the target protectlon This WI|
be achieved by either, or both, 6f-the following methods|

a) Invoking security mechanisms directly within thg
(N)-layer; and/or

b) Requesting protection services from the (N-1)-laye
In this case, the\scope of protection must be extended
to the (N)-service by a combination of trusted functiont
ality and/or(specific security mechanisms in the (N)-laye

NOTEwthis does not necessarily imply that all the functionalit
in_the (N)-layer has to be trusted.

Thus, the (N)-layer determines if it is able to achieve th¢
requested target protection. If it is not able to achieve thig,
no instance of communication occurs.

The following discussion addresses the provision
services within the (N)-layer, (as opposed to relying o
(N-1)-services).

6.2.2.1 Establishment of a protected (N)-connectioc{

In certain protocols, to achieve a satisfactory targgt
protection, the sequence of operations is crucial.

a) Outgoing access control

The (N)-layer may impose outgoing access controls, i.e.
may determine locally (from the SMIB) whether th

of security mechanisms and the security parameters that
are necessary to provide such security services) are
entered in the Security Management Information Base
(see 8.1).

When the negotiation is carried out as an integral part of
the normal connection establishment procedure, the
results of the negotiation between the (n)-entities, will be
temporarily stored in the SMIB. Prior to the negotiation
each (n)-entity will access the SMIB for information
required for the negotiation.

10
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protected uv; comm
attempted or is forbidden.

b) Peer entity authentication

If the target protection includes peer entity authentica-
tion, or if it is known (from the SMIB) that the destination
(N)-entity will require peer entity authentication, then an
authentication exchange must take place. This may
employ two-or three-way handshakes to provide uni-
lateral or mutual authentication, as required.


https://standardsiso.com/api/?name=9a8510a66a007f5d03cb01fef6e6add9

Q tH a
Sometimes, the au

integrated into the usual (N)-connection establishment
procedures. Under other circumstances, the authenti-
cation exchange may be accomplished separately from
(N)-connection establisnment.

ion exchanae mav be
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c) Access control service

The destination (N)-entity or intermediate entities may
impose access control restrictions. If specific information
is required by a remote access control mechanism then
the initiating (N)-entity supplies this information within
the (N)-Tayer profocol or via management channers.

d) Confidentiality

If a total or selective confidentiality service has been
selected, a protected (N)-connection must be estab-
lished. This must include the establishment of the proper
working kev(s) and negotiation of cryptographic
parameters for the connection. This may have been done
by pre-arrangement, in the authentication exchange, or
by a separate protocol.

e) Data integrity

If integrity of all (N)-user data, with or without recovery,
or integrity of selective fields has been selected, a
protected (N)-connection must be established. This may
be the same connection as that established to provide
the confidentiality service and may provide authentica-
tion. The same considerations apply as for the confiden:
tiality service for a protected (N)-connection.

f) Non-repudiation services

If non-repudiation with proof with origin has been
selected, the proper cryptographic parameters must be
established, or a protected connection’with a notariza-
tion entity must be established.

If non-repudiation with proof.of delivery is selected, the
proper parameters (which are different from those
required for non-repudiation with proof of origin) must
be established, ora-protected connection with a notari-
zation entity mUst be established.

NOTE - The establishment of the protected (N)-connection may
il due to-the lack of agreement on cryptographic parameters
possibly~including the non-possession of the proper keys) or
hrodgh ‘rejection by an access control mechanism.
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¢) reporting of active attack (for example, when a
manipulation of data has occurred and the service being
provided is ‘connection integrity without recovery’ -
see 5.2.4.2).

In addition, the following may be needed:
a) security audit traii recording; and

b) event detection and handling.

abie to seiective

application are:

a) confidentiality;

b) data integrity {nossibly with authentication; and

ssibly w
c) non-repudiation (by receivér or by sender).

Y] Udia ninoyiity \pv

O

1 Two techniques-are.suggested for marking those data items
selected for the application of a service. The flrst involves using
strong typing. Itis anticipated that the presentatipn layer will recog-
nize certain types as those which require gertain protection
services t0\be applied. The second involves sorpe form of flagging
the individual data items to which specified protection services
should’be applied.

2" It is assumed that one reason for providing the selective
application of non-repudiation services may arise from the
following scenario. Some form of negotiating diglogue occurs over
an association prior to both (N)-entities agreeing|that a final version
of a data item is mutually acceptable. At that goint, the intended
recipient may ask the sender to apply non-repudiation services
(of both origin and delivery) to the final agreed ersion of the data
item. The sender asks for and obtains these dervices, transmits
the data item, and subsequently receives notice that the data item
has been received and acknowledged by the recipient. The non-
repudiation services assure both the originat¢r and recipient of
the data item that it has been successfully tlansmitted.

3 Both the non-repudiation services (i.e. of origin and of delivery)
are invoked by the originator.

6.2.4 Provision of protected connectionless
data transmission

Not all the security services available| in connection-
oriented protocols are available in |connectionless
protocols. Specifically, protection against deletion, insertion
and replay attacks, if required, must [be provided at
connection-oriented higher layers. Lirpited protection
against replay attacks can be provided by a time stamp

6.2.3 Operation of a protected (N)-connection
6.2.3.1 During the data transfer phase of a protected

(N)-connection, the protection services negotiated must be
provided.

The following will be visible at the (N)-service boundary:

a) peer entity authentication (at intervals);
b) protection of selective fields; and

mechanism. In addition, a number of other security
services are unable to provide the same degree of security
enforcement that can be achieved by connection-oriented
protocols.

The protection services which are appropriate to
connectionless data transmission are the following:

a) peer entity authentication (see 5.2.1.1);
b) data origin authentication (see 5.2.1.2);

1"
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c) access control service (see 5.2.2);

d) connectionless confidentiality (see 5.2.3.2);
e) selective field confidentiality (see 5.2.3.3);
f) connectionless integrity (see 5.2.4.4);

g) selective field connectionless integrity
(see 5.2.45); and

h) non-repudiation, origin (see 5.2.5.1).

The traffic flow confidentiality service takes two forms:

(1) Full traffic flow confidentiality which can be provided
only in certain circumstances, e.g. two-way simul-
taneous, synchronous, point-to-point transmission;
and

(2) Limited traffic flow confidentiality which can be
provided for other types of transmission e.g. asyn-
chronous transmission.

These security services are restricted to passive threats

The services afe provided by encipherment, signature
mechanisms, @access control mechanisms, routing
mechanisms, data integrity mechanisms and/or notariza-
tion mechanisms (see 5.3).

The originator of a connectionless data transmission will
have to ensure fhat his single SDU contains all the infor-
mation required|to make it acceptable at the destination.

7 Placemeni of security services
and mechanisms

This clause defines the security services to be provided

Where a specifid security service is identified in this clause
as being optionally provided by a particular layer, then that
security servicg is provided by security mechanisms
operating within|that layer, unless otherwise specified.(As
described in clguse 6, many layers will offer to provide
particular securlty services. Such layers may not always
provide the secyrity services from within themselves, but
may make use|of appropriate security sefrvices being
provided within lower layers. Even when no\security serv-
ices are being provided within a layer,the-service defini-
tions of that layer may require modification to permit
requests for secyrity services to be'passed to a lower layer.

NOTES

1 Pervasive secyrity mechanisms (see 5.4) are not discussed
in this clause.

2 The choice of position of encipherment mechanisms for

and can be applied to point-to-point or multi-peef
communications.

7.1.2 Mechanisms

Total Encipherment of the data stream is)the principal
security mechanism at the physical layer.

A specific form of encipherment, applicable at the physic:r
layer only, is transmission security-(i.e. spread spectru
security).

Physical layer protection. is provided by means of ar
encipherment device which operates transparently. Thg
objective of physical‘layer protection is to protect the entirg
physical service data bit stream and to provide traffic flow
confidentiality.

7.2 Data.link layer

7.2.1(/Services

The only security services provided at the data link layef
are:

a) connection confidentiality; and
b) connectionless confidentiality.

7.2.2 Mechanisms

The encipherment mechanism is used to provide thg
security services in the data link layer (but see Annex C)

The additional security protection functionality of the lin}
layer is performed before the normal layer functions for
transmission and after the normal layer functions for receipt
i.e. security mechanisms build on and use all of the norma]
layer functions.

Encipherment mechanisms at the data link layer are
sensitive to the link layer protocol.

applications is discussed in annex C.

7.1 Physical layer

7.1.1 Services

The only security services provided at the physical layer,
either singly or in combination, are as follows:

a) connection confidentiality; and
b) traffic flow confidentiality.

12

7.3 Network layer

The network layer is internally organized to provide
protocol(s) to perform the following operations:

a) subnetwork access;

b) subnetwork-dependent convergence;

c) subnetwork-independent convergence; and
d) relaying and routing.

(see 2.4)
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7.3.1 Services

The security services that they may be provided by the

protocol which performs the subnetwork access functions

associated with the provision of the OS! network service

are as follows:

a) peer entity authentication;
b) data origin authentication;
c) access control service;

d) connection confidentiality;

e) connectionless confidentiality;

g) connection integrity without recovery; and
h) connectionless integrity.

hese security services may be provided singly or in
mbination. The security services that may be provided
the protocol which performs the relaying and routing

erations associated with the provision of the OSI net-

ork service, from end system to end system, are the same
those provided by the protocol which performs the
subnetwork access operations.

~l

3.2 Mechanisms

3.2.1 Identical security mechanisms are used by the
rotocol(s) which perform the subnetwork access and
blaying and routing operations associated with providing
he OSI network service from end system to end system.
outing is performed in this layer and, therefore, routing
ontrol is located in this layer. The identified secufity
ervices are provided as follows:

()T @ Wik = Mo lix @ BN |

a) the peer entity authentication service is provided by
an appropriate combination of cryptographically-derived
or protected authentication exchanges, protected pass-
word exchange and signature mechanisms;

b) the data origin authentication)service can be provided
by encipherment or signature mechanisms;

c) the access control-service is provided through the
appropriate use of $pecific access control mechanisms;

d) the connection confidentiality service is provided by
an encipherment mechanism and/or routing control;

e) the connectlonless confidentiality service is provided
ent mechanism and/or routing control;

f) the traffic flow confidentiality service is achieved by
a traffic padding mechanism, in conjunction with a
confidentiality service at or below the network layer
and/or routing control;

g) the connection integrity without recovery service is
provided by using a data integrity mechanism, some-
times in connection with an encipherment mechanism;
and

1ISO 7498-2 : 1989 (E)
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n) the connectioniess integrity service is provided uy
using a data integrity mechanism, sometimes in
conjunction with an encipherment mechanism.

7.3.2.2 Mechanisms in the protocol which performs the
subnetwork access operations associated with providing
the OSI network service from end system to end system,
offer services across a single subnetwork.

Protection of a subnetwork imposed by the administration

subnetwork access protocols but will nor
before the normal subnetwork functions
and after the normal subnetwork~functio

7.3.2.3 Mechanisms provided by the
performs the relaying and. routing operat

lictated by the
hally be applied
n transmission
Ns on receipt.

protocol which
ons associated

with providing the OS! network service, fiom end system
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to end system, offér ‘services across ong
connected networks.

These mechanisms will be invoked before

and routing functions on receipt. In the ca

e OF more mter-

he relaying and

e of the routing

routing{functions on transmission and a}er the relaying

control mechanism, the appropriate routin
derived from the SMIB before the data,
necessary routing constraints, is passed to
routing functions.

constraints are
along with the
the relaying and

7.3.2.4 Access control in the Network |
many purposes. For example, it allows a
control establishment of network connecti
unwanted calls. It also allows one or m
to control usage of network layer resource
this latter purpose is related to charging fo

NOTE - The establishment of a network con

layer can serve

end system to
ns and to reject
re subnetworks
. In some cases,
network usage.

ection may often

result in charges by the subnetwork administrgtion. Cost minimi-

zation can be performed by controlling access
reverse charging or other network-specific pg

7.3.2.5 The requirement of a particular
impose access control mechanisms on th

and by selecting
rameters.

ubnetwork may
b protocol which

performs the subnetwork access operat

ons associated

with the provision of the OSI network sgrvice, from end
system to end system. When access confrol mechanisms
are provided by the protocol which perfofms the relaying
and routlng operatlons associated wnth the provision of the

work-servicefrom-end erte-énd system, they
can be used both to control access to sub-networks by relay
entities and to control access to end systems. Clearly, the
extent of isolation of access control is fairly coarse, distin-
guishing only between network layer entities.

7.3.2.6 If traffic padding is used in conjunction with an
encipherment mechanism in the network layer (or a
confidentiality service from the physical layer), then a
reasonable level of traffic flow confidentiality may be
achieved.

13
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7.4 Transport layer

7.4.1 Services

The security services that may be provided, singly or in
combination, in the transport layer are:

a) peer entity authentication;
b) data origin authentication;
c) access control service;

d) connection confidentiality;

7.6 Presentation layer

7.6.1 Services

Facilities will be provided by the presentation layer in
support of the provision of the following security services
by the application layer to the application process:

a) connection confidentiality;
b) connectionless confidentiality; and
c) selective field confidentiality.

h) connectiorjless integrity.

7.4.2 Mechanisms
The identified spcurity services are provided as follows:

a) the peer entity authentication service is provided by
an appropriatg¢ combination of cryptographically-derived
or protected aputhentication exchanges, protected pass-
word exchange and signature mechanisms;

b) the data origin authentication service can be provided
by encipherment or signature mechanisms;

c) the accesg control service is provided through the
appropriate uge of specific access control mechanisms;

d) the connegtion confidentiality service is provided by
an enciphernmjent mechanism;

e) the connedtionless confidentiality service is provided
by an enciphgrment mechanism;

f) the connegtion integrity with recovery service is
provided by Using a data integrity mechanism;.some-
times in conjunction with an enciphermentmechanism;

g) the connegtion integrity without fecovery service is
provided by Using a data integrity.-tnechanism, some-
times in conjupction with an enCipherment mechanism;
and

h) the connegtionless-intégrity service is provided by
using a da:t'{ integrity mechanism, sometimes in

conjunction with.an encipherment mechanism.

Facilities in the presentation layer may also support the
provision of the following security services by)-thg
application layer to the application process:

d) traffic flow confidentiality;

e) peer entity authentication;

f) data origin authentication;

g) connection integrity with recovery;

h) connection integrity without(recovery;

j) selective field connection(integrity;

k) connectionless integrity;

m) selective field connectionless integrity;
n) non-repudiation with proof or origin; and
p) non-repudiatiopwith proof of delivery.

NOTE - The facilities provided by the presentation layer will bg
those that rely’on mechanisms which can only operate on
transfer syntax encoding of data and will, for example, includg
those based’on crytographic techniques.

7.6.2 Mechanisms

For the following security services, supporting mechanism
may be located within the presentation layer, and if so, ma
be used in conjunction with application layer securit
mechanisms to provide application layer security services|

a) peer entity authentication service can be supported
by syntactic transformation mechanism
(e.g. encipherment);

b) data origin authentication service can be supported
by encipherment or signature mechanisms;

¢) connection confidentiality service can be supported
by an encipherment mechanism;

d) connectionless confidentiality service can be¢
supported by an encipherment mechanism;

e) selective field confidentiality service can beg

The protection mechanisms will operate in such a manner
that the security services may be invoked for individual
transport connections. The protection will be such that
individual transport connections can be isolated from all
other transport connections.

7.5 Session layer

7.5.1 Services
No security services are provided in the session layer.
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supported by an encipherment mechanism;

f) traffic flow confidentiality service can be supported
by an encipherment mechanism;

g) connection integrity with recovery service can be
supported by a data integrity mechanism, sometimes in
conjunction with an encipherment mechanism;

h) connection integrity without recovery service can be
supported by a data integrity mechanism, sometimes in
conjunction with an encipherment mechanism;
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j) selective field connection integrity service can be
supported by a data integrity mechanism, sometimes in
conjunction with an encipherment mechanism;

k) connectionless integrity service can be supported by
a data integrity mechanism, sometimes in conjunction
with an encipherment mechanism,

m) selective field connectionless integrity service can
be supported by a data integrity mechanism, sometimes
in conjunction with an encipherment mechanism;

1ISO 7498-2 : 1989 (E)

The determination of specific security requirements in an
instance of communication, including data confidentiality,
integrity, and authentication, may be made by OSI Security
Management or Application Layer Management on the
basis of information in the SMIB in addition to requests
made by the application process.

7.7.2 Mechanisms

The security services in the application layer are provided
by means of the following mechanisms:

[

n) non-repudiation with proof of origin service can be
supported by an appropriate combination of data
integrity, signature and notarization mechanisms; and

p) non-repudiation with proof of delivery service can be
supported by an appropriate combination of data
integrity, signature and notarization mechanisms.

Encipherment mechanisms applied to data transfers, when
pcated in the upper layers, will be contained in the

presentation layer.

bome of the security services in the list above can alter-

matively be provided by security mechanisms contained

bntirely within the application layer.

Dnly the confidentiality security services can be wholly

1
1

1

rovided by security mechanisms contained within the
resentation layer.

ecurity mechanisms in the presentation layer operate as
he final stage of transformation to the transfer syntax on
ransmission, and as the initial stage of the transforma-
ion process on receipt.
7.7 Application layer

y.7.1 Services

The application layer may provide one or more of the

ollowing basic security, services either singly or in
fombination:

a) peer entity duthentication;

b) data origif/alithentication;

c) access control service;

d) connection confidentiality;

e) connectionless confidentiality;
f) «selective field confidentiality;

g). traffic flow confidentiality;

_h,)_cgpgect,;gn_m,tenrih/ with recovery:
~ J 77

a) peer entity authentication Servi an be provided
using authentication information tran}ferred between
application entities, protected by presgntation or lower
layer encipherment mechanisms;

b) data origin authentication service can be supported
by using signature mechanisms or lowgr layer encipher-
ment mechanisms;

c) access control service to those aspe
system that<are pertinent to OSI, such
communicate with specific systems or
tion entities, may be provided by a com
contra/mechanisms in the application |
layers;

d) connection confidentiality service ¢
by using a lower layer encipherment

e) connectionless confidentiality s
supported by using a lower laye
mechanism;

ts of a real open
as the ability to
remote applica-
nation of access
yer and in lower

an be supported
mechanism;

Brvice can be
encipherment

f) selective field confidentiality service dan be supported

by using an encipherment mechanisn
tation layer;

g) a limited traffic flow confidentiality]

h at the presen-

service can be

supported by the use of a traffic padding mechanism

at the application layer in conjunction
tiality service at a lower layer;

h) connection integrity with recovery
supported using a lower layer data inte

with a confiden-

service can be
grity mechanism

(sometimes in conjunction with a
mechanism);

encipherment

j) connection integrity without recovery service can be
supported using a lower layer data integrity mechanism

j) connection integrity without recovery;

k) selective field connection integrity;

m) connectionless integrity;

n) selective field connectionless integrity;
p) non-repudiation with proof of origin; and
g) non-repudiation with proof of delivery.

The authentication of intended communications partners
provides support for access controls to both OSI and non-
OSI resources (e.g., files, software, terminals, printers) in
real open systems.

(somefimes In_conjunction with an encipherment
mechanism);

k) selective field connection integrity service can be
supported using a data integrity mechanism (sometimes
in conjunction with an encipherment mechanism) at the
presentation layer;

m) connectionless integrity service can be supported
using a lower layer data integrity mechanism (sometimes
in conjunction with an encipherment mechanism);

15
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n) selective field connectionless integrity service can be
supported using a data integrity mechanism (sometimes
in conjunction with an encipherment mechanism) at the
presentation layer;

p) non-repudiation with proof of origin service can be
supported by an appropriate combination of signature
and lower layer data integrity mechanisms possibly in
conjunction with third party notaries; and

transferred form (i.e. transfer syntax) in order to resolve
disputes. It may use protection services from the lower
layers.

7.7.3 Non-OSlI Security Services

Application processes themselves may provide essentially
all of the services, and use the same kinds of mechan-
isms, that are described in this part of 7498 as appropri-
ately placed in various layers of the architecture. Such use
is outside of the scope of, but not inconsistent with, the
0S| service and protocol definitions and the OSI
architecture.

q) non-repudi i e
supported by An appropriate combination of signature
and lower layer data integrity mechanisms possibly in

7.8 lllustration of the relationship of security

services and layers

conjunction wjth third party notaries.
Table 2 illustrates the layers of the Reference|Model in
which particular security services can.‘be provided
If a notarization mechanism is used to provide a Descriptions of the security services areJfound in 5.2
non-repudiation service, it will be acting as a trusted third Justifications for the placement of a s€rvice at a particula
party. It may haye a record of data units relayed in their layer are given in annex B.
Table 2
Layer
$ervice 1 2 3 4 5 6 7*
Peer Entity Authentication U] U Y \7 . U Y
Pata Origin Authentication . . Y Y o . Y
Access Control Service . U Y Y . . Y
Connection Confidentiality Y Y Y Y . . Y
Connectionless Confidentiality . Y Y Y U o Y
$elective Field Confidentiality o . . U . . Y
Traffic Flow Confidentiality Y 3 Y U . . Y
Connection Integrity with
Recovery U . ] Y U . Y
Connection Integrity without
Recovery UJ U Y Y . U Y
belective Field Connection
Integrity . . . . Y
Connectionless Integrity . . Y J Y
belective Field Connectionless
Integrity . U . . . Y
Non-repudiation, Origin . [ . U . Y
Non-repudiation,. Delivery U . . . Y
[ egend: Y. )Yes, service should be incorporated in the standards for the layer as a
provider option.
e Not provided.

* |t should be noted, with respect to layer 7, that the application process
may, itself, provide security services.

NOTES

1 Table 2 makes no attempt to indicate that entries are of equal weight or importance; on the contrary there is a considerable gradation

of scale within the table entries.

2 The placement of security services within the Network Layer is described in 7.3.2. The position of the security services within the
network layer does significantly affect the nature and scope of the services that will be provided.

3 The presentation layer contains a number of security facilities which support the provision of security services by the application layer.
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8 Security management
8.1 General

8.1.1 OSI security management is concerned with those
aspects of security management relative to OSI and to
security of OSI management. Management aspects of OSI
security are concerned with those operations which are
outside normal instances of communication but which are
needed to support and control the security aspects of those
communications.

1SO 7498-2 : 1989 (E)

ensure that the management protocols and information are
protected such that the security protection provided for
usual instances of communication is not weakened.

8.1.6 Security management may require the exchange
of security-relevant information between various system
administrations, in order that the SMIB can be established
or extended. In some cases, the security-relevant informa-
tion will be passed through non-OSI| communication paths,
and the local systems administrators will update the SMIB
through methods not standardized by OSI. In other cases,
it may be desirable to exchange such information over an

NPTE - The availability of communication service is determined
by network design and/or network management protocols.
Appropriate choices for these are needed to protect against denial
fl service.

[}

o]

1.2 There can be many security policies imposed by
He administration(s) of distributed open systems and OSI
bcurity management standards should support such poli-
es. Entities that are subject to a single security policy,
iministered by a single authority, are sometimes collected
rto what has been called a ‘“security domain”. Security
bmains and their interactions are an important area for
Jture extensions.

Q= ®mOo =

8/1.3 OSI security management is concerned with the
mlanagement of OSI security services and mechanisms.
Such management requires distribution of management
ifformation to these services and mechanisms as well as
the collection of information concerning the operation .of
these services and mechanisms. Examples are the distri-
blition of cryptographic keys, the setting of administratively-
imposed security selection parameters, the reporting of
bpth normal and abnormal security events {audit trails),
ahd service activation and deactivation. Seclrity manage-
ment does not address the passing of{ security-relevant
irfformation in protocols which call up specific security
services (e.g. in parameters in connection requests).

1.4 The Security Management Information Base (SMIB)
the conceptual repository for all security-relevant infor-
ation needed by open-systems. This concept does not
Liggest any form forthe storage of the information or its
hplementation. HOwéver, each end system must contain
e necessary lécal information to enable it to enforce an
propriate _security policy. The SMIB is a distributed
information.base to the extent that it is necessary to enforce
al consistent security policy in a (logical or physical)
grouping of end systems. In practice, parts of the SMIB
ay-or may not be integrated with the MIB.

O =030

USTcommunication path in which case the|information will

be passed between two security managem
running in the real open systems. The-se

to update the SMIB. Such updating of

pnt applications
curity manage-

he SMIB may

ment application will use the communicaled information

require the prior authorization-of the appr
administrator.

priate security

8.1.7 Application (protocols will be défined for the
exchange of security-relevant information over OSI
communications‘channeis.

8.2 Categories of OSI security management

There~are’three categories of OSI security management
activities:

a) system security management;
b) security service management; and
c) security mechanism management.

In addition, security of OSI managemen{ itself must be
considered. (see 8.2.4) The key function$ performed by
these categories of security management gre summarized
below.

8.2.1 System security management

System security management is concgrned with the
management of security aspects of the ovefall OSI environ-
ment. The following list is typical of the @ctivities which
fall into this category of security managgment:

a) overall security policy management, including
updates and maintenance of consister|cy;

b) interaction with other OSI management functions;

¢) interaction with security service mgnagement and
security mechanism management;

d) event handling management (see §3.1);

e) security audit management (see 8.3.2); and

NOTE - There can be many realizations of the SMIB e.g.:

a) a table of data;

b) a file;

c) data or rules embedded within the software or hardware of
the real open system.

8.1.5 Management protocols, especially security
management protocols, and the communication channels
carrying the management information, are potentially
vulnerable. Particular care shall therefore be taken to

f) security recovery management (see 8.3.3).

8.2.2 Security service management

Security service management is concerned with the
management of particular security services. The following
list is typical of the activities which may be performed in
managing a particular security service:

a) determination and assignment of the target
security protection for the service;

17
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b) assignment and maintenance rules for the
selection (where alternatives exist) of the specific
security mechanism to be employed to provide the

requested security service;

~£
I

c) negotiation (locally and remotely) of available security
mechanisms which require prior management
agreement;

d) invocation of specific security mechanisms via the
appropriate security mechanism management function
e.g. for the provision of administratively-imposed security

c) the remote collection of selected audit records; and
d) the preparation of security audit reports.

8.3.3 Security recovery management
Security recovery management may include:

a) maintenance of the rules used to react to real or

services; and

e) interaction|with other security service management
functions and security mechanism management
functions.

8.2.3 Security mechanism management

Security mechahism management is concerned with the
management particular security mechanisms. The
following list of spcurity mechanism management functions
is typical but ngt exhaustive:

a) key management;

b) encipherment management;

c) digital signature management;
d) access coptrol management;

e) data integfity management;

f) authenticgtion management;

g) traffic padding management;

h) routing control management; and
j) notarization management.

Each of the listed security mechanism management
functions is dispussed in more detail in 8.4.

8.2.4 Security of OSI management

Security of all |OSI management functions and of the
communication| of OSI management information are
important partsjof OSI security. This categoryof\security
management wjll invoke appropriate choices of the listed

cted (see 8.1.5). For'example, communi-
cations betweén management -entities involving the
Management Information Base will.generally require some
form of protectipn.

8.3 Specific gystem security management
activities

suspected-security viclations;
;

b) the remote reporting of apparent violations of systenl
security;

c¢) security administrator interactions.
8.4 Security mechanism management functions

8.4.1 Key management
Key management may involve:

a) generating suitable’keys at intervals commensurate
with the level of se€urity required;

b) determinating, in accordance with access contrg|
requirements§; of which entities should receive a cop
of each key; and

¢) making available or distributing the keys in a securg
manner to entity instances in real open systems.

Itis understood that some key management functions will
be performed outside the OSI environment. These includ¢
the physical distribution of keys by trusted means.

Exchange of working keys for use during an associatio

is a normal layer protocol function. Selection of working
keys may also be accomplished by access to a key distr
bution centre or by pre-distribution via management
protocols.

8.4.2 Encipherment management
Encipherment management may involve:
a) interaction with key management;

b) establishment of cryptographic parameters;
¢) cryptographic synchronisation.

The existence of an encipherment mechanism implies th
use of key management and of common ways to referenc

o

8.3.1 Event handling-management

The management aspects of event handling visible in OSI
are the remote reporting of apparent attempts to violate
system security and the modification of thresholds used
to trigger event reporting.

8.3.2 Security audit management
Security audit management may include:

a) the selection of events to be logged and/or remotely
collected;

18

the cryptographic algorithms.

The degree of discrimination of protection afforded by
encipherment is determined by which entities within the
OSlI environment are independently keyed. This is in turn
determined, in general, by the security architecture and
specifically by the key management mechanism.

A common reference for cryptographic algorithms can be
obtained by using a register for cryptographic algorithms
or by prior agreements between entities.
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8.4.3 Digital signature management
Digital signature management may involve:

a) interaction with key management;

b) establishment of cryptographic parameters and
algorithms; and

¢) use of protocol between communicating entities and
possibly a third party.

NOTE - Generally, there exist strong similarities between digital
signature management and encipherment management.

1ISO 7498-2 : 1989 (E)

8.4.6 Authentication management

Authentication management may involve distribution of
descriptive information, passwords or keys (using key
management) to entities required to perform authentica-
tion. It may also involve use of a protocol between
communicating entities and other entities providing
authentication services.

8.4.7 Traffic padding management

Traffic padding management may include maintenance of
the rules to be used for traffic padding. For example this

8/4.4 Access control management

Agcess control management may involve distribution of
s¢curity attributes (including passwords) or updates to
agcess control lists or capabilities lists. It may also involve
the use of a protocol between communicating entities and
other entities providing access control services.

(<]

4.5 Data integrity management
Ata integrity management may involve:

@)

a) interaction with key management;

b) establishment of cryptographic parameters and
algorithms; and

c) use of protocol between communicating entities.

NPTE - When using cryptographic techniques for data integrity,
there exist strong similarities between data integrity management
and encipherment management.

may include:

a) pre-specified data rates;

b) specifying random data rates;
c¢) specifying message characteristics $uch as length;
and
d) variation of the specification, possibly in accordance
with time of day and/or*calendar.

8.4.8 Routing control management
Routing control management may involve the definition of
the links or subsnetworks which are considgred to be either
secured ortrusted with respect to particylar criteria.

8.4.9/Notarization management
Notarization management may include:

a) the distribution of information abouf notaries;

b) the use of a protocol between a motary and the
communicating entities; and
c) interaction with notaries.

19
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Annex A
(informative)

Background Information on Security in OSI

Aj1 Background
TTS annex provides:

@) information on OSI security in order to give some
perspective to this part of ISO 7498; and

b) background on the architectural implications of
various security features and requirements.

Security in an OSI environment is just one aspect of data
prpcessing/data communications security. If they are to'be
effective the protective measures used in an OSI environ-
ment require supporting measures which lie outside OSI.
Fqr example, information flowing between systems may be
enciphered but if no physical security restrictions are
placed on access to the systems themselves, encipher-
ment may be in vain. Also, OSl is concéerned only with the
inferconnection of systems. For OSl-security measures to
bg effective they shall be used in conjunction with
mpasures that fall outside the_scope of OSI.

Al2 The Requirement for Security

Aj2.1 What is;Meant by Security?

e term ‘Security’ is used in the sense of minimizing the
vyinerabilities of assets and resources. An asset is any-
thjng-of value. A vulnerability is any weakness that could
bg exploited to violate a system or the information it

b) the appearance’ in several countfies of “Data
Protection” legislation which obliges suppgliers to demon-
strate system.integrity and privacy; ana

c) the~wish of various organization§ to use OSI
standards, enhanced as needed, for existing and future
sécure systems.

A.2.3 What is to be Protected?
In general, the following may require profection:

a) information and data (including softwdre and passive
data related to security measures such as passwords);

b) communication and data processing services; and
¢) equipment and facilities.

A.2.4 Threats

The threats to a data communication systém include the
following:

a) destruction of information and/or other resources;
b) corruption or modification of information;

¢) theft, removal or loss of informatioh and/or other
resources;

d) disclosure of information; and

A.2.2 The Motivation for Security
in Open Systems

ISO has identified a need for a series of standards to
enhance security within the Open Systems Interconnec-
tion architecture. This stems from:

a) society’s increasing dependence on computers that
are accessed by, or linked by, data communications and
which require protection against various threats;

e) interruption of services.

Threats can be classified as accidental or intentional and
may be active or passive.

A.2.4.1 Accidental Threats

Accidental threats are those that exist with no premeditated
intent. Examples of realized accidental threats include
system malfunctions, operational blunders and software
bugs.

21
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A.2.4.2 Intentional Threats

Intentional threats may range from casual examination
using easily available monitoring tools to sophisticated
attacks using special system knowledge. An intentional
threat, if realized, may be considered to be an ‘attack’.

A.2.4.3 Passive Threats

Passive threats are those which, if realized, would not result
in any modification to any information contained in the
system(s) and where neither the operation nor the state
of the system is i i i

to observe inforgnation being transmitted over a commu-
nications line is|a realization of a passive threat.

A.2.4.4 Activel Threats

Active threats fo a system involve the alteration of
information contained in the system, or changes to the state
or operation of|the system.A malicious change to the
routing tables of a system by an unauthorized user is an
example of an active threat.

A.2.5 Some Specific Types of Attack

The following briefly reviews some of the attacks of
particular concern in a data processing/data communica-
tions environment. In the following sections, the terms
authorized and Unauthorized appear. ‘Authorization’ means
‘the granting of fights’. Two things implied by this definition
are: that the rights are rights to perform some activity (such
as to access data); and that they have been granted to
some entity, human agent, or process. Authorized behavior,
then, is the performance of those activities for which rights
have been granted (and not revoked). For more about the
concept of authorization see A.2.3.1.

A.2.5.1 Masquerade

A masquerade is where an entity pretends to be adifferent
entity. A masqugrade is usually used with some other forms
of active attack, especially replay and modification of
messages. For instance, authentication sequences can be

captured and

privileges may

replayed after a valid—authentication

se a masquerade-to obtain extra privileges

sequence has t’fken place. An authetized entity with few

by impersonati

A.25.2 Repl

g an entity that has those privileges.

y

A replay occurg when a-message, or part of a message,
is repeated to produce an unauthorized effect. For exam-
ple, a valid mesgage containing authentication information

A.2.5.4 Denial of Service

Denial of Service occurs when an entity fails to perform
its proper function or acts in a way that prevents other
entities from performing their proper functions. The attack
may be general, as when an entity suppresses all
messages, or there may be a specific target, as when an
entity suppresses all messages directed to a particular
destination, such as the security audit service. The attack
may involve suppressing traffic as described in this
example or it may generate extra traffic. It is also possible
to also generate messages intended to disrupt the opera-
i i i network has rela
entities that make routing decisions based upon status
reports received from other relay entities.

A.2.5.5 Insider Attacks

Insider attacks occur when legitimate users of a systen
behave in unintended or unauthorized\ways. Most knowr|
computer crime has involved ,nsider attacks tha
compromised the security of -the/ system. Protectior
methods that can be used againstinsider attacks include

a) careful vetting of staff;

b) scrutinization ¢Phardware, software, security policy
and system configurations so that there is a degree 0
assurance that they will operate correctly (called trusteq
functionality); ‘and

c) audit trails to increase the likelihood of detecting such
attacks.

A.2.5.6 Outsider Attacks
Outsider attacks may use techniques such as:

a) wire tapping (active and passive);
b) intercepting emissions;

¢) masquerading as authorized users of the system o
as components of the system; and

=

d) bypassing authentication or access contrd
mechanisms.

A.2.5.7 Trapdoor
When an entity of a system is altered to allow an attacker

may be replayed by another entity in order to authenticate
itself (as something that it is not).

A.2.5.3 Modification of Messages

Modification of a message occurs when the content of a
data transmission is altered without detection and results
in an un-authorized effect, as when, for example, a
message ‘Allow John Smith’ to read confidential file
‘accounts’” is changed to “Allow ‘Fred Brown’ to read

{13]

confidential file ‘Accounts’.

to produce an unauthorized effect on command or at
" ned , | E
’JIUU i)

called a trapdoor. For example, a password validation could
be modified so that, in addition to its normal effect, it also
validates an attacker’s password.

A.2.5.8 Trojan Horse

When introduced to the system, a Trojan Horse has an
unauthorized function in addition to its authorized func-
tion. A relay that also copies messages to an unauthorized
channel is a Trojan Horse.
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A.2.6 Assessment of Threats, Risks and
Counter Measures

Security features usually increase the cost of a system and
may make it harder to use. Before designing a secure
system, therefore, one should identify the specific threats
against which protection is required. This is known as
threat assessment. A system is vulnerable in many ways
but only some of them are exploitable because the attacker
lacks the opportunity, or because the result does not justify
the effort and risk of detection. Although detailed issues
of threat assessment are beyond the scope of this annex,

1ISO 7498-2 : 1989 (E)

policy to a successive refinement adding more details from
the application at each stage. To know what those details
ought to be requires a detailed study of the application area
in the light of the general policy. This examination should
define the problems arising from trying to impose the
conditions of the policy on the application. The refinement
process will produce the general policy restated in very
precise terms directly drawn from the application. This
re-stated policy makes it easier to determine the
implementation detail.

in broad-outline fhny include.

) identifying the vulnerabilities of the system;

pb) analyzing the likelihood of threats aimed at exploiting
these vulnerabilities;

c) assessing the consequences if each threat were to
be successfully carried out;

d) estimating the cost of each attack;
e) costing out potential counter measures; and

f) selecting the security mechanisms that are justified
possibly by using cost benefit analysis).

Non-technical measures, such as insurance coverage, may
bg cost effective alternatives to technical security meas-
urgs. Perfect technical security, like perfect physical secu-
rity, is not possible. The objective, therefore, should be te
make the cost of an attack high enough to reduce the risk
to|acceptable levels.

A3 Security Policy

THis clause discusses security policy: the need for a
sujtably defined security policy; its-tale; policy approaches
in use; and refinements to apply-in_specific situations. The
coancepts are then applied to eommunications systems.

AB.1 The Need for and/Purpose of Security Policy

THe whole field ,of\ security is both complex and far-
reaching. Any reasonably complete analysis will yield a
ddunting variety 'of details. A suitable security policy should
fogus attention’ on those aspects of a situation that the
highest level of authority considers should receive atten-
tion. Essentially, a security policy states, in general terms,
whatis and is not permitted in the field of security during

A33 S it I I
There are two aspects to existing secufrity| policies. Both
depend on the concept of authorized‘behaviour.

A.3.3.1 Authorization

The threats already discussed all involvg the notion of
authorized or unauthorized behaviour. The statement as
to what constitutes_authorization is empodied in the
security policy. A generic security policy mjght say “infor-
mation may not be-given to, accessed by, pr permitted to
be inferred by,‘nor may any resource be fised by, those
not appropriately authorized.” The nature df authorization
is what distinguishes various policies. Pplicies can be
dividedyinto two separate components, based upon the
nature'of the authorization involved, as eitHer Rule-Based
palicies or Identity-Based policies. The firs} of these uses
ofvrules based on a small number of gene
sensitivity classes, that are universally enforced. The
second involves authorization criteria base¢d on specific,
individualized attributes. Some attributes gre assumed to
be permanently associated with the entity] to which they
apply; others may be possessions, (such as capabilities)
that can be transmitted to other entities. |One can also
distinguish between administratively-imposed and
dynamically-selected authorization servige. A security
policy will determine those elements of systdm security that
are always applied and in force (for example,|the rule-based
and identity-based security policy compongnts, if any) and
those that the user may choose to use as he sees fit.

A.3.3.2 Identity-Based Security Policy

The identity-based aspect of security policiep corresponds,
in part, to the security concept known as ‘heed-to-know’.
The goal is to filter access to data or resourgces. There are
essentially two fundamental ways of implemgenting identity-
based policies, depending on whether the information
about access rights is held by the accesspr or is part of
the data that are accessed. The former is pxemplified by
the ideas of privileges or capabilities, given to users and
used by processes acting on their behalf.

the general operation of the system in question. Policy is
usually not specific; it suggests what is of paramount
importance without saying precisely how the desired
results are to be obtained. Policy sets the topmost level
of a security specification.

A.3.2 Implications of Policy Definition:
the Refinement Process

Because policy is so general it is not at all clear at the
outset how the policy can be married to a given application.
Often, the best way to accomplish this is to subject the

lists (ACLs) are examples of the Tatter. In both cases, the
size of the data item (from a full file to a data element) that
may be named in a capability or that carried its own ACL
may be highly variable.

A.3.3.3 Ruled-based Security Policy

Authorization in rule-based security policy usually rests on
sensitivity. In a secure system, data and/or resources
should be marked with security labels. Processes acting
on behalf of human users may acquire the security label
appropriate to their originators.
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A.3.4 Security Policy, Communications and Labels

The concept of labeling is important in a data communi-
cations environment. Labels carrying attributes play a
variety of roles. There are data items that move during
communication; there are processes and entities that
initiate communication, and those that respond; and there
are channels and other resources of the system itself, used
during communication. All may be labeled, one way or
another, with their attributes. Security policies must indi-
cate how the attributes of each can be used to provide
requisite security. Negotlanon may be necessary to estab-

A.4.1 Cryptographic Techniques and Encipherment

Crypography underlies many security services and
mechanisms. Cryptographic functions may be used as part
of encipherment, decipherment, data integrity, authenti-
cation exchanges, password storage and checking, etc. to
help achieve confidentiality, integrity, and/or authentica-
tion. Encipherment, used for confidentiality, transforms
sensitive data (i.e. data to be protected) to less sensitive
forms. When used for integrity or authentication, crypto-
graphic techniques are used to compute unforgeable
functions.

lish the proper
attributes. Whep security labels are attached both to
accessing processes and to accessed data, the additional
information neefled apply identity-based access control
should be relevdnt labels. When a security policy is based

include informatjon about the user’s identity. The rules for
particular labelg should be expressed in a security policy
in the Security| Management Information Base (SMIB)
and/or negotiated with end systems, as required. The label
may be suffixed by attributes that qualify its sensitivity,
specify handling and distribution coverts, constrain timing
and disposition,|and spell out requirements specific to the
end system.

In authentication, the full identification, of those processes
or entities initiating and responding to an instance of
communication,|together with all appropriate attributes are,
typically, of fundamental importance. SMIBs will therefore
contain sufficignt information about those attributes
important to any administration-imposed policy.

A.3.4.1 Proce{s Labels

A.3.4.2 Data |tem Labels

As data items move during instances of communication,
each will be tirghtly bound to its label. (This(binding is
significant and,|in some instances of rule-based policies,
it is a requiremgnt that the label be made\a special part
of the data item before it is presentedo.the application.)
Techniques to preserve the integrity of the data item will
also maintain the accuracy and the eoupling of the label.
These attributgs can be used_by the routing control
functions in the|data link layer;of the OSI Basic Reference
Model.

A.4 Security [Mechanisms

A security poltey—may v
mechanisms, smgly or in combination, dependlng on the
policy objectives and the machanisms used. In general,
a mechanism will belong to one of three (overlapping)
classes:

a) prevention;
b) detection; and
C) recovery.

Security mechanisms appropriate to a data communica-
tions environment are discussed below.

24

Encipherment is performed initially on cleartext to prodae
ciphertext. The result of decipherment is either cleartext
or ciphertext under some cover. It is computationally-feasi
ble to use cleartext for general-purpose processing; it
semantic content is accessible. Except in specified way.
(e.g. primarily decipherment, or exact matching.) itis n
computationally feasible to process Ciphertext as it
semantic content is hidden. Encipherment is sometime
intentionally irreversible (e.g. by-truncation or data los
when it is undesirable ever to derive original cleartext suc
as passwords.

Cryptographic functions.tise cryptovariables and operat
over fields, data units, and/or streams of data units. Tw
cryptovariables are the key, which directs specific tran
formations, and the initialization variable, which is require
in certain cryptographic protocols to preserve the appa
ent randomneéss of ciphertext. The key must usually remai
confidential and both the cryptographic function and th
initialization variable may increase delay and bandwidt
constimption. This complicates “transparent” or “drop-in
cryptographic add-ons to existing systems.

=

Cryptographic variables can be symmetric or asymmetri
over both encipherment and decipherment. Keys used i
asymmetric algorithms are mathematically related; one ke,
cannot be computed from the other. These algorithms ar
sometimes called ‘public key’ algorithms because one ke
can be made public while the other kept secret.

~ W2 U

Ciphertext can be cryptanalyzed when it is computationall
feasible to recover cleartext without knowing the key. This
may happen if a weak or defective cryptographic functio
is used. Interceptions and traffic analysis can lead tp
attacks on the cryptosystem including messageffield insef-
tion, deletion and change, playback of previously valid
ciphertext and masquerade. Therefore, cryptographi
protocols are designed to resist attacks and also, somg-
times, traffic analysis. A specific traffic analysis countef-
measure, “traffic flow conﬂdentlallty aims to conceal the

cuphertext is relayed the address must be in the clear at
relays and gateways. If the data are enciphered only on
each link, and are deciphered (and thus vulnerable) in the
relay or gateway, the architecture is said to use “link-by-
link encipherment”. If only the address (and similar control
data) are in the clear in the relay or gateway, the architec-
ture is said to use end-to-end encipherment”. End-to-end
encipherment is more desirable from a security point of
view, but considerably more complex architecturally,
especially if in-band electronic key distribution (a function
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of key management) is included. Link-by-link encipherment
and end-to-end encipherment may be combined to achieve
multiple security objectives. Data integrity is often achieved
by calculating a cryptographic checkvalue. The checkvalue
may be derived in one or more steps and is a mathemati-
cal function of the cryptovariables and the data. These
checkvalues are associated with the data to be guarded.
Cryptographic checkvalues are sometimes called manipu-
lation detection codes.

Cryptographic techniques can provide, or help provide,
protection against:

1ISO 7498-2 : 1989 (E)

(2) multilayer key hierarchies; and

(3) key-encrypting keys should never be used to
protect data and data-encrypting keys should never
be used to protect key-encrypting keys.

c¢) the division of responsibilities so that no one person
has a complete copy of an important key.

Points to be considered concerning key management for
asymmetric key algorithms include:

a) message stream observation and/or modification;
p) traffic analysis;

c) repudiation;

d) forgery;

e) unauthorized connection; and

f) modification of messages.

A4d.2 Aspects of Key Management

Kgy management is implied by the use of cryptographic
algorithms. Key management encompasses the genera-
tign, distribution and control of cryptographic keys. The
choice of a key management method is based upon the
pdrticipants’ assessment of the environment in which it is
to be used. Considerations of this environment include the
thfeats to be protected against (both internal to the organi-
zagion and external), the technologies used, the architec-
tufal structure and location of the cryptographic’services
prpvided, and the physical structure and location of the
cryptographic service providers.

Pgints to be considered concerning key management
in¢lude:

B) The use of a ‘lifetime’ based on time, use, or other
Criteria, for each key defined, implicitly or explicitly;

b) the proper identification of keys according to their
unction so that their-dse may be reserved only for their
unction e.g. Keys'intended to be used for a confiden-
iality service'should not be used for an integrity service
Dr vice versa;' and

) Non=OSI considerations, such as the physical
Histribution of keys and archiving of keys.

a) the use of a confidentiality service in-tHe key manage-
ment protocol to convey the secret key$; and

b) the use of an integrity service, or of a fon-repudiation
service with proof of origin, ,in’the key management
protocol to convey the publickeys. Thes¢ services may
be provided through the’ use of symmetric and/or
asymmetric cryptographic algorithms.

A.4.3 Digital Signature Mechanisms

The term digital signature is used to indicate a particular
techniquewhich can be used to provide sefurity services
such as_non-repudiation and authenti¢ation. Digital
signature mechanisms require the use of asymmetric cryp-
tographic algorithms. The essential charafteristic of the
digital signature mechanism is that the signed data unit
cannot be created without using the priyate key. This
means that:

a) the signed data unit cannot be created by any
individual except the holder of the private key; and

b) the recipient cannot create the signg¢d data unit.

Therefore, using publicly available information only, it is
possible to identify the signer of a data unit uniquely as
the possessor of the private key. In the case of later conflict
between participants it is thus possible to prove the iden-
tity of the signer of a data unit to a reliable third party, who
is called upon to judge the authenticity of the signed data
unit. This type of digital signature is callegl direct signa-
ture scheme (see figure 1). In other cases| an additional
property (c) might be needed:

c) the sender cannot deny sending the signed data unit.

A reliable third party (arbitrator) proves to the recipient the
source and integrity of the information in this case. This
type of digital signature is sometimes arbitrated signature
scheme (see figure 2).

Points to be considered concerning key management for
symmetric key algorithms include:

a) the use of a confidentiality service in the key manage-
ment protocol to convey the keys;

b) the use of a key hierarchy. Different situations should
be allowed such as:

(1) “flat” key hierarchies using only data-enciphering
keys, implicitly or explicitly selected from a set by
key identity or index;

NOTE - The sender may require that the recipient cannot later
deny receiving the signed data unit. This can be accomplished
with a non-repudiation service with proof of delivery by means
of an appropriate combination of digital signature, data integrity
and notarization mechanisms.

A.4.4 Access Control Mechanisms

Access control mechanisms are those mechanisms which
are used to enforce a policy of limiting access to a resource
to only those users who are authorized. Techniques include
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Sender (S) Recipient (R)
Makes direct signing

-®

Signature Requests verification
at a later time

(judge) .

Verifies the signature when a conflict
arises between the participants.
(S may be a perjurer or R may be a perjurer)

Figure 1 — Direct Signature Scheme

Sender (S) Recipient (R)
. =
Signature Signature  Assurance
S =
S >
QD o
'%E Signature  Assurance
Record or Log
t A third party
; (Arbitrator) '
A-thi i c i nn(i Sy

positive result)for the recipient.)Necessary information to prove
the source and integrity of data is logged by a third party.
In this case, S cannot later successfully deny sending the signed
data unit.

Figure 2 — Arbitrated Signature Scheme
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the use of access contro! lists or matrices {which usually

contain the identities of controlled items and authorized
users e.g. people or processes), passwords, and capabili-
ties, labels or tokens, the possession of which may be used
to indicate access righis. Where capabiiities are used, they
should be unforgeable and should be conveyed in a trusted
manner.

A.4.5 Data Integrity Mechanisms

Data integrity mechanisms are of two types: those used
to protect the mtegrity of a snngle data unit and those that

intfoduced by communications links and networks, can
aldo be used to detect message stream modification.
Hqgwever, if protocol headers and trailers are not protected
by| integrity mechanisms, an informed intruder can
sutcessfully bypass these checks. Successful detection
of message stream modification can thus be achieved only
by|using corruption detection techniques in conjunction
with sequence information. This will not prevent message
stream modification but will provide notification of attacks.

A.4.6 Authentication Exchange Mechanisms

A.4.6.1 Choice of Mechanism

There are many choices and combinations of
authentication exchange mechanisms appropriate to différ-
ent circumstances. For instance:

a) When peer entities and the means of commiunica-
ion are both trusted, the identification of & _peer entity
¢an be confirmed by a password. The password protects
against error, but is not proof against” malevolence,
(specifically, not against replay). Mutual authentication

ay be accomplished by using a‘distinct password in
¢ach direction;

b) When each entity trusts.its peer entities but does not

Irust the means of communication, protection against

active attacks can.be provided by combinations of

passwords and- encipherment or by cryptographic
eans. Protection against replay attacks requires two-
ay handshakes (with protection parameters) or time

$tamping-(with trusted clocks). Mutual authentication
ith replay protection can be achieved using three-way
andshakes;
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repudiation service can be achieved using digital
signature and/or notarization mechanisms. These
mechanisms can be used with the mechanisms
described in (b) above.

A.A7 Traffic Padding Mechanisms
Generating spurious traffic and padding protocol data units

tc a constant length can provide limited proiection against
traffic analysis. To be successful, the level of spurious traffic
must approximate to the highest anticipated level of real
traffic In addition, the contents of the protocol data units

h purious traffic

cannot be identified and differentiated from real traffic.

A.4.8 Routing Control Mechanism

The specification of routing caveats for the transfer of data
(including the specification of @n'entire rout{))may be used
to ensure that data is conveyed only over rfoutes that are
physically secure or to/@nsure that sensitiye information
is carried only over/routes with an appropriate level of
protection.

A.4.9 Notarization Mechanism

The notarization mechanism is based on the concept of
a trusted\third party (a notary) to assure n{ertain proper-
ties_ about information exchanged between two entities,
suchhas its origin, its integrity, or the time [it was sent or
received.

A.4.10 Physical and Personnel Security

Physical security measures will always bel necessary to
ensure complete protection. Physical security is costly, and
attempts are often made to minimize the peed for it by
using other (cheaper) techniques. Physicdl and person-
nel security considerations are outside the[scope of OSI,
although all systems will ultimately rely on|some form of
physical security and on the trustworthiness|of the person-
nel operating the system. Operating procedyres should be
defined to ensure proper operation and| to delineate
personnel responsibilities.

A.4.11 Trusted Hardware/Software

Methods used to gain confidence in the corrgct functioning
of an entity include formal proof methods, verification and
validation, detection and logging of known attempted
attacks, and the construction of the entfty by trusted
personnel in a secure environment. Precaytions are also
needed to ensure that the entity is not
deliberately modified so as to compromise
its operational life, for example, during maintenance or
upgrade. Some entities in the system must glso be trusted

¢) When entities do not (or feel that they may not in the
future) trust their peers or the means of communication,
non-repudiation services can be used. The non-

to function correctly if security is to be maintained. The
methods used to establish trust are outside the scope
of OSI.
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