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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the

ISO/IEC Dl[ \.tiVCD, Pdl t 2 (DCC VV VV VV.iDU.Ul ;(/Idil CLtiVCD).

[SO draws gttention to the possibility that the implementation of this document may invalve‘t

e
patent(s). I$O takes no position concerning the evidence, validity or applicability of any claiﬁn

rights in regpect thereof. As of the date of publication of this document, ISO had not;xeceived

patent(s)

ich may be required to implement this document. However, implementers are ca
this may ndt represent the latest information, which may be obtained from the patent database
www.iso.ong/patents. ISO shall not be held responsible for identifying any or all;stich patent righ

Any trade

constitute 3

For an expl
related to

Organizatig

This docum

Any feedba

name used in this document is information given for the convenience of users a
n endorsement.

hnation of the voluntary nature of standards, the meaning of ISO specific terms and

conformity assessment, as well as information about ISO's adherence to the W
n (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/for¢

use of (a)
ed patent
hotice of (a)
tioned that
available at
ts.

nd does not
pxXpressions

orld Trade
pword.html.

ent was prepared by Project Committee ISO/RE 329, Consumer incident investigation

ting of these bodies can be found at wwiw.iso.org/members.html.

guideline.

ck or questions on this document should-be directed to the user’s national standajrds body. A
complete lig
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Introduction

The objective of this document is to provide a process to any person or any organization of any size, whether
it is public, private or not-for-profit, to investigate consumer incidents in order to prevent them from
occurring in the future.

To prevent incidents from recurring, it is essential to conduct incident investigations that can lead to
effective measures.

Some manuals and guides describing the principles and methods of incident investigation already exist in
many fields (e.g. the aviation industry). Even though the fields are different, the literature have a common
investigative purpose - to analyse the causal factors leading to the incident and propose preventative

measures.

However, t}Ile development of effective incident investigation guidelines has yet to include|in

affect consu

This docun

Imers involving the use of products, services or facilities. These incidents can©ccur g

hent focuses on the investigation of consumer incidents. Thus, the-incident i

organizatiop can trust other organizations conducting investigations according tothis docume

activate da
and comple
complete sh
developed ¢

fa sharing, respecting confidentiality policy or regulation, among ©rganizations in
te data and related information on consumer incidents. This document encourages
aring of information arising from an investigation, including the final report and al
uring the investigation.

ridents that
nywhere.

lvestigation
nt. It would
cluding full
the full and
of the data
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Consumer incident investigation — Requirements and

services or

, private or

hlso includes
r storage by

guidance

1 Scope

This document provides general requirements and recommendations on the principles, procedures, and
methods fo invncfignfing incidents where there have heen in}'nrinc’ i”nnccnc’ r]nmagn to hnn]fh, fatalities
to consumgrs, damage to property or environmental damage related to the use of products;

facilities by|consumers.

NOTE1 These incidents can occur anywhere.

This docunjent is applicable to any person or any organization of any size, whether-it is publid
communitytbased.

NOTE 2  This document is not limited to incidents while products, services or facilities are in use, but

incidents th3t occur when products, services or facilities are not in use, such,as during transportation

consumers.

2 Normative references

There are np normative references in this document.

3 Terms

For the pur
ISO and IEC

— ISO Online browsing platform: available at https://www.iso.org/obp

IECEle

3.1
causal fact
condition, ¢

3.2
conflict of
situation w|

and definitions
poses of this document, the followingterms and definitions apply.

maintain terminology databases-for use in standardization at the following address

Ctropedia: available at-https://www.electropedia.org/

pr
vent, omission; deficiency or action that contributed directly to the incident

nterest
here\business, financial, family, political or personal interests can interfere with th

e impartial

)

judgment o

3.3
consumer

‘pprcnnc in r‘:n'rying outtheir duties for the incident in\lacf’ignf‘inn nrgnni7nf’inn (? 1nj

individual member of the general public purchasing or using products, services or facilities for private purpose

[SOURCE: ISO 26000:2010, 2.2, modified —"property" was deleted from the definition "facilities" has been
added to the definition.]

© IS0 2024 - All rights reserved
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consumer incident

incident

occurrence, condition or situation that resulted in, or can result in injuries, illnesses, damage to health, or
fatalities to consumers (3.3), damage to property, or an environmental damage related to use of products,

services or

facilities by consumers

Note 1 to entry: The term “accident” is used in some sectors as a synonym for incident but it is not used synonymously
in this document.

stigated, to
d factors of
cident from

3.5

consumer incident investigation

incident investigation

investigatipn

series of prjocesses to collect as much data (3.6) as possible related to the incident to be inyg
understand| the events that occurred, to analyse the factors, to identify or estimate the causesai
the incidenf, and to develop and submit recommendations (3.13) on measures to prevent the in|
recurring

3.6

data

information collected during the course of an investigation for reference orandlysis

Note 1 to enfry: Data can be in, but is not limited to, the following forms: doeiments, records, dictati

transcripts,
data, papers

Note 2 to en
incident, can|

[SOURCE: C

3.7
direct caug
last causal f

Note 1 to ent

3.8
harm
injury or da

[SOURCE: I§

3.9
human err
discrepancy

[SOURCE: II

3.10
incident in
organizatio

3.11
incident in

hospital records and coroner’s records, social media posts,

try: Data can include discovery of non-incident related data that, although not directly r
potentially pose a hazard or identify a deficiency.

SA Z1005-17:2017, 3.1]

e
actor (3.1) in the chain of causationleading to the incident

ry: There can be more than one direct cause.

mage to the health of people, or damage to property or the environment

0/IEC Guide 51/2014, 3.1]

or
' betwéen the human action taken or omitted, and that intended or required

s, interview

0
photographs, videos, materials, instruments, tools, statistical,information, analytical resjits, research

blated to the

£C62740:2015, 3.1.10]

vestigation organization
n whose purpose is to conduct consumer incident investigations (3.5)

vestigation team

people assigned by an incident investigation organization (3.10) to perform consumer incident investigations (3.5)

© IS0 2024 - All rights reserved
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reasonably foreseeable misuse
use of a product or system in a way not intended by the supplier, but which can result from readily predictable
human behaviour

[SOURCE: ISO/IEC Guide 51:2014, 3.7, modified — Notes 1 and 2 to entry have been deleted.]

3.13
recommen

dation

advice to the relevant department or organization regarding matters identified as needing to be corrected
to prevent recurrence as a result of the incident investigation

Note 1 to entry: Corrective actions to remove potential for harm (3.8) and to reduce risk (3.14) can include, but are

not limited t

0: additional product or facility redesign, instructions, warning statements, signage, service procedures,

training for {

3.14
risk
combinatio

[SOURCE: I

3.15

root cause
causal factg
investigatid

Note 1 to ent

3.16
safety
freedom frg

[SOURCE: 1§

3.17
underlying
condition, €

Note 1 to ent
help prevent

Note 2 to ent
Note 3 to ent

3.18
vulnerablé
consumer (}

ervice providers and organizational management issues.

n of the probability of occurrence of harm (3.8) and the severity of that harm

0/IEC Guide 51:2014, 3.9, modified — Note 1 to entry has been deleted.]

r (3.1) or underlying factor (3.17) with no predecessor, that is relevant for the pu
n

ry: An incident normally has more than one root cause.

m risk (3.14) which is not tolerable

O/IEC Guide 51:2014, 3.14]

factor
vent, omission, deficiency or.action that contributed indirectly to the incident

ry: Underlying factors are factors, if eliminated, that would not necessarily prevent the inci
future incidents.

ry: Underlying facters include management and organizational factors.

ry: Some doctuments apply the term “contributing factor” to this definition.

consuimer
p.3) who can be at greater risk (3.14) of harm (3.8) from products, services or facil

their demo

pose of the

Hent, but can

ities due to

rr:\phi(‘, level of ]ifprnr‘y] phyci(‘n] condition or limitations_or inability to access pr

bduct safety

(3.16) information

[SOURCE: ISO 10377:2013, 2.30, modified — “services or facilities” has been added and “age” has been
replaced by “demographic” in the definition.]

4 Principles of consumer incident investigation

4.1 General

The incident investigation process described in this document is shown in Figure 1. Each stage in the process
is discussed in detail in the subclauses of Clause 4. Figure 1 includes the relevant clause numbers at each

step to help

find the relevant information.

© IS0 2024 - All rights reserved
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Start
Select
incident(s) Cause / factor Ifnecessary Emergency
5 analysis i preventative
6.6 measures
N
Team Y Preventative | _______Y______ B
exists? r— E measures : Implementation of :
| 6.7 : emergency | By others
i [___measures ]
I
N i
I
I
I
I
: Analysis
Form team | complete?
6.3 |
I
I
I
! Y
I
|
| ct—y------—-"—-"——-=— A
Create : : | “fmplementation of 1
investigation plan | Write report /] p . |—[ By othef's
6.4 | 6.8 ! recommendations !
. : P S S 4
|
I
I
I
I
I
I Follow-up.en
Scene control ! recommendations
6.5.1.2 I 7
I
I
I
I
I
I
I
Scene | .
assessment - -+ Evaluate risk of
6.5.1.3 recurrence
Witness Risk
management tolerable?
6.5.05

Data collection
6.5.2

Initial investigation
6.5

Stop

Figure 1 — Consumer incident investigation process
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4.2 Objective

The sole objective of the investigation of an incident is the prevention of further incidents. It is not the
purpose of this activity to apportion blame or liability.

4.3 Mission

The mission of an incident investigation team is the identification of hidden risk factors, improvement of the
safety of the organization, prevention of the recurrence of incidents widely and ultimately to contribute to
the advancement of safety in society.

The mission of the incident investigation team is encapsulated in these goals:

the det
similar

to mak
bodies

to verif
Through th

In addition
increase in

NOTE S

The incident investigation team shall achieve the missioriigoals by following the evidence as fay

before com

Recommen
a) measut
similar

measut]
risk fac
in vari
even if

b)

The conclus

4.4 Incid

4.4.1 Gelreral

the anatvsisoft . 1 1 bre-irreid beri S

brmination of safety measures to prevent the recurrence or to reduce the severitylof
incidents,

e recommendations to the organization, department regulatory auth@rities, stan
hnd those involved in the incident where appropriate, and

y the results after making recommendations.
bse activities, the incident investigation can contribute to the improvement of consur

Lo investigating the cause of the incident, the mission shall ¢larify the factors contrib
damage.

be [SO/IEC Guide 51:2014, 4.1 and 4.2 for guidance on the use of the terms “safety” and “safe”

ng to any conclusions.
lations shall include at least one of the following two types:

es to prevent recurrence in a narrOw sense: measures to prevent the recurrence of
incidents based on the various factors constituting the cause of the incident;

es to prevent recurrence(in‘a broader sense: measures to eliminate organizational
tors (dangerous events such as oversights, defects and the existence of triggers for hu
pus aspects from design to maintenance and operation) that revealed during the in|
Lhey are not relatedfo the cause of the incident.

ion of the incident investigation report shall reflect the purpose of the investigation.

ent investigation organization and incident investigation team character

the same or

dardization

her safety.

uting to the

as possible

the same or

and system
man errors
vestigation,

stics

Effective incident investigation organizations and incident investigation team share certain common
characteristics. These teams shall have the minimum characteristics as described in 4.4.2 to 4.4.5.

4.4.2

Independence

The incident investigation team shall be independent.

The incident investigation team shall be able to conduct its own investigation and make its own judgments
without influence from any source whose mission is different than described in this document. To ensure
independence, the incident investigation team shall have the necessary authority to investigate the incident.

© IS0 2024 - All rights reserved
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4.4.3 Impartiality

The incident investigation organization and the incident investigation team shall maintain impartiality
during an investigation and the delivery of the investigation report.

To maintain impartiality, the incident investigation organization and team shall avoid influence by
organizations or individuals who can have a stake in the outcome of the investigation.

The actions of the incident investigation organization and the incident investigation team during the
investigation shall not raise any suspicion that such influence has occurred.

4.4.4 Expertise

The inCide At dnunctigatiosn oo cbholl ol dn ol it dbha oot d Avaaaedbion o ’onduct the
T v eSSt S atro—tCa—Starr— i traat— e ot S— Wit — et e e a— X perttrst—0—%

investigatign.
The expertise of incident investigation team members should include expertise in the following areas:
— relevant technical fields, e.g. product or service, sustainable development, econanty,
— incidenft investigation techniques and methods,

— information collection,

— data anfalysis,

— humanffactors, and

— medical.

Over-relianfe on expertise can lead to overlooking the perspectives and targets that are necesgary for the
investigatidn. To avoid these effects, the perspectives ofnon-experts, such as victims of incidents, should be
taken into donsideration during the investigation. See4.5.

4.4.5 Regources

The incidenjt investigation team shall be provided with sufficient resources to complete the invgstigation in
an effective and efficient manner.

The resour¢es can include:
— personhel,

— time,
— funding,

— technidal an@physical resources,

— access tothe incident site,

— access to witnesses identified during the initial assessment of the incident,
— access to data and records related to the incident, and

— data and records from national and international sources.

4.5 Respect for victims and victims’ families

The understanding developed through the incident investigation is not possible without the involvement
of the victims in the incident. The victim's viewpoint is particularly useful in discovering factors leading to
increased damage and in developing measures to reduce or eliminate it in future.

© IS0 2024 - All rights reserved
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The victims and the families of the victims shall therefore be given the highest level of respect and they

should be tr

eated as important parties in the incident during the investigation.

Information and explanations should be provided to the victims and their families so that they do not feel
alienated by the incident investigation team or the investigative processes used.

NOTE This subclause only addresses the respecting of the dignity of the victims, the victims’ families and their
unique insights.

5 Incidents to be investigated

The selection of incidents to be investigated shall take the following into consideration.

— Select (
wide rg

In the cpse of an incident caused by so-called “misuse” by a consumer, the scope of reasonably

misuse

servicep, etc. do not appear to present significant risk to consumers, beneficial findings can

by cong
— Any req

being ¢
method

Key

onsumer incidents in which the degree of harm 1s serious or likely to be serious,,0
nge of consumers have been or are likely to be harmed, even if the degree of harm is

(see ISO/IEC Guide 51) should be considered as broadly as possible. Even in caseS whe

ucting incident investigations to prevent the recurrence of incidents die)to “misuse’

ognized risk assessment methodology can be used to evaluate thefrisk associated wi
onsidered for investigation. These methods include all suitable quantitative or

ologies, e.g. risk matrices, risk graphs. Figure 2 is an example of‘a risk matrix.
Harm level
Fatal |Hazardous| Sevére Minor | Negligible
A B € D E
Extremely 5D SE
frequent
Relatively D4 4F
frequent
o)
=]
g Not 3D 3E
Z | frequent
g
Rare 2D 2E
Extremely 1D 1E
rare

risk level: high

risklevel: medium

- in which a
not serious.
foreseeable
e products,
be obtained

th incidents
qualitative

risk level: low

Figure 2 — Example of a risk matrix

© IS0 2024 - All rights reserved
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6 Conducting an incident investigation

6.1 Terms of reference

The incident investigation organization shall set the terms of reference before assembling an incident
investigation team.

The person designated to lead the incident investigation team shall ensure that the terms of reference are met.

The terms of reference shall include at least the following information:

— the authority to investigate incidents, i.e. who or what has granted the incident investigation team the
authority to investigate the incident(s), e.g. consumer residences, medical records or other properties;

— thesco

— astatement of independence and impartiality;

— resourg
— thebud
— time co
— alistof]

— thedes
leader;
facilita

— the per

The terms ¢

6.2 Inves
The basic fl

a) form ag

b) create ¢f an incident investigation plan,

¢) doiniti
d) conduc
e) formuld

f) prepar

be or jurisdiction of authority;

es available for investigative purposes and the authority to requisition thé-resources

get or financial constraints, if any;

stakeholders in the incident;

gnation of incident investigation team members, including at least the incident investi
incident investigation team members may include coxleaders or deputy leaders as, apy
e administration and management of the investigation;

son or entity to which the incident investigatieh team reports.

freference shall be documented and included in the investigation file.

tigation flow
pw of the recommended incident investigation shall be as follows:

| incident investigation team,

bl incident investigation and data collection,
L cause and factor analysis,
te preventive measures,

e an‘incident investigation report.

nstraints, if any, including any set term of existence for the incident investigation team;

gation team
ropriate, to

6.3 Forming an incident investigation team

6.3.1 General

An incident investigation team with the necessary expertise, impartiality and neutrality shall be formed to
collect relevant data, analyse causes and factors, and evaluate the results of the analysis.

The incident investigation team shall have the characteristics, expertise and qualifications as described in 6.3.

© IS0 2024 - All rights reserved
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6.3.2 Expertise and skills of incident investigation team members

The incident investigation team members shall, where possible, have the expertise in the following areas:

knowle
knowle
knowle

knowle

methods of information collection, analysis and trend analysis,

dge of the concept of safety aspects,
dge of risk assessment and risk management,
dge of the concept of organizational and system incidents,

dge of human factors,

cidantthat occon

ol nreadn and carvicnc walatrad 0+ n o
= cHaehttriat6€EeH

adn rrad chaonld b
TeratttTo—+trit11t eSOttt

e available,

expertj
but can

knowle]

Persons ide
investigatid
selected for

NOTE1 R
children and|

NOTEZ2 A

6.3.3 Cor

To help ens
people sele
interest.

When a pro
membershi

Where they
investigatid
investigatid
included in

The criterid
conflicts of
the incident

The fact th
incident (e.

aaonindiads Pax ) ax
PO IO v ot protateoTairta S Crv Ices

be sought outside the team, and
dge about foreseeable misuse and the vulnerability of consumer.

ntified for potential membership in the incident investigation team shall-provide {
n team leader with their credentials as part of the selection process."The credenti
the incident investigation team should be included in the investigation file.

padily predictable human behaviour includes the behaviour of all typés of human beings, e.g
persons with disabilities. For more information, see ISO 10377.

trend is emerging to discard the term “misuse” in favour of the’térm “reasonably foreseeabl

flicts of interest

ure that the incident investigation team is independent and impartial as required
cted as incident investigation team members shall declare potential and explicit

Spective team member is found to haye a conflict of interest with the investigation, t
b in the incident investigation teamshall not be accepted.

e are only few experts in the given field and they have a conflict of interest, t
n team shall obtain knewledge of the field by interviewing said experts. T
n report shall be reviewed-and commented by said experts of the field. Their commg
the incident investigation report.

for the determjnation of a conflict of interest shall be determined in advance. The|
interest shall be)set by the incident investigation organization setting the terms of r
investigationteam or by the incident investigation team leader.

bt an ideident investigation organization receives a mandate from an interested f
. the'manufacturer, a competitor) does not constitute a conflict of interest.

he incident
als of those

. the elderly,

b use”.

y 4.4.3, the
conflicts of

hat person’s

he incident
he incident
nts shall be

criteria for
bference for

arty in the

6.3.4 Do

umentation

The incident investigation team leader shall ensure that a list of incident investigation team members is

compiled. T

name,

area(s)

The list sha

he list shall include at least the following information for each member:

contact information (mobile phone number, email address),

of expertise, and

credential(s).

1l be documented and included in the investigation file.

© IS0 2024 - All rights reserved
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6.4 Creating an incident investigation plan

The incident investigation team shall prepare an incident investigation plan specific to each incident. The
plan can include, but is not limited to, identifying and managing the following elements:

t scene access;
tinvestigation team health and safety;

concurrent investigations;

data requirements;

where and how the data will be obtained and maintained;

a) inciden
b) inciden
c) jointor
d)
e)
f) datapr

The incidenjt investigation plan shall be documented and included in the investigation file.

6.5 Initi:

6.5.1 Sce

6.5.1.1 G

If the incidg
investigatid
team can b
possibility t

When an i
permission
size practic

pservation.

1l investigation and data collection
ne management

pneral

nt site is not under the control of the incident investigation organization to which
n team belongs, such as private residence, there istapossibility that the incident iy
e required to coordinate the investigation with these who have control of the site
hat scene management is unnecessary or impossible.

g

\vestigation in a private residence is foreseen, the incident investigation team
from the victim or the victim’s family andthe size of the team should be limited to
hble.

ich an investigation can involve entering a private residence and obtaining personal medical

fene control

NOTE S
6.5.1.2 Sq¢
The incide

at least the following.

a)
b)

Secure the scene and appropriately preserve all evidence.

One m¢mber of the‘incident investigation team shall be designated to control access tq
When gppropriate, an additional team member may be delegated to provide relief to the pri
controlmember.

All incidéent investigation team members who have reason to enter the scene to conduct t

scene shall be effectively controlled, as much as possible. Scene control measures g

the incident
lvestigation
. There is a

hall obtain
he smallest

information.

hall include

the scene.
mary scene

heir part of

the investlgatlon shall be permitted to enter the scene by the designated scene control member or their

delegat
d)

e.

The name and contact information, i.e. mobile phone number and email address, of each person entering

the incident scene shall be logged by the designated scene control member or their delegate when the
team members enter and exit the scene.

6.5.1.3 Scene assessment

The incident investigation team shall, if relevant, perform a scene assessment. If the initial scene assessment
was done by others, a copy of the scene assessment documentation shall be obtained, if possible, and
reviewed by the incident investigation team.
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If no scene assessment was completed, or the scene assessment documentation is not available for any
reason, this fact shall be noted in the incident investigation documentation.

If the scene assessment can be completed, it shall be documented and included in the investigation file.
The scene assessment shall at least include:

a) performing a hazard identification and risk assessment (see 6.5.1.4);

b) effectively controlling risk to ensure the safety of the incident investigation team;

c) verifying the initial incident information, and evaluating new, different or changing circumstances that
can require additional or specialized resources to respond, and, if necessary, to modify the incident
investigation plan.

6.5.1.4 S¢ene-specific risk assessment

The incidenft investigation team shall identify the hazards present at the scene and shall:assess the risk to all
aspects of the incident investigation team members’ occupational health and safety,dnicluding:

— physicdl hazards,

— chemichl hazards,

— Dbiologi¢al hazards,

— psychological hazards,
— electridal hazards,

— radiati¢n hazards, and
— fire and explosion.

Risks arisiIJg from the identified hazards shall be assessed in a documented risk assessment, and pppropriate
risk mitigafion measures shall be used to protectthe incident investigation team members (see Annex C).

6.5.1.5 Witness management and support

The incidenft investigation team shdll;where possible, manage and support witnesses by:
— ensuring that witnesses are-provided medical and psychological support as can be required
— limiting interaction between witnesses to the greatest extent possible;

— limiting witness aceess to outside news sources or other sources of information or communjcation until
they have been\interviewed to prevent tainting their recollections;

— intervi¢wihg'witnesses in a timely manner to help ensure that witness recollections of the |ncident are
fresh, spe6.5.2.

Witness interviews shall, when possible, be conducted by incident investigation team members with
expertise in interviewing techniques. The use of interview checklists can guide and support this process by
ensuring that key points are covered. Interviews should not be limited by the content of any checklists used.

6.5.2 Data collection

The incident investigation team shall collect as much data as possible, relevant to the incident factors to
objectively understand the events that have occurred.

The data collected can include:

— scene conditions,

© IS0 2024 - All rights reserved
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temporal conditions, e.g. time of day, year, season,

pollutants,

photos

physical materials (products, equipment, tools, objects showing damage, etc.),
interview records,

documents and records related to the incident,

and video recordings,

statistical information, analysis data, research data, papers, etc.,

environmental conditions, e.g. temperature, humidity, barometric pressure, weather conditions, altitude,

type an

inform

probab

facilitig

documg
service

documyg
facility

NOTE1 P

All evidencg
be required

NOTE2 S
with witness

behavigur in incident, including protective behaviour,

incidenft history involving the product, service or facility in question, and similar products

examiniing the validity. and accuracy of the data;

d vulnerability of consumer (intended or unintended user),

hition about foreseeable use or misuse from stakeholders,

lity of exposure,

S

)

entation or test reports showing compliance to International Standards specific to t
or facility in question, and

entation of the risk assessment done by the organization responsible for that produc

brishable or changeable evidence can require documentation and immediate preservation.

e collected should be logged at the scene.dnd maintained in safe custody for such a p
for the purpose of the investigation.

nce people's memories change overtime due to news reports, conversations with others, et
es can require documentation as early as possible.

a validation

e validated. Data validation shall, where possible, include at least the following:

Data can 'be validated by finding corroborating information or by examining conflicting

ring 'and documenting any assumptions and constraints related to the data;

, service or

he product,

[, service or

briod as can

., interviews

data, where

6.5.3 Dat
Data shall b
a)
NOTE 1
It exists
b) identify
NOTE 2
9]

the gap

Assumptions can include the degree of confidence in the accuracy of the data.

S.

6.5.4 Experiments

addressing any gaps or deficiencies in the data and, where possible, obtaining additional data to close

It is recommended that experiments in relevant fields be conducted if they are deemed necessary or useful
for cause and factor analysis.

The experiments conducted shall be documented in a report and shall contain as much detail as possible,
including hypotheses, experimental method(s), experimental results and experimental data summary.
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No additional harm should be caused by these experiments.
6.6 Cause and factor analysis

6.6.1 Perspectives on cause and factor analysis

An incident investigation can be described as an ex post facto risk assessment. The purpose of cause and
factor analysis is to identify causes and factors that should be eliminated from various aspects. The causes
and factors to be eliminated correspond to hazards (including hazardous situations and events) with risk
that is not tolerable in risk assessment. See [SO/IEC Guide 51:2014, Figure 2.

Incident cause and factor analysis shall include all matters leading to the prevention of an incident. Therefore,
it is essenti; inci i nd analyse
the complek factors, rather than just identifying the direct cause of the incident, such ash@iman error,
machine defects or malfunctions. In other words, it is crucial to extract not only the direct lealise but also
the causal factors, underlying factors and root causes. In this context, the analysis includes the|events that
occurred, hhiman factors, organizational culture and rules, and industry practices, standards and regulatory
requirements.

All possible led that no

conclusion

causes and factors shall be considered without preconceptions. \Ilt/is recommen
thall be drawn until all the information has been analysed.

In the case
responses |
the actual c

f product incidents and incidents involving the use of facilities, in which consumer de¢cisions and
ased on those decisions often intervene before an incident.occurs, it is important to junderstand
pnditions of use by consumers as they are, and to conductanalysis based on that understanding.

hnt to analyse not only the cause and the factors associated with the occurrence of the incident,

factors that led to the increased damage.

[t is import
but also the

Even in the most seemingly straightforward incidents, s¢ldom, if ever, is there only a single cause.

e, an investigation that concludes that amjincident was due to persons’ carelessness, aind goes no

failed to seek answers to several important questions such as:

For exampl
further, has

Was th

e person’s attention distracted? If so, why?

|

Were the safety procedures being fellowed? If not, why?

Were the safety devices in order? If not, why?

Wasth

consuni

Humans ter
related que

Inthec

product or device designed to take into account human factors, the challenges faced by
ers and the foreseeable use?

q

hse of serviceproviders and maintenance workers, were the workers properly trained?

1d to make’errors even when they are paying attention. An investigation that answet
stions’will, in most cases, reveal conditions whose correction will be easier and mo

y vulnerable

If not, why?

s these and
re effective,

etter'solutions than simply attempting to prevent “carelessness.”

providing b

An example of investigative failure is the conclusion that an incident was due to faulty equipment (e.g. a
malfunctioning elevator), but the incident investigation team members fail to look further for underlying
factors such as:

— Why was the fault not spotted during routine maintenance inspections?
— Were there any earlier symptoms of the fault?
— Were the symptoms of the fault reported? If so, why was the fault not corrected immediately?

These and any other relevant avenues shall be explored to ensure that the conclusions identify all causes
and factors.
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Similarly, in the case of an amusement park ride incident, an investigation will fail if the conclusion is simply
that the incident was caused by operating the ride during adverse weather conditions. Avenues that should
have been explored include:

— Why was management allowed to continue in such adversity?

— Why were no special supervision, equipment or other measures introduced to remove the risk to

managi

NOTE
accessibility

ng in such adversity?

in standards.

6.6.2 Cause and factor analysis techniques

The data collected in 6.5.2 and 6.5.4, shall be analysed, taking into account the perspectives in'6

a)

b)
the an

Identify
method
tree an

NOTE
prevent

departnpent to implement the measures without waiting fot’the final report to be formulated

prevent
of facilit

d) Identify
the und

singly ¢

Root ¢
factors

a methgd for clarifying root causes by combining the above-mentioned VTA analysis, Why-w

and M-

Examples o

of the business:

busined
interme

technid

Summadrize the incident events and the overall events related to the incident, and organize
the evepts.

ysis, not only one factor analysis model (see Annexes A and B).

s of factor analysis that can be used to find the direct causes and causal factors is t}
hlysis (VTA), see Clause A.2.

Once the direct causes and direct factors are analysed,if it is necessary to implemen
ve measures to deal with them, a recommendation ¢éan be made to the relevant org

ve measures can include product recalls, suspensionof equipment used in services and susp
ies. The investigation process is then continued.

F or estimate the underlying factors. Examples of factor analysis methods that can be
erlying factors are Why-why analysis‘and M-SHEL analysis. The analysis methods
r sequentially (see Clauses A.3 and A.4).

and organizational factors in\turn. An example of the root cause analysis method is J-

bHEL analysis (see Clause/B.2).

[ organizational factors are listed below; their presence or absence depends on the ty

s management factors;
pdiate management factors;

bl factors;

See ISO/IEC Guide 51 for safety aspects, and ISO/IEC Guide 50 and ISO/IEC Guide 71 for addressing

6.1.

the order of

Select the methodology to be applied for the factor analysis; it is recommendedto use severall models for

y or estimate the direct causes or causal factors of the incident that shall be eliminated. One of the

e variation

t emergency
Anization or
Emergency
ension of use

used to find
ran be used

uses should be identified or estimated by expanding the perspective to include mpanagement

RCA. This is
rhy analysis

be and scale

climate

— statuto

and psychosocial factors;

external environmental factors;

individual and group factors;

ry, regulatory and market surveillance factors.

There can be more than one organization for which organizational factors are examined.
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reduction measures to prevent recurrence

Recommendations on preventive measures are made to encourage the organization to receive the
recommendation to implement the risk reduction process in the risk assessment and risk reduction process
flow. See ISO/IEC Guide 51:2014, Figure 2.

For each cause or factor identified in the analysis that needs to be eliminated, measures to reduce the risk
shall be formulated, summarized and recommended, taking into account effectiveness, certainty, economy
and permanence.

The risk reduction measures included in the recommendation should not be too concrete, since it is the
organization receiving the recommendation that actually repeats the risk reduction process until that risk
becomes tolerable.

The recomn
the recomn]
products, nj

Recommen
appropriatg

NOTE1 R
inadequacies

management.

NOTE 2
recommendd

6.8 Incid

endation shall apply the three-step method of ISO/IEC Guide 51 when they relate to t
achinery, facilities, etc.

lations for risk reduction shall be referred to the authority having jurisdiction
body.

, defects, triggers for human error and others at each stage from design to maintenance, o

I} some cases, such as for small organizations, the investigation“entity and the entity imple

tions can be the same.

ent investigation report

6.8.1 General

An incident]

The report
preventing
the victims

The report

convey
investig

identify
demon;

providg

investigation shall be documented in a‘teport.

of the incident and the organization responsible for implementing the recommendat

chall:

rated;

[ the types ‘ef*methods and models used in the analysis, explain the analysis p
trate their'adequacy;

condlusions about causes and factors;

when there is insufficient scientific data on technical or other issues, point out the inadequac

and indicate the scientific research agenda that is expected to be undertaken.

6.8.2 Structure of the incident investigation report

The inciden

a)

b) factual

tinvestigation report shall include at least the following information, as applicable:

a synopsis of the investigation;

data including

1) adescription of the incident including date, time, location and preceding events,

2) the

incident investigation team member list and their credentials,

© IS0 2024 - All rights reserved
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isk factors that are revealed in the process of analysis, can include, but.are not limited tg

shall be compiled so that the purpose of the investigation, its contents, and recommel
recurrence are clearly and comprehensibly communicated to the incident stakeholder

the purpose of the-investigation and the significance of the selection of the ing

hendation shall state that the risk reduction measures implemented by the organizatiJ)n receiving

he design of

or another

: oversights,
peration and

menting the

hdations for
s, including
ons.

ident to be

rocess, and

y of the data
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d)

f)
g)
h)

The investi

7

The incide

or governm
implemente
to preventing recurrence and improving safety.

It is recom
Figure 1).

ISO 5665:2024(en)

3) supporting documentation and records, where they can be found and if applicable,

4) either diagrams or photographs, or both,

5) ass

umptions and constraints, and

6) alistof all the evidence excluded from the investigation with rationale for the exclusion;

experimental description and results including

1) hypothesis,

2) experimental method,

3) exp

crimentalresulis and

4) exy

an anallysis including

1) ad
2) dir

3) undlerlying factors, and

4) rodg
results
1) cor
2) fac
recomi]
recomi]

an anng

Follov

Yo

erimental data summary;

pscription of the analysis process utilized,

pct causes, causal factors,

t causes;

of and conclusions drawn from the investigation, in¢luding

clusions about the factors of the incident, and

fors that need to be corrected (factors to be gliminated);

hendations on preventative measures;

hendations for corrective actions for each factor that needs to be corrected (removal
bx containing the evidence log for-all evidence used in the investigation.

pation report shall be incladed in the investigation file.

y-up on recommendations

of factors);

investigatioriteam shall make sure that there is an entity in place (e.g. a dedicated organization

ntal authorities) to confirm whether the recommendations for preventing recurrend
d, risks hiaye been sufficiently reduced and the recommendations have sufficiently

e have been
contributed

mended to iterate until the risk of an incident occurring can be judged to be to

erable (see
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Annex A
(informative)

Factor analysis methods

A.1 General

A wide variety of factor analysis methods are available. Most of those can be categorized as follows:

Factor
format

it with

Examp

manags

change

to the i

thus ar

Examp
system

This annex
expertise a
incident, it
and derive 1

In addition,
the root cay
method, Jay
above threg

A.2 Vari

Process

Classification type: This is a method of identifying direct causes underlying facters

hnother method for detailed analysis.

es of the factor classification type: software, hardware, environmentand liveware (S
bment-SHEL (M-SHEL) model and cognitive reliability and error analysis method (CR

Fiving at effective measures.
htic approach to error reduction (Safer) and 5 whys or Why-why analysis.

hd are relatively easy to apply. By using these three methods in this order to anal

multiple preventive measures.

se, including organizational factors, is required, it is recommended to use the root ca

methods in its process:

ation tree analysis

A.2.1 Ovérview

VTA is an 4
factors that
follows the

eventually lead to an incident or serious event. Events are shown in a tree-like d

It is suitable for relatively simple or small-scale incidents where the factors,can‘be
independently of each other. In the case of complex or large-scale incidents, it is recommeénded

-related type (tier type): This type focuses on the process thableads to the inciden
5 in the relationships among factors, to aid in the assessment@f the full scope of the ev
cident. Itis useful in uncovering important factors in delving further into the underly

es of process-related types (tier type): fault tree amalysis (FTA), variation tree ana

s possible to find out not only direct causes an/or causal factors but also the underly

an institute of human factors-root cause analysis (J-RCA) (see Annex B). The J-RCA a

nalytical method based on the idea that unusual behaviours or conditions that oc

chronological course of time, and the overall process is visually understood and an

in a certain
considered
to combine

HEL) model,
EAM).

t and to the
ents related
ring factors,

lysis (VTA),

describes VTA, Why-why analysis and M{SHEL model, which do not require a hiigh level of

yse a single
ring factors,

in the case of a relatively large or’complex incident, when a retrospective analysis tp determine

1se analysis
[so uses the

cur are the
agram that
alysed. It is

highly effective in understanding how factors interact with each other in a complex manner as time passes
and in identifying the direct cause and/or causal factors.

However, it is difficult to develop countermeasures regarding complex events with VTA alone. It is to be
combined with Why-why analysis (see Clause A.3) and M-SHEL analysis (see Clause A.4) as needed to further

investigate

the factors and arrive at effective countermeasures.
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A.2.2 Structure of the VTA diagram

A.2.2.1 General

Based on the information gathered, the events that took place over time are written inside rectangles as
nodes. The nodes are then positioned in chronological order and connected with arrows based on their
relationships in order to create a VTA diagram.

o |

Ao Onperation
ACLIUTT > ..
condition 2
T 3
Action " Change in
1 condition
Action —> Operz?lt.lon
condition

1

Action > Action

i

Action

<Prerequisite> (shown-in itemized form)

<Explanation>

1  (Provid¢ the corresponding supplemental‘explanation.)

2 (Provid¢ the corresponding supplemental explanation.)

SOURCE: Human Factors - Creating a SdfejSociety, Japan, reproduced with the permission of the authors.

Figure A.1 — Basic VTA diagram

A.2.2.2 Vertical and horizontal axes

A.2.2.2.1 [temsion the horizontal axis

Factors suchias Tetevant entities, faciities, equipment or environment and other tactors Telated to the
incident to be analysed are placed along the axis. (The selection of pertinent factors should refer to the
M-SHEL model explained in M-SHEL analysis for effectiveness, see Clause A.4.)

A.2.2.2.2 Items on the vertical axis

This is the time axis, in which passage of time is shown to start from the bottom upwards. If possible, enter
the date or time (hour/minute/second, etc.).
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A.2.2.3 Nodes

Events and conditions related to the incident, such as the behaviour of a relevant entity, condition or change
in relevant facility or condition or change in the environment are entered individually inside rectangular

frames calle

Text entered in each node should be as simple and objective as possible, to avoid the pursuit of liability of

d nodes.

ISO 5665:2024(en)

each individual entity. The text is written in present tense or as a concise set of words.

The types of nodes and how they are drawn are shown in Table A.1.

Table A.1 — Types of nodes

Tyne ofnode
J B il

Eigcure
£

related ton

Normal nodg (rectangle in thin line): Event or condition

rmal conditions

Deviation n

de (rectangle in bold line): Event or
condition thfat deviates from normal conditions

Elimination
the node): E
linked to thg

are cases in
elimination

eling
dev

eling

node (marked with a circle at the top right of
vent or condition that is likely to be directly
incident. Generally, a number of deviation
nodes are clpssified as elimination nodes. However, there
which a normal node can become an

node:

ination node that is in the state of
ation (deviation node marked with a circle).

ination node that is in normal condition
(nomal node marked with a circle).

Assumption

assumption

node (cell with a question mark (?) placed
at left side of the node): When the event/condition is}an

A224 N

Nodes are donnected with arrows in-order to identify the causal relationships among nodes.

bde connections

The types df nodes connections.and how they are drawn are shown in Table A.2.

Table A.2 — Types of node connections

Type-ofnode connection

Figure

are connect

If there is difection between events or conditions, they
pdwith a unidirectional arrow.

If events or conditions are interrelated, they are
connected with a bidirectional arrow.

If a problem is found in communication between nodes, a
diagonal line is placed on the connecting arrow.

Break (broken line). A broken line is placed

perpendicular to the arrow of the node connection that
would have prevented aggravation of the incident if the
causal relationship or chain of events had been broken.
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A.2.2.5 Explanation

The description in each node should be as concise as possible. If the description is inadequate, a
supplementary explanation marked with a number is added below the entire diagram (see Figure A.1).

A.2.2.6 Precondition

Matters shared by all of the items on the horizontal axis are entered below the said axis (see Figure A.1).

A.2.3 Process

The following steps make up the process.

The elimination node in €) and the break inf).are direct causes.

he nodes are then positioned in chronological order and connected with arrows\ba
ships.

e event is written concisely and objectively inside a node. If the description is in|

umption note” may be used in unavoidable cases, such as the absence-of objective evi
ition node” (an event or state that deviates from the norm) is identified and indicated by §

nt or condition believed to be linked to the incident is designated an elimination

with a circle at the top right. An elimination node is"a node highly likely to havg
bl event if eliminated. Generally, a number of deviatioh'nodes are likely to become
put there are cases in which a normal node can become an elimination node. This i
t conduct regarded as normal can trigger an incident, depending on the conditions at

t (broken line) is placed at the point where the incident would not have occurred if
had not occurred from one node to the next,'or between factors.

mple

a) Based
nodes.
relatio

b) Only o
suppler

¢) An“ass

d) A“devi

e) An eve
marked
a critic
nodes,
fact thg

f) A breal
events

g)

A.2.4 Exa

A scenario

Onac
broke d

The req

inthe s

partso

When {]

]

The repair requived the replacement of parts. However, the repair crew did not have any j

fan incident example is as-follows (see Figure A.2).
d day in the middle pf winter, the gas water heater in the home of an elderly person
own. The person asked for it to be repaired.

hfety devices

\ hand:-The person inquired with the company and found there was no inventory of the

hentary explanation marked with a number is added at the right of the entire diagrain.

pctangles as
sed on their

adequate, a

dence.
bold frame.

node and is
b prevented
elimination
5 due to the
that time.

the chain of

living alone

air crew examined the water heater and found that the gas would not ignite due to a malfunction

eplacement
parts there.

without hot

oldthat it would be replaced at a later date, the elderly person pleaded, “I can't live

water in this season, please fix it somehow.”

safety device, which allowed the gas to ignite and hot water to flow as a stopgap measure.

That evening, the elderly person died from an incident caused by incomplete combustion.

The background information is as follows (see Figure A.2).

— Ahigh frequency of safety device failure was reported for the particular model.

The repair crew felt sorry for the elderly person and made an unauthorized modification by disabling the

— The model was designed in a way that it was easy to make dangerous modifications to disable the safety
devices.

© IS0 2024 - All rights reserved
20


https://standardsiso.com/api/?name=7534fe77bdd1536c9abf58ceb14ab759

ISO 5665:2024(en)

Explanation
1  High fre
2  Themo

A.3 Why

night incomplete
combustion
incident
horized stopgap measure O
u“;_‘;_t Orize (unauthorized
evening modification on modification)
the safety device
A 2 T
Begged for .
tegrrr%poral + unable to repair ‘_:_ no parts in
repairs ! stock
A 1
I
malfanction in | go for on-site repair |
noon the safety device T
7 acceptance of [+ dispatch order
dispatch order t
d for accepting a
breakdown requeste
) repair request
morning

A.3.1 Ovérview

While VTA
causes, Whj
the step-by]
caused the
will result i

A3.2 Str

In Why-why

gas water elderly
heater person repair crew repair company

-why analysis

precondition: on a cold day in the middle of winter

quency of safety device failure was reported for the partigular model.
lel was designed in a way that it was easy to make dahgerous modifications to disable the safe

Figure A.2 — VTA diagram for the incident example

(see Clause A.2) is very.effective in understanding events as objective facts and fiy
-why analysis aim§toreach the ultimate factor that cannot be considered anymore }
step pursuit of*why” and “why not” for the underlying factors that are conside
event. [f there'aye a number of underlying factors in an event, one should ask why e
h a number-of ultimate factors and require countermeasures.

1icturéand process of the Why-why analysis diagram

r analysis, as shown in Figure A.3, the first question to be asked about an incident is “v

y devices.

1ding direct
y repeating
red to have
ach of them

vhy (No. 1),”

and the underlying factor to It Is determined. Then, 1T It I1s not the final one considered, further underlying
factor for it is found sequentially.

This is repeated a number of times to arrive at the ultimate factor. Depending on the complexity of the
incident, it is desirable to limit the “why” to about five times:

— items on the vertical axis: the cause and effect are placed in a time series.

— items on the horizontal axis: if a single “why” uncovers multiple underlying factors, they are placed in the
vertical direction.
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NOTE B

environment, and liveware (person), i

Additionall
answers in
explanation

A.3.3 Example

The example in A.2.4 adapted to a diagram of Why-why analysis is shown inyFigure A.4.
Why 3

-
difficulty in saying no
to the client (lack pf. client is elderly
communication)

L

no stockat the

ISO 5665:2024(en)

Step 1 Step 2 Step 3 Step 4 Step 5
Why? Why? Why? Why?
Why?

Why 1

modification

A.4 M-SHEDL analysis

unauthorized

>

=>|

Why 2

tis possible to analyse wit

Figure A.3 — Basic form of the Why-why analysis diagram

, hardware,

hout missing any important aspects.

, the validity of Why-why analysis can be confirmed by checking the flow)of qupstions and
the opposite direction (from right to left) with the word “because”,.‘confirmi
is logical and acceptable.

hg that the

Why 4

Why 5

wishing to meet
the client's needs

e N s

. J -

not carrying
replacement
parts for safety
equipment

—

company

—

Vs

safety devices
.

easily modified in a

products that/can be ‘1
dangerous way to disable

Left without
modification by t1e
manufacturer

high frequency of
safety device failure

Omission of prior
arrangements b7 the
repair company

insufficient
supply of parts

Design failure

previous
experience with
unauthorized

modifications

should be okay
for a few days

e

tendency to
disregard safety

Figure A.4 — Why-why analysis diagram for the incident example

A.4.1 Overview

M-SHEL analysis is effective in examining incidents with human involvement. This analysis method employs
a model in which the element of management (M) is added to the widely known SHEL method.

NOTE

A.4.2

Structure of the M-SHEL model

The M-SHEL analysis process includes countermeasure planning.

In this analysis, the person (liveware) concerned in the incident (L) is positioned at the centre. The study is
conducted by looking into what software (S) and hardware (H) were used at the time, what the environment
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(E) was and how persons (L) other than the person concerned were involved, as well as how management

(M) related

SOURCE: Huan Factors - Creating a Safe Society, Japan, reproduced with the permission of the authors!

The elemen
M: basi

S:regu

E: weat
Central

Bottom

S,H, Eand]I
time. If the
is demonsti

On the othe
situation w

M is shown
elements.

A.4.3 Pra

A4.3.1 Aj

M-SHEL an

H: machinery, products, tools, facilities, etc.;

to the incident was conducted (see Figure A.5).

Figure A.5 — M-SHEL model

ks in the model indicate the following:
C concepts regarding safety, safety control system, organizatjonal structure, etc.;

ations, policy, procedures, practice, information, etc.;

her, temperature, humidity, noise, lighting, space{Wwide or narrow, near or far), etc.;
L: person concerned or directly involved in the incident;
L: person related to the person at the centre.

are framed by wavy lines. The lines signify that the characteristics of each element
elements are in contact with each gther without any gap, it expresses visually that L 3
ating the best possible performance.

r hand, if there is some kind of incompatibility between the elements, it can be con
nere there is a gap in the.cdontact surface, and this situation can easily cause human e

as a satellite unlike other elements to suggest that it is closely connected to all

cess

nalysis

thange over
t the centre

bidered as a
[TOr.

f the other

idering the

relationship with the surrounding factors involved. When conducting the analysis, it is usually presented in

a tabular fo

rmat and the contents are filled in as appropriate.

— In M-SHEL analysis, L-S shows the relationship between the person and software (regulations, standards,
etc.), L-H that between the person and hardware (facilities, products, tools, etc.) and L-E the relationship
between the person and the environment (the surroundings at the time of the incident, customs and
practices, etc.). Tables in a general format that are created when performing M-SHEL analysis are shown
in Table A.3 and Table A.4.

VTA by itself, or VTA and Why-why analysis in succession, makes it easier to fill in the M-SHEL table. In

such a case, enter the elimination node or break of the VTA or the “last why” of the Why-why analysis in
the cause and factor row of the table. Since the number of causes and factors is not necessarily one for
each item, list the possible causes and factors based on each perspective in M-SHEL.
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description should be based solely on facts to help prevent recurrence.

Table A.3 — Table of basic information to be created as needed

In particular, for the “L” column, be careful not to use expressions that seek blame or liability. The

Actions and/or conditions

Analysis target

(Fill in actions and/or conditions)

(Fill in the actions of the person involved and the condition of the objects that

can be related to the occurrence of the incident.)

Table A.4 — M-SHEL analysis

M-SHEL M S (L-S) H (L-H) E (L-E) L (L-L) L
(Fillin cansesand
(Fill in causes (FIIbIN causes and (Fill in causes and (Fillin causes factors in the (Eilllin causes and
. factors in the . o - ; )
nd factors in . factors in the facility, and factors in relationship factois of the person
Causes hb regulations, . h h . b h dth
and the management | 50" V| equipment, etc,, that | the environment etween the person conpcerned that
thht contributed o contributed to that contributed concerned and the coptributed to
factors . contributed to . . .
to pctions and/or . actions and/or to actions and/or related person that acfions and/or
o actions and/or s o . p o
ronditions.) - conditions.) conditions.) contributed te aCtions cpnditions.)
conditions.) n
and/or conditions.)
Counter- (Fillin (Fill in (Fill in (Fill in (Fill in (Fill in
measure | coyntermeasure.) | countermeasure.) countermeasure.) | countermeasure.) countermeasure.) couljtermeasure.)
A.4.3.2 CIuntermeasures
In the “Countermeasures” column, describe the measures to be taketyto solve the problems desdribed in the
“Causes an( factors” column. Although countermeasures are basically developed to address each cause and
factor, they|do not necessarily fall into the “causes and factors” row. In some cases, whether it isja hardware
or people problem, countermeasures are put under the “M” colémn. In some cases, the countermpasures can
address a rxllmber of causes and factors at the same time..Depending on the situation, it is also|effective to
divide the npeasures into short-term, medium-term and long-term, and create an action plan for epch of them.
A.4.4 Example
See Table A|5 for the example in A.2.4 adapted:te a table of M-SHEL.
Table A.5 — Example of a M-SHEL analysis table for the incident
M-SHEL M S(1+S) H (L-H) E (L-E) L (L-L) L
—+ The manufacturer did e The product was — Itwasacold
. designed in a way that . .
Causes |nofrevamp the safety devite. . . winter night and hot He made
- . safety devices can be easily Lack of .
and (design failure) — . water was needed. U unauthorized
i - bypassed and disabled. communication. P
factors | — The repair company/did . — Atendency to modifications.
— Frequent failures of .
not arrange for theparts. . disregard safety.
safety devices.
— The manufacturer
improves the design of safety Careful C li
Counter- devices. The manufacturer changes arefu omptance
measure Th i - the design of the product - explanation of with
[ € r_epalr company g p ’ risks. procedures.
trains their employees on
ethics.
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Annex B
(informative)

Root cause analysis method

B.1 General

Root cause analysis (RCA) does not refer to a specific analysis method. RCA is a general term for a method

of finding the ultimate cause {root cause) and formulating countermeasures by combining multiple methods

of factor anplysis and including the analysis of organizational factors at the end of the process
for underlyjng factors. While there are a variety of methods, Japan institute of human factorg
RCA), which is relatively easy to analyse, will be presented in this annex.

analysis (J-

f searching
root cause

B.2 Japap institute of human factors root cause analysis

B.2.1 Oveérview

J-RCA is a ¢
prevent the
analysis an
analysis an

B.2.2 Str

B.2.2.1 G¢

J-RCA consi
immediatel
action. The

l countermeasures. The J-RCA process includes the evaluation of countermeasures.

1cture of J-RCA

bneral

basic form is shown in Figure B.1 and a detailed form is shown in Figure B.2.

N\
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In|

-

invesf

PN

ombination of VTA, Why-why analysis and M-SHEL analysis described in Annex A. It aims to
recurrence of incidents by developing emergency countérmeasures, direct cause or cpusal factor
1 countermeasures, underlying factor analysis and countermeasures, and organizatfional factor

sts of the following eight steps divided into four phases, starting with informatiop gathering
y after the incident, analysis and ;development of countermeasures and ending with follow-up

Phasg 4

(Organizational factors)| [ (Follow-up)

Formulating of
countermeasures
against

Formulating of
countermeasures
against

Formulating of
countermeasures
against direct

Analyzing and
extracting of
direct causes

Analyzing and
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underlying
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ig
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- On-site
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- interview
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’ underlying .‘
fack
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Why-wh Why-wh
assemblin VTA s Wiy (arranged for Assessment from
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events on a
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countermeasure

investigation
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results)

perspective) perspective) factors

Assessnjent/
improvenent
after acfion
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SOURCE: Human Factors - Creating a Safe Society, Japan (with some modifications), reproduced with the

permission

of the authors.

Figure B.1 — Basic form of a J-RCA
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J-RCA (JIHF-Root Cause Analysis) Rev.13
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SOURCE: Himan Factors - Creating a Safe S¢ciety, Japan (with some modifications), reproduced ith the

permission

of the authors.

Figure B.2 — Detailed form of a J]-RCA

B.2.2.2 Phase 1: What happened

Analyse di
recommend

B.2.2.3 Pﬁlase 2: Why it happened

Fect cause§ or causal factors, formulate emergency or short-term countermes:
implementation of countermeasures to relevant departments or organizations as ne

isures, and
cessary.

For the direct causes or causal factors identified in the first phase, analyse the underlying factors, each of
them by adding a “management” perspective, formulate medium-term countermeasures, and recommend
implementation of the countermeasures to the relevant departments or organizations.

B.2.2.4 Phase 3: Why it was unpreventable

Analyse the organizational factors involved in the incident, identify the root causes, formulate long-term
preventive measures throughout the organization related to the incident, and recommend implementation
of the measures to the relevant departments or organizations.
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