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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and

expre
the V
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ssions related to conformity assessment,cas well as information about ISO's 3
Vorld Trade Organization (WTO) principles in the Technical Barriers to Tradg
iso.org/iso/foreword.html.
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locument was prepared by Technical’'Committee ISO/TC 215, Health informatics.
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ete listing of these bodies-ecan be found at www.iso.org/members.html.

dherence to
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Introduction

The public health emergency preparedness and response operations are the critical component of
the Global Health Security as well as the national multi-jurisdictional and multi-sectoral emergency
response. All these operations rely on a unity of command approach, which FEMA defines as principles
clarifying the reporting relationships and eliminating the confusion caused by multiple, conflicting
directives. Another critical component of emergency response operations is implementing disaster
management interoperability that supports the unity of command through equipping all responders
with a clear understanding of their own responsibilities and functional interdependencies with other

responders. From an information management perspective, it is lmportant to note that the disaster
managemen* mtaronarahilityy e cnconc 1nclinnda davalanimann fof compmnnicn fion channalc that o1 w to

TTIECTOP ooty prottosts Herdae Y OO pTIII T c O CoT o co cr o Crro e oo o ot

share information via voice, data signals and electronic data developed on standardized terthinology
and vocabulgry.

This documégnt has been developed in response to the worldwide demand for strengthening PH EPR
information |systems, ensuring better preparedness at national and international|levels, emgrging
pathogens, [ncluding COVID-19, chemical and nuclear accidents, environmental disaster§ and
introduction|of the threat of criminal acts and bioterrorism.

The document has been developed based on concepts and methodology deseribed in:

— 2015 WHO Framework for a Public Health Emergency Operations)Centre and supporting| WHO
Handbogks A and C[33];

— ISO/IEC p5012[34];
— IS0 304(1[35];

— IS0 13034(3¢];

— 1S0 223(Q0[37];

— 1S0 223740[2;

— IS0 108738l
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Health informatics — Interoperability of public health
emergency preparedness and response information
systems

1 S

cope

This

the E
sema
syste

The 1
regul

PR information systems domain. It also includes an informative framework for map
htic interoperability standards for emergency preparedness and response to PH-EPR
ms.

rimary target audience for this document is policy makers (governmental or org
htors, project planners and management of PH EPR information syStems, PH EPR ¢

and ipformaticians. The contents is also of interest to other stakeholdersSuch as incident 1

educs

2 N
Therg

3 1

3.1
For th

[SOa

q

—

3.11

tors, standards developers and academia.

ormative references

are no normative references in this document.

erms, definitions and abbreviated terms

Terms and definitions

e purposes of this document, the following terms and definitions apply.

$0 Online browsing platform: available at https://www.iso.org/obp

C Electropedia: available at https://www.electropedia.org/

all-hazards approach

integ
that 3
emer

Note 1

re critical/to preparedness for a full spectrum of emergencies or disasters, inclu
rencies;and a man-made emergency (or both) or natural disaster

Hocument provides business rules for PH EPR information systems. It includes a,description of

ping existing
information

anizational),
lata analysts
nanagers, PH

nd IEC maintain terminology«databases for use in standardization at the following addresses:

rated approach to emergency preparedness planning that focuses on capacities and capabilities

ling internal

technological,

taéntry: The all-hazard approach acknowledges that, while hazards vary in source (natural,

societal), they often challenge health systems in similar ways. Risk reduction, emergency preparedness, response
actions and community recovery activities are usually implemented along the same model, regardless of the

cause.

3.1.2

case definition
<public health preparedness and surveillance> set of standard criteria for classifying whether a person

has a

particular disease, syndrome, or other health condition

Note 1 to entry: Use of an agreed-upon standard case definition ensures that every case is equivalent, regardless
of when or where it occurred, or who identified it. Furthermore, the number of cases or rate of disease identified

in one

time or place can be compared with the number or rate from another time or place.

© IS0 2023 - All rights reserved
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3.1.3
code set
<data> collections of codes or identifiers that are used to represent specific values within a value set

Note 1 to entry: These codes are often standardized and internationally recognized, such as ICD-10 codes for
diseases or SNOMED CT codes for clinical terms.

3.1.4

common operating picture

cop

unified and shared understanding of a situation or scenario, that involves gathering and integrating
data, information, and intelligence from various sources and presenting it in a comprehensive and

accessible manner

Note 1 to entyy: The COP aims to provide all stakeholders with a real-time, accurate, and synchroenized viiew of
the operationpl environment, enabling effective decision-making, coordination, and communicdtion amohg the
involved parties.

3.1.5

concept

<public health emergency preparedness and response data vocabulary > set.of terms or concepts that
have been agreed upon and adopted by a broader community or standard-setting organization |n the
context of pyblic health emergency preparedness and response

Note 1 to entfy: Public health emergency preparedness and response concepts are codified within the [public
health emergg¢ncy preparedness and response data vocabulary (3.1.26)>They designed in a way to ensuye that
data is collected and reported in a standardized and consistent mariner, enabling effective communicati¢n and
decision-making during emergency response.

3.1.6

critical information requirement

CIR

high-priority subset of EEIs (3.1.11) that triggersimmediate or mandatory action

Note 1 to entrjy: These are elements of information’specifically requested by incident leaders. These items|are of

such importaice thatleaders are notified immediately when the Planning Section receives updates on a CIR item.

3.1.7

data governance

process of 0y
in an enterpy
and measure

Note 1 to entr]

3.1.8

erall management ‘efithe availability, usability, integrity, and security of the data emp
ise assuring thatthe decision-making process prioritizes investments, allocates reso
s results

y: Data geVernance is a component of the information governance (3.1.13).

disaster ma
ability of syz

loyed
irces,

agement interoperability

and/or services to and from other systems, personnel, and equlpment between both public and private
agencies, departments, and other organizations, in a manner enabling them to operate effectively
together

Note 1 to entry: It allows emergency management/response personnel and their affiliated organizations to
communicate within and across agencies and jurisdictions via voice, data, or video-on-demand, in real time,
when needed, and when authorized.

3.19
domain
<information system> logical grouping of data pertaining to a common purpose, object, or concept

Note 1 to entry: The domain defines the context, requirements, and objectives that shape the design, functionality,
and capabilities of the information system.

© IS0 2023 - All rights reserved
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3.1.10

emergency operations centre

EOC

physical location at which the coordination of information and resources to support incident
management (on-scene operations) activities normally takes place

Note 1 to entry: An EOC can be a temporary facility or located in a more central or permanently established
facility, perhaps at a higher level of organization within a jurisdiction.

Note 2 to entry: EOCs can be organized by major functional disciplines (e.g., fire, law enforcement, medical
services), by jurisdiction (e.g., Federal, State, regional, tribal, city, county), or by some combination thereof.

3.1.1
essenjtial elements of information
EEIs
<emefgency preparedness> crucial pieces of information necessary for effective planning, response,
and cpordination in the field of public health emergency preparedness and response

Note 1 to entry: EEIs encompass key data, indicators, and intelligence that are esséntial for public health agencies
and ofganizations to assess, monitor, and respond to public health emergencieS-aid disasters.

Note Zto entry: EEIs are specifically tailored to the unique needs and requirements of public health preparedness,
includiing vital information related to disease surveillance, epidemiplegical data, healthcare system capacity,
medicpl resources availability, population demographics, risk assessments, and other factors inflfiencing public
healtH response efforts.

3.1.17

incident management system
IMS

compfehensive, interoperable organizational model for government, nongovernmental ofganizations,
and the private sector to prevent, protect against, mitigate, respond to, and recover from ipcidents

Note ] to entry: It provides stakeholders with-a platform for sharing resources, coordinating #4nd managing
incidents, and communicating informationthrough shared vocabulary, systems, and processes tp successfully
delivef the capabilities.

hen valuing,

roles, policies,

ganizational
formation

[SOURCE: ISO/IEC 25012:2008, 4.11]

3.1.15

interoperability

<IT> ability of different information systems, devices and applications (systems) to access, exchange,
integrate and cooperatively use data in a coordinated manner, within and across organizational,
regional and national boundaries, to provide timely and seamless portability of information

Note 1 to entry: IT interoperability is a component of disaster management interoperability.
Note 2 to entry: IT interoperability ensures that diverse technologies can understand, interpret, and utilize

information exchanged between them without loss or distortion, allowing the smooth transfer of data,
commands, and functionalities between different systems, enabling them to work together in a cohesive manner.

©1S0 2023 - All rights reserved 3
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3.1.16

preparedness

<public health> ability to effectively anticipate, respond to, and recover from the impacts of likely,
imminent, or current hazard events or conditions

Note 1 to entry: Public health preparedness encompasses the planning, organization, and coordination of
resources and actions that is carried out within the context of disaster risk management and aims to build the
capacities needed to efficiently manage all types of emergencies and achieve orderly transitions from response
through to sustained recovery.

Note 2 to entry: Public health preparedness is based on a sound analysis of disaster risks and good linkages
with early warning systems, and includes such activities as contingency planning, stockpiling of equipment and

supplies, the {
training and f

3.1.17

population |
science of pi
healthy lifest
to infectious

Note 1 to enty
policies and iy

evelopment of arrangements for coordination, evacuation and public Information, and asso
eld exercises. These must be supported by formal institutional, legal and budgetary capaciti

nealth

otecting and improving the health of people and their communities through pronj
yles, researching disease and injury prevention, and detecting, preventing and respo
diseases and other health threats

y: The field of population health includes health outcomes, patterns of health determinant
terventions that link these two.

Note 2 to entry: Population health is a multidisciplinary approach that is based on a variety of disci

including epic
health policy
with the goal

3.1.18
public healt
science and
populations

Note 1 to enty
health threats

Note 2 to entn
disciplines, in
health policy
departments,

3.1.19

public healt
knowledge
analysis, inte
the health o

q

emiology, biostatistics, social and behavioural sciences; €mergency preparedness and res
hnd management. It is focused on understanding and addressing the health needs of popul
bf improving health outcomes and reducing health disparities.

h
practice of protecting and improving the health of individuals, communitieg
hrough the prevention of disease, injliry, and other health-related issues

y: Public health works to promote‘héalthy behaviours and environments, identify and resp
,and address health inequalities and disparities.

y: Public health is a multidisciplinary field that draws on a variety of scientific and social s
cluding epidemiology, biostatistics, environmental health, social and behavioural science]
hnd management. Public’health professionals work in a range of settings, including public
healthcare organizations, community-based organizations, academia, and government agen

h and medical situational awareness

tate that results from the process of active information gathering with appro
gratien, interpretation, validation and sharing of information related to health threa
the\human population, as well as health system and human services resources, h

ciated
Es.

joting
nding

s, and

blines,
ponse,
ations,

and
bnd to

cience
s, and
health
ies.

briate
sand
palth-

piise assets, and other information that can impact the public’s health to inform de

cision

related resp

making and resource allocation

Note 1 to entry: Public health medical and situational awareness is critical in emergency response because it
enables healthcare professionals to make informed decisions and take appropriate actions to mitigate the impact
of the crisis. It allows them to identify potential risks and challenges, assess the capacity of the healthcare system,
and develop effective strategies to manage the crisis.

Note 2 to entry: The public health medical and situational awareness plays a significant role in preventing
public health emergencies and medical crises by enabling proactive risk assessment and mitigation. It involves
identifying potential threats, developing early warning systems, and implementing appropriate preventive
measures to prevent or mitigate a crisis.

© IS0 2023 - All rights reserved
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3.1.20

public health emergency preparedness and response informatics

PH EPR informatics

interdisciplinary science, incorporating knowledge and techniques from multiple fields of research
and practice, including epidemiology and surveillance, gathering and distributing information for
situational awareness, IT technology and infrastructure development, incident management, and
several other disciplines

Note 1 to entry: PH EPR informatics involves the strategic use of informatics tools, methods, and technologies to
collect, analyse, exchange, and disseminate critical information and support decision-making processes during
emergency situations.

Note 2 to entry: PH EPR informatics enhances the efficiency, accuracy, and effectiveness of emexsg
efforts, enabling timely and informed decision-making, resource allocation, and coordination,

PNCy response

3.1.2

public health emergency preparedness and response information system

people, processes and technology involved in planning, acquiring, pfecessing, m
distriputing PH EPR data and information in a coordinated manner, withinjand across or
regionhal, national and international boundaries to inform EPR decisioromaking, resour
comnjunity response and other actions necessary for PH EPR operatigns.

hinaging and
canizational,
te allocation,

A

pnce information model
information model that covers the data domain ofiactivity being addressed by
bping organization using this methodology

3.1.2
refer
single
devel

a standards

[SOURCE: ISO/TS 27790:20009, 3.62]

3.1.2

referpnce standard

singlg information model that covers the data domain of activity being addressed by
develpping organization using this methddology

a standards

3.1.2

termjnology

<public health emergency preparedness and response> specialized language used to

concepts, principles, and practices related to medical diseases and conditions, medical pr
treatnents, promoting and-protecting populations’ health, and preventing, responding at
disasters

describe the
cedures and
1d mitigating

Note 1 to entry: Terfiinology is used to describe code sets, classifications, and vocabulary as a continuum.

Note 7 to entry:Public health terminology includes epidemiology (the study of the distribution and
of health and disease in populations), surveillance (the ongoing collection, analysis, and interpret
data),|health promotion (activities aimed at improving health and preventing disease), and com

determinants
ntion of health
munity health

(the health status and needs of specific populations or communities).

3.1.25

value sets

<public health and public health preparedness> standardized codes and terms used to represent
public health and public health concepts and their associated attributes, such as medical diseases
and conditions, medical procedures and treatments, qualitative indicators for evaluation of health
protection of populations, and disaster prevention, response and mitigation

Note 1 to entry: Value sets are commonly used in electronic information flows to enable exchanging public

health, public health reporting and situational awareness information between all entities involved in public
health emergency response.

© IS0 2023 - All rights reserved
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Note 2 to entry: Standardized value sets are typically created and maintained by standard international
public health organizations (i.e., WHO- International Classification of Diseases, ICD), standard development
organizations (SDOs), i.e.,, IHTSDO (SNOMED CT codes), HL7, Regenstrief Institute (LOINC), which are widely
adopted in public health.

3.1.26
vocabulary

<public health emergency preparedness and response data vocabulary> precise and standardized
language and terminology for the public health emergency preparedness and response electronic data
exchange to describe and respond to emergencies, disasters, and public health crises

Note 1 to entry: Public health emergency preparedness and response data vocabulary facilitates precise

communicatid

Note 2 to enft
emergency m

decontaminat
health.

Note 3 to entr]
sets (3.1.25).

measured usi
type that desd

3.2 Abbre

n by minimizing or eliminating ambiguity (e.g., SNOMED CT, ICD-11}).

hnagement, incident management, personal protective equipment, triage, mass cagualty inc
ion, and other concepts related to responding to emergencies and disasters thdt threaten

ry: Public health emergency preparedness and response vocabulary includes terpis‘\rélated to

dents,
public

y: public health and public health preparedness data vocabulary very often.use standardized value
For example, disability could be described by precise and standardized language, and it could be
g such value sets as Disability status (a patient describes his/her own'disability status), Dispbility
ribed by a clinician (i.e., neurological disability, physical disability)
viated terms
CDC Centres for Disease Controland Prevention
CIR Critical Information Requirements
COVID-19 Coronavirus Disease 2019
DIS Draft International Standard
EEI Essential Elements Information
EOC Emergency,Operations Centre
EPR Emergency Preparedness and Response
FEMA Federal Emergency Management Agency
GIS Geographic Information System
HHS Department of Health and Human Services
Healthcare Information and Management Sys-
HIMSS tems Society
HL7 Health Level Seven
IDSR Integrated Diseases Surveillance and Response
International Electrotechnical Commission, see
IEC ISO/IEC
[HR International Health Regulations
IMS Incident Management System
ISO International Organization for Standardization
International Organization for Standardization/
ISO/IEC International Electrotechnical Commission
IT Information Technology
Logical Observation Identifiers Names and
LOINC Codes
PH Public Health
PHE Public Health Emergency (see ASPR)
© IS0 2023 - All rights reserved
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Public Health Emergency Operations Centre
PH EOC-NET Network
Public Health Emergency Preparedness and
PH EPR Response
Public Health Information Network Vocabulary
PHIN VADS Access and Distribution System
SA Situational Awareness
Systemized Nomenclature of Medicine - Clinical
SNOMED-CT Terms
cAD C4 A | 4.0 3 An} pa |
JUTL Jldliudilu UlJUl ClLlllS I TUCLCUUILvT
TC Technical Committee
URL Uniform Resource Locator
us United States
VADS See PHIN VADS
WHO World Health Organization
WTO World Trade Organization

4 Requirements for PH EPR information systems

4.1 [Defining the PH EPR information system’s domain

sion-making

ss that enables situation assessment, risk analysis, resource allocation, response plapning, public

The FH EPR information systems domain.that manages PH EPR information encompdsses people,

sses and technology, and involvespldnning, acquiring, processing, managing and digtributing PH

EPR data and information in a coordinated manner, within and across organizational, regi¢nal, national
and ipternational boundaries to tinform PH EPR decision making, resource allocation| community

The PH EPR information systems domain typically includes the data management for the fallowing data

n

networksyand ensuring the availability of necessary resources and infrastructure.

— Sprveillanceand monitoring: Thisdomainincludes datato detectand track publichealth

S & d aVas a onmen mon a a

ergency preparedness: This domain encompasses data related to planning, raining, and

information

eds for developing response plans, conducting drills and exercises, establishing communication

emergencies,
g, syndromic

surveillance, and early warning systems. The domain also includes monitoring indicators such as

case counts, hospitalizations, deaths, and other relevant data to inform decision-maki

ng.

— Risk assessment and modeling: This domain contains data for the evaluation and modeling of risks

associated with public health emergencies, such as assessing the potential impact of

emergencies,

identifying vulnerable populations, estimating the spread of diseases, and predicting resource

needs for response efforts. Risk assessment and modeling inform preparedness plans
allocation strategies.

— Communication and alerting: This data domain focuses on communication and

and resource

information

dissemination during emergencies, such as data for issuing alerts, warnings, and notifications to
relevant stakeholders. Also, it includes data related to the development of communication channels,
public messaging strategies, and the coordination of communication efforts across various entities

involved in the response.

© IS0 2023 - All rights reserved
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— Resource management: It focuses on data for the management of resources required for effective
response during public health emergencies, tracking and inventorying medical supplies, vaccines,
equipment, personnel, and other critical resources. Based on identified needs, this analysis ensures

the avail

ability, distribution, and utilization of resources.

— Incident reporting and documentation: This domain encompasses data from the documentation
and reporting of incidents, response activities, and outcomes. It includes capturing and storing
data on cases, interventions, epidemiological investigations, and outcomes. Incident reporting and
documentation systems facilitate retrospective analysis, evaluation, and reporting to stakeholders,
regulatory bodies, and the public.

— Collabor,

tion and coordination: It focuses on data demonstrating the facilitation of collaboration

and cool
coording
and sync

The PH EPR
response fun

— plans an
— physical
— informat
— informat

— humanr

4.2 Gener

4.2.1 Conformance with general incident management principles

4.2.1.1 Ge

The PH EPR
systems.

4.2.1.2 Ut

Incident ma
organization

minimize copfusion.

dination among various stakeholders involved in PH EPR. Also, it contains indicat

hronized response.

information systems play a critical role in fulfilling of the following majer* PH emer
ctions!31]:

d procedures;

infrastructure;

ion and communication technology (ICT) infrastructure;
ion systems and standards;

esources.

al principles of management and conformance

heral requirements

information systems shall conform with general principles of incident managg

lization of commoi terminology, PH EPR vocabulary and concepts.

nagement systems develop and utilize common EPR terminology that allows dif
s to fulfil,\assigned incident management functions, enhance IT interoperabilit]

prs of

ting efforts across different agencies, organizations, and jurisdictions to ensure-a colesive

pency

bment

Ferent
y and

4.2.1.3 Mg

dular organization

The incident management systems consist of building blocks that can be put in place as needed based
on critical incident characteristics. These blocks include information on the incident’s size, complexity
and a type of hazards that caused the incident.

4.2.1.4 Managing by objectives

The incident commander establishes incident objectives that direct incident management operations.
Managing by objectives require:

— Making specific, measurable objectives

— Developing executable strategies, tactics, tasks, and activities to fulfil the objectives
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Benchmarking, evaluating and documenting performance against objectives facilitate the initiation

of corrective actions, and inform development of objectives for the next operational period.

4.2.1.

5 Incident action planning

Development of coordinated incident action planning guides is crucial. Incident action plans (IAPs)
outline incident objectives, tactics, and assignments for operational and support activities.

4.2.1.

6 Manageable span of control

Span of control pertains to the number of individuals or resources that one supervisor can manage

effecfively during an emergency response. Effective spans ol control enable supervjsqg
comnpunicate with and supervise subordinates. Incident management optimal control

super|
may

distaI

effec

4.2.1

Depending on the incident size, complexity and situation, the Incident Commander, Unifig

and/a
Comn
and e

4.2.1

Comp
devel
track

equipment and supplies.

Keyr

—

visor to five subordinates. However, the 1:5 ratio is only a guideline. Effective incident
fall for different ratios, depending on the type of incident, purpose of tasks, exisf
ce between personnel and resources etc. In cases where a supervisor's.control is
ive, they can assign subordinate supervisors or redistribute subordinates.

7 Organization of incident facilities and locations

r EOC director organize the necessary support facilitiess Typical facilities include
nand Post, incident base, staging areas, camps, mass casualty triage areas, points-of;
mergency shelters.

8 Comprehensive resource management

rehensive resource management serves ds a systematic and coordinated appr
bpment and maintenance of mechanisms to identify requirements, order and acqu
and report, demobilize, and reimburse and restock resources such as personnel, tea

bsource management activities include:

bsource identification and typing;

=

4.2.1

Integ

.

alification, certificafion and credentialing of personnel;
nning for resodrges;

Cquiring, storing and inventorying resources.

9 Integrated communications

rated communications allow incident response teams from diverse organization|

rs to direct,
span is one
management
ing hazards,
nsufficiently

d Command,
the Incident
distribution,

bach for the
re, mobilize,
ms, facilities,

s to achieve

incid

Nt Management interoperabitity, share information and achieve situational awareness.

Incident managers facilitate communications through the development and implementation of common
communications plans, interoperable communications processes and systems.

Integrated communications are necessary to:

maintain connectivity;

achieve situational awareness;

— facilitate information sharing.
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4.2.1.10 Establishment and transfer of command

The Incident Commander or Unified Command should clearly establish the command function at
the beginning of an incident. The jurisdiction or organization with primary responsibility for the
incident designates the individual at the scene responsible for establishing command and protocol for
transferring command. When command transfers, the transfer process includes a briefing that captures
essential information for continuing safe and effective operations, and notifying all personnel involved
in the incident.

4.2.1.11 Unified Command

Unified Co -
jurisdiction yith multiagency involvement or multiple jurisdictions with multiagency involveme
Unified Command establishes a common set of incident objectives and strategies that all caf'subscribe
to. This is accomplished without losing or giving up agency authority, responsibility or,accduntapility.
Organizatior]s participating in incident management share key features of Unified Command including
a single, integrated incident organization, collocated (shared) facilities, a single pldnning procegs and
Incident Action Plan, integrated staffing, a coordinated process for resource ordefing.

4.2.1.12 Chpin of command and unity of command

Chain of comimand refers to the orderly line of authority within the rafiks of the incident manag¢ment
organization| Unity of command means that each individual only repoxts to one person. This elimjnates
the potential for individuals to receive conflicting orders from a vatiety of supervisors, thus incrgasing
accountabilify, preventing freelancing, improving the flow of information, helping with coordinatfion of
operational ¢fforts, and enhancing operational safety.

4.2.1.13 Personnel accountability

Personnel adcountability in emergency response refers to effort to improve the safety of emerfgency
responders by keeping track of their locationscand assignments when operating at an incidenf site.
Effective accpuntability for resources duringan‘incident is essential. Incident personnel should aghere
to accountabfility principles, including check-in/check-out, incident action planning, unity of command,
personal responsibility, span of control,and resource tracking.

4.2.1.14 Dispatch/Deployment

Dispatch/deployment in emergency management refers to the resource management piocess
that providds movement of)personnel or/and other resources for emergency response. Respurce
managemen{ involves thie coordination, oversight, and processes that ensure timely employmegnt of
resources duyring anc¢n€ident. Ensuring that resource management systems and procedures are in
place prior tp an ineidént (or a planned event) is crucial to acquiring the resources necessary during
an incident. Personnel or/and other resources should be deployed only when appropriate authdrities
request and fliSpatched through established resource management systems.

4.3 PH EPR data and information management (DIM) processes

4.3.1 Background

PH EPR data and information management (DIM) processes are crucial for effective decision-making,
coordination, and communication among stakeholders involved in emergency preparedness and
response efforts.

The PH EPR DIM shall conform to ISO/IEC 38500:2015, applying to PH EPR DIM the following principles
for effective IT governance:

— responsibility;
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— strategy;

— acquisition;

— performance;

— conformance;

— human behaviour.

The following are key DIM processes in PH EPR:

— datacollection:

— dpta integration;

— dpta analysis;

— dpta visualization;

— dpta quality assurance;

— dpta sharing and exchange;

— deploying PH IMS;

— d
— Kk
— C

4.3.2

4.3.2

The B
stratd

velopment of the public health and medical situationalawareness and situational re
nowledge management;

bntinuous improvement.
Establishing strategies and goals forthe PH EPR DIM

1 Strategic planning

H EPR information systems.shall develop a strategic planning process for DIM. The
gic planning process is a ¢omponent of the overall incident strategic planning process

comnpunication strategic planning. This process ensures that the incident information

syste
goals
jurisd
the rg
orgarn

4.3.2

m sustains and extends organizational strategies and helps to achieve organizatio
and objectives. Also/ it assures the interoperability of emergency management task
ictional, nationalvand international levels. The strategic information management
levance of infermation management processes and products to each of the emergel
ization/entity strategic goals.

tives

porting;

PH EPR DIM
and incident
management
nal strategic
5 at different
plan reflects
Cy response

2 Aligning DIM strategies and objectives with the overarching PH EPR strategies and

objec

The overarching emergency response strategy is made up of high-level, multisectoral principles and
policies and outlines the overall impact and needs arising from an emergency - including within
the health sector - and the priorities for addressing these needs. At the national level, public health
emergency preparedness entities work on achieving the following strategic objectivesl28l:

a) Operational readiness to respond to emergencies: a high level of readiness that allows a timely,
effective and efficient response. Achieving readiness is a continuous process of establishing,
strengthening and maintaining a multisectoral response infrastructure that can be applied at all
levels. This infrastructure follows an all-hazard approach and focuses on the highest priority risks.
Operational readiness builds on existing capacities to design and set up specialized arrangements
and services for emergency response. It requires political commitment, coordination, risk
assessment, infrastructure, preparedness and response plans, financing, human resources,
equipment, exercises, and knowledge.
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b) Resiliency of health systems by strengthening essential public health functions and the capacities

related s

ocietal systems.

c) Applying the One Health approach to the human-animal-environment interface. This approach
ensures connectivity and coordination at the human-animal-environment interface, to facilitate
and improve the effectiveness of emergency preparedness at all levels.

d) Applying a whole-of-government, whole-of-society approach by building integrated support for
emergency preparedness across all sectors of government and society, including non-governmental
and private sector organizations and essential services.

4.3.3 Defij

Goals of an ¢
enhance coot
preparednes
integrated p
thereby impj

Goals for the
— impleme

— developi
assures

a) Ope
effe

b) Preq
soci

c) Pres

. I for the RH-ERR R .

ffective PH EPR information system is to support timely and informed decision:mj
dination, and facilitate efficient communication among stakeholders involved in emer
s and response efforts. The PH EPR information system provides a comprehensiv]
atform for managing, analysing, and disseminating information relatedxto emerge
oving overall response capacity and protecting public health.

PH EPR information system support the following WHO[31l stratégic PH EPR objectiy
nting emergency preparedness at all levels (national, sub-national, territorial levels)

ng and implementing a strategic approach to emergency<{preparedness and respons
hchievement of the following 4 strategic outcomes:

rational readiness to respond to emergencies: a high level of readiness will allow a t
tive and efficient response.

ence a resilient health system that fulfils essential public health functions and r
ptal systems’ capacities, including:

Development, training and equippirngof a health emergency workforce.
Maintenance of structurally and functionally safe hospitals and other health facilitie
A reliable supply of medicings. Disease surveillance systems and laboratory services

Competent health setrvice delivery for people directly affected by emergency and
jmportant health cenditions.

Financing for.emergency risk management, including preparedness as an integral p
hational health financing

Contingency funds for emergency situations

ence. of the One Health at the human-animal-environment to assure connectivit

coorn

nking,
cency
e and
ncies,

fes:

e that

mely,

blated

T

other

art of

y and

the

dirmation at the human-animal-environment infanarn’ to facilitate and imprr\v

effectiveness of emergency preparedness at all levels.

d) Operationalization of a whole-of-government, whole-of-society approach with the focus
on building relationships between the health and non-health sectors, and on coordinating
planning and implementation of emergency preparedness by implementing the following:

— All-Hazards approach and addressing specific purposes of the PH incident (i.e., hurricane

PH IMS, Ebola PH IMS, COVID-19 PH IMS)

— Whole-of-Government Approach by emphasizing the involvement and collaboration of all
government agencies and departments in emergency preparedness and response efforts

12
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sectors of society, including non-governmental organizations, community groups, private
sector entities, and individuals, to actively participate in preparedness activities, share
responsibilities, and contribute their resources and expertise

Building strong relationships between the health and non-health sectors. These
relationships foster cooperation, information sharing, and joint planning to address the
diverse challenges and needs that arise during emergencies

Coordinating planning and implementation of emergency preparedness through
coordinated planning and implementation efforts across all sectors. It involves aligning
strategies, policies, and actions to ensure a cohesive and integrated approach to emergency
i inati iviti i ent, resource
tegies.

planning, training and exercises, communication protocols, and response strg

4.4 |Supporting PH EPR mission areas
EPR information system shall support the following mission areas:
Prevention: prevent, avoid or stop an imminent, threatened or actual act of terrorism.

Protection: protect our citizens, residents, visitors and assets-against the greatest] threats and

hpzards in a manner that allows our interests, aspirations and/way of life to thrive.
itigation: reduce life and property loss by lessening future disaster impact.

esponse: respond quickly to save lives, protect property and the environment, and meet basic

hluman needs in the aftermath of a catastrophic incident.

ecovery: recover through a focus on the timely restoration, strengthening and rev|
imfrastructure, housing and a sustainable economy, as well as the health, social, cult
apd environmental fabric of communities affected by a catastrophic incident.

etection: identify, recognize, and prémptly detect potential health threats, hazards, o
that may impact public health. THe detection mission focuses on implementing systen

italization of
ural, historic

emergencies
S, processes,

apd surveillance methods toidentify the early warning signs of emerging diseasep, outbreaks,
bjoterrorism incidents, natural disasters, or other events that may pose risks to publi¢ health.
In mgny instances, the PH-EPR information systems domain simultaneously supports mpre than one
event] For example, a country could be in the middle of a pandemic response (i.e., COVID-1P), and at the
same|time it could manage recovery operations related to a hurricane.
4.5 |Establishinig data and information governance
4.5.1| Data'and information governance: Background and principles
4.5.5+—The PHEPRdataand-information govertatrce Pt ovideeruetal ouppkut for-etrabt ng informed

decision-making, enhancing situational awareness, promoting coordination and collaboration,
facilitating resource management, ensuring privacy and security, and supporting learning and
improvement.

The purpose of data and information governance in the PH EPR information system is to exercise
authority and control by planning, monitoring and enforcing applicable laws, policies, and standard
operating procedures (SOP) that pertain to data information management and overall, support incident
strategies and objectives.

The PH EPR information systems shall develop and maintain data and information governance
processes that support business needs for making informed disaster management decisions.
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4.5.5.2 There are many benefits to implementing information and data governance processes in PH
EPR information systems, including:

overall, improvement in quality, timeliness of delivery and user satisfaction with information
products;

interoperability and improved coordination between existing and new data programmes;
eliminating redundancy in some processes and data collection;

additional consolidation information management processes and information flows;

b 1. adnl - h h - S4-COD
etter cgmprance witirexrstmgreguratons; porctesana sor's:

4.5.5.3 The following tasks are included in the PH EPR data and information governance/processes:

14

Develop|a governance framework specific to PH EPR data and information goveérnance| This
includes|defining the governance structure, roles, and responsibilities of stakeh¢lders involyed in
data governance during emergency response.

Conduct|a comprehensive inventory and assessment of available data sources and systems relevant
to PH EPR. Identify the types of data collected, their quality, accessibility’and potential gaps ih data
collectiop.

Develop |plans and protocols for data collection during emergengies. Define the data elementd to be
collected, establish data collection methods, and identify the‘tesponsible entities or individuals for
data collection.

Establish data standards and guidelines to ensure consistency, interoperability, and quality of data
collected during PH EPR. Define data formats, coding schemes, and naming conventions to gnable
effectivg data sharing and analysis.

Implemgnt procedures to monitor and assute the quality of data collected during PH EPR| This
includes|data validation, verification, and,¢leansing activities to address errors, inconsistencies,
and misging data.

Establish mechanisms and protocdls)for data sharingand collaboration among relevant stakehglders
involved|in PH EPR. This includes’developing data sharing agreements, ensuring data privady and
securityfand facilitating intetoperability between different information systems.

Develop procedures andtgols for data analysis and reporting during PH EPR. This involves employing
appropriate data analysis techniques, generating timely and accurate reports, and disseminating
information to suppert decision-making and response efforts.

Implemgnt medsures to protect the privacy and security of sensitive data collected during PH EPR.
This includés ‘ensuring compliance with relevant data protection regulations, establishing data
access cntpols, and implementing secure data storage and transmission practices.

Provide training and awareness programmes to stakeholders involved in PH EPR data governance.
This includes educating personnel on data governance policies and procedures, data privacy and
security practices, and promoting data literacy and ethical data use.

Establish mechanisms to monitor and evaluate the effectiveness of data governance processes
during PH EPR. This includes conducting regular assessments, audits, and reviews to identify areas
for improvement and ensure compliance with data governance standards.

Maintain documentation of data governance processes, policies, and procedures specific to PH
EPR. This includes maintaining records of data collection, data sharing agreements, data quality
assessments, and any modifications or updates to governance frameworks.

Continuously review and improve data governance processes based on lessons learned from
emergency responses and evolving needs. This involves incorporating feedback from stakeholders,
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identifying areas for enhancement, and implementing necessary adjustments to optimize data
governance practices.

4.5.5.4 A process of developing and executing information governance plans shall be focused on
addressing of the information management issues, including:

identification and management of gaps in policies, standards and procedures for information
management enterprise

assessment of public health risks and capabilities

—e

entification and resolntion of data qnnli‘rv issues:

s8]

Integrating data flows across offices.

o

Identifying critical information requirements and ways for improvement qf actionable
analytics.

standardization approach to address key information management issues;
I:l['evention redundant data collection;

aintenance 24x7 information security and accessibility.

4.5.5{5 The PH EPR information systems domain shall develop, maintain and govern| information

flows|that support the following five PH EOC core functiorist3].[19]:

a)

b)

c)

d)

Management - responsible for the overall operation of incidents or events (including coordinating
r|sk communication and liaison with other agencies).

Operations - at the field level, this function provides direct response to the incidenf or event; at
hiigher levels, it provides coordination and technical guidance.

Planning - collection of data, analysis, and planning of future actions based on the liKely course of
the incident and the resources available for the response.

Lpgistics - this function @cquires, tracks, stores, stages, maintains, and disposeq of material
bsources required for the'response. It also provides services in support of the resppnse, such as
palth services for responders.

hsts; budgetpreparation and monitoring; and production and maintenance of administrative

r
h|

Finance and administration - cash flow management; tracking of material and human resource
c

records.

4.5.5|6 ThePH EPR information systems governance process shall include tasks on deve¢lopment and
mainfenance of interoperable communication terminology and data vocabulary standarclis, as well as

referenr‘ing them fhrnngh the metadata rppncifnry-

a)

b)

d)

Continuous improvement of terminology and data vocabulary through standardization and
harmonization. ISO 22300 provides definitions of generic and subject-specific terms related to
security and resilience.

Establishing the roles, responsibilities, and decision-making processes for developing and
implementing standardized vocabulary and terminology.

Defines the steps and procedures for developing and implementing standardized vocabulary and
terminology.

Focusing on ensuring that standardized vocabulary and terminology are implemented correctly
and consistently across data systems and platforms.
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Adding to the metadata repository critical reference standards for the standards creation. This

list includes standards and documents developed by ISO, WHO, LOINC, SNOMED, HL7 and national
agencies. Table 1 provides the list of standards development organizations that work on terminology
and standards for PH EPR information systems and typically included in the repository.

Table 1 — Examples of organizations developing vocabulary and terminology standards for PH

EPR information systems

Organization's scope of responsibil-

Examples of reference standards rel-

ealth informat-
ics

Organization . evant to development of vocabulary
ities
and data vocabulary
1I'C 215 works on standardization 1n the [I50 259031221
field of health informatics, to facili-
’ ISO/TR 12309[40]
ISOTC215H tate capture, interchange and use of /

health-related data, information, and
knowledge to support and enable all
aspects of the health system.

ISO/TR 14292[41]

1SO 130543¢]

ISO/TC 292 Security and |This Working Group is responsible for
resilience, Working Group 3 - |drafting of standards in the field of 1SO 223001371
Emergency management |emergency management.
TC 262 develops international stand-
ards in the field of risk management
to support organizations in all their
ISO/TC 262 11isk Manage- activities including making decisions 150°31000142]
ment Guidelines to manage and minimize the effects of

accidents, disasters and faults in techs
nical systems as well as response anhd
recovery from major disruptiverisks.

WHO Publi
gency Opel

Health Emer-
ations Centre

The WHO EOC-NET is working to
identify and promote best practices
and standards for EOCs and provide
support to EOC capacity building in

Member States. WHO has been working

Framework for a Public Health Empr-
gency Operations Centre, 2015[43]

Handbook for Developing a Public
Health Emergency Operations Cen
Part A: Policies, Plans and Proce-

(re

Network{(EOC-NET) with EOC-NET. partners in developing |dures/44]
evidence-pased guidance for building, [{,1dbook for Developing a Public
operating ard improving public health | o4y Emergency Operations Cenfre
EOCs. Part C: Training and Exercises[42]

WHO. Humanjitarian health |This-WHO project develops terminolo- |WHO. Humanitarian health action|Defi-

action gyrelated to PH emergencies nitions: Emergenciesl46]

FEMA Terms frequently used by FEMA for FEMA Glossaryl7]
emergency preparedness and response
This organization in 2012 published

Canada. Publjc Works and the Emergency management vocabu- i

L N g > : Emergency management vocabulaty.

Government petvices Cana- |lary that provides a bilingual (English Termi . 48

S YA N e o e erminology bulletin; 28148l

da. TranslaticaBureat andFrench)itermforemergeneyman
agement.

) o CDC. PH Information Network (PHIN).
US CDC works on data interoperability, |pata Interchange Standards[49]

US cDC including development and manage- —
ment standardized vocabulary sources |CDC. Vocabulary Access and Distribu-
for PH EPR. tion System (VADS), PH Emergency

Preparedness (data vocabulary)[20]
16 © IS0 2023 - All rights reserved
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Organization

Organization's scope of responsibil-
ities

Examples of reference standards rel-
evant to development of vocabulary
and data vocabulary

LOINC (Logical Observation
Identifiers Names and Codes)

LOINC the international Standards De-
velopment organization that develops
a common language (set of identifiers,
names, and codes) for identifying
health measurements, observations,
and documents. The LOINC scope
includes development of standardized

LOINC 89724-9. Minimum Data Set
(MDS) for Public Health Emergency Op-
erations Centres (EOC) [CDC Emergen-
cy Operations Centres][21]

data dictionary for PH EPR.

HL7 Ihternational. Emergen-
cy Care (EC) Work Group

The goal of the Emergency Care (EC)
Work Group is to bring the unique un-
derstandings and perspectives of the
emergency health care enterprise to
the HL7 standards process.

HL7 Version 3 Specifieation: Data Ele-
ments for Emergeney Depgrtment Sys-
tems (DEEDS), Release 1 - US Realm[32]

SNOMED (Systematized
Nomgnclature of Medicine)

SNOMED International determines
global standards for health terms, an
essential part of improving the health
of humankind. SNOMED International
browser includes a clinical termi-

SNOMED International CT prowser[33]

Interpational nology that also used for reporting
clinical problems caused by emergency
situations and PH EPR (i.e., reporting
COVID-19 cases).

4.5.2| Ongoing training

The BFH EPR information systems domainxshall support the development of knowledge, skills and

abilit

es required to fulfil the core EPR funétions, data and information governance.

The spiccess of PH EPR information systéms in the development of public health and medicpl situational

awar

a detd
EOC position.

bness and other analytical sproducts depends on a qualification of staff and unpderstanding
responsibilities. The WHO, deseribing training and exercises for personnel of the PH EOC,
iled list of skills and abilities related to fulfilment of core EPR functions, and they apply to any PH

has provided

The rple of the PH EPR’informatician in PH emergency response is gathering, storing, intefrpreting, and

manz(aﬁing data andfinformation that supports incident management functions in all PH
se mission dreas (Prevention, Protection, Mitigation, Response, Recovery and Detecftion). The PH

resp

EPR disaster

EPR informatictan’s competencies consist of general competencies required for all responglers working
in em[rgency résponse, as well as specific competencies.

The fpllowing core competencies are recommended for the PH EPR informatician:

General competencies:

a)

Understand the purpose, functions, and tasks of the national, inter-jurisdictional, jurisdictional

Incident Command System (ICS) and National Incident Management System (NIMS) and apply

this knowledge to building PH EPR information systems.

b)

and development and maintenance of PH EPR systems.

Demonstrate a leadership style, and ability to manage time and resources effectively.
Competencies in the development and maintenance of PH EPR information systems

Demonstrate knowledge and skills in patient and population health data, informatics sciences,

Demonstrate knowledge of publichealth and emergency preparednessand response informatics

and skills to provide effective support of emergency preparedness operations by utilizing

© IS0 2023 - All rights reserved
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electronic communication, data exchange tools and applications, and developing actionable
analytics and data visualization.

Develop and maintain a public health and medical situational awareness.

Knowledge, Skills, and Attitudes (KSAs) and Competencies for Public Health Emergency Preparedness
and Response Informatics Professionals are outlined in Annex B.

4.5.3 Defining Essential Elements of Information (EEIs) and Critical Information Requirements

(CIRs)
The PH EP

information svstems domain establishes g process for dpvp]npmpn‘r collectio

, and

utilization E{

Collection, a
medical situyl
support deci
in risk asses
By defining

effectivenesy

While EEIs

complement
PH agency, ¢
hurricane re
the PH EOC 1
the EEIs (i.e.

The WHO Handbook[14l provides the following examples@f EEIs:

informat

standardg
awarend

context {
data and

comprel

The WHO Handbook[4l provides examples of CIRs:

all Publi

anoutbr
(IDSR) a

halysis and dissemination of EEIs and CIRs are vital for facilitating publi¢)healt

ptional awareness and decision-making[4l. They ensure public health and medic
sion-making, facilitate resource allocation and coordination, enable tintely respong
sment and mitigation, and contribute to evaluation and learning for fature emerge
hind focusing on critical information needs, these elements enhanee.emergency res
and efficiency.

are normally defined during the Prevention and Prepafedness mission areas,
EEIs and developed during the Response, Recovery and-Mitigation. For example, a
hile developing an annual All-Hazards Preparedness. Plan, will specify tasks relat
sponse and related EEIs. However, when a hurricane gauses a flooding in a specifid
hay create CIRs that reflect daily information reporting needs that were not include
reporting infrastructure damages, status of shelters).

ion to facilitate public health emergenej preparedness and response activities;

lized data and information items-for routine public health and medical situa
Ss;

ind contribute to data analysis;
analytics for situation reports;

ensive list of tasks for all notifiable diseases/conditions.

" Health Emergencies (PHESs) of international concern in accordance with IHR requiren

pakthatexceeds the threshold defined in the Integrated Diseases Surveillance and Res
hd'is being monitored by PH EOC;

sential Elements of Information (EEIs) and Critical Information Requirements (CIRs].

h and
] SA,
e, aid
ncies.
bonse

CIRs
state
ed to
area,
d into

tional

nents;

ponse

any acute PHE that requires assistance from WHO;

media interest for any event;

accidental death/injury of response personnel deployed in the field;
any event affecting installation activities/operations;

upward or downward change in grade of a current PHE;

of Health;

18

an unusual or serious event reported from the sub-national level.
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The following are examples of PH EPR information systems tasks related to EEIs and CIRs management:
— collecting existing EEIs and CIRs;
— providing gap analysis and facilitate development of additional EEls and CIRs;

— establishing data flows, data analysis and developing public health and medical information
products that address information needs defined in EEIs and CIRs;

— collecting standardized terminology and establishing the necessary standardized vocabulary to
support EEIs and CIRs.

The fpHowingis—atist-of-speeifie ata—and-informationrequirements—for-man y—types of public

— number of total medical facilities in the impact zone;

— npme and location of medical facilities operating on generator power;

— npme and location of medical facilities evacuated;

— number and location of medical needs shelters operating;

— npme and location of closed medical facilities (unable to provide services);
— lgcation of medical evacuation airports;

— number of medical evacuations;

— lgcation of medical resources (personnel/teams\and equipment);

— lgcation of Incident Response Coordination-Teams;

— l@cation of national medical stations;

|
=]

mber of patient encounters;
— n[mber of State reported fatalities;
— lgcation of temporary morgue facilities;
— limiting factors or shortfalls.

As presented in the above instances, EEIs can have different contextual formats, starting fijom elements
that ¢xpress almost at a precise level of data elements in a data dictionary (i.e., numbler of patient
encoynters, ndimber of medical evacuations) up to a general description of the informatjon flow that
will require‘making a list of data elements (i.e., name and location of medical facilities evatuated).

4.5.4| “Establishing a process for the collection, development, and utilization of standardized
case definitions

The PH EPR data and information governance process domain shall define a process for collection,
development, and utilization of case definitions for public health surveillance.

The development and implementation of case definitions require ongoing collaboration, communication,
and flexibility to adapt to the evolving nature of the emergency and the emerging evidence related to
the disease or condition. The following are key steps typically followed in the process of development
and implementation of case definitions:

a) Define the Objective: Clearly define the objective of the case definition, which is usually to identify
and classify cases of the specific disease or condition associated with the emergency. Determine
the purpose of the case definition, such as surveillance, data collection, or diagnostic criteria.
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b)

d)

f)

g)

h)

j)

The WHO h

Review Existing Evidence: Conduct a comprehensive review of the scientific literature, guidelines,
and recommendations from relevant national and international health organizations. Identify
existing case definitions for similar diseases or conditions and evaluate their applicability to the
current emergency. Consider any specific characteristics or manifestations of the disease observed
in the emergency.

Establish a Working Group: Form a multidisciplinary working group consisting of experts in the
field, including clinicians, epidemiologists, laboratory specialists, and public health professionals.
The working group should have diverse expertise and representation from relevant stakeholders
to ensure comprehensive input and decision-making.

Determi

ed to

identify
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specifici

Consultd
from re
academi
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definition. Apply the defined criteria to a subset of cases and assess‘the ability to accurately id
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Dissemination and Training: Ensure widespread dissemination of the finalized case defi

to relev
Conduct
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scientifi¢
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e Case Criteria: Define the clinical, laboratory, and epidemiological criteria u
and classify cases. Consider factors such as symptoms, signs, laboratory testcre
e history, and temporal aspects of the disease. Discuss and determine the sensitivif]
Ly of the criteria to ensure they are appropriate for an emergency situation.

tion and Validation: Seek external input and validation of the proposed ‘case defi
evant stakeholders, including other public health agencies, healthcave providers
C experts. Engage in discussions, conduct workshops, and solicit-feedback to refir
nition and address any potential concerns or challenges.

ting: Implement a pilot testing phase to evaluate the feasibility and practicality of th

5ify cases. Adjustments may be necessary based on feedback and experience gained d
phase.

and Document: Incorporate the feedback receivedduring the consultation and pilot t¢
o finalize the case definition. Prepare comprehénsive documentation that includes
s, inclusion and exclusion criteria, clinical@and laboratory parameters, and guidan

int stakeholders, including healthcare providers, laboratories, and surveillance t
training sessions and provide-educational materials to facilitate understandin
ht implementation of the casé.définition.

ntation and Data Collection: Roll out the case definition across the healthcare s
eillance networks. Monitor the implementation process and collect data according
Criteria. Continuously monitor and evaluate the case definition’s performance and
ents if needed bdsed on emerging evidence or changing circumstances.

Review and“‘Update: Regularly review and update the case definition based on emg

evidence; ‘epidemiological trends, and lessons learned from the emergency resj
post-emergency evaluations to assess the effectiveness and validity of the case defi
e necessary revisions for future emergency.
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addressed in case definitions[2Z], It includes the following categories of information:

20

rationale for surveillance;

HN atagarl £ o3 Lo bt o [ otion o) & £ ol ..ldb
TOCSCatCEoOTICS UT T UT T A tIOUTT (SCCTIUTTS )~ tirac S1iod e

recommended case definition, including clinical case definition, laboratory criteria for diagnosis,
case classification (suspected, probable and confirmed);

recommended types of surveillance;

recommended minimum data elements for case-based and aggregate reporting;

recommended data analyses, presentation and reports;

principal use of data for decision making (i.e., detecting outbreak, estimating the incidence and
planning supplies);
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special aspects, including at least one reference laboratory in each country;

contact information.

All the above categories of a case definition serve as information requirements for making PH EPR SOPs
and planning information needs for PH emergencies.

Similar categories information have been included in the international and US CDC case definitions. For
example, the US CDC COVID-19 case definitionld] and European Union CDC COVID-19 case definitionlZ]
contain the following categories of information:

background (similar to the WHO rationale for surveillance);

clinical criteria;

laboratory criteria;

[¢°)

pidemiologic linkage;

hse classification.

e

Reporting — Data analytics and visualization

Data |analytics and visualization facilitate data integration~public health and medicqdl situational
awareness, early warning systems, resource allocation,™ risk assessment, decision support,

unication, and evaluation. By leveraging data-driven insights, public health authorities can

enhaice their ability to detect, respond to, and mitigatethe impact of emergencies on public health.

EPR information systems shall develop processes and procedures supporting data isualization

H EPR information systems develop<trusted, understandable, optimized for us¢ and timely

delivgred DIM analytical and visualization- products. For example, sophisticated DIM gnalytics and
visualization tools were implemented during the COVID-19 pandemic. For instance, the Centre for
Systems Science and Engineering at the John Hopkins University, relying on US state leyel COVID-19

ics, as well as national summaries from different countries, has developed a dashboard that

provifles daily updated publi¢_health and medical situational awareness on US and International
numblers of total COVID-19 casés, total death and total vaccine dose administered and othler indicators

PH EPR data analysis)and visualization products help in measuring and improving emergency

PH emergencyamanagement organizations utilize 4 common types of data analytics[20l:

D

tions that leadsto shortening a recovery cycle and response times.

Descriptive analytics. This is a data and content examination that aims to answer the question
IWhat happened?” (or “What is happening?”). Descriptive analytics is a component of the traditional
ISiness intettigence (Bl and visuatizatior ' pie charts, bar charts, ine graphs, tables, or

b B
generated narratives(12,

0 as pic arts, Da arts, C P

Diagnostic analytics. This analytics exams data or content for answering the following question:
“Why did it happen?”. Drill-down, data discovery, data mining and correlations[13] are examples of
diagnostic analytics.

Predictive analytics. This is a type of analytics that utilizes historical data, statistical algorithms
and machine learning techniques to identify the likelihood of future outcomes. The goal of the
predictive analytics is to go beyond knowing what has happened to provide a best assessment of
what will happen in the futurel21l,

Prescriptive analytics. This is a form of advanced analytics, which aims in data or content
examination by answering the following question: “What should be done?” or “What can we do to
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make _______ happen?” These analytical products aim to identify the best course of action when
making complex decisions involving trade-offs between business goals and constrains[1Z],

The implementation of these four types of analytics depends on the type of emergency response
organization, the skills of personnel with data analytics, and the technology available.

Data visualization products consists of common graphics, such as visual elements as charts, graphs,
and maps. By using these products, incident responders will be able to fulfil their specific tasks and
overall manage incidents in a more accurate manner. Besides emergency response, data visualization
tools can also be used to assess community resilience and preparedness.

A Geographic Information System (GIS) is one of the most important tools for visualizing EPR data. GIS
applications combine layers of data on critical infrastructure, natural hazards, and man-madeshjreats,

and on the ¢
example, FE
(HMA) by st
disaster hou
understandi
situational a
assessing da
demonstrati

5

5.1 Backg

The EPR inci
their affiliatg
on standardi
promoting c(
effective goy
collective re
response act
response.

bmmunity’s demographics and social inequities to help in a distribution of resouycd
1A provides interactive GIS-based data visualization tools for Hazard Mitigatioh A'ssis
ate, county, grant programme, and project type, fire incidents by state and ‘count
sing assistancel®l. Using GIS tools aim in quickly manoeuvring with kesources, |
g geographic distribution of threat and other tasks related to public health and m
vareness and operational picture. Also, during a recovery process, GIStools help in q
mage, opening roadways, and removing debris, capturing where priorities are locate
g recovery progress.

Interoperability in PH EPR information systems

round

lent management interoperability allows emefigency management/response personn
d organizations to share information via voiee, data signals and electronic data deve
zed terminology and vocabulary in realtime, when needed, and when authorized.[?l
llaboration, information sharing, standardized processes, training, compatible IT sy4
ernance, and continuous improverment, organizational interoperability strengther
sponse to public health emergéncies. It enables a coordinated, integrated, and eff
oss multiple organizations, resulting in better outcomes for emergency preparednes

5.2 Aligning the PH EPR information systems interoperability with the organizatio
interoperability of the activated IMS and overall emergency response

The PH EP

informatiom)system is one of the critical PH incident response systems built o

s. For
tance
y, and
hetter
pdical
hickly
1, and

el and
loped
25] By
tems,
1s the
icient
s and

nal

h and
staff,

supports organizationabinteroperability. This approach provides mechanisms to assure that the
infrastructure, and business processes within PH EPR information systems have data and infor
capabilities for supporting PH emergency response. Achieving organizational interoperability
information systems develop data and information governance, business requirefents

that PH EP

ation
eans

and SOPs that facilitate the secure, seamless and timely communication and use of data both within and
between organizations, entities and individualslel, This also means that PH EPR information systems
enable shared consent, trust and integrated end-user processes and workflows.

The IT interoperability of PH EPR information systems shall be aligned with the incident management
of the activated IMS and overall emergency response.

The PH EPR information systems succeed in achieving a business purpose through the alignment of
PH EPR information systems business requirements with emergency response entity’s objectives
and functions for all emergency management mission areas. This alignment includes analysis of
requirements for people (Who? Stakeholders and PH EPR staff), processes (How? Analysis of system’s
capabilities), IT structure (Where? Resources analysis), and timing (When? Requirements analysis by
emergency management mission areas: Prevention, Preparedness, Response, Recovery, Mitigation and
Detection).

22 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=ffabce4746ec44bb8688278d6ed8d6d2

ISO 5477:2023(E)

5.3 Facilitating the improvement of organizational interoperability through
organizational emergency resilience

Emergency resilience is an integral and crucial component of the overall organizational business
management strategy, as well as development of organizational interoperability. By using “resilience”
in accordance with ISO 22316,[18] public health organizational emergency resilience could be defined as
an emergency management capability for responding to emergency events timely, with efficient use of
resources and minimum loss of performance capacities and bringing the system back to recovery and
mitigation state. The purpose of public health organizational emergency resilience is to continuously
improve emergency response capacities, including capacities to anticipate, prepare and respond to
health threats.

Imprtlnvement of public health emergency response organizational interoperabillity through

orgarlizational emergency resilience can be achieved by implementing the following appto

a)

b)

d)

f)

g)

h)

Elstablish Clear Governance and Leadership: Develop clear governance structures arg
rples that support both interoperability and resilience. Assign responsibilities for coor
operseeing interoperability efforts, and ensure that leadership promotes-a culture of
apd resilience within the organization.

Conduct Interagency Training and Exercises: Organize joint (tiraining and exercis
nmultiple agencies and organizations to enhance their interopérability skills and capah
kercises should simulate emergency scenarios and encoutage collaboration, commu
nformation sharing across organizations.

—

Standardize Communication Protocols: Establishstandardized communication p
procedures that ensure seamless informationw«€xchange during emergencies. Def
tfrminology, data formats, and communication.channels to facilitate effective commy
imteroperability between organizations.

aches:

d leadership
dinating and
rollaboration

es involving
ilities. These
hication, and

Fotocols and
ine common
nication and

hable secure, real-time data exchapge among different organizations. Implement
ystems that allow for seamless data integration and sharing , ensuring that critical i
padily available to all relevant stakeholders.

= W O T

o)

evelop Shared Appropriaterand Interoperable Information and Knowledge: Fostg
nderstanding of the emergency situation among participating organizations. Implen
hd processes for sharing real-time PH and medical situational information, inclu
bsource availability response activities, and emerging risks. This shared situation
elps organizatien®make informed decisions and coordinate their efforts effectively.

pster Collaborative Relationships: Establish and nurture collaborative relationships §
palth emergency response organizations. Encourage regular communication, informd
hd joint planning to build trust and familiarity among organizations. Collaborative
hhance interoperability by facilitating seamless collaboration during emergency.

L 5 m oSS0 o

teroperable
formation is

nhance Information Sharing Systems: nvest in information sharing systems and tecl:Fologies that
i

I a common
hent systems
ling data on
hl awareness

nmong public
tion sharing,
relationships

Augn Flans and Frocedures: Ensure that emergency response plans, procedures, a

d protocols

across organizations are aligned and compatible. Coordinate the development and review of
response plans to identify and address any gaps or inconsistencies in interoperability requirements.

Enhance Training and Education: Provide ongoing training and education to emergency response
personnel on interoperability principles, procedures, and technologies. Develop training
programmes that focus on building skills related to communication, collaboration, and the use of

interoperable systems and tools.

Support Research and Innovation: Foster research and innovation in the field of emergency response
interoperability. Support initiatives that explore new technologies, standards, and approaches to
enhance interoperability. Encourage collaboration with academia, industry partners, and other

relevant stakeholders to drive advancements in the field.
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j)

Learn from Past Experiences: Conduct thorough post-incident reviews and evaluations after each
emergency response operation. Identify areas where interoperability challenges were encountered
and develop strategies to address them. Incorporate lessons learned into future planning and
preparedness efforts to continually improve interoperability and resilience.

5.4 Assuring the expandability of PH EPR information systems without compromising
interoperability

The expandability of a PH EPR information system is a system’s ability to increase information
management capabilities (increased number of users, extending infrastructure and system’s
technical capacities) while retaining or increasing response time, throughput performance. Assuring
expandability of PH EPR information systems without compromising of IT interoperability (at tecHnical,

structural, s¢mantic and functional levels) includes implementation of the following strategies}

a)

b)

d)

f)

g)

h)

24

Scalable| Architecture: Design information systems with a scalable architecture” thaf can
accommpdate future expansion and growth. This involves considering factors such as the
system'd capacity, performance, and ability to handle increased data volumes<aiid user demands.
Use modular and flexible designs that allow for the addition of new functiofalities or modulles as
needed yithout disrupting the overall system's interoperability.

Standardls-Based Approach: Adopt and adhere to widely recognized data standardg and
interoperability frameworks. Standards provide a common language and structure forl data
exchange, ensuring compatibility and interoperability acrosstdifferent systems. By follpwing
established standards, new components modules can be seamlessly integrated into exfisting
information systems without compromising interoperability.

Service-Priented Architecture (SOA): Implement a service-oriented architecture where different
system fomponents are designed as independent services that can be combined and rpused
in various configurations. This approach promates interoperability by allowing systems to
commurficate and exchange data through wellzdefined service interfaces. It also enablgs the
addition|of new services or functionalities without disrupting overall system's interoperability.

Applicatjon programming interfaces (ARIs) and Integration Frameworks: Utilize applicatior] APIs
and integration frameworks to facilitate interoperability and expandability. APIs allow different
systems[to communicate and sharerdata in a controlled and standardized manner. Integfation
framewqrks provide a unified platform for integrating new applications, modules, or services into
existing[information systems;ensuring compatibility and interoperability.

Future-Hroof Planning: €onduct thorough analysis and planning to anticipate future needs and
requirements. Considef factors such as evolving technologies, emerging data sources, and changing
regulatofry or reporting standards. Incorporate flexibility into the system's design to accommlodate
potentiarfuture expansion and modifications while maintaining interoperability.

Collaborptiontand Partnerships: Foster collaboration and partnerships with relevant stakehqlders,
including ether public health organizations, government agencies, and technology providers. Engage

in on Oi g dialagiin +0 i darctand Aronrging nande chavn hact npantinne and lounragn nf\]]'\cti e
g 15 6o g et Hhaer Stahaeer giig et eas5—Siatre eSSt practHees5sanaeverage€ont Vv

expertise. Collaborative efforts can help identify opportunities for system expansion and ensure
interoperability considerations are taken into account during the planning and implementation
phases.

Continuous Evaluation and Improvement: Regularly assess the performance and effectiveness of
the information systems, considering factors such as system usage and user feedback. Identify areas
for improvement and prioritize enhancements that support expandability and interoperability
based on feedback and evaluation results.

Robust Change Management: Implement robust change management processes to ensure smooth
transitions and minimize disruptions when expanding or modifying the information systems.
Plan for adequate testing, training, and user support to facilitate seamless integration of new
components while maintaining interoperability with existing systems.
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The expansion of GIS support is an example of expandability for EPR information systems. During the
planning process, a PH EPR information systems management defines areas of interest, maps tactical
resource assignments, and defines tactical public health and medical situational awareness indicators
that will be visualized and shared on maps during emergency response. As a situation evolves, the GIS
team works on getting real-time updates, making updates and changes, and quickly informing teams.
It also ensures to maintain communication between the field and command centre in disconnected,

intermittent, or limited-bandwidth environments.

5.5 Usability

ISO 9241-11:1998 defines “usability” as the extent to which a product can be used by specified users
to achieve specified goals with effectiveness, efficiency and satistaction in a specified,.cd
Applyling this definition to PH EPR information systems, their usability could be defined-
of a uper's experience when interacting with EPR information and information delivery th

EPRIi

hformation systems(24],

The fgllowing strategies enhance the usability of PH emergency preparedness.and response

syste

a)

b)

d)

1S:

User-Centred Design: Adopt a user-centred design approach that places end-use
preferences at the forefront. Involve representatives from differént user groups, such g
responders, public health officials, and healthcare providers, in the design and
process. Conduct user research, gather feedback, and incorporate user insights to cr¢
apd user-friendly interfaces.

[%%)]

freamlined Workflows: Analyse and streamlide workflows associated with
eparedness and response processes. Identify, bottlenecks, unnecessary steps, and
the system can automate or simplify tasks. Design the information system to align wit
flow of work, minimizing cognitive load and\miaximizing efficiency.

Clear Navigation and Structure: Ensure the information system has clear and intuitiv
se logical menus, breadcrumbs, and'visual cues to guide users through the systgq
imformation and functionalities ifi a'structured manner, considering user roles and t:
search functionalities and filters to help users locate relevant information.

esponsive Design: Develop the information system with a responsive design th
different devices and screen sizes. Ensure that the system is accessible and usable
laptops, tablets, and- ‘mobile devices. Responsive design enhances usability by aca
diiverse users' preferences and working conditions.

aining and Dacumentation: Provide comprehensive training and documentation td
uker guides, \video tutorials, and help documentation that explain system features, fu
apd workflows. Conduct training sessions to familiarize users with the system's i
cppabilities. Ongoing support and assistance are essential to ensure users can effective
imfermation system.
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f) Iterative Testing and Feedback: Conduct iterative usability testing throughout the development
process. Gather feedback from end-users and incorporate their suggestions for improvement.
Identify usability issues, such as confusing interfaces, slow response times, or inefficient workflows,
and address them promptly. Regularly test the system with representative users to validate its

usability and make necessary adjustments.

Integration with Existing Systems: Integrate the emergency preparedness information system with
existing systems and tools used by stakeholders. Avoid creating information silos and duplicate
data entry. Ensure seamless data exchange and interoperability with other relevant systems, such
as electronic health records, incident reporting systems, and communication platforms. Integration
enhances usability by providing a unified and comprehensive view of information.

g)

h) Continuous Improvement: Establish mechanisms for continuous improvement based on user

feedback and evolving needs. Regularly evaluate the usability of the system and gather feedback
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from users to identify areas for enhancement. Monitor system performance, analyse usage patterns,
and incorporate user suggestions to refine and optimize the information system over time.

The PH EPR information systems staff evaluates information needs for different categories of users.
Also, it works on usability assessment, making plans for improvement and assuring that improving
usability will be achieved without compromising incident management interoperability. The following
are examples of the usability assessment through the evaluation of the following tasks [24]:

1y
2)

3)
4)

5)

5.6 Adaptability

integrity of information (accuracy, completeness, validity of EPR information);

how easy to learn (how fast an experienced and inexperienced user can accomplish basic tasks
while using PH EPR Information systems);

efficiencly of use and communication (how fast an experienced user can accomplish tasksj);

error fregquency and severity (how often users make errors accessing information through the
system, how serious these errors are, and how users recover from the errors):

how diffprent categories of PH EPR information systems users are satisfied with-the system.

The adaptabijlity of public health emergency preparedness and response information systems dllows
these systenjis to adjust and respond effectively to evolving public¢health threats, emergencie$, and
changing cirfumstances, adapting to frequent changes PH EPR information requirements, inforrJation

volume, infofmation quality, and delivery modes through changing the system's technical capa
and assuring human readiness for adapting to evolving complex-situations.

ilities

It involves d¢signing and implementing information systems that can be easily modified, expanded, or
reconfigured to meet the dynamic demands of publicthéalth emergency preparedness and response

efforts.

An adaptablg public health emergency preparedhess and response information system can:

a)

b)

d)

26

Handle yjarious public health emergencies: The system should be capable of addressing a wide frange
of publid health emergencies, such @s'infectious disease outbreaks, pandemics, natural disasters
with hedlth implications, bioterrerism events, and other public health threats. It should be flgxible
enough o accommodate the unigque characteristics and requirements of each type of emergency.

Provide feal-time data and.situational awareness: The system should provide timely and acqurate
information about the~omgoing public health emergency, including the spread of the disease,
affected| areas, population demographics, available healthcare resources, and intervgntion
strategi¢s. This allows public health officials, healthcare providers, and decision-makers td have
up-to-date situational awareness and make informed decisions to control the outbreak and protect
public he¢alth.

Supportlinteroperability and data sharing: An adaptable system should facilitate sealmless
communication and data sharing among different stakeholders involved in public health emergency

response, such as public health agencies, healthcare facilities, laboratories, emergency management
organizations, and community organizations. It should enable the exchange of critical information,
resources, and coordination of efforts to enhance response effectiveness.

Scale up or down as needed: The system should have the capacity to scale up or down based on
the magnitude and severity of the public health emergency. It should be able to handle large-
scale outbreaks or disasters that require extensive data management, surveillance, and response
coordination, as well as smaller localized outbreaks or incidents. This scalability ensures that the
system can effectively respond to emergencies of varying sizes and intensity.

Integrate technological advancements: An adaptable system should embrace technological
advancements and innovations that can enhance public health emergency preparedness and
response capabilities. This may include the integration of digital surveillance systems, data analytics
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tools, mobile applications for contact tracing or symptom monitoring, telehealth pl
interoperable electronic health records. These technologies can improve data collect
communication, and decision-making processes during public health emergencies.

)

atforms, and
ion, analysis,

Learn from past experiences: The system should incorporate lessons learned from previous

public health emergencies to continually improve its functionality and response effectiveness. It

should allow for the collection, analysis, and dissemination of data and best practic

es from past

outbreaks or emergencies. This will enable the implementation of evidence-based strategies and

enhancements for future responses.

The adaptability approach is usually implemented through a design of PH EPR informa

tion systems

by ad

EEIs and other business requirements for EPR systems.

5.7 |Measure-driven capabilities for PH EPR information systems

Measyirement-driven capabilities shall be developed in the PH EPR informatien’systems.

Forin
for st
acap

stance, the US CDC has developed alist of 15 PH emergency preparedness and respons
hte, local, tribal and territorial organizations[2]. A description of eacH of these capabil
hbility name, definition and tasks grouped by function.

Capalpility 6 of the CDC standard outlines functions, tasks_ and resource elements for
Shari
multiflisciplinary exchange of health-related informationiand public health and medical
and npedical situational awareness data. This capabilityeonsists of the ability to perform
3 fung¢tions:

]

entification of stakeholders to include in information flow and defining their inform
needs.

evelopment of guidance, standards, and systems for information exchange.

— Imformation exchange to determine’a common operating picture.

6 H
tern

usiness requirements for collecting, developing and maintaining P}
linology and datavecabulary

6.1 |Background

Colle¢ting, devéloping, and maintaining public health emergency preparedness ai

terminology ‘and data vocabulary plays a vital role in enhancing communication, dalt
coordination, research, and preparedness efforts. Also, in a situation where an emerge
involyes multlple ]urlsdlctlons and multlagency, the utlllzatlon of pre- coordlnated inc

dressing information requirements described in the All-Hazards disaster management approach,

e capabilities
ties includes

Information

hg. Capability 6 has been defined by US CDC as the.ability to conduct multijurisdlictional and

bublic health
the following

htion sharing

1 EPR

hd response
a exchange,
Cy response
dent actions

edical public

health and medlcal 51tuat10nal awareness become COHdlthIlS that assure mutual understanding,

responsibility and accountability. Overall, it facilitates effective response to public health

emergenc1es

improves decision-making, and ultimately helps protect and promote the health and well-being of

populations.

The PH EPR data hierarchy can be presented as the following (see Figure 1).
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Figure 1 — PH EPR data hiérarchy

hical structure ensures consistency, interoperability, and effective data managg
eld of PH EPR. Also, it assists in defining clear business requirements for data colle

development
relevant to p
are aligned
data manag

, and maintenance. It helps identifythé specific data domains, concepts, and valu

blic health emergency preparedness. This clarity ensures that the business requirel

ith the needs and priorities of emérgency response efforts, enabling efficient and eff
ent.

PH EPR datalterminology focuses on/the’specific language and definitions used to describe data-r
concepts, whiile data concepts encoempass the broader ideas and principles that guide the understa

and applicat
and emergen

6.2 Align
EPR functi

The alignme

on of data. Examples-of PH EPR terminology are definitions of incident rates, vital
cy events.

ent of standardized PH EPR terminology and vocabulary with critical PH

ns

ht of standardized terminology and vocabulary in public health emergency prepare

(PH EPR) sy

pports critical incident management functions and contributes to the effectiven

bment
ction,
b sets
ments
pctive

blated
inding
signs

dness
bss of

incident PH EPR functions and overall emergency response.

The alignment of standardized public health emergency preparedness (PH EPR) terminology and
vocabulary with critical PH EPR functions provides significant benefits for the following functions:

Effective Communication: Standardized terminology ensures common understanding among

stakeholders involved in PH EPR. It enables clear and precise communication, reducing

pretation or confusion during emergency response efforts.

Interoperability and Data Exchange: Consistent terminology allows for seamless interoperability

and data exchange between different systems and agencies involved in PH EPR. When everyone
uses the same vocabulary, data can be shared, aggregated, and analysed more effectively, leading

a)

misinter
b)

to impro
28

ved situational awareness and informed decision-making.
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Efficient Resource Management: Standardized terminology facilitates accurate tracking and

management of resources during emergencies. When all stakeholders understand and

use the same

terminology, it becomes easier to identify and allocate resources based on their specific functions

and needs.

Coordination and Collaboration: A shared vocabulary promotes effective coordination and
collaboration among different agencies, organizations, and jurisdictions involved in PH EPR. It
allows for smoother information sharing, joint planning, and integrated response efforts, resulting

in a more efficient and coordinated emergency response.

Training and Preparedness: Standardized terminology simplifies training and preparedness

vpcabulary, ensuring consistency and uniformity in understanding and practice. (T}
better preparedness and readiness for PH EPR scenarios.

Evaluation and Lessons Learned: Consistent terminology enables accurate gvaluation
of PH EPR efforts. It allows for effective comparison of data across different incidents or
afeas, leading to improved assessments of response effectiveness and‘the identific
practices and areas for improvement.

HO Framework for the Public Health Emergency Operations, Gentre, EOC[21l dem

aligninent of PH EPR vocabulary and terminology with criticallPHEPR functions. This

provi

minirhum data sets (MDSs) and data elements that could be présented as the following (se

PH EPR

. . .. Standardize
PH|EPR Essential Information minimum
. - Data data
funfction activity need data set
element(s

(MDS)

> established
is facilitates

and analysis
ceographical
ation of best

nstrates the
Framework

les a conceptual model for alignment of PH EOC functional domains, supportingg functions,

b Figure 2).

Sets, MDS

Figure 2 — Representation of a relationship between PH EPR Functions and Minimum Data

The US CDC, in collaboration with WHO and LOINC, has developed a national extension of the 2015
WHO PH EOC Framework[31l. The US CDC standard reflects the WHO approach on the alignment of PH
EPR data elements and functions. It includes a technical specification for functional alignment of the PH
EPR standardized vocabulary (see Table 2).
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Table 2 — Example of alignment EOC functions, essential activities, information needs and data

elements through LOINC
. Essential activ- |Information need/ LOINC
Functions o Data element name
ities category code
Date and time report was released 90089-4
Organization name 76469-6
Organization NPI 76468-8
Date data collected for Report 95884-3
2.2.5. Hospital or Inpatient beds [#] 95885-0
20 . 2.2 Event inves- faci_lity bedsi ué;)ll(: Inpatient beds occupied [#] 95886-8
- Operating, tigation, LOINC zation panel [ Inpatient beds occupied/ Inpatient beds 95897-6
LOINC 897264 89751-2' Emergency Oper- - - - -
ations Centres], Inpatient beds occupied by patients with 95888-4
LOINC 95893-4 disease of interest [#]
Inpatient beds occupied by patiefits with
disease of interest/ Inpatient beds,occupied |95889-2
ICU beds [#]
Intensive care unit beds occuipied [#] 95890-0
Intensive care unit beds.occupied/ ICU beds |95891-8
Table 2 shows an example of alignment for the PH EPR critical functiofi, Operating (LOINC code 8p726-
4), with depgndent essential activity, event investigation (LOINC code 89751-2), dependent infornjation
category, hogpital or facility beds utilization (LOINC 95893-4) and precoordinated data elements. It is
important thfat the US CDC standard re-uses already existing:€odified data elements (i.e., in Table[2, the
Date and tinje report was released, LOINC 90089-4) and makes new codified data elements as ngeded
(i.e., LOINC 95879-3, 95905-6).
Another example of such alignment process is axgéllaboration between LOINC, US Department of
Health and Human Services (HHS), and US CDC-inr the development and maintenance of the nafional

Interoperability Standards Advisory, ISAL3E"Fhe US HHS ISA repository provides a standar
vocabulary g@nd implementation specification’s for patient level healthcare data (i.e., clinical
family health history) and population leveldata. For example, the ISA PH EPR Representing Healt
Personnel vgcabulary and public health) emergency preparedness and response value sets have
initially devgloped by US CDC through’the PH EOC MDSI®], then standardized through the LOINC
95892-6, Regresenting Healthcare Personnel Status(28], and finally added to the ISA.

6.3 Applyjng standardizéd terminology and vocabulary to emergency response to
standard operations procedures (SOPs) and disaster planning

6.3.1 Genge¢ral

Standard Operating Procedures (SOPs) are formal, written guidelines or instructions for di

dized
notes,
hcare

been
panel

baster

planning and emergency response that typically have both operational and technical components.

describe who, what, where, when and how to operate during a response.

SOPs

PH EPR organizations establish and maintain Standard Operations Procedures (SOPs) that guide the
development, maintenance and implementation of standard terminology and data vocabulary, and their

use in disaster planning documents.
These SOPs outline the following tasks:

Electronic communication procedures that require implementation of semantic interopera

bility,

including standardized terminology and public health emergency preparedness and response

vocabulary.

vocabulary.
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Development of technical specifications that align standardized terminology and vocabulary with

PH EPR functions and information flows.

It is common practice to include standardized terminology and vocabulary in incident management
documents. The WHO has developed the Glossary of Health Emergency and Disaster Risk Management
Terminologyl26l, It is designed for policymakers, practitioners, and other stakeholders to reduce health
risks and consequences of emergencies and disasters. It is also helpful in the development of national

and

regional PH EPR OSPs.

The WHO has developed the SOP for Coordinating Public Health Event Preparedness and Response
in the WHO African Region[32], which is an example of PH EPR SOPs. In this procedure, the Event

Management Team is assigned the responsibility of managing data and information. C
utilizing existing standardized classifications and nomenclatures

6.3.2| Utilising event grading and classifications of emergencies

The

classifications.

PH ERR classifications are a valuable source of standardized terminology and data categd
apply|to international and national events’ grading and categorizatian.

For

involyement in emergency events[29. This WHO grading clasSification is based on a sc4
urgerlcy, complexity, capacity and reputational risk. It hasibeen developed for the followin

The

H EPR emergency communication and data exchange flows shall utilize existin

instance, the WHO has developed a grading classification for single or multip

—e

nforming emergency response organizations ,of\the extent, complexity and dur
mergency response;

[¢)

frompting all WHO offices at all levels to beready to repurpose resources;

o

¢}

hsuring that the emergency response organizations act with appropriate urgency and
bpropriate resources in support to'the response of the affected Member State, part
YHO country office;

<

(=

riggering WHO’s Emergency:Response Procedures and emergency policies;

eminding the Head of ‘the WHO country office (HWCO) to apply WHO’s Standaj
rocedures (SOPs) as per the Director General’s memorandum of 15 January 2008;

avlim]

D

kpediting cleapance and dissemination of internal and external communications.
WHO classifisation of hazards[22] divides emergencies into the following two categori

nptural‘emergencies;

llecting and

b emergency

D

rization that

e countries’
le of events,
b purposes:

ation of the

mobilize the
ners and the

d Operating

nran-made emergencies.

Figure 3 shows the subcategorization of these emergencies according to WHO classification of hazards.
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1. Natural Disasters 2. Human-induced (man-made)

1.1. Geological 2.1. Geological

1.2. Hydro-meteorological

2.2. Societal

.3. Biological

1.

| Extraterrestrial

National PH
events. For ¢
which includ|

— outbreal

— Severe w

— radiation emergencies

— bioterro
— pandem
— chemica

This portal
hazards and

6.3.3 Using the WHO International Classification of Diseases (ICD)

WHO develo
preparednes
conditions. I

a) Enabling

Figure 3 — WHO classification of hazards (adopted from Reference [31])

agencies, collaborating with WHO, develop terminology and. case definitions for sp
xample, the US CDC maintains the Emergency Preparednéss'and Response web por
es six categories of emergencies:

(S

eather

Fism
c influenza
emergencies

also provides a description and terminology of bioterrorism agents, specific che
case definitions.

bs and maintains the ICDI2Y1. ICD plays a vital role in supporting public health emer

provides the following benefits for PH EPR information systems:

éffective disease surveillance and monitoring during public health emergencies.

ecific
tall2l,

mical

pency

s data niahagement by providing a standardized coding system for diseases and health

By assigning specific codes to diseases and health conditions, the ICD facilitates case identification,
tracking, and reporting. It supports the timely detection, analysis, and response to outbreaks.
This helps public health authorities understand the scope and impact of emergencies and inform
appropriate interventions.

b) Streamli

ning epidemiological analysis.

The use of ICD codes in public health emergency data management allows for epidemiological
analysis and research. By analysing the patterns and trends of specific diseases or conditions,
public health professionals can gain insights into transmission dynamics, risk factors, and impacts
of emergencies. This information is crucial for guiding prevention and control strategies, resource

allocatio

32

n, and public health policy decisions.
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c) Serving as a common language for data exchange and collaboration among different countries and

healthcare systems.
It enables the sharing of public health emergency data across borders, facilitating global
surveillance, early warning systems, and international collaboration in responding to health
emergencies. Consistent use of ICD coding enhances the interoperability and comparability of data,
promoting effective data exchange and sharing of best practices.

d) Supporting public health policy development and planning related to emergency preparedness.

By providing standardized codes and classifications for diseases and health conditions, the ICD
enables the identification of priority areas for intervention, resource allocation, and evidence-
bpsed policies. It facilitates the assessment of burden of disease during emergenei¢s, informing
public health strategies and interventions.

e) Promoting consistency, comparability, and interoperability of data, Afacilitating effective
stirveillance, analysis, response coordination, research, and policy development during public
health emergencies.

The I¢D-10-CM extension has been developed in the United States[#! for. the purpose of ascg¢rtaining and

reporfting national clinical cases. Several ICD-10-CM codes can also ‘he*combined to proyide detailed

codification of symptoms and syndromes. For example, a manifestation of bronchitis caused by

COVIP-193] can be coded as U07.1 (COVID-19 infection) combiged with J20.8 (Acute brorchitis due to

other|specified organisms) and J40 (Bronchitis, not specified as acute or chronic).

6.4 |Assuring relevance and coverage

Publi¢ health emergency preparedness and response vocabulary should encompass a comprehensive

rangg of data elements and terms, including.diseases, conditions, interventions, regsources, and

outcomes. It should address the specific needs and requirements of public health agencief, emergency
management organizations, healthcare providers, and other stakeholders involved in preparedness

b)

d)

© IS0 2023 - All rights reserved

elements, terms, ard)concepts required to support public health emergency prep3
response activities) This involves engaging stakeholders, including public health g
emergency management organizations, healthcare providers, and subject matter expe
their input and understand their information needs.

eview “Existing Standards: Evaluate existing standards, guidelines, and vocabulai
blic ‘health emergency preparedness and response, such as the World Health

logy remain
landscape of

specific data
redness and
rofessionals,
rts, to gather

'y related to
PDrganization

(WHDO) International Health Regulations (IHR) and the Centres for Disease Control an|

d Prevention

(CDC) frameworks. Identify relevant terms, classifications, and coding systems that can be utilized
or adapted to ensure compatibility and consistency with established standards.

Gap Analysis: Perform a gap analysis to identify any missing or insufficient terminology and
concepts within the existing vocabulary. Compare the identified needs from the needs assessment
with the available vocabulary, and determine areas where additional terms, definitions, or
classifications are required to enhance coverage and relevance.

Stakeholder Engagement: Engage stakeholders through workshops, focus groups, or expert
consultations to validate and refine the identified gaps and requirements. Seek their input on the
relevance, applicability, and importance of potential additions or modifications to the vocabulary
and terminology. Encourage discussions and collaboration to ensure shared understanding and
ownership of vocabulary.
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f)

g)

h)

6.5 Role gf stakeholders’ involvement in collecting, developing, and maintaining a
public health preparedness and response data vocabulary

Terminology Development: Develop new terms, definitions, and concepts to address the identified
gaps in public health emergency preparedness and response vocabulary. Ensure that the new
additions are consistent with existing standards, guidelines, and terminology frameworks. Use an
iterative approach by involving stakeholders in the review and validation of the proposed additions
to ensure accuracy and relevance.

Harmonization and Alignment: Align the developed terminology with existing public health
and emergency response frameworks, guidelines, and vocabulary. Ensure compatibility and
interoperability with relevant international, national, and regional standards. This includes
aligning with coding systems such as the International Classification of Diseases (ICD) and other
relevant classification systems.

Documentation and Dissemination: Document the finalized vocabulary and terminology, inc1|uding
definitions, usage guidelines, and any supporting reference materials. Create a comprehgnsive
reference document or database that is easily accessible to stakeholders. Develop training materials
and communication resources to disseminate the vocabulary and promote its undekstanding and
usage arhong relevant stakeholders.

Review pnd Revision: Establish a process for ongoing review and revision_of the public health
emergency preparedness and response vocabulary. Monitor emerging-trends, technolpgical
advancements, and lessons learned from real-world emergency events. Encourage feeflback
from us¢rs and stakeholders to identify areas for improvement, expansion, or refinement pf the
vocabulgdry over time.

Collaborption and Networking: Foster collaboration and networking opportunities with [other
public hgalth agencies, organizations, and international bodies'involved in emergency preparedness
and resplonse. Engage in knowledge sharing and exchange‘of best practices to continuously enhance
the releyance and coverage of the vocabulary considering evolving public health challenges.

Stakeholderg, including public health professionals, subject matter experts, data managers, and end-
users, should be actively engaged in the development and maintenance of the vocabulary. Their|input
and feedback are crucial for ensuring that the vocabulary meets their needs, is practical to implement,

and aligns with real-world scenarios:

While engag|ng stakeholders inthe’development of business requirements for public health emergency
preparednesf data vocabulagy.afid data terminology, the following requirements should be considered:

a)

b)

d)

34

Representation: Enstre“diverse and inclusive stakeholder representation, including public health
professipnals, emergency management organizations, healthcare providers, subject matter
experts,|data maragers, policymakers, and end-users. Aim for balanced representation gcross
different disciplines, geographical regions, and organizational levels to capture a broad rapge of
perspectives'and expertise.

Collaboration: Foster a collaborative environment that encourages active participation and
engagement from stakeholders. Provide opportunities for open dialogue, knowledge sharing, and
constructive feedback throughout the process. Encourage stakeholders to contribute their insights,
experiences, and suggestions to shape the development of business requirements.

Clear Communication: Clearly communicate the purpose, scope, and expected outcomes of the
engagement process. Explain the importance of stakeholder input and how it will inform the
development of business requirements for the vocabulary and terminology. Use plain language and
avoid jargon to ensure understanding among all stakeholders.

Stakeholder Needs Assessment: Conduct a thorough needs assessment to understand the specific
requirements, challenges, and priorities of different stakeholder groups. Gather information on
their data needs, data collection and reporting processes, existing vocabulary usage, and any gaps
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or issues they have encountered. This assessment will help tailor the business requirements to
address the specific needs of stakeholders.

e) Regular Updates and Feedback Sessions: Organize regular update sessions or feedback
opportunities to keep stakeholders informed about the progress of the development process. Share
draft versions of the business requirements, vocabulary, and terminology for review and solicit
feedback. Incorporate stakeholder input into subsequent iterations to ensure their perspectives
are considered and valued.

f) Training and Capacity Building: Offer training and capacity-building activities to enhance
stakeholders' understandmg of the 1mportance and usage of the public health emergency

ulary will be

Pmenting the

g) stakeholder

: terminology.

Ensure transparency in decision-making processes and provide opporfunities for stakeholders

to contribute to the decision-making discussions. This will help foster ownership and a sense of
shared responsibility among stakeholders.

h) Documentation and Accessibility: Document the engagement process, including meeting minutes,
spimmaries of discussions, and decisions made. Make these, documents accessible to all gtakeholders,
epsuring transparency and accountability. Provide a centralized platform or repository where
stakeholders can access relevant resources, updates, aiid documentation related to thle vocabulary
apd terminology.

i) Evaluation and Continuous Improvement: Regularly evaluate the effectiveness and impact of
stakeholder engagement efforts. Seek feedback from stakeholders on their satisfactfion with the
process and outcomes. Use the insights gained to make necessary adjustments, injprovements,
aphd refinements to the engagement strategies, ensuring that stakeholder engagement remains an
itLerative and ongoing process.

By addressing these requirements, organizations can effectively engage stakeholders and harness their

colledtive expertise to develop robust’ business requirements for public health emergency greparedness

data pocabulary and data terminology. This collaborative approach will ensure that the resulting
vocalulary and terminology meet the needs and expectations of all stakeholders involved

6.6 |Assuring flexibility and scalability of PH EPR vocabulary

The PH EPR vocabtlary should be flexible and scalable to accommodate emerging public h¢alth threats,

evolving terminoelogy, and changing data requirements. It should be designed in a way that allows

for future updates, additions, and modifications to support the evolving landscape of public health
emergencies.

To asgute the flexibility and scalability of a PH EPR vocabulary, the following tasks can be hndertaken:

a) Requirements Gathering: Conduct a comprehensive assessment of the current and future needs of
stakeholders involved in PH EPR. Identify their requirements for flexibility and scalability in terms
of accommodating new terms, emerging threats, evolving terminology, and changing data needs.

b) Review Existing Standards: Evaluate existing standards, frameworks, and classifications related
to PH EPR. Identify those that offer flexibility and scalability features, such as the ability to
incorporate new codes or adapt existing codes to accommodate emerging concepts and evolving
needs.

c) Conceptual Design: Develop a conceptual design for the PH EPR vocabulary that allows for

© IS0 2023 - All rights reserved

future growth and expansion. Consider factors such as hierarchical structures, code ranges, and
relationships between codes to ensure flexibility and scalability as new terms and concepts are
added.
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d)

f)

g)

h)

j)

k)

Version Control: Implement a version control mechanism for the PH EPR vocabulary. This allows
for the management and tracking of different versions of the vocabulary as it evolves over time.
Maintain a clear documentation of changes made in each version to ensure transparency and
facilitate future updates.

Reference Information Model: Implement a reference information model that provides a
standardized framework for organizing and structuring information, facilitating interoperability,
data sharing, and consistent understanding across different systems and stakeholders.

Extensibility Framework: Implement an extensibility framework that enables the addition of new
terms and concepts to the PH EPR vocabulary without disrupting existing codes and structures.
This framework should define rules and guidelines for the introduction of new codes and ensure
their corhpatibility with the existing vocabulary.

Maintenance Process: Establish a process for ongoing maintenance and updates ofithe PH EPR
vocabulgry. This includes mechanisms to review and incorporate new terms, retire 0bsolete terms,
and address gaps or inconsistencies. Regularly engage stakeholders in the maintenance procgss to
ensure their input is considered.

Documentation and Guidelines: Develop comprehensive documentation and’guidelines that optline
the procpdures for extending and modifying the PH EPR vocabulary. Previde clear instructidns on
how to 4dd new terms, update existing terms, and maintain backward compatibility to prgserve
data intggrity and consistency.

Stakeholder Engagement: Engage stakeholders throughout the process to gather feedback and
insights fon the flexibility and scalability needs of the PH EPR'vocabulary. Involve them in dedision-
making processes related to extensions, modifications, . and’updates to ensure their requirefnents
are consfdered.

Testing gdnd Validation: Conduct thorough testing anid validation of the PH EPR vocabulary to ensure
its flexibiility and scalability. Test the vocabulary@gainst various scenarios, including the additfion of
new terips, expansion of code sets, and compatibility with different information systems. Vallidate
the functfionality and performance of the vocabulary in real-world use cases.

Continugus Improvement: Establishya -feedback loop to continuously assess the effectiveness
of the PH EPR vocabulary in meeting flexibility and scalability requirements. Seek input| from
stakeholders on their experiences;and challenges encountered during its usage. Use this feeflback
to identify areas for improvement and implement necessary adjustments.

By following these tasks, organizations can ensure that the PH EPR vocabulary is designegd and
maintained yvith flexibilityand scalability in mind. This enables the vocabulary to adapt to emgrging
needs, accommodate new terms and concepts, and support the evolving landscape of public health

emergencies

6.7 Suppgqrting tasks for PH EPR vocabulary quality and integrity

The PH EPR vocabulary and terminology should support data quality initiatives by promoting accurate
and consistent data capture, validation, and documentation. It should include guidelines and standards
for data entry, data validation, and error handling to ensure the integrity and reliability of the collected
data. Specifically, it should include the following tasks:

a)

b)

36

Definition and Standardization: Clearly define the purpose, scope, and structure of the PH EPR
data vocabulary. Establish standardized guidelines and rules for terminology, definitions, and
classifications to ensure consistency and interoperability.

Data Governance: Establish a data governance framework that outlines roles, responsibilities, and
processes for managing and maintaining the PH EPR data vocabulary. This includes assigning data
stewards or responsible individuals who oversee the vocabulary's quality and integrity.
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c) Data Validation: Implement mechanisms for data validation within the PH EPR data vocabulary.
This involves conducting regular checks to ensure the accuracy, completeness, and adherence to
defined standards. Identify and resolve any discrepancies or inconsistencies identified during the
validation process.

d) Version Control: Establish a version control system for the PH EPR data vocabulary. Maintain a
record of changes made, including additions, modifications, and retirements of terms or codes.
Ensure proper documentation and communication of version updates to stakeholders.

e) Documentation and Metadata: Develop comprehensive documentation that provides clear
definitions, usage guldelmes and metadata for each term or code in the PH EPR data vocabulary.
vocabularies

f) who will use
conventions,
g) PH EPR data
r experts to
bulary based
h) PH EPR data
L monitoring
i) ir input and

isfussions and
bliability and

j) egular Audits: Conduct regular audits to evaluate the overall quality and integrity df the PH EPR
dpta vocabulary. This includes reviewing the adherence to established standards, identifying areas
of improvement, and ensuringicompliance with regulatory requirements.

By inforporating these tasks-into the framework for the PHEPR data vocabulary, organizations can
establish robust mechanismsto ensure the quality, accuracy, and integrity of the vocabulary. This,
in tunn, supports the reliability and effectiveness of data collection, analysis, and decisﬂm-making in
publi¢ health emergency preparedness and response efforts.

6.8 [Ongoing maintenance and updates

updates,Aand version control. This includes mechanisms to incorporate new terms, address gaps or
inconpistencies, and incorporate feedback and lessons learned from real-world experiences. Specifically,
this process includes the following tasks:

The FH EPR-vocabulary and terminology should have a process in place for regular j!\aintenance,

Stakeholder Engagement: Continuously engage stakeholders involved in PH EPR, such as public health
professionals, emergency management organizations, and subject matter experts. Seek their input,
feedback, and suggestions for improving the vocabulary and addressing emerging needs.

a) Monitoring and Evaluation: Regularly monitor and evaluate the effectiveness and relevance of the
PH EPR vocabulary and terminology. Assess its usage, identify areas of improvement, and gather
feedback from users to ensure it meets evolving requirements and remains up-to-date.

b) Gap Analysis: Conduct periodic gap analyses to identify any new terms or concepts that need to be
added to the vocabulary. Analyse emerging public health threats, technological advancements, and
changes in best practices to ensure the vocabulary covers all necessary domains.
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f)

g)

h)

j)

Standards Alignment: Align the PH EPR vocabulary and terminology with relevant international,
national, and regional standards. Ensure compatibility and interoperability with established
frameworks, classifications, and coding systems, such as the WHO International Health Regulations
(IHR) or the Centres for Disease Control and Prevention (CDC) guidelines.

Version Control: Maintain a version control system for the PH EPR vocabulary and terminology to
track changes and updates. Document and communicate changes made in each version, including
additions, modifications, and retirements of terms or codes.

Reference Information Model: Conduct regular reviews of the reference information model and
the public health emergency preparedness and response vocabulary to ensure their relevance and
accurac is i ' ifyi ' ' i ' ' dates
or revisions. Engage stakeholders in the review process to gather feedback, validate changep, and
ensure Proad acceptance and adoption.

Documentation and Communication: Continuously update the documentation,”and refgrence
materialls related to the PH EPR vocabulary and terminology. Ensure that the, ‘documentation
reflects [the latest changes and provides clear definitions, usage guidelinesy_and any relevant
mappings or relationships with other vocabularies.

Collaborptive Review Process: Establish a collaborative review process ifvolving stakeholdeis and
subject matter experts. Periodically review the vocabulary and terthinology to identify areps for
improvement, address inconsistencies, and ensure accuracy and completeness.

Trainingand Support: Provide ongoing training and support tousers of the PH EPR vocabularny and
terminology. Offer guidance on proper usage, data entry conventions, and any updates or chpnges
made to [the vocabulary. Address user inquiries and providé-assistance as needed.

Regular [Maintenance Cycles: Establish regular maintenance cycles to review and update the PH
EPR vocabulary and terminology. Determine the frequency of updates based on the pace of change
in the fidld of public health emergency preparedfiess and response.

ongoing maintenance and updates of the\PH EPR vocabulary and terminology. Define the rolgs and
responsibilities of data stewards or a_dedicated team responsible for managing the vocabulary's
maintenpnce process.

GovernaEfe and Oversight: Establish a governance structure and assign responsibilities for the

By incorporating these major tasks.into the ongoing maintenance and updates of the PH EPR vocabulary,
organizationls can ensure that the“vocabulary remains relevant, accurate, and aligned with evglving

needs and sthndards in publichealth emergency preparedness and response.

6.9 Assurjng compliance and fulfilment of regulatory requirements

Assuring regulatory.compliance and fulfilling regulatory requirements for PH EPR data vocabulary and
terminologylis esséntial to ensure legal compliance, maintain data integrity, enhance interoperability,
foster public|tfust, improve decision-making, and protect privacy and security. a|

To assure regulatory compliance and fulfil regulatory requirements for PH EPR data vocabulary and
terminology, the following steps can be followed:

a)

b)

38

Identify Applicable Regulations: Identify the relevant regulatory frameworks, guidelines, and
standards that govern public health emergency preparedness and response data management
and public health emergency preparedness and response terminology. This may include national,
regional, or international regulations specific to public health, emergency preparedness, and data
privacy.

Regulatory Analysis: Conduct a comprehensive analysis of the identified regulations to understand
their requirements, obligations, and implications for PH EPR data vocabulary and terminology.
Identify specific provisions or clauses that directly relate to data management, terminologies, and
compliance.
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c) Gap Assessment: Perform a gap assessment to compare the existing PH EPR data vocabulary and
terminology against the identified regulatory requirements. Identify any gaps or areas where the
vocabulary and terminology need to be enhanced or modified to ensure compliance.

d) Update and Enhance Vocabulary and Terminology: Based on the gap assessment findings, update
and enhance the PH EPR data vocabulary and terminology to align with regulatory requirements.
Incorporate specific terms, classifications, or coding structures mandated by the regulations,
ensuring accuracy and consistency.

e) Documentation and Compliance Framework: Develop a documentation framework that outlines
how the PH EPR data vocabulary and terminology fulfil regulatory compliance. Document the
alignment hetween the vocabulary/terminology and specific regulatory provisions. Maintain
cpmprehensive records of updates, changes, and compliance-related activities.

f) Imternal Policies and Procedures: Establish internal policies and procedures that refleft regulatory
cpmpliance requirements related to PH EPR data vocabulary and terminology.\These p¢licies should
provide guidance on data collection, management, sharing, and reporting, ensuring adherence to
regulatory obligations.

g) Training and Awareness: Conduct training sessions and awarenéess programmes |for relevant
stakeholders on regulatory compliance related to PH EPR data vocabulary and termin(Tlogy. Ensure
that employees, data managers, and other users understand their roles and respognsibilities in

aintaining compliance.

h) Periodic Audits and Reviews: Perform regular audits~and reviews to assess compliance with
regulatory requirements. Evaluate the effectiveness~and appropriateness of the PH EPR data
vpcabulary and terminology in meeting regulatory obligations. Identify areas for imprjovement and
afldress any compliance gaps or issues.

i) Eixternal Compliance Validation: Engage external experts or consultants to validate the compliance
of the PH EPR data vocabulary and tesminology with relevant regulations. Seek th¢ir input and
recommendations to ensure comprehensive compliance and address any identified shprtcomings.

i) ngoing Monitoring and Updates:'\Continuously monitor changes in regulatory requirernents related
top PH EPR data management and-terminology. Stay informed about any updates or anjendments to
regulations and promptly update the vocabulary and terminology to maintain complignce.

6.10|Providing adequate training and support
By investing in traifting and support for the development and implementation of gublic health
emergency preparedness terminology and vocabulary, organizations can enhance data quality, promote
consistency, impreve communication, comply with standards, enable effective decision{making, and
adapt to changing needs in public health emergency preparedness and response. Providjng adequate
training and support for the development and implementation of public health emergency preparedness
and I}Sponse (PH EPR) data terminology and vocabulary involves several important steps, including
the fofllowing:

a) Assess Training Needs: Identify the target audience and assess their training needs. Determine the
level of familiarity with PH EPR terminology and data vocabulary, their roles and responsibilities,
and any specific areas where additional knowledge or skills are required.

b) Develop Training Materials: Create comprehensive training materials that cover the key concepts,
definitions, and usage guidelines of the PH EPR data vocabulary and terminology. Include practical
examples, case studies, and exercises to facilitate understanding and application.

c) Customize Training Content: Tailor the training content to the specific needs and context of the
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organization or individuals being trained. Consider their existing knowledge base, work processes,
and data management requirements to make the training relevant and practical. For instance,
Annex A provides recommendations on required knowledge, skills and abilities for the fulfilment
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d)

f)

g)

h)

j)
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of essential PH EOC functions. Similar recommendations should be developed for other PH EPR
entities and serve as foundational documents for training.

Establish Training Delivery Methods: Determine the most effective delivery methods for the
training. This could include in-person workshops, online courses, webinars, video tutorials, or
a combination of different approaches. Consider the availability and preferences of the target
audience.

Conduct Training Sessions: Deliver the training sessions using the chosen methods. Ensure that
the training is interactive, engaging, and allows for questions and discussions. Encourage active
participation to promote understanding and knowledge retention.

Provide
vocabuld
practica

Address
challeng

clear explanations and practical solutions to help participants overcome any difficulties the

encount

Offer Onjgoing Support: Provide ongoing support to participants even after training sessions
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Considey
with exp

Seek Feq

the traiing programme. Use surveys, assessments, orvinterviews to gather their insight
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ry and terminology in real-world scenarios. This could involve exercises, simulatio|
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Frequently Asked Questions: Dedicate a section or session to address common ques
es, and misconceptions related to the PH EPR data vocabulary and terminology. Py

PI

de access to resources, job aids, and a point of contact for fallow-up questions or assis
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Annex A
(informative)

Criteria to take into account on knowledge, skills and abilities for

A.1 |Being aware of legal requirements for public health emergencies

A.1.1 Knowledge

A.1.2Z Skills

the fulfilment of essential PH EOC functions

eing aware of relevant to emergency preparedness legal requirements ‘and polidies on local,
nptional, and international levels.

nowledge of the legal frameworks for public health surveillance, data sharing, and ptivacy.
nderstanding of legal authorities and the powers of public health agencies during emlergencies.

Kinowledge oflegal and ethical considerations regarding the'use and disclosure of health information
during emergencies.

Awareness of liability issues and legal protectionsfor responders and organizationg involved in
emergency response.

Understanding of legal frameworks for resoutc¢e allocation and management during emergencies.

Familiarity with legal requirements for‘imass vaccinations, quarantine, isolation, and| other public
hgalth interventions.

Kinowledge of legal frameworks~for coordinating and collaborating with other agencies and
jurisdictions during emergencies.

Llnderstanding of legal andjpolicy considerations related to public health communicatipn and public
imformation dissemination during emergencies.

Analytical skills to interpret and analyse relevant legal requirements.

Albility to-apply legal and policy frameworks to guide decision-making in emergency re¢sponse.

Skillin assessing the legal implications and potential risks of proposed actions and intlerventions.

Effective communication skills to convey legal and policy requirements to stakeholders and
decision-makers.

Skill in drafting and reviewing emergency response plans, policies, and procedures from a legal
perspective.

Ability to navigate and comply with legal and regulatory requirements for data collection, sharing,
and protection.

Skill in conducting legal research and staying updated on emerging legal issues in public health
emergencies.

Negotiation and advocacy skills to collaborate with legal and policy stakeholders and advocate for
necessary changes.

©1S0 2023 - All rights reserved 41


https://standardsiso.com/api/?name=ffabce4746ec44bb8688278d6ed8d6d2

ISO 5477:2023(E)

Skill in analysing and advising on legal issues related to resource allocation, procurement, and
logistics in emergencies.

Ability to provide legal guidance and support to incident management teams and other emergency
response personnel.

A.1.3 Abilities

A.2 Planning

A.2.1 Knowledge

42

Ability to apply legal frameworks and policies in a dynamic and rapidly evolving emergency
environment.

Capacity_to analyse complex legal and policy issues and provide practical and actionable
recommendations.

Ability tp collaborate and build partnerships with legal and policy stakeholders at different levels
(local, rggional, national).

Skill in navigating the intersection of public health, emergency management, and legal and policy
considerjations.

Effectivgq decision-making abilities based on legal requirements, public health objectives, and ethical
considerjations.

Capacity] to assess and manage legal risks and liabilities assoCiated with emergency response
activitief.

Ability tp provide clear and concise legal guidance to incident management teams and emergency
respondgrs.

Capacity] to balance public health objectives with legal and privacy concerns in data managg¢ment
and infofmation sharing.

Ability tp advocate for changes in legal and policy frameworks to enhance public health emergency
preparediness and response.

Capacity] to educate and train emergency response personnel on legal and policy requirements and
considerjations.

Understanding of emergency management principles, frameworks, and best practices.

Knowledge of'public health emergency planning concepts, methodologies, and approaches.

Famlllart}r wath rick accaccrmant and hagard analucic tachninnac

VIt T IoIs oo CoOT Tt ol ozt o ooty oo co g atss

Knowledge of public health response strategies and interventions for various types of emergencies.
Understanding of incident command systems and emergency operations centre structures.
Knowledge of resource management and logistics in emergency response planning.

Awareness of public health information systems and tools for planning and coordination.
Understanding of community engagement and communication strategies in emergency planning.
Knowledge of legal and regulatory requirements relevant to emergency planning.

Familiarity with national and international public health emergency planning guidelines and

frameworks.
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.2 Skills

Strong analytical and problem-solving skills for assessing risks, identifying gaps, and developing
effective response plans.

Excellent organizational and time management skills to develop and implement comprehensive
emergency plans.

Effective communication skills to collaborate with internal and external stakeholders in the
planning process.

Skill in conducting situational analyses and using data to inform planning decisions.

ility to develop and execute multi-agency coordination plans and standard operating procedures.

Plroficiency in using planning tools and software for data analysis, resource-allocat{on, and plan
development.

SKill in conducting exercises and drills to test and improve emergency-plans.

Albility to adapt plans to dynamic and evolving situations, consideringlessons learned ffom previous
emergencies.

Cppacity tointegrate publichealth principlesand interventighsinto broader emergencymanagement

Skill in coordinating with community partners, agencies, and organizations for follaborative
planning efforts.

Abilities
ility to think critically and strategicallyto anticipate and plan for potential emergen|cy scenarios.

Cppacity to assess complex informatiod and make informed decisions to develop effectiye emergency
response plans.

Strong leadership abilities tojguide and coordinate the planning process within the PH EOC.

ility to work collaboratively with diverse stakeholders and build consensus during|the planning
process.

Cppacity to effeetively manage resources, including personnel, equipment, and supplies, in the
planning phase.

ility to\identify and prioritize the needs of vulnerable populations and incorporate equity
cpnsiderations in planning.

Skillin fostering a culture of preparedness and engaging individuals and communities in emergency
planning efforts.

Capacity to evaluate and adapt emergency plans based on lessons learned and feedback from
exercises and real-world events.

Ability to navigate political, organizational, and logistical challenges to ensure effective planning
and preparedness.

Capacity to effectively communicate and present complex planning information to decision-makers
and stakeholders.
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A.3 Commanding

A.3.1 Knowledge

A.3.2 Skills

Understanding of incident command systems (ICS) and emergency management principles.
Knowledge of public health emergency response frameworks, protocols, and best practices.

Familiarity with the roles and responsibilities of different agencies and stakeholders involved in
emergency response.

Understanding of public health surveillance and epidemiology principles.

Knowledge of relevant public health laws, regulations, and policies.

Awarengss of resource management and logistics in emergency response operations
Understanding of risk assessment and risk management methodologies.

Knowledge of communication and information management systems in emergency operations.
Familiarjity with incident documentation and reporting procedures.

Knowledge of health and safety protocols for responders and the ptublic during emergencies.

Skills in festablishing a clear chain of command and organizational structure within the PH EQC.

Proficiency in setting response objectives and prigrities based on the situation and avdilable
resourcgs.

Decisionmaking skills related to resource alloecation, response strategies, and incident management.

Proficiency in coordinating with externdl partners, agencies, and stakeholders to ensure a upified
responsg.

Skills in providing guidance and diréction to response personnel.
Progresg monitoring skills fot tesponse activities and adjusting strategies as needed.
Proficiepcy in maintainingsituational awareness and staying informed about the evolving situation.

Skills in| communieating and collaborating with other key incident commanders and dedision-
makers.

Skills in ensuring compliance with relevant protocols, regulations, and policies.

Proficienc

A.3.3 Abilities
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Ability to remain calm and composed under stressful conditions and provide effective leadership.
Capacity to analyse complex information and make sound decisions in a timely manner.
Strong problem-solving abilities to address challenges and adapt response strategies as needed.

Ability to build and maintain effective working relationships with response partners and
stakeholders.

Capacity to foster a culture of collaboration and teamwork within the PH EOC.
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— Effective coordination and delegation abilities to ensure efficient and coordinated response
operations.

— Skill in leveraging available resources and assets to maximize response efforts.

— Ability to communicate effectively with diverse audiences, including responders, the public, and
decision-makers.

— Capacity to establish and maintain clear lines of communication and information flow within the PH
EOC.

— Adaptability and flexibility to adjust response strategies based on changing circumstances and
efolving needs.

A.4 |Operating

A.4.1 Knowledge

— Understanding the principles and structure of Incident Command S¢stems (ICS).
— Fhmiliarity with emergency management principles, frameworks,)and best practices is crucial.
— Knowledge of public health emergency response strategies; protocols, and interventions.

— Understanding the structure and functioning of PH systems.
— Fpmiliarity with the operations and functions of am-EOC.

— Knowledge of health and safety protocols and*guidelines is essential to ensure the well-being of
responders and the public during emergeneies.

— Understanding the management and utilization of data and information systems within the PH EOC.
— Understanding effective communication strategies and techniques.

— Staying updated with the latest-developments, best practices, and lessons learned in PH EPR.

A.4.2 SKkills
— Proficiency in carrying out specific response tasks and activities as directed by commfanders.

— SKills in coordinating with internal teams and external partners to implement responge actions.

— Resources. management skills, including personnel, equipment, and supplies, to suppjort response
operations.

— Skills in data collection and analysis to inform decision-making and improve situational awareness.

— Effective communication and information sharing skills within the PH EOC and with external
stakeholders.

— Skills in monitoring and reporting on the status of response activities.
— Skills in ensuring adherence to established protocols, procedures, and safety guidelines.
— Skills in documentation management and reporting.

— Proficiency in collaborating with other functional areas within the PH EOC, such as planning,
logistics, and public information.

— Time management sKills, including setting priorities, organizing workflows, and managing multiple
responsibilities simultaneously.
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A.4.3 Abilities

— The ability to maintain a clear understanding of the current situation, including the status of the
emergency, available resources, and response activities. This involves gathering and analysing
information, monitoring developments, and staying updated on the evolving circumstances.

— The ability to pay close attention to details, accurately recording and documenting information,
ensuring data integrity, and maintaining thorough and precise records of activities, decisions, and
communications.

— The ability to adapt to changing circumstances and adjust plans accordingly, including to be open to
new information, embracing innovation, and quickly adapting to unexpected developments.

— The abiljty to work collaboratively within multidisciplinary teams, actively participating in|team
discussipns, contributing expertise, and respecting diverse perspectives to achieve common goals.

— The abiljty to analyse problems, identify viable solutions, and make informed deCisions, applying
critical fhinking skills, evaluating options, and implementing effective strategies to address
challengps and overcome obstacles.

— The ability to manage stress and remain composed in high-pressure situations, practicing self-care,
and maintaining a positive and resilient mindset.

— The ability to make ethical decisions and upholding professionalstandards.

— The abiljty to engage in ongoing learning and professional development, staying updated on best
practice$, emerging trends, and new technologies relevant tg public health emergency resporise.

A.5 Communicating

A.5.1 Knowledge
— Understanding the established communication protocols and procedures within the PH EOC.

— Familiarjity with the information management systems and tools used within the PH EOC, including
knowledge of data collection, storage, and sharing platforms.

— Understanding the various stakeholders involved in the emergency response, including infernal
teams, ekternal agencies, ahd community partners.

— Knowledge of crisis.‘communication principles and strategies, including understanding the
importahce of timely,@ccurate, and consistent messaging during emergency situations.

— Awarengss of eulttral diversity and sensitivity to different cultural norms and communi¢ation
styles.

A.5.2 Skills

— The ability to actively listen and comprehend information from different sources.

— The skill to convey information clearly and concisely, including the ability to articulate complex
concepts in a simplified manner to ensure understanding among diverse audiences.

— Proficiency in written communication.

— The skills to build positive and effective relationships through interpersonal communication.

A.5.3 Abilities

— The ability to adapt communication styles and approaches to different situations and stakeholders.
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