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[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the

ISO/IEC Dl[ \.tiVCD, Pdl t 2 (DCC VV VV VV.iDU.Ul ;(/Idil CLtiVCD).

[SO draws gttention to the possibility that the implementation of this document may invalve‘t
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rights in regpect thereof. As of the date of publication of this document, ISO had notteceived

patent(s)

ich may be required to implement this document. However, implementers are ca

this may ndt represent the latest information, which may be obtained from the patent database
www.iso.ong/patents. ISO shall not be held responsible for identifying any or alljstich patent righ
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Introduction

Code-scanning payment is a type of mobile payment service in which the payer uses a mobile device to
present a payment code image to a payee for scanning or scans a payment code image presented by the payee.

This document focuses on the security aspects of code-scanning payment. This document is structured
according to a risk-based analysis approach as specified in ISO 31000 and ISO/IEC 27005.

Clause 5 sets up the scope and context of the security analysis by giving an overview of code-scanning
payment. The basic framework is defined and the major roles are described. Some basic steps are mandatory
for these types of payment services, but there are many variations in practice because flexibility is one of
the major benefits of code-scanning payment. Various 1mplementat10ns can be roughly cla551f1ed into two

categories:
security reg

Clause 6 cl

Clause 7 is
according t

Clause 8 pr
to control (|
to both imy
Additional
recommend

Annex A pi
payment tr

Annex B pr

Annex C prg
security mqg

juirements and guldellnes (see Clause 8) are based on these two 1mp1ementat10n me

rifies the security target objectives and assumptions.

the risk assessment of code-scanning payment. Security risks are identified and
p the implementation modes.

bsents the security principles, requirements and guidelines on hew’to impose count
mitigate or reduce) the risks identified in Clause 7. Minimum sécurity requirement
lementation modes are the security baseline for all code-seganning payment servic
ecurity guidelines are categorized by implementation modes,'and presented as the bg
ed for the code-scanning payment service providers.

ovides more details of the two implementation modes described in Clause 5, in
insaction processes and payment code examples.

vides more details to support the risk assessment in Clause 7.

vides common requirements on the approved algorithms and mechanisms for any cr}
asures used for code-scanning paymentas defined in Clause 8.

categorized

ermeasures
5 applicable
e providers.
st practices

cluding the

yptographic
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Financial services — Code-scanning payment security

1 Scope

This document provides an overview, risk assessment, minimum security requirements and extended
security guidelines for code-scanning payment in which the payer uses a mobile device to operate the
payment transaction.

This docunlent is applicable to cases where the payment code is used to initiate a mobile \p

presented b
The followi

details

details

2 Norm

The followi
requiremern

y either the payer or the payee.
hg is excluded from the scope of this document:
of payer and payee onboarding;

of the supporting payment infrastructure, as described in 5.1.

htive references

hg documents are referred to in the text in such a way that some or all of their content
ts of this document. For dated references, only the edition cited applies. For undated

the latest edlition of the referenced document (including any.atmendments) applies.

ISO 11568,
ISO 16609,
[SO 19092,
[SO 20038,

ISO/IEC 97
message red

ISO/IEC 976

ISO/IEC 10
Part 1: Gend

ISO/IEC 101
ISO/IEC 14¢

Financial services — Key management (retail)

Financial services — Requirements for message authentication using symmetric techniq
Financial services — Biometrics — Security framework

Banking and related financial services — Key wrap using AES

D6 (all parts), Information technology — Security techniques — Digital signature sch
overy

7 (all parts), Inforntation technology — Security techniques — Message Authentication (}

118-1:2016/Amd “1:2021, Information technology — Security techniques — Hash-f
ral

18-3, [T'Security techniques — Hash-functions — Part 3: Dedicated hash-functions

88 (all parts), Information technology — Security techniques — Digital signatures wit}

hyment and

constitutes
references,

es

emes giving

odes (MACs)

unctions —

appendix

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

ISO/IEC 18033 (all parts), Information security — Security techniques — Encryption algorithms

ISO/IEC 19772, Information security — Authenticated encryption

NIST/FIPS PUB 202, SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© IS0 2024 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
code image
symbolization of string constructed according to a defined format

EXAMPLE Code 128 as defined in ISO/IEC 15417 and QR code as defined in ISO/IEC 18004.

3.2
code-scanning
recognize ajid reveal the content of a code image (3.1)

Note 1 to enflry: Not including interpretation of the code content.

3.3
code-scanning payment
payment trgnsaction (3.10) initiated by code-scanning (3.2)

3.4
code servi¢e provider
CSP
logical role fhat manages the payment code (3.12) for the payer (3.9).0inthe payee (3.8), including|generating,
distributing and (optionally) resolving

Note 1 to enflry: The responsibility of this logical role can be split betwéeen several physical entities.

3.5
eavesdropping
unauthorized interception and interpretation of information-bearing emanations

[SOURCE: I§O/IEC 18013-3:2017, 3.5]

3.6
mobile devlice
device that jutilizes communication networks while in motion

[SOURCE: 1§0/IEC 24771:2014, 34,17

3.7
mobile payment
payment (3.10) involvifig~a mobile device (3.6) and using a payment instrument (3.13) and| associated
infrastructyires

[SOURCE: 130 12812-1:2017, 3.29]

3.8
payee
person or legal entity who is the intended recipient of funds which have been the subject of a payment
transaction (3.10)

[SOURCE: ISO 12812-1:2017, 3.38]

3.9

payer

person or legal entity who authorizes a payment transaction (3.10)

Note 1 to entry: The payer can be a payment service provider (3.15).

[SOURCE: ISO 12812-1:2017, 3.39, modified —Note to entry added.]

© IS0 2024 - All rights reserved
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payment transaction
act of placing, transferring or withdrawing funds, irrespective of any underlying obligations between the
payer (3.9) and the payee (3.8)

[SOURCE: ISO 12812-1:2017, 3.40]

3.11

payment application

application

3.12
payment c

resident in the payer’s (3.9) mobile device (3.6) which offers payment functionality

de

data string
purpose of

Note 1 to ent
EXAMPLE

3.13
payment ix
personalize
by the paye

EXAMPLE
[SOURCE: 1§

3.14
payment s¢
set of rules,

the functioning of payment services and which is separated from any infrastructure or payment

supports its
[SOURCE: I

3.15
payment s¢
PSP
entity that |

EXAMPLE
acquirer.

3.16
payment sg¢
PSU

constructed according to a defined format or retrieved from a code image (3.1)
making payments (3.10)

ry: The symbolized form of a payment code is called a “payment code image”.

The payment code to represent an account or an order.

)strument
d device and/or set of procedures agreed between the payer; (3.9) and the instituti
in order to conduct a payment transaction (3.10)

Credit transfer, card payment and electronic money.

012812-1:2017, 3.43]

theme
practices, standards and/or implementation guidelines agreed between scheme part

operation

012812-1:2017, 3.44]

brvice provider

provides paymentsépvices to a payment service user (3.16)

Account servicing payment service provider (ASPSP), payment initiation service pro

prviceuser

sed for the

»n and used

icipants for
system that

vider (PISP),

natural persoen—ot lcsa} cut;t_y ula]x\ius use—of = }Ja_ylucut service—in—the \.aya\.it_y of payet (31) or payee

(3.8), or both

3.17

point of interaction

POI

point at which payer (3.9) and payee (3.8) interact for the purpose of conducting a payment transaction (3.10)

EXAMPLE

Point of sales (POS), vending machine, payment page on merchant website, quick respon

on a poster, mobile device (3.6) of the merchant.

© IS0 2024 - All rights reserved
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3.18

risk

qualitative or quantitative measure, or both, of possible harm to a specified asset in a given threat
environment

Note 1 to entry: In the financial industry, assets include transaction financial value, payment systems integrity and
information security and privacy.

3.19
risk assessment
systematic process of evaluating the potential risks (3.18) involved in a projected activity or undertaking

3.20

secure element
SE
tamper-resistant platform in the mobile device (3.6) capable of securely hosting and executing applications
and associafted confidential and cryptographic data (e.g. key management)

[SOURCE: 1$0 12812-1:2017, 3.50, modified — Example deleted.]

3.21
trusted ex¢cution environment
TEE
aspect of the mobile device (3.6) comprising hardware and/or software which provides securfty services
to the mobile device computing environment, protects data againstgeneral software attacks and isolates
hardware ajnd software security resources from the operating system

[SOURCE: 130 12812-1:2017, 3.60]

4 Abbrdviated terms

B2C bysiness to customer

IBAN infernational bank account number
pP2p pgrson to person

POS paint of sales

QR qyick response

TTL time to live

URL uniform resource locator

5 Overvliew of code-scanning payment

5.1 Basic framework of code-scanning payment

Figure 1 is a basic framework of code-scanning payment that illustrates the relationship between the
different functional roles in the system.

© IS0 2024 - All rights reserved
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'l

(o EH

N EE rr
payer L J E:ld Payee L J
Payer CSP Payee CSP

Code management
system

Code management
system

Payer PSP

> | s

Supporting payment infrastructure

Figure 1 — Basic framework of code-scanning payment

The participants of a typical code-scanning payment transaction include the payer, the pay

respective
PSP can be
cases, the p

Payer:
scannit
the PSH
can als
legal en

Payee:

the same entity; likewise, the payee CSP and thé{payee PSP can also be the same enf]
nyer CSP, the payer PSP, the payee CSP and thepayee PSP can all be the same entity.

|g or to scan a payment code image presented by the payee. The payment application
or CSP and installed on the payer’s mobile device offers these functions. In some casg
b use a static printout to presenttheir payment code image. The payer can be either a
tity.

The payee uses an apprepriate equipment to scan the code image presented by t

ree and the

ode service providers (CSPs) and payment service providers (PSPs). The payer CSP and the payer

ity. In some

The payer uses a mobile device to display and present their payment code image to the payee for

brovided by
s, the payer
person or a

he payer or

any point of interaction (POI) equipment to display and present the payee code image to the payer for

scannif

PSP: Th
and pra
physica

NOTE 1
treated
transac

1g. The payee can be €ither a person or a legal entity.

e PSP accepts the-payment instructions from the payer, or the payment requests fror
cesses the payments for them. This is a collective logical role which can contain seve
1 entities. The major component in the PSP domain is the supporting payment infrast

As stated in Clause 1, the details of the supporting payment infrastructure are out of scop
hs asecured black box and taken as a security assumption for the whole document. For a typ|
ign, it usually consists of three physical entities: an acquiring service provider (acqulrer

h the payee,
ral different
ructure.

2 so itwill be
ical payment
who serves

e an-account-servicepros Anr f/\CDCD\

carries out

the pay

arho SeEVes thepaver—and-a-pavpent-schemew
de,Hhaecodht €e-Prov VHO-5erves+tre-payerahRaapayinehitSeaee-wWate

clearing and settlement. An acquiring serv1ce prov1der usually maintains a payment service user (PSU) account
management system, which contains necessary information for generating the payee’s payment code. Similarly,
an account service provider usually maintains a PSU account management system, which contains necessary
information for generating the payer’s payment code. For a person-to-person payment, there are two account
service providers and no acquiring service provider. In some cases, the acquiring service provider and account
service provider are the same physical entity, so there is no payment scheme involved.

payee. Optionally the CSP can resolve the payment code for the PSU.

© IS0 2024 - All rights reserved
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The CSP needs to collect necessary information from the PSU account management system inside the
supporting payment infrastructure. The composition of the code management system is very flexible. It can be an
integrated part of the acquiring service provider’s platform and/or the account service provider’s platform or an

dent service provided by a technical vendor.

Figure 1 provides an outline of the basic framework. The participants involved can vary based on
implementation.

5.2 Mandatory steps and implementation modes of code-scanning payment

5.2.1 Mandatory steps

Figure 2 is an abstraction of the mandatory steps of code-scanning payment.

Payment Result Paymen
preparation notification processil
P t
Code Code Code Code A Paymen
emeration resentation scannin decodin > infaRation .
8 p g g extracting request
NOTE The white boxes are the target of evaluation (TOE) of this docufnent. The grey boxes are out o

All the steq]
The manda
Variations (
mode and p|

5.2.2 Payer-presented mode

In this modg, the payment code image\is generally presented by the payer, as a symbol that is ¢

generated 4§
the payer C
prefetched

and the payj

In some cag
as printed d

At the time|

Figure 2 — Mandatory steps of code-scanning payment

s are mandatory, but the implementation, of a' code-scanning payment system is v
fory steps in Figure 2 can be carried out by 'different entities involved in a payment
f code-scanning payment systems can:b@roughly classified into two categories: paye|
ayee-presented mode.

nd displayed on the payer’s mobile device. The payer-presented code is usually g
P and sent to the payer’s mobile device at the time of payment; however, in some cas
hnd stored locally,0p locally generated from a shared secret between the payer’s m
er CSP.

es, a code image that is pre-generated by the payer CSP is sent to the payer in a stati
n a cardémedium, and displayed to the payee at the time of payment.

of payment, the code is presented to the payee, who then scans the presented cod

payee’s POI

t
18

t

[ scope.

ery flexible.
ransaction.
r-presented

lynamically
bnerated by
bes it can be
bbile device

® form, such

e using the

A payer-presented payment code should contain the information or the secure link to appropriate
information to directly or indirectly identify a payer and can at the same time serve as an authorization

credential.

More detail

s can be found in Clause A.2.

5.2.3 Payee-presented mode

In this mode, the payment code image is generally presented by the payee as a symbol that is:

— printed on a printable surface (e.g. paper card, adhesive sticker or a receipt); or

— displayed on the merchant’s POL.

© IS0 2024 - All rights reserved
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At the time of payment, the code is presented to the payer, who then scans it using their mobile device. The
code can be static or dynamic.

A static payee-presented code contains information that is intended for repetitive use. At a minimum, it
should contain the information or the secure link to appropriate information to directly or indirectly identify
the payee.

A dynamic payee-presented code should contain the information or the secure link to appropriate
information to directly or indirectly identify a payee as well as to a specific payment transaction, such as the
amount to be paid. Information included in a dynamic code varies by transaction (e.g. the payment amount,
transaction ID).

More details can be found in Clause A.3.

6 Securijty target objectives and assumptions

This docunjent specifies the following as the high-level security target objectives for the codle-scanning
payment schemes:

a) Only thie intended payer can initiate and/or authorize the transaction.
b) Only thee intended payee can receive funds.
c¢) The payment amount is equal to the transferred value as intended-by both payer and payee.

NOTE If, for example, a tip needs to be added in the payment amount, it still needs to be agreed Qy both payer
and payge. In this case, the payment amount is made up of the invoeigeé amount and the tip amount.

d) Sensitiye information and data, such as payment accoufit and payment amount, are only agcessible by
authorized entities.

e) Code-s¢anning payment services do not elevate the level of traditional risks in an electronic payment
system] such as cyberattacks, money laundering’or fraud.

Further guil[iance on risk management is provided in ISO/IEC 27005.

The followi
Clause 8:

g security assumptions are_made for the risk analysis in Clause 7 and security rheasures in

— A prop¢rly developed and secured payment application shall be provided to each PSU befofe the code-
scannifgg payment serviceds-activated.

— The coﬂe content shalkbe designed to disallow the initiation of payment transaction by irfsufficiently
secured application$!

7 Risk dssessment of code-scanning payment

7.1 General

The risks listed in 7.2, 7.3 and 7.4 are sorted according to the steps in Figure 2.
7.2 Common risks to both modes as defined in Clause 5

7.2.1 Com_Risk_1: unauthorized user
The payment application is used by an unauthorised user to make payments through code-scanning.

NOTE This could be the result of, for example, loss or theft of the mobile device or loss or theft of user credentials.

© IS0 2024 - All rights reserved
7


https://standardsiso.com/api/?name=b6e8b75639fa9096feefd3284fadd498

ISO 5201:2024(en)

7.2.2 Com_Risk_2: illegitimate code content

The presented code contains content which can be harmful to the PSU, the scanning device or the

payment sc

EXAMPLE 1
transactions

EXAMPLE 2

EXAMPLE 3

heme.

The data retrieved from the code directs the PSU to malicious resources, causing fraudulent payment

, enabling identity theft, presenting offending information, etc.

The data retrieved from the code fails the demanded integrity verification due to various reasons such
as lack of digital signature.

The scanning device is interfered, corrupted or infected when decoding or processing the code content.

7.2.3 Com_Risk_3: tampered code image

The printed

7.2.4 Coy

or displayed image of the presented code is replaced or modified.

h_Risk_4: insecure message transmission

The payment transaction messages are eavesdropped, modified or replayed when the¥y are trans

the commu
the payee’s

7.2.5 Cor

The payer’s
7.3.1) and P

EXAMPLE

NOTE S
in the payee’

7.2.6 Corn

The payee’s
purposes, s

EXAMPLE

NOTE S
in the payee’

7.2.7 Coy

The format
way thata ¢

hication channel between the payer and the payer’s CSP or PSP and/or between th
CSP or PSP.

h_Risk_5: payer sensitive information leakage

sensitive information, except the code values and/or.related parameters as in PrP,
rP_Risk_2 (see 7.3.2), is stolen by attackers and leveraged for malicious purposes, sud

The payer’s authentication credential(s), user ID.

ich information could be stored in the payer’s deyite; obtained from the payer-presented cod
5 POl and/or the payee’s backend; stored at the\GSP; or transmitted on the network.

h_Risk_6: payee sensitive information leakage

sensitive information, except the‘code image, is stolen by attackers and leveraged fq
ich as fraud.

The shared secrets between the payee and the payee CSP or PSP, the payee’s IBAN.

ich information could-be/obtained from the payee-presented code and stored in the payer’s d
5 POl and/or the payee’s backend; stored at the CSP; or transmitted on the network.

h_Risk_7: routing conflict

of code-content of multiple code-scanning payment schemes allows interpretation of
lifferent routing destination is identified than intended.

EXAMPLE

mitted over
e payee and

Risk_1 (see
h as fraud.

e and stored

r malicious

evice; stored

content in a

See the case study in Clause B.3

7.3 Risk

assessment of payer-presented mode

7.3.1 PrP_Risk_1: stolen code value

The payer-presented code value is stolen and used without authorization when it is generated on the payer’s
CSP server, when it is transmitted over the communication channel between the payer and the payer’s CSP
server or when it is stored in the payer’s mobile device.

NOTE This risk is applicable when the payment application fetches the code value from the server in real time or
when it pre-fetches several code values to the device side in case there is a bad network connection when making a
payment. See the case study in Clause B.2.
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7.3.2 PrP_Risk_2: stolen code-generation parameters

The parameters used to generate the payer-presented code are stolen and used without authorization when
they are generated at the payer’s CSP or PSP, when they are transmitted over the communication channel
between the payer and the payer’s CSP or PSP or when they are stored in the payer’s mobile device.

NOTE This risk is specific to those implementations which allow the payment application to generate the payer-
presented code locally using some parameters shared with the payer’s CSP. See the case study in Clause B.2.

7.3.3 PrP_Risk_3: breached encoding and decoding processes

The code generation and related payment information extracting processes are attacked and a legitimate
code value is exploited and used without authorization.

7.3.4 PrBR_Risk_4: captured code image

The code i
being displ4

nage is captured and used without authorization by an attacker or malicious’ merfhant when

lyed.

7.3.5 PrB_Risk_5: tempered transaction parameters

The transad
unintention

tion parameters on the payee side are modified by an attacker-or by the payee, inte
ally.

ntionally or

7.4 Risklassessment of payee-presented mode

7.4.1 PePR _Risk_1: code abuse

The payee-presented code is misused for payment acceptance in scenarios which are not allowe
payee PSP’qrequirements.

d as per the

EXAMPLE
misused for

The code issued for in-store payment,issmisused for online payment or the code issued for a payee is
hccepting payment by another illegitimate payee.

7.4.2 PeP_Risk 2: sensitive information in clear

brmation is

The payee-
obtained by,

7.4.3 Pel

The payer(J
mistake du

7.4.4 Pel

presented code contains‘\the payee’s sensitive information in clear text. This inf]
attackers and leveraged-for malicious purposes, such as fraud.

_Risk_3: unintentional repeated payments

) scans the same payee-presented code (static or dynamic) and makes repeated p
e to tempoxary network failure or other reasons.

_Risk_4: attack on decoding process

ayments by

The attacker impersonates the payer(s), obtains payee-sensitive information from the payees

and leverag

NOTE 1

es it for malicious purposes, such as fraud.

CSP or PSP

This risk is applicable when some or all of the data required for payment initiation need to be retrieved

from the payee’s CSP or PSP based on a token, index or proxy contained in the payee-presented code. Refer to A.3.2.2.2
for an example code format.

NOTE 2

Token refers to a surrogate value for PSU identification and/or transaction data. If the token is included in

the payee-presented data, it is referred to as a payee token; if the token is included in the payer-presented data, it is

referred to a

NOTE 3

s a payer token.

Index refers to a pointer which can be used to retrieve a record from a database.

© IS0 2024 - All rights reserved
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Proxy, sometimes referred to as an “alias”, is the data required in order to retrieve a payment account

identifier. For example, a mobile phone number or email address is used as a proxy to replace an international bank
account number (IBAN).

7.4.5 PeP_Risk_5: forged payment notification

The payer or attacker forges a payment completion notification to fraudulently obtain the product or service.

EXAMPLE

transaction.

8 Secur

8.1 Gense

The securit
the steps in

For less str:

These secu

The payee confirms payment completion visually by looking at the payment notification information
displayed on the payer’s mobile device; the payer cheats the payee by presenting a screenshot from a previous

ity measures to mitigate the risks in Clause 7

ral

y measures given in Clause 8, including requirements and recommendations, are sort
Figure 2. They do not reflect a priority order.

hightforward provisions, implementation guidance is provided.

rity measures are also roughly sorted against the risks identified in Clause 7. H

relationship between risks and countermeasures are not strictly 1:1. M@st of the risks are tangle

other, corre
protection {

Clause 8.2 1

spondingly the security measures are also coordinated with each other to construct
o secure the code-scanning payment system.

rovides common security measures which shall be.applied together with the additio

measures ifp 8.3 or 8.4 which are specific to payer-presenteddiode or payee-presented mode, re

8.2 Secu

8.2.1 Cor

rity measures to mitigate the risks in %2

n_Measure_1: risk communication

The PSPs shall communicate the security risks associated with code-scanning payment to the

recommend
Promot

Providg
during

Enhang
biomet

If static
recomiti

good behaviours, including at least the following:
e code-scanning paymentsecurity knowledge to improve safety awareness.

clear information-on’ potential security risks and countermeasures that are likg
the payment proeeéss; as in Figure 2.

e education gn'protection and management of sensitive data, such as transaction pag
Fics data.

hend countermeasures to the PSUs.

ed based on

pbwever, the
d with each
multi-layer

hal security
pectively.

ir PSUs and

ly to occur

swords and

payer=0r payee-presented payment codes are supported, disclose the corresponding risks and

8.2.2 Com_Measure_2: payment application security

8.2.2.1 General

The payment application and the relevant data on the PSU’s device shall be protected from being
compromised.

8.2.2.2

Implementation guidance

Relevant data means the data managed by the payment application.
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Security hardening technologies, such as secure element (SE), trusted execution environment (TEE) and
software code obfuscation, can be leveraged where appropriate.

Application-layer encryption and authentication shall be used to protect data flows, in addition to transport

layer securi

ty.

8.2.3 Com_Measure_3: payer authentication

8.2.3.1 General

The payer shall be authenticated to the payer’s PSP before they can use the code-scanning payment service.

8.2.3.2 Iy

The PSP can
8.2.4 Cor

8241 G

Security pr
latest stablg

8.2.4.2 Iy

Implement
Security (IF

Security pr
between th

8.2.5 Cor

8.2.5.1 G
CSP and PS

8.2.5.2 g

Obtaining
capabilities

8.2.6 Cor

nlementation aguidance.
IpreentaHon-g ce

delegate the authentication to the payer’s device, the payment application or thepaym
n_Measure_4: security protocols

pneral

btocols shall be used on the external open communication channels and should be up
P versions.

hplementation guidance

appropriate security controls such as transport.layer security (TLS) and Intern
sec). TLS 1.2 or later version should be applied where appropriate.

ptocols with mutual authentication should bestised on the external open communicati
e payee and the payee CSP or the payer andithe payer CSP.

n_Measure_5: anti cyber attacks

pneral

P shall implement security.controls and practices to mitigate cyberattacks.

hplementation guidance

hn [SO/IEC 27001, ISO/IEC 27032 or similar certification can demonstrate su

n_Measure_6: risk control

8.2.6.1 G

ent scheme.

Hated to the

et Protocol

pbn channels

ch security

neral

Transaction risk control functions shall be added to reduce the potential damages caused by the security

risks associ

8.2.6.2

ated with code-scanning payment.

Implementation guidance

The risk control system can identify abnormal payment transactions and take effective measures, such as
refusing the transaction, sending an additional authentication challenge to PSU and sending a warning to PSU.

The risk control system can set payment amount limits, such as a daily limit, monthly limit and per-
transaction limit according to the risk control policies. For an amount greater than the limits, the payment
request can be declined or an additional PSU authorization can be launched.
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8.2.7 Com_Measure_7: server-side sensitive information protection

8.2.7.1 General

The payer or payee’s CSP server(s) shall protect the payer or payee’s sensitive information at rest, in transit

and in use.

8.2.7.2

Implementation guidance

Encryption should be applied where appropriate. The requirements on cryptography in Annex C shall be
applied when encryption is implemented.

8.2.8 Con

8281 G

Mis-routing

8.2.8.2 Iy

pneral

of the payment codes shall be avoided.

hplementation guidance

The identification of the CSP(s) should be coordinated (e.g. maintaining a registry for it) so that

be avoided
8.2.9 Cor

8291 G

Printed cod

8.2.9.2 Iy

Besides the
the printed

Anti-countd

[e.g. when generating a payment code).
h_Measure_9: protect printed code images

eneral

e images shall be protected from being replacegd, modified, covered or stained.

hplementation guidance

logical measures specified in 8.3.1and 8.4.2, both PSUs shall take physical measure
payment code images

images wit

rfeiting measures should betapplied to physically printed code images, e.g. coveri
physical medium, or ageompanied with a security label which contains a unique seg

In some cades, the code image jis\génerated beforehand, distributed to the PSU on demand after

identificati
reminded t
the materi

For electr

8.2.10 Cor

i

n and needs tobe-bound to the PSU’s account before use. In such cases, the PSI
b bind the code imrage with their account immediately after the material is received
attended wheitl using.

ically displayed code images, the displaying screen should be attended or physically

h Measure_10: reject illegitimate payment code

conflict can

s to protect

hg the code
urity code.

hppropriate

J should be
and to keep

covered.

8.2.10.1 General

The payment application(s) or the payee’s POI shall recognize illegitimate code format, reject them and
prompt a warning message.

The payment application(s) or the payee’s POI, the PSU’s CSP or PSP, shall verify the integrity and authenticity
of the payment code presented by the PSU, and reject illegitimate ones.

8.2.10.2 Implementation guidance

Encourage the PSU to scan a payment code with a properly developed, secured and personalized payment

application

or POL.
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If a native camera application, instead of such a payment application, is used to scan the code, the payment

application

should be activated to process the following transaction steps.

8.2.11 Com_Measure_11: unique transaction ID

8.2.11.1 General

Each payment transaction shall be assigned a unique ID.

8.2.11.2 Implementation guidance

The transaction ID can be generated with or without semantic meaning.

Incorporati
8.2.12 Cor

8.2.12.1 G

The PSUs sH
and be proy

8.2.12.2 Iy

Several nof
notification

On the pay
deliver the
payment st

8.3 Addi
8.3.1 PrH

83.11 G

ng a timestamp, a counter or a random number as part of the transaction ID can mak
h_Measure_12: payment result notification

pneral

all be notified of the transaction result promptly, including the status, the amount an
ided with a dispute resolution mechanism if they need to make a complaint.

hplementation guidance

ification methods can be offered to the payer, such*as in-application messages
S.

be side, the point is to let the payee know the\payment status so that they can dec
service, e.g. by displaying payment statuscon the cashier screen or a voice annou
hitus by the payee’s payment application.

fional security measures to mitigate the risks in 7.2 and 7.3
_Measure_1: code content

pneral

The payer-presented code shguld contain certain information which can only be generated or

the payer’s

8.3.1.2 Iy

This recom

CSP.

hplementation guidance

mendation applies to both static and dynamic payer-presented code.

Encryption

e it unique.

d the payee,

or system

de when to
ncement of

resolved by

should be applied where appropriate. The requirements on cryptography in Anne

x C shall be

applied when encryption is implemented.

8.3.2 PrP_Measure_2: code generation and resolution requests

The payer’s

CSP should detect and refuse abnormal code generation or resolution requests.

8.3.3 PrP_Measure_3: encoding and decoding processes

8.3.3.1 General

The code generation and payment information extracting processes of the payer’s CSP should be designed to
protect against brute force attacks.
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8.3.3.2 Implementation guidance

The length of the information retrieval ID in the payment code (refer to A.2.2.2) should be determined
considering the time-to-live (TTL) of the payment code.

The CSP should be equipped with security measures to identify and combat brute force attacks, e.g. limiting
the frequency of code-parsing requests.

8.3.4 PrP_Measure_4: pre-generated code

8.3.4.1 General

If multiple payment codes need to be generated beforehand, they should be encrypted at rest and in transit,
and updated periodically.

8.3.4.2 Impplementation guidance

The requirgments on cryptography in Annex C shall be applied when encryption is ithplemented.
8.3.5 PrR_Measure_5: prefetched code storage

8.3.5.1 Gpneral

If the paynjent application needs to prefetch multiple payment codes beforehand, these codef should be
stored on tﬂ:e mobile device in a secure way and should be bound:te the unique ID of the mobilgd device and
the operating system.

8.3.5.2 Impplementation guidance
The requirgments on cryptography in Annex C shall be applied when encryption is implemented,

Refer to Com_Measure_2 in 8.2.2 regarding requirements on payment application security.
8.3.6 PrH_Measure_6: prefetched code TTL

8.3.6.1 Gpneral

If the paynjent application needs'to prefetch multiple payment codes beforehand, these codefs should be
stored with{a limited TTL.

8.3.6.2 Impplementation guidance

The TTL can be setsaccording to the business requirements and the risk control capabilities of the CSP or
PSP, e.g. 24 h. At the end of the TTL, the pre-fetched codes should be securely deleted.

8.3.7 PrP_Measure_7: secure code presentation

8.3.7.1 General

The payment application should detect and protect from side channel attacks, such as screenshot or memory
scraping, when displaying the payment code.

8.3.7.2 Implementation guidance

The payment application can protect the payment code using strong authenticated encryption. The
requirements on cryptography in Annex C shall be applied when encryption is implemented.
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The payment application can also prohibit the screenshot function when displaying the payment code or
provide corresponding security measures, such as reminding the user promptly or notifying the provider
side to invalidate the displayed payment code when detecting a screenshot attack.

8.3.8 PrP_Measure_8: payee side sensitive information protection

8.3.8.1 General

The payee’s POI and backend should take security measures to protect sensitive information obtained from
the payment codes presented by the payer.

8.3.8.2

Implementation guidance

The payer-j
informatior
and reused

In some c§
informatior

The requirg

8.3.9 Prk

The payee §
transaction

8.3.10 PrHE
8.3.10.1 G
Payment pr

8.3.10.2 Iy

If the payer
longer than

If the payer
transaction|

8.4 Addi

8.4.1 PeR

resented code usually contains a token which is used to authorize a payment trats
is sensitive and should be encrypted in storage and transit to protect it frombéir
by an attacker.

ises, the payer-presented code also contains personal information ‘@dbout the
should also be encrypted in storage and transit to protect it from being-disclosed to

_Measure_9: payee side tamper-proofing

hould be able to prevent external attackers or internal employees from maliciously
parameters.

_Measure_10: anti-replay

pneral

ocessing should prevent attacks of replaying payer-presented codes.

hplementation guidance

60 s) after presentation.

-presented code is‘designed for multiple use, the payer should be asked to grant ea

fional security measures to mitigate the risks in 7.2 and 7.4

_Measure_1: code data set

ments on cryptography in Annex C shall be applied when encryption is implemented,

action. This
g disclosed

bayer. Such
an attacker.

' modifying

Lpresented code is designéd)for a single use, it should be valid for only a defined duraftion (e.g. no

ch payment

8.4.1.1 General

The data set contained in the payee-presented code should be minimized to avoid leaking sensitive
information.

8.4.1.2

Implementation guidance

Some reference information to retrieve the payee’s details from the provider side is recommended where
appropriate, rather than including payee details in the payment code itself.
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8.4.2 PeP_Measure_2: encryption in the code

8.4.2.1 General

If the payment code contains the payee’s sensitive information, the sensitive information should be
encrypted when the code value is generated.

8.4.2.2

Implementation guidance

The requirements on cryptography in Annex C shall be applied when encryption is implemented.

8.4.3

PeP_Measure_3: code presentation

Payee infor

8.4.4 PeR

For payee-presented code which contains some reference information to retrieve the payee’s deta
le, the payee’s CSP should only provide the minimum data set to the payer for paymennt initiation.

provider sig

8.4.5 Pel

For payee-presented dynamic code that is intended for single use, the eode value should be limite
hnsaction usage to avoid repeated payments, with a specific amount within a predefined time

payment tr
frame from

8.4.6 PeR

84.6.1 G

The paymel
payment co

8.4.6.2 Iy

Refer to Com_Measure_2 in 8.2.2 regarding requirements on payment application security.

The requirg

8.4.7 PeR

After scann
key transac
confirmatidg

mation should be printed or displayed clearly beside the code image so that the payel

_Measure_4: CSP data set

_Measure_5: dynamic code

the moment the code value is generated.
_Measure_6: payer side sensitive informationprotection

pneral

1t application should take security measures to protect sensitive information obtain
des presented by the payee.

hplementation guidance

_Measure_7: payer verification

ing and resolving the payment code, the payment application should remind the j
tion parameters, such as payee information and transaction amount, and ask for
n either before sending the payment request to the PSP or after the PSP has mad

ments on cryptography in Annex C shall be applied when encryption is implemented|.

" can verify.

ils from the

d to a single

ed from the

ayer of the
the payer’s
b additional

analysis on

submitted data and is waiting for payment release.

8.4.8 PeP_Measure_8: avoid repeated payments

8.4.8.1 General

The payment application should avoid inducing the payer to make repeated payments when there is an error,
such as network failure.

8.4.8.2

Implementation guidance

When the network connection is unstable and the payment request and/or response is delayed, the payment
application can freeze the payment button and display a progress bar to the user to avoid repeated attempts.
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8.4.9 PeP_Measure_9: payee code management

The payee’s PSP should take measures to ensure that the payee-presented code is used for payment
acceptance in scenarios which are consistent with the payee PSP’s requirements.
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Annex A
(informative)

Implementation modes of code-scanning payment

A.1 General

This annex provides more details to support the overview of code-scanning payment in Clause 5.

A.2 Paydr-presented mode

A.2.1 General

In this mode, the code image is displayed on the payer’s mobile device at the\time of the p
presented tp the payee equipment, which then scans (optically reads) the codé-

A.2.2 Dymnamic code

A.2.2.1 Steps

Figure A.1 [llustrates a typical dynamic payer-presented mode implementation of the mandat
Figure 2.

hyment and

bry steps in

© IS0 2024 - All rights reserved
18


https://standardsiso.com/api/?name=b6e8b75639fa9096feefd3284fadd498

ISO 5201:2024(en)

CSP + Supporting
payment infrastructure

Code generation / return
data for code generation

Payer Payee
(consumer) (merchant)
Code generation request >
Code generation and/or |
presentation
> Code scanning

Code information parsing

Receive result

Transaction request

»  Decoding Qq,b‘
)
Payer authorization
Paymggiocessing
o |
\% Return result
S

Receive result <

NOTE T

scope. See Fig

A.2.2.2 Co¢de formats

A2.2.21

A payer-pre
to identify 4

A2.2.2.2

One examp
can consisf

General

Fxample1

ISO/IEC 154

he grey boxes on the right side indicate that some\of the components and processing deta
ure 1 and Figure 2 for details.

Figure A.1 — Payer-presented mode payment process — B2C transactions

sented payment code should contain the information or the secure link to necessary
payer and at the same time as an authorization credential of paying the required amou

e composition of payer-presented payment code is presented in Figure A.2. This f

Is are out of

nformation

nt of money.

can be symbolized using one-dimensional codes, payees (merchants, in the case of B2C transactions) can
make use of conventional one-dimensional code scanning equipment, which they have implemented in the
past for product barcode scanning or other purposes.
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Routing block Information retrieval ID
(identifier of PSP.) (identifier of payer account, payment authorization, etc.)

Extensions

optional information

Key
I:I necessary information

Figure A.2 — Payer-presented mode code format — Example 1

™
3V

A.2.2.2.3 Example 2 (1/
Another composition of payer-presented payment code is presented in Figure A.3. -dimensjonal codes,
such as QR|code defined in ISO/IEC 18004, which is able to contain more information, is more [suitable for
this form off code.
\C;;O
¢ N\
\Y
Routing block Information retrg(al ID
(identifier of PSP.) (identifier of payer account, pa}@ authorization, etc.)

App version

o

optional information C)\\

Key
|:| necessary information \,O

Figure A.3 — (P)@%presented mode code format — Example 2

O‘

A.2.3 Static code \%

A.2.3.1 General Q9

In some cases, a s .‘-" payer-presented code is employed in a physical or virtual form. In su¢h case, the
code contains, a bar code.
Recently, s¢ tion that is
displayed ak the 2 he interface
to communicate the 1nformat10n stored on the card to the merchant In order to accept payments from both
card and applications using the same system, as well as to simplify online system processing mechanisms,
untokenized static payer-presented codes are implemented in some services.

A.2.3.2 Steps

Figure A.4 illustrates an example implementation of the mandatory steps in Figure 2 for a static payer-
presented mode.
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Payer
(consumer)

Payee
(merchant)

CSP + Supporting
payment infrastructure

Code generation and/or
presentation

| R

»  Code scanning

v

Code information parsing

v

Transaction request

—+—  Payer authorization

|
v

Payment process}%‘

Returi esﬂlkg
P

Receive result <

Receive result < ‘\v

NOTE The grey boxes on the right side indicate that some of the ({{ﬁnonents and processing detajls are out of

scope. See Figure 1 and Figure 2 for details. &\)
%,
Higure A.4 — Static payer-presented mode gé& (in the case of B2C transactiong)
¥
A.2.3.3 Cg¢de format xO

An examplg composition of a static payer-pr(g&@d code is presented in Figure A.5.
3
NS

Extensions

Routing block o) Information retrieval ID
(identifier of PSP.) ) (identifier of payer account, etc.)
o
&
necesQ@information
@al information

?\
5

Key
]
1

Figure A.5 — Payer-presented mode code format — Static

A.2.4 Deferred payment processing

Code-scanning payment solutions are also used in a deferred payment processing mode, where transactions
are stored by the PSP and executed at a later time on presentation of the payment access code and, optionally,
additional credentials.

This is a common pattern for pre-staging both deposit and withdrawal transactions at a bank, for example
to perform cardless transactions at an automatic teller machine (ATM) or through a third-party agency, as

in Figure A.6.
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A.3.2 B2C transaction
A.3.2.1 Steps

A.3.2.1.1 Static code

Figure A.7 illustrates a static payee-presented mode implementation of the mandatory steps in Figure 2.
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Figure A.7 — Payee-presGchd mode payment process: B2C transactions, static code
A.3.2.1.2 Pynamic code %\
Figure A.8 illustrates a @gmic payee-presented mode implementation of the basic steps in Figlire 2.
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Figure A.8 — Payee-presented mode payment process — B2C transactions, dynamidcode
A.3.2.2 Co¢de formats
A.3.2.2.1 [General
A payee-prgsented code should_eontain the necessary information to identify a payee.
A.3.2.2.2 Example 1
One example compg@sition of a static payee-presented code is described in Figure A.9. Instead of directly
coding the paymentinformation into the code itself, usually the code only contains an informatipn retrieval
ID in the pgyloadto retrieve the payment information remotely from the code parsing service provided by
the paymentHistitute.
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