INTERNATIONAL
STANDARD

ISO
5158

First edition
2023-01

Mobile financial services~ Customer

identification guidelines

Services financiers mobiles — Lignes directrices relatives a

l'identification des clients

Reference number
1SO 5158:2023(E)

© IS0 2023


https://standardsiso.com/api/?name=0b6c36beda9ae5e3921797ff8e4ec7b6

ISO 5158:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© 1502023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © 1S0 2023 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=0b6c36beda9ae5e3921797ff8e4ec7b6

ISO 5158:2023(E)

Contents Page
FOT@WOT. ... ettt iv
0010 o0 1o L0 Ut (o) o OSSOSO \ 4
1 SCOPI@ ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 General framework of customer identification for MFS ... 5 4
5.1 [dentity of an MFS CUSTOMET ... o
5.2 Identification of an MFS customer
5.3 ASSUTANCE LEVEIS ...l oo
6 Evaluation of multi-dimension identity AL

6.1 Evaluation criteria for AL_U
6.2 Evaluation criteria for AL_E

6.2.1  GENETAl ..o
6.2.2 Identity evidences used in MFS environment/ ... ..., 8
6.2.3 Evaluation criteria of identity evidence AISS ). ... e 9
6.3 Evaluation criteria for AL_P ...
6.4 Evaluation criteria for AL_W .......
6.5  Evaluation criteria for AL_R...czy.
7 Security and privacy considerations
7.1 Personal data protection of customerinformation ... o, 12
7.1.1  General privacy issues
7.1.2  Biometrics-related vuln€rabilities and privacy iSSUes ... 12
7.2 DEVICE SIAE SECUTTEY ..o St e 12
Annex A (informative) Security capabilities of mobile devices related to customer
BA@MEIFICATION. ..o e e 14
Annex B (informative) Case study of (€)KYC practices.............eses e 16
BIDLIQGIAPRY ..o e 57 22

© 1S0 2023 - All rights reserved iii


https://standardsiso.com/api/?name=0b6c36beda9ae5e3921797ff8e4ec7b6

ISO 5158:2023(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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ISO 51

Introduction

58:2023(E)

With the rapid penetration of mobile devices into every aspect of people’s daily lives, mobile financial
services (MFS) have emerged as a result of the convergence of financial industry and ICT technologies.
MFS provide people with convenient access to basic financial services, such as payments, and are
therefore a great attraction for financial inclusion.

Much effort has been made to use financial technologies (fintech) to reduce the cost and improve the
efficiency of financial services. “Electronic know your customer (eKYC)” is a typical example of such
fintech, and market demand is growing rapidly due to MFS. Traditional KYC procedures, which usually

enient and not suitable for lightweight MFS. In contrast, eKYC can provide a morg

alternative, giving end users more convenient access to financial services and helping. fing
proviflers attract more users.

info

Cust(I]ner identification is at the core of eKYC. A mobile device can provide access to
r

ation sources which can be used for customer identification, such as:
téxt message;

phone call;

lgcation-based services (LBS);

nmpicrophone (voice print);

(@]

hmera (photo identity document, human face, motions);

<

hrious sensors (fingerprint, motions);
cpntact and contactless local interfaces {to external credential carriers); and

imternet connection (to third-partyidentity providers).

However, KYC requirements and practices, especially online or remote eKYC, vary widel)
jurisdictions. The identity evidén¢e collected through a mobile device and the identity
based on this evidence can differ-greatly in terms of trustworthiness and assurance. The in
a commonly-agreed standard to guide it on how to choose proper customer identification
MFS gccording to different-KYC requirements. This document establishes such a common|
defining assurance levels (ALs) for identity evidence and corresponding identities in the context of MFS.
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Mobile financial services — Customer identification
guidelines

1 Scope

This document provides guidelines for customer identification in mobile financial services (MFS),
including:

— algeneral framework of customer identification for MFS;

— the multi-dimensional overall identity assurance level (AL) of an MFS customer and its evaluation
riteria;

O

(%)

pcurity and privacy considerations.

This dlocument also contains annexes which demonstrate how to apply the ALs in practicg, through (e)
KYC yse cases in different regions, for example.

This document is applicable to various kinds of MFS providers;including but not limited t¢ commercial
bankg and third-party payment service providers.

This document is applicable to identifying natural persons. Identifying legal entities, known as (e)KYB,
is out{of the scope of this document.

2 Normative references

The fpllowing documents are referred teyin the text in such a way that some or all of their content
constjtutes requirements of this document. For dated references, only the edition cited applies. For
undafed references, the latest edition of the referenced document (including any amendmé¢nts) applies.

[SO 12812-1, Core banking — Mobile financial services — Part 1: General framework

ISO/IEC 24760-1, IT Security\and Privacy — A framework for identity management — Part 1] Terminology
and cpncepts

3 Terms and‘definitions

For tHe purposes of this document, the terms and definitions given in ISO 12812-1, ISO/1E(Q 24760-1 and
the followingapply.

ISO ai o addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

assurance level

AL

amount of assurance obtained according to the specific scale used by the assurance method

[SOURCE: ISO/IEC 19792:2009, 4.1.1, modified — Note 1 to entry removed.]

©1S0 2023 - All rights reserved 1
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3.2
biometrics

automated recognition of individuals based on their behavioural and biological characteristics

[SOURCE: ISO/IEC 19784-1:2018, 4.17]

3.3
customer

person or business that has contracted with a mobile financial services provider (MFSP) in order to

use mobile fi

Note 1 to entr

nancial services (MFS)

y: Only customers who are natural persons are covered by this document.

[SOURCE: IS 12812-1:2017, 3.12, modified — Note 1 to entry added.]

3.4

evidence isquer

identity information provider or identity information authority (3.7) which issues the-identity evidence
3.5

identity

set of attributes related to an entity

Note 1 to entr]

y: The entity is a natural person in this document.

[SOURCE: ISQ/IEC 24760-1:2019, 3.1.2, modified — Notes to entryJeplaced.]

3.6

identity assprance level

IAL

parameter used to describe the amount of assurance‘in a subscriber’s identity (3.5) obtained by a
credential sgrvice provider

Note 1 to entrfy: [AL1 indicates that there is no reguirement to link the applicant to a specific real-life identity.
Note 2 to entry: [AL2 indicates that evidenge supports the real-world existence of the claimed identity and

verifies that the applicant is appropriately-associated with this real-world identity.

Note 3 to entrjy: [AL3 requires physical presence.

[SOURCE: NIST SP-800-63A:2019/2.2, modified.]

3.7
identity infq
ITA

entity relate
which can m
in an identity

rmation authority

d to a.particular domain responsible for the life cycle management of trusted identities,
hke provable statements on the validity and/or correctness of one or more attribute yalues

(35)

Note 1 to entry: An identity information authority is typically associated with the domain, for instance the
domain of origin, in which the attributes, which the identity information authority can make assertions on, have
a particular significance.

Note 2 to entry: The activity of an identity information authority is usually subject to a policy on privacy
protection.

Note 3 to entry: An entity can combine the functions of identity information provider and identity information
authority.

[SOURCE: ISO/IEC 24760-1:2019, 3.3.3, modified — Definition and Note 2 to entry revised.]
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4 Abbreviated terms

Al artificial intelligence

AL_E assurance level of existence
AL_IDx overall identity assurance level of customer x
AL_P assurance level of presence

AL_R assurance level of reachability
AL_U assurance level of uniqueness
AL_W assurance level of willingness
AML anti-money laundering

BR biometric reference

CDD customer due diligence

CRM customer relationship management
eKYC electronic know your customer
FAR false acceptance rate

FRR false rejection rate

IC integrated circuit

[1P identity information provider
KBV knowledge-based verification
KYC know your custoniey

LolP level of identify)proofing

MEFS mobile fihancial services

MFSP mobile financial services provider
MNO mobile network operator

NPI natural person identifier

OTP one-time password

PII personal identifiable information
REE rich execution environment

SE secure element

TEE trusted execution environment

©1S0 2023 - All rights reserved 3
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5 General framework of customer identification for MFS

5.1 Identity of an MFS customer

Identity is the representation of an entity (natural person) in the form of one or more information
elements (known as “attributes”) which allow the entity to be sufficiently distinguished within a
context.

The identity attributes can consist of something that:

— characterizes the entity, for example biometric characteristics;

— the entitly chooses, for example an email address;
— the entitly has been assigned, for example an identity number assigned by the national@uthorjity;

— constitutes other personal information associated with the entity (natural personj, for example
geolocatjon.

The combindtion of all attributes of the entity (unlimited number) is called a.“holistic identity”. [n the
context of MFS, the identity of an MFS customer should be regarded as a “centextual identity”, which
consists of a|limited set of attributes which are sufficient for verifying thatthe entity who is applying
for a service|is the one who was enrolled previously, as depicted in Figure1.

02

Holistic identity:

| Attribute 1
| Attribute 2 \\
~ Attribute 3

L. Attribute 4
~ Attribite 5
Attribute 6

-~ Attribute 7
Attribute 8 B \f

< 1111

BTiTR

§Z\' s

Key

a  MFS custémer: e—MFSeustomersidentity-asof keyreferenece—~
b MFS provider. f - MFS customer’s identity as of key reference 9.
¢ IIP/IIA which can provide Attributes 1 to 5. g  MFS customer’s identity as of key reference b.

d  [IP/IIA which can provide Attributes 4 to 7.
Figure 1 — Identity and attributes

A contextual identity, once established, should be able to be confirmed or verified using authentication
methods, such as something that the MFS customer possesses, knows, or is (inherence such as
biometrics). Identity authentication methods are out of the scope of this document.

The natural person identifier (NPI) and its data record, as defined in ISO 24366, is recommended as the
reference when the MFS providers select the set of attributes to identify their customers. An NPI issuer

4 © IS0 2023 - All rights reserved
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can be regarded as an identity information provider (IIP) or an identity information authority (I1A),
depending on local regulations.

Local KYC and anti-money laundering (AML) regulations usually define several mandatory attributes
for initial identification of the financial customers. See Annex B for examples.

Depending on the nature of specific financial services, it is possible that additional identity attributes
will be needed, for example geolocation (home address or office address), employment status or
emergency contacts.

5.2 Identification of an MFS customer

Ident

fication of a financial services customer, known as (e)KYC in the financial sector, ifel

proofing, enrolment and continuous maintenance of the customer’s identity attributes
provifle certain financial services. General concepts of identity proofing and enrolment ca

1S0/1

EC TS 29003.

The idlentification process for an MFS customer should be composed of the following basic

udes identity
required to
h be found in

steps.

a) The MFS customer provides core verifiable attributes as required-by the MFS proyider and/or
provides eligible identity evidence to support the claimed attributes.

b) e MFS provider validates, by all possible means, the autheénticity, validity and eligibility of the
identity attributes and evidence provided by the MFS custemer.

) e MFS provider verifies, by all possible means, the“links between the MFS custdmer and the
provided identity attributes and evidence, as well@s’the willingness of the MFS custdmer to apply
for the specified services.

d) The MFS provider enrols the MFS customerafter successful initial verification of required identity

T
aftributes and continuously maintains (adding, removing or updating) the MFS custon
aftributes according to the business and compliance requirements.

In step a), there are different ways to collect identity attributes, for example:

NOTE 1

self-claimed by the customersfor example:

- ask the customer to fill in a table (text attributes);

- ask the customer’to upload a selfie (facial image);

—

ptrieval from-an/identity document presented by the customer, for example:

- ask the\Gustomer to upload a photo of an identity card (usually equipment with
forgery measures);

ner’s identity

certain anti-

ty attributes

—cask the customer to present a digital identity document containing certain identi

(crally xazi th o digibal cignatiien)

sttt ool stonatured:

retrieval from a database, for example:
— retrieve identity attributes from a specialized third-party IIP;

— retrieve identity attributes from a domain-specific I1A.

Additional information can be requested from the customer in order to allow the retrieval of attributes

from a database and to link the relevant attributes, for instance by pressing a finger on a fingerprint sensor (e.g.
fingerprint database on VISA information systems or the Indian Aadhaar eKYC use case; see Annex B).

In step b) and step c), the MFS provider should, by all possible means, confirm the following aspects:

— the authenticity, validity and eligibility of the identity attributes and evidence provided by the MFS

customer;

© IS0 2023 - All rights reserved
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— the links between the MFS customer and the provided identity attributes and evidence;
— the willingness of the MFS customer to apply for the specified services.

Depending on the different ways to confirm these three aspects, the MFS provider can achieve different
levels of assurance in the identity of an MFS customer.

NOTE 2  Although the customer is aiming to access some MFS, the identity proofing process can occur partially,
entirely or not at all on mobile devices.

5.3 Assurance levels

The overall fissurance level of an MFS customer’s identity should be defined as a multi-dimengional
vector. In pafticular, this document defines the following dimensions.

— Assuranfe on uniqueness: AL_U

How corlfident the MFS provider can be that the customer identity is unique in, the specifi¢ MFS
providel's domain.

— Assurante on existence: AL_E

How conlfident the MFS provider can be that the customer identity cofresponds to a real-life sybject,
i.e. the genuineness of the identity attributes and/or evidence.

— Assurange on presence: AL_P

How corlfident the MFS provider can be of the links bet{#een the present MFS customer ard the
provided identity attributes and/or evidence.

— Assuranfe on willingness by consent: AL_W

How corlfident the MFS provider can be of the willingness of the MFS customer to apply for the
specified services.

— Assuranfe on reachability: AL_R

How confident the MFS provider-can be that the customer can be contacted when necessary. This
is an adglitional criterion, not.directly bound to the identity but used to manage the overall risk
related tp the MFS customer;

These dimernfsions may be tailored and other dimensions may be added according to the jurisdicfional
AML or related requirenients. The willingness and reachability dimensions are included as example
dimensions fo group some identity attributes which are not directly used to identify a customer, but
which are inflispengsable for the MFS provider to make business decisions.

«_n

The overall iflentity assurance level of an MFS customer, “x”, should be noted as follows:

AL_IDx=(AL_U,AL_E,AL_P, AL_W, AL R, ..))

Each dimension should be evaluated against the criteria which are commonly agreed upon and
recognized within the MFS provider’s domain. Details are provided in Clause 6.

NOTE AL_IDx is intended as a vector, not a simple score. But if the MFS provider needs to calculate a simple
score, the weighting of each dimension can be defined according to its KYC policy and a weighted sum can be
calculated and assigned to AL_IDx.

It is recommended that the AL value of each dimension ranges from 0 to 1, both included. But other
kinds of value domain are also acceptable according to the needs of the MFS providers.

Based on the different identity ALs, the MFS provider can grant differentiated services to its customers.
Examples are provided in Annex B.

6 © IS0 2023 - All rights reserved
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As part of the customer due diligence (CDD) requirements, the MFS provider can increase or decrease
the AL(s) in one dimension or more for a specific customer over time, for example when the contact
information is no longer valid, the AL_R is decreased. The MFS provider can also ask the customer to
increase the AL(s) in one dimension or more if the customer wants to apply for a service which requires
higher AL(s).

6 Evaluation of multi-dimension identity AL

6.1 Evaluation criteria for AL_U

Table[tshowsthe Tecommended evatuation criteria for AL_U- A brief Tiskamatysistsatso provided.

Table 1 — Recommended evaluation criteria and risk analysis forAL_U

AL_U value Description Criteria Risk analysis
0 No assurance of |The MFS customer does not need to enrol [ When'@security inciglent arises
uniqueness or log in to access a service, for example |with a customer, it cdnnot be
to browse the real-time foreign exchange [traced back to a partjcular
rates. customer.
b1 Ambiguous The MFS customer needs to provide When a security inciglent arises
certain identity attribute(s), such-as with a customer, it cgnnot be
age or geolocation, to access a service. traced back to a partjcular

customer but can be fraced

back to a subset of pdssible
customers, for instarjce when
first name and surnajme have
been recorded withopt
additional identifying attributes.

1 Uniqueness as- |The MFS custonier needs to provide None.
sured adequate identity attribute(s) so that
they canibe’uniquely identified by the
MFS provider in the specific MFS
provider’s domain by:

— asingle attribute (e.g. a national
identity number or unique biometric
characteristic); or

— an adequate set of attributes (e.g. a
combination of name, date of birth and
facial image).

6.2 |Evaluation criteria for AL_E

6.2.1| “General

The recommended evaluation criteria for AL_E is as follows.

Step 1: Determine the AL of an identity evidence according to Table 2 by the overall AL or eligibility of
the evidence issuer, and the security and risk-control measures which are leveraged during evidence
validation:

— physical evidence: anti-forgery measures;
— digital evidence and online IIP database: security measures such as digital signature.

More details are provided in 6.2.2 and 6.2.3.

©1S0 2023 - All rights reserved 7
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Step 2: Determine the AL of an identity attribute by the maximum AL, as in Formula (1), or a weighted
sum of the ALs of its supporting identity evidence(s), as in Formula (2):

La:maX(Lel'LeZ""' Len) (1
where
L, is the AL of the identity attribute, a;

L., isthe AL of the first identity evidence to support this attribute;

LeZ is fhe AL of the second 1dentity evidence to support this attribute;

L., 1isthe AL of the last identity evidence to support this attribute.

L, :% Wi XL, (2)
where

L, isthe AL of the identity attribute, a;

n is the total amount of collected evidence to support this attribute;

L,; isthe AL of the ith identity evidence to support thisattribute;

w;  is the weight assigned to the ith identity evidence to support this attribute, with the
cohstraint that 2?:1wi =1 and w; €[0,1};

Step 3: Detemine the AL of customer existence(by the minimum AL of its mandatory attributes| as in

Formula (3):

Lg=min|(L,;,Lyo,..., Lyp) (3)
where

Lg is the AL of customer existence (AL_E);

L, is the AL of the first mandatory attribute;

L,, is the AL of the second mandatory attribute;

Lim isthe AL of the last mandatory attribute.

6.2.2 Identity evidences used in MFS environment
Identity evidence used in MFS environments can be classified as follows.

— Digitalized physical evidence, for example a photo of a driving licence (containing a facial image), a
photo of a bank card.

— Digital identity, for example a digital certificate containing the owner’s identity information and
related attributes (e.g. fingerprints) held on a physical token such as an identity integrated circuit
(IC) card, which can generate a digital signature for identification, or in software.

— Online identity information database, for example an interface to access the mobile network
operator (MNO) customer relationship management (CRM) database or an interface to access a
governmental I1A.

8 © IS0 2023 - All rights reserved
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In particular, biometrics are very commonly used as part of the identity evidence. There are three ways
that a person can be identified using biometrics:

— identification based on the biometric information on the facial image in an identity document;
— identification based on biometric information stored in the IC chip of an identity document;

— identification based on biometric information stored in a central database.

6.2.3 Evaluation criteria of identity evidence ALs

Table 2 shows the recommended evaluation criteria for identity evidence. A brief risk analysis is also
provifled.

Table 2 — Recommended evaluation criteria and risk analysis for identity levidence ALs

Evidence AL Description Criteria Risk|analysis
vplue
0 Evidence is not |The evidence is revoked, or the evidence isstter is: |The evidgnce cannot
dependable be linked|to a real life

— not eligible according to the MFS provider’s
KYC policies; or

— evaluated as IAL 1 (NIST), LolP)1
(ISO/IEC TS 29003) or equivalent.

(0,09 Evidence is partly |The evidence issuer is: The evidgnce can

individual.

dependable — eligible according to.the MFS provider’s KYC potential y(lj)e fp;ged

olicies: or or tampered with,

p ’ depending on the

— evaluated asJAL 2/3 (NIST), LolP 2/3 strength of the

(ISO/IEC TS 29003) or equivalent; protection

measures.

and

the evidence issuer provides certain levels of:

— *anti-forgery measures to protect the physical

evidence which can be verified remotely; or

— security measures such as digital signature

which can be leveraged to verify the authenticity

and integrity of the digital evidence.

(0[9, 1) Evidence is The evidence issuer is: Low risk.

believed to be
genuine and
valid

— eligible according to the MFS provider’s KYC
policies; or

— evaluated as [AL2/3 (NIST), LolP 2/3
(ISO/IEC TS 29003) or equivalent;

and

digital evidence or online IIP database is provided,
protected by security measures such as digital
signature and/or secure communication protocol
and verified as genuine and valid at the time of the
verification based on a revocation check
mechanism

a  In practice, there is no way to guarantee 100 % confidence in a piece of identity evidence, so the evidence AL value is
always lower than “1” in spite of all the security measures. The corresponding risk is “low” but not “none”.

Once the mandatory attributes of a customer are selected, the evidence of each attribute should be
evaluated according to Table 2 and the overall AL_E value should be computed according to the rules
defined in 6.2.1.

©1S0 2023 - All rights reserved 9
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6.3 Evaluation criteria for AL_P

There are different ways to confirm the presence of a customer, for example:

knowledge-based verification (KBV) challenges, such as a payment history;

biometric verifications, such as facial image, fingerprint, voiceprint;

physical presence over the counter or by a visited MFS employee, during which the presentation

of a possession is verified, for example a passport, an identity card or a phone registered to the

customer.
In the MFS > the
presence of d customer. The ALs of biometric verifications are dependent on two major factors:
— the AL of the biometric reference (BR), usually contained in a piece of identity evidence (see Thble 2
for detaills);
— the secufity and risk-control measures, such as:
— the intrinsic risks of a specific biometric modality;
— the ¢apability to detect a presentation attack (see the ISO/IEC 30107 series for details);
— the false acceptance rate (FAR) and false rejection rate (FRR}.0f'a biometric implementatjon.
To evaluate the security of biometric authentication technologies dand systems, see ISO/IEC 19792. To
evaluate the [performance of biometric technologies and systems, see the ISO/IEC 19795 series.
Table 3 shows the recommended evaluation criteria for ALYIP. A brief risk analysis is also provided.
Table 3 — Recommended evaluation(criteria and risk analysis for AL_P
AL_P value Description Criteria Risk analygis
(0,0,1) |[Low assurance thatthe |One of the/following verifications is performed: |The knowledgg-
present applicantis the | . ) based information
intended MFS customer KBV challenges, e.g. a payment history; can potentially|be
to be enrolled —biometric verifications? where the BR is at controlled by ap
least partly dependable (evidence AL>0) but the |attacker.
security and risk-control measures are not in
1 The BR can
place. potentially not
belong to the
intended
customer.
(0,1,0,9) |[Mediumassurance that |One of the following verifications is performed: |Presentation

the‘present applicant is

— KBV challenges, for example a payment

attacks, false

theintended MFS . . acceptance and
history_and proper risk-control measures are

customer to be . 7 o e . ) false rejections.

enrolled in place, for example verification of applicant’s

location or operation habits;

— Dbiometric verifications? where the BR is at
least partly dependable (evidence AL>0) and a
certain level of security and risk-control
measures are in place.

a  For countermeasures to biometric attacks, see ISO 19092.

10
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Table 3 (continued)

AL_P value
(09,1)

Description Criteria

Risk analysis

The applicant’s presence
is highly assured.

Any means equivalent to in-person verification, |Low risk.

for example:

— high-level assurance process is performed,
such as biometric verifications? where the BR is
dependable (evidence AL>=0,9) and the security
and risk-control measures are sufficient, for ex-
ample artificial intelligence (Al) enabled strong
liveness detection;

— physical presence over the counter or by a
visited MFS provider employee.

a  For countermeasures to biometric attacks, see ISO 19092.

6.4 |Evaluation criteria for AL W
Therg are different ways to confirm the willingness of a customer by consent, for example

— afking to confirm consent by reading the terms and conditions;

|
QO

cking explicitly to fill in a specific sentence;

|
-

bmote video interactions, for example asking the applicant to answer “yes” to somhe questions
poarding the applied MFS service;

—

hysical presence over the counter or by a visited"MFS employee and directly asking|questions to
bnfirm consent.

|
QT

Table|4 shows the recommended evaluation criteria for AL_W. A brief risk analysis is also provided.

Table 4 — Recommended- evaluation criteria and risk analysis for AL_W

dedicated questions.

a visited MFS provider employee with

AL _W value Description Criteria Risk or residual risk
anallysis
(0,0,1) | The applicant proyides Validation of terms and conditions. The applicant can
consent implicitly potentially give consent
without confirming the
terms and c¢nditions.
(0,1,0,5) |[The applicant provides Confirm by writing an explicit message. |The applicaijt can
consent explicitly potentially not have
understood the applied
service correctly.
(0,5, 0,9). | The applicant provides an |Remote video interactions with dedicated | The applicant can
answer in live interactions |questions. potentially he under
coercion or decoy.
(0,9,1) |Assured physically Physical presence over the counter or by |Low risk.

6.5 Evaluation criteria for AL_R

Table 5 shows the recommended evaluation criteria for AL_R. A brief risk analysis is also provided.

© IS0 2023 - All rights reserved
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Table 5 — Recommended evaluation criteria and risk analysis for AL_R

AL_Rvalue Description Criteria Risk analysis
0 No assurance No physical address, phone number, There is no way to contact a
email or other contact information is particular customer if there is
verified. such a need.
(0,0,9) Assured online Assured by means of, for example, email |The customer can be contacted

one-time password (OTP), mobile OTP online but cannot be reached in
or phone call, and/or physical address person.

rifi inst an identi idence. . . .
verified against an identity evidence The online contact information

becomes outdated.

The customer provides
fraudulent contact
information or an attacker
impersonates thécustomer
through technical means (¢.g.
leveraging theyvulnerability o
signalling system).

(091 Assured offline a) The customer provides a physical The physical address becomes
address which is verified by postal |outdated.

mail or other means. .
The customer provides

fraudulent contact

b) The MFS provider employee visits'/ | X
information.

the customer in person.

7 Security and privacy considerations
7.1 Persopal data protection of customer information

7.1.1 General privacy issues

The principlgs of ISO/IEC 29100 should be followed to ensure that the applicable privacy propertigs are
fulfilled and|that the specific context of-personal information collection and processing are handled
accordingly.

7.1.2 Biometrics-related vulnerabilities and privacy issues

Biometric data is vulnerable during transmission between different components. It can be interc¢pted,
recorded or fampered with. When biometric data is used for financial services, the key is to protect
data againstjsuch attacks. Data integrity should be protected during transmission.

When it corhes, to~privacy, only necessary biometric information is collected to reflect peisonal
identifiable information (PII) requirements.

When biometric information is collected during the identification process, it should be protected
in accordance with ISO/IEC 24745. If it is no longer necessary after the identification, any biometric
information should be securely deleted. If it is kept for auditability, recovery or any other reason, it
should be protected in accordance with ISO/IEC 24745.

ISO 19092 provides more information on a security framework for using biometrics in financial
services. The list of biometric security controls should be followed when using biometrics for customer
identification in MFS.

7.2 Device side security

One of the standardization challenges is the understanding of the role(s) of the mobile device in an
MEFS. Depending on the implementation, the mobile device can be seen as a channel for using a
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payment instrument or for accessing a banking service, or as a tool for customer identification and/or
authentication.

In the MFS environment, many security- and privacy-sensitive operations are carried out on mobile
devices, for example the collecting and processing of customers’ personal information for KYC purposes.
The MFS provider can leverage the security capabilities provided by a mobile device, for example
trusted execution environment (TEE) and/or secure element (SE), during the customer identification
process to raise the assurance levels of eKYC (see Clause 6) or to protect customer privacy (see 7.1).

See Annex A for more information about device side security capabilities and ISO/TS 12812-2:2017, 8.1
for detailed requirements.
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Annex A
(informative)

Security capabilities of mobile devices related to customer

identification

A.1 Overview

This annex
capabilities ¥

The environient of mobile device is generally formed of the rich execution environment (REE), T

and various

A.2 Rich

The REE refd
to run the aj
social media

— Applicat

— System
universd

and ma

describes the framework of the mobile device environment as well as the’ se
vhich can be leveraged by the MFS provider to raise the assurance levels of €KYC.

nardware.
pxecution environment (REE)

pplications related to, for example, payments, communication, entertainment, gamg
It includes the following:

on level: general applications, such as bank applications and wallet applications.

software level: mobile operating system, hardware drivers for cameras, flash me
| serial bus (USB), and touch screen. It also provides the system service, application s¢
agement framework for the development and deployment of different application

Curity

EE, SE

s to the standard operating system that the device is ruining. It provides the enviromment

s and

mory,
brvice
s. For

those mgbile devices which support access to,the TEE, it should provide the communication driver

to access

A.3 Trust

A TEE is an

the environment provided by\the operating system (OS) of the mobile device. A TEE has se

capabilities
software att
resists a set

The TEE’s ab

the TEE and external application program interface (API) for the TEE.

ed execution environment (TEE)

execution environmeént inside the mobile device that runs alongside but is isolated

ind meets certain security-related requirements. It protects some assets from ge
hcks, defines’rigid safeguards as to data and functions that an application can acces
bf defined-threats.

lity te.offer safe execution of authorized security software, known as “trusted applica

(TAs), enablg

confidentiality duthenticity, privacy, system integrity and data access rights.

s _it\to provide end-to-end security by protecting the execution of authenticated

from
Curity
rneral
5, and

tions”
rodes,

The TEE objective is to prevent the financial application from being executed by the generic OS of the
mobile device as the OS will possibly not be a sufficiently secure environment for the application. The
TEE offers an API to applications residing in the mobile device.

There are multiple technologies that can be used to implement a TEE and the level of security achieved
varies accordingly. It can be implemented by the mobile device manufacturer.

It can be implemented by different techniques, including the following.

— Application level: security-related applications will generally combine with the applications
running in the REE to provide a convenient and secure user experience. These applications include
fingerprint authentication, payment and identity certifications.
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— System softwarelevel: hardware resources such as the central processing unit (CPU), random-access
memory (RAM), and flash memory are utilized to provide the hardware-level isolated environment.
This can be used to provide the following functions:

certification and other system-level services;

— system and application security of secret key;

ATE

those

A4

An SH
crypt
set o
embe
and s
imple]

The S
have

access control;

can be used together with a SE hosting the application. This configuration provic
user interface (display and keypad) and thus the transaction data displayed on the/mobille device are

generated and/or transmitted by the SE.

Secure element (SE)

is a tamper-resistant platform capable of securely hosting applications and their con
pgraphic data (e.g. cryptographic keys) in accordance withithe rules and security 1
ut by well-identified trusted authorities. There are different form factors of §

mart cards. SEs exist in different form factors to address the requirements of diffey
mentations and market needs.

high security needs, including the following.

— Application level: security-related appli¢ation, such as financial, public transport, soci

t4

|
o W

A5

Addit
cana

In sor

tlecommunications, which should be deployed via pre-setting or under the TSM cont}

ystem software level: card operating system, mainly providing functions such as sec
 decoding and secret key storage.

Peripheral hardware

ional hardware Senisors or readers, such as fingerprint, iris and near field communil
so be found oh.mobile devices. However, not all mobile devices support all sensors ot

ne instances, these sensors or readers can be controlled by the TEE.

secure encode or decode, secure storage, trusted user interface, trusted identification

secure communication mechanisms for REE, SE and external devices, including the related

les a trusted

fidential and
equirements
E, including

dded and integrated SEs, subscriber identity module (SIM) or universal IC cards, snpart microSD

ent business

[ can be used to prevent hardware- and software-level attacks. The applications runiping in the SE

h] security or
ol.

ure encoding

cation (NFC)
readers.

© IS0 2023 - All rights reserved

15


https://standardsiso.com/api/?name=0b6c36beda9ae5e3921797ff8e4ec7b6

ISO 5158:2023(E)

B.1 General

Annex B
(informative)

Case study of (e)KYC practices

This annex i
“translate” t
specified in (

based on publicly available information. It aims to demonstrate how an MFS provid
he regulatory requirements into technical policies based on the framework dnd/cy
[lauses 5 and 6.

B.2 (e)KYC practices for banking accounts

B.2.1 Ovel

Generally, th
Table B.1 giv

'view

e (e)KYC requirements for banking accounts are stricter than those for payment acc
Ps some examples.

Table B.1 — (e)KYC requirements for bankKing accounts

Country [[Level KYC requirement Restrictions
China Class I |Face-to-face verified Can be used for deposit, cash
withdrawal, financial investmsg
(personal )
banki money transfer, consumption
anxing ayment and bill payment
accounts) pay '
There is no limit to account balance
or transaction amount.
Class |Option 1: Can be used for deposit, financjal
([ Face-to-face verified: 1nves'Fment, consumption payrhent
and bill payment.
Option 2: Account payment cannot excedd
At least thie-following attributes are verified CNY 10 000 daily.
remotely:
— (hame,
—" national ID number,
— cell phone number,
— class I personal banking account to be bound
with.
Biometrics verification is encouraged.
Class |[Same as Class II. Can only be used for consumption
[1 payment and bill payment.
Account balance cannot exceed
CNY 1 000.
India n/a — Permanent account number (PAN) card. Most common savings account.
— Aadhaar? verified.
16 © S0 2023 - All rights reserved
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Table B.1 (continued)
Country | Level KYC requirement Restrictions
Malaysia [n/a — Valid national identity cardP or passport (for n/a
foreigners).
— Resident permit or Malaysia my second home
(MM2H) visa documents (foreigners only).
— Employment details.
Singapore |n/a Face-to-face verified or SingPass.¢ n/a
Sweden n’/:a Information needed to open a bank account: n,/q
— personal identity number issued at the time of
resident registration;
— identification card with personal identity
number (identity card).
Information required to obtain BankIDe:
— personal identity number;
— bank account that can issue a BankID.
Key
n/a =[not applicable
NOTH All information is correct as of 2020.

haar is an Indian program which provides a unique idesitifier (a random 12-digit number) to

¢ Singpass is government-operated identity that is available to all Singapore residents who are at

least 15 years old. The Foreignddentification Numbers (FIN) are unique identification numbers

serviges online.
d " A personal identityiniimber is a combination of a six-digit number for the date of birth and a four
numHber. Undersage persons must always have parental consent.

¢ BamkIDluSed in mobile banking is managed by a bank consortium in Sweden. More than half of b
actiops-conducted by BankID users are internet banking transactions.

old. Tlhe National Registration Identification Cards (NRIC) are distributed to all Singapore resider

Immigration & Checkpoints Authority (ICA) and government agencies to foreigners who are work
orrediding in Singapore. SingPass allows users to use NRIC or FIN numbers and passwords to acces

that yaries from person to person. All personal records, from birth to school attendance to tax g
managed based-on personal identity numbers. Resident registration is required to obtain a per}

residents and

r double reg-
ler, which can
nce. The MFS
d/oriris scan.

east 15 years
ts who are at
issued by the
ng, studying,
5 government

digit number
ayments, are
onal identity

anking trans-

B.2.2 Mapping of (e)KYC requirements to AL_ID

An MFS provider can “translate” the regulatory (e)KYC requirements into technical ALs
framework and criteria specified in Clauses 5 and 6. An example is given in Table B.2.

© IS0 2023 - All rights reserved
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Table B.2 — Mapping of (e)KYC requirements to AL_ID

contact inf]

type, numh

According to T
define their ow
provide AML-1

Account levels KYC requirements AL_ID
Class | Face-to-face verified. AL_U=12
AL_E=[09,1)
AL_P=[09,1)
AL_W=[0,9,1)
AL_R=[0,1)
Class II Can be verified remotely and one Class I AL_U=12
bank accountwith the same nameneedsto
be bound with it. AL_E=[09,1)
Biometrics verification is encouraged. AL_P=[0.1,1)
AL_W=[0,1,1)
AL_R=[0,1)
Class 111 Can be verified remotely and one Class I AL_U=12
Ezr}gl;ﬁ;(ao‘l:]riltth\/\;;th the same name needs to AL_E=[0,9, 1)
Biometrics verification is encouraged. AL_P=[0.1, 1)
AL_W=[0/131)
AL_R=[0,1)
a2 According|to the AML requirements on the financial institutions in Chirajthe basic identity information of a nfatural
person customfer includes the customer’s:
— name,
— gender,
— nationality
— occupation],
— address of fesidence or working place,

brmation,
er and validity period of the idexitity evidence.

pble 1, these nine identity attributes compose an identity which can achieve AL_U=1. The MFS provid|
n set of attributes to identity.a customer based on the needs of different services, but they are not alloy
isky financial servicesto.a-customer whose AL_U is lower than 1.

er can
ved to

During enro
according to
provider can
factor in dec

ment, the MES\provider can select proper (¢)KYC mechanisms based on Tables 1
the services-a customer applies. During the account life cycle management, thg
assign or-adjust the customer’s AL_ID dynamically based on Tables 1 to 5 and use th
ding which services can be provided to the customer.

B.3 (e)KYCpractices for paymentaccounts =

| to 5
MFS
sasa

B.3.1 Overview

Payment accounts are different from banking accounts. They are provided by non-banking payment
institutions and used mainly for payment purposes. It is possible that a payment account is or is not
bound to one or more banking accounts.

In some practices, the (¢)KYC requirements on payment accounts are classified into different levels,
which in turn result in different restrictions. Some examples are given in Table B.3.

18
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