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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the

ISO/IEC Dl[ \.tiVCD, Pdl t 2 (DCC VV VV VV.iDU.Ul ;(/Idil CLtiVCD).

[SO draws gttention to the possibility that the implementation of this document may invalve t}tre1
patent(s). I$O takes no position concerning the evidence, validity or applicability of any clai

rights in regpect thereof. As of the date of publication of this document, ISO had notrteceived

patent(s)

ich may be required to implement this document. However, implementers are ca
this may ndt represent the latest information, which may be obtained from the patent database
www.iso.ong/patents. ISO shall not be held responsible for identifying any or all;stich patent righ

Any trade
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For an expl
related to

Organizatig
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ed patent
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ts.

hame used in this document is information given for the convenience of users and does not

n endorsement.

hnation of the voluntary nature of standards, the meaning of ISO specific terms and

conformity assessment, as well as information about ISO's adherence to the W
n (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/for¢

pxXpressions
Yorld Trade
pword.html.

ent was prepared by Technical Committee ISOATC 8, Ships and marine technology.

ting of these bodies can be found at wwiw.iso.org/members.html.

ck or questions on this document should-be directed to the user’s national standajrds body. A
complete lig

© IS0 2024 - All rights reserved
vi


https://www.iso.org/directives-and-policies.html
http://www.iso.org/patents
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

ISO 4891:2024(en)

Introduction

In 2016, an exchange with ship managers and authorities was held to discuss why the digitalization of the

market was

behind that of other industries.

Due to new regulations and the desire to increase efficiency, the shipping industry requires ever more digital
data and expertise. However, this can lead to high manual efforts and distractions.

In response to demands from stakeholders, a fast-growing digitalization process was initated. This
digitalization has nevertheless been lagging in terms of the need for fast and reliant data collection and

utilization.

In 2017, the exchange was widened to cover demands from of employees from ship to shore, to ensure

that produg
particular,
with other

The ideas

collaboratig

In the proce
preparing g
trustworth

In order tg
document 3

application$

p.

The prefix
differentiat

ind requirements that emerged from this exchange have been develgped and §
in this docyiment in order to define a common base for the interoperability of digital devices

hip-related stakeholders for future issues, thus enabling them to work together in 3

y manner.

e those terms from similar terms of otherrdocuments or standards (e.g. 4891-cof]
component].

ts and solutions are applicable also for crew members and linked maritime stak
he following were addressed: data-collection, workflow support, automation and,cq
takeholders, the IoT, ship equipment and other applications and standards.

n with international experts.

ss, a modular basis has been created to enable new applications’en'ships and promot

meet future requirements and to enable synergiesibetween topics and stakeh
ims to build on the existing technical basis and to add further mutually compatible

“4891” (this document's ISO number) is used for some terms throughout this d

bholders. In
mpatibility

ummarized
onboard in

b the idea of
secure and

olders, this
modules or

pcument to
nponent vs.
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Ships and marine technology — Interoperability of smart
applications for ships

1 Scope

This document provides operatlonal and performance requlrements for smart appllcatlons on board ships.

It is applicgk

machine int

erfaces IoT technologles and related systems

ough human-

This docunjent defines methods to implement smart network applications, which are open'to participants

who imple

This docun]
thus this dg

This docum
a) 4891-c
b) 4891.A
c) 4891.B
2 Norm
The fpllowi
requiremen

the latest edlition of the referenced document fincluding any amendments) applies.

IEC 61162-4
— Part 450

IEC 61162-4
Part 460: M|

[SO 21745:72

3 Terms

For the pur

ent the requirements defined in this document.

ent also describes a smart logbook application that can be used as a supplement tdg
cument is subject to the same security requirements as in ISO 21745 (see Annex B).

ent defines three incremental levels of equipment-classes (see Z.1.1):
mpliant equipment (as described in Clauses 5 to 7);
Lcompliant equipment (as described in Clauses 5 to 7 afidd Annex A);

compliant equipment (as described in Clauses 5 taZ and Annexes A and B).

htive references

hg documents are referred to in the textin such a way that some or all of their content
ts of this document. For dated references, only the edition cited applies. For undated

50:2018, Maritime navigation:and radiocommunication equipment and systems — Digit]
Multiple talkers and multiple:listeners - Ethernet interconnection

160, Maritime navigation and radiocommunication equipment and systems — Digital i
Litiple talkers and multiple listeners - Ethernet interconnection - Safety and security

019, Electronié.record books for ships — Technical specifications and operational requi

and definitions

poses of this document, the following terms and definitions apply.

ISO 21745,

constitutes
references,

al interfaces

nterfaces —

rements

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Onl

31

ine browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

4891-component
functional part of the smart application network (3.26), such as the 4891-unit registry (3.8), the 4891-service
discovery (3.6), the 4891-message broker (3.5) or any 4891-unit (3.7)

© IS0 2024 - All rights reserved
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4891-smart gateway unit
optional 4891-unit (3.7) that acts as central gateway and integration point between the smart application
network (3.26) and controlled equipment (3.15)

3.3

4891-1/0 unit
optional 4891-unit (3.7) that acts as input, output and processing device implementing use case specific
functionality

Note 1 to entry: I/0 units support manual input or automatic collection via sensors of any kind and may provide
additional functions.

3.4

4891-mess|age

structured
controlled e

3.5
4891-mess
central 4891

3.6

4891-service discovery
D1-component (3.13) that provides connectivity information about the other central

central 48
4891-compg

3.7
4891-unit
4891-smart

(3.7) or commmunicates with controlled equipment (3.15)

3.8
4891-unit )
central 489]

3.9
administra
admin

authorized
administraf

3.10

API endpoint

single part

3.11
asymmetrij

piece of data that is exchanged between 4891-units (3.7) and used in communi
quipment (3.15)

age broker
-component (3.1) that can be used by 4891-units (3.7) to publish and subscribe to 4891-m

nents (3.13)

gateway unit (3.2) or 4891-1/0 unit (3.3) that exchanges 4891-messages (3.4) with othé

registry
-component (3.13) that acts as certificate authority and participant lookup of 4891-u

tor

person, who has thecapability to setup and configure the central 4891-component
ion interfaces (e.g.fadmin web interfaces)

bf an APkthat is addressed via a URL for accessing data or triggering a functionality

ration with

pssages (3.4)

r 4891-units

nits (3.7)

s (3.13) via

cccryptography
|

(2 DD

digitally en

£3 £ A ifxz3 3 £ a N Lli 1 13, £3 a4
Ty ptiarg—adata alrtua vVeTIT y THITg STEITratuT TS~ Wittt pUUTICRCYy (J-z0 ) HITuTIra o airaact

signing data with private key (3.22) information

3.12
base URL
URL thatis

3.13

used as a prefix when constructing URLs to reach API endpoints (3.10)

central 4891-component
4891-component (3.1), that is not a 4891-1/0 unit (3.3)

EXAMPLE
unit (3.2).

Fypting and

4891-message broker (3.5), 4891-service discovery (3.6), 4891-unit registry (3.8) or 4891-smart gateway

© IS0 2024 - All rights reserved
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3.14
certificate
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data structure containing a public key (3.23) and identity information (e.g. an identifier or name) that is
digitally signed by another trusted party, binding the key to the identity

3.15
controlled

equipment

security and safety related equipment, i.e. equipment according to IEC 61162-450/ IEC 61162-460

EXAMPLE

3.16

The electronic record book.

data encryption

transforma

ion of nriginnl data with the intention that the m‘iginnl data can only be transforme

back by its

designated

3.17

instrumen
running of
and inform

3.18
Kkey-pair
pair of relat

3.19

message r¢laying

receiving a
that messag

3.20
mobile dev
non-station

EXAMPLE

3.21

PEM encoding

common fol
certificates

3.22

private ke
secret part
or decrypti

3.23
public key

recipient

fation
software in a special mode that allows measuring of performance and tracing of cod
htion

ed public keys (3.23) and private keys (3.22) used in asymmetric cryptography (3.11)

1891-message (3.4) that is targeted to a different 4891-unit (3.7) with the intention of]
e to that unit in some way

ice
ary data processor that can be moved afound

Smartphones and tablets.

mat for serializing cryptographic components such as private keys (3.22), public keys
(3.14)

y

of a cryptogtaphic key-pair (3.18) that should be kept a secret and is used for signing
hg data

public part

of-a cryptographic key-pair (3.18) that can be shared and is used for validating sig

e execution

forwarding

(3.23),and

data (3.24)

ed data or

data encryp
3.24

tion (3.16)

signing data
attaching an additional signature data to an original data with the purpose that any modification of the
original data is discoverable

3.25
smart appl

ication

function for mobile devices which makes it possible to confidentially collect data directly on board ships,
evaluate it and control procedures

© IS0 2024 - All rights reserved
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3.26

smart application network

SAppNet

sappnet

4891-network

set of central 4891-components (3.13) and all registered 4891-units (3.7) that communicate via the exchange
of 4891-messages (3.4)

3.27
X.509 certificate
common format for storing and exchanging digital certificates (3.14)

Note 1 to entry: For further information on X.509, see RFC 5280.

4 Abbrgviated terms

API application programming interface

CA certification authority

DSA digital signature algorithm

ECDSA elliptic curve digital signature algorithm

ELRB electronic record book (see ISO 21745)

EUT equipment under test

HTTP hypertext transfer protocol (see RFC 2616)

IDE integrated development environment

[oT Internet of Things

JSON JavaScript® object notation (se¢’RFC 8259)

LAN local area network

MQTT message queuing teletretry transport (see ISO/IEC 20922:2016)
PEM privacy-enhanced’mail

PKI public key(nfrastructure

RSA RSA cryptosystem (Rivest-Shamir-Adleman)

SCRAM salted challenge response authentication mechanism (see RFC 5802)

SAppNet smart application network

SHA secure hash algorithm
oow officer of the watch

UDP user datagram protocol
URL uniform resource locator
USB universal serial bus

UTC coordinated universal time

© IS0 2024 - All rights reserved
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UUID universally unique identifier

5 Smart application network

5.1 Overview

A smart application network (see Figures 1 to 4), is an uncontrolled network focusing on uncritical
interactions and contents. Each device may join the network at any time, and disconnect and reconnect as
necessary. Communication between the network participants is done by passing messages in specified ways.

The network consists of the message exchange semantics between its various participants. The document
defines the message structure as a common language to be used.

To ensure fompatibility between different manufacturers, an implementation based on')th¢ interfaces
described in Clause 6 shall be fulfilled.

If controlled equipment is connected to the smart application network via a 4891’smart gateway unit,
then that cpntrolled equipment shall be implemented in accordance with the réguirements pf Annex A.
If that confrolled equipment represents an ELRB, then that controlled equipment shall furthermore be
implementdd in accordance with Annex B (see Figures 3 to 4).

Figure 1 illyistrates the positioning of this new network in relation to other’existing onboard ndtworks and
standards. Figures 2 to 4 give examples of three different configurations,and show how the smartapplication
network copnects with other existing networks and systems.

Uncontrolled network(s) Controlled network
r—-——f—————————————————————— 1 %
| Smart application network | $ 1SO 19847 /IS0 19848
| 150489} (-
| Smart gateway IEC 61162-460° "
| unit gatewa{y\
: | Shipboard data server
| |
| ' —
| | =
I I =
| e.g. officer of the | =
| watch (O0W) | E Forwarder Gateway Gdteway
| |
| | f{o)ll Bluetooth WIFI | o
I unit | Nav%gatlon (argo
| | equipment Navigation controller,
S 4 equipment engjne data
~\ ELRB lpgger
Busines§ LAN(s) /
App pC PC IEC 61162-460 IEC 61162-460 159 16425

Navigation-LAN = Navigation-LAN Machinery-LAN

Figure 1 — Connectivity of 4891-network with other existing vessel networks

© IS0 2024 - All rights reserved
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Smart application network External network(s)
(see ISO 4891)
| 4891-service discovery 4891-unit registry
1 o |
lookup service connectors manage own unit identity application specific
lookup certificates functionality
lookup unit information |
|
|
|
|
|
|
________ )
direct message exchange 4891-1/0 unit
! A
\- J
publish messages and
subscribe to message topics
4891-message broker
Key
——> | data communication (e.g. via ethernet, wifi, bluetooth)
——————— > | optional data communication
NOTE This configuration uses the equipment specified innthis document, excluding the equipment

Annex A and

Annex B.

Figure 2 — Configuration example — Basic smart applications setup

© IS0 2024 - All rights reserved
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direct me

Smart application network

(see ISO 4891)
-
|
|
| | 4891-service discovery |
|
| P
| lookup service connectors
\
~N

4891-unit registry

manage own unit identity
lookup certificates
lookup unit information

[\

External network(s)

I
application specific
functior}ality

Controlled network(s)

publish messages and
subscribe to message topics

(see IEC 61162-450, IEC 611

62-460)

(see IEC61

460-gateway

162

Electronic reco
(see ISO 217

-460)

d book
45)

| 4891-message broker

Key
—_—>
7777777 >
NOTE T

data communication (e.g. via ethernet, wifi, bluetooth)

optional data communication

his configuration uses equipment specified in this'document, including in Annex A and Anne

Figure 3 — Configuration example:= Smart logbook as supplement to ELRB

Kk B.
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(see ISO 4891)

Smart application network

| 4891-service discovery

P

lookup service connectors

4891-unit registry

manage own unit identity
lookup certificates
lookup unit information

| \—

~

External network(s)

(-
application specific
functior}ality

Controlled network(s)

direct me

(see IEC 61162-450, IEC 611p2-460)

cord book
P1745)

Eléctronic r
(see ISO

460-gateway > T ¢ Shipboard dafa server
publish messages and (see IEC 61162-460) |€—+p% | (see 1SO 19847,[1SO 19848)
subscribe to message topics
Other controlled equipment
g navigation, jvdr, brid
| 4891-message broker (e navigation, vd, bridge)
Key
——> | data communication (e.g. via ethernet, wifi, bluetooth)
——————— » | optional data communication
NOTE This configuration uses equipment specified in this'document, including in Annex A and Annek B.
Figurd 4 — Configuration example — Smarflogbook as supplement to ELRB with addjtional
functions
5.2 4891-components

5.2.1 General

The smart 2

Table = 4891-component quantities in smart application network

pplication netwoik-shall be composed of network entities as listed in Table 1.

4891-component Mandatory Quantity
Message broker Yes 1
Service discovery Yes 1
Unit registry Yes 1
Smart gateway unit No 1
I/0 unit No Unlimited

© IS0 2024 - All rights reserved
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The messa
4891-comp

Figure 5).

The smart
network an

The 4891-n
controlled ¢

[/0 units m

Manufactur
number sh3

ISO 4891:2024(en)

4891-service
discovery

4891-unit
registry

4891-smart
gateway unit

4891-message
broker

4891-1/0
unit

Figure 5 — Hierarchy of 4891-components

1 1 . 1 . . 1 .
€ DI'OKRCL, SCIVICC UISCOVELY, UL TCEISLTYy  dIlU SIIdI'L gdiewdy Ulllit dI'c gToupce

bnents (see Figure 5). Together with the I/O units, these are called 4891-comp

bateway unit shall be installed onboard of the vessel if connectivity betweeh smart
d controlled equipment is desired (see Annex A).

etwork shall contain at most one 4891-smart gateway unit acting as a central

hy be added to the network, permanently or temporarily.

ers may enforce a limit to the maximum number of 4891-}/0 units for technical rea
1l be stated in the manufacturer's documentation.

5.2.2 4891-message broker

A central m

The broker
4891-units.

The broker
shall send

message filf

The 4891-n

suitable coy
messages).

messag
messag
messag

messag

pssage broker shall be part of the smart application network.

shall accept incoming 4891-messages from 4891-units, which are then sent to othe

shall allow 4891-units to subscribeto message topics. Those topics shall act as filters

ers shall be supported:
e type;

e source unit;

e destination dnijt;

e destinatign kind: single destination versus broadcast.

ntér-measurements to enforce the reliability of the message (i.e. by resending and ack

nboard networks (see Figures 3 and 4). Additionally, a conceptually unlimited numl

the messages fulfilling the filter~criteria to the subscribed 4891-units. At least th

essage-broker can be unreliable when delivering a message. In such cases, 4891-unit

as central
pbnents (see

application

gateway to
ber of 4891-

tons. Such a

r interested

The broker
e following

s shall take
nowledging

The 4891-message broker may provide a buffering functionality to retry delivering messages, so as to
improve delivery behaviour in an unstable connected network.

5.2.3 4891-service discovery

The 4891-service discovery shall provide connectivity information (“connectors”) about the other central

4891-compo

nents. These connectors include:

— 4891-message broker;

4891-u

nit registry;
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4891-smart gateway unit.

Those connectors shall be queryable by all 4891-components.

The service discovery shall have a functionality to configure those connectors by authorized persons. How
such configuration can be accomplished shall be described in the manufacturer’s documentation.

5.2.4 4891-unit registry

The 4891-unit registry shall provide the functionality for equipment to register itself as a 4891-unit
when logically joining or leaving the smart application network. The list of registered 4891-units shall be
queryable from the registry by all 4891-components.

The 4891-u
application
encrypt, de
to lookup in
PKI, issuing

5.2.5 4891-units

52,51 G

A 4891-unit
network. Fg

4891-units
informatior

4891-units
indirectly ¥

depending ¢n capabilities and purpose of units.

Two types d
the sm4

— thel/O

5.2.52 4

The 4891-s
integration

ZreTtort T ©

network. The 4891-unit registry shall provide the registering units with data that ¢a
Crypt and sign messages. Furthermore, the registry shall provide the functionalityifor
formation, allowing them to encrypt, decrypt and sign messages as needed (see-5.7),
signed unit certificates, and allowing lookup of public keys of units.

pneral

is part of a manufacturer-specific application that is impleimented on top of the smart
r that reason, one or more units perform logic and exchange information.

shall provide functionality to create and process 4891-messages as a mechanism f{
with other 4891-units.

may exchange 4891-messages directly with other 4891-units (i.e. direct messagir
ia other 4891-units (i.e. message relaying; see 5.6) or via the central 4891-mes{

f4891-units are distinguished bytheir intended purpose:

rt gateway unitisintended for integration with other onboard equipment in controlle

unit is intended for data.¢ollection, data processing and data interaction by users.

B91-smart gateway. unit

mart gateway<nit is an optional central component of the smart application netwg
point with othter potentially controlled networks. In thatregard, the 4891-smart gatew

as a gatew

The 4891-smartigateway unit regulates data access between 4891-1/0 units and systems iy
networks depénding on system specific requirements.

and firewall between the controlled equipment of those networks and the 4891-co1

n the smart
n be used to
4891-units
i.e. by using

application
o exchange
g, see 5.5),

age broker,

d networks;

rk. It is the
ray unitacts
nponents.

controlled

If a 4891-smart gateway unit is part of the 4891-network, it shall be permanently connected to the
4891-message broker, subscribing at least to 4891-messages targeted at the smart gateway unit.

If existing, the 4891-smart gateway unit shall be installed onboard of the vessel.

If the 4891-smart gateway is connected to navigational or controlled equipment, then it shall be done in

accordance

with Annex A.

5.2.5.3 4891-1/0 units

The 4891-1/0 units represent the smart devices in the smart application network.
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The boundary of an I/0 unit is not strictly a single piece of hardware. Any logically distinct computation
unit that conforms to the requirements for I/0 units is considered an I/0 unit. This does potentially include
mobile devices, stationary hardware, or a piece of software. A single piece of hardware may contain multiple
distinct I/O units, each being distinctively addressable via 4891-messages.

4891-1/0 units may either be installed permanently or may join and leave the logical network dynamically
depending on the use cases that they are intended to accomplish. As long as an I/0O unit is not losing its
cryptographic proof of identity (see 5.7), it continues being considered a part of the logical network even
when leaving and joining the physical network layers. This allows for “eventually connected” logical network
topologies of units in the smart application network.

The potentially mobile nature of I/O units combined with the optional message relaying functionality allows
for forming an eventually connected peer to peer topology between the units.

5.3 4891-messages

5.3.1 General
5.3 defines the general logical structure of messages that are used for data exchangé between 4891-units.

Specific mdssage types can be defined for proprietary use cases. Some baSic message types and their
semantics dre defined in Clause 6, Annex A and Annex B.

5.3.2 Message structure

All 4891-mgssages are structured in the following way (see Figure6):

— each mgssage is composed of at least one data part, or none;

— each mgssage has headers for meta-information abeut the message;
— each ddta part has a payload encoded in one of the supported ways;
— each ddta part has headers for meta-inforniation about the data part.

5.3.3 to 5.3J6 define the different structural elements of a message in more detail.

Message

Headers
-1d
- Soirceld Part 1 Part 2 Part 3 Part 4 aoo Part N
- CrgatedAt

Part with text data Part with binary data Part with structured data
Headers Headers Headers
- Encoding = TEXT - Encoding = BINARY - Encoding = RECORD

Text data Binary data Structured data

Figure 6 — Logical structure of a 4891-message
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5.3.3 Header values

5.3.3.1 General

The message and its data parts have headers for transporting meta-information. Each header is composed of
a header name and a header value.

Header names shall be composed of these characters only:

atoz(l

owercase letters);

— ato z (uppercase letters);

0 to 9 (numeric digjts)

Header nax]les are case-insensitive, e.g. units shall consider header names createdat and-£tedl

equal and s

Messages a
transmitted

There are t)

ynonyms for the same header.

hd data parts can have varying numbers of headers, depending on the Kinid of mes
|. Tables 2 and 3 define the basic headers that shall be used when dealing:with messa

vo types of headers, as shown in Table 2.

Table 2 — Types of 4891-message headers

tedat to be

sages being
ges.

Header typg Description Examples
Standard header All headers not beginning with an x character: Id, SrcUnitId, CreatedAt
Non-standafd header All headers beginning with a x character. XCustomMetalInfo, xsomething

Units shall
specified in|

Units shall
exception 2
standard hg

Non-standard headers can be used to\transmit proprietary data. Implementations may tr

data in sud
different in
headers, a 1
representat
Different m

5.3.3.2 St

Table 3 list
Annex A.

accept incoming messages that contain unknoewn standard headers (headers with
this document) but shall ignore them wheh!processing the message.

not emit messages with standard héaders that are not defined in this documen
re messages that they received for message relaying. In case of message relaying
aders shall not be removed frommessages before being forwarded to another unit.

h headers for any purpg@se: Units that interpret non-standard headers shall be
hplementations can usethe same header names for different purposes. When
hanufacturer shall pick any suitable name for the field and prefix it with an x and a
ion of the manufacturer’s name as part of the fields name (e.g. xManufacturer
hnufacturers mayuse the same non-standard headers for different purposes.

andard message headers

s thesbase standard message headers. Additional standard message headers are

names not

t. The only
r, unknown

ansmit any
aware that
using such
short string
nameField).

defined in
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Table 3 — Standard 4891-message headers

Header name |Value type Required |Description

Id <uuid> yes An identifier for the message, unique for the equipment that created
the message

Type <enum> yes The message type indicates the semantic of the message and imposes
additional constraints on the message’s content, e.g. number of data
parts, headers, record structure, ... (see 5.3.5)

SrcUnitId <uuid> yes The source unit of the message, i.e. the unit that originally emitted
the message

DestUnitId <uuid> no The destination unit of the message, i.e. the unit that should ultimate-
ly receive the message for processing

CreatedAt tTmestamp VES Dateamd time of the message s treation by the source umit

ExpiresAt <timestamp> |no Timestamp defining the message’s expiration date aid Fithe

Referenceld [<uuid> no Indicates that this message references another méssage, ¢.g. for re-

quest-response message chaining.

The referehcerd header shall be set on messages created as a response to another message. The value of
that header|shall be the 1d value from the message that is responded to.

5.3.3.3 Standard data part headers

Table 4 defines the standard data part headers.

Table 4 — Standard data part headersof 4891-messages

Header narmhe |Valuetype |[Required |Description

Encoding <enum> yes This header defines how the part’s data are encoded.
The allowedvalues are defined in Table 5.

See 5.3.4:.(for more details.

5.3.4 Dafa part encoding

5.3.4.1 Gpneral

The payload of a data partis used-totransport the actual data of the message. The data part header Encoding
is used to specify the encoding-of-the data part, as shown in Table 5.

Table 5 — Values for data part header Encoding

Header valyie Description

TEXT The payload is a simple UTF-8 encoded text sting.

BINARY The payload is encoded in binary. This encoding is suitable to transport birjary files.
RECORD The payloadisastructured record value, see 5.3.4.2

5.3.4.2 Structured record payload

A recorp-encoded payload is a represented by a key-value dictionary structure. Each value in that structure
can be one of the following:

— textvalue;
— integer number value;
— list of values;

— dictionary of values.
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The record’s structure and nesting depth (e.g. when using lists and dictionaries as values) depends on the
message’s type. Record definitions shall be part of any message type definition where the message type
declares usage of any rRecorp-encoded message parts.

5.3.5 Message type
Each 4891-message shall have a concrete type, declared in the message’s Type header.

The message type binds semantical meaning and expectations about the message’s structure and content to
the message.

Message types shall be composed only of these characters:

atoz(

wearcasa lottarg):
vrereaoereeteroyy

0to o9 (

. (poin

Message ty
MessageTyp

Like header
a) typend
b) type bq

Units shall
exception a

antoz (:[ppercase letters);

umeric digits);
).

pes shall be handled case-insensitive, e.g. units shall consider méssage type string
 and some .messagetype to be equal and synonyms for the same‘meéssage type.

values, the message type’s value space is divided into two,groups:
t beginning with the x character is a “standard message type”;
ginning with the x character is a “non-standard message type”

hot emit messages with standard message types that are not defined in this docume
e messages that they received for message relaying.

5 like soME.

ht. The only

Non-standard message types shall be described(in the manufacturer's documentation, con
following irfformation:

taining the

header$ which are expected;

number of data parts;

meaning and encoding of data parts;

record ptructures if any data parts are Recorbp-encoded;

situatigns when to send messages of this type;

actions|after rec€iving messages of this type;

sender}

Non-standalrd“message types can be used to transmit proprietary data Implementations dre allowed

to transmit any data in such messages for any purpose. Units that interpret messages with non-standard
message types shall be aware that different implementations can use the same types for different
purposes. When using such types, a manufacturer shall pick any suitable name for the type and prefix
it with an x and a short string representation of the manufacturer’s name as part of the type name (e.g.
XManufacturernameSomeType). Different manufacturers may use the same non-standard message types for
different purposes.

and Yeceivers for messages of this type.

5.3.6 Standard message types

This document defines a set of standard message types together with their payload structure and required
semantics. Table 6 lists those message types and refers to where to find details about them.
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Additional standard message types may be defined in other standards relating to this document.

Manufacturers are free to define additional non-standard message types based on their use case

requirements.
Table 6 — Index of standard 4891-message types in this document

Standard message type Related clause
base.signed 6.10.5
base.encrypted 6.10.6
base.error 6.11.2
smgw.gateways.query A.10.2
smgw.gateways.queryresp A.10.2
smgw.users.auth A.10.3
smgw.users.authresp A.10.3
smlog.records.query B.5.2
smlog.records.queryresp B.5.2
smlog.records.export B.5.3
smlog.records.exportresp B.5.3
smlog.records.write B.5¢&
smlog.records.delete B.55
smlog.records.verify B.5.6
smlog.records.verifyrange B.5.6

5.4 Handling of outdated messages

4891-messd
transports

4891-units
them and n

5.5 Direq

4891-units
4891-units.
4891-mess4

Manufactur
shall at leas
Additional Y

ges may have an expiry timestamp as part of their meta-information (see 5.3.3.2)
hn instant in time, after which the message shall be considered as being “outdated”.

receiving outdated messages thatare intended for a different 4891-unit (see 5.6) s
pt forward them any further.

't messaging

This option allows.direct ad hoc communication between two units instead of using
ge broker.

ers shall decide if their 4891-unit provides this functionality or not. If provided, thg
t supportithe exchange of 4891-messages via the direct messaging functionality spe
vays ‘of-communication between 4891-units may be implemented.

That value

hall discard

may provide the functionality to receive messages directly addressed to themn by other

the central

4891-units
rified in 6.9.

5.6 Mes

agerelaying

4891-units may accept 4891-messages intended for other 4891-units with the purpose of forwarding those

messages.

When such a relaying functionality is provided and used in conjunction with message encryption or signing,
it shall not be possible for the relaying units to decrypt the messages or modify their content without
breaking signatures.

5.7 Trustand encryption

Whenever the trustworthiness of handled data is important, it shall be digitally signed by the emitter of the
data. This shall be done in a way that the message destination is able to validate the signature.
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Whenever data are considered to contain private information that must be protected against eavesdropping,
this data shall be encrypted. This shall be done in a way that only the desired recipient of the message is able

to decrypt it.

The necessity of data trustworthiness and data encryption depends on the actual use cases to be

implemented in the smart application network.

6 Compatibility implementation

6.1 General

Clause 6 describes the technologies, protocols, and interfaces to be used by implementations of this document

to reach int roperabllity and compatibility between 4cY1-components rrom different manuracty

All requirements described in Clauses 5 and 6 shall be met for an implementation to-be ‘Co
conforming to a smart application network. Additional ways of communication between 4891-
may be impjemented.

Manufactuilers may choose to implement the full set of 4891-components (ie, message bro
discovery, ynit registry, smart gateway unit, [/O unit) or subsets of it. The nrahufacturer's dod
shall state ywhich 4891-components are implemented.

Clause 6 defines concrete interfaces and processes for requirements<of the different 4891-
described fn Clause 5. Additionally, a JavaScript®l object notation (JSON)-encoding
4891-messqdges and the process for signing and encrypting 4891-messages are specified.

An extensipn building on these requirements is defined i, Annex A (i.e. integrating with
equipment){and in Annex B (i.e. specific use case “smart loghook”).

6.2 JSONrencoding for value types

6.2.1 General

6.2 provide
for all data
responses,

5 a JSON-encoding schema for allwvalue types used in this document. This encoding s
payloads exchanged in the intérfaces described in this document, e.g. for HTTP-A
ind query parameters and When transferring 4891-messages via MQTT-messages.

6.2.2 Corpmon types

Table 7 listq the JSON-encoding for common types used in this document.

lrers.

nsidered as
fomponents

ker, service
umentation

fomponents
kcheme  for

controlled

hall be used
Pl requests,

1) JavaScriptis a registered trademark of Oracle Corporation. This information is given for the convenience of users of

this document and does not constitute an endorsement by ISO or IEC.
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Table 7 — JSON-encoding for common data types

ed values for that type.

Type name JSON type Extended description
<null> null The null-value, denoting non-existence if a value.
<integer> number A 64-bit signed integer. The expected practical value range depends on the spe-
cific use case.
<boolean> boolean A boolean value of true or false.
<string> string A string value that can contain any UTF-8 encoded value.
<enum> string A string value that has a limited set of allowed values. This set may be closed or
extendible, i.e. so that additional values can be added to this set in specific use
cases. The set and its nature depend on the situation where this typ¢dis used.
<uuid> string A UUID encoded as string.
EXAMPLE 1
— “00000000-0000-0000-0000-0000000000002
— “1b595396-7ccd-4ccl-b966-4851ed108515%
<binary> string Binary data encoded as a Base64-encoded string{see RFC 4648). Example:
"aGVyZSBzb211IGRhdGE = ” (decoded as stringihere some datg”)
<timestamg> string A date-time value with seconds-accuracy and_ time zone, encoded as $tring and
formatted as follows (see ISO 8601 series):
W<YYYY>-<MM>-<DD>T<hh>:<mm>:£335<tz>"
EXAMPLE 2
— “2021-12-30T12:45:56%02:00” (UTC+2 time zone)
— “2021-12-30T12:45+56z” (UTC time zone)
<url> string A full-qualified URL-stringi.e. containing protocol, host and potentiplly a port,
path, and query parameters.
EXAMPLE 3
“httpe//T92.168.10.17"
“ht€es”//192.168.10.17:8080/some%20path/calc?x=429"
<base-url string Like <ur1>'but without any query-parameters. A value of this type idused as
prefix to.construct full URL strings by appending additional path segments and
potentially query parameters to it. Values of this type shall never end with a
trailing /-character.
EXAMPLE 4
“http://192.168.10.17"”
“http://192.168.10.17:8080/some%20path”
<certificgqte- string A PEM-encoded string containing an X.509 certificate.
pem>
<publickey-pem> sffing A PEM-encoded string containing a public key.
<list of [x> array This type describes a list of type <x>, which is encoded as an array of the encod-

6.2.3 Dictionary type

Table 8 lists the JSON-encoding for the dictionary type used in this document.
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Table 8 — JSON-encoding for type “<dictionary>"

Type name JSON type Extended description
<dictionary> object A dictionary is a recursive type. The dictionary's fields are encod-
ed as <string> in the object's keys. The dictionary's field values
are encoded as <dict-field-value> in the object's values.
<dictionary-field-value> mixed Depending on the dictionary field's type this type maps to one of
these types:
Field Type Mapped Type
null value <null>
string value <string>
integer value <integer>
boolean value <boolean>
list value <list of dictiieriagy-field-
value>
dictionary value <dictiona&y>
EXAMPLE 1

JSON-encodihg of an empty dictionary:
{}
EXAMPLE 2
JSON-encodihg of a dictionary with one string-entry:
{
"field|' :"value"
}
EXAMPLE 3

JSON-encodipg of a dictionary with multiple entries of mixed types:

{

"a": 1p3,

"b": tlue,

"c": "pome string",
"d": [ 'X", llyll} ,
"e": {]'z": null}

6.2.4 Mepsage type

Table 9 list thé JSON-encoding for the value type <message> used in this document.
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Table 9 — JSON-encoding for type “<message>"

Type Name JSON Type Extended Description
<message> object {
“header”: <message-header>
“parts”: <list of message-part>
}
<message-header> object Header values are encoded as a simple key-value maps with header
names and their values being strings.
<message-part> object {
“header”: <message-header>
“data”: <message-part-data>
}
<message-gart-data> mixed Depending on the part's encoding this type maps to pne of|these

types:

Partencoding |Mapped type

TEXT the string data as <string®

BINARY the binary data as <b{nary-string>
RECORD the record data as'<édictionary>

EXAMPLE 1

JSON-encodihg of an example message without any data parts:

{

"headef": {

"Id"| "b40ce24c-1d0b-42b8-9e25-08caf246£983Y,;

"Typg": "some.message.type",

"SrcPnitId": "ab8c336a-77da-439f-918f-daf7c238£269",
"58675eb7-a%ea-4b7f-b80b~b0ebb8209016",
"CreptedAt": "2021-03-03T12:45:562"

"DesfkUnitId":
I

"parts|': []
}

EXAMPLE 2

JSON-encodipg of an example message with additional headers and three data parts:

{

"headef": {

"Id"| "8le2ech?2-f4d7-4b55-a6db-7ae034591924",

"Typg": "anekher.message.type",

"SrcPnitkd™: "ab8c336a-77da-439f-918f-daf7¢c238f269",
"58675eb7-a%a-4b7£f-b80b-b0ebb8209016",
"Crept€dAat": "2021-03-03T12:45:562",

"DespkUhtId":

"EXpITEsAT 0Z1-03-001T1Z2:25:502%",
"XSomething": "some non-standard header"
by
"parts": [
{
"header": {"Encoding": "TEXT"},
"data": "I am some string payload."
b
{
"header": {"Encoding": "BINARY"},
"data": "SSBhbSBzb211IGJIpbmFyeSBjb250ZW50Lg==""
b
{
"header": {"Encoding": "RECORD"},
"data": {
"the": ["record", "structure"],
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"aS": "json",
"with": {"some": "nesting", "and-number": 123}

EXAMPLE 3
JSON-encoded message of type base . signed wrapping the two messages from Examples 2 and 3:

{
"header": {
"Id": "56f42afl-c01e-4288-85f1-164fd35c6cae",
"Typgll: "hase igned®
"SrcPnitId": "ab8c336a-77da-439f-918f-daf7c238£269",
"DeskUnitId": "58675eb7-a%a-4b7£f-b80b-b0ebb8209016",
"CreptedAt": "2021-03-03T12:45:562"

by

"parts|': [
{
"hpader": {"Encoding": "TEXT"},
"dpta": "[{\"header\":{\"Id\":\"8le2ecb2-f4d7-4b55-a6db-

7ae0345919p4\", \"Type\":\"some.message.type\", \"SrcUnitId\":\"ab8c386a+77da-439f-918fF-daf7c2
38f269\", \I'DestUnitId\":\"58675eb7-a%a-4b7f-b80b-b0ebb8209016\", \"CreatedAt\":\"202[-03-03T-
12:45:56Z\['}, \"parts\":[]1}, {\"header\": {\"Id\":\"8le2ecb2-f4d7-4b5853-a6db-7ae034591924\",\"Typ
e\":\"another.message.type\",\"SrcUnitId\":\"ab8c336a-77da-433££€918f-daf7c238£269\",
\"DestUnitfld\":\"58675eb7-a%a-4b7f-b80b-b0ebb8209016\", \"CpreaedAt\":\"2021-03-03T-
12:45:56Z\|', \"ExpiresAt\":\"2021-03-05T12:45:56Z\", \"XSomething\":\"some non-standarfl header\"
}o\"parts\[': [{\"header\": {\"Encoding\":\"TEXT\"}, \"data\"s\WI am some string payload|\"}, {\"he
ader\": {\"Encoding\":\"BINARY\"}, \"data\":\"SSBhbSBzb21 1 GIpbmFyeSBjb250ZW50Lg==\"}, [ \"header\
": {\"Encodfing\":\"RECORD\ "}, \"data\": {\"the\": [\"recoxd\",\"structure\"],\"as\":\"jspn\", \"wit
h\": {\"somp\":\"nesting\", \"and-number\":123}}}]1}1"
bo
{

"hpader": {"Encoding": "BINARY"},
"dhta": ".. Base64-encoded signature ydata .."

by

{
"hpader": {"Encoding": "TEXT"}{
"dpta": ".. PEM-encoded X.509 certificate used for signing .."

}

]
}
EXAMPLE 4

JSON-encoddd message of£yp€ base.encrypted:

{

"headef": {
"Id"l "bd3dcelc6-3db7-4283-bcd8-120352594d5e",
"Typg/: “base.encrypted",

"SrcnitId": "ab8c336a-77da-439f-918f-daf7c238f269",
"DestUnitId": "58675eb7-a%a-4b7f-b80b-b0ebb8209016",
"CreatedAt": "2021-03-03T12:45:562"

b

"parts": [
{
"header": {"Encoding": "BINARY"},
"data": ".. Base64-encoded encrypted data .."
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6.3 HTTP-APIs

6.3.1 General

All HTTP-APIs specified in this document shall use protocol version 1.1, i.e. HTTP-servers and HTTP-clients
shall be compatible with arTP/1.1 (see RFC 2616).

6.3.2 HTTP-requests

The following requirements are applicable to all 4891-components utilizing an HTTP-client to interact with
HTTP-APIs specified in this document:

Requests shall have HTTP-header “accepts: application/json”.

Reques

Reques

6.3.3 HT]

For HTTP-1
these differ

String ¥

Structu
parame
JSON-st

If the v
with sp

EXAMPLE 1
Number valy

1234

Query-enco

1234

Used as vals

http://

ts with content body shall have HTTP-header “content-Type: application/jsoxd’.

ts with content body shall have JSON-encoded content.

[P-request query parameters

ences:
ralues shall not be wrapped in quotes.

red types or lists (i.e. objects and arrays in JSON) shotild be avoided for the use in |
ters. If an endpoint uses such types nonetheless, théwalues of those types shall be
rings.

ilues are putinto an URL string, those values shall be properly URL-encoded, escaping
ecial semantics in URLs (e.g. 2, =, etc).

ding:

e on anJRL parameter:

127,00 1?someParam=1234

equest query parameters, the regular type encodings described-in 6.2 shall be applied, with

{TTP-query
encoded as

y characters

EXAMPLE 2

String value:

1234

Query-enco

1234

ding:

Used as value on an URL parameter:

http://127.0.0.1?someParam=1234

© IS0 2024 - All rights reserved
21


https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

EXAMPLE 3

ISO 4891:2024(en)

String value containing special characters:

=/% string with special characters %\=

Query-enco

ding:

$3D%2F%25%20string%20with%20special%$20characters%$20%25%5C%3D

Used as valt

1e on an URL parameter:

http://127

EXAMPLE 4
String value

{ " key" Il

Query-enco

$1B%22ke

Used as val

http://127

EXAMPLE 5
String value

aGVyZSBz

Query-enco

aGvyZzs

Used as val

http://127

.0.0.1?someParam=%3D%2F%25%20string%20with%20special%$20characters%$20%25%5C

containing JSON:

lralue" }

ding:

/522%3A%22values22%7D

e on an URL parameter:

.0.0.1?someParam=%7B%22key%22%3A%22value®22%7D

containing Base64-encoded binary/(including padding):

b211IGRhdGE=

ding:

Bzb211IGRhdGE%3D

e on an URE-parameter:

.0.0.1%¥someParam=aGVyZSBzb211IGRhdGE%3D

O3D

6.3.4 HTTP-responses

The following requirements are applicable to all 4891-components utilizing an HTTP-server for HTTP-APIs

specified in

this document:

Responses with content body shall have HTTP-header “content-Type: application/json”.

Responses with content body shall have J[SON-encoded content.

The following requirements are applicable to responses for successful requests:

Responses with content body shall have HTTP-status 200.

Responses without content body shall have HTTP-status 204.
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The following requirements are applicable to responses for failed requests:

6.3.5 HTTP-error responses

Responses shall have HTTP-status from the families 4xx, 5xx or 9xx.

Responses shall have a content body as described in HTTP-error responses.

The following requirements are applicable to all 4891-components utilizing an HTTP-server or -client for
HTTP-APIs specified in this document:

— Servers shall produce error responses for at least the situations listed in Table 11, additional error codes
and possibilities are specified as part of specific API endpoint specifications.

Clients

Errorr

shall detect error responses (i.e. by HTTP-status) and handle accordingly.

psponses shall have a content body containing the fields in Table 10.

Table 10 — HTTP-error response fields

Field Value type |Required |Description

code <enum> yes A technical short error code string. The expected values for this field
shall be specified for operations that ¢an fail. A list of common code val-
ues can be found in Table 11.

details <string> no Optional details describing the error, describing what went wrong to
help debugging. If text is present, English language shall be used for this
field.

Table 11 li$ts error codes and HTTP-status values that shall be used in combination for typical error

situations. 4

\dditional error codes may be added by implemientations.

Table 11 — Commonm HTTP-error code values

Code value HTTP-status Description
INVALID 400 The request was invalid and has been rejected by the server.
FORBIDDEN 401 The endpoint requires proper authentication, but authenticatign data was
efther missing or invalid.
NOT_FOUND 404 The path was invalid or the resource behind that path has not heen found.
UNEXPECTET 500 Some unexpected error has occurred while processing the reqllest. This is
the most generic fallback error code. Servers shall only respongl with this
error code if no other more descriptive error code is available flor the error
situation.
EXAMPLE
{
"code": "INVALID",
"details": "Unable to parse field \"id\" as UUID."

6.3.6 4891-unit authentication

6.3.6.1 General

Clause 6.3.6 is applicable if the HTTP-API provides endpoints that require a proper authentication of the 4891-
unit using them. Those endpoints are called protected endpoints in Clauses 6 and 7 and Annexes A and B.
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6.3.6.2 Endpoint RequestAuthToken

The HTTP-API shall provide an additional endpoint for requesting a one-time-usable auth-token.

The HTTP-server shall generate an auth-token for each request received on this endpoint and persist it.

Auth-tokens shall automatically expire 60 s after their creation. Implementations shall either flag such
tokens or delete them.

Table 12 specifies the signature of this endpoint.

Table 12 — HTTP-signature of endpoint “RequestAuthToken”

Method POST
Path <ApiBaseUrl>/auth-token
Request Content {}
Response Content {
“authToken”: <string>
}
6.3.6.3 Protecting endpoints
The HTTP-4erver shall use this structure for request content on protected endpoints:
{
"datp": <string>
"sighature": <binary>
}
The signatfire field shall contain the signature of the data field, created with the sending unit's private key.

The data fig

{
"uni
"aut
"req

}

The unit1d
is, the unit s
had been cn

ThEreques
that field sh

The HTTP-s

a) Lookup

1d shall contain a JSON-encoded string of the;following structure:

LId": <uuid>
hToken": <string>
bestContent": <varying>

field shall contain the identifier of the unit authenticating against the protected en

eated by the HTTP-server previously.

tcontent field shall.eontain the actual content data for the protected endpoint. The
all be specifiedas’part of the protected endpoint's specification.

erver shalliperform the following steps when receiving a request on a protected end

the unit certificate for the unit identifier provided in the request.

dpoint, that

ending the request and,signing the request. The authToken field shall contain an auth-token that

ttructure of

boint:

b) Validat

b that the signature in the request relates to the unit certificate.

9

d) Checkt

Validate that the signature is valid for the data field of the request for that unit certificate.

hat the provided auth-token has not been used and has not expired yet.

If all these steps succeed, then the HTTP-server shall mark the provided auth-token as being used, e.g. by
flagging or deleting it. Then the actual logic of the protected endpoint shall be performed as documented in
the endpoint's specification. In that logic, the unit with the provided identifier shall be considered as being
authenticated until the request has been fully handled.

If any of these steps fail, then the HTTP-server shall respond with an error-response with code rorBIDDEN.
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6.3.6.4 Using protected endpoints

When interacting with a protected endpoint, the requesting HTTP-client shall perform these steps:
a) Request an auth-token each time before a protected endpoint will be called (see 6.3.6.3).

b) The received auth-token shall be placed in the request body content for the protected endpoint.

c¢) The protected endpoint's specific payload content, the received auth-token and a unit's id shall be
encoded into a JSON-string and signed by the private key of the unit matching the provided unit id.

EXAMPLE

The following variable values are used in the example:

<ApiBasepPrl> = "http://192.168.3.17/the-api"
<UnitId>| = "2b985ef2-e305-4fae-ad5f-20630c9109a0"
Step 1

A new new puth-token is requested from the endpoint:

POST http://192.168.3.17/the-api/auth-token

Content sent in the request:
{}
Content recgived in the response:
{

"authTpken": "d7cbb91f6367ee5a73¢c25999d91c1"
}

Step 2
The data variable is built and encoded for the actual request.

The requesf-content for the protected endpoint:

requestCpntent = {"some":"value"4

The structured data value:

dataValup = {
"unitIp": "2b985ef2-e305-4fae-ad5f-20630c9109a0",
"requeptContent": {"soeme":"value"},
"authTpken": "d7cbb91f6367€e5a73¢c25999d91cl"

}

Encoded as|JSON-string:

data ehgodedsonString (dataValue)
data "HEANMI NI TN - \"21N 088 f2-c308-4fae—-ad5f-20630c9109a0\" "r@qnn tContent\": (\I'some\":\"

value\"},\"authToken\":\"d7cbb91£6367ee5a73c25999d91cI\"}"

Step 3

The signature variable is computed from the data string from step 2 and the sending unit's private key
(actual bytes depend on real private-key):

signatureBytes = sign(data, <OwnPrivateKey>)
signatureBytes = "the-signature-bytes"

Encoded as Base64-string:
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signature = encodeBaseb64 (signatureBytes)
signature = "dGhlLXNpZ25hdHVyZSlieXRlcw=="
Step 4

The protected endpoint is called:

POST http://192.168.3.17/the-api/some-protected-endpoint

Content sent in the request (with data from step 2 and signature from step 3):

{

"data":

\"value\"

"signature":

"{\"unitId\":\"2b985ef2-e305-4fae-ad5f-20630c9109a0\", \"requestContent\"
},\"authToken\":\"d7cbb91f6367ee5a73c25999d91c1\"}",
"dGh1lLXNpZ25hdHVyZSlieXRlcw==""

:{\"some\"

}
Step 5

The server
with the pr

The followi

data = "
signatur

The data v

dataValu

The followi
unitId =

authToke
requestC

The extract

The variabl
and verify

The server
step would

Step 6

The functi
request co
specified in|

requestC

ke

pvided data.

hg variables are extracted from the request content:

(\"unitId\":\"2b985ef2.."
= "dGhlLXN.."

=

hriable is JSON-decoded for further processing:

=

decodeJdsonString (data)

hg variables are extracted from the datavalue variable:

"2b985ef2-e3.."
h = "d7cbb9l.."
bntent {"some

value"}

ed authToken is checked for not being-used yet, then it is flagged as being used.

e unitId, is extracted and the public key for that unit is looked up. Lookup that unit'
hat signature is valid for thdtkey and the data string.

continues with step 6, as,all validation was successful. If instead any of the validat
have failed, the server-would respond with an error instead.

ality of the{protected endpoint is executed. For this the value in requestcontent is
nt for further processing. Further checks and data processing on that content are p
the documentation of the protected endpoint.

bntent = {"some":"value"}

inspects the received content and decides if the provided authentication js'valid and consistent

5 public key

ions in this

used as the
brformed as

6.4 UDP

broadcasts

6.4.1 Sending UDP broadcasts

The UDP discovery packets of the different 4891-components shall at least be sent on UDP port 4891 on the
applicable network interfaces.

The following grammar shall be used for building the UDP packet payload:

<packet>

<packet-header> ::
<packet-type>

<packet-header>

| <packet-header> <spaces> <param-list>
"sappnet:" <packet-type>
<string-without-spaces>
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<param>

| <param> <spaces> <param-list>
<string-without-spaces>
<space>

| <space> <spaces>
" " (ASCII 0x20)

The <packet-type> depends on the concrete packed being emitted. The expected composition of the packet’s
<param-list> is coupled to the <packet-type> and shall always be specified alongside the concrete packet

type where

the sending behaviour and semantic of a packet is specified.

The whole <packet> sequence shall be encoded as UTF-8 string. The <packet-type> token shall only contain
characters from these classes:

a to z (lawercase letters);

0to 9 (
. (poin
6.4.2 Lisf
The 4891-c

ato z (Uppercase letters);

umeric digits);
).
ening to UDP broadcasts

bmponents listening to UDP broadcasts shall do so on UDP pert#891. Incoming UDP p|

be parsed against the packet grammar as specified in 6.4.1.

The <packd
“sappnet:s
stated othe

Malformed
EXAMPLE 1
Well-formed
“sappn{
“SAPPN}
“SAPPN}
“sappng
EXAMPLE 2
Well-formed

“sappng

“sappn{

t-header> value shall be parsed as case-insensitive value, e.g. “SappNet:Som
bmetype” leading to the same result. The <param-1ist>'value shall be parsed case-ser
rwise.

packets according to these requirements shallibe ignored for the purpose of this doc

packets, that lead to same result, as they:are equal-content-wise:
bt : sometype first-param secondrparam”
LT :SOMETYPE first-param.second-param”
LT :SOMETYPE first-param second-param”
bt : sometype firsg“Param second-param”

packets, that'can lead to different results, as they are different content-wise:

bt i somgtype first-param second-param”

btrsometype first-param SECOND-PARAM”

ackets shall

EType” and
1sitive if not

hment.

EXAMPLE 3

“sappnet:sometype first-param second-param third-param”

Malformed packets:

“xxxx:something unsupported prefix”

“sappnet missing type in header”
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6.5 4891-message broker

6.5.1 General

The 4891-message broker shall implement the behaviours shown in Figure 7.

The MQTT-server shall at least provide support for using protocol version 3.1.1 (see ISO/IEC 20922).

The MQTT-server shall be configured so that other 4891-components in the same networks as the message

broker can

connect to it for publishing messages or subscribing to message topic filters.

If the 4891-message broker provides functionality to configure its behaviour (e.g. client authentication
credentials), then such conflguratlon functlonallty shall be protected from access of unauthorlzed users, e.g.

by not makipg

to authentig

ate as admmlstratlve user.

qcredentials

4891-message broke

publish messages and

subscribe to topics

>|

A891-component MQTT-server ’
(

MQTT-client

messages on

6.5.2 Cli¢

The MQTT-

for all 4891

subscribed topics

J |

Figure 7 — Behaviour interfaces of 4891-message broker

nt authentication

server shall be configured either to allow ahohymous access or with designated user
-components to use when connecting toyit. The manufacturer's documentation sha

topic and hgw the configuration shall be performed:

This config

discovery (4

iration shall be reflected in the message broker connector that is configured in the 4
ee 6.6.2.2). If user credentials are configured (and declared in the message broker co

credentials
I cover this

891-service
hnector), all
the broker.

QTT-clients
3.1.1 (see

f applicable

4891-comppnents interacting with the‘broker shall use these credentials to authenticate againsf
6.5.3 Connecting to MQTT-server

To commuricate with the MQTT-server of the message broker, a MQTT-client shall be used. M
operated bly 4891-compgnents (i.e. for 4891-units) shall at least support protocol version
[SO/IEC 20922).

When connecting.to the server, the clients shall use the configured authentication method, i
(see 6.5.2).

6.5.4 Message encoding

All 4891-messages published through the message broker on one of the defined topic patterns (see 6.5.5.2)
shall be encoded in JSON format as specified in 6.2.4.

6.5.5 Publishing a 4891-message via MQTT

6.5.5.1 G

eneral

To publish 4891-messages on the message broker, a MQTT-client shall be used.

The 4891-message shall be encoded properly and published on the designated topic pattern.
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6.5.5.2 Message topic
MQTT uses topic-based publication and filtering of messages on the broker.

Each 4891-message which is published on the broker shall be published on a specific topic pattern. The
sending 4891-unit shall derive that topic pattern from the 4891-message’s header values that is about to be
published. Refer to Table 13 to build the topic string.

Table 13 — MQTT-topic string buiding patterns for 4891-messages

4891-message header |Delivery mode |MQTT-topic string building pattern

condition
DestUnitIdis notset Broadcast sappnet/msg/<Type>/from/<SrcUnitId>/to-all
DestUnitIdis set Single destina- sappnet/msg/<Type>/from/<SrcUnitId>/to/<DestUniftId>

tion

The topic sfring shall always be composed from lowercase characters only. The message's'type @and the unit
identifiers ghall be converted to lowercase strings if needed.

EXAMPLE 1

A message of type x.some.message.type is produced by unit 87e95cbe-a5a2-452f-a4d8-5a87ceblf6cl with
intention to proadcast it to all units interested in such a message.

The messagdq headers are set in the following way:

— Typeis $etto x.some.message.type

— SrcUnifIdissetto 87e95cbe-a5a2-452f-a4d8-5a87ceblfaél
— DestUnj{tIdisnotset

The followinfg topic is used to dispatch the message on the-broker:

sappnet/mspy/x.some.message.type/from/87e95gbe-aba2-452f-a4d8-5a87ceblf6cl/to-all

EXAMPLE 2

A message of type base.signed is produced by unit 87e95cbe-a5a2-452f-a4d8-5a87ceblf6cl with| intention to
send it tounjt 32£72312-3abf-4alf-&43¢7-ebfabfd876b6.

The messagd headers are set in thefollowing way:

— Typeis $etto base.sigred

— SrcUnifIdissetto8i/e95cbe-a5a2-452f-a4d8-5a87ceblf6ecl
— DestUnjtIdissetto 32£72312-3abf-4alf-a3c7-ebfabfd876b6

The following topic is used to dispatch the message on the broker:

sappnet/msg/base.signed/from/87e95cbe-aba2-452f-a4d8-5a87ceblf6cl/to/32f72312-3abf-4alf-a3c7-
ebfabfd876b6

6.5.6 Subscribe to 4891-messages via MQTT

To subscribe to 4891-messages via MQTT, 4891-components shall connect their MQTT-client to the message
broker’s MQTT-server, if applicable.

The client shall be used to subscribe MQTT-topics of interest by using topic filter patterns. Based on
the topic-building scheme in 6.5.5.2, clients can filter on different aspects of the 4891-messages when
subscribing. Tables 14 and 15 show useful patterns to create topic filters based on the topic name format of
4891-messages.
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To subscribe to 4891-messages targeted directly to the subscribing unit, use filters based on patterns shown

in Table 14.

To subscribe to broadcasted 4891-messages, use filters based on patterns shown in Table 15.

Table 14 — MQTT-topic filter patterns for “single-destination” 4891-messages

Topic filter

pattern Selected messages

sappnet/msg/<Type>/from/<SrcUnitId>/to/<OwnUnitId>

unit

Of a specific type from a specific source

sappnet/msg/<Type>/from/+/to/<OwnUnitId>

Of a specific type from any source unit

sappnet/msg/+/from/<SrcUnitId>/to/<OwnUnitId>

Of any type from a specific source unit

sappnet/m4

g/T/Lrom/+/to ownunicld

Of any type [rom any SOUrce {

nit

Table 15 — MQTT-topic filter patterns for “broadcasted” 4891-messages

Topic filter|pattern Selected messages
sappnet/mgg/<Type>/from/<SrcUnitId>/to-all Of a specific type from a specific spurce unit
sappnet/mgg/<Type>/from/+/to-all Of a specific typefrom any source unit
sappnet/mgg/+/from/<SrcUnitId>/to-all Of any typefrom a specific source unit
sappnet/mdg/+/from/+/to-all Of any type from any source unit

EXAMPLE 1

The topic filter to subscribe to messages of any type created by any unit with unit 619036bb-4e03-44a2f-89c4-

01fb459265

sappnet/

EXAMPLE 2

The topic filf]

b8 being the single destination:

nsg/+/from/+/to/619036bb-4e03-4a2f-8%9e4-01fb459265b8

any single unit as destination:

sappnet/

EXAMPLE 3
The topic filt

sappnet/

EXAMPLE 4

nsg/+/from/619036bb-4e03-4a2f-89c4-01fb459265b8/to/+

er to subscribete messages of any type created by any unit with destination being all units (i.4

nsg/+/frem/+/to-all

er to subscribe to messages of any type created by unit 619036bb-4e03-4a2£f-89c4-01fb4 5

9265b8 with

.broadcast):

The topic filter to subscribe to messages of any type created by unit 619036bb-4e03-4a2f-89c4-01£fb459265b8 with
destination being all units (i.e. broadcast):

sappnet/msg/+/from/619036bb-4e03-4a2f-89c4-01£fb459265b8/to-all

6.6 4891

-service discovery

6.6.1 General

The 4891-service discovery shall implement the behaviours shown in Figure 8.
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The service discovery shall have two main functionalities:

a) a UDP-packet that is broadcast periodically containing the connectivity information to the service
discovery itself;

b) a HTTP-API with a single endpoint to enable the functionality to lookup the other 4891-component’s
connectivity information (i.e. service connectors).

The service discovery shall provide functionality to configure service connectors for other 4891-components
to lookup (see 5.2.3). That configuration functionality shall be protected from access of unauthorized users,
e.g. by not making it accessible from any network shared with 4891-components or by requiring user
credentials to authenticate as an administrative user.

4891 -service discovery

4891-¢|
HTT

bmponent
P-client

requests on
service discovery API

Service discovery API server

6.6.2 Ser

6.6.2.1 G

The conned
smart gatey

\[
1

discovery packet for ]
service discovery API s )
HTTP-server ] [UDP—broadcaster] y > b /) comp nent
J UDP-listeper

Figure 8 — Behaviour interfaces of 4891-service discovery

vice connectors

pneral

tivity information for the different available services (i.e. message broker, unit r
vay unit) shall be configurable (see 5.2.3).

egistry and

This confighration shall only be possible by administrators.

6.6.2.2 Connector for 4891-message broker:

The value type <message-broker-connector> shall be a dictionary with fields as specified in Tabje 16.
Table 16 —€onnector fields for 4891-message broker

Field Value type Required |Description

mqttHost <string> Yes Host of the MQTT-server e.g. *192.168.10.18"

mgttPort <integerx Yes Port number of the MQTT-server e.g. 1883

mgttUser <string> No Username that units shall use when connecting to the MQTT-server.

If empty or missing, then anonymous access is used instepd.
mgttPasswqrd |<sE¥ing> No Password that units shall use when connecting to the MQT T-server.

If missing, then the “empty”-password shall be used.
This field is only used if non-anonymous access is used, i.

p. if the field

mgettuser ib SCL LU 4 ITOI=CIIply leuc.

6.6.2.3 Connector for 4891-unit registry

The value type <unit-registry-connector> shall be a dictionary with fields as specified in Table 17.

Table 17 — Connector fields for 4891-unit registry

Field

Value type

Required

Description

baseUrl

<base-url>

Yes

The base URL of the unit registry. e.g.

"http://192.168.10.19:8080/unit%20registry"
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6.6.2.4 Connector for 4891-smart gateway unit

The value type <smart-gateway-unit-connector> shall be a dictionary with fields as specified in Table 18.

Table 18 — Connector fields for 4891-smart gateway unit

Field

Value Type Required |Description

unitId

<uuid> Yes
cation network e.g.

“7eedB8707-6b3b-4cdc-afe2-321f54f4a87a”

The unit identifier of the 4891-smart gateway unit in the smart appli-

6.6.3 Service discovery API clients

Where appliicable, 4891-units shall listen for the emitted UDP packets of the service discovery.f]

their servic

The 4891-u
the connect
other centr

The 4891-y
implement
designing s

on a neg
having

connec
6.6.4 Ser

6.64.1 G

The 4891-s
These endp
endpoint sp

6.64.2 E

The single
services in

A null valu

units shall expect that connectors can change over time;

e discovery connectivity.

nits shall use an HTTP-client to connect to the service discovery API. The 4891-unit
ors from the specified endpoint to configure their local service connegtivity for r
h] 4891-components.

nits shall refresh this connectivity information periodically. Manufacturers are
raching and refreshing strategies. The following points shall bé.taken into considef
ich strategies:

w network setup, it is possble that not all connectors are“available from the begin
hull values), so units shall expect connectors to become available over time;
Fors shall be refreshed periodically and when.joining new networks.

vice discovery API server

pneral

ervice discovery shall run antHTTP-server implementing the API endpoints specifie
oints shall be reachable byyURLs built by concatenating servicebiscoveryApiBase
ecific path-suffix.

hdpoint GetService€Connectors

he smartapplication network (see 6.6.2 and 5.2.3).

e for a.connector can mean the following:

— the compenent is not available on the used network;

o bootstrap

5 shall fetch
eaching the

advised to
ation when

ning (a few

d in 6.6.4.2.
ir1 and the

endpoint of/the service discovery responds with connectivity information for the available

— the component has not yet been configured in the service discovery.

Table 19 specifies the signature of this endpoint.
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Table 19 — HTTP-signature of endpoint GetServiceConnectors

Method GET

Path <ServiceDiscoveryApiBaseUrl>/services

Response |Content |{
“messageBroker”: <null> | <message-broker-connector>
“unitRegistry”: <null> | <unit-registry-connector>
“smartGatewayUnit”: <null> | <smart-gateway-unit-connector>

6.6.5 Service discovery API discovery packet

IR

The servic
The packet
The packet

The packet
has been se

The packet

<packet-
<param-1

<Service

6.6.6 Ser]

In the follo
disclose its
HTTP-endp
examples:

http://192
EXAMPLE 1
The followin|

sappnet:
A recipient

— The pa
service

The fir{

discovery strattemit YD P packets o the retworks shared withr the other489t=com
Khall be sent periodically once every 5 s to 10 s.

hall be sent on broadcast addresses of the applicable network interfaces.

ht.

chall use the basic specification described in 6.4 with the following additions:

"sd"

Lype> ::
T <ServiceDiscoveryApiBaseUrl>

DiscoveryApiBaseUrl> :: <base-url>

vice discovery API examples

wing Examples 1 and 2, a 4891-service disegvery broadcasts UDP packets in the
API connectivity information. With that\connectivity information, a 4891-unit
pints on the service discovery API. Thedfollowing service discovery API base URL is

.168.2.123:1234/base-path/tof/dhscovery—-api

o UDP packet is broadcastévetry 5 seconds on some network interface by the service discove

5d http://192.168-2.123:1234/base-path/to/discovery-api
pf these packets\pdrses it and identifies the following information from it:

Cket header;sappnet:sd indicates that this is a smart application network discover}
discovery API (see 6.6.5).

t pdrameter provides the base URL for the service discovery API server:

onents.

shall contain the URL to the discovery API that is reachable on the netwerk on which the packet

network to
is invoking
used for all

[y:

y packet for

http://1

JZ.100.4.1Z2371Z234/Dase—-patil/to/dlsCcovery—apl

The recipient can now perform requests against the service discovery API by using the received base URL
for building the endpoint URLs.

EXAMPLE 2

A unit has previously picked up the service discovery API base URL (e.g. by listening for UDP packets as in Example 1):

http://

192.168.2.123:1234/base-path/to/discovery-api

The unit opens a TCP socket to the service discovery API host (192.168.2.123 on port 1234) and sends a
HTTP-request to lookup the available services:

© IS0 2024 - All rights reserved
33


http://192.168.2.123:1234/base-path/to/discovery-api
https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

GET /base-path/to/discovery-api/services HTTP/1.1
192.168.2.123
application/json

Host:
Accept:

ISO 4891:2024(en)

The service discovery responds on that socket with an HTTP-response containing the available services

encoded as JSON:

HTTP/1.1 200 OK
application/json

Content-Type:

{

"messageBroker": {
"mgttHost": "192.168.42.7",
"mgttPort": 1883,
"mgttUser": "user",
"mqt P d_dll 2 " = d_dll
b
"unitRegistry": {
"baspUrl": "http://192.168.41.8/some-prefix"
b
"smartfatewayUnit": {
"unifId": "b3792662-03fe-4466-a4e0-8£f9d567a5e56"
}
}
Now the refuesting unit knows how to connect to the other central 4891-.ceamponents that are
the same ndtwork.
6.7 4891-unit registry

6.7.1 General

Units that v
registry.

The unit re

Figure 9).1
available vi

The unit rq
configurati
accessible f]
as an admir

vant to participate in the smart application-network shall register themselves at th|

bistry shall provide the following interface functionality for communication with th
he implementation shall operate a HTTP-server, whose connectivity information sh|
h the service discovery API (see 6.6.2.3).

boistry shall provide functionality to configure root certificates as described in

fom any network shared-with 4891-components or by requiring user credentials to g
istrative user.

available in

e 4891-unit

e units (see
all be made

6.10. That

bn functionality shall be\protected from access of unauthorized users, e.g. by not making it

uthenticate

4891-unit registry

Unit registry API

requests on

unit registry API

891-component
HTTP.client -

HTTP-server

>

Figure 9 — Behaviour interfaces of 4891-unit registry
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6.7.2 Tracking of unit information

6.7.2.1 General

The unit registry shall track the following information about 4891-units registered in the smart application

network:

the uni

the unit's name (received from unit while registering);
the unit's public key (received from unit while registering);

the unit's identifier (assigned by unit registry);

the uni

the uni

The “last a
following m

t's unit certificate (issued by unit registry);
's timestamp of registration (“registered at”);
's timestamp of last known activity (“last activity at”).

ctivity at” timestamp information shall be gathered by the 4891-unit'registry. 4
ethods shall be used by the unit registry to gather this information.

6.7.22 D

rect communication with the unit

Whenever there is direct communication between a unit and the unitregistry, i.e. by successf]
protected epdpoint (see 6.3.6), the “last activity at” information for thatanit shall be updated to the g

6.7.23 O

The unit re

bserved messages on message broker

bistry shall listen to messages published on the message broker and inspect the sr

Createdat lpeaders of those. For messages of type basé&ssigned (see 6.10.5), the contained me

also be insp
of affected

ected. With this gathered information, théregistry shall update the “last activity at”
nits.

6.7.3 Unitregistry API clients

The unit re
themselves

For interact

gistry API shall be used by-all 4891-units to at least lookup root certificates and
as a proper unit in the smart application network.

ing with the API, theluhit shall use an HTTP-client.

6.7.4 Unijtregistry APkServer

6.74.1 G

pneral

The 4891-u

A\t least the

ully using a
urrent time.

Unitid and
bsages shall
nformation

to register

6.7.4. These

it registry shall run an HTTP-server implementing the API endpoints specified in

endpoints §hall be reachable by URLs built by concatenating unitRegistryApiBaseUrl and tl|1e endpoint

specific pat

n-suItix.

6.7.4.2 Endpoint “GetActiveRootCertificates”

This endpoint provides access to the root certificates that shall be considered active when used in the
context of unit certificate validation (see 5.7 and 6.10).

Table 20 specifies the signature of this endpoint.
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Table 20 — HTTP-signature of endpoint “GetActiveRootCertificates”

Method GET
Path <UnitRegistryApiBaseUrl>/root-certificates
Request Content {

“certificates”: <list of certificate-pem>

6.7.4.3 Endpoint “RegisterUnit”

This endpoint shall perform the unit registration and unit certificate issuing logic described in 6.10.4. If the
registration is successful, the provided unit name shall be stored as meta information for that unit.

This endpojnt shall respond with the identifier and unit certificate associated to the provided pyblic key.

Granted a 4891-unit keeps its private key which is related to the public key from a valid-unif certificate,
it shall be qonsidered to be a registered unit of the network. It does not matter if that.unit loges physical

connectivity from the network or if it disconnects and reconnects again later.

Table 21 specifies the signature of this endpoint.

Table 21 — HTTP-signature of endpoint “RegisterUnit”

Method POST
Path <UnitRegistryApiBaseUrl>/units
Request Content {
“name”: <string>
“publicKey”: <publickey-pem>
}
Response Content {
“id”: <uuid>
“certificate” s £Lgertificate-pem>
}

6.7.4.4 Ehdpoint “ModifyUnitinformation”

This endpoint shall be protectedby.unit authentication as described in 6.3.6.

This endpoint shall be used by4891-units for modifying information associated to them in the upit registry.

The unit registry shall validate that the unit identifier provided in the path matches the unit identifier that
has been specified forvauthenticating on this protected endpoint (see 6.3.6.4). If that validatipn fails, the

request shalll fail with/error code ForBIDDEN.

The unit registry'shall update the information associated to the unit by the provided values in this request.

Table 22 specifies the signature of this endpoint.

Table 22 — HTTP-signature of endpoint “ModifyUnitInformation”

Method PATCH
Path <UnitRegistryApiBaseUrl>/units/<UnitId>
Protected request content {

“name”: <string>
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6.7.4.5 Endpoint “GetUnitInformation”

This endpoint allows information about a specific unit to be looked up by providing its unit identifier in the
endpoint's path.

The unit registry shall lookup the information from its database for returning it as response.

If no unit can be found by the provided identifier, a HTTP-response with status 404 shall be returned.

Table 23 specifies the signature of this endpoint.

Table 23 — HTTP-signature of endpoint “GetUnitInformation”

Method GET
Path <UnitRegistryApiBaseUrl>/units/<UnitId>
Response |[[Content <unit-info>

The value type <unit-info> shall be a dictionary with fields as specified in Table 24,

Table 24 — Fields of dictionary type “<unit-info>{

Field key Value type Required |Description

id <uuid> yes The unit’s unit identifier.

name <string> yes Thename that the unit has given ifself.

certificafje <certificate-pem> yes The latest unit certificate.

registeredat <timestamp> yes The timestamp of unit registratior).

lastActivityat <timestamp> yes The timestamp of latest known activity of that
unit.

6.7.4.6 Ehdpoint “GetListOfUnitInformation”

This endpo

nt returns a page from the unit list: The full list shall contain all units registered

registry. THe returned page of the list shall bejbuilt by following these steps in this order:

a) ensurefthe initial result set contains'all units registered at the unit registry (“total set”);

b) apply optional filtering (regisfesedafter and activityafter) to that set (“filtered set”);

c) apply sprting (sort and sdetbir), resulting in an ordered list (“filtered list”);

d) extract

a sub-list by starting at index offset (0-based) taking up to 1imit units (“result page

The requesking component shall use the limit parameter only as a hint to indicate a desired

units from 1

he APLThe unit registry may apply an upper bound to the 1imit parameter, overrid

smaller valfie than-provided by the component. The unit registry may return a lower number o
has been reguested. The unit registry shall not return more units than has been requested.

at the unit

)n)

quantity of
ng it with a
f units than

Table 25 specifies the signature of this endpoint.
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Table 25 — HTTP-signature of endpoint “GetListOfUnitInformation”

Method GET
Path <UnitRegistryApiBaseUrl>/units
Query Par- |Param name Value type Description
ams registeredAfter <timestamp> Filters the result set by only including units that had
been registered after provided timestamp.
activityAfter <timestamp> Filters the result set by only including units that have a
lastActivityAt timestamp of at least provided value.
offset <integer> the 0-based index after sorting for the first result element
(default: 0)
limit <integer> maximum number of units to be returned
(default: 100)
sort <enum> Defines the field to use for sorting themit list before
pagination is applied.
Allowed values are:
— registeredat (default)
— lastActivityat
- name
sortDir <enum> Defines the direction of sorting of the unit list.
Allowed values'are:
— asgascending, default)
— (@desc (descending)
Response ||Content |Paramname |Value type Description
total <integer> Number of units registered in the registry|ignoring
the filter parameters (length of “total set”
filtered <integer> Number of units registered in the registrymatching
the filter parameters (length of “filtered s¢t”)
units <ldsb’ of List of units from the “filtered list” starting at re-
unit=info> quested of fset index.
(see Table 24)
6.7.5 Unitregistry API examples
In the examples 1 to 6 below;a.unit has already received the connector information for the unit fegistry API

from the se
HTTP-endp

http://

EXAMPLE 1

192.168\41.8/some-prefix

o

vice discovery. With the base URL of the unit registry API, the unit can now invoke t
pints. The following unit registry API base URL is used for all examples:

he available

The unit ser
certificates:

GET http://192.168.41.8/some-prefix/root-certificates

1e valid root

The unit registry responds with HTTP-status 200 and the available root certificates (two in this example) as

content:

{

"certificates":

[

"——-BEGIN CERT..",
"—-BEGIN CERT.."
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The unit updates its local cache with this received certificates, by storing them in a local database, replacing
previously fetched root certificates. With those root certificates the unit is now able to validate unit
certificates.

EXAMPLE 2

The unit generates a cryptographic key-pair to use for encryption and digital signatures (see 6.10) and sends the
public key and a name for the unit to the registration endpoint:

POST http://192.168.41.8/some-prefix/units
{

"name": "Some Unit Name",

"publicKey": "—-BEGIN PUBLIC KEY.."
}

The unit refEistry responds with HTTP-status 200, an identifier for the registering unit (“unit 1{d”) and the
unit's certifficate (signed by one of the root certificates of the unit registry):

{

“id”: P£d8c64fd-8bc9-47ae-abdc-cbc88d8feea’”,

“certifficate”: “---BEGIN CERT..”
}

With this, the unit is now known to the registry and other units can lookup theunit's certificate) too.
EXAMPLE 3

The unit wapts to modify its own information via endpoint ModifyUni¢Information. Because that if a protected
endpoint, it is used in the way described in 6.3.6.4.

The unit callp the endpoint RequestAuthToken on the API first, to receive a one-time usable token:

POST http://192.168.41.8/some-prefix/auth-token

The unit bupdles the received token, its unit id and the\protected request content of the endpointinto a JSON
object. Thep it encodes that object into a string, signs it with its own private key and adds both the string
and the signature to the request as content:

PATCH htfkp://192.168.41.8/some-prefik/units
{

"data"f "{\"unitId\":\"fd8c64fd \\",\"authToken\":\".\",\"requestContent\": {\"namg\":\"My
new Unit Npme\"}}",
"signafure": "YmluYXJS5IHNpZZ25hHdHVyZSBkYXRhIC4uLg.."

}

The endpoipt will validate the-signature (with data string and unit1d) and the authToken (ore-time use)
provided bg¢fore performing the logic.

With this, the unit has'¢hanged its meta-information on the unit registry.

EXAMPLE 4

Requesting flirstjpage of size 10 of registered units via unit registry API:

GET http://192.168.41.8/some-prefix/units?offset=0&1limit=10

Requesting third page of size 10 of registered units via unit registry API:

GET http://192.168.41.8/some-prefix/units?offset=20&1imit=10

Requesting first page of size 25 of registered units that were active after 2021-05-11 11:35:00 UTC via unit
registry API:

GET http://192.168.41.8/some-prefix/units?limit=25&activityAfter=2021-05-11T11:35:00%2

EXAMPLE 5
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Example of a unit registry API response on endpoint GetListOfUnitInformation for request with page size 3 and

without filters:

{

“total”: 175,

“filtered”: 175,

“units”: [

{
“id”: “89562e..”,
“name”: “0ld Legacy Device”,
“certificate”: “---BEGIN CERT..”,
“registeredAt”: “2020-03-03T12:00:01z2",
“lastActivityAt”: “2020-09-05T13:14:162"

bo

{
Nidr. Nghalagch
“name”: “Some Unit”,
“certificate”: “---BEGIN CERT..”,
“registeredAt”: “2020-03-23T12:56:132",
“lastActivityAt”: “2021-05-11T17:35:002"

bo

{
“id”: “aaoa..”,
“name”: “Sensor X",
“certificate”: “---BEGIN CERT..”,
“registeredAt”: “2020-03-24T09:12:07z2",
“lastActivityAt”: “2021-05-12T18:24:132"

}

]
}
EXAMPLE 6

Example of ¢

unit registry API response on endpoint GetListOfUnitInformation for request with pa

re size 3 and

with recent-fictivity filter:
{
"totall': 175,
"filtefed": 23,
"units|': [
{
"ifg": “6ba2ab6cb..",
"npme": “Some Unit",
"certificate": "—-BEGINJCERT..",
"rpgisteredAt": "2020-08-23T12:56:132",
"lhstActivityAt": “2921-05-11T17:35:002"
by
{
"ig": "aa6a.."y
"npme": "Senger X",
"certificate": "——-BEGIN CERT..",
"rpgiste¥edAt": "2020-03-24T09:12:072",
"lpstActIvityAt": "2021-05-12T18:24:137Z"
b
{
"id": "4a43'"",
"name": "Human Interface Device",
"certificate": "—-BEGIN CERT..",
"registeredAt": "2020-04-04T16:37:132",
"lastActivityAt": "2021-05-12T09:35:072Z"

}
6.8 4891-unit

All 4891-units shall implement the behaviours shown in Figure 10
6.6,6.7 and 6.9.
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The behaviour “direct messaging with units” (see 6.9) is optional. Manufactures may skip that behaviour
from their implementation.

Additional behaviours for 4891-units are specified in Annexes A and B.

4891-service discovery
UDP-broadcaster

discovery packet for
service discovery API

4891-unit

Service discovery API client

requests on

service discovery API

UDP-listener ][ HTTP-client }

Unit registry API client

requests on
unit registry API

Y

4891-service discovery
HTTP-server

HTTP-client )
s ]

Y

4891-unit registry
HTTP-server

4891-unit

discovery packet for
direct messaging API

Message broker client

publish messages and

subscribe to topics

Y

MQTT-client

Direct messaging API client

UDP-bfoadcaster

4891-unit

requests on
direct messaging API

UDP-listener ][ HTTP-client }

<
<

messages on
subscribed topics

requests orny

direct messaging-API

4891.message broker
MQTT-sefver

Direct messaging API server

N

HT7YP-client

1

discoyery packet for

direct messaging API

Y

4891-uhpit
HTTP-sefver

HTTP-server ] [UDP—broadcaster}

Figure 10 — Behaviour interfaces of 4891-unit

6.9 Dire¢t messaging API

6.9.1 General

4891-units
interface:

an HTT|P-API to accept incoming4891-messages, i.e. the direct messaging API;

broadcasting of an UDPdiscovery packet for the direct messaging API.

Y

4891-uhit l
UDP-listgner

that support the receiving side of the direct messaging functionality shall provide the following

With this interface, theSe™inits will be able to accept incoming messages for further processing, i.e. by

consuming

send thit message to the message broker;

them for itgelf (receiving unit is the message's destination) or by relaying it to the
unit. If the ynit accepts a message to be relayed to another unit, it shall do one of the following:

destination

functionality and is reachable by the unit;

send that message directly to the designated destination unit if that unit supports direct messaging

send it to another unit which is not the designated recipient unit for further relaying.

Implementations shall prevent endlessly relaying of messages in a circular way, i.e. they shall have a concept
of computing a route to the designated recipient unit in some way if this option is used. Adding an expiry
timestamp to the relayed message (Expiresat message header) may also be a helpful mitigation.

6.9.2 Direct messaging API clients

The clients of the direct messaging API of a 4891-unit are other 4891-units that support the sending side of
the direct messaging functionality.
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Where applicable, those units shall listen for the emitted UDP packets of the direct messaging API of other
units, to bootstrap their potential direct messaging connectivity to other units. Alternatively, it is also
allowed to configure the direct messaging API base URL to another unit in other ways.

For using the API, the sending 4891-units shall use an HTTP-client to connect to the receiving unit's direct
messaging API, by utilizing its API base URL.

Sending a 4891-message directly to another unit can be desirable in different situations, i.e.:

— The receiving unit is the designated destination of a message, so the message can be sent to it directly
rather than indirectly via a 4891-message broker.

— The sending unit is not connected to the 4891-message broker, so the receiving unit can be used for
message relaying to deliver that message at a later stage.

Units may yse the direct messaging API for automatically sending messages to another unit or lI)y explicitly
triggering that functionality on user interaction. When using fully automated sending logicmapufacturers
shall implement logic to prevent or mitigate circular relaying of messages.

6.9.3 Dirpct messaging API server

6.9.3.1 Gpneral

4891-units [supporting the receiving-side of the direct messaging functionality shall run an HTTP-server
implementipg the API endpoints specified in 6.9.3. These endpoints‘shall be reachable by URLs built by
concatenating pirectMessagingapiBaseUrl and the endpoint specific path-suffix.

6.9.3.2 Ehdpoint “GetUnitInformation”

This endpo]nt allows looking up information about the 4891-unit that is operating the direct mejssaging API
server. Thi§ endpoint can be used as an alternative for looking up that unit's information instg¢ad of using
endpoints gn the unit registry API.

The server ghall respond with information aboiit the unit operating the server, including:
— the unif's identifier;

— the unif's name;

— the unif's certificate that it fedeived from the unit registry.

If the unit had not yet registered itself (i.e. identifier and certificate not available), then the ferver shall
respond with error code4le? FouND.

Table 26 spegcifies th€'signature of this endpoint.

Table 26 — HTTP-signature of endpoint “GetUnitInformation”

Method GET
Path <DirectMessagingBaseUrl>/unit
Response Content {

“id”: <uuid>
“name: <string>

“certificate”: <certificate-pem>

6.9.3.3 Endpoint “SendMessage”

This endpoint allows sending a single message to the 4891-unit operating the direct messaging API server.
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Ifthe receiving unit has already registered itself (i.e. identifier and certificate are available), then the received
message shall be forwarded into the processing logic specified in 6.11. If the unit has not yet registered
itself, then the received message shall either be ignored, or stored until the unit has registered itself.

The server shall respond with HTTP-status 204 (no content) independent of the specific message received.

Table 27 specifies the signature of this endpoint.

Table 27 — HTTP-signature of endpoint “SendMessage”

Method POST
Path <DirectMessagingBaseUrl>/messages
Request Content {
“message”: <message>
}
Response Status 204 (no content)

6.9.4 Dirpct messaging API discovery packet

4891-units fthat run a direct messaging API server shall emit UDP packets on‘th€ir network interfaces that
are intendef to interact with the smart application network, e.g. where theé«unit wants to be contactable by
other units

The packet|shall be emitted periodically once every 5 s to 60 s. [f{fhe unit’s direct messaging API server
is only runping for short amounts of time (i.e. by explicitly switching it on and off again on d¢mand) it is
allowed to ¢mit the packets more frequently than every 5 s in that'period.

The packet ghall not be sent in any of these situations:
— The unjt has not yet registered at the unit registry;¥é. does not have a unit identifier.
— The direct messaging server is not running.

The packet|shall be sent on broadcast addresses of the applicable network interfaces. Additiopal ways to
distribute the discovery packet are allowed.

The packet] shall contain the sending tnit's identifier and the base URL for reaching the ynit's direct
messaging API on the network whefe the packet has been sent.

The packet ghall use the basic specification described in 6.4 with the following additions:

<packet-gype> ::= "dmV

<param-1 1= AUnhAtId>

<param-2 ={y<DirectMessagingApiBaseUrl>
<UnitId> = <uuid>
<DirectMpssagdngApiBaseUrl> ::= <base-url>

6.9.5 Dirpctmessaging API examples

In the Examples 1 and 2, a 4891-unit broadcasts UDP packets in the network to disclose its direct messaging
API connectivity information. With that connectivity information, another 4891-unit is invoking HTTP-
endpoints on that API. The following direct messaging API base URL is used for all examples:

http://192.168.2.40:8080/my-dm-api
EXAMPLE 1

The following UDP packet is broadcast every 10 s on some network interface by a unit which operates a direct
messaging API server:

sappnet:dm 1b570fa5-e666-43fb-a8af-1£f29f9a98bbl http://192.168.2.40:8080/my-dm-api
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A recipient of these packets parses it and identifies the following information from it:

direct messaging API (see 6.9.4).

the sender of the packet: 1b570fa5-e666-43fb-a8af-1£29f9a98bbl

The

second parameter provides

http://192.168.2.40:8080/my-dm-api

the base URL for the direct messaging API

The packet header sappnet :dm indicates that this is a smart application network discovery packet for

The first parameter provides the identifier of the unit that operates the direct messaging API server, i.e.

Server:

The recipient can now perform requests against the direct messaging API server of the sending unit by using
the received base URL for building the endpoint URLs.

EXAMPLE 2

A unit has prf
as described

The unit tha
its locally c4
example via

GET http

With a vali
Sending the
messaging 4

POST htt

6.10 Trus

6.10.1 General

Trusted cor
asymmetri

6.10.2 Public key infrastructure

The 4891-u
Two types d

Root ¢4
4891-c
certific

Unit ce

eviously picked up the base URL to a direct messaging API server from a discovery-packet'of}
in Example 1.

F picked up the packet can now lookup the broadcasting unit's information andJeertificate, ¢
ched information. This can be done either via the central unit registry API\(see 6.7.4.5) o
the direct messaging API server operated by the broadcasting unit (see 6.9.3.2):

://192.168.2.40:8080/my-dm-api/unit

] unit certificate for that unit available, a message can be-cfeated and encrypted fi
message to the unit can then be done via message broker or like in this example vi
\PI server operated by the broadcasting unit (see 6.9.3:3):

b://192.168.2.40:8080/my-dm-api/messages

ted communication

hmunication between 4891-units'shall be enabled by using a PKI, with trusted cert
cryptography to encrypt and digitally sign data.

hit registry shall act @s)CA, representing the root of trust in the smart application net
f certificates aré-of interest in this PKI:

rtificates: (these are used by the CA to sign unit certificates issued by the CA
mponents)‘can look-up these root certificates for validating the integrity of an)
ptes.

rtificates: these are issued by the CA for 4891-units registering themselves. The

another unit

.g. to update
r like in this

r that unit.
a the direct

ificates and

work.

The other
y CA-issued

y prove the

associa

. £ 1 P o . 1 - 1.1 4+l 1L . . . 1 £
TIUITI' UL 4 Ut TUCIILITICT LU 4 KCy=pdll OWIICU Uy UIT UIIIL. 1T d IIIdUCIITTES PIiivdic REy 1

key is held by the unit, that unit is considered to be registered with the assigned unit id.

r the public

The 4891-unit registry shall be configured with at least one root certificate (see 6.10.3). Those root
certificates shall be used for signing unit certificates for all 4891-units that register via its unit registry API.

4891-units that support trusted communication shall use their own private key and other unit's unit
certificates for encrypting/decrypting and signing/verification. 6.10 describes the required functionality
of 4891-units and the 4891-unit registry with regards to performing these operations and handling of the
certificates.

All certificates shall use X.509 as the data format.

For exchanging certificate and key information, PEM encoding shall be used.
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Table 28 lists algorithms that shall be utilized for cryptographic operations related to 4891-messages and
certificates.

Table 28 — Algorithms for use in cryptographic operations

Cipher algorithms Hashing algorithms
— RSA — SHA-256

— DSA — SHA-384

— ECDSA

4891-components that perform one of the following operations, shall support all algorithms listed in

Table 28:

— verifyipg root certificates;

— verifyipg user certificates;

— verifyi
— decryp
4891-comp

g signatures of 4891-messages;
fing 4891-messages.

bnents that perform one of the following operations, shall support at least one ciphg

r algorithm

and at least{one hashing algorithm listed in Table 28:
— generafing a key-pair (e.g. unit registration);

— issuing|root certificates;

— issuing|user certificates;

— signing4891-messages;

— encrypting 4891-messages.
6.10.3 Root certificates

6.10.3.1 Gpneral
The root ceftificates shall be considered as trustworthy, making them the “root of trust” in the RKI.
Root certififates shall have these properties:

— the subject's common name (cn) shall be set to value sappnet:ureg

— validityf duratien‘shall be picked with a pragmatic approach, trading-off these factors:

— shqrger'validity duration for higher security,

— longer validity duration for more convenient use (less user interaction required).

6.10.3.2 Configuring root certificates
The unit registry shall be configurable with root certificates in one of the following ways:

— by manually importing valid X.509 certificates and matching private keys for subject public keys of those
certificates;

— by implementing a functionality to create key-pairs and create self-signed X.509 certificates for them.
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In case a certificate is required to be deleted and replaced with a different root certificate, it is recommended
to perform these steps:

a) add/create an additional root certificate that is valid immediately;

b) select the new certificate as the main certificate after 8 days, either manually or automatically (see
6.10.3.3);

c¢) remove the old certificate after waiting for another 8 days, until then the new certificate is likely to be
picked up and fully understood by all 4891-components.

If these steps are not followed, some 4891-components can run into communication problems based on
invalid certificates in case they cache root certificates.

6.10.3.3 Selecting main root certificate

If the 4891-unit registry has been configured with multiple root certificates, one of those‘shall bg flagged as
being the main certificate.

The selectign may be done by manual configuration as described in the manufacturer's documgentation, or
automatically. Manufacturers shall consider the following points when implementing a selection|algorithm:

a) never sglect certificates that are not valid at the time of selection (i.e. notwvalid before/after constraints);
b) filter oyit certificates that have a “not valid before” value that is more recent than 8 days ago
c) take thg certificate with the most recent value in “not valid befere”;

d) ifthatdlgorithm does not find any results, skip step b) andretry.

6.10.3.4 Fetching root certificates

4891-comppnents that support trusted communication shall fetch the root certificates directly from the
4891-unit registry via the unit registry API (see.6.74.2).

6.10.3.5 Caching root certificates
Root certififates may be persisted logally (cached) after being.

Such cached root certificates shall be flagged as “potentially outdated” after being cached for longer than
7 days without being refreshed:

Potentially [outdated certificates can still be used for validation of trust-chains, but it is recommended to
refresh thellist of cached‘eeértificates before they become potentially outdated and also to pick jup any new
root certifigates thathave been configured.

6.10.3.6 Trusting root certificates

4 111 N 4 o o o o1 1 1 : 1 4 4 11
4’891‘C0mp UIITIILS SIIAIT HUOU LTUST TUUL LT ULTILALTES WITILIT TIdVE UTTIT TTLCIVEU dULUIIIAdLILAITY.

4891-components that support trusted communication shall provide functionality to review received root
certificates to explicitly flag them as either trusted or untrusted.

It is advised for installations of the smart application network to have an onboard documentation
prominently on display to list the official root certificates in use in the network. That documentation can
then be reviewed by users operating 4891-units or administrating the 4891-components to decide if a given
root certificate is trustworthy.

The 4891-components shall store the decision of the user on a per-root-certificate base and respect it for
further processing (i.e. trusting the certificate or not).
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6.10.3.7 Validating root certificates

All root certificates fetched from the unit registry shall be considered as being active, while their timestamp

constraints

» o«
)

(i.e. “not valid before”, “not valid after”) are not broken.

All root certificates that had previously been considered active, but that are not listed in the response of the

unit registr

y anymore, shall be considered being revoked.

Only root certificates that are active and that have been flagged as trusted (see 6.10.3.6) shall be

considered

valid.

6.10.4 Unit certificates

6.10.4.1 G

Unit certifi
representec
6.10.6), tru
4891-comp

Unit certifid

pneral

Cates bind a unit identifier to a key-pair whose private key is only known~by ‘th
| by that identifier. By using that key-pair for asymmetric cryptographyn(see 5.7
sted communication and authentication can be achieved between~4891-units
hnents.

ates shall have the following properties:

the sub
the sub
the issy
signed
validity

shd

ject's common name (cn) shall be set to a value of format sappnét :unit:<Unit1d>;
ject's public key shall be set to the unit's public key;

er's certificate shall be the main root certificate

by the private key matching the used root certificate;

duration shall be picked with a pragmatic approach, trading-off these factors:

rter validity duration for higher security;

— lonjger validity duration for better stability (less often renewals required).

EXAMPLE
A unit’s iden

identifi
subject:

6.10.4.2 Is

Unit certifig
root certifiq

The 4891-y
registratior

ifier and the related commeomname field in the subject of its unit certificate:

d7d667df-eOba=4da8-a386-926ec2d2c338
CN=sappnet yunit:d7d667df-e0ba-4da8-a386-926ec2d2c338

SN

suing unit certificate (unit registration)

ates shall bedssued by the 4891-unit registry as part of the unit registration proces
ate at thé time of issuing shall be used for signing the new unit certificate.

nit,shall generate a new key-pair and send the public key to the 4891-unit 1
.(The unit registry shall generate a new unique unit identifier and bind it to the rec

e 4891-unit
6.10.5 and
and other

s. The main

egistry for
bived public

key by gen

. ] 3 - : iy YLy PRI 41 (PR DNy Rl :
ldLllls dliiu blgllllls d 11TV UIlIl LCT LITILAdLT LUllLdllllllg LIIC UIIIU IUCTIILITITT dIIU TTLTIVEU

That certificate shall be signed by the main root certificate.

public key.

If the received public key is already known by the unit registry, then no new unit identifier and certificate
shall be issued.

If nomainr

oot certificate can be selected, then the process shall fail with an error.

4891-units shall implement logic based on Figure 11.

4891-unit registry shall implement logic based on Figure 12.
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generate and persist - invoke unit registration on unit | persist received unit identifier
new unit key-pair registry: sending public key and unit certificate

own key-pair, unit identifier
and unit certificate

Figure 11 — Unit registration logic for 4891-unit

_(~ respond with unit identifier and
“\_ unit certificate found in database

JITeatty Uscu T Ut cer tireate.

on unit registration
request
(already bound to a unit identifier)

lodkup received public <>
key in database

public key not known yet
(not bound to a unit identifier)

>= select main root certificate

no main root certificate selected‘/ fail with error code:
“\_ CONFIGURATION_INVALID

main root certificate selected.

x
I
I
I
I
I
I
I

generate new unique unit identifier (uuid)

v

create unit certificate:

- subject's CN from generated unit identifier
- subject's public key = received public key

- signed by main root certificate

v

L _—— — — — — — — — — persistunitidentifier and unit certificate .respolnld with ger.lerat l.d.umt
identifier and unit cergificate

Figure 12 — Unit registration logic for 4891-unit registry

ered units: identifiers,
lic keys, certificates

regis
pul

6.10.4.3 Rp-issuing unit certificates

The 4891-upit registry shall ré-isSue previously issued unit certificates whenever the main roof certificate
changes. Mpnufacturers may,implement this as an automatic process happening as a side-¢fffect of the
certificate ¢hange, or by se-iIssuing whenever a unit certificate is looked up.

6.10.4.4 Fetchingmit certificates

4891-compgnentsthat support trusted communication may gather unit certificates in any of the follpwing ways:

— lookup unit certificates via unit registry ApPTL
— lookup unit certificates via direct messaging API of units;

— collect unit certificates contained in received 4891-messages (e.g. base.signed).

6.10.4.5 Caching unit certificates
Unit certificates may be persisted locally (cached) after being fetched from the unit registry or any other source.

It is possible for a unit certificate to become invalid, i.e. if the root certificate becomes invalid (expired or
revoked). In such cases, the unit certificate should be refreshed by fetching a new version of it (see 6.10.4.4
and 6.7.4.5).
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When receiving different unit certificates for the same unit identifier, the recipient shall favour the certificate
that has been issued more recently, if the used root signing key is from a trusted root certificate.

6.10.4.6 Validating unit certificates

A unit certificate shall be considered valid if the following criteria are fulfilled:

a)

the unit certificate is signed by one of the root certificates;

b) the root certificate was not revoked;

9

A unit cert

the root certificate was valid at the unit certificate's issuing timestamp.

ficate shall be considered to match a given unit identifier, if that unit identifier is

certificate's
6.10.5 Sig

6.10.5.1 G

Digital sign
That allowg

subject common name (see 6.10.4.1).
hing data (digital signatures)

eneral

atures shall be used whenever the integrity of data is important@or an implementg
the recipient to check if the received data has been modified on transport. The foll

part of the

ed use case.
bwing steps

describe the general process to digitally sign data and check its integrity upon receipt:

a) the dath to secure is digitally signed with the sender's private kéy, producing a digital signature;
b) the dath and the digital signature are sent to the recipient;

c) therec]pient looks up the public key of the sender (e.g. ffom a trusted certificate);

d) the reclpient uses that public key to validate that th€;data and digital signature are consistent.
6.10.5.2 Message type “base.signed”

To digitally|sign one or multiple 4891-messages, they shall be wrapped into a message of type bhse.signed.
This shall be done by following these steps:

a) build alist of the 4891-messages(to)be signed;

b) encode|that list of messages(nto a JSON-encoded string;

c¢) computfe a digital signatiire of that JSON-encoded string with the unit's own private key;

d) create § new message-of type base.signed containing:

the

the

JSON-enceded string containing the original messages;

computed signature;

optionally, add the unit certificate of the unit that signed the messages.

Table 29 specifies the composition for this message type.
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Table 29 — Composition of 4891-message type “base.signed”

Message type base.signed
Data part 1 Encoding TEXT
Data An array of 4891-messages serialized as a JSON-encoded string. This string
value was used as payload that has been signed, producing the signature in
data part 2.
Data part 2 Encoding BINARY
Data The signature data.
Data part 3 (op- |Encoding TEXT
tional) Data The unit certificate of the unit that has signed the message, encoded as PEM-
string.

Unpacking [the contained messages shall be done by decoding the JSON-encoded data in“dafa part 1 in
Table 29 to|receive the list of original 4891-messages.

Any 4891-cpmponent receiving such a message can validate that the message has notbeen modifjed once it is
signed by tle unit creating the message. The validation shall be performed by the stéps shown ih Figure 13,
consisting qf:

e) looking up a valid the unit certificate for the message's srcunit1d header (from data part|3 Table 29,
cache or 4891-unit registry);

g) validating that the signature in data part 2 Table 29 is consistenit for the unit certificate's ppiblic key on
the JSON-string in data part 1 Table 29.

validate unit certificate:
~T>1- matches unit from SrcUnitld header
- was valid at CreatedAt header

validation successful | validate signature against
message has a / public key of unit certificate

unit certificate in part 3 validation failed 4

validation successfu

validation failed

fail with code:
SIGNATURE_INVALID

C) <\
p
/|

message does not have a
unit certificate in part 3

Y. validation successful

: i lidate unit certificate: ra—

lookup unit certificate for headey va fail with code:

i ; \ : —>1 - matches unit from SrcUnitld header

SrcUnitld fi local cach Gnit regist idati i CERTIFICATE_ERROR )
o [0 [ocd cache oTC) oSy - was valid at CreatedAt header validation failed

Figure 13 — Validating signature of signed message

6.10.6 Endgrypting-data

6.10.6.1 Gpneral

Whenever the data shall be secured against unauthorized reading, so that only the designated recipient of
the data can read it, then encryption shall be used as follows:

a) the sender looks up the public key of the recipient (e.g. from a trusted certificate);

b) the datato secure is encrypted with that public key, so only the recipient can decrypt it;
c) theencrypted data are sent to the recipient;

d) the recipient uses the recipient's private key to decrypt the data;

e) the recipient checks that the decrypted data has an expected format to validate, and that the data has
not been tampered with on the transport.
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6.10.6.2 Message type “base.encrypted”

To encrypt one or multiple 4891-messages, they shall be wrapped into a message of base.encrypted type.

This shall be done by following these steps:
a) lookup a trusted unit certificate for the destination unit;
b) build a list of the 4891-messages to be encrypted;
¢) encode thatlist of messages into a JSON-encoded string;
d) encryptthat JSON-encoded string with the destination unit's public key from the unit certificate;
e) create a new message of type base.encrypted containing the encrypted data.
Table 30 spegcifies the composition for this message type.
Table 30 — Composition of 4891-message type “base.encrypted’
Message type base.encrypted
Data part 1 Type BINARY
Data the encrypted messages

The receivi
the public K

f) decryp
g) validat
h) decode

6.11 Mess

g unit can only decrypt the contained messages if the unit hds access to the private k
ey that has been used for encryption. The decryption process’is done as follows:

L the data from data part 1 Table 30 by using the privatekey;
e that the decrypted data results in a JSON-encoded’string;

the list of original 4891-messages from the decrypted JSON-encoded string.

aging

6.11.1 General

6.11.2 to 6.

11.7 describe processes for.handling and processing 4891-messages that shall be

implements

Additions t these processes are/described in Annex A for integrating with controlled equipment.

6.11.2 Ern

To indicate
specific err

Table 31 sp

tions of 4891-units.

oI’ message

failure of am-operation triggered by another message, this message type shall be u
br code and potentially a description helping to debug shall be placed in the message

pcifies the composition for this message type.

by matching

followed by

ted. A more
s data part.
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Table 31 — Composition of 4891-message type “base.error”

Message type base.error
Message header |Field Type Required Description
Referenceld <uuid> yes References the message that triggered this
error.
Data part1 Encoding |RECORD
Data Field Type Required |Description
Code <enum> yes A technical shorterror code string. The
expected values for this field shall be
specified for operations that can fail.
Details <string> no Optional details describing the error,

of the text in this.field.

describing what went wrong to help
debugging. If this field is present, English
language shall be used for| the content

6.11.3 Mejpsage meta structure

All received 4891-messages shall be enriched with the following meta-information while they ar¢ processed.

Table 32 sp¢cifies a structure for message meta-information thatis refegred+to in the standardized processes

illustrated

least the required information to implement the base processes described in 6.11.4 to 6.11.7.

Table 32 — Meta-information for a 4891-message that is being processed

n Figures 14 to 16. Implementations shall use an applicable representation, that can express at

Information

Type

Description

message

4891-message

The actual 4891-message.

parent mesdage

reference to
message meta

A reference to the meta structure of the 4891-message t

message was embedded in, i.e. a message of type base.encrypted

at this

structure orbase.signed.
Only set if this message was embedded in another messafge.
flag “decrypgtion failed” |boolean If set, this indicates that the message could not be decry;])ted, i.e. the
message data are corrupt, or an unexpected key had beeh used for
encrypting the message.
Only set for messages of type base.encrypted.
flag “signatyre invalid” boolean If set, this indicates that the message's signature has failpd verifica-

(i.e. corrupted or tampered with) or that the signature c

Only set for messages of type base.signed.

tion, indicating that either the message's integrity has bgen broken

verified because the signee's public key could not be looKed up.

buld not be

Table 33 giyes.€xamples for different value combinations of this structure.
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Table 33 — Examples for meta-information structures of different 4891-messages

Example situation

Description

Message meta

Message [type:base.encrypted)| decryption failed

This message has failed decryption, so the child messages embedded in
it cannot be unpacked and processed.

parent |
1
1

Message meta

Message (Type=base.encrypted)

A

This message is embedded in other messages. Since at least one of the
ancestor messages has type base.encrypted, itis considered to have
been transported securely/encrypted. One of the ancestor messages
had type base.encrypted, so this message can be handled as “has been
transported securely/encrypted”.

parent |

Message meta

Message

Message mqta

Message ([Type=base.signed) |

A

parent i
|

Messagd meta

Message (Type=base.signed, Sourceld=A) |
A

parent

=

essage meta

Message (Sourceld=A)

This message is deeply embedded in a larger méssage list/tr¢e. The
direct parent message was created by the.same unit and has properly
signed this message. So far, the integrity.cah be considered intact. When
looking further up in the ancestor list;a. message with brokernt signature
can be found (“signature invalid”-flag): That indicates that sgme data in-
tegrity has been broken somewhere on the level between thef message's
parent and that broken signature message.

6.11.4 Redeiving message from another unit

Figures 14 gnd 15 describe the processes'of a 4891-unit receiving 4891-messages for further prqcessing. All
received m¢ssages shall be forwarded into the general message processing logic described in 6.11.5.

on message
received

{ on message \

Figure 14 — Logic when receiving 4891-message from message broker

forward to:
"general message processing"-logic

‘f success response )

'\ (HTTP-status 204)

\ received /

forward to:
"general message processing"-logic

Figure 15 — Logic when receiving 4891-message via direct messaging API

6.11.5 General message processing logic

Figure 16 describes the general message processing logic that all 4891-units shall implement. This process
standardizes the handling of incoming encrypted and signed messages across all 4891-units.
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The process diagram contains two main parts:

a) A database to hold messages that shall be processed by the logic, i.e. messages that have been received
from an external source or messages that have been unpacked from such messages for further
processing.

b) A processing loop that waits for messages in that database and processes them one by one, potentially

putting new messages into the database (i.e. when unpacking embedded messages from encrypted or
signed message types).

on message
received

wrap into message meta structure and
put into database for future processing

header Type equals
"base.signed"

validate signature

messages to be processed
(incl. meta structures)

success

faiure

set "signatupe‘invalid”

>

¢ flag ol méssage meta
—>| [vait for a message meta to become Eleader Type equ"als
——>| qvailable, then take it for processing base.encrypted
decrypt message

Y

unpack the child messages from|the message
and perform steps on each of thgm:

- wrap into a message meta strugture

- set reference to parent meta stfucture

- put into database for future prqcessing

header DestUnitld equals success

unit's own id /
>

failure

header DestUnitld does
not equal unit's own id

publish error message as respofise
code = DECRYPTION_FAILE]]

set "decryption failed"
flag on message meta

| header Type-does not equal

Y "base.ericrypted” or "base.signed”
orward message meta to
"message relaying"-logic 12

|
Y

finished processingmessage,
continue with next message

forward messpge meta to
"message hanfling"-logic

FEigure 16 — General message processing logic

The applicqtion-specific{use cases shall be implemented in the handling logic for handling |or relaying
a message fhat has¢passed through this process. The message handling and relaying processes shall be
implementqd as applicable. See 6.11.6 and 6.11.7 for further information on implementation of those.

6.11.6 Mepsage relaying logic

The message relaying logic shall be implemented as applicable. A few further details on implementation are
given in the following list for consideration:

— silently discard the message if relaying is not supported by implementation;

— relaying broadcasted messages is discouraged.
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6.11.7 Message handling logic

The message handling logic shall be implemented as applicable. A few further details on implementation are

given in the

following list for consideration:

— the unit may publish messages as a response to certain handled messages;

— the handling logic will be invoked for each received message and for each of the messages embedded in

them (i.

e. for types of base.signed and base. encrypted)

Annex A provides a general message handling logic for 4891-smart gateway unit implementations and
specifies requirements for these implementations.

7 Test methods

7.1 Gens€

7.1.1 Ma

The test mg¢
specific 489

a)
b)
)

4891-m
4891-s¢
4891-u

ral

hufacturable products

rthods presented in 7.2 are structured in terms of manufacturablesproducts, starti
1-components that can be implemented on their own:

essage broker
brvice discovery

hit registry

d)
e)

4891-s

Manufactuilers may choose to implement multiple 4891-components or a subset of those a

products.
shall be te
clauses (seq

7.2 defines
common fu
in the claus

All applicable test methods~-shall be fulfilled for EUT to be considered 4891-compliant. Adg

methods fo
Consult Tab

4891-140 unit

art gateway unit

gardless of how many distinct 4891-components are part of the implementation, e
ed in isolation against the applicable clauses, being the equipment under test (EU
Table 34).

he test methods and sefup-requirements for each of the 4891-component types. Test
hctionalities and behaviours are described in dedicated subclauses of 7.3, which are
s applicable to specific EUT. 7.1 defines general test requirements and guidelines on

- 4891.A-compliant equipment can be found in A.11, and for 4891.B-compliant equip
le 34 to identify the relevant clauses containing tests for EUT classes.

ng with the

5 dedicated
hch of those
T) in those

s for shared
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now on test.
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Table 34 — Overview of clauses containing tests applicable to different EUT classes

EUT class Relevant clauses containing tests
4891-compliant 4891.A-compliant 4891.B-compliant
(base standard) (with Annex A) (with Annex A and B)
4891-message bro- 71 N/A N/A
ker
7.2.2
7.3.2
additional subclauses of 7.3,
as referenced
4891-servicp-discov 71 NAA NAA
ery
7.2.3
7.3.2
additional subclauses of 7.3,
as referenced
4891-unit rggistry 71
7.2.4
7.3.2
additional subclauses of 7.3,
as referenced
4891-smart|gateway 71 — 7.1 N/A
unit
7.2.5 — (1.2.5
7.3.3 — 7.3.3
7.3.2 — 7.3.2
additional subclauses’of 7.3,|— A.11.1
as referenced
— A11.2.2
— additional subclauses of 7.3,
as referenced
4891-1/0 unlit 7.X — 71 N/A
72.6 — 7.2.6
7.3.3 — 7.3.3
7.3.2 — 7.3.2
additioratsubclauses ufﬁ, —A T
as referenced
— A.11.2.3

additional subclauses of 7.3,
as referenced
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Table 34 (continued)

EUT class

Relevant clauses containing tests

4891-compliant

4891.A-compliant

4891.B-compliant

(base standard) (with Annex A) (with Annex A and B)

Controlled equip- N/A — 71 — 71
ment (see Annex A
and B) — Al11 — Al11

— A11.21 — Al11.21

— additional subclauses of 7.3,|— B.6.1

as referenced
— B.6.2.1

— add\kftional
sulsclaases of 7.3, as
referencgd

7.1.2 Testing and classification

The requir¢ments contained in this document specify the behaviour of software, and the mgnufactured
products byilt according to this document are pieces of software. As software products are offen updated
and re-relegsed frequently in new versions, it is not practical to perform a’full classification cycle for each

new releasq of the software.

Table 35 cqntains a proposal for a practical way of handling the, testing and classification grocesses of
products mpnufactured in accordance with this document.
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Table 35 — Proposed steps for testing and classification processes

Situation Proposed steps

While manufacturing the product |— the manufacturer creates and maintains test suites covering the relevant
test methods

— those tests may be a mixture of automatic software tests and manually
applied tests

Initial classification of product — the manufacturer creates a test report for the first version of EUT
— the manufacturer applies the test suites against EUT

— the manufacturer documents the test results in the report

— the auditor verifies the content of the report

— the auditor may specify a specific format or template foyuse| for the test
report

— the auditor confirms that the EUT is conforming €p;this document

— the manufacturer keeps test report for future neference

New releasq of product — the manufacturer creates a test report fointhe new version of HUT

(new softwdre version)
— the manufacturer keeps test reportfor future reference

— the manufacturer identifies if{th€ new release modifies any behaviour
covered in requirements of this document, and notes down that fact in the
test report.

— Ifthis is the case:
— the manmuifacturer applies the full test suites againgt EUT;
— thesnanufacturer documents the results of those|tests in the
tést report.
— If this is not the case:

~ the manufacturer may apply and document the re¢sults of the
full test suites against EUT, but is not required.

7.1.3 Us¢ of simulated equipment

Certain tes{s require simulated.equipment which provides the functionality used by EUT.

Testers sha
inspection
in the test

Il implement simulated equipment that is required for testing the EUT in a way |that allows
f communication behaviour and dataflows of the EUT with the simulated equipment, ps specified
ethods.

iteract with
| simulated
equipment [q nning firom an IDE
with active breakpomts) or log-files shall be created (e.g. 1ncom1ng API requests and data), so that evidence
can be collected to verify the behaviour and data-assertions stated in the test methods.

The simulafed equipment shall cover the communication interfaces that the EUT is expected toi

Depending on the test requirements, it is possible that the simulated equipment is also required to simulate
certain internal logical behaviours of the 4891-component that is simulated (e.g. servers with persistent
state, creation of certificates). In such cases, it can be convenient to utilize 4891-conforming equipment as
“simulated equipment” if such equipment provides capabilities for instrumentation or logging as required to
cover the test assertions for the EUT.

© IS0 2024 - All rights reserved
58


https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

ISO 4891:2024(en)

7.1.4 Testing of UDP broadcasts

For testing the broadcasting behaviour of UDP discovery packets, testers are advised to use network
inspection tools, that allow monitoring of UDP traffic on the connected network(s), to observe the emission
behaviour, origin, destination, and content of such packets. An example of such a tool is:

— Wireshark? available at https://www.wireshark.org/

7.1.5 Testing of HTTP-API servers

For testing HTTP-API server endpoints of the EUT, testers are advised to use HTTP-client tools, that allows
fine control of HTTP-request headers, content-encoding, and inspection capabilities for received responses.
Examples of such tools are:

— curld alvailable at https://curl.se/

— Postmdn® available at https://postman.com/

Testers shall study the EUT API server's expected behaviour for each specified APIetidpoint and prepare a
test-suite tq cover the standardized endpoint behaviour. The following requirements shall be cqnsidered to
craft such tgst suite:

— for each endpoint (or combination of endpoints, if applicable), createSets of differently pgrametrized
HTTP-ilequests, with parameters so that:

— different combinations of query parameters are used, as applicable,
— different values are used for query parameters to test valid value ranges, as applicable,

— different values are used for content bodies to test different combinations of allowed content
strjicture, as applicable,

— sudcess cases are covered, e.g. expecting EUT to trigger functionality, update with provjded data or
respond with requested data,

— failure cases are covered, e.g. expeeting error responses for wrong parametrization;

— verify that failure cases do not resultin the EUT malfunctioning, e.g. not leading to non-frecoverable
error-states.

7.1.6 Testing of HTTP-API clients

For testing|the request behaviour of HTTP-API clients of the EUT, testers are advised to use network
inspection fools, that alaw’ monitoring of HTTP traffic on the connected network(s), to obserye emission
behaviour, headers, origin, destination and content of such HTTP-requests. An example of such atool is:

— Wireshprk ayailable at https://www.wireshark.org/

For testing| éemplex HTTP-API interaction of the EUT, it is advised to operate already 4891-complying
equipment ror the EUT to interact with (see 7.1.Z).

2) Whireshark is an example of a suitable product available commercially. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO of this product.

3) curlis an example of a suitable product available commercially. This information is given for the convenience of users
of this document and does not constitute an endorsement by ISO of this product.

4) Postman is an example of a suitable product available commercially. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO of this product.
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Inspecting 4891-messages exchanged between 4891-units

For inspecting streams of messages between two 4891-units, consider all messages on these channels:

— messages published on the 4891-message broker for a receiving unit;

— messages received on the direct messaging API server of the receiving unit.

If an MQTT-server is operated as part of the simulated message broker, it is advised to use an MQTT-client to
inspect and monitor the message topics on that MQTT-server while interacting with the EUT. An example of
such a tool is:

— MQTT Explorer) available at https://mqtt-explorer.com/

For messag

Whenever 4
shall be foll

for megd

for meg
receivi

That way,
(recursively
messages, €

7.2 4891

7.2.1 General

7.2.2 to 7.2
Table 34).

7.2.2 4891-message broker tests

7221 G
The tests d¢

Table 36 lis

Tab

FStransterred via directmessaging AP, 7-1-5and 7-1.6 appiy-

4891-message shall be inspected, the steps of the “general message processing logic”
bwed to unpack potentially embedded messages, i.e.:

sages of type base.signed: extract the contained messages and inspect them;
sages of type base.encrypted: try to decrypt the contained messages with the privat

1g 4891-unit and inspect them.

r unwrapped) to be inspected. If not stated otherwise,test methods refer to the
.g. the messages of types other than base.signed or bagefencrypted.

-compliant equipment tests

6 specify the tests which are applicahle for different types of manufacturable pr

pneral
scribed in 7.2.2 are-applicable if the EUT implements a 4891-message broker.

s simulated equipment that is used in the tests of 7.2.2.

Simulated equipment Details

4891-component MQTT-client (as client A) for subscribing messages

(see 6.11.5)

e key of the

W single inspected base.signed Or base.encrypted message can result in multiple messages

embedded

oducts (see

e 36 — Simulated equipment for testing 4891-message broker on 4891-compligancy

409 1-component

MQT T-clfent (as ciient B) for SUDSCTIbiNg Messages

4891-component

MQTT-client (as client C) for publishing messages

Perform the tests specified in 7.3.2 (see 5.2 and Figure 5).

5)
convenience

of users of this document and does not constitute an endorsement by ISO of this product.
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7.2.2.2 Configuration tests
Perform the following tests:

a) Consult the manufacturer's documentation to determine how EUT can be configured. Verify that the
access to configuration of EUT is protected against unauthorized access from other 4891-components,
e.g. the configuration interface is not reachable from inside any network exposed to 4891-components,
or it is secured by user credentials required to authenticate on the configuration interface (see 6.5).

b) Consult the manufacturer's documentation to determine if and how user authentication can be
configured on the EUT. Perform those steps to configure user credentials or to look them up, if applicable
(see 6.5.2).

7.2.2.3 MQTT-chentconmectiomtests

Use an MQT|T-client to connect to the MQTT-server of EUT. Use the previously noted down user credentials if
any have bden configured [(see 7.2.2.2 b)].

Perform th¢ following tests:

a) Verify fhat the configured user credentials can be used for connection. If no.user credentials have been
configyred, verify that anonymous connections are possible (see 6.5.2)

b) Verify that protocol version 3.1.1 is supported by the server (see 6&5).

7.2.2.4 Messaging tests

Connect thiee different MQTT-clients (A, B and C, see Table 36) to the MQTT-server of EUT as described in
7.2.2.3.

On client A,[subscribe to these MQTT-topics:
— sappnef/msg/+/from/+/to/a

— sappnet/msg/+/from/+/to-all

— sappnet/msg/x.inspect/#

On client B,[subscribe to these MQTT*topics:
— sappnet/msg/+/from/+/to/l

— sappnet/msg/+/from/+/0-all

With client [C, send any.valid 4891-message on the topics listed in Table 37. For each of those, verify that the
message is feceived©r not received on clients A and B as stated in Table 37 (see 5.2.2).

Table 37 — List of MQTT-topics to send to a 4891-message for testing receipt

Topic |Topic on which client C publishes the message Message is expected to be received
no. Client A Client B

1 unsupported.topic no no

2 sappnet/msg/x.anything/from/c/to/a yes no

3 sappnet/msg/x.anything/from/c/to/b no yes

4 sappnet/msg/x.anything/from/c/to/x no no

5 sappnet/msg/x.inspect/from/c/to/a yes yes

6 sappnet/msg/x.inspect/from/c/to/b yes yes

7 sappnet/msg/x.inspect/from/c/to/x yes no

8 sappnet/msg/x.broadcast/from/c/to-all yes yes
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7.2.3 4891-service discovery tests

7231 G

eneral

The tests specified in 7.2.3.1 to 7.2.3.4 are applicable if the EUT implements a 4891-service discovery.

Table 38 lists simulated equipment that is used in the tests of 7.2.3.

Table 38 — Simulated equipment for testing 4891-service discovery on 4891-compliancy

Perform the

7232 C

Perform the
a) Consult
access
e.g. the
oritis §
b) Consult
EUT (s¢

(see 5.2

Simulated equipment Details

4891-component

service discovery API client

4901 ymaccagohealray | MOTT copyvar
TO T T THESST 5B octr T

tests specified in 7.3.2 (see 5.2 and Figure 5).

pnfiguration tests

following tests:

the manufacturer's documentation to determine howyservice connectors can be co
e 5.2.3). Follow the documented steps and verify the following:

The configuration is secured in some way, so that no.unauthorized user can perform the cq

.3 and 6.6.2).

The co
The co
The co
The co

7.2.3.3 Sq¢
Perform the

a) Apply4d
b) Verifyl

nector for 4891-message broker can be‘configured (see 5.2.3, 6.5.2 and 6.6.2.2).

nector for 4891-unit registry canbe’configured (see 5.2.3, 6.6.2.3, and 6.7).

nector for 4891-smart gateway.unit can be configured (see 5.2.3, and 6.6.2.4)

figuration of connector far4891-smart gateway unit is optional (see 5.2)

ervice discovery APL'discovery packet tests
following tests:
Il tests from7.3.12 (with the parameters specified in 6.6.5).

y observation, that the API discovery packet is broadcast periodically every 5 s to 10 §

the manufacturer's documentation to determine how EUT can“be’ configured. Ver
o configuration of EUT is protected against unauthorized access from other 4891-d
configuration interface is not reachable from inside any nefwork exposed to 4891-¢
ecured by user credentials required to authenticate on the.configuration interface (s

ify that the
omponents,
omponents,
ee 6.6).

nfigured on

nfiguration

(see 6.6.5).

7.2.34 Service dicr'nvnry APl server-tests

Extract the service discovery API base URL from the discovery UDP packets broadcast by the EUT (see
7.2.3.3). Use that base URL to craft the HTTP-endpoint URLs for the tests in this subclause (see 6.6.5).

Perform the following tests:

all tests specified in 7.3.14 (see 6.6.4).

Create a suite of endpoint specific test cases according to 7.1.5. With those, verify that all endpoints

behave as specified in this document. Use Table 39 as a guideline for some specific tests to perform,
additionally to the general tests proposed in 7.1.5.

© IS0 2024 - All rights reserved
62


https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

ISO 4891:2024(en)

Table 39 — Proposed tests for endpoints of 4891-service discovery API server

Endpoint Proposed tests

GetServiceConnectors — verify that the response contains all the connectors configured on the EUT

(see 6.6.4.2 and 5.2.3)
— change the configured connectors on the EUT and verify that the new connectors

are reflected in the response

7.2.4 4891-unit registry tests

7.2.4.1 General

The tests specified in 7.2.4.2 to 7.2.4.4 are applicable if the EUT implements a 4891-unit registry.

Table 40 lists simulated equipment that is used in the tests of 7.2.4.

Taple 40 — Simulated equipment for testing 4891-unit registry on 4891-¢empliancy

Simulated equipment Details

4891-service discovery (maybe) |— service discovery API server, incl. UDP'broadcasting
4891-unit — unitregistry API client

4891-message broker — MQTT-server

Perform thg¢ tests specified in 7.3.2 (see 5.2 and Figure 5).

7.2.4.2 Configuration tests
Perform thg¢ following tests:

a) Consult the manufacturer's documentation to determine how EUT can be configured. Verjify that the
access fo configuration of the EUT is protected against unauthorized access from other 4891-domponents,
e.g. the|configuration interface is not reachable from inside any network exposed to 4891-components,
or it is §ecured by user credentials requiredto authenticate on the configuration interface (gee 6.7).

b) Verify by observation, that the EUTprovides functionality to configure root certificates to|be used for
signingjunit certificates issued by-the EUT (see 5.2.4 and 6.10.2). Verify that external root certificates can
be impgrted, or that the EUT can-ereate self-signed root certificates (see 6.10.3.2). The manufacturer's
documé¢ntation shall be consultéd to determine which is applicable (see 6.10.2).

c) Ifexterpal certificates canbe imported as root certificates, verify that EUT only accepts certjficates that
pass all tests from 7.39)i’e. that EUT rejects non-passing certificates (see 6.10.3).

d) If the E[UT allows.the creation of self-signed root certificates, verify that such certificates ppss all tests
from 7..9 (see 6:10.3.2).

If only one foot'certificate can be configured:

e) consider it to be the main root certificate for all tests in 7.2.4.

If multiple root certificates can be configured:

f) verify by observation, that always exactly one of those configured certificates is flagged as the main
root certificate (see 6.10.3.3);

g) verify by observation, that the selection of the main root certificate is either done automatically, or that
it can be configured manually (see 6.10.3.3).

If the selection of the main root certificate is done automatically be the EUT:

h) verify by observation, that the selection algorithm either follows the proposed algorithm, or that the
algorithm implemented by EUT is described in the manufacturer's documentation (see 6.10.3.3).
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7.2.4.3 Unitregistry API server tests

Lookup or configure the base URL for the unit registry API server of EUT. Consult the manufacturer's
documentation to determine how that can be accomplished. Use that base URL to craft the HTTP-endpoint
URLs for the following tests in this clause (see 6.7.4).

Perform the following tests:

a) All tests specified in 7.3.14 (see 6.7.4).

b) For endpoints referring root certificates, apply all tests from 7.3.9 on those certificates.

c) For endpoints referring unit certificates, apply all tests from 7.3.10 on those certificates.

d) Create
endpoil
perfory]

d Sulite of endpoint Specific Test Tases I accordance with 7.1.5. Wit those, Ve
its behave as specified in this document. Use Table 41 as a guideline for some spedific tests to
n, additionally to the general tests proposed in 7.1.5.

Table 41 — Proposed tests for endpoints of 4891-unit registry APLserver

ify that all

(see 5.2.4,and 6.7.4.5)

Endpoint Proposed tests
GetActiveHootCertificates — verifythattheresponse lists all active roateertificates thatarg configured
(see 5.2.4 arld 6.7.4.2)
— remove or replace active root certificates, verify that those afre not listed
in the response anymore (see 6.40:3.7)
RegisterUrit — register with a new key-pain, verify a new unit identifier is refurned
(see 5.2.4 ar|d 6.7.4.3)
— register again with same kéy-pair, verify that the same unit|identifier is
returned
ModifyUniflInformation — verify thatthe endpaintis protected with unitauthentication (see 7.3.14.2)
(see 6.7.4.4)
GetUnitInflormation — request with.non-existing unit identifier, verify error status 404

request-with unit identifier from previous registration, ver
contaihsthat unit's information and unit certificate

fy response

GetListOf(

nitInformation

(see 5.2.4,and 6.7.4.6)

before registering any units, verify that response is an emptjyf list

register a few units, verify that those show up in the respons

use different combinations of filters, sorting and pagin

parameters, verify that the response list is respecting those parameters

b list

ation query

7244 U

The tests ix
EUT with n

For each of]

hit registration/tests

this suliclause use endpoints of the unit registry API server operated by the EUT.
bcessafy configuration, so that it is ready to serve requests.

the, tests in this subclause, whenever a unit certificate is returned in the response

Prepare the

data, verify

that the un
response.

Perform the following tests:

tcertificate passes att tests tisted i 7-3:16;, with the umnit idemntifrer thrat is Teceived

in the same

a) Before any root certificates are configured on the EUT: generate a new key-pair and use the endpoint
RegisterUnit of the unit registry API to register a new 4891-unit on the EUT. Verify by inspection, that
the response indicates an error because of no active root certificate being configured (see 6.10.4.2).

b) Configure a root certificate on the EUT as instructed in the manufacturer's documentation. Select that
root certificate as main root certificate, if applicable.

¢) Generate a new key-pair and use the endpoint Registerunit of the unit registry API to register a new
4891-unit on the EUT. Verify by inspection of the response, that the returned unit certificate is signed
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by the main root certificate, configured in previous step (see 6.10.4.2). Note down the received unit

automatically.

Configure a new root certificate on EUT. Select that new certificate as main root certificate, if not done

Use the endpoint GetUnitInformation with the previously noted down unit identifier from step c).

Verify by inspection of the response data, that the unit certificate eventually changed, it being signed by
the new main root certificate. Repeat this test if the certificate did not change immediately. Consult the
manufacturer's documentation to determine how long it takes for unit certificates to be renewed with a
new main root certificate (see 6.10.4.2).

it certlflcate for 1t (see 610 42)

RegisterUnit endpoint again, this time with the same public key as the test-in f

Use the ReglsterUnlt endpomt agam thls tlme with a new key palr Verlfy by 1nspect10n ofthe response
turned with a

). Verify by

inspectiion of the response data, that the same unit identifier and unit certificate are returned as in the

s test (see 6.10.4.2).

ion of the response data, that each of those returned information‘and unit certificate
it identifier (see 6.7.2, see 6.10.4.2).

endpoint GetUnitInformation with a random new UUID)value. Verify by inspe
be data, that it indicates an error, because of no such unitbeing found.

endpoint GetListOfUnitInformation. Verify by inspection of the response, that the
s the information and unit certificates for all the ufits registered in tests a) to g).

nit tracking tests

n this subclause use endpoints of the uhit registry API server operated by the EUT.
pcessary configuration, so that it is ready to serve requests.

[=

in this clause require interaction with the 4891-message broker. Operate

identifier.
d)
€)
f)
data, that
new u
g) Use thg
previo
h) Use th¢
inspect
used u
i) Use thg
respon
j)  Use the
contain
7245 U
Some tests
EUT with n
Some tests
4891-mess4

Perform the

a)

Genera
4891-u

ge broker for those tests.
following tests:

e a few key-pairssand use the endpoint rRegisterunit for each of those to reg
hits. For each note-down the time when the request was performed, and the un
d for it.

endpoint.GétunitInformation for each of the received unit identifiers. Verify by ix
bonse data, that the timestamps of registration and last activity approximately matg
ming from the registration request. Verify that both timestamps (registration and |
al{(see 6.7.2).

endpoint GetUnitInformation for each unit identifier received.in) tests a) to g).

Verify by
s match the

'tion of the

eturned list

Prepare the

simulated

ister a few

it identifier

spection of
h the noted
hst activity)

Use the endpoint ModifyUnitInformation for some of the unit identifiers, changing their names. Use the

same endpoint for the other unit identifiers, but this time perform an invalid request (i.e. providing
wrong authentication information).

Verify by inspection of the response, that the “last activity” timestamps changed for all the units, which

the previous ModifyUnitInformation requests succeeded. Verify that this did not happen for the other
unit identifiers (see 6.7.2.2).

returng
b) Use thg
the res
down t
are equ
c)
d)
e

Use all the endpoints other than ModifyUnitInformation with valid parametrization. Verify by

requesting the units' information afterwards, that none of the “last activity” timestamps of previously
registered units were changed by that (see 6.7.2.2).
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f) Create and publish the 4891-messages listed in Table 42 on the simulated 4891-message broker. After
each of those messages, use the GetListofuUnitInformation endpoint to verify, that the expected “last
activity” timestamps did update, according to Table 42 (see 6.7.2.3). Different units (all registered in
previous steps) are differentiated by letters as placeholders for their specific unit identifiers (e.g. A, B ...).

Table 42 — Proposed 4891-messages for testing unit tracking behaviour of 4891-unit registry

Mes- |Headers of of outer message Headers of inner message Expected changes of “last activity”

sage |(typebase.signed) (type x.anything) timestamps on unit information

no- SrcUnitId |CreatedAt SrcUnitId |CreatedAt

1 A before A's “last activity” A's last activity not updated

2 A after A's “last activity” A'slast activity =inner CreatedAt

3 B before B's “last activity” A before A's “last activity” A's lastactivity notupdated

B's last activity not updatpd
4 B before B's “last activity” A after A's “last activity” A'slastactivity = inher'CfeatedAt
B'slast activity.,notupdatpd
5 B after B's “last activity” A before A's “last activity” A's last activity not updatgd
B's lastactivity = outer CfeatedAt
6 B after B's “last activity” A after A's “last activity” A'slast activity = inner CfeatedAt
Bislast activity = outer CteatedAt

7.2.5 4891-smart gateway unit tests

7251 G
The tests sy
Table 43 lis

Table

Perform the

a) Alltest
b) Verify
(e.g.iti

pneral
ecified in 7.2.5.2 are applicable if the EUT implements a 4891-smart gateway unit.

's simulated equipment that is used in the tests,specified in 7.2.5.2.

43 — Simulated equipment for testing 4891-smart gateway unit on 4891-comp

Details

service discovery API server, incl. UDP broadcasting

Simulated equipment

4891-service discovery

4891-unit registry unit registry API server
MQTT-server

direct messaging API server

4891-message broker
4891-unit (maybe)
4891-unit (maybe)

direct messaging API client

following tests:
5 specified i7.3.3 (see 5.2 and Figure 5).

y inspection of manufacturer's documentation, that the EUT can be installed onboar
5 pre-installed on a physical device, or can be installed on an existing server onboar

liancy

d of a vessel
1), so that it

can be

fonnected to the local network (see 5.2.5.2).

7.2.5.2 4891-message broker subscriptions tests

Perform the following tests:

a)

Verify by inspection that the EUT is running an MQTT-client which is connected to the simulated

4891-message broker. This shall be done by looking through the active MQTT-connections on the MQTT-
server of the simulated message broker (see 5.2.5.2).

b)

Send an arbitrary 4891-message content to each MQTT-topic specified in Table 44. Replace the

placeholders in those MQTT-topics according to Table 45. Verify that the MQTT-client of EUT has
subscribed to at least the topics marked with “transmission expected” in Table 44 (see 5.2.5.2). This
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shall be done by inspecting the network traffic between the MQTT-server of the simulated message
broker and the MQTT-client of the EUT.

Table 44 — MQTT-topics for testing message subscribing behaviour of 4891-smart gateway unit

Topic |MQTT-topic Transmission

no. expected
"sappnet/msg/<any-type>/from/<random-uuid>/to-all" yes
"sappnet/msg/<any-type>/from/<random-uuid>/to/<smart-gateway-unit-id>" yes
"sappnet/msg/<any-type>/from/<random-uuid>/to/<random-uuid>" no

Table 45 — Placeholders for MQTT-topics in tests of 4891-smart gateway unit

Placeholde

<any-type A random value denoting some 4891-message type. Exaniples inqlude:

Content

— “Dbase.signed”
— “x.some.custom”

— “future.standard.type”
<random-uyid> A random UUID, that is not the unit identifier of the EUT. Examples include:

— “71619643-eb71-46b9-bf25-3]€el20dedSc”

— “10b0bb31-af80-4adl-92a4%481£4384d0e8"”
<smart-gaffeway-unit-id> The unit identifier of the EUT«Examples include:

“71619643-eb71-46p94bf25-37eel20ded9c”

— “10bObb31-af8035%4adl-92a4-481£4384d0e8”

7.2.6 4891-1/0 unit tests

7.2.6.1 Gpneral
The tests off 7.2.6 are applicable if the EUT. implements a 4891-1/0 unit.

Table 46 lists simulated equipment(that is used in the tests of 7.2.6.

Table 46 — Simulated equipment for testing 4891-1/0 unit on 4891-compliancy

Simulated equipment Details

4891-servicediscovery — service discovery API server, incl. UDP broadcasting
4891-unitregistry — unitregistry APl server

4891-message broker — MQTT-server

4891-unit (maybe) — direct messaging API server

4891-unit (maybe) — direct messaging API client

Perform all tests specified in 7.3.3 (see 5.2 and Figure 5).
7.3 Shared functionality tests

7.3.1 General

7.3 contains tests for functionalities and behaviours that are shared by different types of manufacturable
products. Some specific information for EUT is also included.
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7.3.2 4891-component tests

7.3.2.1 General

Perform the following tests:

Verify that the manufacturer's documentation defines the type of component that the EUT implements,

i.e.4891-message broker, 4891-service discovery, 4891-unit registry, 4891-smart gateway unit, or 4891-
[/0 unit (see 6.1).

Apply applicable tests from 7.3.3 if the EUT implements a 4891-unit.
Apply applicable tests from 7.3.4 if the EUT interacts with the 4891-message broker.

a)

b)

0

d) Apply

e) Apply

f) Apply
receive

7322 T

The tests s

other 48914

Consult the
encrypted {
such functi

destination
a) Verify
b) Verify ¢

private
c¢) Verify{
d) Modify

resulting in a valid message structure anymore.

Consult the

jpplicable tests from 7.3.5 if the EUT interacts with the 4891-service discovery APIisg

pplicable tests from 7.3.6 if the EUT interacts with the 4891-unit registry APIServer,

pplicable tests from 7.3.8 if the EUT provides functionality to relay-4891-mess
.

lrusted communication tests

units. Consult the manufacturer's documentation to determine if that is the case for

manufacturer's documentation to determine if EUT \produces 4891-messages of
ind how the functionalities producing them can be triggered (see 5.7 and 6.10.2).
bnality with a registered but simulated 4891-unit-(i.e. having access to unit's key-
Perform the following tests on messages of typebase.encrypted produced that way

hat the message is structured as specified-according to the type.

hat the message contains an encrypted message, that can be decrypted with the simu
key.

hat the decrypted message has header pestunit1d as the simulated unit's identifier.

the encrypted message-binary in any way. Verify that decrypting that modified b

manufacturer's.documentation to determine if EUT produces 4891-messages of
how the functienalities producing them can be triggered (see 5.7 and 6.10.2). Trigg
y. Perform the following tests on messages of type base.signed produced that way (§

hat the tessage is structured as specified according to the type.

hat<he message contains another message encoded as string.

rver.

hges that it

becified in this subclause are applicable if the EUT is supporting trusted communication with

the EUT.

type base.
Trigger any
pair) as the
(see 5.6):

1lated unit's

nary is not

type base.
er any such
ee 5.6):

f 1SR ] _— : ~ h R | n A g
Verl y UTatUTTIC TITESSAage COITLAIITS d SIgITAtuTr © DITTAT Yy CIICOUCU A5 DASTCOF-STI TITE.

message is valid for the looked up public key and string encoded contained message.

signed and
functionali
e) Verify
f) Verify t
g)
h)
i)

Lookup the EUT's public key from the simulated 4891-unit registry. Verify that the signature from the

Modify the contained message string in any way. Verify that the signature is not validating anymore.

Consult the manufacturer's documentation to determine if any functionality of the EUT requires inbound
4891-messages to be signed, i.e. messages expected to be wrapped in 4891-messages of type base.signed
(see 6.10.2). For any such functionality, perform the tests listed in Table 47 according to the applicable

scenario.
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Table 47 — Tests for message signing in applicable 4891-component functionality

Test Test scenario Test
no.

1 Create a message that the EUT should accept on related function- |Verify that EUT is not triggering related
ality and send it to the EUT without signing it. functionality (missing signature).

2 Create a similar message, but this time wrap it in a message of Verify that the EUT is not triggering re-
type base.signed by using the key-pair of a unit whose signa- lated functionality (non-acceptable unit).
ture the EUT should not accept for the functionality.

3 Create a similar message, but this time wrap it in a message of Verify that the EUT is not triggering the
type base. signed by using the key-pair of a unit whose signa- related functionality (invalid signature).
ture the EUT should accept for the functionality.

4 Createasimilar message butthistime wrap itina message of Verify thatthe ENIT ig friggm‘ing the
typg base. signed by using the key-pair of a unit whose signa- related functionality.
tur¢ the EUT should accept for the functionality.

Consult the
4891-mess4

manufacturer's documentation to determine if any functionality of the EUT -requil
ges to be encrypted, i.e. messages expected to be wrapped in 4891-messages of

‘es inbound

type base.

encrypted. For any such functionality, perform the tests in Table 48 according to the<applicable gcenario.
Table 48 — Tests for message encryption in applicable 4891-component functionality
Test Test scenario Test
no.
1 Crepte a message that EUT should accept on related functionalis\ Verify that EUT is not triggering related
ty aind send it to the EUT without encrypting it. functionality.
(not encrypted)
2 Crefte a similar message, but this time wrap it in a message of |Verify that the EUT is not triggpring relat-
typg base.encrypted by using any public key that is-not regis- |ed functionality.
terqd for EUT. (decryption failed)
3 Crefte a similar message, but this time wrap it ih a message Verify that the EUT is not triggering the
of type base.encrypted by using the publickey registered related functionality.
for EUT. Afterwards, modify the encryptedbinary data before |(decryption failed)
senfling it to EUT.
4 Crepte a similar message, but this time wrap it in a message of |Verify that the EUT is triggering the relat-
typg base.encrypted by usingthepublic key registered for ed functionality.
EUT.
7.3.2.3 Rpot certificates trust tests

The tests sj
unit registry
fetches the

Peform the

Foot certificates via unit registry API.

following tests:

ecified in a),to\¢) below are applicable if the EUT fetches root certificates from conn
y. To determine this, connect the EUT with a simulated 4891-unit registry and obs

a)

V f AN h ok & da n SRR | 4 don s 4 £ 41 it et ADL L a0 D AN m ]
erl y LUI4dU LHTC LUT ITLLITICS TUUL LTI LITITALTS TTUIID UIT UL TTEISU Yy AT (SCC U.1U.0.7 ). TU UU

pcted 4891-
erve if EUT

So, connect

the EUT to a simulated 4891-unit registry and observe that the GetactiveRootCertificates endpointis
invoked (see test methods in 7.3.6).

b)

Verify by observation that EUT provides functionality to review root certificates, that it has received

over time (see 6.10.3.6). Consult the manufacturer's documentation to determine how that functionality

is acces

sed and used.

Verify by observation that EUT provides functionality to flag received root certificates as either

trusted or untrusted (see 6.10.3.6). Consult the manufacturer's documentation to determine how that
functionality is accessed and used.
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7.3.2.4 Certificate validation tests

Tests specified in Table 49 are applicable if EUT performs functionality that requires root certificate
validation. Consult the manufacturer's documentation to determine if any such functionality exists.
Examples of such functionalities include:

— validating signatures produced from unit certificates;

— encrypting data with a unit's public key.

Functionality matching those examples is called trigger functionality in this clause.

Before the triggering functionality is performed, it is expected that the EUT performs these steps:

validat

validat

Perform tes
perform thg

ng the unitcertificate used for the functionality (See 61046 );
ng the root certificate used for signing the unit certificate (see 6.10.3.7).

ts according to the Table 49 to verify the expected behaviour of the EUT. In those tes

trigger functionality as instructed.

t scenarios,

Tabje 49 — Tests for certificate validation in applicable 4891-coniponent functionality
Test Test scenario Test
no.
1 a) | Onsimulated 4891-unit registry, configure root certificate A./ [Verify that the trigger functionality can
no longer be performed or that doing
b) | Wait until EUT requests that root certificate. so results in an error.
. (non-active certificate not yalid)
c) | Flagroot certificate A as trusted on EUT.
d) | Prepare condition for the trigger functionality,utilizing root
certificate A.
e) | Remove root certificate A from unit registry again (i.e. revoke
it).
f) |Wait until EUT requests root- certificates again from the
unit registry. Consult the manufacturer's documentation to
determine if that behaviouf can be enforced somehow.
g) | Try to perform the trigger functionality.
2 Sanpe as test no. 1, except: Verify that the trigger functionality
— | skip step b) and€}(EUT does never receive root certificate A) cannot be perfor.med anympre or that
doing so results in an error.
(non-active certificate not yjalid)
3 Sanpe as testnho! 1, except: Verify that the trigger functionality can
— | skip Steps €) and f) (revocation) no longer be performed or fhat doing
so results in an error.
— |insert before step g): flag root certificate A as untrusted on EUT| (explicitly flagged as untrujted)
4 Same as test no. 1, except: Verify that the trigger functionality
— skip step ¢) (flag as trusted) can't be performgd anymore or that
doing so results in an error.
— skip steps e) and f) (revocation) (untrusted by default)
5 Same as test no. 1, except: Verify that the trigger functionality can
— skip steps €) and f) (revocation) be performed as expected.
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7.3.3 4891-unit tests

7.3.3.1 General

Peform the following tests:

those specified in 7.3.2 (see 5.2 and Figure 5).
those specified in 7.3.6 (see 6.7.3 and 6.8).
those specified in 7.3.4 (see 6.8).

those specified in 7.3.4.4 with topics related to the EUT as a 4891-unit (see 6.8).

pecified in 7.3.4.3 if the EUT publishes 4891-messages on the shared 4891-message
nsult the manufacturer's documentation to determine if that is the case.

the manufacturer's documentation to determine if the EUT supports’ the cl
fing with other 4891-units via direct messaging API (i.e. looking up remote unit's nj

broker (see

jent-side of
leta-data or

r 4891-messages directly to it). If supported, then apply all tests from 7.8<7 (see 5.5 and 6.8).

the manufacturer's documentation to determine if the EUTCsypports the sei
fing with other 4891-units via direct messaging API (i.e. reacting to lookup requ
hta or accepting 4891-messages directly from a remote unit). i supported, then ap
B.3.5 (see 5.5 and 6.8).

ver-side of
psts of own
ply all tests

the manufacturer's documentation to determine if the EUT supports non-standard message

Verify that those non-standard message types aré.documented together with tH
e structure and usage semantics. Verify by inspéction of all 4891-messages emi

EUT, while performing any of the tests against this ‘document, that all produced mes{

a)

b)

)

d)

e) thoses
6.8). Cg

f) Consult
interac
sending

g) Consul
interac
meta-d
from 7.]

h) Consult
types.
messag
have a
documd

7332 U

Connect the

Consult th

automatica

initiate the
Perform the
a) Verify |
EU

EU

standard message type or have a non-standard message type that is in the previou
bntation (see 5.3.5).

nit registration process tests
EUT into the simulated 4891-environment.

e manufacturer's documentation to determine if the EUT registers itself as :
ly or if any manual steps,dre required to initiate that process. Perform the steps n
unit registration process.

following tests:
y inspectionof network communication (see 6.7), that the following events happen:
I fetches'the connectors from the 4891-service discovery API server;

[ fetches the active root certificates from the 4891-unit registry API server;

e expected
tted by the
ages either
sly checked

1 4891-unit
ecessary to

EU

['tries to register itsell as a 4891-unit on the 4891-unit registry API server (see 6.7, a

nd 6.10.4.2)

by sending its unique public key to the EUT, receiving a unique unit identifier and unit certificate as

res

b)

ponse.

Repeat the unit registration process and each time vary the response behaviour of the simulated 4891-

unit registry to test the error handling of the EUT. Verify by observation that all tests listed in Table 50
are handled correctly by EUT.
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Table 50 — Tests for unit registration process of 4891-unit

Test |Simulated behaviour of 4891-unit registry Expected behaviour of EUT
no. API
1 Return an error response on registration EUT tries to register itself again after some delay automat-
request. ically, or after a new attempt is triggered explicitly by some
interaction.
2 Return a unit certificate that is not signed by |EUT does detect that its received unit certificate is not valid
any of the active root certificates. (root certificate used for issuing it is either new or revoked).
EUT mitigates this situation by eventually requesting an
updated list of active root certificates from the 4891-unit reg-
istry. If the used root certificate is still not showing up in that
list, EUT will eventually request its own user information
asa;u fl UIIT uu;t I Csibtl )’, C;th‘:l by tl )’ ;115 tU I CS;D er again
with its public key (same as before) or by requesting on the
endpoint GetUnitInformation.
3 Retpirn a unit certificate that does not match |EUT behaves as if an error response wag returned (see test
thereturned unit identifier. no. 1).
7.3.3.3 4B91-message creation tests

The tests in
documenta
thatis only

Perform the

a) Trigger
EUT. Fg
proper

Id

this subclause are applicable to all 4891-messages created by EUT. Consult the ma

relaying 4891-messages, that EUT received from other eqdipment.

following tests:

ies:

header is set to unit identifier of EUT;

— thatall tests from 7.3.11 have been applied.

Consulf
creates|
functio
followi

b)

the

thd
by
if t
cern

the manufacturer's documentation to determine if EUT emits signed 4891-messa
messages of type base.signed by utilizing its own private key. If that is the case,
hality that emits such a message and verify by inspection that the emitted mess
hg properties (see 6.10.5):

message's structureand content follow requirements specified in 6.10.5;

FUT's unitidéntifier) against the content of data part 1;

tificatéthat can be requested from 4891-unit registry for the EUT's unit identifier.

Consult

to be readable by the destination 4891-unit, e.g. if it creates messages of type base.e

ion to determine which functionalities create 4891-messages (see 5.2.5). Ignore any fﬁ

any such identified functionality of EUT that should lead to emission of 4891-mes{
r all 4891-messages emitted by EUT, verify by inlspection that those messages have the following

signature in.dafa part 2 validates for the public key of the EUT (lookup from 4891-u

ufacturer's
nctionality

ages by the

bes, e.g. if it
trigger any
hge has the

nit registry

he message has data part 3, then it contains the unit certificate of EUT that matches the unit

ssages only

ncrypted by

utilizing the public key of that destination unit. If that is the case, trigger any functionality that emits
such a message with destination being a simulated 4891-unit, and verify by inspection, that the emitted
message has the following properties (see 6.10.6):

the

message's structure and content follow requirements specified in 6.10.6;

destination 4891-unit;

the decrypted content of data part 1 is a valid JSON encoded 4891-message itself.
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Consult the manufacturer's documentation to determine if EUT provides functionalities that can

emit 4891-messages of type base.error, e.g. a functionality that can respond with an error response
message to a triggered functionality. Trigger any such functionality in a way, that should produce such
error message and verify by inspection, that the emitted error message has the following properties

(see 6.1

the

the

7334 4

Consult the
EUT and w}
used in tho

Perform the

a) Verify for all those message types and header names, that they afewell-formed according tp

VS. non
as the ]

Select any @

The following list defines the properties of a baseline-message, which is referenced in the t

Table 51:

set hea

. A
signed],

set hea
set hea
set hea
set hea
set add

b) Applyt

(see 6.1
describ

1.2):

message's content follows requirements specified in 6.11.2;

failed operation;

B91-message handling tests

manufacturer's documentation to determine which types of 4891-messages are hai
jat type of functionality is triggered by those messages. Additionally,lookup all mess
e messages.

following tests:

standard” naming requirements (see 5.3.3 and 5.3.5). Select any of the identified me
est message type.

f the identified message types as the "test message-type" for tests b) to c).

der Type to any applicable value identified in manufacturer's documentation, not b
“base. encrypted", or “base. error";

ler 1d to a random UUID;

ler createdat to time of sending;

er srcunit1d to any(UUID other than EUT's unit identifier;
Her pestunit1d to-EUT's unit identifier;

tional headers'and message parts according to assigned Type.

he testsiiirTable 51 to cover the “general message processing”-logic for incoming 489
[1.5).\For each test-case, create a 4891-message as described below as a baseline.
eanodifications to the message to be performed for that specific test. Send the resulti

CIIT <730 o wlatad 4001 ranccagn healrnge If+hn DITT corn et o lract yanccaging

the ReferenceTd header contains the 1d value of the message that was sent to the EUT for triggering

the record in data part 1 contains a code that is describing the error situation or a generic problem;

iftherecordindatapart1 containsapetails field, thatfieldis filled with some details or a description

[l—l).—.—

of the error that occurred

dled by the
hge headers

“standard

ssage types

bst cases in

eing “base.

1-messages
Some tests
ng message

to the

1Al m L d £
oV a-SHitatea—aro 7 TIICSSa gt oOTURCT 11T ThNC L O T SUppuUTtS aIrTteTT 111\.00061115 TU

nctionality,

repeat those tests, but this time send the messages to the direct messaging API server of the EUT.

Perform the tests specified in Table 51 again, but this time set the pestunit1d header on the outer most

message that is sent to EUT to a unit identifier of a registered simulated 4891-unit that is not the EUR.
Verify that EUT behaves in the following way for each test:

— EUT is not handling any of the messages, as they have a different destination. This expected
behaviour includes all the messages that can be embedded in the outer most messages, e.g. tests
utilizing signing and encrypting messages (see 6.11.5).

— If EUT supports message relaying, the messages are eventually emitted onto the 4891-message
broker or forwarded to the destination 4891-unit in other ways. Consult the manufacturer's
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documentation to determine if EUT supports this functionality and how it should behave. See also
7.3.8 for additional applicable tests of that functionality.

Table 51 — Tests for “general message processing” logic of 4891-unit

Test [4891-message properties Expected effects of test
no.
1 — use baseline message The message is handled on EUT, producing the
effects specified for the message's type in a standard
or in the manufacturer's documentation (see 6.11.7).
2 — start with baseline message The message is either ignored by EUT, or EUT emits
_ an error response message, indicating that the mes-
— set Type to a value that is not a message type|sage is not supported on EUT (see 6.11.7).
supported by EUT
3 — | use baseline message as “inner message” The nested inner message is handled on EUT, pro-
_ _ _ _ |ducing the effects specified for the)messdge’s type in
— | register a simulated 4891-unit on the 4891-unit|a standard or in manufacturer'sxdocumentation (see
registry (“signee unit”) 6.11.7).
— | use the private key of the signee unit to wrap the
message in a message of type base.signedin the
proper way (see 6.10.5)
4 — | create a message as in test no. 3 The deeply nested-inner message is handjed on EUT,
_ o producing theeffects specified for the m¢ssage's
— | sign the message again with the same or another type in a sfandard or in manufacturer's documenta-
registered simulated 4891-unit tion (see6.11.7).
— | repeat previous step a few times, effectively
increasing the nesting depth of the inner message
intended to be handled by EUT
5 — | set Type to base.encrypted EUT emits an error response message with error
o _ code DECRYPTION FAILED (see 6.11.5). Verify that
— | add adata partand fill it with random binaky data | this message references the original mesfage via
(Base64-encoded) Referenceld.
6 — | use baseline message as “inner message” The nested inner message is handled on EUT, pro-
_ _ _ |ducing the effects specified for the messdge's type in
— [use the public key of EUT (lookup in 4891-unit|a standard or in manufacturer's documentation (see
registry) to wrap the message in a message of|6.11.7).
type base.encrypted in)the proper way (see
6.10.6)
7 — | create a message as in test no. 6 The deeply nested inner message is handjed on EUT,
o _ producing the effects specified for the m¢ssage's
— | encrypt the message again with EUT's public key |type in a standard or in manufacturer's documenta-
- ) ) tion (see 6.11.7).
— | repeat previous step a few times, effectively
increasing the nesting depth of the inner message
intended to be handled by EUT
7.3.3.5 Direct messaging APT server tests

The tests of this clause are applicable if the EUT provides functionality which allows other 4891-units
connect to the EUT via direct messaging AP], i.e. if EUT is operating a direct messaging API server.

Perform the following tests:

a) Apply all tests from 7.3.12 with the parameters specified in 6.9.4.

b) Verify by inspection that EUT is not broadcasting the API discovery packet in the following situations:

— before the EUT is registered as 4891-unit, i.e. before it has received a unit identifier and unit

certificate from the 4891-unit registry (see 6.9.4);
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— after the EUT has deleted its 4891-unit identity (key-pair, unit identifier), e.g. after a factory reset.

c) Verifyt

hat the API server is reachable in the following situations:

— whenever the API discovery packet is broadcast (see 6.9.4).

d) Verify by observation, that the API discovery packet is broadcast periodically (see 6.9.4):

— every 5sto 60 s, if the API server is running permanently;

— more frequently, if the API server is running for short time frames only, i.e. if enabled for a short data
transmission session with another 4891-unit.

Extract the base URL of the direct messaging API server from the discovery UDP packets broadcast by the

EUT. Use thptbase R tocraftthe H T T P-emdpoimt UREsfor the folfowing tests {see 654

e) Apply dll tests from 7.3.14 (see 6.9.3).

f) Create p suite of endpoint specific test cases according to 7.1.5. With those, verify that all endpoints
behave|as specified in this document. Use Table 52 as a guideline for some speé€ific tests to|perform, in
additioh to the general tests covering the endpoints, which are proposed in Z1.5.

Table 52 — Proposed tests for endpoints of 4891-unit's direct‘messaging API server

Endpoint Proposed tests

GetUnitInflormation — Verify thatthe response contains the EUTanit's identifier, name, and unit certificate.

(see 6.9.3.2)
— On the EUT, change the unit's namé<fif-applicable), and verify that the hew name is
reflected in the response
SendMessade — Send 4891-messages with the“destination unit being the EUT to thifis endpoint.
(see 6.9.3.3) Verify by observation, that the EUT signals the expected effects of the thessages (as
applicable to specified behaviour for the sent messages).
— Send 4891-messages with the destination unit being a different 4891funit to this
endpoint. Verify that these messages are either forwarded further to apother 4891
unit or to the4891-message broker. This test is only applicable if EUT supports
message relaying functionality. Consult the manufacturer's docunjentation to
determine\if that is the case.
7.3.4 Mepsage broker client tests
7.3.4.1 Gpneral

The tests sj
subscriptio

Verify that

h of 4891 niessages.

he EUFuses a MQTT-client compatible with protocol version 3.1.1 (see 6.5.3).

ecified in Z3% are applicable if the EUT connects to the 4891-message broker for pu

blication or

7342 C

TIITECtOT COMf{iguration tests

For the tests a) and b) below, monitor the active client connections on the MQTT-server of the simulated
4891-message broker. Observe that the MQTT-client of the EUT connects to the server, showing up in the
list of connected clients. Modify the configuration of the MQTT-server and update the relevant information
in the message broker connector. Observe that the MQTT-client of the EUT reconnects to the MQTT-server,
using the changed connectivity information eventually.

Perform the following tests:

a) Verify that the EUT uses the connector information for the 4891-message broker (i.e. MQTT host, port,
username, password), that is propagated on the test environment, and configures its MQTT-client with
that information (see 6.5.2 and 6.5.6).
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b) Verify that the EUT adapts to the configuration changes of the connector (e.g. changes to the MQTT host,
port, username, password), that are propagated on the test environment, and that the EUT reconfigures
its MQTT-client with that information (see 6.5.2 and 6.5.6).

7.3.4.3 4891-message publication tests
This clause is applicable if the EUT publishes 4891-messages on the 4891-message broker.

For the tests specified in a) to e), follow the general test instructions of 7.1.7 to monitor the MQTT-messages
published on the MQTT-server of the simulated 4891-message broker. Inspect the 4891-messages published
on the 4891-message broker (e.g. connect a separate MQTT-client to the 4891-message broker and subscribe
to the topic “sappnet/#”) and only consider the messages published by EUT for the tests in this subclause.

Peform the foltowingtests:

a) Verify ghat all 4891-messages contained in the published MQTT-messages are well-formed, |.e. apply all
tests frpm 7.3.11 on those messages.

b) Verify |that the MQTT-client of the EUT publishes MQTT-messages thatcontain yvell-formed
4891-messages, encoded correctly (see 6.5.4, and 6.5.5).

¢) Verify ghat the MQTT-client of the EUT publishes the 4891-messages on‘their designated MQT T-topics,
derived from the 4891-message headers (see 6.5.4, 6.5.5, and 6.5.5.2).

d) Verify that the MQTT-client of the EUT publishes the 4891-messages on topics that are lowercase (see
6.5.5.2].

e) Verify that the MQTT-client of the EUT encoded the published 4891-messages according o the JSON-
encoding specified in 6.2.

7.3.4.4 4891-message subscription tests
This clauselfis applicable if the EUT subscribes to 4891-messages via 4891-message broker.
Consult the[manufacturer's documentation to.identify suitable message types for the tests in this subclause.

Craft suitalple 4891-messages with content that the EUT is expected to be able to handle and react to.
Encode tho$e messages according to theJJSON-encoding specified in 6.2. Use an MQTT-client to pliblish these
messages oh related MQTT-topics.

Perform thg¢ following tests:

a) Verify ghat the EUT subseribes to the MQTT-topics that are of interest for the EUT's type, anf that those
topics rpatch the standardized topic patterns (see 6.5.6).

b) Verify ghat therEUT reacts in an expected way according to the manufacturer's documentdtion for the
used mpssagetype and content.

7.3.5 Se

7.3.5.1 General

The tests specified in 7.3.5 are applicable if the EUT interacts with endpoints of the 4891-service discovery
API server.

Operate a simulated 4891-service discovery API server that will be contacted by the EUT for the tests
specified in 7.3.5.2 to 7.3.5.3. On that service discovery, configure the connectors to the other components
(e.g. message broker, unit registry, smart gateway unit) to simulated versions of those, so that the EUT can
also contact those via their interfaces if applicable.
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7.3.5.2 API base URL configuration tests

Perform the following tests:

a)

Verify that the manufacturer's documentation states how the connection settings to the 4891-service

discovery API can be configured, or if that configuration is picked up from UDP discovery packets (see 6.6.3).

b)

in 6.6.5.

7.3.5.3 API server communication tests

If configuration happens automatically, apply all tests from 7.3.13 with the parametrization specified

Configure the API client of the EUT according to manufacturer's documentation, so that the EUT uses the

simulated /

Perform the

a) Apply4d
b)

EUT is

discovd

started|
c¢) Modify
Wait for th{
reloading. (
reloaded. V|
with the mg

following tests:

1l tests from 7.3.15 (see 6.6.3).

Verify by inspection, that the EUT requests the service connectors from the ARI*server (sed

bxpected to initiate communication with some or all the other services configured in

contacting the other service components with the configured connectivity settings.
the configured service connectors in the simulated service discovery.

e EUT to request the connectors again or trigger any functionality on EUT that can
onsult the manufacturer's documentation to find which functionality results in conng

dified connectivity settings.

7.3.6 Unitregistry API client tests

7.3.6.1 G
The tests in

Operate a s
part of the t

7.3.6.2 A

Configure
manufactu

pneral
7.3.6 are applicable if the EUT-interacts with endpoints of the 4891-unit registry AP

et of simulated 4891-coniponents (e.g. their API servers), that can be contacted by
ests of 7.3.6. A simulated 4891-unit registry API server is especially useful for those

Pl server communication tests

the connectivity settings to the 4891-unit registry API server on the EUT.
er's documeéntation to determine if that is accomplished automatically (i.e. the EU]

the connector from'the 4891-service discovery) or if it is required to be configured manually.

Perform the

following tests:

6.6.3). The
the service

ry. Verify that the EUT has picked up the service connectors from the API respomse and has

invoke this
ectors being

erify that the EUT has picked up those new service connectors, contacting the other services

server.

the EUT as
ests.

Consult the
picking up

a)
b)

Apply all tests from 7.3.15 (see 6.7.3).

server eventually (see 6.7.3).

9

registration process on the simulated API-server (see 6.7.3).

d)

Verify that the EUT is fetching the active root certificates from the simulated 4891-unit registry API

If the EUT represents a 4891-unit, verify that the EUT is requesting on API endpoints related to the unit

Repeat tests a) to c), but this time respond with malformed HTTP-responses from the simulated API

server. Verify that the EUT is handling those failure situations, e.g. eventually retrying requests and not

ending

in unrecoverable error states.
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7.3.7 Direct messaging API client tests

7.3.7.1 General

The tests in 7.3.7 are applicable if the EUT can connect to another 4891-unit's direct messaging API server,
e.g. looking up those unit's meta information or sending 4891-messages directly to it.

Operate a simulated 4891-unit with a running direct messaging API server that will be contacted by the EUT
for the tests in 7.3.7. As the EUT can require other 4891-components to be available in the 4891-network,
make sure to run simulated instances of those other components as well, where applicable, e.g. a 4891-unit
registry or 4891-service discovery.

Verify that the manufacturer's documentation states how the direct messaging functionality of the EUT can
be activate¢tand hiow Itisconfigured:

7.3.7.2 API base URL configuration tests
Perform the following test:

a) Ifthedifect messaging connectivity settings are picked up from UDP packets, then apply all test§ from 7.3.13
with parametrization as specified in 6.9.4, pointing to the simulated unit as.direct messaging API server.

7.3.7.3 API server communication tests

Configure the API client of the EUT according to manufacturer's documentation, so that the EJT uses the
simulated API server (see 6.9.2).

Perform thg¢ following tests:

a) Apply dll tests from 7.3.15 (see 6.9.2).

b) Verify by inspection, that the EUT invokes the API endpoints on the direct messaging API server of the
simulafed unit. Consult the manufacturer's doeimentation to determine how the EUT can lje provoked
to perform these interactions, or if EUT is@riggering those automatically. The following behaviour can
be expdcted from the EUT:

— the EUT is requesting informationabout the receiving unit via endpoint GetUnitInformation (optional);
— the EUT is sending a message to_the endpoint sendMessage (once per relayed message).

¢) Verify By inspection thatthe provided requests conform to the API specification.

7.3.8 Megsage relaying tests

The tests i this subclause are applicable if the EUT supports message relaying functionality. [Consult the
manufacturer's dogumentation to determine if that is the case for the EUT and how that fun¢tionality is
activated.

Consult the manufacturer’s documentation to determine if relayed messages are stored on EUT and delivered
with a delay in any way. Identify specified behaviour on how these stored messages are delivered or how long
to waitif the delay cannot be circumvented. The tests in this subclause assume immediate delivery of a relayed
message. If there is any delay, wait for the delivery to happen according to documented behaviour of EUT.

Create any well-formed 4891-message with a destination other than the EUT, i.e. set “Destunit1d” to a unit
identifier not used to identify the EUT itself. Send that message to the EUT in any applicable way. Perform
multiple tests according to Table 53, each time varying the created message with regards to the “Expiresat”
message header (see 5.4).
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Consult the manufacturer's documentation, to determine which ways of message relaying are supported by
EUT. For test cases where the message is expected to be delivered, verify that at least one of the following
ways of delivery is performed by EUT (see 6.9):

a) The message is published on the simulated 4891-message broker by EUT, addressed to the destination unit.

b) The message is delivered on the direct messaging API of a simulated 4891-unit acting as destination
unit and the delivery is performed from the EUT.

c¢) The message is delivered on the direct messaging API of a simulated 4891-unit acting as an unrelated
unit (see 6.9). If this case passes, verify that the manufacturer's documentation states how the circular
delivery of messages is mitigated.

Table 53—Testsfordiscarding behaviourof message retaying functionatity of 489t=component
Test |ExpliresAt header Expected behaviour
no.
do 1ot set header the message is’eventually|delivered
a vdlue in the future (after potential delay of caching message on the messageds eventually|delivered
EUT before delivery)
3 a vdlue in the past the message is not delivered

7.3.9 Rog¢t certificate properties tests

Inspect the
Perform thg
a) Verify
b) Verify 4
(see 6.1
— RS
— DS|
— EC
c) Verifyt
— SH
— SH
d) Verifyt

root certificate for the tests in this subclause.
following tests:

hat the certificate is structured in X.509 format (see 6.10.2).

0.2):
\
i\
DSA

\-256
\-384

7.3.10 Unit certificate properties tests

hat the-“€6mmon Name” property matches the string “sappnet:

hat the key-pair associated with the certificate is based on one of the following cipher

hat the signature of the certificate uses one of the following hashing algorithms (see

ureg” (see 6.10.3.1).

algorithms

66.10.2):

Inspect the unit certificate for the tests in this clause.

Perform the following tests:

a) Verify that the certificate is structured in X.509 format (see 6.10.2).

b) Verify that the key-pair associated with the certificate is based on one of the following cipher algorithms
(see 6.10.2):

RSA

DSA
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— ECDSA

c) Verify that the signature of the certificate uses one of the following hashing algorithms (see 6.10.2):
— SHA-256
— SHA-384

d) Verify that the “common Name” property is set to “sappnet:unit:<uuid>", with “<uuid>”" being a string-
encoded UUID in “8-4-4-4-12" format, representing a unit identifier (see 6.10.4.1). For example:
— sappnet:unit:ffd3b208-d488-481c-9476-7ea7552£0a05 (full value)
— ffd3b208-d488-481c-9476-7ea7552f0a05 (the <uuid> part)

e) Verify that the “<uuid>" in the “common Name” property matches the unit identifier of the relaged unit (see
6.10.4.1).

f) Verify §hat the “subject” property contains a public-key that matches the public-key of the pelated unit
(see 6.10.4.1).

g) Verify that the “1ssuer” property references the main root certificate that.is configured on the 4891-
unit registry at the time of issuing (see 6.10.4.1).

h) Verify that the certificate is signed by the private-key of the referenced root certificate, i.e. the signature

can be

alidated with the public-key of the referenced root certificate (see 6.10.4.1).

7.3.11 4891-message properties tests

The tests g
messages iy
or inspectt

Apply the tg

Perform the

f this subclause are applicable to all 4891-messages created by EUT. To inspect
the tests a) to i), use a simulated direct messaging API server, a simulated 4891-mes
he network traffic.

sts in this clause on each 4891-message-that is received from the EUT as part of any

following tests:

the created
sage broker

other test.

a) Verify fhat the message is well-struetured, i.e. it follows the structural format composition gs specified
in the document (see 5.3.2).

b) Verify ghat the message's headernames are well-formed as specified in this document (see 5.3.3).

c) Verify that the message-'does not contain reserved standard header names, i.e. it does npt have any
header [not starting with-an “x” or “x” character that is not specified anywhere in this documgnt or other
standards (see 5.3.3):

d) If the message-contains any non-standard headers (starting with an “x” or “x” character),|then verify
that thpse also contain a manufacturer-specific prefix as part of their name after that chpracter, e.g.
“XManufaetrersomething” (see 5.3.3).

e) Verify that the message has the following headers with values valid for the respective headers (see
5.3.3.2):

— 1d
— Type
— SrcUnitId
— CreatedAt
f) If the message is a response message created by EUT as a reaction to a previously received request

message, then verify that it has a Reference1d header. Verify that the value of that header matches the
value of the 1d header of the request message (see 5.3.3.2).

© IS0 2024 - All rights reserved
80


https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

ISO 4891:2024(en)

If the message contains parts, then verify that each of those has these properties:

— The part has an Encoding header with valid value (see 5.3.3.3).

— The part's structure matches that declared encoding (see 5.3.4).

If the encoding is declared as rRecorp, then verify that the part's data are following the record definition

as specified in the documentation of that message type (see 5.3.4.2). If the message type is standard,
look up the definition in the related standard. If the message type is non-standard, look up the definition
in the manufacturer's documentation.

Verify that the value of the Type header has exactly one of the following properties (see 5.3.5):

— either starts with an “x.” or “x.” prefix, denoting it to be a non-standard message type. In this case,

g)
h)
i)
thd
— Oor
7.3.12 UD

This clause
functionalit

Perform the

a) Verify |
b) Verify i
c¢) Verifyl
d) Verify}
7.3.13 UD

This subcld
connectivit

To perforni
each kind o

example, all 4891-compenents should listen to “4891-service discovery API”-discovery UDP

a) Verify ¢
update
which {
expectg

b) Perforn

type also contains a manufacturer-specific prefix, e.g. "x.manufacturer.something .

t is a standard type, i.e. specified in this document or another standard.

P discovery broadcast sending tests

is applicable if the EUT broadcasts UDP discovery packets containing informat
y exposed to the network by the EUT (e.g. connectivity information”about an HTTP-A

following tests:

y inspection that the UDP packet is sent to UDP port 48970 (see 6.4.1).
y inspection that the UDP packet's content matches¢the specified format grammar (9
y inspection that the UDP packet's “packet-typetoken contains only valid character

y inspection that the UDP packet's content isencoded in UTF-8 (see 6.4.1).

P discovery broadcast listening tests

use is applicable if the EUT listens to UDP discovery packets to automaticall
 information to network-exposed services of the packet-emitting equipment.

the tests in this subclause)identify the specific UDP discovery packets that EUT lis
[ discovery packet identified that way, apply the following tests to EUT:

hat the EUT reacts-to applicable discovery packets broadcast to UDP port 4891 (se

their internal‘configuration. Craft a suitable UDP packet and broadcast it into the
he EUT istwonnected. Verify by observation that the EUT reacts to the packet's cd
d way (€ig)trying to connect to simulated HTTP-API server endpoints for API-discove

n distinct test runs for the tests listed in Table 54. For each test, operate a simulate

server,

the)kind that the EUT is expected to interact with (e.g. “service discovery API”), an

on about a
\PI server).

ee 6.4.1).
5 (see 6.4.1).

y configure

tens to. For

e 6.4.2). For
backets and
network to
ntent in an
ry packets).

1 HTTP-API
1 broadcast

a manually crafted UDP discovery packet for the simulated HT TP-APTserver (e.g. a service discovery
API” discovery packet) in the network shared by the simulated server and the EUT.
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Table 54 — Tests for handling of UDP discovery packets

Test |Properties of the crafted UDP packet Expected EUT behaviour

no.

1 set “packet-header” all upper-case characters, e.g. |EUT configures correctly and eventually contacts the
“SAPPNET:SD” API server to trigger functionality

2 set “packet-header” all lower-case characters, e.g. |EUT configures correctly and eventually contacts the
“sappnet:sd” API server to trigger functionality

3 set “packet-header” with mixed-case characters, |EUT configures correctly and eventually contacts the
e.g. “sappNet:sd” API server to trigger functionality

4 add additional packet params that are not specified |[EUT either ignores the packet entirely or it behaves as
for the used packet-type if the extra parameters are not provided

5 set “PacreT-type 0 Al UNEXPECted VAlUE, .8, To0 (LU 1 IBNOTes the packet because itisamumgxpected

packet-type

6 starf the packet with the expected “packet- EUT ignores the packet because it isymalfofmed

header”, but add random data after it

7.3.14 HT]

7.3.14.1 G
The tests of

Perform the

I'P-API server tests

pneral

7.3.14 are applicable for all HTTP-API servers operated by, the EUT.
following tests for each HTTP-endpoint exposed by the HTTP-API server operated b
hat the HTTP-API server endpoints expect incoming data (HTTP-request body, H1

a) Verify {
query |
b) Verify
that is ¢

c¢) Verify}

d) Verify |
Type" S

e) Verify by inspection that produeed HTTP-responses indicating success and not having a c

have ar

malforIled and differently encoded content is producing error responses on all documented

arameters) to be encoded according to the JSON*encoding scheme specified in 6.2

bncoded according to the JSON-encoding.scheme specified in 6.2.
y inspection that the HTTP-API servér supports HTTP-protocol version 1.1 (see 6.3)

py inspection that produced HTTP-responses with content body have HTTP-Heade]
bt to “application/json” (s€e'6.3.4). Verify that the content body is encoded in JSON.

HTTP-status of 204 (see 6.3.4).

f) Verify

an HTTP-status of Z00’(see 6.3.4). Also verify that such responses have HTTP-Header “cot
setto “4pplication/json’.

g) Verify by inspection that produced HTTP-responses indicating errors have an HTTP-staty
999 (sefe 6-.3.4). Also verify that such responses have HTTP-Header “content-Type” set to “ag
json” apdthat their content body contain an error description in expected format (see 6.3.5).

y the EUT:

'TP-request
Verify that
endpoints.

y inspection that the HTTP-API server endpoints produce outgoing data (HTTP-response body)

I “Content-

bntent body

y inspection thatproduced HTTP-responses indicating success and having a contenf-body have

1tent—Type"

1s of 400 to

plication/

h) Produce an HTTP-request that should trigger an error situation on the specific HTTP-API endpoint under
test. Send that request and verify that the HTTP-API-server produces an error response (see 6.3.5).

7.3.14.2 4891-unit authentication-protected endpoint tests

The tests in this clause are applicable to all HTTP-API endpoints, that are protected with unit authentication

(see 6.3.6).

For the endpoint under test, verify that all tests in this clause succeed (see 6.3.6.4).
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a) Verify that the endpoint is not able to be used without the authentication handshake. To do so, create a
valid HTTP-request as specified on the endpoint's documentation, but instead of modulating it with the
authentication handshake, send it to the endpoint directly, as if the endpoint is “non-protected”. Expect
the server to react with an error response.

b) For the tests in Table 55, prepare a valid HTTP-request again, but this time modulate it through the
authentication handshake as specified for protected HTTP-API endpoints. Each of those tests replaces
certain parts of that modulation process to test the server's behaviour. Verify for each of those tests,
that the server reacts in the expected way.

Table 55 — Additional tests for 4891-unit authentication-protected endpoint

Test |Modifications on the request Expected result
no.
1 do npt set the “unit1d” field error “INVALID REQUEST”, becajse of miss-
ing unit identifier
2 do npt set the “signature” field error “INVALID REQUEST”, becajse of miss-
ing signature
3 set the “unit1d” field to a random id value (non-registered unit) |error “FORBTPDEN", because of unit certifi-
cate mismatch
4 set the “unit1d” field to the identifier of another registered ercor“FORBIDDEN”, because of unit certifi-
unit] that is not the one that produced the signature, i.e. not catesmismatch
mat¢hing the unit certificate used for the signature
5 charfge the value of “requestContent” after computing the error “FORBIDDEN", because of sjgnature
signpture mismatch
6 alloy the used auth-token to expire by waiting more than'60s |error “FORBIDDEN”, because of expired
befofe sending the request using that token auth-token
7 set the “authToken” field to an auth-token that has-already Error “FORBIDDEN”", because of ihvalid/re-
been] used by a former successful request. used auth-token

7.3.15 HT[P-API client tests

7.3.15.1 Gpneral

The tests ip 7.3.15 are applicable, if the EUT operates an HTTP-API client interacting with aj
server endpoint as specified infthis document.

For testing,|operate a simulated HTTP-API server of a kind that the EUT will interact with.
Perform th¢ following tests by inspecting the requests sent from the EUT to the simulated API s¢

a) Verify ghat the'request uses HTTP protocol version 1.1 (see 6.3).

b) Verify

hatthe request's HTTP-header “Accept” is set to “application/json” (see 6.3.2).

hn HTTP-API

prver:

c) If the request contains a content body, verify that the request's HTTP-header “content-Type” is set to
“application/json” (see 6.3.2).

d) Iftherequestcontainsa contentbody, verify that the content body is a valid JSON-encoded string (see 6.3.2).

e) Iftherequestuses query-parameters inthe URL/path, verify that those are properly encoded (see 6.3.3).

Perform the following tests to verify that the EUT handles error responses (see 6.3.5):

f) If applicable, send an error-response back to the EUT for an incoming request on the simulated API-
server. Use an error-code as described in the specification for the API endpoint. Verify that the EUT
behaves as expected for that error-situation.
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g) Repeat the test specified in f), but this time use an error-code for the response that is not specified in

the API endpoint's specification. Verify that the EUT behaves in an appropriate way, i.e. not
locking in an unrecoverable state.

7.3.15.2 4891-unit authentication-protected endpoint tests

crashing or

The tests in this clause are applicable if the EUT operates an HTTP-API client interacting with an HTTP-API
server endpoint that is protected via unit authentication as specified in this document (see 6.3.6).

For testing, operate a simulated HTTP-API server of a kind, with which the EUT will interact.

Perform the following tests by inspecting the requests sent from the EUT to the simulated API server (see
6.3.6.3):

a)

b)

Verify that the EUT initiates the authentication handshake by requesting an auth-token ifr
before the protected endpoint is contacted. Note down a new random value for the auth-tok
it as th¢ response to the request. Make sure to not respond with the same value twice.

Verify that the EUT sends a request to the protected endpoint, with the requests-content b
JSON-encoded string.

Verify that the request content contains a “signature” field, containing.a-Base64-encoded
decodel|it (signature).

Verify that the request content which contains a “data” field is a&valid JSON string and dec
structufre).

Verify that the “unit1d” field in the data-structure containsthe identifier of the EUT (unit id
Verify that the “authToken” field in the data-structure contains the noted down value from fi

Verify that the “requestcontent” field contains_a-valid J]SON-encoded string and decode
structufre).

Verify that the content-structure matches the specification of the invoked API endpoint.

Lookuq] the unit certificate for the received unit identifier on the simulated 4891-unit regist
the EUT registered. Verify that the.réceived signature is valid for the data-string of the reqs
the looked-up unit certificate.

pm the API,
en and send

eing a valid

string and

de it (data-

bntifier).
rst step.

it (content-

ry on which
hest against
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Annex A
(normative)

Smart gateway — Interface to controlled equipment

A.1 General

This annex contains requirements for the implementation of 4891-smart gateway units which are intended

to integrate

The IEC 611

with IEC 61162-450/ 1EC 61162-460-equipment.

62-450/ IEC 61162-460-equipment is called “controlled equipment” in this docuhten

[.

Two HTTP{APIs are specified as interface between the 4891-smart gateway unit, and thg controlled
equipment [see Figure A.1). Those APIs provide functionality to exchange messagesbased on 489[l-messages.
This annex plso specifies a way to authenticate a user securely against the controled equipment, {f applicable
for the contfrolled equipment.
The specifi¢ message types to be exchanged via this interface and the requirement for user authentication
depend on $pecific use cases and type of controlled equipment to be inttegrated. Those message types and
the need foif authentication are specified in use-case-specific requirements (e.g. “smart logbook”|in Annex A)
or manufacfurers’ documentations.
4891-smart gateway unit
4891-corhponent [4891—unitinterfaces
> Controlled equigment
%
Equipment gateway API client g} % requests on Equipment gateway API server

>~ i t gat API

g

oL

s

O

Smart gateway API server g & requests on Smart gateway API|client
- smart gateway API =
< “rteton: ]
_—

Figure A.1 — Interface between 4891-smart gateway unit and controlled equipme¢

A.2 Intel

face between 4891-smart gateway unit and controlled equipment

A.2.1 General

rnt

To avoid additional traffic to the transmission groups defined in the navigation network described in
IEC 61162-450, all non-navigational traffic shall be separated from it.

This may be implemented in any applicable way, for example:

— VLAN according to [EC 61162-460;

own I[P

subnet.

For any reading and writing of messages between the 4891-smart gateway unit and the connected 450/460
equipment, “Other Network Functions” (ONF) shall be used. These messages shall be encoded in JSON as

specified in

6.2.4.
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A.2.2 IEC61162-460 gateway

The 4891-smart gateway unit shall either provide a gateway in accordance with IEC 61162-460, or it shall be
connectable to a gateway in accordance with IEC 61162-460.

That gateway will be used to allow communication between 4891-components and controlled equipment.
The gateway provides a DMZ covert by two firewalls. Inside the DMZ, an application server handles the data
transfer through the gateway (see Figure A.1).

A.2.3 Application server

The application server acts like a converter. Each received request shall be decoded, analysed, and re-encoded
again by the application server, before being sent to the destination equipment. The application server shall
not directl i i i : ng-step, the
applicationserver shall validate the request’s structure and content, by the following rules:

— Requestts shall have expected headers and well-formed content body, as defined in the API specifications
of this locument;

ests containing 4891-messages:
— thg message type shall be one of the expected types,
— thegmessage headers and parts are of expected structure and centent;
— Values have expected types and data format (depending on message definitions);

— Values fre in semantically sound data ranges (e.g. most timéstamps should not be in the futufe, amounts
are not|negative, ...).

A.2.4 External firewall

If a separatf gateway is used, the external firewallshall be configured with the 4891-smart gaeway unit’s
MAC addregs.

If the gateway is part of the 4891-smart gateway unit, a separate network card shall be used tqg connect to
the networlk in accordance with IEC 61162-460. No other equipment shall be connected to that ngtwork card.

A.3 Datd security

The commynication between.the 4891-smart gateway unit and the controlled equipment shall be non-
encrypted, po that the application server and gateway are able to inspect and translate the data [see A.2).

The communication bétween the 4891-smart gateway unit and 4891-1/0 units with regards to the messages
originating|from ox’déstined to the controlled equipment shall be encrypted. For this, the 4891-message
encryption shallbe.used:

a) Messages-originating from controlled equipment shall be encrypted for the destined 4891;{1/0 unit by
the 4891-smart gateway unit before sending it to that unit directly or indirectly.

b) Messages originating from 4891-1/0 units with the intent to forward them to the controlled equipment
(likely containing user credentials) shall be encrypted by the sending 1/0 unit for the 4891-smart
gateway unit as a destination.

Refer to 6.10 for details on data trust, encryption and digital signatures.
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A.4 4891-smart gateway unit as gateway to controlled equipment

A.4.1 General

4891-1/0 units shall not exchange 4891-messages with controlled equipment directly. Instead, the
4891-smart gateway unit shall act as a messaging gateway between the I/O units and the controlled

equipment.

A.4.2 Gateway identifiers

Controlled equipment, that is connected to the 4891-smart gateway unit and shall be addressable by 4891-
[/0 units, shall have a unique gateway identifier associated to it.

These gateyay identifiers shall be used as values for the srcGateway and DestGateway message Headers (see
A.9) to identify the controlled equipment that the 4891-1/0 units communicate with (see A.4¢5'a

Gateway idéntifiers shall be composed only of these characters:

0too(

. (poin

Gateway id¢
equipment §

Like messa
a) Aniden
b) Aniden

The gatews

a to z (lowercase letters)

ato z (Uppercase letters)

umeric digits)
)

entifiers shall be handled case-insensitive, e.g. identifiérs such as x. SOME . Equipment
hall be considered synonyms for the same gateway.

be types, the gateway identifier’s value space is divided into two groups:
tifier not beginning with the x character is'a“standard gateway identifier”.
tifier beginning with the x character js\a*non-standard gateway identifier”.

y identifier of a specific controlled” equipment shall be documented together wit

supported message types that can be exchanged with that equipment.

This annex

Annex

other s
standal

manufg
equipm

A.4.3 Cor

[does not define specific gateway identifiers, instead those can be found in:
B, which specifies a gateway identifier for integration with the ELRB of SO 21745;

fandards defining standardized extensions for this document, i.e. specifying integy
rdized equipmeént;

cturer’s doeimentation for non-standard extensions, i.e. specifying integrations with
ent.

d A.4.6).

ind x . some.

h the set of

ations with

proprietary

figuration of available gateways

The list of available gateways for connected equipment shall be configurable in the 4891-smart gateway
unit. Implementations may have a manual configuration for this or collect available gateways automatically
when connecting to supported controlled equipment.

The manufacturer's documentation shall describe how the gateway configuration can be performed.

A.4.4 Listing available gateways

The 4891-smart gateway unit shall implement functionality to list the available configured gateways.

For this, 4891-1/0 units shall send a message of type smgw.gateways.query to the smart gateway unit,

expecting a

response message of type smgw.gateways.queryresp (see A.10.2).
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A.4.5 Sending message to controlled equipment from 4891-1/0 unit

To send a message to controlled equipment, the 4891-1/0 unit shall put the following values on the message

headers:

— The pestunit1d message header shall be set to the 4891-smart gateway unit's unit identifier.

— the pestGateway message header shall be set to the designated gateway identifier for the equipment that
should receive the message.

The value of the pestGateway header identifies which controlled equipment the message is intended to be
communicated to by the 4891-smart gateway unit on behalf of the sending 4891-1/0 unit.

A.4.6 Rerpiving message from controlled pqnipmpnf on 4891 -l,/ﬂ unit

4891-1/0 uhits can detect that a 4891-message originates from controlled equipment by-inspecting that
message. The following conditions shall be met for a message to be considered as “sent by controlled
equipment’
— the srcpnit1d message header has the unit identifier of the 4891-smart gateway unit;
— the srcfateway message header exists.
The value ¢f the srccateway header identifies the controlled equipment‘by which the message has been
created.
A.4.7 Error logging
The 4891-sjmart gateway unit shall provide functionality.fef’logging error messages. The enror logging
functionalify shall follow I[EC 61162-450:2018, 4.3.3.
The error nmjessages listed in Table A.1 shall be supported, if syslog (see RFC 5424) is adapted as described in
IEC 61162-450:2018, 4.3.3.2. Table A.1 also specifiesthe MSGID (see RFC 5424) to be used.
Table A.1 — Types.of errors to be logged via syslog
MSGID Error Data to collect
sappn.eg.geach controlled’equipment not reachable via equip- |— destination gateway|identifier
ment gateway API
sappn.eg.guthmiss missing username/password when authentica- |— destination gateway|identifier
tion.s required via equipment gateway API
— readable description of the error
— message type (if applicable)
sappn.eg.guthinv invalid username/password when authenticat- |— destination gateway|identifier
ing via equipment gateway API
— readable description of the error
— message fypn (iF ap ]icable)
sappn.eq.error failing requests on the equipment gateway APl |— destination gateway identifier
— readable description of the error
sappn.cg.error failing requests on the smart gateway API — source gateway identifier

readable description of the error
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A.5 Authorized operations

A.5.1 General

Certain operations on controlled equipment can require an authorized user performing the operation. Such
operations are called “authorized operations” (AOP).

It shall be specified whether an operation shall be considered an AOP or not, together with the message
types. If not stated explicitly, a message type shall be considered as not part of an AOP.

A.5.2 AOP messaging

4891-messages which are part of an AOP and which are sent to controlled equipment from a 4891-1/0

unit, shall H
controlled ¢

The 4891-s
4891-messa3

ave two additional headers containing the credentials of a user authorized for that
quipment: AuthUsername, AuthPassword.

mart gateway unit shall inspect the AuthUsername and authpassword header fields
ges. In case they are set, the smart gateway unit shall use them to perform the aut

challenge cpmputation as described in A.6 and A.7.

The 4891-s
message to

The control
any logic.

See Figures

AOP on the

n incoming
hentication

mart gateway unit shall provide the computed authentication challenge result together with the

the controlled equipment for processing of the AOP message.

led equipment shall validate the received message and authéntication proof before

A.7 to A.15 for communication examples for differentauthentication and authorizatio

in the conte

A.5.3 AO

A.5.3.1 G¢

xt of AOP messages.

P mode

bneral

4891-1/0 units shall differentiate between thé-two modes of operation:

performing

In situations

a) regular operation mode;

b) authorized operation mode (AQP.mode).

By default, #891-1/0 units shall gperate in regular operation mode. The AOP mode is considered fctive when
the I/0-unit has knowledge of.user credentials that allows authentication against a controlled equipment.
A.5.3.2 EItering AOP{mode

4891-1/0 units intending to enter AOP mode shall query user authentication data from the opg¢rating user
(i.e. username and*password). Only when providing valid user credentials, the I/O unit shal| be able to
switch to ADP-mode.

To validate the provided user credentials, the I/0 unit shall send them in a message of type smgw.users.auth
to the 4891-smart gateway unit with pestGateway message header containing the gateway identifier of the
designated controlled equipment (see A.4.2).

It is permitted for 4891-1/0 units to locally persist the user credentials. In that case, those credentials shall
be encrypted with a user defined PIN of five or more digits. When the user enters the correct PIN, the /0
unit shall behave as if the user has entered the stored credentials. When the user enters an incorrect PIN five
times in a row, the I/0 unit shall delete the stored credentials, falling back to the regular user credentials
input for entering the AOP mode.
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A.5.3.3 Leaving AOP mode

4891-1/0 units shall automatically leave AOP mode after the user has ended the interaction with the unit.
The following list describes indicators of inactivity which shall be applied, where applicable:

— display
— user ha

1 minh

or screen of the unit has been locked (i.e. lock screen or screensaver);
s been signed out (explicitly or automatically);

as passed without user inputs (e.g. keyboard, mouse movement, touch events).

The semantics of “end of interaction” or “inactivity” is not strictly defined. Manufacturers shall use the
indicators for inactivity listed above to derive suitable definitions for their implementation.

A.5.4 Handling of user credentials

The 4891-s
of incoming

The 4891-s
authenticat

The 4891-1
to the 4891

4891-1/0 u
and transm
the control
system. It i
(type pase.
broker or o

A.6 Exte

mart gateway unit may receive user credentials in the AuthUsername and AuthPassw
messages from 4891-1/0 units.

mart gateway unit shall not persist those user credentials any longer tham-needed to
on processes against the controlled equipment (see A.7).

0 units may receive user credentials as input from the authorized users directly to fo
smart gateway unit for authentication against controlled equipment (e.g. as part of 4

its shall not persist those user credentials for any reasomn) ether than for enabling th
tting the 4891-1/0 units to the 4891-smart gateway unit for the authentication proce
ed equipment. Moreover, 4891-1/0 units shall not share those user credentials wit
permissible to wrap the 4891-message containingthe user credentials in an encrypt
encrypted) for sending the message to the 4891-smart gateway unit through the 48
her 4891-1/0 units (message relaying). See A:3*for further details.

nded messaging processes

A.6.1 General

A.6.2 to A.6
implement

A.6.2 Rec
The 4891-s
a)

the con
API (se

.5 specify extensions to thégeneral messaging processes specified in 6.11. Manufac
he extensions specifiedron-4891-components.

eiving 4891-messages from controlled equipment
mart gateway Unit can receive 4891-messages in two ways from the controlled equip

frolled equipment responds with a message synchronously to a request on its equipm
b Figure\Av2);

b) the conrrolled equipment sends a message asynchronously via smart gateway API (see Figui

brd headers

pberform the

rward them
L\OP mode).

e AOP mode
5ses against
h any other
ed message
91-message

turers shall

ment:

bnt gateway

e A.3).

In both cases, the received message shall be processed by the “message processing from controlled
equipment”-logic (see Figure A.4) before being forwarded into the “general message processing”-logic (see

6.11.5).
on message forward to:
received "message processing from controlled equipment”-logic
NOTE1 Thislogic is executed when receiving a message from controlled equipment in response to a request on its
equipment gateway API.
NOTE 2  See Figure A.4 for referenced process “message processing from controlled equipment”-logic.

Figure A.2 — Smart gateway unit — Message received in response of equipment gateway API
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- success response
"\ (HTTP-status 204)
on message

forward to:
"message processing from controlled equipment”-logic

NOTE1 Thislogicis executed when receiving a message from controlled equipment on the smart gateway API.

NOTE 2  See Figure A.4 for referenced process “message processing from controlled equipment”-logic.

Figure A.3 — Smart gateway unit — Message received on smart gateway API

on message encrypt message for destination unit publish transformed message
received| 7 [(WTap ITTTO MESSage Of type  Dase.encrypred J on message Jroker
Y header DestUnitld does not equal
transform feceived message: own unit identifier

- set headgr SrcUnitld to identifier of core unit
- set headgr SrcGateway to name of equipment

gateway frpm where the message arrived

header DestUnitld equals
own unit identifier

forward to:
"general message processipg"-logic

NOTE1 This logicis executed for messages received from the controlled €quipment on the 4891-smarf gateway.

NOTE 2  See 6.11.5 for referenced process “general message processing’-logic.

Figure A.4 — Smart gateway unit — Message pracessing from controlled equipmeént

A.6.3 Message handling logic for smart gateway unit

The smart gateway unit shall implement a message handling logic based on Figure A.5. This logic provides
a process fdr the basic handling of messages-éceived from I/O units that are intended to be deliyered to the
controlled ¢quipment.

This logic delegates the message intgthe logic to forward it to the controlled equipment (see A.6.4) if the
destination|gateway has been specified on the message. In any case, the message is also forwaided into an
implementdtion specific handlinglogic.

on messagy
to be han

header, DestGateway is

b meta > notknown to Smart Gateway Unit ﬁoublish error message 4s response:
led '\ code = GATEWAY_UNKNOWN
hreader DestGateway is

| known to Smart Gateway Unit

the destination equipment message had not been transported securely
| requires secured message transport (no message of type "base.encrypted" as ancestor)

‘ﬁ)ublish error message 3s response:
AN . ] ~\\ code = ENCRYPTION_REQUIRED
thredestimatiomequipmentdoes £

not require secured message transport| (has message of type "base.encrypted"” as ancestor)

N
AV

had been-transported-securaels

header DestGateway
is set

header DestGateway
is not set

l

forward message meta to forward message meta to
"implementation-specific message handling"-logic "forward message to controlled equipment”-logic

Y

Figure A.5 — Smart gateway unit — Message handling

© IS0 2024 - All rights reserved
91


https://standardsiso.com/api/?name=8ffdcf7cdb3695d953e946ee3177eb1a

ISO 4891:2024(en)

The smart gateway unit shall implement the logic from Figure A.6 for forwarding messages to the controlled
equipment via equipment gateway API (see A.7) exposed by that equipment. The smart gateway unit shall
only forward messages based on its message handling logic, as described in previous paragraph.

on message meta
for sending message
the destination equipment does

not support the message's type ‘f publish error message as response:
'Qode = MESSAGE_TYPE_UNSUPPORTED,

the destination equipment does
support the message's type

the destination equipment

header AuthUsername is notset A requires user authentication (" publish error message as response:
/ N ™ code = AUTH_REQUIRED
header AuthUsername is set the destination equipment does

not require user authentication

Initiate guthentication challenge by sending request to
equipmept gateway API of destination equipment with
AuthUsername value.

error response A ‘fpublish error message as rpsponse:
'\ ¢ode’= AUTH_FAILURE
success response
Comput¢ the challenge response from AuthUsername,
AuthPpssword and received response data. (using
enfpty string as default for AuthPassword)
y ¥
transform{message to be sent:
- remove feader AuthUsername (if set)
- remove feader AuthPassword (if set) status is 401 fpublish error message as response
- remove feader SrcUnitVerified (if set) ;\ code = AUTH_FAILURE
- set headgr DestUnitld to 0-UUID
- set headgr SrcUnitVerified to "yes" (if message was signed by source unit) status is 403 ‘fpublish error message as rEsponse:
v '\ code = AUTH_FORBIDPDEN
Send tranfformed message to equipment gateway API of )
destinatign equipment. Include authentication challenge status is 400 ‘fpublish error message as rpsponse:
response, if it had been computed. 'K code = MESSAGE_INVALID
€rror response - other status ‘fpublish error message as rgsponse:
’v '\ code = UNEXPECTHD
success response
response does not contain a message e
done )
response contains @ message N

Y

i
I 3 forward received message to

controlled equipment message processifig"-logic

Figure A.6 = Simart gateway unit — Forward message to controlled equipment

A.6.4 Mejssage properties and transformation

A.6.4.1 General

A.6.4.2 to A.6.4.5 specify required properties of 4891-messages in the context of message exchange with
controlled equipment.

A.6.4.2 Messages from 4891-1/0 units to 4891-smart gateway unit

All 4891-messages intended for delivery to the controlled equipment shall comply with these properties,
before being sent form the creating 4891-1/0 unit:
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Message header fields have these values:

srcunitId: identifier of the 4891-unit performing the operation.

DestUnitId: set to identifier of smart gateway unit.

DestGateway: set to the gateway identifier of the designated controlled equipment.
ge header fields (if the operation requires user authentication):

AuthUsername: set to username credential of operating user, the operation will be performed in
the name of that user.

nacourard of anarating 1o

Message may be wrapped in a message of type base.signed, being signed by the creating 4891-1/0
unit. This is required for the message to be flagged as “srcunitverified” when delivered tp controlled
equiprpent. Manufacturer's documentation shall state if this flag is required for specific fungtionality of

controlled equipment.

Messa
unit.

be is wrapped in a message of type base.encrypted, being encryptedfor the 4891-smart gateway

A.6.4.3 Transformation of messages from 4781-smart gateway unit-to controlled equipment

All 4891-m¢ssages sent from 4781-smart gateway unit to the controlled equipment shall be tranjsformed by

the smart gpteway unit in the following way before they are sent:

a)

b)

A.6.4.4 Mressages from controlled equipment to 4891-smart gateway unit

set mefssage header field:

rfemove message headers:
huthUsername (if set)
huthPassword (if set)

ErcUnitverified (if set)

DestUnitId = 00000000%~8000-0000-0000-000000000000 (0-UUID)

tet message headerfield, if the message is a verified message, i.e. if it was sent to #891-smart
pateway unit wrdpped in a message of type base. signed with a valid signature signed py the same
1891-unit thatis'stated in the srcunit1d header:

ErcUnit¥enified = yes

All 4891-messages created by the controlled equipment shall have the following properties before being
sent to the 4891-smart gateway unit:

a)

set message header fields:
SrcUnitId = 00000000-0000-0000-0000-000000000000 (0-UUID)

srcGateway: the value from the header pestGateway of the corresponding request message that this
new message is the response to, i.e. the gateway identifier assigned to the controlled equipment.

DestUnitId: the value from the header srcunit1d of the corresponding request message that this
new message is the response to.
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message is the response to (only if the message is a response).

ReferenceId: the value from the header 1d of the corresponding request message that this new

A.6.4.5 Transformation of messages from controlled equipment on 4891-smart gateway unit

The 4891-smart gateway unit shall transform all 4891-messages received from the controlled equipment in
the following way before they are sent to the intended target [/O unit:

a)

A.6.5 Exd

The followi
units and c
process dia
with Figurg

For messag
related stej
being exchd

set message header fields:

SrcUnitId: the unitidentifier of the smart gateway unit

anging messages between 4891-1/0 unit and controlled equipment

ng steps summarize the process that is performed when exchanging messages betwe
bntrolled equipment through the 4891-smart gateway unit. These steps-are extract
brams specified in Figures A.2 to A.6. Manufacturers shall implement the process in
s A.2 to A.6, rather than following the simplified summary of steps:

es in operations that do not require an authorized user (regular mode of 1/0 unit),
s and authentication related values are skipped. The following list assumes that th
nged are part of an authorized operation (AOP mode of [/O.unit).

F enters AOP mode.

[ composes a message that is supported by designated controlled equipment.
F encrypts that message for the smart gateway:unit.

ateway unit receives the encrypted message and processes it.

bateway unit verifies the signatureif the message was signed (for srcunitverifid

ateway unit extracts the nusername and password from the decrypted message.
ateway unit constructs “client-first” SCRAM string.
ateway unit iritiates the user authentication via equipment gateway API.

led equipment computes “server-first” SCRAM string and returns it together with
fed hashihg algorithms as response to the smart gateway unit.

ateway unit computes the “client-final” SCRAM string.

ateway unit selects the desighated controlled equipment via the pestGateway headef.

en 4891-1/0
cd from the
accordance

the SCRAM
e messages

d header in

one of the

Smart gateway unit transforms the message.

the controlled equipment.

Controlled equipment validates received “client-final” SCRAM string.

Controlled equipment performs logic for the received message.

returns it synchronously or asynchronously to the smart gateway unit.

a) I/0uni

b) /0 uni

c¢) I/0uni

d) Smartg

e) Smart
step 1).

f) Smart g

g) Smartg

h) Smartg

i) Smartg

j)  Control
suppor

k) Smartg

1)

m)

n)

0)

p)

q)

Smart gateway unit transforms the response message.
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r) Smart gateway unit encrypts the response message for the I/0 unit before sending it to the I/0 unit.

s) I/0 unitreceives the encrypted message and processes it.

While the previous steps showcase the success-path, the following error cases in Table A.2 shall be handled
in between those steps. In each of these error cases, the 4891-smart gateway unit shall stop the transmission
process to the controlled equipment for the original 4891-message and instead create an error response
message (type base.error, see 6.11.2) containing an error code as specified in Table A.2 and with these

properties:

— set srcGateway to identifier of controlled equipment;

— setRreferenceld to the id of the original message;

— set contained error code to the code specified in Table A.2 related to the error case;

— encrypf the message before sending it to the 4891-1/0 unit.

Table A.2 — Overview of error cases in validation logic performed on controlled equiF)ment
Related step Validation logic Errof code

i) If controlled equipment does not find the provided user, then an errer AUTH_FAILURE
with HTTP- status 401 shall be returned.

m) If the received “client-final” SCRAM string was invalid, theidn error with |[AUTH_FAILURE
HTTP-status 401 shall be returned.

m) If the received message requires user authentication’\(AOP), but no AUTH_MIS$ING
“client-final” SCRAM string was provided with it ffom the 4891-smart
gateway unit, then an error with HTTP-status 402;shall be returned.

n) If SCRAM-authentication was successful but the user does not have the AUTH_FORBIDDEN
required role/permission (authorization) forthe operation, then an error
with HTTP-status 403 shall be returnedy

Figures A.7|to A.15 illustrate the expected communication behaviour between 4891-1/0 unit,

1891-smart

gateway urlit and controlled equipment in different situations, when exchanging 4891-messages between
4891-1/0 unit and controlled equipment.

4891-1/0junit

4891 :smart gateway unit controlled equipment

request message AN
1 without Auth-headers

wrapped in message of
type "base.encryptéd”

Y

|| POST /messages m -

{"message": ... }

-« ————— HTTP-status 204 L —

ok: no auth req

perform operat

Figure A.7 — Messaging with controlled equipment — Non-AOP without response
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4891-1/0 unit 4891-smart gateway unit controlled equipment

request message AN
without Auth-headers

wrapped in message of || POST /messages k > ok: no auth required

type "base.encrypted” {"message": ...}

perform operation ...
«———— — — — ] H"II‘TP-statu"s 200 ]
{"message": ... }
response message from ﬁ‘

Y

h controlled equipment
oo A O Meoccecaginagwuwith contrallod agiiinaa ot Naon-AOPR unath »roacknonca
x lsul A"Fe T l'l\'oousllls YVWILIL CUIILI VUVIIvU \r\ﬂl“ll’lll\'llt INUIL TAVUX VVIAILIL X \'\,Pulla\'
4891-1/0Junit 4891-smart gateway unit controlled equipment
request message with headers AN o
|| AuthUsername = "alice" >
AuthPassword = "secret” —BI
— P?ST /?Uth'mlt > ok: user does gxist
wrapped in message of {"seed" ..}
type "base.encrypted”
<« —— — — — ] HTTP-status 200 _
{"challenge": .., "hashAlge",... }
POST /messages BI ok: password isfvalid
|| {"auth’: ., "message”:..} %] > ok: user is authgrized
___________ HTTP-status 204 AN n perform authotfized
< operation .
Figure A.9 — Messaging with cohtrolled equipment — AOP without response
4891-1/0Junit 4891 -smart gateway unit controlled equipment
message message with headers AN o
[ 1| AuthUsername = "alice" >
AuthPassword = "secret” —
POST /auth-init BI o
wrapped in messge&ol [ | {"seed": ..} > ok: user does ¢xist
e "base.encrypted”
P 24 « — — — — — | HTTP-status 200 ]
{"challenge": .., "hashAlgo": ...}
POST /messages ok: password ifvalid
| { "auth": .., "message": ..} | > ok: user is auth¢rized
HTTP-status 200 perform al%thorlzed
<—————— —— ———— ] " N — operation ...
‘ response message from {"message
- controlled equipment

Figure A.10 — Messaging with controlled equipment — AOP with response
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4891-1/0 unit

— without Auth-headers

request message B

4891-smart gateway unit

wrapped in message of
type "base.encrypted”

Y

response message of
type "base.error" with

A

code "AUTH_MISSING"

|| POST /messages B|

controlled equipment

{"message": ... }

| HTTP-status 401 _
{}

!
>

ERROR

authentication required

Figuy

4891-1/0Junit

request message B
AuthUsername = "unknown"

4891-smart gateway unit

AuthPassword = "secret”

wrapped in message of
type "base.encrypted”

response message of

Y

POST /auth-init B|

controlled equipment

>
>

{"seed": ...}

| HTTP-status 40T _
{-}

ERROR
user does not ¢

Iist

< type "base.error” with
code "AUTH_FAILURE"
Figure A.12 — Messaging with controlled equipment — AOP failure “invalid username”
4891-1/0unit 4891-smart gateway unit controlled equipment
request message AN
| AuthUsername = "alice" »>
AuthPassword = "wrong"
POST /auth-init B, i
— " > ok: user does ¢xist
wrapped in message of {"seed" ..}
type "base.encrypted”
<« —— — — — ] HTTP-status 200 _]
{"challenge": .., "hashAlgo™: ...}
| | POST /messages |S| - ERROR
("auth: ., "message": .. } | password is inyalid
<~ — — — — — — — ] HTTP-status 401 |
response message of (.}
< type "base.error” with
code "AUTH_FAILURE"

Figure A.13 — Messaging with controlled equipment — AOP failure “invalid password”
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4891-1/0 unit 4891-smart gateway unit controlled equipment
request message B
— AuthUsername = "alice" >
AuthPassword = "wrong"
POST /auth-init B| .
. — " > ok: user does exist
wrapped in message of {"seed": ..}
type "base.encrypted”
« —— — — — ] HTTP-status 200 Iﬁ_
{ "challenge": .., "hashAlgo": ...}
POST /messages |S| N ok: password is valid
[ | {"auth": .., "message": ...} | >
ERROR
« —— —— — ] HTTP-status 403 BI ] user is not authorized
response message aof 1
> type "base.error" with I LS A
code "AUTH_FORBIDDEN"

Figure A.14 — Messaging with controlled equipment — AOP failure “forbidden’

4891-1/0junit 4891-smart gateway unit controlléd equipment

request message B

Y

NOT wrapped in message of

type "base.encrypted” ERROR

messages with controlled

equipment as destination
must be encrypted

response message of
type "base.error" with
code "ENCRYPTION_REQUIRED"

A

Figure A.15 — Messaging with controlled equipment — General failure “not encrypted”

Figure A.16|illustrates a full example fer\creating a 4891-message on a 4891-1/0 unit and sending it to some
controlled ¢quipment via 4891-smart gateway unit. This example also showcases the correct wrapping for
signing and|encrypting the message.on the source 4891-1/0 unit, so that it can be accepted on the #891-smart
gateway unfit and delivered as “source unit verified” to the controlled equipment.
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4891-1/0 unit sends a 4891-message to 4891-smart gateway unit for delivery to controlled equipment

(1) create message for controlled equipment
(original payload message)

Type = smlog.records.write
Id = Sb6eladl-99al-4511-ad96-al49la6c8c2b
CreatedAt = 2022-09-22T12:34:562
SrcUnitId = 9c57c34c-99c2-4£00-bbed-d29d5dc7c3es

DestUnitId = e61lbb775-a210-41d6-alb5-c891c92ec670

DestGateway ELRB
AuthUsername SomeUsername
RuthPassword = SecretPassword

some data in part(s) ‘

(2) sign message

(becomes signed/verified message)

(3) encrypt for smart gateway unit
(encrypted message)

N

AN

Type = base.signed
Id = ©25ab158-46a3-4749-8a7b-95283eb06125 |\
CreatedAt = 2022-09-22T12:34:56Z \
\ \
\ SrcUnitId = 9¢57¢c34c-99c2-4f00-bbed-d29d5dc7c3e5 \
\ DestUnitId =

\| | message encoded as JsON-string

e61bb775-a210-41d6-alb5-c891c92ec670 \

AN

Type = base.encrypted

1d = 980aeb29-4beb-4735-8c91-17c4dde38ced
CreatedAt = 2022-09-22T12:34:572

SrcUnitId = 9c57c34c-99c2-4£00-bbed-d29d5dcTc3es
DestUnitId = e61bb775-a210-41d6-alb5-c891c92ec670

binary containing encrypted message

/ binary containing message signature /
/
) semdtosTart gatewayjunit
4891-smarf gateway unit receives the 4891-message from 4891-1/0 unit for delivery to controlled equipment
[ B 5 et
(7) verify signature and extract (6) extract and decrypt message (5) receivemessage

(9) hanflle message

(B) if extracted message was signed by the message's source unit,
then remember that the source unit is "verified" for this message

(10)|extract destination gateway
(11)|extract user authentication (if given)
Type = smlog.records.write AN
Id = 5S5b6elad4l-99%al-4511-ad96-al49la6c8c2b
CreatedAt] = 2022-09-22T12:34:562
SrcUnitI = 9c57¢34c-99¢c2-4£00-bbed-d29d5dc7c3e5
DestUnit]] = e6lbb775-2210-41d6-a1b5-c891c92ech70
DestGatewpy ELRB
AuthUsernpme SomeUsername
AuthPasswprd = SecretPassword
some datfa in part (s)

Type = smlog.records.write
Id = 5béeladl-99al-4511-ad9%6-ald9fa6c8c2b
CreatedAt = 2022-09-22T12:34:562
SrcUnitVerified = yes
SrcUnitId 9c57¢34c-99c2-4£00-bbed-d29dpdcTc3e5
DestUnitId = 00000000-0000-0000-0000-0000p0000000O
(12) initialize user‘authentication with DestGateway R
controlled equipment
(only if us€r ¢redentials were given) some data in part (s)

4891-smart gateway forwards.the 4891-message to controlled equipmient

(15) transform message forsending to controlled equipment

(16) set SrcUnitVerified if-smart gateway unit received it as "verified messhge"

seed = ...

(17) send to controlled
equipment (with "lauth” if
user credentials wlere given)

Controlled
receives th
from 4891-pmart gateway unit

Pquipment
4891-message

\

(13) verify user is existing
(14) compute challenge for SCRAM

challenge

(21) pgrformfunctionality based on message

.~

auth F ...
message = |...

(18) verify "auth” is valid (if given
(19) receive message

(20) decide for received message:
- Is a valid "auth" required on the
- Is a "SrcUnitVerified = yes" requi

equest?
ed on

Type = smlog.records.write

1d = Sb6eladl-99al-4511-ad96-ald9labc8e2b
CreatedAt = 2022-09-22T12:34:562
SrcUnitVerified = yes

SrcUnitId = 9c57c34c-99c2-4£00-bbed-d29d5dcTc3es
DestUnitId = 00000000-0000-0000-0000-000000000000
DestGateway = ELRB

[ |
Some data in part (s) ‘

the message?

Figure A.16 — Sending a 4891-message from a 4891-1/0 unit to controlled equipment
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pment gateway API

A.7.1 General

The controlled equipment shall operate a HTTP-server implementing the following API endpoints specified
in A.7.3 to A.7.4.

The 4891-smart gateway unit shall use these endpoints to initiate data exchanges with the controlled
equipment. The base URL of this HTTP-API (EquipmentGatewayapiBaseUrl) shall be configurable in the
4891-smart gateway unit as instructed by the manufacturer’s documentation.

A.7.2 Salted challenge response authentication mechanism

The authen
[3] shall be
4891-smart
needing to {

In its full f
that allow |
shall be tru
authenticat|
intwo HTT

client

server

client

To make us
in its datab

SHA-38

SHA-51]
The 4891-s

A.7.3 Endpoint “InitiateUserAuthentication”

This endpot
the 4891-sn

Table A.3 sy

SHA-256

tication method called the Salted Challenge Response Authentication Mechan

ransmit the user's password in cleartext to the controlled equipment.

» o« T

orm, SCRAM defines four values (“client-first”, “server-first”, “client-final” and “se
pidirectional authentication. Since the controlled equipment is part of the secured
sted by default. Therefore, only the first three of these values are-vequired to prov
on (via 4891-smart gateway unit) to the controlled equipment. The three values are
P-requests, one for initializing and one for transmitting the message:

Lfirst: sent to controlled equipment in the initial request/(see A.7.3);
L £irst: computed by controlled equipment as result‘@finitial request;
L final: sent to controlled equipment together with message (see A.7.4).

e of SCRAM, the controlled equipment shall.hash the user’s password and store the hz:
hse. One of the following hashing algorithms shall be used by the controlled equipme

4
2

mart gateway unit shall provide support for all three of those hash algorithms.

nt allows initiating the SCRAM process to authenticate a username and password pa
hart gateway unit via the controlled equipment.

ecifies-the signature of this endpoint.

(SCRAM)

is
1sed between the 4891-smart gateway unit and controlled equipment for AOP, Byiing so, the
gateway unit proves the knowledge of a user's credentials to the controlled equipment without

rver-final”)
network, it
e the user’s
ransmitted

ished result
nt:

r known by
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Table A.3 — HTTP-signature of endpoint “InitiateUserAuthentication”

Method POST
Path <EquipmentGatewayApiBaseUrl>/auth-init
Request Content {
"seed": <scram-client-first-string>
}
Response (A) provided username (in seed) was found and is applicable for authentication
Status 00
Content {
"challenge": <scram-server-first-string>
"hashAlgo": "SHA256" | "SHA384" | "SHA512"
}
(B) provided username (in seed) was not found or is not applicable for atitthentication
Status 403
The 4891-gdmart gateway unit shall generate a pseudo-random “nonge”-value and combine |it with the
username tp authenticate. That value shall be encoded as “client-first? string (see Reference [5]] and placed
in the “seed’ field of the request.
Ifthe provided username (in “client-first” value) is accepted for atithentication, then the controlled equipment
shall respopd with a “server-first” message string (see Refefénce [5]) and the hashing algorjthm to use

as part of §
database. A
equipment,
equipment’

If the provided username (in “client-first” string) is not acceptable for authentication, or if n

exists in th

error code ¢f 403.

A.7.4 Endpoint “SendMessagée”

This endpo
a)

an auth
messag

b) an un-quthenticated message.

The 4891-s1

CRAM. The data used to build these values shall be sourced from the controlled ¢
dditionally, the hashing algorithm to be used-as part of SCRAM shall be selected by th
based on the algorithm that has been used for the password hash stored in the
b database.

e controlled equipment's database, then the controlled equipment shall respond wit

enticated message, requiring a SCRAM “client-final-string” (see A.7.2), utilized for
es;

nattgateway unit shall pick the appropriate variant based on the processing logic descri

bquipment’s
b controlled
controlled

b such user
h an HTTP-

nt allows sending a-meéssage to the controlled equipment. There are two variants of dloing so:

AOP mode

bedinA.6.5.

Table A.4 specifies the signature of this endpoint.
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Table A.4 — HTTP-signature of endpoint “SendMessage”

Method POST
Path <EquipmentGatewayApiBaseUrl>/messages
Request (A) If the message requires user authentication (i.e. requires AOP mode, see A.5).
Content {
"auth": <scram-client-final-string>
"message": <message>
}
(B) If the message does not require user authentication i.e. does not required AOP mode)
Content {
}
Response (A) If the received message did not produce response message, or (B) if the response message will be
computed and send back asynchronously via smart gateway API (see A.8.2).
Status | 204 (No Content)
(C) If the response message has been computed synchronously as part of the HTTP-respojnse.
Status 200
Content {
"message": <message>
}
(D) If the message required user authentication (AOP), huthone was provided (i.e. requeqt was of
case B), or (E) if the provided authentication was invalid,
Status | 403
A.8 Smart gateway API
A.8.1 General
The 4891-sinart gateway unit shall operate a T TP-server implementing the API endpoint speciffied in A.8.2.

The controlled equipment may use these\endpoints to send messages to the 4891-smart gatew
base URL of this HTTP-API (smartcafewayapiBaseurl) shall be configurable in the controlled eq
instructed by manufacturer’s documeéntation. If the controlled equipment does not use these AP
then that cqnfiguration shall be optional.

A.8.2 Endpoint “SendMessage”
This endpojnt allows.sending a message to the 4891-smart gateway unit.

Table A.5 specifies'the signature of this endpoint.

hy unit. The
Juipment as
| endpoints,

Method POST
Path <SmartGatewayApiBaseUrl>/messages
Request Content {
"message": <message>
}
Response |[Status 204 (No Content)
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A.9 Additional standard message headers

Table A.6 lists additional standard message headers for 4891-messages (see 5.3.3.2). These headers are used
on messages transmitted between 4891-units and controlled equipment.

Table A.6 — Additional standard 4891-message headers

Header name

Type

Description

SrcGateway

<string>

network).

Placed on messages by the controlled equipment for messages received from
controlled equipment. Defines the gateway (i.e. the controlled equipment
type) that the message originated from (e.g. entered the smart application

DestGatewa

<string> Placed on messages by 4891-units for messages to be communica

trolled equipment. Defines the gateway (i.e. the controlled equip
that the message shall be delivered to through the smart gateway

ted to con-
nent type)
F unit.

AuthUserng

me <string> Authentication credentials of the user operating the 4891-unit th

AuthPasswd

rd the message with these headers. These user credentials‘are spec

controlled equipment that is addressed by the message containin
headers.

<string>

at created
fic to the
g these

SrcUnitVen

ified <string> Is placed on messages by the smart gateway unit; when sent to cg
equipment. A value of yes states that the smait gateway unit did
the message was created by the stated sotirce unitin SrcUnitId,

4891-smart gateway unit has validated’a signature.

ntrolled
verify that
i.e. that the

4891-1/0 units shall provide the header pestGateway for messages destined to controlled equij

sending the
where the i

The controll

Valid value
supported

gateways (
equipment

The header
is set. The h

The headern
intended to
Certain me
types are e}

A.10489]

m to the 4891-smart gateway unit. The header pestgateway shall only be used o
eader DestUnit1d is set to the smart gateway unitsidentifier.

ed equipment shall provide the header srccateway for messages sent to the 4891-smartg

for the headers DestGateway and srcGateway shall be taken from the set of availab
by the 4891-smart gateway unit in thé network. Other 1/0 units shall query tho
ee A.4.4) from the smart gateway unit to lookup the availability of gateways td
connected to the smart gateway unit:

AuthUsername and authPassword shall only be used on messages where the header g
eader Authpassword shallonly be used on messages where the header authusername

s AuthUsername and aythpPassword shall be specified by 4891-1/0 units for messag
be delivered to theZeontrolled equipment (identified by the pestGateway header in th

kplicitly stated\to do so in their definition.

| -message functionality

A.10.1 Gelreral

ment when
n messages

ateway unit.

le gateways
e available
controlled

estGateway
S set.

res that are
e message).

ssage types specifie to the controlled equipment can override this requirement. Such message

This clause defines the basic 4891-messages that shall be supported by the 4891-smart gateway unit and
4891-1/0 units that are destined to interact with smart gateway units in the context of controlled equipment

use cases.

A.10.2 Operation “GetEquipmentGateways”

A.10.2.1 General

This operation is intended to be used by 4891-1/0 units to lookup the available controlled equipment
that is connected to the smart gateway unit. With the returned information, those I/O units know what
equipment can be addressed via the smart gateway unit. In case those I/0 units support the message types
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to communicate with the equipment, they can start interacting with the equipment by exchanging messages
of those types.

The 4891-smart gateway shall react to messages of type smgw.gateways.query by returning the gateway
identifiers of connected equipment in the gateways list of the response message.

A.10.2.2 Message type “smgw.gateways.query”

Table A.7 specifies the composition for this message type.

Table A.7 — Composition of 4891-message type “smgw.gateways.query”

Message type smgw.gateways.query

Data parts none

A.10.2.3 Miessage type “smgw.gateways.queryresp”

Table A.8 specifies the composition for this message type.

Table A.8 — Composition of 4891-message type “smgw.gateways.queryresp”

Message type smgw.gateways.queryresp

Message hepd- |Field Field type Required Deseription

er Referenceld <uuid> true The message id of the answergd smgw.
gateways.query message.

Data part 1 Type |Record

Data |Field Field type Required |Description

gateways <list of stringy true The equipment names offthe con-
nected controlled equipmpent which
can be addressed via the smart
gateway unit. These nanjes shall be
documented together with equip-
ment specific message types.

A.10.3 Operation “ValidateUserCredentials”

A.10.3.1 Ge¢neral

This operation is intended.to)be used by 4891-1/0 units to validate the credentials of an authorized user
with the coptrolled equipment.

With regargl to suceessful authentication, the controlled equipment shall respond with a mesgage of type
smgw.users|. authresp. The data part of that message shall be used for information about the aythenticated
user as far s applicable.

Authenticatiom faiture s ramdted by the 485 t=smmart gateway umnit mrediating the commumication between
controlled equipment and requesting I/0 unit (see Figures A.7 to A.15, and related authentication logicin A.7.2).

A.10.3.2 Message type “smgw.users.auth”
This message type shall be sent to the controlled equipment as part of an authorized operation (see A.5).

Table A.9 specifies the composition for this message type.

Table A.9 — Composition of 4891-message type “smgw.users.auth”

Message type smgw.users.auth
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